MUHWUCTEPCTBO OBPA30BAHUA N HAVKW POCCUNCKOW ®EOEPALIY

NMPUKINTAOHAA
OANCKPETHAA
MATEMATUKA

HayuHbivi >xypHan

2018 Ne 40

3apeructpuposan B PefepansHoii cnyxbe no Hagsopy
B cchepe CBA3M U MaCCOBbIX KOMMYHUKaLWIi

Ceungetenscteo o peructpauum M Ne @C 77-33762 ot 16 okTabpsa 2008 r.

MNoanucHoii nHaekc B obbeguHéHHom kaTanore «[lpecca Poccuny 38696



YYPEIUTEJIb

TomMmcKkwnit rocy/1JapcTBEHHbIII YHUBEPCUTET

PEJAKIIMOHHAA KOJIJIEI'NA 2KYPHAJIA
«IIPUKJIAJTHAYA JTVNCKPETHAA MATEMATUKA »

Arubasos T.II., a-p mexu. Hayk, npod. (rmasubii pegaxrop); essuun II1.H., 1-p
TeXH. HayK, WI.-Kopp. Akajemun kpunrorpadun PP (3am. 1. pemakropa); Hepemyri-
kuH A.B., 1-p dwus.-mar. Hayk, wi-kopp. Akajgemun kpunrorpacdun PP (3am. 1. pe-
nmakropa); [lamkparosa WM. A., xawm. dus.-mar. Hayk, mo1. (OTB. cekperapb); AJjekce-
e B.B., 1-p dwuz.-mar. nayk, npod.; BeikoBa B.B., 1-p dwuz.-mar. nayk, npod.; Iry-
xoB M.M., 1-p ¢us.-mar. Hayk, akagemuk Axagemun kpunrorpacdun PO; Eppoxu-
MoB A.A., xKaug. dus.-mar. Hayk, upod.; Komecamkosa C.U., n-p texn. mayk; Kpbl-
goB 1. A.) 1-p dus.-mar. nayk, npod.; Jloraues O. A., kanx. dus.-mar. Hayk, joir.; Msic-
uukoB A.T., m1-p dus.-mar. Hayk, npod.; Pomanpkos B.A., 1-p duz.-mar. Hayk, mpod.;
Camuit B. H., xann. ¢dus.-mar. mayk, npod.; Cadonor K.B., 1-p dus.-mar. mHayk, mpod.;
Qomuues B. M., 1-p dus.-mar. Hayk, npod.; Xapun 0. C., 1-p dpus.-mar. HAyK, UI.-KOPP.
HAH Benapycu; Yeborapes A. H., 1-p texu. nayk, npod.; [llosomos JI. A., 1-p dbus.-mar.

HayK, IIpod.

A npec pepaknuu u nzgaresis: 634050, r. Tomck, np. Jlenuna, 36
E-mail: vestnik pdm@mail.tsu.ru

B oricyprane nybauryromes peaysvmamot GynoaMenmasvHolr U NPuUKAGOHBLE HAYYHBIT
UCCACA0BAHUT OMEYECMBEHHVIT U 3GPYOCHCHHLT YUEHBLT, BKAIOUAA CNYIEHTO8 U
acnuparmos, 6 064acmu QUCKPEMHOT MAMEMATMUKY U €€ NPUAOAHCEHUT 6 Kpunmozpapuu,
KomnwvlomepHot bezonacrocmu, Kubepremuxe, urpopmamure, npozpammuposaHu,
MeoPUU HAVENHCHOCTNU, UHMEANEKMYANOHLT CUCTNEMALT.

[TepuomyunocTs BbIXOa KypHaJsa: 4 HoMepa B TOJI.

Penaxkrop H. U. [Tudnroscrasn
Bepcrka /. A. Ilanxpamosoti

[Toammcano k nmedaru 14.06.2018. @opmar 60 x 84%. Vea. m. 1. 14,8, Tupazx 300 k3.
Bakaz Ne 3239. llena cBobomnasi. Jlara Beixoma B cBer 29.06.2018.

Ornevarano wa 0b60pyI0BAHUN
Nznarensckoro loma Tomckoro rocy/1apcTBEHHOTO YHUBEPCUTETA
634050, 1. Tomck, p. Jlenuna, 36
Teu.: 8(3822)53-15-28, 52-98-49



CO/IEPKAHUE

TEOPETUYECKUE OCHOBBI
IMMPUKJIAJTHON JNUCKPETHOM MATEMATUKI

Commun . A. Kiacc cbamancupoBaHHBIX ajaredpamdecKux MOPOTOBBIX DYHKITHH ......e...... )
Yepemyuikua A. B. O jinHeilHOI PA3IOKUMOCTH JTBOUIHBIX DYHKIAA « .o 'oeeeeeeeeenininne.. 10

MATEMATNYECKUWUE METO/JAbI KPUIITOI'PA®OUN

Agibalov G. P., Pankratova I. A. Asymmetric cryptosystems on Boolean functions........ 23
Tokareva N., Gorodilova A., Agievich S., Idrisova V., Kolomeec N.,

Kutsenko A., Oblaukhov A., Shushuev G. Mathematical methods in

solutions of the problems presented at the Third International Students’ Olympiad

I Gy P OZ AP Y et e 34

MATEMATNYECKUWE METO/JAbI CTETAHOI'PA®UU

Momnapés B. A., IlectrynoB A.W. DddekTuBHOE 00HADYKEHHUE CTEraHOrpadute-
CKHU CKPBITOI MHMOPMAINK TOCPEICTBOM HHTErPAJIbHOTO KJIACCH(PUKATOPA HA OC-
HOBE CIKATHIST JTAHHDBIX .ttt s sssssssssssssessss s ee s e e e e e e et e e e e e e ee e e e e e e e et et e e e et et e e eeaaeaaan, 59

MATEMATUYECKUNUE OCHOBBI KOMIIbIOTEPHOI BE3OIIACHOCTU

Teiinaes B. ®@., F'amaronos 1. FO. OTkasyeMble IpyIIIOBble KOMMYHUKAIIMH B MO-
JIeJTA TJI00AIBbHOTO HEOTPAHUIEHHOTO 3JTOYMBITIITICHHITKR, -+t et e eeeeseeeeeeeeaaaaanaaaaanannns 72

ITPUKJIAZTHA YA TEOPUSA T'PA®OB

Bosonuuesa M. U., Jleopa C. H. lccinemoBanune m3omopdusma rpadoB ¢ MOMO-
MIBIO YKOPJAHOBBIX (DOPM MATPHIL CMEIKHOCTH « e eteeeeee e enatteeee e e ettt eeeeeaniaeeeeenns 87

MATEMATNYECKUVE OCHOBBI NTH®OPMATUKN
n ITPOTPAMMMWPOBAHUA

Pruibasio A. H. PenstusuzoBanuble reHepudeckue Kaaccbl P u NP, 100
TapkoB M. C. Ilocrpoenne cern XeMMUHra Ha OCHOBe Kpoccbapa ¢ OMHApPHBIMHI
L (C) 0 0] e N o) 0 1Y 57 (5P P 105

ANCKPETHBIE MOJAEJIV PEAJIBHBIX TIPOITECCOB

MuwupzabekoB . M., IITuxuen III. B. @opmajibHas rpaMMaTiKa PyCCKOIO sI3bIKA
130141007 0 £5) 0 Y2 b= PP 114

CBEJIEHUMSA OB ABT OPA X Lo e 127



CONTENTS

THEORETICAL BACKGROUNDS OF APPLIED DISCRETE MATHEMATICS

Soshin D. A. The class of balanced algebraic threshold functions ........................o.. )
Cheremushkin A.V. Linear decomposition of Boolean functions into a sum or a
Product of COMPONENTS .. ..o ettt e 10

MATHEMATICAL METHODS OF CRYPTOGRAPHY

Agibalov G.P., Pankratova I. A. Asymmetric cryptosystems on Boolean func-

1731 4 1= 23
Tokareva N., Gorodilova A., Agievich S., Idrisova V., Kolomeec N., Kut-

senko A., Oblaukhov A., Shushuev G. Mathematical methods in solutions of

the problems presented at the Third International Students’ Olympiad in Cryp-

DO DY et e 34

MATHEMATICAL METHODS OF STEGANOGRAPHY
Monarev V. A., Pestunov A.I. Efficient steganography detection by means

of compression-based integral classifier ............ ..o 59

MATHEMATICAL BACKGROUNDS OF COMPUTER SECURITY
Sheidaev V. F., Gamayunov D.Y. Deniable group communications in the pres-
ence of global unlimited adVerSary ..........coiuiiiiitiii i 72
APPLIED GRAPH THEORY
Volodicheva M. 1., Leora S. N. Study of graph isomorphism using Jordan forms

of adjacenCy MAtTICES ... ..ttt e 87

MATHEMATICAL BACKGROUNDS OF INFORMATICS
AND PROGRAMMING

Rybalov A.N. Relativized generic classes P and NP ..., 100
Tarkov M. S. Construction of a Hamming network based on a crossbar with binary
1071 00Dt 110 = 105

DISCRETE MODELS FOR REAL PROCESSES

Mirzabekov Ya.M., Shihiev Sh.B. Formal grammar of Russian language in
G € 0010 1T 114

BRIEF INFORMATION ABOUT THE AUTHORS ..o 127



NPUKNAOHAA OANCKPETHAA MATEMATUKA

2018 TeopeTnyeckune OCHOBbI NPUKAALHON ANCKPETHOW MaTeMaTUKK Ne 40

TEOPETNYECKNE OCHOBBI
IMTPUKJIAIJHON JIJMCKPETHOV MATEMATUKUA

VIK 512.13

KJIACC CBAJIAHCUPOBAHHBIX AJITEBPANTYECKINX IIOPOT'OBBIX
OYHKITUN
JI. A. Comun

Or'vil «HUU «Kesarnms, 2. Mocksa, Poccus

[IpennoskeH moaxond K IMOCTPOEHUIO KJIacca COAJIAHCHPOBAHHBIX AJIredpamIecKux IIo-
poroebix dyukuuit (AIID). Oynkuust k-suaqdnoii joruku [ HasbBaercs AIID, ec-
JIM CYIIECTBYIOT II€JI0UUC/IEHHbIEe HAGOPBI € = (Co,C1,...,Cq), b = (bg,b1,...,b) ©
HATYPAJBHBI MOJy/Ib m, Takue, 9ro f(xy,T9,...,&,) = @, €CIU U TOJHKO €CJIH
bo < rm(co+ c1x1 + coxo + -+ + cpy) < bay1 muist 060ro o € Q. vaIE T () —
dbyuknus npuBeneHnus 4uciaa x 1mo MoAyiaio m. Tpoiiky (c;b;m) Oyaem HasbBATH
crpykTypoit dyukiun f. LleHTpajbHBIM pe3ysibTaToM pabOThl SABJISIETCH IOCTPOCHHBIH
kJtace cbagancupoBanubix AIID, a umenno: eciu st AII® f, 3amanHOl CTPyKTYpOii
((co,c1,¢2,--.y¢n); (0,p,2p,...,kp); kp) = (c,b,m), cymecryer ¢; = pqu (¢, k) = 1,
TO Takast PyHKIsS cOaancupoBarHasi. CHaaHCHpOBaHHBIE (PYHKIUN JAHHOIO KJIACCA
MOT'YT OBITH HUCIOJIL30BaHbLI B KAUECTBE KOOPAMHATHBIX (DYHKIUHA IIOICTAHOBOK.

KiroueBble coBa: a42e6pauieckue nopo2osvie Gynkyul, coaiaicuposanmvle Gyrx-
YUU.

DOI 10.17223/20710410/40/1

THE CLASS OF BALANCED ALGEBRAIC THRESHOLD FUNCTIONS
D. A. Soshin

Technology Federal State Unitary Enterprise “Research Institute Kvant”, Moscow, Russia

E-mail: danil re@list.ru

The paper proposes an approach to the construction of a class of balanced algebraic
threshold functions (ATF). The function f of k-valued logic is called ATF if there
are sequences ¢ = (cp,C1,...,¢pn), b = (bo,b1,...,b;) of integers and the natural
modulus m such that f(x1,29,...,2,) = a & by < (co+ 121 + coxa + ... +
+ cpxn) mod m < bayp for any a € Q = {0,1,...,k — 1}. The triple (c;b;m)
is called the structure of the function f. The central result of the paper is a class
of balanced ATF constructed in the following way: if an ATF f has a structure
(c,b,m) = ((co,c1,¢2,...,¢n); (0,p,2p,...,kp); kp) where ¢; = pq and (¢, k) = 1,
then this function is balanced. Such functions can be used as coordinate functions of
substitutions.

Keywords: algebraic threshold functions, balanced functions.
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Pabora nocssiiena pa3BuTHIO METOJOB CHHTE3a OMEKTUBHBIX [IPE00PA30BaAHMIL, 3a/1aBa~
eMbIX peryisipHbiMu cucteMamu byskimit. B [2, 1] B kagecTBe KoOpAMHATHBIX ByHKIHMIT
[IO/ICTAHOBOK TIPEJJIAaraeTcsl MCIOIb30BATh CHCTEMBbI OJHOTHITHBIX MOPOTOBBIX (DYHKIHI 1
cucTeMBI aJirebpamdecKknx moporoeerx Gyuknmii. CorytacHo kpurepnio Xaddmana, KOop/Iu-
HaTHBIE (DYHKIUU JIOJKHBI ObITH COAJITAHCUPOBAHHBIME, [TO3TOMY Ha TIEPBOM dTAIle JOJIZKEH
OBITH PEIIEH BOIIPOC ONMCAHUS KJIACCOB cOasiaHcupoBaHHbIX (DyHKIM. B pabore mocrpoen
kitacc coanannpoBanabix AIID, obobimatonuit pesysbraTel, moaydeHubie B [3]. Vcnonb3osa-
une AII® npecraBiisier TpaKTHYIECKNT HHTEPEC B CBA3U C BOZMOYKHOCTBIO X 3P HEeKTUBHOM
peaim3aIyy HemoCPeJICTBEHHO B CpeJie — HOCUTeJIe CUTHAJIA, & IMEHHO B OIITHYECKON CpeJie.

Anrebpandeckue moporosble GyHKIMN k-3HauHOil JJoruku oT n nepemennbix ATF pac-
HUPSAIOT KJ1acC MOPOroBbix (ynkuuit 7% 3a cuér jnobap/ieHust MOLY/ILHOI Olepaluy.

Onpenenienne 1. @ynknuio k-3navdnoil joruku f : Qf — () HazoBéM asrebpan-
9eCKOll MOPOTOBOM, €C/I CYIIEeCTBYIOT IeJ0UncIeHHble HAbopsl ¢ = (cg,C1,...,¢p), b =
= (bo, b1, ..., bx) U HATYPAJIbHBINA MOJLY/Ib 1M, TAKUE, YTO JJIst JIHO60r0 v € ) BBIIOJIHSIETCS

flrr, 2o, zn) =a & by <rp(co+ a4 cora + -+ + cu2y) < bayi, (1)

rJie 7y, () — byHKIMsT IPUBEIEHNs YUCIa T 0 MO0 m, Iy (x) € {0,1,...,m—1}; Qf =
=4{0,1,...,k —1}. Tpoiiky (c,b, m) 6ynem Ha3biBaTh CTPYKTYPOil dyHKIWU f.

poitroe HepaBercTBO (1) MOXKHO 3ammcaTh PABHOCHIBHBIM CIIOCOOOM
bo < 121 + oo + -+ - + cpxy + mt < ot (2)

Jytst HeKoToporo t € Z [4].

Onpepenenne 2. Cnoem D, (f) (mocuresnem snadennst «) noporosoii dbyukiun f Oy-
JIeM Ha3blBaTh MHOXKECTBO TOYeK u3 (), B KOTOPbIX (DyHKIMs [ NPUHUMAET 3HAYECHHE (,

ae{0,....,k—1}.
ITpumep 1. Bagagum 3-3Haunyio AIID f(xq,x9) e crpykTypoii

(c;b;m) = ((0,2,3);(0,3,6,9);9) .

Brrmuimem HepaBeHCTBa, OIpPEJIEIIoNe 3Ha9eHuss (DYHKITAN:

f(.%‘l,ZEQ) =0 & 0< T9(2l’1 + S.TQ) < 3;
flz1,20) =1 & 3 < rg(2x + 3x2) < 6;
flx1,20) =2 < 6 < ro(2x1 + 3x2) < 9.
[IpeacraBum byurimo f(xy, ) B TaOJIUIHOM BUJIE:
T
012
0{f0|0]1
ro | 1 || 1] 1|2
2121210

Oyukuus f(xy, r9) npunaiexut kiaaccy ATy, no ne knaccy Ty. JleficTBuTebHO, J100ast
noporoBast (DYHKITHs sIBJISIETCS MTOJTHOCTBIO MOHOTOHHOI [5|, a mpu dukcamusax z; = 1 u
x1 = 2y dyHKIun f HapyIaeTcs ycjioBue 1-MOHOTOHHOCTH.

k k
Cuenytomue jiBa yTBep:K/ieHns onuchBaioT nojkiaacc BAT) kinacca AT cOajiancupo-
BAHHBIX k-3HAYHBIX (DYHKIH, IPEACTAB/IAIONINX TPAKTHICCKUI HHTEpeC.
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Teopema 1. Ilycrs ¢; # 0,14 € {1,...,n}, rorga crpykrypa
((co,c1,C2y oy cn); (0, ¢4, 264, ... key)s key) (3)

3a7128T chamancupoBanmyio BhyHKIMIO, TpHHAIeKaITyto Kiaccy AT,
Hoxaszameavcmeo. Pacemorpum dyskimio f(xy,xs, ..., T,), 33JaHHYI0 CTPYKTY-
poit (3). st mHOMXKecTBa (2} CIpaBe/yINBO PA3JIOKEHNE

k—1

O = U Dal(f), Di(f) N D;(f) = @ npu i # j.

a=0

s nmokasaresbcTBa TeOPEMbI JOCTATOYHO IIPOBEPUTH PABHOMONTHOCTEL Beex D, (f). 3a-

dbukcupyem npoussosibHoe 3uadenue d € {0, ...,k — 2}. Tlocrpoum orobpaskerue
¢ Da(f) = Das1(f)
o cuepyroriemy npasuiy. s kax ot Touku a = (ag, ag, . .., a,) € Dy(f)
(a1, .oy Qi1 Qi Qg1 oy Gn) = (a1, ..o @i—1,0; D 1, G401, ., ap), (4)

rjie & — cyioxkenue 1o Moyiiio k. [TokaykeM KOPpPEKTHOCTD 3a/IaHust OTOOparKeHusl . 3aru-
mem cpasaenns (2) nusa dysknuu f(xq, o, . .., T,), NCHOAB3Ys CTPYKTYPY (3):

ac; < ¢g+ 1w + Coo + ...+ Cpy + ket < (a+ 1)¢, (5)

kc; = m, ac; = by, (a+ 1)¢; = bayr. dost Toukn a € Dy(f) npeobpasyem cpapuenue (5),
HOJICTABUB BMECTO 3HAYCHUs (v 3HadeHue d:

de; < co+ cray + coas + ...+ cpa, + ket < (d+ 1)¢;.
Ko Bcem 1gacTsim ABOIMHOIO HEpaBEHCTBa IIPUOABUM C;:
(ci+de;) <cotcrar+ ...+ (Gag+¢)+ ...+ cpan + ket < ¢+ (d+ 1)e;.
[IpeobpazoBaB 1ociiegHee, Oy IUM
(d+1)e; <co+crar+ ... +cila;+ 1)+ ...+ chan + ket < (d+ 2)c;. (6)

Cpasuenue (6) 3a71aéT npeJiesibl, B KOTOPBIX JIEKUT 3HAUYEHUE JTMHEHHOH (hOpMbI (DYHKIHN
f(x1,29,...,2,) B TOUKAX (a1, a0, ...,0;_1,0; + 1,a;11,...,a,), a; € {0,...,k —2}. Ecim
KoopJmHaTa a; paBua k — 1, To (6) nmpumer Bu

(d+1)c; <co+crar+ ... +¢0+ -+ cpap, + ket' < (d+ 2)c;, (7)
rae t' =t+ 1 € Z. Obvenuussa (6) u (7), nosyuum juis jodoro a; € {0,...,k — 1}
(d+1)e; < e (co+crar + ...+ ci(a; 1)+ ...+ cpa,) < (d+ 2)c;.
U3 nocjieiHero BUJIHO, UTO JIJIsi YKA3aHHBIX 3HAYeHUi d BBINOJIHAETCS
f(plar,ag,...,a,)) =d+1,

OTKY/Ia MOJIydIaeM, ITO BEKTOp ¢(aq, s, ..., a,) dekur B MHOXKecTBE Dyt (f).
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Joxazxkem, 4o orobpazkenue @ ouekTuBHoe. st 3T0r0 mocTponm obparHoe 0Tobpazke-
e o' Dgyi(f) — Dg(f), nonoxus s Kaxoit Touku a = (ay, g, - . . , Ay, ), TPUHAJLTIE-
xkarmeit MmaoxkectBy Dgyq(f),

QO(CLl?a/Q? D JCLTL) — (CLl,CEQ, vy Q41,04 e 17ai+17 C 7an)7 (8)

rje ©— BoumTanue no Momysmo k. Koppekrnocts onpenenenus ¢! mposepseTcst aHasio-
ruano . Uz (4) u (8) momyanm o~ tp(ay, as, ..., a,) = (ay,as, . .., a,), 9TO CBUJIETEILCTBYET
0 OGMEKTUBHOCTH ¢ U paBHOMOIHOCTH MHOXKECTB Do (f), @ € {0,...,k —1}. =

O6061M pesysbTaT, MoJyIeHHbI B TeopeMe 1. B nokazarebcTBe HCIOIB3yeTCs CJie/I-
CTBHE U3 KPUTEPHUs O TOJHOIMKIOBOCTH JIMHEITHONO KOHIDYIHTHOTO TeHepaTopa. Hamowm-
HUM, YTO IIOJ] ITOCJIE0BATEIbHOCTBIO, TTOPOXKIEHHON JIMHEMHBIM KOHI'PDYIHTHBIM T'€HEPaTO-
pom ¢ napamerpamu Xo, @, ¢, M, TOHUMAETCS TTOCTIeI0BATETLHOCTD { X, }is0, Y/IOBJIETBODSI-
IOIAasl CJIeIYIONEMY PEKYPPEHTHOMY 3aKOHY:

Xiy1=aX;+q (modm), i>=0. 9)

Kpurepwuii nossonukooctu [6, ¢. 36] npu a = 1 umeer ciemyromuii By
JIuHelHbIl KOHrPYSHTHBIN TeHepaTop Buja (9) npu a = 1 ABIAETCS MOJTHOIMKIOBBIM
TOIJIa M TOJIbKO Torjia, Korya (g, m) = 1.

Teopema 2. FEcmu mia AII® f, 3amarnoit cTpyKTypoit

((COa017627 s 7Cn); (0,]?, 2p7 EIR) kp)v kp) )

cymectByer ¢; = pq u (¢, k) = 1, ro dyukius f coamaHcupoBaHHAas.

Zloxazameasvcmeo. JlokazaTebCTBO MOJHOCTHIO MMOBTOPSET JIOTUKY JIOKA3ATEIHCTBA
TeopeMbl 1 O CeIyIoNMI T3MEHEHUSIMH.

Orobpazkenue ¢ st JIOO0TO d OMPEIEIETC YCIOBUEM

¢ : Da(f) = Daaq(f).

[Tpasusio (4) npu 3TOM ocTaérest Hem3MeHHBbIM. [lajiee, B CHIIy PABEHCTB ¢; = pq u by = dp,
B (6) mpom3BeIEM COOTBETCTBYIOIINE 3aMEHbI, B PE3YJIBTATE YEero MOJIY THM

(d+qp<cotca+...+cla;+1)+ ...+ cpa, + kpt < (d+q+ 1)p. (10)

Ocrasbable peobpazoBanns (10) MOBTOPSIOT JIOTHKY JI0KA3aTEIbCTBA TEOPEMBI 1 ¢ yaéToM
HpUBeJIeHUs, IpU HeobxoumMocT, oporos B (10) mo Momysto kp.

Bamernm, ato npeobpasosanue P, geiicrByrommee Ha Mmuoxkecrse {D;(f) 1 i=0,... k—1}
U 38/JaHIHO0€ 110 IPABUILY

O(Di(f)) = Dieq(f),

YJIOBJIETBOPSIET YCJIOBHSIM KPUTEPHUS TTOJHOIUKIIOBOCTH. V13 GUEKTUBHOCTH (0 U TOTO, UTO BCE
muozxecrsa D;(f) sexkar Ha ofHOM IEKIIE IpeobpasoBanus P, cieryer X paBHOMOIIHOCTD,
upu 3roM 1peobpasoarne ¢ moxuo 3amucars P(D;(f)) = o(D;(f)). m

[Ipu ¢ = 1 yTBepKIeHNE TEOPEMBI 2 COBIAJIAET C TEOPeMOoil 1.

Sameuanue 1. B coorBercrBum ¢ pesyiabratamu 2| ObLIn HaWJIEHBI CTPYKTYpbI 18
IpeJicTaBuTe el cOATAHCUPOBAHHBIX T€OMETPUIECKUX TUTIOB OYJIEBBIX (DYHKIIUIT OT YeTHIPEX
[IEPEMEHHBIX ¢ HOMEPaMu

8.1.1.1, 8121, 8151, 81.16.1, 8.1.29.1, 82.1.1,
8.2.9.2, 82.11.1, 82.13.1, 8.2.17.1, 8.2.20.1, 8.2.21.1,
8.3.4.1, 83.5.1, 8421, 84.3.1, 8511, 88.1.1.
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HemnocpeicrBennoit mpoBepKoii yCIOBUil TEOPEMBI 2 YCTaHOBJIEHO, YTO NeOMETPUYECKUE THU-
IIbI C HOMepaMu

8.1.1.1, 82.1.1, 82131, 82.17.1, 82.20.1, 8.2.21.1,
8.34.1, 8351, 8421, 8431, 851.1, 88.1.1

npunajyiexkar kiaccy BAT?.

JINMTEPATYPA

1. Cowun /. A. TlocTpoeHue MoJCTAHOBOK H& OCHOBE IIOPOTOBBIX (PYHKIINNA MHOTO3HAYHON JIOTH-
ku // Ilpuknagaas quckpernas maremaruka. 2016. Ne2(32). C. 20-32.

2. Cowun /[. A. Baganne mMoJACTAHOBOK aJropuTMoB 6younoro mudgposanng Marma u 2-'0CT
¢ MOMOIIBIO0 ajrebpandeckux noporosbix (Gyukimit // TIpukiajHas JUCKpeTHasl MaTeMaTuKa
2016. Ne3(33). C. 53-66.

3. Cowun /I. A. KoHCTpYKTHBHBI MeTO) CHHTEe3a cOAJaHCHPOBAHHBIX Kk-3HAUYHBIX ajredpande-
ckux noporosbix dyukimii // Comp. Nanotechnol. 2015. No. 4. P. 31-36.

4. Inyxose M. M., Eausapos B. II., Hevwaes A. A. Anrebpa. CII6.: Jlaub, 2015. 608 c.

5. Huxownos B.I., Hukxonos H.B. OcobeHHOCTH TOPOTOBBIX IIPEJCTABJIEHNN Kk-3HAUHBIX (PYHK-
muii // Tpyaer mo auckpernoii maremaruke. M.: @usmaraut, 2008. T.11. Nel. C. 60-85.

6. Knym /[.9. MWckyccrBo mnporpammvupoBanus. 1.2. IlosydumcieHHble ajropuTMbl. 3-€ U3
M.: Bunbsimce, 2007. 832 c.

REFERENCES

1. Soshin D. A. Postroenie podstanovok na osnove porogovykh funktsiy mnogoznachnoy logiki
[Constructing substitutions on the basis of threshold functions of multivalued logic].
Prikladnaya Diskretnaya Matematika, 2016, no. 2(32), pp. 20-32. (in Russian)

2. Soshin D. A. Zadanie podstanovok algoritmov blochnogo shifrovania Magma i 2-GOST s
pomochiu algebraicheskikh porogovykh funktsiy [The implementation of Magma and 2-
GOST block cipher substitutions by algebraic threshold functions|. Prikladnaya Diskretnaya
Matematika, 2016, no. 3(33), pp. 53-66.(in Russian)

3. Soshin D. A. Konstruktivnyy metod sinteza sbalansirovannykh k-znachnykh algebraicheskikh
porogovykh funktsiy [The constructive method for synthesis of balanced k-valued algebraic
threshold functions|. Comp. Nanotechnol., 2015, no.4, pp. 31-36. (in Russian)

4. Glukhov M. M., Elizarov V. P., and Nechaev A. A. Algebra [Algebra]. St. Petersburg, Lan’
Publ., 2015. 608 p. (in Russian)

5. Nikonov V. G. and Nikonov N. V. QOsobennosti porogovykh predstavleniy k-znachnykh
functions [Peculiarities of threshold representations of k-valued functions|. Proc. Discr. Math.,
Moscow, Fizmatlit Publ., 2008, vol. 11, no. 1, pp. 60-85. (in Russian)

6. Knuth D. E. The Art of Computer Programming. Vol. 2. Seminumerical Algorithms, 3rd Ed.
Massachusetts, Addison-Wesley, 1997. 762 p.



NPUKNAOHAA OANCKPETHAA MATEMATUKA

2018 TeopeTnyeckune OCHOBbI NPUKAALHON ANCKPETHOW MaTeMaTUKK Ne 40

YIK 519.719.325
O JIMHEMHON PA3JIOXKVMOCTHU ABONYHBIX ®YHKIINN

A.B. Yepemymikun
Or'vil «HUU «Ksanms, 2. Mocksa, Poccus

PaccmaTpruBaeTcs MHOXKECTBO BO3MOXKHBIX PA3JIOKEHUN MBOMYIHON (PYHKIUU B CyM-
My (mpoussejieHue) (DYHKIUH OT HEIIEPECeKAIOMIUXCsT MHOYKECTB TIEPEMEHHBIX TIPU Pas3-
JIMIHBIX JINHEHHBIX [TPeoOpa30BaHUSIX apryMEHTOB, MMOJIyIeHHBIX OTOpaChIBAHUEM O/I-
HOYJIEHOB MaJIoii cTerneHn B ux MHorodseHax 2Kerajkuna. Kaxkaomy TakoMmy pasiio-
2KEHUIO COOTBETCTBYET Pa3JIO?KeHNEe BEKTOPHOTO MIPOCTPAHCTBA B MPAMYIO CYMMY MOJI-
mmpocTpaHcTB. [IpuBeJIeHbI yCIOBUS, IPU KOTOPBIX TaKOe PA3JI0XKEHHUE OIPeJIesIseTcs
OJIHO3HAYHO C TOYHOCTBIO JIO [IEPECTAHOBKY CJIaraeMbIX (COMHOXKUTEJIEN) 1 CBSI3aHHBIX
C HUMH ITOJIIPOCTPAHCTB MEXKy CODOIA.

KimroueBbie cjioBa: deouunvie GyHKkuul, OECNOSMOPHAA 0EKOMNOSUUUS, PASNOHCEHUE
8 NPAMYIO CYMMY, AUHeTHoEe NPeodPa306aHUE.
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LINEAR DECOMPOSITION OF BOOLEAN FUNCTIONS INTO A SUM
OR A PRODUCT OF COMPONENTS

A.V. Cheremushkin

Technology Federal State Unitary Enterprise “Research Institute Kvant”, Moscow, Russia

E-mail: ave238@mail.ru

Let f : GF(2)" — GF(2) be a Boolean function, n > 2, and Us be a set of Boolean func-
tions f of degree deg f < s. Here is a consideration of the disjunctive decomposition
of f into sum and products modulo Us of Boolean functions after a linear substitu-
tion on arguments. The main result is the following: if all arguments of the functions
f(zA) under linear substitutions A of the vector space GF(2)" are essential modulo U
and f may be represented as disjunctive sum f = f; @ ... @ fy, (mod Us), where m
is maximal, then subsequent direct sum of subspaces GF(2)" = V() 4 ... + V™) s
unique and invariant under stabilizer group of the function f in general linear group.
The article contains analogous result describing sufficient uniqueness condition for
disjunctive products f = fi1... fi, (mod Us), namely, every function f; has no affine
multipliers and the set {a € V; : fi(z ® a) @ fi(x) has affine multipliers} generates
the whole subspace V;, ¢ = 1,...,m. For instance, this class of functions contains a
nondegenerated quadratic forms.

Keywords: Boolean functions, disjunctive decomposition, disjunctive sum, disjunc-
tive products, linear transformation.

IIycts F,, = {f : GF(2)" — GF(2)} —muoxecrBo ABonvHbIX (DYHKIHUI OT n mepe-
menHbiX, n > 1, H,, —rpynma casuros. ng kaxmoro menoro s > 0 ompejesnm mojmnpo-
crpanctBo Us = {f : deg f < s} upocrpancrsa dyHKIWmii F,,, IMEIOIUX OrPAHUICHHYTO
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creneHb HeauHerHoctn. 3amernM, uto Uy = {0, 1}. Ilpu s < 0 momoxum Us = {0} — ryste-

(s) X
Boe mojpocTrpanctBo. Oboznaunm (H,,) ;  MHOXKECTBO TAKUX C/IBHI'OB € H,, garo

rDa
BBITIOJIHEHO CpaBHEHME

flx®a) = f(x) (mod Uy), =€ GF(2)".

IIpu s < 0 rpynna (Hn)gf) sBJIsteTcst 00branoil rpynmoit uuepiun (H,); dynkmun f.

I[Iycts 0 <t < n—1,1 < k < n. Byuem roBoputb, 9T0 IEPEMEHHBIE Tj i1, - .., Ty
dbyuxiwm f(xq,. .., x,) ABISIOTCS HECYIECTBEHHBIMHI 110 MOJYJIO Uy, eciii HaiiiéTcs dyHK-
st h(zy, ..., xy), Takas, aro f @ h € Us. HerpynHo BUIeTh, 9TO TIepeMeHHAs! Xy, SABJISETCSI
HECYIIEeCTBeHHON 1t byHKIuu f 110 MOjysaio Us, €Cll U TOJBKO eCJIH

X (s—1)
€ (H,
(a: > en) ( )f
npu e = (0,...,0,1).

Onpenenenne 1. Ilycrs * — OunaphHasi accoruaTuBHAs onepalus. byjeM roBoputh,
yro GyHKima f € F,, AUHETHO DPA3A0ACUME OMHOCUMENDLHO * N0 MO0y Us, ecir 1ipu
HEKOTOPOM JinHeliHOM Tpeobpaszosannn A mpocrpancrea GF(2)" u 1 < k < n naiigyres
dbyukmyum fi u fo, 1is1 KOTOPBIX BBIIOJHEHO CDABHEHUE

f(xA) = fi(zr,...,zx) * fo(Tpsr, ..., x,) (mod U).

3aMeTuM, UTO BCEIO MMEETCsI YeThIpe OMHAPHBIX aCCOIUATUBHBIX OIepaln: £ By, T -y,
@y Pd1luaxVy, omHako pu s = 0 JOCTATOIHO OIPAHUIUTHCS PACCMOTPEHUEM TOJHKO
ABYX OHepaJ.[HfIZ CJIOZKEHUA U YMHO2KEHU .

1. BecnoBTopHasi cymma yHKIUA
Cravajia UCKJIIOUNM CIydail HAJIMYHs CJIaraeMbIx epBoit crerenn. Kaxkaas dyHkIus,
IIpeJICTaBUMAas B BUJIE CyMMBI (DYHKIINI ¢ HEMlEPeCEeKAIOMIMUCT HabopaMu apryMeHTOB, Cpe-
JIM KOTOPBIX €CTh CJaaraeMble, UMEIOINUEe BUJ IIEPEMEHHBIX B IIEPBOA CTENEHU, JIMHEHHO K-
BUBaJIeHTHA (DYHKIINN, Y KOTOPOI TaKoe cjiaraeMoe TOJIbKO o/iHo. [lycTh, Hanpumep, 310 .
Torma Bektop e = (0,...,0, 1) mopoxjaeT HHBAPUAHTHOE MONPOCTPAHCTBO, & OIMICAHIE
CPYII UHEPIUU TAKUX (PYyHKIUN UMEeT CJIe/IyIONuil BU/I.

Teopema 1. Ecim mmeer MecTo paBEeHCTBO
flz, . xn) =h(x,. .., 201) ® 2y

u (H,); =1, To cupaBeyiuBbl cJie/lyione 130MOPMOU3MBL:

GL (n,2); = GL (n - 1,2);;
AGL (n,2); 2 AGL (n — 1,2)\V:
AGL (n,2)}” 2 AGL (n - 1,2);" x H,.
HeficrBurebHO, B 9TOM CiIydae |(Hn)(1)| = 2, npu4ém ( g ) € (Hn);l). [TosTomy
T ®der

MaTpHIbl U3 rpymbl Prar, (n,2)AGL (n (n Q)E”) UMEIOT BH

A b
Q:(o...o 1)'
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Uckomblit m3omopdusm 3agaérea coorsercreueM (Q,h) — ((A,h'), hy,), tne h = (hy, ...,
ho1,hy) = (RY hy).

BamMeTum, 9TO JjId CyMM CJlaraeMbIX BTOPOli crenenn u § < 1 HU 00 OJHO3HAYHOCTH
PA3JIOKEHNsI, HU O CBEJICHUN BBIYUCICHUS TPYIIIBI HHEPIUH BCEil PYHKIMN K BBIIHCICHUIO
IPYII UHEPIUU CJIATaeMbIX B IPHUHIUIE HE MOXKET OBITh M pPEeYd, TaK KakK IOJIyJIeHHBIE
(DYHKIMN UMEIOT HEPUBOJAUMBIE MDYl HHEPIUU, B KAYECTBE KOTOPBIX BBICTYIIAIOT KJIAC-
CUYECKHe JIMHEHHbIe CUMILIEKTHYeCKas U OPTOrOHAJIbHASI TPYIIIbI, SIBJISIONINEC HEIIPUBO-
JIUMBIMY JTAHEHHBIMU TPYIITAMH.

B o 2Ke Bpems 15l clIaraeMbIX CTEIIeH TPH U BBIIIE, KAK TPABUJIO, TAKOE CBEJICHUE yIKe
MOZKeT UMeTh MecTo. Haifjiém octaTtoqHo obime yeIoBus, IPH KOTOPBIX MOYKHO TOKA3aTh
OJTHO3HAYHOCTH PA3JIOyKeHUsT (PYHKIMU CTEereHn k B OECIOBTOPHYIO CYyMMY MO MOJYJIO U
npu —1 < s < k—1. EcrectBerno, 4ro J1jis1 37010 pa3jioxkKeHne J0JKHO UMETh MAaKCUMAJIbHO
BO3MOYKHOE JHCJIO CJIAraeMbIX.

Cragajia pacCMOTPUM YaCTHBIN CIydail, KOTJa pas3jioyKeHre MMeeT BUJI, aHAJIOTHIHBII
KAHOHUYIECKOMY TPEJICTABICHUIO KBAPATHIHON (HOPMBIL.

I[Tycts [G]S, obosnataer sxcronennuposanue juneiinoi rpynst G < GL(m, 2) u cum-
MeTpudecKoil rpynust S, crenenu p, [G]S, < GL(mp, 2). Dra rpynma COCTOUT U3 MaTPHII,
[OJIyYEHHBIX [IyTeM 3aMeIleHUsl HEeHYJIEBBIX 9JIEMEHTOB IOJCTAHOBOYHBIX MATPUIL [TPOM3-
BOJIBHBIME MaTpuniamu u3 rpytibsl . Bocross3yemes cieyioreit yio0HOi KOHCTPYKITHEH,
BBegénnoit M. B. Jlapuneiv. O6o3nadum (M) IOAIPOCTPAHCTBO, HOPOKIEHHOE MHOKECT-
Bom My C GF(2)".

YrBepxkaenue 1. Ilycrs muoxecrso My = {a € GF(2)" : f(a) = 1} ynosiersopser
yeaosuto( M) = GF(2)", npuaém ero MozKHO IPEJCTABUTH B BUJE TAKOIO HETPHBUHAJIBHOIO
pasbuennst My = MyU...UM,,, aro GF(2)" = (M;)+...+(M,,) — pasioxeHne B IPIMYIO
CYMMY U M — MaKCHUMaJIbHOE THCIO ¢ 9TUM cBoficTBoM. Torma:

1) rpymma GL (n,2); coxpanser 310 pa3bueHue U pa3jioKeHue;

2) ecau muoxecrso dyukimit {f; : My, = M;, i = 1,...,m} pa3buBaeTcs Ha KJIaCCBL

sksuBajienTHOCTH oTHOCUTebHO GL (n,2) Buma { fu,, ..., fu, - {furs - -5 fu ), TO

GL (n7 2>f = [GL (n#u 2)f;11]SP X X [GL (nvu 2)fu1]SfI‘

Loxaszameabcmeo. YTBepxKenue ciegyeT U3 TOrO, UTO eCH JBa pasbuenud My =
=M U...UM, u My =L;U...UL, 10poxKJal0T pa3Jjlo;KeHue IPOCTPAHCTBa B IPAMYIO
cymMy, To ux nepecedenne My = JM; N L; Takke HOPOKIaeT pa3jiozkKeHne IPOCTPAHCTBA

/[:7j
B IIPSAMYIO CYMMY ITOJIIPOCTPAHCTE. M

Teopema 2 [1|. Ecoun =mk, k>3, m > 2 u dyukuus f umeer Buj

m—1

f(lEl, e 7$n) = Z Lik+1Tik+2 * * * Lik+k,
i=0

To Tpymmna Prar, (n,2)AGL (n, 2)50]?71) m3omopduo BioxkuMa B rpymmy [GL (k,2)]S,,.

Zoxaszameavcmeo. B jaHHOM cilydae MHOMXKECTBO BEKTOPOB, JJIsi KOTOPBIX IIPOU3-
BOJIHBIE NMEIOT JIMHEHHbIE COMHOKHUTEH 110 MOLYJIIO Uy 9, COBIIAIAET ¢ 00HEINHEHIEM TI0/I-
HPOCTPAHCTB (€ik+1, €ik12, - - - » Ciktk), ¢ = 1, ..., M, [Jie €; — BEKTOPBI CTAHJAPTHOrO Oa3muca,
j=1,...,n. DT0 MHOXKECTBO yJIOBJIETBOPSIET YCIOBUIM YTBEPXKICHNUs 1 U ABJISACTCS NHBA-
PUAHTHBIM OTHOCHUTENIBHO IPyIIbl Prar, (n,2AGL (n, 2)50k_1). ]

BameTum, 9TO B HesBHOI opMe B TepMUHAX IIOJUIMHEHHBIX (DOPM 3TOT Pe3yJIbTaT
copmysuposan B padore [2].
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[lepeiiém Terepb K paccMOTPEHUIO OOIIEro ciiydas (JaHHBIA pe3yabTaT aHOHCHPOBAH
B [3]). B nasnbreiitem 6yiemM HCHOIB30BATH IOHSATHE HOIIPOCTPAHCTBA CYIIECTBEHHBIX 16
peMmennbIx (mogpobuee cM. B [4]). Bmecto apomunsix dysknumit Ha npocrpanctse GF(2)",
SIBJIAIOIIEMCS] MHOYKECTBOM JIBOUIHBIX BEKTOPOB, YJI0OHO paccMaTpuBaTh (DYHKIIUM, 3a/1aH-
HBbIE Ha IPOM3BOJILHOM TpocTpancTse V pasmepnoctu n Hag notem GF(2). [Tpu dukcannm
Gasuca e = (e',...,e") sroro npocrpancrsa gyuxuusa f : V. — GF(2) moxker 6bITH 3a-
mrcaHa B BUjie JABOMYIHON byHKIMU fo(z1,...,2,), tae fo : GF(2)" — GF(2), a xaxmoit
nepeMeHHoll z; = (z, €*') cooTBeTCTBYeT BEKTOP CONPAKEHHOTO bazuca e*' U3 conpsKEHHO-
ro rnpocrpancrsa V*.

Ecmn dyskmus f 3aBucut no momaymmio U; cymectBenno b oT k, 1 < k < n, nepe-
MEHHBIX, T. €.

f(z) = fe(ze) = he(z1, ..., x) (mod Uy),

OpuaIéM k — MEUHEMAJBHOE C 9TUM CBOJCTBOM IO BeceM OasncaM (WMJIM, 9TO TO Ke caMoe,
[0 BCEM JIMHEHHBIM 3aMeHaM IePEMEeHHBIX), TO ¢ 3TOi (QYHKIHeH OJHO3HAYHO CBA3aHBI
JiBa MoJpocTpancTBa: nojnpoctpancrso W = (efT1 . ey C V pexTopos, casuru 1o

t—1 .
KOTOPBIM JIeXKaT B IPYIIIe (Hn); ), 1 JBOVCTBEHHOE €MY IOJIIIPOCTPAHCTBO

W= W)t ={e*: (z,e")=0,2 € Vot =(e*,... ™) CV*,

HA3BIBAEMOE NOONPOCTMPAHCINEOM CYULLCTNEEHHDIT NEPEMEHHBLE N0 M0YA10 Uy. B sTOM city-
Jae OyJieM uCIoJb30BaTh obosuadenue f = f(W*).

Herpynuo sBugers, uro dyukmus f = f(V*) jubeiino pasyioxkuMa B GECIOBTOPHYIO
CYMMY TI0 MOJTYJIIO Uy, €C/In TP HEKOTOPOM HETPUBUAIHLHOM PA3JI0yKEHUH TpocTpancTsa V™
B npsimyto cymmy V* = Vi* + Vif dyuxius nmeer sun f = f1(V]) @ fo(V5) (mod U).

Jlemma 1. IlycTth mmeercsd JiBa pasjioKeHUs IMPOCTPAHCTBA V* B NPIAMYIO CyMMY
HeHyJIeBbIX nojpupocrpancrs V* = V" + Vo' = U; + U;. Ecm npu s > 2 dyuxnus
f = f(z1,...,2,) = f(V*) umeer TpuBHABHYIO TPYIIYy HWHEPIIUH (Hn)}s_l) U BBIIIOJIHS-
€TCsl CpaBHEHHE

f=h0) e f(V5) = (U7) @ he(Uz) (mod U), (1)
1O QyHKIHS f IOIMyCKaeT pas3joKeHne
f=di(Whh) © do(Wiy) @ ds(Wa,) © da(Wa) (mod U),
rie W = VU5, i,j = 1,2, yJI0BIETBOPAIOT yCTIOBUSIM

Vi = Wi + W,
Vo =Wa + W,
U = Wi +Ws,
Ul = Wiy + W,

d;, v =1,...,4, —HeKoTOpble (DYHKIUHU, yIOBIETBOPSIONINE CJICIYIONIM CPABHEHUSIM:

f1=dy @& dy (mod Uy),
fo=ds & dy (mod Us),
hy = dy & ds (mod Us),
ho = dy @& dy (mod Us).
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Loxazameavcmeo. llpu n < 5 takux paszjoxkeHuit y ¢gpyukiun f He CyIIecTBYeT.
[Tpu n = 6 ogHO3HAYHOCTD pasoxenus (1) BeITekaer u3 Teopembl 2. [lycrs Teopema BepHa
Juts Bcex (YyHKIMA oT n — 1 > 6 mepeMeHHBIX, JTOKaxKeM e€ i PYHKIuH f OT n Te-
peMennbiX. 13 ycioBus (Hn)gf_l) = 1 cnenyer, To Bce npousBogHble A f, 0 # a € V,
dyukmu f UMEIOT CTelneHb HeJIWHEeHHOCTH He MeHblne s. Boibepem Bektop 0 # a € V
TaK, ITOOBI y Mpou3BO/HON A, f OBLIO MUHUMAJIBHOE YUCIO CYIIECTBEHHBIX MEPEMEHHBIX
o monyiio Us. Tak Kak mpousBojiHas cCyMMbl (DYHKIMI paBHA CYMME COOTBETCTBYIONINX
[IPOM3BOJIHBIX, TO YUCJIO CYIIECTBEHHBIX MMEPEMEHHBIX 0 MO0 Us y TpomsBoaHOl A, f
cymmpr f = f1(Vi*) @ fo(V5') MoxkeT OBITH MUHMMABHBIM TOJBKO B TOM CJIydae, KOIJIa
a €V, nma € Vg, rme V = V; 4+ V5 — cooTBercTByIOIee pa3iiozKeHue MpocTpancTBa V.

Amnajornano nosydaem, uro a € Uy unu a € Us. Ilycrs s onpenenénnoctu a € Vi N Uy.

JonosHuM BeKTOp a 110 Gasmca mpoctpancTsa Vo Tak, uro b = a, (eb,..., e*) = V],
(bt . e™) = Vy. Ilyers (e, ... e*™) — conpskéHHbIil 6asuc mpocTpancTsa V*, Takoii,
aro (e, ... e™*) =V, (et . e) = V5. O6osmaunm U*=((a))t=(e*?, ... ") C V*.

Bribepem eme omun Gasuc (u',... u™) upocrpanctBa V Tak, 4robbl u' = a u
(u! uk) = Uy, (ut?, ... u") = Uy. Obosnaunm conpsazKEnnblii 6asuc yepes u*l, ... u*",
(u* Juty = U, < *t“, oouy = Us. NUmeem (a,e*t) = (a,u) = 1, (a,e*) =
:(au)—OHpHQ < n.

Herpyno Bujiers, uro U* = (e*?, ... ) = (u*?, ..., u™).

Pacemorpum jiBa ciydast:

1) u*l c V'l*’

B nepBoM cJy9aeMOKHO Ipeanonaarath, uro u*! = e*'. Torga cpasnenue (1)
MIPUHAMAET BU]L

f=h@ Vi) @ fo(V5) = ha(er, UF) @ ha(U3) (mod U), (2)
rie 21 = (z,€*) = (x,u*l),ﬁ = (e, e, UF = (u?,...,u*), 1puuéM BbIIONHEHbL

pasencrBa U* = V" + V5 = Uy + Us. Paznoxum dynknun f; u hy 10 mepBoil mepeMeHHoi:

)

fre(z, V7)) = ay fl (V7 >@f16 (V) (mod Uy),
hlu('xb i]\%) = xlhlu(Ul ) D hlu (Ul (O)) (HlOd uS)?

rie
F.07) = £, T7) @ f1(0,T5),
O = pa0, ),
(U7 = hia(1,T7) @ hi(0,07),
ROG) = (0. 75),

1lu

=5 530 e ()

Vi, Ve CVirn Uy, U C Uy — cooTBeTCTBYIONIHE IIPOCTPAHCTBA CYIIECTBEHHBIX IIepe-
MeHHBIX 110 MotyJiio Us. Tlojcrasisist B cpasrenue (2) 3nadenns 1 = 0 u 1 = 1, nosygaem,
YTO OHO PABHOCHUJIBHO CUCTEME

2(0) . —~(0) .
fl(g)%/ ) ® f2e(V )= BOUF ) @ hau(U3) (mod Uy),
f{e(‘/l* ) — h (Ul ) (mOd us—l)-
Tak KaK B 3TUX CPABHEHUAX CTOST d)yHKuHH, Y KOTODBIX BCe [EPEMEHHELE CYIIECTBEHHEL 110

MoJyo Us, TO, B 9aCTHOCTH, IIOJIy4daeM V1 + V5 = U1 +Us u V1 U1 .
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Breném oboznavenus Jijist MOMIIPOCTPAHCTB pocTpancTBa U™:

40 550 - 75(0)
Wi = veNor

*(0) /\;(0) * * *
Wis = W ﬂ Us =V ﬂ Us,

« « 70 « "
Wy = vyNUr T =V O Uy,
Wy = ViNUs.

[To mpenoIoKeHnIo NHIYKIAN /I TPOCTPAHCTBA gf ¥, pa3MepHOCTh KOTOPOI'O MEHbITIE
pa3MepHOCTH TPOCTpaHcTBa V'™, HaliayTcess DyHKITUN dl( ), takne, aro yukima f© nomyc-
KaeT pazJiozKeHue

FO =dP W) @ d (W) @ dY (W) @ d (W) (mod U).

HpI/I 9TOM JOJIZKHbI BBIIOJIHATHCA CJICAYIONNE CDaBHEHMNA:

© = d“’) A (mod U,),
fo = dY d(o (mod U,),
pO = )@d(o (mod U,),
hy = )@d(o (mod Us)

o e — 3 _ / (0) R | w70 _ 4(0)
Homarag d}, = f|, = b}, (mod Us_1), dy = x1d\ Bdy’, Wi = (") + Vi + W7 ud; = d,
1= 1,2, 3, nonydgaeMm Tpebyemoe yTBEpKICHUE.
Bo BTopoM cuydae, He yMeHbIIAs OOIHOCTH, MOYKHO IPEJIOJIAraTh, 4TO
BekTop u*! mmeer Bug u*l = e*t + e***1 Tlosromy cpasnenue (1) npunumaer Buj

f = filan, V) @ f(V5) = (e © 2, UF) @ ho(Us) (mod U,), (3)

rie Uf = (e + ey + U m U =V + VS =U; + U;.
Paccy»K/1ast aHAJIOMMIHO, TI0JTydaeM, 9To (3) PABHOCHJIBHO CUCTEME

N(O) / N*/ /\;(0) *
{ff?w;* ) © fae(V3) = aenh (U7) & W(UF ) © hau(U5) (mod Us),
FLVE) = 1, (UF) (mod Uy_y),

7 7 0) 770y 10770 7
rae hiu(y, Ut) = yhi, (Uf) @ hgu)(Ul ) hgu)(Ul ) = (0, U7). .,
Ternepb U3 BTOoporo cpaBHeHUs IOJIy4YaeM paBeHCTBO rnoaupocrpancts Vi* = Uf . C apy-
roif CTOPOHBI, B IIEPBOM PABEHCTBE B MPABOl YaCTH COJEPXKUTCSA IPOU3BE/IEHNE TIepEeMeH-
—~/

HOIT 7441 Ha GyHKIWMO h),,, 3aBUCAIIYIO OT IIEpEMEHHBIX 13 MHOXKecTBa U | a B JIeBOil yacTu
repeMeHHas Ty 1 MOXKET BXOJUTh TOJILKO BO BTOPOE cjaraeMoe, 3aBucdIlee OT IepeMeHHbIX
—~/

Tig1,- .., Tp. HO 3TO MOKeET OBITH TOJBKO B TOM ciydae, Korga U] — IIycToe MHOXKECTBO, a
IepeMeHHas T sABJSIeTCd JIUHEHHBIM cjaaraeMbiM. [loydaem mporuBopedne ¢ TeM, 9TO T10
YCJIOBUIO X1 ABJIAETCA CYIIECTBEHHON MTepeMeHHON 110 MO0 Us TIpr S > 2. |

Teopema 3. Eciu npu s > 2 dyukuus f = f(z1,...,2,) IMeeT TPUBHAJbHYIO TPYII-
Iy UHEPIUU (Hn)gf_l) U JIMHEHHO PAa3JIOZKNMa B OECIIOBTOPHYIO CyMMYy IO MOJyJO0 Us, TO
JUTst 9TON (PYHKINN HAWIETCS OJIHO3HATHO OIPE/IETEHHOE JIMHEHHOE PA3JIOXKEHUE 10 MOJLY-
710 Us B GECTTOBTOPHYIO CyMMY JIMHEITHO HEPA3IOKUMBIX (B GECIIOBTOPHYIO CyMMY) cJlarae-
MBIX B TOM CMBICJIE, 9TO JIIOOOE JPYroe TaKoe Pa3I0KEHHe COOTBETCTBYET TOMY K€ CAMOMY
PA3JIOYKEHUIO TPOCTPAHCTBA B CYMMY TOIIPOCTPAHCTB, & COOTBETCTBYIONTHE (DYHKITUH CPAB-

HUMBI 110 MOJTYJTIO Us.
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Zloxazameavcmeo. Ilpennosokum, 9TO UMEETCs JIBa PA3JIOKEHU

2,

fV= AV @ LV @ ... @ fu(VE) (mod Us), m >
1>2

fVH) = h(U7) ® he(U3) @ ... & hy(U) (mod Uy),

Y

B KOTOPBIX (DYHKIUH f; ¥ hj JIMHEITHO Hepas3/IoKUMbI B OECIIOBTOPHYIO CyMMY 110 MOJLYJIIO Us,
1=1,...,m,5=1,...,1. Eciu paznoxKeHnus npocTpaHcTBa

Vi=Vr+Vi+.. . +V =U+U;+...+Uf

Pa3JIMYHbl U He TOJIYyHaloTCsd OJHO U3 JIPYTOro IepeHyMepalyeil moImpoCcTPaHCTB, TO Hali-
JIéTcd HeTpuBHasbHOe nepecedenue V;* N U ; IIPH HEKOTOPBIX %, j, U C IOMOIIBIO JIEMMBI 1
HOJTy49aeM IIPOTUBOpEYNe C JIUHEHHOH Hepas3lIoKUMOCTbio dyHKIW f; U h; B GecnoBTOp-
HYIO cyMMy 110 Mojyiio Us, 1 = 1,...,m, j = 1,...,[. IlosTomy pazbueHnus mpocTpaHCcTBa
COBIIAJIAIOT, & COOTBETCTBYIONINE (DYHKIINA CPABHUMBI 110 MOIYIIO Us. B

B kadecrBe ciepcTBUd MoIydaeM ONMUCAHNE TPYIIILI MHEPIIUU TAKUX (DYHKITHI B ITOJTHOMN
acddunnoit rpymre.

CrnencrBue 1. Eciu B ycioBusax TeopeMbl 3 dyHKINA [ TIpejcTaB/ieHa B BUJE CyMMBbI
JINHEHHO HEPA3JIOXKUMBIX B OECIIOBTOPHYIO CyMMY 10 MOJYJIIO Us DYHKITHI

fEfl@@fm(mOdus)a

npudaéM MHOXKeCTBO (byHKmit { fi, ..., f,,} pasbuBaerca Ha t KiraccoB addUHHON IKBUBA-
nentHocTH 1O MOmymo Us: {fur, - fu,} € Fursoo s {furs -+ fu,} € Fnyy TO UL TPYIIIBI
UHEPIUU OECIOBTOPHON CYMMBI 3TUX (PYHKITUI CIIPABEINB U30MOP(MU3IM

AGL(7,2)7) op = [AGL(n1,2) S, x ... x [AGL (n,,2)}) ]S,

Amnajyiornanoe onucanue crpaseiuso i rpynnsl GL (n, 2).

2. BecrnioBropHOe npousBeaeHne (pyHKIU

Kak u B ciiydae ciaraeMbIx epBoii cTerenn, y (hyHKIun HeoOX0IMMO CHAYA I8, BBIIETUTD
addunnbie comuoxkuresu. ['oBopsar, aro gynruyus [ umeem addurrnd commodcumens no
modymoUs, —1 < s < n—1, ecom Haiiayres rakue dyukiws [(z) = (z,a*)®b, 0 # a* € V¥,
b € V, u dyaknusa h, aro f = lh (mod U). Ilpuseném mpocreiinime CBOCTBA TaKuUX
dysKIINiL.

JIemma 2. Ilycrs abdunnas dynknus [(x) = (x,a*) G b oramdHa OT KOHCTAHTHL
Crestytoriue ycIoBusl paBHOCU/IBHBI:

(a) f umeer adpuHHBI COMHOXKUTEND [ 10 MOIYJIIO Us;

(6) 1f = f (mod Uy,);

(B) If =0 (mod Ussy).

Hoxazameavecmeo. Umviumkanun (a) = (6) u (6) < (B) odeBumanbl. Jlokarkem

(6) = (a). Ilycre () = (x,e*) @ b, b € {0,1}. Bekrop e* moyken npuHajiexaTh Ipo-
CTPAHCTBY CYyIIEeCTBEHHbIX TepeMeHubix dyukiun f, unade deglf = deg f + 1. [lostomy
JIOCTATOYHO PACCMOTPeThb ciaydaii [(z1,...,x,) =21 B b = I}’b. Paszmoxum dpyaknmo f mo
epBON MepEeMEHHON:

flzy, 20, ... 1) = flf(o)(xg, e ) B l’lf(l)<£€2, e T).
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+
—_

Ycaosue [ f °

OTKY/Ia

f mmeer Bu x%_bf(l_b) = Zif© @ z1 fV, wro skeuBasenTro f® € U,,

= flf(o) D xlf(l) — Jﬁfbf(lfb) @ ajtl)f(b) _
= xi—b(f(O) P f(l)) P f(b) = xi—b(f(O) @ f(1)> (mod us)

Ciencreue 10Ka3aHO.

CraencrBue 2. Ecmu deg f = k, To f He umeer adDUHHBIX COMHOKUTEIEH IO MOLY-
710 Uy—1 B TOM U TOJILKO B TOM ciiydae, Korja (z,e*) f # 0(mod Uy ) tpu Beex 0 # e* € V*,
ujm, 9To TO ke camoe, deg (z,e*)f =k + 1.

Hoxaszameavecmeo. Ecau (x,e*) @ b— abdunHbIil COMHOXKUTETD 10 MO0 Uy _1,
1o [(x,e*) @ b|f = f(mod Uy), orkyna (x,e*)f = 0(mod Uy). C apyroit cTOpOHBI, eciiun
(z,e*)f = 0(mod Uy) npu nekoropom 0 # e* € V* 1o [(z,e*) @ 1]f = f(mod Uy) n
nosromy (z,e*) @& 1 — adbduHHBIN COMHOXKUTEID 110 MOYJIO Uy_1. B

Jlemma 3. Ilycrs pazmoxkenue dpyHKIMA f 10 MEPBOil MEpEMEHHOM NMeeT BU

flxy, 20, .. ) = flf(o)(:vg, Cey Ty EBl'1f(1)(l’2, ey Ty)

n—1 < s < degf — 2. Torma f me nmeer adOUHHBIX COMHOXKHUTEEH MO MOJYIO Us
B TOM U TOJIBKO B TOM cirydae, korma dynxmun f0) 1) ue npunaiesxar Us_; 1 He HMEIOT

aPUHHBIX COMHOXKUTEJIEH 110 MOLYJII0 Us_1 ¢ OMUHAKOBOI JTUHEHHON JacThIO.

Hoxazameavcmeo. Ilycts el ..., e" — 6asuc npocrpanctsa V u e*!, ... e — conps-

»KEHHbIt 6asuc. Paccymorpum pasioxkenne dyHKimy f 110 mnepsoit nepemennoii f = 7, [0 @
&z fY, roe fe(o)(arz, cos ) = fe(0, 29, ..., Ty), fe(l)(a:Q, cos ) = fe(1, 29, ..., 2p). Moxk-
no cunrarh, uro bynxmun f© u f) sanansr na npocrpancree U = (€?,...,e") = (e*!)*,
TO3TOMY

f=TfOU) @ a fOU),

e U* = (e*?,...,e™).
[Iycts (x,e*) ® b # 0 — adbdunnslii comnoxurens Gysxun f mo moaymo Us, e* € V*,

b € {0,1}. Ecim Bexroper e*!' u e* cosnagaior, To ((z,e¢*) @ b) =1 " u

(z,e) @ b)f =21 2@ fO @2y fV) = 21707 = f (mod Usy),

orkyma ) € U,. Ecin xe BeKTOpHI €' 11 €* JmHeilHO He3aBUCHMEI, TO 60 e* = e*! + u*,
u* € U*, mubo e* = u* € U*. Moxkno nosarats, 9to u* = ¢*2. B mepBoM ciydae mMeeM
(z,e*) =21 @ a1 (11 D2y ®b) f = Ty PfOU*) @ 21285 fD(U*) = f (mod Uy4), oKy a
2y P fO = O (mod Uy,) u 2°f = fO) (mod U,).

Bo Bropom ciyuace ((z,e*) ©b) = x5 ° u

(2.) @ b)f = ab (@ fO @ o1 /D) =710} O @ 212y O = [ (mod Usa).

Orciona 25 @ = O (mod U,), i = 1,2. Hosromy (,e*) ©b— abdUHHBI COMHOXKITED
obenx dbynxmumit @ u fO) 1o momymo Us_;.
ObpaTHOe yTBep:K ieHne OUeBU/IHO. B

IIycrs N Ly C F,, — noaMHOKecTBO (pyHKIHUIL, He nMeronux adPUHHBIX COMHOMKHTE I
1o mojyio Uy, s = —1. JIerko BUJETh, YTO CIIPABEIUBbI BKJIIOUCHUS

NL,DODNLyODNL, D---DNL,,_»=0.
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Caencrsue 3. Eciu B yenosusax nemust 3 O, fO @ u fO fO e ALY 10
feNLM.

Ecmu dyukmusa f umeer k adduHHBIX cCOMHOKUATETEH 110 MOJTYITIO U
li(z) = (z,a™) ® b,

rae a* € V* nuneitno vesapucumsl, b; € {0,1}, ¢ =1,...,k, k > 1, Ho He umeer k+ 1 Takux
COMHOYKUTEIEH, TO GyZIeM TOBOPHTD, ITO OHA uMmeem po6Ho k addurnvx commodicumenet
no modyao Us. JlokazaTebeTBO CJIeAyIOnel JIeMMBI OUeBHIHO.

Jlemma 4. Ilycrs k > 1 u s < deg f — 1. Torua ciejytoriye ycjioBusi SKBUBaJICHTHBI:

a) f umeer poBHO k adPUHHBIX COMHOXKUTEIEH 10 MOIYJIIO Us;

6) mpM HEKOTOPOW JIMHEHOW 3aMeHe IepeMeHHBbIX ¢ Marpuneii A ynknus f ymaos-
nersopsier yeosmio f(zA) = 2 alh(zpy, ..., x,)(mod Uy), tae b € {0,1},
t=1,...,k, u h nHe nmeer apUHHBIX COMHOKHUTETEHN 110 MOTYTIO Us k.

B ycioBusix jiemmbt 4 ¢ byuKImed f 0lHO3HAYHO CBA3aHBI TAKZKE JIBA HOIIPOCTPAHCTBA:
nodnpocmparcmeo addunnvir commoscumeneti L = (e*!, ... e**) < V* u apoiicrBennoe
K Hemy nojanpoctpanctso (L)Y C V| mepsoe U3 KOTOPBIX ABJISETCA NHBAPUAHTHBIM OTHO-
CHTEJIBHO JIMHEHHBIX Ipeobpaszosanuii u3 rpymsl G = Prar, (2 AGL (n, 2)515), a BTOpOEe —
orrocurenbho rpynnsl G* = {A : (A")~! € G}. Onucanne rpynu unepiun Takux dbyHKIHi
B TIOJIHOfT JiHelHO# n adbdunHoil rpymmnax npuseneno B [1]. [losromy masee Gyaem mpe-
[oJIaraTh, 9T0 (DYHKIINS PACKJIQ/IBIBACTCI B IPOM3BE/IEHIE HEJTMHEHHBIX COMHOYKUTEEH.

Bamerum, 4ro JIsg Caydas TOYHOrO paseHcTBa GyHKuuii (ciaydait s = —1) pasioxe-
HUE JIBOMIHOIN (DYHKIMH B OGECIIOBTOPHOE MTPOU3BEJICHIE HEJMHEHHBIX HEPA3TOKUMBIX CO-
MHOKHTEJIell M3yvasiock B pabore [5], e mokasaHa OJHO3HATHOCTH TAKOI'O DPA3JIOKEHUS
€ TOYHOCTBIO JI0 NMEPECTAHOBKU IKBUBAJIEHTHBIX COMHOKUTE/IEN.

[IpuBeiém pe3ysibTaThl, TTO3BOJISIONINE B HEKOTOPBIX CJIyYadX OIMUCHIBATH I'PYIIIbI HHEP-
1 BYHKIUH [T CIydas cpaBHEHUS DYHKITHI 110 MO0 U Tipu s 2> 0 J71 TpOU3BeIeHIs
dyukiuit 6e3 adbpunnbix comuokuTeseit. C ux MOMOIbI0 MOYXKHO, B YACTHOCTH, OIUCHIBATD
CPYIIILI UHEPIUU B OOOOIIEHHBIX TPYIIAX Jjisg OECIOBTOPHBIX TPOU3BEICHUN KBAJIPATUAY-
HbIX (opM. B ocHOBe mpumeHsieMOoro mojxoja JIEXKUT U3yUeHHe CTPYKTYPhl MHOXKECTBa
BEKTOPOB, ITPOU3BOJIHBIE TI0 HAIIPABICHHUIO IO KOTOPHIM UMEIOT adPUHHBIE COMHOKUTETH.

Jlemma 5. Ilycrs f(z) = fi(z!)fo(2?) (mod Uy_y), degf = k, deg f; = ki > 1,
= (2. .. ) Ty ), T = (z',2?), i = 1,2. O6oznaunum uepes V; mpocrpancTBo V; =
={e",. .. em},i=1,2, V=V ®V, ViUV, ={0}. Toraa

1) aua Beex a = (a',a?), a® € Vi, i = 1,2, BuInoHsACTCA CDABHEHUE

Aof = (Aaf1)fo ® (Aa2fo) f1 (mod Uy_s);

2) f umeer JmHEHBIE COMHOKHUTEN 110 MOJY/IIO Uy_1 B TOM U TOJBKO B TOM CJIydae,
KOIJIa TIpu HeKOTOpoM 4, ¢ € {1,2}, dyHKnus f; umeer JuHelHbIE COMHOKHUTEN 110
MOy Uy, 1.

Zoxazameawvcmeo. llepBoe yTBepkKeHNe JIeMMbI BHITEKAET U3 PABEHCTBA

Auf(x) = (A 1) (@") fo(2) & (Ag2 o) (2®) fi(z ® a').
JlokazkeM Bropoe yTBepzKienue. IlycTh pyHKIMA [ UMeeT JUHEHHDbI COMHOKUTEIb 110
mogymio Uy,_1: (x, 1" & 1*%) f(x) € Uy, tie 1" € V¥, i =1,2. Torna

(x, 1Y) f(@h) fola?) @ fr(ah) (2, %) fo(2?) € Uy
Orcrona (z, ") fi(z') € Uy, i =1,2. m
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[Iycts Lg(f) — muO)KeECTBO BeKTOPOB @ € V', Takux, uro A, f umeer adpuHHbIE COMHO-
xuresm 1o Mojyiio Uy, —1 < s < deg f — 1. OUeBUIHBI BKIIOUCHUS

V= Laegf-1 D Laegf—2 2D -+ D Lo D L_;.

Jlemma 6. llycTs BbIOTHAETCA ycaoBue JeMMbI 5. Kcam, kpome Toro, mpu ¢ = 1,2
fi € NLp—y w [(HL) 7% = 1, 0 Lioa(f) = Liy,—2(f1) U Liy—a(f2).

Joxazameavcmeo. JloctaTouHO TPOBEPUTH TOJBKO BKJIFOUEHHE

Ly—2(f) C Ly, —2(f1) U Liy—2(f2).

[Ipeamonoxkum, aro npu HekotopoM a € V dyuknus A, f umeer adPUHHBIT COMHOKUTEIH
o Motyio Uy _o. Torma o ciencreuio 2 mpu Hekotopom 0 # e* € V*

(,€)Auf(z) =0 (mod Uy_1).

[yctb a =a' ®a® a' €V,,,a' #0,i=1,2. Ecmu e* = e @ e*? e €V, 1 =1,2, T0
HpeIbLIYIIee CPABHEHNE IPUHIMAET BUJL

(z, e ®e?)(Auifi - fo® Aoy for f1) =0 (mod Uy,—1).

PackproiBasi ckOOKH, 1oJ1yvdaem

(2, eNAGf1- fo® (&) f1- A fo @ Aufi- (2,6) fo @ f1- (z,) A fo =0 (mod Uy_y).

Oganounennl crernenn k = ki + ko, B KOTOpBIX uMeeTcss ki — 1 IepeMeHHBIX U3 IIePBOrO
MHOXKECTBa U kg + 1 IepeMeHHBbIX u3 BTOpOFO MHOYKECTBA, MOI'YT IOSIBUTHLCS TOJIBKO W3
ciaraemMoro Agifi - (z,e*?) fo. Tak xak |(H nl)f]fl -2 \ =1, o deg Ay fi = k1 — 1, oTkyna
(z,e*)fy € Uy,. C apyroit croponnl, dbyHKIUA fr HE UMeer JH/IHeI/IHbIX COMHOKUTEJIEH 110
MOJLyIio Uy, 1. TlosToMy B CHJTy ClleJcTBUA 2 JIOJZKHO ObITh €2 = 0 u e* = e # 0.
AHaJIoru4HO U3 BTOPOro ciaraeMoro noiaydaeMm a’> = 0 u a = a' € Ly, _o(f1). ®

Teopema 4. Ilycrs BbIIOTHEHO CpaBHEHNE
flx) = filz') - frn(@™) (mod Uyp_y),

e deg f =k, deg f; = ki > 1, &' = (wyy,...,7;,), @ = (2',...,2™), |[(H,)"?] =1,
1=1,...,m, IpuIéM m — MaKCUMAaJILHOE YUCJIO ¢ TAKUM CBOWCTBOM CpPeIu BceX (DYHKITHUIA,
noJtydatoruxesd w3 f jumHeitno#t 3amenoit nepemenubix. Obo3naduM 1uepe3 V; moampocrpan-
creo V; = {e", ... e}t i =1,....m, V =Vi®...®V,. Torna eciu f; € NLj, 1 u
(Li,—2(fi)) = Vi, i =1,...,m, To rpymna Prgr, (2 (AGL (n, 2))51]“_1) COXPaHseT Pa3JIozKe-
nne V =V, & ... PV, B UpIMyI0 CyMMY HOJITPOCTPAHCTB.

Zloxaszameavcmeo. U3 jiemmbl 6 ciiejryer, 94TO CIIPABEINBO PA3JIOKEHHE

Li—s(f) = Liy—2(f1) U ... U Lg,—2(fin)-

Iycte Ly, —o(fi) = M;1U. . .UM, ;, — MakcHMaIbHOE Pa3OUEHIE, YI0BIETBOPSIONIEE YCIOBHIO
(L, —o(fi)) = (M;1) ® ... ® (M;4,), t; > 1, i =1,...,m. Torna pasbuenue

)

ti
M; ;

J=1

CS

Ly (f) =

%

I
—
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TaK’Ke YJIOBJIETBOPAET yCIOBUIO yTBep)K,HeHI/IH 1. Iosromy rpymma Pray, (5,2 (AGL (n, 2))(k 2

JIOJIZKHA COXPaHATh pasjoxkeHnue V = U U Vijorae Vij = (M;;), 1 = 1,....m, j =
i=1j=1
=1,...,¢
CocraBuM 6asuc npocrpancrBa V' m3 Oaszmcos noampocrpancTts Vi, ¢ = 1,...,m,
J =1,...,t;. Torga, cpaBHUBag crapiime 4ieHbl B MHOrowIieHax zKerajkuna y QyHKIIH

h(z) = f(zC), rne C' — maTpuria JUHEHHOTO TPpeodPa30BaHUsl, COOTBETCTBYIOIIETO [IEPEXOLY
K 9TOMy 6asucy, u h(xQ) npu @ € AGL (n, 2)2’671), HOJTy M, 9T0 Prar, (n,2)AGL (n, 2)5?71),
a ciejioBaTeIbHo, n rpymna Prgy2)AGL (n, 2)}]‘:_1) JIOJIZKHBI COXPAHSITh Pa3/IOKEeHHe
B IIPSAMYIO CyMMY mojmnpoctpanctB V =V & ... @ V,,, 910 1 JIoKa3biBaeT TeopeMy. B

CaencrBue 4. Ecin B yenoBusix Teopembl 4 MuO)KecTBO yHKumit {f1,..., fi,} upn
HEeKOTOpoM s > 1 pasbusaercs na kimaccsl AGL (n, 2)Uy,_s-sxBuBanentnoct {f,,,. ..,

fl‘p}7 Tt {fl/u'-'afuq}a TO
AGL (n, 2) ) o~ |AGL (nm,z);km s] S, X -+ X [AGL (nyl,Q);IZ“S) S,

[Ipu s = 1 yTBep:KieHne TeopeMbl BbITeKaeT u3 TeopeMbl 4. [Ipu s > 1 ono BbITEKaeT u3
toro dakra, aro rpymmna AGL (n, 2)?{78) siBsisiercst noarpynnoii rpymmnst AGL (n, 2);’{71).

CrnencrBue 5. Eciu B ycioBusx Teopembl 4 byHKIUN f; ABJIAIOTCH HEBBIPOYKIEHHBI-

MM KBaJIpaTUIHBIMEA (popmamu panra 2r; = 4, ¢ = 1,...,m, IpUIEM IPU HEKOTOPOM S,
1 < s < 3, muoxkectso byskmmit {fi,..., fi,} pasousaerca wa knaccet AGL (n,2)Us_ o
skBuBasieHTHOCTH { fu ..., fu, }s o {furs -, fu ) TO

AGL (n,2)?"" = |AGL (n,,,,2)*" } S, x - [AGL (n,,2) 7 3>] S,.

Zloxazameavcmeo. Ksajparudnbie GoOpMbI HEBBIPOXKIEHBI, €CJIM YUCJIO TEPEMEHHBIX
COBIIaJIAeT CO 3HadeHHeM panra. [[ocKo/IbKy HEeBBIPOXKIEHHBIE KBaJIpaTudHble (hOPMbI f;
panra 2r; > 4,4 =1,...,m, yIOBJIETBOPAIOT YCJIOBUIO Te€OPEMBbI 4, TO JJis JI0OKA3aTEIbCTBA
JIOCTATOYHO TI0Ka3aTh, YTO M — MaKCUMaJIbHOE YUCJIO COMHOKNTEEI Cpe/in BCEX PA3JIOKe-
Huit pyHKIUN f, TOJIyIeHHBIX TPU PA3INIHBIX JUHEHHBIX 3aMeHaX ITepeMEHHBIX.

[Ipenmonoxkum, uro sro He Tak. Torga y dyHkiun f ecTb JIMHEHHbIE COMHOKUTEN
1o Mouayo Usy,—1. Ho B cuny jmemmer 5 u3 yenosua f; € N'Ly, 1 = 1,...,m, BbITeKaerT
f S -/\/’Lmel' |

CaenacrBue 6. IlycTh BBINTOJHAIOTCS YCJIOBUS TeopeMbl 4 U (DyHKIMKA [; ABIAIOTCS
KBapaTuIHbIME (bopMamu paura 2r; > 4,1 = 1,...,m, Ipu4déM Bce OHU UMEIOT TPUBUAJID-
Hble rpynnsl nueprun B rpynie H,,,, e n;, — dncio nepemennbix dbopMsel fi, ¢ =1,...,m.
Torna ecam pu HEKOTOPOM S, 2 < s < 3, MHO)KecTBO dopMm {fi1, ..., fin} pasbusaerca na
knaccsl AGL (n, 2)Us_-sxBusanentaocts { fu, ..., fu,}y - {fors- -5 fu by TO

AGL (n,2)?™" = |AGL (n,,,2) }s x - [AGL (nyl,Q)ScZV:S)] S,.

Zloxazameavcmeo. Eciin Bce KBajipaTudHbie (DOPMbI HEBBIPOZKJICHBI, TO YTBEPXK ICHUE
BBITEKAET U3 IPEbIIYIIEro CJIeICTBUS.

PaccmoTpuMm Teneps cirydaii, KOrjia HEKOTOPbIe KBaIpATUIHbIE (POPMBI MOTYT ObITH BbI-
poxjienabiMu. [lyets 310 fiiq, ..., fr. C yuérom kjnaccudurammm KBaJIpaTUdHbIX (Hopm
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JIOCTATOYHO PACCMOTPETH CJIyUaii, KOIyla PAHr KBJIPAaTUIHON (DOPMBI HA CIUHUILY MEHbIIe
YuC/Ia IePEMEHHBIX, T. €. MOYKHO I0JIaraTh, UYTO

filin, o Tin,) = Ti1Tin @ -+ B Tip;—2Tin,—1 D Tin,,
n,=2r;+1=m;+1,i=t+1,...,m. Eciu BBecTu ob03Ha"I€HTE
filin, oo Tin,) = hi(Tig, o Tipy—1) B Tipy,
T0 ByHKIUHU h; — HEBBIPOXKIAEHHDbIE KBajpaTudnbie ¢popmMbl, i =t + 1,...,m. Ilycrb
f@)=fil@h) . fnl@™), @)= fio fiheo .
Tax xax f = f' (mod Usp,—1), IEPEMEHHBIE Ty, - - -, Tip,, ABIAIOTCA HECYIIECTBCHHBIMM

1o Motysio Usp,—1. losromy y Besikoro adbdurnoro npeobpazosanus (@, b), Takoro, 9ro
(Q.b) € AGL (n,2)7"™¥ C AGL (n,2)™ ",

MaTpura () mocje mepeHyMepaliun IIepeMeHHbIX MOKeT OBITH IIPUBeJIeHa K BUJLY

A B
Q= ,

0 C
rae C—n x n-marpuna, (A,b') € AGL (n — (m —t), 2);2,7"_1), b = (b',0?). B cuy Teope-
MBI 4 TojtygaeM, 4to npeobpazosanue (A, b') 10KHO IepecTaBaaTh MeK Ly coboit hyHKIUI
fiseoos fishigt, ooy hune

asee, He yMeHbIasi OGITHOCTH, MOXKHO TOJIaraTh, u4To npeobpasosanue (A, b') ne ns-

MeHSeT TOopsIKa cjeloBanusd PyHkuit fi, ..., fi, hir1, ..., hy,. [Hokaxkem, uro npeobpazo-
Banue ((),b) Takxe ocTaBjgeT Ha MecTe DYHKIUU fi, ..., f,. Umeem

f(l') = fl . fthtJr]_ c. hm @ Z :Ui,nifl s fthtJrl c. hiflhi+1 ce hm (mod Z/{meg).

1=t+1

Torma u3 cpasuenus f(x) = f(xQ @ b)) (mod Us) BbITEKAET, ITO

n

Z (lz,m (f) P xi,ni)fl e ftht+1 . hi—lhi+1 e hm = 0 (mod Z/{zm_g), (4)
i=t+1

rje l; , (x) — nuneiinas QyHKIMs, OMUCHIBAIOIIAs KOOPIMHATY ¢ HOMEPOM 7; BeKTopa £Q®D,
1=t+1,....,m.

Hycrs b, (v) = 17, (2) DI, (x), toe I}, (v) — qacTsb cnaraembix Gynximu i, (), KoTo-
pad 3aBUCHT OT IEPEMEHHBIX T; ;, 1 < J < n;, OTHOCAUXCA K PyHKIuu hy, ¢ = t+1,...,m, a
I, () — ot ocraBmmixcs nepemenHbx. U3 Bujia caraeMbix B mpaBoil acTu cpasHenus (4)
cjlejtyeT, |To mpu Kaxjom i = t + 1,...,m nocne ymuoxkenus [, () Ha mpomsseenue
fi- fihty1 ... hi—1hiy1 ... hy,, B KauecTBe HEHYJIEBBIX CJIaraeMbIX B CDABHEHHUH OJIYYAIOTCS
TOJIKO OJIHOWJIEHBI, HE COJlepzKalllie HU OJIHOM IlepeMeHHol x; ;, 1 < j < n;, HO comeprKa-
e Ipou3Bejienns Oojiee TPEX IepeMeHHbBIX JApyrux dyHkiuil. Takue ofHOWIEHBI MOTYT
BCTPETHUTHCS TOJIBKO B i-M CJIAraeMOM CYMMBI U3 cpaBHeHus (4) u, cJiesioBaTebHO, HE MO-
YT HUA C 9eM COKpaTuThcs. [losTomy npu KaxkoMm ¢ =t + 1,...,m JOKHO BBIOJTHATHCS
cpaBHEHHE

lzm (ZE)fl ce ftht+1 e hi—lhi—i—l ce hm =0 (mod Z/[Qm_Q).
[Hockonbky dyuknun fi,..., ft, i1, ..., hy, 110 YCIIOBUIO He UMEIOT JIMHEHHBIX COMHOMXKUTE-
Jieft, JIOJKHBI BBIIOMHATLCA pasencTsa lf, (v) = 0,7 = t+1,...,m, 4To O3HATAECT PABEHCTBO
HYJTIO 3JIEMEHTOB HOMATpuIlbl B Marpuiibl (). B
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ASYMMETRIC CRYPTOSYSTEMS ON BOOLEAN FUNCTIONS!
G.P. Agibalov, I. A. Pankratova

National Research Tomsk State University, Tomsk, Russia

Here, we define an asymmetric substitution cryptosystem combining both a pub-
lic key cipher and a signature scheme with the functional keys. A public key
in the cryptosystem is a vector Boolean function f(zi,...,x,) of a dimension n.
This function is obtained by permutation and negation operations on variables
and coordinate functions of a bijective vector Boolean function g(zi,...,x,) =
= (g1(z1,-.-,2n), -, gn(x1,...,2,)). The function g is called a generating function
of the cryptosystem. For each ¢ € {1,...,n}, its coordinate function g;(z1,...,x,) is
assumed to be specified in a constructive way and to have a polynomial (in n) com-
plexity. A private key of the cryptosystem is the function f~!, that is, the inverse of f.
The existence of f~! follows from the bijectiveness of g and preserving this property
by permutation and negation operations. Function g and its coordinates g1, ..., gn
are public parameters of the cryptosystem. (A variant of the cryptosystem allows to
include them into the private key). Of course, the permutation and negation opera-
tions by which a public key is computed from the generating function must be secret
as private exponents in RSA and ElGamal cryptosystems. A block P of a plaintext is
encrypted to a block C of a ciphertext by the rule C' = f(P), and C' is decrypted to P
by the rule P = f~1(C). A signature on a message M is computed as S = f~1(P),
and its validation is proved by verifying the equality M = f(S). This cryptosystem is
believed to resist classical and quantum computers attacks. Its security is based on the
difficulty of inverting large bijective vector Boolean functions. Cryptanalysis of the
cryptosystem shows that its computational complexity can reach the value O(n!2").

Keywords: wvector Boolean functions, invertibility, asymmetric substitution cryp-
tosystem, cryptanalysis.

Introduction

Ne 40
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Public-key cryptosystems are usually constructed on the base of number theory or
algebraic structures and are very susceptible to quantum attacks. Perhaps the only
exception to this rule are finite automaton public key cryptosystems [1]. In this paper,
we suggest a public-key cryptosystem based on an invertible system of n Boolean functions
which is variable like a cryptographic key by the permutation and negation operations
on system’s arguments and coordinates. We call it ACBF — Asymmetric Cryptosystem
on Boolean Functions. The cryptosystem typically consists of two parts —a public-key
cipher and a signature scheme. A general cryptanalysis scheme is described for both of
them. According to this scheme, some particular known playntext (and known message)
attacks are proposed for the universal ACBF and for its derivatives with some permutation
and negation operations being identities. Estimates for computational complexity of these

!The authors were supported by the RFBR-grant no. 17-01-00354.
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attacks are given too. The most of them is O(n!2"). For each of fifteen ACBF we considered,
the proposed attacks on its cipher and signature scheme happened to have the same estimate
of computational complexity.

1. Definition

In [2], we have defined a symmetric block substitution cipher with the functional keys.
Here, by using the same construction, we define an asymmetric substitution cryptosystem
including both a public key cipher and a signature scheme with the functional keys. To give
a formal definition of this cryptosystem, we first define the permutation and negation
operations. Let n be an integer, n > 2, and S,, be the set of all permutations of the row
(12...n), thatis, S, = {(i1d2...4,) 4, € {1,2,...,n},j#r=14; #i;5,r€{1,...,n}}.
A permutation m = (i1iz...1,) € S, is called a permutation operation if the result of its
application to any word w = wyws...w, is the word 7(w) = w;wy, ...w;, . A Boolean
vector o = biby...b, € F} is called a negation operation if the result of its application to
a string a = aqas . . .a, of Boolean values (constants, variables or functions) aq,...,a, is
the string a” = ablag2 ...al where for a and b in Fy, a* = a if b =1 and a* = —a if b = 0.
The permutation and negation operations 7w and o are called identity and denoted by 1 if

=(12...n)and o = 11...1 respectively.

Formally, our asymmetric cryptosystem on Boolean functions is a three-tuple C =
= (X, K,Y) where X is the set of plaintexts, or messages, X C F% Y is the set of
ciphertexts or signatures, ¥ C [, and K = K; x K, is the set of keys, K; —the set
of public keys, Ky C Kn(g) — {/(2) : f(z) = ma(g®(m(2°))); 01,02 € By m,m € S,
x = (21,...,x,) is a string of different Boolean variables, g : Fy — F7 is a bijective vector
Boolean function g(z) = g1(x)ga(x) ... gn(x) (we call it generating function of C) with all
its coordinate functions g;(z), ..., g,(z) specified in a constructive way and computed with
a polynomial (in n) time complexity; m,me and o7, 09 are, respectively, permutation and
negation operations (we call them key parameters of C); and Ky = {f~' : f € K;} — the set
of private keys. In the case of X =Y =F} and K; = K,(g), we call C a universal ACBF.

In C, as in any asymmetric cipher, a public key f is used to encrypt a plaintext x
and the private key f~!'—to decrypt the corresponding ciphertext y, namely: y = f(z)
and v = fl(y)forx € X,y eV, fe Ky, f! € Ky. Also, in C, as in any digital
signature scheme with appendix (the signed message), a private key f~! is used to sign a
message x and the public key f — to verify signatures, namely: the signature for a message x
is s = f~!(z) and a signature s on a message x is valid iff f(s) = z.

To provide the necessary property of ease (polynomial time complexity) of computing
the functions f and f~!, the generating function ¢ itself and its inverse ¢g~' should
have this property too. In this case, the values y = f(x) = ma(g?(m(x?))) and
v = f"y) = [r (g7 (75 (y))72))]°* would be computed with a polynomial complexity.
The polynomial computational complexity of each coordinate in generating function g
guarantees a polynomial complexity of computing ¢ itself. This is true if, for example,
every coordinate function g;(x) essentially depends on some s; < sy variables z;,, ..., z;,,
from the string z, that is, gi(z) = hi(zi,..., 2, ) for a function h; : Fy — Fy and
So is a small enough integer, 1 < sy < n. As for providing a polynomial complexity
of computing the function ¢~!, there are many ways to choose ¢ in C preserving its
polynomial complexity in ¢g~!. One of them is the following: g( ) = gW(x)...¢" (),
1L<r <n, ¢9(2) = gy (2).. Gi, (x) = h; (2 - hi, (@) = p@D(@®), 20 = a;, .. - Lig, s
hO) Ty — Ty is a bijection, sy +sy+...+8, =n,i # j = {i1,..., i, } N {J1,... s} =9
i,j € {1,2,...,r}. In this case, g(x) = hU (x(l) RO (20)) and if y = g(z), then
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y D = yi g, = WO @D), RO (D) = 20, g7 (y) = AOT(yW) . AT (y™). That
is, g7'(y) is computed with a polynomial complexity.

The security of ACBF C is based on the difficulty of inverting large bijective vector
Boolean functions, that is, of computing x = f~(y) for y = f(z). For an opponent or
cryptanalyst, who (this is believed) doesn’t know the values of key parameters my, mo, 01
and o9 in f, this problem is really difficult one with an exponential time complexity of
decision algorithm.

2. Cryptanalysis problem

The cryptanalysis problem that we study for ACBF C in the paper is the secret
key recovery, assuming some plaintexts or messages and the corresponding ciphertexts or
signatures are known. If C is a cipher, the problem is set as follows: given f(x) € K3, P, € X,
and C; = f(P), 1 = 1,2,...,m, compute f~*(y). Otherwise, that is, if C is a signature
scheme, the problem looks like the following: given f(z) € Ky, M; € X, and S; = f~1(M)),
[ =1,2,...,m, compute f~!(x). Further, the problem in the first case is called the cipher
cryptanalysis, in the second case — the signature cryptanalysis. Any methods solving them
are called attacks on cipher and on signature scheme respectively. Aiming to recover the
secret key, they are total break attacks. Besides, when we say that the public key f(x) is
given, we suppose that everybody has a possibility to compute its value at any point x
for a polynomial time, but no cryptanalyst (opponent) knows the parameters my, mo, 01, 09
of f(x) (compare, for example, with g* over Z, in ElGamal cipher).

Below we describe some attacks on ciphers and on signature schemes of a universal
ACBF C and of its particular derivatives which are ACBF obtained from C by replacing
some key parameters with the identity operation 1. Here is a more correct definition of this
concept. Let [ = {m,m, 01,02}, J C I, and C(J) = (X, K(J),Y) where X =Y = F},
K(J) = K0 (1) o), Ka(J) = {f 1) : f(2) € K0(D)}, KalJ) = Kalg, J), and Ko(g, )
is the set of all functions f(x) = my(g?2(m1(x"))) such that 7, m € S, 01,09 € Fy, and
each key parameter from I\ J is the identity. By the definition, K, (g, J) C K, (g), therefore
C(J) isreally an ACBF; K,,(g,1) = K, (g), therefore C(I) = C; K,,(g,2) = {g(z)}, therefore
C(2) is a trivial cryptosystem. We call C(J) a particular derivative of the C if @ # J # I.
So, for any universal ACBF C, we have 14 particular derivatives C(.J) in total.

Note that for any vector-columns a, o in Fj and a permutation m = (iyiz...7,) € S,, if
¢ = -0, w(a) is the weight of a, that is the number of 1’s in a, and T" = () is a permutation
matrix of order n over Fy where t; =1 < j =i, forall k,j € {1,2,...,n}, then a” = a®c,
m(a) = Ta, and w(Ta) = w(a). Further, we use these facts without additional explanations
and call T' the matrix of the permutation 7. Moreover, we introduce the following notation:
A and D are the matrices of permutations 7; and 7y respectively and b and d are the
vector-columns —o; and —oy respectively. This allows us to apply the symbols of variables
A, D, b,d instead of symbols of operations 7y, mo, 01, 09 respectively in the sets I, J as well
as in the formulas for f(z), f~'(x) and so on. The fact of such replacement is denoted by
the sign ~. For example, {m, 02} ~ {A, d}.

3. General scheme of attack
Here is the general scheme of an attack on the cipher in an ACBF C(J).

1. Express the function f~*(y) by a formula in the set of variables and operations

JU {yag7®a '7_1 }
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2. Record the system of equations F expressing the dependence of variables from J on

the values P, C;, 1 <1 < n, by means of operations @, -,~! and function g.

Solve the system E in unknowns from J using a proper method [3].

4. Substitute the variables from J in formula for f~!(y) by their values from the solution
of the system FE. The resulting formula is the result of the attack.

5. Estimate the computational complexity of the attack as a time complexity of solving
the system of equations F.

@

The description of the general scheme of an attack on the signature scheme in an
ACBF (C(J) is obtained from this scheme for ciphers by substitution f~!(x), M;, and S; for
f~Yy), Ci, and P, respectively. The attacks, described below, on universal ACBF C = C([)
and on its particular derivatives C(J) are constructed according to the general scheme.
In the case of nonlinear equations in the system F, this system in them is solved by the
method of linearization set [3, 4| (further we call it briefly method of LS). The vector
weight invariance related to multiplying by a permutation matrix is used to decrease the
computational complexity of some of these attacks in practice.

4. Attacks on universal ACBF
4.1. Attack on cipher

We have y = f(z) = m(972(m(271))) = D(9(A(z ® b)) @ d); D'y & d = g(A(z & b)),
AN g (D'yed)db=1x, [ (y) =z, and C; = f(B), [ =1,2,...,m. Hence,

iy =A"g (DT ly@d) @b
where (D! d, b, A) is a solution of the system of equations
D'Cidd=g(A(P®b), [=1,2,...,m,

which is solved by the method of LS, namely by assigning in turn the different values to the
variables A, b and solving the resulting system of linear equations with unknowns in D!
and d. So, the computational complexity of the attack is O(n!2").

42. Attack on signature scheme
We have S; = f~1(M;) = A g (D' My ®d) ®b, 1 =1,2,...,m, and

fHa)=A"g (D v@d) @b
where (D71 d, b, A) is a solution of the system of equations
DilMl@d:g@‘l(Sl@b)), 121,2,...,’]77,,

which is solved by the method of LS, that is, by assigning in turn the different values to
the variables A, b and solving the resulting system of linear equations with unknowns D~!
and d. So, the computational complexity of the attack is O(n!2").

5. Attacks on particular derivatives of universal ACBF
5.1. Attacks on ciphers
Given J C {m,m, 01,02} ~ {A,D,b,d}, f(x) € K,(g9,J), P, € F}, and C; = f(P),
[=1,2,...,m, compute f~!(y). Consider the possible cases.
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1. J={o1} ~{b}.
We have y = f(z) = g(z°') = g(z & b) and b = —oy, therefore g7'(y) = = & b and
/7' (y) = x. Hence,

where

b:-Pl@g_l(Cl>7 l:]-727"'7m

So, b= P, ® g~ (C}). Computational complexity of this attack is a polynomial in n.
Here, y = f(z) = g(mi(z)) = g(Az) and A is the matrix of m; Az = g7 '(y), x =
= A"'g7(y), f'(y) = x. Hence,

i) =A"g" (),

and the matrix A is a solution of the system of linear equations
AP =g 1(C), 1=1,2,...,m,

which is solved for a polynomial time.

In case m = 1, this system has r = w!(n — w)! of solutions where w = w(P;) and r
is the product of permutation quantities for ones and for zeros in P,. The computational
complexity of this attack coincides the time complexity of solving the system of linear
equations problem and does not exceed a polynomial in n.

3. J={m,o1} ~{A,b}.

In this case, y = f(z) = g(m(2?)) = g(A(z & b)); g (y) = Az ® D), w(z & b) =
=w(g ' (y), Alg () db==a, [y =2

Define B; C F} by induction on | = 1,2,...,m, namely let B,
=w(g'(C1))} and By ={b: b€ By, WP @b) = w(g~(C1))}, 2 <

[<m Then

T y)=Ag " (y) &b

where (A, b) is a solution of the following system of equations
AP ®b) =g YC), 1=1,2,...,m,

which is solved, using the method of LS, by assigning in turn the different values from the
set By, to the variable b and solving the resulting system of hnear equations with unknowns
in A. The computational complexity of the attack is O(C 2.

4. J = {0} ~ {d}.

y=f(z) =g°%(x) = g(z) ®d and d = —09; g (y ® d) =z, f~'(y) = z. Hence,

) =9 (yed
where
d=Ci&g(F), [=1,2,....m
So, d = Cy @ g(P;). Computational complexity of the attack is a polynomial in n.
5 J= {0'1,(72} ~ {b, d}
= f(z) = g”2(z') = g(x ® b) ® d where b = —0y, d = —03; x B b = g (y & d),
g yod) db==, f'(y) = x. Hence,

Ty =g 'yed @b
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where (b, d) is a solution of the following system of equations
gPob)dd=C, 1=12...,m,

and can be computed by the method of LS, that is, by assigning in turn the different values
to b and solving the resulting system of linear equations with unknowns in d. The complexity
of this attack is O(2").

6. J ={m,o0} ~{A,d}.

y = f(z) = g7(m(2) = g(Ar)©d; Av = g~ (y@d), w(z) = w(g~ ' (y®d)), A'g  (y®
od)=x, "y ==

Define D; C F% by induction on [ = 1,2,...,m, namely let D; = {d : w(P) =
= w(g'(Cr®d)} and D; = {d : d € D;_1,w(P) = w(ig'(Ciad)}, 2 <1 < m.
Then

[y =49 (yed)

where (A, d) is a solution of the following system of equations
AP =g Y (Ciad), 1=1,2,...,m.

This system is solved, using the method of LS, by assigning in turn the different values
from the set D,, to the variable d and solving the resulting system of linear equations in
unknowns in A. The computational complexity of the attack is O(CZ/ %).

7. J={m,01,00} =~ {A, b, d}.

y = f(z) = g (mi(27)) = g(A(x®D))Dd; A(x®b) = g~ (yd), w(z®b) = w(g ™' (y@d)),
AlgHyod) =z@b, fH(y) ==

For each d € F3, define B;(d) C Fy by induction on [ = 1,2,...,m, namely let B;(d) =
— {b: w(Pi&b) = w(g~(Cred))} and By(d) = {b: b € Bi_1(d), w(P&b) = w(g~ (Ci&d))},
2 <l <m. Then

Ty =ATg yed eb

where (A, b, d) is a solution of the following system of equations
AP eb) =g (Cad), 1=1,2...,m.

This system is solved, using the method of LS, by assigning in turn the different values (b, d)
with d from F3 and b from B,,(d) to the pair of variables (b,d) and solving the resulting
system of linear equations in unknowns in A. The computational complexity of the attack
is O(2"C/?).

8. J={m} ~{D}.

y = f(x) = m(g(z)) = Dg(x) where D is the matrix of the permutation my; D™y =
=g(x), g7 (D~'y) =, f~(y) = x. Hence,

[ y) =g (D7"y)
where D~! is a solution of the system of linear equations
D'Cr=g(R), 1=1,2,...,m.

Computational complexity of this attack is a polynomial in n.

9. J ={m,01} ~{D,b}.

y = f(z) = m(g(z”)) = Dg(z@b); D'y = gz ®b), w(y) = w(g(z ®b)), g7 (D~'y) ®
ob=ux, f(y) =2
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Define B; C F} by induction on [ = 1,2,...,m, namely let By = {b: w(C}) = w(g(P, &
®b))} and By={b:be B,_1,w(C)) =w(g(P,®b))}, 2<{<m. Then

[y =g (Dy) @b
where (D1, b) is a solution of the system of equations
D'Ci=g(Pob), 1=1,2,....,m,

which is solved, using the method of LS, by assigning in turn the different values from B,,
to the variable b and solving the resulting system of linear equations with unknowns in D~!.
So, the computational complexity of the attack is O(CZ/ 2).

10. J = {m,m} ~{A, D}.

y = f(x) = m(g(m(2))) = Dg(Az); D'y = g(Ax), A™'g" (D 'y) = =, f(y) = .

Hence,
[ y)=A"g (D)

where (A, D™!) is a solution of the system of equations
D7 'Cy=g(AR), 1=1,2,...,m,

which is solved by the method of LS, that is, by assigning in turn the different values to
the variable A and solving the resulting system of linear equations with unknowns in D!,
So, the computational complexity of the attack is O(n!).
11. J = {m,me,01} ~{A, D,b}.
y = f(z) = ma(g(m(z7))) = Dg(A(z@Db)); D~y = g(A(z D)), A™g (D ly) = x &b,
f~Yy) = x. Hence,
[ y) =AY (D) @b

where (A, D71, b) is a solution of the system of equations
AlgT (DTG @b=PR, 1=1,2,...,m,

which is solved by the method of LS, that is, by assigning in turn the different values to the
variable D! and solving the resulting system of linear equations with unknowns in A, b.
The computational complexity of the attack is O(n!).

12. J = {mq, 00} ~{D, d}.

y = f(z) = m(97*(x)) = D(g(x) ®d); D~'y = g(x)®d, g (D~ 'y®d) ==, f(y) = 2.
Hence,

[y =9 ' (D 'y & d)

where (D™, d) is a solution of the system of linear equations
D'Cied=g(P), 1=1,2,...,m,

which is solved with a polynomial complexity.
13. J ={my, 01,092} ~{D,b,d}.
y = f(z) =m(g7(x™)) = D(g(z @b) ®d); D™y = g(z®b) &d, g~ (D~ 'y ®d) = 2&,
/' (y) = x. Hence,
iy =g (Dly@d) @b
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where (D71, b, d) is a solution of the system of equations
D'Ciod=g(P,®b), 1=1,2,...,m,

which is solved by the method of LS, that is, by assigning in turn the different values to
the variable b and solving the resulting system of linear equations with unknowns in D!
and d. So, the computational complexity of the attack is O(2").
14. J ={m, 7,00} ~{A,D,d}.
y = f(x) = m(g7(m(z))) = D(g(Ar) & d); D~'y = g(Az) & d, A~ g (D 'y & d) = =,
/' (y) = x. Hence,
fy) =AY (DT ly @ d)

where (D7, d, A) is a solution of the system of equations
D'Ci@d=g(APR), 1=1,2,...,m,

which is solved by the method of LS, that is, by assigning in turn the different values to
the variable A and solving the resulting system of linear equations with unknowns in D~!
and d. So, the computational complexity of the attack is O(n!).
5.2. Attacks on signature schemes

Given J C {m,m, 01,00} ~{A,D,b,d}, f(z) € K,(g,7), M; € F, and S; = f~1(M)),
[=1,2,...,m, compute f~!(z). Consider the possible cases. As mentioned above, in every
case the attack on a signature scheme differs from the attack on a cipher just given by
only using variables x, M;, and S; instead of y, C}, and P, respectively. Taking into account
that the attacks on the signature schemes have the great and distinctive significance for
cryptography, we describe them without abbreviations.

1. J={o1} ~{b}.

In this case, S; = ¢ Y (M;) ® b, 1 =1,2,...,m, and

[y =g (@) @b

where
b=S@g (M), 1=1,2 ... ,m.

The computational complexity of the attack is a polynomial in n.
S =A1tg Y (M), 1=1,2,...,m, and

fHz) = AT (2)
where A is a solution of the system of linear equations
AS =g (M), 1=1,2,...,m,
which is solved for a polynomial time.
3. J={m,o1} ~{A, b}

S; = A_lg_l(Ml) P b, A(Sl S5 b) = g_l(Ml), W(Sl ) b) = W(g_l(Ml)), [=1,2,...,m,
By ={b:w(Si®b) = w(g (M)}, and B, = {b:b € B_1,w(S;®b) = w(g~'(M))},

fHx)=Ag (@) ®b
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where (A, b) is a solution of the system of equations
ASi@b) =g (M), 1=1,2,...,m,

which is solved by the method of LS, that is, by assigning in turn the different values
from B,, to the variable b and solving the resulting system of linear equations with unknowns
in A. The computational complexity of the attack is O(CZ/ ?).

4. J = {oa} ~ {d}.

Si=g ' (M@d),l=1,2,...,m, and

[H@) =g z@d)

where
d=M®g(S), 1=1,2,...,m.

Computational complexity of the attack is a polynomial in n.
5. J ={o1,00} ~ {b,d}.
Si=g ' (My®d) @b, 1=1,2,...,m, and

[Ty =g (zedab
where (b, d) is a solution of the following system of equations
g(Sl@b):Ml@d, l:1,2,...,m,

which is solved, using the method of LS, that is, by assigning in turn the different values
to the variable b and solving the resulting system of linear equations with unknowns in d.
The computational complexity of the attack is O(2").

6. J = {71'1,02} ~ {A,d}

Sl = A_lg_l(Ml ) d), A(Sl S5 d) =g ( ) (Sl D d) = W(g_ (Ml)) = 1,2, o.M
Dy ={d:w(Si®d) =w(g (M)}, and D; = {d :d € D,_1,w(S;®d) = w(g~ (M))},
2 <1< m. So,

fi @) = A7 @ @ d)

where (A, d) is a solution of the system of equations
ASl:g_l(MlEBd), l:1,2,...,m,

which is solved, using the method of LS, that is, by assigning in turn the different values
from D,, to the variable d and solving the resulting system of linear equations with
unknowns in A. The computational complexity of the attack is O(Cyp 2).

7.J= {7T1,0'1,0'2} _{A,b,d}

S = A1 71(Ml @d)db, A(S;®b) = 71(Ml ®d), w(S;db) =w(g™ (Ml ®d), =
=1,2,...,m, Bi(d) = {b: w(S; ®b) = w(g (M, ®d))}, and B(d) = {b: b € B_1(d),
W(Sl@l_?)—w( (M ®d)}, deFy, 2 <1< m. So,

fla)y=A"¢g (z®d) @b,
where (A, b, d) is a solution of the system of equations

A(Sl@b):gfl(Ml@d), l:1,2,...,m,
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which is solved, using the method of LS, that is, by assigning in turn the different values
(b,d) with d from F} and b from B,,(d) to the pair of variables (b,d) and solving the
resulting system of linear equations with unknowns in A. The computational complexity of
the attack is O(2"C"/?).

8. J={m} ~{D}.

Sy =g YD 'M),1=1,2,...,m, and

fTHz) =g~ (D7)
where D! is a solution of the system of linear equations
D_lMl:g(Sl), l:1,2,...,m.

Computational complexity of this attack is a polynomial in n.
9. J={m,o1} ~{D,0b}.
S = g_l(D_lMl) @ b, g(Sl ) b) = D_lMl, W(Ml) =W o.M
By = {b: w(My) = w(g(S1 @ b))}, and By = {b: b € By, w(M) = w(g(S @ b))},
2 <1< m. So,

fHa)=g (D) &b
where (D™1,b) is a solution of the system of equations
DilMl:g(Sl@b% l:1,2,...,m,

which is solved, using the method of LS, that is, by assigning in turn the different values
from B,, to the variable b and solving the resulting system of linear equations with unknowns
in D~!. The computational complexity of the attack is O(CZ/ %).

10. J = {m,m} ~{A, D}.

Sy =A1tg Y (DIM), 1=1,2,...,m, and

@) =ATlg" (D)
where (A, D™!) is a solution of the system of equations
D_lMl :g(ASl), = 1,2,...,777,,

which is solved, using the method of LS, that is, by assigning in turn the different values to
the variable A and solving the resulting system of linear equations with unknowns in D~!.
So, the computational complexity of the attack is O(n!).

11. J ={m,m,01} ~{A, D,b}.

Sy =AYy D IM) @b, 1 =1,2,...,m, and

f71<33') — Aflgfl(Dflx) EB b
where (A, D7, b) is a solution of the system of equations
A_IQ_I(D_IMZ) epb=S, (=1,2,...,m,

which is solved, using the method of LS, that is, by assigning in turn the different values
to the variables D! and solving the resulting system of linear equations with unknowns
in A,b. The computational complexity of the attack is O(n!).
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12. J ={my, 09} ~{D,d}.
Sy =g (DM ®d),l=1,2,...,m, and

f @) =g (D 'z &d)
where (D!, d) is a solution of the system of equations
DilMl@d:g(Sl), l:1,2,...,m,

which is solved with a polynomial complexity.
13. J ={my, 01,02} ~{D,b,d}.
Si=g Y (D 'My®dd) @b, 1=1,2,...,m, and

fla)y =g (D 'z d) @b
where (D™!,d, ) is a solution of the system of equations
DMy @d=g(S;®b), [=1,2,...,m,

which is solved, using the method of LS, by assigning in turn the different values to the
variable b and solving the resulting system of linear equations with unknowns in D~! and d.
So, the computational complexity of the attack is O(2").

14. J ={m,m,00} 2 {A,D,d}. S;=Ag (D 'M;®d), | =1,2,...,m, and

flz)=A"¢g (D 'z ®d)
where (D71, d, A) is a solution of the system of equations
D_lMl@d:g(ASl), l:1,2,...,m,

which is solved, using the method of LS, by assigning in turn the different values to the
variable A and solving the resulting system of linear equations with unknowns in D~! and d.
So, the computational complexity of the attack is O(n!).

Conclusion

What we have discussed above in the paper should be considered as a step in the process
of developing the theory of public key cryptosystems based on the bijective systems of
Boolean functions. There are many problems we need solve on this way. Some of them are the
following: 1) generating pseudorandom invertible systems of Boolean functions depending on
a covered parameter such that the system is computed and inverted with a polynomial time
complexity iff the value of the parameter is known; 2) necessary and sufficient conditions
for uniqueness of a private key, with which the given blocks of a ciphertext are decrypted
to the given blocks of a plaintext; 3) lower and upper bounds for the number of blocks with
this property of the private key.
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Introduction

The Third International Students’ Olympiad in Cryptography — NSUCRYPTO’2016
was held on November 13-21, 2016. NSUCRYPTO is the unique cryptographic Olympiad
containing scientific mathematical problems for students and professionals from any country.
Its aim is to involve young researchers in solving curious and tough scientific problems of
modern cryptography. From the very beginning, the concept of the Olympiad was not
to focus on solving olympic tasks but on including unsolved research problems at the
intersection of mathematics and cryptography.

The Olympiad consisted of two independent Internet rounds. The First round (duration
4 hours 30 minutes) was individual. It was divided into two sections: A and B. Theoretical
problems in mathematics of cryptography were offered to participants. The Second round
(duration 1 week) was devoted to research and programming problems of cryptography
solved in teams. Anyone who wanted to try his/her hand in solving cryptographic
problems were able to become a participant. During the registration every participant
had to choose corresponding category: “School Student” (for junior researchers: pupils
and school students), “University Student” (for participants who were currently studying
at universities) or “Professional” (for participants who had already completed education,
are PhD students, or just wanted to be in the restriction-free category). The winners

!The work was supported by Russian Ministry of Science and Education under the 5-100 Excellence
Programme, RMC NSU, and by the Russian Foundation for Basic Research (projects no. 15-07-01328,
17-41-543364).
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were awarded in each category separately. The language of the Olympiad is English.
All information about organization and rules of the Olympiad can be found on the official
website at www.nsucrypto.nsu.ru.

In 2016 the geography of participants has expanded significantly. There were
420 participants from 24 countries: Russia (Novosibirsk, Moscow, Saint Petersburg,
Yekaterinburg, Kazan, Saratov, Taganrog, Krasnoyarsk, Petrozavodsk, Perm, Chelyabinsk,
Zelenograd, Tomsk, Korolev, Omsk, Ramenskoye, Yaroslavl, Novokuznetsk), Belarus
(Minsk), Ukraine (Kiev, Kharkov, Zaporozhye), Kazakhstan (Astana, Almaty, Kaskelen),
Kirghizia (Bishkek), Great Britain (Bristol), Bulgaria (Sofia), Germany (Berlin, Munich,
Bochum, Witten), France (Paris), Luxembourg (Luxembourg), Hungary (Szeged), Sweden
(Gothenburg), Switzerland (Zurich, Bern), Italy (Padova), Czech Republic (Prague),
Estonia (Tartu), Spain (Barcelona) Canada (Edmonton), Iran (Tehran), South Africa (Cape
Town), China (Beijing), Vietnam (Ho Chi Minh City, Saigon), Indonesia (Bandung), India
(Kollam, Haydebarad).

Organizers of the Olympiad are: Novosibirsk State University, Sobolev Institute of
Mathematics (Novosibirsk), Tomsk State University, Belarusian State University and
University of Leuven (KU Leuven, Belgium).

In section 1 we describe problem structure of the Olympiad according to sections and
rounds. Section 2 is devoted to unsolved problems formulated in NSUCRYPTO for all years
since 2014, with attention to solutions proposed for two of them. Section 3 contains the
conditions of all 16 mathematical problems of NSUCRYPTO’2016. Among them, there
are both some amusing tasks based on historical ciphers as well as hard mathematical
problems. We consider mathematical problems related to the construction of algebraically
immune vectorial Boolean functions and big Fermat numbers, problems about secrete
sharing schemes and pseudorandom binary sequences, biometric cryptosystems and the
blockchain technology, etc. Some unsolved problems are also discussed. In section 4 we
present solutions of all the problems with paying attention to solutions proposed by the
participants. Information about the winners is given in section 5.

Mathematical problems of the previous International Olympiads NSUCRYPTO’2015
and NSUCRYPTO’2016 can be found in [1] and [2] respectively.

1. Problem structure of the Olympiad

There were 16 problems on the Olympiad. Some of them were included in both rounds
(Tables 1, 2). Thus, section A (school section) of the first round consisted of 6 problems,
whereas section B (student section) contained 7 problems. Three problems were common
for both sections. In the Table 1 you can see the highest scores one could get in case of
solving the problem.

The second round was composed of 12 problems; they were common for all the
participants. Two of the problems presented on the second round were marked as unsolved
(awarded special prizes from the Program Committee).
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Table 1
Problems of the first round
A — school section B — student section
N | Problem title Maximum scores N | Problem title Maximum scores
1 | Cipher from the pieces 4 1 | Cipher from the pieces 4
2 | Get an access 4 2 | Labyrinth 4
3 | Find the key 4 3 | Quadratic functions 8
4 | Labyrinth 4 4 | System of equations 4
5 | System of equations 4 5 | Biometric key 6
6 | Biometric pin-code 4 6 | Secret sharing 6
7 | Protocol 6
Table 2
Problems of the second round
N | Problem title Maximum scores
1 | Algebraic immunity Unsolved
2 | Zerosum at AES 8
3 | Latin square 6
4 | Nsucoin 10
5 | Metrical cryptosystem 6
6 | Quadratic functions 8
7 | Secret sharing 6
8 | Biometric key 6
9 | Protocol 6
10 | Find the key 4
11 | Labyrinth 4
12 | Big Fermat numbers Unsolved

2. Unsolved problems of NSUCRYPTO since the origin
In this section we shortly present all unsolved problems stated in the history of
NSUCRYPTO (Table 3), where we mention also the current status of all the problems.
The formulations of the problems can be found in [1] (year 2014), [2]| (year 2015) as well as
the current paper (year 2016).

Table 3
Unsolved Problems of NSUCRYPTO
N | Year | Problem title Status
1 | 2014 | Watermarking cipher | Unsolved
2 | 2014 | APN permutation Unsolved
3 | 2014 | Super S-box Unsolved
4 | 2015 | A secret sharing Partially SOLVED in [3]
5 | 2015 | Hypothesis Unsolved
6 | 2016 | Algebraic immunity SOLVED during the Olympiad
7 | 2016 | Big Fermat numbers | Unsolved

The Olympiad NSUCRYPTO-2016 became particular since there was the first time
when an unsolved problem stated was successfully solved by a participant during the
Olympiad. Alexey Udovenko (University of Luxembourg) was able to find a solution to
the problem “Algebraic immunity” (see section 4.15).

Moreover, we are also very pleased to say that the unsolved problem “A secret
sharing” of NSUCRYPTO-2015 was also partially solved! In [3| Kristina Geut, Konstantin
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Kirienko, Prokhor Kirienko, Roman Taskin, Sergey Titov (Ural State University of Railway
Transport, Yekaterinburg) found a solution for the problem in the case of even dimension
(the problem remains open for odd dimension).

The current status of unsolved problems from NSUCRYPTO of all years can be found
at http://nsucrypto.nsu.ru/unsolved-problems/. Everyone is welcome to propose a
solution to any problem stated. Please, send you ideas to nsucrypto@nsu.ru.

3. Problems
In this section we formulate all the problems of the Olympiad.
3.1. Problem “Cipher from the pieces”

Recover the original message, splitting the figure (Fig. 1) into equal pieces such that
each color occurs once in every piece.

Fig. 1.

3.2. Problem “Get an access”

To get an access to the safe one should put 20 non-negative integers in the following
cells (Fig. 2). The safe will be opened if and only if the sum of any two numbers is even
number k, such that 4 < k < 8, and each possible sum occurs at least once. Find the sum
of all these numbers.

Fig. 2.

3.3. Problem “Find the key”

The key of a cipher is the set of positive integers a, b, ¢, d, e, f, g, such that the following
relation holds:

a3 + b3 + C3 +d3 + 63 + f3 +g3 — 20162017‘

Find the key!
34. Problem “Labyrinth”
Read the message hidden in the labyrinth (Fig. 3)!
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Fig. 3.

35. Problem “System of equations”

Analyzing a cipher Caroline gets the following system of equations in binary variables
x1,To, ..., 716 € {0,1} that represent the unknown bits of the secrete key:

(1E1I3 D rory = T5 — T,

14 D 211 = T12 D 13 D T14 D 215 D Ty,
(;Ug -+ Tog + $7)2 = 2($6 + T11 -+ .’L’w),
T13T11 D T12%14 = —(T16 — T15),

T5T1Te = T4X2T3,

11 D x8 D x7 = T10 D T,

Ter11%10 B Trx9ry = 0,

(%2 + T4 + 213

V2

1D x6 = T5 D T3 D T,
Texg D ToXr = T10 — T11,
2(ws + 11 + 16) = (T4 + 23 + 22)%

\1U115E1351712 = T15214%16-

) — T15 = T16 + T11,

Help Caroline to find the all possible keys!

Remark. If you do it in analytic way (without computer calculations) you get twice
more scores.

3.6. Problem “Biometric pin-code”

Iris is one of the most reliable biometric characteristics of a human. While measuring let us
take 16-bit vector from the biometric image of an iris. As in reality, we suppose that two 16-bit
biometric images of the same human can differ not more than by 10-20 %, while biometric images
of different people have differences at least 40-60 %.

Let a key k be an arbitrary 5-bit vector. We suppose that the key is a pin-code that
should be used in order to get an access to the bank account of a client.
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To avoid situation when malefactor can steal the key of a some client and then be
able to get an access to his account, the bank decided to combine usage of the key with
biometric authentication of a client by iris-code. The following scheme of covering the key
with biometric data was proposed:

1) on registration of a client take 16-bit biometric image bemplate Of his iris;

2) extend 5-bit key k to 16-bit string s using Hadamard encoding, i.e. if £ =
= (ky,...,ks5), where k; € {0,1}, then s is the vector of values of the Boolean
function f(xy,...,24) = k121 ... ® kyzy D ks;

3) save the vector ¢ = biemplate ® s 00 the smart-card and give it to the client. A vector ¢
is called brometrically encrypted key.

To get an access to his account a client should

1) take a new 16-bit biometric image b of his iris;

2) using information from the smart-card count 16-bit vector s’ as s = b @ ¢;

3) decode s to the 5-bit vector k' using Hadamard decoding procedure.

Then the bank system checks: if &' = k then the client is authenticated and the key is
correct; hence bank provides an access to the account of this client. Otherwise, if &' # k
then bank signals about an attempt to get illegal access to the bank account.

The problem. Find the 5-bit k of Alice if you know her smart-card data ¢ and a new
biometric image b (both are given on the picture (Fig. 4)).

€ =0110 0001 1100 0001 ‘% m —2 ! Y
b =1110 0110 0001 0001 g&
g

Fig. 4.

Remark. Vector of values of a Boolean function f in 4 variables is a binary vector
(f(2%), f(xY),..., f(x')) of length 16, where 2° = (0,0,0,0), z' = (0,0,0,1), ..., 2% =
= (1,1,1,1), ordered by lexicographical order; for example, vector of values of the function
f(x1, 29,23, 24) = 3B x4 D 1 is equal to (1010101010101010).

3.7. Problem “Quadratic functions”

Alice and Bob are going to use the following pseudorandom binary sequence u = {u;},
U; € ]F22
— Uy,...,u, are initial values;

— Uirn = f(u;, Uis1, oo, Uitn—1), Where

n
f € Qn = {CLO EB @(Ziﬂfi EB @ CLZ']'LUZ'.T]‘ : ao,ai,aij € ]FQ}
i=1

1<i<j<n
Suppose that you have intercepted the elements u;, wsiq, ..., u -1 of a sequence for
some t. Is it possible to uniquely reconstruct the elements w; yj, Ui gi1, Urrpio, - - - provided

k < cn, where ¢ is a constant independent on n?
3.8. Problem “Biometric key”

Iris is one of the most reliable biometric characteristics of a human. While measuring
let us take 128-bit biometric image of an iris. As in reality, we suppose that two 128-bit
biometric images of the same human can differ not more than by 10-20 %, while biometric
images of different people have differences at least 40-60 %.
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Let a key k be an arbitrary 8-bit vector. It can be represented in hexadecimal notation.
For example, e2 = 11100010. We suppose that the key is a pin-code that should be used in
order to get access to the bank account of a client.

To avoid situation when malefactor can steal the key of a some client and then be
able to get an access to his account, the bank decided to combine usage of the key with
biometric authentication of a client by iris-code. The following scheme of covering the key
with biometric data was proposed:

1) on registration of a client take 128-bit biometric image biemplate Of his iris;

2) extend 8-bit key k to 128-bit string s using Hadamard encoding, ie. if k =
= (ki,...,ks), where k; € Fy, then s is the vector of values of the Boolean function
f(l‘l,. .. ,.’137) = k’ll'l D... @/{7.177 D k’g;

3) save the vector ¢ = biemplate ® s 00 the smart-card and give it to the client. A vector ¢
is called brometrically encrypted key.

To get an access to his account a client should

1) take a new 128-bit biometric image b of his iris;
2) using information from the smart-card count 128-bit vector s’ as ' = b @ ¢;
3) decode s’ to 8-bit vector k' using Hadamard decoding procedure.

Then the bank system checks: if &/ = k then the client is authenticated and the key is
correct; hence bank provides an access to the account of this client. Otherwise, if &' # k
then bank signals about an attempt to get illegal access to the bank account.

The problem. One day a person, say X, came to the bank and tried to get an access
to the bank account of Alice using the smart-card. This may be noticed that person X was
in hurry and may be a little bit nervous. Suddenly, another person, say Y, appeared in
the bank and declared loudly: “Please stop any operation! I am Alice! My smart-card was
stolen.”

Bank clerk, say Claude, stopped all operations. In order to solve the situation he took
new biometric images b* and b" of persons X and Y respectively, and with smart-card
containing vector ¢ leaved his post for consultations with bank specialists.

When Claude came back, he already knew who was Alice. He wanted to stop the other
person and call to police but that person has already disappeared. So, can you solve this
problem too? Who was real Alice? Determine her 8-bit key k. You can use the data bX, b¥
and ¢ presented on the picture (Fig. 5). It is known also that the key of Alice contains odd
number of ones.

C = 0000 aaaa 0000 bbbb N -_
e
a554 4916 51af a669 ‘g
bY = 13ae d689 294a a168 ng

bbf3 57a2 522b 3be9

Fig. 5.

39. Problem “Secret sharing”

Alena, Boris and Sergey developed the following secret sharing scheme to share a

password P € F3? into three parts to collectively manage money through online banking.

— Vectors v, v, v € F3? and values cf,cb,¢f € F, are randomly generated for all

i=1,....32
— Vectors v%, v?

19 Yo

v; are known to all participants of the scheme.
— Values ¢, &, ¢f € F, are known only to Alena, Boris and Sergey respectively.

177
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— Then the secret password P is calculated by the rule
32 32 32
P =@ civi o @ @@ .
i=1 i=1 i=1

What is the probability that Alena and Boris together can not get any information about the
password P? What is the probability that they are able without Sergey to get a guaranteed
access to online banking using not more than 23 attempts?

3.10. Problem “Protocol”

Alena and Boris developed a new protocol for establishing session keys. It consists of
the following three steps:

1) The system has a common prime modulus p and a generator g. Alena and Boris
have their own private keys o, € Z,_1, ap € Z,_; and corresponding public keys
P, = ¢g“ mod p, P, = g** mod p.

2) To establish a session key Alena generates a random number R, € Z,_;, computes
X, = (ag+R,;) mod (p—1) and sends it to Boris. Then Boris generates his random
number R,, computes X, in the same way as Alena and sends it back to her.

3) Alena computes the session key in the following way:

Ka.p = (¢°* P mod p.
Bob computes the session key in the following way:
Kyo = (g% P, mod p.

How can an attacker Evgeniy compute any future session key between Alena and Boris,
if he steals the only one session key K, ;?

3.11. Problem “Zerosum at AES”

Let AESy be a mapping that represents the algorithm AES-256 with the all-zero key. Let
X1,..., Xjo8 € F3?8 be pairwise different vectors such that

128 128

i=1 1=1

1) Propose an effective algorithm to find an example of such vectors Xi, ..., Xjos.
2) Provide an example of X7, ..., Xjos.

3.12. Problem “Latin square”

Alice has registered on Bob’s server. During the registration Alice got the secret key
that is represented as a latin square of order 10. A latin square is a 10 x 10 matrix filled
with integers 0,1, ...,9, each occurring exactly once in each row and exactly once in each
column.

To get an access to Bob’s resources Alice authenticates by the following algorithm:

1) Bob sends to Alice a decimal number abcd, where a,b,c,d € {0,1,...,9} and a # b,

b+#c, c#d.

2) Alice performs three actions.

— At first she finds the integer ¢, standing at the intersection of the row (a+1)
and the column (b+ 1).

— Then she finds t; standing at the intersection of the row (¢; + 1) and the
column (c+ 1).
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— Finally, Alice finds t3 standing at the intersection of the row (¢ + 1) and the
column (d + 1).
3) Alice sends to Bob the integer t3.
4) Bob performs the same actions and verifies Alice’s answer.
5) Steps 14 are repeated several times. In case of success Bob recognizes that Alice
knows the secret latin square.

Find Alice’s secret key if you can get the answer t3 for any your correct input request
abcd here: http://nsucrypto.nsu.ru/archive/2016r2/task3.

3.13. Problem “nsucoin”’

Alice, Bob, Caroline and Daniel are using a digital payment system nsucoin (Fig. 6)
to buy from each other different sorts of flowers. Alice sells only chamomiles, Bob — only
tulips, Caroline — only gerberas and Daniel — only roses. At the beginning each person has
5 flowers. The cost of each flower is 2 coins.

& nsucoin

ACCEPTED HERE

Fig. 6.

Transactions are used to make purchases by transferring coins in the system nsucoin.
Each transaction involves two different users (the seller A and the buyer B) and distributes
a certain amount of coins S between A and B, say S = S4 + Sp. The value S is equal to
the sum of all the coins received by the buyer in the indicated k transactions, 1 < k < 2.
We will say that the current transaction is based on these k transactions. The value S, is
the amount of coins that the buyer pays the seller for his product, S4 > 0; the value Sp
is the rest of available amount of coins S that returns to buyer (in further transactions B
can spend these coins). At the same time, coins received by users in each transaction can
not be distributed more than once in other transactions.

In order for transactions to be valid they must be verified. To do this block chain is
used. Each block verifies from 1 to 4 transactions. Each transaction to be verified can be
based on already verified transactions and transactions based on verified transactions.

There are 4 special transactions. Each of them brings 10 coins to one user. These
transactions do not based on other transactions. The first block verifies all special
transactions.

Define what bouquet Alice can make from the flowers she has if the last block in chain
is the following string (hash of this block in 00004558):

height:2;prevlHash:0000593b;ctxHash:8fef76cb;nonce: 17052

Technical description of nsucoin

e Transactions. Transaction is given by the string transaction of the following
format:

transaction = ‘“txHash:{hashValue};{transactionInfo}’’

hashValue = Hash({transactionInfo})

transactionInfo = ‘““inputTx:{Tx};{sellerInfo};{buyerInfol}’’

Tx = “{Tx1}” or “{Tx1,Tx2}"’

sellerInfo = ‘‘valuel:{V1};pubKeyl:{PK1};signl:{S1}”

buyerInfo = ‘‘value2:{V2};pubKey2:{PK2};sign2:{S2}"”’
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Here Tx1, Tx2 are values of the field txHash of transactions which the current
transaction based on; Vi is a non-negative integer that is equal to the amount of coins
received by the user with public key PKs, 0 < Vi < 10, V1# 0. Digital signature

Si = DecToHexStr(Signature(Key2,StrToByteDec(Hash(Tx1+Tx2+PKi)))),

where + is concatenation operation of strings. Key2 is private key of buyer.
In the special transactions fields inputTx, signl are empty and there is no buyerInfo.
For example, one of the special transactions is the following;:

txHash:1a497bb9; inputTx: ;valuel:10;pubKeyl:11;signl:

e Block chain. Each block is given by the string block of the following format:
block = “‘height:{Height};prevHash:{PrHash};ctxHash:{CTxHash};nonce:{Nonce}”’

Here Height is the block number in a chain, the first block has number 0. PrHash is
hash of block with number Height — 1. CTxHash is hash of concatenation of all the TxHash
of transactions verified by this block. Nonce is the minimal number from 0 to 40000 such
that block has hash of the form 0000####.

Let PrHash = 00000000 for the first block.

e Hash function. Hash is calculated as reduced MD5: the result of hashing is the
first 4 bytes of standard MD5 represented as a string. For example, Hash(‘‘teststring’’)=
= ““d67c5cbf’’, Hash(‘1a497b5917’) = ‘‘e0b9eda8’’.

e Digital signature. Signature(key, message) is RSA digital signature with n of order
64 bits, n = 9101050456842973679. Public exponents PK of users are the following:

User | Alice | Bob | Caroline | Daniel
PK 11 17 199 5

For example,
Signature(2482104668331363539, 7291435795363422520) = 7538508415239841520.

e Additional functions. StrToByteDec decodes a string to bytes that are considered
as a number. Given a number DecToHexStr returns a string that is equal to the
hexadecimal representation of this number. For example, StrToByteDec(‘‘e0b9eda8’’) =
= 7291435795363422520 and DecToHexStr(7538508415239841520) = ““689e297682a9e6£0°".
Strings are given in UTF-8.

Examples of a transaction and a block

e Suppose that Alice are buying from Bob 2 tulips. So, she must pay him 4 coins.
The transaction of this operation, provided that Alice gets 10 coin in the transaction with
hash 1a497b59, is

txHash:98e93fd5; inputTx:1a497b59;valuel:4;pubKeyl:17;signl:689e297682a9¢6f0;
value2:6;pubKey2:11;sign2:£ec9245898b829¢

e The block on height 2 verifies transactions with hash values (values of txHash)
98e93fd5, c16d8b22, b782c145 and ele2c554, provided that hash of the block on height 1
is 00003cc3, is the following:

height:2;prevHash:00003cc3;ctxHash:9£8333d4;nonce:25181

Hash of this block is 0000642a.
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3.14. Problem “Metrical cryptosystem?”

Alice and Bob exchange messages using the following cryptosystem. Let Fy be an
n-dimensional vector space over the field o = {0,1}. Alice has a set A C F} and Bob
has a set B C F such that both A and B are metrically regular sets and they are metrical
complements of each other. Let d be the Hamming distance between A and B. To send
some number a (0 < a < d) Alice chooses some vector x € FY at distance a from the set A
and sends this vector to Bob. To obtain the number that Alice has sent Bob calculates the
distance b from x to the set B and concludes that the initial number a is equal to d — b.

Is this cryptosystem correct? In other words, does Bob correctly decrypt all sent
messages, regardless of initial sets A, B satisfying given conditions and of the choice of
vector z7

Remark 1. Recall several definitions and notions. The Hamming distance d(z,y)

between vectors x and y is the number of coordinates in which these vectors differ. Distance
from vector y € F to the set X C F7 is defined as d(y, X) = ml)I(l d(y, z). The metrical
TE

complement of a set X C F} (denoted by X) is the set of all vectors y € F? at maximum
possible distance from X (this maximum distance is also known as covering radius of a set).

A set X C F7 is called metrically reqular, if its second metrical complement X coincides
with X.

Remark 2. Let us consider several examples:
— Let X consist of a single vector x € F5. It is easy to see that X = {x & 1}, where 1 is

the all-ones vector, and therefore X = {z ®1® 1} = {z} = X, so X is a metrically
regular set; it is also easy to see that cryptosystem based on A = {z}, B = {x ® 1} is
correct.

— Let Y be a ball of radius r > 0 centered at : Y = B(r,z) = {y € F} : d(z,y) < r}.

You can verify that Y = {z & 1}, but Y = {z} #Y, and Y is not metrically regular.

— Let X be an arbitrary subset of F. Then, if we denote X := X, Xy11 = 5(; for £ >0,
there exists a number M such that X, is a metrically regular set for all m > M. You
can prove this fact as a small exercise, or simply use it in your solution.

3.15. Problem “Algebraic immunity” (Unsolved)

A mapping F' from F} to F* is called a vectorial Boolean function. If m = 1 then F
is a Boolean function in n variables. A component function F, of F is a Boolean function
defined by a vector v € Fy* as follows F,, = (v, F') = v1f1 © ... ® Uy fm, Where fi,..., fin
are coordinate functions of F'. A function F' has its unique algebraic normal form (ANF)

Flo)= @ arl]x
IEP(N) i€l
where P(N) is the power set of N = {1,...,n} and a; belongs to F3'. Here @& denotes
the coordinate-wise sum of vectors modulo 2. The algebraic degree of F' is the degree of its
ANF: deg(F) = max{|I| : a; # (0,...,0), I € P(N)}.

Algebraic immunity AI(f) of a Boolean function f is the minimal algebraic degree of a
Boolean function g, g # 0, such that fg =0 or (f @ 1)g = 0. The notion was introduced
by W. Meier, E. Pasalic, C. Carlet in 2004.

It is wellknown that AI(f) < [n/2], where [z] is the ceiling function of number x.
There exist functions with AI(f) = [n/2] for any n.

Component algebraic immunity Aleomp(F') of a function from F3 to F5' is defined as
the minimal algebraic immunity of its component functions F,, v # (0, ...,0). Component
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algebraic immunity was considered by C. Carlet in 2009. It is easy to see that Alomp(F') is
also upper bounded by [n/2].

The problem. What is the tight upper bound of component algebraic immunity?
For all possible combination of n and m, m < n < 4, vectorial Boolean functions with
Aliomp(F) = [n/2] exist.

Construct F : F3 — F5 with maximum possible component algebraic immunity 3 or
prove that it does not exist.

3.16. Problem “Big Fermat numbers” (Unsolved)

It is known that constructing big prime numbers is very actual and complicated problem
interesting for cryptographic applications. One of the popular way to find them is... to guess!
For example to guess them between numbers of some special form. For checking there are
Mersenne numbers 2% — 1, Fermat numbers F, = 22" + 1 for nonnegative integer k, etc.

Let us concentrate our attention on Fermat’s numbers.

It is known that Fermat numbers Fy = 3, Fy = 5, Fy, = 17, F3 = 257, Fy = 65537 are
prime. But the number F; = 4284967297 = 641 - 6700417 is already composite as was
proven by L. Euler in XVIII.

For now it is known that all Fermat numbers, where k = 5,...,32, are composite and
there is the hypothesis that every Fermat number Fj, where k > 5 is composite.

Could you prove that for any big number N there exists a composite Fermat number Fj,
such that Fj, > N7

4. Solutions of the problems

In this section we present solutions of the problems with paying attention to solutions
proposed by the participants (right/wrong and beautiful).

4.1. Problem “Cipher from the pieces”
Solution. The only way to split this figure is the following (Fig. 7).

[Sl=[x[5]

[~]

Then we need to arrange these pieces and read letters horizontally. In this way we can
obtain the text «WILLI AMFRI EDMAN 125AN NIVER SARY!». So, the answer is «WILLIAM
FRIEDMAN 125 ANNIVERSARY!».

The problem was devoted to the anniversary of a mathematician and cryptographer
William Friedman known as «The Father of American Cryptology» (September 24, 1891 —
November 12, 1969).

This problem was solved completely by 68 participants from all categories. They all
acted in the same way. We could mentioned the best solutions of school students Alexander
Grebennikov and Alexander Dorokhin (Presidential Physics and Mathematics Lyceum 239,
Saint Petersburg), Arina Prostakova (Gymnasium 94, Yekaterinburg).

42. Problem “Get an access”

Solution. Here we want to describe a very compact and full solution by Vladimir
Schavelev (Presidential Physics and Mathematics Lyceum 239, Saint Petersburg).
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Let us prove that the sum can be any even number from 44 up to 76. It is obvious that
the whole sum is even number since sums of any two numbers is even number (4, 6 or 8).
Let us consider the set where the sum takes its minimal possible value. Due to condition
of the problem we have two numbers ¢ and b with the sum equal to 8, so split all the
numbers in pairs, such that one of these pairs is a, b. So, the minimal sum of such pairs is
8 +9-4 =44. In the same way we obtain that the maximal possible sum is 4 +9 -8 = 76.

If we fill cells with two 2 and the rest of the numbers are 4, we obtain the sum 4-18+4 =
= 76, and this filling satisfies the condition. If we substitute any “4” by “2” we obtain the
sum 74. We can continue this process, obtaining all possible variants of the sum, up to
minimal, that is 44.

This problem was solved by 9 school students in the first round.

43. Problem “Find the key”

Solution. The answer for this problem is any set of positive integers a, b, ¢, d, e, f, g
such that the following relation holds:

a3 _|_b3 +03 +d3 +€3 + f3 +93 — 20162017.
For example, such a set can be found in the following way:
a’ +0° 4+ &+ d° + e + [P+ g7 = 2016%"7 = 2016 - 2016*°'° = 2016 - (2016°7%)°,

Let us divide both sides on 20162°1® and assume that there exist o', V', ¢, &, €/, f’, ¢’ such
that @ + b3 4 3+ d"® +e3 + f + ¢ = 2016. Then we can find easily these numbers, for
instance, one of such sets is 3, 4, 5, 6, 7, 8, 9.

Then the original solution has the form z = 2’ - 2016°72. So, we have

(3-2016°™)% + (4 - 2016°7)® + (5 - 2016°7%)® + (6 - 2016°™)* + (7 - 2016°7%)*+
+(8 . 2016672)3 € (9 . 2016672>3 — 20162017.

The most elegant and beautiful solution was send by Alexey Udovenko (University of
Luxembourg). There also were great solutions from Alexandr Grebennikov (Presidential
Physics and Mathematics Lyceum 239, Saint Petersburg), Vadzim Marchuk, Anna
Gusakova, and Yuliya Yarashenia team (Research Institute for Applied Problems of
Mathematics and Informatics, Institut of Mathematics, Belarusian State University), that
contains a lot of such keys and even the solutions by Alexey Ripinen, Oleg Smirnov, and
Peter Razumovsky team (Saratov State University), Henning Seidler and Katja Stumpp
team (Technical University of Berlin) that describes all possible keys. These solutions were
awarded by additional scores.

44. Problem “Labyrinth”

Solution. Since there is a labyrinth, one can conjecture that the ciphertext is hidden
in the right path from a mouse to cheese. Such a path is unique and contains the following
string: ONFIWQHWJJFLHZACAXWESPPNGRCTPXGJXFWUDTOXYMCWJKML.

The first hint given tells us that the secret message begins with “ONE. . .”. By comparing
the first three letters “ONF” of the ciphertext with “ONE” one can suppose that a
polyalphabetic cipher is used. The hint about turns gives us an idea that each simple
cipher is a substitution Ceasar cipher with some shift, where each turn in the labyrinth
increase shift in the alphabet (Table 4).
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Table 4
Path 0 N F I W Q@ H W J J F L H Z A 0O A X W E S P P N
Shift 0 o0 1 1 2 3 4 5 5 6 7 7 7 8 8 9 9 9 10 11 11 11 12 13
Message 0 N E H U N D R E D Y E A R S F R 0OM T H E D A

Path ¢ R ¢ T P X G J X F W U D T 0O X Y M C W J K M L
Shift 13 13 14 14 14 15 15 16 16 17 17 18 18 19 20 20 20 20 21 22 22 23 24 24
Message T E 0O F B I R T H 0O F ¢ L A U D E S H A N N O N

Thus, the secrete message can be read as
«One hundred years from the date of birth of Claude Shannon».

It was devoted to the anniversary of an outstanding mathematician, electrical engineer, and
cryptographer Claude Elwood Shannon (April 30, 1916 — February 24, 2001).

The problem was completely solved by 46 participants of all categories in both
rounds. The most beautiful solutions were presented by Arina Prostakova (Gymnasium 94,
Yekaterinburg), Maria Tarabarina (Lomonosov Moscow State University), Dragos Alin
Rotaru, Marco Martinoli, and Tim Wood team (University of Bristol, United Kingdom),
Nguyen Duc, Bui Minh Tien Dat, and Quan Doan team (University of Information
Technology, Vietnam), Henning Seidler and Katja Stumpp team (Technical University of
Berlin).

45. Problem “System of equations”

Solution. One can notice these equations can be grouped under the three subsystems:

1B T B3P s P xg =0, Te D x7 D wg D w1 D211 =0,

1) 1123 © Ty = X5 — T, Texy @ T7T9 = T19 — T11,
(z2 + x3 + x4)? = 2(z1 + 25 + T6), (z7 + x5 + 29)? = 2(w6 + T10 + Z11),
Tox3xy D 12576 = 0; T7x3Ty D xex10711 = 0;

T11 D T12 D 13 D 215 D T16 = 0,
T11213 D T12T14 = T15 — L6,
2 _
(T12 + 13 + 214)” = 2(211 + T15 + T16),

11012213 D T14T15%16 = 0.

3)

Note that the first and the second subsystems have a common variable zg, just like the
second and the third ones both involve x;;.
The first two are the subsystems having the template

Y1 D Y2 S ys D ys Bys =0,
Y1Y3 D Y294 = Ys — Ys,

(y2 + 3 +ya)® = 2(y1 + ¥5 + ¥e),
Y2ysYs D y1y5Y6 = 0,

but the third subsystem has the following one

NDY2BYs DyYs B ys =0,
Y1Y3 D Y2Ys = Y5 — Ys,

(Y2 4+ ys + ya)* = 211 + s + ¥6),
Y1Y2Y3 B yaysys = 0.
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In both of them variables are (y1, y2, Y3, Ya, Y5, Ys) =y, where y; € {0,1},i= 1,2,...,6.
Obviously, one of the solutions of both templates is equal to y = (0,0,0,0,0,0); we denote
it by y.

Let us consider the first template and find all its solutions.

In the case y5s = yg = y € {0, 1} we have

y1 ®y2 @ ys =0,
Y1ys © yays = 0,
(y2 + Y3+ 4a)* = 2(31 + 2y),
Y2ysya & yhy = 0.
Evidently, the third equation holds if
a)ys+ys+ys=0and y; +2y =0; or b)ys+ys+ys=2and y; + 2y = 2.

From a we obtain y!. Using the case b and the equation y; @ vy, @ y3 = 0 we receive
y=1,1=0,9®dy; =0 (e yo = y3s =y € {0,1}) and 2y + y4 = 2. Thus, we have
y = (0,1,1,0,1,1), which evidently satisfies the other equations of the template. So, the
second solution is (0,1,1,0,1,1); we denote it by y?.

In the case y5 # ys (i.e. y5 = 1, ys = 0 since it must hold y5 > yg by virtue of the second
equation) we have

YOy dysd1 =0,
Y1Y3 D yaya = 1,
(y2 + s +ya)* = 2(3 + 1),
Y2ysys = 0.
Again, the third equation holds if

a) Yo+ ys+ys=0and y; +1=0; or b)ys+ys+ys=2and y; +1=2.

The case a is impossible for binary y;. Using the case b and the equation y; By, Bys = 1
we receive y; = 1, Yo B y3 =0 (l.e. yo = y3 =y" € {0,1}) and 2y” + y4 = 2. In this way we
have y = (1,1,1,0,1,0), which evidently satisfies the other equations of the template. So,
the third solution is (1,1, 1,0, 1,0); we denote it by y>.

Let us consider the second template. It only differs from the first template in the fourth
equation. But at the same time, this equation has not been used while obtaining the
solutions besides checking. So, it is enough to check whether these solutions satisfy the
equation y11sys D y4ysys = 0. Obviously, y' and y? are suitable, but y* does not satisfy it.

Thus, after considering the links between corresponding subsystems that involve
common variables, we get that all solutions of the initial system are the following:

1. (0000000000000000); 3. (0110111101000000); 5. (1110100000000000);
2. (0000000000011011); 4. (0110111101011011); 6. (1110100000011011).

The problem was completely solved by 26 participants, 12 of whom used computer
calculations. Many participants have noticed it is possible to solve the system separately
by taking into account the structure of the whole system. But at the same time, some of
them have not considered the difference between the templates, in such cases extra solutions
have been included in the problem’s answer. The right solutions with good explanation were
made by Alexandr Grebennikov (Presidential Physics and Mathematics Lyceum 239, Saint
Petersburg), Dmitry Morozov (Novosibirsk State University), Anna Gusakova (Institute of
Mathematics of National Academy of Sciences of Belarus).
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4.6. Problem “Biometric pin-code”

Solution. First we compute s’ = b & ¢, as described in the algorithm, and obtain s’ =
= (10000111 1101 0000). Note that, since a new biometric image b of Alice can be different
from the image that was taken during creation of her biometrically encrypted key (by not
more than 10-20 %), s’ can also be different from Hadamard code codeword s corresponding
to real Alice’s key k, but by 10-20 % at most.

So, in order to find Alice’s key, we need to find a codeword of Hadamard code of
length 16, which differs from s in not more than 20 % of bits. Since all codewords of
Hadamard code differ from each other in at least 50 % of bits, such a codeword is unique
(in case it exists). Thus, we can simply search for the codeword closest to '.

Since Hadamard code of length 16 has 2° = 32 codewords, we can easily (with or without
use of computer) find the closest codeword: it is s = (0000111111110000) and it corresponds
to the key k£ = (11000). We see that s and s differ in only 3 bits, which is 18.75 % of all
16 bits. So the key k that we have found fits all conditions. Therefore, it is the real key of
Alice.

Unfortunately, there were no complete solutions of the problem by school students.

4.7. Problem “Quadratic functions”

Solution. Here we would like to describe the solution by George Beloshapko, Stepan
Gatilov, and Anna Taranenko team (Novosibirsk State University, Ledas, Sobolev Institute
of Mathematics) as the simplest.

Let us consider the sequences {u;} and {v;} generated by the functions f,(z1,...,z,) =
= z129 and fy(x1,...,2,) = T2z, ® 11 D x,, respectively with the initial value 1...10. Let

n
us describe the first n? — n + 1 elements of the sequences:

{w;} = 1...1.0 1...1.00,...11.0...0.1.0...00...
-1 -2 2 2 -2 1 -1

{v;} = 1...1.0 1...100 ...110...0.1 0...01...
-1 1 -2 2 2 -2 1 -1

The first n? — n elements of the sequences are the same, but the next elements differ. So,
it is impossible to uniquely reconstruct the sequence by the segment of length cn, where ¢
is a constant.

There were no complete solutions of the problem in the first round. In the second round,
in addition to the given solution, the problem was completely solved by Alexey Udovenko
(University of Luxembourg), Alexey Ripinen, Oleg Smirnov, and Peter Razumovsky team
(Saratov State University), Maxim Plushkin, Ivan Lozinskiy, and Alexey Solovev team
(Lomonosov Moscow State University).

48. Problem “Biometric key”

Solution. To solve the problem, we compute values s’ for both persons X and Y and
check if any of them is close enough to some Hadamard code codeword, corresponding to
the key with odd number of 1’s. Here “close enough” means difference in not more than
20 % Dbits, since two biometric images of the same person can not be more different from
each other.

Let us denote these values s¥ and s¥ for person X and Y respectively. Now, with the
use of a computer program, we can go through all 256 codewords of Hadamard code of
length 128, and find those which are closest to s* and sY.
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For person Y, the closest Hadamard codeword differs from s¥ by 49 bits (around
38.28 %). This means that there exists no key k, using which person Y could make himself
biometrically encrypted key c.

For person X, the closest Hadamard codeword is obtained from (11011010) and it differs
from s* by 25 bits (around 19.53 %). This means that person X is Alice and her 8-bit key
is k = (11011010) (it also has an odd number of 1’s, which solidifies our confidence).

Note that there are many interesting approaches for combining biometrics with
cryptography (for example, see [4]).

The problem was completely solved by Irina Slonkina (Novosibirsk State University of
Economics and Management) and George Beloshapko (Novosibirsk State University) in the
first round, and by 10 teams in the second round, Evgeniya Ishchukova, Ekaterina Maro,
and Dmitry Alekseev team (Southern Federal University, Taganrog) was among them.

49. Problem “Secret sharing”

Solution. Without Sergey, Alena and Boris know the following vector:
32
P'=P&@cv;.
i=1

So, they do not know any information about P if and only if the dimension of the linear span
(v3,...,v5) is equal to 32, i.e. v§,..., vs, form basis of F32. Otherwise, (v§,...,v3,) C F3?
and P € P'®(v{,...,v5), it means that there are not more than 27152 ways for Alena
and Boris to get P.

Let V be a 32 x 32 matrix with columns v7, ..., v3,. Note that tkV = rk(v§, ... v5,).
Since all bits of vf, ..., v, are randomly generated (and independent of each other), all
elements of V' are randomly generated too.

Hence, the probability p; that Alena and Boris can not get any information about P is
equal to N; /23232 where N is the number of matrices V of rank 32:

232_20 232_21 232_231
pr = ) 232,)32 ( ) ~ 0.288785.

In order for Alena and Boris to get a guaranteed access to online banking without Sergey
using not more than 23 attempts, it should hold 2™%vi-v32) < 23, i.e. rk(v{, ..., vs) < 4.
So, the probability ps of that is equal to No/23232 where N, is the number of matrices V'
of rank not more than 4. Note that the number of n x n matrices of rank k is equal to

e (T2 (2 22
" -2 2k —2h) . (2F -2

Therefore,
Ry, 4Ry + R, +RL,+R

4
P2 55253 2~ 1625277,

In the first round, the problem was completely solved by Alexey Udovenko (University
of Luxembourg) and Igor Fedorov (Novosibirsk State University); almost completely solved
by Mohammadjavad Hajialikhani (Sharif University of Technology, Iran), Pavel Hvoryh
(Omsk State Technical University), George Beloshapko (Novosibirsk State University) and
Ekaterina Kulikova (Munich, Germany). In the second round (in addition to the first round)
the problem was completely solved by Aliaksei Ivanin, Oleg Volodko, and Konstantin Pavlov
team (Belarusian State University).
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4.10. Problem “Protocol”

Solution. Here we would like to describe the solution proposed by Alexey Udovenko
(University of Luxembourg), that is similar to the author’s one, but is more elegant and
compact.

The session key is equal to

Kop = gRaRb — g(Xafaa)(Xb*Oéb) — gXaXb*aaXb*abXaJraaab mod p.

Qq ay

Evgeniy observes X, and X, and he also knows g, P, = ¢“* mod p and P, = ¢* mod p.

From g, P,, P, and one exposured key he can compute
s =g = K, /(g P, ** Py %) mod p.
Then for new sessions he can intercept new X, and X, and easily compute new
wh = greXe pXoprXes mod p.

It worth noting that recovering of the next keys would be impossible if the protocol has
a property of so-called forward secrecy. More details can be found in [5].

This problem was completely solved by 7 participants in the first round, Robert Spencer
(University of Cape Town, South Africa) was among them, and by 15 teams in the second
round, Roman Lebedev, Ilia Koriakin, and Vlad Kuzin team (Novosibirsk State University)
was among them. All solutions proposed were made in the similar way. Also there were
solutions with reduced score, containing some inexactness, but they were still very close to
complete ones.

411. Problem “Zerosum at AES”

Solution. Let us describe one of the simplest approach to get the solution proposed
and implemented by Alexey Udovenko (University of Luxembourg).
Denote by Y; = AES((X;) @ X;. The equation can be rewritten:

128 128
PAES(X;) @ X;) =P Y; =0.
i=1

=1

First we encrypt random 256 plaintexts and obtain Y7, ..., Ys55. Then the problem is to
find distinct indices 1, ...,7198 such that ¥;, @ ... @Y, ,, = 0.

Let M be the 128 x 256 binary matrix with columns Y3, ..., Ys56. Let us consider the
solutions of the linear equation Mz = 0: for any solution z it holds

@ v =o.

i:z;=1

Moreover, the Hamming weight of a random solution vector z will be close to 128 and with
high probability equal to 128. Next, we try to find a solution vector of weight 128.

All information about the block cipher AES can be found in the book [6] of AES authors
J. Daemen and V. Rijmen.

The problem was completely solved (proposed an algorithm and the solution) by three
teams: Alexey Udovenko (University of Luxembourg), George Beloshapko, Stepan Gatilov,
and Anna Taranenko team (Novosibirsk State University, Ledas, Sobolev Institute of
Mathematics) and Maxim Plushkin, Ivan Lozinskiy, and Alexey Solovev team (Lomonosov
Moscow State University).
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4.12. Problem “Latin square”

Solution. A n x n latin square can be given as the set of its columns permutation o;,
i =1,...,n. Then, the answer t3 on the request abcd can be calculated as o40.04(a) (here
o = 040.0, denotes the permutations composition). Choosing all possible a # b, one is able
to reconstruct o. It is needed 9 request-answer pairs. The inverse permutations can also be
found, o=t = o o to

Moreover, for any distinct 4,7 € {0,1,...,9} the following permutation is recovered
using 18 request-answer pairs:

o;loi = (0,0, 0y )(0a0.0%).
Here ¢, d are arbitrary numbers from the set {0,1,...,9}\ {7, 7}
If one knows aj_lai, then he also knows 10 preimage-image pairs z,y: y = o; 04(x).
Each of such a pair means an equality o;(z) = 0,(y), from which o; can be expressed by o;.
For example, let us express 0, j = 1,2,...,9, by 0¢. To do this we need 18 -9 = 162
pairs of request—answer. Then we will check all possible variants of o (there are 10! such

variants). For each variant 6, we find ¢;, build the corresponding latin square L and check

1

whether answers on L is equal to answers on the secret latin square. Using 162 > log,, 10!
answers Alice’s secret key will be uniquely recovered with high probability.
The answer is the following 10 x 10 latin square (Fig. 8).

3191217 |8|5|0|6|4
413171911 (5]2|6|8]0
1[8[6|7(0[9(4 3|52
216|5(3[9|7|1]4]0/|38
61019451 (8|2|3]|7
0171362419 |8]|1]|5
814110326579
5111486 |0|7]9]|2]|3
71285143 |]0]1]9]6
9151028 |6|3|7]|4]|1
Fig. 8.

The problem was completely solved by 26 teams. The best solution was proposed by
Sergey Titov (Ural State University of Railway Transport, Yekaterinburg).

4.13. Problem “nsucoin”’

Solution. The payment method used is an example of blockchain based money working
on the proof-of-work principal. The first such a system bitcoin was proposed in [7].

To solve this problem one need to restore a history of transactions that leads to the
block on height 2 from condition of the problem:

height:2; prevHash:0000593b; ctxHash:8fef76cb; nonce:17052

Given such a history of transactions one can find how many flowers of different kinds Alice
has at the end of trading.

Solution plan consists of the following steps:

1. One need to find each user’s private key (using private keys one is able to make a
sign of each user and as a result generate transactions).

2. One need to find all special transactions that give to each user 10 coins.

3. One need to find all possible blocks on height 0.
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4. Looking through all possible transactions, one need to find blocks on height 1 for
each block on height 0 so that hash of each block found will be equal to value of prevHash
field of the given block, i.e. 0000593Db.

5. It is known that there is at least one block among the blocks found on the previous
step such that there exist transactions such that hash of these transactions concatenation
is equal to 8fef76cb. One need to find these transactions.

6. Thus, all transactions history leading to the given block on height 2 is found.
It remains to track the movement of flowers and give an answer.

While searching blocks we need to remember that nonce does not exceed 40000. Despite
the fact that there are 24 transpositions of special transactions, only 6 of them can be verified
by a block. Also, it is useful to remember that each participant can sell only 5 flowers, each
of them costs 2 coins, and a participant can not buy anything if he does not have coins.

It is easy to factor a given small module of RSA:

n=p-q= 2250339337 - 4044301367 = 9101050456842973679,
o(n) = (p— 1)(g — 1) = 9101050450548332976.

Then, one can find private keys as inverse numbers to public keys module ¢(n) (Table 5).

Table 5

’ User \ PubKey \ PrivKey ‘
Alice 11 2482104668331363539
Bob 17 3747491361990490049
Caroline 199 9009582606824229127
Daniel 5 7280840360438666381

Despite all the limitations of searching, it turns out to be quite time-consuming. There
were laid some hints in the condition of the problem allowing one to get a solution. This
two hints were published on the Olympiad website:

18 November. A tip to reduce exhaustive search: The transaction from the example has
been verified by the block with height 1.

20 November. All hashes of transactions that are verified by the block from the example
correspond to hashes of transactions verified by the block with height 1 into the sought-for
blockchain.

The first participant who found out the right answer was Alexey Udovenko (University
of Luxembourg). He based only on the first hint and guessed that all four transactions
hashes from the example are contained in the block with height 1. By the other words, he
guessed the second hint and found the answer we had conceived.

In fact, we knew only one answer but we hoped that someone was able to find another
one, and it happened! There were two teams that found two answers based only on the
first hint: George Beloshapko, Stepan Gatilov, and Anna Taranenko team (Novosibirsk
State University, Ledas, Institute of Mathematics) and the team of Alexey Ripinen, Oleg
Smirnov, and Peter Razumovsky team (Saratov State University).

The final flowers distribution and transactions history of two solutions are presented in
Tables 6, 7.

There were 9 teams received scores for this problem, 2 teams found two answers, 1 found
an answer based only on the first hint, 2 found answer based on both hints, 3 teams found
blocks with height 0 and 1 but did not found transactions verified by block with height 2,
and 1 team found only a block with height 0. Probably, someone were not able to find
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Table 6
Flowers distribution of two solutions
User Camomiles Tulips Gerberas Roses
Ist sol. [ 2d sol. | Ist sol. [ 2d sol. | Ist sol.[2d sol. | st sol. | 2d sol.
Alice 1 1 2 3 3 0 1 0
Bob 4 2 0 2 2 2 0 1
Caroline 0 2 0 0 0 1 1 0
Daniel 0 0 3 0 0 2 3 4

answer due to the following fact: each transaction to be verified can be based not only on
already verified transactions but also on transactions based on verified transactions. It is
transactions of the second type that are in blocks. Also, the difficulties for the decisive
could create transactions based on two other transactions. There is one such transaction
verified by the block with height 2 in the first answer and four such transactions in the
second answer.

Special thanks to the team of George Beloshapko, Stepan Gatilov, and Anna Taranenko
for illustrating the solutions (Fig. 9).

1 height=0 v height=0
D) (Ao (s (oumee) o (hsmme) (e (e (2
= C:[10] =>A:[10] = B:[10] =p:qio] | . \ 2B ; i :
] Lo

5) 5c3bla4s

8) ed107efb

!
l ! B=>A:[4] B=>C:[2]
! 5) 98e¢93fd5 6) c16d8b22 7) b782¢145 8) ele2c554 '
: A=>B:[4] A=>C:[6] B=>C:[4] D =>B: [6] '
' X ' 6) 98¢93fd5 ' 7) f64fae3 1
' A=>B:[4]
0 height=1
1 eSS SN
! height = 1 Y S A N
------------------------------------------ ' . height=2
"""""""""""""""""""""" . 10) 2116639 12) e88ceale
B=>D:[2] B=>C:[2]
9) 641c33ac 10) 3551607 11) 3aff68ch
B=>A:[8] C=>D:[2] A=>D:[2] 9) bdddfed7 11) 944ac28f
D=>C:[4] C=>A:[4]
! height=2
a b

Fig. 9. Illustrations of transactions history of two solutions.

4.14. Problem “Metrical cryptosystem?”

Solution. First of all, let us reformulate the problem: the statement “The cryptosystem
presented is correct” is equivalent to the statement “It holds d(z, A) + d(x, B) = d for any
pair of metrically regular sets A, B C F} at the Hamming distance d from each other and
any vector x € [F5”.

After considering pairs of metrically regular sets in spaces of small dimension, one may
conclude that the cryptosystem is correct, and try to prove it. However, it is not correct. Here
we will present the solution of George Beloshapko, Stepan Gatilov, and Anna Taranenko
team (Novosibirsk State University, Ledas, Sobolev Institute of Mathematics) as the most
elegant.
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Consider the Hadamard code of length 16 as A:

A = {(0000000000000000), (0000000011111111), (0000111100001111), (0000111111110000),
(0011001100110011), (0011001111001100), (0011110000111100), (0011110011000011),
(0101010101010101), (0101010110101010), (0101101001011010), (0101101010100101),
(0110011001100110), (0110011010011001), (0110100101101001), (0110100110010110)}.

In other words, A is the set of values vectors of all linear functions in 4 variables. It is
easy to check (for example, using computer program), that metrical complement B of the
set A is the set of values vectors of all affine function (excluding linear) in 4 variables and
vice versa, and the distance between A and B is equal to 8:

B = {(1001011001101001), (1001011010010110), (1001100101100110), (1001100110011001),
(1010010101011010), (1010010110100101), (1010101001010101), (1010101010101010),
(1100001100111100), (1100001111000011), (1100110000110011), (1100110011001100),
(1111000000001111), (1111000011110000), (1111111100000000), (1111111111111111)}.

Now consider vector x = (0000000000010111). It is at distance 4 from set A and at
distance 6 from set B, therefore

d(z, A) + d(z, B) = 10 > 8,

which shows us that the cryptosystem is incorrect. Other solutions include straightforward
computer search for metrically regular sets and vectors, for which d(z, A) + d(z, B) # d.
The smallest dimension for which example is found is equal to 7. Despite the fact that the
cryptosystem is not correct, many participants, who tried to prove that the cryptosystem
is correct, received 1 or 2 points for creative ideas.

4.15. Problem “Algebraic immunity”
(Unsolved, Special Prize)

Solution. The problem was completely solved! It was the first time in the Olympiad
history. We would like to describe part of the solution proposed by Alexey Udovenko
(University of Luxembourg). At first we mentioned that the notion of component algebraic
immunity was proposed by C. Carlet in [8].

“It is natural to try simple constructions to build a vectorial Boolean function from a
1-bit Boolean function. Let f : F5 — Fy be some function such that AI(f) = [n/2]. Let
Fpp o Fy — F5 be defined as Fp,,(z) = f(2)||f(L(@)||f(L*(@)]] ... [|f(L™ *(z)), where
L is some linear mapping, for example rotation of the input vector left by one position.
We generated random Boolean functions f and for those which had AI(f) = [n/2] we
found the largest m such that the corresponding F%,, had high algebraic immunity too, i.e.
such that Alcomp(Ffm) = [n/2]. Note that this approach can produce functions only with
m < n if L is the rotation mapping. Here are our results (L is always rotation left by one):

o n=3: Let f(xo,21,22) = xo + 1 + x122. Then Alcomp(Fr3) = 2.

o n=4:Let f(xg,...,x3) = vox172 + Tox1 + 3. Then Alcomp(Fra) = 2.

e n =75 Let f(xo,...,T4) = ToXT1X2x3 + ToT1Te + ToT1T3 + To + T1T3 + T2 + 4. Then
Alcomp(Fr5) = 3. Interestingly, Fy5 happens to be a permutation. Its lookup table is as
follows: (0, 24, 12, 20, 6, 29, 10, 1, 3, 23, 30, 26, 5, 22, 16, 19, 17, 9, 27, 2, 15, 21, 13, 7,
18, 4, 11, 14, 8, 28, 25, 31).”
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Alexey Udovenko also found a function with optimum component algebraic immu-
nity [n/2] by a rotational symmetries construction for the following values (n,m): (6,6),
(7,3), (8,8), (9,2), (10,10). Moreover, he found function with the maximum component
algebraic immunity by random search for the (n,m) € {(4,5), (6,8)}.

Additionally, he has found F” which is also a permutation of F5 such that Al.omp(EF”) = 3
but which is differentially 2-uniform (is APN) and its nonlinearity is equal to 12. Therefore,
it is more suitable for cryptography. However, the algebraic degree of F’ is equal to 3.
The lookup table of F’ is as follows: F' = (0, 12, 6, 11, 3, 25, 21, 4, 17, 7, 28, 9, 26, 10, 2,
27, 24, 22, 19, 8, 14, 18, 20, 23, 13, 16, 5, 15, 1, 30, 29, 31).

Alexey Udovenko was the only person who completely solved this problem. We also
presented several ideas for finding constructions of vectorial Boolean function with optimum
component algebraic immunity, but unfortunately it was not completed.

4.16. Problem “Big Fermat numbers”
(Unsolved, Special Prize)

Solution. There was no complete solution of this problem. The best solution was
proposed by Alisa Pankova (University of Tartu, Estonia). The main idea was to show
how to use a prime Fermat number 22" 41 to construct a larger composite Fermat number
22" +1 for a certain n > k. In this way, if there is an arbitrarily large prime Fermat number,
then there exists even larger composite Fermat number, so there is no point after which all
Fermat numbers become prime. Unfortunately, there was a mistake in the solution.

The team of Vadzim Marchuk, Anna Gusakova, and Yuliya Yarashenia (Belarusian
State University) found a very nice heuristic bound but the statement was not proven
with probability 1. Several interesting attempts were also proposed by the team of Alexey
Udovenko (University of Luxembourg), George Beloshapko, Stepan Gatilov, and Anna
Taranenko team (Novosibirsk State University, Ledas, Sobolev Institute of Mathematics),
Roman Ginyatullin, Anatoli Makeyev, and Victoriya Vlasova team (Moscow Engineering
Physics Institute), Nikolay Altukhov, Vladimir Bushuev, and Roman Chistiakov team
(Bauman Moscow State Technical University), Evgeniy Manaka, Aleksandr Sosenko, and
Pavel Ivannikov team (Bauman Moscow State Technical University).

5. Winners of the Olympiad

At all, 10 school students, 19 university students and 5 professionals were awarded by
diplomas in the first round, 16 university students teams and 11 professionals teams were
awarded in the second round of NSUCRYPTO-2016.

The first places in different categories were won by the following participants:

e First round, Section A, school student. Alexander Grebennikov (Russia, Saint
Petersburg, Presidential PML 239);

e First round, Section B, university student. Robert Spencer (South Africa, Cape
Town, University of Cape Town) and Henning Seidler (Germany, Berlin, Technische
Universitat Berlin);

e First round, Section B, professional: Alexey Udovenko (Luxembourg, Luxembourg,
University of Luxembourg);

e Second round, university student: Maxim Plushkin, Ivan Lozinskiy, and Alexey
Solovev team (Russia, Moscow, Lomonosov Moscow State University);

e Second round, professional: Alexey Udovenko (Luxembourg, Luxembourg,
University of Luxembourg). Note that Alexey also got a special prize for solving an unsolved
problem “Algebraic immunity”.
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All information about the winners of NSUCRYPTO-2016 can be found on the official
website at http://nsucrypto.nsu.ru/archive/2016/
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CKPBLITOII UHO®OPMAIINU IIOCPEJACTBOM UHTETPAJIBHOT'O

KJIACCNPUKATOPA HA OCHOBE C2KATHNA JAHHBIX
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Poccus

[Ipemraraercst KOHIEMIIUST HHTEIPAJIBHOTO KJtacCupUKATOPA, MPETHAZHATEHHOTO JIJIst
IIOBBIIMIEHUA TOYHOCTU METOJJ0B CTeroaHaJin3a, KOTOPbIE 6a3I/IpyIOTC5{ Ha MAIIIMHHOM
obyuenun. Bmecto ofHOYHOTO KjaccuUKaTOpa, NIPUHUMAIOIIETO PEIIeHre O MyCTO-
Te WIN 3aI0/JTHEHHOCTU KOHTelHepa, pejaraeTcsa o0ydaTh Habop KaaccudUuKaToOPOB,
KaXKJbIil 13 KOTOPBIX IpeIHa3HadeH /i1 00paboTKH KOHTEHHEPOB C OIpPeIeEHHBIMEI
cBoiicTBamMu. B KadecTBe peanmsannu JaHHON KOHIIEIIINHU IIPEICTABIEH WHTEIPAJIb-
HBI KJaaccupUKaTOp, OCHOBAHHBIN Ha CXKATUU JAHHBIX, YTO ITOAPA3yMEBAET BBHIOOD
OTJIEILHOTO KJacCupPHUKATOpa u3 Habopa Ha OCHOBE KO3(M(DUIMEHTOB C:KaTHsS KOH-
TeitHepoB. DPPHEKTUBHOCTD MMPEIaraeMoro KJIacCu(pPUKATOPa I PEIIeHnsT 331891
OOHAPYKEHUST CKPBITOW MHMOPMAIUN SKCIIEPUMEHTAIBHO TPOJEMOHCTPUPOBAHA JIJIsT
COBpeMeHHBIX MeTonoB agantupHoro sHeaperuns HUGO, WOW u S-UNIWARD =Ha
n300pakeHusix-KoHTeitHepax u3 ussecrHoit baszer BOSSbase 1.01. [Tokazano, uTo B 3a-
BHCHMOCTH OT METO/Ia BHEJPEHHS W KOJUIECTBa CKPBbIBAEMON HMH(MOPMAIMH OIIHOKY
obHapyxkeHuss MoxkHO cHU3UTH Ha (,05-0,16 110 cpaBHEHUIO C JIYUINIUMU U3 U3BECTHBIX
pe3yJIbTaTOoB.

Kuarouessbie cioBa: cmezoanansus, owubra obnapyocerus, HUGO, WOW, UNIWARD,
memod onoprvix sexmopos, PSRM-npusnaxu, SRM-npusnaxu, ancambresvili kaaccu-
Ppuramop, unmezpasvruill Kaaccupuramop.

DOI 10.17223,/20710410/40/5

EFFICIENT STEGANOGRAPHY DETECTION BY MEANS
OF COMPRESSION-BASED INTEGRAL CLASSIFIER

V.A. Monarev*, A.I. Pestunov**

*Institute of Computational Technologies of SB RAS, Novosibirsk, Russia
** Novosibirsk State University of Economics and Management, Novosibirsk, Russia
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We propose a model of an integral classifier in order to solve the problem of binary ste-
ganalysis by means of machine-learning tools more efficiently. The problem of binary
steganalysis consists in recognizing whether a given container is empty or contains
a certain payload embedded via a certain steganographic algorithm. In steganalysis,
such problem is often solved using such machine-learning techniques as the support
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vector machine and the ensemble classifier. Instead of using a single classifier (as
it is done now) which is intended to make an ultimate decision about whether the
container is empty or not, the proposed in this paper integral classifier consists of
several classifiers and works in such a way that each of them processes only those
containers which satisfy a certain condition. Within the proposed model, we develop
a compression-based integral classifier which works as follows. The training set of
classifiers is splitted into several subsets according to the containers compression rate;
then a corresponding number of classifiers are trained, but each classifier is injected
only with an ascribed subset. The testing containers are distributed between the clas-
sifiers (also according to their compression rate) and the decision about the certain
container is made by the chosen classifier. In order to demonstrate the power of the
integral classifier, we performed some experiments using the famous de-facto standard
images database BOSSbase 1.01 as a source of the containers along with contemporary
content-adaptive embedding algorithms HUGO, WOW and S-UNIWARD. Compari-
son with state-of-the-art results (obtained for the single support vector machine and
the ensemble classifier) demonstrated that, depending on the case, the integral classi-
fier allows to decrease the detection error by 0.05-0.16.

Keywords: steganalysis, detection error, HUGO, WOW, UNIWARD, support vector
machine, ensemble classifier, integral classifier, projected spatial rich model, spatial
rich model, compression.

BBenenune

Kiaccnveckast 3asada 6unapHoro creroanainsa [1—3| cocrout B ToM, 9T06bBI OmMpe/Ie-
JINTD, IPUCYTCTBYET B 3aJlaHHOM KOHTelHepe nHdopMalus uan HeT. [Ipu sTom, B oTim4ne
OT TaK HA3bIBAEMOI'O «CJIETIOr0 CTeroaHa n3ay [4— 6|, Mero BHeIpeHrst 1 pa3Mep BHEPEHUsT
[pero/araoTcesd n3pecTHbiME. OMnOKy 0OHAPYZKEeHUS CTeroaHaJn3a IPUHATO BBIUUC/ISITH
SMIIUPUIECKHU JIJIT HEKOTOPOI0 KOHTPOJIBHOI'O MHOYKECTBA KaK OTHOIIEHHE YUC/Ia OIMTHOOK
[IEPBOTO U BTOPOTO POJIa WM, JPYTUMU CJIOBAMHE, JIOKHBIX CpaOATHIBAHWI W IIPOITYIIEH-
HBIX oOHapyzkenuil [1-3, 7, 8]. B mesom, Takoil mojixo/| MO3BOJIAET CDABHUBATH TOYHOCTH
Pa3IMYIHBIX METOJOB CTEroaHan3a, OJHAKO OH TeM He MeHee UCIOJIb3yeT YCPEIHEHNe U He
[TO3BOJISIET YIECTh OCOOEHHOCTU U300ParKeHnii, BJUSIONIE Ha JJOCTOBEPHOCTH OOHAPY sKEHUSI.
Jpyrumu cjioBamMu, B KOHTPOJILHOM MHOXKECTBE YaCTO OKA3bIBACTCS BO3MOYKHBIM BBIODATH
[TO/IMHOKECTBA, KOTOPBIE XapaKTEPU3yITCsS T€M, 9TO BBIUUC/TEHHAS TOJBKO 0 HUM OIHIOKA
obHapyKeHus MOYXKeT ObITh KakK OOJIbIE, TaK WU MEHbIIEe OIMUOKU, BLIYUCICHHON 110 BCEMY
MHOYKECTBY.

B pabotre 9] aBropaMu npeJjiozKeH MO/IX0/, HA3BAHHBIN «IIPeJBAPUTEIHLHON (DUILTPa-
1ueit» 1 MO3BOJISIONINI yIeCTb 3Ty 0cOOeHHOCTh. M 1est 110/1X0/1a 3aK/II09aeTCs B TOM, 9TO U3
BCEro KOHTPOJBHOI'O MHOXKECTBA HEKOTOPBIM 00pa30M BBIOMPAETCH TOJIMHOYKECTBO, OITUOKA,
OoOHApYIKEeHUS 1T0 KOTOPOMY MEHBIIE, 9eM TI0 BCeMY MHOXKeCTBY. B paMkax JaHHOTO ITOIX0-
Jla TPeJJIoYKEeHO TPU MeTo/a pasHoil 3(deKTuBHOCTH JIjIsd pertennst 51oil 3agaqan. O HaKko
HECMOTPSL Ha TO, YTO BBIOPAHHOE IIOJMHOXKECTBO MOXKET OBbITh JOCTATOYHO BeJUKO (B |9
€ro pasmep BapbUpOBaJICA Hpubau3uTeabHo 0T 5 10 40 % 0T BCero KOHTPOILHOIO MHOXKE-
CTBa), BCe-TaKU 3HAYUTEIbHAs YaCTh KOHTEIHEPOB He UCIIOJIb3YeTCs IPU MOICIETe OMUOKH
OOHAPY KEHU.

B macrosimeit pabore npejiaraeTcs MoJXo/l, TO3BOJIAIONINI PACIIUPUTh UJICI0 TIPEe/IBa-
puTEeIbHON (PUIIBTPAIUN U JOOUTHCS CHUXKEHUs OITUOKN 0OHAPYKEeHUsI, KOTOpasi Oy/IeT Bbl-
YHC/IeHa Y2Ke 110 BCeMy KOHTPOJIBLHOMY MHOXKECTBY, a He TOJILKO 110 ero dactu. JLjst 9Toit 1e-
JIN BBOJIUTCS MTOHATUE UWHTEIPAJIBHOTO KJIACCH(PUKATOPA, COCTOSIIErO U3 Habopa OT/IETbHBIX
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KJ1accuuKaTOPOB, KaXKblil U3 KOTOPBHIX 00pabaThiBaeT TOJIBKO T€ KOHTEHHEPDbI, KOTOPbIe
oTUIBTPOBAHBI JIJIsI Hero. TeopeTndecKn MHTErpabHbII KJIaCCU(PUKATOP MOXKET ObIThH pe-
aJIM30Bal pasHbIMU criocobamu. B pabore mpeyiozKeH MHTErPaJIbHbIN KIacCuuKaTop Ha
OCHOBe CxKaTus JaHHbiX. OOydarorniee MHOXKECTBO pa3buBaeTcsi Ha HECKOJIBKO YacTeil B co-
OTBETCTBUU C KOI(DDUINEHTOM UX CZKATHUS U TOCTIE STOr0 00ydaeTcs TaKoe YKe KOJTUIECTBO
KJ1accuUKaTOPOB, MPUIEM KarK/IbIil U3 HUX 00ydaeTcs Ha CBOEM IOjMHOXKecTBe. Bo Bpe-
M (ha3bl TECTUPOBAHUS KOHTPOJIBLHOI'O MHOYKECTBA OYEPEIHOI KOHTEIHED OTIpaB/IAeTCd Ha
KJIaccuguKaTop, oOy4YeHHbIN Ha KOHTeliHepaxX, KoM UIMEHT CKATUd KOTOPBIX HamboJiee
01M30K K KO3 PUITUEHTY CKATHUA JIAHHOTO KOHTEHEepa.

Wnest ucronbp3oBannsg Ko uilmenTa C:KaTusd Kak KPUTepHusl BhIOOpa KJaccuduKaTo-
pa BO3HUKJIA HA OCHOBE U3BECTHOTO (haKTa O TOM, YTO HPOBOJIUTH CTEIOAHAJIN3 «IITYMHBIX»
n300pazkenuii (noisy images) ciioxkuee, yeM n300pazkeHuii ¢ GOIBITIME 06JIACTSIME TPUOJIU-
3uTesIbHO O1HOTO 1BeTa (plain images). Kak usBecrHo, m306pazkeHust IIEPBOTO TUIA CZKIMAa-
I0TCsT Xy7Ke, 9eM BToporo. CoOTBETCTBEHHO HAIla JIOTa/IKa COCTOUT B TOM, UTO KJIaCCU(U-
KaTOPBI I TIJIOX0 C)KUMAEMbIX KOHTEHHEPOB JIOJI2KHBI 00ydaThCsd Ha IJIOXO CXKIMAEMbBIX
KOHTeHepaxX, U TO K€ caMoe — JJIsI XOPOIIO C:KUMaeMbIX. 3aMETUM, YTO CKATUE JTAHHBIX
y2Ke UCIO0JIb30BaI0Ch B creroanasmse [10, 11], Ho 9Tu paboThl MOCBAIIEHBI JIHO0 OOHADY 7Ke-
uuto LSB-creranorpadun, mudo co3/1aHII0 KOJMIeCTBEHHBIX METOI0OB OOHAPYKEHUST, KOT 1A
pa3Mep BHEJIPEHUs siBIIeTCd HEM3BECTHOM BEJIMUMHOMN, ITOJJIeyKaIleil onpeienennio. Bropoe
OT/IMYME 3aKJII0YAeTCs B TOM, YTO B HACTOsAIIEN padoTe CKaThe MCIOIb3yeTcsd Ha IPeIBa-
PUTEJILHOM 3Tale BbIOOpa KjaccuduKaTopa, HO He JIJIsi TOCTPOEHUs CaMOro METOJIa CTero-
aHaJIn3a HEeIoCPEeICTBEHHO.

Db deKTUBHOCTE TpeIaraeMoro mojIxo/ia K 00HAPYKEHUI0 CKPBITOH WH(POPMAINNT KC-
IIEPUMEHTAIBLHO TIPOJIEMOHCTPUPOBAHA Ha HM300PaKeHUAX U3 CTAHIAPTU30BAHHONW Oa3bl
BOSSbase 1.01 [12], gacTo ucmnob3yemoii criermajinctaMu o creraHorpaduu u CTeroaHam-
3y. [lognexkariasa obnapykenunio nHdopMaIis BHEIPSIACH ITPU TOMOIIN COBPEMEHHDBIX Me-
tosios ajantusHoil creranorpacdun HUGO [13], SSUNIWARD [14] 1 WOW |[15]. B kauectse
9TAJIOHHBIX 3HAYEHUI OMMOKN OOHAPY2KEHUS B3ATHI JIyUIlne Ha JAHHBII MOMEHT Pe3yJIbTa-
tor B. Xony6a n JIzxk. @puapud [2]. DKcriepuMeHThI MOATBEPIUIN THIIOTE3Y O HOBBIMICHNH
3P bEKTUBHOCTN CTeroaHaan3a IPU HCIOTBL30BAHUN HECKOIBKIX KJIACCHMUKATOPOB U J0-
OaByiennn ha3bl MPEJIBAPUTEHHOIO paCIpe/ie/ieHnsl KOHTellHepoB 1o HuUM. B 3aBucumocTn
OT METOJIa BHEJIPEHUsI U €ro pa3Mepa onnbdKy oOHApYzKeHus yiaajioch cHu3uThb Ha 0,05-0,16.

1. OmnmucaHue 1peajiaraeMoro MHTErpaJibHOroO KJiaccudukaropa
1.1. O6mag cxeMa HHTETpPaJbHOTO KJaccudukaTopa

[Iporecchl 0OydeHns MHTErPabHOIO KJacCudpUKaTopa U OOHAPYKEHUsI CKPBITON WH-
dopmalum ¢ ero MOMOIIBIO CXeMAaTUIHO H300pazkeHbl Ha puc. 1 u 2. Vcrnoab3oBanue nH-
TerpaJibHOroO KJjaccuduKaTopa MMoApasyMeBaeT BbIOOD mapamMerpa L, ompeaessiionero Ko-
JIMYECTBO COCTABJISIONINX €TI0 OJIMHOYHBIX KJIACCU(MUKATOPOB; B BBIPOXKJIEHHOM CJIydae TIPU
L = 1 unrerpanbHbiii KiraccudukaTop HaKTUIeCKH CTAHOBUTCS OJMHOYHBIM (puc. 3).

Ha crajun oOy4enusi "HTErpaJbHOTO KJIaccuduKaTopa Bece 00ydaroliee MHOXKECTBO pas-
fuBaercs Ha L HerepeceKamuxest OJIMHOKECTB (BO3ZMOXKHO, Pa3/IMIHOrO pasMepa) B COOT-
BeTCTBUU ¢ KO3 DUIMEeHTAMU CKATUA BXOJAINX B HUX KOHTeHepoB. s onpeaenénnoctn
OyIeM CUUTaTh, 9TO IMOJMHOYXKECTBO 1 COJIEPKUT KOHTEHHEPHI ¢ HANOOJIbINUM KO3hDpuIimeH-
TOM C2KATHUsI, a IMOJMHOXKECTBO L — ¢ HAMMEHBIITIM.
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Ob6yuaromiee
MHOXECTBO
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3aI0JIHEHHbIE

KOHTEIHepBI)

Brruucnenue
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(KOHTEIHEPbI ¢ HAUOOIBIITNM
K03 HULMEHTOM CxKATHS)

OOyuenune
:

OO6yuenue

IlogmuOXecTBO L
(KOHTEHHEPHI C HAUMEHBILTUM
K02 UINEHTOM CHKATHS)

O0y4eHune

Knaccudukarop 1

Knaccuguxarop 2

Knaccudukarop L — 1

Knaccuduxarop L

Puc. 1. ObGydenne nHTErpaJbHOIO KJIaCCH(UKATOPA, OCHOBAHHOI'O Ha CXKATUU JTAHHBIX

Knaccuduxarop 1
(oOy4eH Ha KOHTEHHEpax
¢ HanOOJIBIINM KOIPDHUITUEHTOM
CKATUA

Knaccuguxarop 2

KonTponbusiit
KOHTEIHep

Brruucnenue

koapunmenta

Knaccudukarop /

Knaccuduxarop L — 1

Kiaccuguxarop L
(oOyueH Ha KOHTelHepax
C HANMEHBIINM K03 QHIIHEHTOM
CKATHS

/yﬂycToﬁ
[ ———— 3anonennbIi

Puc. 2. Oupenesenue nagndusi/OTCYTCTBIS CKPBITON B KOHTeHHepe NH(MOPMAIMH IIPU TIOMOIIH HH-
TerpaJibHOIO KJacCuuKaTopa, OCHOBAHHOTO HA C2KATUH JAHHBIX (Y KOHTPOJIBHOI'O KOHTE-
Hepa BBIYHUCIAETCS KOIDMUIIMEHT CXKATHS, COIVIACHO KOTOPOMY BBIOMpAaeTCsT KacCuuKa-
TOp, JAIOIIHI OTBET; 3TOT KJIaCCU(PUKATOP 00yUeH HAa KOHTeliHepax, mMeomux Koadduim-
eHTBI CzKaTHsd, On3Kne K KOI(DDUIUEHTY C2KATHs TAHHOTO KOHTPOJIHHOTO KOHTEHHEepa)

KonTponbsubrit
KOHTEIHED

Knaccudukarop

[Tycroi

3anoaHeHHBIH

Puc. 3. Obrapy»kenne cKpbITO# WHMOPMAIUHU IIPYU TOMOIIU OJUHOYHOTO KIacCU(pUKaTopa

[Toce paszbuenus HEOOXOUMO B3ATh L K1accuUKATOPOB M OOYYUTH KaXKJIbIi U3 HUX
Ha KOHTeiHepaxX U3 COOTBETCTBYIOIIEro eMy MojaMHoxKecTBa. Ha ctajinm TecTupoBaHus KOH-
TPOJIbHOE MHOXKECTBO TaKxKe pa3dmBaeTcs Ha [ IMOAMHOXKECTB B COOTBETCTBHUH ¢ KO hu-
[IUEHTAMU CXKATU, TIOC/IE Yer0 KOHTEHHEPDbI U3 STUX MTOJIMHOXKECTB 00pabaThIBAIOTCS KJ1AC-
cudukaTopoM, oOyUeHHbIM Ha KOHTeliHepax ¢ OJu3KuM KoddduimeHToMm cxkartusd. Fcian
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KOHTPOJIbHbIE KOHTEHHEPHI MOCTYIIAIOT TI0 OJJHOMY, TO UX MOYXKHO 00pabaThiBaTh «HA JIETY»,
BBIOUpasd KJIaCCU(UKATOP COTJIACHO 3a/IAHHBIM IIOpOTraM JIjisi KO PUITMEHTa CKATHUS.

B npunrume, B onmucannoit cxeme pazdoueHue 00ydaronero MHOXKECTBa U BIOOD KJIaCCHU-
dukaTopa MOKeT IIPOU3BOAUTHLCS HE TOJBKO Ha OCHOBe KO3 pHIlmeHTa CKaThsi, HO U Ha
OCHOBe JTI000#T XapaKTePUCTUKN, KOTOPYIO MOXKHO BBITUCIUTH KaK (DYHKIIUIO OT KOHTeHEepa,
B KavecTBe apryMeHTa.

1.2. Anropur™m obHapyRKeHUs CKPBITOH mHDOpMATI AT
NPU MOMOTNIM MHTETPAJbHOTO KJaccuduKaTOpa

Anroputm 1 JIeMOHCTpPUPYET IOIMIATOBYIO PabOTy HHTErPAJIBHOTO KJiaccuuKaTopa.
B kadecTBe BXOJIHBIX MTapaMeTPOB AJTOPUTM IIPUHUMAET 00ydaloniee MHOXKECTBO X U KOH-
TpoJbHOe MHOXKecTBO ). Ha mepBhIx mrarax BelOMparoTcs: MeTo]] cxkarusa Compress(:);
L — xommdecTBO KJIacCu(PUKATOPOB, COCTABJISIONINX MHTEIPAJILHBIN KIacCuUKaTop; pas-

Mepbl II0JIMHOXKECTB, Ha KOTOpbIe pasOupaeTcs oOydarolmee MHOXKECTBO Siz€q, ..., Sizer
(size1 + ...+ sizer, = |X|); pasmMepbl IOJIMHOXKECTB, Ha KOTOPbIe pa3buBaeTCss KOHTPOIBHOE
MHOKECTBO Siz€, ..., size (size| + ...+ size| =1|))|).

AnroputMm 1. Asroput™m pabOThl HHTErPAJTBLHOTO KJIaccuuKaTopa
1: @yuims VTHTEIPAJIbHBI-K/IIACCUDPUKATOP (X, ))
X — obyyaroriee MHOYKECTBO, ) — KOHTPOJIbHOE MHOYKECTBO
Boeibpars dynkiuio cxkarust Compress(-).
3: Boibpars Ko/mmdecTBO KjaccudukaTopos L.

4: Buibpars pasmepsl sizey, [ = 1,..., L, IOJAMHOXKeCTB, Ha KOTOpbIe pa3duBaeTcs o0yda-
folee MHOXKECTBO (sizey + ... + sizer, = |X|).

5. Beibpars pasmeps! size), | = 1,..., L, MOAMHOXKeCTB, Ha KOTOpBbIEe pasbuUBaeTCs KOH-
TPOJIbHOE MHOXKECTBO (Size) + ...+ sizel = |Y|).

6: (Subsety, ..., Subsety):=PA3BUTb-MHOKECTBO(X Compress(-),L, sizey, ..., sizer).

7. (Detectory, . .., Detectory):=OBYUYUTb-KJITACCUPUKATOPHI( L, Subsety, . .., Subsetr).

8: (Subset], ..., Subset)):=PA3BBUTb-MHOYKECTBO(), Compress(-),L, size), ..., sizel).

9: V) IIycTeie — ; Y Banomennse — 9 -

10: st Bcex y € Y

11:  detector Number:=HOMEP-KJIACCUPUKATOPA(y, L, Subset’, ..., Subset’ );
12:  detectionResult := Detector jetector Number (Y)-

13:  Ecam detection Result = Empty, To

14: yHyCTme = yHyCTme U {y},
15: nHa4de
16: ySaHOJ'IHeHHBIe = yBaHOJIHeHHbIe U {y}

17: BepHYyTb Yiycrme — ILYCTBIE KOHTEHHEPBHI (COMIACHO KIACCU(MUKATOPY );
V3anonmennse — 3AIIOJTHEHHBIE KOHTEIHEDHI.

Oynknusg PA3ZBUTH-MHOXKECTBO (anaropurm 2) BosBpamaeT L HerepeceKarommXest
ITOIMHOXKECTB, 00pa3yIonux pasbuenne MHOXKECTBa /. B mHTerpajbHOM KiaccupuKaTope
(aropurym 1) sra dyHKIUS BBI3BIBAETCS JBaXK/bl: B Iare 6 —c 1ejbio pasduenus o0y-
YJalolero MHOXKecTBa X ¢ B Iare 8 — ¢ Iejiblo pa3bueHnsi KOHTPOJIBLHOI'O MHOXKECTBa ).
Ha nmepBom mrare jannoit pyHKIIUN KaK/Iblii KOHTEHHED 2 € Z CKUMaeTcd, 9TOObI OIpe-
JIeJIUTh pasMep ero apxuba |Compress(z)|. /lasee Bce KOHTeHEPBI COPTUPYIOTCS COTJIAC-
HO pa3MepaM apxXUBOB B IIOPsAJIKE BO3PaCTaHUs, OTCOPTUPOBAHHBIN CITMCOK OOO3HATUM
(2(1), 22)» - - - » 2 2)))- Haxonern, na mnocnennenm mare (bOpMHPYIOTCA IIOJMHOKECTBA; IIEPBBIE
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Stzeq KOHTEHHEPOB IOMEIIAITCA B IIePBOe MOIMHOYKECTBO, CJAELYIOIIIe Si2€s — BO BTOPOE U
T. JI.; TIOCJIEJIHAE Siz€;, KOHTEMHEepOB 00pa3yIoT MOCje/IHee TTOJIMHOKECTBO.

AnroputMm 2. Pazbuenne MHOXKECTBa Ha TIOJIMHOZKECTBA COTJIACHO KOI(DDUITUEHTY CHKATUS
1: ®yukims PA3BBUTb-MHOYKECTBO(Z, Compress(-), L, sizey, ..., sizey)
Z — obydaroriee i KOHTPOJbHOE MHOYKECTBO, MOJIJIeXKalee pa3sdueHunio;
Compress (-) — QpyHKIIUA CKATUS;
L — KoIm1ecTBO TOIMHOXKECTB (OIIPeIeIfeTcsi KOJIMIECTBOM KJIACCU(DUKATOPOB);
size;, | =1,..., L— pa3Mepsl TIOJMHOXKECTB (size; + ...+ sizep, = |Z|).
2: Jlns Bcex z € Z
BbIYUCIUTD |Compress(z)].
3: OrcopTHpoBaTh KOHTEHEPDI 0 HeyObIBaHNIO 3HadeHns |Compress(z)|.
4: CchopmupoBarh L MOIMHOXKECTB MHOYXKECTBA 2 CJICIYIONIUM 00PA30M:

Subsets = {2(1), - - -, Z(sizer) }3 Subsets = {Z(sizes+1)s - - - » Z(sizer+sizes) }3
SUbS@tg = {Z(siz61+sizeg+l)7 cee 7Z(SiZ61+SiZ€2+Size3)}; ce
SUbsetL = {Z(si261+...+8izeL,1+1)7 cee 72(\Z|)}7

5: BepuyTtb Subsety, Subsets, ..., Subsety,.

Oyukipst OBYUYUTh-KJITACCUPUKATOPHI (ajgropur™m 3) npuHuMaer L I10JMHOKECTB
00y4JaloIIero MHOXKeCTBa U oOydaeT Ha HUX L OJMHOYHBIX KJIaCCH(DUKATOPOB Pa3/ndaTb
IIyCThle U 3aII0JIHEHHbIE KOHTEHHepBI; KayK/0e IHOIMHOXKECTBO HCIOJIb3YeTCs JIjIst 00yde-
HugA OJHOrO Kjaccupuraropa. KiaccudukaTopbl MOryT OBITH Pa3/IMIHLIMU, HO B CTErO-
aHaJn3e, KaK IPaBUJIO, NCHOIb3YIOTCA KIaCCH(MUKATOPEI Ha OCHOBE METO[a OIMOPHBIX BEK-
TopoB (support vector machine) uau ancambiessie (ensemble classifier). Dru kiaccudu-
KaTOpbl paboTaroT co cHenuMUIHBIMY JJI CTerOaHa/n3a IPU3HAKAMU, B YaCTHOCTH, JIJIS
u3obpazkennii-konreiinepos npumensiorcs SRM [1], PSRM [2], SPAM [16] u ap.

AnroputMm 3. O0ydenne KiraccuuKaTOpoB, 00PA3YIONIMNX UHTETPAIbHBIN K1accuuKaTop
1. @yuknusa OBYUYUTh-KJIACCUPUKATOPHI( L, Subsety, . .., Subsety)
L — Komm4aecTBO KIacCu(UKATOPOB;
{Subset; : 1l = 1,..., L} — pasbuerue o6ydaromero MHOKECTBA.
2: Baarb L neoOydennnix KiaaccuduxatopoB Detectory, Detectors, ..., Detectory.
3: Anga Bcex [ =1,...,L
obyunth Detector; na MmHOXKecTBe Subset;.
4: Bepuytb Detectory, Detectors, ..., Detectory,.

Daza 06pabOTKU KOHTPOJLHOIO MHOXKECTBA COCTOUT W3 JIBYX 9TAroB: 1) BbIOOD KJjac-
cudukaropa u 2) ero npuMeHeHue. Bribop KiaccuduraTopa OCyIecTBisiercs (pyHKIuei
HOMEP-KJIACCUDPUKATOPA (ajiropur™m 4), Koropasi 10 33J[aHHOMY KOHTEHHepY U3 KOH-
TPOJILHOT'O MHOKECTBa )/ BO3BpaIllaeT HOMEpP KJiaccuukaTopa, perneHne KOToporo oymaeT
IIPUHSITO 32 pellleHrne NHTerpaJIbHOro Kiaaccudukaropa. Homep orpeessteTcst coryiacHO pas-
OMEeHNI0 KOHTPOJBHOIO MHOYKECTBA.
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AnroputMm 4. Beibop kiraccudukaropa 1y 00pabOTKH KOHTPOJIHLHOTO KOHTeHepa
1: ®yaknuss HOMEP-KJIACCUDUKATOPA(y, L, Subset!, Subset, ..., Subset})
Yy — KOHTEHHEpP U3 KOHTPOJBHOI'O MHOYKECTBA,
L — xonmdecTBO K1acCcu(UKaTOpOB;
{Subset; : l =1,..., L} — pasbuenne KOHTPOJIHLHOTO MHOKECTBA.
2 s l=1,... L
3:  Ecmm y € Subset), To
detector Number := [.
4: BepayTtb detector Number.

2. DKcrepuMeHTaJIbHbIE Pe3yJIbTaThI

21. UacrpyMeunTapuil fJd NPOBEJEeHNA SKCIEPUMEHTOB

H3zobpascerua-xonmetinepol

Jljist BBITTOJTHEHUSI SKCIEPUMEHTOB B KadecTBe KOHTEHHEPOB HCIOJIb30BAIUCH U300pa-
JKeHHs U3 W3BECTHOTO CTaH apTu30BaHHOro MuoxkectBa BOSSbase 1.01, omy6mkoBaHHOTO
B paMKax KoHKypca Break Our Steganographic System (BOSS) [12]. Jannoe muOXKecTBO
n300paskeHuil 3a MOCIeIHIEe NOJIbI CTaa0 Je-(aKTO CTAHIAPTOM IIPH SKCIIEPUMEHTAILHOM
pacuére omubOK o6HAPYKEeHUs MeToJI0B creroanasmsa |7, 8]. Muoxkecrso BOSSbase 1.01
cocrout u3 10000 m3006pazKenuii, MOJYIEHHBIX C CEMH PA3JIMIHBIX (poTOKamep B hopmaTe
RAW, koropbie 3areMm ObLIN peoOpa30oBaHbl B 8-OUTOBBIN T€PHO-0EIBI PEXKUM U yMEHb-
IIeHbI J10 pa3Mepa 512 x 512.

Memodv, eredperus ungpopmanuu

B skcriepumenTax creranorpaduydeckoe BHEIpeHTe NHMOPMAIIUT TPOU3BOIUIOCH TPEMS
amantueabiMu MeTogamu: HUGO, WOW u S-UNIWARD, nmocko/ibKy UMEHHO 3TH MeTOIbI
CUMTAIOTCA HAamboJIee TPYIHO OOHAPYKUMBIMU HA JAHHBII MOMEHT ¥ MMEHHO 1O HUM IIPH-
BEJIEHDI JIYUIHE U3 M3BECTHBIX PEe3yJIbTaToB oOHapyzKeHus [2|. Vjess ajalTHBHOrO BHEI-
peHus 3aKJ/0YaeTcs B TOM, UTO IO3WIMH JIJI BHEJPEHUS BBIOMPAIOTCSA HE TPOU3BOJIb-
HO, a WCXOJsI M3 CBONCTB M300parKeHWUsl; P STOM C OOJIbIIEH BEpOATHOCTHIO BHEIPEHNE
OCYIIECTBJIsI€TCA B Te 00JIacTh, I/ie OOHAPYKUTb MH(MOPMAIUIO JOJIXKHO OBITH TPY/IHEE.
HUGO (Highly Undetectable Steganography) — sro ajropurm BHEJIDEHUS, OCHOBAHHBII HA
CHHJIPOMHOM perierdaToM jekoguposanuu (syndrome-trellis codes) [13]. WOW (Wavelet
Obtained Weights) wmcnosnb3yer aumckperHoe BeiiBiaer-nipeobpasoBanue [15], a amropurm
S-UNIWARD [14] aBasiercs yuporméuuabiv Bapuaarom WOW.

Coszdarue 06@/%0,?0”&4620 U KOHMPOADBHO20 MHOHCECTNG

MmuozxkecrBo BOSSbase 1.01 cocrout u3 10 000 uzobpazkenuii. Cozpanue o0yvaronero n
KOHTPOJIbHOT'O MHOXKECTB Ha €r0 OCHOBE OCYIIECTBIISIOCH CeayonuM obpaszom. O603HaTIM
gepe3 XP obydarolee MHOXKECTBO U 4Yepe3 )P — KOHTPOJILHOE, TJie MHJIEKC P yKa3bIBaeT Ha
pasMep BHeJpeHUs B Ourax Ha mukcesb (6/1).

Bcé mcxomHoe MHOMXKeCTBO pasbuBasioch Ha JBe dactu Xy u Vo, rae |Xy| = 7500 u
|Vo| = 2500. Barem Bo Bce m3obpazkenus u3z Xy u Yy BHEAPIOCH p 6 /11 cirydaitHoit uagop-
MAIIIH ¢ OMOIIBIo oHoro u3 Tpéx MetooB (HUGO, S-UNIWARD u WOW). Tonyuenubie
u300pazkeHns ¢ BHEJAPEHHON nropMarmeir obosnaunm X7 u Y coorBeTCTBEHHO.

lajiee obydaloriee U KOHTPOJBHOE MHOXKECTBA (POPMUPOBAJIUCH CJICTYIONTUM 00PA30M:
XP = Xy UXP u YP = Yy U Y. Takum obpasom, |XP| = 15000 u |YP| = 5000. O6a
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MHOXKECTBa COJIEPKAT IMOPOBHY IyCTHIX U 3al0JIHEHHBIX KOHTeitHepoB. [lajee unjekc p 0y-
JIeM OITyCKATh (9TO He JOJIKHO IPUBECTH K PA3HOYTEHHsIM), a 00ydaroliee U KOHTPOIbHOE
MHOKeCcTBa OyJjieM 0b603HadaTh 4epe3 X u ) COOTBETCTBEHHO.

HC?’LOJLb3y€J\/LbL6 MEMOObL CHCAMUSA

B kadecTBe MeTO/1a C2KATUS MCIIOJIB30BAH U3BECTHBIN CBOOOIHO pacIpPOCTpaHAEeMbIil ap-
xuBaTop PAQ, OCHOBaHHBIN HAa KOHTEKCTHOM MojesmpoBanun (context mixing model) u
peJICKa3aHui YacTHIHBIM coBliajienneM (partial match). B skcnepumenTax ucrnosib3oBana
roroBas peasmsanusg M. Maxoyuu [17]. Ckpunr mis 3amycka apxubaropa: paq -11.

Peanruzauyus xaaccugpuramopa

B kagecrBe KinaccndukaTopa MCIOIL30BaHA PeAJU3allsd METOa OINOPHBLIX BEKTOPOB
(support vector machine) Ha s3bike porpammuposanusi Python [18]. B mannoii peanusa-
LUK IIapaMeTPhl, 3aJaHHble 110 yMOTIaHIIO, HE M3MEHSINCH, 38 UCK/IIOYEHUEM CJIeAYIOIINX:
SIPO — JIMHElHOe, cokparienue (srinking) — Bkiodeno u mrpaduoii mapamerp C' = 20 000.
[TapaMeTpbl U3MEHEHDI ¢ HEIbIO JOCTUKEHUS IIPUEMIIEMON CKOPOCTH PabOThI IIPOIPAMMBI.

HUszenerxaemvie ud uzobpastcenuti npusHary 044 KAACCUGUKAUUL

Jnsa xknaccudukanun 3 n300paykeHuil N3BJIeKAJINCh Tak HasbiBaeMble SRM-npusnakm
(Spatial Rich Model) [1], sBasiomuecst oHUM U3 HAMIYYNIMX WHCTPYMEHTOB, IPUMEHsIe-
MBIX B creroanasmse. Vx 6osiee HOBBIH ycopepiencTBoBaHHbIi BapuanT — PSRM-npusnaku
(Projection Spatial Rich Model) [2] — b He3HAMHTENBLHO CHUXKAET OIIHOKY OOHADY2Ke-
HUsI, HO CYIIECTBEHHO YBEJIMINBAET CJIOXKHOCTH PEAJIU3AIIME U 3aMe IgeT PaboTy porpaM-
MBI BILTIOTBH JI0 HEIpHeMJIeMbIX mokasareseit. [Ipocrpancreo SRM-npusnakoB nmeer pas-
MepHOCTH 34,671.

DopMYAa OAA BOIMUCAEHUA OWUOKY OOHAPYIHCEHUS

Ormubka oOHApYKEHUsI BBIYUC/ISIACH CTAHJIAPTHBIM JIJIsi COBPEMEHHBIX PabOT CIIOCO-
6owm |1, 3, 16, 19]: Pg = (Pra + Pup)/2, Tie Pra — BepOSTHOCTH JIOXKHBIX CpabAThIBAHMUIT
(mycroil KOHTelHep MPUHUMAETCS 38 3aIl0JHEHHBIH ); Pyyp — BEPOSITHOCTH IIPOIyCKa OOHA-
pyzKeHus (3al0JIHEHHBI KOHTeHHep IPUHUMAETCS 38 [IYCTOi ).

22. PesayabTaTb 9KCIIEPUMEHTOB

[IpuBeném pesysbTaThl IKCIHEPUMEHTOB, KOTOPBIE JIEMOHCTPHUPYIOT, YTO HCIIOJIb30Ba-
HU€ NWHTErpagbHOrO KJIaCCUPUKATOPA MO3BOJISIET TOBBICUTH 3(hPEKTUBHOCTL CTEroaHam3a,
JPYTUMHI CJIOBAMH, CHU3UTH OIIHOKY OOHAPYKEHHS 110 CPABHEHHIO C OJUHOYHBIM KJIACCU(U-
KaTopoM. Pe3ybraThl 9KCIepuMeHTOB cpaBHUBaOTCA co state-of-the-art sHavennsavu u3 [2],
rJie peaan30BaH aHcaMbJIeBblil Kiaccudukarop [3], KoTopblit HEMHOTO yCTyTIaeT B TOYHOCTH,
HO paboTraeT ObicTpee. s yoemuTeIbHOCTH Pe3yIbTaTOB TIOMUMO STUX JAHHBIX BHIYUCIEHbBI
OIMOKY JIJIsT HAIleil pean3aiuy OQUHOYHOTO KIaCCupUKATOPa Ha OCHOBE METO/Ia OIOPHBIX
BeKTOPOB 1 SRM-1pu3HakoB; 9Tu ommOKN OKa3aIuch OJU3KUMHU K OIIHOKaM aHcaMOJIeBO-
ro kiaccudukaropa. OmQHAKO TOYHOCTH IPEJIaraeMoro MHTErpajbHOro KjaccuduKkaTopa
OKa3aJ1aCh BBINE TOTHOCTU OJUHOYHBIX BO BCEX CJIyUasiX.

B rabaune npupeneno cpaBHeHue ommOOK obHapyKeHust MeTo10B BHeaperus HUGO,
WOW u S-UNIWARD st oiuHOYHBIX KJIacCH(pPUKATOPOB U MHTETPAIbHOIO KIaccupuKa-
TOpa Ha OCHOBE METO/Ia OIOPHLIX BeKTOpoB 1 SRM-nipusnakos. ITapaMerpbl nHTErpaIbLHOTO
KJIaccuduKaTopa ciaemayomnme: MeTon ckatus —PAQ; L = b; size; = sizey = sizes =
= sizey = sizes = 3000; size] = sizey, = sizel = sizel = sizes = 1000. Beibop ma-
pamMeTpoB 0OOCHOBaH HEKOTOPBIMU IPEIBAPUTETbHBIMI SKCIIEPUMEHTaAMU, XOTsI, B IIEJIOM,
yBeJIMYeHNe WM yMEHBIIEHNe YNC/Ia MOJIMHOXKECTB C1ab0 BJIMSET Ha OMNOKY ODHapyzKe-
HUSI.
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CpaBHeHune ommbOK OOHAPY>KEHUS PA3JUYHBIX METO/IOB HA MHOYKECTBE
u3obpaxkenuii BOSSbase 1.01 nipu pasjudHbIX pa3Mepax BHeIPEHUS
(cepbIM LBETOM BBIAEJIEHBI HAUMEHBINNE OUINOKY [IJIsi KaXKJ0ro pa3sMepa BHEIPEHUsI);
HPUBEJIEHbI OIMUOKN, BHIYMCJIEHHBIE OTAEJIbHO MO IMOJMHOXXECTBAM

Bun Kounrponbuoe Pazmep Bueapenus
KJ1accuduKaTOpa MHOYKECTBO 0,16/u 026/u 0,46/u
Bueagpenue meromgonm HUGO [13]

Subset) 0,01 0,01 0,00
Subset), 0,17 0,05 0,01
WnrerpajibHblii Subset!, 0,21 0,11 0,03
KJIacCUPUKATOD Subset) 0,34 0,18 0,08
Subset} 0,46 0,30 0,19
Bcé kontp. MHOXK. 0,24 0,13 0,06
Hamma peasimzarius: 0,35 0,27 0,15
O auHOYHBIH SVM+SRM
KJIaCcCU(DUKATOD Holub, Fridrich [2]: 0,36 0,25 0,12
(BCé KOHTPOJIbHOE Ancambressiii+-SRM
MHOKECTBO ) Holub, Fridrich [2]: 0,35 0,23 0,11
AncambiieBbiii++PSRMQ1
Bueagpernue meromonm WOW [15]
Subset, 0,02 0,01 0,00
Subset), 0,20 0,08 0,01
WHTerpabHbLiI Subset!, 0,25 0,13 0,06
KJIaCCU(DUKATOD Subset) 0,30 0,18 0,11
Subsety 0,44 0,29 0,20
Bcé xoutp. MHOXK. 0,24 0,13 0,08
Harma peanusanust: 0,38 0,29 0,21
O quHOYHBIIT SVM+SRM
KJ1accuduKaTop Holub, Fridrich [2]: 0,39 0,31 0,19
(BC& KOHTPOJIbHOE AncambiieBsrii-+SRM
MHOXKECTBO ) Holub, Fridrich [2]: 0,38 0,29 0,17
Awncambiesnrit+PSRMQ1
Bueapernue metomonm S-UNIWARD [14]
Subset) 0,01 0,00 0,00
Subset!, 0,21 0,04 0,00
WnrerpajibHblii Subsetl 0,29 0,14 0,02
KJIacCupUKaTOp Subset) 0,33 0,20 0,11
Subsets 0,41 0,37 0,16
Bcé xouTp. MHOXK. 0,25 0,15 0,06
Harma peanusariust: 0,37 0,30 0,17
O AuHOYHBIH SVM+SRM
KJIacCU(DUKATOD Holub, Fridrich [2]: 0,41 0,31 0,20
(BCé KOHTPOJIbHOE Ancambressrii+SRM
MHOXKECTBO ) Holub, Fridrich [2]: 0,39 0,30 0,18
Ancambiiesbiii+PSRMQ1

B raburme cepbIiM 1IBETOM BBIJIEIEHBI CPaBHIBAaEeMble 3HaYeHN. /{1 Kayk10ro pasmepa
BHEJIPEHUS U KarKJ0I0 METO/Ia BHEIPEHUsI CPABHUBAIOTCA 3HAYEHUST OIITMOOK WHTErpaIbHOTO
KJ1accuuKaTopa ¢ HAMMEHBITUMHI OIMOKAMU CPEIN BCEX PeaM3aliil OJMHOTHOIO KJIACCH-
dbukaTopa, cpeanu KOTOPBIX JBe peanm3anuu u3 2| (ancabsensiit Kiaccudukarop ¢ SRM-
wim PSRM-nipusnakamu) u o/fHa Hallla peajn3aiius (MeToJ1 OIIOPHBIX BeKTOpoB ¢ SRM-mpu-
suakamn ). Hanpuwmep, st HUGO 0,1 6 /11 cpasauBaercs 0,24 ¢ 0,35, a qios WOW 0,4 6 /11—
0,08 ¢ 0,17. Eciin 1Be peau3aliny Jal0T OJIMHAKOBYIO HAMMEHBINYIO OIMMUOKY, TO BBIICICHBI
aBa 3uavdenus (Hanpumep, g HUGO 0,1 6/n ase peanmsanuu gator ommoky 0,35).
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PesynbpraThl 1mokazajiu, 9TO MHTErPAJIbHBIN KIACCU(MUKATOP CHUYXKAET OIMUOKY OOHa-
pyxkenusi. Hanbosiee Bredatsitonine pesyabTaTbl AocTUrHyTHl 1pu BHepenusx HUGO
0,1 6/u, WOW 0,1 6/u, WOW 0,2 6/u, SSUNIWARD 0,1 6/, S-UNIWARD 0,2 6/,
S-UNIWARD 0,4 6/1, tje ommbka causniack 6osee uem Ha 0, 1.

3akJiroueHue

B pabore mpejiokena KOHIENINS THTETPAJIBHOTO KJIACCU(MUKATOPA, MPeIHA3HATEHHO-
ro JIJIsl TIOBBIMIEHUST TOYHOCTH METOJIOB CTeroaHa/i3a, KOTOPhle OCHOBAHBI HA MAITMHHOM
oOydennn. /lanHasi KOHIENIUA PaCIIUpPseT OyOJMKOBAHHBIN paHee TOJXOJ MO/ Ha3BAHM-
eM «IpejiBapuTe/ibHas dbuabrparys> 9], mosBossonmilt BEIOUpATh U3 KOHTPOJBLHOTO MHO-
KecTBa (OTUIBTPOBBIBATE) TOJIBKO T€ KOHTEHHEPHI, ONMOKa OGHAPYKEHUsI JIJIsT KOTOPBIX
MEHBIIE, YeM JIjIs BCEI'O KOHTPOJILHOIO MHOYKECTBa. XOTs KOJUYIECTBO TAKUX OTMUILTPO-
BaHHBIX KOHTEWHEPOB MOYKET OBITH JOCTATOYHO BEJIMKO, IPEIBApPUTE/bHAsT (DUIBTPAIUS
B YHCTOM BHJEe He IO3BOJISIET CHU3UTH OIMMOKY OOHApPYKEHWS I BCEr0 KOHTPOJIBLHOTO
MHOXKEeCTBa. B To ke BpeMs MHTErpaIbHbBIN KIaCCUPUKATOD, TPEJIOKEHHBIN B HACTOATIEH
paboTe, peHaA3HAYEH [IJIsI TOrO, YTOOBI YMEHBIIIUTDH OIMIUOKY OOHADPYZKEHUS JIJIst BCEI'O KOH-
TPOJILHOT'O MHOYKECTBA..

Db dekTuBHOCTL OOHAPYKEHUsST CKPBITOW WH(MOPMAIMKA [IPU TOMOIIM UHTErPaIbHOTO
KJ1accnuKaTopa MPOJEeMOHCTPIPOBaHA SKCIIEPUMEHTATBLHO [IJIsT METO/IOB aJIAlITUBHOI CTe-
ranorpadun HUGO, WOW u S-UNIWARD Ha #m3BecTHOM CTaHIapTH30BAHHOM MHOYKE-
ctBe m3obpaxkenuit-koureitnepo BOSSbase 1.01. Pesysibrarsl 9KCIEepUMEHTOB MOKA3aJIH,
YTO B 3aBUCUMOCTU OT pa3Mepa BHEIPEHUs OIMOKa OOHapyKeHus yMeHbiniack Ha 0,05—
0,16 o cpaBHEHUIO C JIYYIIUMHI U3BECTHBIMU aBTOPAM Pe3yJIbTaTaMU.

N nest maTErpasibHOrO KIACCH(MUKATOPA 3aKI0YAETCST B TOM, 9TO JJIsI PACIO3HABAHUS
IIyCTBIX U 3aIOJTHEHHBIX KOHTEHHEPOB oOydaeTcs He OJUH KJaccupUKaTOp, a HECKOJBKO,
NPUYIEM KaKJIblil U3 HUX IIpeJiHa3HavdeH Jijisg 00pabOTKN KOHTEWHEPOB, 0018 IaI0IIIX OIIpe-
JIeJIEHHBIMU  cBOlicTBaMu. Tak, B HACTOLIIEl paboTe MPEJIOXKEeH WHTErPAIbHBIA KIaCCH-
duKaTOp, OCHOBAHHBIN HA CXKATUU JAHHBIX; KOHTEIHEPhI PACIIPEIE/ISIOTCs 110 OT/Ie/IbHBIM
COCTABJIAIOIINM €ro KJaaccuduKaTopaM COIJIaCHO nX Koadduiimentam cxkatust. s Kaxkmo-
ro KOHTeifHepa MHTerpaJbHBII KIacCu@UKATOP BhIOMpaeT Hanbosee MOIXO AN OIMHOY-
HBII KJ1accuUKaTop, Pe3ysibTaT KOTOPOI'o MPUHUMAETCS 3a PellleHne O 3al0JHEHHOCTH TN
mycrore KoHTelinepa. B nemom, Merosuka pacipejiesiennsi KOHTEHEPOB M0 KJIaCCU(pPUKATO-
paM MOKeT ObITh COBEPINEHHO Pa3HOMN, U MOUCK JIPYTUX XapPaKTEPUCTHUK, COTJIACHO KOTOPBIM
Oy/LyT pacrupee/idaThbCad KOHTeHHephl 110 KjaccuduKkaTopaM JId CHUKeHUsI OIMMOKU OOHa-
DY KeHHsI, MOXKET OKa3aThCs MMPOJIOJIZKEHIEM JIAHHOTO UCCJIeTOBAHNS.

Bo Bpems npe/iBapuTeNIbHBIX SKCIIEPUMEHTOB MbI IIPOBEPUJIA HEKOTOPbIE KOMOWHAITUN
[apaMeTpoB, 4TOObI 1O0OPATH MPUEMJIEMbIN ¢ TOYKHU 3peHus: dPHEKTUBHOCTU BapUAHT.
DTOro OKa3aJIoCh JOCTATOYHO, YTOOBI IPEB30HTH TOUYHOCTh U3BECTHBIX METOJOB CTErOaHa-
yuza. OJHAKO JJIs MMOMCKA ONTUMAJIBHBIX B PA3/IMIHBIX CIydasX MapaMeTpOB, BEPOSITHO,
MOZKeT OBITH I1eJ1ecO00Pa3HO MPOBECTU JOMOTHUTETLHOE NCCIeOBAaHNE TEOPETUIECKOTO Xa-
pakTepa u pa3paboTaTh METOJIMKY UX BBIOOpA.

B omnmcannbix sKcriepuMenTax KOHTPOJIHLHOE MHOXKECTBO Pa30MBaJIOCh Ha TOJIMHOXKECTBA
coriacHO KO3 UIMeHTaM CXKATUS U BCE KOHTEHHEePhbl U3 OJIHOTO IMOJMHOYXKeCTBa 00paba-
TBIBAJINCH OJHUM U TeM 2Ke Kiaccudukaropom. Eciu momiexarmme 06paboTke KOHTEHHEPDI
MTOCTYTIAIOT OJINH 3a JPYTUM, TO BO m30eKaHne HeOOXOIMMOCTH UX HAKOILIEHUsT MOYKHO 3a-
duKkcupoBaTh OIpeIe/IEHHbIE IIOPOrK /It KO3 MUIIMEHTOB CXKaTusl U BRIOMPATh Kjiaccudu-
KaTOPbI COIVIACHO TUM TIOPOTaM I KayKJIOTO OTJEIBLHO B3ATOIO KOHTEHepa «Ha JIETY».
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[Ipennaraercss UCIOIbL30BATh JIENEHTPAIN30BAHHBIE OTKA3yE€Mble I'DYIIIOBLIE KOMMY-
HUKAIUU I 0DeCIedeHusl 3aIuIEHHOCTA OOIEHNsT B MOJIE/N HAPYIIUTE/s, TMEIO-
IIero JOCTYH K MHPPACTPYyKType IMeperadn JTaHHBIX, a TaKxKe HeorpaHudeHHoe (-
HAHCHPOBaHUE. 38 OCHOBY B3SIT CYIIECTBYIOIIUN IIPOTOKOJ I'PYIIIOBBIX OTKA3YEMBbIX
kommyHuKanuii multi-party Off-the-Record (mpOTR), momyckartomuii pabory Ha Je-
I[EHTPAJIM30BAHHOM TPAHCIIOPTE, €0 CBOWCTBA COBEPIIEHHON NIPAMON CEKPETHOCTU
YIIYUIIEHBbl 38 CIET BBEJCHUST MPOIIEYPBI IPOJBIZKEHNs KiodeBoro Marepuaia (Key
Ratcheting). IIpesjiozkeHa MOTHOCTBIO JIENEHTPAJN30BAHHASI CUCTEMa 3AlUIIEHHBIX
TPYIIIOBBIX KOMMYHUKAITHH, 00J/1a/1a10Iasl CBOMCTBAMI OTKA3yeMOCTH, COTJIACOBAHHO-
CTH TEKCTa MEPEINCKU W yJIYYIIeHBIMI CBOMCTBAMM COBEPIIEHHON MPSIMON CEKPETHO-
CTH, & TAK¥Ke CIIOCOOHAs MPOTUBOCTOATEH Sybil-atakam. CooTBETCTBYOIIEE ITPOIPAMM-
HOE CPEJICTBO peain30BaHo Ha s3bike JavaScript um obecrieduBaeT 3allUIEHHYIO IIepe-
Jady cooOIeHn MeXK Ty Opay3epaMu B YCJIOBUAX OTCYTCTBUSA IEHTPAJIBLHOIO CEpBEpa.

KiroueBbie cioBa: 6e30nacHocms KOMMYHUKAUUT, JeUeHmpPaiu308aHHbe KOMMYHU-
KAYUUL, OMKA3YEMOCTND.
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With this paper, we provide our research into the problem of secure communications
in the presence of a global unlimited adversary. As a solution, we propose to use de-
centralised deniable communications. We have made use of our existing multi-party
Off-the-Record protocol’s modification which is able to function over decentralised
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transport. Its Perfect Forward Secrecy (PFS) features were improved by adding Key
Ratcheting procedure to the protocol’s flow. As a result, we propose a fully decent-
ralised cryptosystem which has deniability and transcript consistency features, im-
proved PFS and ability to resist the Sybil attack. We also give a detailed overview of
the protocol model implementation in JavaScript designed to function in conditions
of centralized server’s absence.

Keywords: secure communications, decentralised communications, deniability.

BBegenne

B 2004 r. 6118 onybsimkoBana padbora Ana [osibepra u Hukurer Bopucosa o mpoTokoie
orkazyembrx kommyHukaiuit OTR — Off-The-Record (Communications) [1]. Lleas nporoko-
JIa — YCTPAHUTDb HEJIOCTATKU TPAUITMOHHDBIX CPEJICTB KPUIITOIPAUIECKH 3AIUIIEHHOTO 00-
IIEHNsT, KOTOPBIE, 10 MHEHHIO aBTOPOB [1|, y2Ke He CIIOCOOHBI 00ECIICIUTH JIOJIZKHOTO YPOBHS
BAIUIIEHHOCTH. B 9acTHOCTH, TPaUIIMOHHbIE KpUIITOTPahudecKne MpOTOKOJIBI He 001818~
0T CBOMCTBaAMU OTKa3yeMOCTH U COBEPIICHHON IIPAMOI CEKPETHOCTH, HAIIPUMED, IIPOTOKOJI
PGP (Pretty Good Privacy) u npyrue nocrpoeHHble Ha aHAJOIMIHBIX KOHIEIIHUSIX TPOTO-
KOJIBI MCIIOJIB3YIOT CUJIBHYIO KPUITOIPA(MUIECKYIO MOJINICH. DTO MO3BOJISIET ITOATBEPINTH
ABTOPCTBO COODIIEHUS HE TOJIHLKO TIOJIy YATEJII0, HO U ITPOU3BOJILHOMY TPEThEMY JIUILY. TaKimM
00pa3oM, ydacTue OTIIPABUTES B IIEPENICKe U aBTOPCTBO KOHKPETHOT'O COOOIIEHUS MOYKET
6b1Th jioKka3ano. PGP ne criocoben obecriednTh yuacTHUKAM KOMMYHUKAIIMA BO3MOXKHOCTH
[IO/ITBEPKIEHIS aBTOPCTBA OT'PAHUYIEHHBIM KPYTOM JIAIl U B T€UeHUEe OIPDAHMYEHHOT'O Bpe-
MeHH (HEeIoCPeICTBEHHO BO BpeMst KomMyHuKarwn). Eciun Alice siBiisiercss nadopMaTopoM
u ue joepser Bob’y, PGP e nozsosuT eit HaéKHO ayTeHTHMOUIINPOBATE ¢eOs U IIPU STOM
UMeTh BO3MOXKHOCTH OTpHIlaTh ydactue B Oecerme. CpoitctBo kKoubwuaennuaabuoctu PGP
omnmMpaeTcsd TaKXKe Ha COXpaHeHUe 3aKPBITOTO KJIova B cekpere. B ciydae Kommpomeranun
JIOJITOBPEMEHHOT'O KJIIOUEBOI'O MaTepuaJia OyeT CKOMIPOMETHPOBaHA M BCS 3aITU(pPOBaH-
Has IPU €ro MOMOIIN KOPPECIOHAeHIA. B 31moxy pacrnpocTpanenns MOOMIBLHON TEXHUKU
oTeps WIN Kpazka KJIIYEeBOI0 Marepuasia 0COOEHHO aKTYaJIbHBI.

B nocienme rogpl ocoboe BHUMAHUE yJIe/IdeTcsd MpobyieMe 3aIuThl YJaCTHBIX KOMMYHU-
Karuii B mpucyTcTBrn riobasbaoro saoymeiiuienHnka (Global Passive Adversary), To ectb
B YCJIOBUSIX aCHMMETPHUH BO3MOXKHOCTEN MOJIH30BaTe sl M0 0OecrevdeHnIo KOHMUIeHITATb-
HOCTH CBOUX JIAHHBIX U BO3MOXKHOCTEN BJIaJIEJIbIIEB TEJIEKOMMYHUKAITMOHHON HHMDPACTPYK-
TYpBI 110 cOOPY ¥ aHAIM3Y JAHHBIX BeeX Hojib3oBaresieil [2—4|. B sHaunTennHol crenenu
YBEJMUUIOCH KOJMYECTBO CPEJICTB 3allUIEHHOIO OOIIeHus (MECCEH/IZKEPOB), B TOM UHUC/IE
C TIOJIJIEPYKKOI CBOMCTB COBEPIIEHHON MPAMOIl CEKpEeTHOCTU U OoTKazyemocTu. Hagasm rpo-
BOJIUTHCA CPABHUTE/ILHBIE UCCIEIOBAHUS B IPEJIMETHON 00JIACTH, B TOM YHC/IE aKaJIeMU-
geckue |5, 6]. AHasu3 npuBeJEHHBIX PAOOT MMOKA3BIBAET, YTO HA CErOHSIIIHUI JIEHb CPeJI
BAIUIIEHHBIX MECCEH/2KEPOB OTCYTCTBYIOT MPAKTUYECKU MPUMEHUMBIE TPOTOKOJIBI I'PYII-
[IOBBIX OTKA3yeMbIX KOMMYHUKaIuil. Bosiee Toro, 60IbIIMHCTBO TIPEJICTAB/IEHHBIX PEIIECHUI
SIBJISTIOTCS TIeHTpaIn30BaHHBIMU. C TOYKHU 3pEHUsT 3AIUTHl KOMMYHUKAIIUNA B IPUCYTCTBUU
J100aJIbHOTO 3JIOYMBINIJIEHHUKA JTF000 TEHTPAIN30BaHHBII cepBUC OOMeHa COOOITIEHMSIMHI
SIBJITETCS] BO3MOXKHOM TOYKON KOMIIPDOMETAINH, & B HEKOTOPBLIX CJIydasx, KOrja IMOCTaB-
IIUKOM CEPBHCA SABJISIeTCH KpyIlHas TJobajbHas KoMmmaHus (Takasi, kak Facebook, Apple
nm Microsoft), cam OCTABIUK cepBUCa SABJISIETCs TVIOOATBHBIM 3JI0YMBIIIIEHHUKOM B PaCc-
cMaTpuBaeMoit Mojiesin HapymnTesis. OTMeTHM, YTO MCIOJIb30BAHIE OJIHOTO JHUIh end-to-
end mudpoBanug HegocTarouno. lleHTpaabHbIe cepBepa 3aHUMAIOTCH IMEPECHLIKON cO00-
MeHnil MexK 1y abOHeHTaMU, XPaHAT MeTa/laHHble JTU00 BJIAJIEIOT APYTOil MpUBJIeKaTETbHOMN
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JIJIST 3JI0YMBINIJIEHHIKOB HHQOpMaIieil, HallpuMep CIUCKaMH KOHTaKTOB IOJIb30BaTe el u
nx tejedoHHbIMU HOMepaMu. HakoHerr, 1mpoBaiijiepbl MeHTPAJU30BAHHBIX KOMMYHUKAINMA
3a9aCTyIO UCIOJIb3YIOT 003/ IMYeHHbIE JJaHHbIC TTOJIb30BaTe /e JIJIsT MapKETUHTOBBIX TIEJIEH.
Bcé sto siestaeT neHTpasM30BaHHYI0 MH(PPACTPYKTYPY CPEJICTB OOINEHUS ITOTEHITUAILHO
1IEJIBIO JIJIsT 3JI0YMBIIIJIEHHUKOB Pa3HOTO MaciiTada.

OrmeruM, 9TO paszpaboTKa ITPOTOKOJA JACHEHTPAJIN30BAHHOIO 3allUIEHHOTO TPYIIIO-
BOI'O OOINEHUS $IBJIsIeTCd HETPUBUAJIBLHON 3ajiateii, 0COOEHHO B KOHTEKCTE OTKa3yeMbIX
KOMMYHUKaImii. Bo-1repBbIx, 3a/1a4a obeciiedeHnsi OTKa3yeMOCTH JJisi TPYIIIbl yIaCTHUKOB
HA CEroJHSIHUI JIeHb He UMeeT YJIOBJIETBOPUTEIHLHOTO 1o (deKTuBHOCTH perenust [7).
Bo-BTOopbIX, jJereHTpann3ausg KOMMYHUKAITIH TOPOXK/1aeT HeOOXOIUMOCTh B 0DECIIedeHIT
COIJIACOBAHHOCTHU TeKcTa nepenucku. HakoHer, OTKPBITBIM OCTAETCS BOIIPOC PACIIPEICICHUS
KJIIOUEBOTO MaTepuaJa cpein ydacTHukoB. PKI He mojixomuT BBULY cBOEil IeHTpaIN30BaH-
HOil ipupoznl. B cBoro ouepenns, Web of Trust npeamonaraer, 9To moBepeHHBIE OTIHEYATKI
KJIIO4eil Oy/IyT MOJIINUCHIBATHCS JIOJITOBPEMEHHBIMU KJIIOYaMU, 9TO HE COIJIaCyeTcd ¢ KOH-
HENIUsMI OTKa3yeMbIX KOMMyHUKaruii. Panee apropamu pabors [8] 6bLT 1pe iiozkeH mpo-
TOKOJI, sIBJIAIONIHICsT pa3BuTreM Kouienuu nporokoaa mpOTR, (multi-party OTR) 9], u
paspaboTaHa ero IeHTPaJIN30BaHHasd MojiesbHas peanu3anus [10]. OrveTnM, 910 IPOTOKOIT
MOJIJIEPKUBAJT U JICIIEHTPAJIM30BAHHbIN peKuM (DyHKITMOHUPOBAHMSI, II09TOMY JaJbHeilme
ncciie[0BaHns ObLIM HAIIpaBJIeHbl Ha CO3JaHue IIPAaKTUIeCKN IPUMEHIMOr0 IIPOTOKOJIa Pac-
[IPEJICIEHHOIO OTKA3yeMOoro OOINEHNs, & TaKyKe Ha YIydIIeHne CBOHCTB IIPOTOKOJIA.

B nmannoit pabore 1pejicraBiieHbl pe3ybTaThl B 00/IaCTH UCCACIOBAHUS U PaspabOTKU
BAIUINEHHBIX TPYIIIOBBIX KOMMYHUKAIU, & TaKzKe JIeleHTPaIn30BaHHast MOJe/IbHasl pea-
JIM3aIs, JIeMOHCTpUpYIoIias paboTococobHoCTh Kormen wn [11].

1. CocTosinue 1mpeaMeTHOI obJjiacTu

ObstacTb OTKa3yeMbIX CPEJICTB OOIEHUS SBJISETCS CPAaBHUTEJIHLHO MOJIOJION U He Ipe/-
cTaBjieHa OOJIBIITUM KOJMYIECTBOM IIPOTOKOJIOB U NIPUKJIAIHBIX peannzaruii. Hanbosee yaat-
HBIMU, C Harreit Touku 3penus, sisorcs Signal, GOTR u RetroShare, onnako Bce onun
UMEIOT Te WUJIN WHbIe HeJOCTATKH.

Signal — TPOTOKOJT 3aIUIIEHHOTO OOIIEHNST, CO3/TaHIe KOTOPOTO OBLIO BIOXHOBJIEHO OPH-
rusaspabiM OTR [12]. On umeer muOKecTBO yiyuiienuit B cpasuenun ¢ OTR, cesszan-
HBIX C opueHTanueir Signal Ha aCMHXPOHHYIO cpejly mepejadu cooOrienuii: Signal mmeer
6ostee s derTuBHYyO IpOIEAYpY ayrTeHTuduKanuu [13] i yuydimenHbil MEXaHI3M IPOJIBU-
Kennst kiaodeBoro marepuaia (Key Ratcheting) [14]. Paspaborankamu Signal takzke Gbuin
[PEJIPUHATHI HOMBITKU CO3/IaHKsI IPYIIIOBOIO IPOTOKOJIA OTKA3YeMbIX KOMMYHUKaruii [15].
N nest rpymmoBoro mpoTokoJia Signal — ycraHoB/I€HNE TONAPHBIX COSIMHEHIH MEXKIy yIacT-
HUKaMU, ITO MOPOXKIAeT HaKJ/aHbIe PACXOJIbI IIPU IIepeiade U XPaHeHNN KOHTEKCTOB KOM-
MyHUKaIuu co Bcemu ydactaukamu. [Iporokos Signal ucrob3yercs B OHOUMEHHOM MeC-
cerkepe, a takke B WhatsApp, Facebook Messenger u Allo [16—18]. U3 memocraTkos
IIPOTOKOJIa OTMETHM €ro IMeHTPaJN30BaHHOCTh, & TaKKe TO, YTO YIETHBIe 3ammcu Signal
PUBA3aHLI K HOMepaM MOOMIbLHBLIX TejiepoHOB, T.e. ecau Alice m Bob xorar moroBopurh
JPYT € JAPYrOM, TO OHHU JIOJI?KHBI PaCKpBITh JPYT JApyry cBou HoMepa. Hakowner, Signal me
IO/IJIEPYKUBAET COIVIACOBAHHOCTH IE€PEJAtN COOOIIEHUN TIPU TPYIIIOBBIX KOMMYHUKAIHSIX.

GOTR sBisteTcst oaHOM U3 aKadeMUIeCKIX MOIBITOK paspadborku Multi-party Off-the-
Record mporokosna [19]. IIpu cozmannun GOTR aBTOpBI OpHEHTHDOBATIHNCH HA yCTpaHe-
nne HegoctaTka opurnaaabaoro mpOTR: aaa m3menenns cocraBa yaactaukos B mpOTR
HEeOOXOIMMO 3aBEpIIUTh TEeKYIIUii ceaHe KOMMYHHUKAIUM U 3aIlyCTUTh HOBbIH [9]. B ciy-
qae ¢ GOTR npumensiiorcs Tak Ha3bIBAEMbIE KOJIBIEBbIE KI04UU. VCIIoIb3yeMblii IIPOTOKOJT
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CJIO’KEH B OIHUCAHWHU U Peasu3aluid U TpeOyeT MOBBLIIIEHHOTO KOJUYIEeCTBA PECYPCOB B CBsI-
31 C TeM, 9TO KaXKJbIil yIaCTHHK KOMMYHHKAIIUKA CO3IAET 110 JIBa BUPTYaJbHBIX y3/a Ha
Kazkji0e ronapHoe coejuHenne. Apropamu [19]| 3asiBiieno Hagnane MOJIEIBHOM pean3amumn
IIPOTOKOJIa B BU/IE IJIArMHA K U3BECTHOMY MECCEH[PKEPY, OJIHAKO OHa He OOHapyzKeHa B Iy0-
JuaHoM stoctyiie. [IpoTokos mojiep:KuBaeT JAeleHTpaIn30BaHHyIo Iepeady JaHHbIX, HO
BOIIPOCHI 0OeCIIeYeHHsI COIVIACOBAHHOCTU He ITOIHUMAIOTCH.

Haxkowner, RetroShare siBiisiercst motHOCTBIO JlenieHTpan3oBanHbiM perenneM [20]. On
nocrpoen Ha npuaimnax F2F (Friend-to-Friend — nupuarosast cerb, B KOTOPOIi moJib30BaTe-
JIM COeJIMHEHBI HATIPSAMYIO TOJIBKO C JOBEPEHHBIME y3/JIaMi) U HOJIepKuBaeT pabory depes
DHT (Distributed Hash Table — pacnpeeniénnas xer-rabinia, UCHOJIb3yeTcs TIPH MOCTPO-
eHUU PACHpEJIeJIEHHBIX ceTeil 6e3 Tpekepos). RetroShare mpumeHsieT XOpOIIO H3BECTHBIE
Kpunrorpadpudeckie TpUMUATHBLL. AyTeHTHUKAIMA B HEM IPOM3BOIUTCS IIOCPEICTBOM
PGP, a zammménnas mepeaada JaHHBIX — IpH oMol mocaeaanx Bepcuit TLS. M3 mo-
CJIeTHETO YTBEPIKJIEHUsI cjeayeT, 9T1o RetroShare mojiepKuBaeT COBEPITEHHYIO MPSMYTO
CEKPETHOCTh, HO B TO K€ BpeMs He IOJJIEePXKUBAET CBOMCTB oTKaszyeMocTu. Paspaborduka-
MU He 3asBJIeHa MOJIePrKKa KaKoi-IM00 MOJAEIN KOHCUCTEHTHOCTH IepeIadul COOOIIEHUI.

[ToaBomst UTOr, CTOUT OTMETUTH, UTO CPEIU PACCMOTPEHHBIX IIPOTOKOJIOB HET IIPAKTHIe-
CKH IIPUMEHUMOI0 IIPOTOKOJIA JIEIeHTPAIN30BAHHOIO OTKA3yeMOTro OOIIEHNsT CO CBOMCTBAMUI
COTJIACOBAHHOCTU TEKCTa MEPEIUCKH. DTO MOATBEPKIAET aKTyaJbHOCTH JIAHHOW pabOTHI,
IJIe TIPUBEJICHBI OCHOBHBIE PE3Y/ILTATHI IIPOEKTA, IEIbI0 KOTOPOI'O SIBISETCS CO3JaHHUE ITPO-
TOKOJIA, YJIOBJIETBOPSIIOIIETO STUM TPEOOBAHUAM.

2. OnmcaHue MPOTOKOJIA
21. Mogenb HapymurTead

PaccmarpuBaercs Mozessb 17106 16HOTO 3JI0Y MBIIIIJIEHHUKA, OCHOBHBIMU TEJISIMI KOTOPO-
r'o ABJIAIOTCA HAPYIIeHNe KOH(MUJACHIINAILHOCTH TIePeIaBACMbIX JTAHHBIX U UJICHTU(DUKAINS
YYACTHUKOB KOMMYHHKAIMKH. K HAPYIIUTEIsIM TaKOro KJacca MOYKHO OTHECTHU, HAIPUMED,
[IPOBAIIIEPOB OOJIATHBIX YCJIYT U CPEJICTB EHTPATIN30BAHHBIX KOMMYHUKAIIWI, & TaKXKe Op-
TaHU3AINN, 3aHUMAIOIIUECs Pean3alneil epCOHAIbHBIX JAHHBIX TT0JIb30BATEIeH.

OcobeHHOCTD TIOI0OHON MO HAPYIIUTE/IsT B TOM, UTO 3/I0YMBIIIIEHHUK MOXKET TI0-
IIBITATHCA CKOMIIPOMETHPOBATDH KJ/IOYEBOH MaTepuay yIaCTHUKOB KOMMYHUKAITMH ITYTEM
nepebopa, Tak Kak 00J1aaeT 3HAYNTEJHbHBIMI TEXHUYECKIMU U (DUHAHCOBBIMU BO3MOYKHO-
CTSIMU, & TaKyKe MOYKeT 3allUChIBATh TPahUK KOMMYHUKAIUNA Ha TPOTSAKEHUU JJTUTE/THHO-
ro Bpemenn. Hanpuwmep, B [21] npogemoncrpupoBana araka Ha mpotokos Diffie — Hellman
Key Exchange (DHKE), nosBosisiforasi CyImecTBeHHO COKPATUTD BPEMsT HAXOXKJICHUS JHC-
KperHoro jorapudma. Crout 3ameruThb, uro MHOTHE peanu3anun DHKE n3 coobpakenuit
[IPOU3BOIUTE/ILHOCTH HCIOJIB3YIOT (DUKCHPOBaHHDbIE 3HAYCHUS MOPSAIKA IPYIIILI U T'eHepa-
TOP&, YTO IO3BOJISET 3JIOYMBINIJIEHHUKY IPEJ/IBBIYUC/IATL STAIbI AJITOPUTMA JUCKPETHOTO
JorapuMUPOBaHUs, 3aBHUCAIINE TOJIBKO OT TOpsiaKa rpymmbl. [lo MHeHnmio aBTopos [21],
y7Ke CerojiHsi OpraHU3allis C HEOTPAHUIEHHBIM (PUHAHCHPOBAHUEM CIIOCOOHA ITPOU3BO/INTH
yeremuble arakn Ha DHKE ¢ mmmaoit kmoua 1024 6ut. Ecam B OyaymeM 1Mo KaKnM-TO
npuarHaM (KOMIPOMETAIUs, 3/10f YMBICeJ YIaCTHUKOB KOMMYHUKAIMN) 3JI0YMbIIILIEHHUK
[OJIYYUT JIOCTYH K OTKPBITBIM TEKCTAM IEPENUCKU, OH TAKXKE CMOXKET MOIBITATHCA MPUBSI-
3aTh CEAHC KOMMYHUKAIUU K yIACTHIUKAM.

[Tomumo TOrO, UTO MOMOOHBIN 3JTOYMBIIIJIEHHIK MOXKET 3aIllChIBATH U XPAHUTH TPAH-
CKPUIT TepenucKu (IycTh Jazke mudpOBAHHBIN ), OH YKe MOXKeT BBITIOJHATE 38189y B3auM-
HOI maeHTUdUKaIuM rmojab3osaresieit. Hanmpumep, noibp3oBaresn OyayT njaeHTU(OUIINPOBATH
JIpYT JpyTa MPU ITOMOIIN HOMEPOB MOOMJIBHBIX Tesie(hbOHOB, KOTOPBIE CYIIECTBEHHO ITPUBSI-
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3aHbl K CBOUM BJIQJIE/IbIIAM, B YaCTHOCTH, B OOJIBIITMHCTBE CTPAH HOMEPa TesiehOHOB Peru-
CTPUPYIOTCS IO YOCTOBEPAIONIMM JIMYHOCTH JOKyMeHTaM. Takum o0pa3oM, 3J/I0yMBbIIIIEH-
HUK B HaIllCH MOJEIN MOXKET HEOTKA3yeMO MPUBA3ATh KJIOUYEBOI MaTepraJ NOJIb30BaTe e
K HUM CaMUM, HaIlpUMep depe3 HoMep TesiepoHa.

[ToapiToKUBast, chopMyIUPYEM MOJIE/IbL HAPYIITUTEIS CACYIONUM 00pa30M: B KaueCTBE
HapyIIUTe/ I OyIeM paccMaTpUBATH OPraHU3AINIO, 00/ A0ILYI0 CYIIeCTBEHHBIMHI BBIUMC-
JIUTETbHBIMU MOIHOCTSIMU U /UJINA JIOCTYIIOM K MH(PACTPYKTYPE TePeIadn JIAHHBIX.

22. Kparkoe onmcanue 0a30BOro NPOTOKOJIA

B [8] cdhopmynmpoBanbl TpeboBaHUsS K IIPOTOKOJY KPUITOTPaDUICCKN 3alUIIEHHBIX
IPYIIOBBIX KOMMYHUKAIINHN, TTPEJIOKEH YI0BIETBOPSAIONINN STUM TPEOOBAHUSIM IIPOTOKO.T,
a Takzke mposeJieHa ero dpopmasbhast Bepudukanus (model checking). IIpuseném stu Tpe-
OoBaHMS:

1) KoHMDUIEHINATBHOCTS;

2) IEJIOCTHOCTE;

3) ayTeHTHIHOCTH;

4) 0TKa3yeMOCTD;

5) coBeplleHHAs MPsIMast CEKPETHOCTH;
6) COrIACOBAHHOCTH TPAHCKPUIITA.

[IepBbie Tpu CBOCTBA ABIAIOTCA TPAJIUIIMOHHBIMU B KPUIITOIPadUH, TOPA3I0 OOIbIITNI
UHTEpPEeC TPEJCTABJISAI0T OCTAJbHBIE — UMEHHO OHU O0ECIeYUBAIOT JOCTATOYHBIN yPOBEHB
6e301aCHOCTH B KOHTEKCTE paccMaTpuBaeMoil Mojiesn Hapyimress. [Iporokos [8] ocHoBan
Ha multi-party Off-the-Record uz pa6orsr [9]. AkryasbHOCTb ero Mopudukanmm O6bL1a Bbl-
3BaHa TeM, 910 opurunHajbHbii mpOTR uMest mib BEICOKOYPOBHEBOE OIMCAHUE U MHOT'HE
CyIIECTBEHHbBIE BOIPOCHI PEATM3AIUI OCTAIUCh OTKPBIThIME. B dactHOCTH, B [9] He GbLIO
[IPEJIJIOZKEHO MACIITAOUPYEMOil IIPOIEyPhl I'PYIIIOBOH ayTeHTU(UKAIINYA U He ObLIN perire-
HBI IIPOOJIEMBI, CBA3aHHBIE C 00ECIIeYeHIEeM COTJIACOBAHHOCTHA TPAHCKPUIITA BO BPpEeMs KOM-
myrukanuu. [Tpeioxkennsrii B [8] mporokos perraer o6e stu mpobaembl. Bo-1iepBbix, B HEM
UCIIOJIb30BaHa YJIydIleHHas TPoIeaypa oTkazyemoit rpymmosoit ayrentudukarun IDSKE,
umMeromas cJaokHocTb 4N 1o ducity coobmienuit, B cpasaenuu ¢ 12N y mpOTR [22]. Bo-Bro-
PBIX, JIJIsi 0DecIievdeHusl COTJIACOBAHHOCTU TPAHCKPHUITa UCHoJb3yeTcs mporokos OldBlue,
MTO3BOJIAIONTNI JIOOPOCOBECTHBIM YYACTHUKAM ITOJJIEPKUBATH TPUIUHHYIO KOHCUCTEHTHOCTH
nepeiaBaeMbix coobrmennii [23]. He 6ymem mompobHO oCcTaHABIMBATHCSA HA OIMUCAHUI BCETO
[IPOTOKOJIA, OTMETUM JIAIIb, YTO HMPOTOKOJI OMHCHIBAET IMOJIHBIN NMUKJI (a3 3alUIIEHHOTO
OOIIeHN:

1) ycraHOBJIEeHHME KaHAJa: YIACTHUKE YCTAHABIUBAIOT COEIMHEHNE MEXKIy coboit, BOOO-
111e TOBOPS, HE 3allUIIEHHOE;

2) ayreHTH(UKAIWS: YIACTHUKI COBEPIIAIOT IIPOIE/YPY OTKA3yeMOii I'PYIIITIOBOI ay TeH-
tudukanuu. B pe3y/brare y4acTHUKH BBIPAOATHIBAIOT CECCHOHHBIN KJIIOY UG PO-
BaHUs W OTKa3yeMble MOIUCHBIE KITIOUN;

3) KOMMYHUKAIUS: HA JAHHOM STalle YIACTHUKU HEMOCPEJCTBEHHO EPECHLIAIOT JIPYT
JIpYTy COOOIIEHUST;

4) 3aBepirenne: 6e30MaCHOE yJIaJeHne U3 MaMsITH CeCCHOHHOIO KJIIOYa ¥ ITyOJIMKAITHs
OTKA3yeMBIX TIOJIITUCHBIX KJIIOYeH.

23. [IpoaBuxKeHnue KJAIEBOTO MaTepuaaa

Emé ogaum mwegocratkoMm mporokosa mpOTR ssistercs To, 910 on He 00J1a/1aeT CBOI-
CTBOM COBEPIIIEHHOMN MPSIMOii CeKPeTHOCTH BO BpeMsi KoMMyHHKaruu. [lomobHoe cBoiicTBO
[TOJIE3HO JIJIT TIPOTOKOJIA B CJIydae, €CJIM 110 KAKHUM-TO IPUIUHAM CECCUOHHBIN KJIFOU IIud-
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pOBaHMs OBLIT CKOMIIPOMETUPOBAH BO BPeMsI KOMMYHUKAIIUH, T. €. TIOK& OH eIII¢ CYIIeCTBOBA
B IIAMSTH YCTPOICTB yIaCTHUKOB ceaHca obiienusi. PakT nCo/ib30BaHUs OJTHOTO KJII0Ya Ha
Bech cearc kommyHukarn ormaaeT mpOTR or OTR [1] ninm ero anasoros [14], B KOTOpBIX
HOBBII 3deMepHbIil K049 M POBaHIA BhIpA0ATHIBAETCS KaXKJIble HECKOJIBKO COODIIEeHNI,
YTO CYIIECTBEHHO YMEHDIIAET MOCIEICTBUS BO3MOXKHON KOMITPOMETAITHH.

Haunubiii nporece B jmreparype dacto nasbisaior Key Ratcheting [5, 14]. Mer 6yuem
HA3BIBATH €r0 NPOJGUIHCEHUEM KAIOHEB020 Mamepuaaa. Byrem obo3HadaTh i-if CeCCHOHHBIN
KJTI04 sk;. MHOXKeCTBO cOODIEHNIT, KOTOPBIE KOMITPOMETUPYIOTCS TTPU KOMITPOMETAITUH KJTFO-
ga sk;, OyjieM Ha3bIBaTbh OKHOM Komnpomemayuy. OTMETUM, 9TO B OKHO KOMITPOMETAIIN
MOT'YT BXOJUTH HE TOJILKO COOOIIEHUsI, KOTOpPbIe HEIOCPEJICTBEHHO ObLIN 3ammundpoBaHbI
KJIIOUOM Sk;, HO U COODIIEHWUsI, 3aIlndOPOBAHHbBIE MPEIbLYIUMA U/ UK [TOCTIE LY IOMIUMI
KJIIOYaMU. DTO CBA3AHO C TE€M, UTO KOMIIpoMmeTarus sk; MOXKET MOBJIEYb 38 CODOH KOMITPO-
METAINIO JIDYTUX KJIOUell B 3aBUCUMOCTH OT BBIODAHHON CTpaTernu reHepariun Krodei.

Bo BBe1éHHBIX TepMUHAX T1€/1b TPOTIETY Pl IIPOBUKEHUST K/TIOIEBOTO MAaTEPHAIA MOXK-
HO c¢hOpPMYTUPOBATH KaK MUHIMHU3AIMIO OKHA KOMIIpoMeTaluu. B ciiydae ¢ obimennem JByx
cobeceIHUKOB 3a/iada uMeet ahdekTuBHoe perenne. B wacrnocru, B |5, 14] onucsisaorcs
pa3JIMYHbIE IOJXO0/IbI K OpPraHU3allud ITPOJBUKEHUS KJIOUeBOro marepuasa. x cpashe-
Hre mMoxkHO HaliTu Ha puc. 1: Naive KDF Ratchet coorBercrByer asropurmy Silent Circle,
Double Ratchet — nporokosy Axolotl u3 [14], a OTR Ratchet — npojpuzkernto KirroueBoro
marepuasia B opuruaaabHoM OTR [1]. Kak MoxkHO BujieTh, Hanbosiee yIaqHbIM ¢ TOYKI 3pe-
HUA MUHUMU3AIUN OKHa KOMIIpOMETAIlUN sBJIgeTcsd cMemaHHbIil mojxo Double Ratchet,
TaK Kak IIPU 9TOM TakK ke, Kak u B ciaydae Naive KDF Ratchet, kaxmoe coobiienne umd-
pPyeTCsl YHUKAJBHBIM KJIFOUOM W IPU IEPBON K€ BO3MOXKHOCTU BBIPAOATHIBAETCS HOBBII
CeCCUOHHBIN KJTIOY, HE3aBUCSIINI OT TIPEJIBIIYIIHIX.

[Ipu ommcanum ajropuTMa IPOJBUXKEHUs KIIOYEBOI0 MaTepuaJja Oy/eM UCIoJIb30BaTh
CJIeJTIyIONINEe TTOHATHUS:

— sk; — MacTep-KJI104, BbIpabaThIBAEMbIil B pe3y/IbTaTe I'PYIIIOBO MPOIEyPhl NeHepaIun
kiova. B kadecTse Heé BriOpan npokos Bypmecrepa — /lecmenra [24], Tak Kak B cpaBHe-
HUW C JIPYTEMHU U3BECTHBIME ITPOTOKOJIAME JIJIsT CHMMETPUIHONW IPYIIIOBOI BhIPAOOTKU
o0IIero cekpera, HaIpUMep TI'PYHIOBBIM 1poToKoIoM [luddu — Xemimana, on umeer
HAMMEHbIIIee YUCI0 PAYH/IOB;

— sk — K109 n-T0 cOOOIIEHNsI, OTIPABJIEHHOI'O TIOCJIe TOPOKICHNA MACTEP-KJII04a Sk;.

B npennoxkeHHO#l peanmsanum s IOPOXKJICHMS KJloda  sk]' HCIOIb30BaHA CXEMa
Hash(sk; + Hash(n)). Ona oramuaercs or, Hampumep, npuMensiemoit B Axolotl u Silent
Circle, ryie HOBBIH KO 3aBUCHT TOJIBKO OT TIPEIBLLYIEro, To ecTh ski' = Hash(sk™ '),
sk = sk;. B BbIOpanHOil cxeMe MU KOMIIPOMeTAIlui Kioua sk 3710yMBINLICHHUKY CTAHO-
BHUTCA JIOCTYITHO TOJIBKO OJHO COOOIIEHMEe, B TO BpeMsl KaK BO BTOPOIl — BCE ITOCJIELYIONINe
JIO OYePeIHON IIPOIEeyPhl I'PYIIIOBOI BHIPAOOTKM KJIIOYA.

[Iponetypa npoiBuzKenus: paboTaeT CJIeIyIoNUM 00pa3oM: B HadaJse MEPENUCKHA Cpas3y
IIOCJIe TIPOTIETYPhI ay TEHTH(MUKAIIUN CIETIUKU TEKYIIEro COOOIEHU N U TEKYIIEro MacTep-
KJIIOYa, { WHATHATH3UPYIOTCA HYJIEM, & HAaYaJIbHBII MacTep-KJI09 Sky — OOIIM CEKPETOM,
BeIpaboTanubiM B x0/e paborsl IDSKE [22].

IIpu ornpaske coobiienue mudpyercs kiaodoM ski'. B meraganublie coobinenHus J1o-
OaBJIAIOTCH 3HAYEHUSI N U 17, COOTBETCTBYIONINE TEKYIIUM 3HAYCHUAM 71 U i, [IOCJE Iero
CUETYUK N YBE€JIMYINBaeTCA Ha €JUHUILY. HpI/I IIOJIy4YeHnun COO6H.I€HI/IH n3 ero MeTaJaHHbIX
N3BJIEKAIOTCA 3HAYEHNs CUYETUYNKOB N1 U i1, hopMUpyeTcsa K04 skl 1 coobIeHne pac-
i POBHIBAETCH.
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Naive KDF Ratchet OTR Ratchet Double Ratchet
msg[i-3] msg[i-2] msg[i-2]
v v v
. OOHoOBIICHKE OOHOBIICHNE
msg[i-2]
KIIH04a KIro4a
Yy o \ \
msg[i-1] voomsgli-1] msg[i-1]
______ Yoo N S Y
E msg[i] i <€ -MOMEHT KOMIIPOMETAIHH KTioda: P> E msg][i] | <€ -MoMeHT KOMIPOMETAIMH KIToya” > E msg[i] 1
______ Yoo N S Y
oomsglitl] voomsglitl] voomsg[itl]
______ Yoo v v
' . H OOHoOBIICHKE OOHOBIICHNE
v msg[it2]
: : KIIH04a KIro4a
______ Yoo v v
E msg[i+3] . msg[i+2] msg[i+2]
msg — Coo0urenne, KOHYUAEHIUATLHOCTE KOTOPOTO HE HApYyIIEHa
E msg i — CKOMIIPOMETUPOBAHHOE COOOIIEHNE

Puc. 1. CpapHeHEe pas/IMIHBIX OAXOI0B K IMPOABUKEHUIO KJIFOUEBON0 MaTepraJia

Kaxkapie N coobmmennit win 1’ ceKyH/1 TPOU3BOINTCS TIPOIEIypa OOHOBJIEHUsT TEKYIIEr0O
CECCHOHHOTO KJII0Ya IPU TOMOINK ajroputMa Bypmecrepa — lecMenra u caéTauK coo0IIIE-
Huit n cOpackiBaeTcd B HOIb. [Ipeapyiime MmacTep-Kiaoun sk; XpaHATCd B MAMSTH JI0 TeX
1Iop, MoKa He OyJIeT JO0CTaBJIEHO IocenHee 3amndpoBaHHOE PU WX IIOMOIINA COOOIIEHNE.
B mpoTokoJie mojiepKnBaeTcsi CBOMCTBO COTVIACOBAHHOCTH TEKCTa, IEPENUCKH, YTO IT03BO-
JIIeT 3HaTh, KOTJIa MPUIILIO TOC/Ie/IHee cOODIenne, 3amm@poBaHHOe CTapbIM KJIIOYOM.

24. llpobnemMb ayTeHTUGPUKAUHT B YCIOBUIAX
JTEMEHTPAJU30BAaHHON CPpeJbl

[Ipu mocTpoeHUN MOJTHOCTHIO JEIEHTPAJIU30BAHHON MH(MPACTPYKTYPHI Mepeadn JiaH-
HBIX JIJI 3alUIIEHHOTO MECCeH2Kepa BOZHUKAET MHOYXKECTBO Ipob/ieM. Bo-1iepBbIX, BaKHO
PaccMOTPETh BOIPOC YCTOWIMBOCTH TIpe iIaraeMoii cxeMbl K sybil-arakam [25]. st perernst
JIAHHOM 3a/iauM paHee IpeJijlaraJiuch PeIieHns, OCHOBaHHbIE Ha UCIIOJIb30BAHUM YJIOCTOBE-
PSIONIUX IEHTPOB JIMOO YCTAHOBJIEHUU JIMMUTOB Ha YHUCJIO HPUCOEIUMHIEMbBIX Y3JI0B, ITOOBI
OTPaHUYIUTH BO3MOXKHOCTH aTaKyOIIero 1o BHeIPeHnio cBonx y3/0B. Oba 1moaxo/a Herpu-
MEHUMbI B PacCMaTpPUBAeMOil MOJEIN HapyIIUTe/d, TaK KakK TPeOYIOT BBICOKON CTeleH:n
HeHTpau3ain. Bosee o3 aHne paboThl, Halle/leHHbIe Ha 1ocTpoenne P2P-cereit na DHT,
HCIIOJIB3YIOT B KQUeCTBE BCIIOMOTaTe/IbHON MEPbl 3HAHUS O COIMAJILHBIX CBA3AX YIaCTHUKOB
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cern |26, 27|. OgHako U THU TMOIXOBI UMEIOT HEJOCTATKY, TaK KaK IIPEJIIOJIAraloT HAJIU-
Yne CBOMCTB CUJIBHOW CBSI3HOCTHU y Ipada COIUA/IbHBIX CBI3€l, a TAKYKe M3BECTHYIO OIEHKY
pa3MepoB JeleHTpan30BanHoi cetn. [1pn peasmzanum MbI IpejyiaraeM UCIOIb30BATH MO-
mudukarmio kiaccuaeckoro DHT nporokosa Chord [28|. Janublii mpoToKOJT IpHMedaTeseH
TEeM, 9TO UMEeeT MUHUMAJbHBIE IPEJIIOJIOKEHI O CeTH, IIPOCT B pean3allii, a TaK»Ke J0-
cTaTOIHO 3P DEKTUBEH IIPHU OOJIBIIIOM KOJUIECTBE 3JI0BPEIHBIX Y3JI0B.

Bo-BTopbix, BCcTaéT BOIpOC pacipe/ie/ieHus KIoUueil MexK 1y yIacTHUKAMU KOMMYHUKA-
. Pacemorpenst Tpu noaxoga: Public Key Infrastructure (PKI), Web Of Trust (WoT) u
Trust On First Use (TOFU). Beuy crpemiiennst MAaKCHMAIBHO OTKA3aTHCA OT Y3KAX MECT
JoBepus (Tak HasbiBaeMbIX trust bottleneck), pemeno ne pacemarpusars PKI us-3a ero men-
Tpajan3oBaHHoi npupoabl. Uro kacaerca WoT, To B HEM mpejiioaraercs, YTo 0JIb30BaTe-
Jin OyJIyT UCIOJIb30BATh HEOTKA3YEMbIe MOJIINUCU ITYOJIUIHBIX KII0Ueil CBOUX CODECEIHUKOB.
DTO He BCTYIAET B IIPAMOE IIPOTUBOPETNE CO CBOMCTBAME OE30IIACHOCTHU HAIETO ITPOTOKOJIA,
OJTHAKO HAJIMYIWS TIOJ0OHBIX IMOJMNCEN BCE YK€ XOTeI0Ch Obl M30eKaTh, KOTJA Pedb UIET O
[POTOKOJIE OTKA3yeMoro obIieHust (He CTOJIbKO ¢ TOYKH 3DEeHHsl MAaTeMaTUIeCKOil, CKOJIb-
KO C TOUYKH 3PEHUsT MPAKTUIECKOro ucroib3oBanus mporokosa). TOFU Bumurcs manbostee
[IEPCIEKTUBHBIM CII0COO0M oOMeHa Kjodamu. CyTh TPOTOKOJIA 3aKII0YAETCSI B TOM, UTO
CTOPOHBI OOMEHUBAIOTCsT OTTIEYATKAME KJIIOUEi 10 TPeTheMy KaHaJTy, a M03Ke [IPU TIePBOM
YCTaHOBJIEHUH COeMHEHMST CPABHUBAIOT TIPeIbsIBJIEHHBIE OTIEYATKH C IOy YeHHBIMU PaHee
1 3allOMUHAIOT CBOI BBIOOD Ha COEIMHSIONINXCS ycTpoiicTBax. TakuM oOpa3oM, yIacTHUKI
XpaHAT y cebsl Ha yCTPOMCTBAaX CIMCOK JOBEPEHHBIX IIyOJNIHbIX KJfodeil. JaHHbIil momaxo.T
XOPOIIl MUHUMAJILHOCTBIO MHMPACTPYKTYPHI U OTCYTCTBUEM KaKOH-IMOO0 MEHTpAIU3AINN.
Haubousbiee pacrnpocrpanenne TOFU nmomyuni B nporokose SSH. Ilpu umcmosb3oBanmn
TOFU nema/ioBayKHBIM aCIIeKTOM sIBJISIETCsT UCIIOIb3yeMblil THII OTIIevdaTKa Kiaroda. Cyre-
CTBYIOT WCCJIEJIOBAHVS, MOCBSIIEHHBIE Pa3paboOTKe yJIO0OHBIX B HCHOJIb30BAHUN (YTEHUH W
CPaBHEHUH <«Ha TJIa3») OTIEeYaTKOB Kioueii [29—33].

MbI permim 0CTaHOBAUThCS Ha TI0xoj1e 33|, Tak Kak OH He CHUKAET ypOBHs Ge3omac-
HOCTHU B CPABHEHUU C KJACCUIECKUMU OTIIEYaTKAMK KJIIOUe, HO TIPU ITOM sIBJisieTcst DoJiee
YUTAEMbIM, ITOTOMY YTO COJEPXKHUT 0OA30BBIE CJIOBa AHTJIMHCKOTO sI3biKa. OpUrHHAIBHBIN
OTR mnpemocraBiisier Tak:Ke BO3MOYKHOCTD IIPOBEPUTH JITAHOCTH COOECETHUKA ITPU TIOMOIIIH
CEeKPEeTHOro BOMIpoca. st 9TOro MCrmob3y0TCs CXeMbl JI0Ka3aTe/IbCTBa ¢ HYJIEBBIM pasriia-
[IIeHIeM, TI03BOJISIOIIe IIPOBEPUTH 3HAHKME CTOPOHOI 00IIero cekpera 6e3 paCKpbITHS MH-
dbopmanun o wém. B OTR ¢ aroii nesbio npumensiercs mporokoi SMP (Socialist Millionaires
Protocol) [34]. Mer permiii He OTXOIUTH OT STON HPAKTUKU M TAKKE MIPEIOCTABIIATD [0JTh-
30BATENI0 BO3MOKHOCTH IOITBEPXKIEHNS JTMIHOCTH cobeceqamnKa mpu momonm SMP 6e3
KaKNX-TM00 N3MEHEHUI B IIPOTOKOJIE.

3. Onucanue peajim3anuu

Cpe/icTBO KOMMYHHKAIUH, B KOTOPOM PEAJIM30BAH ITPE/IJIOKEHHBII IIPOTOKOJI, TIPeICTaB-
JIsteT coboil JIeIeHTpaTm30BaHHOe BeO-TIPUIOKEeHNe Ha s3bIKe JavaScript. Y3/b! ycranaB/m-
BalOT COEJMHEHUE JIPYT C JPYIOM IIPU HOMOIIM cepBepa-Tpekepa. OH HCIIOIb3yeTcst TOJIBKO
JIJISE TPAHCSIINNA WAeHTH(UKATOPOB ToJib3oBaTeseil B IP-anpeca, coobiienns moJib3oBaTe-
Jieit mepearorcs Hampamyto. Ocobblit ciryvail mpeacTaBIsioT MOJIb30BATE N, UCIIOIb3Y O
nporokost NAT (Network Address Translation — «mpeobpazoBanue ceTeBbIX aJpecoB» — Me-
xanm3M B cetsax TCP/IP, mossosstionuit ipeobpazoseiBarh [P-ajipeca TpaH3UTHBIX make-
ToB). [l HUX yCTaHOBJIEHUE TIPSMOTO COeIMHEHHsI He BCEria BOBMOYKHO, OJIHAKO JIJIsT TI0I00~
ubix curyaruit WebRTC nomzepxkusaer nporokos TURN, nosBouistioninii BOCIo1b30BaThCs
CEePBEPOM /IJIsI PETPAHC/ISAIINN.
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V31l COeUHAIOTCS APYT € APYTOM B TOIOJIOTHIO «KazKIblil ¢ KaxKIbiM». [Ipu HEeobxo1m-
MOCTHU BBITIOJTHUTH KaKOW-HUOY/Ib MEHTPAJIM30BAHHbBINA aJI'OPUTM, HAIPUMED MEPE3AITYCTHTD
KOMMYHHUKAIIUIO B CJIyd9a€ OTCOCAMHEHUNA OJJHOIO U3 YIaCTHUKOB, JIUIEP (T. €. Y4aCTHHK,
KOODJIMHUPYIOIIHI BBITIOJHEHNE [EHTPAJIN30BAHHOTO aJITOPUTMA) BBIOUPAETCSI CJIELy FOIIUIM
00pa30oM: KazK/JIblil y3eJI COPTUPYET YHUKAJIbHbIE NJICHTU(PUKATOPHI BCEX YIaCTHHKOB KOM-
MYHUKAIIUU 1 BbIOMpaeT HAMOOJBINNI U3 HUX. Y3eJI ¢ MAaKCUMAJIbHBIM HJIeHTH(DUKATOPOM
O00BSBIIAETCS JILAEPOM, IIPU STOM I €ro OIpele/eHns He MOTpedoBaach OTIIPaBKa HU
OJHOI'O COOOIIIEHUS.

Jnsa paborsr ¢ WebRTC wucnonb3yercss OubImoTeka ¢ OTKPBITHIM HCXOIHBIM KOJOM
peerjs [35]. Bumecre ¢ Heil nocrasisiercs myOJINYHBIA cepBep-TPeKep, KOTOPbIi pu Heob-
XOJUMOCTH MOYKHO Pa3BEPHYTb CAMOCTOSITEILHO, B TOM YHCJIE B JIOKAJbHON CETH.

3.1. XapakTepucTuKHN MOJEJbHON peasu3alnuu

Ha pannbiii MoMeHT paspaboTaHa MOJEIbHAdA peaau3alys IPOTOKOJIa Ha S3bIKe
JavaScript ¢ umcnospszosammem nupunrosoit texunoiorun WebRTC [11]|. Peanmsarus sis-
JIIeTCS JICHEHTPAJIN30BAHHON, OJHAKO JJIA IPOCTOTHl TPAHCIOPTHAS YacTh peajn30BaHa
¢ ucnosib3oBarueM Tpekepa [35], a we DHT. Anropurm pacmpenesénHoro tpancmopra [28|
IJIAHUPYETCsT Pean30BaTh B OyIyIIeM.

[Iposeneno uccienoBanue CBOMCTB MOJEILHON pean3alii B PA3JINIHbIX CIIEHAPUAX HC-
[0JIb30BaHust. Bo BpeMsi CciIe10BaHusl IIPOU3BOIUIIOCH TPOMUIUPOBAHIE HA IIPEJMET TOTO,
CKOJIBKO BPEMEHH 3aTPadeHo Ha KPUITOIpPapuIecKre BLIYACICHUS, & CKOJILKO Ha CeTEeBbIE
olepaIym.

Vemanosaenue coedurenus: n NMoJIb30BaTeeil yCTaHABIMBAIOT IEPBUYHOE COEINHEHNE
JIpYT ¢ JAPYIOM U IPOBOAAT HPOIEAypy B3auMHOR ayrenTudukammu. [Ipu srom ey
yYIaCTHUKAMU HCIOJIb3YETCsl TUI COEIUHEHUsT KazK IbIH-C-KaxKIbIM, TO €CTh He IPELyCMOT-
peHa perpaHc/snus. Pe3yiabrarTsl mpuBejieHbl B Ta0JI. 1.

Tabauma 1
Bpems ycraHOBJIEHWSI CO€AUHEHMSI, MC

n 3 5 7 10
YcTaHOBIEHUE TIEPBUYHOTO COETUHEHUS 153 609 700 | 1005
QPaza ayrenTuduKanuun 1712 | 1987 | 2357 | 3823
Daza ayTeHTUDUKAIMN: CETEBBIE OIEPAIIAN 1011 | 1254 | 1437 | 2761
®aza ayrenrudukanun: Kpunrorpaduieckne Borauciaenns | 701 733 920 | 1062

Bpemsa npuéma-nepedavu: uaMepseTcs BpeMs, 3a KOTOpoe y4dacTHUK U; pacchliaeT Beeit
rpyue coobuienue, a apyroii yaacruuk U; orsedaer emy (tabir. 2). Bpems okonvanus dbuk-
CUPYeTCsI TIOC/Ie JIOCTABKA OTBETHOTO COOOINEHMsT BCceM ydacTHUKaM. [Ipu 9roMm mpe/mnosa-
raeTcst OTCYTCTBUE TOTePh COOOIeHNI Ha KaHajax CBI3U. BpeMs MexK 1y y3/jaMu CHHXPO-
Husupyerca npu nomomu JokaiabHoro NTP-cepsepa (Network Time Protocol — ceresoit
IIPOTOKOJI JIJIsi CHHXPOHU3AIUU BHYTPEHHUX YacOB KOMIIHIOTEDA C HCIIOJIBL30BAHUEM CeTeil
C TIEPEMEHHOM 3aJICPIKKOIf ).

Tabauma 2
Bpems npuéma-niepenaun (RTT), mc

n 315 7 10
RTT 76 | 98 | 112 | 120
RTT: cereBbie omneparuu 74195 | 109 | 117
RTT: kpunrorpaduyeckue BpraucieHus | 2 3 3 3
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Bpems noemophozo coedunenus nocae paspouiea,/omKaouenus: B IepBOHAYAIBHON KOH-
duryparnuu numeeTcs n y4aCTHUKOB, Jlajiee y9acTHUK U, MITaTHO OTCOETUHAETCI OT OCTAJIb-
HBIX JIHOO MMHUTHUPYETCS CETEBOIl pa3phbiB C JPYIUMH ydyacTHUKaMu. V3mepsgercd Bpewms,
Yepe3 KOTOpoe KOMMYHUKAIUsT BO3BPAIIAETCsI B KOHCHCTEHTHOe cocTosiHue (Tabur. 3).

Tadbauma 3
BoccraHoBiieHre KOMMYHUKALIMK [IOCJIE Pa3pbiBa, MC

n 3 5 7 10
O6HapyzKeHre pa3pbiBa 4119 | 5964 | 4712 | 5001
ObHapyKeHne OTCOeMHEHUS 5 12 17 19
Ilepezamyck yara 1472 | 1719 | 2374 | 3773
Cymma 1477 | 1731 | 2391 | 3792
Cymma (paspbiB) 5591 | 7683 | 7086 | 8774

32. OcobennocTu nmaaTdopMBbI

Bpay3zepnl 3auacTyio BOCIPUHUMAIOTCA KaK Cpejia, HeIPUTOIHAs JIJIA TIOCTPOCHUA KPUII-
Torpadgudeckn 3anuieHHbx mpuaoxkennii. [logodnoe MmHeHne copMupoBaHO, B 4aCTHO-
CTH, U3-3a TOrO, YTO JavaScript He mMes J0cTyla K UCTOIHHKAM JOCTATOYHON SHTPOINH,
HEOOXOAUMBIX THIIOB JAHHBIX I PAOOTHI ¢ OOJIBITUME YUCIAMH, a TaK:Ke He MOT 0becIie-
YUTb KOHCTaHTHOI'O BBIIIOJIHECHU A HEKOTOPBIX onepauﬂﬁ JJId 3aIUTHI OT aTaK 110 CTOPOHHUM
KaHaJIaM; HaKOHeTl, BeO-TIPUJIOYKeHIS HeTb3sT CINTATh OE30TaCHBIM CIIOCOOOM JTOCTABKH KOH-
TeHTa BBUY UX juHaMuaHocTH [36, 37|. Tlosromy sTa Tema jyurebHOe BpeMst 00X0/1/Iach
aKaJIeMUIeCKIMU UCCJIeTOBAHUSIMU CTOPOHOIA.

CHpaBe,ZLHI/IBO 6y,Z[eT OTMETUTDH, 9YTO B IIOCJ/IeJHUE HECKOJIbKO JIET CUTYyallusd CylnIeCTBEH-
HO M3MEHWJIACh B JIYUIIYIO CTOPOHY, KaK M MHEHHE HCCJIe0BaTe/ el 1Mo JTaHHOMY BOIIPO-
cy [38, 39|. Bo-niepsrix, JavaScript mosyuma mojiepKKy KpunrorpaduiecKu CTORKON re-
HEpaIUK IICEeBIOCTYIaiiHbIX dnce, a Takzke API 1y paboTs! ¢ KpunrorpaduaecKuMy IpH-
vutusamu [40]. Bo-BTOPBIX, yBEJUUUIOCH KOJUUECTBO OUOJINOTEK, PEan3yONUX Pas/Iii-
Hble KpUITorpadgpuieckre IpUMATUBDI, B TOM YHCJIe aKaJeMUIECKIX U aKTHUBHO COIPOBOK-
nmaembix [41]. Hakower, va Bropyto nososuny 20171 6osee 70 % GpaysepoB B Mupe Ioji-
nepxusator TexHosorno WebRTC [42]. 910 c10:KHBI ceTeBoil MTPOTOKOI, MO3BOJISIIOIIAIL
Opay3epam ycTaHaB/JIUBaThL JPYT ¢ japyroM end-to-end coenurenue, cBoiicTBa 6€30MaCHOCTH
KOTOPOTO BBICOKO OIeHEHBI [43].

Yro Kacaercs aTak 110 CTOPOHHUM KaHaJaM, TO JAHHBI BOIPOC HMCCJIEIOBaH B pPado-
tax |44, 45|. Ilokazano, 9T0 KOHTPOJIb 3J0YMBIINIJICHHUKOM OJHOI U3 BKJIAJIOK Opaysepa
MOXKET TO3BOJIUTH ONPEJIEINTh, KAKOW caflT M3 CIUCKa M3BECTHBIX ObLI 3arpyzKeH B JIpy-
roif BKJIaJIKe, KaKue KJIABUIIN OBbLIM HAXKATbI, KAKO#l JJOKYMEHT OTPUCOBBLIBAJICA B COCE/I-
HEM OKHe, HaKOHeIl, JlayKe OIPEJIe/NNUTh, UYTO B MOJK/IIOYEHHOM ITH(MPOBAHHOM JUCKE €CTh
CKPBITBIA paszjes. ATaku POBOAMJIMCH IPHU ITOMOIIU MPOPUINPOBAHKUSA COCTOAHNSA L3-K3-
a MIpoIeccopa, 9TO CTaJI0 BO3MOXKHBIM Ojaromapst mojiaepzkke High Resolution Timer
B JavaScript. DTo mo3BoJIIeT aTaKOBATh HE TOJBKO JAPYrue BKJIAJKA U OKHa Opaysepa,
HO TaKXKe W IPUJIOXKEHU, 3allyIeHHbIe, HallpUMep, B BUPTyaJbHOI Marune. To ecTh j1aH-
Hasg 1po0JieMa OXBaThIBAET BBIYHC/IUTE/IHLHbIE YCTPOWCTBA B IIEJIOM, a HE TOJILKO Opay3e-
pbl. Eé perienne BO3MOXKHO IIPU IIOMOIIU MOANMUKAIINK AIlIapaTHOIo obeciedeHus oo,
qTo OOJIee BEpOsTHO, BBeIeHHUsI orpaHudeHust Ha ucnosb3oBanume High Resolution Timer
B JavaScript-npuio:keHnsx.

Crenuduiaecknx aTak 10 CTOPOHHAM KaHAJIAM, TO3BOJISIIOIIIX 3/I0YMBIIILIEHHUKY TTOJTY-
YUTH JIAHHBIE U3 JIPYTO#l BKJIAJIKN Opay3epa, HaMu He OOHapy»KeHo. B 1esioMm, 910 mo3sosisger
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¢JIeJIaTh BBIBOJI O YKU3HECIIOCOOHOCTH KPUIITOTPadUIeCKUX IPUIOZKeHN Ha Oa3e creka Web-
TEeXHOJIOI'UIA.

3akJiroueHue

[IpeicTaBieno onucanue MPOTOKOJIA 3AITUINEHHBIX IPYIIOBBIX KOMMYHUKAIINN CO CBOIi-
CTBOM OTKa3yeMOCTH, & TAKKE €I'0 YJIYUIIeHUs, CBI3aHHbIE ¢ OOHOBJIEHUEM KJTIOYEBOIO MaTe-
puasia. [Iporokos peanmzoBan Ha A3bIKe JavaScript ¢ HCIIOJIb30BAHNEM TUPUHIOBOM TEXHO-
qgorun WebRTC, pesysnbrars! ucciieioBanms 6a30BbIX CIIEHAPUEB IPeICTaBIeHbI B paboTe.

MpI cBsA3BIBaEM JTasIbHElIIEe pA3BUTHE CBOWCTB IIPOTOKOJIA C YIIYUIIEHNEM CBONCTB y100-
CTBa MOJIL30BAHUS, PEIIEHIEM BOIIPOCa B3aUMHOI ayTeHTU(UKAINH T0JIh30BaTe/ell B KOH-
TEKCTe OTKA3YyeMbIX KOMMYHUKAIWIT U TIePEeX00M Ha UCIOJIb30BAHNE JICTIEHTPATN30BAHHOTO
TpaHcIopTa 0e3 UCIOoJIL30BaHus Tpekepa, nanpumep na ocuose DHT.
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BBenenue

['padbr MUPOKO UCHONB3YIOTCA JIJIsi UCCJIEIOBAHUS CTPYKTYPHBIX CBOHCTB OOBHEKTOB
B PA3JIMYHBIX 00JIACTSX HAYKU M TEXHUKU: PAJINOIIEKTPOHUKE, SKOHOMUKE, TEOPETUIECKON
dusnke, sHEPreTUKE, XUMUN, OMOJIOTUN, COIMOJIOTUN, MATEMATHIECKOH JIMHTBUCTUKE U JIP.
B wacrrOCTH, TPadaMu MpeICTaBISIOTCS 3JIEKTPOHHBIE CXEMBI, NCKYCCTBEHHBIE HEITPOHHbIE
CeTHu, MOJIEKYJIIPHbIE CTPYKTYPbI B XUMUU 1 OUOJIOTUH, CETEBbIE CTPYKTYPHI TPOrPAMMHBIX
cucreM u 6a3 JIAHHBIX, TPAHCIIOPTA, HeTEIPOBOJOB, ra3onpoBoaos u ap. [1—8|. C momo-
IbI0 rpadoB pemaoTes 3a/1a41 PACIOo3HABAHUS 00PA30B, CO3AIOTCA CUCTEMbI ABTOMATH-
3UPOBAHHOTO yIIPABJICHUS, Pa3pabAThIBAIOTCS AJITOPUTMbI B TEOPUH HH(MOPMAIHI U TPOEK-
tupoBanusgd. OHUM U3 BayKHEHNIUX HANPABICHUN PA3BUTHSA IMPUKJIAIHON Teopun rpados
SIBJISICTCS MICCJIEJIOBAHIE CTPYKTYPHOIO CXOJICTBA (MM CTPYKTYPHOTO pasyndns) rpados,
KOTOPBIMU MOJIEJIUPYIOTCS U3yvdaeMble 00 bHEKTHI.

[Tpu mocrpoennu rpadoBoOit MOJIEH BBOJSITCS BEPIIUHBL (MHOXKECTBO V'), KOTOpPbIE OIHU-
CBIBAIOT KOMIIOHEHTHI O00beKTa, U pébpa mim JIyru (MHOXKeCTBO E), KOTOpbIE ONUCHIBAIOT
OTHOIIIEHUsT MeXKJy KoMmmoHeHTamu oO0bekTa. /IBa rpada G = (Vi, E1) u Gy = (Va, E»)
Ha3bIBAIOTCs N30MOPMHBIMHE, ecjin cyliecTByeT oueknus f: V) — Vo, coxpandiomnias cMexK-
HOCTB, T.€. Takas, 9TO Jiisl JIOOBIX JIBYX BepimH u u v rpada G ux obpassl f(u) u f(v)
cMmexkHbI B rpade Go Toria u TOJIbKO TOrjIa, KOT/Ia u u v cMexKHbI B rpade G1. B ciydae opu-
E€HTUPOBAHHBIX I'PaAdOB I N30MOP(MHBIX IrpadoB TpedyeTcs JIOMOTHUTETHHO COXpaHeHne
opuenTaruu jiyr. OTHOIIEHNe n3oMopdu3Ma rpadoB sIBJISIETCsT OTHOIIEHNEM SKBUBAJIEHT-
HOCTH, T.€. OHO PeIEKCUBHO, CHMMETPUIHO 1 TpaH3uTHBHO. CJie/10BaTeIbHO, MHOKECTBO
Bcex rpadoB MOXKHO Pa3dUTh Ha KJIACCHI N30MOPMHBIX I'padoB, KOTOPbIe HA3LIBAIOTCH ab-
crpakTHbiMu rpadamu. [IpoBepka nzomopdusma rpacdos HeobXouMa JIjisi OTBETa Ha BO-
[IPOC, SIBJISTFOTCS JIM HEKOTOPBIE CTPYKTYPhI, KOTOPhIE MOJIE/IUPYIOTCS 38/ [aHHBIME Tpadamu,
[MPUHIATTAAIGHO PA3JINIHBIMA WJIH OHU SBJISTIOTCST PA3JIMIHBIMA TIPEICTABUTEISIME OTHOM 1
TOU K€ CTPYKTYPBHI.

Henocpe icTBennast mpoBepka Ha N30MOP@PU3M JABYX N-BEPITUHHBIX IT'Ppad OB 3aKI0YaET-
csl B paCCMOTPEHHNH BceX n! mepecTaHOBOK BEPIIUH U YCTAHOBJIEHUN COBMEIIAEMOCTH PEOEp
rpadoB XoTs ObI IpU OJ1HOI TIepecTaHoBKe. OTHAKO JazKe MPU CPABHUTEIHLHO HEOOJIBINX 1
(n > 15) perterne mpobJeMbl H30MOPdU3Ma TAKIM 06pa30M 3aTPY/THUTEIBHO U3-33 OTDaHU-
YEHHBIX BO3MOYKHOCTEH COBPEMEHHBIX BHIYUCIUTEIHHBIX MAIIHH. 3a/a9a ITPOBEPKH U30MOP-
duzma rpadoB NpUHAIEKHAT K KIACCY 3a/a4, I KOTOPBIX TOKA HEN3BECTHO, SABJISIOTCS
JII OHU TIOJIMHOMUAJILHO PA3PENIMMbIMU HJIM HET, T. €. IOKA He IIOCTPOEH MOJIMHOMUAILHBII
AJICOPUTM TIPOBEPKHU m3oMopdusma Jodbix rpados. B 2015-2017 rr. Jlacoo Babait paspa-
6oTaJs1 HOBBIN OBICTPBIN AJTOPUTM, PEIIaloNnuii 3aa4y n3oMopdusMa rpadoB 3a KBA3HUIIO-
mmovmassroe Bpema (exp(log(n)©W), tae n— uncio Bepmmn rpada). YTouHEHTE 3TOTO
aJIrOpuUTMa MosiBUIIOCh B gHBape 20171 [9).

s uccnenosanus rpadoB Ha B30MOPMU3M YACTO MPUMEHSIIOTCS SBPUCTUIECKUE AJITO-
PUTMBI, KOTOPBIE B OOIIEM CJIydae He siBJISIOTCS TOJUHOMUAJILHBIME, JIUIIb JIJI OTIETbHBIX
KJIACCOB I'paOB € ONPEIE/IEHHBIMU CTPYKTYPHBIME CBOMCTBAMHU pPa3pabOTAHbBI TOJTUHOMI-
aJIbHbIE AJITOPUTMBI. B OCHOBE 9BPHCTHYECKUX METOJIOB JIEXKUT pa3Jie/IeHne BCeX BEPITHH
rpadoB Ha KJIACCHI TaK, YTO pacCMaTPUBAeTCs 0ToOparKeHne BePIINH I'pada B JIpyrue Bep-
IIUHBI TOTO Ke KJjacca. J[jish 9Toro menoJib3yloTcss HEeKOTOpble CBOWCTBa BePIIUH rpados,
MHBapUAHTHBIE OTHOCUTEILHO n3oMopdusMa. B KavecTBe MHBAPUAHTOB, HEM3MEHHBIX JIJIsI
BCEro KJjacca m30MOPMHBIX IpadOB, PACCMATPUBAIOTCS UNUCIOBbIE, BEKTOPHBIE, MATPUIHbIE
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naBapuanTsl [10—12]. Marpuunsle nnBapuanTsl rpada, HAlJEHHBIE TTyTEM HUCC/ICI0BAHUST
pa3sHOO0OpAa3uUs CIIeNUATBLHON MaTPUIIBI, TOCTPOEHHOMN 110 MATPUIE CMEXKHOCTHU U €€ CTEIICHSIM
JI0 n-#i BKIIIOYATEJIBHO, pe/ytoxkensl B [11,12]. B paborax [13 - 15| onuncan mosmnoMuasb-
HBII aJrOPUTM BBIYUCJIEHUS [TOJTHOIO MHBapUaHTa rpada ¢ IOMOIIbI0 MHTErPAILHOTO OITH-
caresid CTPYKTYPBI, ITOCTPOEHHOTO METOJIOM WHTErpPAIMH CTPYKTYPHBIX pasjmunii rpada
(meTogtom ISD). Ilpu sToMm aberpakTHast CTpYKTypa rpada mpejicTaBsieTcst CUCTEMON IiC-
JIOBBIX KOJIOB Jijisi Bcex BepinuH rpada. [lomHbiit nnBapuant, mosyderubiii MeTogoMm [SD,
3AaBUCHUT OT WCIOJIB3YEMON CHCTEMbI KOJMPOBAHUSI, MMOITOMY CPaBHUBATH MOXKHO TOJIBKO
[IOJTHbIE MHBAPHUAHTBI, MTOJIyYe€HHbIE C TIOMOIIBIO OJTHOW U TOI YK€ CHCTEeMBl KOJIMPOBAHUS.

Hpyroii nmoxxon uccyepoBanus rpados Ha uzomMopdusm usioked B paborax [16—20].
B 1981 r. Bpenjan MakKeit paszpaborasn obsaarorniuit 0oJbIM ObICTPOIERCTBIHEM TTPO-
IpaMMHBIii akeT nauty [16], KoTopslil B JabpHediemM OblT yCOBEPITEHCTBOBAH ¥ TTOSIBIJICST
nox HaspanueM traces [17]. Momudukanusmu nakera nauty siBIsiFOTCS TPOIDaMMHBIE I1a-
keThl saucy [18], bliss [19], conauto [20]. B ocHoBe 9Tnx mporpamm JI€XKHUT TOCTPOCHHE
KaHOHUYECKOT0 KoJia rpada, He 3aBUCAIIET0 OT HAYaJIbHOT'O MOPSAIKa HyMepaIuu BEePIIIH.
JIBa rpacda nzoMopdHubI TOTJIA U TOJIHKO TOTJIA, KOIJIa COBIIAJIAIOT UX KAHOHUYECKUE KOJIbI,
KOTOPBIM COOTBETCTBYET KAHOHUYIECKAST HYMEPAIUs BEPIITUH.

Jlnst pertiennst 9Toi 3a/1a9u B akeTe nauty UCIOIb3YyeTcs MpeCTaB/ICHIEe MHOYKECTBa
Bcex BepIuH rpada B Bujle pa3dMeHnst — yIOPsIOTeHHOTO HADOpa HeIllepeCeKaOINXC s STIe-
ek (mojMHOXKecTB BepinuH). [Tepebopy Beex mepecTaHOBOK BEPIIMH COOTBETCTBYET mepebop
U yTOUHEeHUe pa30ueHunii, B pe3ysibTare KOTOPBIX MOsIBJISAETCS KAHOHUYeCKas HyMepaIlis Bep-
MUH. Y TOYHeHHe pa30ueHuil comocTaBsieTcst 00X0/Ly MO JiepeBy pasbuenuii (JIepeBy momc-
ka). [lepebop pasbueHnii mpu HAXOKICHUN KAHOHUIECKOHN MePECTAHOBKHU CYIIECTBEHHO CO-
KpallaeTcs MPU UCIIOIb30BAHNN IPYIIITEI aBTOMOPdu3MOB rpada. CocTaBHOM JacThio nauty
SIBJIIETCS TeHepaIisl aBTOMOPGMU3MOB I'pada, B pe3yJibraTe AeifiCTBUs KOTOPBIX MOSBIISIOT-
¢ OPOUTHI BEPINUH — ITOJMHOYKECTBA BEPIIHUH, B KOTOPBIE MMEPEXOIAT 3a/JaHHbIE BEPITUHEI.
C momornbio nauty MOXKHO HARTH KAHOHUYECKYIO HYMEPAIUIO, TOCTPOUTH aBTOMOP(MU3MBI
B HEOPHEHTHPOBAHHBIX U OPUEHTUPOBAHHBIX Ipadax (a TakyKe B pacKpalleHHBIX rpadax)
U IIPOBECTH HUCCJIe/IoBaHre rpadoB Ha N30MOPQU3M.

JList 60X pa3peKeHHbIX I'PadOB pa3padoTaHbl TPOrPaMMHBIE TTAKETHI saucy u bliss,
KOTOpBIE 110 ObICTpo/IeiicTBIIO MTpeBocxoadaT nauty. [Taker bliss, Tak ke kak u nauty, Haxo-
JINT KAHOHUYECKYIO HyMepalluio BEPIIUH, TOTJa KAK Saucy B HACTOAIIEE BPEMs OINTHMU3H-
pOBaH JjIsT HAXOXKIeHus aBToMopdu3moB rpados. [laker conauto ocyrecTsisieT MpoBepKy
n3oMopgHOCTH JABYX rpadoB 0€3 OCTPOEHM TOJIHON I'PYIIbl aBToOMOpdu3MoB. B ocnose
9TOTO TAKeTa JIEKUT MTOCTPOEHNEe TOCIeI0BATEIbHOCTH pa30neHnil BEPITMH W HEKOTOPHIX
aBTOMOP(MU3MOB OJTHOTO r'pada, KOTOPhIe 3aTeM HCIOIb3YIOTC JIJIsi TeHEPAIUH TI0CIeI0Ba-
TeJILHOCTH pa3buenuii Apyroro rpada u obpesanus jepesa noucka. [lakerst nauty u traces
pa3InvarTCs cTpaTerneil BbIOopa IepBoil sTUeiiki 1 HaIIpaBeHneM 00X0/a JepeBa IOUCKa,
(o rybuHe U 1O MUpPUHE COOTBETCTBEHHO), UTO TIO3BOJIAET B cirydae traces 6osee addex-
THBHO HUCIIO/Ib30BaTh ONEpaIuio oOpe3aHus Monucka. B HacTosiiiiee BpeMs traces siBJIsteTCst
JINJIEPOM TPOBEPKH Ha M30MOPGMU3M HeoprpadoB ¢ OOJIBIIIM YUCIOM BEPIIIH, TOTa KaK
nauty 1es1ecoodpa3Ho UCIOJIb30BATH JIJIsi MACCOBOI'O UCCIEI0BAHUS Ha N30MOPMU3M HEOOTH-
mux rpados.

1. Marpu4yHblii MeTo/ IIpoBepKu nm3oMmopdusma rpadoB

O tHuM U3 HAIIpaBJIEHNI TPOBEPKH N30MOPGHOCTH Tpad OB ABJISIETCA MATPUIHBII METOJ,
B OCHOBE KOTOPOI'O JIE?KUT MCIIOJIBL30BAaHNE MAaTPHUIIBI CMEKHOCTH. AGCTpaKTHBIN rpad Mo-
JKeT UMETh Pa3JInIHbIe MaTPHUIIbI CME?KHOCTU B 3aBUCUMOCTH OT HyMepaluu BepiiuH. [lycrs
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nBa rpada G = (Vi, E1) u Gy = (Va, Ey) pazimyaiorcs TOJBKO HyMeparueil BepIuH, T. €.
n30MOPMHBI, U UMEIOT MATPHUILI cMekHOCTH A u B coorBercTBeHHO. B 3TOM Cityuae cy-
mectByer Omeknust f: V) — V5, KoTOpasi onpejesser COOTHONIEHNE MEXKIY IeMEeHTAMI
matpuit A n B:

byt r() = @ij- (1)
U3z (1) cremyer, uro mMarpuilbl cMexkHOCTH A B HOJIyYaroTcs JApyr U3 JIpyra OJMHAKO-
BBIME TI€PECTAHOBKAMU CTPOK U CTOJIONOB. V3Menenue Hymepalnuu BepuinH rpada MOK-
HO ommcarh KBaapaTHoit (0, 1)-marpurieii mepectaHoBku P, KOTOpasi B KayKJOW CTPOKE U
KasKJIOM CTOJI0Ie UMEeeT POBHO OHY €IUHUILY. DTa MaTPUIA YIOBIETBOPSET COOTHOIIEHIIO
PPT = PTP = FE, 1r.e. PT = P! [lepecTaHOBOYHBIM IIPEOOPA30OBAHIEM II0J00M HA3bIBA-
eTcs Tepexo/l OT OJIHOM MATPUIILI K JIPYTOil ¢ MOMOIIBIO MIEPECTAHOBKH CTPOK U TAKOW Ke
nepecTaHoBKu cTosio10B. Ko B ucxonnoit Hymeparuu Bepiun rpad G 3aaercs MaTpu-
neit cmexkaHocT A u TOT Ke rpad B HOBOI HyMepaluu BEPIUH 3ajaeTcs Marpureit B, To
MaTPHIBI CMEXKHOCTH A 1 B mnepecTaHOBOYHO MTOAO0OHBI:

B =P AP = PTAP. (2)

BenencTBue B3auMHO OJTHO3HAYHOTO COOTBETCTBUA MEXKJy T'PadOoM ¢ KOHKPETHOW HyMepa-
IMeil BePIIUH U ero MaTpHIeil CMEKHOCTH MOXKHO OIPEJIe/UTh abCTpakKTHBIN rpad mar-
PUYHO KaK KJACC MaTPHIl CMEXKHOCTell rpada Mpu BCEBO3MOXKHBIX Pa3IUYHBIX HaboOpax
HyMEpAaIii ero BepIluH, T. €. KaK KJIACC IIePEeCTAHOBOYHO MOI00OHBIX KBAJIPATHBIX MATPHIIL.
[Ipobitema uccaemoBannsa n3omopdusMa rpadoB CBOIAUTCS K 3ajade yCTaHOBJIEHUs Iepe-
CTAHOBOYHOIO 1101001l IByX MaTpull A u B oiHOrO mopsijika, T. €. K IpoBepKe ycyoBus (2).
Eciu 1711 HeKOTOPO# MaTpHUIlBl liepecTaHoBKY P ycioBue (2) BBINOIHSETCsI, TO MaTpUIibl A
u B nepecTaHOBOYHO MOIOOHBI M SIBJIAIOTCH PEJICTABUTEISIMU OJIHOIO M TOrO Ke rpada.
Ecyin vu jiyist ojaoit u3 n! Marpury nepectanoBok P mopsijika n ycoBue (2) He BBIIOIHSIETCH,
TO MaTpuill A u B He sBJISIOTCA ePECTAHOBOYHO MOJ0OHBIMI U 33/IaI0T Pa3Hble Ipadbl.

YacTHBIM c/lydaeM MaTPpUIHOTO METOJ/Ia IMPOBEPKU I'papoB HA M30MOPMU3M ABIICTCI
CHEKTPAJIBHBIN TIOJIX0/T K PEIIEHUIO 9TOW 3a/a491, B OCHOBE KOTOPOI'O JIEXKHUT UCCJIEIOBAHUE
U CpaBHEHHE CIEKTpPOB IpadoB, T.e. COOCTBEHHBIX 3HAYCHUNl M MX KpaTHOCTEH, a TaKxKe
COOCTBEHHBIX BEKTOPOB MAaTPHUIl CMEXKHOCTH HccjieyeMbix rpados. OIHO BpeMs Iojara-
JIA, 9TO HeM30MOpdHBbIE TPadbl UMEIOT pa3audHble creKTphl. [lo3/mee 66110 0OHAPYKEHO,
YTO CYIIECTBYIOT H30CIIEKTPaIbHbIE (KOCIeKTpabHbIe) Hen30MOPQHBIE IPAdBI, T. €. CIIEKTD
rpada He gBJIsIeTCs €ro MoJHbIM nHBapuanToM. [logpobHoe nucceoBanue ceMeicTB Hen30-
MOPMHBIX KOCIIEKTPAIbHBIX IpadoB cojep:kuTces B [1].

B nannoit pabore st ycTaHOBJIEHUsT OTCYTCTBUS M30MOPdu3Ma oprpados mpearaer-
Csl UCIIOJIH30BAThH YKOPJAAHOBBI (POPMBI MATPHI cMeKHOCTU rpados. Perenne 3Toit 3a1a4u
SBJIAETCH aKTYAJbHBIM B CBA3U C MUCCJIEJIOBAHUSIMHU MCKYCCTBEHHBIX HEHPOHHBIX M JIPYTUX
ceTeill, KOTOpbIe MOJETUPYIOTCA oprpadamu.

2. IlocTpoeHue >KOpaaHOBOII (pOPMbI MATPUIL], CME>KHOCTH

zKopianoBa MarTpuiia IpeJjcTaBiIsgeT coOoi KJIETOYHO-IMaroHaIbHYI0 Marpuily J, Ko-
TOopas OTJWYAeTCcd OT JIMAaroHaJbHON MaTpHIlbl T€M, UYTO BBIIIE TJIABHOW JIMAroHAJJ N B I1a-
paJuIeIbHOM eil Psjly MOTYyT OBbITh PAaCIOJIOXKEHBI ¢JIMHUIbI. Fé quaroHa/jbHble KJIETKH —
JKODJIAHOBBI KJIeTKH J,,. (\;) COOTBETCTBYIONINX TIOPSAIKOB C JUATOHATLHBIMU 3JIEMEHTAMHU,
PABHBIMH KOPHSIM XapaKTEPUCTUIECKOT0 MHOTOYIEHa MATPUIIHI:
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Jm(/\l) 0 0 AN 10 .00
0 S (A 0 0o XN 1 ... 0

J = : 2? 2) .. : ’ ‘]”i(/\i): : T, : ’
0 0 Jnr()\r) 0O 0 0 ... N\

rJle 9ncjia \; B HEKOTOPBIX KJIETKAX MOTYT ObITh OJMHAKOBBIMU, IIPU STOM TOPSIJIKHU 7; HEKO-
TOPBIX KJIETOK MOT'YT COBIAJIATH. UUCJIO YKOPJAHOBBIX KJIETOK, COOTBETCTBYIOIIUX (DUKCH-
POBaHHOMY COOCTBEHHOMY 3HAYECHHIO A;, PABHO NeOMETPHYECKON KPATHOCTU COOCTBEHHOTO
3HAYEHUsI, KOTOpasi ONpeJIesisieTcsd KaK KpaTHOCTh t; KOPHS \; MUHUMAaJIbHOTO MHOTOYJIeHa,
U paBHA Pa3MEPHOCTH COOTBETCTBYIOIIETO COOCTBEHHOIO MOAIIpocTpanHcTBa. CyMMa HOpsi/I-
KOB BCEX 2KOPJIAHOBBIX KJIETOK, COOTBETCTBYIONINX (DUKCUPOBAHHOMY COOCTBEHHOMY 3HaUe-
HUIO \;, paBHa ajreOpandecKkoil KpaTHOCTHU k; KOPHS \; XapaKTePUCTHIECKOrO MHOTOYICHA.
[TotHOE YHMCIO YKOPJAHOBBIX KJIETOK, CPEIU KOTOPBIX MOTYT OBITH ITOBTOPSIIOIINECS, PABHO
MaKCHMaJIbHOMY YHC/Iy JIMTHEHHO HE3ABUCUMBIX COOCTBEHHBIX BEKTOPOB MATPHUIIHI.

OOBIYHO TPUHUMAETCS COTJIAIIEHNE O TOM, 9TO PA3JIMIHbIE BEIeCTBEHHbIE COOCTBEHHbBIE
3HAYEHUST A1, Ag, ..., A\, BEIIECTBEHHON MATpHIBl A yHOPSIOYMBAIOTCS B HOPsJIKE yObIBa-
HUsI ¥ B YKOPJAHOBOI (opMe CcHadaja PaCIoaraloTCs KJIETKU, COOTBETCTBYIOIIHE \i, 3a-
TeM Ag U T. ;1. JIj1s1 KazK10ro coOCTBEHHOTO 3HAYEHUST COOTBETCTBYIOIINE YKOPIAHOBBI KJIETKI
pacrojiaraioT 0 HEBO3PACTAHWIO WX MOpsKa. Kcam marpuria A BemecTBeHHa U 00J1a/1aeT
TOJIBKO BEIECTBEHHBIMU COOCTBEHHBIMU 3HAYEHUSAMU, TO CYIIECTBYET BellleCTBEHHAasI 11pe0d-
pasytomast marpuria S [21]. B cirydyae KOMILIEKCHBIX COOCTBEHHBIX 3HAYEHUIT BEIIECTBEHHOIT
MaTpuibl A kopjilanoBa popMa CTAaHOBUTCS KOMILIEKCHOH. HacTHBIM ciiydaeM >KOp/IaHOBOM
MATPHUIIBI ABJISIETCSA JIUarOHAJIbHAST MATPHUIA, JTUATOHAJIHHBIMEU 3JIEMEHTAMU KOTOPOM SIBJIsI-
FOTCsT COOCTBEHHBIE UNCJIa MATPHUIIHI.

Jlnst pertenns 3aa4uu 00 OTCYTCTBUE n30MOpdU3Ma MexK, 1y rpadamu Oya1eM UCIOIb30-
BaTh TeopeMy z2Kop/iaHa, B OCHOBE KOTOPOil JiexKaT CJIeyIONIne JIBa YTBePK ICHUS.

Yrepxkaenue 1. Kaxkiasg KsajparHas MaTpuia 10J00Ha HEKOTOPOH YKOPIAHOBOM
MaTpuie, T.e. JJIsd KaxKjaoii Marpunbl A € M, cylecTByeT HeBBIPOXKJIEHHAs MaTpPHIA
S € M, takag, uro ST'AS = Ay, rne A; — xopmanosa dhopma. Kopranosa marpuia A
JUIA MATPUILI A OIpelessercs OJHO3HAYHO ¢ TOYHOCTLIO JIO0 IEPECTAHOBKHU YKOPJIAHOBBIX
KJIETOK Ha, €€ TJIABHOM JIMaroHaJIn.

YrBepxkaenue 2. as momobus aByx marpur; A m B HeoOXOaWMO U JIOCTATOYHO,
9TOOBI COOTBETCTBYIOIINE YKOPJIAHOBBI MATPUIIBI COBIAJIAIN C TOYHOCTHIO 0 TMOPSIIKA CJie-
JIOBAHUSA KJIETOK.

Ecin xoppanoBbl popMbl Marpul, cMexkHocTd A m B aByx rpadoB OTINYAIOTCA He
TOJIBKO TIOPSIJIKOM CJIEJIOBAHUST »KOPJAAHOBBIX KJETOK, TO MaTpuilbl A m B He sBsSOTCS
ITOJIOOHBIMU, & CJIeJI0BATEIbHO, OHU HE SABJIAIOTCH M II€PECTAHOBOYHO I0JI0O0OHBIMU, TaK KaK
IIePecTaHOBOYHOE II0JI00Me ABJIAETCS YaCTHBIM BUJOM I0J00MsI MaTpuil. B sToMm cirydae
rpadbl He sBiA0TCa n3oMopdubME. ClieI0BaTeIbHO, OTCYTCTBHE M30MOP(MU3IMa MEKLY
rpadaMu MOXKHO YCTAHOBUTH C IIOMOIIBIO YKOP/JIAHOBBIX (DOPM COOTBETCTBYIOIIUX MaTPHIL
CMEZKHOCTH.

JL71st TOCTpOEHUsI >KOPIaHOBOM (POPMBI MATPHUIIBI MOXKHO MCIIOJIB30BATH PA3HbIE METO/IbI,
OJIH 13 KOTOPBIX OCHOBAH Ha MCIIOJIb30BAHNN MHBAPUAHTHBIX MHOMKUTEJIEH XapaKTepUuCTH-
qeckoit MaTpuilbl A — AE, ¢ TOMOIIBI0 KOTOPBIX 3aTeM HAXOIATCH dJIeMEeHTAPHBIE e/ TNTE TN
u Kopjanosa (opma Marpuien [22, 23|. TIpocroit ciocob nocrpoenus KopAaHoBoit hopMbI
JIJIST HEKOTOPBIX KJIACCOB OMHAPHBIX M B3BEHNIEHHBIX MaTPHI] CMEKHOCTU, OCHOBAHHBIN HAa
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npejicraByiennn rpada B Buje 0ObeIMHEHNs] IUKJIOB U 1ietei, npuBeicH B [24, 25|. B nan-
HOIt paboTre JId HAXOXKJIEHUsI YKOPJAAHOBON (DOPMbI MATPUIILI IPUMEHSIETCST METOJI, IIPUBe-
nénnbiii B [26] n ucnonbzoBansbiii B [27]. Crocobbl MpuBeIeHNsT MATPHUIIBI K YKOPJAHOBOIL
bopme 3aBUCAT OT BHJA XapaKTEPUCTHYECKOrO MHOroYIeHa. [lycTh XapakTepucTuiecKuii
MHOTOUJIEH /IS MATPUILI CMEXKHOCTH TOPSIIKA 1 UMEET BUJ

p(N)

rie k; — KpaTHOCTb KOPHA A\; U k1 + ... + k, = n. MUHUMAJILHBI MHOIOYJIEH UMEET BU/I

A=) A=)k (A= A,

HO) = (=AD"= Xa)2 o (A= A

[Tokaszarenu cremeneil ¢;, BXOAAIE B MUHIMAJILHDIN MHOTOUJIEH, OIPEIEISIOTCA U3 PABEH-
cTBa
ry, = rang(A — ME)" =n — k. (3)

Jlnst ompesiesienust t; Hy»KHO BO3BOANTH Marpuily B; = A — M;E B creniesn j = 1,2,...,
BBIUHCJISAS] TIPU 9TOM PAHTU MaTPHI] Bg U CpaBHHBas 3T pauru ¢ duciaom n — k;. Torma
HAMMEHBIINI ToKa3aTe b CTEleHH, JIJIg KOTOPOro BBINOJIHSETCsI paBeHCTBO (3), paBeH i;.
Benuuuna t; onpeiesisier MakcuMaJsbHbIN pa3Mep KiaeTku 2Kopana, coorBeTcTByIonieit cod-
CTBEHHOMY 3HA4eHUIO \;. JuciIo s;, KJIeTOK MaKCUMaJIbHOIO IOPsIKa t; PABHO

Sti - T.tz‘—l - /’ntz"

Yucso s;, JKOPJAHOBBIX KJIETOK JIOOOTO MOPSJIKA J;, KPOME MAKCUMAJIBHOIO, HAXOJANTCS U3
paBeHCTBa
Sj; = Tjipr — 2sz‘ + Tjiq- (4)

B wacTtHOCTH, 9MCI0 KOPJAHOBBIX KJETOK IIEPBOTO MOPSJIKA PABHO S; = T9 — 2rp + n.
OTMmeTnM, 9TO HEKOTOPBIE U3 KJIETOK HU3IIETO MOPSIIKA MOI'YT OTCYTCTBOBATh.

B tom city1ae, korjia umeeTcst 0iHO COOCTBEHHOE 3HAYEHUE | KPATHOCTH N U XapaKTepu-
CTUYECKHIT MHOTOWIEH MaTpuIlsl uMeeT BUI p(A) = (A — A1)", & MEHIMAJIBHDINH MHOIOY/ICH
paBer p(A) = (A — \)!, nopsagok mMakcumasbHoi kietku ZKopaana pasen t. ITobbl Haii-
™™ t, HY’KHO TIOCJIE/IOBATE/ILHO BBIUUC/IATE cTenern mMarpunbl B = A — A\ E 10 Tex mop,
[OKa He TOJIyUIUTCs HyJieBasg Marpuia. Uucao KJIeTOK MEHBINel pasMepHOCTH HAXOUTCS
o dpopmyiie (4).

Haiiiém BepXHIOIO OIEHKY 9YHCJIa OIepaliyii, KOTOpble HEOOXOIMMO OCYIIECTBUTH IIPH
YCTAHOBJIEHUH OTCYTCTBHS M30MOp(U3Ma MeKIy IrpadaMu ¢ IOMOIILI0 KOPIAHOBOI (hop-
MBI MATPHIIBI. BbrauciieHne cOOCTBEHHBIX 3HAYEHUIT MATPHIIBI CMEYKHOCTU IOPsIKa 1 U
onpejiesienne uX KparHoctn Tpebyer mposeaenus O(n3) onepammit [22,23]. s copru-
POBKH COOCTBEHHBIX 3HaueHuit MaTpuilbl Heobxoanmo O(nln(n)) oneparwii. [Lis kaxk0ro
cobcTBerHOrO 3HadeHus A\; (1 < ¢ < 7 ) BepxHsis OIEHKA UHCIIA OIepaIuii, HeoGXOIUMBIX
717151 BBIHCIIEHTs CTenenei Marpuist By, cocrapisier O(nt). Boraucienne panra marpur B
merosiom Laycca Tpebyer O(n?) oneparuit. CpaBHenne BLIMMCICHHOIO PAHIa MATPHILBI Bg
¢ (n — k;) tpebyer O(n) oneparuii. ComnocrajieHue KOpJAAHOBBIX (DOPM MATPUIL CMEXKHO-
cru jByx rpados Tpebyer O(n) oneparuii. ObIas BepxHsisl OIEHKA HEOOXOJUMOIO YUCIIA
oneparmii cocrasister O(n*).
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3. Ilpumepsl uccienoBanus n3oMopdusma rpadoB ¢ TOMOIIBIO >KOPJAHOBBIX
dopm maTpul cMexkHOCTHI

ITpumep 1. Paccmorpum msocrekrpasibabie oprpadsl G u G, IpejcTaB/IeHHbIE HA
puc. 1, cobCcTBeHHBIE 3HAYEHUsT MATPUIL CMEKHOCTU KOTOPBIX PABHBI HYJIIO U UMEIOT KPaT-
HOCTH, paBHyIO 10, 9TO ciejyeT u3 00IIeil Teopuu CTPYKTYPBI CIIEKTPOB oprpados 6e3
IIMKJIOB: BCe oprpadbl MOPsIKa n, He cojepzKalie MUKJI0B, UMEIOT OJIMH W TOT Ke CIIEKTP

(0,0,....0) [1].

Puc. 1. Uzocnekrpasibabie Hem30MOpPdHBIE rpadb

2Kopmanossr ¢popmbl Al ; u A2; MaTpuir cMeXKHOCTH 9THX rpadoB He MMOJI0OHbBI: MaTpH-
na Al; comepxkut npe Kiaetku 2KopgaHa 1mecToro u 4eTBEPTOro MOPsIKOB, a MaTpuia A2
npejcrasisger coboii oHy KiaeTKy zKopaaHa J1ecsaToro mopsiaka:

e}
e}

Aly = A2, =

SO OO OO oo oo
SO DOD DD OO oo oo
S OO OO oo oo
SO OO oo oo
SR OO OO oo oo
SO OO OO oo oo
[l el eNol oo No N Nae)
S OO R OO oo oo
SO OO O oo oo
SR OO OO oo oo

S OO OO O oo o
S OO O OO oo+ Oo
[l oo NoNolloll o]
SO DD DD OO+ OO o
[ elNoNoNel Y =Nl Ra)

OO OO OO O oo
OO OO OO O o~ Oo
[ oo NoNoll =Nl Re)

O OO OO oo —Oo
[l eNeloNoNoll S el e)

Benegcrsue pasnmans xopaaHoBeix (opm Al; u A2; MaTpuil CMEKHOCTH M30CIIEKTPAJIb-
ubie rpadbl G 1 Gy He m3oMopdHbL. OTCIONA CIeayeT, ITO KOPaHoBa (hopMa MATPHUITHI
HeceT B cebe 60J1bIe nHMOPMAIIT O CTPYKTYpe Tpada, 9eM ero CIeKTp, T. €. U30CIeKTPaIb-
HbIe MATPHIIBI MOT'YT OBITH HE TOJA0OHBI, & 3HAYUT, ¥ HE [I€PECTAHOBOTHO IO I00HDI.

ITpumep 2. Paccmorpum usoctekTpasibabie oprpador Gz, Gy u G5, IpuBeIEHHBIE HA
puc. 2.

1 2
Gs Ga!
2 6 7 3 9 7
3 5 8 10 4 8 S 6
4 9 1 10 10

Puc. 2. UsocnekTpanbabie oprpadbl
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2Kopuanosnr popmbr A3; u A4y marpui, cMmexkHocTH it rpadoB Gs u (G4 COBIAIAIOT:
OHU COOTBETCTBYIOT coOcTBeHHOMY 3Hadenuto ) kparHoctu 10 u mpegacTaBisior coboil jaBe
JKOPJIAHOBBI KJIETKM TOpsA/iKa 2 m 8 coorBeTcTBeHHO. 2KOopmanoBa dopma A5; MaTpuirbi
cMmexkHoCTH 1T Tpada (s COMEp:KUT OJIHY KJIETKY JeCSITOrO MOPsiIKa, OHa OTJINYIAEeTCa OT
JKOP/IaHOBOM (popMBbI MaTpuIl cMexKHOCTH J1j1sd rpadoB Gz n Gy:

A3, = L A4, = L AS ;=

[l e i e 2 — =l e i e R e R R ]
S oo oo oo o oo
[ e i e =R = i e R e R e Y
S OO =, O OO o oo
S O = O O oo o oo
[ 2 == R e i e R e R e Y ]
S oo oo oo o oo
S oo oo oo o oo
S O oo = O O o oo
S oo = O OO0 o oo
S O = O OO o o oo
S = OO O oo o oo
S oo oo oo o oo
S O oo = O o o oo
S OO = O OO o oo
S OO OO OO OO
S = OO OO oo o oo

[l e R e Rl e R e R e e R
S O oo oo oo ~=O
S oo oo oo ~=oO O
S O oo o O —=Oo OO0
S O oo O = O o o0

[l i e — Rl e R e R R
S oo oo oo~ O O
S oo oo o —= O o0
S O oo o = O o oo

[l e e =l e i e e e R
S oo oo oo~ O O
S oo oo o~ O OO
S OO OO =O o oo

Cnenosarenbho, rpadnl Gy n Gy, a Takxke rpadol G4 u G5 He W30MOP(MHBI. ITH Op-
rpadbl He cojiepzKaT IUKJIOB U IIO9TOMY BCe COOCTBEHHDbIE 3HAYCHUS UX MATPHUIL CMEXKHOCTH
pasubl Hyso. [list rpada Gg, otmmvaromierocst ot G5 m3MeHeHneM Hanpaserust jgyru (5, 7),
B pesysbrare dero obpasyercs muki (5,6,7,5), )kopraHoBa GopMa MATPHUIIBI CMEKHOCTH
UMEET CJICIYIONAN BUJI:

—0,5 — 0,866 0
—0,5 4 0,866i

A6y =

O OO OO oo oo
SO DO OO OO

O OO O OO oo oo
(>l oo NoNololl o]
SO DD DD OO+ OO o
SO o oo, OO oo
SO oo OO o oo
S OO OO oo oo
SO OO O oo oo
_— O O OO o oo oo

DTa MaTpHIA MPEJICTaBIgeT COO0i MPAMYIO CYMMY TPEX KOPJIAHOBBIX KJIETOK IIEPBOTO I10-
PsiJIKa, COOTBETCTBYIONINX COOCTBEHHBIM 3HadeHusaMm 1, —0,5 + 0,8661, —0,5 — 0,8661, u oj-
HOI1 >KOP/IAaHOBOI KJIETKHU CEJIbMOIO MOPAIKa, COOTBETCTBYIOIIEH COOCTBEHHOMY 3HaUEHUIO ()
kpatHocTu 7. OHa OT/IMYaeTcs OT KOPJAAHOBBIX (hopM MaTpuiy cMezkHOCTH TpadoB Gz u Gy.
Caenosarenbho, rpadnl G u Gg, a Takxke rpadbol G4 1 Gg He B30MOP(MHBL.

[Tonyuennble pe3y/abTaThl MOATBEPKIACHBI ¢ TOMOIIBIO akeTa Mathematica 9.

ITpumep 3. Paccmorpum Heoprpadbl ég, 64, 65, coorBercTByIomue oprpadam G,
G4, G's. MaTpuIpl cMezKHOCTH 3TUX I'padOB CUMMETPUIHBI U IPUBOJIATCA K JIUArOHa/IbHOI
dopme. CobcTBeHHBIE THCIa MATPHIL cMeKHOCTH Heoprpados G, (G4 COBIAIAIOT U UMEIOT
cJIeIyIolne 3HaYeHNs:

3,257,2,217,1,721,0,219,0, —0,359, —1,037, —1,750, —1,920, —2,348.
CobcTBeHHBIE 3HAYMEHUS] MATPUITHI CMEYKHOCTH rpada 65 pPaBHBI
3,213,2,138, 1,365, 0,927, —0,330, —0,592, —1,103, —1,574, —1,876, —2,169.

Onu oTinvaoTeA 0T COOCTBEHHBIX 3HAYEHUI MaTPHIL CMeXKHOCTH Heoprpados G3, G4 Cue-
JIoBaTEeIbHO, rpadbl G3 u Gy KOCIIEKTPaJIbHbI, TorJa Kak rpadel Gz u G5, a Takke Gy
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u G5 umeror pazimdnbie crekTpbl. Orcioga ciemyer, uro rpadbel Gz u Gs (G4 u G5) He
n3oMopdHubl. Takoil ke pe3yabTaT MmoIydaeTcs ¢ moMoribio makera Mathematica 9.

B tom ciydae, Korjaa MaTpUIbI CMEXKHOCTH JIBYX OprpadOB MOMOOHBI, ¢ ITIOMOIIBIO UX
JKOPJIAHOBBIX (POPM HEJb34 J1aTh OJHO3HAYHOTO OTBETa Ha BOIIPoc 00 n3oMmopdusme rpados,
TaK KakK MaTPUIIbI CMEXKHOCTH MOTYT OBITH I0/IO0HBI, HO HE IePEeCTaHOBOYHO MOI00HBI.

ITpumep 4. Paccmorpum oprpadnt Gr7, Gg, Gy, npejcTaBieHHble Ha PUC. 3.

Gr: 2 Gs: 4 Go: 2 1
1 3 4 2 1 3 4 3

Puc. 3. UzocnekTpasibabie Oprpadbl ¢ OJUHAKOBBIMU YKOPJAHOBBIMEU (DOPMAMU MATPHUI] CME2KHOCTU

CobcTBeHHbIe 3HAYMEHUST MaTPUIL cMexKHOCTH oprpacdoB G, Gy, Gg paBHBI HYJTIO U UMEIOT
KpaTHOCTE 1 = 4. 2KopaaHoBbl (POPMBI STUX MATPUIL OJIMHAKOBBI U IPEJICTABIAIOT COOOI
JKOP/IAHOBBI KJIETKU YeTBEPTOTO TOPSAIKA!

1
0
A7J2A8J:A9J: 0

o O O O
o O = O
o= O O

0

CrenoBaTenbHO, MaTpuIbl cMexxkHocTH rpados Gr, Gy, Gg momobubr. OgHAKO OTCIOIa HE
CJIeJIYeT, 9TO 9TH T'padbl n30MOpQHBI. BBIYNCINM CTeleHHbIe TTOC/IEI0BATETHbHOCTH BEPITTHH
rpados Gr, Gg, Gy. Ilycts deg™ v — mosrycTenensb ucxoa BepiuHbl v, deg’ v — momycre-
nmeHb 3axoja BepmuHbl v. Torma st rpacda (7 HOJIyCTelleHH MCXO[a M 3aX0Ja BEPIIUH
paBHbBI

deg1=1,deg"™1=0,deg 2=2,deg"2=1,deg" 3=1,deg"3=1,deg" 4 =1,degt 4 =

T. €. CTeIeHHasl [OC/Ie[0BAaTeIbHOCTD BepiiH uveer BuJ (2, 1), (1,1), (0,2), (1,0). Jyis rpa-
dba Gy nosycrenenn ucxojia u 3axo/la BEPIIUH PaBHbBI

deg”1=2,deg"™1=0,deg"2=0,deg"2=1,deg" 3 =1,deg"3=1,deg" 4 =1,degt 4 =

T. e. CTeNeHHasl moceioBarebHocTh BepuinH — (1, 2), (1, 1),(2,0), (0, 1). Crenennbie moce-
JIOBATEJIbHOCTH PAa3JIUYHbI, cjegoBareinbHo, rpadbl Gy u Gy He mzomopdubl. g rpa-
dba Gg cremennas mocsesoBaTebHOCTL BepiuH umeer sug (2,1),(1,1),(0,2),(0,1), xo-
TOpas COBIAJAET C MOCJEI0BATEILHOCTLIO i rpada Gr. B manHoM ciaydae cyliecrByer
OHeKTUBHOE 0TOOparKeHue Mexk 1y BepituHamu rpados G7 u Gy, COXpaHSIONee CMEeXKHOCTh:
1—22—-43—1,4— 3, 1e rpadpol G; u Gg n30MOpQHBI.

JLnist orBeTa Ha Bompoc 06 nzomopdusme rpadoB, MATPUIIBI CMEXKHOCTH KOTOPBIX UMEIOT
OJMHaKOBbBIEC 2KOPJaHOBbI CbOprI7 MO2KHO IIpUMEHUTDHb METO/Ibl, OCHOBaHHBIC Ha ITOCTPOECHUN
pasIMIHbIX HHBapuaHTOB rpados [11-20, 28|.

B nocietaee Bpemst mosiBusuch pabotsl |29, 30|, B KOTOPBIX KOPIAHOBbBI (DOPMBI U ZKOP-
JTAHOB 06a3MC MATPUI] CMEXKHOCTeH IpadoB IPUMEHSIIOTCS IIPU 00paboTKe rpadUIeCcKnX CUI-
HasoB (GSP) mist m3ydenust CrpyKTypHBIX U (DYHKIIMOHAIBHBIX CBOWCTB PA3JIMIHBIX CeTeil.
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[TpocrpancTso rpadudeckux curaajion B [29, 30| mpeicTaBieHO B BUJIE MIPSIMOIT CyMMBI 2KOP-
JIAHOBBIX ITOIIPOCTPAHCTB, HATAHYTHIX Ha YKOPJAHOBBI IIEITOYKH BEKTOPOB MATPHUIIBI CMEXK-
HOCTH. 2ZKOp/IAaHOBBI MOMIIPOCTPAHCTBA SBJSIOTCI CHEKTPAJTHPHBIMI KOMIIOHEHTAMU Tpadu-
Jeckoro rnpeodopasoBannsg Pypbe, KOTOpOe MHBAPUAHTHO OTHOCHUTETHLHO IEPEMMEHOBAHUS
Bepima rpada. B [29] BBeseHbI KOPJAHOBBI KJIACCHI SKBUBAJEHTHOCTH I'PadOB, JIJIs KOTO-
PBIX pa3JjIoyKeHue MPOCTPAHCTBa IpaduuecKux CUTHAJIOB HA YKOPJAHOBBI MOIIIPOCTPAHCTBA
uMeeT oJuH U TOT 2Ke Buj. [Ipm 3TomM m3omopdubie rpadbl UMEIOT N30MOpP(MHBIE KOPIa-
HOBBI IIpocTpaHcTBa. B [29] orMmedeHo, 4T0 M3 KOPAAHOBOI 9KBUBaJIeHTHOCTH I'padoB He
ciesryer ux m3omopdusMm. Oneparus MpOeKTHPOBaHUs I'PapUICCKUX CUTHAJIOB Ha, YKODP/Ia-
HOBBI [IOJIIPOCTPAHCTBA, ONUCAHHAS B [29], MO3BOJIsIeT B 3HAYNTEIHHON CTElleH! YIPOCTUTh
00paboOTKY YUCJIOBBIX JIAHHBIX CeTell, 4TO MMOKA3aHO Ha MPUMEPE PAcUETa YHCJIOBLIX XapaK-
TEPUCTHK CeTH aBTOMOGHIBHBIX jopor B Hero-Mopke [30].

[Ipu ucciieioBanuu rpadoB Ha U30MOPGMU3M C MOMOIIBIO YKOPJIAHOBBIX (hOPM MaTPHIL
CMEYKHOCTH MOTYT BO3HUKATH TPY/AHOCTHU B CJIydae OOJIBIIIX 3HAUYEHN! KO3 MOUITNEHTOB T1e-
peKoca MaTPUITbI CMEKHOCTH, KOTJIa 3a/1ava OIIpe/ie/IeHns] COOCTBEHHBIX 3HAYEHUI CTAHOBUT-
sl HEYCTOWIMBOH [27]. DTH Ke TPYJHOCTH BOSHUKAIOT [PU UCIIOIH30BAHUN CIEKTPAILHOTO
MeTOJIA.

ABTOpI)I BbIPpazKaloT 6HaFO,ZLapHOCTI> PEUEH3EHTY 3a I10JIe3Hble 3aMeYaHund.
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Beiikep, 'miut u Cosioeit B 19751 moctpousn Takume jBa opakyia A um B, dro
P4 = NP4, no PP # NPP. Tem campbiv onm mokasamm, aro mepasencrso P # NP
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Classical theorem of Baker, Gill and Solovay states that there exist two oracles A
and B such that P4 = NP4, but P? % NPZ. This result indicates that the classical
tools of computability theory (such as diagonalization) are inapplicable to prove the
inequality P £ NP. Generic-case approach to algorithmic problems was suggested by
Miasnikov, Kapovich, Schupp and Shpilrain in 2003. This approach studies behavior
of an algorithm on typical (almost all) inputs and ignores the rest of inputs. Many
classical undecidable or hard algorithmic problems become feasible in the generic
case. In this paper we introduce generic analogs genP and genNP of the classical
computational complexity classes P and NP. We prove a generic analog of the Baker —
Gill — Solovay theorem: there exist two oracles A and B such that genP4 = genNP4,
but genP? # genNPE. Therefore the diagonalization arguments cannot be applied to
prove the inequality P # NP in the generic case too.
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BBegenne

HawuboJree cuibabIe pe3yIbTaThl B TEOPUHU BHIYUCIUTEIHHON CJIOKHOCTHU, TAKUE, KAK TEO-
PEMBI O BPEMEHHOI U ITPOCTPAHCTBEHHONW MEPAPXUH KJIACCOB CJIOYKHOCTHU, TOJIYIEHBI C TIPU-
MEHEHHEM MeTO/la TaK Ha3bIBaeMON JIMaroHaJM3allii. DTOT METOJ, MPUIIEIIIi U3 KIac-
CUYECKOI Teopuu aJIrOpuTMOB U Oepyinuii cBoe Hadaso emi¢ B paborax l'emesss u Thiopun-
ra, aKkTUBHO HMCHOIb30BaJicsd B 1960-70-X IT. B MONBITKAX peNIeHns] MHOTUX MEHTPAJTbHBIX
pobJIeM TEOPUU CJIOKHOCTH BBIYUC/ICHUI, ITPEXKJIE BCEro, IMPOoOJeMbl PABEHCTBA KJIACCOB
P u NP. Ounako B 1975 1. Beiikep, 'nit u Cosnoseit B [1| mokasanu reopemy, Koropast
TOBOPHUT O TOM, UTO C IIOMOIIBIO METOJIa JUArOHAJIU3AINKA HEeJIb3sI JI0Ka3aTh HEPABEHCTBO
P # NP. OxkasbiBaercsi, 14T0 j11000€ JJOKA3aTE/IbCTBO HEPABEHCTBA KAKMX-JTHO0 KJIACCOB ITPO-
oem C # Cy, MOTydIeHHOE C MOMOIIBIO JTUATOHAIUBAINN, PEISITUBU3YEMO. JTO O3HAUA-
eT, 9TO Ta Ke cxXeMa IPOXOJUT M JIs JloKasaTeabeTba Hepaserctsa C{t # C3l) roe A—
Joboit caérublit opakya. Opakyn A SBIIsIeTcs TPOCTO HEKOTOPBIM ITOMHOYKECTBOM BXOJIOB.
PensruBnsoBanHbIe KIACCHI OIIPEIEIAIOTCS IIPU TIOMOIIN MAaIlluH, KOTOPhIE NMEIOT KOMAHIbI
obparrenust K opakyiy Bujga x € A?. Takue MaIvHbI B IIPOTECCEe BBIYUCCHUN MOTYT Je/IaTh
3AIPOCHI K OPAKYJLY 3a OJHY €IUHUILY BPEMEHU U IIPOBEPSTH MPUHAIEZKHOCTD PA3JIMIHBIX
snemeHTOB MHOKecTBY A. [Ipu Haytexkaem BoIOOpe OpaKyia BeIMUCIATETbHAST MOITHOCTH
PEeJIATUBU30BAHHBIX MAIUH yBEJIMYUBACTCSI: OHU MOTYT OBICTPO peliaTh TPyIHOPeIaeMble
U Jlazke HepasperuMble 11pobdsiemMbl. PopMasibHbIE OIPEIe/ICHIS PEIITUBI30BaAHHBIX MaIluH
u KjiaccoB MoxkHO Haiitu B |2, 3|. Beiikep, ['niut u Costoseii mocTponsin Takue jiBa OpakyJia
Au B, aro P4 = NP4, no PP # NPP. Tem campiv onu nokasasu, 4ro nepasencrso P # NP
HE MOYKeT OBITH JIOKA3aHO C MCIIOJIb30BAHNEM METOJIa JIMarOHa TH3aIii.

B pamkax rexepmueckoro mnojaxoja [4] asropurmudeckast npobieMa pPaccMaTpPHBAETCSI
He Ha BCEM MHOYXKECTBE BXOJIOB, & Ha HEKOTOPOM IIOAMHOXKECTBE <«IIOYTH BCEX» BXOJIOB.
Taxkue Bxo/bpl 00pa3yOT TaK Ha3bIBaAEMOE T'eHepuUIeckKoe MHOXKeCTBO. [longaTue «mouTtu Bee»
dopmam3yeTcs: BBeIEHNEM €CTECTBEHHONW Mepbl HA MHOXKECTBE BXOJHBIX JaHHBIX. C TOU-
KU 3PeHus MPaKTUKNA aJTOPUTMbI, pelnatoriue ObICTPO Mpob/IieMy Ha NeHEPUIECKOM MHO-
JKECTBE, TaK K€ XOPOIIHU, KaK U OBICTpbIE aJIrOPUTMBI JJIsi BCeX BXOJ0B. KiaccmdaeckKum
IIPUMEPOM TAKOI'0 AJITOPUTMAa ABJIA€TCS CUMILIEKC-METOJ] — OH 3a MOJIMHOMUAJIbHOE BpeMsi
pemiaeT 3ajady JUHEHHOro IIPOrpaMMHUPOBAHUS I OOJIBIIMHCTBA BXOMHBIX TAHHBIX, HO
UMeeT KCIIOHEHIMAIbHYIO CJIOXKHOCTH B XY/IIIIEM ciydae. boJjiee TOro, MOXKeT Tak OKa3aThb-
cs1, ITO pobJIeMa TPYIHOPA3PeInMa U BOOOIEe Hepa3pennMa B KJIaCCHIeCKOM CMBICIE,
HO JIETKOPA3peInMa Ha TeHePHIeCKOM MHOYKECTBe.

B nannoit pabote orpejensiores reaepudeckue anajgoru genP n genNP kimaccoB BbI-
qucanTeabHoi cioxkuoctu P u NP, a tak:ke ux pengruBmsoBannblie Bepcun. JlokazbiBaeTcs
reHepudeckuii anajor teopeMbl Beiikepa — ['miia — CoJsioBest: CyIIecTBYIOT TaKue OpaKy-
ael A u B, uro genP? = genNP4, no genP? # genNP?. Taxum oGpasoM, s permeHms
reHepUvIecKoro aHaJjora mpobJieMbl coBiajiennst Kiaaccop P u NP meron amaronaamsarimn
TaKKe HEITPUMEHUM.

1. I'enepuyeckue kigaccel P u NP

[Iycte I — HekoTOpOe MHOXKecTBO. PyHKIM size : I — N HazbiBaercs pyrrxyuet pas-
mepa, ecau st ioboro n € N muoxkectso [, = {x € I : size(x) = n} xoneuno. Hampuwmep,
eciu [ = ¥ — MHOKECTBO CJIOB HaJl KOHEUHBIM ajihaBUTOM X2, TO pyHKIHEH pasMepa OyaeT
dbyHKIWs, onpeeaéHHas Jijid JI000ro CIoBa w Kak ero jyuHa |w|. asg MHOXKecTBa HATY-
paabHbIX grces N (yHKIHES pasMepa COMOCTaBIAET JTI0OOMY HATYPAJIbHOMY YUCTY IJIAHY
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ero aBonvHoi 3anucu. Kak oObIYHO Jie/1aeTcsi B TEOPUH BBITUCIUMOCTH, O/, AJITOPUTMUATE-
CKUMU TIpobeMaMu OyjeM IMOHUMATh ITPoOJIeMbl PacliO3HABAHUS ITOJIMHOYKECTB U3 HEKOTO-
pPOro MHOXKECTBa BXOJIOB C OIpPEJICJICHHON Ha HeM (yukmueit jpmabl. g moaMHoXKecTBa
S C I onpenennM 1IOC/IeI0BATEILHOCTD

pn(S) = ,n=123,...,

rae S, = S N I, — MHO)KeCTBO BXO/0B 13 S pa3mepa n. 3aMeTuM, 9ro p,(S) — 310 BeposiT-
HOCTB TIOIIACTD B S IIPH CIydaiiHOl N paBHOBEPOATHOI reHepanuyu BXonos u3 I,. Acumnmo-
muueckol naomuocmvlo S Ha30BeM Tpejiest (ecyin OH CyIIECTBYET)

p(S) = lim pp(S).

n—o0

MmuoxkecrBo S HaszbiBaercs eenepuueckum, ecau p(S) = 1, u npenebpesrcumvim, ecian
p(S) = 0.

B nasbreiimem Gynem paccMaTpuBaTh B KadecTBe MHOXKecTBa BX0/0B {0, 1}* — MHOXKe-
CTBO Bcex cJI0B HaJ BonvHbIM asidasuroMm {0, 1}. Tem He MeHee Bce moceIyoIIe omnpeie-
JIEHUSA U Pe3yJIbTaThl 0€3 0c000TO TPya MOT'YT OBITh ITepEeHeCceHbl Ha JIF0O0e KOHCTPYKTUBHOE
MHOKECTBO BXO/IOB.

Omnpejie/iuM reHepuyIecKre aHaJOrd KJIACCHIECKUX KJIACCOB BBIYUC/IMTEIHHON CII0KHO-
cru P u NP. Muoxkecrso S C {0, 1}* npunagiexur xaaccy genP, ecam cyrmectByer pas-
permmoe 3a TOJMHOMHUAJbHOE BpeMsi TeHepudeckoe MuokectBo G C {0, 1}*, Takoe, 4ro
G NS pazpermmmo 3a oJmHOMUAILHOE BpeMs. [Ipobyriema n3 kimacca genP — 3to nmpobitema,
KoTOpast permaercs 3hdEeKTUBHO (32 MOJIMHOMUATLHOE BPeMs), HO He Jjis BCEX BXOJIOB, a
JIUISE TIOYTH BCEX BXOJIOB (BXOJIOB M3 reHepudeckoro muoxkectsa (7). Muoxkecrso S C {0, 1}*
HpUHAIEKUT Kaaccy genNP | eciu cyiecTByeT pa3permmoe 3a MOJINHOMHUAIBHOE BPEMs
renepuieckoe MaoxkectBo G C {0, 1}*, takoe, uro S N G € NP. HamomuuMm onpenesnenne
knacca NP. IIpobiema S € NP, ecim cymecTByer Takoe MHOXKecTBO S’ € P 1 Takoil mosm-
oM p(n), aro x € S < Jy € {0, 1} (Jy| < p(|z|) u (z,y) € S”). 3aech cTpoka y HA3BIBAETCS
MOJICKA3KOii (mn cepTurKaTOM, UK PelleHneM ), a MHOKecTBO S’ — nposepsreseM. [Ipo-
6uiema u3 kiacca genNP — sro npobiiema, perenne Koropoit mposepsiercst 3¢ heKTUBHO (32
IIOJIMHOMHUAJIBHOE BpeMH) JJId IIOYTH BCEX BXOI0B (BXO,Z[‘OB U3 reHEepuICeCKOI'o MHO2KECTBaA G)

Teneps ompeeinM peIITUBH30BaHHBIE BEpCUHU 9THX KiaaccoB. [lycts A ecth HeKoTOpOE
nojMHOXKecTBO . Mawuna ¢ opaxyaom A B cBOeil mporpaMme MOXKET COJIEPXKATH KOMaH-
JIbl obparltenusi K opakysay Buia «if z € A goto m», HpudIéM BBITIOJTHEHNE STOM KOMAH/IBI
MIPOUCXOUT 3a OJUH Iar paboThl BBIYUCIUTEIBHOTO ycTpoiicTBa. Bosee dhopmasibHO Ma-
IIMHBI C OPAKYJIOM OIlpejiesieHbl, Hanpumep, B [3]. MuoxkectBo S C {0, 1}* npunamiexur
kaaccy genP?, ecim cylmecTByeT paspermmMoe 3a MOTHHOMHATIBLHOE BPEMs HA MAIIMHAX
¢ opakyiom A renepudeckoe MuOokecrBo G C {0,1}*, Takoe, yro G N S paspemmmo 3a
HOJIMHOMUAJIbHOE BpeMs Ha MarmiHe ¢ opakyiaom A. Muoxkecrso S C {0, 1}* npunaexxur
kaaccy genNPA| ecin cymecrByer paspermmyoe 3a IOJMHOMUAILHOE BPeMs Ha MAITHHAX
c opakysiom A rereputdeckoe maozkectBo G C {0, 1}*, takoe, uro SNG € NP#. Pessitususo-
Banublii kiacc NP4 onpenensercs ananoruano o6brauoMy kiaaccy NP: mpo6iema S € NP4,
€CJIN CYIIECTBYET TaKOe Pa3peIImMoe 3a IOJINHOMUAILHOE BPEMsI Ha MaIllnHAX ¢ OPaKyJIoM A
MHOKecTBO S’ U Takoil mosmuoM p(n), uro x € S < Jy € {0,1}* (Jy| < p(|z]) u (z,y) € S").
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2. I'enepuueckas Teopema Beiikepa — I'mnna — CoJsioBes
Teopema 1. Cyuiecrsyer Takoii opaxyst A, uro genP4 = genNP4.

Zloxaszameancmeo. B kadectBe opakyna A MOXKHO B3sTh OpaKyJ u3 TeopeMbl beiike-
pa — I'uia — Cososest, takoit, uro P4 = NP4, JleiicrBurensuo, nycrs S € genNPA. Torna
CYIIECTBYET A-pa3perimmoe 3a MOJIMHOMUAIBLHOE BPEMsl FeHEPUYeCKoe MHO2KeCTBO (7, Takoe,
aro SN G € NP2 Ho NP4 = P4, nosromy SN G € PA. Dro oznauaer, aro S € genP4.
Takum obpason, genP? = genNP4 . m

Teopema 2. CymecrByer Takoii opakyn B, uro genP? # genNP?.

Jloxazameavcmeo. Ueqa rnocrpoeHusi opaxkysja B TakoBa: IIOCTPOUTH CBSI3aHHOE
¢ HnM MHOKecTBO 13 NPP rmak, 4robnr mobast MOIMHOMEATIBHAS MAIIHHA C OPaKyIoM B
He pacIiio3HaBaJia 9TO MHOXKECTBO Ha HEIIPEHEOPEKUMOM MHOXKECTBE. ITOT MHOKECTBO CJie-
JLyIOIIee:
Qp ={w € {0,1}": B B cymecrByer CTpOKa JIHHBI 2|w]}.

Bamernym, aro Qg € NPP nia mo6oro opakyna B. JleHCTBUTEIBHO, /IS BXOJA W CEPTH-
dbukaToM siBiIsieTcst cTpoKa  JuiuHbL 2|w|, Takas, uro x € B. Ecim w € (g, TO Takoii
ceprudukar Haiigércda, maade HeT. [Iporecc nmpoBepku ceprudukaTa BHIIOJIHAETCS 3 TO-
JINHOMUAJILHOE BPEMsl Ha MAallliHe C OPaKyJaoM B3.

Teneps Hy»xHO HOCTPoRTL B Tax, utobnt 2 ¢ genP?. Ilycrs ects sddexTupmas myme-
paIlis MOJIMHOMUAJIBHBIX MaIlWH ¢ opakynamu Py, Py, P, ... Obpa3yem u3 HUX CJIe/IyIONLY 0
[OCJIEI0BATEILHOCTD:

{Mi7i:172737"'}:{P17P17P27P17P27P37P17P27P37P47P17P27"'}'

B meit kaxkplit pa3 mocje TOro, KakK BBITUCAHBI MAIMUHBI Py, ..., Py, BBIIUCHIBAIOTCS Ma-
muHbl P, ..., Py1. TakuM obpaszoM, KaxKaas MOJTMHOMHPAIbHAS MaIlInHA F; BBITUCHIBAETCS
OeCKOHEYHO MHOTO Pa3.

[TocTpoenne opakysa B IPOXOIUT TI0 IaraM, ctapTys ¢ MHoxkectBa B = {0, 1}*, Ha i-m
mare BbIYEPKUBAEM CTPOKHM u3 B Tak, urobbl marmuHa M; He cMoriia pacrno3uars (lp Ha
OOJIBITUHCTBE BXO/I0B HEKOTOPOTO (pUKCUPOBAHHOTO paszmepa. Omuiem cHadasa mar 1.

I ar 1. Beibepem umcno k taxum, uaro p(k) < 2%, tme p() —3To mommmoM, orpa-
HUYHUBAIONUl BpeMs paboTbl mamuubl M. 3amyckaem M Ha KaxKJI0#l cTpoke pasmepa k
(ux 2% mTyk). Bo BpeMs cBoeit paboThI Ha KazKJOM BXOJe, KaK TOJILKO OHA JeJaeT 3alpoc
K Opaky/Iy BHJa a € B?, BBIYEpKHBaeM 3Ty CTPOKY a U3 B (BBIHYK/as OpaKyJl BCErja
orseuars HET). B mpomecce paborsr M Ha Bcex 2% BXOmax MBI BBIYEPKHEM HEKOTOPBIE
ay, ..., am, tae m < p(k)2F < 2%, Jlamzee cmorpum: eciim My Bhimaér na 28 Bxomax mymmsr k
BBIXOJ, 1 He MeHee yeM B nosiopune ciydaes (T.e. > 2871 pa3), To BeryepkuBaeM Bce cTpokn
JUTMHBL 2k u3 B, TeM caMbIM TapaHTupys, 910 w ¢ (p Juisg j11060i CTPOKHU W JITMHBL k.
910 o3HavaeT, YTo MaiuHa M omubaeTcsd HA BXOJAX JJIMHBI k HE MeHee YeM B ITOJIOBUHE
caydaeB. Eciu ke M BbtaeT B OoJibImuHCTBE cirydaeB (), MbI BbIOUpaeM HEKOTOPYIO CTPO-
Ky JUIMHBI 2k U3 ocTaBiuxcd B B u momedaem eé (Takasi CTpOKa HANIETCsI, TaK KaK MbI
soraepknym < 228 crpok). DTo Takke rapanTmpyeT, uTo w € (lp mIA MOOOH CTPOKH W
mumabl k. Takum obpasom, ondarh Marmuaa M omubaercd Ha BXOJaX JUIMHBL k He MeHee
YeM B IIOJIOBUHE CJIyYaeB.

I a r 4. Wrak, mamuasr My, ..., M; 1 #He pacnosnaior ()g, omwubasich Ha BXOJaX
¢ gnuuHamu kq, ..., k; 1 He MeHee YeM B IOJIOBUHE ciydaeB. Bepem k > k; 1, Takoe, 4TO
p(k) < 2%, e p() —»9To monMHOM, orparmYMBatoNTAil BpeMs paboTh MammHbl M;. Kpome
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TOro, k JIOJI?KHO OBITEH OOJIBIIE PA3MEPOB BCEX CTPOK, KOTOPBIE OBLIN TOMEYEHbI WU BhIYEPK-
HYTBI Ha IpeabLIyux marax. Omars 3amyckaem mamuny M; Ha Ka)KJI0M BXOJIE JIJINHBL K
U BBIUEPKIBAaEM CTPOUKU-3AIPOCHI (Jies1ast OTBETHI Ha 3anpockl K opakyry HET), Ho Tosb-
KO Te, KOTOpble He noMedeHbl. Eciu crpoka B 3ampoce a € B? momedena Ha MPEIbIY X
Imarax, OHa yKe TOYHO Oy/leT B OKOHYATEJIHLHOM OpaKyJse. DTO rapaHTHpyeT, 4To padoTa
Mammusabl M; Ha J11060M BXOJle w JUIMHBI k He OyJeT MEeHSThCs B JlaJbHEleM (TO eCTh OT-
BETBI Ha €€ 3a1pockl a € B OyjyT TeMu e U Ha Tmoc/ieayomux marax). Kak u Ha mare 1,
eciu M; BbITaéT 1 HA OOJIBITMHCTBE BXOJOB JITUHBI k, BBIYEPKUBAEM BCE CTPOKH JIJTMHBI 2k
n3 opakyna B. Ecin ona nyg 6osbmmHCTBA BBIAET 0, TO TOMeYaeM OJHY U3 OCTABIITUXCS
CTPOK JUIMHBI 2k U miepexo/iuM K ciemyioniemy mary. Omars M; He MoKeT pacrnosHath (g
He MeHee YeM JIJIsl IOJIOBUHBI BXOJIOB JIJIMHBI K.

[IpenebHOE MHOXKECTBO B 9TOM TIPOIIECCE U €CTh MCKOMBIN opakyn B. leficTrBurenbHo,
Qp € NP2, a rem Gosee Qp € genNPZ. Urober y6eaurnes, aro Qp ¢ genP? | samernm, aro
JIIst JTI0001 TToTMHOMUAIBHON MaruHbl M ¢ opakysaoM B MHOYXKECTBO BXOJIOB, Ha KOTOPBIX
M naér mHenmpaBUJIBbHBIN OTBET, UMEET BHU/I

e
A ={w € {0,1}"  jw| = ms},  my > my,

npuaém |A;| = 2™ st mro6oro i. Ecu Terepb paccMOTPETh MOCIeI0BATEIbHOCTh

[E(M),]

pulEQM)) = 250,

n=12.3,...,

TO JIerKO BHJETh, 910 p,(FE(M)) > 1/2 nna 6eckoredHO OOJBIIOTO YHC/Ia 3HAYEHUN 1.
[Tosromy muOKecTBO F(M) HenpeneOpexkumMo. B

JINTEPATYPA

1. Baker T., Gill J., and Solovay R. Relativizations of the P=7NP question // SIAM J.
Computing. 1975. V. 4. P. 431-442.

2. Baawd M., Kumaes A., lenv A. Kitaccuueckue m KBaHTOBble BhIumcienusi. M.: MIITHMO,
YePo, 1999. 192 c.

3. Ispu M., /Isiconcon /[. BoraucanrenbHble MAITHBL U TPyAHOpentaeMble 3agaqn. M.: Mup, 1982.
419 c.

4. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks // J. Algebra. 2003. V.264. No. 2. P. 665-694.

REFERENCES

1. Baker T., Gill J., and Solovay R. Relativizations of the P=7NP question. STAM J. Computing,
1975, vol. 4, pp. 431-442.

2. Vyalyi M., Kitaev A., and Shen A. Classical and Quantum Computation (Graduate Studies in
Mathematics). AMS, 2002. 272 p.

3. Garey M. and Johnson D. Computers and Intractability. N. Y., Freeman & Co, 1979. 340 p.

4. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks. J. Algebra, 2003, vol. 264, no. 2, pp. 665-694.



NPUKNAOHAA OANCKPETHAA MATEMATUKA

2018

MaTemaTuyeckne ocHOBbI MHCOPMATUKM 1 MPOrPaMMUPOBAHUS

YK 621.396:621.372

ITOCTPOEHUE CETUN XEMMUJHI'A HA OCHOBE KPOCCBAPA
C BUHAPHBIMU MEMPUCTOPAMU

M. C. Tapxkosn

Ne 40

Hrnemumym dusuru noaynposodruros um. A. B. Pocanosa CO PAH, 2. Hosocubupck, Poccus

Otmcanbl CBOCTBA AHAJIOTOBBIX U OMHAPHBIX MEMPUCTOPOB (PE3UCTOPOB € MAMSITHIO),
KOTOpBbIE MOT'YT OBITH HCIOJIB30BAHBI JIJIsi AllllaDATHON peaJin3alluu CUHAIICOB Hefpo-
HOB, a TaK2Ke MEMPUCTOPHbIE MATPHUIIHI, Ha3blBaeMble Kpoccbapamu. bunapubie MmeMpu-
CTODBI, COMPOTHUBJICHNE KOTOPBIX HPUHIMAET TOJIHKO JBa 3HAUCHHs (MaKCHUMAIbHOE W
MUHUMAJIBHOE), OCHOBAHBbI HA MEXaHU3Me IepeK/IIoueHusl (pUIaMeHTa U PacipocTpa-
HeHbl OoJTee MMHUPOKO, 9eM aHaJoroBble MeMpucTopbl. OHE TOpa3no 6osee yCTONINBEI
K CcTaTucTudecKuM (QJIYKTyaIrusM [0 CPaBHEHHUIO ¢ aHajoroBbiMu. [Ipemjioxkena ar-
rapaTHas peaju3aliis acCOIMATUBHON MaMITH XEeMMUHTa HA OCHOBE HCIIOJIb30BAHUS
Kpoccbapa Ha dbunapabix Mempucropax u KMOII-cxemorexuuku. Makcumaabaoe co-
[POTUBJIEHNE OMHAPHOIO MEMPUCTOPA COOTBETCTBYET 3HAYCHUIO — 1 KOMIIOHEHTHI Xpa-
HUMOI'O 9TAJIOHHOI'O0 BEKTOpA, & MUHUMaJIbHOe — 3HadeHuio +1. [lokazano, 1ro kpocc-
Oap Ha OMHAPHBIX MEMPUCTOPAX PEAIM3YET CBONCTBA IIEPBOTO CJIOSI CETU XEMMUHTA, CO-
IJIACHO KOTOPBIM BBIXOJIHOI CUTHAJI HEfipoHa MEPBOIo cJios HeoTpuiiaresed. Ilpu stom
OH MaKCUMaJIeH JjIs HeHPOHA, STAJOHHBII BEKTOP KOTOPOro Hamnbojee OJIM30K K BEK-
TOPY BXOJIHBIX JAHHBIX. JljIs 3a/1aHHOI PA3MEPHOCTH STAJOHHOIO BEKTOPA IOJIYYEHO
COOTHOIIIEHUE MEXKJy MAKCUMAJBHBIM U MUHUMAJbHBIM COMPOTUBJICHUSMU OUHAPHBIX
MEMPHUCTOPOB, KOTOPOE TrapaHTUPYET KOPPEKTHYIO paboTy HEPBOTO CJIOS CETH XeMMUIH-
ra. Mogenuposanue B cucreme LTSPICE npemioxkennoit cxembl nmamsaTu XeMMUHTA
MIOATBEPINIIO €€ PabOTOCIIOCOOHOCTb.

KiroueBble cJioBa: accouuamuehas namamos Xemmuraa, Mempucmop, kpoccbap,
KMOII-mexnonoeusn, LTSPICE.
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CONSTRUCTION OF A HAMMING NETWORK BASED
ON A CROSSBAR WITH BINARY MEMRISTORS
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The properties of analog and binary memristors (resistors with memory) are described.
The memristors can be used for the hardware implementation of neurons synapses.
The memristor matrices are called crossbars. The binary memristors, whose resistance
takes only two values (maximum and minimum), are based on the switching filament
mechanism and are distributed more widely than analog memristors. They are much
more stable to statistical fluctuations compared to analog memristors. The Hamming
associative memory’s hardware realization based on the use of a binary memristors
crossbar and CMOS circuitry is proposed. The maximum binary memristor resistance
corresponds to the stored reference vector component value —1, and the minimum
resistance corresponds to the value +1. It is shown that the binary memristors crossbar
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realizes the Hamming network first layer properties according to which the output
first layer neuron signal is non-negative. This signal is maximal for a neuron with the
reference vector closest to the input vector. For a given reference vector dimension,
the relationship between the maximum and minimum binary memristors resistances is
obtained. It guarantees the Hamming network first layer correct operation. Simulation
in the LTSPICE system of the proposed Hamming memory scheme confirmed its
operability.

Keywords: associative Hamming memory, memristor, crossbar, CMOS-technology,
LTSPICE.

Bsenenue

HckyccTBennasi HefipoHHasi ceTh OOBIYHO HUCIIOJIb3YeT MaTPHUILy BECOBBIX KOd(uimeH-
TOB JIjIsI TIPEJICTABICHNS MHOXKECTBa, CHHAIICOB CJIOA HefpoHOB. COOTBETCTBEHHO BBITHC-
JIEHWE aKTUBAIUKA CJI0si HEMPOHOB MOXKHO PacCMaTpUBaTh KaK YMHOXKEHHE STONH MaTPHUIIbI
BECOB Ha BEKTOP BXOJHBIX CUTHAJIOB CJI0si. AlapaTHas peajm3aliisl HepOHHOI CeTH Tpe-
OyeT MHOTO IaMsTH JIJIsi XpaHEHUs] MaTPHUIbI BECOB CJIOS HEHPOHOB M SIBJIAETCS JTOPOIO-
crosieit. Pererre 910t mpob/ieMbl yIIpOIIAEeTcsl IPU UCIOIH30BAHUN B KAYeCTBE sTIeiiKu
aMsTH YCTPOMCTBA, Ha3bIBAEMOTO MeMpucTOopoM. MeMpucTop ObLI IIpecKa3aH TeopeTuye-
cku B 1971 1. Jleonom YUya [1]. [lepByio dbusndeckyo peagn3almio MEMPUCTOPA TPOIEMOH-
crpupoBaJia B 2008 . saboparopusi dupmbl «Hewlett Packard» B Bume ToHKOMIEHOUYHOIT
crpykrypel TiOg [2]. B Poccun nepsbiit mempucrop na ocuoe TiOs mosyuen B 20121
B TiomeHckOM TocynapcrBeHHOM yHEBepcurete [3]. MempucTop mveer MHOTO JIOCTOMHCTB,
TaKUX, KaK SHEPTOHE3aBUCUMOCTb XPaHEHUs WH(POPMAINK, MaJjoe MoTped/ieHre SHEePIuH,
BBICOKas IJIOTHOCTH MHTETIPAIMK M 3aMedaTe/IbHas MacIITabupPyeMOCTh. Y HUKaJIbHAs CIIO-
COOHOCTDb COXPAHATD CJIEJIbI BO3OYKICHUS YCTPOMRCTBA JIeJIaeT ero ulea bHbIM KaHHIaATOM
JUUTsl peasIn3allii CUHAIICOB B 9JIEKTPOHHBIX HEHPOHHBIX ceTsix [4].

Mewmpucrtop Bejsier cebsi TOJOOHO CHHAIICY: OH <«3AIIOMUHAET» IIOJHBII JIEKTPUIECKU
3apsi, nporiemmuii gepe3 Hero [5|. IlamsaTh, ocHOBaHHAsT Ha MEMPHCTOPaX, MOXKET JOCTH-
raTh OUeHb BBICOKOi crenenn unTerpanun 100 I'6uT/cm?, B HecKobKo pas GoJlee BHICOKOI,
9eM Ha OCHOBE TeXHOJIOruu (pudi-naMatu [6]. DTu yHUKaJbHBIE CBOHCTBA JeJAI0T MEMpPU-
CTOP MHOT'OOOEIIAIOIIUM YCTPONCTBOM /I CO3/IaHUS MacCOBO-IIapaJLIeIbHBIX HefipoMopd-
HBIX cucreM |7-9].

[TousiTie MeMpHCTOpa MOKPBIBAET MUPOKHUil auanason siernii [10]:

a) wu3MeHeHue (ba3bl, BLI3BAHHOE HATDEBAHUEM B yCTPOWCTBAX MAMATH, OCHOBAHHBIX Ha
XaJIbKOTE€HU,1aX;

6) obpazoBaHue MPOBOJSIIErO (bUIAMEHTA, BHI3BAHHOE 3JIEKTPOXUMHUYECKHMU TIPOIIEC-
caMy OKHUCJICHUsI / BOCCTAHOBJICHUST, HADJIIOIAeMBIMI B OKCUJIAX METAJLIOB, XaJIbKOore-
HIJIaX U OJIUMEpax;

B) npeiid/muddysust noHoB B aMOPGHBIX TIEHKAX;

r) obpasoBaHue MPOBOJsIero (buIaMeHTa, BbI3BAHHOE HarpDeBaHWEM U HabJIroaeMoe
B HEKOTOPBIX OKCHJIAX.

B «anajioroseix» mMempucropax (Hampumep, Ha ocHoBe okucu tutana TiOs) Hempepbis-
HOe M3MEHEHHUe HAIIPS’KEHUsT BBI3bIBAET HEIPEPHIBHOE W MOCTENeHHOEe (MHKPEMEHTHOE) M3~
MeHeHHe TpoBonMocTH. Totr ke 3cddekT mocTuraercs nMpu NpUMeHEHNN TTOCIeI0BaTeTbHO-
CTH MTOJIOZKUATEJILHBIX WU OTPUIATETbHBIX TPOIPAMMUPYIONNX UMITYI6COB. COPOTUBIIEHNE
AHAJIOrOBOIO MeMpucropa (puc. 1) MozKeT ObITh IPEeICTaBIeHo 2] Kak

M(p) =p- Ron + (1 — p)Rog,
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rze p (0 < p < 1) — nosozkenue GpoHTa TPUMECH OTHOCUTEIHHO TIOJIHON TOJIIUHBL /i TLIEH-
ku TiOy; Ry 1 Rog — MUHEMAJIBHOE U MaKCHMaJIbHOE COIPOTUBIIEHNsT MeMpucTopa. Korma
Ha MEMPHUCTOP MOAAETCsI HalIpszKeHne V' BhIIe HEKOTOPOro mopora Vi, ero colpoTuBJIeHNE
YMEHBIIAETCA 38 CIET PACHIUPEHUA TPUMECHON 30HbI [, mMeIoNeil HU3KOe COIPOTUBJIEHNE,
U coKpalenns 30HbI U 91CTOro OKMC/Ia, UMEIOIei BhIcOKoe conrpoTuByeHne. CoOTBETCTBEH-
HO COIIPOTHBJIEHNE MEMPUCTOPA BO3pacTaeT IPH 110/1axde HallpsizKeHus V' Huxke — Vi, 3a CUET
cokpairenus 3006l D u pacmmupenus 30ubl U. [locae oTKIOUeHns: HAIPSKEHUsT TEKYIIEee
COTIPOTHUBJIEHNE MEMPHUCTOPA COXPAHIETCSI.

D U

i PR o

Puc. 1. Mempucrop

B «1iudpoBbix» (6MHAPHBIX) MEMPUCTOPAX COMPOTUBJICHUE U3MEHSETCs PE3KO (€ HU3KO-
IO Ha BBICOKOE U 0OPATHO), KOIJIa IPUJIOYKEHO HAIIPsIZKEHNe, «epecekarorrees mopor. Ckad-
KOoOOpa3Hoe U3MEHEeHUe COIPOTHBJIEHUsI 00YC/IOBJIEHO OOpa30BaHUEM ITPOBOISINErO (hra-
menTa. Hanpuwmep, nmpu obpazosanmnu Ag-dbunamenta B aMopdHOM KpeMHUH (a-Si, KOTOPBIit
CJLYZKUT MaTePHAJIOM JIEKTPOJIUTA) HAOJII0IaeTCsd yCTORIUBBIN 9(DhEKT PE3KOro n3MeHeHust
conporuBiennsi. Takoit MEMPHUCTOP UMeEeT YETKUI TOPOT MEPEKIIOUEHUST U PE3KOe M3MeHe-
HIE COIPOTHUBJICHUS IIPU HAIIpsizKeHnn cunthiBadus 1 B. Bpems nepekodenust cocrapsier
menee 10 HC. OCOOEHHO MHTEPECHBI peaIn3allii CHHAIITHIECKIX YCTPONCTB Ha OKHMCH Tad-
uust HfOs, mocko/ibKy Takasi maMsaTh nMeeT OJIeCTAINNe XapaKTepPUCTUKU: OOJIbINas Mac-
mrabupyeMocTh (/10 pasmepos MeHee 10 HM), Majioe BpeMsl lepekrodenus (mopsijika 1 He).

Bunapubie mempucrops |11, 12|, ocHoBaHHBbIE Ha MexaHU3Me HepeKoYeHus huraMeH-
Ta, pacIpoCcTpaHeHbl OoJiee MMPOKO, YeM aHaJIOrOBbIE, MaTepUaJIbl JIJI KOTOPLIX BCTPEYa-
IOTCs 3HAYUTEILHO peke n TpeOyoT OoJiee CJIOXKHOIO Iporiecca obpadborku. [Ipu mepexiio-
YeHnn (pUIaAMEHTa MEeMPHCTOPBI MOIYT UMeTh Jinbo Bbicokoe comporusierne (BC), mu6o
ruskoe (HC). Takum o6pazom, Mbl MOzkeM XpaHUTb ToJibKO 1 mam 0 (—1) npu nepekiode-
Hun pugaMenTa OMHAPHOIO MEMPUCTOPa. BuHapHble MEMPHUCTOPHI ropas; o boJiee yCToWIn-
BBl K CTATUCTHYECKUM (DIYKTYaIUsM 10 CPABHEHUIO C AHAJOMOBBLIMU. DTO CBSI3aHO C TEM,
gyro BC mamuoro Beime, vem HC, nHecmorps Ha 60sbinoe KoandecTBo duiykryanuii B HC
u BC.

Ha puc. 2 npeicraBieH MeMpUCTOPHBIN KpoccOap, KOTOPBIi sIBISETCST TUITUIHONR CTPYK-
Typoit MempucTOopHOit mamsT. OH COAEP:KUT MEMPHUCTOP Ha KazKJIOM IT€pecevdeHnr TOPU30H-
TaJIbHBIX U BEPTUKAJbHBIX IIPOBOJHIKOB. MeMpHCTOPHLII KpoccOap MHTEPECEH JIJIsI PeaJir-
3aIUN MATPUIL COSTMHEHNI B HETPOHHBIX CETSX, MOCKOJ/IbKY OH MOXKET 00eCIeIUTh OOJIBIIIOe
YHCJIO CATHAJBHBIX CBSI3€il M BBIYMC/IATH B3BEIIEHHYI KOMOMHAIINIO BXOJHBIX CHUTHAJIOB.
Ha BeprukaiabHbIe MHHBI KpocchHapa MOIal0TCsT KOMIIOHEHTHI BEKTOPA BXOIHBIX CUTHAJIOB.
Kaxknast ropusoHTaIbHAS IMIMHA [TO3BOJIAET BBIYUC/IUTH CKaJIsIPHOE ITPOM3BEIeHIe BEKTOPa
BXOJIHBIX CHUI'HAJIOB Ha BEKTOP BECOB, 3aJaHHBIX ITPOBOJMMOCTSIMU MEMPHCTOPOB COOTBET-
CTBYIOIIEN CTPOKU KpocchHapa.
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Puc. 2. MempucropubIit Kpoccbap

1. IIporpammupoBanue Kpoccbapa Ha OMHAPHBIX MEMPUCTOPAX

YcTaHoBKa CONMPOTUBJIEHUIT OMHAPHBIX MEMPHUCTOPOB KpoccOapa OCyIIECTBIIETCH Ha OC-
HOBe METOJIMKH, IpeJiozKenHoil B [12]. Pacemorpum yeraHOBKY MeMpucTOpa B COCTOSTHIE + 1
(HC) na npumepe dpparmenTa kpocchapa, mpecTaBIeHHoro Ha puc. 3. J1jist onpeieiéHHOCTH
paccmoTpum Mempuctop M11. UTobbl ciieslaTh HU3KUM COIPOTUBJIEHNE 3TOTO MEMPUCTOPA,
clleJ1aeM yCTAHOBKM HAIPSI?KEHWI, yKa3aHHbIe B TaduIe (B BOJIBTAX):

HI | H2 | H3 | V1 | V2 | V3
+71 0 0 | =7 | +7 | +7

Moo M1i1 M2 M13
=

H3 " .
s
(™) - M32 M33
‘ \._/

Puc. 3. @parmenTt kpoccbapa

DKCIIEPpUMEHT IOKa3aJj, 9TO IPU TaKUX yCTAHOBKAX HAIPSYKEHUN COIMPOTUB/IEHNE
mempucropa M11 craner murnmasbabiM (100 OMm) B Teuenne 2 ue. [lpu sTom comporus-
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jgenns mempuctopoB M12 m M13 octanyrcss HEM3MEHHBIMH, & COIPOTUBJICHUS OCTAJIb-
HBIX Mempucrtopos (M21, M22, M23, M31, M32, M33) usMmensitcsi He3HAUUTETHHO (HE 6O-
aee 0,5%).

Yrobe! ycranoButh Mempuctop M11 B cocrostane —1 (BC), HyKHO TOMEHSITH HOJISIP-
HOCTB Hallpsizkenuii B Tabsuiie. IIpu 3ToM BpeMsl yCTaHOBKH YBEJMYUBAETCS JI0 D HC.

2. Cerp XeMMUuHIra u €€ peajm3alnus C UCIIOJb30BaHUEM MEMPHCTOPHOIO
Kpoccbapa

B cern Xemmunra [13] HelpoHbI mePBOro CJIOS PACCUUTHIBAIOT PACCTOSHUST XEMMUHTa
MeKJIy MOJIAHHBIM Ha BXOJ[ CETU BEKTOPOM I M BEKTOPAMHU BECOB (3TAJOHHBIMU BEKTODa-
Mu) x' HeitpoHOB 3TOro Ccjod. Paccrosnmem Xemmunra d(z,y) MexKILy BEKTOpaMu T H ¥
Ha3bIBa€TCA KOJIMIECTBO HECOBIIaJaOIMUX KOMIIOHECHT 9TUX BEKTOPOB. BHa‘{eHI/IH BBIXOJHBIX
CUTHAJIOB HEHPOHOB MTEPBOTO CJIOSI OPEIEISI0TCs 110 hopMyJie

yi=1- d(xl,x)/N, (1)

rige N — awmcsio kommonent sekropa z. s (1) ciemyer, aro y; € [0, 1], nupuuém aig xz = z*
BBITIOJTHsIETCH Y; = 1 (MaKCHMAIbHO BO3MOXKHOE 3HAYUCHUE).

CurHaJibl y; CTAHOBSATCS HAYATBHBIMU COCTOSHUSIMU HEHPOHOB BTOPOIO CJIOS, KOTOPBIE
dyuximonupytor mo npunmuny WTA («Winner Takes Ally). Drot cioit onpenessier mobe-
JIATeJIst CPeJI HeHPOHOB [EPBOTO CJIOs, T. €. HEPOH, BBIXOJHOIN CHTHAJ KOTOPOro HamboJiee
6mmsok K 1. Takoit HefipoH yKasblBaeT Ha 3TAJOHHBIN BEKTOP X' ¢ MUHUMAJIBHBIM PACCTOSI-
HITeM XeMMUHTa JI0 BXOJHOI'O BEKTOPA .

[TocTaBuM B OJJHOZHAYHOE COOTBETCTBHE 3TaJOHHOMY BEKTODY CETH XeMMUHTa ', § =

= 1,...,p, BEKTOp BeCOB W', 3a/1aBaeMBIX ITPOBOIMMOCTAMH MEMPUCTOPOB Kpocchapa, Mo
MIPaBUITY

i )gu, ecm 2l = —1,

I gu, ecaun x; =1,
e gy > g, J = 1,..., N. IIycTtb w — npon3BoIbHBIN BEKTOP pasMepHOCTH [N ¢ KOMIIOHEH-

TaMHU (g, 1 gy.
Vreepxkaenne 1. (2%, w') — (2',w) > gu — g1, > 0, ecsim w # w'.
Joxazameavcmeo. IlycTh m KOMIIOHEHT BeKTOpa W' PABHBI gy, & 1 KOMIIOHEHT — g,
m +n = N. CorracHo OIpeeIeHnIo BeKTOpa &', IMeeM

(2", w') = mga — ngr. (2)

Yro6bl moyuuTh U3 w' BeKTOp w, HyKHO 3amennthb k (kK € {1,...,m}) KoMmoHent gy
ua gr, u/mm [ (I € {1,...,n}) kommnonent g, Ha gy. Tormaa

(«',w) = (2, w') + k(gr. — gu) — Ugn — g1.). (3)

s (2) u (3) crenyer (2%, w') — (2*,w) = (k+1)(gu — g.) = gu — gr. > 0, Tak KaK gy > gr,. W

U3 yreepkenust 1 cieyer, 94to Beraucserus mno ¢gopmyJie (1) MOXKHO 3aMEHUTH HA Bbi-
YHCICHNE CKATAPHOTO NPOU3BeICHUA (T, w'), KOTOPOe MOKET OBbITh peajn30BaH0 Ha MEMpPH-
cTOpHOM Kpocchbape. MeMpucTOpHBIi Kpocchap ¢ yKa3aHHBIMU BBIIIE CBOMCTBAME HE peaJii-
syer Gopmy.ty (1) BeIMHCTIEHHI TIEPBOTO CJI0sT CeTH XEeMMUHTa, HO obecriedanBaeT TpedyeMoe
CBOMCTBO 3TOrO CJIOA: HEUPOH C BECOBBIM BEKTOPOM wi, ITpeJICTaBJIEHHBIN 1-1f CTPOKOIT Kpocc-
Gapa, JIIst STAJIOHHOTO BEKTOpa w' JlaeT MaKCUMAJIbHbIH BBHIXOJHON curHa y; = (z°, wt).

Bynem HazbBaTh BEKTOP W HETPUBUAJIBHBIM, €CJIU XOTs Obl OJIHAa €r0 KOMIIOHEHTa PaB-
na gg. Torna (z',w) > gg — (N — 1)gL, oTKyja caemyer
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Vreepxkaenne 2. (r',w) > 0 119 HETPUBUATBLHOTO W, €C/IH

gu
LSy 1 (4)
HepagencrBo (4) 3a1aéT orpaHndeHne Ha OTHOIIEHNE MKy MaKCHMAJbHON gy ¥ M-
HUMAJILHOM ¢, TPOBOJIUMOCTAMU MEMPUCTOPOB KpoccOapa, KOTOpoe 0becieqnBacT HeOTPU-
[ATEJILHOCTD BBIXOJIHOTO CHTHAJIA HEHPOHA TIEePBOro cJjiost ceTn XeMmMmuHTa. [IpeoxKeHHbit
371ECh OJIXO0JT K TIOCTPOCHHIO ACCOMUATHBHON TTAMITH XEeMMIHTa TIO3BOJIMI COKPATUTH BIBOE
KOJIMYECTBO MCIIO/Ib3YEMBIX MEMPUCTOPOB 110 CPABHEHUIO ¢ peasm3anueit B [14].

3. llpumep peanmu3arnus cetu XeMMUHTA

Ha puc. 4 npencrasiienbl n3o0pazkenns cuMBoJIOB «Li», «T», «X» pazmepom 3 X 3 muk-
cejieil. DTu n3006parKeHUs: MOy T ObITH OIKMCAHBI TAJIOHHBIME BEKTOPAMU ([IOCTPOYHAS Pa3-
BEPTKa M300paKeHMit )

L=(1,-1,-1,1,—-1,—1,1,1,1),
T= (17 17 1a _1a 3 _1a _1a ]-7 _]-)7
X =(1,-1,1,-1,1,-1,1,-1,1),

rie 1 cooTBeTcTBYET O€/IbIM ITUKCE/IsAM, a — | — YEPHBIM.

Puc. 4. zobpazkenusi CAMBOJIOB

SamoMuHaHIE TUX W300parKeHW B MaMsITH XeMMHUHTa peajn30BaHO MEMPHUCTOPHBIM
KpocchapoMm, TpeJicTaBJIeHHBIM Ha PUC. D, TJe KaxK/as CTPOKa COOTBETCTBYET OJIHOMY U3
nzobpazkenuii. Kommonenre 1 3TajloHHOrO BEKTOpa B KpoccOape COOTBETCTBYET MEMPU-
CTOp ¢ MHUHHUMaJbHBIM comporusieHneM Ry = 1000M (¢ MaKCHMAaJbHON IIPOBOIANMO-
crbio gy = 1/Rp), a KOMIOHEHTe —1 — MeMpPUCTOp ¢ MaKCUMAJbHBIM COIPOTUBIICHUEM
Ry = 100kOm (¢ mMuHEMATIBHOI mpoBOguMOCTBIO g, = 1/Ry). O603HAYMB BEKTODHI Be-

cos uepes wl, w! n wX, Mmorkem 3anmcaTh BLIXOJHbBIE CHIHAJBI CTPOK Kpoccbapa (puc. 5):

SumL = (z,w"), SumT = (z,w”), SumX = (z,w™),

rJie & — BEKTOP BXOJHbIX CHUI'HAJIOB, KOMIIOHEHThI KOTOporo — Hamnpsizkenus 0,3 B (coorser-
creyer 1) u —0,3B (coorBercrByer —1). Mojysib HalpsizkeHuilt BbIOpaH HUKe 1opora Ou-
HAPHOI'O0 MEMPHUCTOPA, ITOOBI UCKIOINTH BO3MOKHOCTb U3MEHEHUsT ITPOBOIUMOCTH MEMPU-
CTOPOB KpoccOapa MPHU €ro SKCILIYATAIIH.

Bropoii cnoii cetn Xemmunra (puc.6) peamuzosan Ha ocHoe KMOII-Texnonorun
[14,15] u npeobpasyer BeKTOp BXOJHBIX curHasos 1o npunnuiny WTA, To ecTh Makcu-
MaJIbHOI BXOJIHON KOMIIOHEHTE OH CTABUT B COOTBETCTBHE 1 HA BBIXOJE (BBICOKOE HAIIPS-
JKeHue, JijIsi cxeMbl puc.6 oHO cocrasisger okoyio 4,5B), a ocrajbHBIM BXOIHBIM KOMIIO-
HeHTaM cTaBuTCs B coorBercTBre () (HampsKeHwe, OJM3KOe K HYJIIO, JJIsi CXeMbI pHC. 6
oHo cocrapisier okosio 0,1 MB). [lma npumepa Ha puc.5 Bommoasiercs SumT > Suml u
SumT > SumX. B srom ciryuae Ha Bbixoje Broporo cios (puc. 6) noaygaem OutT 4,5B,
OutL = OutX =~ 0,1 MB. Cxema namsaru Xemmunra (puc.b u 6) peaim3oBana B CHCTEME
mozesnmposanust LT'SPICE [16].
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Puc. 6. Bropoit cioit cetn Xemmunra (vdd = 7 B)

3akJiroueHue

[Ipenoxkena anmaparHas peajJn3aliisd acCCOIMATUBHOMN maMaTn XeMMIHT'a Ha OCHOBE UC-
1oJh30BaHust Kpoccbapa na Ounapubix MeMmpucropax u KMOII-cxemorexnuku. [lokazano,
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9TO Kpocchap Ha OMHAPHBIX MEMPUCTOpaX, Ie MAaKCUMaJIbLHOE COIPOTHB/IEHIE MEMPUCTOPA,
COOTBETCTBYET 3HAYEHUI0 —1 KOMIIOHEHTHI XPAHMMOT'O STAJIOHHOIO BEKTOpA, & MUHUMAJIb-
HOe — 3HaYeHnI0 +1, peaju3yeT CBOICTBa MEPBOIO CJIOSI CETH XEMMUHIa, COTJIACHO KOTO-
PBIM BBIXOJIHOWM CHTHAJI HeipoHa IEePBOrO CJIOsT HEOTPHUIATEseH, MPUIEM OH MaKCHMAaJIeH
JIIsT HeHpOHA, 9TAJOHHBI BEKTOP KOTOPOro Hambojee OJIU30K K BXogHomy. Jljist 3amaHHOMN
Pa3MEPHOCTH STAJOHHOIO BEKTOPA MOJIYIEHO COOTHOIIIEHNE MEK/1y MaKCUMAJIbHBIM U MUHU-
MaJIbHBIM COIPOTHBJIEHUAMI OMHAPHBIX MEMPUCTOPOB, KOTOPOE TapaHTUPYET KOPPEKTHYIO
pabory mepBoro cios cetn Xemmuura. Mogeauposanue B cucreme LTSPICE npeamoxennoit
CXeMbI TIaMsITH XeMMUHTa, IOJITBEPANIO €€ PabOTOCIIOCOOHOCTD.
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OOPMAJIBHAA TPAMMATHUNKA PYCCKOTI'O A3BbIKA B IITPUMEPAX
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Ha mpumepe ofHOTO TIpeIOXKEHNsT TIOKa3aHa BO3MOXKHOCTE MTOCTPOEHUsT KOHCTPYKTHB-
HOIT TEOPpUHN E€CTECTBEHHOI'O A3blKa U peaJinu3allin MOp(i)O.HOFI/II/I 1N CUHTaKCHUCa Ha KOM-
mbioTepe TMyTEM (GOpMAaIM3aIi COOTBETCTBYIOMNUX TPABUI. B JIeKCHIecKOM cocTaBe
paccMaTpuBaeMOro IpuMepa HECKOJIBKO CJIOB. ['paMMaTiKa PyCCKOro sI3bIKA YIIPOIIe-
Ha. Mojesrb MOPMOJIOTHN OTIPEIETSIETCST JIEKCUIECKUM HATIOTHEHNEM TTPEJIOKEHIH 1
npaBuiaMu MOpQOJIOrud, KOTOPbIE XPAHSITCs B CJI0BOOGpa3oBaTeibHOM (MOPQOJIOri-
YECKOM) coBape. B KoMibioTepHOit Moen MOpgOI0run peajn30BaHbl Ba aJTOPUT-
Ma: CHUHTe3 U aHaJm3 cjoBodopM. Mojeb CHHTAKCUCA ST3BIKA OIIPEJIEJISIETCS €10 MOP-
dosorueit n mpaBUIAME €ro CHHTaKcuca. [IpaBuia cMHTaKCHCA TIOPOKIAIOT CIOBOCO-
JeTaHus, UCIOJIb3yeMble B si3blKe. [IpaBuiia CHHTAKCHUCA TPEJCTABJIEHBI B BUJE AP
(UPSIMBIX TIPOM3BOJIHBIX CJIOB) PA3HBIX JIEKCHYECKUX Ipyiil. Jlekcuueckas rpyIia ecrb
MHO2KECTBO CJIOBOOPM, UMEIOIIUX OJMHAKOBBIE MOpdosornieckue mapamerpbl. Cio-
BOCOUYETaHUA <«OCTABJIAIOT» Ha JIEKCUYECKOM HAIIOJIHEHUN Hpe,ZL.HO}KeHI/H'?‘I HeKOTOprfI
rpad, KOTOPBIA u mpecTaBisier coboil cuaTakcuc. B TepmMuaax Teopun rpadoB ompe-
JEJIAI0TCA ITOHATHA CUHTaKCHUCa, B 9aCTHOCTHU IIOHATHE IIPEIJIOZKEHU A. cDOpMy.)'[I/IpyIOTCS{
JIBe 38JIa9H: CUHTE3 W aHAJN3 TPEJIOKEHNST; OTIINCAHBl M PEATN30BAHBI AJITOPUTMBI UX
pelerus B cpejie nporpammuposanus Delphi 7.0.

KunroueBbie cioBa: ecmecmeeHHvill A3k, MOPPHOA02USL, CUHTMAKCUC, CAO080POPMA,
nPAsUNG MOPPHOA02UL, NPABUAL CUHMAKCUCE, CAOBOCOYEMAHUE, DPEAAUSAUUL GA2OPUINL-
MG HG KOMNDIOMEPE, KOMNBIOMEPHAA MOJeAb, 2pad, Jepeso, GHAAUS TPEONOAHCEHUS.
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FORMAL GRAMMAR OF RUSSIAN LANGUAGE IN EXAMPLES
Ya. M. Mirzabekov, Sh. B. Shihiev

Dagestan State University, Makhachkala, Russia

E-mail: yash831@Qmail.ru

The possibility of a constructive theory creation for a natural language and of its
morphology and syntax implementation on a computer by formalizing the appropri-
ate rules is shown in the article. There are a few words in the lexicon of the example
under consideration. The grammar of the Russian language is simplified. The mor-
phology model is determined by the vocabulary and the rules of morphology which are
stored in the word-morphological (morphological) dictionary. In the computer model
of morphology, two algorithms are implemented: synthesis and analysis of word forms.
The syntax model is defined by the morphology and syntax rules. Syntax rules gene-
rate word combinations used in the language. The rules of syntax are presented in



PopmanibHasi rpaMMaTUKa PYCCKOro si3bIKa B MPUMEPax 115

the form of pairs (direct products) of lexical groups. A lexical group is a set of word
forms that have the same morphological parameters. Phrases are defined in the lexi-
con of some graph which is a syntax. The concepts of syntax are defined in terms of
graph theory. In particular, the concept of the sentence in a syntax is defined. Then,
two problems are formulated: synthesis and analysis of the sentence. Algorithms for
solution of them are described and implemented in the Delphi 7.0 programming envi-
ronment.

Keywords: natural language, morphology, syntazx, word form, morphology rules, syn-
tax rules, the combinations of two words, the implementation of the algorithm on the
computer, the computer model, graph, tree, analysis of the sentence.

DopMyanpoBKa 331a4u

Ecnu codyeranue c/ioB «KOMIIbIOTEpHAs JIMHIBUCTHKA» OOO3HAYAET pa3jes JTUHI'BUCTU-
KU, TIPEJIMET, METO/IbI U 38Ia<1 KOTOPOTO TIPEJICTAB/ISIIOTCS U Pean3yoTcs Ha KOMITbIOTEpe,
TO, pazymeercs, HAJI0 UMETh OIMCAHNE €CTECTBEHHOIO SI3BIKOBOTO SIBJIEHUS B JIOTMKO-TEX-
HUYECKUX TePMUHAX BBIYUC/IMTEILHON MaInHbl. Takoe orrcaHue MPUHATO HA3BIBATH KOM-
[BIOTEPHO MOJIEJIBIO SI3bIKA UM [IPOTPAMMOIL, pean3yionieil Ha KOMIILIOTEPE aJIrOPUTMbI
peltenns 3a/1a9 JUHIBUCTUKA. VI3 m3BeCTHBIX (DOPMYITMPOBOK 381291 MOJICIMPOBAHUST €CTe-
CTBEHHOT'O SI3bIKa HambOJIee KOPPEKTHOM SIBJISIETCST CJIE Ty IOIIAsI.

«OCHOBHBIM OPY/IEM UCCJIEJIOBAHUS U OIIMCAHUST» €CTECTBEHHOTO A3bIKa, KAK YTBEPK A~
er . A. Mesnbayk [1], siBjisieTcst MOJIesIb A3bIKA KAK «CJIOXKHO OPTaHU30BAHHON COBOKYIIHO-
CTU MPABUWI, YUCTO MEXaHUIECKOE IIPUMEHEHNEe KOTOPBIX JOJIZKHO» PeaIn30BaTh 0TOOpazKe-
Hre (KesaTesibHO, OMeKnuio) IBYX MHOXKecTB (cybcranmuii, mo @. me Coccropy): «IIaHOB
COJIepZKaHUST» U «IJIAHOB BbIpaxkeHusi» (1o JI. EjbMciieBy) niam «CMBICTIOB» W «TEKCTOB»
(mo Mesibuyky). Ho Hu onna Takast Mojesib, npojosnkaer V. A. Mesnbuyk, «xoTst b B BHJIE
YUCTO KCIIEPUMEHTAIBLHOIO BapuaHTay eMy He m3BecTHa. «MOKHO mpesicTaBuTh cebe aBa

IIyTH YIPOIIEHHUST 9TOM 38/Ia491 . .. OPAHUYUBIIUCH €€ JJOCTATOYHO TOIHO pa3pabOTaHHBIMU
dparmentamu. . . Bropoii myTh — 9T00bI KaK-TO OBLIIM HaMedeHbl 00s13aTeIbHO BCE OCHOBHBIE
KOMIIOHEHTBI MOJIeJIU (ITyCTh JlazKe MPUOIU3UTETHHO) . .. 1 HEOOXOIMMBbIE CBSA3U MEXKJLy HU-
mm» [1].

OHakKo Korja pedb WIET O KOMITBIOTEPHON MOJIE/ I TAKOIO CJIOXKHOTO | €IE He U3y JIeH-
HOT'O sIBJICHUSI, KaK SI3bIK, OOIUMU U IPUOIN3UTEIbHBIMU OIMMCAHUSAME 3a/1a9a He PEeIaeTcs.
B nammoit paboTe Je/1aeTcs MOIbITKA ITOKa3aTh OJUH 13 BO3MOXKHBIX ITPUEMOB MOJIEINPOBa-
HU4 93bIKa: ITIOCTPOEHBI CUHTAKCUYECKNE TPUMHUTUBBI U TPOJEMOHCTPUPOBAHBI X BO3MOK-
HOCTH Ha ITPUMeEPE.

Meer cMbIC/I BCHOMHATD U TOT aKT, UTO B HavaJ e IPOIILIOr0 BeKa N3BECTHBIN NCCIIeI0-
BaTesb g3biKa JI. BUTreHmreitn 11 1eMOHCTPAINY PA3JIMIHBIX PYHKIUH 1 BO3MOXKHOCTEI
sI3bIKa, PACCMATPUBAJI SI3BIKU C HEOOJIBIITUM YUCIOM CJIOB. TaKue IpuMepbl CJIOB OH Ha3BaJl
si3bIKOBBIMI urpamu. CojepkaHne JaHHOW pabOThl MOXKHO HA3bIBATH M A3BIKOBOIl HUIDOIi,
IIOIEePKUBas 3HAUNTEIbHbBIE ITePCIEKTUBBI MOJIETNPOBAHUS OT/IEJIbHBIX (PParMeHTOB ecTe-
CTBEHHOT'O S3bIKA.

1. Mopdoaorusa

PacemorpuM npuMep rpaMMAaTHKH, JIGKCHKA KOTOPOI BKJIIOYAET CICAYIONHE CJIOBA U UX
dopMbI:

1) mou, mom, yroj, Tonop, HOXK (o6oznadenne — VC, kox— 01);

2) cepslii, Gesblii, Jerkuii, 6uicTPBI (0603HaYeHe — UTT, K07 — 02);

3) HaXOAWUTHCs, JI€XKATh, CHATh, CTPOUTH (0bo3HadeHme — L1, KO — 07);
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4) y/2, ¢/2, ¢/5 (kox mpegrora — 08).
B KaxKJI0M IIyHKTe HAIPOTUB CJIOB YKA3aHO COKPAIIGHHOE 00O3HAYEHUE YaCTU PEUd U

koj1. Homep majierka, KOTOPBIM OH yIpaBJ/ISeT, YKa3aH 3a MPEJJIOIOM.
B npumepe mopdoiiorust BKIIO9aeT JBe KaTerOpun:

uncsia — kox: 20 = (21, 22);
nagexa — ko 30 = (31, 32, 33, 34, 35, 36).

Paccmorpum mpaBmia mMopdosornn st 3TuxX c1oB. Kareropmm 4mcia u maiexka siB-
sstores ciioBom3menuteababiMu g UC u UII. CremoBare/ibHO, KaxKaoe U3 UMEH HUMeeT
no 12 6ecripemioxkueix dopm (MIT mmeer tosbko dopmy myzxckoro poja). Kaxmoe UC
UMeeT €Ié IIeCTh IPEeIIOKHBIX POpM, 00pa30BaHHBIX B COUYETAHUN C TPEMsl IPEITOTaMu
B €IMHCTBEHHOM M MHOYKECTBEHHOM UHCJIaX, HAIIPUMEpP: Y JOoMa, C JJOMaMM, C I0OJIa 1 T. JI.

['narosr nmeer hopmy HaACTOSIIETO BpEMEHU TPETHETO JIUIA B €IMHCTBEHHOM M MHOYKe-
CTBEHHOM 9HCJIaX, HAIIPUMED: JIE2KUT, JIeXKaT U T. JI.

Y1o0bl WMETH HCUYEPIBIBAIONINE CBEIEHUA O MOPQOJOrUU s JIEKCUIeCKOTo Habopa
3 16 cI0B U ABYX KaTeropuil, Hy?KHbI OIUCAHUA MOP(MOJIOIHIECKAX MIPABUJ, 110 KOTOPHIM
obpaszytorcst OPMBI CJIOB. DTH IPABUIA H3BECTHBI N3 IPAMMATHKHI PYCCKOTO SI3bIKa, OHM YKe
OIMCAHbBI B TPAMMATHYECKUX CJIOBApsX, HanpuMep B ciaoBape A. A. Bammsuska [2]. Tam cio-
BO MOJI UMeeT ceayionmii popmar: «1moJi M 1c». Byksa «m» oznadaer «MC myzkckoro
poma», a «lc» ecThb KOJ MOPGOJIOTHIECKOrO MPABHUJIA, 110 KOTOPOMY 00pasyroTcs (hopMbl
ciaoBa moJi. MopdoJsioruueckne mpaBuia U UX KOJAUPOBKH OIMCAHBI B HaYaJe CJIOBaps.

B mannoit pabore ncrob3yercss nHasg KoanpoBKa Mopdosaorndecknx npasmi. VIC mou,
HAIIPUMeD, UMeeT CJIe Iy oIt hopmar:

noJs101:2130:0,a,y,,0M,e,:2230:0b1,0B,aM,bl,aMH,aX.

Hannast KoHCTpYKIus (CI0BapHast CTaThsl) COCTOUT U3 TPEX YacTeil, pa3/Ie/IEHHBIX JIBOETO-
qusivu. B mepBoit yactu — cjioBo (1oJt) u koji ero jiekcndeckoit rpyimst (01). dasee uiayr
JiBa MOP(OJIOTUIECKUX TTPABUIIA.

Mopdosorndeckue mpaBuia IMEIOT YHUMDUIIMPOBAHHBIN (DOPMAT: COCTOAT U3 MATU3HAY-
HOT'O YHCJIa U [OCJIeI0BATEIbHOCTH NOCThUKCOB (OKOHUaHui ). Paccmorpum mogapo6Ho dhop-
MaT u cojiepxkanue npasuia «2130:0,a,y,,0M,e,», B KOTOPOM YIIAKOBaHBI CJIEYIOIINE te-
TBIPE IMapamMeTpa JAHHOTO ITPABUJIA:

1) 21— dopmMbl eJIMHCTBEHHOTO YUCIIA,;

2) 30— Bce majekubIe (POPMBI;

3) 0—uncio 6yKB, OTOPACKIBAEMBIX CIIPABA OT JAHHOTO CJIOBA, YTOOBI MOJIYUUTH €ro
OCHOBY;

4) «,a,y,0M,e,» — OKOHUYaHHUsI, Pa3/ieJ6HHbIe 3aIsTHIMU, IIPUIUCHIBAIOTCSI K OCHOBE CJIO-
Ba JJIs TTOJIydeHus: (popM JTaHHOTO CJIOBA.

AmnajiormgHo anTaercs u Bropoe npasuio: «2230:0 bI,0B,aM,bl,aMH,aX,». OKOHIaAHUS
CJIOB IMEET CMBIC/T XPAHUTDb B OTJIEJILHOM CITUCKE, a B CJIOBApe BMECTO OKOHYAHUI YKa3bIBATH
VX TIOP$/IKOBBIIT HOMED B CIIUCKE.

YuudurmpoBaHHbliit opMaT CJIOBAPHOI CTATHU JAET BO3MOKHOCTD OIICATDH IIPOIELYPY
MorfForms(s: string; var forms: smas12), koTopasi 110 CJIOBApHOII CTaThe CTPOUT BCE JIBEHA~
nanatb dpopM Joboro u3 jgearu umen. VT mmeer Takoit ke dpopmat, kak MC. Hampumep:

o6eabrii 02:2130:2p1i1,0r0,0MYy,blIii,bIM,0M,:2230:2bI€,bIX ,bIM,bI€ ,bIMU ,bIX.
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CioBaps (c10BOOOpa30BaTe/IbHBII, rpaMMaTHIeCKuil min Mopdotornyeckuit) u3 16 cion
IIPUBOJINTCS HUZKE!

1) moa 01:2130:0,a,y,0Mm,e,:2230:061,0B,aM,bI,aM1,ax;

2) mom 01:2130:0,a,y,.0Mm,e,:2230:0a,0B,aM,a,aMu,ax;

3) yroa 01:2130:0,a,y,,0M,e,:2230:2/161,70B,JIaM,JIbL, JIAMH, JTAX;

4) romop 01:2130:0,a,y,0M,e,:2230:0b1,0B,aM,a,aM1,aX;

5) mox 01:2130:0,a,y,0M,e,:2230:0u,eit,am,u,amMu, ax;

6) cepsbrit 02:2130:251i,0r0,0My,blit,bIM,0M,:2230: 2bI€, bIX ,BIM, bI€, BIMU, bIX;
7) 6Gespriit 02:2130:2b1i1,0r0,0My, blit, biM,0M,: 2230:2bI€, bIX, bIM, bI€, bIMU, bIX;
8) uerkuii 02:2130:2wuit,oro,omy,uit,um,oM,:2230: 21e, X , M, 1€, IMH, UX;
9) 6bicTphrit 02:2130:261it,0r0,0My, bIit,bIM,0M,:2230: 2b1€, bIX, bIM, bI€, BIMHU, bIX;
10) wmaxomurhes 07: 21-HaxoauTest 22-HAXOIATCS;

11) sexxars 07: 21-s1exuT 22-71€KAT;

12) cnare 07: 21-cimr 22-cridr;

13) crpouts 07: 21-crpout 22-cTpOsT;

14) y08:2;

15) c08:2;

16) c08:5.

NzBredenne gpopm ritarosia u mpejjiora u3 CJIOBaApPHON CTAThU HE IIPEJICTaBIIsIeT TPYIIA.
[Iporeaypa MorfForms ncnosibayercs st cuaTe3a (hOPM BCEX CJIOB JIEKCHKH.

Anaims nim pacrio3HaBaHue CJIOBOMOPMBI sIBJIFETCS ellle OJHOM 3a1adeil MOpgOIOrun.
Ona 3akK/II09aeTcsd B OIpPEIe/IEHUN MCXOIHON (DOPMBI ¢jI0Ba U BCeX €€ MOPQOIOTHIECKIX
napamerpoB. Hampumep, pesysibrarom aHajmsa cioBOHOpM

MOJIOM, Yy TMoJia, 0eJIbIM, OeJIbIMU, JIEXKUT, Y
SIBJISIFOTCSI CJIEJIYIOIINe CTPOKHU (UCXOHbIE (DOPMBI CJIOB U UX HapaMeTphbl):

«mmoJt 01 21 35», «most 01 21 32 14», «6eusbrit 02 22 35»,
«6eapim 02 21 35; 02 22 33», «jgexxut 07 21», «y08:2».

[Ipussraasie Tepmunbl, Hapumep «UIl, MHOXKECTBEHHOE YHC/IO, BHUHUTEILHBIN MTAEXK >, 38~
nucanbl Kojgamu «02 22 35». Yerséproiit mapamerp B popme C ykasbiBaeT Ha MOPSIKOBBII
HOMeD IpeJIyiora B coBape, bojee Toro, Haan4dne 3Toro napamerpa B ¢popme NC sBistercs
[IPU3HAKOM TIPEIozKHON hopMbl nmerun. CiaoBodopma 6ebIM nMeeT jiBa Habopa Mopdo-
JIOTHIECKUX TIapaMeTPOB.

[Iporeypa anamuza c/10BOOPMBI — JIOBOJIBHO TPYIOEMKHUI MPOIECC MU3-3a TOrO, 9TO
CJIOBapHAas CTATbhsd HAYUHAECTCS C UCXOIHON (pOpMBI cjioBa. Hampumep, 9To0bI OOHAPYKUTD
B cJIoBape cJIoBOOpMy OesIbIM, oTpedyeTcs IMOCTPOUTh Bee JBEeHa IaTh (hopM ciioBa Oe-
JIBII ¥ cpejin HUX HafiTu janHoe ¢jioBo. CI0KHOCTE moucka (B 001eM cirydae) 3aKII0UaeTcst
B OTCYTCTBHHU HH(OPMAIIUKA O TOM, 9TO CJIOBO OEJIBIM OKazkeTcsi (pOpMOil cjioBa OeJIblii, a
He 6esibMo, 6eauTh u T. ;1. [losToMy TpebyeTcst nCKaTh CJIOBO MO BCEMY CJIOBAPIO: PACIIAKO-
BaTh KAXK/IyI0 CJIOBAPHYIO CTATHIO C TIOMOIIKIO 1porieaypbl MorfForms n cpaBauTh nckomoe
CJIOBO CO BCeMHU 3djleMeHTaMu MaccuBa forms.

CroBapb, cojepzKaliuii B cebe nHMOpMAIHIO Jijid 00pa30BaHud BCEX CJIOBO(MOPM JIEKCHU-
K, OyeM Ha3bIBATH MaTeMaTHIeCKoil Mojeabio Mopdosorun (MMM).

2. Jlekcmyeckue rpynnbl

Jlekcrdeckas rpyIimna — 3TO MHOYKECTBO, COCTOSIIEE U3 CJIOBO(OPM € OJIMTHAKOBBIMUA MOP-
dosormyeckuMn apaMeTpamMu. B cuHTakcnce, KOTOPbI CTPOUTCS B 9TOM IIpUMeEpPE, yIacT-
BYIOT CJIEJIYIONINE JIEKCUIECKHUE TPYIIIHI.
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Yepesz NC31 obosnaunm muoxkectso VIC B MMeHUTE/ILHOM IaJeKe, OHO 0Opas3yeT JIeK-
cudeckyto rpytiy 012031 u npegcrasisier coboii oobemuuenne 012031 = 012131 U 012231,
rje

1) 012131 = {moJ1, ;OM, yroJj, TOIOpP, HOX};

2) 012231 = {mosbl, HOMa, yIJIbI, TOMOPHI, HOXKM }.

Hepes UC/pr obozuaueno muozxkectso UC B pemoxkuoit hopme. Kazxmoe VIC nmeer 1o
IIeCTh 1peIoKHBIX opMm. Hanmpumep: y 1oma 1 y JOMOB, € IoMa 1 C JOMOB, C JOMOM
u ¢ qomamu. To ecTb npeior BeJéT cebsl Kak djIeMeHT najiexkHoii nadopmanuu. VC/pr
u3 30 ciioBodopM pa3dUTO Ha IMIECTb JIEKCUIECKUX TPYIII:

1) 01213201 = {y mouia, y moma, y yrja, y TOIOpa, y HOXa};

2) 01213202 = {c moxa, ¢ moma, Cc yria, C TOIIOpa, C HOXKA};

3) 01213503 = {c mosom, ¢ JOMOM, C YIJIOM, C TOHOPOM, C HOXKOM };

4) 01223201 = {y mosioB, y IOMOB, y YIJIOB, Y TOIIOPOB, Y HOXa};

5) 01223202 = {c mosoB, C IOMOB, C YIJIOB, C TOIIOPOB, C HOXa};

6) 01223503 = {c moiammu, ¢ JOMamu, C yrjiamMu, ¢ TOIIOPAMHU, C HOXKAMM }.

Nmena npunarareibHble IMEIOT TOJBKO MOJTHBIE (DOPMBI M B CJIOBOCOYETAHUSIX PACCMaT-
puBaeMoro cmHTakcuca ydactByiorT Tosbko MII w3 rpynmer UI1125 = 022131 U 022132 U
U 022135 U 022231 U 022232, tae

1) 022131 = {cepwrii, 6emblii, erkuii, GHICTPHIIi };

2) 022132 = {ceporo, 6eJioro, Jierkoro, 6GHICTPOrO};

3) 022135 = {cepbim, GesbIM, JIETKUM, OBICTPBIM };

4) 022231 = {cepsblie, GeJble, Jerkue, GbICTPHIE};

5) 022232 = {cepbix, 6eJbIX, JETKNX, OBICTPHIX };

6) 022135 = {cepbimu, 6eJILIMU, JIETKUMU, OBICTPHIMHA }.

Jlekcnaeckada rpymma [12, wiam 0720 = 0721 U 0722, e

1) 0721 = {maxoaurcsi, J€>KUT, CIIUT, CTPOUT };
2) 0722 = {HaxoxsaTcCs, j€xXKat, CISAT, CTPOST }.

O6benunenue jgekcndeckux rpymn UC31, UC/pr, UT1125 u 112 o6o3nauum gepes LG1.
B mém Bcero 10 4 30 + 24 + 8 = 72 c10BOOPMBI.

Jlastee 1101 JIEKCHIECKOI TPYIIIION, €/ He YTOYHEHO €€ OIpe/ie/IeHne, TI0IPA3yMeBaeTCs
JI00ast M3 MePeIUC/IeHHBIX IeCTHAIATH TPYIIIL.

3. Cunrakcuc

OHEM U3 OCHOBHBIX IOHSTHII CHHTAKCHCA SABJISIETCs MOHSTHE CIoBOcodeTaHus. Pop-
MaJIbHO, CJIOBOCOUETaHMe ecTh rmapa cjoBodopm. Ho He Kaxk ias mapa cioBodopm obpasyer
cinoBocoderarre. CHHTAKCHUC S3bIKA YCTPOEH TaK, 9TO ecyii mapa cjaoBogopM wl m w2 u3
Jlekcndeckux rpynn L1 u L2 cooTBETCTBEHHO 0OpasyeT cJIoBOcCOvYeTaHue, TO Jirobas mapa
cJI0BOGOPM U3 ITUX TI'PYII 0O6pasyeT caoBocoderanne. B Takux ciaydasx OyaeM TOBOPUTH,
qTO Iapa Jekcudeckux rpyun L1 u L2 obpasyer cjoBocoYeTaHUe; MHOKECTBO CJIOBOCOYE-
TaHuil, obpazoBaHubIX rpynmamu L1 u L2, oboznagaercs L1 x L2.

CitoBocoveTanmst — HeJIe/IMMble U OA30BbIe €JIMHUIIBI CUHTAKCHCA — 3a/[al0TCA KaK JJIe-
MEHTBI MPSMOTO MPOU3BEIEHHNS PA3JINIHBIX JeKcudecKuxX rpymm. Omnucanne m MMeHOBa-
HUE JIEKCUYECKUX IPYII HEOOXOAUMBI JIjIg OlpejieieHnsi cuHTakcuca. Hampumep: {mom,
oJi } X {6eabrit, kpenkwuii} = {(mom, Gesblit), (qoM, Kpenkwuii), (moJ, 6eJibiii), (Mo,
kpenkwii) }. [lepemnuceiBast mapsl coBoopM B BHIE «AOM Oesiblii», «A0M KPEIKui»,
«IO0JI OeJIbIii», «II0JI KPeMKU» Wi, KaK IPUHATO B CHHTAKCICE PYCCKOI'O sI3bIKa, «0e-
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JBIA JIOM», «KPENKWil JIOM», «OeJIbIii MOoJI», «KPEIKUIl IOJI», TOJIyIUM CJI0OBOCOYE-
TaHUSI.

B rabsurne nepeunciensr 34 cunrakcmaecknx ornomrenus (CO) (mmm 34 nponssegennst
JIEKCHYECKUX IPYIII ), HOPOKIAIOIIIX CJIOBOCOYETAHUsI PYCCKOrO si3bika u3 cjoBodopm LG 1.

CO, nmopoxkaarIiue CJIOBOCOYETAHMS

Ne CcO KomMenTapuun

1 012131x0721 ITomnexarniee

2 012231x0722 U CKa3yeMoe

3 012131x022131

4 012231x022231

5 | 01213201x022132

6 | 01213202x022132 CorytacoBanHoe

7 | 01213503x022135 oIpeJieIeHne

8 | 01223201x022232

9 | 01223202x022232

10 | 01223503x022235

11 | 012131x01213201

12 | 012131x01213202

13 | 012131x01213503 OrHomenne

14 | 012131x01223201 | 6ecupemioxkuoro V1C
15 | 012131x01223202 | ¢ npemmoxuabsim VC
16 | 012131x01223503

17 | 012231x01213201

18 | 012231x01213202

19 | 012231x01213503 OrHotenne

20 | 012231x01223201 | 6ecunpemyoxkuoro NC
21 | 012231x01223202 | c npemyoxxubim VC
22 | 012231x01223503

23 | 0721x01213201

24 | 0721x01213202

25 | 0721x01213503

26 | 0721x01223201

27 | 0721x01223202 OrHotenune

28 | 0721x01223503 rJaroJia

29 0722x01213201 ¢ npeyioxkubiM 1C
30 | 0722x01213202

31 0722x01213503

32 | 0722x01223201

33 | 0722x01223202

34 | 0722x01223503

O6oznaunMm 1epe3 R1 MHOXKeCTBO cjoBocoderanuii, comep:xkammuxcs B CO n3 Tabuis.
B sTux ciioBocoueTaHnsIX IPUCYTCTBYIOT TOJIBKO 72 ciaoBodopMbl u3 LG1. Mbr numeem rpad
G = (LG1, R1), xoTopblil HA3BIBAETCSI CHHTAKCHCOM HUXKHero yposasi. [lapasurensuo ¢ G
umeercs rpad CodeG = (Code LG1, Code R1), KOTOPBIi HA3BIBAETCSI CHHTAKCUCOM BEPXHETO
ypOBHs mn pocTo cuaTtakcucoM. Yepes Code R1 obo3Hateno MmuoxkecTBo n3 CO, mepedunc-
JIEHHBIX B Tabsuie. Bece mpumenénnabie 6e3 onpeeeHns MOHATHS U3 TeOPpUH I'paoB MOXKHO
Haiitu B [3].

I'padbr G u C'odeG onpaBIBIBAIOT CBOU HA3BAHUSA B TOM CMBICJIE, YTO BCE MIOHATHUS CUH-
Takcuca OyIyT OoIpeeseHbl B TEPMUHAX THX rpadOB, B YACTHOCTU IOHATHE IIPEJIJIOXKE-
uus. ['pad CodeG kak MmaTeMaTnvieckast CTPYKTypa IIPEJICTAB/IIET OO0 MaTeMaTUuIeCKyt0
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mogenb cuarakcuca (MMCO). Jlekcuka LG1, MMM u MMC o6pasyior MareMaTnIecKyro
MO/IE/Ib TPAMMATHKH.

4. Ilpennoxxkenue

[Ipeoxkennem B cuaTakcuce G cauraercs Joboe KopHeBoe JjiepeBo ¢ Kopaem u3 NCI,
ecsi B HéM mipucyTerByer gayra u3 012131 x 07210012231 x 0722 [4]. Unaue roopst, B mipe/i-
JIOXKEHUU JIOJKHBI ObITh mioj1ezkaniee (u3 UC1) u corsiacoBaHHOE ¢ HUM 110 T€M U/ WHbBIM
MOPGOIOTTIECKIM XapaKTepucTukaM ckasyemoe (u3 [il).

Kopnesoe nepeso B CodeG ¢ koprueMm B 012131 nymm 012231 Ha3bIBaeTCs CMHTAKCHIECKOM
dbopmoit (CD), ecsin B mém npucyrerByer ayra 012131 x 0721 wmm 012231 x 0722.

Mexty npeoxenusyvu 1 CO UME0T MECTO CJIeIYIOIIe OTHOIIEHUS.

Eciim 8 CO (CodeV, CodeA) ko KaxK10ii JIEKCUIECKOi I'PYIIIBI 3aMEHUTH HEKOTOPBIM
9JIEMEHTOM STOI TPYIIIBI, TO MOJIydnTCst HeKoTopoe mpesoxkerne (V) A). B stom ciyuae
6ysem ropoputh, uro npejoxenune (V; A) nopoxaerno CO (CodeV, CodeA).

JBa kopHesbix jgepea RT1 = (V1,Al) u RT2 = (V2, A2) uz G uMeoT 0JMHAKOBYIO
CUHTAKCUIECKYI0 (hOPMY, €C/iu OHU n30MOPGHBI U B m30MopdHOM oTobpazkenuu f: V1— V2
Beprmabl vl u3 V1 u f(vl) uz V2 npunajgexar oJHONH U TOil XKe JICKCHIECKO{l TPYIIIe.
Ecnu nBa nipeiiozkeHnst IMEOT OJMHAKOBBIE CHHTAKCHYIECKHEe (DOPMBI, TO OHU TIOPOKIEHBI
onuoit u Toit xxe CD. Bee npemmoxkenns, mopoxaénnble ganaoit CO, uMeoT oguHAKOBbIE
cuntakcudeckue popmbl. Takum obpazom, Kaxkjgas CD rpejcraBisgeT coOoi MpaBuiIo, 1mo-
POK/IaloIee IPeJIOYKEeHIs OIPEJIeIEHHOTO KJtacca.

Pasmep rpada G 3aBucut or 06béma jiekcuku, pasmep rpada CodeG HUKAK HE 3aBUCUT
ot 3roro. ['pad CodeGG Ha camom nene ecth peaykims rpada . Bepmmuaam rpada CodeG
COOTBETCTBYIOT JIEKCHYIECKHE TPYIIEI, a BepiuHaM rpada G — cJ0BopOPMBI U3 ITUX JIEK-
CHYECKUX TPYIIIL.

I'pad CodeG nokasan ua puc.l. B CodeG knonupoBanbl (yGJUPOBAHBI) BEPIITHbI
UNIT125\16-1 (A1) u UC2\30-1 (S1) mua yupasamenus nukiaos. [Ipu penykrmun rpada G
B rpad CodeG 6putn craryThl B oniHy ayry (rpada CodeG) HECKOIBKO HapaJlIe bHBIX YT
(rpada G); ux amcsio ykazaHo y Kaxkjoit gyru rpada CodeG. B BepxHEeM MpaBoM yIJIy 3ali-
CaHbI yCJIOBHBIE 0O03HAYEHNUS BEPIIIH, B KAyKJIO! BEPIINHE YKA3AHO UMs COOTBETCTBYIOIETO
eif MHOYKeCTBa U KOJIbI I'PYIII, BXOJANINX B 9TO MHOXKECTBO. [locjie nMenn MHOYKECTBa 1epe3
«\» yKazaHo 4uucjio sjaemeHToB B HéM. Crpykrypsl muoxkects UI1125\16-1 u NT1125\16-2,
NC2\30-1 u UC2\30-2 uueHTuIHBL.

A0 Al
VI1125\8-0: | |MI1125\16-1:
022131 022132,022135,022232,022135
022231
11C1\10: SO 19 6
012131
012231 S1
I/IC4 r\ 30-1;
V0| |01213214,01213215,01213516
2 5?211\8 01223214,01223215,01223516
0722 13 S3 &1 A2
1C/pr\30-2| © |1I1125' 16-2

Puc. 1. I'pad CodeG 6e3 1ukios
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Herpyio nocuurars, uro B rpade Ha puc. 1 nmeercs 18 CO. Boiuniem ux B cK0604-
HOM hopMme, ucnosb3ysi 0603HAUEHWsI BEPIIKH, 1I0CJe 3aIucu JepeBa ykazano uucyio CP,
COJIEPZKAIINXCSA B 9TOM JI€PEBe:

SO(VO0) comepxur 2 CD;

SO(S1, VO) coumepxur 12 CD;
SO(S1(A1), VO) comepxur 12 CD;
SO0(A0, VO) conepxur 2 CO;
SO(AO0, S1, VO) comepxur 12 CD;
SO(A0, S1(A1), VO) comepxur 12 CD;
S0(V0(S2)) conepxur 12 CD;
S0(S1, VO(S2)) comepxkur 12 CO;
SO(S1(A1), V0(S2)) comepxur 72 CP;
SO(A0, VO(S2)) conepzxkur 12 CD;

SO(
SO(
SO(
SO(
SO(
SO(
SO(

—_
~—

A0, S1, V0(S2)) comepxur 72 CD;
A0, S1(A1), VO(S2)) comepxur 72 CD;
VO0(S2(A2))) comepxur 12 CO;
S1, VO(S2(A2))) comepxkur 12 CD;
S1(A1), VO(S2(A2))) conepxkur 72 CD;
A0, VO(S2(A2))) conepxur 12 CO;
A0, S1, VO(S2(A2))) comepxur 72 CD;
SO(A0, S1(A1), VO(S2(A2))) conepxur 72 CD.
[Monyaurcs Baymmreabaoe dncio: 556 CP B mebosbimom rpade (LG1, R1). [Moceme-

My jepeBy ¢ Homepom 18 coorBercrByer cam rpad CodeG. Bommumem oguny uz 72 CO,
COOTBETCTBYIOIIUX 9TOMY JIEPEBY:

e N N N N N e e e N S N e S S S

e e e e e e
O J O UL WN O OO0 O Uik W N

012131(022131,01213516(022135),0721(01213214(022132). (1)

Kaxk 1p1it u3 ceMu KOJIOB Py, BXoAAmuX B (1), MOzKeT ObITh 3aMeHEH 110601 c10BohopMOii
u3 sroit rpymel. Cregoarensro, CO (1) mopoxkmaer 5-4-5-4-4-5-4 = 32000 npe/1ozKeHMii.

3ameuanune 1. Ecmm k mekcuke LG1 100aBUTh THICAYN HOBBIX UMEH U IJIAT0JIOB, Pa3-
mep rpacda CodeG He U3MEHUTCS.

Tem ne menee 556 — O0JIBITIOE YUCTIO, KOTJIa PEUYb UET O MPABUIAX CUHTAKCUCA, TIOPOXK-
Jaomux npearoxkenns. OIHaKO BUIHO, 9TO Bee 18 aepeBbeB — MO/ IepeBbs JepeBa 18, a Bce
556 mpaBuUI — MpOU3BOAHbIE OT 72 mpaBui. [lo9ToMy MOXKHO CYMTATH, YTO MPABUJIO B Pac-
CMATPUBAEMOM CHHTAKCHUCE OJTHO: 33/I]aHO OHO JIEPEBOM 18 1 JIOIMyCTUMBIM HAOOPOM JIEKCHIe-
CKUX TPYIII, IPUKPEIUIEHHBIX K €r0 BEPIIMHAM. JTO BayKHOE JIJI CHHTAKCHCa Y TBEPK/IeHNe
JIEMOHCTPUPYETCS HUKe Ha OJHOM IIPUMepe CUHTE3a U aHaJIu3a IPEeJJIOKEHNS.

[Ipexcrasum nepeso (1) B mpuBbraHOM Brje (puc. 2) u HazoBéM ero «IIpasuio 1». B Bep-
muHax rpada 3a KoJIOM JIEKCHYECKON I'PYIIIbI YKa3aHa IepeMeHHas, Olpe/Ie/IEHHAasT B 9TOM
rpyre. Y KaxKI0il JIyru JiepeBa ykazano coorserctsyioriee eit CO:

A = 01112131 x 02112131,
B = 01112131 x 02112131,
D = 01112131 x 02112131,
C = 01112131 x 02112131,
F = 01112131 x 02112131,
G = 01112131 x 02112131.
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022131\y| | 022135\v| | 022132\ w

1

D
B
012131\x 01213502 2 G

A

0721\u 01213201\t

Puc. 2. Ilpumep CO. IIpasuso 1

Hepeso moxHO 3ammcars depes ero ayru: 0 (A, B(D), C(F(G))). Crenano momyrie-
HUE, 9YTO KOPEHb JepeBa sABJISIeTCSI KOHIIOM (PUKTUBHOMN jiyru «0».

[IpucBanBas nepeMeHHBIM T, Y, Z, U, v, w, t 13 [IpaBmia 1 3HavueHnsa U3 COOTBETCTBYIO-
IIUX TPYII, MOXKHO HOJIYIUTh PA3JINIHbIE IPEJIOKEHNsT. DTOT MPOIECC HA3BIBACTCS CHHTE-
30M mpejyioxkennii. Ha puc. 3 mokasan npumep HpejiozKeHus, CuHTe3upoBanHoro no IIpa-
BTy 1.

JIeTKuii 0esbIM ceporo
D
B G
OoJI C HOXKOM
C
F
JIE2KUT y JBopa

Puc. 3. Ilpumep npestoxkenusi, cuaTe3upoBanuoro o [Ipasumry 1

[IpeyiozKeHne, COOTBETCTBYIONIEE PUC. 3, B CKOOOUHOMH (hOpMe BBINVISAUT TaK:
moJt (Jterkwii, ¢ Ho>koM (GestbiM), jexkas (Ha aBope (cepom))). (2)
I[Ipeyrozxenne-aepeso (2) rpancopMEPYETCs B IPEJTIOKEHIE-TI0CI0BATEIBHOCT
JIerKuii ToJ1 ¢ GeJIbIM HOXKOM JIeXKAJI HA CEPOM JIBOPE

110 OTIPEeJIeJIEHHOMY ITPABUIIY: OJHOCTOPOHHUM 00X0/IOM IIPE IJIOXKEHNUsI-IePeBa 1 IePEeCTAHOB-
koit mecramu VUC u UII.
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SBataga aHaM3a oOpaTHa 3aa4ue CHHTe3a: 1151 3aJJaHHOIO IIPeIozKeHns TpedyeTcs Haii-
TH TIOpOK1atoree ero mnpasuao. OOo0IeHneM 33141 aHaIn3a SIBJISIeTC 3a/1a4da ITOCTPOe-
HUsI TIPEJIJIOKEHNsT U3 9JIEMEHTOB 3aIAHHON TTOCIe0BATE/IHHOCTH CJI0BO(MOPM.

DTH JBe 338291 OTJIMIAIOTCS 110 TOW MPUYINHE, 9TO MeXK, 1y (bparMeHTaMu IpeI0Ke -
[OCJIEIOBATEIbHOCTU (OTPE3KOM U3 COCEJIHUX CJIOBO(OPM B MOCJIEI0BATEILHOCTH ) 1 CEIMEH-
TaMU [PEJJIOKEHUsI-/IepeBa (WICHAMHU [TPEJIJIOXKEHNUsT, TIPUHAJJIKAIINX OJIHON BETBHU IIPE/I-
JIOZKEHUsI-JIePeBa) MMEIOT MECTO M3BECTHBIE B I'DaMMaTHKe 3aKOHOMepHocTH. Hampumep,
CErMEHT CKa3yeMoro (WIeHbl TpeJIozKeH I, IPUHAJIEXKAINE BETBU, KOPHEM KOTOPOTO siB-
JISIeTCS CKa3yeMOoe) M CEMMEHT MOJIJIEZKAIIEro JIeJIAT PeJJIOKEHNe Ha J[Ba HEIIePEeCeKAOIIX-
csa bparmenTa.

Pacemorpum ciiepyromuiit npuMep 3aadu anaansa upejioxkennsd. Jlana crpoka W E's,
COCTOAIIAS U3 CJIOBOOPM, PA3IE/IEHHBIX TPOOETIAMIE:

JIETKHI IIOJI ¢ 6eJIbIM HOXKOM JIeXKaJI Ha cepoM ABope.

Tpebyercst BBIICHUTB: 00pa3yroT Jin mpejjioxkenne cioBodopmbl u3 W F's? Pemmaercs sra
3a/1a4a CJIELYIONIM 00Pa3oM.

[T ar 1. 13 crpoku W F's BeLICAAIOTCS BCE €r0 CJIOBOMOPMBI M TTOIBEPTAIOTCA MOPGO-
JIOTHYIeCKOMY aHaJym3y. s Halero npumepa nMeem:

1) nerkwmit — gerkmii 022131, 022134;
9) 1o — mou 012131, 012134;

3) GeabiM — Geabim 022135, 022233;
4) ¢ c 0832, 0835;

5) HO>xO0M — HO>k0M (011135;

6) Jsiexxut — siexxkur 0721;

7) ceporo— cepom 022132;

8) y—y 0832;

9) mBopa— aBope 012132.

II a r 2. [Ipemrorn mpukperiaoTes K coorBercTByomumM C, u Takmm obpazom 06-
pasyiorcs mpeioxkabie popmbl IC. B Hatmem nmpumepe oHE TaKOBBI:

1) serkwmii — nerkuii 022131, 022134;

2) mox— o 012131, 012134;

3) 6esibiM — besibim (022135, 022233;
4) c HoxxoM — HO2koM (01113502;

5) nexut — jgexur 0721,

6) ceporo— cepom (022132;

7) y aBopa— asope 01213201.

JlabHeiinme JeficTBAS 3aBUCAT OT pelaeMoit 3aja4un. [ mocTpoeHus mpeIozKeHnst
13 3aJJaHHBIX CJIOBOMOPM CTPOUTCs rpad Ha MHOXKECTBE U3 CeMU JIEKCUIECKHUX TPYIII, K KO-
TOPBIM MPUHAJIIEKAT JTAHHbIE CJI0BA. EC/m CJI0BO MPUHA/IEXKUT HECKOJBKIM IPYIIaM (Kak
B CJIydae CJIOB JIETKUM, IOJI 1 6EJIBIM), TO CJIe/lyeT PaCCMOTPETh BCEBO3MOYKHBIE BApHAH-
1. Ctponrtcest rpad ciaemyomuMm obpaszom. Eceim W FsCode — MHOXKeCTBO KOJIOB T'PYIII,
KOTOPBIM TIPUHAJJIEXKAT JIaHHbIEe ¢IoBa, a C'odes — MHOXKeCTBO KOJIOB 13 Tabuinl (c. 119),
To MHO)KeCTBO JyT rpada Oyier (W FsCode x W FsCode) N Codes. JTiobas CO (kopresoe
JIepeBo) B 9ToM rpade OyIeT CTPYKTYPOil MPeJJIOXKEHUST U3 33 JaHHBIX CJIOB.

PaccmarpuBaembrii mpuMep 3a/1a9u aHAIN3aA TPEJJIOYKEHIS [IPOIIe: 00Pa3yIoT JIU IIPE/I-
noxkenue cioBodopmbl u3 W E's (B ToM Topsiike, B KOTOPOM OHE HaxoiaTcst B WF's)? D1o
3HAYUT, YTO €CTh BO3MOXKHOCTH BOCIIOJIb30BATHCS CJIELYIOMINME ITPABUIAMU PACIIOJIOKEHUST
1JIEHOB TIpetoxKenust B [Ipasuie 1:
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1) upejyior npukpemiéH K nepsomy VIC, KOTOpoe HAXOJUTCs MOCJIe HEro;

2) UII cBaszano ¢ nepsbim UC, KOTOpOE HAXOAUTCS TOCIE HETO;

3) mojIezKaIliee IpeecTByeT CKa3yeMOMYy;

4) rpymma (CerMeHT) CKa3yeMoro HaxXOJIUTCS 3a MPYIIO (CerMeHTOM) MOJIJIesKaIero;
5) CHHTAKCHYEeCKOil (DOPMOI MpEJIOKEHUs MOMXKeT OBITh OJHA M3 PACCMOTPEHHBIX

556 CO.

[IepBble veThIpe TpeOOBaHUS 00A3ATEHLHDI JIJIA TPEJJIOKEHN PYCcCKOro ga3bika. [Igaroe
TpeboBaHme Peasn30BaHO B aJIrOPUTMe IPUKPEIIeHs ¢10BodopM K BepiuHam jepesa CO
(cTpyKTypa 3apaHee M3BECTHA): €CJIU B 3aJ[aHHOI TI0CIe0BATELHOCTH UMEETCs CJIOBO, CO-
OTBETCTBYIOITEe JJAHHON BEPINMHE, TO OHA BKJIIOYaeTcsd B UCKOMoe JepeBo CD, nnade e€ me
oyner B CO.

B xoze ananuza cioBodopM U3 npumMepa YTOUHSIOTCS UX TPYIIIbHL:

1) serkwmii — perkmii 022131;

2) mou — oo 012131,

3) GesibiM — GestbiM 022135;

4) ¢ HoxxoMm — HO>KO0M 01113516
5) mexwut — gexkut 0721;

6) y mBopa— aBope 01213214.

B pesysibrare mocrpoenns rpada moIyInTes JepeBo ¢ MHOXKeCTBOM Bepiiud V't u nyr Arc:

Vrt = {022131, 012131, 022135, 01113515, 020721, 022132, 01213214}
Are = {(012131,022131), (012131, 01113516), (01113516, 022135),
(012131, 0721), (0721,01213214), (01213214, 022132)}.

Hannoe nepeso (Vrt, Arc) npencrasisier coboit CD, mopoxgaroliee mpeioKeHe-1epeBo
Ha puc. 3.

BriBoabl

Ha paccmorpennom npumepe mokasaHna BO3MOXKHOCTH KOHCTPYKTHBHON TeOpuU rpaMMa-
TUKU €CTECTBEHHOI'O sA3bIKa, 0€3 KOTOPOil KOMITLIOTEPHAS JIMHI'BUCTUKA OYJIeT JOBOJILCTBO-
BaThCd TOJIBKO 9BPUCTUYECKIMH METOJAaMU WHIYKTUBHOTO IMONCKa U Iepebopa Mpeanosia-
raeMbIX PelleHrnil B caMbIX aKTyaJbHBIX 3a/ladaX JIMHIBUCTUKU.

1) IMocrpoenue (cuuTe3) n pacnosHaBanue (aHaan3) Mopdosormaeckux GopM CJIoB (cro-
BOOPM) PYCCKOIO sI3bIKa HA KOMIIBIOTEPE He HYXKJIAETCsl B TIOMCKE U TEOPETHYECKOM
06OCHOBAHUH COOTBETCTBYIOMUX aropuTMoB. OHE U3BeCTHBI U (DOPMATH30BaHbI (2, 4.

2) ®opma cioBa 33Ja8TCsA 1 OJIHO3HAYHO OIPEJIeJIsIeTCsl UCXOHON (hOpMOii 5TOT0 CIoBa 1
ero MopdOJIOrTYecKNME ITapaMeTpaMu, KOTOPble MOTYT OBITH KOJMPOBAHDI JIBYXPa3Psi -
HpiMu gucjamu. C1oBoopMbI pacpeie/ieHbl 10 JTeKCUIeCKUM I'PYIIIaM; JIEKCHIeCKast
rpyIia — MHOXKECTBO, COCTOsiIee U3 CJIOBOOPM C OJIMHAKOBBIM HAO0pOM MOPQOJIOrH-
YECKUX ITapaMeTPOB; JIEKCUYIECKas TPYIIA UMeeT TAKOW Ke KOJI, 9TO U €€ JICMEHTHI.

3) OcHOBY CHHTaKCHCA COCTaBJAET KOHEYHOEe MHOXKECTBO CJIOBOCOYETAHWI; CIIOBOCOYETA-
HUe — CBdA3aHHAg Mapa cJIOBO(POPM; MPUIHAKOM CBI3HOCTU SBJISIOTCH OTHOIIEHUS] MEK-
niy MopdoJiornieckuMu napamerpamu cioBoopm. CBA3HOCTD JBYX CJIOBOMDOPM HE 3a-
BHUCUT OT UX 3HAUYCHUA.

4) U3 1.2 ciepyer, 9T0 HOHATHE CBSI3HOCTH JIBYX CJOBOMOPM MeXaHHIecKu (10 crocoby
UX KOJMUPOBAHU) MIEPEHOCUTCS HA JIEKCHIECKHE TPYIIIBL.

5) Eciu e jiekcudeckue Ipymmbl 00pasyloT CBA3aHHYIO Tapy, TO WX MPIMOe POU3Be-
JIEHHE COCTOUT M3 CBSI3aHHBIX CJIOBOMODPM (citoBocoderanuii). CBI3aHHBIX JIEKCUIECKUX
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10)
11)

12)

13)

14)

15)

IPYIII B FPAMMAaTHKE PYCCKOTO sI3bIKa UMeEeTCst OKOJI0 JAByxcoT [5, 6]. B marmem npumepe
OBLIN PaCcCMOTPEHBI TOJIBKO ISITh M3 HUX, KOTOPbIE OBLIN pa3OUThl Ha 34 TPYIIILI JIJIst
YTOUHEHHS U yA00CTBa MpeicTaBaeHust ciioBocoderannit. Mer nux wnazsamm CO.

JIBa, MHOXKECTBa — OJITHO COCTOUT M3 CJOBO(OPM, JIPYroe — U3 CJIOBOCOYETAHUI — 00pa-
3YIOT CTPYKTYPY JAHHBIX, U3BECTHYIO B MaTeMaTHKe KaK OPHEHTUPOBaHHbIN rpad. O60-
snaauM ero G1.

Beenénnoe B 1.4 moHsaTHE CBA3HOCTH JBYX CJ0BOGOPM 3a1aer emé oaud rpad (obo-
3HAYMM ero depe3 (G2); BepiuHaMu G2 SBISIFOTCS JIEKCUYeCKUe TPYIIIIbL; JIBE BEPIINHBI
CBsI3aHBI JIyTOM, ecIu OHU — CBsI3aHHbIe IpyHbl. ['pad G2 mpecraBiisier peayKIIio Ipa-
dba G1, pazmeps! (YUCI0 BEPIIMH U JyT) KOTOPOTO B ThICsYU pa3 6oJibiie pasmepos G2
(ecsim B G1 BKJIIOUUTD BCIO JIEKCHKY PYCCKOTO S3BIKA).

Bce nonsTusi cunTakcuca (mojyiexKairee, cKa3yeMoe, OJIHOPOJIHBIE UJIEHBI, JOTOJHEHUST
U T.]I.) OIPEJIEJISIIOTCS B TepMUHAX Teopun rpadoB. B gacTHOCTH, 1Tpe/yioKeHneM siB-
Jstercst r0boe KopHeBoe jiepeBo B (G1, comeprkailiiee JIyTy, COeIUHSIIONIYIO TOIeXKalee
(kopeHnb JiepeBa) co ckazyembiM |4, 6]. TTosromy rpad G1, obpazoBanublii 13 coBoGOpPM
U CJIOBOCOYETaHUi, Ha3BaH cuHTakcucom G1.

[TonsTne mpe ioxKeHns ecTecTBEHHBIM 00pa3oM repenocutcs u3 rpada G1 B rpad G2:
KOpHeBoe JiepeBo B (G2, cojiepKaliiee JIyTy, COeIUHSIONLY 0 JIEKCHIECKYIO IPYIIITY U3 O/
nexamux (KOpeHb JiepeBa) ¢ JIEKCHIeCKOI I'PyNIoil U3 CKa3yeMbIX, HA3bIBAETCS CHH-
Takcuueckoit opmoit (mpesyioxkennst). Cunrakcudeckasi hbopMa TIpPeICTaBIgeT coboit
[IPaBUJIO, TTOPOKIAIOIIEE OIPE/ICJIEHHBIN KJIACC TPEIOKEHNI.

[To 3aganHOl CHHTAKCUIECKO# (bOpME JIErKO CTPOSATCS COOTBETCTBYIOIINE €if IPeIozKe-
HUSA. DTOT IIPOIECC HA3BIBAETCSA CHHTE30M IIPE/IJIOYKEHHIA.

Jlnst 3a1aHHOTO TIPeJIOYKEeHNsT HETPY/IHO HAWTH TTOPOKIAIONIYI0 €r0 CHHTAKCHIECKYTO
dopmy. DTOT TIporiecc HABBIBAETCS aHATIM30M ITPeI0KEHNS.

[Iponeiypa HaXOXKIeHUA CHUHTAKCUUIeCKOH (opMbl u3 I1. 11 HeoOXoauMa I 9KCIEePHU-
MEHTAJbHOIO 0O0CHOBAHUSI KOPPEKTHOCTU OIMMCAHHON I'PAMMATUKN: IIPEIJIOKEHUsT PYC-
CKOTO $13bIKa (M3 JINTEPATYPHBIX UCTOYHUKOB) SABJIAIOTCS HMPEIOKEHUAME B (hOpMAaJIb-
HOW rpaMMaTUKe.

[Iporie/rypa Hax0XKJIEHUsST CHHTAKCUIECKO# (DOPMBI MOYKET ObITH UCIOIHL30BAHA JIJISd IKC-
[IEPUMEHTAJTBHOIO U3YyUYeHUs] CTATUCTUKHM Pa3HOOOpa3usi CHMHTAKCUIECKUX (POPM, KOTO-
PBIME TIOJIB3YIOTCS Pa3/IMIHbIE aBTOPHI — UX He 0oJjiee JIBYyX JIECITKOB B apCeHAJe M3-
BECTHDLIX NUCATEJICH.

B manbreitmem npu mocTpoeHNN KOHCTPYKTUBHONW T€OPUHN A3bIKa (bparMeHThl CeMaHTHU-
KW WHKAICYJIUPYIOTCA B CHHTAKCUIECKHE (DOPMBI, U3 KOTOPBIX COCTOUT CEeMaHTUICCKUI
CJIOBapPh S3bIKA.

Ecim HocuTe/ i pyccKoro si3bIKa, MOJIb3YIOTCS JIBYMsI JeCITKaAMI CHHTaKCHIeCKUX (hopM
U IIPOrpaMMBbl, aHAJU3UPYIONMINE IIPEI0KEHNsI, IIOPOXKIEHHBIE STUMI (POPMaMU, HEBE-
JIMKH, TO MMeeT CMBICJ pa3paboTaTh COOTBETCTBYIOIINE MTPOTPAMMBI (CHHTAKCHIECKIE
OPUMUTHUBBIL, 10 AHAJOIUH ¢ IPUMHUTHBAME B IpadUIecKuX PeJakTopax) /Ui peajn3a-
UK Ha KOMITBIOTEPE IPaAaMMATUKU PYCCKOTO S3bIKa, a Jlajiee U si3bIKa B IIEJIOM.
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