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Tadbauma 2

Yucao moJicTAaHOBOK CO cBoicTBamMu 1, 2 1 XapaKTepUCTUKO
ps € {8/256,10/256}, n =4

V3ib1 3aMeHbI, ucoab3oBannbie B MAT
Ps K, Ky K K, K Ko K, Ks
8/256 0 2 0 0 0 0 0 2
10/256 | 18615 | 19968 | 20309 | 19921 | 20107 | 18898 | 18506 | 19807

6IM3KH 110 TOPsIKY K XapakTepuctuke 6/256 HAMIYUIINX Ha CErOAHSAIIHHUN JeHb S-O0K-
coB [5]. Bamernm, uro Besuunna p, = 10/256 coorBeTCTBYET GOJIBIIOMY KOJUYECTBY CJIy-
JallHbIX IOJICTAHOBOK creneHu 256 M He HpeBbIaeT WX CpejHero 3Hadenus |5, tabir. 1.

Tabauma 3

CpaBHeHUEe XapaKTEPUCTUK pg JJ S-ODOKCOB M3BECTHHIX AJITOPUTMOB

Asrropur™m

«Skipjacks

«Ky3neunks

s-60KchI paboTshI [5]

s-00Kebl Tabu1. 1 u 2

Ds

12/256

8/256

6/256

8/256, 10/256

BuiBoapl

AJIropuT™MuYecKuii I0IX0 1 MO3BOJIeT IOCTPOUTEL ¢ ucnosab3opanneM MAI u s-60kcos
4 X 4 GOJBIIOE KOJUYIECTBO S-O0KCOB 8 X 8 ¢ PAJOM MO3ZUTUBHBLIX KPHUITOIPApUUCCKUX
cBoiicTB. IIpescraBigercd NMepCIEKTUBHBIM COBEPIIEHCTBOBaHNE XapaKTEPUCTUK S-OOKCOB
8 X 8 3a CYET M3MEHEHHUs IapaMeTPOB CXeMBbI IIOCTPOCHUS U MCCIe/I0BaHIe BOIIPOCOB CUHTE-
3a s-60KCOB OosibIux paszmepos (16 x 16, 32 x 32 u ap.).
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O IIOCTPOEHUU S-BOKCOB PA3BMEPA 4 x 4!

B. M. ®ommuyes, I1. B. OBunnnukos

[Tpenyoxken n peaim30BaH METOJ IOCTPOCHUS BCEX S-O00KCOB pasmepa 4x4, mjs KoTo-
PBIX BBIOJTHEHBI CJIe/IyIoIne Kpunrorpaduieckue cBoiicTBa: 1) GHEKTHBHOCTD; 2) OT-

CYTCTBUE HEIIOJIBUXKHBIX TOYEK] 3) HEJIMHEITHOCTDH BCEX HEeTPpUBHAJIBHBIX JMHENHBIX KOM-

GuHAIMil BUIa KOOPANHATHBIX (DYHKIWA; 4) 3HAYEHUE PA3HOCTHON XapaKTEPUCTUKU Py

! Pabora TepBoro aBTOpa BLINOJHEHA B COOTBETCTBHH ¢ rpanToM PODI Ne 16-01-00226.
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nojictaHoBKu s He Gosiee 4/16. Tlosyuen cnmcok Bcex s-60kcoB pasmepa 4x4 (Bcero
383084 314), obmnanaromux janabiMu cBoiicrBamu. CozjlaHHOE IIpOrpaMMHOe obecre-

YeHNe UCIIOJIL30BAHO JIJIsI ONPeIeseHIs] YKA3aHHbIX XapaKTEePUCTHK S-OOKCOB aJIrOpUT-
moB DES u I'OCT 28147-89.

KiroueBnie ciioBa: 8-60%67 pasHocmHas raparmepucmura.

BBenenue

Henuneitnbie mpeobpasoBanust BEKTOPHBIX ITPOCTPAHCTB, MTOJIYUUBIIIE HA3BaHUE S-O0K-
COB, ABJIAIOTCA BayKHEUIITUM 3/IEMEHTOM PayHI0BBIX ITPEOOPA30BAHUN CUMMETPUIHBIX OJI0Y-
HBIX UG POB. Pazmep s-00Kca, peasin3yIoniero mpeodpa3oBaHne MHOXKECTBA, N-MEPHBIX BEK-
TOPOB, paBeH 1 Xn. OTedecTBeHHBbIE U 3apyOeKHBIE YIEHBIE AKTUBHO MTPOBOJIAT UCC/IE0BA~
HEE CBOMCTB $-00KCOB M MeTOJIOB UX mnocrpoenus |1, em. 6ubsmorpadurol.

B pabore mpencraBiien ajaropuTM MOCTPOEHUS BCeX S-O0KCOB pasmepa 4x4, obJajia-
IOIUX PSAJIOM MMO3UTUBHBIX Kpunrorpadudecknx cpoiictB. K TakuMm cBoiicTBaM OTHOCSIT-
C: TOJICTAHOBOYHOCTD, HEJIMHEHHOCTD, COBEPIIEHHOCTL, HEOO IbIasd BeJIMIMHA PA3HOCTHO
XapaKTepUCTUKU. V3/I0KeHbI Pe3y/IbTaThl BBITIOJHEHHOTO Ha MTEPCOHATHLHOM KOMITHIOTEDE
9KCIIEPUMEHTAILHOI'O HCCJIEJIOBAHNs MHOYXKECTBA S-O0KCOB pasmepa 4x4, B TOM 4HCJIE HC-
[I0JTb3YEMBIX B HEKOTOPBIX M3BECTHBIX OJIOUHBIX M pax.

AnroputMm mocTpoeHus BceX s-00kcoB pazMepa 4x4. O603HaUINM S1,S9, S3, Sq4 CH-
cremy GyJIeBBIX KOODAMHATHBIX (DyHKIWA s-00kca s, V,, = {0,1}". Axropur™ cocrout u3s
CJIeTYIONINX IaroB:

1. IToctpoenue MuozkecTBa F)y Beex OyeBbIX (DYHKITHI OT YETHIPEX MTEPEMEHHBIX CO CBOI-
cTBaMu: (PYHKIIAS 3aBUCHT CYIIECTBEHHO OT BCEX HEPEeMEHHbBIX; (byHKIIUs cOATaHCHPOBAHA
(paBHOBEPOSITHA); CTEIICHb HEJIMHEHHOCTH paBHA 2 WK 3.

2. [lepebop Bcex BOBMOKHBIX CUCTEM YeThIPEX OYJIEeBBIX (DYHKIINIT U3 MHOYXKECTBa (DyHK-
nnit F; n mpoBepKa mpeoOpa30BaHnil, COOTBETCTBYIONINX MOCTPOEHHBIM CHUCTEMaM, Ha Ha-
JIn4Ure TaKuX KPUITOrpaduyuecknx CBOMCTB, Kak:

1) OGUEKTUBHOCTB;
2) OTCYTCTBHE HEMOJBUKHBIX TOYEK, TO €CTh s(a) # v Jist Jiroboro a € Vi;
3) HEJMHEHHOCTh BCeX HETPUBUAJBHBIX JTMHEHHBIX KOMOWHAIMI BUIA

a151 @ asse B agss B agsy, a; € {0,1}, i=1,...,4;

4) 3HavYeHHe PA3HOCTHOW XapaKTEPUCTUKU Pg MOJCTAHOBKU s He Gosiee 4/16, rie

ps=2"" max |[{zx €V, :s(x®a)ds(x) =75}

«o,BEVF

st pacniosHaBanusi GMEKTUBHOCTU UCIOJIb30BaH Kpurepuii [2, c. 116]: s — nmojcranoska
TOIJIa U TOJIBKO TOTJIA, KOTJIa PABHOBEPOsITHA JII0Oasi HETPUBHAJIbHAS JINHETHAS KOMOUHA~
st €€ KOOP/IMHATHBIX (DYHKITHI. 3aMeTUM, UTO IIPU OCTPOEHUU PAYHJIOBO ITOCTAHOBKHI
[IPEJITOITEHNe OTIAeTCsI OMeKTUBHBIM S-O00KCaM KakK (DYHKIUAM, YCJIOKHSIIOIIIM ITIPIMeHe-
HIe KPUITOAHAJIUTHIECKIX aTaK TUIa METO/a CTATAHAJIOIOB M JIp.

ITosryuennbie pe3yibraThl. 13 Bcex Oy/eBbIX (DYHKIMIT OT YETHIPEX IMEPEMEHHBIX
(65536 dbyukmuii) B MHOKecTBO Iy orobpansl 12618 (1. 1 agropurMa).

CocraBiieH crmcok $-60KCOB (cmcTeM 4eThIpéX GyHKImil) co cBoiictBamu 1-4, pasmep
ciucka 383 084 314 s-60KcOB.

Onpegenenne xapakrepuctuk s-6okcoB DES u I'OCT 28147-89. Cozmannoe
[IporpaMMHOe ObecIieueHne UCIO0JIb30BaHO I ONpeJeIeHIs XapaKTePUCTHK S-O0KCOB aJi-
ropurmoB DES u 'OCT 28147-89.
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Kazk 1prit u3 BocbMu $-00KCOB pasmepa 6 x4 aaropurma DES MoxkHO pegcTaBuTh Kak 32
s-00kca paszmepa 4 x4 ¢ moMonibio (pukcaruit OUTOB a1 U ag, YIPABJIAIONIUX BHIOOPOM OJTHOM
13 9eTBIPEX IO/ICTAHOBOK cTereHn 16 s-0okca, rie aj, ds, . . ., g — OUTHI BXOJIHOTO Habopa
s-6okca. [Ipu pukcanum 1pyrux 6UTOB OMEKTUBHOCTD $-O0Kca He obecrieuena. YCTaHOBJIEHO,
4910 6 $-00KCOB He 0071a/1a10T CBOMCTBOM 2 (HAJIMYNE HEIIOIBIUKHBIX TOUEK ). Pt s-60KcoB He
obusaiator ceoiictBoM 4: y 16 s-6okcos p; = 8/16, y 14 —ps = 6/16, u umeercst o ojHOMY
$-00KCy, y KOTOpBIX ps = 4/16 u 10/16.

B amropurme I'OCT 28147-89 ucnoassyercs 8 s-00KcoB pasmepa 4x4, UMEOTCS pe-
KOMEH/IAINA 110 uX BBIOOPY [3]. YeraHOoBIEHO, 4TO M3 BOCbMEU $-GOKCOB TPH He 00JIIAI0T
cBoiicTBOM 2 (HaJIM4Ne HEMOJBHKHBIX TOUEK); Y BCeX $-60KCOB ps = 4/16.

BriBoapl

1. ITocTpoerHOE MHOXKECTBO S-O0KCOB paszmepa 4x4, objajgarolnee psijioM MO3UTUBHBIX
CBOﬁCTB, MOZKET 6bITb HCIIOJIb3OBAHO IIPpU pPelleHun 3a/ad9 CHMHTE3a IIEPCIEeKTUBHBIX KPHUII-
TorpauIecKux aJropuTMOB.

2. CozranHoe IIporpaMMHOe obecledeHrne MOKeT ObITh HCIIOJIBL30BAHO JIJIsl UCCJIEI0Ba~
HUA $-O0KCOB paszmepa 4 x4, UCIOIb3yeMbIX B PA3JINIHBIX AEHCTBYIONUX U IEPCIEKTUBHBIX
KpUnrorpauIecKux CUCTeMax.
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CRYPTAUTOMATA: DEFINITION, CRYPTANALYSIS, EXAMPLE
G.P. Agibalov

This conference paper is an extended abstract of a recent article in Prikladnaya
Diskretnaya Matematika (2017, No.36), where we presented the definition of the
cryptautomata and described some cryptanalysis techniques for them. In crypto-
systems, the cryptautomata are widely used as its primitives including cryptographic
generators, s-boxes, filters, combiners, key hash functions as well as symmetric and
public-key ciphers, and digital signature schemes. A cryptautomaton is defined as a
class C' of automata networks of a fixed structure N constructed by means of the
series, parallel, and feedback connection operations over initial finite automata (finite
state machines) with transition and output functions taken from some predetermined
functional classes. A cryptautomaton key can include initial states, transition and
output functions of some components in N. Choosing a certain key k produces a
certain network Ny from C' to be a new cryptographic algorithm. In case of invertibility
of N, this algorithm can be used for encryption. The operation (functioning) of any
network N in the discrete time is described by the canonical system of equations of
its automaton. The structure of Ny is described by the union of canonical systems
of equations of its components. The cryptanalysis problems for a cryptautomaton are
considered as the problems of solving the operational or structural system of equations
of Ny with the corresponding unknowns that are key k variables and (or) plaintexts
(input sequences). For solving such a system F, the method DSS is used. It is the





