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METO/J ABTOPU3AIIUY KJIMEHTCKAX NMPUJIOKEHUI B TETEPOTEHHOM
PACHPEJIEJEHHOM ITPOTPAMMHOM CUCTEME, IOCTPOEHHOM
HA OCHOBE ITPOTOKOJIA HDP

[Ipemioxken MeTon aBTOpU3ALMU IPUIOKCHUN B PACHPEICICHHON MPOrpaMMHON CHUCTEME, IOCTPOCHHOH Ha OCHOBE
nporokona HDP. /lanHslii MeTON MO3BOIMI IOJNYYHUTh LECHTPAIU30BAHHOE YIPABICHUE aBTOPU3ALMEH Ul MPOrpaMM-
HOHM CHCTEMBI, TIOCTPOCHHOH M3 MHUKpPOCEPBHCOB. lcronp30BaHMe METOMa IO3BOJIIIO MOBBICHTH O€30IACHOCTH 3allly-
IIEHHBIX JaHHBIX, IPHOOPECTH TOIEPAHTHOCTH CUCTEMbI K M3MCHEHHIO MEXaHH3Ma aBTOPU3AaUH U CHU3UTH BPEMEHHBIS
3aTpaThl Ha pa3padOTKy MUKPOCEPBHCOB. JlaHBI ONMMcaHue METOAA M €T0 CPAaBHEHUE C APYTHMH ITOAXOAAMH K aBTOpH3a-
UM KIIMEHTCKUX IPUI0KECHUM B PACIpPEICICHHOM TPOrpaMMHOI cUCTEME.

KioueBsble ciioBa: HDP; pacripenenennast mporpaMMHas CHCTEMa; aBTOpU3amys B Iporpammuoii cucreme; OAuth.

ABTOpI/IBaLII/IH — 3TO NPCAOCTABJIICHUC IIPpAaB HA BBIMTOJHCHUC onpe):[eneHHOﬁ onecpanuvu U MpoBEpKa TaKUX
IIpaB IIPU BBIITOJHCHUU OIICpalvun. B MMpOrpaMMHBIX CUCTCMAxX aBTOpHU3allUA H606XOI[I/IM3 UId AoCTyna K 3a-
H.IHH.ICHHOfI I/IH(l)OpMaLII/II/I M MCTOJAAaM MOJYUCHU:, arperaiuun BaHlHHleHHOﬁ I/IH(l)OpMaLII/II/I. B Cllyqa€ MOHO-
JIMTHOT'O IMPUIIOKCHUSA TI)YI[HOCTCI;’I B pcajiM3allii aBTOpHU3aluU OOBIYHO HE BO3HHUKACT, TaK KaK CYHICCTBYCT
JOCTAaTOYHO MHOI'O I'OTOBBIX peH_ICHI/Iﬁ I[aHHOfI 3aJa4u. B PAa3JIMYHBIX A3BIKaAX MPOrpaMMUPOBAHUA U (bpeﬁM—
BOpPKaX HAKOMWJIOCHh JOCTATOYHO MHOI'O 6I/I6J'II/IOTCK, KOTOPBIC paCHINPAOT A3BIKOBBIC BO3MOKHOCTH 10 aBTO-
pu3alvm KJIMCHTA.

B CJIydac C BBICOKOHArpy>KCHHbBIMHU MMPOCKTAMH, 4YaCTO MOCTPOCHHBIMHU 110 MHKpOCCpBHCHOfI APXUTCKTY-
pe, OAHO MPUJIOKCHUC PA3HOCUTCA MO MHOIOYMUCICHHBIM Y3JIaM HpOFpaMMHOﬁ CHUCTCMBI, IIPUYCM HpOoLCAYPY
aBTOpHU3allun HCO6XOZ[I/IMO mojy4aTthb K 60J'II>H.II/IHCTBy TaKUX CEPBUCOB. Peanmaunﬁ CTaHAapPTHBIX peH_ICHI/Iﬁ oo
aBTOpH3alluy NPUBOAUT K KaTaCTpO(l)I/I‘-IeCKOMy IIY6HI/Ip0BaHI/IIO KOJa, pCain3yromiero OAHOTUIIHYIO JIOTHKY.
B cjlydqac HOTpe6HOCTI/I BHECCHHUS HM3MCHCHHUN B JaHHYIO JIOTUKY 3TOT HNPOLECC HCBO3MOXHO pPCaIM30BaTh
MI'HOBCHHO, TaK KaK B OJWH MOMCHT BPCMCHU OOHOBUTEL BCE MHKPOCCPBUCHI 0e3 BBIKIIIOUEHUS CHUCTEMBI U3
OKCIUTyaTalluid HCBO3MOKHO. Taxxe BO3HHUKAIOT BOIIPOCHI OT3bIBAa IpaB y IOJb30BATCIISA, KOTOPBIC HJOJIKHBI
BCTYIIUTH B CUJTY Ha BCCX MHUKPOCCPBUCAX B Z[aHHOf’I CUCTEMC, U BO3HUKAIOT HpO6J'IeMI:I Ha3HA4YCHUSA onpcac-
JICHHOMY ITOJIB30BATC/II0 IpaB Ha HECKOJIBKO onepaunﬁ, KOTOPBIC BBIITOJIHAIOT PAa3JIMYHbIC MUKPOCCPBHUCHI.

1. IIporokoa aBropuszanun OAuth u 0ocoGeHHOCTH €r0 NPUMEHEeHHUs

Ha cerognsmuuii 1eHb caMblii MOMYJSPHBIA MPOTOKOJI aBTOPH3ALHUU MEKAY ABYMS HMPUIOKECHHUSIMUA —
310 OAuth. JlaHHBIH MPOTOKOI MO3BOJISET MIPUIIOKEHUIO MOTYYUTh aBTOPU3ALUIO Y MUKPOCEPBHCA, UCTIONB3YS
HTTP 3ampocsl. OCHOBHOE MPEUMYLIECTBO MOIXO0AAa COCTOUT B TOM, YTO KIMEHT HE MEpPEeNaeT AOBEPEHHOMY
MIPHJIOKEHHIO JIOTHH M MapoJib OT CBOEr0 aKKayHTa, a JHIIb Ha3HA4aeT ONpeAeieHHbIE IIpaBa, KOTOpPhIE OTpa-
YKAIOTCS B OJIy4aEMOM TOKEHE.

Kak Bugno u3 puc. 1, OAuth ucnons3yer BzaumMoaeicTBre yepe3 Opaysep Moab30BaTeNsl U MPsIMOe B3a-
UMOZACHCTBHE MEKIY NPOrPaMMHBIMH CHCTEMaMH, YTOOBI BBHIMOJHUTH MOMHBIA MpoLEecC aBTOPH3ALMU. OTO
MPHUBOAUT K TOMY, YTO HEOOXOAMMBIH ISl aBTOPU3ALMU TOKEH JOJDKEH OBITh MONMyYeH BPYUYHYIO, B IPOTOKOJIE
HE 3aJI0’)KEHO BO3MOXHOCTH aBTOPU3ALMHU MOITYyUEHHS C LEbl0 oOecneueHns 0e30MacHOCTH MOJIb30BaTEls, TaK
KaK TOCIIEAHUN JOJIKEH MOATBEPANUTh CBOE HAMEPEHHE TepeaaTh ONpPENENeHHbIE MTpaBa ONpPEAEICHHOMY IIPH-
JIOXKEHHI0. DTO AOIMYCTUMO, KOTAa MOJIb30BaTENh X0UET IPEAOCTAaBUTh NpaBa CBOEMY JOBEPEHHOMY MPUIIOXKE-
HUIO, HO ucnonb3oBanne OAuth cTaHOBUTCS HEBO3MOXKHBIM Ul aBTOMAaTH3aLUN B3aUMOACHCTBUS IBYX HIIH
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[puvnoxeHue

PeampekT Ha cTpaHMLy

Oonee npunoxkenunit. Ko Bcemy npouemy, amns B3aumozneicTBus no nporokory OAuth Tpebyercss Hanuume mo-
CTOSTHHO 3aITyILIEHHOT'O CEpBEpa aBTOPH3ALMH HA HEKOM y3JI€ IPOrPpaMMHOMN CHCTEMBI.

CepBuc

Janpoc NoATES prHgeHMA

ABTOP M3 LM BbIAFHI MpaE
FPe EKT Ha NP H MW 8 0Ly
Janpoc access token - e P =
CTREH MLy
1
|
|
1
e - Brioada access token
|
|
1
AocTyn K SalwMWweHHER - — — — — — — — = = —
pECYPCa
1
|
|
1
U .

—— = EsalwodgHcTEME Hepes Bpaysep NOoNeS0EaTena

— — — = [lpamoe BZMMOOEHCTEME

Puc. 1. [Ipuanun B3anMoneHCTBHS IPHIIOKESHUH TIPH aBTOPHU3AIMH C TOMOIIBI0 poTokona OAuth

Crout ynmomsiHyTh TIpO MexaHu3M ayreHTudukanuu OpenlD, KoTOpHIA, B CBOIO 04Yepe/b, SBJISAETCS OT-
JIENTbHBIM MPOTOKOJIOM, He cBsi3aHHbIM ¢ OAuth, TeM He MeHee B cirydae ¢ OpenlD monb30BaTenb yIocToOBEpseT
MPWIOKEHHE, YTO BBIIAET ceOs 32 TOro, KeM U SIBIISETCS, HO JaHHBIM MPOTOKOJ HE MO3BOJISICT Ha3HAYATh OIpe-
JICTICHHBIC TpaBa U KOHTPOIUPOBATh UX. [IoMHUMO OTCYTCTBHS aBTOMATHU3WPOBAHHOW aBTOpPU3AILMU U3 HEIO-
cratkoB OAuth crout orMeTuTh TO, uTOo Oe3omacHocTh OAuth ocHoBaHa Ha SSL, a 3T0 cepbe3HO TOBHINIACT
TpeOOBaHUS K pecypcaM U MOPOM CTAHOBUTCS MPEMSATCTBUEM K HCIOIL30BAHUIO MPOTOKONA B BHICOKOHATPY-
XKEeHHBIX cuctemax. Hecmotps Ha To, uyro OAuth 2.0 6pu1 mpunHsaT B 2006 T., B crienuUKAIMIO €IIe BHOCATCS
M3MEHEHUS, MTOPTOMY HEBO3MOXKHO OBITh YBEPEHHBIM, YTO B OYyIyIlleM HE MPOW30MAET M3MEHEHUN 0e3 moj-
JIEPKKU 00paTHOW COBMECTUMOCTH.

2. Metox aBTOpH3alH KINEHTCKUX npuiaoxenuii B HDP

HDP (Heterogenous Data Protocol) mpencraBiser co0oii mMpoTOKoN i 0OMEHA TeTepOoreHHBIMU JIaH-
HBIMHM B pacopeneiacHHON mporpaMMHoi cpere. HDP ucnonb3yer KecTKo CTpYKTYpHpPOBAaHHBIE AAHHBIE B
¢dopmare JSON co crienuaibHBIMU CITY>KeOHBIMH METKAMH COTJIACHO CTICHU(HUKALINN TPOTOKOIA.

V¥3en B pacnpeneneHHoN cucTeMe, KOTOPhIi JKenaeT NMPeAoCTaBUTh JOCTYI OcTalbHBIM y31aMm no HDP,
00s13aH chopmupoBats ¢paitn HDP-cepBuca, B KoTOpoM OyIyT MepednciieHbl JOCTYIHbBIE KITHEHTaM (DyHKLUH C
YKa3aHHEM BXOAHBIX TAPaMETPOB U BBIXOAHOM cXxeMbl JaHHBIX. [10 Ka’kaoMy BXOJHOMY MapaMerpy JOIMYyCTUMO
yKa3bIBaTh 3HAUYEHUS 110 YMOIYAHHUIO, IPaBUJIa MPOBEPKU AAHHBIX 3TOTO MMapaMeTpa U Jp.

[IpoToKo MO3BOMISIET TETEPOreHHBIM MPOrPAMMHBIM CUCTEMaM OCYIIECTBUTH OOMEH JaHHBIMHU C TapaH-
THEl LEITOCTHOCTH AaHHBIX, BO3MOYKHOCTBIO MX NMPOBEPKH, IIOCTPOECHUS pPACIPEAEICHHON CEpBUCHON apXUTeEK-
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TypHI Ha CTOPOHE TpoBaiiziepa naHHbIX. [IpoToKON HMeeT cOOCTBEHHYIO Criel(UKAINIO, TTOITOMY OOMEH JaH-
HBIMU MEXY Pa3IU4YHBIMU MPUIOKEHUSIMH HE BBI3BIBACT MPOTUBOpEUMil. Jlomyckaercss mpOou3BOIBLHOE KOJIU-
4ecTBO (hOpMaTOB CepUaU3aliui NaHHBIX, npemiaras JSON kak ocHOBHOW. Ho HE3aBHUCHMO OT IPOTOKOJIA H
ero crenudukanuy MpoBanep MaHHBIX MOXET BBHIOpATh JKeMaeMbIi opMaT cepruaau3aliuyl TaHHBIX, B KOTO-
POM OH OyJIeT MoNy4aTh JaHHBIC OT KIUCHTOB.

Meron aBTOpHU3aIMK KIUEHTCKUX MPHIOKEHUM B pacnpeeleHHON MPOrpaMMHOIM CUCTEME, TOCTPOCH-
HOI Ha ocHOBe nporokonia HDP, mpencraiser co0ol 3aJI0KEHHYIO B PO MPOTOKOJIA BO3MOXKHOCTh XpaHe-
HUS ¥ MPOBEPKH TOKEHA: YHUKAIbHAS CTPOKA, HICHTU(UIMPYIOIIAs 3aJaHHbIH Ha0op mocTymHbIX poneit. Co-
riacHo crenuukarmu nmporokoida HDP Bcs GyHKIIMOHATBEHOCTH TIpOBaiifiepa JaHHBIX JACIUTCS Ha OTIACIBHBIC
(YHKITMM MHKPOCEPBUCOB. KaXKIIblii MUKPOCEPBHUC BIIPABE CAMOCTOSTEILHO T'€HEPUPOBATh U BBHIJIABATH TOKEHBI
C y4eTroM uX cpoka xu3Hu. [Ipu 3ampoce kK GyHKIMH cepBuca, KoTopas TpeOyer aBTopu3aiwu, HDP crauana
MPOBEPSICT HAMYUE TAKOTO TOKCHA B YX€ UCIIONBb3YyEMBbIX U CPaBHUBAET €ro CO CPOKOM rogHoctu. B cimyuae
€CITN JICHCTBUTEILHBIN TOKEH HalJIeH, 3ampoc OyeT HanpaBlieH K MUKPOCEPBHCY, HHAYe OYJET BBIaH OTBET C
HTTP 3aromoskom 401 u 3armpoc Ha MEKPOCEPBUC OTIPABIICH HE OYET.

KnueHtckue npunoxeHus HDP MwukpocepBUChI
npoBaiifepa AaHHbIX

3anuch TOKEHa B Co3faHne HoBoro
XpaHwnie TOKeHOB TOKEeHa

MpoBepka
3anpoc hyHKuUK, Ba/IMHOCTY TOKEHA B
Tpe6ytoLweit XpaHunuie ans Bblgada faHHbIX
aBTOPM3ALMIO MO TOKEHY 3anpoLLeHHoiA
hyHKUMN

Mony4yeHne goctyna K
3allULLEHHBIM pecypcamM

Puc. 2. [IpuHnun B3anMOISHCTBHS IPHIOKECHUH TIPH aBTOPHU3AIMH C TOMOIIBI0 MeToa aBropu3aru HDP Auth

Kax BugHO M3 puc. 2, KaXIaplii MUKPOCEPBHC B MPOM3BOJIBHBIM MOMEHT MOXKET 3aHOCUTh M YIpPaBIATh
TOKeHaMH B xpaHunuiie cepsuca HDP, aist sToro Heo6XonumMo oTHpaBUTh TOKEH C YKa3aHHEM CPOKa TOAHOCTH
Ha ompeneneHHbld nportokonoM aapec. HDP, momyuyas naHHBIA 3ampoc, CKIaAbIBaeT MOCTYNMUBIINI TOKEH B
CBOE XPAaHWJIHIIE, U TIOCJIEAYIOIME OT KIMEHTOB 3alpOChl C TaHHBIMU TOKEHaMH MPU3HAIOTCS KOPPEKTHBIMH.

JlaHHas JOTWKa MO3BOJISET CHU3UTH BHIYMCIUTEIBHBIE CIOKHOCTH, 00beMbl B KoimnyecTBo HT TP 3ampo-
COB K MUKPOCEpPBHCAM, YTO TOJIOKUTEIBHBIM 00pa30M CKa3bIBaeTCsl Ha OOIIel Harpy3Ke, KOTOPYIO UCTIBITHIBA-
eT mporpaMMHas cucrema. [lonp30BaTens MOMTHOCTBIO OTCYTCTBYET B JAHHOM METOJE aBTOPHU3AIMH, YTO MO03-
BOJISIET aBTOMATU3UPOBATh 100aBJIEHNE U yOalleHHE HOBBIX MUKPOCEPBHCOB. KaXkaplii TOKEH MOXKET OBbITh BBI-
JlaH Ha OTPaHMYECHHBINA MJIM HEOTPaHUYEHHBIN CPOK ACHCTBHSI KaK Ul OJHOM, TaK U sl HECKOIBKUX (YHKIHUH,
YTO NMpPUBHECET TMOKOCTh B TaHHBIM METO aBTOpH3aLMKi. MUKPOCEPBUC, BHIIABIIUI TOKEH B JIIOOOH MOMEHT,
MOJKET OTO3BATh €T0, NAXKE €CIN €r0 CPOK FOJHOCTH HE M3MEHMUJICS; JOMyCTUMO MEHATh U CPOK TOAHOCTH A
TOKEHa, KOTOPBIN Y€ HaXOIUTCS B XPaHUIIUILE TOKEHOB.

Onucanue MeTosa B3aUMOJCHCTBHS IPOrpaMMHBIX Y3JI0B NpHU aBTopu3anuu uyepe3 HDP aBropusanmon-
HBIN MOJYJIb.

1. [TocTaBIIMK AaHHBIX PETUCTPUPYET MpaBUiIa COOTBETCTBHS ToKeHa Ha cepBepe HDP.

2. MuKpocepBUC TOCTaBIIMKAa AaHHBIX CO3AAeT CIICLUAIBHBIA TOKEH Ui BBHIOPAHHOIO KIMEHTa WM
IPYIIIBI KIMEHTOB U / WK TIOb30BaTENCH.

3. MukpocepBHUC MTOCTAaBIINKA JaHHBIX PETUCTPUPYET AaHHBIN TokeH Ha cepBepe HDP mocpencrtsom ot-
npasku POST 3ampoca Ha angpec /hdpauth/setToken.
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4. Monynb aBTOpU3alluy, OJYYUB TOKEH, IPOBOAUT €TI0 MPOBEPKY, COrNIACHO MpaBUiiaM, 3aperucTpupo-
BaHHBIM B ITyHKTE 1.

4.1. B cny4ae ecnu mpoBepka Obuia ycnemHo npoiinena, HDP Auth seimaer HTTP otBer ¢ komom 200 u
YBEIOMIISIET O TOM, YTO TOKEH OBLI YCIICIITHO 3aPETUCTPUPOBAH.

4.2. lnayue HDP Auth Beimaer HTTP otBer ¢ komom 400 1 yBemoMisieT 0 TOM, YTO TOKEH He ObLT 3ape-
TUCTpUpOBaH. B 3TOM ciiydae MUKpOCEpBUC 3aHOBO T'€HEPUPYET TOKEH COMIACHO MpaBUIaM, 3apErucTpUpOBaH-
HBIM B paMKax MyHKTa 1, U nanee JeHCTBYeT aHAIOTMYHO, HAYMHAs C TIyHKTa 2.

5. Kaxnplii moctynaromumii KITMEHTCKUAHN 3aIllpoc K 3allMIIeHHBIM ToKeHamMu pecypcam HDP Auth Beimon-
HSIET IPOBEPKY:

5.1. Ecnu mpuiienmii TOKeH Hal[ieH B XpaHWINIIE TOKEHOB U Y JAHHOTO TOKEHA HE MUCTEK CPOK T'OJJHOCTH,
3aIpOC CUMTACTCS KOPPEKTHBIM M TIPOJIOIDKAETCS ero 00paboTKa coriacHo crerpdukarn mporokoina HDP.

5.2. Ecnu npumienmvii TOkeH He ObUT HaiiicH B XPaHIUIUIIE TOKEHOB WIIH Y HET'0 UCTEK CPOK T'OTHOCTH,
to HDP mpekpamiaer o0paboTKy 3ampoca, youpaeT UCTEKIINH TOKEH M3 XpaHwiiina u Bo3spamaer HTTP ot-
BeT ¢ kogom 401.

B mo0oii MOMEHT SKCILTyaTallii CHCTEMbI MUKPOCEPBUC MUMEET BO3MOXKHOCTH 3alPOCHUTH CITHCOK BCEX
JISHCTBYIONIMX TOKCHOB IO HEKOW 3allUIICHHOW (PYHKIHMHM W yJaJIUTh TOKEH, KOTOPBIM YyTpaThi HEOOXOIu-
MOCTb B HAXOXJCHUU B XPaHWIHUIIIE.

[Ipumep perucrpanuu KOppEeKTHOrO TOKEHA!

POST /hdpauth/setToken HTTP/1.1

Host: auth.hdpexample.com

Content-Type: aaplication/x-www-form-urlencoded

token=8unl847d5jyy5mOguf5pgk4101jg5ab95317&function=£f&expires in=0

OTtBer

HTTP/1.1. 200 OK

Content-Type: application/json

{

“status” : “ok”

}

[Ipumep peructpanvu HEKOPPEKTHOI'O TOKEHA:

POST /hdpauth/setToken HTTP/1.1

Host: auth.hdpexample.com

Content-Type: aaplication/x-www-form-urlencoded

token=17&function=fé&expires in=0

OTtser

HTTP/1.1. 400 Bad request

Content-Type: application/json

{

“status” : “error”,
“message” : “Insufficient token length, must be greater than 10”7

}

[Ipumep oT3bIBA TOKEHA!

POST /hdpauth/removeToken HTTP/1.1

Host: auth.hdpexample.com

Content-Type: aaplication/x-www-—form-urlencoded

token=8unl847d5jyy5mOguf5pgk410ljgbabwcd4r5317&function=~f

OtBer

HTTP/1.1. 200 OK

Content-Type: application/json

{

“status” : “ok”
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O1BerT, eciIi JaHHBIA TOKEH He ObLI HaliIeH
HTTP/1.1. 404 OK
Content-Type: application/json
[Ipumep 3ampoca TOKEHOB MO (QYHKITUH:
POST /hdpauth/getToken HTTP/1.1
Host: auth.hdpexample.com
Content-Type: aaplication/x-www-form-urlencoded
function=f
OTtser
HTTP/1.1. 200 OK
Content-Type: application/json
{
“status” : “ok”,
“tokens” : [“8unl847d57yy5mOgufb5pgk4101ljg5abSwc4r5317”,
“dwg83d5]yy5bmOgufbpgk4101jg5ab9wecdr53117]
}
[Ipumep KIHEHTCKOTrO 3ampoca K (PyHKIUHU B clTydae KOPPEKTHOI'O TOKCHA:
POST /authclosed/function HTTP/1.1
Host: clientapp.com
Content-Type: aaplication/x-www—-form-urlencoded
updatedparam=newvalue&token=8unl847d5]jyy5mOguf5pgk4101jgbabcd4r5317
OTtser
HTTP/1.1. 200 OK
Content-Type: application/json
{
“status” : “ok”,
}
[Ipumep KIHEHTCKOTO 3ampoca K PyHKIUU B ClTydyae HEKOPPEKTHOI'O TOKCHA:
POST /authclosed/function HTTP/1.1
Host: clientapp.com
Content-Type: aaplication/x-www-form-urlencoded
updatedparam=newvalue&token=8u0ljgb5ab9wcd4r5317
OTtBer
HTTP/1.1. 401 Unauthorized

3akioueHne

B pabote Obu1 IpoBeeH aHANM3 MPOOIEMBl aBTOPHU3AIMN KIIMEHTCKUX MPHIOKEHUH B PACIIPEACIICHHOHN BBI-
COKOHArpy»Ke€HHO! MPOrpaMMHON CHCTEME, YKa3aHbl JOCTOMHCTBA M HEJOCTATKH CYIIECTBYIOIMX METOMOB, MPEA-
JIO’KEH METOJI LICHTPAIM30BAHHOTO YIPABJICHHS aBTOPU3ALMOHHON (PYHKIIMOHAIBHOCTBIO. JIaHHBIA METO T03BOJISI-
€T TIPEIOCTaBUTh BCEM 3aITyLIEHHBIM MUKPOCEPBUCAM EMHYIO BXOJHYIO TOUKY aBTOPHU3ALIUH, YTO MOTOKUTEIBHBIM
00pa3oM CKa3bIBaeTCsl Ha CKOPOCTH Pa3padOTKU BBICOKOHATPYKEHHOM CHCTEMBI, CHUKAET BO3MOYKHOE YHCIIO OLIH-
OOK B aBTOPH3ALOHHON (DYHKIIMOHAIILHOCTH U MOBBIIIAET TONEPAHTHOCTh CUCTEMBI K N3MEHEHHUIO aBTOPH3AIHOH-
HO# oruku. B Oymyiiem naHHBI METOI MOJKET MOJCTParBaTHCs IO HOBBIE TPEOOBAHUS K MEXaHU3MY aBTOpHU3a-
L1H, HATIPUMED, Pa3IUYHbIC YCOBEPLICHCTBOBAHUS IS MOBBILICHNS YPOBHsI 0€30MaCHOCTH TIPH IOCTYIIE K JJaHHBIM.
[IpennosxeHHpIi METON pa3yMHO MCIONB30BaTh B PacIPEACICHHBIX BEICOKOHATPYXEHHBIX CHCTEMaX, IIOCTPOEHHBIX
Ha ocHOBe npoTtokoina HDP, rae uMeercst BHyIIUTENbHBIN 00beM 3alIMILEHHON HH)OPMALIUH.
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In this paper, the authorization of client applications in a software system built on the basis of the HDP protocol is considered. Au-
thorization is the granting of rights to perform a certain operation and checking such rights when performing an operation. In computer
systems, authorization is necessary to access protected information or methods of obtaining, aggregating secure information. In the case
of a monolithic application, there are usually no difficulties in implementing authorization, because there are many ready-made solutions
to this problem. In various programming languages and frameworks, a lot of libraries have accumulated, which expand the language
capabilities for client authorization.

To date, the most popular authentication protocol between two applications is OAuth. This protocol allows the application to get au-
thorization from the service using HTTP requests. The main advantage of the approach is that the client does not transfer the login and
password from its account to the trusted application, but only assigns certain rights that are reflected in the received token. OAuth uses
interaction through the user's browser and direct interaction between the software systems to perform the full authorization process. This
leads to the fact that the token necessary for authorization must be received manually, the protocol does not provide for the possibility of
authorization of receipt in order to ensure the security of the user, as the latter must confirm its intention to transfer certain rights to a
particular application. This is acceptable when the user wants to grant rights to his trusted application, but using OAuth becomes impos-
sible to automate the interaction of two or more applications. In addition, OAuth requires a constantly running authorization server on a
certain node of the software system.

The method of authorization of client applications in a distributed system built on the basis of the HDP protocol is the possibility of
storing and checking a token embedded in the core of the protocol. According to the specification of the HDP protocol, all the function-
ality of the data provider is divided into separate functions of the microservices. Each microservice may independently generate and
issue tokens with regard to their lifetime. When requesting a service function that requires authentication, HDP first checks the availabil-
ity of such a token in the ones already used and compares it to the expiration date. In the event that a valid token is found, the request
will be forwarded to the microservice, otherwise a response will be issued with the HTTP header 401 and the request for the micro-
service will not be sent.
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