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[TpuBenén ananmuTudecKkuii 0630p OCHOBHBIX MOje/eil U METOIOB PA3TPAHUYUCHUS JI0-
cryna, Hadnuasg ot Tpagununonnbix (DAC, MAC, RBAC) u g0 nocreanux paspabo-
TOK — MHOT'OYMCJICHHBIX MOJesIell, peaau3yionux aTrpuOyTHOe pa3rpaHnyeHue JT0CTyIIa
(ABAC). Onucana paspabaTbiBacMasi B HACTOSIIEE BPEMsI MOJICJIb TUIH3HPOBAHHOTO
arpubyTHOro pasrpanndenus jgocryna (TAP). Cdhopmynmuposanbl TpeboBaHus K Me-
TOJlaM pa3rpaHuyeHus J0CTyIa, obecriednBaioniue 6e301acHoe COBMECTHOE HCIIOJIB30-
BaHUEe WHQPOPMAIMOHHBIX PECYPCOB KaK B JIOKAJBHBIX, TAK U B IVIOOAJBHBIX BBIULC-
JINTEJILHBIX cpefiax. lIpoanam3npoBanbl JOCTOMHCTBA U HEJOCTATKHU CYIECTBYIOIUX
mogesteit ABAC. Tlokazano, uro momenu TAPJI orBeuator mocraBjieHHBIM TpeGoBa-
HUSIM YHUBEPCAJbHOCTH, THOKOCTH, yI00CTBA 8 IMIHUCTPUPOBAHUS, CIIOCOOCTBYIOIINM
obecriedeHnI0 H6E30MMACHOCTH PA3rPAHUYECHUS JOCTYIA BHE 3aBUCUMOCTHU OT THUIIA OIlle-
PAIlMOHHOI CpeJIbI.

KuroueBbie cisioBa: ampubymmoe paseparuuenue docmyna (ABAC), munusuposan-
noe ampubymuoe pasepanuvernue docmyna (TAPK), DAC, MAC, RBAC, noaumuxa
pa3epanuMEnUA 00CTYNG, A3bLK CNEYUUPUKRAUUL, CUHMAKCUC, CEMAHMUKA, MOOJEAUDPOSA-
Hue.
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The paper contains an analytical overview of the basic models and methods for access
control from the traditional ones (DAC, MAC, RBAC) to the latest developments —
numerous models implementing attribute based access control (ABAC). The model of
typed attribute based access control (TAAC) being developed currently is described.
The following disadvantages of traditional models are pointed out: identification of en-
tities with unique names; access rights redundancy (“coarse-grained access control” );
difficult managing large number of users; operating in closed environments; the inabil-
ity to use integrated security policies; lack of built-in administration tools. It is found
out that to ensure the safe sharing of information resources in both local and global
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computing environments, access control models must meet the requirements of uni-
versality, flexibility and ease of administration while performing the following tasks:
identification of entities by several features for fine-grained access control; design and
use of multiple access control policies to implement the “multiple policy” paradigm
and adapt the system to work in various environments; administration as a means for
dynamic policy modeling and convenient privilege managing a large number of users.
The advantages and disadvantages of different types of ABAC models are considered.
The advantages are: identification of entities by sets of attributes; “fine-grained access
control”; flexibility and expressiveness of model specification languages; the possibi-
lity of creating new and modeling traditional methods of access control; relative ease
of administration; managing privileges of groups of users. The main disadvantage of
ABAC is the complexity of calculating attribute values. It is shown that the TAAC
models meet the above requirements and provide the following: “fine-grained access
control” by identifying entities with the sets of typed attributes; decrease in complexity
and increase in speed of calculations; management privileges of hierarchical groups of
subjects and objects; dynamic policy construction; multi-criteria access control.

Keywords: attribute-based access control (ABAC), typed attribute-based access con-
trol (TAAC), DAC, MAC, RBAC, access control policy, specification language, syntaz,
semantics, modeling.

BBenenue

B pesyabrare pa3sBuTusi HOBBIX TE€XHOJOIUN BBIYUCIUTEIbHBIE CPEIbl SBOJIIONHOHUPO-
BaJin OT HEHTPaAJIN30BaHHbBIX CUCTEM, OCHOBaHHBLIX Ha MeEXaHHU3MaX, O6€‘CH€“II/IB&IOH.[HX nx
[IPOM3BOIUTE/THHOCTD 3a CIET PA3TUIHBIX CIIOCOOOB MTAaPAJIIEIBHOTO UCIIOTHEHI ST KOMaH/T, /10
pacIpe/Ie/IEHHBIX NeTEPOTEHHBIX CHCTEM, OCYIIECTRIISIONINX JIeIeHTPATN30BaHHOE XPAHEHNE
1 00pabOTKY JIAHHBIX C ITOMOIIBIO 9D PEKTUBHO B3aUMOIEHCTBYIONIUX CIY2KO U aJITOPUTMOB.

Ha ceromusminuii jieHb pacipe/ie/léHHble BITUCIUTEIbHbBIE CPEIbl OTXOJAT OT ITOHSITHI
BBICOKOITPOU3BOAUTE/IbHBIX paCHpe,D;e.HéHHbIX BbIYMCJICHUIA B CTOPOHY Ppa3BUTHUA BUPTYyaJIb-
HOI'O COTPY/IHUYECTBA, JIFOJIel 1 /11 Opranu3anuii, 06'be JMHEHHBIX OOIIUMU IIPABUIAME KOJI-
JIEKTUBHOTO JIOCTYIIa K OIPEJIETEHHBIM BBIUUCIUTEIbHBIM pecypcaM. MeTobl mpeocTan-
JIEHUsI JOCTYIa K NH(MOPMAIMH CTAHOBATCA CEPBUCHO-OPHUEHTUPOBAHHBIMU, UTO ITO3BOJISIET
9KCILIyaTUPOBATD OJHU U TE YK€ PECYPChI B PEXKUME COBMECTHOI'O UCIIOIHL30BAHUS U TpedyeT
obecrieveHnst UX 3AIMUTHI IyTEM OPraHU3AINKI PA3TPAHUYCHUS JTOCTYIIA.

[Ipu 3TOM CyOBEKTBI MOTYYaIOT JIOCTYII K OOBEKTaM CUCTEMBI B COOTBETCTBUU C IIOJIU-
TUKOI aBTOPU3AIINN, OIPEIEISIONel JTOMyCK K pecypcaM OIpeeIeHHBIX BUJIOB COTJIACHO
[IPEIOCTABIEHHBIM TOJTHOMOYHSAM C OJJHOBPEMEHHBIM 3AIIPETOM pPa3/IMIHBIX BHUJIOB HECAHK-
[IMOHIMPOBAHHOI'O JIOCTYIIA. AKTYaIbHOCTD IIPOOJIEMBI 3aIUTHI PACTET 10 MEPe yBEINIEHUS
00bEMOB XPAHUMBIX JAHHBIX U POCTa CJOKHOCTH ITPOrPAMMHOIO 00eCIeUeHUs st UX 00-
paboTKM.

[Tonagistioniee GOIBLITMHCTBO MPUIOYKEHU CHAOKAIOTCA CPEJICTBAMEI KOHTPOJIA JIOCTYIIA
B Toit un uHOU opme. CrcTeMbl pa3rpaHUYIeHUs JTOCTYIa, OYIydn BaykKHEHIITIMI KOMITO-
HEHTAMU CHCTEM 3aIlUThl, HAauOO0JIee 0/ IBEPXKEHBI PUCKAM U3-38 BO3MOXKHBIX OIMMOOK B KOH-
durypanuu moJuTHK pasrpaHuIeHns JOCTYIIA.

1. HegocraTky TpaJIMIIMOHHBIX MO/IeJieii pa3rpaHnYveHus JOCTyna
U IIyTU UX OPeoJ0JIEHUs

B IIpolecce peamn3danumn SaHLHHLéHHOFO JO0CTyIla K JaHHBIM CHCTEMa BBIIIOJIHAET 3a/la91
I/I,ZLeHTI/I(bI/IKaLH/II/I, ayTeHTI/I(i)I/IKaHI/II/I 1 aBTOPpU3allun. I/I,ZLGHTI/I(bI/IKaLH/IE{ 3aKJ/II09a€eTCAd B IIPpU-
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CBOEHUU CyOBEKTY WU OOBEKTY MICHTU(DHUKATOPA, ACCOIUUPYEMOTO € IIEpEeIHEM Pa3peIéH-
HBIX eMy JeficTBuil. AyTeHTUPUKAINS ABJISIETCA CPEJICTBOM JIJIsT JIOKA3ATETLCTBA [TPAaBaA MC-
[I0JTh30BATH UIEHTH(MUKATOP, BBITOTHATH POJIb WU BJIAJIETh ONPEICIEHHBIMU ATPUOYTAMMU.
Ha ocnoBanum pe3ynbTaToB oneparuii uaeHTH(MUKAIIT U ay TeHTU(MUKAIUNA OCYIIECTBIIsI-
eTCsl aBTOPHU3allisd KakK CII0COO BBITOJHEHNUA TOJUTUKNA TTOCPEICTBOM IPEIOCTABICHUS UJIN
3arpera JIocTyla cyobekTa K 00bekTy [1].

C magana 1970-x romoB ObLIO paspaboOTaHO MHOIO MOjIeJIel, OCHOBHBIMHA M3 KOTOPBIX
SIBJISTFOTCST MOJIENI JTUCKpennoraoro pasrpanmdenns jpocryna DAC (Discretional Access
Control), mangarHoro pasrpanundenusi qocryna MAC (Mandatory Access Control) u po-
nesoro pasrpanndenus gocryna RBAC (Role Based Access Control) [2—4].

Sataun nIeHTUUKAINNA CYIITHOCTEH B 9TUX MOJIE/ISIX BBIIOJIHSIIOTCS IIyTEM IIPUCBOCHUS
cyObekTaM 1 O0bEeKTaM YHHKAJbHBIX UMEH, BBUJLY Y€r0 MOJIEIN HA3bIBAIOT MJIEHTH(OUKA-
topubIiMu. JlocTynm cyObekTa K 00BbEKTY OCYIIECTBJISETC HAa OCHOBE ITPOBEPKU MMEH WU
MPUTIACAHHBIX UM POJIEl COTJIACHO 3apaHee OIpPeIeIeHHBIM CUCTEMHBIM TOJTATHKAM.

N nenatudukaropubie Mojean 3pGHEKTUBHO pabOTalOT B 3aMKHYTBIX M OTHOCUTEIHHO
HEM3MEHHBIX CUCTEMAaX, C OIPEICJICHHBIM KPYTOM 3apaHee U3BECTHBIX IT0JIb30BaTe e, nMe-
IOIUX JIOCTYI K U3BECTHBIM CEPBUCAM.

OCHOBHBIM HEJOCTATKOM JIAHHBIX MOJIEJIeH SBJISIETCS TO, 9TO OHU HE YIUTHIBAIOT JIOIOJI-
HUTEJIBHBIX TapaMeTPOB pa3TpaHUYeHUs JIOCTYIA, TaKUX, KaK CBEJIEHUs O pecypcax, OT-
HOIIICHUS TTOJIb30BaTeIeil K pecypcaM, JUHAMUIECKON nHdopMaImm — BpeMenn cyTok, 1P-
aJIPeCcoB U T. ., UTO BEJIET K «IpybOMy» pasrpaHuveHuro Jocryma («coarse-grained access
controly) u CIyKUT NPUYUHON MOSBJIEHNs] «U30BITOYHOCTH MPAB JOCTYHA» Y MOJIb30Ba-
testet. VienTudpukaropuble MOJe/In HE COJIEPKAT CPEJCTB aJIMUHUCTPUPOBAHUS TIOJTHO-
MOYMIT, OCTABJISAA 9TO «TPETheil CTOPOHE» — CUCTEMHOMY aJIMIHHCTPATOpy. B mupokomac-
mTabHBIX CUCTEMaX yIIpaBJIEHHE IIPaBaMu OOJIBIIOTO YNC/Ia TOI30BaTE el U MaIUH CTaHO-
BUTCSI CJIUIIKOM CJIOXKHBIM ¥ HOJIBEPKEHHBIM ontuOkam. B pabore [5], nanucannoit B 1993 1.,
[IPOAHAN3UPOBAHBI HEJIOCTATKU CYIIECTBYIOMIX Mojeseil u chopMyTupOBaHbI IIPOOIEMBI,
TpeOyIoIIre PelieHnsl IIPU OPraHUu3aIllnN PA3rPAHUIEHUs JOCTYIIA.

[Ipesk e Bcero HEOOXOAMMO PENIUTH BOIPOCHI UIEHTU(MUKAIINEI C IeJbI0 n30aBIeHUsI OT
M30BITOYHBIX TIPAB JIOCTYTIA MyTEM ODecliedeHnsl TOYHONO HanmMeHoBaHus cymHocTeil. Cire-
JIYIOIIMM HEJIOCTATKOM sIBJISIETCS HEJIOCTATOK I'MOKOoCTH. EuHCTBEHHOM TOIMTHKY Oe301ac-
HoctH, obecreunBaemoii TpajumuonabiMu Mogesraymu DAC, MAC u RBAC B aBTOHOMHBIX
[IPUJIOZKEHUSX, HEJOCTATOTHO JIJIsl 3aIUThI JJAHHBIX B CJIOXKHBIX CUCTEMaX, TPEOYIONNUX UH-
TErpUPOBAHHBIX TOJUTUK PA3TPAHUIEHUs JOCTYIIA JJIsI OJTHOBPEMEHHOTO BBITIOJTHEHUS Pa3-
JIMYHBIX KPUTEPHUEB 3AIUTDHI C 1EJIbI0 00eCrevenns MeJIOCTHOCTH, KOH(MUIEHITMAIHLHOCTH U
JIOCTYIHOCTH JaHHbIX. OHOBpEMEHHOE BBITTOJTHEHNE STUX YCJIOBUl TpedyeTcs Mpu 3aluTe
CJIOZKHBIX TPUJIOKEHUI B 00J1aCTU MEIUIMHBI, (DUHAHCOB, Pe3epBUPOBaHUs OUIETOB, HAYU-
HBIX UCCJIEJ0BAHU, ITU(POBLIX OUOINOTEK U JIP.

OrmedaeTcss HEOOXOMMOCTh BBEJICHUST HOBOH MApaIUTIMbl — « MHOYKECTBEHHON TTOJTUTH-
KI», O3HAYAOIIe, 9TO B CUCTEMe JIOJI2KHA OBITh TPEeyCMOTPEHA BOZMOYKHOCTD ITPUMEHEHUST
Pa3HBIX IMOJUTUK aBTOPU3AINN B 3aBUCUMOCTH OT TpeOOBaHMii 0€3011aCHOCTHU CPEJIbl, B KOTO-
poit dyHKIMoHUpyeT cucrema. /Iy 9Toro HeobXo MO HAJIMIHE CPEJICTB KOHCTPYUPOBaHUs
PA3JIMYHBIX TOJIUTUK Oe3 pekoHdurypanuu camoit cucreMbl. Kak mpaBuio, KOHKPETHBIE TI0-
JINTUKH KOHCTPYHUPYIOTCS HA OCHOBE €UHOr0 OOBEKTa — IOJTUTUKN BBICOKOTO YPOBHSI, WU
METAIOJINTUKN, Pean3yeMoii B Buje dppeiimBopka. HeobXomMo yTOIHUTE aceKThl TOHsI-
THUS MHOYKECTBEHHOM ITOJINTUKH, KACAIOIIHECs TOPsIKa IIPUMEHEHNsT CO3/IaBaeMbIX Ha OCHOBE
METaIOJTUTUKH MEXaHU3MOB pa3rPaHUICHHs JIOCTYIIa PA3JIMIHBIX BUJIOB.
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OtHuM U3 IyTeil ABJIAeTCs M00UePEIHOe IIPIMEHEHHe I0/Iy YeHHBIX [IOJIUTUK, B Pe3y/Ib-
TaTe KOTOPOT'O CUCTEMA ITOC/IeJ0BATE/ILHO MEHSIET ITPUMEHIEMbIiT KpUTEePUil pa3rpaHnyeHns
AOCTYIIa. BosmozknocTn OJHOBPEMEHHOI'O IIPpUMCHEHUA Psja COSAAHHBIX ITOJIUTUK IJIA Pa3-
IPaHUYEHNs JIOCTYIIA 110 PA3JINIHBIM [IPU3HAKAM JeJIaeT 3alUTy MHOIOKPUTEPUAILHOIL.

B nociiesee Bpemst HabII01aeTCsl 3HAUUTENIBHDINH POCT THC/IA KPYITHOMACIITAOHBIX Pac-
IPeJIeJIEHHBIX OTKPBITBIX CHUCTEM, SBJIAIONINXCS BUPTYAIbHBIME OPraHU3AIUSIMU, COCTAB-
JICHHBIMHU U3 MHOXKECTBa HE3aBHUCUMDBIX aBTOHOMHBIX JOMECHOB. BBI/I,ﬂy TOro, 94TO peCcypcCnl U
IIOJIb30BATEN 3aYaCTYIO0 PACIOJIATal0TCS B PA3HBIX JOMEHAX, CBSI3H MEXKLy CyObeKTaMu o
00bEeKTaMI B TAKHX CHCTEMAX CTAHOBATCS OOJlee CIOKHBIMU M AMHAMAYHBbIMHA. [Ipnm sTom
BO3HHKAET HEOOXOAMMOCTDH HJIeHTH(DUKAINE CYIIHOCTell HabopaMn XapaKTePHCTHK, a He
LPeJIONPE/Ie/IEHHBIMI UMEHAMH, TAaK KaK PEIMICHUs O IIPEJOCTABJICHHH JOCTYIA JIOJZKHDI
HIPUHUMATHCS C YIETOM OIEHKH HaOOpPOB arpuOyTOB CyOBEKTOB H OOBLEKTOB, Jesas TPa-
JIMITUOHHBIE WJICHTU(DUKATOPHBIE MOJIEIN PA3rPaAaHUYeHUA JIOCTYIa HeI(MDPEKTUBHBIMUA.

JI7st TeTepOreHHbIX CEePBUCOB PACIHPEICIEHHBIX BUPTYAJbHBIX CPeJ HEOOXOJIUMBI Me-
XaHU3MbI aBTOPHU3AINH, OCHOBAHHbIE HA MICHTHQHUKAIMK HAOOpaMU IPU3HAKOB, KOTOPBIE
00ecIIeunBaloT HeOOXOAUMYIO TOYHOCTD, SIB/IAIOTCA aeKBATHBIME M HAJEKHO 3alUINAIOT
or arax [6].

2. Metoabl aTpubyTHOTO pa3rpaHUYEeHUs JOCTyMa

Jlnst perrenust 5Tux mpobseM ObLI MPEJIOKEH ATPUOYTHBIA METOJ pa3rpaHMIeHUs J10-
crymna (Attribute Based Access Control — ABAC). Ero ocnoBy cocrasisier 6e3blaeHTndM-
KATOPHBIN IOJIX0JI, KOTOPBINl 3aK/II09aeTcs B 00O3HAUEHUU CyOHEKTOB U OOBEKTOB COBO-
KYIHOCTSIMA aTPUOYTOB U TMO3BOJISIET MPUHUMATH PEIIeHNe 10 YIIPABICHUIO JOCTYIIOM 0e3
[IpeIBAPUTETHHOIO 3HAHUST CYO'EKTOB UM X OTHOIIEHUS K MOCTABIIUKY YCJIYT.

Hau6osee obmmm onpenenennem ABAC sBiisiercst citeyioriee. ATpubyTHOE pa3rpanu-
JeHne JOCTYIIa — 3TO METOJI, IIOCPEeJICTBOM KOTOPOT'O 3allpOChl CYO'bEeKTa Ha BBIIOJIHEHNE
OIIPEJICJIEHHBIX OIlepaIyil HaJl 00BHLEKTOM YJIOBJIECTBOPSIOTCS WM OTBEPraloTCsl Ha OCHOBE
[PUNIICAHHBIX UM aTPUOYTOB, YCJIOBUI CPEJIbI BBITIOJIHEHNS 1 HAOOPA MOJUTUK, CHOPMYJIN-
POBAHHBIX C YIETOM THX YCJIOBUI M aTPUOYTOB.

ATpubyTHOE pasrpaHUYeHre JJOCTYIa ABJISIETCT MHOTOODEIIAOIIEH aIbTePHATHBOM Tpa-
JIUITUOHHBIM MOjiesigM. OHO HpUBJIEKAeT BHUMAHUE KaK aKaJEMUUIECKUX HCCJIeI0BATEIEN,
TaK U CO3JaTesIell MPOMBIIIIEHHBIX MPUIoKeHui [7—9].

[Ipeumytecteo ABAC cocTout B TOM, 9TO OHO ITO3BOJISIET CO3/IAaBATH IMOJUTUKH JIOCTYIIA,
Ha OCHOBEe aTpuOYTOB MOJIb30BaTeseil 1 OObEKTOB, a He Ha3HadaTb POJIU, IIpaBa cOOCTBEH-
HOCTHU WM METKHU 0e301MacHOCTH BPYYIHYIO CHCTEMHBIM aIMUHUCTPATOPOM. DTO YIIPOIIAET
AJIMIHICTPUPOBAHNE B CJIOXKHBIX CHCTEMAaX C OOJIBIINM YHCJIOM I0JIb30BaTe e, yCTpaHsis
HEOOXOIUMOCTD PYYIHOIO BMENIATE/ILCTBA IIPU aBTOPU3AIINN [T0JIb30BaTE el JI/IsT OIPe/Ie/IEH-
HBIX POJIell WM YpOBHEH 0E30IIaCHOCTH, & TaKXKe CO3/1aBasi BO3MOXKHOCTH aBTOMATH3AIIN
PEeIeHrs 110 YIIPABJIEHUIO JIOCTYTIOM JIJIsl VAAJEHHBIX [TOJIh30BaTe /el U3 JIPYTUX JIOMEHOB.

Cucrema IMEHOBAHUST CYIITHOCTEl aTpubyTamMu 00ecreInBaeT TOTHOCTD UICHTH(MDUKAIIIT
U, CJIeJIOBaTeIbHO, «TOUYHOe» pasrpanudenune jocryna (fine-grained access control) B 1mpo-
1ecce OPraHM3allii 3allUIIEHHONO MCIIOJIL30BAaHUsI PECYPCOB, He JOIyCKas M30BITOYHBIX
paB Jocryna y moJb3oBareseil. A3piku cnenuduramumu mogesneii ABAC paror rubkocrhb
U BBIPA3UTEIbHYIO MOIHOCTH OMMCAHUSM IMOJUTUK Oe3omacHocTu. [lpm stom mHOrHME U3
HUX pa3pelraiT MOJIeINPOBATH TPAUIIMOHHBIE METOJIbI pa3rpanundeHus poctyna — DAC,

MAC, RBAC.
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Mogenn arpubyTHOrO pasrpaHdyeHus AOCTYIA HAXOAAT IIPUMEHEHHe B CAMBIX Pa3HBIX
00/1aCTSIX COBPEMEHHBIX BLIYMCICHUH JIJIsl 3aIlUThl IPUIOXKEHUH, 0a3 JTaHHbIX, (bailjIoBbIX
CepBepoOB, B 00JIAYHBIX CpeJaxX U OOJIBIINX JAHHDLIX.

3a mociesinee Bpems pazpaborano mHOKecTBO ABAC-Mmojeneit, kKak 0a30BBIX, Tak 1
crienuam3upoBaHubix [10—12]. VIx o6beauHsgeT 1o, 9T0 OHU MOTYT PACCMATPUBATHLCA B Ka-
YecTBE OCHOBOIIOJIATAIOIIMX MOJIe/Iell HOBOTO HAIIPABJIEHUsI 3aIlIUThI, CIIOCOOHBIX peIlaTh 3a-
Jladn pa3rpaHUYIeHNns JOCTYIIA, OCTAaBICHHbIE B [5].

Tunuanas ABAC-Momenb cOTepKuT Caeayomnme KOMIOHEHTH:

— arpubyThI MOJb30BaTE e,

— aTpubyThl OObEKTOB;

— aTpubyThl KOHTEKCTA WU BBIYUC/IATETIHLHONW CPEJIb;

— TMOJINTUKU aBTOPU3AINU, OCHOBAHHBIE HA 9TUX aTpHOyTax.

ATpubyThI OOBITHO OIPEJIEISIOTCS B BUjie (DYHKITUI, apTyMEHTaMU KOTOPBIX CJIy?KaT CyOb-
eKTBl W OOBEKTHI, a pPe3yJbTaToM — 3HadeHus ux arpuOyToB. [lommTuka aBropmsarun
[peJIocTaBJisieT TPYIIIaM T0JIb30BaTe el Onpe/IeJIEHHbIe BIJIbI JOCTyNa (Takue, HAIPUMep,
KaK YTeHHe U 3alKCh) K 3aJIAHHBIM OObeKTaM Ha OCHOBE OIEHKU 3HAYEHUi X aTpubyTOB.

B [13, 14| onuceiBaioTcs jiBe TeXHUKH CrenudUKAIMT TOJUTHK aBropusaruu. Haubo-
Jiee pacIpOCTPAHEHHON M3 HUX CUNTACTCs CIeUUKAIS, OMPEIC/ISIONast MOJTUTUKN C 10~
MOTIBIO (POPMYJT JIOTHKH, COMEPKAIINX ATPHOYTHI B KadecTBe cBouX repeMeHHbx (LAP —
Logical-formula Authorization Policy). LAP 3zamaércst ¢ momoripbio Gy/IeBbIX BbIparKeHui,
COCTOSIIIUX U3 TOABBIPAYKEHUN, COTMHEHHBIX JIOTUIECKUME OIlepaTOPAMU U OllepaTOpaMu
ornorrenuit. LAP npeocrasiisier goctyn cybbekTa K 00bEKTY, €C/IU B Pe3yJIbTaTe BbIUUCIe-
HUsI JIOTHYIECKOEe BbIpayKeHne MpUHUMAaeT 3HadeHne «uctuHay. [Ipumepamu momeneit LAP-
ABAC cayzxkar [10, 11, 15, 16|. T'ubkocTb 91X MOJeIIel IPOJIEMOHCTPUPOBAHA MX CIIOCO0-
HocThIO MojieupoBarh Tpaaunmorasie DAC, MAC n RBAC. AsbrepHaTHBHON TEXHUKOMN
peJcTaBIeHnsT ATPUOYTHBIX MOJIUTUK PA3rPAHUYCHUs JOCTYIA SIBJISIETCA IE€PEINCICHIE.
[Tpumepamu s1oii Kareropun ciyzxar Policy Machine (PM) [17] u 2-sorted-RBAC [18|.

Hedopmanbho nepeuncimmas mosutuka apropusauu (Enumerated Authorization
Policy, EAP) omnpenensiercst kKak MHOKecTBO Koprexkeitl (uai, OP, oai), vie uai u oai — 3Ha-
JeHusi aTPUOyTOB MOJIB30BATENsT 1 00beKTa COOTBeTCTBeHHO; () P — MHOXKECTBO Orepariuii,
JIOCTYIIHBIX ToJib30Bareio. B EAP koprexn pa3iudHbl U HE3aBUCUMBI, a 3HAYEHUS aTPHU-
O6yTOB MOI'YT OBITh KaK ATOMApPHBIMU, TaK U B BHUJIE MHOYKECTB.

[Tosie3HOCTh TIEPEUUCTUMBIX MOJUTUK ABTOPU3AIUU [IPOJEMOHCTPUPOBAHA HA MHOTUX
npumepax. Tax, B Policy Machine [17]| onpesenensr nepedncinmvbie arpubyTHbIE TTOJUTHKHI
C WCIOJIb30BAHUEM OJIHOTO aTpPUOyTa IMOJIb30BaTE A, OJIHONO aTpuOyTa 00beKTa U Habopa
BO3MOXKHBIX JleiicTBuit. [IpocTast cTpyKTypa IMOJTUTUKYU TepeInc/ieHns He Jie/laeT eé MeHee
BbIpasuTeabnoii. [lokazano, aro mocpeacrsom PM MOryT 6bITh CKOH(MUTYPUPOBAHBI TTOJTH-
tuku MAC u RBAC.

[IpenmyIriecTBO JIOTUYECKOTrO TMOAX0/1a JIJIst PEJICTABICHIS aTPUOYTHBIX MOJIUTUK Pa3-
FPAHUYEHUsT JIOCTyTa B Buje (POPMYJI JIOTUKHU 3aKJI0YaeTCd B €ro MPOCTOTe W JIETKOCTHU
ucnosib3oBanusg. Co3anme HOBBIX ITPABUJI aBTOPHU3AINN HE IIPEJICTABIAET TPYIHOCTEH, Tak
KaK He BKJIIOYAET JIOTIOJTHUTEIHHBIX PACXOJ0B, TPEOYEMbIX, HAIIPUMED, /I WHKUHUPHH-
ra posieit B RBAC. D1u npaBuia crocobHbl THOKO U B C:KaTO# (hOpMe OIUCHIBATE JIarKe
caoXkHble nouTuku. He cyriecTByer orpaHuydeHnit Ha KOJMYECTBO UCIOJIB3YEMbIX B HUX
aTpubyTOB U CJIOKHOCTbH $I3bIKA OMUCAHUS TIPABUIL [7].

C apyroit CTOPOHBI, CO3/IAHIE BBHIPA3UTEIHHBIX BBLIYUCIUTE/ILHBIX A3BIKOB s CIICIH-
dbukarumu arpubyTHBIX TPABUJI PA3TPAHUYEHH JIOCTYIIA JIeJIAeT 389l BBIUUCICHUA 3HA-
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YeHUI PasHOPOIHBIX aTPUOYTOB B IIPOIECCE KOHCTPYUPOBAHUS U BBIIOJIHEHUs TOJATHK NP-
IIOJIHBIMU WJIX JdazKe HEepa3pelInMbIMHU, YTO CJIY2KUT, BMeCT€ C OTCYyTCTBHUEM (bOpMaJ'H)HbIX
olpeJiesieHnil Mojiesiell U CJI0?KHOCThIO 8 IMUHUCTPUPOBAHUS, IVIABHBIM IIPENSITCTBUEM IITH-
poxromy npumenennto meroga ABAC.

OTHOCUTETHHO TOJUTHK IE€PEeUYNCIeHns, pa3paboTKa KOTOPBIX HadaTa CPaBHUTEILHO
HEJIABHO, CIEJAHO IPEJIIIOJIOXKEHNEe O IMOJTMHOMHUAILHOM BPEMEHH, TPeOYyeMOM JIJIsi OLEHKHI
aTpudyTOB.

3. Buapr moneneit ABAC

B [6, 9, 13] npuBojgaTCcs OnucaHus MHOMOYUCJIEHHBIX MOJIesIeil aTpuOyTHOTO pa3rpaHi-
YeHUs JTOCTyIIa, pa3paboTaHHBIX 3a IoceaHee BpeMsi. VX MOXKHO pas3jie/InTh Ha JBE KaTe-
rOpPUK — MOJIeJIM ODIIEero Ha3Ha'ueHUs U CIIeIMaJM3UPOBaHHbBIC, ITPeIHa3HaYCHHbIC JIJI TIPH-
MEHEeHHUsI B OIIPE/IEJIEHHBIX BBIUNCIUTEIbHBIX CpelaX, TaKnX, Kak OOJIadHble BbIUNCJICHUSI,
BeO-CEPBUCHI U T. JI.

[Ipumepamu Mojieseit 0bIero Ha3HAYEHUS CITYKaT:

— gorunueckuii dpeiimBopk s ABAC (A Logic-Based Framework for Attribute-Based
Access Control) —mozesns B dopme (peiiMBOpKa, OCHOBAHHOTO Ha JIOTHYECKOM IPO-
rPaMMHUPOBAHNUM, B KOTOPO TOJIUTUKH OIPEICISIIOTCA B BUJIE JJOTUIECKUX IIPOTPAMM, a
aTpUOYTHI U OllepaIuil — KaK 00bEKThl TEOPUHU IEPEINCTUMBIX MHOYKECTB;

— arpubyTHas Matpuiia gocrymna (Attribute-Based Access Matrix Model, ABAM). B neit
CTPOKH IIPEJICTABJSIOT COOOM Maphl, COCTOSIIIE U3 CYObEKTOB U MHOYKECTB UX aTpuoOy-
TOB, & CTOJIOBI COojIepzKaT Maphbl 0OLEKTOB U UX aTpuOyTOB. KiieTka MaTpHIlbl COIEPKUT
MHOKECTBO IIPaB JIOCTyIa CyObeKTa K 00bEKTY B COOTBETCTBUU C IMPUHATON TOJTUTUKO
0Ee30aCHOCTH;

— wmogzenb Rubio-Medrano, orobpaszkaroriasi aTpubyThl CYIIHOCTENH B MapKepbl 0€301acHoO-
CTH, COOTHECEHHBIE C IPUBUJIETUSIME, IIyTEM 00x0/1a rpada MapKepoB, OIPEIesIsieMOoro
aJIMIHUCTPATOPOM. B pesyibrare 06x0/1a 0CYIIeCTBIIsSIeTCs IPUHSITHE /OTKA3 PEIIeHNUsT O
JIOCTYTIE;

— ABAC-alpha — emé ojiHa HeslaBHO co3anHas Mojenb (2012), npeHasHaueHHAs CIIEIH-
asibHo Jyist MogesinpoBannsg DAC, MAC u RBAC. st sToro gaércst popMabHOE OIpe-
Jesienne ocHOBHBIX 3eMenToB ABAC (mosb3oBaresieil, 06beKTOB, TOJUTHK U T. [1.), UX
OTHOIIEHU ¥ OTPAHUYIEHUI, TIO3BOJIAIONIEE IMYIUPOBATH TPAIUITMOHHBIE MOJIEIIN;

— wogenb Policy Machine nipe/iraraeT MHHOBAIIMOHHBIN MTOJIXO/T K PA3TPAHUYCHHUIO JTOCTY-
rma. OHa [peJIoCTaB/IsIeT apXUTEKTYPy U (PPEHMBOPK I CHEIUMUKAIINA U PeaTn3aIiun
00OOIIEHHBIX ATPUOYTHBIX MOJUTHK PasrpaHUYIEHUs JIOCTYIIA, COCTABJIAIONINE YHIMU-
[IMPOBAHHBIN MEXaHU3M JJIsi PeaIM3allil IIIHPOKOr0 KPyra pa3audHbIX HOJIUTHK;

— MOJIeJIb  ATPUOYTHOIO pas3rpaHUYIeHus] JOCTYIa Ha OCHOBE WEPAPXUIECKUX TPYIII
(Hierarchical Group and Attribute-Based Access Control —HGABAC) cozmaer 0606-
ménnyo momeab ABAC ¢ nepapxudecKuM IpecTaBIeHreM TPYIIT aTPUOYTOB CyObeK-
TOB U OOBEKTOB.

K gncny crnenmammsupoBanabix Mogesieit ABAC otnocsares ciemytormme: momens CA-
ABAC, npennasnadennas Jjisl OpraHu3aliny pasrpaHnderust goctyna B obigakax; T-ABAC,
npuMensieMasi B cucreMax peaJibHoro Bpemenn; MPABAC — B o0beanHEHHBIX pabounx U
obpazoBaTebHBIX cpefax. Crerua bHble MOIEIN PaspaboTaHbl I CPeJl MOOMIbHBIX IIPU-
JIO?KEHWH, TPUJI-BBIYUC/IeHNI, BeO-CePBUCOB, MUMPOBBIX OUOJINOTEK U T. JI.

B [9] npuoguTcst aHaan3 STHX MOJeNel U JeaaeTcss BHIBOJI O TOM, 9TO GOJIBITHHCTBO
13 HUX OPUEHTHPOBAHO Ha ClielndUIecKrue YCIOBUS UCIOJIb30BaHUS U He OTBEYAIOT TPebo-
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BaHUAM, 00ECIIEIUBAIONINM YHUBEPCAILHOCTD, YI00CTBO aJMUHUCTPUPOBAHUS U THOKOCTH
yHpaBJIeHIsd 0e3011aCHOCTBIO.

JL71s1 BBITIOJIHEHUS JTAHHBIX TPEOOBAHUIT MOJEIN JTOXKHBI 0018 1aTh CJIEIYIOMUMHI XapaK-
TEPUCTUKAMU:

— nMeTh (popMaJIbHOE OIPEJIEICHIE;

— COJepzKaTbh CPeJiCTBa aJMUHUCTPUPOBAHUL;

— obecrnednBaTh BO3MOXKHOCTH IMPUMEHEHUs] MHOXKECTBEHHBIX MOJUTHK U BKJIIOYATH CITO-
cOOBI X KOHCTPYHUPOBAHUS,;

— SI3BIK OIUCAHUS MOJIEJIH JIOJIZKEH ObITh BHICOKOYPOBHEBBIM, T.€. HE 3aBHCETH OT OIepa-
[UOHHOI Cpebl.

4. 3amaua crnenudukanuu moaeseiit ABAC

Tunuaablil MexaHU3M pa3rpaHUYeHUs JOCTYIIa COJIEPXKUT JIAaHHBIE, OIMMCHIBAIOIINE T10-
JINTUKYM Pa3rpaHuveHus JIOCTYIa U aTpuOyThI, a TakKe HaOOp (PyHKIUi Jijisd npuéMa u
006pabOTKM 3alIpOCOB HAa JIOCTYII COIVIACHO STUM ITOJIMTUKAM.

Peamuzanusa pasrpannyenus JOCTYIA OCYIIECTBIACTCA TO-PA3HOMY B Pa3/IMYHBIX OIle-
pannoHHbIX cpejiax. OCOOEHHOCTH PACIIPEIEIEHHBIX TeTePOTeHHBIX CPEJl CTABAT JIOTIOJTHU-
TeJIbHBIE 33J1aui, TPEOYIOIINe YUUTBIBATH KPYTI KOHTPOJUPYEMbIX 0ObEeKTOB (M0JIb30BaTe-
Jiell ¥ PecypCoB), pa3JIndIHble TUIIBI Olepaluii (Takue, HAPUMED, KaK YTEHUe, TePeChLIKa,
omobpenne, BHIOOP), a TaKzKe THIIBI JAHHBIX (3ammc, dhailiisl, coobIenus, paboamne 3aMeT-
Ki1). AJIMHHUCTPATODBI BBIHYZK/IEHBI IPUHIMATH BO BHUMAHUE HAJMYHE PA3HBIX JOMEHOB
0e30MacHOCTH, YIPABIAEMbIX PA3JIUIHBIMA MTOJUTUKAMHA Ha OCHOBAHUU XapaKTEepPHBIX aT-
pubyTOB.

HeobxoumocTh ocyrecTBiiennst 17100a/IbHONO KOHTPOJIS OE30IaCHOCTH CTABUT 3aJ1ady
pa3paboOTKN BBICOKOYPOBHEBBIX CPEJICTB, O3BOJISIONINX KOHCTPYUPOBATH PA3JIUYIHBIE II0-
JINTUKUA Ha OCHOBE METAIOJIMTUKH KaK €JIMHOIO BBICOKOYPOBHEBOI'O OOBEKTA, C MOMOIIBIO
COOTBETCTBYIONINUX CPEJCTB aJIMIHUCTPUPOBAHUA, KOTOPbIE HE 3aBUCE/IH ObI OT OIePaIlMOH-
HOU CpeJIbI.

B nacrosimee BpeMsi pazpaboTaH psiJi A3bIKOB crielinUKAIUU MOJUTUK ABTOPU3AINN
U OCHOBAHHBIX HA HUX CHCTeM pasrpanmdeHus joctymna. K ux guciy oraocsates XACML,
NGAC, Ponder, Akenti, dRBAC u ap. [19, 20].

Mmuorne u3 paccmorpenabix Mogeneit ABAC wncmonb3yroT cobCTBEHHBIE BCTPOEHHBIE
SI3BIKY OTHCAHUS TMOJUTHK WU BOBCE HE MMEIOT SA3BIKOB.

B paborax [21 —30| npuBoauTcs onucanue pasjMuHbIX aCHeKTOB, a Takxke (hopMajbHOe
[IpEeJICTaBICHIE MOJIeIN pa3padaTbiBAEMOr0 METOJa TUIIM3UPOBAHHOIO aTPHOYyTHOTO pas-
rpanmdenns jocryna (TAP/I). B manHoit pabore KpaTKo paccMOTPEHBI OOIIHE MOJIO0KEHUST
TAPJI, namer onpejeseHus ero MOJe/n Ha HECKOJbKUX YPOBHSX, OIMHUCAH MOPIOK (PyHK-
IIMOHMPOBAaHUS OCHOBAHHBIX HA HEH CHCTEM.

Mogens TAPJI npunagiexkur kiaaccy mozeneir ABAC, wo, B ommmame or ABAC, ar-
pubyram Gesomacuoctu cyiHocteit TAP/] npunucanbsr onpeje/iéHabie THIBL. Perenne o
BO3MOXKHOCTH JIOCTYIIa TPUHUMAETCA Ha OCHOBE OOPAOOTKU OJHOTUIHBIX ATPUOYTOB ITapbl
cyOBEKT — OOBEKT.

JlanHasg Momes b MOXKeT OBITh OTHeCeHa K pa3psly Mojesieil pasrpaHnydeHus JTOCTyIa
obIero HazHaueHus, oCHOBaHHON Ha Jsormueckux dopmynax (LAP-ABAC). B eé cocras
BXO/ISIT:

— CpPeJICTBa OlIpeJe/IECHUAd BO3MO2KHOCTU JIOCTYIIa Cy6’b€KTOB K 00BbEKTaM B COOTBETCTBUN
C X IIOJIHOMOYUAMU,
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— CpeJCcTBa JBYXCTYIEHYATOro aJIMAHUCTPUPOBAHUSA — /Il KOHCTPYUPOBaHUS IIOJUTHUK
aBTOPU3AIUU U JIJId YIIPaBJIeHUs WJIeHTH(MUKAIINEN CYIIHOCTEH B IPOlecce pasrpaHu-
YeHUd JOCTYIIA.

B cooreercTBUE ¢ onpenenennem tuma arpudyToB 1’ momens TAP] nmeer MHOTOYpPOB-
HEBOE IIPEJICTaB/ICHUE, KOTOPOE JiejlaeT €€ MHCTPYMEHTOM KOHCTPYUPOBAHUA MEXaHU3MOB
pasrpaHrdeHust JOCTYIIa B BHJIE TUIIOB, MOJCIUPYIONINX PA3THIHbIE TIOJUTUKNA Oe3011acHO-
cru, Briodasgs DAC, MAC u RBAC. CozgaBaeMble HOJUTHKE MOIYT IIPUMEHATHCS KaK II0
ovepe/Ii, TaK U OJITHOBPEMEHHO, UTO 0OECIIeYnBAET BBIIIOJTHEHNE BCEX ACIIEKTOB IapaUrMbl
«MHOKECTBEHHON OJTATUKIS.

N nenrudukanus cymroctn TAP/I ocytmectsiisiercs myTéM MpUCBOEHUs eif MeTKH 6e30-
[IACHOCTH B BUJI€ 3HAUYECHUSI OIIPEIeIEHHONO TUIIA, WX MHOXKECTBEHHON MeTKI 0€30I1aCHOCTH
B BUJIE P/ 3HAUEHUN Pa3IUIHBIX TUIIOB.

Tun T onpenensiercd Kak MaTeMaTHIeCKIil 00bEKT, cojiepzKalliii JOMEH THIIa — KOHE'-
HOE MHOXKECTBO BCEBO3MOXKHBIX 3HAYCHUI aTpUOYTOB B BUJIE IOJHOTIO YaCTHIHO YIIOPSIO0-
YEHHOI'0 MHOYKECTBA, CTPYKTYPUPOBAHHOI'O OTHOIIEHUEM ITPEIIIECTBOBAHUSA, U OIPE/IE/IEH-
HBIX Ha HeM omeparuil Tunusanuu Type, IpecTaB/IeHHbIX HEIPEPhIBHBIMIA MOHOTOHHBIMU
dbyukImMsaME, & TakKe onepanueit gqocryna Acc [21, 23, 27, 28|. Ouepanus Tunu3aUI IPU-
CBaMBAET CYIIHOCTH € MeTKy Oe3omacHocTn 1

T(e) = Type(e).

MHuoxkecTBeHHast MeTKa GesonacHoctu B Buze Koprexka Ti(e),...,Tk(e) npucBansaercs
B pe3yJsibTraTe MPUMEHEHUsT HeCKOJbKUX oreparuil Tunmsarnun tunos 11, ..., Tk.

[Ipenukar Acc ocylecTBiisieT cpaBHeHNE MeTOK Ge3oracHocTn Tumna 1 cybbekTa m 00b-
eKTa, paspelnasi/oTBeprasg BO3MOXKHOCTh JIOCTyIA. VICTHHHOCTHOE 3HAUCHUE 03HAYAET Pas3-
peleHne Ha JIOCTYII CYyObEKTY § K OOBEKTY 0:

Acc(T(s),T(0)) = true/false.

Habop omneparnuii Turta 7' obpasyeT MexXaHU3M pasTpaHUYCHHUS JIOCTYIA, & TaKyKe CIIyKUT
CPEJICTBOM peATU3AIMH TTOJTUTUKH THITU3UPOBAHHOIO aTPUOYTHOIO pa3rpaHUYdeHus JTOCTY-
na P(T'), sagaBaemoit tumom T [23].

Crenudukarust nosmtuku 6e3omacHoctu P(T') 3a1aéTcst KOHKPETHBIM BHJIOM CTPYK-
TYPBbI U 3HAYEHUAMU Y3JIOB JOMeHa Tula 7', a TaK»Ke COOTBETCTBYIOIIUMU STOM CTPYKTYpe
onepamusamu. Tum T cayKUT orpaHnYeHneM Ha 3HaYeHUsI aTPUOYTOB U KPYT OIEPAIiii ¢ aT-
pubyTtamu jganaoro tuna. Jlamnoe o6CTOATE/ILCTBO JIEZKUT B OCHOBE ITPUHITUIIA O€30ITaCHOCTH
mozeneit TAPIT [26].

Merox TAPJI mmeer muOroypoBHeBoe omnpejeienne B Buge meraypoBus META, o0b-
ektHoro yposuss OBJ u ypopust marpunpr gocryma AM. B coorBercrBum ¢ stum paércs
MHOT'OYPOBHEBOe ompejiesienne tura 1.

Ha ypoBae META tun npexacraBier MerarunoM 1ygTa, SBJSIONIAMCS OOOOIIEHHBIM
npejcrapierneM TOauTUKA Pygra (7). OH corysKuT Jjisi TIOPOXK/IEHNsI TTOJUTUK TUITH3HPO-
BAHHOI'O ATPUOYTHOTO pasrpaHuveHusi JocTyna o0bekTHOro yposHst Pogy(T).

Tunbl 06beKTHOTO ypoBHs Topy HPEJACTAB/IAIOT COOOH Psiji KOHKPETHBIX IOJUTUK Pas-
rpanmdenus pocryna Pogy(7T), nomydaembix u3 meranomutuku Pygra (7). Ipu srom Top;
SIBJISIETCSI MHT€HCUOHAJILHBIM IIpe/ICTaBaeHneM Tuma, 1.

Tun Tay ypoBas AM — 970 peasuzalninst TOJUTHKE TUTU3XPOBAHHOTO aTPUOYTHOTO Pas-
rpanndenus gocryna Popy(7) B Buje MHOKECTBA THUIN3UPOBAHHBIX [IEPEMEHHBIX, 0O6pa3y-
IOIUX MaTPUILY JTOCTYIIA U sABJISIONINXCA SKCTEHCUOHAJIBHBIM IIpeicTaBaeHueM Tura 1.
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[Moctpoena mogens M (T), koropas siBjsieTcst (POPMAJIbHBIM [peJICTaBIeHreM THIa 1.
Omna npegHasHadeHa /s KOHCTPYUPOBAHMUS U IpeJcTaB/ieHns npeamernoit odbmactn TAP/T
Ha dTanax paboThl CUCTEMbI pasrpaHnydenud jgocTyna. Mojenb, Tak Ke KaK U THUIl, IMEeeT
MHOT'OYPOBHEBOE olipejiesierne. [lepexor Ha cieiytonuii ypoBeHb TPOU3BOJUTCS MIyTEM MO-
JICJTIPOBAHMS CEMAHTUKU MIPEIBIIYINEr0 YPOBHS B Iporecce pyHKITMOHUPOBAHUSA CUCTEMbI
pasrpaHrndeHus JOCTYIIA.

Yposeub Metamogen Mygra (1) npencrasisier Meratuil Typra U UTPaeT poJib Gpeiiv-
BOpKa, W WHCTPYMeHTa JJist co3ganust KoHKpeTHbIX Momeneir TAPJI. O6bekTHas Momersb
Mog;(T) — 310 06bekTHBI THIT TORy, KOTOPBI SBIAETCS CPEJICTBOM Pean3allii KOHKPEeT-
HOI ToJinTUKK Oe3onacHocTu Tuiia, 1, mosrydeHHoit u3 Metatuna 1\gTa .

Marpurna gocryna Man(7T) — cl0KHOCTPYKTYpUpOBaHHast 00J1aCTh THIIN3UPOBAHHBIX
3HAYEHUNl aTpuOYTOB B BHUJE METOK O€30MACHOCTU CYIIHOCTEMH, COIEPKUT PE3y/IbTaThl Bbi-
nostHeHus nosuTukn 6esonacuoctu P(T) B mporecce dyukimornposanus moean Moy (T).

B mporiecce paboThl Ha Pa3HBIX YPOBHAX MOJIE/Ib BBIIOJTHIET Pa3IUIHbIe (DYHKITHH.

Ha yposae META ocyiectBiisiercss KOHCTPYUPOBAHME CEMaHTUIECKUX 3HAYEHUH TH-
a Topj cHeruaJbHOM oneparueil mHTeprpeTannn [, KOTopoe 3aK/II0YaeTCA B OIPeIeIeHuN
BUJIa CTPYKTYPBI JJoMeHa Tunia 1oy Kak MOJCTPYKTYPHI JIOMeHa TUIIa 1\igTA U ITPUCBOECHUN
3HaveHmil ero sJeMenTaM. B pesysbTare CO3IAIOTC pasIuaHbie BUIbI Mojeein Myp(T),
IIpe/IHA3HAYECHHBIE JIJI BBIMOJHEHUA COOTBETCTBYIONUX IOJUTUK pPa3TPaAHUYCHUS JIOCTY-
ma Pop;(T):

Myera (T, 1) — Mgy (T).

QopmupoBaHUEe MaTPHILLI JOCTYIA OCYIIECTBIIAETCA oneparuaMu Type CKOHCTPpYHUPOBaH-
ubix Mojeneit Mg (7). Ilpu 9T0M HPOM3BOANTCS HPUCBOCHUE IIOJHOMOYHIT CYIIHOCTSIM
B BHJIE UX METOK 0€30I1aCHOCTH:

M(i)BJ(Ta Type(e)) — MQM(T)'

Ha yposae AM mpousBouTest 06paboTKa co3/1aBaeMoil MaTPUIIBI JIOCTYTIa Y TEM BbIJIa-
YU pas3peleHnsi Ha JIOCTYII COIVIACHO KPUTEPHUIO, 3a/laBaeMOMy THUIIOM 1oy, B Pe3yJIbTaTe
BBIIOJIHEHHsT olteparuu goctyia Ace momgenun Mg (T):

Mg (T, Ace(T(s), T(0)) — {true, false}.

MO,HGJH/I M(Z)BJ(T) MOT'YT BBIHIOJIHATHCA KaK ITOCJIEJOBATE/IbHO, TaK U IIapaJlJIeJIbHO, PEaJIin-
3y« BCE aCII€KTbI MHO>KECTBEHHOM IIOJINTUKMU.

O6osnaunm MEp (T) = Mop;(T;) 1 paccMOTPEM MHOMKECTBO DPA3JIMIHBIX MOJIEJIeH
{Mog;(T;) : i = 1,..., K}, rne tunst T; cemanTndecku HezaBucnMbl. OIHOBPEMEHHOE HC-
[I0JTb30BAHUE STUX MOJIesiell B paMKax OJTHON CUCTeMbl OOecIiedrnBaeT pa3rpaHuieHne J0CTy-
a 1o psjly KPUTEPHUEB, onpeesgeMblx noautukamu 11, ..., Txk.

[Mpemurar M May(Ty, ..., Tk) npemocraBisier A0CTYIl CyOBEKTY S K OOBEKTY O MpH
YCJIOBUU OJTHOBPEMEHHOT'O BBITIOJTHEHUsT Kputepues 11, ..., Tk:

MMAM<T1, .. ,TK) = MAM<T1, ACCl) VANRA MAM(TK7 ACCK). (1)

[TocTpoeno dopmasnbaoe npesncrasienune mojenun TAPJL) ompesensiemoe Ha ypOBHSX
META, OBJ u AM B Buje a3bk0BbIX crenuduranmit 749 u TH| p3anMocBa3b KOTOPBIX
obycyioBiBaer eé yHKIMOHNpOBanue |27, 28].

B pabore 27| npuBoauTcs npejicraBienne T aTpUOYTOB B BHJIE ajireOpandecKoi Cui-
crembl, B [28] comepxkurcs 0630p BOZMOKHOCTE IPUMEHEHUsI JIOTUKH JIJIs PA3rPAHUIeHUs
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JIOCTYIIA, UCIOIL3yeMBIX B HACTOSIIEe BpeMsd, a TaKyKe onucanue a3nika T g mpeacras-
senns tuna arpudyro TAP/I B Buse jioruku.
Mogens TAPJI npencraBuMa B BUje mMapsl

M(T) = (T4, T*%),

roe T' AS — (D, 0) — MHOIOYPOBHEBOE OIIpeJeIeHne MHOTOCOPTHOM aaredpamdecKoil crucTe-
MBI, COCTOSIIEl U3 jjomMeHa [ u CUTHATypbl 0 onepaluii Tuma 1, ciryzKaleil Jiid IpeacTaB-
JICHUsA COCTOAHUA KazKJIOTO YPOBHSA MOJIC/IN:

AS _ AS AS ASy.
T - (TMETA> TOBJ7 TAM)7

TS — MHOrOCOPTHAS JTOrHYecKas cucTeMa, BKIouaomas a3k L ¢ andaBaToM, IpeIcTas-
JIEHHBIM JIoMeHOM [ U npaBujIaMu IpaMMAaTHKHU — oneparusaMu Tuna 7', a Tak»Ke aKCuoMar-
Mu Az u npasusgamMu BeiBoja Inf:

TYS = (L, Az, Inf).

OyukimonnpoBaxue MHOroypoBHeBoit Mojiesn TAP/I 3akitodaercst B MOJICTUPOBAHUN Ce-
MaHTHKH CJIEJIYIONIEr0 YPOBHS ITyTEM UHTEPIIPETAIIMN MOJIE/IH, TIPEJICTABISIONIEH TPe/IblLy-
it yposenb. [Ipu srom TH5| npescrasnennas B suge tpoitku (Tinra, Tong, Thy), obpa-
3yeT CUCTEMY CEMaHTHIEeCKOT'O MOJIETNPOBAHMUS.

Bauy Toro, uro ompesenenue T Brmouaer QyHKINN HHTEPIPETAIINHN, CXEMy B3au-
mojieficTBus crernuduranuii Mmojesn TAP/] MOXKHO IpeIcTaBUTh CJIEYIONUM 0OPA30M:

Merayposerib META: TES i (Ti8ma) — THs;-

O6nexTnbiit yposens OBJ: TES(T4s;) — Tik-

Vposens Marpuib goctyma AM: TE(TH) — {true, false}.

B nessx peanuzanun mogesn TAPIL a1 Kaxk10oro eé ypoBHSA J1aéTcst OpMaIbHOE OIIpe-
JieJIEHUE CUCTEMbI TUITM3UPOBAHHOI'O aTPUOYTHOTO pa3rpaHUYEHUs JTOCTYIIa KAK IPOTPaMMBbI
(mmu mporpammuoii cucremsl) S (1), nocrpoennoii Ha ocaoBe Mogesu M (T'). Ona obecrieun-
BaeT pasrpaHUIeHre JIOCTYIa B COOTBETCTBUY C MOJUTUKOM, IpeIcTaBaeHHoit Tumom 1" [29).

[Iporpamma S sBiisiercs oOmumM  TpejicTaBaIeHneM (QYHKINNA CEMAHTHIECKOTO MO-
JempoBanns  cocTosgHuii npeamernoin obmactu TAPI. MuorokpurepuaabHOoe pasrpa-
HUYEHUE JIOCTYIIa OCYIIECTBJISIETCS IPOrpaMMoil S, TOCTPOEHHON Ha OCHOBE MoJieseit
M(Ty), ..., M(Tk) cormacuo dopmyie (1).

Apxurektypa cucrembl TAPJI cocTonT mn3 Momysst HACTPOHKU U MOy BBIIOJTHEHUS,
COOTBETCTBYIOIINX MeTa- U O0BEeKTHBIM yPOBHAM otmpejesennst mojean TAP/I.

Moy Hactpoitku (AvuHECTPATOp 1) OCYIIECTBIseT KOHMUIYPUPOBAHIE CHCTEMbI
nyTéM 3ajianus ogHoro tuna T wiam Heckosjbkux Tunos 11, ..., Tk arpubyros (Koropoe
3aKJII0YAETCS B 3aJIAHUU UX CTPYKTYDBI U ONPEJEIeHUN 3HAYCHUIT 9JIEMEHTOB JIOMEHOB),
CJTy7KAIlUX KPUTEPUAMHU pas3rpaHndeHud jgocryna. Kpurepuit nim mvabop Kpurepues, odec-
[IEYNBAEMbBIX CKOHCTPYUPOBAHHBIMU THIIAMU, JIOJIZKEH OTBEYaTh TPEOOBAHUIM 3aIUThI JTaH-
HOIT MH(MOPMAITMOHHON CUCTEMBI.

Moyty/ib BBITOJTHEHUST OCYIIECTBJIAET JBe (DYHKIUU — (PYHKIIAIO &JIMIHIUCTPUPOBAHUS
(AmuHECTpPaTOp 2), KOTOpasi IIPUCBAMBAET CYIIHOCTAM (CyObeKTaM n OObeKTaM) 3HAUCHUE
tura T'(e) nan koprexku 3uadenuit turos (717 (e), ..., Tk(e)) B KadecTBe UX METOK Ge30mac-
HOCTHU, U (DYHKIIUIO PA3rpaHUYeHNs, KOTOpas 00eCIednBaeT JIOCTYII CYObEeKTOB K 00beKTaM
Ha OCHOBe CDaBHEHHs METOK 0e30TaCHOCTH OJIMHAKOBBIX THUIIOB.

HeobxoamuMo 0oTMETUTh, YTO BbIpasuTeabHOCTH Merona TAPJI HecKoIbKO orpaHudena,
o cpasuenuio ¢ obmenpuusaTeivu ABAC-metogamu.
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Omnucannast moziens TAP/I obragaer ciieyonumMu XapakTepUCTUKAME:

— NPUHIUIT 0OpabOTKHU OJHOTUITHBIX aTPUOYTOB HABJISIETCS IPENOCHIIKON 0obecredeHns
CKOPOCTHU BBIYHUCJICHUN UX 3HAYEHUII;

— MOJIeJIb UMeeT BO3MOXKHOCTH (DOPMAJIBLHO JOKA3hIBATH IIPABUILHOCTD PEIIEHUI O IIPeIo-
CTaBJIEHUH JIOCTYIIA, UCIOJIb3Ys JeIyKTUBHBIA alapar JOIHIeCKOl CrIenmuKaIim;

— obecrieunBaeT HALJISIIHOCTh M KOHTPOJIb IIPOIECCa aJIMIHUCTPUPOBAHNSA;

— CIIOCOOHA JTUHAMUYECKN KOHCTPYHUPOBATh HOBbIE MOJIC/IH PAa3rPpaHUYEHUs JIOCTYIIa BMe-
cTe ¢ BOBMOXKHOCTBIO MojeaupoBarh Tpajunuonabie DAC, MAC, RBAC u npumensars
X B CHCTEeMe KaK OJHY 3a JAPYTOif, TaK ¥ OJHOBPEMEHHO;

— MOJIeJIb HEIOCPEJICTBEHHO peasin3yeMa Ha dA3bIKaX (PYHKIIMOHAJIBLHOIO U JIOTHYECKOIO
IPOrPAMMUPOBAHNS C UCIIOJIb30BaAHIEM allllapaTa IPOrPAMMUPOBAHNS B OIPDAHNIECHUSX.

[Tepeuncienabie 0COOEHHOCTH MMTO3BOJIAIOT UCIIOJIB30BATH CUCTEMbI TUITU3UPOBAHHOTO aTPU-
OYTHOTO pas3rpaHUYeHHs JIOCTYIIa B KAYeCTBE IEHTPOB YIIPABJIECHU TTOJTUTHKAMU O€3011acHO-
CTH, CO3/IABAEMBIX B JIOKAJIBHBIX U IVIOOAIBHBIX BLIYUCIUTEILHBIX cpeax. Ha ocHoBe aTux
[IEHTPOB, PacCMaTPUBAEMBbIX B KadeCTBe BUPTYAJbHBIX OpraHM3alldil, MOI'yT CO3/1aBaTbCA
JIOMEHBI aIMIHUCTPUPOBAHUS,, TIOJJIAIONINECS JIOKATU3AINN U 00ECTIeYNBAIONINE B CUJTY TO-
r'o TOJIHYIO 3aIUTY UHPOPMAINKA HA KOHTPOJIUPYEMBIX UMU YUACTKAX PACIIPE/IETEHHBIX T'e-
TEPOTeHHBIX BBIUUCIUTEIBHBIX cpe/ [30].

3akJiroueHue

PaccMoTpenbl 0CHOBHBIE METOJIBI PA3rPAHMYEHN JOCTYIIA B UX PA3BUTUU — OT TPAJIHIIN-
ounbix Mogesieit DAC, MAC u RBAC 10 nocieaanx pa3paboTok — Mojiesieil, OCHOBAHHBIX
Ha MeToje aTpuOyTHOro pasrpannderus gocryma ABAC.

[IpuBenéH mepedeHb HEIOCTATKOB TPAIMIIMOHHBIX MOJEIEl W IIYTH UX IIPEOIOJICHHS.
CdopmymupoBanbl TpeboBaHMsA, 00eCIeUNBAONINE THOKOCTH YIIpaB/IeHUs OE30MAaCHOCTBIO,
YHUBEPCAJBHOCTh W yI00CTBO aJIMUHUCTPUPOBAHUSI, KOTOPBIM JOJIKHBI OTBEYATH MOJIEIN
pasrpaHudeHus J0cTyla, GYyHKIIMOHUPYIONNE KaK B JIOKAJIbHBIX, TAK U B PACIPeIeIEHHBIX
reTePOreHHbIX CPeIax.

[lepeunciaenbl OCHOBHBIE pa3pabOTaHHBIE K HACTOSIIEMY BPEMEHU MOJEIH aTpuOyTHO-
ro pasrpaHWdeHns JOCTYIa, OTMEYeHbl WX JOCTOMHCTBa W Hejoctarku. Omnumcana Momesnb
TUII3UPOBAHHOIO ATPUOYTHOIO pasrpaHUMYeHrs JOCTYIIa, TOKAa3aHO, 9TO OHA OTBEYAET OC-
HOBHBIM TPEOOBAHUSIM ITOCTPOEHUsT MOoJeseil, obecreunBaonmM 0e30I1acHoe MMOJIb30BaHnIe
pa3aeasseMbIMHI PECYPCAMMU.
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