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Ob6o3HagnM 1Uepes €1, €9 COOTBETCTBEHHO JIEBYIO U IIPABYIO 9acTH HEPABEHCTBA U3 yTBEP-
2KJIeHUs 2.

YrBepxkaenne 3. Ilycrs orobpaxkenue 1y 3amano paserctsoM (1), e(a) = a,_1 @
Dapno2Dan3D...Dan_g, LOE ke {3, L. ,n}, f = fuﬂm, g = fu7w2. Torma
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B nmannoit pabore jj1s1 Kiacca OysieBbIX (PYHKIINI, ITOCTPOEHHBIX HA OCHOBE JBOMTHBIX
Pa3pSITHBIX MTOC/IEI0BATETLHOCTEH IMHEHHBIX PEKYPPEHT HaJT KOJIBIIOM Zgn , TIOJTY I€HBI OTIEH-
KU JId Beca (DYHKIUH, HETMHEHHOCTH U paccTOSHU Mex iy yHKmuamu. OTMeTHM, ITO
panee B paborax [2—4| aHajorunvnHbie BONPOCHI ObLIN PACCMOTPEHBI TOJBLKO JIsl CJIydasi,
KoTra ¢ — JimHeitHoe 0ToOparKeHHne 110 BCEM JIBOUTHBIM Pa3psiIaM.
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PROPERTIES OF ASSOCIATED BOOLEAN FUNCTIONS
OF QUADRATIC APN FUNCTIONS!

A. A. Gorodilova

For a function F' : Fy — [}, it is defined the associated Boolean function vz in 2n
variables as follows: yp(a,b) = 1 if a # 0 and equation F(x) + F(x + a) = b has
solutions. A vectorial Boolean function F' from F3 to [} is called almost perfect
nonlinear (APN) if equation F(z) + F(x + a) = b has at most 2 solutions for all
vectors a,b € Fy, where a is nonzero. In case when F' is a quadratic APN function
its associated function has the form vp(a,b) = ®p(a) - b+ pr(a) + 1 for appropriate
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functions ®p : F§y — Fy and ¢p : F§ — Fo. We study properties of functions ®p
and ¢, in particular their degrees.
Keywords: APN functions, associated Boolean functions, differential equivalence.

1. Introduction

Let [} be the n-dimensional vector space over Fo. Let O denote the zero vector of F3;
x -y = 1Y + ...+ Ty, denote the inner product of vectors x,y € Fy. A set M C F}
form a linear subspace if © +y € M for any x,y € M. Here + denotes the coordinate-wise
sum of vectors modulo 2. A mapping f : F} — Fy is a Boolean function of n variables.
The Hamming weight of f is the number wt(f) = [{x € Fy : f(z) = 1}|.

We consider a vectorial Boolean function F : ¥y — F5 F = (f1,..., fn), where f; is the
i-th coordinate function of F'; a function v - F' is a component function of F' for a nonzero
v € Fy. The algebraic normal form (ANF) of F' is the following unique representation:
F(z) = Y a;([]=), where P(N) is the power set of N = {1,...,n} and each a;

I€EP(N) iel
belongs to 4. The algebraic degree of F' is degree of its ANF: deg(F') = max{|/| : a; # 0,
I € P(N)}. Functions of algebraic degree 2 are called quadratic.

A function F' from F% to itself is called almost perfect nonlinear (APN) (according to
K. Nyberg [1]) if for any a,b € F3, a # 0, equation F(x) + F(z 4+ a) = b has at most
2 solutions. APN functions are of special interest for using as S-boxes in block ciphers
due to their optimal differential characteristics. Despite to fact that APN functions are
intensively studied (see, for example, survey [2] of M. M. Glukhov), there are a lot of open
problems on finding new constructions, classifications, etc.

In [3] C. Carlet, P. Charpin, and V. Zinoviev introduced the associated Boolean function
vr(a,b) in 2n variables for a given vectorial Boolean function F' from F% to itself. It takes
value 1 if a # 0 and equation F'(z) 4+ F(x + a) = b has solutions. It is easy to see that F'is
APN if and only if wt(yp) = 220~ — 2n—1,

Two functions are called differentially equivalent [4] (or ~y-equivalent according to
K. Boura et al. [5]) if their associated functions coincide. The problem of describing the
differential equivalence class of an APN function remains open even for quadratic case. That
is why we are interested in obtaining some properties of yr. We will focus on quadratic
APN functions.

Let F' be a quadratic APN function. Then 7 is of the form vg(a,b) = ®r(a) - b+
+ ¢r(a) + 1, where ®p : F — F5, op : F§ — Fy are uniquely defined from

{Fe)+ F(x+a):zeFy} ={yeFy: ®p(a)-y=pr(a)}
for all a # 0 and ®r(0) =0, ¢r(0) = 1.

2. Properties of & and ¢p

In this section, we summarize known results and present new ones about properties
of &r and pp. As it usually happens the cases of even and odd number of variables are
different.

Property 1:the image set of ®p.

Theorem 1 [3, 6]. Let F' be a quadratic APN function in n variables.
1) If nis odd, then ®p is a permutation.

2) If n is even, then the preimage ® of any nonzero vector is a linear subspace of even
dimension together with the zero vector.
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Corollary 1. Let F' be a quadratic APN function. Then @ takes an odd number of
distinct nonzero values.

Property 2:the degree of ®p.

Theorem 2 [4]. Let F be a quadratic APN function in n variables, n > 3, n is odd.
Then deg(®r) < n — 2.

Theorem 3. Let F be a quadratic APN function in n variables, n > 4, n is even.
Then each coordinate function of ®p is represented as (Pr);(x) = fi(z) + N\ (:BQ T
+ XT3 Ty XTe . Ty +x1...xn), where deg(f;) <n —2 and \; € Fy.

Remark 1. For all known quadratic APN functions in not more than 11 variables, we
computationally verified that
— for even n, the case deg((®r);) = n is not realized,
— any component function of ®r has degree exactly n — 2.

Based on computational experiments we can formulate the following

Hypothesis 1. Let I be a quadratic APN function in n variables, n > 3. Then
deg(v - ®p) = n — 2 for any nonzero v € FJ.

Property 3:the degree of pp.

Proposition 1. Let F be a quadratic APN function in n variables, n is even. Then
deg(pr) = n, or, equivalently, wt(¢r) is odd.

The case of odd n remains open, but based on our computational experiments we can
formulate the following

Hypothesis 2. Let F' be a quadratic APN function in n variables, n is odd. Then
deg(¢r) < n, or, equivalently, wt(pr) is even.
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