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TEOPETNYECKNE OCHOBBI
IMTPUKJIAIJHON JIJMCKPETHOV MATEMATUKUA

VIIK 519.212.2+519.719.2
OB OBPA3AX U ITPOOBPA3AX B 'PA®E KOMIIO3UILINN
HE3ABUCUMBbIX PABHOBEPOSITHBIX CJIVUAMHBIX
OTOBPAXKEHUMN

B. O. Muponkuu

Havuonarvrud uccaedosamenveruts yrusepcumem «Bulcuwas wxonia sxoHomurus, 2. Mocksa,
Poccus

UsyuaoTcest BEPOATHOCTHBIE XapaKTEPUCTHKH Tpada ciyvaiiHoro orodpazxkenus [ —
KOMIIO3UINN K HE3aBUCUMbBIX DPABHOBEPOSITHBIX CJIyUaiiHbIX oTOOpaxkeHuit fi,..., fi,
e fi: {1,...,n} = {1,...,n}, n,k € N, i = 1,...,n. Toaygennt dbopmysbl s
pacipeiesieHus JIJIMHBL OTPE3Ka AIEPUOJIUIHOCTU MTPOU3BOJIBHON BEPIIMHBI B I'pade
oTobpazkenus fi) ¢ yuéToMm psyjla orpanuvenuii. Boimucanst ¢popmyiibt i BeposTHO-
cTell MpUHAJIeXKHOCTH BepIHbl MHOKeCTBY fir)({1,...,n}) 1 MHOXKecTBY BHCATMX
BepIUH B rpade 0ToOparkeHns f[k]. Borunciienbl BepOSITHOCTH WHITUACHTHOCTH JIBYX
[IPOU3BOJILHBIX BEPIIMH OJIHON KOMIIOHEHTE CBI3HOCTH, IIOTaIaHNs IPON3BOJIHLHOMN Bep-
IIAHBI B MHOKECTBO ITPOOOPA30B JPYIroil BEPIIUHBI, a8 TaKKe IOSBJICEHUS KOJLUIM3UU B
yKa3aHHOM I'pade.

KirroueBbie ciioBa: pasHo8epoAmMHoe CAY“alitnoe 0mobdpasicerue, KOMNO3UUUA 0mob-
pasicenudl, 2pagd omobpasicenus, 00pa3 MHOACECNEA, NPOOOPA3 BEPULUHDL, BUCAUAA GED-
wuna, crot 6 epage, ompe3ox anepuoduUUHOCTNU, KOAAUSUA.

DOI 10.17223/20710410/49 /1

ON IMAGES AND PRE-IMAGES IN A GRAPH OF THE COMPOSITION
OF INDEPENDENT UNIFORM RANDOM MAPPINGS

V. O. Mironkin
National Research University Higher School of Economics, Moscow, Russia
E-mail: mironkin.v@mail.ru
We study the probability characteristics of the random mapping graph fj; —
the composition of k£ independent equiprobable random mappings fi,..., fir, where

fi: {L,...,n} = {1,...,n}, n,k € N, i = 1,...,n. The following results are ob-
tained. For any fixed z,y € S ={1,...,n}, x # v,

P{fy(@) = fuyw)}t= 3 q(2, 51)

k—2
- q(si, Sit+1
517"'7Sk—1€N: ’I’Lsk—l 1 11;[1 ( 19 91 ),

22812...28,-1
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where ¢(a,b) = C]'~ b< > ZCZ( 1)! (1—2) . For any fixed =z € S,

n k
Ploe e = 3 (B +

n—2n—Il—1n—t—1 m, s

+ oo,y et
=1 t=1 m=1 S15e-,8k—1EN:

MZ=812...28_1

k
H q(si, 3i+1)‘/;{17-7i7;k—17

nsk—1

Vil =Plee HE) [ DI 3oy i () = 2} =
1 t+l+m—1 i\ k= 1t+l+si—2 k=1 v t4 145, —1
T i:lr:L[Jrl <1 - n) zl;ll j:l;[Jrl <1 N > UZO’U,HI ( n >,
H](ct’l) is t-th layer of cycles of length [ in graph Gy, Dg{f},_,sk (Y1, -y Ym) =
ﬂ{|{fz](y1) o Jiwm)} = si}, and (n). = n(n —1)...(n —z+1). For any
ﬁxedxe S\ S and for any r € {1,...,n—1}, 8" C S, |5 =r, z € {1,...,n},
P{rs, (x) =2, Ry, () N S' =z} =

6 <1—z:>’“‘1><<zzas>’“*

where Ry, (z) is the aperiodicity segment of vertex x in the graph of mapping f

Tfy(2) = min{t € N: f[k]t(:n) € {z, figy(z), .. .,f[k]t_l(:v)}}. For any fixed x,y € S,
x #y, and for any r € {1,...,n},

k

where @, = {m € N: m|r}.

Keywords: equiprobable random mapping, composition of mappings, graph of a map-
ping, i1mage of a multitude, pre-image of a vertex, initial vertex, layer in a graph,
aperiodicity segment, collision.

BBenenue

Hacrosimas pabora mpojosizkaer muk pabor |1, 2|, MOCBSIIEHHBIX U3yYeHUIO BEPOSIT-
HOCTHBIX CBOMICTB U XapaKTEePpUCTUK KOMIIO3UIUN HE3aBUCHUMBIX PaBHOBEPOATHBIX Cﬂyqaﬁ—
HBIX OTOOpazkeHuit [3—7| — MaremMaTndeckoro 06beKTa, UCIOIB3yEeMOrO MPH MOJETHPOBa-
HIW UTEPAITMOHHBIX MEXaHU3MOB 3aIIUTHI HHMOPMAIINH, B TOM YHCJIE aJTOPUTMOB BHIPAOOT-
KU IIPOM3BOJIHBIX KJioueit |8, 9], ureparnuu KOTopbixX CTPOATCS € HOMOIIBIO PA3HBIX MIPOIIEY D
U PA3HbIX CJIYUYANHBIX 9JIEMEHTOB (HAIIPUMED, PAYHJIOBBIX KJIIOYEl, BEKTOPOB NHUIIUAIA3a~
N ).

Ananornuno [1], pacemorpum KoHeunoe mMuOXKecTBO S = {1,...,m}, n > 1, u Bepo-
sTHOCTHOE mpocTpancTBo (£, F, P), B KOTOPOM IPOCTPAHCTBOM 3JIEMEHTAPHBIX UCXOJOB (2
siBJIsIeTcss MHOXKecTBO & Bcex n”™ orobpaxkenuii f: S — S, anredbpoit codbIThit F — MHOXKe-
CTBO BCEX IOJAMHOXKeCTB (), a BeposITHOCTHas Mepa P, coOoTBeTCTBYOMAs PABHOBEPOATHBIM
CIyYatHBIM OTOOPaXKeHMUSM, 3a1aHa CAEIYIONINM 00pa30M:

VieQ (P(f)=n"). (1)
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Byjem ncron3oBarh cieLytonme onpeieaennst JIjis XapaKTepucTukK rpada orobpazke-
Hus (eM. Takke [10—13|; orobparkenne f canraercs JeTepPMUHUPOBAHHBIM ).

Onpenenenne 1. ['pagom omobpasicenus [ Has3bIBaeTCS OPUEHTUPOBAHHBIN rpad
Gy = (S, Ef) ¢ MHOXKeCTBOM BepHIMH S I MHOKECTBOM ODHEHTHPOBAHHBIX PEbep Ef =
= {(z, f(z)): v € S} C 52

Onpenenenne 2. Komnonenwmot ceasnocmu Kr(x) rpada G, comeparreil Bepim-
HY x € S, Ha3BIBAETCS MHOYKECTBO BEPIINH

{yes: fiy) = f¥(z) nna nekoropoix k, [ > 0}.

Onpegnesienne 3. Bepmuna x € S HasbBaeTcd yukauveckotl eepwunotli rpada Gy
oTobpazkenus f, ecim cymecTsyer Takoe b > 1, uro f°(r) = .

O6oznaunm: C(Gy) — MHOXKecTBO HuK/andeckux sepurnd rpada Gp; C(Gy) — MHOKe-
CTBO BEPIINH, JIeKalux Ha mukiaax qmaet [ € {1,...,n}; f(x) — mmHa mukia KOMIOHEH-
o1 Kf().

Onpenenenne 4. Buicomot og(x) Bepmunet € S B rpade Gy HA3bIBAETCS PACCTO-
sSHU€e OT 3TOH BEPIIUHDI JI0 OJIMKaANIIel TUKJIMIECKON BEPITUHDI:

as(z) =min{m > 0: f"(z) € C(Gy)}.

Ompenenenne 5. Ompeskom anepuoduunocmu R (), HAYNHAIONMIMCS B BEpIIHHE
x € S rpada Gy, HaspIBaeTCA OTPE30K BBIXOJMINIEH U3 T TPACKTOPUU OT X JO €€ IIePBOTo
camolepecedeHus.

Yepes 7¢(x) 0603HAUNM CydaiiHy0 BeJIUUHHY, PABHYIO JUIMHE OTPEe3Ka AllePUOUIHO-
crn Ry(x):
74(z) =min {t € N: f(z) € {z, f(z),..., [ (z)}}.

Kak u B 1], 3aBucumocts ciay4aitneix Besuant of(x), ff(x) n 7¢(x) or mapamerpa n 0Tob-
pazkaTh He OyeM.

Onpepesienne 6. s npoussosbhbix [ € {1,...,n}, t € {0,...,n — [} HA30BEM t-M
croem yukao6 daunse | B rpade Gy MHOKECTBO BEPIITHH

HY = {2 € S: ap(z) =t,B(x) =1}

Hagee st npousBosibHOTO k € N paccMOTpuM I10C/Ie10BATE/IbHOCTH HE3aBUCUMbBIX OTO0-
paxkenuii fi, ..., fiy, nmeromux pacupesesnenue (1) na &. Yepes fi) 0603HaUIM KOMIIO3HIIIO
otobpaxkenuit: fi(...(fi(x))...), x € S; fio) Oy/ieM noHMMATH KaK TOXKJIECTBEHHOE OTOOpA-
JKEHHe.

OrmeruM, 9TO ecyi caydaiiible oToOpakeHus f1, ..., fr, UMEIOT paBHOBEPOSITHOE Pac-
npesiesienne (1), To pacupenenenue f) upn k > 1 He ABjigeTcs paBHOBEPOATHBIM Ha &, Tak
kax | fiy ()] 2 |fr (9)] 2 -

B nacrogmeit paboTe u3yvaloTcs BEPOATHOCTHBIE XapaKTEePUCTHKN MHOZKECTBa, fi) (S) n
MHOKECTBa, IIPOOOPA30B ITPOU3BOILHON BepIIMHbI ' € S B ciydae, Korja k Ipou3BOIbLHOE
u cirydaiinbie oTobpakenus fi, ..., fr He3aBUCHMBI U uMeoT pacupeseienue (1) na .

1. O6pas MHOxkecTBa S M KOJUIM3UU IIPU OTOOPakeHum [

B pamkax pemrenns 3aja4, CBA3aHHBIX C H3ydeHneM MHoxKecTBa fi(S), B [4] nomydensr
OIEHKH CPeJIHEro pa3mepa obpas3a MOJMHOKECTBA MHOKECTBA S [P JIEHCTBUN KOMIIO3UIAN
CIYyYafiHBIX OTOOPaXKEHUII.
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Pesynbrarsl, npuBeaéHHbIE B TaHHON paboTe, MO3BOJISIOT BBIIINCATH TOYHBIE (DOPMYJIbI
JUIsl PsiJla BEPOSITHOCTHBIX XapaKTepUCTHK 00pasa fig(S) MCXOIHOro MHOXKeCTBa, S, B TOM
YUCTIe JJI €70 CPEJTHEro pas3Mepa.

JList Tpou3BOIBHBIX k, M, S1,...,8, € Nyn > m = s = ... = S, U IPOU3BOJbHBIX
(PUKCHPOBAHHBIX Pa3IMIHBIX BEPIIUH Y1, . . ., Yy € S PACCMOTPUM COOLITHE

k
DY (i Ym) = Dl{|{f[i](y1), o S (ym) = st

Jlemma 1. Ilycts k € N —mpousBosibHOe, ciiydaitHbie oToOpaxkeHust fi, ..., fr He3a-
BucnMbl 1 umMeror pacipejenenue (1) ma &. Torma mis m00bIx m, Sy, ...,5, € Ny n >
>m > S = ... 2= Sk, 1 JIOObIX (DPUKCUPOBAHHBIX PA3JINIHBIX U1, . . ., Y € S CIPABEIJINBO
PaBEHCTBO

k—1
k
P{DI (w1, um)} = a(m,s1) T] (s, si41), (2)

=1

b\“ 2 AN
rne q(a,b) = C*° (—) ST C(—1) (1 — —) :
n 1=0 b
Hoxazameavemeo. s npoussonbhbix i €{1,... k}, a€{l,... m}ube{l,... a}
OlpeJIe/IUM COOBLITHe

DP(a,b) = {{fi(1)...., fila)}| = b},

BEPOSTHOCTH KOTOPOTO, coryiacHo 14|, paBHa

#0.0) = P(DV(0.h)} = Pluton) = -tk = (1) S e (1-7) . @

rJie CcaydaiiHas BeJIMIUHA [ig(@, ) — THCIIO IMYCTHIX S9YeeK B CXeMe DABHOBEPOSITHBIX Pa3Me-
IIeHnil, B KOTOPOi @ YaCTHUIl HE3aBUCUMO JPYT OT Jpyra pa3Meraircs B n sdeiikax [14].

[TockobKy U3 MOJTyY€HHOTO BBIPAYKEHUS CIEJYeT, 9TO q® (@, b) He 3aBUCAT OT i, BEPXHUI
unexc B obosnadennu ¢ (a,b) omycrum.

C yuérom (3) B cuity HE3aBUCUMOCTH OTOOPAYKEHU f1, . .., fj sl IPOM3BOJIBLHOIO M EN,
[IPOUBBOJIBHBIX (DUKCUPOBAHHBIX PA3IMIHBIX BEPIIUH Y1, . . ., Yy, € S U IPOU3BOJBHOIO Ha-
6opa (s1,...,Sk), TAKOTO, 9TO M = M = §1 > ... = Sk, MOJyIaeM PABEHCTBO (2). W

Onpenenenne 7. Koanusuell B rpade orodbpaxkenus Gy Ha3bIBaeTCA IIPOM3BOJIbHAL
napa BepuH .,y € S, x # y, mig Koropbix f(z) = f(y).

JlemMma 1 103BOJISIET BBIMHCIUTH BEPOATHOCTH COOBITHUSI, COCTOSIIETO B TOM, YTO IIPO-
U3BOJIbHBIE (DUKCUPOBAHHBIE BEPIIMHBI X,y € S, & # Yy, 00pasyioT KOJIN3UIO B rpade
orobpaxenus Gy, .

Teopema 1. Ilycts k € N —ponsBosibHOe, ciryvaitabie 0TOOpaskeHus f1, .. ., fr He3a-
BucuMbl U uMeror pacnpezesenne (1) wa &. Torga s 066X GUKCUPOBAHHBIX T,y € S,
X # 1, CIIPABEJJINBO PABEHCTBO

Q(Qa 31) k=

2
P q(si, Sit1),

=1

P{fi(z) = fi(y)} = . ; _
2015 S

rie ¢(a,b) = C"° (%)aécg(—ml (1 — %)a
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Zloxazameavcmeo. [l mpon3BOIbHBIX (DUKCUPOBAHHBIX T,y € S, © # 1y, ¢ yIETOM
JeMMBbI 1 mMeeT MecTo neIroIKa COOTHONIECHUI

P{fu(x) = fuw)}= >  POY ey} =

81,e08k—1"
22812..2855-1

= > q(2,51)q(sk-1, 1)kﬁZQ(3i>$i+1) = > 42 812

S
S1yeerySh—1 i=1 81,5810 Tk-L
22512..285,_1 22512..285,_1

1:[ (Si, Sit1)-

Teopema mokazana. W

3ameuanme 1. CoracHo Teopeme 1, B culy paBHOIIpaBHS BEPIINH U3 S CpeJIHEE THC-
710 Kosum3uit B rpace G, OLPENENIACTCS BeIUIUHOM

C2P{ firy () = fig ()}

Onpenenenne 8. Bepmmna x € S B rpade Gy HaspiBaeTca sucaved, €CIu He CyIIe-
crByer y € S, st kKotoporo f(y) = x.

Teopema 2. Ilycts k € N — mpousBosibHOe, cirydaiinbie oroOpakenus fi,. .., fr He3a-
BHCHMBI 1 nMeror pacupenesenue (1) ma &. Torma grs moboro dukcnposamnoro @ € S
CIIPaBEJTMBO PABEHCTBO

Plr e fu(S) =3 (@)Z

ni— n
n—2n—Il—1n—t—I . " (TTI, 51) - km
+ > > (=pmien, > H q(s6, si01) Vil

S
=1 t=1 m=1 S1yeySk—1: nek=1
m=812...25,_1

b\ & [ m
e ¢(a,b) = CP° 5) SSCH(=1D (1 - 5 Vs{lk "} OlpejeNseTcs cooTHOMEHHeM 9)
i=0

(em. masee); (n), =n(n —1)...(n — 2z + 1) — z-a daxTOpHaIbHAS CTENEHDb TUCIIA N.

Jloxazameavcmeo. 3amerum, 9TO IPOU3BOJIbHAsA (PUKCHpOBaHHAS BepIIHHA & € S
7aeKnuT B MHOXKecTBe fi(S) B cilydasx, Korga oHa JIMOO sIBJIAETCS IUKJIMIECKOil B Irpa-
de Gy, , mbo exKUT Ha MOAXOAX K IWMKJIY U LPH STOM He gBjgdercs sucaueil. Takum
06pa30M, BBINOJIHSETCS PABEHCTBO

n—2n—Il—1

(z € fw(®) = {r G UU U {r e B |(fi) )] > 1),

rJe 10J] 3HAKOM O0beIMHEHHsI CTOAT HECOBMECTHBIE COOBITHUs. Torja, mepexo/isd K BeposiT-
HOCTSIM COOBITHIA, ITOJTyYaeM

n—2n—[(—1

Pl e fiy(S)} = P{z € C(Gy, )} + Z Z P{ze H{Y |(fw) @) > 1} (4)

Corsacho 2|, nepsoe ciaraemoe B 1paBoii dactu (4) paBHO

PlrcC(Gy )} = -3 (@) 6

=1 n!
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PaceMOTpUM OT/IEIbHO BEJTMUUHBL, CTOSIIIME MO, 3HAKAMU CyMMUpOBanust B (4), npu huk-
cupoBanubix [ € {1,...,n—2} t € {1,...,n—1—1}. Ilo bopmyse BKIIOUCHNA-NCKITIOUCHUS
B CHJIy paBHOIpaBusd Bcex Bepumu y € S\ {z} mmeem

P{re HiD () () 2 1) =P{ U {r e Hiy e () @) =

_ "_fj_l(—l)mlcm_lP{ € Hy )y fualn) = - = fualom) = “”}

Yty Ym € S\ {2} — pazmmamsr

(6)

m=1

PaceMoTpriM BEpOSITHOCTD, CTOSIILYTO T10/] 3HAKOM CyMMUPOBaHUsI B paBoil dactu (6), mpu

dbukcupoBannom 3Havenun m € {1,...,n — 1 — t}. JIjasg npousBOIbHBIX (DUKCHPOBAHHBIX
Pa3IUYIHBIX Y1, - - ., Ym € S\ {2} 10 dbopmyse nosHoit BepogTHOCTH HMeeM
P{z € H( Vo Swm) == S (ym) = 2} =
k tl
- > P{D] }<y ) () = @ w € Hp} =
81 yeeeySk—1"
M=812...28k_1 (7)

| k
= Y PleeH [ DY i@y f() = 2}

S1ye-3Sk—1"
mz=s12...285 1

k
xP{DM (e ym), fug () = )
[Ipm 5TOM B crmty He3aBUCHMOCTHU OTOOparKeHuit fi,. .., fr ¢ yaérom jleMMbr 1

P{Diﬁi} oW Y, fig() = 2} =

q(m, s1) k= 8
RS, () = 2 T g s5100) ¥

s 1 ;
nsk—1 i

nsk 1

Hasee 3aMeTnM, 9TO BBIYUC/IEHUE YCIOBHOW BEPOATHOCTH, CTOAIIEH IO 3HAKOM CyMMHU-
poBaHus B mpaBoii dactu (7), IPOBOJAUTCH AHAJIOTHYHO [2| ¢ HMONpABKOW HA HATMYIHE J10-

IOJTHUTEIBHBIX S1,. .., Sk_1,M BepumH B MHOKecTBaxX f1)(S),. .., fi)(S) coorBercrBenHo,
a MMEHHO:
,m k
Vts{ll? ,S}k 1 P{'I € Hf[ ]) ‘ Dil,} Sk_1,1 (yh s 7ym) ) f[k} (yl) = ZE} =
1 tH+m-1 k=1 t+l+s;— k=1 v trl+s, —1 9)
()RR )
N j=m+1 n/ i=1 j=s;+1 v=0u=1 n

IMoxcrasus (8) u (9) B (7), ¢ yuérom (4)—(6) mosy<nM HCKOMBIH pe3ysibTar. i

CaencrBue 1. Ilycts k € N — npoumsBosibHOe, cirydaitabie oToOpazkeHus fi, ..., [
He3aBUCUMBbI 1 UMeroT pactpesesenne (1) va &. Torma

E | fuy(S)| = nP{x € fiy(S5)}.

U3 onpenenennsa 8 ciaemyer, YTO MHOXKECTBO BHCAYMX BepmmnH rpada Gy coBmagaer
C MHOKECTBOM BEpIIUH, He UMEOIINX IIPO00Pa30B.

Hepes Ty, obo3HauMM MHOXKECTBO BuCAuX BeptimH B rpade Gyg, . k € N. Muoxe-
crBo Ty nuccsenosano, Hanpumep, B [13]. Pacemorpum coywait & > 2. Haiiném BeposiTHOCTB
MOTIAJIAHNS CIydaiiHoit Bepmuubl rpada G firy B MHOZKECTBO Tf[k]
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Bameuanwme 2. Us pasencrsa S = Ty, U fiy(S), tae Ty, N fig(S) = 9, Borrekaer
BBIDAYKEHNE JIJIsi BEPOSITHOCTH OTIA [AHNsT TPOU3BOJILHOI BEPIIIMHBI ' B MHOXKECTBO BUCIINX
BepmnH B rpade Gy, :

P{z € Tf[k]} =1-P{z e fiy(9)}.

HpI/I 9TOM B CHJIy PaBHOIIpaBHdA BEPIINH U3 S’ BBIMOJIHAIOTCS COOTHOIIICHUS

E|Ty,

=nP{z € Ty, ,} =n —nP{x € fiy(S)}.

2. VIHIMAeHTHOCTh BEPIIWH OJHOUW KOMIIOHEHTE CBA3HOCTU B rpade
oTobpaxkeHust [

Jlj1s1 BBIUMCIIEHNS] BEPOSATHOCTHU HONAIAHN BEPIIUH U3 S B OJHY KOMIIOHEHTY CBA3HOCTHU
rpaca Gy, JI0KazKeM psJi BCIOMOIaTe/bHBIX yTBePIKICHUIL.

BbiiesinM B MCXOIHOM MHOXKECTBE S HEKOTOpOe MOIMHOXKecTBO BepunH S = {yy, ...,
y-} €S, tae r < n. st JAHHOTO MHOYKECTBA BBIYUCJINM BEPOSTHOCTH COOBITHS, 3aK/II0Ya~
IOIIEroCsl B TOM, ITO OTPE30K alepuoAnTHocTn Ry, () npousBoJibHOIT BepimHbl & € S\ S’
He MPOXOJUT Yepe3 BEPIINHbI MHOXKECTBa S'.

Teopema 3. Ilycts k € N — npousBosibHOe, cityuaitabie 0TOOpaykeHus fi, . . ., fr He3a-
BucHMbI 1 uMetoT pacupejeserne (1) na &. Torga aist mo6oro dukcuposanuoro x € S\ S’
u mobbix 1 € {1,...,n—1}, " C S (|8 =r) u z € {1,...,n} cupaBeyIBO PaBEHCTBO

P {wa () = 2, Ry () NS = @} _
- (1 - (1- %) (1 - 1)’“*) <(ZZi11)k_l nf?)(nsﬂ

Aokxazameavcmeo. 3adbukcupyem S’ = {y1,...,y,} € S uax € S\S'" Ilo dopmyre
YCJIOBHOII BEPOATHOCTU

P{Tf[’fl (:L’) =% Rf[k](x> ns' = @} = P{Tf[k] (2:) = Z}P{Rf[k] (x) ns'=o ‘ Tfiw) (l') = Z} =

= (Fiu(2) = Fiy(z = 1)) (n—r—1):12

Y

(n—1),_12

rae (n — 1), | z— oblee 4UCIO0 OTPE3KOB AllePHOAUIHOCTH JINHbL 2 rpada G fiy» HAYMHA-
fonuxcs B BepimHe x € S. [IpeobpasoBaBs 1moJiydeHHOe BbIpayKeHne ¢ yIToM paBeHcTBa |1]

Fz)=1-(1- %) ((Z—)>k

II0JIYYUM MCKOMO€E PaBEHCTBO. M

CrnencrBue 2. llycts k£ € N-—npousBosibHOe, ciydaiinbie orobpaxkeHus fi,..., fi
HezaBnCHMbI 1 nMeror pacupegerenne (1) ma &. Torga qrsa so6oro GUKCHPOBAHHOIO T €
€ S\ S nmobbix r € {1,...,n—1}, 8" C S, |S'| =r, cupaBeyiInB0 PaBEHCTBO

P{Rj,(z)NS =2} =
- ) ) e
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DopMyIibl, [OJIyYeHHbIE B TeopeMe 3 U CJIEJCTBUU 2, MOI'YT ObITh UCIOJIb30BAHBI [IPU
PeIleHNN 331491 OLEHKHU JIOIYCTUMOIO TIePUO/Ia IKCILIYaTAIN J0JIOBPEMEHHbIX KJTI0veil
B 1poriecce byHKIMOHNPOBAHUS UTEPAIMOHHBIX aJI'OPUTMOB Tulla [8] nmpu Hasmaun uudop-
MaIIH O «CJIabbIX» KII0Uax.

Hastee jyist caydas r = 1 BBIYHCIMM BEPOSITHOCTH TOTO, YTO BEPIIMHA Y = Y1, COOTBET-
CTBYIOIas HEKOTOPOMY «CIabOMy» KIIOUY, IONaJET B KomuonenTy ceasnoctu Kp, (), rie
x € S\ {y} — npousBosbHBI (DUKCHPOBAHHBIL.

Teopema 4. Ilycrs k € N— npousBosibHOe, cirydaiinbie oToOpazkeHus f1, ..., fr HE3a-
BUCHMBI U uMeroT pacupesenenne (1) wa &. Torma s J00bIX BDUKCHPOBAHHBIX T,y € S,
X # Y, CIPABEJINBO PABEHCTBO

Plyeky, () =1-5 (1— (1— Z#) (1- E)H) (%)kcc_

n

rie x(z,u, s, t) oupenensiercss coorrommenneM (16) (cm. gasee).

oxazameavcmaeo. st npon3BosibHON (DUKCUPOBAHHON Iaphbl BepIIMH T,y € 9,
X # 1, BBIIOJHSAETCST PABEHCTBO COOBITHI

e K@} 1€ R @} 0 U U oy (0)= 2 Jiy0) # R (o), 7 0) € Ry (00}

r7Ie T0/T 3HaKaMu O0beIMHEHHsT CTOSIT HeCOBMeCTHBIe coObiTus. [loaTomy, niepexo/ist K Bepo-
SITHOCTSIM C YIETOM PABHOIPABUS BCEX BEPIINUH U3 S, MOIyIaeM

P{y € Ky, ()} = P{y € Ry, (2)}+
n—1n—z—1 1
+Zz::1 uz::O Pi7p, (@) = Zaff;i}(?l) ¢ Ry, (), f[l,irl( ) € Ry ()} (11)

Bripazkenue jjist epsoro coraraemoro B (11) caemyer u3 (10) mpu r = 1:

P{y € Rf[k] ()} =1-P{y ¢ Rf[k] ()} =

S e) @ e

BbIunc MM BEpOATHOCTD COOBITUS, CTOAIIEroO MO/ 3HaKaMu cymmupoBanus B (11) npu dbuk-
cupoBaHHBIX 3HadYeHusX z € {1,...,n—1} mwu € {0,...,n — 2z — 1}. g yKa3aHHBIX 3Ha-
qeHUuil z, U OIpPee/IMM COObITHUS

je{1,..

Aifg}:{ mm {j fj](fﬁg]_l(x))E{f[j](ff,?](a:)),m:0,...,2—2}}:s},
Bl{fs’y}:{j mln {] fi ( ())E{f (f[k( x)),m O,...,z—l,z':1,...,/§}}:s}.

e{1,....k
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TOI‘,ZL& BBITIOJIHAETCA PaBEHCTBO

{Tf[k](x 2 [k] ¢ Rfk]( ) f[u+1( ) € Rf[k]<x>} =

k ¥ - Aiﬂ},B{w’y}
s=1t=1 ¢Rf (@), fH 'y >€Rfk](1’) '

Boraucum BepOATHOCTH D, 4, 5+ COOBITHI, CTOAMINX HOJ, 3HAKOM 00beIMHEHNs, IPH (PUKCHU-
poBaHHBIX 3HaveHusx s € {1,...,k}, t € {1,... k}.
B ciyuae s =t = k:

22 zu i\ o AN A () g
o 1—= 1—— = ztutl ) 13
e ZHO-T0-2) )
B cayuae s =k, t < k:
z(z — 1) ztu 7\ Atul i\t 4w\t
(O FICONCE
n i=2 n i=1 n n (14)

_2z—1) ((n)esu * 1— z4u)
- on-—1 n&tu n '
B ciyuae s < k, t = k:

pz,u,s,k = Z(Z — 1> Zﬁu (1 - 1) ! (1 — i) . <1 — s u)s_l =
n i=2 n i=1 n n
N . (15)
_ 2z 1) ((n)atu 1_Z+u
 on-—1 nEtu n '
B cayqae s < k, t < k:

— 1)2 ztu SN\ zdu—2 .\ k—1
X(Z,U,S,t) = Pzust = u H <1 - i) H <1 — 1> X
i n

n i=2

N s—1 min(t,s)—1 B t—min(t,s)
><(1—Z+u 1) (1_z+u) (1_z+u 1) _ (16)
n n n

_ (= 1)? (), 4 : ,_rtu— 1 FHrmindts) | 2tu min(t,s)

B wurore, moncrasus Beipaxkenns (12)—(16) B (11) u crpymmupoBaB ciaracMble, IIOJIYIAM
HUCKOMYIO (bopMyITy. B

Sameuanune 3. [ljis cpejiHeit MOITHOCTH KOMIIOHEHTBI CBSI3HOCTH IIPOU3BOJILHON (DUK-
CHPOBaHHOM BepiMHBL & € S B rpade Gy,  CIPaBEIINBO PABEHCTBO

E|K s, (@) = (n = )P{y € Kpy(2)} + 1.

3. IIpoobpasnbl ciay4aliHoii BepiiuHbl B rpade oTobpakeHus fii)

-r
Jl19 Ipon3BOIBLHOrO (PUKCHUPOBAHHOIO X € S U npoussosbHOro r € N uepes ( f[k]) (x)
obosnaumm MHoxkecTBo {y € St fi)(y) = «}. ononmnrenbHo juis IpousBoIbHbIX j, 7 € N
OIIpe/IeIIIM

Qr={m e N: m|r}. (17)
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Bamernm, 4TO s IPOU3BOILHOIO (DUKCUPOBAHHOIO & € S BEPOATHOCTH cobbiTus {y €

-r
€ ( f[k}) (x)} saBucur or BHIGOpPa y € S, 4 UMEHHO OT BBLINOJHEHUsI U HEBBLIIOJHEHUS
ycsoBug y = x. Tak, B 9aCTHOCTH, B CJIydae Y = T BBIIOJIHAETCS PABEHCTBO

{e(fw) (@)} = U {ze€CulGy)}

meQr

IJle T0J] 3HAKOM OO'be/INHEHUs] CTOAT HECOBMECTHBIE COOBITHS, W MOITOMY JIJIsi PABHOBEPO-
SITHBIX HE3aBUCUMBbIX CJIyYallHbIX 0TOOpaskeHuit fi, ..., fi ¢ yuérom [1]

nm

Plre (i) @y =1 5 (W)

B ciygae y # x cuipaBe yuB CIe Ty IO pe3y/IbTAT.

Teopema 5. Ilycrs k € N— npousBosibHOe, cirydaiinbie oToOpazkeHus f1, ..., fr HE3a-
BUCHMBI U uMeroT pacupegenenne (1) wa &. Torma mis J00bIX BDUKCHPOBAHHBIX T,y € S,
x # y, umoboro r € {1,...,n} cupaBe/yINBO PABEHCTBO

pire ()" -1 (1o 2 (1)),

rie @, onpejessiercst coorHomerneM (17).

Lloxazameavcmeo. /s nponsBoJbHBIX (PUKCUPOBAHHBIX T,y € S, T # y, 10 dop-
MyJIe IIOJIHOI BEpPOATHOCTHU

P{ye (f) (@)}= X Plr, ) ==z fiy) =21+

ZGQT\{l}

5 Plr, ) = = W) = 2h + >0 Plr, () = 2 fiy () = 2,

2€Q, z=r+1

(18)

e Q, = {1,...,7} \ Q,. 3amernm, uTo B caydae z € Q, \ {1}

P{7s, () =2, fiy(y) = v,y € C(Gy, )} = 0.
Toryia Jijis BEJIMYUH, CTOAIINX MO/ TIEPBBIM 3HAKOM CyMMEpoBaHusi B (18), nmeem
Pl () = 2, fiy(y) = 2} = P{ry,, (y) = 2, fly(y) = 2,y ¢ C(Gy,))} =
= P{r,(y) = 2,y & C(Gp YP{fly(y) = 2 | 7, (y) = 2,y & C(Gy,)} =

- (Pl = -PoccE) fmEg - O
1

— —P(ry,(0) = 2} - Py € OG-

B ciywae 2 € Q, U {r+1,...,n} na pacronoxenne sepumnnt y € Ky, (r) nukaxux jo-
HOJIHUTEJILHBIX OIPAHUYIEHUIT HE HAKJIA[bIBACTCS, TI09TOMY

P{Tf[k] (y) =% f[?c](?J) = J}} = P{Tf[k] (y) = Z}P{fﬁc](y) =T | T fik) (y) = Z} =

= P{Tf[k] (y) = Z} (n — 2)272 = i 1P{Tf[k] (y) = Z} (20)

(n—1),.1 n
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[MoncraBus Boipazkenus (19) u (20) B (18), ¢ yuérom pasencTsa [2]

P> 2 = (1-2) (2

n n*

u paBeHcTBa |1

nz

Plo € Cu(Gpy)) = % ((n)z>k

[OJIy9aeM HUCKOMYIO (hOpMYJTy

P{y € (fu) "(2)} = L i Plr,(y) =zt — > PlyeC.(Gy)} | =

n—1\:= 2eQ {1}

1 Y. Plye CZ(Gf[k])} =
n ZEQT\{]-}

1 1 A\ F
et s ()
n n— 1 ZeQr\{l} n:

3ameuanue 4. s cpegrero duciia mpoobpa3os Mpon3BOILHON (DUKCHPOBAHHON BEp-
umnel © € S B rpade Gy, ClIPaBeLIIBa UELHOUKa COOTHOLICHUH

E|(fw) " (@) =EX Hy € (fu) (@)} = (n = DP{y € (f) " (2)} + P{z € (f) 7" ()}

yes

1
= HP{TM(?J) > 11—

Teopema mokazana. B

3akJiroueHue

[Tosmy4yennble pe3yabTaThl MO3BOJIAIOT OMUCATHL CTPOEHUE W BEPOSITHOCTHBIE CBOWMCTBA
rpada G finp» k > 1, cylIecTBEeHHO WCIIOJIb3yeMble B pPaMKaxX CHHTe3a U aHaju3a uTepa-
[IMOHHBIX MEXaHIM3MOB 3aIlIUTHl NHMOPMAINH B YaCTH (DOPMUPOBAHUS KJIIOUEil, B TTPUHITAT
QYHKIIMOHNPOBaHUS KOTOPBIX 3aJI0’KEHO ITPUMEHEHNE PA3INIHbIX TPeodpa30BaHUil NN NC-
TOYHUKA CJIYYAflHOCTH B KaXKJIbIIl OTJIEJIbHBIN TAKT PabOTHI.

B wacraOCTH, HalileHBI Cpe/HIE 3HAYEHUs] MOIIHOCTEHl oOpas3a MCXOJHOTO MHOXKECTBa
BEpIIUH IpU JeHCTBUN CIIydaifHOro 0ToOpazKenus f;) ¥ MHOXKECTBa BEPIINH, He MMEIOIIIX
11poobpas3oB. [loyrydenbr TouHbIE (GOPMYJIBI JIJIsT BEPOATHOCTEN TPUHATIEKHOCTH YKA3ZAHHBIM
MHOKeCTBaM (DUKCUPOBAHHOIO 3JjieMeHTa. Boimucanbl popMysibl JJis pacipe/iesieHus JJIi-
HbI OTPEe3Ka alepHoIUIHOCTH TPOU3BOIBLHON (DUKCHPOBAHHOIN BEPIINHDI, HE ITPOXO/IAIIETO
Yepes 3a/[aHHOe MHOXKECTBO BEPIIUH, BEPOSITHOCTEN HHITUIEHTHOCTH JIIOOBIX JIBYX (DUKCHPO-
BAHHBIX BEPIIUH OJIHON KOMIIOHEHTE CBA3HOCTU W TONAJAHUS TPOU3BOILHON (PUKCUPOBaH-
HOl BEPIIMHBI B MHOXKECTBO IIPOOOPA30B JIPYTOil IIPOU3BOJILHON (DUKCUPOBAHHON BEPITUHDI.
Borancitena BepoaTHOCTH (DOPMUPOBAHUS KOJITU3UU TPOU3BOJILHON ApOil PUKCUPOBAHHBIX
BepIIUH B ciaydaitHoM rpade G -

Asrop 6maromapur A. M. 3y6koBa 3a nHTEpeC K paboTe U MOJIE3HbIE 3aMeTaHHA.
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In the paper, we give a review of metrical properties of the entire set of bent functions
and its significant subclasses of self-dual and anti-self-dual bent functions. We present
results for iterative construction of bent functions in n + 2 variables based on the con-
catenation of four bent functions and consider related open problem proposed by one
of the authors. Criterion of self-duality of such functions is discussed. It is explored
that the pair of sets of bent functions and affine functions as well as a pair of sets
of self-dual and anti-self-dual bent functions in n > 4 variables is a pair of mutually
maximally distant sets that implies metrical duality. Groups of automorphisms of the
sets of bent functions and (anti-)self-dual bent functions are discussed. The solution to
the problem of preserving bentness and the Hamming distance between bent function
and its dual within automorphisms of the set of all Boolean functions in n variables
is considered.

Keywords: Boolean bent function, self-dual bent function, Hamming distance, met-
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1. Introduction

How much do we know about some cryptographic objects? One way to measure it is to
describe what we can do with them. Otherwise, to characterize groups of automorphisms of
these objects — separately for each object or together while they form some special class.
The question about the group of automorphisms of a set in the Boolean cube necessarily
leads us to metrical properties of this set.

That is why we are very interested in metrical properties of distinct cryptographic
Boolean functions.

The term “bent function” was introduced by Oscar Rothaus in the 1960s [1]. It is
known [2], that at the same time Boolean functions with maximal nonlinearity were also
studied in the Soviet Union. The term minimal function, which is actually a counterpart of
a bent function, was proposed by the Soviet scientists Eliseev and Stepchenkov in 1962.

Bent functions have connections with such combinatorial objects as Hadamard matrices
and difference sets. Since bent functions have maximum Hamming distance to linear
structures and affine functions, they deserve attention for practical applications in
symmetric cryptography, in particular for block and stream ciphers. We refer to the
survey [3| and monographies of S. Mesnager [4] and N. Tokareva [2] for more information
concerning known results and open problems related to bent functions. Results regarding

!The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-
1613 with the Ministry of Science and Higher Education of the Russian Federation and Laboratory of
Cryptography JetBrains Research.
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the study of metrical properties, in particular, distances between bent functions, one can
find in [5].

In this paper we give a review on metrical properties of the entire class of bent
function B, and its important subclasses — self-dual bent functions SB*(n) (i.e. functions
such that f = f) and anti-self-dual bent functions SB~(n) (i.e. functions such that
fel= f), where f is the dual of f. We suppose that the keys to the nontrivial and
important properties of the class of bent functions are in understanding how does the duality

mapping [ — foperate with bent functions. Recall that f: f for every bent function f.
It is important to note that the duality mapping is the unique known isometric mapping
of the bent functions into themselves that can not be extended to a typical isometry of the
whole set of all Boolean functions that preserves bent functions.

On the other hand, the essence of bent functions is expressed in their metrical properties,
namely in maximizing distances between them and affine functions. Note that this very idea
in more general form is realized in the concept of metrical complement and metrically regular
sets. Recall that X is the metrical complement of the set of functions X if it contains all
Boolean quctions that are on the maximal possible distance from X. The set is metrically

regular, if X = X. There is a some similarity to the self-duality of bent functions, is not it?

Our attention is drawn to automorphism groups of the sets B,, A,, SB*(n), SB™(n)
and their metrical properties. Previously, we established that the set of all bent functions
B, and the set of all affine functions A, form a pair of metrically regular sets, i.e.

B\n = :4; = B,. Now, we prove the same fact for the classes of self-dual and anti-
self-dual functions: they form another such pair of metrically complement functions,

i.e. SB¥(n) = SB™(n) = SB™(n). In both cases for elements in a pair of metrically regular
sets we prove the coincidence of automorphism groups. Thus, Aut (B,) = Aut (A,) and
Aut (SB*(n)) = Aut (SB™(n)). Some other curious properties of bent functions related to
their special constructions are discussed.

The paper has the following structure: notation and definitions are in the Section 2.
In Section 3, the duality of a bent function is described, including some its important
properties and relevant hypothesis proposed by one of the authors (Section 3.1). Some
general and metrical properties of the set of bent functions which coincide with their duals,
namely self-dual bent functions, are given in Section 3.2. In Section 4, we discuss the
iterative construction of bent function in n + 2 variables based on the concatenation of four
bent functions in n variables. The lower bounds on its cardinality and open problem relevant
for the set of bent function are in Section 4.1. Criterion of self-duality for bent iterative
functions and its corollaries for sign functions together with constructions of self-dual bent
functions are discussed in Sections 4.2 and 4.3. In Section 5, the metrical complement of the
set of bent functions is studied (Section 5.2) and the results regarding metrical regularity of
the set of bent functions and the set of affine functions are given. Metrical complement of the
set of (anti-)self-dual bent functions is in Section 5.3. In Section 6, groups of automorphisms
of considered sets are studied. The group of automorphisms of the set of bent functions is
characterized in Section 6.3 while the (anti-)self-dual case is in Section 6.4. In Section 7,
we consider some relations between isometric mappings and the duality of bent function.
[sometric mappings which define bijections between the sets of self-dual and anti-self dual
bent functions are described in Section 7.1. The Rayleigh quotient of a Boolean function and
description of isometric mappings that perserve it or change it for every Boolean function
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is given in Section 7.2. The meaning of the Rayleigh quotient in a scope of bent functions
is discussed as well.

2. Notation

Let 7 be a space of binary vectors of length n. A Boolean function f in n variables is
a map from F} to Fy. Its sign function is F(z) = (—1)/@) 2 € F}. We will also refer to a
sign function as to a vector from the set {£1}":

F= (=1 = (1% (- ()P e {137

where (fo, f1,..., fon_1) € F2" is a truth-table representation of f with arguments given in
the lexicographic order. The set of all Boolean functions in n variables is denoted by F,.

The algebraic normal form (ANF, Zhegalkin polynomial) of a Boolean function f € F,
is defined as

fzy,xa,.. ) = &P Uiyig. iy TL TR . T,
(i1,62,-.0,6n ) EFY

where a, € Fy for any z € F} (with the convention 0° = 1). The algebraic degree deg(f)
of a Boolean function f is the maximal degree of monomials which occur in its algebraic
normal form with nonzero coefficients.

The Hamming weight wt(x) of the vector x € F} is the number of nonzero coordinates
of z. The Hamming weight wt(f) of the function f € F,, is the Hamming weight of its vector
of values. The Hamming distance dist(f, g) between Boolean functions f, g in n variables is

a cardinality of the set {z € F} : f(z) & g(x) = 1}. For z,y € F} denote (z,y) = P z;y;.
i=1

Boolean functions in n variables of the form f(z) = (a,z) ® ag, x € F}, where ag € Fy,
a € I3, are called affine functions. The set of all affine functions in n variables is denoted
by A,.

The Walsh — Hadamard transform (WHT) of a Boolean function f in n variables is an
integer valued function Wy : Fy — Z, defined as

Wily) = > (=1)/@ewy € Ty

z€Fy
A Boolean function f in an even number n of variables is called bent if
Wi(y)| = 2"

for all y € 5. The set of all bent functions in n variables is denoted by B,,.
A mapping ¢ of the set of all Boolean functions in n variables to itself is called isometric
if it preserves the Hamming distance between functions, that is,

dist(o(f), ¢(g)) = dist(f, 9)

for any f, g € F,.
Denote, following [6], the orthogonal group of index n over the field Fy as

O, ={LeGL(nF): LL" =1},

where LT denotes the transpose of L and I, is the identical matrix of order n over the
field TFs.
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3. The dual of a bent function

From the definition of a bent function it follows that there exists such ]7 € F, that for
any y € 5 we have

Wily) = (-1,

The Boolean function f defined above is called the dual function of the bent function f.
Thus, for any bent function in n variables its dual Boolean function is uniquely defined.
The duality of bent functions was introduced by Dillon [7].

3.1. Properties
Some basic known properties of dual functions are the following |[8]:
— Every dual function is a bent function.
— 1If fis dual to f and _f is dual to f, then f = f.
— The mapping f — f which acts on the set of bent functions, preserves the Hamming
distance.

There is the following connection between the algebraic degrees of a bent function and
its dual [9]:
n/2 — deg (]7)

n/2—deg(f)> deg<f>—1 :

Some results obtained for dual functions can be used in proving the results concerning
bent functions, in particular, the connection between ANF coefficients of a bent function
and its dual, see [10]:

X fw) = 200 — 22t 2 5 ),

=Y r<y®l

One of the most important problem in bent functions is to find the number of them.
A new approach to this problem was introduced in [11], see Section 4.1, and the following
hypothesis was formulated.

Hypothesis (Tokareva, 2011). Any Boolean function in n variables of degree not more
than n/2 can be represented as the sum of two bent functions in n variables, where n > 2
is an even number.

The review of partial results regarding this problem and also in favour of the Hypothesis
one can find in [12]. It was also proved in [13] that

Theorem 1 [13]. A bent function in n > 4 variables can be represented as the sum of
two bent functions in n variables if and only if its dual bent function does.

So, it follows that the mentioned Hypothesis with the decomposition problem, see
Section 4.1, can not be considered separately for a bent function and its dual.

It is worth noting that this Hypothesis is a counterpart of the Goldbach’s conjecture in
number theory unsolved since 1742: any even number n > 4 can be represented as the sum
of two prime numbers.

[sometric mappings of the set of all Boolean functions in n variables to itself which
preserve bentness and the Hamming distance between every bent function and its dual
were characterized in [14], namely it was proved that
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Theorem 2 [14]. An isometric mapping ¢ of the set of all Boolean functions in n
variables into itself preserves bentness and the Hamming distance between every bent
function and its dual if and only if ¢ has form

f(@) — f(L(z@c)) ®{cx)Dd xely, (1)

for some L € O, ¢ € Fy, wt(c) is even, d € Fy.
3.2. Self-duality

If a bent function f coincides with its dual it is said to be self-dual, that is, f = fv
A bent function which coincides with the negation of its dual is called an anti-self-dual,
that is, f = f@ 1. The set of (anti-)self-dual bent functions in n variables, according to [15],
is denoted by SB*(n) (SB™(n)).

Self-dual bent functions were explored in paper of C. Carlet et al. [16] in 2010, where
important properties and constructions were given. All equivalence classes of self-dual bent
functions in 2, 4 and 6 variables and all quadratic self-dual bent functions in 8 variables with
respect to a restricted form of an affine transformation (1), which preserves self-duality, were
also presented. Further, equivalence classes of cubic self-dual bent functions in 8 variables
with respect to the mentioned above restricted form of affine transformation one can find
in [17]. In [15], a classification of quadratic self-dual bent functions was obtained. The
upper bound for the cardinality of the set of self-dual bent functions was given in [18].
In [19, 20|, one can find new constructions of self-dual bent functions. In papers [21 23],
several families of self-dual bent functions from involutions were presented. A connection of
quaternary self-dual bent functions and self-dual bent Boolean functions was shown in [24].
In [25], it was proved that for n > 4 and any d € {2,3,...,n/2} there exists a self-dual
bent function in n variables of algebraic degree d.

In papers [14, 25, 26|, metrical properties of the sets of (anti-)self-dual bent functions
in n variables were studied. Below we briefly discuss some of them.

Recall that bent functions in 2k variables which have a representation

flz,y) = (z,7(y)) ® gly), =,yeb,

where 7 : F§ — F% is a permutation and g is a Boolean function in k variables, form the
well known Maiorana — McFarland class of bent functions [27]. Necessary and sufficient
conditions of (anti-)self-duality of bent functions from Maiorana — McFarland class are
known from [16]. Let the denotion SB},(n) stands for the set of self-dual Maiorana —
McFarland bent functions and SB},(n) for the set of anti-self-dual ones both in n variables.
In [26], the set of possible Hamming distance between such self-dual bent functions was
found.

Theorem 3 [26]. Let n >4 and f,g € SB},(n) USB,(n), then

1
dist(f, g) € {2“—1, on—1 (1 + 5) ,r=0,1,..,n/2 — 1} .

Moreover, if either f,g € SB}(n) or f,g € SBy,(n), then all distances are attainable, and
for any pair f € SB},(n) and g € SB,(n) it holds dist(f, g) = 2"'.

By analysis of the set of distances from Theorem 3, the minimal Hamming distance
between considered functions can be obtained.

Corollary 1. Let n > 4, then the minimal Hamming distance between (anti-)self-dual
Maiorana — McFarland bent functions is equal to 2772,
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Moreover, since the minimal Hamming distance between quadratic Boolean functions
in n variables (which correspond to codewords of the RM(2,n) code) is at least 272 |28],
the following fact holds.

Corollary 2. Let n > 4, then the minimal Hamming distance between quadratic bent
functions can be attained on (anti-)self-dual Maiorana — McFarland bent functions.

It is known that the minimal Hamming distance between bent functions in n variables
is 2/2 [5]. In [25], it was proved that this extremal value can be attained on (anti-)self-dual
bent functions.

Theorem 4 [25]. Let n > 4, then the minimal Hamming distance between distinct
(anti-)self-dual bent functions in n variables is equal to 2"/2.

In the case n = 2, there are only two self-dual Maiorana — McFarland bent functions,
namely f; (z1,72) = z129 and fo (1, 22) = x122 ® 1, and two anti-self-dual Maiorana —
McFarland bent functions, namely g1 (21, 22) = 122 & 11 B2 and ¢o (21, 22) = 112D 1 B
Do ® 1. It is clear that dist (f1, g1) = dist (fe, g2) = 4 = 2™ and dist (f1, g2) = dist (f2, 1) =
— 9=l

4. Iterative construction BZ

Let fo, f1, f2, f3 be Boolean functions in n variables. Consider a Boolean function g
in n 4 2 variables which is defined as

9(00,2) = fo(z), ¢(01,2) = fi(z), g(10,2) = fo(z), g¢(11,2) = fs(x), v €.

It is known (Preneel et al., 1991; see also [11, 29]) that under condition fo, f1, f2, f3 € B,
the mentioned function ¢ is a bent function in n + 2 variables if and only if

fhehohefh=1,

that gives the construction of a bent function in n + 2 variables through the concatenation
of vectors of values of four bent functions in n variables [30].

Following N. Tokareva [11], we will refer to bent functions obtained by this construction
as bent iterative functions (BZ) and denote the set of such bent functions in n variables
by BZ,.

In [31], the comparison of cardinalities of different known iterative constructions of bent
functions in n < 10 variables was presented and the class BZ had the biggest cardinality
among them.

According to [29], there exist bent functions from Maiorana — McFarland class [27]
and from the class PS (Partial Spreads) [7] that can not be represented as bent iterative
functions. Also, from paper [32] on nonnormal bent functions, it follows that there exist
bent functions in BZ,, that are nonequivalent to Maiorana — McFarland bent functions.

4.1. Lower bounds on the cardinality
and related open problem

In paper [11], some possible methods for calculating the number of bent iterative
functions were shown.

Theorem 5 [11]. For any even n > 4

BZnl = > > [(Baz® )N (Bu2z® f)].

J'€Bn—2 f"EBn—2



24 A. V. Kutsenko, N. N. Tokareva

Denote X,, = {f@® h: f,h € B,} and consider the system {Cy: f € B,} of its subsets

defined as Cy = B,, ® f. So
X, = U Cy.
feBn

Let ¢ be an element of X,,. The number of subsets Cy that cover v, according to [11], is
called multiplicity of ¢ and is denoted by m(v). One can notice that if ¢ is covered by C,
then it is covered by any set C'y/, where f’ is obtained from f by adding an affine function.

In [11], the exact number of bent iterative functions through the multiplicities was
obtained.

Theorem 6 [11]. For any even n > 2,

BLoio| = 3 m*(¢).

wECf

So in order to evaluate |BZ,, 2| (and then |B,2|) we have to study the set X,, and the
distribution of multiplicities for its elements. Such an analysis, as shown in [11], gives the
following lower bound.

Theorem 7 [11|. For any even n > 2,

’Bn+2|4
| Xal

< |BZnta| < [Bnyal -

Thus, for calculating the exact number of bent iterative functions, one has to study the
structure of the set X,,. So we come to a new problem statement.

Open problem: bent sum decomposition (Tokareva, 2011). What Boolean
functions can be represented as the sum of two bent functions in n variables? How many
such representations does a Boolean function admit?

The related Hypothesis was previuosly mentioned in the Section 3.1.
4.2. Self-dual bent iterative functions

The set of (anti-)self-dual bent functions from BZ, is further denoted by SBj (n)
(SBZ_SI(R))‘

In paper [25], the necessary and sufficient conditions of self-duality of bent iterative
functions were studied, namely, the following result was obtained: taking constant
function h, we can obtain two constructions of self-dual bent iterative functions in n -+ 2
variables.

Theorem 8 [25]. Let g € BZ,+2. Then g is self-dual bent if and only if there exists
such pair of functions g1, go € B,,, that

fo=(1®g2) h® g1 = ga,
=@ @ g)h® g =g Dh,
fo=(1®g)h® g ®h=n0,

=1 @@p)hdgdhdl=0pdhdl,

where the function h € F,, is uniquely defined by a pair of bent functions gy, g2, namely:

h=g1®qn® g P go.



Metrical properties of the set of bent functions in view of duality 25

Two iterative constructions of self-dual bent functions immeditely follow from Theorem 8§,
as it was shown in [25].

Corollary 3. Functions

112 2) = @ © ) (£(2) @ F(2)) @ f(2) © yige,
T (1,02, 2) = (Y1 ® v2) (p(z) B w(x)) ® p(x) By B asys B y1yo,

where y1,y2, 1,00 € Fo, 0 D = 1, € F}, f € B, ¢ € SBT(n), w € SB™(n), are
self-dual bent functions in n 4 2 variables.

The first construction (for f’) was earlier presented in [16] as an example of the
construction which uses the indirect sum of bent functions, see [8]. It is worth noting that
the second construction (for f”) can also be obtained from indirect sum of bent functions.

Since these constructions do not intersect, the sum of their cardinalities provides a lower
bound for the cardinality of the set of self-dual bent iterative functions [25].

Corollary 4. |B, |+ |[SB*(n — 2)|* < [SBfiz(n)| < |Baaf”
43. The dimension of linear span of sign functions
of self-dual bent functions
Let H,, = HP" be the n-fold tensor product of the matrix H; with itself, where

1 1
m=(; 1)

It is known the Hadamard property of this matrix:
H,H' = 2"I5n.

Denote #,, = 2-"/?H,,. In terms of sign functions, the function f € F, is bent if for its
sign function F it holds H, F € {£+1}*".

Recall that a non-zero vector v € C" is called an eigenvector of a square n x n matrix A
attached to the eigenvalue A € C if Av = Av. A linear span of eigenvectors attached
to the eigenvalue A is called an eigenspace associated with A. Consider a linear mapping
1 : C" — C" represented by a n x n complex matrix A. A kernel of ¢ is the set

Ker(¢) ={z €C": Az =0€C"},

where 0 is a zero element of the space C".

From the definition of self-duality it follows that sign function of any self-dual bent
function is the eigenvector of H, attached to the eigenvalue 1, that is an element
from the subspace Ker(H, — Isn) = Ker (Hn —2"/2]2n). The same holds for a sign
function of any anti-self-dual bent function, which obviously is an eigenvector of H,
attached to the eigenvalue (—1), that is, an element from the subspace Ker (H,, + lon) =
Ker (Hn + 2"/212n).

In [16], an orthogonal decomposition of R*" in eigenspaces of H,, was given:

R*" = Ker (H, + 2"*I5.) @ Ker (H, — 2"/?I5n) (2)

where the symbol & denotes a direct sum of subspaces.
It is known that

dim (Ker (Hn + 2”/2]2n)) = dim (Ker (Hn — 2"/212n)) = on-t
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where dim(V) is the dimension of the subspace V' C R?". Moreover, from symmetricity
of H,, it follows that the subspaces Ker (Hn — 2”/212n) and Ker (Hn + 2"/212n) are mutually
orthogonal.

In [25], it was proved that

Theorem 9 [25]. If n > 4, then:

— among sign functions of self-dual bent functions in n variables there exists a basis
of the eigenspace of the matrix H, attached to the eigenvalues 1, that is, the
subspace Ker (H,, — 2"/%I5.);

— among sign functions of anti-self-dual bent functions in n variables there exists a basis
of the eigenspace of the matrix H, attached to the eigenvalues (—1), that is, the
subspace Ker (Hn + 2”/212n).

It is worth notice that there exists an example of basis which consists of sign functions
of self-dual bent iterative functions provided by two constructions of self-dual bent iterative
functions obtained by Theorem 8. Given the basis for self-dual case, the basis for anti-self-
dual case can be obtained by using one of bijections from Theorem 20.

5. Metrical complement and regularity

In this section, we give results regarding notable metrical property of a subset of Boolean
cube called metrical regularity. The sets of affine Boolean functions and bent functions
possess it. The sets of self-dual and anti-self-dual bent functions in n > 4 variables are
also mutually maximally distant. That implies metrical duality, in some sence, between the
considered pairs of subsets of Boolean functions.

Regarding that, some essential and intriguing questions arise: for instance, are there
any pairs of metrically regular subsets inside the metrically regular set of bent functions
in n variables? If additionally, in order to exclude some trivial cases, we consider only
the subsets which include functions together with their negations, the maximal Hamming
distance from the considered sets is at most 2", Are there any pairs of metrically regular
subsets with additional mentioned requirement such that the distance between them is
exactly 277!, that is, they would be extreme?

5.1. Definitions

Let X C 7} be an arbitrary set and let y € FJ be an arbitrary vector. Define the
distance between y and X as dist(y, X) = ml)I(l dist(y, ). The maximal distance from the
re

set X is
d(X) = maxdist(y, X).
yeFry
In coding theory this number is also known as the covering radius of the set X. A vector
z € FY is called mazimally distant from a set X if dist(z, X) = d(X). The set of all
maximally distant vectors from the set X is called the metrical complement of the set X

and is denoted by X [33]. A set X is said to be metrically reqular if X = X. Define,
following N. Tokareva [2|, a subset of Boolean functions to be metrically regular if the set
of corresponding vectors of values is metrically regular.

Sets of functions which have maximum distance from partition set functions were studied
in [34], it was shown that partition set functions defined by some partition are mutually
maximally distant sets. Lower bound on size of the largest metrically regular subset of the
Boolean cube was studied in [35].
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52. The set of bent functions
Let GA(n) denote an affine group.

Proposition 1. Any isometric mapping of the form
f@) — f(Az @) & (c,7) D d,

where A € GL(n), b,c € F, d € Fy, preserves bentness.
In [36], the following theorem was proved.

Theorem 10 [36]. For each non-affine Boolean function h € F,, there exists a bent
function f € B,, such that f & h is not bent.

From Proposition 1 and Theorem 10 it follows that the set of bent functions is closed
under addition of affine Boolean functions only. This fact implies that the affine functions
are precisely all Boolean functions which are at the maximum distance from the class of
bent functions. Namely, in [36] it was shown that

Theorem 11 [36]. A Boolean function in n variables is

— a bent function if and only if it has the maximal possible distance 2"~ — 2"/271 to the
set of all affine functions, that is it is an element of A,,;

— an affine function if and only if it has the maximal possible distance on=l _ gn/2=1 ¢4
the set of all bent functions, that is it is an element of B,,.

Thus, from the results given in [36], it follows that there exists a duality, in some sense,
between the definitions of bent functions and affine functions. In particular, we obtain
metrical regularity of the sets of affine functions and bent functions.

Corollary 5.

1) The set A, of all affine Boolean functions in n variables is metrically regular.
2) The set B, of all bent functions in n variables is metrically regular.

5.3. The set of (anti-)self-dual bent functions

For any (anti-)self-dual bent function f € SB™(n) its negation f @ 1 is also (anti-)self-
dual bent [16, 17|. Moreover, from the results presented in [14], it follows the counterpart
of Theorem 10 for the (anti-)self-dual case, namely:

Theorem 12. For each non-constant Boolean function h € F,, there exists a self-dual
bent function f € SB™(n) such that f@h is not self-dual bent. Anti-self-dual bent functions
possess the same property.

Thus, it follows that the set of (anti-)self-dual bent functions is closed only under
addition of 1, that is, taking the negation of the function.

From the fact that considered set is closed under addition of 1, it follows that the
maximal Hamming distance from the set SB*(n) is at most 2"~1. It was proved by Carlet et
al. in [16] that the Hamming distance between any pair of self-dual and anti-self-dual bent
functions, both in n variables, is equal to 2"~!. So we have

d (SB*(n)) = 2",

and all anti-self-dual bent functions in n variables belong to the metrical complement of
the set of self-dual bent functions in n variables.

In paper [25], the metrical complement of the set of (anti-)self-dual bent functions in
n > 4 variables was completely characterized by using the orthogonal decomposition (2)
and existence of the basis provided by the Theorem 9.
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Theorem 13 [25|. Let n > 4, then a Boolean function in n variables is:

— self-dual bent if and only if it has the maximal possible distance 2"~! to the set of all

—

anti-self-dual bent functions, that is, it is an element of SB™(n);
— anti-self-dual bent if and only if it has the maximal possible distance 2"~! to the set of

all self-dual bent functions, that is, it is an element of SB™(n).

As for the pair of the sets of bent functions and affine functions, it follows that there
also exists a duality between the sets of self-dual and anti-self-dual bent functions in n > 4
variables.

The case n = 2 was considered explicitly and it appeared that both SB*(2) and SB™(2)
are metrically regular sets. From that and the Theorem 13 it follows

Corollary 6.

1) The set SB*(n) of all self-dual bent functions in n variables is metrically regular.
2) The set SB™(n) of all anti-self-dual bent functions in n variables is metrically regular.

6. The group of automorphisms

Study of automorphism groups of mathematical objects deserves attention since these
groups are closely connected with the structure of the objects. There exists a natural
question: how groups of automorphisms of two mathematical objects, one of which is
embedded to another one, are related.

An example of such a problem statement is the set of bent functions in n variables and
one of its significant subclasses which consisits of self-dual bent functions in n variables.

It is also worth mentioning that the complexity of classification of combinatorial objects
depends on generality of the approach. Consequently, the question “if the common approach
to classify (self-dual) bent functions is the most general within automorphisms of the set of
Boolean functions’, arises naturally.

6.1. Isometric mappings and automorphism groups

Recall that a mapping ¢ of the set of all Boolean functions in n variables to itself is
called isometric if it preserves the Hamming distance between functions. Following [14],
denote the set of all isometric mappings of the set of all Boolean functions in n variables
to itself by Z,,.

It is known (A. A. Markov, 1956) that every isometric mapping of all Boolean functions
in n variables to itself has the unique representation of the form

f(x) — f(x(x)) @ g(x), (3)

where 7 is a permutation on the set F4 and g € F,, [37]. The mapping of this form is
denoted by .4 € Z,.

The group of automorphisms of a fixed subset M C F,, is the group of isometric
mappings of the set of all Boolean functions in n variables to itself preserving the set M.
It is denoted by Aut (M).

6.2. Matrix representation

For the number k € {0,1,...,2" — 1}, denote by v € F4 its binary representation.

Recall that a square matrix is called monomial (or generalized permutation matriz) if it
has exactly one nonzero entry in each row and each column.

The following one-to-one correspondence between the set Z,, and the set of monomial
matrices of order 2" with nonzero elements from the set {£1} was used in [14]. In more
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detail, let ¢, , € Z,, be an arbitrary isometric mapping. Then, for any f € F,, and its sign

function
F = ((=1)/M0) (=)0 (1) o)) e {213

the sign function

- ((_Df/(w)), (1) (_1)f’(in_1)) e {1}

of f' = pry(f) € F, can be expressed as F' = AF, where A is the 2" x 2" monomial
matrix, constructed by the permutation 7= and the function g:

in which in the i-th row a nonzero element (—1)90i-1) is in the j-th column, where (j — 1) is
a number with binary representation 7 (v;_1). So the i-th component of F' = AF is equal to

(_1)f’(v1-_1) — (_1)f(7f(Vi—1))(_1)9(Vi—1) — (_1)f(7T(Vi—1))EB9(Vi—1)

for any ¢ € {1,2,...,2"}, that is, equivalent to f'(x) = f (7 (z)) ® g (z), € F}.
6.3. The group of automorphisms of the set of bent functions

Some attempts to determine the automorphism group of a given bent function were
undertaken by U. Dempwolff in 2006 [38|. Results were presented in terms of elementary
Abelian Hadamard difference sets (equivalently, bent functions).

A natural question whether there exist isometric mappings of Boolean functions into
itself, distinct from those mentioned in Proposition 1, which preserve the class of bent
function, was completely solved in paper [39]|. It was proved that there were no other
mappings possessing such a property. Namely, by using the Theorem 11 in view of the
duality, the following coincidence was shown.

Theorem 14 [39]. Aut (B,) = Aut (A4,).

The group of automorphisms of the set of all affine functions in n variables consists, as
it is well known, of mappings of the form (3) with affine permutation 7 and affine shift g,
see, for example, [28]. Note that the set of all affine functions in n variables forms a group
isomorphic to F5*!. Let the symbol x stands for the semidirect product, then the result is
formulated as follows.

Theorem 15 [39]. Aut (B,) = GA(n) x Fy*!.
These results imply the non-existence of a more general approach to equivalence of bent
functions than that on the base of isometric mappings.
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6.4. The group of automorphisms
of the set of (anti-)self-dual bent functions

In [16], the following problem was pointed.

Open question (Carlet, Danielson, Parker, Solé, 2010): to find mappings preserving
self-duality, distinct from the known ones, or give a proof that there are no more.

In [14], this question was resolved within isometric mappings of the set of all Boolean
functions in n > 4 variables into itself.

First, there is the problem of how the sets of isometric mapping preserving self-duality
and anti-self-duality or, in other words, groups of automorphisms of the sets SB™(n)
and SB™ (n) are related. This problem was solved in [14], where with a use of the orthogonal
decomposition (2) and the basis from the Theorem 9 it was proved

Theorem 16 [14]. If n > 4, then Aut (SB*(n)) = Aut (SB™(n)).
In [14], the criterion of preserving self-duality was also presented.

Theorem 17 [14]. If n > 4, then isometric mapping ¢ 4 belongs to Aut (SB*(n)) if
and only if, for any x,y € F7, it holds

(m(z),y) @ g(z) = (z,7 ' () B g (v (y)) -

In matrix terms the criterion can be formulated as AH,, = H, A, where A is the matrix
which represents the mapping ¢ ,.

The problem of characterization mappings which preserve self-duality was studied
in [16, 17], where it was shown that the mapping (1) preserves self-duality of a bent function,
in other words, it is an element of Aut (SB*(n)). It is obvious that this mapping is isometric
and corresponds to ¢, , € Z,, with

m(x)=L(z&c), gx)={c,x)®d, €Ty,

where L € O, c € F}, wt(c) is even, d € Fy. The group which consists of mappings of such
form is called an extended orthogonal group and denoted by O,, [17, 40|. It is known that
this group is a subgroup of GL (n + 2,F3) [17].

In paper [14], known results were generalized within isometric mappings from the set Z,,
for n > 4. Namely, by using the criterion from Theorem 17 and the matrix representation of
isometric mappings (see Section 6.2), it was proved that the desired group of automorphisms
coincides with the extended orthogonal group.

Theorem 18 [14|. For n > 4,
Aut (SB*(n)) = Aut (SB™(n)) = O,.

It follows that the classification of self-dual bent functions in n > 4 variables based on
the restricted form of affine equivalence proposed in [16, 17| is the most general isometric
mapping of the set of all Boolean functions in n variables into itself.

7. Isometric mappings and duality

In this Section, we discuss results from [14] on characterization of isometric mappings
which define bijections between self-dual and anti-self dual bent functions, and description
of isometric mappings which preserve or change the sign of the Rayleigh quotient of a
Boolean function.
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71. Isometric bijections between self-dual
and anti-self-dual bent functions

It is known [16] that there exists a bijection between SB¥(n) and SB™(n), based on the
decomposition of sign functions of (anti-)self-dual bent functions. Also, note that from the
existence of such bijection it follows that |SB¥(n)| = [SB™(n)|.

Namely, let (Y,Z2) € {£1}*", where Y, Z € {i1}2n_1, be a sign function for some
f € SB*(n). Then a vector (Z,—Y) € {£1}*" is a sign function for some function from
SB™(n). In terms of isometric mappings, this transformation can be represented as

f(x) — flz®c) @ (e ),

where ¢ = (1,0,0,...,0) € Fj.
In [15], it was mentioned that the more general form of this mapping

f@) — [x@c) @ (cn),

where ¢ € F}, wt(c) is odd, is a bijection between SB*(n) and SB™(n). It is obvious that
this mapping is an element from Z,,.

In [14], these results were generalized within isometric mappings from the set Z,, for
n > 4.

The criterion of bijectivity between self-dual and anti-self-dual bent functions was
obtained in [14] with a use of the orthogonal decomposition (2) and the basis from
the Theorem 9.

Theorem 19 [14]. Let n > 4, then isometric mapping ¢, , € Z,, is a bijection between
SB*(n) and SB™(n) if and only if, for any z,y € F%, it holds

(r(2),y) ® g(z) = (z,7 () @ g (7 (y)) ® 1.

By using this criterion, in [14] the general form of considered isometric bijections was
found.

Theorem 20 [14]. For n > 4, isometric mapping ¢., € Z, is a bijection between
SB*(n) and SB™(n) if and only if

m(x)=L(z®c), g(x)={c,x) ®dd, =€y,

where L € O, ¢ € F}, wt(c) is odd, d € Fs.

Thus, from Theorems 18 and 20 we can conclude that if we take a mapping from the
group O,, and replace the vector ¢ € F} by a binary vector of length n with an odd Hamming
weight, then we switch the mapping from the “automorphism mode” to the “bijection mode”
between the sets SB* (n) and SB™(n).

72. Isometric mappings and the Rayleigh quotient

In [16], the Rayleigh quotient Sy of a Boolean function f € F,, was defined as
Sp= Y (_1)f(m)®f(y)®<m7y> =y (—1)f(y)Wf(y).

z,y€fy y€eFy

In a scope of bent functions, the Rayleigh quotient characterizes the Hamming distance
between a bent function and its dual. Indeed, let f € B,,, then

_ ~ e 1 oy 1
dist(f, f) =2 1_st=2 I—ENf.
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In [16], it was proved that, for any f € F,,, the absolute value of S; is at most 231/2 with
equality if and only if f is self-dual (+2°"/2) and anti-self-dual (—2*"/2) bent function. That
is, the maximum (minimum) value of the Rayleigh quotient of a Boolean function in an
even number of variables is attainable on self-dual (anti-self-dual) bent functions and only
them, thus providing a criterion for (anti-)self-duality in terms of the Rayleigh quotient
values.

In [40], the operations on Boolean functions that preserve bentness and the Rayleigh
quotient were given. Namely, it was proved that, for any f € B,,, L € O,,, c € F}, d € Ty,
the functions g, h € B, defined as g(z) = f (Lz) & d and h(x) = f(x & ¢) ® (¢, z) provide
N, = N; and Nj, = (—1)© Ny,

The mentioned operations are isometric mappings from Z,,. The complete characterization
of isometric mappings that preserve the Rayleigh quotient as well as change it was given
in [14].

Theorem 21 [14]. If n > 4, then isometric mapping ¢, , € Z, preserves the Rayleigh
quotient of every Boolean function in n variables if and only if ¢, , € Aut (SB+(n)).

Theorem 22 [14]. If n > 4, then isometric mapping ¢, , € Z,, changes the sign of the
Rayleigh quotient of every Boolean function in n variables if and only if it is a bijection
between SBT(n) and SB™(n).

In a scope of bent functions, the Rayleigh quotient characterizes the Hamming distance
between a bent function and its dual. Indeed, let f € B,,, then

~ S
: _ on—1 f
dist(f, f) =2""" — pryTsE

So from Theorem 21 we immediately have that general form of isometric mappings
preserving the Hamming distance between every bent function and its dual is described by
the extended orthogonal group O,, (see Theorem 2).

8. Conclusion

In this paper, we have given a review of metrical properties of the set of bent functions
and its subset of functions which coincide with their duals. The group of automorphisms and
metrical complements of these sets are described. We also reviewed some general metrical
properties of the set of self-dual bent functions and considered an iterative construction
of bent functions. Some relevant open problems and hypothesis on bent functions were
discussed.

An interesting question is the characterization of isometric mappings preserving bentness
and self-duality, that are beyond the automorphisms of the set of all Boolean functions.

The solution of the problems, that were considered in this review, with regard to different
generalizations of bent functions that is study of metrical properties and the duality as well
as self-duality in this scope, is a goal worth pursuing.
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This review deals with the metric complements and metric regularity in the Boolean
cube and in arbitrary finite metric spaces. Let A be an arbitrary subset of a finite
metric space M, and A be the metric complement of A — the set of all points of M
at the maximal possible distance from A. If the metric complement of the set A
coincides with A, then the set A is called a metrically reqular set. The problem of
investigating metrically regular sets was posed by N. Tokareva in 2012 when studying
metric properties of bent functions, which have important applications in cryptography
and coding theory and are also one of the earliest examples of a metrically regular
set. In this paper, main known problems and results concerning the metric regularity
are overviewed, such as the problem of finding the largest and the smallest metrically
regular sets, both in the general case and in the case of fixed covering radius, and the
problem of obtaining metric complements and establishing metric regularity of linear
codes. Results concerning metric regularity of partition sets of functions and Reed —
Muller codes are presented.

Keywords: metrically reqular set, metric complement, covering radius, bent function,
deep hole, Reed — Muller code, linear code.

1. Introduction

The problem of investigating and classifying metrically reqular sets was posed by
N. Tokareva |1, 2] when studying metric properties of bent functions [3|. A Boolean function
in even number of variables is called a bent function if it is at the maximal possible distance
from the set of affine functions.

Bent functions have various applications in cryptography, coding theory and
combinatorics |2, 4, 5|]. In cryptography, bent functions are valued because of their
outstanding nonlinearity, which helps to construct S-boxes for block ciphers with high
resistance to linear cryptanalysis, and, as it turned out, good diffusion properties and high
resistance to differential cryptanalysis [5]. Bent functions were also used in the construction
of the stream cipher Grain, being a part of a nonlinear feedback shift register [2]. From the
coding theory standpoint, bent functions form the set of points at the maximal possible
distance from the Reed —Muller code of the first order RM(1,m) in even number of
variables m. Bent functions are used to construct Kerdock codes, which are optimal and have
large code distances (see more in [5]). Bent functions also have a number of representations

!The work was carried out under the state contract of the Sobolev Institute of Mathematics (project
no. 0314-2019-0017) and supported by RFBR (projects no. 18-07-01394, 19-31-90093) and Laboratory of
Cryptography JetBrains Research.
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and relations to different combinatorial objects: Hadamard difference sets, block designs,
etc. |2, 5.

However, many problems related to bent functions remain unsolved; in particular, the
gap between the best known lower and upper bound on the number of bent functions is
extremely large; currently known constructions of bent functions are rather scarse.

In 2010 [6], N. Tokareva has proved that, like bent functions are maximally distant from
affine functions, affine functions are at the maximal possible distance from bent functions,
thus establishing the metric regularity of both sets. Combined with the importance of bent
functions in cryptography and coding theory, this arouses the interest in studying the
property of metric regularity and in the classification of metrically regular sets.

This paper deals with the metrically regular sets in the Boolean cube and in arbitrary
finite metric spaces. Published results concerning the topic, as well as some currently
unpublished, are overviewed.

Section 2 provides necessary basic definitions, simple examples of metrically regular
sets and some of their trivial properties. Section 3 describes the results of Stanica, Sasao
and Butler [7] concerning metric complements and metric regularity of partition sets of
functions. Section 4 deals with the problem of finding the smallest and the largest metrically
regular sets, both in general and in the case of fixed distance between sets [8]. Strongly
metrically regular sets are introduced in Section 5 as a subclass of metrically regular sets.
These allow one to obtain iterative constructions of metrically regular sets and get an
estimate on how big the largest metrically regular set with fixed covering radius can be [9].
Section 6 touches upon the problem of describing metric complements and establishing
metric regularity of linear codes. General results are presented, and the metric regularity
of several families of Reed — Muller codes is established [10, 11].

2. Preliminaries
21. Definitions

Let M be a finite discrete metric space with a metric d(-, -), which admits values from a
set D. From now on, every space mentioned in the paper will be a finite discrete metric space.
Let X C M be an arbitrary subset of the space (in this paper, whenever the symbol “C” is
used, it will imply a nonempty proper subset) and y € M be an arbitrary point. The distance
d(y, X) from the point y to the set X is equal to gél)l(l d(y,x). The covering radius of the

set X is defined as follows:
p(X) = maxd(z, X).

zeM
A set X with the covering radius r is also sometimes called a covering code [12] of radius r.
Consider the following set

{ye M :d(y, X) = p(X)}
of all vectors at the maximal possible distance from the set X. This set is called the metric

complement [10] of X and is denoted by X. If X = X, the set X is said to be metrically
reqular [1].

Note that metrically regular sets always come in pairs, i.e. if A is a metrically regular
set, its metric complement A is also a metrically regular set. In this paper, a pair consisting
of a metrically regular set A and its metric complement B = A will sometimes be referred
to as “a pair of metrically regular sets A, B”.

Throughout the paper, we will mostly consider the metric space F of binary vectors
of length n equipped with the Hamming metric. The Hamming distance dy(-,-) between
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two binary vectors is defined as the number of coordinates in which these vectors differ,
while wt(-) denotes the Hamming weight of a vector, i.e., the number of nonzero values it
contains. Since Fy is a field, F is also considered as a vector space with the plus sign “+”
denoting addition of vectors modulo two. A Boolean function in m variables is an arbitrary
mapping from F7' to Fs.

22. Examples and basic results

Let us consider some simple examples of metric complements and metrically regular
sets in the space 7.

1) Let X = {z} be the set consisting of one binary vector. It has covering radius n and
its metric complement is the set X = {x + 1}, consisting only of the opposite vector

(here 1 is the all-ones vector). It follows that X=X , so X is a metrically regular
set.

2) Consider a ball of radius r centered at x, i.e., X = {y € F} : d(x,y) < r}. Then the
vector x + 1 will be at the distance n —r from the set X, while any other vector will
be at a smaller distance. Therefore, the covering radius of X is equal to n — r and

its metric complement is the set X = {4 1}. Then X = {z}, which shows us that,
unless 7 = 0, the ball of radius r is not a metrically regular set.

For other examples of metric complements and metrically regular sets the reader is
referred to [8—10].

Let us return to an arbitrary metric space M with a metric admitting values from a
set D and present some basic results concerning metric regularity.

An automorphism of a set X C M is an isometric mapping from M into M which
maps X into itself. The following result [10] is straightforward from the definition of metric
regularity, and is also described in |6, 1| for affine/bent functions.

Theorem 1 [10]. Let X C M be a metrically regular set. Then sets of automorphisms
of X and X coincide: Aut(X) = Aut()?).

As we could see from examples, not every set is metrically regular, which means that
we can apply the procedure of taking metric complement more than twice and obtain new
sets. It has been proven [10] that this process stabilizes for any set after not more than
|D| — 1 repetitions.

Proposition 1 [10]. Let X be an arbitrary subset of M. Let us denote X, = X,
Xiy1 = )?k for k > 0. Then there exists a number N < |D| — 1 such that X, is a metrically
regular set for any n > N.

Using this proposition, we can, for example, split the set 2™ of all subsets of M into
equivalence classes, and call two sets XY C M equivalent if and only if the pair of
metrically regular sets A, A*, which we obtain from the set X by repeatedly obtaining metric
complement as in Proposition 1, coincides with the pair of metrically regular sets B, B*
which we obtain from the set Y. How would the equivalence classes look? The description
has not yet been given.

Proposition 1 is also useful when conducting experiments with metrically regular sets
using computers.

3. Partition sets of functions

In [7], authors introduce the notion of partition sets of functions and study their metric
complements and metric regularity.



38 A. K. Oblaukhov

A set S of Boolean functions in m variables is said to be a partition set with respect
to a partition U of the set F7', if the elements in the same block of ¢/ all map to 0 or all
map to 1, and all combinations of assignments to the blocks are included in S. Partition
set functions include, for example, symmetric functions, rotation symmetric functions, self-
anti-dual-functions and linear structure functions.

The following theorem presents the main result of [7], describing the covering radius
and the metric complement of a partition set of functions.

Theorem 2 [7]. Consider a partition set of functions S, and let us denote the covering
radius of § as ps. Let Ns be the number of Boolean functions at distance ps from S. Then,

A A S

where k; is the cardinality of the i-th block of the [ blocks in partition U.
The proof of the theorem is constructive and gives an explicit description of the metric

complement S. From this description, the equality S=38is trivially established, showing
that all partition sets of functions are metrically regular.

The authors then proceed to investigate special cases of partition sets of functions,
namely, symmetric and rotation symmetric functions. They calculate covering radii for
both of these sets, give characterization for the set of maximally asymmetric functions (the
metric complement of the set of symmetric functions) and calculate the number of such
functions. They also study the weight distribution of maximally asymmetric functions, as
well as their algebraic degrees, and provide a classification of all functions with respect to
the distance from the set of symmetric functions. For details, the reader is referred to [7].

4. Largest and smallest metrically regular sets

Let us return to affine and bent functions. Since the gap between the best known upper
and lower bounds on the size of the set of bent functions is so large, it is interesting
to investigate possible cardinalities of metrically regular sets, particularly, the extreme
cardinalities, in an attempt to improve known bounds. The paper [8] focuses on the problem
of finding the largest and the smallest metrically regular sets.

4.1. General problem

In the Boolean cube Fj with the Hamming distance, any smallest metrically regular
set has cardinality 1, as can be seen from the simplest example X = {z}, € F3. For the
largest metrically regular set the solution is not so trivial. The following theorem reduces
the general problem to a special case.

Theorem 3 [8]. Let A, B C F} be a pair of metrically regular sets, i.e., A = E, B =A.
Then there exists a pair of metrically regular sets A*, B* at distance 1 from each other such
that either A C A*, B C B*, or both A,B C A*.

The Theorem 3 tells us that for each metrically regular set in the Boolean cube there
exists a metrically regular superset with the covering radius of 1. Therefore, the covering
radius of the largest metrically regular set in the Boolean cube is equal to 1. Since for any
set A with p(A) = 1 it holds AU A = F%, the largest metrically regular set is the metric
(and ordinary) complement of the smallest metrically regular set with the covering radius
equal to 1.

The problem is reduced further by the following fact.

Proposition 2 [§8]. If ¢ C F% is a minimal covering code of radius 1, then C' is
metrically regular.
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It follows from the Proposition 2 that any smallest covering code of radius 1 is also
a smallest metrically regular set with the covering radius 1. Combined with Theorem 3,
this shows that the problem of finding the largest metrically regular set is equivalent to
the problem of finding the smallest covering code of radius 1. This is an open problem of
coding theory [12] and is solved mostly for particular cases and small dimensions.

Proposition 2 is conjectured to hold true for larger values of the covering radius, however,
this has not been proved yet.

Conjecture 1 [8]. If C' C F} is a covering code of radius r of minimal size, then C is
metrically regular.

The conjecture was computationally checked [8] for several minimal covering codes with
n = 2r+3, 2r+4, where r equals 2 or 3. Constructions of these codes can be found in [13, 14].

42. Fixed distances

As we see from the previous subsection, the general problems of finding the largest and
the smallest metrically regular sets are reduced to the cases when the covering radius is
trivial (equal to either 1 or n). However, the set B, of bent functions in m variables has
the covering radius 2™ — 2™/271_ In [8], the sizes of the sets at a fixed distance r from
each other are considered. Theses sizes are estimated nondirectly, through estimating the
size of the union of two metrically regular sets, maximally distant one from another. Let
us return to the general finite metric space M with a metric d(-,-) admitting values from a
set D. Then, the following bound holds.

Theorem 4 [§8]. Let A,B C M be a pair of metrically regular sets at distance r € D
from each other, and let C} be the size of the largest sphere of radius £ € D in M. Then

2| M]|
14+ > Cy

keD
k<r

Al +[B| =

This bound is very similar to the sphere-packing bound on the size of a code, well-known
in the coding theory. In the case when the space M is Fy with the Hamming metric, the
bound becomes:

Corollary 1. Let A,B C F} be a pair of metrically regular sets at distance r from

each other. Then
2n+1

w50

5. Strongly metrically regular sets

Al +[B| =

5.1. Preliminaries

Metrically regular sets are defined by their outstanding metric properties, but a lot of
them possess even more regularity. In order to investigate largest and smallest metrically
regular sets further, the notion of a strongly metrically regular set was introduced in [9].

Let A C F% be a set with the covering radius r. The set A is called strongly metrically
regular, if for any vector x € F% it holds

d(z, A) + d(z, A) = r.

In other words, any vector of the Boolean cube belongs to some shortest path from the
set A to the set A. It is clear from the definition that any strongly metrically regular set is
metrically regular.
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The following pair of metrically regular sets gives us a simple example: A = {0}, A= {1}.
Any vector z € [} with the Hamming weight %k is at distance k from the set A and at
distance (n — k) from the set E, so the sum of both distances is equal to n, which is the
covering radius of these sets.

But not all metrically regular sets are strongly metrically regular. One of the problems of
the International Cryptographic Olympiad NSUCRYPTO 2016 [15] was to find a metrically
regular set which is not strongly metrically regular (or prove that such set does not exist),
and several contestants managed to find a solution. The smallest known example of such a
set is contained in the Boolean cube of dimension 7.

Let A be an arbitrary subset of the Boolean cube Fj. The layer representation of Fj
with respect to the set A is the sequence of layers defined as follows:

A, ={z €Ty :d(zx,A) =k}, k=0,1,...,r,

where 7 is the covering radius of A. Using layer representation, strongly metrically regular
sets can alternatively be defined as follows:

Proposition 3A[9]. Set A is strongly metrically regular if and only if for any & from 0
to r it holds A, = A,_j, where r is the covering radius of both sets.

It is easy to see that completely regular codes [16| are strongly metrically regular.
The converse is not true: an example of a strongly metrically regular set which is not a
completely regular code is the set A = {(000), (011),(111)} in F3.

5.2. Iterative constructions
In [9], several iterative constructions of strongly metrically regular sets are obtained.

Theorem 5 [9]. Let A be a strongly metrically regular set with the covering radius r.
Then C'= AU A is also a strongly metrically regular set.

Then this theorem is generalized to obtain more iterative constructions of strongly
metrically regular sets.

Theorem 6. Let A be a strongly metrically regular set with the covering radius r > 0
(case r = 0 is trivial). Let iy,...,is be a sequence of indices satisfying 0 < i1 <13 < ... <

<is_1 < is < 1. Then the union C' = U A;, is a strongly metrically regular set if and only

if there exists a number p > 0 such that all the following conditions are satisfied:
1) for any k € {1,...,s — 1} the distance (ix41 — ix) is equal to 1, 2p or 2p + 1;
2) forany k € {2,...,s—1} at least one of the distances (ix+1 —ig), (ix —ix—1) is greater
than 1;
3) iy is either p or 0, and if 7; = 0, then iy —i; = 2p or 2p + 1 if iy exists;
4) i is either r — p or r, and if iy = r, then iy — i1 = 2p or 2p + 1 if i, exists;
The number p is the covering radius of C.

Theorem 6 allows one to construct many new strongly metrically regular sets with
smaller covering radii given a strongly metrically regular set with the covering radius r.
For example, consider a strongly metrically regular set with the covering radius 20. Then,
if we take the union of layers with indices {2, 3,7, 12,16, 20}, it will be a strongly metrically
regular set with the covering radius 2 and its metric complement will consist of layers with
indices {0, 5,9, 10, 14, 18}.

The number of strongly metrically regular sets with the covering radius r which can be
constructed using Theorem 6 is also calculated.
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Theorem 7 [9]. Let A be a strongly metrically regular set with the covering radius
r > 0. Then the number G,(r) of different strongly metrically regular sets with covering
radius p that can be obtained by applying Theorem 6 to the set A can be calculated using
the following recurrent formulas:

Go(r—p)+Gp(r—p—1), whenr > p,
G,(r) =<2, when r = p,
0, when 0 < r < p.

53. Special constructions and lower bounds
Utilizing Theorem 6 and other considerations, two families of “large” strongly metrically
regular sets {Y'}, {Z"} for n > 2r, r > 1 are constructed in [9]. Here, Y", Z7 C F4 and
p(Y") = p(Z]) = r. Sets from these families asymptotically cover a large part of the Boolean
cube:

n o0 2 — 2 T o0 1
v o, |z =2 () R —an,
2r +1 r /T

The lower bound on the sizes of sets from the family {Y,"} is obtained, which results in
the following lower bound on the size of the largest metrically regular set for fixed covering
radius.

Theorem 8. Let A be the largest metrically regular set with the covering radius r in
the Boolean cube of dimension n (n > 2r), and let p be the remainder of n + 1 divided by

2r + 1. Then
2 2 2r
A > 2n _ 2n—2r )
{2 (55 - ) 2 (7))

Construction of the family of strongly metrically regular sets {Y"} allows one to obtain

of
2r+1
the whole Boolean cube when n is big enough, while the family {Z”} contains metrically

1
VT

metrically regular sets with the covering radius r that cover roughly the fraction

of the Boolean

regular sets with the covering radius r that cover roughly the fraction

cube for large values of r.

6. Metric complements and metric regularity of linear codes
6.1. General results

The papers [10, 11] touch upon the topic of metric complements of linear codes in the
Boolean cube. First, let us formulate some basic results.

Proposition 4. Let L C FZ} be a linear code. Then the metric complement of L is the
union of cosets of L.

This result follows directly from the equality dy(x,y) = wt(z + y) and the linearity of
the code. The following bound is also a simple and well-known result.

Proposition 5. Let L C F4 be a linear code of dimension k. Then p(L) < n — k.

The paper [10] describes sufficient and necessary conditions on an arbitrary linear code L
to attain this bound, as well as some sufficient conditions for p(L) =n —k — 1 or p(L) =
=n — k — 2. Both of these results also present explicit form of the metric complement of
the linear code in question, and in the case when p(L) = n — k, the code L is found to be
metrically regular.
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The following characterization of the second metric complement using the first is also
presented in [10, 1].

~

Proposition 6. Let L C FZ be a linear code. Then p(L) = p(L) and a vector z is in L
if and only if z + L = L.
Corollary 2. Let L C F5 be a linear code. Assume that L is an affine subspace, i.e.,

E:a—i—Ll for some linear code L;. ThenZ:Ll.
6.2. Sets of affine/bent functions

Let us remember that the notion of a metrically regular set and the problem of
investigating and classifying metrically regular sets was first posed by N. Tokareva in [1]
when studying metric properties of bent functions, particularly, the duality between bent
functions and affine functions.

A Boolean function in even number m of variables is called a bent function, if it is at
the maximal possible distance from the set of affine functions A,,. If we denote the set of
bent functions as B,,, then we have, by definition, B,, = A,,.

Despite the fact that all characterizations of the set of bent functions that are currently
known are rather ineffective when it comes to counting and constructing bent-functions, it
turned out that these characterizations are enough to establish metric regularity of the set
of affine/bent functions.

It follows from Proposition 6 that a linear code is metrically regular if and only if no
vectors other that those from the code keep its metric complement stable under addition.
This property of linear codes was used in [6, 1| to establish that the set of affine functions
is the metric complement of the set of bent functions: N. Tokareva has shown that, for any
non-affine function f, there exists a bent function ¢ (from the Maiorana — McFarland class
of bent functions) such that f + ¢ is not a bent function. Thus, the following holds.

Theorem 9. Sets of affine functions A,,, and bent functions B,, are metrically regular.

A. Kutsenko studied metric properties of two subclasses of bent functions called self-dual
and anti-self-dual bent functions. In [17], he shows that the set of self-dual bent functions
is the metric complement of the set of anti-self-dual bent functions and vice versa, thus
establishing the metric regularity of both of these sets. Other metric properties of bent
functions (e.g. the graph of minimal distances between bent functions) were also studied
by N. Kolomeec in [18-21].

6.3. Reed — Muller codes

Let F™ be the set of all Boolean functions in m variables. The Reed — Muller code of
order k in m variables is defined as follows:

RM(k,m) ={f € F™ : deg(f) < k},

where deg(-) denotes the degree of the algebraic normal form |2] of the function. These codes
may also be represented as sets of value vectors of corresponding functions: binary vectors
of length 2™, containing values which a function assumes on all vectors of I, listed in some
fixed order. Distances between functions can therefore be defined as distances between their
value vectors.

The Reed —Muller code of order 1 is, by definition, the set of affine functions, which is,
in the case of even number of variables m, metrically regular (as is its metric complement —
the set of bent functions). Does this hold for other codes from this family? In [11], this
metric property for other Reed — Muller codes is being investigated.
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In [22], E. Berlekamp and N. Welch presented a partition of all cosets of the RM(1,5)
code into 48 classes with respect to the EA-equivalence (extended affine equivalence),
providing a representative for each class. Then they obtained weight distributions for
each class of cosets. This weight distribution allows one to explicitly describe the metric
complement of the code by selecting classes with the largest minimal weigth. Proposition 6
is then used to establish the metric regularity of RM(1,5) in [11]. It is shown that, for any
equivalence class of cosets (other than the RM(1,5) itself), adding a function from that

class to some function from the metric complement 7@\7(1, 5) yields a function outside of
the metric complement, leading to the following

Theorem 10. The code RM(1,5) is metrically regular.

Reed —Muller codes of orders 0, m and m — 1 coincide with the repetition code, the
whole space, and the even weight code respectively. It is trivial that all of them are metrically
regular. Metric regularity of the Reed — Muller code of order m — 2 is also easy to establish
as follows [11].

The Reed — Muller code of order m — 2 has covering radius 2 [12]. By definition, it
consists of all Boolean functions of degree at most m —2. Since all functions of degree m have
odd weights, and all functions of smaller degree have even weights, functions of degree m
are at distance 1 from RM(m — 2, m), while functions of degree m — 1 are at distance 2,
and therefore

m(m —2,m) =RM(m—1,m)\ RM(m —2,m).
Since RM(m — 2,m) is linear, p(m(m —2,m)) = p(RM(m — 2,m)) = 2 and thus

functions of degree m are at distance 1 from m(m—Q, m). It follows that 7€.A\/l(m—2, m) =
= RM(m — 2,m) and therefore the following holds:

Theorem 11. Codes RM(k,m) for k > m — 2 are metrically regular.

Codes of order m — 3 are harder to handle. In 1979, A. M. McLoughlin [23] has proved
that
m+ 1, if m is odd,

m+ 2, if m is even.

p(RM(m —3,m)) = {

This result is reestablished by G. Cohen et al. in [12] using a method of syndrome
matrices, different from the method in [23]. This method allows the author of [11] not only
to obtain the covering radius of the Reed — Muller code of order m — 3, but also to describe
the metric complement of this code. As with the covering radius, the cases of even and odd
m are distinct.

In the case of even number m of variables, the metric complement can be described as
follows: -

RM(m—3,m)= U (g +RM(m—3,m)),

geG

where
G ={g:supp(g) ={0,x1,X2, ..., Xm, X1 + ... + X}, X1, ..., X, are linearly independent},
while, for m odd, the description is as follows:

RM(m=3m)= U (9+RM(m-3m)),
geG1UG2
G1={g :supp(g) ={0,x1,X2,...,Xm},X1,...,X;, are linearly independent},

Go={g:supp(9) ={0,%1,..., X1, X1+ ... +Xm_1},X1, ..., X1 are linearly independent}.
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Then, the metric regularity of RM(m—3, m) is proved by establishing that no functions
other that those contained in RM (m—3,m) preserve the metric complement under addition
(once again utilizing Proposition 6).

The author then considers the code RM(2,6). Using a proper ordering of the values in
the value vectors of functions, this code can be presented in the following manner:

RM(2,6) ={(u,u+v):ueRM(25),veRM(,5)}.

Since both RM(2,5) and RM(1,5) were shown to be metrically regular, this constructions
is useful and allows the author to establish the metric regularity of the code RM(2,6) as
well. The proof of this result heavily relies on the fact that RM(2,6) attains the upper
bound on the covering radius provided by the (u,u + v) construction, i.e., p(RM(2,6)) =
= p(RM(2,5)) + p(RM(1,5)) [24].

Thus, the metric regularity of the codes RM(1,5), RM(2,6) and of the codes
RM(k,m) for k > m — 3 has been established. Factoring in the result by N. Tokareva [6],
which proves the metric regularity of RM(1, m) for even m, this covers all infinite families
of Reed — Muller codes with known covering radius. The only other Reed — Muller codes
with known covering radius, metric regularity of which has not been yet established, are
RM(1,7) |25, 26] and RM(2,7) [27]. Given these results, the following conjecture is
formulated [11].

Conjecture 2. All Reed — Muller codes RM(k, m) are metrically regular.

7. Conclusion

In the paper, the main published results concerning metric complements and metric
regularity are presented. Metric regularity of partition sets of functions is established.
General problem of finding smallest metrically regular sets is found to be trivial, while
finding the largest is shown to be as hard as finding the smallest covering code of radius 1.
For fixed covering radius, a lower bounds on the sum of sizes of metrically regular sets
constituting a pair is obtained. Using the notion of strongly metrically regular set, iterative
constructions of metrically regular sets are described and the number of sets which can be
obtained using these constructions is calculated. Two families of “large” (relative to the size
of F) metrically regular sets with fixed covering radius are constructed, giving the idea of
how big the largest metrically regular sets can be. Characterizations of the first and the
second metric complements of linear codes are given. Metric regularity of the Reed — Muller
codes RM(1,m) for m even, RM(k,m) for k = 0, k > m — 3 and of the codes RM(1,5)
and RM(2,6) is established.
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Uccnenyercst BO3MOXKHOCTD TPUMEHEHUsT CBEPTOYHBIX HEIPOHHBIX CeTell K 3a/1ade aHa-
JIN3a CTOMKOCTH UTEPATUBHBIX OI0IHBIX mudpoB. [Ipemiaraercs HOBbBIN MOAXOM K TI0-
CTPOECHUIO aTaK-Pa3/jninTe/ell Ha OCHOBE CBEPTOUHOM HEPOHHON ceTH, 00y YeHHO pa3-
JIM9aTh rpaduyecKue SKBUBAJICHTHI MUMPTEKCTOB, MOJYIEHHBIX B pexKuMe IMudpo-
Banusi CTR (cuérumka) mocsie pasHOro 4uc/ia payHIOB, B TOM YHCJIE [IOCJIE TAKOTO,
KOTOpPOE 00eCIIeunBaCT YIOBJIETBOPUTEIbHBIC CTATUCTUIECKIE CBOMCTBA NG PTEKCTA.
Ilo amamornu co CTATUCTUYIECKUME TeCTaMU, TPEJJIOXKEHHBIM TOJIXOJ ITO3BOJISIET CO-
3/IaBaTh pa3/ImduTen 06€3 HeoOXO/IMMOCTH IIPOBEJICHUSI aHAJIUTUYECKOI'O HCCIIe0Ba-
HUs KaxKJ0ro mudpa, 4To ITaéT BOSMOXKHOCTH CTPOUTH YHUBEPCAJbHBIE PA3ININTEH
cpa3y mjis cepun 1mudpos. [IpesiaraeTcs HECKOIBKO CXeM ITOCTPOEHUS YHUBEPCAJIb-
HBIX aTaK-pPa3JINIUTeNIeH, KOTOPbIe, KaK JEeMOHCTPUPYETCH SKCIEPUMEHTAJIBHO, B PAIE
CJIy9aeB TO3BOJISIOT BBISBJISTDH OTKJIOHEHUsI OT CJIyUYalHOCTU Ha MEHBINNUX BBIOOPKAX W
pu OOJIBIIIEM YHCJIE PAYHJIOB, U€M PaHee U3BECTHBIE CTATUCTUIECKUE TECTHI.

KittoueBsbie ciioBa: 0.404Hoill wudp, MawurHoe 00yuerue, HetpoHHaa cemy, CMamu-
cmuMeckuli AHaAU3, AMAKG-PA3AULUMEND, KDUNMOGHAAUS.
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The paper explores possibility of applying convolutional neural networks to the secu-
rity analysis of iterative block ciphers. A new approach for constructing distinguishing
attacks based on a convolutional neural network is proposed. The approach is based
on distinguishing between graphic equivalents of ciphertexts received by the CTR
(counter) encryption mode after different number of rounds, including the number
of rounds guaranteeing satisfaction of statistical properties. Several schemes are pre-
sented for constructing distinguishing attacks, which in some cases make it possible
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to detect deviations from randomness in smaller samples than previously known, and
with a large number of rounds. The approach allows to create distinguishers without
the need for an analytical research of each cipher, which makes it possible to build
universal distinguishers for a series of ciphers.

Keywords: block cipher, machine learning, neural network, statistical analysis, dis-
tinguishing attack, cryptanalysis.

Bsenenue

Nreparusabie 6/109HBIE M PHI TO3BOJIAIOT PEIIATH OOMIUPHBINA KPYT 33189 U SBJISTIOT-
cs OJIHUM W3 HamboJiee 3HAYUMBIX M FaCTO MCIIOJIB3YyEMBIX KJIACCOB KPHUITOTpadpUIecKux
aJIropuTMoB. Takue mudpbl COCTOAT U3 PAYHJIOB MH(POBaAHU — IIPOCTHIX UTEpaInii, J10-
CTATOYHOE KOJMIECTBO KOTOPHIX O0ecrednBaeT TpedyeMblil ypoBeHb cToiKocTH. VTeparus-
Hasg CTPYKTypa OJ0YHBIX MIHGPOB 00yCJIaBANBAET BLIOOD MOXOJIOB K MX KPHUIITOAHAJINZY.
OiHOlt M3 YacTO NMPUMEHSIEMBIX aTak sIBJIsIeTCs aTaka-pasimantesib (adria. disinguishing
attack), npejiHasHaUeHHAS JIJIsI PACIO3HABAHUST MTU(PPTEKCTOB, MOJIYYEHHBIX TI0C/IE PA3HOTO
qncia payuaoB. [Ipu sToMm BaxKHOIM 3a/1a4eil ABJIA€TCA MMOUCK MAKCUMAJIHLHOTO YUCTIa PayH-
JIOB, TIPA KOTOPOM BO3MOYKHO IIOCTPOHUTH TaKyIO aTaKy, M YMeHbIIIeHHe pa3Mepa BBIOODKH,
[P KOTOPOM YJIAETCs OOHAPYZKUTH OTKJIOHEHUS OT CIIydaliHOCTU. DPDEKTUBHBIE PASININ-
TeJI TPEJICTABJIAI0T UHTEpeC Kak caMu 1o cebe, TaK U B KOMILIEKCe, KOIjla Ha UX OCHOBE
COBJIAIOTCS AJITOPUTMBI BBIUUCICHUS CEKPETHBIX KJIIOUeH MM POBAHMUS.

MeTobl IOCTPOEHUS aTaK-pa3jIndauTesieil MOXKHO YCJIOBHO pa3Jie/IuTh Ha JIBa KJacca:
AHAJIUTHYECKIE U SMIMpUYecKre (B OCHOBHOM craTucTH4iecKue). MHorme anamurndyeckue
MeToIbl Gasupytorcs Ha BbigBaennn auddepeniuaababix [1—-3|, auneitabix [4] nam unre-
IpaibHbIX |5, 6] IPU3HAKOB, ONUCHIBAIONIUX OIPEJIEIEHHBIE CBOCTBA MHU(PTEKCTa MOCIe
3a/IaHHOIO YHCJIa PAyHJIOB (7') M HA3BIBAEMBIX T-pPayHJIOBBIMHU XapakTepucrukamu. Ha oc-
HOBAHWUM ITUX XapPaKTEPUCTUK pa3padaThIBAIOTCS AJITOPUTMbBI BBIMHUC/IEHUST KJIIOUa, UCTIO b=
syeMoro Ha (7 + 1)-M ¥ HOCJeIYIOMmuX payHIax MOCPEICTBOM UX MOJHOTO WM YaCTUIHO-
ro nepebopa. Posib XapaKTepuCcTUK B 9TOM IPOIECCE COCTOUT B TOM, YTOOBI OTOPACHIBATH
HeBepHbIe TPOOHBIE K04 (1pu pacimdpoBanuu ogHoro (1 + 1)-ro payHa ¢ BEpHBIM KJTIO-
YOM T-pPayHJI0Basi XapAKTEPUCTHKA BBIIOJIHSIETCS, a IPU HEBEPHOM — HET).

AnajmTuvyecKkue pa3uduTe/ Il XapaKTEePHbI TE€M, 9TO OHU IO3BOJISIIOT CTPOUTH ATAKU
Ha, OOJIBITIOE KOJIMYIECTBO PAYHJIOB, KOI/Ia TPEOYIOTCS OI'POMHBIE BBIYHCIUTEILHBIE PECYPCHI,
HeJIOCTYIIHbIC Ha IpaKTHKe (HarmpuMep, nopsika 228 sjemMenTapubix onepanuii uam GUT orre-
paruBHOi amsiTn). OJHAKO MOCKOJIbKY TPU3HAKHU, UCIIOJIB3YEMbIE B TAKUX PA3JINIUTENAX,
OOBIYHO TECHO CBSI3aHBI ¢ KOHKPETHBIMU IMU(PaMU, TO OHU HE SBJISIOTCS YHUBEPCAJIHLHBIMU
1 3 HEKTUBHBI TOTBKO JIjI OrpaHndeHHoro Habopa mudpos. meiorcs paboThl, B KOTOPBIX
aTaku Ha OJIOYHBIE TIMMPHI 1 UX CBOWCTBA ONMUCHIBAIOTCS B OOIIEM BHJIE, HO, KaK IIPaBUIIO,
JleJlaeTcs 3TO Ha, JIOBOJIBHO BBICOKOM YPOBHE abCTPAKIINU, YTO He TO3BOJISEeT IPUMEHNUTH UX
K cepun mudpos 6e3 jgonoaHuTebHOro anaausa |7, 8|. Ilpu srom, eciim crpykrypa mudpa
XOTsl Obl YACTUYHO KOHKPETU3UPOBAHA U MO3BOJISIET OIMMCATh Kjacce mudpoB, TO aHATUTH-
JeCKHUe ONEHKH M aTaK! MOXKHO PacIpOCTPaHATh Ha Takue Kiacchl [9—11].

[ToMuMoO aHATUTHIECKUX METO/IOB, JIJIsT OTIEHKN CTOMKOCTH MTEPATHBHBIX OJIOTHBIX M-
POB MOT'YT HCIOJIB30BAThCs SMIMPUIECKNAE CTATUCTHIECKNE METOIbI, TTO3BOJISIONINE OCYTIe-
CTBUTDH aTaKy-pa3/IMIUTEb B X0JIe SKCIEPUMEHTa Ha BLIDOPKE, pasMep KOTOPOi MpUeMIeM
Juts pacaéros [12, 13]. Tax, B pabore [14] npeioxken u npumenén s mudpa RC6 yausep-
CAJILHBIN TIOJIX0/T K BBITUC/ICHUIO KJIIOYa MMM POBAHUS, T/I€ B KAUECTBE aTaKU-Pa3IHIUTE s
BBICTYIIaeT KpuTepuil xu-kBajpat. s Maoro qucsa payH10B, KOT/Ia JJis PACIO3HABAHUS
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OTKJIOHEHHS OT CJIyIaifiHOCTH JOCTATOYHO HEOOJIBIIUX BLIOOPOK, aATaKa OCYIIECTBIISIETCST IKC-
HePUMEHTAJIBHO, a JJIsd OOJIBIIEr0 YUC/Ia PayHI0B Pa3sMepP BLIOOPKH IKCTPAIIOJIUPYETC aHa-
JIUTUIECKH Ha OCHOBE SKCIIEPUMEHTAILHBIX JaHHLIX. B paMKax 9TOro moaxoa npeiiosKeHbl
U YCIIEITHO [IPUMEHEHBI aTaki Ha OCHOBE CTATUCTHYECKUX TECTOB, UCIIOIL3YIONUX JTUHAMU-
9eCKU U3MeHsieMble CTPYKTYphI [15—17], 9410 1103801110 TIOBBICUTE UX 3D MEKTUBHOCTD 11T
psiza mudpos [18—20].

JloCTOMHCTBOM CTATHCTUYECKUX METOJIOB ABJISIETCS UX YHUBEPCATBLHOCTD, IOCKOJIBbKY 110
OJTHOM 1 TOI Ke cxeMe MOYKHO ITPOaHaIn3uPoBaTh cepuio Mudpos 06e3 yuéra 0ocobeHHOCTeH
KayKJIOro M3 HUX. IIpu 3TOM HEOOXOJUMOCTH MPOBEIEHHs IKCIEPUMEHTAILHBIX PACIETOB
HAKJIQ/IbIBAET OPaHNYeHUs Ha pa3Mep BLIOOpKHU. Vcroib3oBanne CBEPTOYHBIX HEPOHHBIX
cereil UMeeT OTEHIUAJ /I CHUYKEHUsI pa3Mepa BhIOOPKH 3a CYET y9IETa MaTTEePHOB, BCTPE-
YaIOIUXCcsd B MHUQPPTEKCTax, B TO BPeMsl KaK CTATUCTUIECKHUE TECThI IIPUHUMAIOT PeIleHne
Ha OCHOBE HEKMX MHTEIPAJIbHBIX XapaKTePUCTUK, KOTOPbIE XOTs 1 OOHOBJIAIOTCS HOCIIE KazK-
JIOr0 BBLIOOPOYHOIO 3HAYEHMsI, HO HE PACCMATPUBAIOT BCIO BLIOOPKY IesmKoM. Texmosornn
MAIIUHHOIO OOyYeHHsl YK€ NPUMEHSIOTCA B KPUITOAHAJIM3e, HO B OCHOBHOM OHU CBS3a-
HBI ¢ aTakaMu 110 no60YHbIM KaHasaM |21, 22|. Kpome Toro, muorue 3pdekTuBHbIe aTaku
B CTErOAHAJIN3e TaKKe UCIIOJIb3YIOT TEXHOJOTUU MAIIMHHOTO OOyYeHUs, B TOM YHUCJIE aH-
caMbJieBble KIacCHPUKATOPBI U METOJ[ OIIOPHBIX BEKTOPOB 24 —26].

B macrosmieit paboTe oKa3aHO, ITO CBEPTOYHBIC HEHPOHHBIE CETU MOI'YT ObITH MCIIOJIhb-
30BaHbl JIJIg TIOCTPOEHUsI YHUBEPCAIBHBIX aTaK-pasauduTesieil, KoTopble, KaK JeMOHCTPHU-
pYyeTcsi SKCIEPUMEHTAIBLHO, B HEKOTOPBIX CIYYasX MO3BOJISIIOT BBISIBIATH OTKJIOHEHUS OT
CJIy9aiffHOCTH Ha MEHBIIMX BBIOOPKAX M HPH OOJIBIIEM YHC/IE PAyHOB, YeM paHee M3BeCT-
HbIE CTATHUCTUYECKUE TECTHI.

1. IlocTtanoBka 3a/ja4um U ujes IIpejaraeMoro 1ojaxoja

3a/laga CTaTUCTUYIECKOTO aHa IN3a UTEPATUBHBIX OJIOUHBIX MIH(MPOB COCTOUT B TOM, UTO-
OBl TIOCTPOUTDL ATAKY-PA3JIMIUTE/Ih, CIIOCOOHYIO PACIO3HATDH MUMPTEKCT MOC/Ie 33 JaHHOTO
YUCIA PAYHJIOB, T. €. OTJIMIUTD €r0 OT CJAYYailHON MOC/IeI0BATEIbHOCTH JINOO OT MH(PTEK-
cTa TPH JPYyTroM [nciie payHa0B. CTaTuCcTUIecKne TeCThI PEIIaloT 3Ty 3a/1a9y MOCPEICTBOM
BBIYUCJICHUST HEKUX MHTETrPAJbHBIX XapaKTEPUCTUK, KOTOPbIE 3aTeM CPABHUBAIOTCA ¢ Tab-
JMYHBIMUA KPUTHYECKUME 3HadeHusMu [15—17|. TIpu npeBbiiiieHnn Takoro 3Ha4eHust mocye-
JIOBATEIbHOCTD NPU3HAETCS HEC/IyJailHO# ¢ BEepOSITHOCTHIO 1 — v, TJe o — 3aJIlaHHbIi ypo-
BEHb 3HAYUMOCTH (JIOIyCTUMAsT BEPOSITHOCTD OIMIMOKU CTATUCTHYECKOTO TECTa IPU IIPOBEPKE
HCTUHHO CJIydaifHOl mocsienoBarebrocTr). Kak mpaBusio, ¢ yBearmdeHneM 9uc/ia PayHIOB
murdpoBaHus pacTeT pasmMep BBIOOPKHU, HAa KOTOPOM TECT CIIOCOOEH OTIMYUTH IHMNUMPTEKCT
OT CJIyYaiiHO# 10C/IeI0BATEILHOCTH, TIO9TOMY 9TOT pa3sMep UCHOIb3YeTCs JIJIst OIPeIe/IeHUs
aucia paynzos [12—14, 19, 20].

Nnes mpeparaeMoro 1ojixojia BO3HUKJ/IA B pe3y/ibraTe HAOJIOJACHUS, 9TO Mpeobpas3o-
BAHHBII B PACTPOBOE M300pakeHue MupPTEKCT UTEPATUBHOTO OJIOYHOTO mudpa mpu pas-
HOM 4YHCJIe DAyHJIOB MMeEeT BBIPAyKeHHYIO TEKCTYypy (IaTTepH), KOTOpasl C yBeJInIeHHeM
YHCIIa PAYHIIOB U3MEHSETCS B CTOPOHY PABHOMEPHO IMIYMHOIO (C/Iy9aiiHOro) u300paskeHust.
Hamnpuwmep, uHa puc. 1 npejcrapiedsl rpadpuiecKne SKBUBAJICHTHI MU(MPTEKCTOB UTEPATHB-
Horo 6;10unoro mudpa Simon ¢ pazmepom 6710Kka 32 6ura (Simon-32) nocste 3, 6, 9 u 30 pa-
YHJIOB TG POBAHUSA.

Pabouast rumoresa HaImero mMcc/ieI0OBaHUsT 3aK/IIOYAETCS B TOM, UTO HEHPOHHAs CETh,
pemraonas 3a1aun KiaccrupuKannn n300parKeHnii, crrocobHa pas3andarh U M@ PTeKCThI,
[TOJTy YeHHbIE TIPU PA3HOM UHUC/IE PAyH/IOB.
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3 payHIa 6 payHIIOB 9 paynmos 30 payrmaoB

Puc. 1. Pasnmumune tekcTtyp B rpadudecKux SKBUBAJEHTAX MHUMPTEKCTOB OJIOTHOTO
mudpa Simon-32 mocJie pa3HOro YuCa PayHI0B

1.1. MacrpyMenTapuil AJag NPOBeJeHNUd SKCIEPUMEHTOB

DKcIepuMeHTaIbHOE UCCIe0BAHNE ITPOBOIMIOCH C IIOMOIIBI0 HelpoHHOo#t cetn Incep-
tion-v3 [23], nmokasaBiieii BbICOKHE PE3YJIbTATHI 110 PACIIO3HABAHUIO N300pazKeHUil HA KOH-
kypce ImageNet-2014, a npemjioxkennas 1mo3/nee MOAUMUKAIINAS TO3BOJIMIA €IIE OOJIbIe
yBEJIMYUTH €€ 3 PEKTUBHOCTD.

Ha ocHoBanum mnpeaBapuTe/IbHOINO aHan3a JIjis obecliedeHusl IPpHeMJIEMOTo OaJiaHca
MEKJTy CKOPOCTBIO 00yYeHUsT HEHPOHHOM CeTH M TOYHOCTHIO K/IacCH(PUKAIUN BRIOpAHBI CJie-
JyIoIye mapaMeTpol: pa3mep nzoopazkenus: coctanisier 400x400 nsernbix RGB-nukcereit,
a pas3Mep napTuu paBeH 32.

[MIudprekeTsl Ipeodbpal3yioTcs B MBETHBIC N300PaXKEHU TOCPEJICTBOM CIENUAIBHO Pa3-
paboTaHHO yTHIUTHI Ha A3bike C-+-+, KoTopast cauThbiBaeT ¢aiis ¢ mudpreKcToM B OnHAD-
HOM BHJI€ W 3allUChIBAeT KaxK/bIil OaliT B KadecTBe 3HaUYeHHd KOMIIOHEHT maJuTpbl RGB,
dopmupys 24-6utooe pactpooe BMP-mzobpazkenne. Baza mudprekcToB i SKCIepu-
MEHTOB (DOPMUPYETCsI € MOMOIIBIO TPOrpaMMHOI 6ub/rorekn |27|, mpeiHa3HAYEHHON J1Ist
y100HOTO MuppPOBAHUA COOOICHUI TTPU PA3HOM YHCJIE PAYHJIOB.

Pazmep nzobpaxkenus 400x400 mukceseit COOTBETCTBYET BBIOOPKE pa3Mepa IpudIn3u-
teabno 2259 6ut: Kaxapit uz 160000 nukceneit komupyercs 24 Gutamu (1o 1 Gaiity na
KaxK/Iy10 KoMIoneHTy najgntpsl RGB).

DddekTuBHOCTH pazimanTeseil (CIoCOOHOCTh HEPOHHON CETH OTINYATH IMTH(MPTEKCTHI
[pPU PA3JINIHOM YHUCJIEe PAayHJOB JIDYD OT Jpyra W OT CIyYaiiHbIX MOC/IeI0BATEIbHOCTE)
OIICHUBAETCA Yepe3 JOJI0 BEPHBIX PEIICHUIT HEHPOHHOW CETHM Ha dJIEMEHTaX KOHTPOJIbLHON
BBIOOpKU citeytonuM obpaszoM. [lycts n— pasmep KoHTpoabHO# BeIOOpKU. BBeném ciemy-
IOIKe CIyvaiiHble BeJINIUHbL JJid ¢ = 1,...,n:

1, ec/in HefipoHHas ceTh MPUHSJIA BEPHOE pPeIlleHne
n = Ha i-M U300parkKeHun 13 KOHTPOJIbHOI BBIOOPKH,

0 wunaue.

Tora KosmvecTBO BepHBIX pemteHnil meiiponnoit cetu (S,) u ux goio (S,) Ha Beeil KOH-
TPOJILHON BBIOOPKE MOKHO OIPEJICJUTD CIIEYIOMIM 00pa30M:

Sn = ;Th, gn = Sn/n

Haiiném Taxoe d(n, ), aro npu S, & [1/2 —d(n,a),1/2+ 6(n, @)] MOKHO ¢enaTh BBIBOJ, O
TOM, YTO HEHPOHHAS CeTh CIOCOOHA OTJNYATEH MUMPTEKCTH U CJIyIaltHbIe TI0CIE0BATE b
HOCTH JPYT OT jipyra 3¢ dEKTUBHEE TIPOCTOTO YIa IbIBAHHUSL.



50 A. A. llepos, A. W. lNectyHos

ITycThb
. Sn—ES,
Sn = ) (1)
DS,
rae K5, u DS, —Mmaremarndeckoe oKuJaHue U JUcCHepcus S, cOOTBeTCTBeHHO. 3 1en-
TPaAJILHOH TIPeIeIbHON TeOPEeMBbI CJIeIyeT, ITO

P [S; € [=6,4]] = Fo1(8) — Fo1(—0),

rae Fyi(-) — dysknus crangapTHOr0 HOPMAJIBHOTO (IayCCOBCKOIO) PACIIPEIEICHHSL.
ITycrs Qa2 = Fyi (1 — a/2) — KBaHTWIb CTAHIAPTHOrO HOPMAJILHOIO PACIPE/E/ICHs
ypoBHa 1 — /2, Torma
P[Sk € [~Qaj2 Qupl] =1 —a (2)

Ecin HeitporHast ceTh He CIIOCOOHA OTJIMYATH I'padrudecKre SKBUBAJIEHTHI MM PTEKCTOB
WM CJTyIaliHBIX OCIE0BATEILHOCTEH IPYT OT Apyra, TO BCe CIIydaiinble BeJIMIUHDL 7); UMe-
10T pacupezestenne Beprysm ¢ napamerpom 1/2, t.e. P[n; = 1] = P[n; = 0] = 1/2, no-
CKOJIbKY PEe3yJILTaT paboThl HEHPOHHOM ceTH paBHOCHJIEH CiaydaiinoMmy yrajgbiBannio. Cie-
noBaresibHo, ES,, = n/2 u DS, = n/4, a dbopmymny (1) MoxKHO mpeobpa3oBaTh K BHILY

S*_Sn—n/2_25n—n
SRR T h

(3)

13 dbopmyi (2) u (3) momyaaem

N Qa/Z

Ola,n) = —=. 4

(o.m) = 55 @)
Hanpumep, npu o = 0,01 Bemumunna (o1 paBHa 2,59, U IpU TaKUX 3HAYCHUAX

6(0,01,200) = 0,09 u §(0,01, 2000) = 0,03.

2. DkcriepuMeHTAJIbHbIE PE3YyJIbTAThI

Jlasee mipeJicTaBICHBI PE3YILTATHI SKCIIEPUMEHTOB M0 PA3JINYEHUIO0 UTEPATUBHBIX OJI0U-
HBIX UG POB IIPU BAPHUPYEMOM UHCJIE PAYHIOB U CJIyIaiiHbIX moc/ieoBaresbuocteit. [Ipes-
JIO?KEHO YeThIPE CXEMbI S9KCIEPUMEHTOB, HAOOP KOTOPBHIX MOXKET ObITH PACHIUpPEH U JIPYTUMU
BapuaHTaAMU.

2.1. BazoBag cxema 1: pa3zjaudeHnue caydahHo
MNOCJAEJOBATEJbHOCTH U MUPPTEKCTA IPH COKPAMEHHOM
YUCJe payH/IOB

3a/tadeil IepBOil CXeMbI SKCIIEPUMEHTOB SBJISI€TCs BBISBJIEHUE TPUHITATIHAIBHON CII0CO0-
HOCTU HEIPOHHOI CeTH OTJINYATH CJIydaiiHble I0C/IeI0BATEIbHOCTH OT MIM(pPTEKCTa IIPH CO-
KPaIlEéHHOM Yncjie payH10B. B kadecTBe ciiydaiiHoil 11oc/e/10BaTeIbHOCTH B3AT MNP PTEKCT,
[TOJIy9eHHBI ¢ ToMombio 14-payraoBoro mudpa AES B pexkxume caéramnka, MOCKOJIbKY MHO-
FOYHUCIEHHbIE UCCICTOBAHUS O HACTOAIIEIO BPEMEHH He BBISIBUJIN Y 3TOrO IHdpa KaKuX-
60 yA3BUMOCTE, 3HAYUMBIX C [PAKTUIECKO#l Touku 3penus. Hanpuwmep, B pabore [13]
[IOKa3aHO, 4TO YK€ HadMHasg ¢ Tpex payuiaop mmdprekcr AES obnamaer ymoBiierBopu-
TeJIbHBIMHU CTATUCTUYECKUMHU CBoiicTBamu. B KadecTBe mcciieyemMoro mmudpa B3AT Hudp
Simon-32, MOCKOJIbKY, COINVIACHO IIPeIBAPUTEIHLHBIM SKCIIEPUMEHTAM, CTATUCTHIECKHIE CBOIi-
cTBa ero mudpTeKcTa JT0CTATOYHO PABHOMEDHO (6€3 CKAUYKOB) YJIYUIIAIOTCS € YBEJINIeHUEM
qHCa PayHJIOB, YTO JIAET BO3MOYKHOCTH HAIJISIHO MPEJICTaBUThH PE3YIbTaThl, KACAIOIIHECHd
CIIOCOOHOCTH HEMPOHHOMN CeTH HAXOIUTb OTKJIOHEHUS OT CJIyYaitHOCTH.
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Jlns mpoBeseHust SKcrepuMeHnToB crenepupoBanbl 1m0 1000 mudpTeKcToB ajropurMa
Simon-32 ¢ pasymaabiM ducjaoMm payHiaoB u 1000 ciydaiiHBIX [TOC/IeI0BATEIBHOCTEH ¢ 110-
Morsio 14-payamosoro AES. Barem i KazkIoro sKCIepuMeHTa HelipoHHasl CeTh 00yda-
JIACH C TIEJIBIO Pa3JIMYeHus r-pPayHjI0Boro Simon-32 u CIydaiiHbIX ITOC/IeI0BATETbHOCTEN],
r=1,...,10.

PesyibraThl SKCIIepUMEHTOB NpPUBEJIEHBI B TabJ1. 1, KOTOpas JIEeMOHCTPUPYET, YTO HpU
MaJIOM YHucJie payHjaoB Heiiponnas cerh npubsiiaa 100 % BepHBIX pelnenuii, a ¢ pocToM UX
YHCJIa TPOIEHT OIMMOOK yBeJIUYnBaeTcsd. Tem He MeHee 710 15-ro payHjia IPOIEHT OMMOOK
cymecTBeHHO MeHbIte 50 %, T. €. BEPOITHOCTH IIPOU3BOJIBHOIO YIa IbIBAHUS.

Tadbauma 1
OneHnka cmocoGHOCTY HEHWPOHHOI CeTu OTJIMYaTh CJIydaliHbie
IOCJIEJ0BATEIBbHOCTH OT INU(PPTEKCTA IPU COKPAIIEHHOM YHCJE€ PayHI0B

Yucno paynnos 3 5 7 9 11 13 15 17 19 21
Hons Bepubix pemennit | 1,00 | 1,00 | 1,00 | 0,98 | 0,91 | 0,70 | 0,52 | 0,53 | 0,49 | 0,50

[TockonbKy B 9KCIIEpUMEHTaX I10 JIaHHOM cxeMe pa3mMep KOHTPOJIbHO# BeiOOpKH 1 = 400,
to pu @ = 0,01 o hopmysie (4) momydaem 5(0,017 400) ~ 0,065, cyietoBaTeIBHO, €CIH JI0-
JIsl BEPHBIX PEIleHuii JIeXKUT 3a npejesamu uarepsaa [0,43; 0,57|, o ¢ BepositrocThio 0,99
MOXKHO CUUTaTh, YTO 7-PayHI0BbIN MUMPTEKCT OTJAUINM OT CJIyUaifHONM ITOCIeI0BATETHHO-
ctu. Takum oOpazoM, U3 pe3yabTaToB Tab/a. 1 MOXKHO C/Ie/IaTh BBIBOJ, O TOM, YTO TIpu 1 < 15
ostounbIil mmdp Simon He 00/1a7a€T YI0BIETBOPUTEIbHBIMI CTATUCTUIECKUMU CBOWCTBA-
MM, & TIpU OOJIBITIEM YHC/Ie PAYHJIOB HEPOHHAs CETh ClIOCOOHa TPUHUMATD TOJIBKO PeIleHue,
PaBHOCHJILHOE YTaIbIBAHUIO.

B pabore [12] npescrasiensl araku-pasjmauresn s mmdpa Simon-32 (¢ pasHbiMu
pasMepamu OJI0Ka) HA OCHOBE CTATHCTUYIECKOTO TECTa «CTOIKa KHUr» [17]|. Makcumasbhoe
YUCJIO PAYHJIOB, IPU KOTOPOM BBISBJIECHBI OTKJIOHEHUsI OT CJIYYailHOCTH y 3TOro Imudpa,
paBHO 12 Ha BBIOGOpPKe pasmepa 236 6uT. DTOT pesynbTaT JOCTUTHYT /11 64-6HTOBOTO GI0KA.
s Simon ¢ 32-6uTOBBIM GJIOKOM OTKJIOHEHHS OT CJIyYaifHOCTH HaiijeHbI 711 9 payHII0B
Ha BBEIOOpKe pasMmepa 227. Takmm 06pa3oM, MOMKHO CIeJaTh BBIBOJ, UTO HEPOHHAS CETh
CIIOCOOHA OTJIMYUTD OT CJIyYaHOCTHU OOJIbIIee YUCJIO PAYHIOB U HA MEHBIIUX BHIOOPKAX.

22. CxeMma 2: pa3jiudeHue COCEeJHUX PayHIOB

Crenyromasi cxeMa MOXKET NPUMEHSAThCS, HAIIPUMED, B OTCYTCTBUE UCTOYHUKA CJTydaii-
ubix unces. OHa cpaBHUBaET rpaduyueckue SKBUBAIEHTHI MUMPTEKCTOB COCETHUX PAYHIOB
urTepaTuBHOro 0J109HOrO 1Mdpa. B KadecTse oby4alomieii BLIOOPKU Ha BXOJ TOJIAI0TCS 3a-
mudpoBaHHble aJrOpUTMOM Simon-32 mocseoBareabHocT ¢ 3 mo 21 payn (o 400 u306-
pasKeHMil Ha KaKJiblii). 3ajada COCTOUT B TOM, YTOOBI BBISCHUTH, HACKOJIBKO HEHpPOHHAS
CeThb CIIOCOOHA OTINYaTh COCEIHNE PAyHJIbl APYT OT JPyTa.

Ha puc. 2 npejicraBiienbl pe3ysibTarsl SKcepuMeHToB. OOparnM BHUMAHWE, UTO JIMHUS
TpeHja nocreneHno cxoaured K 0,5, T.e. HeHPOHHON ceTH CTAHOBHUTCS CJIOYKHEE PACIO3HAa-
Barh mudprekcTol. Haiigém qmcyio payHIo0B, IIpU KOTOPOM HEHpOHHAas CeThb CIOCOOHA OT-
JITYATh MU@PPTEKCTHI OT CJAYyYalHON MOC/IeI0BATeIbHOCTH B paMKax JJAHHON cXeMbl. 37eCh
pa3mep KOHTPOJIbHOMI BbIOOPKU 1 = 200, 3HATHT, ) (0,01,200) = 0,092, ciieroBaTebHO, €cin
HellpoHHas CeTh CIOCOOHA BBIAB/IATH OTKJIOHEHUHA, TO JOJIS BEPHBIX PENIeHUN JTOJIKHA Jie-
JKaTb 3a npejesamu naTepsaia [0,408; 0,592]. Takum obpasom, 3akitodaem, 9To npu r < 14
ostounbIil mmdp Simon He 00/1a7a€T YIOBIETBOPUTEILHBIMI CTATUCTUIECKUMI CBOWCTBA-
MU, a IIpu OOJIbIIIEM YKC/Ie PAyHJI0B HEPOHHAsT CEeTh CIIOCOOHA TOJILKO yraJibiBaTh. BujHo,
YTO B paMKaX JIAHHOM cXeMbl HeifipoHHas ceTh paboTaeT MeHee 3(hPHEKTUBHO, UeM B PaMKax
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6azoBoit cxembl (oTiimdaer Ha 1 paymnj MeHblIe), HO HO-IpekHeMy 3(deKTuBHee aTaxu-
paszsmanTesist u3 paborsr [12].
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Puc. 2. Onenka crocobHOCTH HEHPOHHON CETU pa3jndaTh COCeIHHe PayHbl mudpa

23. Cxema 3: pasnudenune ABYX mudpoBs

[esb JaHHON CXEeMBbI — IIPOAHAJIM3UPOBATH, HACKOJIBKO HEHPOHHAS CETh CIIOCOOHA OTJIU-
JaTh mudpsl Ipyr oT aApyra. s sxcrmepumeHToB BhIOpaHbl O04HBIE mMudpPhl Speck-32
u Present, 1MockoJibKy, COIVIACHO IPE/IBAPUTE/THLHOMY aHAJN3Y, OHU JEMOHCTPHUPYIOT OXO-
JKIE CTATUCTHYECKUE CBOMCTBA MIPH OJMHAKOBOM YHCJIE PAayHJIOB (HAMOOJIee CIIOXKHBIN JIJIst
HEHPOHHOIT ceTH CiIydail).

JJt KaxKJ10ro n3 aHaJIM3UPYEeMbIX payHI0B popMupyeTcsa obydarolias BbIOOpKa pa3Me-
pa 800 (Brrouatorias 1o 400 rpadbudecKnx S5KBUBAJIEHTOB MUQMPTEKCTOB KAZKJIOT0 U3 JIPYX
mudpoB npu paBHOM ducse payH o). Konrposbaas Beibopka nmeer pazmep 200 u BKIIIO-
gaeT 110 100 mudprekcToB KaxK1oro mmudpa. Pesyabrars! npejcrapiedsl B Taba. 2. Kak u
B cxeMe 2, 31ech n = 200, 5(0,01, 200) = 0,092 u wHTEpBaJ I JOJM BEPHBIX PEIICHUN —
[0,408; 0,592].

Tabnuma 2
Orenka cnoco6HOCTU HelpOHHOII ceTu pa3ndyaTh IMUEAPTEKCTHI
pa3HbIX NIM@POB IIPU BapbUPYEMOM YHUCJE PAyHI0B

Yuco payHmoB 3 4 5 6 7 8 9 10
Houst BepubIX pemmennit | 1,00 | 1,00 | 0,99 | 1,00 | 0,91 | 0,66 | 0,59 | 0,49

Taxum obpaszom, jesaeM BBIBOJI, UTO HEHPOHHAsS CETh CIOCOOHA Pa3/IMdaTh ITU IIHd-
pbl 70 10 payHIOB. DTH pe3ysIbTaThl HANPSMYIO HeJb3si CDABHUBATH C pesyJjbratamu [12]
(permratorest pasHble 3aJ1aun), TJe TOCTPOEHA ATaAKa-PA3INIUTeNb Jijisg 6 PayH/I0B, OJHAKO
B IIeJIOM OHH corjacytorcsa. Kpome Toro, pesysbrarbl COlIacyroTcs u ¢ paboroii [27], rue
[IPEJICTABJICH Pa3IMIUTEN b i 8 payHioB mmdpa Present.
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24. Cxema 4: pasaudenune caydaenB r< Ryn 1 r> Ry
JJids HECKOJbKHUX Mudpos

Jlannas cxema peJiHa3HAY€eHa, JIJIT TOr0, YTOOBI BBIACHUTH, HACKOJIHKO HEHPOHHAS CEThb
CIOCOOHA OTJIMYATD CJIydaifHbIe IMOCIeI0BATE/THLHOCTU OT MUMPTEKCTOB, MOJTYYEHHBIX C 110~
MOIIIBIO PA3IMYHBIX MMPOB BIIEPEMENIKY DU YHCJIEe PAyHIOB, MEHbIIIEM, YeM Hali/IeHHbIe
B pabore [27| snavenust R, .

Obyuartoras BbiOOpKa cdhopMupoBana u3 rpadudeckux 3KBuBajgeHToB 8500 r1udp-
TEKCTOB, MOJIYYIEHHBIX ¢ momomibio 16 mmdpos (mo 500 mudpreKcToB s KazKaoro) u
500 mudpTeKCcToB, MOMyYeHHBIX ¢ moMoIbio 14-payumooro AES, koTopbie cautaeM ciry-
JaiiHpIMu TTocsegoBaTeabHoCTaME. [Ipoananusuposannbl mmdpsr LBlock, Present, XTEA,
Twine, Speck, Clefia, Hight, Piccolo, Klein, Skipjack, mCrypton, LED, Noekeon, Sea, Mibs,
DESXL. KonrpoJsibaas Boibopka umeer pasmep 2000 u cocraniena uz 1000 mudprekcTos
u 1000 cirygaitHBIX TTOCTIEI0BATEIHLHOCTEN.

[To pesysibTaTaMm 3KCIIEPUMEHTOB HEHPOHHAS CeTh IIpUHsAIa BepHoe perrerue Ha 0,98 m1o-
7 BEIOOPOK. B marnom cirygae n = 2000, 5(0,01, 2000) = 0,029 u unrepsas — [0,471; 0,529].
Takum o6pa3oM, J10JIT BEPHBIX PEIIeHUil JIEKUT 3a IIpejieslaMi STOTO MHTEPBAIa U MOXKHO
CJleJIaTh BBIBOJL O CIIOCOOHOCTH HEHPOHHON CeTH HAaXOJIUTh OTKJIOHEHUS OT CJIYyYailHOCTH I10
3TOH cxeme.

3akJiroueHue
CdopmymupyeM OCHOBHBIE BBIBOJIbI 110 UTOTaM SKCIIEPUMEHTOB.

1) HeitporHast ceTh criocobHa pasandaTh MudPTEKCTHI OTHOTO U TOTO XKe HTePATUBHOTO
6s10vHOTO MUdpa TPHU TOJTHOM U COKPAIEHHOM YNCIIE PAayHJIOB.

2) Heiiponnast cerb crocobHa pasaudaTh M PTEKCTH, IOy YeHHbIe TIPU MU POBAHUN
COCEJTHUMU PAayYHJIAMU OJIHOTO OJIOYHOTO minudpa.

3) Heitpornasi ceThb criocobHa pa3/indarTh MUMOPTEKCTHI, MOy YeHHbIE TIPU TTOMOIIU Pa3-
HBIX ITHQPOB.

4) Heiiponnasi ceTh COCOOHA OTJIMYATH MUMDPTEKCTHI, MOIYIeHHbIe TIPH I < Ry, oT
MM PTEKCTOB, TOJYIEHHBIX TPU T 2> Ry, B TOM YHCIe 71 Pa3HbIX MIHMPOB.

5) Ha mpumepe Gsiounoro mmdpa Simon-32 moka3aHo, 4TO Jjisi HEKOTOPBIX MIi(pOB
pa3/IaIuTe M HA OCHOBE HEHPOHHBIX ceTeil MOryT ObITh 3ddexTuBHee: TpebOOBATDH
MEHBIITYIO BLIOOPKY JINOO paboTaTh Ha OOJIBITIEM YUCIE PAYHIIOB.

B ,HaﬂbHeﬂIHehl C IIOMOIIBIO ITPEJJIOZKEHHOTI'O IIOJIX0[a MO2KHO BBITUCJIATD Rmin U CTPOUTDH

AJICOPUTMBI BBIYUCJICHUA CEKPETHOI'O KJII0Ya, UCHOJIL3Yd PA3JIMYUTE N Ha OCHOBE HEHPOH-
HBIX CeTeil.
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OIIEHKA BEPOSATHOCTH BHLIUTPHIIIIA IIPU [IPOBEJIEHUN
MAWMHWHIA HEBOJIBIIIOM I'PYIIIION YVUACTHUKOB

A.B. Yepemymkuu

HIN «Keanwm», 2. Mocksa, Poccus

B paborax Ittay Eyal u Emin Giin Sirer nmokazaHo, 9TO IPOTOKOJ MallHUHTA, PeaJjiu-
30BaHHBIN B OUTKOWHE, SBJISIETCH yA3BUMBIM K aTaKe CO CTOPOHBI I'PYIIILI YIACTHUKOB,
COCTABJISIIONIEH OTHOCUTEIHLHO HEOOJBINYIO YacTh OT OBIIEro Ynucja MaiHepOB, MO3BO-
JISTIOITIEN efl MTOJIyYIMTh BO3HAIPAXKIEHUE, [IPEBBIMIAIIIEe pa3sMep JT0JIA UMEIOIIIXCS Y
HUX BBIYUCIUTEIBLHBIX PECYPCOB, W OMMCAHA CTPATErHs MPOBEJICHUS T. H. KOPBICTHOTO
Maiinunra. B manuoit pabore onncana yTouHEHHAST BEPOATHOCTHO-ABTOMATHAS MaPKOB-
CKasl MOJIeJIb KOPBICTHOTO MafHWHTA, OCHOBaHHAS HA MPEJINOJIOXKEHIN O HE3aBUCUMO-
CcTH 00enX TPYII YYACTHUKOB. IIyCTh JIOJIs BBIYUCTUTEIHHBIX PECYPCOB Y KOPBICTHOM
rpynnsl nponoprnuoHabaa p, 0 < p < 1/2, a y Bropoit rpynmsr — (1 — p). Pacemar-
pHUBaeTCst TaK¥Ke CUTYallys, KOTJa B CIy4Yae Pa3BeTBICHUS IEMOYKN OJIOKOB BO BTOPOii
IpyIile 9acTh yY4aCTHUKOB, IIPONOPIHoHasbHast (1 — p), GyieT cTpouTh MPOJI0JIZKEeHNE
IS TIEToYUKY, ¢hOPMUPOBAHHON TIEPBOIl IPYIIIION, & ocTajbHble (OTHOCUTE/IbHAST J0JIst
(1 —v)(1 — p)) — mast Bropoii nenouku. OCHOBHON pe3y/IbTaT COCTOUT B 0OOCHOBAHIN
yrounénnoro maTepBaia 0 < p < 0,429, COOTBETCTBYIOIIErO 3HAYECHUSIM TAPAMETPa
P, IPU KOTOPOM KOPBICTHAs TPYIIIA MOJy9aeT OTHOCUTEIHHOE BOZHAIPAXKICHHE, IIPe-
BBITAIOITEE BO3HATPAXKICHIE TIPU YeCTHOM MaiiHuHre. JleBas rpaHuiia COOTBETCTBYET
snadennto v = 1, a upasas — 0. Arajoruano, pu 0,358 < p < 0,454 u moaxo s
3HAYEHUSIX 7Y KOPBICTHAs TPYIIA MOJYYIaAeT OTHOCUTETHLHOE BO3HATPAXKJIEHUE, TTPEBbI-
MAOIIEe BO3HATPAXKIEHUE OCTAJBHBIX YIaCTHUKOB.

KuaroueBbie caoBa: 6a0kuetin, MAtHUN2, MAPKOBCKASA MOJEADL, BEPOATIIHOCTNHBIT A6~
Momam.
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SELFISH MINING STRATEGY ELABORATION
A.V. Cheremushkin

“Research Institute Kvant”, Moscow, Russia

E-mail: ave238Q@Qmail.ru

As it was shown by Ittay Eyal and Emin Giin Sirer, the Bitcoin mining protocol is
not incentive-compatible, because there exists an attack in which colluding miners
obtain a revenue larger than their fair share. We describe an elaboration of Selfish-
Mine Strategy and present an extended model of selfish mining based on independency
hypothesis: both groups are made their work independently from each other. We de-
scribe a new state machine modelling selfish pool strategy. Let the selfish pool has
mining power of p, 0 < p < 1/2, and the others of (1 — p). We also consider the sit-
uation in which the others mine a block on the previously private branch (frequency
~v(1—=p)), and the others mine a block on the public branch (frequency (1—+)(1—p)).
Main result is an elaboration of an interval in which selfish miners will earn more than
their relative mining power: 1) for a given p, a pool of size p obtains a revenue larger

Ne 49



58 A. B. Yepemyuikun

than than its relative size for p in the following range: 0 < p < 0.429 (the left bound
corresponds to v = 1, and the right one — to v = 0); 2) for a given p, a pool of
size p obtains a revenue larger than a revenue of other group in the following range:
0.358 < p < 0.449.

Keywords: blockchain, mining, Markov model, state machine.

BBegenne

B paGore [1| anoHcupoBana, a nosaHee B |2, 3| onybimkoBaHa cTpaTerus MOBeIEHUSI
BBIJIEJIEHHO# (KOPBICTHOR) TPyl YIYACTHUKOB MAiiHUHIA, Y KOTOPOH CyMMAapHas BbIYHC-
JIUTeJIbHAS MOIIHOCTD IIPUHAJICIKAIINX UM PECypPCOB He IIPEBOCXOAUT IOJOBUHBL OT 00IIeil
BBIYUCINTEILHON MOIIHOCTH, MCIOJIB3yeMOoil jjist Maiinuara. CTparernsi, Ha3BaHHasT aBTO-
pamMu cmpamezueti Kopuecmnoz2o Mmatinunzd, MO3BOJILeT II0JydaTh JTaHHON TpyIe BO3HA-
rpazkJieHne, IPeBLIIAIoIIee pa3Mep JI0JU UMEIOIIUXCS Y HUX BLIYUCIUTENILHBIX PECYPCOB.
B eé ocHOBe JIeXKUT yTanBaHue YacTH YCIENTHO M0J00PAaHHbIX OJI0KOB, ¢ HOMOIIBIO KOTOPBIX
MOZKHO YMEHBIIUTH BBIUIPLIII OCTAILHON I'PYIIILI YyU4ACTHUKOB. [I1s1 000CHOBAHUS LIPEIO-
>KEeHHOIT CTpaTerun aBTOPLI OIINCAJIN MO/EJIb ITOBEJICHUA BCell CUCTEMBbI, B paMKaX KOTOpOfI
MO2KHO IIOKa3aTb, YTO CTpaTerud I[aéT BBIUT'DBIII JazKe B CJjay4dae, Korjga J0Jid BBIYHUCJIN-
TeJIbHBIX PECYPCOB 3TOH TPYIIIBI MOXKET COCTaBIATH Beero 1/3 or obimeil cyMMapHOii BbI-
YUCIUTEILHOI MOIIHOCTH BCeX yYaCTHUKOB MailHUHTA.

B nacrosmeil pabore NpUBOAUTCS YTOUYHEHHE JAHHON MOIEIN, OCHOBAHHOE Ha MOJIEC/IH
HEe3aBHCUMOIO [IOBEIeHIA 06erX IPYIIIL.

1. Mogesb nmporokoJia popMupoBaHuda OJIOKUeiiHa

HamoMHMM OCHOBHbIE MOMEHTHI criocoba (hopMUpOBaHUs TEMOUKE GJI0KOB (6I0KUeliHA )
Ha OCHOBE IIOWCKAa peIleHusl TPYI0eMKoil 3ajaun. B kpunrosasiore Butkonn B KadecTse
Takoil 3a/iaun BbIOpaHA 3a/adua 1oJ00pa CJIyYaifHOro BEKTOPa, KOTOPBI Ha BXOJE XeIll-
yHKIIMNI BMeECTe C XeI-CBEPTKOM JTAHHBIX O TPAH3aKIUIX, BXOJSIINX B JAHHBINA OJIOK, U
CBEPTKOM TIPEIBIIYINEro O/I0Ka JaéT 3HAUEeHne, MMeollee B CTapIuX pa3psijiaX B JBOUU-
HOIl 3amucu n HyJeil, rjae n— 00JIbIIOE YUCIO0, OIPEIC/IAIONee CI0KHOCTh PEIIeHud 3a-
gaan. Cpemnsss TpyaoéMkocTb M peleHns: 3aa9u 1Mo00pa TAKOro CJIydailHOIO BEKTOPa
cocTapjsgeT 2" omneparuil XemupoBaHus, IIOCKOJIbKY IIPU CIyYaiiHOM BBIOOpPE apryMeHTa Be-
POSITHOCTD TOSIBJICHUST Ha, BBIXOJIE Xel-(DYHKITMU TAKOro 3HadeHus cocrapysger 27 ". [Tonck
TAKOT'O CJIyIaifHOrO0 BEKTOPA HA3BIBAETCS MAHUHIOM, KOTOPBIM 3aHUMAETCsT OOJTBITIOE THCIIO
MaiiHepOB, 00beIMHSIIONIUXCST B TPYIIIbL (IyJIbl) JIJI YBEJINIEeHHsI BEPOSITHOCTH YCIIEITHOTO
nojibopa. Pasubre mysibl MOryT (hOopMUPOBATH pas3ndHble HAOOPHI TPAH3AKITUH JIJId OUepe/i-
HOIo OJI0Ka. DTO sIBJISIETCsI OJHON U3 MPUIUH MTOABICHIs pa3BeTBICHUI B OJI0KUeiiHe, KOTIa
[OSIBJISIETCST HECKOJIBKO TTPOJIOJIZKEHUH JIJIs y2Ke UMEIOIIeicsT TeOIKu OJIOKOB.

[TapameTpbl MaliHWHTa B OMTKOWMHE OOBIYHO PACCUUTBHIBAIOTCH TAKUM O0PA30M, UTOOBI
o/iH OJIOK reHepupoBaJicd B cpegHeM Kazk ibie 10 M. [Ipu doukcupoBanHOil cCyMMapHOil BbI-
YUCJIUTETHHOW MOIIHOCTH 3TOT BPEMEHHON MHTEpBaJsl t pacCUNThIBACTCS KaK MaTeMaTHde-
CKOE OXKUJIaHNe TeOMEeTPHIECKOro pacipeesenus ¢t = 1/P. 3iech BEPOATHOCTD YCIENTHOTO
nonbopa 3a CeKyHJy onpejeisiercst paeacrsoM P = V/M, tae V — npon3BouTeIbHOCTb,
T. €. YUCJIO ONEepaIii XeIUPOBaHusl B CeKyHy. Kcmm cymMMapHasi BEITUCIUTEIbHAS MOIII-
HOCTDL V' BO3pacTaer, TO JIJId COXPAHEHUs 9TOTO HHTEPBaJIa yBEJIMIUBACTCA TPYI0EMKOCTD M
110100pa COOTBETCTBYIOINIErO 3HAYEHUST XEI-CBEPTKH, T. €. TIapaMeTp 7.

B pesyiabrare MOXKHO CUNTaTh, UTO BEPOSITHOCTH YCIEITHOro (hopMupoBaHus OJI0Ka
B 9TOM BPEMEHHOM UHTEPBAJIE PABHA €IUHUIIE.
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B caydgae, Korma HECKOJIBKUM IIYJIaM yIaeTCsl YCIIEITHO ¢POMUPOBATH IIPOIOJI2KEHIE IS
rocJieiHero 0J10Ka, 1myoJimKyeTcs: pa3sersieHue. Jlajgee ocyinecTBsieTcs MOUCK ITPOIOJIZKe-
HuA JJId KazK/I0I'0 U3 BapuaHTOB 1 B KOHECYHOM CUYETe OCTaBJISIETCA TO, KOTOpOE€ nMeeT Hau-
OosbIyto JuHYy. B 9TOM cilydae BO3HarpaskIeHue IMOJIydatoT Te IyJIbl, KOTOPhIe yIaCTBO-
BaJiu B (popMUpOBaHNN HanboJIee JJIMHHON 1eMoYKr. IToObI OrpaHuInTh BPeMs IIPUHATHSI,
perrieHust OGbIMHO ONPAHUYHUBAIOT JJIMHY IEIOYeK B PA3BETBJICHUN (HAIPUMED, IECThIO 610~
kamn). Byzem paccmarpuBaTh HauboJiee MpocTyIo MOJIEh, KOTJa JJIMHBI IIETI0YEK B PA3BETB-
JICHUM HE OI'PaHU'Y€HbI, a pelIeHue 06 OCTaBJICHUU IIPUHUMACTCA IIPU IIPOCTOM IIPEBLINNICHNN
JUIMH Ha 1; Ipu 3TOM IIpeHeOperaeM BpeMeHeM Ha [TePeChLIKY JaHHBIX 1 BDEMEeHEM TTPUHSITHS
peIeHns.

2. Onucanme monesm u3 [1]

[Ipemtoxkennslii B 1| opurnHAIBHBIH METO OCHOBAH Ha MCIOJIb30BAHUN TEOPETHKO-AB-
TOMATHON MapPKOBCKOI MOJIE/IN ITOBEIEHNsT CUCTEMbI, IIPEICTABIAIONIEN cOO0I BEPOATHOCT-
HBIIT aBTOMAT CO CHETHBIM MHOYXKeCTBOM cocTosgHmit s = 0,1,..., B KOTOPOM K COCTOSTHUIO
§ = 1 OTHOCSITCS BCE CUTYaIlUN, B KOTOPBHIX KOPBICTHAS I'PYIIIa UMEET IIPENMYIIECTBO B UHUC-
Jie TIPaBUJIbHO C(POPMUPOBAHHBIX OJIOKOB, COXPAHIEMBIX B TaifHe W 0OPA3YIONINX IEIMOYKY
u3 ¢ 0710KOB. IIpm 3TOM paccMaTpUBAIOTCAd TOJIBKO T€ COCTOSAHUA, Korya ¢ > (), TOCKOIbKY
B CJIydae, KOIJia T'PYIIa OCTAJbHBIX yYaCTHUKOB IOJIyvYaeT IPEMMYIIeCTBO B UHUCJE IIpa-
BUJIBHO C(OOPMHUPOBAHHBIX OJIOKOB, KOPBICTHAs I'PYIIa IIpekpaliaer (popMupoBaHue CBOeit
LEITOYKHU, IPUCOEINHACTCA K OCTAIbHBIM YIaCTHUKAM M HAUUHAET MOA0UpaTh IPOI0/IKEHNE
JUISE TIETOIKH, c(hOPMUPOBAHHON OCTAJIbHBIMU YIACTHUKAME (T€M CAMBIM OCYIIECTBIISIETCSI
nepexoJ| B cocrosiame s = 0). B aBromare BBe/IeHO emrié oHO JonoaHrTeIbHOE cocTostaue
COOTBETCTBYIOIEE PA3BETBJIEHUIO HA JIBE TEMOYKN OJIMHAKOBOM JJIMHBI PaBHOI 1.

[Iycrs «, 0 < a < 1/2,— ot B CyMMapHOil MPOM3BOJAUTENLHOCTU BBIYUCIUTETbHBIX
pecypcoB V', KoTopoit obs1ataeT rpyia KOPbICTHBIX YIaCTHUKOB MaitHuHra. Torjaa BeposT-
HOCTDH YCIEITHOro (hopMupoBaHUs 0JI0Ka KOPBICTHOW TI'PYIION B TeUeHHe BPEMEHHOI'O WH-
TepBaJia t paBHA P = v, & JijI TPYIIIBI OCTAJbHBIX YYACTHUKOB COOTBETCTBEHHO ¢ = 1 — «.
st BBIYHCIEHNS BEPOATHOCTEH HAX0XKIeHHSI aBTOMAaTa B KayKI0M U3 COCTOSTHUI aBTOPHI [1]
OIPEJIEJISTIOT BEPOSITHOCTH TIEPEX0/Ia, UCXO/Isl U3 IPEIIOJIOXKEHNSI, YTO KayK/IbIil pa3 ycrexa
JIocTHTaeT Jubo ojiHa, JUOO JApyras rpyIa yIacTHUKOB.

Nnest coctonT B TOM, 9TO B CJIydae YCIEITHOrO IMOA00pa 0YepPeIHOr0 OJI0Ka KOPBICTHAS
rpyiiia He oOHapo/yeT pe3y/bTaT, a JEP:KUT ero B TaiiHe OT OCTaJIbHBIX JI0 TEX 10D, ITOKa
OCTaJIbHbIE YYACTHUKU CAMU HE TOJ0epyT odepeiHoi O0/10K. B aTOM ciydyae oHa mocrtynaer
OJIHUM U3 CJIEJIYIONINX BapUAHTOB!

— ecjm s = 1, TO OHM OOHAPOJIYIOT CBOI OJIOK, co3jlaBasi pa3BeTBJeHNE JUIMHBI 1 1 OTKJIa-
AbIBag BOIIPOC O TOM, KaKad U3 I'PYIIIL ITOJIYIUT BO3HAI'DAXKIACHUE;

— ecau S = 2, TO KOPBICTHAsI TPYIITa pacKpbiBaeT 06a CBOMX OJIOKA, TeM CaMBIM TIOJTydast
BO3HaIrpaskIeHue 3a JiBa OJI0Ka M JINIas BO3HAIPAaKIEHUs OCTAJbHBIX YIaCTHUKOB,;

— ecyi S > 3, TO OHU OOHAPO/IYIOT OJIOK, CTOSINMI B Hadase CBOeil cOXpaHaeMoil B TaiiHe
IETIOYKH, CO3JlaBasi pa3BEeTBJIEHUE M3 JIBYX IENOYeK JIMHBI 1 b0 yBesumuuBas Ha 1
JJINHY TEIIOYKHN B CYIIECTBYIOIIEM Pa3BETBJICHUU, TeM CaMbIM JINIIasd I'PYIIITY OCTaJIbHBIX
YYIACTHUKOB BBIUT'PHIIIIA.

Apropsr [1] paccMorpesn Takzke cirydail, KOrjia IIPH HAJUYUN PAa3BETBJICHUS CPEJH
OCTAJIbHBIX YYACTHUKOB HAfiJIeTCs TOArPYIIa, COCTABIAINAs (10 MOIIHOCTH) JOJI0, PaB-
Hyio 7, 0 < v < 1, Koropas Oy/mer mbITaTbCsl TPOJOJIKHUTH BETKY, CO3/IaHHYIO BBIJE/IEH-
HOIi I'PYIIION, T€M CaMbIM IIOBBIIIasd BEPOATHOCTD OJIYyYeHUA BO3HAIDAKICHUA KOPBICTHOMN
rpymmoit 3a 6Jioku, mnojodbpanHbie eo panee. ['pad mepexosoB BEPOSTHOCTHOIO aBTOMATa,
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MOJIECJIMPYIOIIETO TOBEJ/ICHUE YYaCTHUKOB, MPUBEJIEH Ha puc. 1. B aaropurme 1 [1] OpUHA-
THI CJIeyIonine 0DO3HATEHUSI: Lpriv—mmHa IPUBATHON MENOYKHU, COXPaHAEMON B Tailne
KOPBICTHOM I'PYIIION; Lpubl — JUTHHA OOIEJIOCTYITHOM MEeIMOYKHA B pa3BETBJICHUN.

1-nNi-a
(1-a)

Puc. 1. Apromarnas mosennb u3 1]

Anroputwm 1. [1]

: THununaan3anms
Ob1mmetocTyIHAS IETTOYKa <— OOIen3BecTHbIE OJIOKM.
[IpuBaTHas 1emovuKka <— O0IEen3BeCTHBIE OJIOKH.
Lpriv = 0.
MaitHuHr HOBOTO OJI0Ka TPUBATHON MENOYKH.
KoppicTHag rpymnmna Hamnnia 610K
Aprev = Lpriv - Lpubl-
Jobapenne HOBOro 0JIOKa K IIPUBATHOM IIEIIOYKE.
Lpriv = Lpriv + 1.
Ecnu Apey =0 1 Ly = 2, TO
yGJIMKaIs Beell mpuBaTHOl 1enouku. // KopbicTHasI rpyIiia BeIMIPhIBAET OJla-
rogapst ooJibIiert jmHe Ha 1
12: Lpriv = 0.
13: MaiftHuHT HOBOrO OJIOKA IIPUBATHOM IEITOYKH.
14: JIpyrue Hamum 0JIOK
15: Aprev = Lpriv - Lpubl-
16: JlobapjeHne HOBOro OJIOKa K OOIEIOCTYITHON IeIoYKe.
17: Ecim Appey = 0, TO

—_ =
— O

18:  IpuUBATHAas IEIOYKa <— OOIIEeN3BEeCTHASI IEIIOYKA. // Bropas rpymnma BbIATpaJia
19: Lpriv = 0.

20: mHa4ve

21:  Ecau Ape, =1, TO

22: nybMKanus mocjeHero 6J10ka npuBaTHOl nenouku.  // Ilenmodkn umeror ogu-

HaKOBYIO JIJTUHY, pa3BeTBJIEHUE JIIUHBI 1
23: nHa4due

24: Ecim Ay = 2, TO

25: nybmKalus Beeil npuBaTHON nenouku.  // KopeicTHast rpyiina BbIUIDBIBAET
O.J1aroapst 60JIbIIelH JIIHHE [elmoIKn Ha, 1

26: Lpriv = O,

27 VHave (Aprev > 2)

28: [IyGaukarust mepBoro HEOIyOIUMKOBAHHOIO OJIOKa ITPUBATHON IEITOYKH.

29: Maitnuar HoBoro 6Ji0Ka MPUBATHOM IEIIOYKH.
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PaCCMOTpeHHaH B [1] MO/I€JIb IIO3BOJIAET YCIICHTHO pacCHYUTaThb BEPOATHOCTD IOJIyYICHUA
BO3Hal'PDazK/ICHU A, ITPEBLIIIAIONICI'O Pa3MEpP BO3HAI'DAXKACHHUA IIPU YECTHOM MalHHUHIE: KO-
PBICTHad I'pyIIla IIOJy4daeT IIPEUMYIIECTBO IIPU BbBIIIOJIHCHUM HEPAaBEHCTBa

3. OcobGennoctu 1pe/ioxkeHHoii B [1] mogesnu

B [1] crpoutrcst BeposiTHOCTHO-aBTOMATHAST MOJIE/Ib JIJIsI CJTydasi, KOT/Ia BCe MailHephl pa3-
JIeJIEHBI Ha JIBe TTapaJLIe/IbHO pabOTaIoIie TPYIIIbI, TPUIEM KaXK/ IbIil pa3 ycrexa JIOCTUTaeT
b0 osiHa, b0 Apyras rpymna. [loaToMy MOXKHO CIUTATH, 9TO MPH TIEPEXoie aBTOMATHOMN
MOJIEJT U3 OJIHOT'O COCTOSHUS B JPYTO€e NMPOU3BOIUTCS OPOCAHUE OJIHON MOHETBI C BEPOST-
HOCTSIMU BBITIQJIAHUSI CTOPOH P = @ U ¢ = 1 — «, a (PyHKIMOHUPOBAHUE BEPOATHOCTHOT'O
aBTOMaTa OIIPeIesIsIeTCsI OCIe0BATeIbHOCTHIO HE3aBUCHMBbIX UCIIBITAHUN C JIBYMSI UCXOJIa-
Mu. [TocKo/IbKy BEpOSITHOCTH P U ¢ ONIPEJICICHBI JIJIsi BpDEMEHHOTO HHTepBaJia t, 171 KOTOPOTO
p+q = 1, TO B paMKax JAHHOI MOJEIN HEOOXOJIUMO, YTOOBI BBIOJIHAIOCH YCJIOBHE: IO~
cJIe TOTO KaK OJIHa U3 IPYIII JIOCTUTAET ycIiexa, 00e TPYIIbI JOJIXKHBI OCTAHABIUBATH CBOU
BBIYUCIUTE/IbHBIE YCTPOWCTBA U HAUNHATH MAWHIHT 3aHOBO.

Ob6paTuM BHUMaHUE Ha JIBEe OCOOEHHOCTU PACCMaTPUBAEMOTO IOIXO/IA.

Bo-niepBbix, eciin 661 06e TPYNIIIBI TPUJIEPKUBAIICH CTPATETNA Y€CTHOIO MalHWHTA 1
cpasy 00baBJIAIN 00 ycIenrHo chopMUPOBAHHOM 0OJI0Ke, TO OHU Obl OJIHOBPEMEHHO HaYM-
HaJIl HOBBIN MTOUCK odepeHoro 0j10ka. [losToMy Takyio cUTyaruo MOXKHO OBLIO ObI MOJIe-
JINPOBATH IIyaCCOHOBCKUM IIPOIIECCOM C HEIPEPBIBHBIM BpEMEHEM ¢ MHTEHCHBHOCTHIO P, a
MOMEHTHI TIepexo/ia aBToOMaTa U3 OJHOIO0 COCTOAHHS B JIPYroe COBIAIAJM ObI ¢ MOMEHTAMUI
OCTAaHOBa KOMITLIOTEPOB IIPU yCIIeXe OJHOM 13 rpyIir. [Ipu 3ToM BBIMTPBIIT KazK 0 U3 TPYIII
6bIJI 6bI IpornopnuoHaJIeH UMEIOITUMCS BBIYUCJINTC/IbHBIM MOITHOCTAM.

[Ipu ucnoib30BaHUU CTpATErn KOPHICTHOI'O MAaWHWHTA MaJjias Py HAYMHAET yTau-
BaTh PE3y/bTATbl U CHHXPOHU3AIUIO BPEMEHH 10 MOMEHTaM I0A00pa OJIOKOB HEJIb3sd IIPO-
u3Bectu. Jleso B ToM, 9TO XO0Ts1 OG/IbIIast IPyIIa cpa3y 00bABJSIET O IMOCTPOEHHOM OJIOKE,
MaJiast TPYIIIa MOXKET IMPUAePXKUBATh HailIeHHbIe OJIOKU JI0 TeX 0P, ITOKa OOJIbINas IpyIIa
He JIOCTUTHET yCIieXa, & 3aTeM PACKPBbIBATH UX, YTOOBI HEHTPAJIM30BATH BHIUTPHITT OOJIBIION
rpytibsl. [TosTomy Bo3MoKHA cuTyarus, Kora 06/IbInast TPYIIa eIé He CMOTJIa To100paTh
HY?KHOT'O XeIll-3HAYeHNsI U MMPOI0JIZKaeT MalHIHT, a mepBas mnoaobpasia u yramia. C apyroit
CTOPOHBI, ec/i OOJIbIas IPYIIa MOCTPOnIa O6JI0K, HO Y MEHbIIEH I'PYIIIbI €CTh HECKOJIBKO
OJIOKOB B 3aliace, TO OHa PACKPBIBAET IEPBBIi OJIOK CBOEl MEITOYKHN /I HENTPaIu3aIii Bbl-
UT'PBIIIA JAPYTOH CTOPOHBI, HO caMa IPOJIOJIKACT MAWHUHT JIJId IIOMCKA ITPOJOJIZKCHUA I
rocJietHero 6J10Ka B ¢Boeil memouke. [loaroMmy MOMeHTBI HavaIa MAafHUHTA HOBOTO OJIOKA y
Pa3HBIX IPYIIIT pa3HbIE.

Ho rpad nepexomoB Ha puc. 1 cTpOUTCS UCXO/Isd U3 YCJIOBHS, ITO IIPHU IEPEX0Ie B KazK 10
cocTtosinre 00e T'PYIIbl HAYMHAIOT IOI00P COOTBETCTBYIOIIEIO OJIOKA 3aHOBO, OCTAHABJIU-
Basl IPEIBLIYIINN MOUCK. DTO JIeJIaeT JaHHYI0 MOJEIb MOJEIBI0 ¢ JUCKPETHBIM BPEMEHEM.
[TosTomy B mcxomHOM pabdoTe, (haKTUIeCKH, IpUMEHsieTcsT 60J1ee IpocTasi MOJIEJIb ¢ JIUCKPEeT-
HBIM BpEMEHEM, B KOTOPOI CHHXPOHUBAINS ITPOU3BOIUTCS 110 (PUKCUPOBAHHBIM BPEMEHHBIM
WHTEpBaJaM, B KayK/IOM U3 KOTOPBIX 00A3aTe/IbHO JOJIXKEeH ObITh Hafi/IeH OJIOK, IIPUIEM TrC-
Jla p U ¢ 0DO3HAYAIOT BEPOSITHOCTHU YCIIEITHOrO 1o100pa OJI0Ka JIJIg KOPBICTHOW TPYIIILI 1
I'PYIIIbI OCTaJIBHBIX YIaCTHHUKOB B T€Y€HUE 9TOI'O BPEMEHHOI'O MHTEPBaJia.

JIucKkpeTHas MOJIeNIb SIBJsIeTCs, OE3yCJIOBHO, OrpyOJIeHIeM peasibHOM CHTyalluu, KOTJa
BpeMsI JIO CJIEJIYIONIEro YCIEHOTo (POpMUPOBaHUs OJIOKA SABJIAETCA CJIYIalHON BEJTMIUHOM.
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OsHako ¢ e€ MOMOIIBI0 MOXKHO IIPOCTO OIEHUBATH BEepoATHOCTH ycrexa. Momenb ¢ juc-
KPETHBIM BpEMEHEM YacCTO MCIOJIb3YeTCs JJid IIPeIBAPUTEILHOI OleHKU cuTyarmu. [Jras-
Hag uJiess aBTOPOB COCTOUT B MOCTPOCHUU KOMITAKTHOW BEPOATHOCTHO-aBTOMATHOMN MOJIEIH,
COCTOSTHUSIMH KOTOPOH SABJIAIOTCS TaK¥e CUTYAINH, KOT/Ia epBas IPYIIa NMeeT TTIPenMyTIie-
CTBO B HEKOTOPOM (PHKCHPOBAHHOM YHUCJIe COOPMUPOBAHHBIX OJIOKOB, COXPAHSIEMBIX B TailHe
oT OOJIBIIIEl I'PYIIIIHI.

Bropas ocobennocthb 3akimodaercd B cieyiomeM. Ha camom jeste, JIBe rpymibl Maii-
HEPOB UCIOJIb3YIOT pa3Hble CTPATETUU W PENIaloT pa3Hble 3aJa4u, JeHCTBYS HE3aBUCUMO.
D10 00bACHSAETCS CJICIYIOMUME cOOOpazkeHuAMU. [[0CKOIbKY TPYIIIIBI HCIIOIB3YIOT Pa3HbIE
CTpPATErWH ¥ IIPHU ITOM OJIHA U3 IPYII MOYKET CKPBIBATH PE3YIBTATHI, TO IPOUCXOIUT MapaJl-
JIeJIbHOE PellieHne JBYX 3a/1a49 JABYMs I'PYIIaMu, 0018/ IaI0IMMI PA3HBIMU BHIUUCIUTE/IHHBI-
MM MOIIHOCTsAME. TaK KaK MOITHOCTb Y KaKJIOil U3 TPyl MeHbIe oOIeil cyMMapHO, TO
Terepb BO3MOYKHA CUTYyallld, KOTjia 00e TPYIIbI He YCIEIOT B TeYeHHe 3aJJAHHOI0 BPEMEHHO-
ro mHTEepBaJa Mo100paTh HY?KHOT'O XelI-3HAYEHUs, YTO COOTBETCTBYET PEAILHOM CUTYaIUH,
KOI'JIa Ovepe/IHble OJIOKH ITOJIONPAIOTCA HE B TEKYIIEM, a B CJIELYIONNX BPEMEHHBIX NHTEP-
Basiax. Takxke BO3MOXKHA CUTYyallus, KOryla 00e IPYIIIbI Hall/lyT UCKOMbIe 3HAUEHUST, OJHO U3
KOTOPBIX MOXKET ObITh CKPBITO KOPBICTHOH Ipytioii. Ecin K KOHILy BpEMEHHOI'O UHTEPBaJIa
00bABIIAETCA O HAXOXKJEHUU JIBYX PA3HBIX MPOJIOJIKEHUI IMEMOYKNd OJIOKOB, TPUUEM OJTHO
U3 HUX OKa3bIBAETCS JIJTUMHHEE, TO JIJIs BKJIIOUEHUS B OJIOKYeiiH BbIOUpaeTcs OoJsiee JIJIMHHAS
BETBb B Pa3BETBJICHUM.

[TosTomy GoJiee €CTECTBEHHO 9Ty CUTYAIIUIO MOJETUPOBATH MOC/IEI0BATEILHOCTHIO HE3a-
BUCHMBIX OJINHAKOBO PACIPEIEJEHHBIX Tap CIydaiiHbix Beqndaut (£1,Es) ¢ BEPOSITHOCTSIME
yerexa P&y = 1] = p (st nepsoit rpymnmst) u Plés = 1] = ¢ (ays Bropoit rpy1msr).

YdaTéM 9T0 3aMedalnne U UCCAeIyeM, KaK U3MEHUTCA MO JIJIA CIydast JIByX aKTHBHBIX
YIACTHUKOB.

4. YTOYHEHHBIIA IIOIXO/,

[IycTh, Kak M paHbIle, p — BEPOATHOCTH ycCleXa B T0J00pe HYXKHOTO 3HAYEHUS XeIll-
dbyuKIMM st KOpeIcTHON rpymibl, 0 < p < 1/2, u ¢ = 1 — p— JyIst TPYIIIBI OCTATBHBIX
ydacTHUKOB. [Ipemnosiaraem, 4To o0e IpyHIbI SABJIAIOTCS OJHOPOIHBIMU M MOJIEIUPYIOT-
cd JIByMd BBIYUCIUATE/IAMU C CyMMapHBIMHM MOIIHOCTSAMU, ITPOIOPIMOHAIBHBIMU JIAHHBIM
BepoATHOCTSIM. ByjieMm moJiararh, 9To 0be TPYIIbI JIeHCTBYIOT HE3aBUCUMO, IIPU ITOM I0-
[IPEXKHEMY UCIIOJIb3YEeTCsl MOJIEJIb C IUCKPETHBIM BpeMeHeM. PaccMOTprM aBTOHOMHBII BEPO-
STHOCTHBIN aBTOMAT 0€3 BBIXOJ/Ia, MHOXKECTBO COCTOSTHUI KOTOPOT'O COCTOUT M3 TPEX T'PYIIIL.
[IepByto rpymiy COCTaBISIOT COCTOSAHUA S;, ¢ = 0,1,2,..., B KOTOPBIX y KOPBICTHOI I'PYyTI-
bl YYACTHUKOB UMEeTCsl IPENMYITIIECTBO B YHCJIE TOJ00PAHHBIX Xel-3HAYeHni /115 OJIOKOB,
paBHOe HOMeDPY cocTosinus. OTpurare/bHble 3HAYEHUs], KAK U B IIPEJIbLIYIIeH MOJIEIN, He
paccMaTpUBAIOTCH, TaK KaK OHU COOTBETCTBYIOT HYJIEBOMY COCTOAHHIO. BTOpyio rpymiry
COCTaBJIAIOT COCTOAHMA S;(, ¢ > 2, B KOTOPBIX OJIOKYeHH JOIIyCKaeT Pa3BeTBJICHHE C JIBY-
Ml TIPOJTOJIZKEHUSIMA U JIJTUHA TENOYKH, COPMUPOBAHHON KOPBICTHOW I'PYTION, COMEPXKUAT
Ha ¢ OJIOKOB OOJIbITIe, YeM TelovKa, chOpMUPOBaHHAS I'PYIIION OCTAIBHBIX YIACTHIKOB Maii-
nunra. Ciaydait ¢+ = 1 TakkKe He pacCMaTpPUBAETCs, TaK KaK B 9TOM CJIydae IepBas I'DYIIIa
PACKPBIBAET CBOIO IETIOYKY U CHCTEMAa [IEPEXO/IUT B HYyJIeBOe cocTosiHue. TpeThio rpyiry 0b-
PasyroT COCTOAHNA S;; IPH ¢ 2> 1, KOTOpbIEe COOTBETCTBYIOT CJIy4al0 Pa3BeTBJICHUIl ¢ JIByMdA
OJIMHAKOBBIMU JIJTMHAMU TTPOJIOIZKEHNN MCXO/THOU TTETTOTKH.

Crpareruio moBe/ieHus BbIJICICHHON IPYIIBI YIACTHUKOB OIPE/IETUM aHAJIOTUIHO OIH-
canHomy B pabore [1] anropurmy (amaropurm 2).
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AnroputMm 2. HoBprit asroputm
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Nunnnanun3anms
O6rmeocTyITHAs TEMOYKa — OOIEN3BECTHBIE OJIOKH.
[IpuBaTHas menoydka <— oben3BecTHbIe OJIOKH.
Lpriv = 0.
MaitHuHT ¢ roJIOBHOTO OJIOKA MPUBATHOM IEIIOYKH.
KopsbicTHas rpynna Harmia 6J0K
Aprev = Lpriv - Lpubl-
JlobaBienne HOBOTO OJIOKA K IPUBATHON IEIIOYKE.
Lpriv = Lpriv + L
Ecim Apey =01 Lyyiy = 2, TO
nybauKanus Beeil mpuBaTHON Teniouky, // KopelcTHas rpymnma BeUTpbIBACT GJia-
rogapst OoJIbIIer JInHe enoIKd Ha 1
Lpriv = 0.
MaitHuHT HOBOrO OJI0Ka IIPUBATHON IEIIOYKH.
pyrue Haman 6J10k
Aprev = Lpriv - Lpubl-
Jlobasienne HOBOTO OJIOKa K OOIIEOCTYITHON IEMOYKE.
Ecou Ay =0, TO

IIpuBaTHad IMEITOYIKa — O6meHSBeCTHaH OeIro4Ka, // OHH BbIAI'paJiu
Lpriv =05
nHa4de

Ecim A,y =1, TO
Iy OJIMKAIS [TOC/IeIHero OJI0Ka npuBaTHO nenodkn, // Ilemodkn mmeror ojn-
HAKOBYIO JIJIHHY, Pa3BETBJICHHE JIJINHBI 1

vuHa4Je
Ecim Ay = 2, TO
myOJIMKAIsS BCelt TPUBATHOM EMOYKH, // KopblcTHasl Ipymiia BBIUTDHIBAET
OJ1arogapst 60JIbIIelH JIIHHE [elOIKd Ha, 1
LpriV = 07
nHa4e (Aprey > 2)

yOJIMKAIIAS [IEPBOr0 HEOIyOJIMKOBAHHOIO OJI0KA IIPUBATHON IEIIOYKH.
KoppicTHas rpynmna Hania 6J0K U Apyrue Halian O0JI0K
Aprev = Lpriv - Lpubl-
JlobaBienne HOBOTO OJIOKA K IPUBATHON IEITOYKE.
Jlobasenne HOBOTO 0JIOKa K OOIIEIOCTYITHON IEIOYKE.
Ecim Ay =0, TO
nyO/IMKAIMA HOBBIX OJIOKOB It 00EMX IENOYeK,
Liviv = Lpwiv + 15 Lpupt '= Lpun + 1, // Llemouxn nmeror oquHAKOBYIO JIHHY
nHave
Ecnu Apey =1 (Lpriv = 2), TO
nyb/mKals Beeil npuBaTHoil eniouku,  // Kopblcraast rpyina BeiurpeiBaer 6J1a-
rogapst OoJIbIIert JJInHe MeroYK Ha 1
Lpriv = 07
MHa4e (Aprev > 1)
Iy GJIMKAIS [T0C/IeIHero OJI0Ka puBaTHOl nenouku.  // Kopbicraast rpynmna mo-
JIydaeT OTJIOXKEeHHbBIH BBIHIPBIIII 38 OJHH OJIOK
: MaiitHHT HOBOTO OJIOKA IMPUBATHON IETIOYKH.
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Pacemorpum rpady 1mepexo/ioB BEPOSITHOCTHOIO aBTOMATa, MOJIEUPYIOIIEro OBEJICHUE
JIBYX TPYIII y4aCTHUKOB (puc. 2). B HEM BepIIUHBI TIOMEYEHbI HHIEKCAMU COOTBETCTBY OIIIX
COCTOSTHUIA, & Mepexoibl — napaMu ab, COOTBETCTBYIOIUMU 3HATEHUSIM CJIy YAl HbIX BEJIUINH
& =ané&=0>(abe{0,1}). Merku mepexo10B npuBeeHbl B Ta0I. 1.

Puc. 2. I'pad nepexonoB cocrosauit Jiisi yTOIHEHHON MOIE/IH

Tadbauma 1
MeTku nepexosoB B yTOYHEHHOI MOJI€JIA

Mertxka Beposrmocrs, CobbITHE
epexoia
00 qp Hwu oxna rpynma He HaILIA TPOJIOIZKEHUS
01 q> Bropas rpymnmna mamura mpomokenne BTOPOil MEMOYKn
10 p? KopsicTHas rpymnma Hara mpooJiKeHne CBOeil enoIKn
11 pq O06e TpyNIIbl HAIIIA TTPOJOJIKEHHUE JJIs CBOUX IENOYEK

OcHoBHOe oT/TmamMe B rpadax Mepexo/ioB Ha PHUC. | U 2, TIOMUMO yBEJIUIEHUST 10 IeThI-
PEX YmcIIa UCXOISIINX pEOEp U3 KarKI0i BepIINHbBI, 3aKII0YAeTCa B TOM, 4T0 cocrosuue ()
B 1epBOM I'pade, COOTBETCTBYIONIEE PA3BETBICHUIO Ha JBE IEIMOYKU OJIMHAKOBOH JIUHBI,
3aMEeHEeHO Ha IENMOYKY COCTOSHHI S11, S99, ..., COOTBETCTBYIONINX PA3BETBJECHUSM C JIBYMS
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OJ/IMHAKOBBIMU TIETIOYKAMU JJTUH 1,2, ... cooTBeTCTBEHHO. B 11epBOoit Mo/1e/In TaKoe Pa3BeTB-
JIEHWE MOYKEeT UMeTh TOJILbKO JIJINHY PaBHYIO 1, a cuTyaluii ¢ OOJbITIMU JIJIMHAMHA TIETTI0YeK
He BO3HUKAET, IMOCKOJIbKY KaXKJbIil pa3 BLIUTPLIBAET JIMOO OJiHa, JIMOO JIpyrasd CTOPOHA,
HO He 0be BMecTe. Kpome Toro, ;106aBJIEHbI COCTOSTHUA S;g IPH § > 2, COOTBETCTBYIOIINE
PAa3BETBJIEHUIO HA JIBE MENOYKHU PA3HBIX JJINH, B KOTOPOM KOPBICTHAA TPYIIa UMEET IIpe-
UMYIIECTBO, paBHoe ¢ Ojiokam. Ha puc. 2 jjisi m3obparkenusi pédbep UCIOJIb3YIOTCS JIUHUU
TPEX THUIIOB: YKUPHOM JIMHUEH HAPUCOBaHbI PEOpaA, COOTBETCTBYIOIINE COOBITHIM, B KOTOPBIX
KOPBICTHASI TPYIINa rapaHTUpyeT Jjisi cebsi BOZHATPAXKIEHNE; YHKTHPOM — B KOTOPBIX BO3-
HarpakJeHre MoJlydaeT IPyNna OCTaIbHBIX YIACTHIKOB, 8 TOHKHE JJUHUU YKA3bIBAIOT, ITO
HU OJTHA U3 IPYII HIYEro He TOJIyYaeT.

Ha camom jieste yuacTHUKE 00€UX I'PYIIIL TOJIyYAIOT BO3ZHAIDAXKICHIE TOJILKO IIPU TIepe-
X0Jle B HYJIEBOE COCTOSAHUE, KOTJIA COOTBETCTBYIONINE TIEOYKN OKOHYATETHHO BKIIOYAIOTCS
B Gustokueiin. [TosTomy 31ech, kak 1 B pabdote [1], mponsBoauTest IpUNUCHIBAHTE COOTBETCTBY-
IOINEro BO3HAIDarKJIEHU Iepexo/iaM rpada B TexX cirydasx, KOrja YyIacTHUKU rapaHTHPOBa-
Jn cebe ONpeJIeSIEHHYIO YaCTh BO3HAIDAXKJIEHUsI, HE3ABUCUMO OT JAJIbHEIIell TPaeKTOPUI
[IOBEJICHUSI.

[loBesnenmne aBrOoMaTa MojeaupyeTcs Ienbio MapkoBa, i KOTOPOIl Iepexo/IHble Be-
POATHOCTHU 3aJIaI0TCs CJieIyIomuM obpa3oM. 3 KazKJIoro COCTOAHUS BO3MOYKEH IMEPEXO]]
B YeThIPE COCTOSHUA B 3aBUCUMOCTH OT TOTO, JOCTUTAIOT WJIM HET ycClieXa yKa3aHHbIE IPYII-
bl YYACTHUKOB. [[J1s1 y1o6cTBa BapHMAHTBI IEPEXOJIOB [T BCEX COCTOSHUNM COOPAHBI B OJIHY
tabsuity (Tabir. 2).

Tadbnauma 2
Ilepexoapl rpada ajiss yTOYHEHHON MOae I

Ucxonroe | Merka | BepositHocts | Caemyromee Borurpoim
coctosinne | pebpa repexoia cocTosinne | 0OemX TPYIII
s; (1 20) 00 qp S (0,0)

S0 01 q? S0 (0,1)

S1 01 q2 S1,1 (O, 0)

9 01 q? 50 (2,0)
S; (’L 2 3) 01 q2 S$i—1,0 (].70)
S (Z 2 0) 10 p2 Si+1 (0, O)

S0 11 pq $11 (0,0)

s1 11 Pq 50 (2,0)
si (1> 2) 11 Pq 5,0 (1,0)
sii (1>1) 00 qp Siyi (0,0)
Sii (Z > 1) 01 qQ S0 (O,Z + 1)
siq (i21) | 11 pq Si1,i+1 (0,0)
si0 (12> 2) 00 qp 51,0 (0,0)
54,0 (Z 2 3) 01 q2 S$i—1,0 (1, 0)
si0 (i =2) 01 g 50 (2,0)
54,0 (Z > 2) 10 p2 Si+1,0 (0,0)
54,0 (’L 2 2) 11 pq 54,0 (1,0)

41. CucremMa ypaBHEHHUINH JJid BEePOIATHOCTEeH cOCTOAHUI

JlJist o1leHKM BEPOATHOCTEN BBIMIPBHIIIA KazKI0H U3 IPYII HEOOXOIUMO CHAaYa I8, BhIUNC-
auth BepogrHoctu p; (1 = 0,1,...), pio (Jj = 2,3,...) u p;i; (i = 1,2,...) HaXOXKCHHS
CHUCTEMBI B KayKJIOM U3 COCTOSTHUIN. By1eM HCX0UTh U3 IPEIIIOJIOKEH S, 4TO COOTBETCTBYIO-
mas 1enb MapkoBa gBJIsIeTCs CTAIMOHAPHOIA, T. €. 9TH BEPOATHOCTH HE 3aBUCAT OT MOMEHTa
BPEMEHH.
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BepogaraocTn HaX0XKIEHUS CUCTEMBI B KayKJIOM U3 COCTOAHUI JIOJI?KHBI YJIOBJIETBOPATH
CJIEJIYIOIUM YPaBHEHUSIM:

o= " +¢% lei,i + qpo + papr + ¢ (pa + P2o); (1)
>
pi=pgp; +p’pici, 0= 1 (2)
P11 = qppi1+ Papo + ¢*p1, )
Pii =qPDii +PqPpi—1i—1 (i = 2);

P20 = qp P20 + ¢°P30 + Pq P20 + PID2 + ¢°ps. )
Pio = qpPio + P*Pic10 + @Piv10 + PaPio + api + Ppiv1 (1= 3).

HaKOHeH, O6HL&H CyMMa BepOHTHOCTeﬁ BCEX COCTOAHUNA PaBHa €IWHUIIC:

Yopi+ D pii+ Y pio=1 (5)

120 i1 122

B nanbneiinmem HaiiEM BbIpazKeHHUS JIJI BCEX BEPOSTHOCTEH Yepe3 BEepPOsTHOCTH p; U 3Ha-
YeHusd p, q, p < q.
4.2. Boiuuciaenue BepodTHOCTEH p;

Jlemma 1. Bepodraoctu p; ipu ¢ > () yI0BJIETBOPAIOT COOTHOIIEHUSM

2

Di+1 = 1 Di- (6)

—Pq

st moboro k > 0 umeeMm
S p— 2, (7)

>k

Joxaszameavecmeo. ITlepBoe cooTHOIEHNE PaBHOCIIBHO ypaBHeHusM (2). Bropoe BbI-

2
1 —

TeKaeT U3 MePBOr0 U IENOYKNA PABEHCTB Z Pi = Dk Z ( b ) = Dk pq' []
i>k izo \ 1 —pq q

B wactHocTn,

1—pq (1 — pg)?
Di = Do =D . 8
i;) q P*q (®)

CaencrBue 1. lIMeoT MeCTO ClIeAyIOIIIEe COOTHOIIECHMSA:

papo + ¢*p1 = P1q/p,

) p22—1q . (9)
Papi +qpirr=pro——;, =21
(1 —pq)

Oba COOTHOIIEHNST BHITEKAIOT U3 paBeHCTB (6).

43. Beruncaienue BepoATHOCTEH p;;

Jlemma 2. BepositrocTu p;; npu i = 1,2, ... yJIOBJIETBOPSIOT CJIELYIONM COOTHOIIE-
HUAM: pq
Pl =P, Pitlit1 = — Dii- (10)
p(1 —pq) 1 —pq

B gacTHOCTH,

Z Pii = D1

=1 p(p* +¢?)

(11)
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Loxaszameavcmeo. YpaBHeHUs MOJACUCTEMBI (3) MOXKHO Iepernucarh B 6osiee yI06HOM
BHJIE:

. (12)
(1 —pq)pii = pqpi-1i-1, 1@ =2

BoIpazkenne Jist p1; BBITEKAET U3 [EPBOrO ypaBHeHust 9Toii cucreMmsl u pasercTsa (9). Bro-
POe COOTHOIIIEHNE BBITEKAET U3 OCTABINIUXCs ypaBHeHuii cucteMbl (12). Tperbe cooTHOMIEHNE
ABJIFCTCS CJICICTBAEM MEepPBBIX JIBYX U paseHcTsa 1 — 2pq = p? + g%

g\’ 1—pg P1g
Zpi,izpl,lz( ) =D =

1,1 - .
=1 So\1—pgq 1—2pg  p(p?+¢?)

{(1 — pg)p11 = pqpo + ¢*p1,

JlemMma 2 moxazana. B

st ynoberBa 0603HAYNM Yepes3 Xy 3HaYeHUe, OIPe/Ie/IIeMOe BhIpayKeHueM

M0 =) Pii=D11+De2+ ...

1>1

Jlajiee namM oTpeOYIOTCA TaKKe 3HAUEHUS Y1 U Mg, OIPeegeMble PABCHCTBAMEI

piXi = (i +1)pi; =2p11 +3p2a+...,

i1

P1¥2 = > ipii =D11+ 2P+ ...

i>1
Jlemma 3. 3nadenust Y; u Yy BBIUUCSIIOTCS IO (DOPMYyTIaM

5, — 42~ 3pq) ,— a0 —rq)
p(1 —2pg)*’ p(1 = 2pq)?

oxasamenvcmeo. Boraucinm suadenne Y. C yuérom (10) nmeem

(13)

i—1
bq . pq
Y= 24+ 3 +...)= § +1 =
P12 pl,l( 1—pg ) P11 i>1(l ) (1 pq)

1—1 i 2
p1Pq . pq Pl . Pq p1 1—pq>
== i+ 1 =—=> (i+1 =— —-1].
p21—pq§1( >(1—pQ> p? i}l( )(1—pq) p? ((1—21?(1 )

SILGCB HCIIOJIb30BAaHO U3BECTHOE TOXKICCTBO

>t = (= (14)

i1

cupasemBoe pn 0 < x < 1. 3HaqnT,

5= L <1—pq>2_1 :i(2pq—3p2q2>29(2—3pq)
p* \\1 - 2pq pP» \ (1—=2pq)* ) p(1—2pg)*

Ananornano ¢ yaérom (14) moydaem

i—1
pq . pq
P22 =p1a(1+2 +...):p1,122( ) =

1 —pg i>1 \1—pgq
1—1 2
_ P g Z( P4 ) _p1g (1—pq) (G )
P*l—pg=1 \1—pq p*1—pg \1—2pq p(1 —2pq)?

JlemMma 3 moxkazama. W
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44. Boluucnenue BepodTHOCTEH p;g

YrBepxkaenune 1. BeaudnHer p; o, ¢ = 2, BEIMUCILIOTCA 110 CJCAYIONIM (DOpMyJIaM:

3

P2,0 = P15 (15)

¢(1—pg)’

2\ ¢ 2 2 i

p p+q q .
; = - — , > 2. 16
Di+1,0 p1<q2) (1_pq (1_pq>) ! (16)

oxazameavcmeo. 113 pasencrs (1), (7) u (11) moaygaem

1 2

P2+ Do == Di= p1§—z-
q i>2

[TosTomy
2 2 3
b p p
P2 = (P2 + P20) — P2 =M (— — —) =pP1 7~ (17)

¢ 1-pq *(1 - pq)

YpaBHeHnust cucTeMsbl (4) MOXKHO IepenucaTh B 6oJiee yI06HOM BUJIE:

(1 = 2pq)p2o = ¢*p30 + PaD2 + ¢°p3,
(1 —2pq)pio = p2pz’71,0 + q2pi+1,0 +pgpi + ¢*piv1, 1> 2,

WM MHAve ;
pq
(P* + @)p20 = P30 + P17 5
(1 - pg)? a
(P* + @*)pio = P*Pi-10 + CPiv10 + p1p—qi7 1> 2.
(1—pq)
Orciona
v p’
P20 = P30 = — 5P20 +T P13,
q q(1 =pg)*"
p2 ( ) p22—1 - 5
Pio — Pi+1,0 = 5 Pi—1,0 = Pio) T P17, 1> 2.
B q(1 — pq)
O6oznaune 9epes y(i) = p; o — Pit1.0, TOTyTaEM
; +1, y
2 3
p
Y(2) = ——p20 + P )
¢ q(1 = pq)®
2" Pl .
y() = Lyl — 1) +p i>2

i 2\ 7 2j—1 2\ i1 i 2i—1 2y i—1
_ p- I A = Y p _ (& _
-n 32232 (qQ) q(1—pq)’ (q2> P20 =Pt & pimaiti(1 = pg)y (q2> P20 =

2i—1 4 2 J 2\ —1
p q p
=D - -\ = bP2o/P1 | =
(qQ’“j;(l—pQ) (qQ) / )
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2i—1 2 2, 9 2 J 2\ —1
B P q q (P _
" (q (1_pq) b (1_pq) (q) pw/pl)

— p2“< ¢ )21—19(1 . ( ¢ )H (pQ)i_1p2 Iy | =
— , _ _ (£ L =
q21+1 1— Pq D 1— g q2 ,0
1—1 71— 11—

() (-5 ) () )

q? 1 —pq 1 —pq q? ’

i—1 i—
=D <_q —pzo/p1> (]9—2) — q < q2 ) 1 =
1 —pq ’ q? 1—pg \1—-pgq

i—1 i—1
({0 5
¢*(1 — pq) \ ¢* (1—pqg) \1-pgq
Takum obpasom,

Pi+1,0 = Pi,0 — P1 q3—p3 (pQ)i_l q < p2 )i_l =
1+1,0 — Mi,0 — /4 N Y - -
(1 —pqg) \ ¢? (1—pgq) \1—pq
ZPQO—Pli —Q3_p3 <p—2)j_1— 4 ( p2 )j_l —
’ 2\ *(1—pq) \ ¢ (1 -pq) \1—pq
:pl—p3 — D1 —3 —p3 Zz: (p_z)j_l - d ZZ: ( p2 )j_l =
*(1 —pq) *(1 —pq) ;= \ ¢ (1—pg) i \1—pg
ol (22 () ) ()7
7*(1—pq) ¢*(1—pq) ¢—p ¢ (1-pq) q 1—pq
(R )2 ) (25 %)
N =pg)g—p \ &2 1—pq g2 1—pq 1-pq) |

Vreepxkaerue 1 1o0ka3aHo. B

CaencrBue 2. 3HadeHue X3, ONpe/Ie/IIeMOe BbIparKeHUEM

Z Pio = D123,

122

BBIYUCIIETCS 10 (hOPMYJIe

p3

q(¢—p)

Hoxazamenvcmeo. [leiicturensio, u3 (16) mmeem
2\ ¢ 2 2 %
P p+q q
DPio = Pi+1,0 = D1 - - =
z‘; ; i i;(qQ) <1—pq (1—pq>>
0 p_'_qQZ(p_Q)i_Z( p2 >z . p+q2 <p_2>2 q2 _< p2 )21_pq _
1-pq =5 \ ¢ =5 \1-pq 1-pg \¢*) q—p \1l-pq q

P <q2(p+q2) _q3) _ p’(1+q)
"1 -pg) \ (g—p) "?2(1—pg)(q—p)

=P
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Orciona ¢ yaérom (15) mosrydaem
3 2 3
p P (1+4) p
dPio=P20+ D Pio =D 57—~ <1+— =P
> = ¢*(1 = pq) q—p q(q — p)
CresicrBue 2 j0Ka3aHO. W

4.5. Boiuucienue BepoOdTHOCTHU Py

U3 pasenctsa (5) ¢ yuérom (7), (11) u (18) mosyvdaem BbIpayKeHHE JIs BBITHCICHUST

BEPOSATHOCTH P1:
1 — pq)? q P
P1 (( 3 ) + 5 =~ + = 1.
p*q p(p*+¢*)  qlq—p)
46. Boiuuncanenue R

OrneHnM BBIMIDBIII, TIOIyYaeMblil BbIIEJEHHO IPYIIION yIacTHUKOB. BosHarpaszieHue
nepBoit rpymst ¢ yaérom (9), (7), (17), (18) u (13) pasuo

ro = 2pqp1 + @ pa+ (pg + @) S pi+ Ppao+ (ap+ )X pio+ P2 (0 + pii =

i>2 i>2 i>1
2 2 3
P°q P
=p (2pq+ +p? + + ¢35 +p221).
1 —pq I —pq

JList BTOpOit TPyHIIbI BO3HAIDAYKIEHNE PABHO

r=q (po + >0+ 1)p¢,i) = ng’ (1—2pq + 21) :
i>1 p

ot mepBoit rpymIibl B 00ITEeil cyMMe BO3HAIPAXKIEHUs 110 Pe3y/ibTaTaM MaiHIHTa, OTle-
HUBAeTCsl BbIpazkeHneM R = ro/(rg + r1); 3aMeTuM, 910 OHO He 3aBHCHT OT p;. Ha puc. 3
[IPUBEJIEHBI PE3YJIHTATHI BBIUYNCJIEHNI BEJIMUUHBI BHIUTPHINIA R TPU 9€CTHOM U KOPBICTHOM
MaHIHIe B 3aBUCUMOCTU OT BepoaTHocTH p. U3 rpaduka BUIHO, YTO KOPLICTHAS TPYIIIA
[IOJTyYaeT MTPEUMYIIECTBO IO CPABHEHMIO C YeCTHBIM MaitHuHrom mpu p > 0,429, nmpuyaém eé
BO3HArpazKjieHne MPEBbINTaeT BO3HATPAXKIEHNE OCTAJIbHOM Ipyniibl pu p > 0,454.

1 { { { {
q
— YeCTHBIII MailHUHT o
°ccce — cjry4ail KOPBICTHOI'O MailHUHTa
0,8 — =
o
o
o
0,6 — o
o
o
7777777777777777777777 [ QR
0,5 5
o
©°
04 — s ]
o0
Ooo
&
&
00
0,2 — o° ]
oO
OO
o°°°
° 00°
loooowoo T ‘ ‘
0 0,1 0,2 0,3 0,4 0,5 p

Puc. 3. I'paduk 3aBuCMMOCTH BEJIUYWHBI BLIUTPHINIa R IIPU 9€CTHOM U KOPBICTHOM MaiHUHTE OT
BEJIMYUHBI BEPOSITHOCTH P
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5. HUcnosib30BaHue MTPEIIOI02KEHUS O IOJAKJIIOUEHNN YacTU yYIaCTHUKOB
U3 BTOPOU Ipynnbl

Teneps 110 anasoruu ¢ 1| paccMOTpuM CHTYAIHIO, KOTJIA B CIydae pa3BeTBICHHs OJI0K-
JeliHa Ha JIBE MEMOYKN YaCTh MaflHEPOB, HE BXOAAIINX B BBIJIEICHHYIO TPYIIITY, TIOJIKTIOYNTCS
K MOUCKY ITPOJIOJI?KEHUS TIETIOYKH, HallJICHHON BBIJICJICHHON IPYIIIOil y4acTHUKOB. [lycTh m10-
JIh TAKUX YIACTHUKOB B OOINEH BBIYUCIUTEIHLHON MOITHOCTH BTOPOM TPYIIILI yIACTHUKOB
oleHnBaeTcd BeamunHoit v, 0 < v < 1.

Jlna anmayimsa 3Toi cuTyaruu OyjaeM, KaK U paHbllle, pacCMaTPUBATL BEPOATHOCTHYIO
MOJIe/Th, BKJIIOYAIONILYIO JIBE TPYIIbI YYACTHUKOB, OCYIECTBIMIONINX MafHUHT ¢ BEPOATHO-
cTsIMHU ycrexa p u q. B Tex ciydasgx, Korja Jjisd IPyIIbl OCTAJIbHBIX YIACTHUKOB MMEETCS
BBIOOD TOTO, JIJIsT KAKOM U3 TEN0YeK CTPOUTD ITPOJI0JIKEHIE, OyIeM IIpeIIoaraTh, 9T0 BePo-
SITHOCTB YCIIEITHOTO IOA00Pa MPOIOJIXKEHNs JJIsI IEIMTOYKHU, cojeprKalieil 0J10Ku, HallieHHble
IPYIIIION KOPBICTHBIX YYaCTHUKOB, paBHA 7Y(, & JIjId BTOPOIl IIENOYKHN B PA3BETBJIEHUN OJIOK-
Jeitna ona pasna (1 — v)q.

SamMeTnM, 9TO MOJIEIb ¢ HE3ABUCHMBIM TTOBEIEHNEM KarKJI0H U3 MOATPYII OKA3bIBAETCS
CJIATITKOM CJIOZKHOM JIjId MCC/IeJOBaHN, TaK KaK ITPU 3TOM TOSBJISIETCA BO3MOYKHOCTD TAKUX
[IEPEX0JI0B B HOBOE COCTOSIHIE, KOTJIa BCE TPH yIACTHUKA JIOOMBAIOTCS yCIIeXa. DTO IIPUBOIAT
K HEOOXOIMMOCTHU PACCMOTPEHMST TPOMHBIX, YeTBEPHBIX U T. /. pa3BETBJICHHI OJI0KIeiiHa, ITO
MIPUBOJIUT K JIOTIOJIHUTEIHLHOMY YBEJIUYEHUIO YUC/Ia YIACTHUKOB U 3HAYUTETLHO YCIOXKHIET
BUJI Tpada MePexoI0B U BCeil MAPKOBCKON MOJIEJIH.

C npyroit CTOPOHBI, B JAHHOM CJIy4ae 06e TMOArPYIIIIhbl HCIIOIB3YIOT YeCTHYIO CTPATETHIO,
pelrasi CBOM 3a/1aui B OTKPBITYIO. /L7IsT TPOCTOTHI MPEJIITOIO?KNUM, 9TO OHU TaK »Ke, KaK U
KOPBICTHASI T'PYIIa, HAXOMATCA B OIHOM IIyJe, YIPaB/IMAOIMEM paclipeiaeaeHueM padoT u
cbopom pesysibTaToB. [lo3TOMY €cTecTBEHHO CUUTATH, YTO BCE YJIEHBI IPYIIIBI TPEKPAIIIAIOT
mepebop B MOMEHT YCIIEITHOTO ToI00pa 6JI0Ka oj1Ho n3 noarpyrir. CiieoBaTeIbHO, 3/1eCh
BO3MOXKHO WCITOJIb30BaHUE OJIHON C/IydailHO! BEJMYWHBI C TpeMs MCXOJaMU: HU OJIHA W3
HOJICPYIII He HAILJIA BApHAHTA (9TOT BAPHAHT OCTAETCs, TAaK Kak ¢ < 1), ycremHa mepsast
WU BTOPAs IOJIPYIITIA.

Taxum obpazom, JijId TeX COCTOAHUN, KOTOPbIE COOTBETCTBYIOT PA3BETBJICHUIO OJIOKYET-
Ha, JIOJZKHO OBITh HE 4eThIpe, a IeCTh BAPHAHTOB Iepexojia B JPyrue COCTOSHUS: (JiBa
BapHaHTa, J|Jisi KOPBICTHON IPYMIbl) X (TpU BapHaHTa JJIsi TPYIIbl OCTAJbHBIX YIACTHHKOB).
Taxomy OpsIKY MPOBEIEHNS MafHIHTa COOTBETCTBYET MOJIENb C JIBYMsI IPYIIIIaAMU: OTHA, —
9TO KOPBICTHAsI TPYIIIa, paboTaolas B COOTBETCTBUHU C aJITOPUTMOM KOPBICTHOI'O MailHUH-
ra, Bropas — IPyIIa OCTaJbHBIX MATHEPOB, BBIIAIONIAS PE3YJIHLTATOM IOI00Pa MPOJIOJIKe-
Hue Jubo 1epBoit, nbo BTOpOil nernoukn. Ké pabora mMojie/impyercs crydaiiHoOil BeJTMUUHOM,
npuarMarorieil Tpu 3Hadenus 0, 1, 2 ¢ BeposTHOCTAME P, ¢, ¢(1 — ) COOTBETCTBEHHO.

Cobepém B ojHy TabJIMILy BapUAHTBI Tepexoja Jiid Beex cocrostauii (tabu. 3). [lepsast
JacThb TAOJIUIBI TaKasd »Ke, KaK U B Ta0JI. 2, TaK KaK OHA COOTBETCTBYET COCTOSHUSIM, B KOTO-
PBIX KOPBICTHAS I'PYIIIa CKPhIBAET CBOIO YaCTh IEITOYKH, U [I09TOMY BTOpas I'PYIIIIa IEJTUKOM
paboTaeT Ha IIPOIOJIKEHIE OIIyOJIMKOBAHHON YacT 1enodku. OTImdane nMeeTcst TOJIbKO JIJIsT
COCTOSIHUI, B KOTOPBIX UMeeTcs paspersjeHue. 13 tads. 3 sujnao, uro nmpu 0 < v < 1 Bepo-
SITHOCTD BBIUTPBIIITA KOPBICTHON I'PYIIIBI JOJIXKHA YBEJIMIUTHCHA, TaK KaK B I'Pade MOaBIAIOT-
¢ JIOTIOJIHATEIbHBIE TIePeX0/Ibl, IPUHOCAIIE YCIlexX rmepBoit rpyiie. MogudurupoBaHHbIit
rpad 1mepexo0B, MOJIEJUPYIONIUI STOT Cydail, IPUBEIEH Ha PUC. 4.
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Tadonauma 3
Ilepexoapr mogudunuposanHoro rpada

Ucxomnoe | Metka | Beposinocts | Ciemytoree Boiurporm
cocTtosiame | pebpa repexojia, COCTOsIHEE | ODemx TPYII
si (i >0) 00 qap 8i (0,0)
S0 01 q> S0 (0,1)
S1 01 q2 5171 (0, 0)
S 01 q> So (2,0)
s; (i =3) 01 q> $i-1,0 (1,0)
S; (Z 2 0) 10 p2 Si+1 (0, 0)
S0 11 pq s1,1 (0,0)
s1 11 Pq S0 (2,0)
s; (122) 11 Pq 5.0 (1,0)
Sii 00 qp Sii (0,0)
S 01 7>y S0 (i,1)
Sii 02 (1 —7) S0 (0,i+1)
Sii 10 p2 So (Z + ]., 0)
Sii 11 pgY S1,1 (,0)
54 12 pq(l —1) Sit1i41 (0,0)
51,0 00 qp 5i,0 (0,0)
520 01 >y So (2,0)
54,0 (Z > 2) 01 q2’y Si—1,0 (1, 0)
52,0 02 (1 =) 50 (2,0)
si0 (1>2) 02 (1 —7) 8i-1,0 (1,0)
Si,0 10 p2 Si+1,0 (0, 0)
$i,0 11 pqy Si,0 (17 0)
5i,0 12 pg(1—7) 5i,0 (1,0)

Cucrema ypaBHEHUIT JJIs BEPOATHOCTEH COCTOAHUI Tereph UMeeT CJIeIyIONUil BUJI;:

po = (P> +¢*) Y. pii + qpo + pap1 + ¢% (p2 + p2o) ; (19)
1>1
pi=pgp; +p’pic1, 0= 1 (20)
P11 = qppii +Ppapo + ¢p1 + gy Y. i
721 (21)

Pii = PqPii +pq(1 — ) Dic1i—1, 1= 2

P20 = qp P20 + ¢°P30 + g P20 + PID2 + ¢*p3.

. (22)
Pio = qPDPio + P’Di-1.0 + ¢*Pit10 + PaDio + Papi + ¢piy1, = 3.

B pajbHeiinieM mocTynuM aHAJOTHYIHO IPEABLAYIIEMY CAyYalo U HAHAEM BBIPArKCHMUSI
IIIST BCEX BEPOATHOCTEI 9epe3 BEPOATHOCTD Py U 3HAYEHMS HapaMeTPOB P, ¢ 1 7.

BamerumM, uro ypasuenns (19), (20) u (22) cosnamator ¢ (1), (2) u (4) coorBeTCTBEHHO.
[Mosromy syist BeposiTHOCTElH p;y 4 > 0, cupasemmusbl dopmyist (6), (7) u (8). Owiunune
MMEETCs TOJIbKO B [IEPBOM yPABHEHUH JIJIi BEPOATHOCTH P11 B mojcucremax (3) u (21).
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10 1

Puc. 4. Asromarnast momens mpu 0 < v < 1

5.1. Boiuncnenue BepodaTHOCTER P;

Jlemma 4. CrpaBe/lJIuBbI CJIEIYIONINE PABEHCTBA:

1— .
Dit1,i+1 = pql(—’y)pm 1=1,2,...; (23)
— g
q(1 —pg(2—7))
P11 =D ; 24
B (1= pg) (1 — 2pg) 29
1 —pg q
Dii = D1, =P . 25
; M1 —pa(2—7) T (1 - 2pg) (25)

Hoxazameavcmeo. ITlpeobpasyem Boipazkenust (21):

(1 —pq)p11 = pgpo + ¢°p1 + P4y > Pjj
j>1 (26)

(1= pg)pi; = pg(1 =) pic1,i-1, @22

PagencrBa (23) mosy9aiorcst U3 BTOpOro ypaBHeHus cucreMsl (26), mosromy

> Dii =DPir1). (ZM)Z = p1,11_1_—pq. (27)

i>1 i>0 1 —pq
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J171s1 HaXOK IeHHsT BHIPAYKEHUA )1 BEPOSTHOCTH Pq,1 HEOOXOIUMO BEIIHCJIUTD IIPABYIO CYM-
My B IIpaBOil YacTu mepBoro ypapaerus cucrembl (26). Vcmosbsys pasercTso (9), nmeem

PaY Y Dij
1

q i
P11 =P + . 928
M= pg) 1 —pq (28)

U3 (27) n (28) mosrygaem paBeHCTBO

p“(l_&) 4
7 1—pg(2—7) p(1—pg)’

4ro paBHocHabHO (24). Ioxcrasngas Buipaxkenue (24) B (27), nosyuaem Tpebyemoe BbIpa-
kenne (25) Jyist CyMMBbL. B

Paccmorpum Teriepb, Kak M3MEHSATCS 3HAYCHUS CYMM Y, 1 U Yo. Bbipakenue (25)
copnafaer ¢ (11), mosTomy 3HAUYEHHE Yy OCTAETCS HEM3MEHHDIM.

Jlemma 5. 3nadenust i u Yo BBIUYUC/SIIOTCS TI0 (DOpMyIaM

q(2 —pq(3 — 7)) q(1 — pq)
p(1 = 2pq)(1 —pqg(2 — 7))’ p(1—=2pq)(1 — pq(2 — 7))

Joxaszameavcmeo. B cuiy Toxecrsa (14) ¢ yuérom (24) cupaseiuBbl (hOpMyJIbI
<pq(1 —7) 1

i—1
=D11 =
1—pq ) (1_pq(1—7))2

1 —pq

El == EQ - (29)

Dp12ig = Z 1Dii = D11 ZZ

i1 i1

_, ( 1 - pqg )2:p a(1 - pg)
M= pa2 ) 'p(1 = 2pg)(1 = pa(2 = 7))’
Orcroia

B ~ (=pg)(2-pe(3—7)) q(2 —pq(3—7))
P =Rt B ST e e P (1 pa2 )

JlemMma noxkasama. W

52. Beruucanenue BepodTHOCTEH pig

[TockosbKy BbIpazkenue (25) He 3aBHCHT OT <y, 3HAYEHHE BEPOSTHOCTH Do, BLITHCIISIE-
MOe€ C TIOMOIIBIO ypasHenus (19), ocTaércs Hem3MeHHBIM U OLIPE/Ie/IAeTCsl BhipazkenueM (15).
ITosTomy 3Havenus BepoATHOCTEl p; o, ¢ > 3, TaK¥kKe He MEHAIOTCH U OIpPeJleIAloTCs BbIpa-
xernsmu (16).

5.3. Boiumcyienue Bo3HATpPaXKJAEeHUd JAJd 00EeUX IPYIII

[lepeitném k omenke Beamdauabl R = ro/(rg + 71) 7010 BO3HATDaXKJIEHHsT KOPBICTHOIL
IPYIIBI B 00MIeli cyMMe BOZHATPAXKICHNs, Oy YeHHO P IPUMEHEHUH OIMCAHHON CTpa-
rTerun Maiinunra. Bosnarpazkaenue nepBoii IPyIIIbI B TOM CJIydae OIpPeIeIsaeTcsa KaKk

ro =2pgp1 + @ pa+ (pg + @) D pi+ P2+ (qp+¢*) Y pio +p* (0 + Vpit
i>2 i>2 i>1
2 P 3
+ (" +pg)y Y ipi =p <2pq+—+p2+
( ) ; ' 1 —pq 1 —pq

+ qX5 + p*3 + qv&) :
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st BTOpOit TPyHIIbI BO3HATPAXKIEHNE PABHO
L —pq
T = p1q2 (7 + (1 - ’7)21 + ’720) .

BuadeHns cymMM Yo, X1 U Yo BBIUHCISIOTCS € HOMOIIBIO ToxkaecT (11) n (29).
[IpuBenénnbre GOPMYJIbI TO3BOIAIOT BHIUYUCIUTH 3HAYEHNE JIOJIM R IPU TPOM3BOJILHBIX
suavdeHnsax napamerpoB 0 < p < 1/2 u 0 < 7 < 1. Pesysbrarsl BeIYmcIeHMiT TpUBEie-
Hbl Ha puc. 5-7. Ha puc. b nokazan rpaduk 3aBUCHMOCTH OT ITapaMeTpa Y MHUHUMAJIHLHOT'O
3HAYEHHsI BEPOSITHOCTH P, TIPH KOTOPOM BIIEPBbIE BBINOJIHSIETCs yesiopue R > 1/2. Borauc-
JIEHUS TTOKa3bIBAIOT, YTO BBINTPHIIT KOPBICTHO TPYIIIBI IPA COOTBETCTBYIONIEM 3HAYEHUN Y
IIPEBBINIAET BBIUT'PHIII OCTAIbHON I'PYIIBI IPU 3HAYEHUAX BEPOSATHOCTU P B IIPeesax

0,358 < p < 0,449.

HauboJibiiee 3nadenue jocturaercd npu v = 0, a Haumenbiiee —upu v = 1. Ha pwuc. 6
[TOKa3aH AHAJOIUYIHBbIN TIpadUK 3aBUCHUMOCTH OT MapaMeTpa 7y MUHUMAJILHOIO 3HAUCHU
BEPOATHOCTH P, IIPU KOTOPOM BIIEPBBIE BBINOJIHAETCH ycaoBue [ > p. B nannom ciydae
[I0JIy4YaeM, YTO BBIUI'PBIII KOPBICTHON I'PYIIILI IIPEBLBIIIACT IIPU COOTBETCTBYIOIIEM 3HaYe-
HUW 7y BbIAT'PBIII, HOﬂyquHbIﬁ uMn IIpu 9€CTHOM BBIIIOJTHECHNHA 6IIOK‘I€I71H IIPpOTOKOJIa, JJId
3HAYCHUI BEPOATHOCTHU P B IIpeJiesiax

0 < p <0,429.

B pabore [1] sror unrepsan umeer Buj 0 < p < 0,333.

Ha puc. 7 npusenén rpaduk BeJUYMHBI JOIM BO3HAIDAXKICHUA R IIPU Y9€CTHOM U KO-
PBLICTHOM MaiHUHI'€ B 3aBUCUMOCTHU OT BEJIMYUHBI BEPOSATHOCTH P JJId TPEX 3HAYCHUI Hapa-
merpa 7y (0, 0,5 u 1).
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Bue R > 1/2, or mapamerpa 7y
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Puc. 7. Fpa(fl)I/IKI/I 3aBUCUMOCTHU BECJIMYUHBI BBIMT'DbIIIAQ R IIPpU KOPBICTHOM MalHHUHI€ B 3aBUCAMOCTH
OT BEJIMYUHBI BEPOATHOCTHU P U ITapaMeTpa 7Y

ABTOp BBIpazkaer 6,1aroJapHOCTh PEIEH3eHTY 38 BHUMATEILHOE POYTEHNEe PYKOINCH 1
MHOT'OYHNCIEHHBIE TTOJIE3HbIE 3aMeYaHnsI.
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SAINUNIEHHOE XPAHEHUE JTAHHBIX
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PaccmarpuBaerca 3a1ada 3amuméHHOrO0 XpaHEHNsT JAHHBIX B COBPEMEHHBIX OIE€PaIli-
OHHBIX cucTeMax. OOCYKIAIOTCS Pa3/IMYHbIE IMOAXOAbI K €€ PEIIeHUI0, peaIn3yeMble
porpaMMHBIM 00pa3zoM. OCHOBHOE BHUMAaHUE YIEJSIeTCsI CHCTeMaM IIOJHOIMCKOBOIO
mudpoBaHUs KakK Hanbojee YHUBEPCAIbHON M3 TEXHOJIOMUN 3aIlUThl XPAHUMBIX JTaH-
Hbix. [lepeunciiarores SKCIIyaTalmoOHHbIe U KPUITOIPadUIecKrne CBOMCTBA, KOTOPHIE
HEOOXOINMO YUNTHIBATE IIPU UX IIPOEKTUPOBAHUN 1 cpaBHeHNH. ONMICHIBAIOTCST HEKOTO-
pble TUMIMYHBIE CIEHAPHUHU UCIIOJb30BAHUSA TAKUX KPUITOCUCTEM. Pe3yabraTsl paboTh
MOI'YT OBITH MCIOJIB30BAHBI IPU CUHTE3€ M CPABHEHUN CHCTEM ITOJIHOIMCKOBOIO M-
poBaHU4.

KiroueBbie cjioBa: modeau U Memoobvl 30UUMbL UHPOPMAUULY, 30UUMA TPAHUMDBLT
JdarHvLT.
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In the paper, a systematic description of the process of providing the security of
data storage in modern operating systems is presented. The advantages of Full Disk
Encryption (FDE) modules as compared with the other ways to security of this data
storage are considered and explained. For most of modern FDE modules, there are
four stages of work, namely: setup — initial data encryption, mounting — unfolding
the key system in OS memory, session — reading and writing data using the FDE
module (interaction of the file system with the hard disk driver), and unmounting —
carrying out operations for ensuring purposeful properties of security and finishing
work with the FDE module. These stages are introduced for the operating FDE
module, including possible disrepairs, which are also systematized and considered in
details. Performance characteristics that are important for synthesis and analysis are
listed. Also, their target protective properties are studied in detail, the relationship
between the problems of ensuring the confidentiality and integrity of data storage is
shown and substantiated. New variants of these security properies are introduced so
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that they can become a guideline in the creation of FDE modules and a possible trade-
off between performance and security. Some typical scenarios of using such systems
are described.

Keywords: models and methods in information security, data storage security.

Bsenenue

[Ipu pa3zpaboTke U MPUMEHEHNUN CPEJICTB KPUIITOTpadUIECKON 3aIUThl HHMPOPMAIUN |,
B TOM YHCJI€, CPEJICTB JIEKTPOHHON IMOIUCU IMPUHATO YIUTHIBATH TPEOOBAHUSA HE TOJIHKO
K 0€30IIaCHOCTH peaJIm3aIiil CaMUX KpHUNTOrpadruiecknx mpeodpa3oBaHnil, HO U B IIEJIOM
K 3allliTe CUCTeM, Ha KOTOPBIX IPOUCXOIUT 00paboTKa JIaHHbIX. HaunHnas ¢ onpeaeiéHHbIX
KJIACCOB 3allUThI, TPeOyeTCsi YIUTHIBATH BO3MOXKHOCTH IIPOTUBHUKA COBEPIIATH aTAKU U3
[PEJIeIOB KOHTPOJIUpyeMoii 305l |1, . A.4.3|, B TOM 4uc/Ie npyu HATUYIUNA y TPOTHBHUKA
JIOCTyTIa K aTaKyeMoil CHCTeMe B KadeCcTBe JIETMTUMHOIO Tosib3oBaTess |2, 1. 15 TIpumoxe-
Hust 1.

Takum obpazom, B psjie ciaydaeB Kak oOpadaTbIiBaeMble MOJIb30BaTeNEM JaHHbIE, TAK U
caykedHble (hailjibl KPUIITOCPEICTBAa HEOOXOIUMO 3allUINaTh OT aTaK CO CTOPOHBI JIPYTUX
oJib30BarTe et Toit ke cucteMbl. OCHOBHBIM KJIACCOM MEXaHU3MOB 3alllUThI, IPOTUBOJICI-
CTBYIOIIUX TOJIOOHBIM aTaKaM, ABJISIIOTCA CUCTEMbI PAa3rPaHUYEHUs JIOCTYIIA, B TOM YHUCJIE
BCTPOEHHBIE B OllepalonHble cucrembl |1, 1. 5.5.4]. JleficTBuTeibHO, KOPPEKTHO HACTPOEH-
Has CHCTEMa Pa3rPaHUYeHns] JIOCTyTa He TO3BOIUT ITPOTHBHUKY, paboTaloeMy B CUCTEME,
MOJIYYUTH JOCTYI KaK K JAHHBIM aTaKyeMOTr'o ITOJIb30BATes, TaK U K CJIyKeOHBbIM aiijiam
(nampuMmep, 6a3e HACTPOEK WJIM YKYPHAJY AyIuTa).

O iHako B peasibHON »KU3HU MUMEHHO BOKPYT YS3BUMOCTEH B CHCTEMAX Pa3rPAHUYIEHUS
JIOCTyTIa ¥ WX HACTPOMKAX BEJyTCsl OXKECTOYEHHBIE OO MeXKJy paspabordukamu (omepa-
[IMOHHBIX CHCTEM, & TaKyKe MPUKJATHOTO U CUCTEMHOIO MPOIPAMMHOIO OGeCredeHs)
3JIOYMBIIIJIEHHUKAMU: WJLTIOCTPAIIAell 3TOTO Te3WCa MOYKET ABJISITHCS KOJMYECTBO YI3BU-
mocteit B 6azax CVE, KoTopble MOXKHO HAWTH 1O KJIIOYEBBIM CJIOBaM <«access controly u
«privileges». Kpome Toro, 3agactyio 3aTo49eHHbIE 110/1 00ECIIeYeHne MaKCUMAaJIbHOT'O YPOBHS
6e30MacHOCTH HACTPOMKYU pasTpaHUYeHHUs JOCTYIa CYIIECTBEHHO YCIOXKHSIIOT MCIIOJIH30Ba-
HIe MHAMOPMAIMOHHBIX CHCTEM HPOCTBIMH ITOJIB30BATEIAME, & UX OOXOJ JJIs TOJIyUeHUs
IPSIMOT'O JIOCTYIIa K XPAHUMBIM JIAHHBIM OCTAETCS BO3MOYKHBIM C MTOMOIIBIO ITOCEKTOPHOTO
YTEeHHUs YKECTKOI'O JINCKA T0C/Ie U3BJIEYEHNs ero n3 KoMibioTepa. [Ipu aTom B ciydae cos-
MECTHOT'O HUCIOJ/Ib30BAHUS TOJIL30BATEISIMA OJHOM BUPTYAJIbHONU MAIUHBl HUKAKUE MEPbI
10 pa3rpaHUYEeHuIo JIOCTYIIa B PAMKax OIEPAIMOHHON CUCTEMbI HE IIOMOTYT HMPOTHUB 3JI0-
YMBIIJIEHHUKA, BJIQ/IEIONIETO JOCTYIIOM K (PU3NIecKON MalluHe.

[To sTuM npuunHaM KpaitHe BayKHOI gBJIsieTcs 3a/a4ua odbecriedeHns KOHMUIeHITNATbHO-
CTU U TEJIOCTHOCTU XPAHUMBIX JIAHHBIX, YTOOBI JaKe 3JI0YMBIIIJIEHHUK C YaCTHUIHBIM WU
HOJTHBIM JIOCTYTIOM K JIUCKY (HO He K MCIIOJIb3YeMOii KJIF0UeBOil mH(pOpMAaIu, KOTopast, KakK
[PABUJIO, XPAHUTCS HA OTIYK/AEMbIX HOCHTEJSAX) HEe CMOI HE HPOYUTATH 3allUIaeMble
JIAHHDBIE, HU BHECTU B HUX HECAHKIIMOHUPOBAHHBIE N3MEHEHMU.

Hacrosmast pabora mocsdimneHa cucreMaM IIOJHOIUCKOBOTO mudpoBanng. Paccmarpu-
BalOTCs IKCIIYATAIIMOHHBIE ¥ KPUIITOrpadUIecKre 0COOEHHOCTU TTOCTPOEHNS, TPUMEHEHU S
7 aHaJIM3a JJAHHOTO KJacca KpunrocucreM. HacKo/IbKO M3BECTHO aBTOpaM, B OT€4YeCTBEHHOMN
JINTEpAType JTaHHagd TeMa IMOJAPOOHO He PACCMATPUBAJIACH, TOITOMY 00 YKa3aHHBIX KPUII-
TOCHCTEMAaX MOYKHO HaiiTu Jmrib kparTkue yrnomunanus [3]. Ilpu srom B 3apybekHoil -
TepaType MOJTHOINCKOBOMY IMHI(MPOBAHUIO YJIEIEeHO JOCTATOYHO MHOTO BHUMaHUA. Ha ce-
POJHAIIHUN JIEHD 110 YUCIY PACCMATPUBAEMbBIX BOIPOCOB BBLIEIAIOTCA Juccepranuu |4, 5],



80 E. K. Anekcees, JI. P. AxmetssiHosa, A. A. babyesa, C. B. Cmbiwinsies

cosiepzKalye OOIIUPHBIA CIUCOK IOJIE3HBIX CChLIOK. OTMeTuM, 4TO GOJBLIMMHCTBO PaboT
[TOCBAIIEHO KOHKPETHBIM CXeMaM TIOJIHOJMCKOBOTO MU(MPOBAHUSA, IIPU ITOM PadOT, IMOCBs-
MIEHHBIX OIPeIeIeHII0 U (pOPMAIU3AINN [IeJIeBbIX JIJI TAKUX CXeM CBOMCTB 0€30IacHOCTH,
ropaszio Menbiie (cM., Hapumep, [6, 7]).

B paboTe NpHBOIUTCH CHCTEMATH3MPOBAHHOE ONMCAHUE MPOIecca XpPaHeHUd JaHHBIX
B COBPEMEHHBIX OIIEPAIMOHHBIX CHUCTEMAX, MOSCHAETCS MPEHMYIIEeCTBO CHCTEM ITOJIHOMC-
KOBOTO Mu(MPOBAHUA TIE€pe/T APYTUMU TOJIXOJAMU K 3alllUTe ITUX JAHHBIX. BBOIATCA dTa-
bl PA0OTHI CHCTEM TIOJTHOJUCKOBOTO MU(MPOBAHUA, B TOM YHC/IE C YIETOM BO3MOMKHBIX
c60eB, KOTOpBIE TaK:Ke CHCTeMATH3UPOBAHbI M MOAPOOHO paccMOTpeHbI. llepeunciisiorcs
BasKHBIE C TOYKM 3DEHUsI CUHTe3a M aHa/In3a SKCILIyaTAllMOHHLIC XapaKTePUCTUKH TaKUX
cucreM. IIonpobHO paccMOTPEHbI LEeJIeBble CBOHCTBAa OE30IACHOCTH, YKa3aHa M 0DOCHOBA-
Ha CB4A3b 3ada4 O6eCHequI/IH KOHCbHI[eHL[Ha.HbHOCTH n IEeJIOCTHOCTU XPaHUMbIX JJaHHDbIX.
BBejienbl HOBbIE Ipalallii 9TUX CBOMCTB OE30IIaCHOCTHU, KOTOPhIE MOT'YT IIOCIY?KUTh OPUEH-
TUPOM IIPU CO3JaHUU CUCTEM ITOJIHOIMCKOBOI'O H_H/I(prBaHHH 1 BOBMO2KHBIM KOMIIPOMMCCOM
MezK 1y IPOU3BOINTEIBHOCTLIO U 6e301acHOCTEIO. Ilepeunc/ieHbl HeKOTOPbIe TUIMYHLIC ClIe-
HAPUH UCIIOJIL30BAHUA TAKHX CHCTEM.

1. Xpanenue u 3amumra gaHHbIx B OC

[Ipu coxpaneHnn TaHHBIX HA AUCK B OOTBITIHCTBE COBPEMEHHBIX OTIEPAITMOHHBIX CUCTEM
BBIJIEJISIOTCS CJIEJIYIONTIE YPOBHY, HA KOTOPBIX MOT'YT OCYIECTBIIATHCS COIIY TCTBYIOIIIHE 3TO-
My IIPOIECCY OIEPAIIHH:

— YPOBEHb MPUKJIATHBIX TPOTPAMMHBIX KOMIIOHEHTOB;
— ypOBeHb (hailjioBoil cucTeMBbI;

— YPOBeHb JpaiiBepa JIMCKA;

— YPOBEHb KOHTPOJIIEPA YKECTKOTO JTUCKA.

OrmeTnM, 9TO MOTPEOHOCTH B COXPAHEHWH JIAHHBIX MOYKET BOSHUKHYTH HE TOJIBKO Ha
YPOBHE IIPUKJIAIHBIX KOMIIOHEHTOB, HO ¥, HAIIPUMED, Ha yPOBHE (bailyioBoii cucreMsbl (mpu-
Mep TaKuX JaHHBIX — BpeMs co3anus daiiia). B sToMm ciydyae Takue jaHHbIe OOBITHO Ha-
3BIBAIOT CJIY2KEOHBIMU JIAHHBIMUA COOTBETCTBYIOIIETO YPOBHS, a OI€PAIlUU 110 UX COXPAHEHUIO
OCYTIECTBJIAIOTCS HAUMHAS C TOTO YPOBHS, TJie OHU MOSIBUJINCH.

BzanmoyieiicTBre MexK 1y MPUKJIAIHBIMU TPOrPAMMHBIMU KOMIIOHEHTAME W KOHTPOJLIE-
POM JIMCKA OCYIIECTBJISIETCs CJICYIONIM 00pa3oM (CXeMaTUIeCKN JaHHBIH MPOIECC Mpe/i-
CTaBJIeH Ha pHC. 1):

— Ilpuknannas KkommoneHTa npu padboTe ¢ JUCKOM OlepUpyeT MHTePGENcoM, TPeIocTaB-
JisieMbIM aitsioBoit cuctemoii. [Ipu srom undopmarius umeeT JIPEBOBUJIHYIO CTPYKTYPY,
KOTOpAasl OIMCHIBAETCS B TEPMUHAX JIMPEKTOPUi U (DaityioB.

— QailsoBas crucTeMa TOCHIIAET 3aIPOC HA YTEHNE WM 3alUCh JAHHBIX JUCKA C IIOMO-
bI0 UHTEepdeiica, MPeIoCTaB/IsgeMoro apaiiBepom jaucka. [Ipu sTom emguHuneit arenus
U 3AIMCU JIAHHBIX SIBJISETCS JIOTUYECKUN CEKTOP — OATOBBIIN MaccuB (BDUKCUPOBAHHOIO
pasmepa (Kak MpaBujIo, TOT pa3Mep Kparer 512).

— JlpaiiBep jnucka obparnaercs Jijisl 3alMCUA WA YTeHUs JIAHHBIX K KOHTPOJLIEPY YKECTKOTrO
qucka. Ha sTom sTarte B3amMoJieiicTBHE OCYIIECTBIISIETCI B TEPMUHAX, MAKCUMAJIbHO
npUbIMKEHHBIX K (DU3MIECKON CTPYKTYpe JHcKa (HampuMep, JOPOXkKeK U (PU3NIECKIX
CEKTOPOB).

Borpoc 3amuThl XpaHUMBIX JAHHBIX UMEET IPKO BbIPpayKeHHBIN ITPUKJIAIHON XapakTep,

[IO3TOMY TIPU PACCMOTPEHHMH TIOJIXOJIOB K 0DECIIEYeHHIO OE30IAaCHOCTH JAHHBIX HEOOXO IU-
MO YIeJIATh 0c000e BHUMAHME WX SKCILIyaTAIlMOHHBIM cBoiicTBaMm. s ompemesréHHOCTH
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MpuknagHoe MO
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[paiiBep ®ecTkoro aucka

KOHTpO)’I)’Iep KEeCTKOro AncCkKa

Puc. 1. Tlopsanox B3aumozeiicTBust paitloBOil CHCTEMBI U YKECTKOTO JUCKA

OyIeM cUuTaTh, 9YTO KAXKJIBIN MTOJIXOJ] Pean3yeTcss HEKOTOPBIM MOJYJIeM, (PYHKIIMOHIPYIO-
muM B pamkax OC. YuuTbiBas HepapXuvIHOCTb U MHOTOKOMIIOHEHTHOCTH CHCTEMbI 00pa-
OOTKU JIAHHBIX, 0COOOT0 BHUMAHUS 3aC/Iy?KUBAET YHUBEPCAJIBHOCTD T0JIX0JIa, KOTOPasd TeM
BBIIIE, YeM OOJIbITIEe YNCI0 KOMIOHEHT, JJIsi KOTOPBIX MOJY/Ib 3aIlUThl MOXKET 00eCIevInTh
CBOficTBa 6E30MACHOCTH, ¥ YeM MEHBIIE JOMOJHUTE/IbHBIX JIefiCTBUll (HAIIpHMED, N3MEHEHHi
B IIPOIPAMMHOM KOJI€) JIJIE 9TOT0 HEOOXOAMMO OCYIIECTBUTD.

YHUBEPCAJTBHOCTD T10JIX0/Ia BO MHOTOM OIPEJIEISIeTCS MOJOKEHUEM MOJIYJIs 3allUThl
B 00IIell apXUTEKType CUCTEMBI, T.€. TeM, TJIe OH PACIOJIOXKEH C TOYKH 3PEHUA MEePEeUnC-
JIEHHBIX YPOBHel B3anMoieiicTBus. Moysb 3aIyUThl JAHHBIX THIOTETUIECKH MOYKeT (DYyHK-
[IMOHUPOBATH Ha JIIOOOM U3 9TUX YPOBHEN, IPUIEM OH MOYKET ObITh KaK BCTPOEH B IITATHYIO
IPOrPAMMHYI0 KOMIIOHEHTY HEKOTOPOI'O YPOBHS, TaK M PACIOJIaraThbCad MKy YPOBHSIMU,
paboTrasg «IIpo3pavdHO» JIJIsi BBIMIECTOSIINX KOMIOHEHT. [[oJ1 Mpo3padHoCThIO MOHUMAETCs
TO, YTO MOJIYJ/Ib TIOJTHOCTBIO TIOBTOPAET MHTepPdEiic KOMIIOHEHTDI, HaXOIdIIeiicsd Herocpe/i-
CTBEHHO TIOJ HAM. 3a CUYET ITOr0 MOJIYJIIO YAaéTcsd OOECHeUnTh 3allluTy JJId BCEX BBIIIe-
CTOSIIIUX KOMIIOHEHT 6€3 HeoOXOJMMOCTH BHECEHUs B HUX KaKUX-JIMOO u3MeHeHuil (MHOrIa
TOBOPAT, YTO BBIIIECTOAIINE KOMIIOHEHTHI JIazKe «He 3HAIOT» O TOM, YTO JIJIT COXPaHAEMbIX
MU JIAHHBIX obecrievyrnBaercs 3aimura). CTOUT OTMETUTD, YTO MOJLY/Ib 3AIUTHI HE B COCTO-
SHUM ODECIeYUTh KAKYI0-JTM00 Oe30IaCHOCTh CJIYyKEOHBIX JIAHHBIX JIIOOBIX HUKECTOSIIUX
KOMIIOHEHT.

OTMmernM, 9TO OOBIYHO I PeasM3aliy 3alllUThl HUXKe YPOBHS JipafiBepa JUCKa UC-
MIOJIb3YIOTCH annapaTHble pereHus. lIpumepom anmapaTHoil peaau3aliiyl 3aIlUTHl XPaHU-
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MBIX JIAHHBIX siBJisieTcs SSD-uck co BerpoenubiM g poBannem ganubix «Integral Crypto
SSD» (apyroe naszanme — «Integral Memory Crypto Hard Drives) [8]. Mbr orpanmtammcst
pPacCMOTpEHNEM TOJIBKO TMPOTrPAMMHBIX MOJTY/IEH 3alllUThl JJAaHHBIX U He OyJeM paccMaTpu-
BaTh BapMaHTBI, KOTJIa 3aIIUTa OCYIIECTBIISETCS Ha YPOBHE HIKE JIpaiiBepa JIUCKA.

[IpuBeiémM IpUMEpDbI OCYNIECTBICHISA 3AIUTHI XPAHUMBIX JAHHBIX HA PA3HBIX YPOBHIX
B3aMMO/ICHCTBHS.

— Oyukiusg mudpoBaHusd JTOKYMEHTOB, BCTPOEHHAsI B TEKCTOBBbIH pemaktop Microsoft
Word. Mojty/ib 3amuThl HHTEIPUPOBAH B KOHKPETHYIO MPUKJIAHYIO IIPOIPAMMHYIO KOM-
[IOHEHTY U He IpPeJ/IHA3HAYEH JIJIs 3allUThl JTaHHBIX JPYTUX MPUIOKEHU.

— Mouysb 3amursr daitioB AxCrypt sBisieTcss KOMIIOHEHTON TPUKJIAIHOTO YPOBHS U MO-
JKeT 00ecevyuTh 3aluTy JII060ro (daiiia, BHe 3aBUCUMOCTH OT TOT0, KAKO# MPUKJIaTHOMN
KOMITOHEHTO# OH ObLT co3ian. OHaKO JIJIst ero MPUMEHEHUA HeOOXOIMMO KaXK bl pa3
JIOTIOJTHATEIHHO YKA3bIBATh, KAKOW (hailyl JoszKeH ObITh 3aIUIIEH (Ui OTIEIBHO TIPO-
U3BOJIUTH BCTPAMBAHUE B CJIydae IIPEJIOCTABJIEHUS COOTBETCTBYIOIIErO IIPOIPAMMHOIO
unrepdeiica).

— @OyHKIMEU 3alUThl JIAHHBIX, peajn3oBanuble B ¢aitaosoit cucreme NTFEFS, 06braH0 00b-
enuHstroTcs ot obmmM Hazsanuem EFS (Encrypting File System). Dtu dbyukimn dhop-
MUDPYIOT MOJIYJ/Ib 3alUThI, KOTOPBIi, IO CyTH, PEAJN30BaH BHYTPHU (DallJIOBOIl CUCTEMBI.
ObecrievnBas MPO3PATHYIO 3AIUTY JAHHBIX JIIOOBIX KOMIIOHEHT MPUKJIAJIHOIO YPOBHS,
EFS 1tpu srom He MoxkKeT 3amUTUTH JIaHHBIE, 0OpadaThiBaeMble JPyruMu (haitIoBbIMU
CUCTEMAMH.

— IIporpammusrit Moysib VeraCrypt obecriednBaeTr 3aIuTy BCeX CEKTOPOB KECTKOTO JINC-
kKa. OH GyHKIIMOHUPYET MKy (Pail/IoBOI CHCTEMO 1 JpaiiBepoM KECTKOTO JIHCKA.

SamMeTnM, UTO ApaiiBep AUCKa, €CJIU U IMOPOXKIaeT B Iporecce pabOThI CIyzKeOHbIe JTaH-
HbIE, TO OHU UMEIOT KpaifHe He3HAIUTEIbHBIN 00bEM, a HeOOXOINMOCTDb B MX 3aIlliTe MUHI-
MaJstbHa. [lo9TOMYy OX01, ITpe/ImoIaraolil peaan3annio MOLYJIs 3aIlUThl MeXK Iy JIpaiiBe-
poM jucKa 1 (ailJIoBoOil cucTeMoil, pejacTaBisgeTcs HanboJiee yHIBepcaabHbIM. Harpumep,
B €0 paMKax MOXKHO O0ECIIEUUTh 3alUTy TAKOH 3a4aCTyI0 KPUTUIECKU BayKHOM HH(POPMa-
UK, KaK TOMOJIOTHA (PailjioBOil CHCTEMBI, IMEHA XPAaHUMBIX (DailjioB, UX pa3sMepbl U JaThl
Mo mukarmu. Jlamee paccMaTpuBalOTCsT CBORCTBA MOTY e 3aIINThI UMEHHO TAKOTO THIIA.

2. TlonnonuckoBoe mindpoBaHue

[Ipexke yeM HaYaTh PACCMOTPEHHUE 10 CYIIECTBY, Y/IeJUM BHUMaHUE TEPMUHOJIOTHH.
[TonmouckoBoe g poBanne — HanboJIee yCTOABIIHUICA B JJAHHON TPEJIMETHOH 001acTh
TepMUH, 0003HAYAIONIUI TTPOTIECC, KOTOPBIH peain3yeTcsd MOJLY/IAMU 3alUThI, (DYHKITMOHU-
PYIOIUMU MEXKTy JpaiiBepoM JIMcKa 1 (hailjioBoOil CHCTEMOI, OCHOBBIBAETCS Ha IPUMEHEHUN
KpunTorpaduieckux METOJOB U IpeHa3HavaeTcsd JJid obecriedeHusi 0e301MacHOCTU JaH-
HBIX, XPAHSAIMXCS Ha YKECTKUX juckax. [lepsas dacTb Tepmuna («IIOJHO» ) 0ObACHICTCS
TeM, UTO JIAHHBII ITPOTIECC TTPEIII0IAraeT 3alUTy BCEro MPOCTPAHCTBA JUCKA, BBIJIEIEHHOTO
JUUTsT XpaHeHUs TI0JIe3HOH Harpysku (IPUKJIATHBIX JAHHBIX). [Ipu 9TOM BTOpas u TpeTbs
qacTu TepMuHa («IUCK» ¥ «udpoBaHUe» ) MOIYT BBI3BATH BOIPOCHI. Bo-TepBbIX, n3-3a
TOTO, YTO Ha CETrOJHAIIHUI JIeHb B OCHOBE YCTPOWCTB, IPUMEHSAEMBIX JIJId XPaHEHUs] WH-
dopmarun, He 00s3aTENBHO JIEXKUT HAOOP (DU3UUECKUX JIUCKOB. BO-BTOPBIX, M3-3a TOTO,
YTO 3allUTa XPAHUMBIX JAHHBIX, KaK MOKA3aHO JlaJjiee, He BCerjia OrpaHUuYMBACTCH TOJIBKO
mudpoBarreMm. OIHAKO B paMKaxX HACTOAIell paboThl OyIeM HCIO0JIb30BaTh UMEHHO 3TOT
TEPMUH, ITOCKOJIbKY OH dABJIsieTCsl Haumbojiee OJIM3KUM PYCCKOA3BITHBIM AHAJIOIOM YCTOSB-
merocst B 3apy6exknoii simreparype repmuna «Full Disk Encryptions [7, 4]. Hanee ms
KpPaTKOCTH OYIeM HCII0Ib30BaTh COOTBETCTBYIOINLYI0 abbpesuarypy FDE.
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21. OcHOBHBIE IOHATUI

Momaynbs FDE nepexsatoiBaeT 3ampoc oT (ailjioBoii cucTeMbl, IIpeodpa3yeT nepejanHbie
B €r0 COCTaBe JIAHHbIE W OCYIIECTBJ/IAET B3AMMOJIEHCTBHE C JIPABEPOM JTUCKA JIJIS Peaslu-
zaruu pyHKIuil 6€30MacHOCTH U COOCTBEHHO 3alUCU JAHHBLIX Ha Juck. /lag peanuszarun
«IIPO3pavHOil» 3aIUThl HaHHBIX nHTepdeiic FDE nomken mosHOCTHIO COBIIAIATH ¢ MHTED-
deiicoMm apaitBepa xécTroro aucka Toit OC, B KoTopoit ou pyHKImoHUpyeT. Takum obpa3om,
daitsioBas cucrema «He 3HAET» O TOM, UTO JIAHHBIE HA UCIOJIH3YEMOM €I0 YKECTKOM JIMCKE
zamuierbl. Cxema B3auMo/ieiicTBus (hailJIoBOI CHCTEMBI ¢ ApaiiBepOM KECTKOT'O JTUCKA, TTPU
naqnauu Moy FDE npejcrasiena wa puc. 2.

dalinosan cuctema

writeSector

FDE

readSector
writeSector
writeSector

:
Y

-
-

[paiiBep KecTKoro gucka

Puc. 2. Bsanmoneiicrsue dhailioBoii cUCTEMBI C IpaifBEpOM
JKECTKOTO JUcKa npu Hajgmauu moayns FDE

[Ipu obpaboTke 3ampoca ot daitoBoit cucrembr Moayab FDE MoxkeT mmockinaTs K Jipaii-
Bepy JIMCKa yrKe HECKOJBKO 3allPOCOB Ha YTEHHE W 3alrcCh. Hampumep, 3ampoc Ha 3allicCh
OJIHOT'O CEKTOPA, ClIeJIaHHbII (hailjloBoii cucTeMoil, MOXKeT 1oTpedoBaTh oT Moty FDE oj-
HO¥ oIepamyy 9TeHus JJIsi TOJIYyIeHnsT TEeKYIEro 3HaUYeHnsl KOJIMIEeCTBa OCYIIECTBIEHHBIX
oliepaIlnii 3aICH JIAHHOTO CeKTOPa (/1711 KOHTPOJISI HAMPY3KU Ha KJII0Y Ui (POPMUPOBAHUST
YHUKAJIHHOIO WHHUIHAJIN3UPYIONIEro BEKTOpA) 1 JBYX omeparnuii 3ammcu (o1Ha [T 3aIICH
HEIIOCPEeACTBEHHBIX JaHHBIX CEKTOpPa, BTOPpad — IJid 3alliCH HOBOT'O 3HaAYCHUA UMHUTOBCTAaB-
ki cekTopa). OrmesnbHo ormernm, 1to FDE-Momysb 1omKeH noyckaTh mapasiiebHoe 0Cy-
IIIECTBJIEHNE HECKOJIBKUX OTepaIiii ¢ MPUKJ/IJHBIMI JaHHBIME JIACKA.

3ameuanme 1. Ucnonb3zoBanne FDE-moysiem s xpanenus ciykeOHoit nndopma-
MY UCKJTIOYUTEIHLHO ITPOCTPAHCTBA 3AIUIIAEMOT0 JTUCKA, TTOCEKTOPHBIN JOCTYII K KOTOPO-
My peaju3yeTcsd HeKOTOPBIM JIPaiiBEPOM, sIBISETCsS TUITMIHBIM CIIeHapueM, KOTOPbIi Hanbo-
Jlee ynobeH st 00bsICHEeHUsI OCHOBHBIX KOHIemnit. O1Hako B O0IIEM CIydae HeOOXOINMO
Jiib, 910061 FDE-Mo1y b 11peocTaB/isyi TOCEKTOPHBIH JIOCTYIT KOMIIOHEHTaM 60Jjiee BepX-
nero yposHs. To, kak FDE-Mo1y/ib pean3yer Takyro «IOCEKTOPHYIO» abCTPAKITUIO, MOYKET
3aBUCETh OT 0coObeHHOCTel pemtaemoit 3aja4qn. Hampumep, FDE-Moynb MoxkeT coxpaHsTh
JIaHHBIE B OOBIYHBIN (hailyl, JOCTYIl K KOTOPOMY MOXKET OBITH pPeajn30BaH ¢ IOMOIIBIO IITAT-
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HBIX BO3MOXKHOCTel aitioBoit cucreMbl. [Ipu sTom st XpaHeHus: CJIy:KEOHBIX JAHHBIX
FDE-Mmomyns MoxkeT ucnoib30BaTh HEKOTOPYIO 0a3y JIAaHHBLIX, MOPAJI0K B3auMOEHCTBUSA
€ KOTOPOI MOXKET CYIIECTBEHHO OT/IMYATbCS OT MOCEKTOPHOro. B Takmx ciydasx omnpe/ie-
JIEHUsI HEKOTOPBIX KCILIyaTAIIMOHHBIX XapaKTEPUCTHK, OOCYXKJIaeMbIX B II. 2.2, JTOJZKHBI
OBITH CKOppeKTUpoBanbl. Jlaiee Bce paccykIeHus MPOBOIATCS JIJI TUIIMYHOIO CJIydast Pa-
6orel FDE-Mo/ysist co crangapTHbIM JIpaitBEpoOM JIUCKA, MPEIOCTABJISIONIM TOCEKTOPHBIHI
JIOCTYTI.

B macrosimeit pabore paccMorpum ToabKO Te FDE-cxeMbl, /11 KOTOPBIX KaK MHHU-
MyM 9YaCTh KJIIOYEBOTO MaTepHaJia, UCIOJIb3yeMOro JIjisi obecrevueHns IMesIeBbIX (hyHKITHi
6e301aCHOCTH, XPAHUTCS Ha 3allUIIEHHOM HOCHTee (TOKeHe). AJIBTePHATUBOM ABJISIOTCS
CXEMBI, CTOMKOCTbh KOTOPBIX OCHOBaHA Ha 3allOMUHAEMOM II0JIb30BaTeseM napoJsie. K coxa-
JIGHUIO, TAKHe CXEMbI He IMO3BOJISIIOT JOCTUYb WHTEPECYIOIIEr0 aBTOPOB YPOBHS CTOMKOCTH.
Heobxoaumerit FDE-Mmoymio pasmep namMsaT TOKeHa, JTOCTYIIHOM JI/Is 9TeHUs U, BO3MOYKHO,
3allich, ABJIAeTCd BayKHOU xapakTepuctukoin FDE-momyis.

st GosbimaCTBa (KOHTPIPUMEPBI aBTOPaM He M3BECTHBI) coBpeMeHHbIX FDE-cxem
MOKHO BBIJIEJINTH YeThipe drara padborsl. OHN mepednc/ienbl HIzKe. ByieMm paccMaTpuBaTh
TOJIBKO T€ CXEMBI, JIJIT KOTOPBIX CIPABEJIMBO TaKOe pas3jie/icHue.

1) Oman unuyuarusayuu (Setup):
Ha JlanHoM sTtane FDE-moaynio Ha BXOJ MOJaE€TCs JIMCK B UCXOIHOM HE3aIIUIIEHHOM
BHJIE; MOJLYJIb OCYIIECTBJISIET BCE JefiCTBUsI, HEOOXOIMMBIE JIJI €0 MOC/Ie Ty IOIell 3aIu-
ThI, & IMEHHO €ro pa3MeTKy C BBIJeJIEHIEM, BO3SMOXKHO, 0OJIACTHU JIJIsT CBOUX CJIyKEOHBIX
JIAHHBIX, TeHEePAINIo KJI04eli, HadaJlbHOe 3almdpoBaHue JaHHBIX, COXpaHeHne HeoOX0-
Mol nHpOpMAaIul Ha TOKEHEe U T. II.

2) 9man navanra ceanca (Mount):
npeoctasienne FDE-Momy o BO3MOXKHOCTH B3aUMOJICHCTBUS ¢ TOKEHOM, COJICPZKAIIIM
KJIIOUYEBOI MaTepuaJl, ¢ IOMOIIBI0 KOTOPOIro 3allUIEH JIMCK; Pa3BOpadnBaHne B Olepa-
tuBHOi namsaTn OC KIII0UeBOil cucTeMbl, HeoOXoauMoil 11 paborel ¢ FDE-Momyem;
YTeHHe ¢ TOKEHa JIOIOJHUTE/IbHBIX JIaHHbBIX; OCYIIEeCTBIEHHE IPYIUX Olepaluii, HeoOxo-
JINMBIX JIJIsi O0ECIIeIeHUsI TeJIEBBIX CBOWCTB OE30MACHOCTU U IEPeX0oJa K CJIEIYIONEeMY
STAITY.

3) Ocnosnoti sman (Session):
B3aMMO/IeiicTBIE (DANIOBON CHCTEMBI C JIpaifBEpOM YKECTKOTO JIMCKa (YTEHHe U 3aIliCh
JIAHHBIX ) Yepe3 Moysib FDE.

4) Oman zasepuenus ceanca (Unmount):
OCYIIIECTBJIEHUE OlepaIuii, HeOOXOIUMBIX JIjI ODeCIIeYeHUs TeJIEBbIX CBOMCTB He3omac-
HOCTH W 3aBepiienns paborsl ¢ FDE-mosysem; 3aBepienne paGorbl ¢ TOKeHOM (Ha-
[IpUMep, 3arpys3ka MOIU(PUIMPOBAHHBIX 3a BPeMs CeaHCa JIONOJHUTEIbHBIX JaHHBIX U
OTCOEJIMHEHNE TOKEeHa 0T paboveil MaIMHBI).

22. 9KcnJyaTalmuoOHHBIE CBOHCTBA

[Tepeuncanm sKCITyaTAIIMOHHBIE XaPAKTEPUCTUKU 1 OCOOEHHOCTH, KOTOPbIe HEOOXOIIMO
YYUTBIBATH Npu IpoekTupoBannu n aHasuse FDE-cxem. Chavyasa oTMeTnM oJiHy OCOOEH-
Hocth dyukimonupoBanns FDE-momysteii. YautbiBas Bbicokrne TpeboBanus K 3pheKTus-
noctu, npu peasimsaruu FDE-mo/ysieit MoryT ucmio/ib30BaThbesd pa3inydHble TPUEMBI, TT0O3BO-
JIFIOIIIE YBEJIMIUTh CKOPOCTh UX paborhl. Tak, HEKOTOpBIE JaHHBIE (HAIIPUMED, JTaHHBIE,
[O3BOJISAIONINE POBEPSITH TEJIOCTHOCT CEKTOPOB) MOIYT 3apaHee 3arpyKaTbCsi C JIHCKA
B OIlEpaTUBHYIO NaMATh. Takum obpasom, npu omnpejenenun xapakrepuctuk FDE-cxem
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HYKHO YUHUTBIBATH BO3MOXKHYIO 3aBUCHUMOCTH UX 3(hMOEKTUBHOCTA OT pas3Mepa JO0CTYITHOMN
OIIEPaTUBHON U, BO3MOXKHO, 3aITUIIEHHON TaMATH.

[Ipu npoektupoBannu FDE-cxeM 0/KHBI yIUTBIBATHCA IKCILTyaTallMOHHbIE TpebOBa-
HUsI KAK K OCHOBHOMY 9Tally uX paboThl (ceaHCy), TaK M K JIDYIHM TPEM dSramaM. Tak,
CJIOZKHO TPEJICTaBUTDH CUTYAITUIO, JTOIYCKAIONIYI0 MOHTHPOBaHUE JucKa B Tedenne 30 MUH.

Ucnonb3zyemass mamsith. besycioBrno, xapakrepuctukamu Joooit FDE-cxembr sB-
JIIIOTCST HEOOXOIUMBIE €l J1sT pabOThI pa3Mep 3AIUINEHHON aMsITH, pa3Mep OlepaTUBHOI
HAMSATH U OTHOCUTEJIbHBI pasMep eé CJIy’KeOHBbIX JaHHBIX (T.€e. OTHOIIEHNE pa3Mepa CJIy-
JKeOHBIX JIAHHBIX K PA3Mepy 3alllUIaeMOro MOJIE3HOr0 IIPOCTPAHCTBA JIUCKA). Y YUThIBasI TO,
4TO OBIJIO CKAa3aHO O BOBMOXKHOCTAX onTuMu3alun padborsel FDE-cxem, mpu xapakrepusaiun
KOHKPETHOM CXeMbl HEOOXO/IMMO HCIIOJIL30BATh HEKOTOPYIO OTHOCUTE/IBLHYIO BEJIUUUHY, Ha-
[IPUMEP, MOXKET OBITH IPUBEJIEHO OTHOIIEHKNE Pa3Mepa UCIIOIb3yeMOil OllepaTUBHON TaMATH
K pa3Mepy 00JIacTu JIMCKa, padoTa ¢ KOTOPBIM MOYKET ObITh ONTUMU3UPOBAHA.

OneparnmonHast TPyZOEMKOCTb. [lo 3TuM TepMUHOM TOHUMAETCS KOJUIECTBO OIIe-
paruii 9TeHnus W 3aIMCU CEKTOPOB, OCYIIECTBIAEMbIX JIpaliBEPOM JIMCKA, TIPU peasin3aIiun
FDE-momynem cBoux ¢yHKIN HAa pasHBIX dTamax pabOTbl. DTU OMEpPAIMH MOTYT CYIIle-
CTBEHHO OTJIMYATHCS MO OBICTPOJEHCTBHUIO B 3aBUCHMOCTH OT HCIOJIB3YEMOIl ammapaTHO
wiatdopMbl. OHU BBIJIEISIOTCA B OTJIEIBHYIO KATETOPHIO €MIEé W MOTOMY, YTO 3a9acCTyIO
OIIIYTUMO BJINAIOT HA U3HOC JIUCKA, & UX JIOIMYCTUMOE KOJMIECTBO 3aMETHO OTPAHUIEHO.

BprauciiuresibHasg TPyJA0EMKOCTb. /laHHas XapaKTepPUCTUKA SBJISI€TCS OTHOCUTEb-
HO CTaHJIAPTHO U TojpazyMeBaeT 00bEM Bhraucienuit, mpon3soaumbix FDE-Momynem s
OCYIIECTBJIEHUS OTIEPAIMil HA PA3HBIX Tarax pabOTHI.

YcroitunBoCTh K cOosiM. st yCcTpo#icTB XpaHeHUsl JaHHBIX KpaiiHe BayKHBIM SIB-
JIIETCsT BOIIPOC HAAEXKHOCTHU: aBapUITHbIE CUTYAIIMH PA3JINIHOIO XapaKTepa JOJKHBI MUHU-
MaJIbHO BJIMATHL Ha XpaHumble januble. Vcrnonb3zoBanne FDE-momyns MoxkeT pasjimaHbiM
o0pa3oM BIMATHL Ha 3T0. Hampumep, eciim pu BHE3AITHOM OTKJ/IIOYEHWH MUTAHUSA aKTy-
aJIbHbIE KJIIOUN I POBaHUs JAHHBIX XPAHWINCH TOJHKO B ONEPATUBHON MAMSTH, TO BCE
JIaHHBIE JUCKA MOI'YT CTaTh HEIOCTYHHBIMH. IIpym 3TOM HEOOXOAMMO yUNTHIBATH HE TOJIb-
KO TIOJIyYeHHe CaMUX JIAHHBIX, HO U COXPAHEHHe JIoBepus K HUM (B ciaydae obecredeHust
nejocrHocTr). OnuIIeM HEKOTOPbIe MPAKTHIECKN aKTyasbHbIE aBApUHHBIE CHTYAIUH, KO-
TOpbIe MOT'YT BOBHUKHYTH BO BpeMsi paboTsl FDE-momys.

—  Omxarovenue numanusa. FDE-Momyms MrHOBEHHO ITpeKpalnaeT ¢BOI0 paboTy, CITOTb3Y-
eMas UM UHGPOPMAIAA B ONEPATUBHON MAMITH YTPAINBACTCH.

— Omxmouenue ducka. FDE-Momynb TepsieT BO3MOKHOCTH OCYIIECTBJISTH Oll€paIlii uTe-
HUA W 3alUCH KaK MUHUMYM YaCTH JAHHBIX, XPAHAIIUXCI B JIOJITOBPEMEHHON ITaAMATH.
B kagectBe nmpumepa MoxKHO npuBecTu runorerudeckuit FDE-Moyis, onepupyroriuii ¢
JTAHHBIME, KOTOPbIE XPAHATCS Ha HECKOJIBKIX JINCKaX, OUH M3 KOTOPBIX OTCOEIMHSIETCS
MTOJTHE30BATEIEM.

—  Omxmovenue 3auuwénnott namamu. Hapumep, mosib3oBaTesib MOXKET 110 OIHOKE OT-
COEJINHUTH TOKEH OT BBIYUCUTETHLHON MAIMHBI, HA KOTOPOI B 3TOT MOMEHT paboTaer
FDE-momynb. B srom ciiyuae FDE-Moyiib Tepsier BO3MOXKHOCTD OIIEPUPOBATH C 3alllU-
MIEHHON MaMSITBIO.

JIoToJTHUTETHLHO OTMETUM aBAPHUITHYIO CUTYAINIO, KOTOPasd MOYKET PEaIn30BaThCA B JITO-
00lf MOMEHT CYIIEeCTBOBAHUS JTUCKA.

— Owubku xparenus dannoixr Ha Pusuveckom yposHe. Hampumep, m3-3a M3HOCA IHCKA

HGKOTOpBIﬁ CEKTOpP MO2KeT IlepecTaTb OBITD JOCTYIIHBIM JJId YTEeHUWd. DTO MOXKET 1Ipu-
BE€CTHU KaK K HEBO3MOXKHOCTHU paCI_HI/ICprBaTb JaCTb JaHHbIX, TaK W K IIOTE€pE HOBEPUII
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K UX IeJ0CTHOCTU. JT0BOIbHO TIPOCTOM MEPOii MpeIOTBPAIeHIs TAKUX CUTyaIuil MOXKeT

6bITH JTyOIMpOBaHUE JIAHHBIX JWUCKa (JaHHBIE XPAHATCS HA JBYX JIMCKAX OJMHAKOBOI'O

pasMepa, oreparyn JIyOIupyoTes ).

Hekoropoie FDE-momysin MoryT mpejycMaTpuBaTh 0COObIE IIPOIEAYPhI, CBA3AHHBIE
¢ aBapPUIHBIMU CHTyaIlMAMHU. DTO IPUBOAUT K BBIIEIEHUIO HOBBIX 3TaroB paborsl FDE-
MOJTyJIEll, TPUMEPBI KOTOPBIX ITPUBEJICHDI Jlajlee:

5) Oman asapuiinot pabomu (Emergency):
HaYMHAETCd B TOM MOMEHT, KOI'Jja peaJiu3yeTcd aBapUMHLIA CclieHapuil, JTOIIyCKaIOINUi
npojo/Kenne paborsl B npunmuine. FDE-Moyib MokeT Kak NpOJOJIKUTH OCYIIECTB-
JIATh TPUKJIATHbBIE 3aIIPOChI (€CJIH 9TO OCMBICJIEHHO), TaK U BBITOJHATE OlepaIui, HeoO-
XOJUMBIe JIJIsi MAKCUMAJILHO KOPPEKTHOIO U OE30IIaCHOTO 3aBEPIEHNs PAOOTHI.

6) man eoccmanosaenus (Recovery):
OCYIIECTBJIAIOTCS OllepaIuu, HeoOX0ouMBbIe JIJIsi BOCCTAHOBJIEHUs pabOThI C 3aIHUIIaeMbl-
MU JIAHHBIME TOCJIe €00si (9Tallbl MOIYT Pa3indaThCsl B 3aBHCHMOCTH OT THIA TTPOU30-
rresiero ¢6os).

23. Kpunrorpadudecknue cBoiicTBa

loBoputh 0 KpunTorpaduueckux CBOWCTBAX MMEET CMBICJI TOJBKO B paMKax Habopa
YCJIOBAW W TIPEIIIOIOKEHUN, ONMPEIEISIONINX BO3MOYKHOCTH W TIEJIN MOTEHITHATbHBIX TPO-
TUBHUKOB U OOBIYHO OObeINHSIEMbIX 110]] Ha3BaHUEeM «MOJIe/Ib IIPOTUBHUKAY. [101pobHO 9T0
HOHSITHE U OJIUH U3 TIOJXO/I0B K ero dopMasmzanuu paccmorpenst B |9, 10]. Mogesnb nporus-
HUKa COCTOUT U3 TPEX KOMIIOHEHT: THUIIA aTaKH, MOJEIN YIPO3bl U JOCTYIIHBIX IPOTUBHUKY
MHMOOPMAIIMOHHBIX 1 BHIUYUC/IUTEIbHBIX PECYPCOB. T peThbs KOMIIOHEHTA OOBITHO 0OCY K IaeT-
¢ y2Ke Ha dTalle aHA/M3a KOHKPETHBIX KPUIITOCUCTEM, a He B paMKax paboT O MpeIMeTHOMI
00J1acTH B IIEJIOM, HO OJTHY €€ OCOOEHHOCTD JIJIsI CUCTEM IIOJTHOJIMCKOBOTO UG POBAHUA HEO0-
XOJIUMO OTMETHUTh.

[Tox mHGOPMAIIMOHHBIME PECYPCAMU TPOTUBHUKA OOBITHO ITOHIMAETCS KOJTUIECTBO JIaH-
HBIX, KOTOPBbIE OH TOTEHIMAJBHO MOXKET MOJIYIUTh B HpOIecce pabOThl KPUIITOCUCTEMBI
(mmdpPTEKCTH, IMUTOBCTABKH, SJIEKTPOHHBIE MOJIMUCH U T.11.). [yt mosydennst 51oit uH-
dopmanuu u e€ xapakTep MOryT ObIThb OY€Hb PA3HBIMU: ITEPEXBAT 3aln(DPOBAHHBIX COO0-
IEHN B KaHaJIe CBA3MU, MOJIydYeHrne NHMOPMAIUN O BHYTPEHHUX COCTOSHUSIX KPUIITOCUCTE-
MBI 110 TTOOOYHBIM KaHajgaMm #u T.J. OJHUM U3 caMbIX APKUX HAIVISIHBIX ITPUMEPOB TOTO,
YTO TOJIyYEHUE IMPOTUBHUKOM OOJIBIIOTO KOJUYECTBA TaKOW MH(MOPMAIUU MOXKET MPUBO-
JIITh K CePbE3HBIM YSI3BUMOCTSIM, siBjisieTcs araka Sweet32 [11] na mporokon TLS. O6mum
METO/IOM MUCKJTIOUEHNsT TAKNX BO3MOYKHOCTEN MPOTUBHUKA SIBJISIETCsT OTPAHIMIEHNE TaK Ha3bI-
BaeMOil «HArPY3KM Ha KJIOY», T. €. KOJUIECTBA JAHHBIX, KOTOPhIE MOI'YT ObITH 0OpadOTaHbI
Ha OJIHOM KJIOUe (9TOT MPUEM U CAMO TOHSITHE <«HATPY3Ka Ha KJIOY» DACCMATPUBACTCS
B [12, 13|; HedpopmasibHOE paccmoTperne MoxkHO Haiitu B [14, 15]). [lpu cunrese u anamuse
FDE-momyneit nannoMy acnekTy HeoOXOJMMO YJIeJIATh 0co00e BHUMAaHWEe, TaK KaK IepH-
0/T MHTEHCUBHOTO (DYHKITMOHUPOBAHUS U, KAaK CJIEJCTBHUE, MCIIOIb30BAHNS K/IIOUEH TaKIMI
KPHUIITOCUCTEMaMH MOXKET MCUYHUCIATHCA T'OJJAMU U IOPOil OIrpaHMYUBAETCS JIUITH CPOKAMU
CJIy?KOBI YyCTPONCTB, UCIOIB3YEMbIX JIJId XPAHEHUs COIyTCTBYIOIINX JIaHHDBIX.

JIBe apyrue 9acTu MOJETIN IPOTUBHUKA OIPEIE/IAIOT BO3SMOKHOCTH IIPOTUBHIKA, 110 B3a-
UMOJIEICTBUIO ¢ KPUIITOCUCTEMOI (mun amaku) ¥ ero Ieju 110 HAPYIIEHUO eJIeBbIX JIJIst
Heé cBoiicTB GesomacHoCTH (M0odens y2posut). PaceMOTPIM KazK1yto M3 9TUX KOMIIOHEHT JIJIsT
CUCTEM IOJIHO/IUCKOBOTO NG POBAHUS.
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Tun artaxmu
B pamkax dynknumonupoBanusa FDE-momyss BbIAEISAIOTCS CJeIyONME KOMIIOHEHTHI,
CBsI3aHHBIE C XpaHeHHueM 1 00PabOTKON KPUTUIHON [JIsT KPUITOCUCTEMbI MH(MOPMAIIN:

— 3aluIeHHas IaMdaTh;

— omepaTHWBHas MaMsTh yCTpoiicTBa, Ha KoTopoM dyHKinorupyer FDE-monyns (o Heit
€CTh CMBICJI TOBOPHUTDH TOJIBKO BO BpeMsi paborel FDE-momysis);

— COBOKYIHOCTH JIOJITOBPEMEHHO XPAHMMBIX JAHHBIX, ncnoyb3yeMblx FDE-momnynem s
peasuzanuu abCTPaKIMU 3aIUIaeMoro Jucka (Jasee s KpaTkocTu Oy/ieM Ha3bIBaTh
9TH JIAHHBIE POCTO 3AIIUIIAEMBIM JINCKOM ).

[ToTennuaJbHO TPOTUBHUK MOXKET B3aMMO/JIEHICTBOBATH CO BCEMH ME€PEINCTEHHBIMI KOMIIO-
HEHTAMU, HAIIPUMED MOJIyYaTh KaKyIo-JI1n00 nHdopMaIuio mo modbodHbiM Kanaaam. OJiHako
B paMKax HacTosIeil paboThl MOJIPOOHO PACCMOTPUM B3aMMO/ICHCTBIE ITPOTUBHUKA TOJIHLKO
C 3aIUAIIAEMBIM JIICKOM.

Ocobo ormMeTnM, ITO B HACTOsIIEH paboTe He pacCMaTPUBAIOTCS BOITPOCHI IEJIOCTHOCTH 1
Oe3omacHOl 3arpy3Ku nCHoHAeMoro Koja FDE-Mo/ysis n comyTeTBYIOIEro mporpaMMHOTO
obecrievenus. Tak, IpearoaraeTcs, 4To 3arpy3Ka OINEPAIMOHHON CUCTEMbBI OCYIIECTBJIE-
Ha II0J1, 3alllUTOM, HAIpUMep, HEKOTOPOT'O allllapaTHO-IIPOrPAMMHOIO MOJYJ/I JIOBEPEHHO
3arpy3KU.

BzaumogeiicTBue c 3amiumniaeMbIM JUCKOM. [IpOTHBHMK MOXKET B3aMMOJIEHCTBO-
BaTh C 3alllUIAEMbIM JIUCKOM, YUTasd U 3allChiBad JaHHbIE. [Ipr 0OCy:KIeHUH 9TUX BO3-
MOXKHOCTe#l OyjieM cJjieJloBaTh TPaJIUIIMOHHOMY JIJIsI KPUIITOTPAMUE TOJIXO/LY, COCTOSIIEMY
B MaKCHUMHM3aIllUM ITUX BO3MOXKHOCTEN (HaHpI/IMep7 BO3MOXKHOCTHU IINCAThb IIIO6bIe JaHHDbIC
B JIIOOBIE CEKTOPBI, & HE TOJHKO JAaHHBIE KAKOTO-JTHOO0 CIEIUAJTBHOTO COIEPXKAHUS B KaKIe-
MO0 KOHKPETHBIE CEKTOPBI). DTO CBA3AHO C T€M, YTO CIIEKTD BO3MOXKHBIX YCJIOBHUIA IKC-
IUIyaTaIllMl CUCTEM ITOJIHOIMCKOBOIO MG POBaHNA, KaK U JIFOOBIX KPUIITOCUCTEM DoJiee UIn
MeHee O0Iero xapakrepa, KpaiiHe IIIPOK M MOXKeT ObITh (PUKCHPOBAH BeChbMa, YaCTHIHO.

ILHH OHepaHI/IIU/I YTeHUA U 3alliChl MOXKHO BbBIACJIUTL JABE XapaKTEPUCTUKH: YPOBEHDL OCY-
IIIECTBJIEHUsT OMEPAINN U TIEPHOJ], OCYIIECTBIIEHNST OIIEPAIIHM.

[Tox ypoBHEM OCyIIEeCTBIEHHS Oepalun Oy1eM MOHIMATh, ¢ IIOMOIIBIO KAKOT'O MOLYJIsT
OTIEPAIMOHHON CHCTEMBI ITPOTUBHUK OCYIIECTBISIET KOHKPETHYIO Oolepaluio. Beiaeasorcs
AB€ OCHOBHbBIEC BO3MOZ2KHOCTH.

— Onepavyuu yposna FDE-unmepgetica. IlpotuBHuK MOXKeT cienath 3ampoc K FDE-mo-
JIyJTI0 HA YTEHUe WU 3alliCh JIAHHBIX 3alUIAeMOro JucKa (JII0ObIX JaHHBIX B JIIOObIE
CEeKTOpHI JicKa). Ha mpakTuke JocTyn Takoro Tuma K JUCKY TPOTHBHUK MOXKET IIOJIy-
qUTh, HAIIPUMED, HaBsA3aB JIETaJbHOMY II0JIb30BATENO0 COXPaHEHUE HEKOTOPOTro dhaiiia
Ha JINCKE BMECTO JIpyroro aiijia, pacrosioKenne KOTOporo Ha 3TOM JUCKE TPOTUBHUKY
U3BECTHO.

—  Onepayuu yposnsa Raw-unmepgetica. I[IpOTUBHUK OCYIIECTBIIAET ONEPAIUN C ITOMOIIHIO
JpaiiBepa JIMCKa, KOTOPBIM IoJib3yeTcs u cam FDE-Mojynb i coxpaneHus: Ha JIUCK
BCEeX HEOOXOIMMBIX JJAHHBIX. TaK, ¢ ITOMOIIBIO 9TOro HHTepdeiica MPOTUBHUK MOXKET IIPO-
YATATH WU TEPENUCaTh 3aInPOBAHHbIE CEKTOPHI WK O0JIACTU CJIY?KEOHBIX JIAHHBIX
FDE-monynsa. Hanbosiee pacpocTpaHEHHBIM B JIUTEpaType 10 JTaHHON TeMaTUKe ABJIs-
eTcd MPaKTUIECKN MpUMep ¢ KpaKell 3aluiaeMoro JIMCKa — B JIAHHOM CJIydae IIPo-
TUBHHUK MOKET CUUTBHIBATH W 3allUCHIBATH HH(MOPMAIINIO JUCKA, B3AaUMOJAEHCTBYsI ¢ HUM
KaK C HE3aITUIITEHHBIM.

Samernm, uro FDE-untepdeiic, B orinune or Raw-unrepdeiica, e 1o3BosisgeT TPOTUBHUKY
HOJIYIUTH TPAMOI JOCTYI K CIyKeOHbIM jtaHHbIM FDE-Motys.



38 E. K. Anekcees, JI. P. AxmetssiHosa, A. A. babyesa, C. B. Cmbiwinsies

B pesynbrare mocryna K obo3nadeHHbIM nHTEepdeiicaM TPOTUBHUK MOXKET HABI3BIBATH
OTKpPBITHIE JlaHHbIe ¢ Tomotbio FDE-unTepdeiica n cunroiBars yepe3 Raw-unrepdeiic nn-
dopManuo 0 MOJIyIeHHBIX MU(PPTEKCTaX U MMATOBCTABKAX, & TAKKe 3aIllNChIBATD HA JINCK
1o/I00paHHble MU(MPTEKCTHI 1, HAIIPUMED, IMUTOBCTABKHU ¢ MOMOIIbI0 Raw-unrepdeiica n
[OJIy9aTh COOTBETCTBYIONMINI pe3yabTaT pacimmdpoanus depe3 FDE-unTepdeiic. 9o sas-
JISIETCS TPAKTUYECKUM OTPaKEeHHEM BO3MOYKHOCTEH ITPOTHBHUKA, IMPEJIOCTABIIAEMbBIX €My
dbopmasnsisivm mozestsmu Tuita CPA (Chosen Plaintext Attack) u CCA (Chosen Ciphertext
Attack) [9, 16].

[Iepnos ocymiecTBIEHNS OTIEPAIUN — 9TO TO BPeMs, KOTJIa y MPOTUBHUKA €CTh BO3MOXK-
HOCTb OCYIIECTBUTH ollepalinio. Tak, fgejats ornepaiuu ¢ moMorbio FDE-untepdeiica mpo-
TUBHUK MOYKET TOJILKO Ha dTanax Session u, Bo3MoxkHO, Emergency.

B caygae Raw-unTepdeiica 0OBITHO TIPEAIIOIAraeTcs, 9T0 IPOTUBHUK MOYKET OCYIIEeCTB-
At Raw-dyrenne B J110001 MoMmeHT BpemeHu u Raw-3ammch jannbix, Korja FDE-moyin
e paboraet. [Ipu sTom ¢ Bo3MoKHOCTBIO Raw-3amnucu Bo Bpems padborsl FDE-momynsa cu-
Tyalus He TaK OJHO3HAYHA.

DTO 00bACHAETCH TEM, YTO TaKas BO3MOXKHOCTbL MOXKET CYIIECTBEHHO YCJIOXKHHUTDH 3a-
Jiady obecrieveHus 1eJI0CTHOCTA XPAHUMbBIX JaHHBIX. Hampumep, ecji y NpOTUBHUKA 3TOM
BO3MOKHOCTHU HET, TO JjIs JINCKOB MAJIOTO O0BbEMa IEJIOCTHOCTh MOXKET OBITH MPOBEPEeHA
Ha srame Mount, 9T0 MO3BOUT UCK/IOYATH YaCTh ONMEPaIWii Ha ITame Session, oT KOTO-
poro oOBIYHO TpedyeTcss MaKCUMaJIbHas MTPOU3BOAUTETBHOCTD. e/ TPOTUBHUK MOYKET 3a-
nuceiBaTh Yepe3s Raw-unrepdeiic Ha srame Session, To mpeaBbruucsenus Ha drare Mount
TEPSIOT CMBIC], TaK KaK IEJOCTHOCTh MOYKET ObITh HAPYIIEHA B JIIOOOH MOMEHT IIOC/IE 9Ta-
na Mount. Crout 3amMeTuTh, 9TO Ha MPAKTUKE TaKas BO3MOYKHOCTH IMTPOTUBHUKA SIBJISIETCS
JIOBOJTBHO CHJIBHOM, a 60jiee peaJIMCTUIHBI CIIEHAPHUH, KOTJa MPOTUBHUK TOJIyTaeT MOJTHBIIN
JIOCTYT K JUCKY He BO BpeMs paOOThI ¢ HIM JIETUTUMHOT'O TTOJIb30BaTENS, & MEXK/Iy CeaHca-
MU, HAIIPUMeED B pe3yJibraTe 00X0Ja MapOIbHON CHCTEMbI ayTeHTU(MUKAIINH OTIePAInOHHON
CUCTEMBI.

Artaku, cBsizanubie co cbosimu. CrenuduaecKuM acrnekKToM (DYHKIIMOHUPOBAHUS
FDE-monyneit sapisgrores pasiumdibie ¢cO0U, HEKOTOPbIE U3 KOTOPBIX PACCMOTPEHBI B 1I. 2.2.
[Ipu 9TOM HEJIB3sT UCKIIOYATH, 9TO IPOTUBHUK MOXKET MCIIOJIb30BaTh COOM JIjIsI HAPYIIeHUs
II€JIEBBIX CBOMCTB O€30IIACHOCTH CHCTEMBI, ITIO3TOMY 9TO HEOOXOIMMO YIHTHIBATH B PAMKaX
kpunrorpadudeckoro anammsa FDE-momyseit. 3amerum, 910 nmpu (hOPpMUPOBAHUT MOJIETN
nporuBHuKa Jiig FDE-Moy/is MOy T yauThIBATHCA U 38/1€HICTBOBATHCS CJICTYIONTNE TTPUEMbBI
U OpPraHu3aIiOHHbIE MEPDI, KOTOPHIE TIO3BOJIAIOT OI'PAHNIUTH BO3MOXKHOCTH IIPOTUBHUKA TI0
IIPOBOIUPOBAHUIO COOEB:

— 0co0ble TpeOOBaHUS K XPAHEHHIO JIMCKA T0C/Ie OTK/IIOUEHNs MUTaHuA 10 HadaJia dTara
Recovery jjia uckiouenus jJocTyma K HEMY POTUBHUKA;

— TpebOBaHMEe KCIIOJIb30BaHUSA MCTOYHUKOB OecriepeboitHoro mutanus upu padbore FDE-
MO/LYJICH;

— HCIIOJIb30BaHUEe CUYETUYMKA YHcIa cO0eB M TpeboBaHME CMEHBbI KJIFOYEBOI'O MaTepuasa u
HOBOT'O ITPOXOKJIEHUST dTara Setup 1Mo JOCTHKEeHIH UM ITOPOrOBOI0 3HAYEHUSI.

Monaesnb yrposnsl

[HeseBbIMu cBOMiCTBAMU OE30IIACHOCTH, JIJIsi 0OecIieYeHus KOTOPBIX Ipeanasnaden FDE-
MO/TyJIb KaK KPUITOIPAMUIECKIIT MeXaH!U3M, SBJIAIOTCS KOH(UIEHIINATBHOCTD U II€JIOCT-
HOCTBH XPAHUMBIX JIAHHBIX. XOTs JIAHHBIE CBOMCTBA B KPUNITOrPaAUN CTAHIAPTHBI U JOCTA~
TOYHO IVIYOOKO HMCCJIeIOBAaHbI, clieluduKa 33/ a9l 3allUThl XPAHUMbIX JAHHBIX TPUBOIUT
K TOSIBJIEHUIO Y HUX HOBBIX ACIIEKTOB U OCOOEHHOCTENA.
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[Ipexkae 4veMm IMepexoanTh K MOAPOOHOMY PACCMOTPEHHIO KarKI0I'o0 U3 YKa3aHHBIX
CBOICTB, HEOOXOIUMO OoJlee SIBHO 0003HAYUTH OOBEKT, JIJIsi KOTOPOI'O 3TU CBOWCTBa HEOOXO-
JUMO O6eCHe‘{I/IBaTb. I_IerOpMaJIbHO7 1101 3alIuIIaeMbIMU JJaHHBIMUA IIOAPAa3yMeEBaIlOTCA BCE
[IPUKJIaTHBIE JaHHBIE, KOTOPBIE 3alUChIBaloTCa Ha qucK depe3 FDE-momxyas ¢ momenTa ero
pHAIam3anun. MoKHO BBIIEIUTH JBa IOAXO[a K IIPEICTABIEHUI0 COBOKYIIHOCTH ITUX
JIAHHBIX B BHJIE IIOTOKOB COOOIIEHUI:

1) IlpencraBieHue B BHJE OJHOIO MOTOKA COOOIIEHHUIt, Ijie OJHO COOOIIEHUE —3ITO COBO-
KYIITHOCTBb BCEX ITPUKJIQ/JIHBIX JJaHHbIX, 3alliCaHHbIX Ha JIHUCK Y€pe3 FDE—MO,ZLy.Hb I1ocJjie
OYepe/IHOM OlepaIuy 3aliC CEKTOPa, MHUIMUPOBAHHON (aitiooit cuctemoit. O1HO cO-
obrenue y100HO TIPEJICTaBIATh B BUJIE YIIOPSIOUYEHHOI0 HAbOPa, TJie 9JIEMEHTOM C HOMe-
POM @ SIBJIAIOTCS NMPUKJIAHbIE TaHHbIEe, 3alCaHHble B ¢-if ceKTop. Takoil Habop TakKe
MOYKHO CPaBHUTH C «MOMEHTAJIbHBIM CHUMKOM», TJI€é COXPAHUJIOCh COCTOSHUE JAHHBIX
JINCKA, KOTOpOe ObLI0O HEM3MEHHBIM B TEUYEHUE HEKOTOPOT'O MPOMEXKYTKa BPEMEHU, T.e.
KaxKJbIl CJEAYIOMUN «CHUMOK» OTJIMYAETCA OT HPEJIbLIYIIEr0 POBHO B OJHOM CEKTOPE.
[IpuHIUI JaHHOIO MOJX0/1a IIPEICTaB/IeH Ha pHUC. 3.

0 Mo m m'
1 m o Mma = Mz
2 m. write(0, m') m. write(3, m") m:
3 M3 ms m"

Mo M1 M2

Puc. 3. Ilpencrasienne 3ammunaeMbIX JaHHBIX B BIIE OJHOTO ITOTOKA COODIIEHMIA

2) Tlpencrasienne B Bujie (DUKCHPOBAHHOTO KOJMYECTBA HE3ABHCHMBIX MOTOKOB COODIIIE-
HUH, KazKJIbII 13 KOTOPBIX COOTBETCTBYET KOHKPETHOMY MPUKJ/IAIHOMY CEKTOpPY. B aTom
cJIydae OJHUM COOOIIEHHEM B KOHKPETHOM IIOTOKE SIBJIAIOTCS IIPUKJIAHbIE JTaHHbIE, KO-
TOpbIE 3AIMCBHIBAIOTCA B COOTBETCTBYIOINIUI CEKTOP, & KaKJI0€ HOBOE COOOIIEHNE B 3TOM
II0TOKE BOBHHUKAET I0CJIe OUepeHON olepalun 3aluci UMeHHO B 9TOT ceKTop. /laHHbIit
TTOJTXOT TTPOMJILTIOCTPUPOBAH Ha pHuC. 4.

write(0, m')

o m ] —

1 m ]

2 m ]

3 m ] ——
: write(3, m")

Puc. 4. IlpencraBienne 3amunaeMbIX JaHHBIX B BUIe HAOOPa ITOTOKOB COODIIEHMH

asiee, roBops Mpo KOH(MUIECHINATILHOCTD WX MEJTOCTHOCTD, Oy/IeM UMETh B BUJIY KOH-
pUAEHITNATBHOCTD UJIN METOCTHOCTD OJTHOTO TTOTOKA, COODIIEHNI, KarXKI0€ U3 KOTOPBIX ABJIsI-
eTcst JIMOO COBOKYITHOCTBIO BCEX JAHHBIX JINCKA, JJUOO JTaHHBIME KOHKPETHOTO cekTopa. [Ipn
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9TOM B 3aBUCUMOCTU OT TOTO, YTO MMEHHO SIBJISETCS COODIIEHNEM, TO WU MHOE CBOMCTBO
0e301acHOCTH MOYKET UMEThb Pa3/IMYHbIN MpakTudeckuii cMbic/i. [loaromy i pasandenust
rpajanuii Kakoro-ubo cBoiicTBa OYJeM TOBOPUTH, YTO ITO CBOHCTBO 0OECIIEUUBACTCA HG
yposre ducka, eCJIU COODIIEHIEM SIBJISIETCS COBOKYITHOCTH BCEX MPHUKJIAIHBIX JAHHBIX, WJIH
HO YPOBHE CEKMOopa, eCIN COODIEHNEM SIBJIAIOTC MPUKJIAIHbIE JaHHble KOHKPETHOTO CEeK-
topa. PacceMmoTpum 1nosipobuee KaxKjioe u3 IeJIeBbIX CBONCTB O€301acHOCTH.

KonduneHIUaIbHOCTb. ITO SIBJISIETCS OCHOBHBIM CBOHCTBOM 0E30MMaCHOCTH XPAHMW-
MBIX Ha JINCKEe IMPUKJIAJIHBIX JAHHBIX, KOTOpOe J0JzKeH obecrieunBaTh FDE-Mmoyib. OTme-
THUM OCODEHHOCTBH OOeCIIedYeHHsI ero B KOHTEKCTE IMOJHOIMCKOBOro mudposanus. Ha mpak-
THKE Ha 3aIUIIAeMOM JUCKEe MOI'YT XPAHUThCS KaK BaXKHbIE JOKYMEHTBI, COIEP:KUMOE KO-
TOPBIX JIOJIZKHO OCTaBATbCsI B CEKPETe MHOI'ME IOJIbI, TAK U OTKPBITHIE JaHHbBIE WU JTaHHbIE,
KOTOPbIE CTAHOBATCA IyOJMIHBIMU 110 ITPOMIECTBUU HEDOJIBIIIONO MMPOMEXKYTKa BPEMEHHU.
Taxum oOpa3oM, B OJHOM U TOM K€ CEKTOpE JIMCKa B Pa3Hble MOMEHTHI BPEMEHH, & TaK:Ke
OJITHOBPEMEHHO B PA3HBIX CEKTOPaX JMCKa MOXKET ObITh 3alucana HHGOPMAaIid, K KOTOPOii
MIPEIbSBISIOTCS Pa3/JIMIHbIe TPEOOBAHUS 110 00ECIIEYeHUI0 KOH(MUIEHITUAIHHOCTH.

[Ton KOHMUAEHIINATILHOCTHIO XPAHNMBbIX Ha IUCKe IMPUKJIATHBIX JaHHBIX, IPEeICTAB/ICH-
HBIX B BHUJIE OJIHOT'O MJIM HECKOJIBKUX IOTOKOB COOOIEHUit, OyaeM HehOpMaJbHO TOHUMATH
HEBO3MOYKHOCTb PACKPBITAA ITPOTUBHUKOM KaKOH-1100 nHMOpMaIun 00 3TUX COOOIEHUX.
OpuenTupoM pu hopMaJIH3aINA ITOTO CBOMCTBA MOT'YT CJIYKUTH MOJEIN Ha OCHOBE HEOT-
mranmoctu (Hanpumep, IND-CPA [16]). B zaBucumocT oT BBIGPAHHOTO HPEICTABICHUS
JIICKa (T.e. OT TOTO, YTO MMEHHO TIOHUMAETCsI TI0J] COOOIIEeHeM ) HeKoTopast nHMOpMAIUs O
MIPUKJIQTHBIX JAHHBIX MOXKET 3aBeJOMO PACKPBIBATHCA MTPOTUBHUKY. BBIIeInM ciieayomnime
cTeleHn KOHMUJICHIINAIBHOCTH XPAHUMbBIX JIAHHBIX 110 XapaKTepy JOCTYIHON ITPOTUBHUKY
MHOOPMAITIH:

— Kondugenmmua bsHocTh Ha YPOBHE JTUCKa. B 9TOM cilydae TPOTUBHUK HE MOJIyYaeT HUKa-
KO nH(MOPMAINKE O XPAHUMBIX Ha JUCKE MPUKJIAIHBIX JTaHHBIX. Y TOYHUM, 9TO, IIOMUMO
HEIoJIyYeHusT HHPOPMAaIUA O CaMUX XPAHUMBIX B CEKTOPaX JAHHBIX, ITPOTUBHUK TaK-
JKe He JIOJIKEH y3HaBaTh HOMep HU3MeHsieMoro cekropa. ObecriedeHrne TakKoro CBOWCTBa
[IPEJICTABISIETCST KPaiiHe TPYI03aTPaTHBIM — OJHUM W3 ITOJXOJIOB SIBJSIETCS Ieperd-
pPOBaHME BCEro JUCKa IOC/e OTepalui 3alliCh JII0Oro ceKTopa. DTo HedhdHEKTUBHO
B cJIydae JJUCKOB OOJIBITIOTO pa3Mepa U He IMO3BOJIeT MapaJiebHO 00padaThIBaTh OIle-
paluu ¢ pa3HbIMH CEKTOPaMU.

— Koudugenmuaj bsHOCTh Ha YPOBHE ceKTOpa. B 9ToM cilydae IpOTUBHUK HE IOJIyIaeT HH-
Kakoil maHdOpMaInn O IPUKIAIHBIX JaHHBIX, XPAHUMBIX B KOHKPETHOM cekTope. OTMme-
THM, 9TO obecriederre KOH(MUICHITNATHHOCTA Ha YPOBHE CEKTOPa I BCEX MPUKJIATHBIX
CEKTOPOB JINCKA HEIKBUBAJIEHTHO 00ECIIeUeHNI0 KOH(MDUICHITUAILHOCTH Ha YPOBHE JIMCKA.
B cpaBHeHUu ¢ peabLIyIM CBOMCTBOM Y TPOTUBHUKA MTOAB/ISIETCS NH(MOPMAIIAA O TOM,
B KaKue MMEHHO CEKTOPBI OCYIeCTBJIgeTcsa obparierue. HecMoTpst Ha TO, UTO CXEMBI,
obecrieunBaronye KoH(MUIeHIINAILHOCTh HA YPOBHE CEKTOpPa, ABJIAI0TCH Oosiee addek-
THUBHBIMH, TAKOI KOH(MDUIEHITNAILHOCTH He BCErIa J0CTATOYHO. TaK, HaIpuMep, ecInl Ha,
3aAIUINAEMOM JUCKEe XPAHUTCS KapTa BOGHHBIX JEHCTBUI, a KaXKJIbIil CEKTOP COOTBET-
CTBYET OIPEJICJIEHHOMY IIYHKTY MECTHOCTH, PACKPBhITAE MHMOPMAIUN O TOM, ¢ KAKUMHI
cekTopamMu UIET paboTa, MOKET ObITh KPUTUIHBIM.

HeobxouMbiM yesioBueM obecriedeHns MOJTHOIEHHON KOH(MDUIEHITHAIBHOCTH SABJISIETCS
yBeJIM4eHre pasMepa mudprekcTa Mo CPABHEHHUIO ¢ Pa3MEPOM OTKPBITOTO TeKcTa (HAlpU-
Mep, 3a CUET BEKTOpa UHUIMAJU3AIMU, CM. 10podHee [16]), 9T0 BO3MOXKHO TOJBKO MpH
HaJ/In4ynum ,[LOHOHHI/ITGJIBHOﬁ IHaMATU AJId XpaHeHUAg C.Hy}Ke6HbIX JaHHDbIX.
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Ecimu ucnonb3oBanue JOIMOJHATE/IBHON HMAMSITH HEBO3MOXKHO, HAWJIYUIIEH CTEIEeHbIO
KOHMUJIEHITUAJIBHOCTH, KOTOPYIO yJIaCTCsA 00eCIIeInTh, SIBJISeTCs TaK Ha3bIBaeMasi «KOHMM-
JIEHITATLHOCTD 110 MOJIYJII0 MOBTOpeHuit» [17]. B amoM ciryvae MpOTHBHUK JIOMOTHATETHHO
JIeTeKTUpyeT (hakT COBHaJICHUS cOooOIeHuit B moToke. MHOra packpbiTHe Takoil nHMOP-
MaIlM MOXKET ObITh KPUTHUYIHBIM. lIpemosioxKum, HalpuMep, UTO KarxKIblil JeHb B OIpe-
JICJIEHHBII CEKTOP Ha JIMCKE 3allUChIBACTCsS aKTYaJbHBIA Ha CJIEAYIOMHI JIeHb Kype aKIuii
KOMIIAHIHU. DTa HHMOPMAIIN IyOJUKYeTCA Ha CJIeLYIONNIA IeHb, a 10 9TOI'0 MOMEHTa, JT0JIK-
Ha OCTaBaTbCd B CEKpeTe. ECJ'H/I IIPOTUBHUK yCTaHaBJ/JIMBaCT CbaKT COBITaJeHUA aKTyaJIbHbBIX
JIAHHBIX CEKTOpa C JIAHHBIME, 3alMCAHHBIMU HEKOTOPOE BpeMs Ha3aJ, TO OH HeMeJJIeHHO
moJtydaeT WHMOPMAINIo O Kypce aKInii Ha 3aBTPAITHAN JIEHb.

B npeapiaymmmem pasjesie oTMeYeHO, UTO MPOTUBHUK WMEET BO3MOXKHOCTH MOIU(DUIIN-
poBaTh JIAHHbIE HA JIUCKe. DTO 03HAYAET, YTO HOMUMO TPAUIIMOHHBIX aTakK (HaBs3bIBAHUE
IPOTHUBHUKOM OTKPBITOTO TEKCTA ), U aHajm3e cBoiicTs 6e3onacHoctu FDE-momyna momx-
HbI YIUTBIBATHCA aTAKW, ONMUPAIOIINECS HA BO3MOXKHOCTD ITPOTUBHUKA 3aIUCHIBATEH Ha JIUCK
crenraIbHbIM 00pa30M 10 I00paHHble THMPTEKCTH. PaccMOTpuM HECTIOXKHBIN TTpUMED Ta-
KOl aTraku.

[Ipeamonokmm, 9TO B HEKOTOPBIIT MOMEHT BPEMEHHU B OIPEJIETIEHHBIN CEKTOP ObLIa 3aIli-
caHa KpUTUIECKHU BaxKHast nHMOpMaliys, KOHPUIEHIINAIbHOCTh KOTOPOil HeoOXo 1Mo obec-
[eYUBaTh B TeUYeHHe OOJILIIOrO MPOMEXKYTKa BpeMeHu. lIpemnosioxkum Takzke, 4To Jajiee
B 9TOT K€ CEKTOp OblLjla 3allicaHa MeHee BaykHasg WHMOpPMaIns, pe3yJibTaT pacimdpoBa-
HUsT KOTOPO#l IPOTUBHUKY MOYKET OBITH JOCTYIIEH; HAIIPUMED, 9TO MOXKET ObITh TEKCT OTHE-
Ta, KOTOPBIl CTAHOBUTCS M3BECTHBIM B KOPOTKME CpoKH. JlomycTnMm, 910 depe3 HEKOTOPoe
BpeMs TI0CJIe 3aliCH MeHee CEKPETHBIX JAHHBIX Y MPOTHUBHUKA MOSBIISETCS BO3MOYKHOCTH
HEJIETEKTUPYEMO 3aMEHUTh COOTBETCTBYIONINI UM MuMPTEKCT HA KOPPEKTHBIN MN(MPTEKCT,
COOTBETCTBYIOIIUI KPUTUIECKN BarKHOU nudopMmarmu. Torga npu omnyOb/JIMKOBAHIE OTYETa
KPUTUYECKN BayKHas WH(OpMAaIusd OYJIeT PacKpPBITA.

OrmurtieM OWH U3 TOIXO/IOB K OCMBICIEHUIO TTOTEHITHAIBHBIX BO3MOKHOCTEH TPOTUBHI-
Ka B PAaCCMOTPeHHOI aTake. BBenéM rpajanum cBoiicTBa KOHMUIEHIINATLHOCTH IO BPeMe-
HU, B TeYeHre KOTOPOT'0 HeAKTyaJbHbIe JJAHHbIE ABJISIOTC Ysa3BUMbBIME. 110/ akTyaibHbBIMEI
JIAHHBIMU OyJieM MOHMMATh IMOC/IeHEe COODINEeHne B MTOTOKE, & MOMEHTOM HEAKTYaJIbHOCTU
JIAHHBIX Oy/eM Ha3bIBATh BPEMs IMOSIBJIEHUs CJICIYIONIErO 3a HUMU COOOIIEHUS B ITOTOKE.
JI1st KOHKPETHBIX JIAHHBIX (COODIIEHHsI B IOTOKE) OIPEIEIUM CBOHCTBO KOHPUICHUUAADHO-
cmu no Modyaro § CaeayionmM odpa3oM. B Tedenne mpomexKyTKa BpeMEHH J ¢ MOMEHTa
HEAKTYaJIbHOCTH JAaHHbIE SBJSIOTCH YHA3BUMBIMEU M HapyIIeHWe UX KOH(UIEHIINATLHOCTH
He CUNTAeTCd YyrPo30il, B OCTAJIbHOE BpeMs UX KOH(MUIEHITNAILHOCTD obeciieunBaeTcs. Pac-
CMOTPHUM HEKOTOPbIE YaCTHBIE CJIyYIan:

— 0 = 0. KoudugennmaapHOCTD JaHHBIX, 3AIMCAHHBIX HA JINCK B Pa3HbIe MOMEHTBHI Bpe-
MeHH, oDecriednBaeTcs B TedeHnue Bcero Bpemenu padborsl FDE-momyms, T.e. yrposoit
CYUTAETCH MOJTyYeHUe MPOTUBHUKOM MH(MOPMAIUU O TTPOU3BOJILHOM COOOIIEHUN B IIOTO-
K€ He3aBUCHMO OT TOr0, KaK JIABHO OHO OBLIO 3aIliCaHO;

— 0 > 0. /lanuble gBIMIOTCA y[A3BUMBIMU B TEUYEHUE ITPOMEXKYTKA BPEMEHH 0 C MOMEH-
Ta HeakTyajabHocTu. [Ipm s3ToM mosydenne mpoTUBHUKOM UHGOPMAIIH 00 aKTYaJILHBIX
JIAHHBIX, & TAKXKe O «CTapbIX» HEAKTYaJbHBIX JIAHHBIX CUUTaeTCd yrposoit. Ormernm,
YTO TPU 0 = OO YIPO30Hl SBJISIETCS JIWIIb TOJy9YeHre MPOTUBHUKOM uHMOpMauu 00
AKTyaJbHBIX JTaHHBIX.
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Takum 06pazoM, 1eM MeHbIIe 3HAUCHUE ), TEM MEHBIIE IIPOMEKYTOK BPEMEHH, B T€UCHUE
KOTOPOI'o JaHHBbIC ABJIAIOTCA YA3BUMBIMU, a IIOTOMY TEM CHJIbHEE CBOMCTBO KOH(i)I/I,ZLeHH‘I/I-
AJILHOCTH 10 MOJTYJIIO 0.

Beprémcs k artake. Eciim IpOTUBHUK CMOT HEJIETEKTHPYEMO 3aMEHUTDH COIEPIKIMOE CEK-
TOpa CITyCTsI MMPOMEXKYTOK BPEMEHHU t ¢ MOMEHTa HEaKTyaJbHOCTH CEKPETHBIX JIAHHBIX, TO
OH HapYIIUJI CBOHCTBO KOH(MUJIEHIINATHLHOCTH 10 MOJLYJII0 0 jyist Beex 0 < t (B gacTHOCTH,
KoHMuIeHIIaIbHOCTH 110 MO0 (). O1HAKO KOH(MUIEHIMATBHOCTD TI0 MOJLYJTIO 0O B 9TOM
cllydae He HapyIlleHa, TaK Kak 10 MOCTPOEHHIO ATAK! IIPOTUBHIUK He MOJIydaeT NHMOPMAITIHT
00 aKTyaJIbHBIX JAHHBIX COOTBETCTBYIOIIETO CEKTOPA.

MbI BBO/IIM CBOMCTBO KOHMUIAECHIIMAILHOCTH 110 MOJYJTIO § TaKUM 06pPA30M, 9TO €ro Ha-
pYIIeHnEe CTAHOBUTCS BO3MOYKHBIM, TOJBKO €CJIH IPOTUBHUK OCYIIECTBIISET ATAKH, I10/Ipa3y-
MeBaroIe MOAuMpUKAIINIO JaHHBIX Ha aucke. [loaTomy obecriedernne KOH(MDUIEHITNAIBLHOCTH
110 MOJYJIIO 5 CBU/IETEJILCTBYET O TOM, YTO IIPOTUBHUK MMEET BOSMOXKHOCTb HEJICTCKTUPYEMO
MOILI/I(I)I/IL[HPOB&TB JaHHble Ha JUCKE TOJIbKO B T€Ye€HHE IIPOMEXKYTKa BpEMEHU 5 C MOM€EHTa
X HEAKTYAJbHOCTH.

Ecnu cxema nosnonckosoro mudposanus obecriednBaeT KOHMUIEHIIUATLHOCTD 110 MO-
aymo 0 > 0, gocTudb KOH(UIEHINAIBHOCTH 1O MOIY/II0 0 MOXKHO C HOMOIIBIO OPraHH-
3allMOHHBIX Mep. Hampumep, MO:KHO moTpeboBaTh, 9TOOBI ITOCE KaXKJIOT'O BBIKJIIOUEHUS
FDE-momyns mosb3oBaTe/ib KOHTPOJUPOBAJ JUCK B T€UEHNE MPOMEKYTKA BPEMEHU 0§, He
JIOIYCKast T€M CaMbIM BO3MOXKHOCTH IMPOTHBHUKA MOANMUINPOBATL JaHHBIC HA HEM.

LemoctHOoCcTh. Iloj 1€/IOCTHOCTHIO JAHHBIX MOHUMAETCH HEBO3MOYKHOCTH BHECEHUS
IIPOTHUBHUKOM HEJIETEKTUPYEMbIX M3MEHEHUiT B JIaHHbIE, 3allUCaHHble Ha JUCK. BaKHOCTH
obecrievenns JIAHHOTO CBOMCTBA YaCTO HEJIOONEHUBAIOT, YTO MOYKET ObIThH CBIA3AHO CO CIIEIY-
1o11eit 0COOEHHOCTBIO 3aJIa9H 3aIUThHI IUCKOB. B oT/in4ane oT 3a/1a4u 3aIuThl KaHAJIa CBI3U
MEXKJIy JIBYMsl TI0JIb30BATE/ISIMU, B JAHHOM CJIy4ae «OTIPAB/IAIONasy (3aluChlBAIOIIAs) 1
«IIPHHUMAIOMIAsT> (CIMTHIBAIOIIAs) CTOPOHBI SBJSIOTCS OJHUM W TeM Ke 00beKTOM — baii-
JIOBOI cHCTEMOil, 3a KOTOPOIi 4Yalle BCero CTOUT desioBeK. [[oaToMy moTeHnuaibHO Ye1oBeK
crioco0eH 0OHAPYKUTh M3MEHEHNs] B CINTHIBAEMbBIX JIAHHBIX, TaK KaK CaM KOTJIa-TO 3aIAChHI-
BaJs1 ux Ha jucK yepe3s FDE-momysb. OiHako B peajJbHOCTH Ha JUCKE MOI'YT XPAHUTBHCS KaK
OYeHBb 00JIbIINE OOBEMBI JJAHHBIX, CJIEIUTH 38 HEM3MEHHOCTBIO KOTOPBIX YeJI0BEK IIPOCTO HE
crocobeH, Tak M cjykeOHasg mHOPMAIUs ITPUJIOKEHN, KOTOopasl YeJ0BEeKY KakK I0JIb30-
BAaTE/I0 HEU3BECTHA. SPKUM IIPUMEPOM CEPLE3HON YA3BUMOCTH, KOTOPAasi MOYKET MOSIBUTH-
Cd NIPX OTCYTCTBUU IIE€JIOCTHOCTH, ABJIACTCA BO3ZMOXKHOCTH HE3aMETHO BHECTH M3MCHCHUHA
B XpaHAIUicA Ha JIUCKE UCXOIHBINA KOJ HEKOTOPOI IIPOrpaMMBbl, KOTOPBIEC HE MOBJIUAIOT Ha
€€ KOMITUJIUPYEMOCTD, HO MPUBE/LYT K KPUTUUHOMY U3MEHEHUIO (DYHKIITMOHUPOBAHMSI.

[IpuHIUIIaILHEIM MOMEHTOM B O0DECIIEYEHUN TEJTOCTHOCTU XPAHUMbBIX JTAHHBIX SBJISET-
cd obecIievYeHne nX «aKTyaJbHOCTHY, T. €. JISTUTUMHBII 110JIb30BATE/ b JIOJIZKEH OBITH YBEPEH,
YTO IPU YTEHUH OH IOJIYYUT Te Ke JIaHHBble, KOTOPble ObLIN COXPAHEHbI Ha JVUCK B PE3YiIb-
TaTe mpeablLyIeil oneparun 3anucu. C TOYKN 3peHUs MPEeJICTABIeHUs JIAHHBIX B BHJIE TI0-
TOKa, COODIIEHUI MEJIOCTHOCTh O3HAYAET IEJIOCTHOCTH UMEHHO MOCJIEIHEro (aKTyaabHOTO)
coODIIeHns B MOTOKE B KaXKJIbIil MOMeHT BpemeHu. [IpoBojis aHaIoTuio ¢ KaHaJlaMy CBS3H,
CUTYyaIld, KOIJIa JaHHbIE CEKTOPa IEepecTaloT ObITh aKTYaJbHBIMU, COOTBETCTBYET CHUTYa-
K, KOTJIa COOOIeHne JTub0 TaK W He JOILIO JI0 HOoJIydaTeisd, JIMOO yKe UM ITPOTUTAHO.
CooTBeTCTBEHHO U3MEHEHNE STOTO COODINEHNs] TPOTUBHUKOM HE MMeeT CMBICTIA.

Kak n s kondujaeHnmuaaIbHOCTH, B 3aBUCUMOCTH OT TOYKU 3PEHUs] Ha 3alUINIAeMble
JaHHBIE CMBICJI IIEJIOCTHOCTU MOXKET OTINYaThCA:
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1) Henocrrocts Ha ypoBHe jucka. [1oj JaHHBIM CBOWCTBOM IIOHUMAETCS HEBO3MOK-
HOCTH BHECEHUH KaKUX-JTUO0 M3MEHEHWIl B JIaAHHbIE JINCKA KaK YIIOPAJI0YEHHOIO Ha-
O6opa, B TOM YHuC/Ie TIepeMeleHne JaHHbIX U3 OJIHOI0 CEKTOpa B JAPYTOI.

2) TlesnoctHOCTD Ha ypoBHE ceKTOpa. 1oy JaHHBIM CBOCTBOM MOPa3yMeBaeTCsl HEBO3-
MOYKHOCTBH BHECEHUsI KAKUX-JINO0 U3MEHEHUH B JIAHHbIE KOHKPETHOI'O CeKTopa (B TOM
YHUCJIe HEBO3MOXKHOCTH 3aMEHbBI JIAHHBIX 3TOT0 CEKTOpa Ha JIAHHbIE JPYTUX CEKTO-
poB). OTMeTHM, YTO B OTJINYKE OT KOH(DUJIECHIINATIBHOCTH 06eCIIeUYeHre TIeJIOCTHOCTI
Ha, yPOBHE CEKTOPA JIJIs KaXKJIOTO CEKTOPa SKBUBAJECHTHO 00ECIIEYEHUIO TIEJIOCTHOCTU
Ha yPOBHE JTUCKA.

ObecrievieHne MEJIOCTHOCTH HEBO3MOYKHO 0€3 YBeJIUUYeHUs JITMHBI MU PTEKCTA OTHOCH-
TEJIBHO JUIMHBI OTKPBITOIO TeKCTa (HoapobHee eM. [7]), 9T BiIedéT HEOOXOMMOCTD HATH IS
MecTa JIJIs XPaHeHUs CIy?KeOHBIX JOMOJTHUTETbHBIX JTAaHHBIX, HAIPUMED UMUTOBCTABOK, U
Kak ciencrBue — K ycuoxkaennio FDE-momyneit n 3ameiennio ckopocTu 0O0pabOTKH JIaH-
vbix. [loatomy nHekoTopwie FDE-Mmomymn obecriednBaioT Tak HAa3bIBAEMYIO <«IICEBIOIEIOCT-
HOCTB», He TPEOYIOIIYIO BbIJIe/I€HUS JIOTIOJTHUTE/ILHOTO MecTa Ha jucke. [loj rcesmonenoct-
HOCTBIO TIOHUMAETCsI HEBO3MOXKHOCTb BHECEHIST KOHTPOJIMPYEMbIX U3MEHEHUT B COODIIeHne,
T. €. JIIOObIe U3MEHEeHUs MU(PPTEKCTa TPUBEIYT K TOMY, UTO paciindpPOBaHHBII TEKCT Oy1eT
BBITVISIZIETh KaK ciydaitHoe coobienne. [lceBroreocTHOCTh Ha yPOBHE JIMCKA OTINYAET-
¢ OT TICEBJIOIEJIOCTHOCTU Ha YPOBHE CEKTOpa: B IEPBOM CJiydae M3MeHeHue mudprekcra
JIIOOOTO CEKTOPAa JIOJI?KHO MPUBOJIUTH K HEIPEICKA3YEMbIM M3MEHEHUSIM BCEX TPUKJIAIHBIX
JIAHHBIX, & BO BTOPOM — K HEIPEJICKA3YEeMbIM U3MEHEHUIM TOJIBKO MPUKJIAIHBIX JTAHHBIX,
XPAHSIIIXCS B COOTBETCTBYIOIEM M3MEHEHHOM CEKTOpe. XOTs JaHHOe CBONCTBO HE sIBJIs-
ercsl TEeJOCTHOCTBIO B CTAHIAPTHOM CMBIC/IE, €ro obecliedeHre Tak:Ke MOYKHO OTHECTH K
3allUTe OT HEJAETEKTUPYEMOro M3MeHeHUsl JaHHBbIX. JleficTBUTe/NbHO, YeM K OOJIBINM W3-
MEHEHUSIM TPUKJIAJHBIX JAHHBIX [IPUBOJIUT U3MEHEHUE MU@PPTEKCTa, TeM OOJIbIIE MIAHCOB,
YTO TaKOe M3MEHEHMe MPUBEJIET K OIMMOKe Ha MPUKJIATHOM YPOBHE U, TAKUM 00pa3oM, He
OCTaHETCSI He3aMEeIEeHHDIM.

JLnst nestocTHOCTH, KaK U Il KOH(DUIEHIINATbHOCTH, MOYKHO BBECTH I'DAJIAIIUIO 110 CTe-
1eHu 00ecIeYeHnsT AKTYaTbHOCTHU JIAHHBIX C TIOMOIIBIO TOHATHUST UEAOCTVHOCTU O MOJYAI0 0.
Hedopmabao jlanHOE CBOMCTBO O3HAYAET, YTO MPOTUBHUK MOYKET HEJICTEKTHPYEMO 3aMe-
HUTH aKTyaJbHble JJaHHbIE TOJIHKO Ha Te JIaHHbIe, KOTOPble XPAHWJINCh Ha JIUCKe He DoJiee
yeM 0 euHUI BpeMeHn Ha3al. C TOYKM 3peHust MOTOKa COOOIIEHU OHO O3HAYAET BO3MOXK-
HOCTb IMPOTUBHUKA 3aMEHUTH IOCJIE/IHEE B MOTOKE COOOINECHME Ha JII000e U3 HECKOJIbKUX
NPEJIBIIYIINAX, U TOJBKO Ha Hero. JacTHbIe ciydan:

— ¢ = 0. TapanTupyercsi, 4TO IPH YTEHUHU TI0JIH30BATEIb HOJIYYIAeT JOCTYI K TeM JKe JIaH-
HBIM, KOTOpbIE ObLIN 3alliCAHbI UM IIPHU IIOCIEIHNX OOPAIEHUIX K CEKTOPaM, U yrpo30ii
CUMTAETCs BHECEHNE JIFOOBIX U3MEeHeHHil B akTyasbHoe coobienne. Obecredenue 1esoct-
HOCTH 110 MOJLyJIt0 () HA YPOBHE CEKTOPa JIJisl BCeX HPHUKJIAHBIX CEKTOPOB 9KBUBAJIEHTHO
obecredennio metocTHoCTH 110 Mostystio () Ha yposre Jucka. HeoGxommMbiM SKCITyaTarm-
OHHBIM YCJIOBHEM J[JIsi 0OECIIeueH sl JJAHHOTO CBONCTBA SIBJIETCS HAJIMYUE 3allUIIEHHOM
HaMsITi, MOJAUMUIMPOBATH KOTOPYIO IPOTUBHUK HE MOXKET, TaK KaK JaHHOE CBOHCTBO
CBSI3aHO C HEOOXOJMMOCTBIO IIepeJladll HEKOTOPOI'O BHYTPEHHENO COCTOSIHHUS OT CECCHU
K ceccun [7[;

— 0 > 0. Yrpo3oii cuuraercs 3aMeHa «aKTyaJbHbIX» COOOIIEHUH Ha JIOCTATOUHO «CTaphley
COOOIIEHNs IOTOKA MJIM Ha HOBBIE COODIIEHNsI, KOTOPBIX B moToKe HetT. [Ipu § > 0 obec-
[eYeHUe TeJIOCTHOCTU 110 MOJIYJII0 0 Ha YPOBHE JIMCKA HEIKBUBAJIEHTHO OOECIIEUEHUIO
IEJIOCTHOCTH 110 MOJLYJIIO 0 HA YPOBHE CEKTOpa JIsl BCEX MPUKJIAIHBIX CEKTOPOB. [ei-
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CTBUTEJILHO, IIPU 00€CIIeIeHNN IEJIOCTHOCTH 110 MOJLYJIIO 0 Ha YPOBHE JUCKA y IPOTUBHU-
Ka TTOSIBJISIETCS JIUIITh BO3MOYKHOCTH HEJIETEKTUPYEMO 3aMEHATH JIAHHBIE BCEX CEKTOPOB
Ha JIUCKe Ha, JaHHbIe, KOTOPhIE OTHOBPEMEHHO XPaHUJINChH B 9THX CEKTOPaX JINCKa B HEKO-
TOPBI TpeAbLIy Nt MOMeHT BpeMeHu. [Ipn obecriedeHnn 1eJI0CTHOCTH 110 MOJTYJTIO 0 Ha
YPOBHE CEKTOpa y MPOTUBHUKA OCTAETCSI BO3MOYKHOCTH «OTKATHIBATHY JTAHHbIE Pa3/InUd-
HBIX CEKTOPOB K HEAKTYaJIbHOMY COCTOSTHUIO HE3ABUCUMO JIPYT OT JIpyTa, T. €. IPOTUBHUK
MOKET IPUBECTU JUCK B HOBOE COCTOSIHUE, KOMOMHUPYS JIAHHbIE, KOTOPbIe XPAaHUJINCh
B pa3JIMIHBIX CEKTOPaX B pa3Hble MOMEHTHI BpeMeHn. [1pn § = 0o akTyaIbHOCTD JTaHHBIX
He 00eCIIeYnBAETCd U YIPO30i CUUTAETCs TOJILKO HEJCTEKTUPyeMasd 3aMeHa aKTYaJbHOTO
coo0IIeHNsI Ha COODIIEHNs, KOTOPbIe HUKOT/Ia He BCTPEYAJIUCh B IOTOKE (HEe XPaHUJIUCH
B CEKTODE WJIU Ha JIUCKE).

Heobxo/mMo 0TMETHTD, 9TO XOTs IEJIOCTHOCTD IO MOJIYJIIO § caMa 1o cebe MOXKeT ObITh
BasKHBLIM CBOMCTBOM OE30I1aCHOCTH, €€ HAJIMYIKE [I03BOJIIeT TaK:Ke 00eCIednTh KOH(MUIECHIIN-
AJIbHOCTD B YCJIOBHUSIX, KOTJIa IIPOTUBHUK MOYKET U3MEHSTh JaHHbIe Ha jucKe. JleficrBuresnb-
HO, JjIsT obeciiedeHns KOH(DUIEHIIMAIBLHOCTH 10 MOIY/II0 0 JOCTATOYHO 0OECIIeYnTh KOH(MpU-
JIEHIINATBHOCTD 10 MOJIYJIIO OO U IEJIOCTHOCTH 110 MOJIYJIIO Y, T1e Y < 0.

24. HexoTopble TUIUYHBIE CIIEHAPUHN UCHNOJTH30BAHUIA

Heﬂb35{ HUCKJII049aTh, 9YTO LLO6HTBCH IIpueMJIeMbIX 3HAYEHU BCEX IIEepeInCJICHHBIX XapaK-
TEPUCTHUK JIJIA BCEX BOZMOXKHBIX CIIEHAPHUEB UCIIOTH30BAHUS 3aIUIIIEHHOTO JTUCKA HEBO3MOZK-
Ho. Pemennem pobJieMbl siBjisieTcs co3ganne Heckouabkux FDE-cxeMm, Kaxkiass m3 KOTOPBIX
ONTUMU3UPOBaHA JJIsi KOHKPETHBIX 0oJiee Y3KHMX YCJIOBHIl sKciutyararuu. /lajmee mbl, He
IpeTeHayd Ha IIOJTHOTY, OIIMCbhbIBA€M HEKOTOPbIEC TUIIMYHBIC Ha CeFOILHHH_IHI/Iﬁ J€Hb CIeHa-
PUM UCIIOJIb30BaHUs 3AIMUNIEHHBIX JUCKOB U UX OCOOEHHOCTU, KOTOPbIE MOT'YT OOJIEI'YUTH
OPOIECC MPUHATUA CUHTE3HBIX PEIICHUNA.

IlepconanbHbIil cbéMHBINH aucK. [Ipumepom takoro jucka ssisercs USB-diar-
JIUCK, UCIIOJIBb3YEMBIH JIJI XpaHeH:sI KOH(MUIEHIIMAIbHON HH(MOPMAIIUK JIMTHOTO U /UJTH Pa-
bouero xapakrepa. OcobeHHOCTH pabOTHI C JTUCKOM TAKOTO THUIIA!

— OTHOCHTEIHLHO HEOOJIBIION 00bEM 3aIUIaeMbIX JaHHbIX (10 256 ['6aiir);

— HeDOOoJIBION 00bEM OllepATUBHON IaMATH MAaINH, Ha KOTOPBIX OCYIINECTBJIsSIETCA padoTa
¢ UCKOM (HampuMep, eJUHUILI TurabaiiT);

— OTHOCHTEJIbHO HEIPOI0JIKUTEIbHBIE CeaHChl pabOThl 1 OOJIBIIIOE KOJTUIECTBO OIEePaIlnii
HavaJja 1 3aBEPIIeHs CECCUM; HAIIPUMED, IT0JIb30BATE/ b MOYKET IOAKII0YATE JUCK K Ma-
[IHe B HavaJje pabodero JIHd U OTKJIIOYATh B KOHIIE;

— HeOOJIBLIIONH COBOKYIHDIA pa3Mep JaHHbLIX, ¢ KOTOPLIMU IIPOM3BOILTCS OLEPAIMHA B Teve-
HUe ceaHca WM, 110 KpaiHeil Mepe, MPOI0JIXKUTETBHOTO TPOMEXKYTKA BPEMEHH B PaM-
Kax ceaHca. Tak, 0OBITHO MTOJIL30BATE/b OIIEPUPYET TOJBKO C JTAHHBIMU, OTHOCSIIIMUCS
K aKTyaJbHOMY IIPOEKTY, & JaHHbIE 3aBEPUIEHHBIX IIPOEKTOB HE 3aJIefiCTBYIOTCS;

— HeHyJIeBas BEpPOATHOCTH COOEB BceX THUIIOB. Tak, B cilydae 4acToro MCIOJIb30BAHUSA BO3-
MOKHO OTKJIIOYEHHE II0JIb30BaTe/IeM JINCKa OT pabodeil MalnHbl Oe3 IPoLelyPhl 3aBep-
IIICHUST CEAHCA.

XpaHuauira 1eHTPOB 00pabOTKM JIAHHBIX. ODTOT CIEHAPHUIl IIPeIIoIaraeT 3allii-
MEHHOE XPaHEeHHe OTPOMHOI0 00bEMa JAHHBIX, JOCTYI K KOTOPBIM CepBepHas OIlepalii-
OHHAs CHCTEMa OJIHOBPEMEHHO IIPeIoCTaBIsgeT OOJbIIOMY Yucay KaueHToB. OcobeHHoCTH
paboOTHI C JTUCKOM B paMKaxX TaKOI'O CIIEHAPUS:

— GosbInoit 06bEM 3amuImaeMbIx JaHHbx (o1 2 Toaiir);
— 0OJIBIION 00BEM OIIEPATUBHON MAMSITH CEPBEPa, OCYIIECTB/IAIONIEr0 paboTy ¢ JIUCKOM;
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— MaJIoe YUCJI0 Ollepalluil HadaJjia 1 3aBepIlleHns ceaHca paboThl 1 KpaiiHe IPOIOIZKITE b
HbIE CECCUH;

— 0OJIBITIOI 00BEM JIAHHBIX, ¢ KOTOPBIMU ITPOU3BOJIATCS OIEPAIIUU B TEUCHHE JlayKe He Ca-
MOT'O TIPOJIOJIZKUTEILHOTO TIEPUO/IAa BPEMEHU; TP STOM PAaCIIOJIOXKEHNE 3aIPaIllnBaeMbIX
CEKTOPOB MMeET MPENUMYIIIECTBEHHO CJIYYallHbIN XapaKTep;

— MHUHUMAaJIbHasA BEPOATHOCTH cOoeB. /lybOupoBaHue XpaHeHUsT 00eCIeINBAET 3aIUTy OT
ommbOOK Ha (PU3NIECKOM yPOBHE U OT BHE3AITHBLIX OTEPD JIOCTYIIA K JIUCKY; HUCIOJIB30-
BaHMe cucTeM OecriepeDOHOr0 MUTAHUS MUHUMU3UPYET PUCK BHE3AITHOT'O OTKJIIOYEHUS
IMUTAHUS] MAIIUHBI.

3akJiroueHue

B pabore omucanbl u mpoaHa/IM3UPOBAHBI OCHOBHBIE SKCILIYATAIIMOHHBIE U KPUIITOIDa-
dugeckue cpoiicrBa FDE-cxem 3amuiménroro xpaneHus JJaHHBIX B COBPEMEHHBIX Ollepaliu-
OHHBIX CHCTEMaX, & TaKyKe OCOOEHHOCTU HEKOTOPBIX THIIMYHBIX CIIEHAPUEB MCIOJIH30BAHUS
3aIUIEHHBIX ¢ ToMoIbio FDE-cxem auckoB. 91w cBesiennsi MOTYT OBITH MCIOJIH30BAHBI
1pu npoexktupoBannu FDE-cxem.

[Ipu sTOM CTOMT OTMETHUTDH, UTO MPUBEJEHHBIE PACCYKJIEHUS O KPUITOIPahUIECKUX
CBOMCTBAX TAKMX CUCTEM HAIleJeHbl Ha WX He(OpPMaJIbHOE MOHUMaHUEe U MOTYT CJIy?KUTh
JIAIIb OPUEHTUPOM 1pH (bOPMATIBHOM 3aJIaHUK MOJIE/IH IIPOTUBHUKA (HAIIPUMED, Ha OCHOBE
HOJIX0/Ia, OMUCAHHOTO B [9]) U MOC/Ie/IyIONIel OlleHKe CTOMKOCTH TAKUX CXEM.

[IpoBeiénnbIil aHa/IN3 BHITEKAIONINX U3 MPAKTUKNA TPEOOBAHUN K pezKUMaM TOJIHO/IMCKO-
BOro MU POBAHUS sIBJIIETCST HEOOXOIUMBIM J1J1s (POPMUPOBAHUS HAY THO-TEXHIUIECKO Oa3bI
CUHTEe3a TaKuX pexknMoB. HauaTeie B HacTosIIel paboTe ncc/ieI0BaHus IPOI0/IZKATCs B Ha-
[IpaBJIEHUH aHAJIN3a KaK CYIIECTBYIOIIIX PEXKUMOB, TaK 1 IIpeJjlaraeMbIX K CTaHIapTH3aI[un
B Texunveckom komurere «Kpunrorpadudeckas 3amura urdopmanuns (TK 26).

ABTOpBI BBIpaXKaroT IIyOoKyio Osarogapaocts cBouM Kosuteram JI. O. Hukudopogoit,
A. A. Pyceny, E. C. I'puboenosoii, JI. A. Conunoit u /1. A. [llepbakoBy 3a I7I010TBOPHBIE 00-
CY3KJICHUS, TIEHHbIE 3aMeUaHUsi 1 KOHCTPYKTUBHYIO KPUTHUKY.

JINTEPATYPA

1. Pexomengamuu no crapgaprusanun P 1323565.1.012-2017 «udopMmalmonHast T€XHOIOTHS.
Kpunrorpadudeckas 3amura nndopmanuu. [IpuaIunbr paspaboTKu U MOJIEPHU3AINN T~
POBaIBHBIX (KpHITOrpaduiecknx) cpeicTs 3amuTbl nHdopmanun». M.: Cranmapruadopm,
2017.

2. 06 yrBepxkaenun TpeboBaHuil K cpejcTBaM 3JEKTPOHHOU mojnucu u 1TpeboBaHuil K cpej-
crBaM yraoctoBepsioriero menrpa. [Ipukaz @CB P® ot 27 gexkabpst 2011 . Ne796.

3. Buma B. M., Kmoes A. B., Jlumeuros O. A. u dp. OCHOBBI 3aIIUTHl WH(MOPMAIIUNA OT HECAHK-
[UOHMPOBAHHOTO JIOCTYIA B ABTOMATU3UPOBAHHBIX CUCTEMAX KOH(MUIECHITUAILHOIO JIEJIOIPO-
ussozcria // Tp. CIIMMPAH. 2006. Bem. 3. T. 2. C. 84-95.

4. Khati L. Full Disk Encryption and Beyond. Diss. Cryptography and Security [cs.CR].
Universite PSL; ENS Paris — Ecole Normale Superieure de Paris, 2019. 182 p.

5. Broz M. Authenticated and Resilient Disk Encryption. PhD thesis. Brno: Masaryk University,
2018.

6. Damgard I. and Dupont K. Universally Composable Disk Encryption Schemes. TACR
Cryptology ePrint Archive. 2005. https://eprint.iacr.org/2005/333.pdf.

7. Gjosteen K. Security notions for disk encryption // LNCS. 2005. V.3679. P.455-474.
8. https://integralmemory.com.



96

E. K. Anekcees, JI. P. AxmetssiHosa, A. A. babyesa, C. B. Cmbiwinsies

10.

11.

12.

13.

14.

15.

16.

17.

Aanexcees E. K., Axmemaanosa JI. P., Byorxos A. M. u dp. O6 omHOM 110/1X0/1€ K (POpMATII3a-
nuu 3a/1a9 Kpunrorpadudeckoro ananmsa // Marem. sonp. kpunrorp. 2020 (B medarn).
Anexcees E. K., Azmemsanosa JI. P., Kapnynun I. A. u dp. YTo II0XOro MOXKHO CJe-
JIaTh, HEMPABWIBHO WCIONb3ys KpUMToagropuTMbl! JloKmam Ha JIEKTOPUM CHUMIIO3UYMA
CTCrypt’2019. https://ctcrypt.ru/files/files/2019/materials/29_Alekseyev.pdf.
Bhargavan K. and Leurent G. On the practical (in-)security of 64-bit block ciphers. Collision
attacks on HTTP over TLS and OpenVPN // Proc. CCS’16, October 24-28, 2016, Vienna,
Austria. P.456-467. https://sweet32.info/SWEET32_CCS16.pdf.

Smyshlyaev S. Re-keying Mechanisms for Symmetric Keys. RFC 8645. August 2019. https:
//tools.ietf.org/html/rfc8645.

Akhmetzyanova L. R., Alekseev E. K., Oshkin I. B., and Smyshlyaev S. V. Increasing the
Lifetime of Symmetric Keys for the GCM Mode by Internal Re-keying. Cryptology ePrint
Archive: Report 2017/697.

Anexcees E. K., Axmemaanosa JI. P., Mewxos /[. A. w dp. O Harpyske Ha KJIIOY.
Y.1. Bmor OO0 <«KPUIITO-IIPO». 2017. http://cryptopro.ru/blog/2017/05/17/
o-nagruzke-na-klyuch-chast-1.

Aanexcees E. K., Axzmemsanosa JI. P., Mewxos /[. A. w dp. O Harpyske Ha KJIIOY.
4.2. Baor OO0 <«KPUIITO-ITPO». 2017. http://cryptopro.ru/blog/2017/05/29/
o-nagruzke-na-klyuch-chast-2.

Bellare M. and Rogaway P. Introduction to Modern Cryptography. 2005. https://web.cs.
ucdavis.edu/"rogaway/classes/227/spring05/book/main. pdf.

Bellare M., Boldyreva A., and O’Neill A. Deterministic and efficiently searchable
encryption // LNCS. 2007. V. 4622. P. 535-552.

REFERENCES

Informacionnaya tekhnologiya. Kriptograficheskaya zashchita informacii. Principy razrabotki
i modernizacii shifroval’'nyh (kriptograficheskih) sredstv zashchity informacii [Information
Technology. Cryptographic Data Security. Principles of Creation and Modernization for
Cryptographic Modules. Recommendations for Standardization R 1323565.1.012-2017].
Moscow, Standartinform Publ., 2017. (in Russian)

Ob utverzhdenii Trebovanij k sredstvam elektronnoj podpisi i Trebovanij k sredstvam
udostoveryayushchego centra [On Approval of the Requirements for Cryptographic Modules
for Digital Signature and Certificate Authority|. Order of the Federal Security Service of the
Russian Federation of December 27, 2011 No. 796. (in Russian)

Zima V.M., Kljuev A. V., Litvinov O. A., et al. Osnovy zashchity informatsii ot
nesanktsionirovannogo dostupa v avtomatizirovannykh sistemakh konfidentsial’nogo
deloproizvodstva [Basics of protection of the information from unauthorized access in the
automated systems of confidential office-work|. Tr. SPIIRAN, 2006, iss. 3, vol. 2, pp.84-95.
(in Russian)

Khati L. Full Disk Encryption and Beyond. Diss. Cryptography and Security [cs.CR],
Universite PSL; ENS Paris — Ecole Normale Superieure de Paris, 2019. 182 p.

Broz M. Authenticated and Resilient Disk Encryption. PhD thesis, Brno, Masaryk University,
2018.

Damgard I. and Dupont K. Universally Composable Disk Encryption Schemes. IACR
Cryptology ePrint Archive, 2005. https://eprint.iacr.org/2005/333.pdf.

Gjosteen K. Security notions for disk encryption. LNCS, 2005, vol. 3679, pp. 455-474.

https://integralmemory. com.



3awuuénHoe xpaHeHne faHHbIX U NOJIHOAUCKOBOE LNGhPOBaHNE 97

10.

11.

12.

13.

14.

15.

16.

17.

Akhmetzyanova L., Alekseev E., Karpunin G., et al. Ob odnom podkhode k formalizatsii
zadach kriptograficheskogo analiza [On one approach to formalizing cryptographic analysis
tasks|. Matem. Vopr. Kriptogr., 2020, to be published. (in Russian)

Akhmetzyanova L., Alekseev E., Karpunin G., et al. Chto plokhogo mozhno sdelat’,
nepravil’'no ispol’zuya kriptoalgoritmy? [What can be done wrong by using cryptographic
algorithms  incorrectly?]. ~ CTCrypt’2019.  https://ctcrypt.ru/files/files/2019/
materials/29_Alekseyev.pdf. (in Russian)

Bhargavan K. and Leurent G. On the practical (in-)security of 64-bit block ciphers. Collision
attacks on HTTP over TLS and OpenVPN. Proc. CCS’16, October 24-28, 2016, Vienna,
Austria, pp.456-467. https://sweet32.info/SWEET32_CCS16.pdf.

Smyshlyaev S. Re-keying Mechanisms for Symmetric Keys. RFC 8645, August 2019. https:
//tools.ietf.org/html/rfc8645.

Akhmetzyanova L. R., Alekseev E. K., Oshkin I. B., and Smyshlyaev S. V. Increasing the
Lifetime of Symmetric Keys for the GCM Mode by Internal Re-keying. Cryptology ePrint
Archive: Report 2017/697.

Alekseev E. K., Akhmetzyanova L. R., Meshkov D. A., et al. O nagruzke na klyuch. Ch.1 [On
Key Lifetime. P. 1]. CRYPTO-PRO LLC Blog, 2017. http://cryptopro.ru/blog/2017/05/
17/0-nagruzke-na-klyuch-chast-1. (in Russian)

Alekseev E. K., Akhmetzyanova L. R., Meshkov D. A., et al. O nagruzke na klyuch. Ch.2 [On
Key Lifetime. P.2|. CRYPTO-PRO LLC Blog, 2017. http://cryptopro.ru/blog/2017/05/
29/0-nagruzke-na-klyuch-chast-2. (in Russian)

Bellare M. and Rogaway P. Introduction to Modern Cryptography. 2005. https://web.cs.
ucdavis.edu/"rogaway/classes/227/spring05/book/main. pdf.

Bellare M., Boldyreva A., and O’Neill A. Deterministic and efficiently searchable encryption.
LNCS, 2007, vol. 4622, pp. 535-552.



NPUKNAOHAA OANCKPETHAA MATEMATUKA

2020 MaTemaTrnyeckme OCHOBbLI HAAEXHOCTU BbIYUCAUTENLHBIX U YNPaBASIOLNX CUCTEM Ne 49

MATEMATNYECKIUE OCHOBBI HATEXKHOCTNA
BbIYNCJINTEJIBHBIX 11 VIIPABJIAIOIINX CU1CTEM

VIIK 519.718
O HA,Z[E)KHOCTH CXEM BO BCEX IIOJIHBIX BA3SNCAX
n3 TPEXBXO,Z[OBBIX SQJIEMEHTOB ITP11 HEVNCIIPABHOCTAX
TUIIA 0 HA BBIXOJIAX 9JIEMEHTOB

M. A. Anexuna

IHensencxuti 2ocydapecmeenmvili merHosouveckul yrusepcumem, 2. Ilensa, Poccus

PaccmarpuBaerca peanuzarius OysieBbIX (DYHKIIAN CXeMaMU U3 HEHAIEKHBIX (DYHKIU-
OHAJIbHBIX 3JIEMEHTOB B IIOJIHOM 0Oasmce, comep:kalneM (PYHKIUA TPEX ITepeMEeHHBIX.
[Ipenmosiaraercst, 9TO 3IEMEHTHI CXEMBbI IEPEXOIAT B HENCIIPABHBIE COCTOSHUST HE3ABU-
CHUMO JpPYT OT JPYTa, TOABEPKEHBI OJHOTUITHLIM KOHCTAHTHBIM HEUCIIPABHOCTSIM THIIA ()
Ha BbIXOAaX. JIs Kaxk10ro moJiHoro 6a3nca HaiiaeHo Jubo TOYHOe 3HateHne Kodpdu-
[MeHTa HEHAIEKHOCTH, JITOO €ro BEPXHSIS OIEHKA.

KoroueBble ciioBa: Henadéochvie GYHKUUOHAADHDIE dAEMENMDBL, HADEHCHOCMS U
HEHAOENCHOCTND CLTEMDL, CUHMES CLTEM U3 HEHADENHCHBIT INEMEHMOB.

DOI 10.17223/20710410/49/7

ABOUT THE RELIABILITY OF LOGIC CIRCUITS IN ALL COMPLETE
BASES WITH THREE-INPUT ELEMENTS AND FAILURES OF ZERO
TYPE ON THEIR OUTPUTS

M. A. Alekhina

Penza State Technological University, Penza, Russia

E-mail: alekhina@penzgtu.ru

We consider the implementation of Boolean functions by circuits from unreliable func-
tional elements in a complete basis containing functions of three variables. We suppose
that the elements of the circuit pass to faulty states independently of each other, and
they subject to the single-type constant faults of 0 type at outputs. For each complete
basis, either the exact value of the coefficient of unreliability is found, or the upper
estimate for this coefficient is calculated.
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BBegenue

Pabora orHOCHTCA K OJIHOMY M3 BaKHEHINNX Pa3JejI0OB MaTeMaTUIeCKOl KUOepHeTHU-
KI — TEOPUU CUHTE3a, HAJIEKHOCTU U CJIOKHOCTU YIPABJSIONINX CHCTeM. AKTyaJIbHOCTH
ucCIe/IoBaHuil B 9Toil 001acTu 00yC/IOBJIEHA BaXKHOCTHIO MHOTOYUC/IEHHBIX PUIOKEHUII,
BO3HUKAIONIUX B Pa3/IMYHbIX pa3jiesiax HAYKU U TeXHUKHU.



O HagéxHocTu cxem BO BCEX MOJHbIX 6a3Ucax U3 TPEXBXOHOBLIX 31EMEHTOB 99

K 4uncity ocHOBHBIX MOJIE/IBHBIX OObEKTOB MaTEMaTUIECKON TEOPUH CUHTE3a, CJIOZKHOCTU
U HAJIEKHOCTU YIPABJISIONINX CUCTEM OTHOCSTCS CXEMbl M3 HEHAJIEXKHBIX (PYHKIINOHAIb-
HBIX 3JIEMEHTOB, peasu3yiomue OyseBbl dpyHKIuu. [Ipobiema mocTpoenns: OnTUMAIbLHBIX
10 KPUTEPUSIM HAJIEYKHOCTH M CJIOYKHOCTH CXEM U3 HEHAJIEXKHBIX IJIEMEHTOB SIBJISAETCS OJI-
HOM W3 HamboJiee BayKHBIX U B TO K€ BPEMsl TPYJHBIX B TEOPUU CHHTE3a YIIPABJIAIONINX
cucreM. PazpaboTka crienuaabHbIX METOJIOB CHHTE3a CXeM M3 HEHaJIEXKHDBIX (DYHKITHOHA b
HBIX 9JIEMEHTOB CBsI3aHa, [JIABHBIM 00Pa30M, ¢ BBIOPAHHOI MaTeMaTUIeCKONH MOJIE/IbIO HEeMC-
npaBHOCcTelt. K OCHOBHBIM MOJIEISIM HEUCIPABHOCTENH OTHOCSTCS, HAIIPUMED, WHBEPCHBIE U
KOHCTAHTHBIE HEMCIIPABHOCTU Ha BBIXOJIaX 3JIEMEHTOB. B pabore paccmarpuBaercs 3ajada
[IOCTPOEHNs] ACUMIITOTHYECKN ONTUMAJBHBIX 110 HAJIEXKHOCTU CXEM B MPEJIOJIOKEHUN, UTO
dyHKIIMOHAIbHBIE 3JIEMEHTHI MTO/IBEPKEHBI HEUCIIPABHOCTAM THIa () Ha BBIXO/AX.

Wcroputecku CI0XKUIOCH TaK, YTO CHAYAJA UCCIEI0BAIUCH WHBEPCHBIE HEUCIIPABHO-
cti PYHKITMOHAJIBHBIX JIEMEHTOB, peau3yionmx Oy/esbl dyukiuu. [lepsbie cyrecTBen-
HbIEe MaTeMaTUIeCKue Pe3y/IbTaThl, KaCAINecs: CHHTe3a HAIEKHBIX CXeM U3 HEeHAIEKHBIX
ssiemerToB, nosyunia Jzk. don Heiiman [1]. On npejmosiarai, 4ro s/eMeHTHI MOJBEPIKe-
HbI MHBEPCHBIM HEHCIIPABHOCTSIM Ha BBIXO/IaX, KOTJa (DYHKIIMOHAIBHBIH 3jieMenT F ¢ rnpu-
HUCAHHOM eMy OysieBoil byHKuueir e(T), mepexojis B HEUCIIPABHOE COCTOSIHUE C BEPOSITHO-
creio €, 0 < & < 1/6, peanusyer dbyskimo é(Z). C MOMOIIBI0 UTEPAIIMOHHOTO METOJIA
JIxx. dpon Helimana npon3BoJIbHYIO OY/I€BY (DYHKITMIO MOYKHO PEaU30BATh CXEMOI, BEPOSIT-
HOCTB OIMUOKN Ha BBIXOJEe KOTOPOI TIPH JIFOOOM BXOJHOM Habope 3HAYEHUIl TepeEMEHHBIX He
PEBOCXOJIUT ¢ - € (¢ — HEKOTOpasi MOJIOKUTEIbHAS, 3aBUCAIIAs JIUIIH OT Oa3uca, KOHCTAH-
Ta), T. €. HEHAJIEXKHOCTH CXEMbI CPABHUMA ¢ HEHAJIE?KHOCTBIO OJIHOTO JIEMEHTA (TaKUe CXeMBbI
B TEOPHHU HAJEKHOCTH YIPABJISIONINX CHCTEM IIPUHATO HA3bIBATh HaJEKHBIME). C pocToM
YUCIa UTEePAINil CJIOXKHOCTD CXeMBbI IIPU UCIoIb3oBanun Meroa JIx. ¢pou Heitmana ysesn-
YNBAETCS SKCIOHEHITUAIHHO.

JI1000it MeTO1, cuHTe3a CXeM U3 HEHAJIEZKHDBIX JIEMEHTOB XapaKTePU3yeTcs JIBYMs BarK-
HBIMHU [IapaMeTPAMU: BEPOSTHOCTBIO OINTMOKU HA BBIXOJE CXeMbl (HEHAEKHOCTBIO) U CJI0XK-
HOCTBIO cXeMbl. VIMEHHO MUHMMHU3AIUN CJI0KHOCTH CXEM, Pean3yiommux OyjieBbl (HDyHK-
IUn, yJeaeHo riaBHoe BHEMaHue B paborax P.JI. Jlobpymmua, C.U. Opriokosa |2, 3|,
. Ynura [4] u HEKOTOPBIX Ipyrux aBTOPOB. 3ajada MOCTPOEHUs aCUMITOTUIECKH ONTH-
MAJIBHBIX 110 HAJEXKHOCTU CXEM M3 HEHAJIEXKHBIX 3JIEMEHTOB, MOABEPXKEHHBIX T€M HJIH WHBIM
neucnpasuoctsaMm, Hu JIxx. don HelimanoMm, HU JPYyruMU HCCJIEIOBATEISIMU JIO TIOSBJIEHUS
pabor M. A. AjtlexnHOi HEe pacCMaTPUBAJIACD.

H. Munmenxep [5] B knaccnaeckom 6asuce {x1&xq, 21 V X9, T1} MOCTPOUI HAJEKHBIE
cxeMbl 6e3 CYIIeCTBEHHOTO YBEJIWYeHUs CJIOKHOCTU B IIPEIIOTIOKEHIH, YTO BCE STEMEHTHI
CXeMbl HEHAJIE2KHBI, TI0J/IBEPyKEHbI NHBEPCHBIM HEMCIIPABHOCTAM Ha, BBIXOJ/IAX.

C. B. d6nonckuii [6] paccmarpuBas 3aj1a4dy CUHTe3a HAJIEKHBIX cxeM B 6asuce {11&xs,
Ve, T1, (21, T2, x3) }. OH Hpemoaaras, 9ro JeMeHT, peaJn3y il (OYHKIIIO MOJI0COBa~
Hust §(T1, To, T3) = 122V T123 V Tox3, aOCOTIOTHO HAJIEXKHBIH, & KOHBIOHKTOD, U3 BIOHKTOD
U WHBEPTOD HEHAJIEKHBIE, TOJIBEPYKEHBI ITPOM3BOJILHBIM HEMCIIPABHOCTSAM, HEHAIEKHOCTh
KazKJIOTO M3 HUX He OosbIe €. /Jlokazano, 9To i JII000ro p CyIIecTByeT aJrOpuTM, KOTO-
PBbIit 718 KaK 1011 Oy/1eBoil (DYyHKITMH CTPOUT ACUMIITOTHIECKU ONITUMAJILHYIO TI0 CJIOZKHOCTHU
CXeMy, HeHaJIC2KHOCTb KOTOPO#t He OOJIbIIe p.

B. B. Tapacos |7] paccmarpuBas 3a1ady MOCTPOEHHsT CX€M CKOJIb YIOJHO BBICOKON Ha-
JIEKHOCTH (KOTJIa HEHAJEKHOCTh cxeMbl crpemutcst K 0). s 6a3ucoB n3 HeHaEKHBIX
QYHKIIMOHATIBHBIX 3JIEMEHTOB C JIBYMs BXOJAMH W OJIHUM BBIXOJIOM OH HAIIEJ HEeOOXO/ -
MbIE U JIOCTATOYHBIE YCJIOBUS, IPU KOTOPBIX JIIOOYIO OysieBy (PYHKIINIO MOYKHO PeaIn30BaTh
CXEMOW CKOJIb YTOJTHO BBICOKOW HaJIE?KHOCTH.
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[Tosmuee B paborax B.B. Hyrynosoit, A.B. Bacuna, JI. M. Kiigsaunnoit © HEKOTOPBIX
JIPYTUX aBTOPOB pellaiach 3aja4da peajn3anun 0yIeBbIX (PYHKINNH aCUMITOTHIECKNA OIITH-
MAaJTBHBIMU TI0 HA/IEKHOCTU CXEMaMU TIPU Pa3THIHBIX HEUCIIPABHOCTSX IJIEMEHTOB.

DTa pabora MPOJOJIZKACT UCCIeA0BaHNs, HadaTble B (8] mia mosmoro 6asuca {T; V Za},
9JIEMEHTHI KOTOPOI'O HE3ABUCUMO JIPYT OT JIPyTa € BEPOSATHOCTBIO € MOJIBEPKEHBI HEUCITPAB-
noctam tuna 0 Ha BbIxOJax. [lo3Hee 3aja1ua cuHTE3a ACUMIITOTUYIECKH ONTHMAJILHBIX 10
HAJIEXKHOCTH CXeM Ipu HemcnpasHocTax Tuna 0 6puia permena [9] Bo BeeX MOJHBIX HEIPU-
BOJMMBIX 0Oa3ucax W3 JBYXBXOIOBBIX (DYHKIIMOHAIBHBIX 3JIEMEHTOB, KPOMe OJTHOTO. B 910it
paboTe UCCJIeIyIOTCs TOJIHbIE 0A3KChI, cojepKaliue (pyHKIUN TPEX mepeMeHHbIx. Jis Kaxk-
JIOr0 U3 HUX HaiileHo Jinbo TOUHOe 3HadYeHne Ko3hduimenTa HeHaIeKHOCTH, JIHOO ero BepX-
Hsisd OIEHKA.

Anajiornynast 3aja9a IPU UHBEPCHBIX HEUCITPABHOCTSIX HA BBIXO/IAX 9JIEMEHTOB peIleHa
A.B. Bacunbim [10] Bo Bcex mosHbIX 6asmcax, cojepKaiux (GyHKIUH TPEX MEePEeMEHHBIX,
MpUIEM UM HaliJIeHbl He TOJBKO OIEeHKHN Ko3(huimeHTa HEHaIEXKHOCTH Oasnmca, HO W UX
TOYHBbIE 3HAYEHUS.

Panee [11—16] npu neucupasrocTsax Tuna (0 Ha BIXOJAX JIEMEHTOB HaiiieHbl hyHKIUI
TPEX MepeMeHHbIX (0003HAUYUM UX MHOXKeCTBO 4epe3 () mim mapbl QyHKIWIA, HAJITIUE KO-
TOPBIX B Oa3nce rapaHTUPYeT Peau3alliio B 3TOM Oa3uce MouTH JIFoOoi Oy/1eBoit (byHKINN
CXeMOM ¢ HEHaJIEXKHOCTBIO, aCHMIITOTHYIECKH PaBHOi € 1pu € — (0 (Takue Ga3uUCHI UMEOT
ko3 durrenT HeHaaEKHOCTH 1).

3/1eChb UCCJIeIOBAHBI BCE OCTAJIbHbBIE MTOJTHbIE OA3UCHI, cojlepKalie PyHKINN TPEX Tepe-
MEHHBIX, [IPUA HeucIpaBHOCTAX Tuma () Ha BBIXOJAaX 9JIeMEHTOB. B KaxK/10M u3 31ux 6a3ucon
Ha/IeHbl BEPXHIE OIEHKN HEHAIEKHOCTU CXEM.

1. Heobxo/uMble TIOHATHUS, OIIpEAeJIEeHNs U paHee U3BECTHbIE Pe3yJIbTaThl

Pacemorpum peasmzaruio Oy/ieBbix QyHKIUN cXeMaMy U3 HEHAIEXKHbBIX (DYHKITHOHA b
HBIX 9JIEMEHTOB B IIOJIHOM KOHeYHOM 6asuce B. Cxema peasm3syer GyHkiwo f(rq,...,T,),
n € N, ecin mpu TOCTYIIIEHUN HA BXOJBI CXeMbl Habopa a" = (aq, ..., a,) OpH OTCyTCTBUH
HENCIIPABHOCTEN Ha BBIXOJIE CXeMbI mosiBiisteTcst 3uadenue f(a™). Ilpeamnonaraercs, aro Bee
(DYHKIMOHABHbBIE SJIEMEHTHI HE3aBUCHMO JPYT OT JpyTa ¢ BEPOSTHOCTHIO €, € € (0,1/2),
[EePeXo/ISIT B HEUCIIPABHBIE COCTOAHUs Thlla () HA BBIXOJAX JEMEHTOB. DTH HEUCIIPABHOCTH
XapakTepu3yloTcs TeM, YTO B UCIIPABHOM COCTOSTHUN (DyHKIIMOHAIBHBIN 9JIEMEHT Pean3yer
IPUITICAHHYIO eMy (DYHKIIUIO, a B HEUCIIPABHOM — KOHCTAHTY (.

ITycrs Py (S, a") — BeposiTnocts nossienus suadenns f(a") na Bbixoge cxemsl S,
peanusyiorieit dynkuuto f(Z") npu BxomHoMm Habope a". Henanéxuocth cxembl S paBHA
P(S) = max{P;»)(S,a")}, rae makcumym 6epérea 1o Beem mabopam a”. HanéxmocTn
cxembl S paBaa 1 — P(S5).

[Iycrs P.(f) = inf P(9), rae undumym Gepercs mo BceM cxeMaMm S U3 HEHAJGKHBIX
9JIEMEHTOB, peanu3yonM byskimo f(Z") B 6asuce B. Cxemy A U3 HeHAJEKHBIX e
MEHTOB, PEATU3YIONLYI0 f, HA30BEM ACUMNMOMUYECKY ONMUMAALHOT (aCUMNMOMUNECKU
nausywet) no nadéorcnocmu, ecan P(A) ~ P.(f) mpu € — 0, T.e. lim F(f) =1.

e—=0 P ( A)

Sameuanue 1. I[Ipu #encnpasHocTsx Tuna 0 Ha BBIXOJAX 3JEMEHTOB JiObas cxema,
cojiepKalias XoTs Obl OJMH (DYHKIIMOHAJIbHBIH 9JIEMEHT U Peajn3yIomias OTINIHYIO OT KOH-
cranThl 0 DYHKIIO, NMeeT HeHAIEKHOCTh He MeHbIe € upu Beex € € (0,1/2) [9].

[Tonublit KOHEYHBIH Oa3uc B Oy/1eM Ha3bIBATb 0G3UCOM C KOIPPHUUUEHMOM HEHADEHCHO-
cmu k (k € N), eciiu B 910M 6a3uce J00yi0 (DYHKIUIO MOXKHO Peajin30BaTh CXeMoi, QyHK-
[IMOHUPYIONIEN ¢ HEHAIEXKHOCTBIO aCUMIITOTHYECKN He OoJjibiiie ke npu € — 0 u Halijiercs
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dyHKIM, KOTOPYIO HEJIb3sl Pean30BaTh CXeMOil, (DYHKIIMOHUPYIONIEH ¢ HEHAEKHOCTHIO
ACUMIITOTHYECKU MEHbIIeH ke.
s neucnpasuocteii Tuna () Ha BBIXOJAX 9JEMEHTOB JIOKA3aHa CJIE/IyIONast

Teopema 1 [17]. B npousBosibHOM [OTHOM KOHEUHOM 6asuce B mobyto 6ysieBy GyHK-
MO MOZKHO peasin30BaTh Takoii cxemoit S, uto P(S) < 3¢ + 27¢% npu Beex € € (0,1/960].

N3 teopemsr 1 citetyet, uTo npu HencrpaBHOCTSX Tuiia () Ha BBIXOJAX JIEMEHTOB JII00OM
HOJTHBIN KOHEUHBIH 6asuc B nveer koaddument nenanéxuocru kg € {1,2,3}.

[Iycts Po(n) — MHOXKeCTBO Bcex OysieBbIX (DYHKIHUi, 3aBUCAMNIAX OT 71 [EPEMEHHBIX
T1,To, ..., Ty Torma Py(3) — MHOXKeCTBO BeexX OyaeBbIX (YHKITHIT, 3aBUCSIINX OT ITEPEMEH-
HbIX I1,X9,X3.

Bynesor dyukmuu fi; u fo HA30BEM KOHZPYIHMHBLMU, €CTH OJIHA U3 HUX MOXKET ObITh
HOJIydeHa W3 JIPYroii 3aMeHoil mepemeHHBIX (6e3 oroxkiaecrsiennust). [lycre X C Py(3).
Breném obozradenmne Congr X — MHOKECTBO BceX (DYHKITHI, 3aBUCSIIIX OT MEPEMEHHBIX T,
X9, T3, KaKJIas U3 KOTOPBIX KOHIPYSHTHA HEKOTOPOl pyHKIMN MHOXKecTBa X . Hampuwmep,
Congr{l, z1, z1&xs} = {1, 21, o, x3, 11 & X2, T2& 23, 11&23}. O603HATMM:

Gy = Congr{z{'x3? V 27'x3® V 25223% : 0, € {0,1},1 € {1,2,3}}, |G1| = 8;
Gy = Congr{z7'z3* ® z5* : 0; € {0,1},i € {1,2,3}}, |G| = 24;

G3 = Congr{z7'z3? V 25%25* : 0; € {0,1},4 € {1,2,3}}, |G5| = 24;

Gy = Congr{Z,7s, 217273}, |Ga| = 4;

G5 = Congr{a:l Dxo D a, Ty © x2 D x3 D b: a,b € {0, 1}}, |G5| = 8;

Ge = Congr{Z;(zo ® x3® a) : a € {0,1}}, |Gg| = 6;

6
Gr = U Gi, ’G7| =T74;
i=1

Gg = Congr{z{'25? V 2725225 : 0; € {0,1},4 € {1,2,3}}, |Gs| = 24;

Gy = Congr{z{'25223* V 27" 25223 V 2] 25223* : 0y € {0,1},i € {1,2,3}}, |Go| = 8;
Gio = Congr{z (25> V 23*) : 0; € {0,1},7 € {2,3}}, |Gro| = 12;

Gh1 = Congr{z]'z3?25® V 7' x5?x3® 1 0, € {0, 1}, € {1,2,3}}, |G| =4

G} — MHOXKeCTBO BceX (QyHKIUIl, JBOICTBEHHBIX (PyHKINSAM MHOXKecTBa (G; COOTBET-

crBenHo, | € {8,9,10,11}; |GF| = |Gil;
11

G12 = U (Gl U G:), |G12| = 96,
i=8

G = G7 UGy, |G| = 170.

Panee sy vencripasrocreii Tumna 0 Ha BBIX0/aX 9J1eMeHTOB B paborax |11 — 15| mosrydensr
pe3yJIbTaThl, KOTOPble MOXKHO C(OOPMYINPOBATDH B BHJIE TEOPEMBI 2.

Teopema 2 [11-15]. Ilycts mosHbIil KoHEUHBIH Gasuc B cogepuT MYHKIMIO U3 MHO-
:kectBa (. Torna Jy1o0yro OyneBy (DYHKIMIO B 9TOM 0a3nce MOXKHO Pean30BaTh TaKO cxe-
moit S, uro P(S) < € + 100e? upu Beex € € (0,1/960].

B Teopeme 2, yuntbiBag 3amedanue 1, HaliieHbl 6a3UCHI ¢ KOIMDPUITUEHTOM HEHAIEXKHO-
cru 1.

Yucso dyuknmit B Muozkectse G pasuo 170 u cocrasisier npumepno 0,664 ot quc/ia Bcex
dbyuxiwmit u3 Py(3). Beeaém MHOXKecTBa, cojeprkarniue octanbable 86 GyHkimit n3 Po(3):

© = Congr{z 23?, x1232x3®, x1(xa D x3)7", z1(x52 VvV a3®) : 0y € {0,1},7 € {1,2,3}},
O] = 34;

T = 0" U Congr{z; V (2 ~ x3)}, nae O — MmHO)KecTBO byHKIHM, KaxKIas U3
KOTOPBIX JIBOIICTBEHHA HEKOTOPOi (yHKImN MHO)KecTBa O, |OF| = 37,
Q = Congr{z, V (z2 ® 3), T1 V Ta, Ty VT2V T3}, |Q =T,
A = Congr{0,1,z1,71}, |A| = 8.
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Takum obpazom, muoxkectBa G, 0,07, ) A comepxar Bce 256 OysneBbix GYHKIHN OT
HEePEMEHHBIX T1, T, T3, .. GUO U BT UQUA = Py(3).

Teopema 3 [16]. Ilycrs nosmeiit 6asuc B Ttako, uto BN O # @ u BN O} # 2.
Torna m06y10 OysieBy (PYHKIHIO B 3TOM Oa3uce MOYKHO PEAJTHM30BATEH CXEMOI, HeHaIEKHOCTD
KoTOpoit He Gosbine € + 24e2 npu Beex € € (0,1/960].

B Teopeme 3, yauTsiBas 3amedaHue 1, TakxKe Haii/leHbl 0a31Chl ¢ KOIMDMUIUEHTOM HeHa-
JIEKHOCTH 1, HO B OTJIMYIHE OT TeOPEeMBbI 2 3/ech TpedyeTcst, YTOObI Da3uc copepzKa cpasy
JiBe (DYHKIIMH OIPEJIEJIEHHOTO BUJIA.

3ameuanme 2. MuoxecrBo © coxpanser koucTaHTy (; MHOZKeCTBO OF COXpaHseT KOH-
cTanTy 1.

Hamee 6ymem ncerenosars nosmsie 6asucel B C Po(3) \ G, 17151 KOTOPBIX YCJIOBHS TEO-
pembl 3 He BBIIOIHEHBI. [ j10Ka3aTe/beTBa HOBBIX PE3YJIbTaTOB HPUBEIEM CJICLYIOILYIO
JIEMMY:

JIemma 1 [10]. Ilycts ¢ € ©F. Torga mojcTaHOBKO# IIEPEMEHHBIX U3 ) MOXKHO IMOJIY-
unTh dbynxnmo sujga 1 V 24, b € {0,1}.

2. OcHOBHBIE Pe3yJIbTAaThI

Teopema 4. Ilycts nosmbiii 6asuc B Takos, aro B N Q) # @. Torma aobyto GysieBy
dyHKIMIO B 5TOM 6a3mce MOKHO PeaJM30BaTh CXeMOil, HEHAIEKHOCTh KOTOPOil He HOJIbIIe
2e + 24¢? npwu Beex € € (0,1/70).

Zloxazameasvcmeo. llokaxkeMm, 9T0 U3 KaxK 10 (PyHKIINN MHOKECTBA {2 ITOICTAHOBKOI
IepeMeHHBIX MOXKHO MOJTYyYUTh (DYHKIHIO T1 V Ta:

1) Iycrs ¢(z1,72,23) = T1 V (z2 © x3). Torma ¢(x1, 29, 21) = 71 V (22 © 11) = 1 V

V T1To V T1To = T1 V T1To = T1 V To.
2) Ilycre ¢(xy1, x9,23) = Ty V T2 V T3. Torma ¢(xy, x9, 1) = T1 V Ta.

C yuérom pesyibraTos 9] Teopema nokazaHa. W

Teopema 5. Ilycrs B — nosnbrit 6asuc, B C (O7UA). Torua mobyio 6y/eBy dyHKIIO
B 9TOM 0a3Uce MOYKHO Peasn30BaTh CXeMOil, HeHaI62KHOCTbL KOTOPOil He Gosbime 2¢ 4 422
npu Beex € € (0,1/140].

ZJloxaszameavcmeo. Ilycts Oasuc B copepKUT HEKOTOPYIO (DYHKIUIO 1) U3 MHOMKE-
crBa O7F. Ilo emme 1 u3 dyHKIME 1) 1I0JICTAHOBKOI IT€PEMEHHBIX MOYKHO HOJIYIUTh (DyHK-
umio Buga 1 V b, b € {0,1}.

ITockombpKy MHOM)KecTBO ©F coxpamser Konctanty 1 (3amedanue 2), a 1o ycJoBuio Oa-
3uc B nosubiii, To B comepKuT GyHKINo 3 A, KoTopasi He coxpaHsieT KoHCTaHTy 1. Takux
dyuknuit a8e: r; u koucranta (0. Boamoxkubl /1Ba BapuanTa jjis napamerpa b:

1) b = 0, umeem dyHKIUIO T V T, KOTOpas coxpansger koHcranty 1. Kpome roro,
6azuc B coyepxkut xoTd Obl ojHy u3 dgyuknuit: kKouncranty 0 wim r;. B kaxmpom us
9THUX CJIydaeB Teopema BepHa [9);

2) b = 1, nmeem byskimo x; V xre. Kpome toro, B comepxur z; win 0. B nepsom
caydae (Korja uMeeM T ), cebliasgch Ha |9, cunraem TeopeMy JOKa3aHHOI.
PaccmoTpum BTOpOIit ciry4ail, T. €. U3 1) MOJACTAHOBKON EPEMEHHBIX MOIY I L1V Ty
u ectb KoucTanTa 0. O6e 31U hyHKIUN COXpaHdioT KOHCTAaHTY (), TO3TOMY ITOJTHBII
6asuc B comepKuT He COXpaHAIINLy0 KoHCTaHTy 0 dyHKIWO ¢ € OF (oueBHIHO,
9T0 U 1) pa3andHbl). MHOXKeCTBO TaKuX (DYHKIMHA ¢ ¢ TOYHOCTHIO JI0 KOHIPYHT-
HOCTH —3TO0 A = {Z)’Jl V CZ’Q, x1 VIV I3, T1 V Ty V Zf’3, TV (Ig ~ Ig), 1V ng.i’g,
T1V (29 ~ x3)} C ©Ff. HerpyHo NpoBepuTh, 9TO U3 KaxKI0i DyHKIMN MHOKeCTBA A
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[TOICTAHOBKOI ITepEMEHHBIX MOYKHO IOJIYINTh (DYHKIMIO X1 V Tg, & 9TOT CIydail pac-
CMOTpeH B 1. 1 J0Ka3aTe/IbCTRA.

Teopema jokazana. W

Bseném 1Ba MHOXKecTBa Oy 1 O3, KOTOPBIE ABJSIOTCA TOAMHOYKECTBAMI MHOXKeCTBa O:

©y = Congr{x;TsT3, x1(xe ® x3)7 : 01 € {0,1}};
O3 = Congr{z1T2, ©122T3, 21(72 V T3), 1(T2 V T3)}.

Teopema 6. Ilycrs B — nosnbrit 6asuc, B C (O2UA). Torna mobyio 6y/1eBy dyHKIHO
B 9TOM 6a3nce MOXKHO Peai30BaTh CXeMOil, HeHaIE:KHOCTb KOTOPOil He 6oubIte 2¢ + 4002
upu Beex € € (0,1/1920].

Joxaszamenvcmeo. llockonbky 0a3uc B MOJHBINA, OH COJEPKUT HEKOTOPYIO (DyHK-
o 1) u3 MHOXKecTBa Oo. Tak Kak MHOKeCTBO Oy coxpaHnsier KoHcTanTy () (3amevanue 2),
TO Oasuc B comaepKUT XoTsd Obl OHY (PYHKIHIO, KOTOpas He coxpanser kKoncrauty 0. Takux
dyukuit B MmuozkectBe A jBe: T u Korcranra 1. CiieloBaTesibHO, UMEEM YeThIpe CJIydasi:

1)

2)

Basuc B copep:kur GyHKIMU T1ZT2T3 U T1. OTOXKIECTBUM NEPEMEHHBIE To U T3 U
nostyanM (bYHKIWIO T1Ty. B 6asuce {x1Zy, 71} upn € € (0,1/160] Teopema Bepna |9).
Basuc B conepxut byHkiun x1xox3 u 1. [logcraBum KoncranTy 1 BMecTo nepeMes-
HOI X1 U MOJIyIuM (PYHKIIIO ToZ3. IloCcKOIBKY /1711 ee peajus3anun B paccMaTpUBae-
MoM Gazuce TpeGyeTcs JiBa 3/1eMenTa, B onenke €+3¢2 (e < 1/160), nokazannoii & [9),
cJIeJlyeT 3aMeHHuTh € Ha 2¢. B pesynbrare nosyanm onenky 2 + 12¢% npu e < 1/320,
TeopeMa BepHa.

Basuc B cogepxur dynkuun r1(xe @ x3)°" un zp. [logcraBuM Z; BMeCTO mepeMeH-
HOW X1 U mosryanM GyHKIUIO T1(xe @ 23)7" € G. [lockoabKy mist e peasmsanun
B paccMaTpuBaeMoM Gazuce TpebyeTcd [iBa 31eMenTa, B onenke €+ 10022 (e < 1/960)
13 TeopeMbl 2 clieyeT 3aMeHUTh € Ha 2¢. B pesysbTare 1moaydnum oneHky 2 + 400e?
npu € < 1/1920, Teopema BepHa.

Basuc B comepxkur dyukiyn x1(xreBx3)’ u 1. [logcraBum 1 BMecTo niepeMeHHOM 71
1 TosTyauM DYHKIWO (Lo @ x3)7" € G5. IlocKoIbKY 1171 €€ peau3aiun B paccMaT-
puBaeMoM Gasuce Tpebyercst jBa 3jeMenta, B omenke € + 100e? (e < 1/960) us
TeopeMbl 2 CleJyeT 3aMeHUTDL € Ha 2¢. B pesyiabraTe HoaydmM omeHKy 2¢ + 400e2
npu € < 1/1920, reopema BepHa.

Teopema mokazaHa. m

Teopema 7. Ilyctb nosnbiii 6azuc B cojep:xkut dyrknuo 1 1 BNO3 # &. Torma jro-
Oy1o OyaeBy (DYHKIINIO B 3TOM 0as3nce MOKHO pean30BaTh CXeMOil, HeHaIE?KHOCTh KOTOPOIt
e Gosbie 2¢ + 12¢% npu Beex € € (0,1/360).

Zloxaszameavcmeo. Ilockosibky B N O3 # &, uMeeM deTbIpe CIydast:

)
2)

3)

Basuc B comepxkur dbyHKIUM T3 1 T1. B 6asuce {r1To, 71} upu € € (0,1/360]
Teopema BepHa [9].

Bazuc B comepxur yHKIEM r129T3 u T1. OTOXKIECTBUM II€pEMEHHBIE T1 U To W
nostyauM (yHKIMIO 1 T3. B 6asuce {x1Z2, 71} npu € € (0,1/360] Teopema BepHa [9)].
Basuc B conepxut dbyuknnu x1(xeVT3) u . [logcraBum T3 BMECTO epeMeHHOM 1,
3aTe€M OTOXKJIECTBUM II€PEMEHHbIE T U T9 U MOJyInM (PYHKIUIO T1Z3. [[ocKoIbKY
JIIS €€ peam3allid B paccMaTpuBaeMoM Oa3uce TpebyeTcsd JBa 3j1eMeHTa, B OIEHKe
e + 3¢? (¢ < 1/160), nokazaunoii & [9], cieayer samenuts € Ha 2¢. B pesysbrare
no/yunM onenky 2¢ + 12e2 npu € < 1/320, Teopema BepHa.

Basuc B conepxut byuknun x1(T2VT3) u . [logcraBum T3 BMeCTO iepeMeHHOM 1,
3aTe€M OTOXKJIECTBUM IIEPEMEHHBbIE To U T3 U MOJYINM (PYHKIUIO T1Z3. [[oCcKOIBKY
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JUIsi eé peaiM3allii B pacCMaTpUBaeMOM Oasuce TpebyeTcs J[Ba JIeMeHTa, B OICHKe
e + 3¢? (¢ < 1/160), nokazaunoii & [9], cieayer samenuts € Ha 2¢. B pesysbrare
no/yuuM onenky 2¢ + 12e2 npu € < 1/320, Teopema BepHa.

Teopema jokazana. B

Bameuanue 3. Ilepeuncimm (¢ TOYHOCTBIO IO KOHIPYIHTHBIX (DYHKIHUiT) MOJTHbBIE
uenpuBouMble 6asucel B C ((©\O2) U A), ne ynomsnyrteie B Teopenme 7: 1) {xyxo, 71}
2) {ZL‘lj’Q, 1}, 3) {[Ell'gl‘g,.fl}; 4) {xldfgff‘g, 1}7 5) {l’l(ZEQ V Zl'g),[fl}; 6) {ZL‘l(fg V fg), 1}

Bameuannue 4. Jlnsa nosmbix 6asucos B C ((©\02) U A), He yHOMAHYTBIX B Teope-
Me 7 (B TOM dncJie ¥ HEIPUBOAUMBIX U3 3aMEYaHusd 3), BBIIOJHACTCS TeopeMa 1, a 3HAINT,
K03 PUIMEHT HEHAIEKHOCTH KaxKI0r0 U3 HUX He Oosbie 3.

3. BuIBOIBI 1 peKOMeHJaIuu

B reopemax 4-7 uccienosansl nosubie 6asucsl B C Po(3)\G, 11 KOTOPBIX yCI0BUS
TeopeMbl 3 He BBIOJIHAIOTCA. JloKazano, 94ro ecym 6asuc B yaoBIeTBOPSeT XOTs ObI OJHOMY
U3 YCJIOBUMN:

1) BNQ#g;

2) BC(OjUA);

3) BC(OUA);

4) mosublii 6asuc B comepxkut GyHKIuo T u BN O3 # &,

TO J1I00Y10 OyJ1eBy (DYHKIHMIO MOXKHO peajin30BaTh CXeMoil, (DyHKITMOHUPYIOIIEi ¢ HeHa 16K~
HOCTBIO, aCUMIITOTHIeCKH He 6osbie 2 mpu € — (. CireroBareibHo, KOIMMOUIMEHT HEHA-
HEKHOCTH KazKIOro U3 3TUX 0a3McoB He OoJiblie 2.

YVunurbiBasg pe3ysbTaTbl BCeX TeopeM 1—7, MOXKHO IIPeJJIOXKHUTh CJAeAYIOMNNA aJrOPUTM

HOJTy9eHUsT OIeHKN KOod(DduImenTa HeHa8:KHOCTH kg 1osHOrO Gasuca B C Py(3):

1. Haiitu BNG; ecit BNG # @, 10 kg = 1, B IPOTUBHOM CJIydae TepeiTu K mary 2.
2. Haittu BN O u BN OF. Ecim 06a MHOXKecTBa HelrycTble, TO kg = 1, B IPOTUBHOM
cJiydae nepeiitu x mary 3.
3. IlpoBepuTh, BEpHO Ji XOTA ObI OJHO U3 YCJIOBHI:
a) BNQ# o
6) B C (07 UA);
B) B Q (@2 U A),
r) B comepxur dbyskmo T 1 BN O3 # <.
Ecmu «ma», to kg < 2. Ecimm «mer», to kg < 3.

Taxum obpaszom, I TPOU3BOJBLHOIO IOJHOTO Oas3nca, COJEepKaIero (pyHKIUH TPEX
[IepeMeHHbBIX, Hail/leHa BepXHssd OleHKa KO PUIMeHTa HEHAIEKHOCTH.

[Tonyuennble B paboTe pe3yabTaThl CIIPaBeIINBbI B JBONCTBEHHBIX Oa3ucax IPU HEUC-
IPABHOCTAX ThMA 1 Ha BBIXOJAX GA3UCHBIX 371eMeHTOB [18].
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BBenenue

HupkysaTtabe cetu (rpadbr) (M. 0630psl [1—5]) HIMPOKO M3yUYAIOTCS B KAYECTBE O~
IYJIPHON TOIOJIOIMK JIJIsi MYJIBTAIIPOIECCOPHBIX CHCTEM M KOMIILIOTEPHBIX CeTell U B psijie
JIPYTUX NPUIOXKEHNH. AKTyaIbHBIM CTAHOBUTCS UX IIPUMEHEHUE B KA9eCTBE TOMOJIOTUY J1JIst
cereil na Kpucrawre (networks-on-chip) [6—8|. D10 00ycI0BIEHO UX JyUIINMU CTPYKTYD-
HBIMU XapaKTEPUCTUKAME ¥ BBICOKMMHU MOKA3aTEIAMU MACIITabUPYyEMOCTH TIPU GOJIBIIOM
KOJIMYECTBE Y3JI0B 110 CPABHEHUIO CO CTAaHJIAPTHBIMU TOIOJOTUSIME CeTell Ha KPHUCTAJLIE.
Baxknoit 3ajaqeit g cereil Ha KpUCTaJLIe ¢ MUPKYJIAHTHON TOIIOJIOTHEN sIBJIsIeTCS pa3pa-
60TKa 3PPEKTUBHBIX AJITOPUTMOB MapIIPyTU3AINN, CBA3AHHBIX C 0COOEHHOCTIIME TPeDOBa-
HUI, IPEIbAB/ISAEMBIX K UCIOJIb3YEMbIM PECypcaM ceTeli Ha KpUucTaJlie.

Hamum onpenesienne mupkyagaTabix cereit. [lycrs n, N € N, S = {s1,89,...,8,} —
MHOYKECTBO TebIX unces, 1 < §1 < ... < s, < |N/2]. HeopuentupoBauublii yupky.ainm-
noti rpad C(N; sy, ..., S,) uMeer MHOXKecTBO Beprne V' = Zy = {0,1,..., N—1} u Mmuoxe-
crBo pébep A = {(v,v £ s, mod N):v e Vi=1,...,n}. Hucna sy, ss, ..., S, HA3BIBAIOTCA
obpaszytonmmu rpada, N — ero mopsiJikom, n — pa3MepHOCTBIO, CTEIIeHb BEPIITNH I'pada pas-
Ha 2n. Bynem uccienoBarh KoJiblesbie upKy/agaTHble cetn Bujga C'(N; 1, 89,...,8,) ¢ 81 =
= 1, u3yuaeMble B JIUTEPATYPE KAK CAMOCTOATEIbHBIN Kiiace rpados. Juamerp rpada (ore-
HIBAET MAKCHMAJIbHYIO CTPYKTYPHYIO 3ajepkKy B cetn) paBeH d(C(N;.S)) = max d(u,v),

)

rie d(u, v) — JymHa KpaTJaiiero myT MeKy BepPIIUHAMU U U V.

B smTeparype n3BeCcTHBI CJle/IyIONIEe aHAJIUTUIECKN ONUChIBAEMble ceMeiicTBa KOJIbIle-
BBIX IUPKYJIAHTHBIX ceTeil cTerenu mecTh u jguamerpa d: rpadol suga C(3d? + 3d + 1;1,
3d +1,3d + 2) [9]; mupkynaurabie cetn ¢ N = 8d°/27 + 4d?/3 + 2d + 1 [10]; uupKyasHTH
¢ N =32[d/3|>+8|d/3]*>+2|d/3] [11] u nnameTpom, MenbIIMM UM paBHbIM d, Tae d > 3.
[TostyueHbl aJrOpUTMBbI OKCKa KpaTdaitnmx myreii |12, 13| s cemeiicrsa u3 [9] u sxkBuBa-
nentHbIX Tpados Buga C(3d* +3d+1;d,d+1,2d+1) [14]. B [15] naiineno cemeiicTBo Tpéx-
MEPHBIX IIUPKYJIAHTOB ¢ nopstikoM N = 4d? —2d — 2, rie d = 3,5 (mod 6) — nmuamerp rpa-
doB, Kak perenre ONTUMI3AIMOHHOM 381811 HA MAKCIMYM DU PACCMOTPEHUH TTPONU3BE/Ie-
Husi KpoHekepa JByX IUPKY/ISHTOB creneneii asa u tpu. B [15] nan anropury noucka Kpar-
qaimux 1myTeit s rpadoB Halijiennoro cemeiicrBa. Cjie/lyer OTMETUTH, 9TO 0Opa3yIlomue
rpada C(3d*+3d+1;1,3d+1,3d+2), tne d > 1, mosydens B |9] Kak perienue onTuMu3aIy-
OHHOI 33/[a4n Ha MAKCHMyM IpH yKaake (tessellation) TpéxmepHoro rpada Ha mIockocTH,
koryia pacemarpusaiorcest rpadbl guamerpa d Buaa C(Nyax = 3d* + 3d + 1; 81, 82, 81 + S2).
3aMeTuM, 4TO B OOJIBIIMHCTBE 3TUX pabOT MOPsJIKKA I'PadOB pacCMaTPUBAEMbBIX CEMEHCTB —
9TO KBa/JIpaTUYIHbIe (DYHKIUKA OT JIUAMETPA, XOTs OOJILINNN MHTEPEC MPEJICTABIISIET IOy de-
HUe ceMelicTB ¢ KyOmdeckoil pyHKIMe oT jguamMeTpa, Kak 00jee IJIOTHBIX U KOMIIAKTHBIX
rpados. B [16]| HaiigeHo ceMeilcTBO MUPKYJISHTHBIX CETEH CTEIeHN IMeCTh ¢ MAKCHMAJIb-
HBIM TIOPSIJIKOM CPeJN BCEX KOJIBIEBBIX ITUPKYISHTOB 33/ JaHHOTO JuaMeTrpa d W TPUBEIEH
AHAJIUTUICCKUN aJITOPUTM IOMCKa KpaTdaflliux ImyTeil i HaiilenHoro cemeiictsa. B pa-
6ore [8] yist KOJIBIEBBIX IMUPKYJISHTHBIX CeTell CTEleHH MIeCTh OOIIEro BUa MPe/JI0KEHbI
pa3JInvHble AJTOPUTMbBI TIOUCKA KPATUIANIINX MyTell U JIaHbl OIEHKN TPEOYyeMbBIX PECypCOB
PN peasin3allii B CeTSX Ha KPUCTAJLIE.

B nacrogmeit pabore mpecTaBIeHO MapaMeTPIIECKN 33/1aBaeMoe aHAJINTIHIECKOe OITH-
caHne KOJIBIIEBBIX MUPKYITHTHBIX rpadoB CTENeHN IeCTh, KOTOPOe MOPOXKIAET CEPUI0 Ce-
MENCTB MUPKYITHTHBIX CeTell, BKIIOYAIONLYIO B TOM YHUCJIe CeMeNCTBO IpadoB ¢ MAKCUMATh-
HO BO3MOKHBIM ITOPSIJIKOM JIJIsl JIIOOOT'0 38JIJAHHOTO JINaMEeTPa, & TaKKe MO3BOJISIET CUHTE31-
poBaTh HOBBIE CEMENCTBA C JIYUIIMMU CTPYKTYPHBIMU XapaKTEPUCTUKAME, €M U3BECTHbLIE
B juTeparype. VIHTepecHBIM NpPUIIOXKEHNEM ITOTYYeHHOTO pe3yIbTaTa SBJSETCS BO3MOXK-
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HOCTB pelieHus Mpo0JIeMbl TOUCKA KPAaTJIalIuX myTeil B cemeiicTBaxX MUPKYISHTHBIX ceTeit
CTEIIeHH IECTh C TIOMOIIBIO aHAJTUTHIECKOIO0 MeTOIa, OOIIEro Jijisd BeeX rpadoB ceMelicTBa.

1. Teopema o mocTpoeHNM cepuu MUPKYJITHTHBIX rpadoB CTEeNeHn MIEeCTh

PaccmoTpuM MHOXKeCTBO TPEXMEPHBIX IUPKYIHTHBIX rpados Buga C'(N; 1, s9, s3), re
1 < s9 < s3 < |N/2]. Bynem ucnosnbzoBats oboznadenne D(x), 0 < x < N, masd JymHbL
KparJaifmero myru u3 Bepumubl 0 B Beprmay . B rpade C(N;1, sy, s3) BblLIeInM e
OTMzKaIIMe 10 TUKJTY, 00pa30BAHHOMY 00Opa3yIomeil 1, BEPIIUHBL U, U, U < v, TaKUe, UTO
suavenusi D(u) u D(v) mosyuensr 6e3 ucmosib3oBanus obpasyomux +s;. Torma paccrosiaust
u3 BepuHbl 0 10 BCEX BEPIINH, JIEXKAIUX MEKJLY U U U, MOI'YT ObITh BBIYHCJICHbI C UCIIOJIb-
30BaHieM TOrO (PaKTa, YTO PA3HUIA MEXKJLy CMEKHBIME BEPIIMHAMU DaBHA €JIMHUIIE.

JIemma 1. Ilycrs B mupkysnsiaraom rpade C(N;1, s, 83) BepumHbl uw,v, u < v, —
GuzKaiinie o MUKILY, 3aJaHHoMy obpasyiomieil s; = 1, suadenusi koropbix D(u) u D(v)
noJtydeHsl 6e3 ucnosib3oBanus obpasytomux +1. Torna

max D(z) = [(D(u) + D(v) +v —u)/2] (1)

u<r<v

u jocruraercs B Bepmuae = | (v +u + D(v) — D(u))/2].

Crenytorast TeopeMa JaéT BO3MOXKHOCTD ITOCTPOEHNsI TIeJION cepun ceMeiicTB paccMar-
puBaeMbIX I'padOB 3aJaHHOTO JaMeTpa, YTO JOCTUTAETCs BBEJEHHEM B AHAJTUTUYECKOE
orcanue rpadoB mapaMeTpa p, 3aBHCSIIEro OT JIMaMeTpa. DTa TeopeMa 3aJIaéT OJMH U3
BO3MOZKHBIX THUIIOB OIPEJIEISIONINX COOTHOIICHII MEXK Ty TOpsiIKOM rpada u ero obpasyio-
IIUMH, KOTJIa U OpsJIoK rpada N, u obpa3yionme Sy U S3 ABJIAIOTCA TOJTUHOMAMU TPEThEN
CTEIIEHN OTHOCUTEJILHO JITAMETPA.

Teopema 1. s xkaxkjoro nesoro d > 1 mycTb
p=12,...,d—1. (2)
Torna nuamerp mupKyIsHTHBIX rpados Buga C(N; 1, sq, s3), r/1e

N =8p® — (16d + 8)p* + (8d* + 8d)p + 2d + 1,
so = 4p(d — p)* + 2p(d — p) + d — 3p, (3)
82'+'4p7

53

paBeH d.

Hoxaszameavcmeo. Pacemorpum nupkyasatabiii rpad C'(N; 1, s9, s3) Buga (3). [Tycrs

A = s3— sy =4p, (4)
r=(d-pA+A/2+1

Cornacho (3), nopsiiok rpada paBeH IPOU3BEIEHUIO IBYX HeuéTHbIX uncen N = (2(d—p)+
+ 1)r u ero obpasytorue umeror BuI So = (d — p)r — A/2, s3 = (d — p)r + A/2.
[TockoIBKY 4mesI0 BepiuH rpada COCTOUT U3 HEJOr0 YHUC/Ia HHTEPBAJIOB JJIMHBL T, Oy-
JIeM Ha3blBaTh WX r;-uHTepBasaMu Ha rpade, rae 0 < ¢ < 2(d — p) — HoMep HHTepBaJIa, HIIN
Kparko r; = [ir,ir + r]. Cummerpust dbyHKImN paccrosauii D(x) B MUPKYJIsTHTAX OTHOCH-
TesibHO N /2 1o3BOJIsIeT B labHelieM orpaHnanThest 3uadenusivm ¢ = 0,1, ..., d—p. Bynem
TaKKe UCIOJIL30BaTh TepMUH A-MHTEPBAIbI /I 0003HAUEHUST TIepeMeIeHnil (IPbIZKKOB) 110
r;-UHTEPBAJLY Ha JUIMHY A U3 BEPIIUH JIEBOIO UJIU [IPABOTO KOHIIOB T;-MHTepBaJa. B cuiy (4)
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nepemertenre Ha Beuauny A naér npuparierne dbyHknnn paccrosiaust D(z) Ha 2. Tak kak
r = N —(sy+S53), nepemenienus B rpade Ha BeJIMUINHY 1" TAKKe JAI0T IpuparieHne GyHKINT
paccrosmus D(x) na 2.

Boiesnm B pacemarpuBaeMom rpade jise Bepiabl F'u R = N — F, F < N/2 < R,
Urparlye KII0IeByo Pojib B OlpeieeHnn (OyHKIMNA PACCTOSTHUI:

F= <82+83)/2 = (d—p)r.

Nneem R = F +r, D(F £ A/2) = D(R+ A/2) = 1. Torna, BeiGupast MUHIMAJIBHBIN 13
JIBYX BO3MOXKHBIX 1yreii B Bepuuny F (mm R) w3 0, nosydum

2p+1 mpun 1< p<|[d/2],
2(d—p) wpu [d/2]<p<d-1.

D(F) = D(R) = { (5)

s onpesiesienust mamMerpa paccMaTpuBaeMoro rpada yauTbeiBaeM ciejyromnee. Kaxk-
JAbIfl U3 MHTEPBAJIOB BUJA

[j82 mod NajSS mod N]> 1 g] < d7

cocTouT n3 j A-MHTEPBAJIOB, HA KOHIAX KOTOPBIX BEPIIUHBI & UMEIOT PACCTOSHUS 10 HY-
ag D(x) = j. B cuy nemmbl 1 B cepefuHax 5TuxX A-HHTEPBAJOB HAXOIATCS BEPIIHHDI
¢ MakcuMyMamu (paBHBIME) paccTosHuil 10 0. AHAJOTHYHBIE PACCYIKJIEHUS TPUMEHUMbI
JIJIsT THTEPBAJIOB BUJIA

[N — js3mod N, N — jss mod N|, 1 <j <d.
Cornacuo (3) u yuursiBas, uro N = 2F + r, jjiss N BBIIOJIHSIETCsI YCIOBUE
jF =—-2iF (mod N)

JJIsT HEIETHBIX §, T
2i4+j=2(d—p)+1. (6)
Pacemorpum r-untepsad, tae ¢ € {0,...,d — p}. Vmeem
—2isomod N =i(r+A), —(2i+2)s3mod N = (i+1)(r — A),
jssmod N =ir+ jA/2, (j—2)ssmod N = (i+1)r—(j —2)A/2.

Taxum obpasom,

D(@(r+A))=2i, D((i+1)(r—A)) =2i+2; (7)
D(ir +jA/2) =4, D((i+1)r—(j—2)A/2)=j -2 (8)
Urak, Ha/10 J0Ka3aTh, 9To Jist rpadoB Bua (3) MaKCHMaJbHOE DACCTOSHEE JI0 BepHIIHHbI ()

u3 Jio6oii Bepmabl x, 0 < x < [ N/2], pasuo d. g ynobersa npejcrasiienus GyeM pac-
cmarpusarh uHTepBast 0 < r < R. Beé muoxkecrso Beprius {0, ..., R} pa3o0beéM Ha miecTb

5
noaMHOKeCTB Vi, 0 < m < 5, Y V| = (d — p+ 1)r, cooTBeTCTBEHHO THIIAM COIEPKa-
=0

m=
muxcst B HUX 1-uHTepBasioB (tabia. 1 u 2). Tun r;-unTepBaia onpee/siercs 3HAYeHUsIMI
dbyukm D(x) Ha ero kKonrax (Hampumep, s maoxkects Vo, Vi u Vo umeem D(ir) = 2i,
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Tadbauma 1

Pacupenenenne Bepmna 0 < z < R rpadoB Buga (3) mo tunam r;-uHTEPBAJIOB
OpU HAJUYUYU OOpPATHOI BOJIHBI U3 F'

IMapamerp p: 1< p< [d/2]
MuoxkecTBO Tun r;-unrepBaIa Suagenns i MoImHOCTL MHOXKECTB
Vo 21,21+ 2 0<i<|d/2]—p Vol = (1d/2] — p)r
1 20,7 — 2,20+ 2 1=1[d/2] —p Vil =r
Vs 26,7, —2,20+ 2 ld/2| —p<i<|d/2] | [Va|=(p—1)r
V3 20,7,5—2,2d—1—2i 1= [d/2] Vil =7
Vy 2d4+1—2i,5,j—2,2d—1-2i | |d/2] <i<d-—p Vil = ([d/2] —p—1)r
v 2p+ 1,j,5.2p + 1 i=d—p Vsl =7

Tadbauma 2
Pacupenenenne Bepmna 0 < z < R rpacdoB Buga (3) mo Tunam r;-uHTEPBAJIOB
NP OTCYTCTBUH OOpaTHON BOJIHBbI u3 F

IMapamerp p: [d/2] <p<d-—1
MuoxkecTBO Tumn r;-waHTEpBaAIA Snauenns i MoIHOCTh MHOXKECTB
. . . r, p=d/2,
Vi 26,7 — 2,20+ 2 =0,p=4d/2 Vil =
L | 2ig-22 i=0.p=d Vil {07 e
0<i<d-— =d/2 -1 =d/2
Vi | 20522042 DA Al /ol VAT A I
0<i<d—p, p#d/2 (d—p)r, p#d/2
V:% 2(d_p)7]7372(d_p) Z:d_p |V:’1|:T

D(ir +r) = 2i + 2), a TakKe TeM, YIUTHIBAIOTCS WU HET 3HAYECHUS j U J — 2 B Olpeiesie-
Hrn GYHKIMN paccrosaus D(x) BepIMH BHYTPU MHTepBasa (yIUTBIBAIOTCS 3HAYECHU, HE
npesbimatoriue d). [ HATIsSIHOCTH TOKAa3aTeIbCTBA TEOPEMbI BCe OCHOBHBIE MTapaMeTphI,
oTHOCAIMEcsd K MHOKecTBaM Vi,, 0 < m < 5, cymmupoBanbl B Tabj1. 1 u 2.

B 1abu. 1 npejcraBiieHbl pe3yJibTaThl, KOTJA €CTh IpsiMast BOJHA PACCTOSHUIA, TOPOK-
JéHHas r-uHTepBagaMu u3 0, u ecTh oOpaTHas BOJHA PACCTOSTHUMA, TIOPOXKIEHHASA T~UHTEP-
Bajsamu u3 Beprmabl F (cMm. mepBoe coorHomenue (5)). B tabu. 1 BeLaessiioTcs ocobbie
caydam: Vo = @ upu p = |d/2], Vo=@ upup=1,V, =S upu p = [d/2] — 1.

B 1abs. 2 mpejcraBieHbl pe3yIbTAThl, KOTJA €CTh IpsiMas BOJHA PACCTOSHUI, TOPOK-
JéHHas T-uHTepBagaMu u3 0, 1 HeT 0OpaTHON BOJIHBI PACCTOSTHUI, TOPOXKIEHHOIT r-MHTepBa-
jamu 13 BepiHbl F (cM. Bropoe coornorenre (5)). B arom cayuae B rpade orcyTcTByIOT
MHOKeCTBa Bepius Tuia Vo, Vi u Vy, a takxke V) = @ npu p > (d + 1)/2.

B mporiecce jjokazaresibeTBa jgajee OyaeM pas3je/isaTh BEPIIMHbI, TPUHAJIEKAIIIE BCEM
r;-MHTEpBAJaM U3 MHOXKeCTB Vi,, 0 < m < 5, Ha Tpu MHOKecTBa (MHTEpBAJA BEPIIHH):

3
T, = Al UAQUAg, riae Z ’Ak| =
k=1

r. Obosnauus uepe3 z; (x,) HOMepa BeprmH B Aj,

COOTBETCTBYIOMIME JIEBOMY (IIpaBoMy) KOHIaM MHTepBaia As, Toayanm
Ay = [ir, ), As =[x, 2], As =[x, ir+7].

1) Ilycte € Vg, tie 1 < p < [d/2], p # |d/2] (Tabx. 1).

MuozkecTBo Beprmu Vo cocrour us ri-unrepsaios, 0 < i < ¢ |d/2] — p, tne
D(ir) = 2i, D(ir+r) = 2i+ 2 u 3ua4enus j, j — 2 He yINTBIBAIOTCA IpH pacuére D(z) s
BepimH = € r;. s Vi onpenenum z; = ir + gA, x, = (i + 1)r — gA, |A;| = |A3| = ¢A.

Hnsg A; umeem D(x) = 2i Ha KoHIaX i A-HHTEPBAJIOB, 3aTeM Ha KOHIAX OCTABIIIXCS
(¢—1) A-nurepBasios 3nadenns D(z) yBeandauBaiorcs Ha 2, gocruras suadenns D(z;) = 2q.
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Takum obpaszom, jyist Ay dyukius D(z) mocturaer Makcumyma, Korma i = ¢— 1. B ey (1)
MOy aeM Mmax D(xz)=2|d/2] —1<d.
reA

Mg Ay mveem D(z;) = D(z,) = 2(|d/2| — p). U3 Bepmun x; u z, HABCTpETy APYT
JIPYTY HJIYT BOJHBI A-HHTEPBAJIOB, YBEJMYUBAIONMX Ha 2 3Hadenns D(x), KOTOpbe 3a-
KaHuMBaloTcst, Korga D(z) mocruraer suadenuit 2|d/2|. B cuny (1) nomyunm jis Beex 4
max D(z) = d.

TEA2
YuurbiBast JiIs T;-UHTEPBAJIA, 9TO, HAYUHAS C BepiiuHbl © = ir + r, D(x) = 2i + 2 Ha

koHnax (i + 1) A-unrepBajioB, nojydaem, 1o axajoruu ¢ Ay, max D(z) =2|d/2] < d.
TEA3

2) Iycre x € Vi, tie 1 <p < [d/2l mp=d/2.

MHozkecTBO BepinuH Vi cOCTOUT M3 OJHOIO ri-uHTepBaa, rjiae i = |d/2| —p (em. Tabu. 1
u 2). Jns wero D(ir) = 2i, D(ir +r) = 2i + 2, u upu pacuére D(z) 1 Bepmun x € r;
yaurbiBaeM ToJbKO j — 2 < d. Oupenenum z; = ir + 1A, z, = (i + 1)(r — A), |A;] = iA,
|As| = (i + 1)A.

Hna Ay mveem D(z) = 20 Ha KoHnax Bcex i A-uarepBasioB. Takum o6pazom, mprme-
Hast (1), moxyanm gé%(D(aj) =|(20i+2i+A)/2] =2|d/2] < d. Ormernm, uto A; = & ipn

p=d/2.

Hst Ag, cormmacno (7), umeem D(x;) = 2i u D(x,) = 2i+2. 113 Bepiuus z; u x, HABCTPETy
ULy T BOJHBI A-HHTEPBAJIOB, YBEJNIUBAIONNX Ha 2 3Hadennst D(x). Bosmsl 3akananBaorcs,
koryia D(z) pocruraer npu HedéTHBIX d 3HadeHus (d — 1) wim npu 9€THBIX d — 3HAYEHUS
(d—2) npu ABUKEHNN U3 ) WU 3HAYEHWs d DU JIBUXKEHUN U3 T, [Ipmvensis (1), oy anm:
max D(z)=|(2i+d+ A/2+1)/2] = d npu uérnbIX d; géifD(@ = max{[(2{ + 20 + 2 +

2
+A)/2],|(2i+2+d—1+A/2+1)/2|} = d upn neuérabix d. OTMeTnM, 9TO U B ciydae
p =1 npu uérubix d, korma |As| = 3, max D(x) =d.
TEA2

Hnst A3 umeem D(x) = 2i 4+ 2 Ha konnax Beex (i + 1) A-unreppanos, D(z) = j — 2 =
= 2[d/2] — 1 B ux cepenunax. Takum obpasom, npumensis (1) u (6), nmoxydaem max D(z) =
TEA3

=[(2i+24+75—-2+A/2)/2] = |(2(d—p) + 14 2p)/2| =d.

3) yctb x € Vo, e 1 <p < d—1.

Muozxkectso V, cocrour us r;-uarepBanos, rae D(ir) = 2i, D(ir +r) = 2i + 2, u upu
pacuére D(x) 1yisi BEPIIMH & € 1; yIUThIBAEM 3HAYeHUs j 1 j — 2. SHAUEHUS | TIPEeJICTABJIEHbI
B tabsr. 1 u 2. Oupejenenne x; u &, Ha T;~UHTEPBAJIE 3aBUCHT OT 3HAYCHUI i:

a) mpu 2i < d—p—1 a2 =i(r+A)+A/2, z, = (1 + 1)(r — A) — A/2, |Ay]| =

=(d—p—2—-20)A+A/2+1;

6) upn 2i =2(d/2] —pra;=i(r+A)+A/2, z, = (i + 1)r — [j/2]A, |Ay] =1,

6) upu2i > d—p:x; =ir+[j/2]A, x, = (i+1)r—|j/2|A, |As| = (d—p—7)A+A/2+1.

Hnsg Ay umeem D(x) = 2i wa konnax ¢ A-unreppajioB u D(r) = j B ux cepejuHax
BO Bcex ciydagx a—6. nsg Az anamormano mmeem D(x) = 2i + 2 ma xoumax (i + 1)
A-unrepsanoB, D(x) = j — 2 B ux cepenunax. Takum obpasom, npumenss (1) u (6), momy-
qaeM fcré%(D(ac) = Q%D(@ =(2i+7+A/2)/2] =d.

Hns A, cormacuo (7), mmeem D(z; — A/2) = 2i u D(x, + AJ2) = 2i + 2 B ciy-
qae a; cormacuo (8), D(z; — A/2) = j u D(z, + A/2) = j — 2 B cayuae 6. VI3 Bepumn
(¢ — A/2) u (z, + A/2) nHa MHOXKecTBe Ay HABCTpeUy JAPYT JAPYLY UIAYT BOJHBI A-HHTEp-

BAJIOB, YBEJMYUBAIOMNX Ha 2 3HadeHus D(z). YaursiBasg 3Hadenus |As| u npumenss (1),
IIOJLY "M maxD(:U) = [(2(20+2)+2(d—p—2i—2)+A/2+1)/2] = d B cuyuae q;
TEA2

max D(xz) = [ (27 +2(d—p—7j)+A/2+1)/2] =d— B ciyudae 6.

TE€As
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4) Ilycre x € Vs, tne 1 < p < [d/2].

MmuozkectBo V3 cocrout u3 r;-mHTEpBaJIA, st KOTOporo ¢ = |d/2|, D(ir) = 2i, 3na4enne
D(ir+r) = 2[d/2]—1 dopmupyercst 06paToii BoHO 1l 7 13 Bepmmisl F. [TockoabKy
Jj =2(]d/2] —p) + 1 < d, nupu pacuére D(x) njisi Bepiiua x € r; y9uTbIBaeM j u j — 2.
Omnpenennm z; = ir + jA/2, x, = (i + 1)r — jA/2, |A1] = |As| = jA/2.

Hna Ay mmeem D(z) = 2i ma xounax ¢ A-unrepsaioB nu D(z) = j B UX cepe/iHax.
Taxkum obpazom, npumvensis (1) u (6) u yaursBas 3Hadenue |A;|, moxyanm max D(z) =

1

= [(2i+j+A/2)/2) =d.

Tak kak B ciydae p = 1 npu HeuérHbIX d 3HaueHme |Ay| = —1, To st Hero A He
pacemarpuBaercs. lpu p > 1 g Ay umeem D(x;) = D(x,.) = j. VI3 Bepumn z; u z,
HABCTPEIY YT BOJHBI A-MHTEPBAJIOB, yBEJIMYUBAIOINX Ha 2 3HadeHus D(z), KOTOpbIe
3aKaHauBatoTCd, korma D(x) pocruraer suadennit 2[d/2] — 1. U3 (1) caexyer gé&/LéD(x) =

= (2 +2(d—p—j)+A/2+1)/2] =d.
M Ay umeem D(z,) = j, D(ir+r) = 2[d/2] —1 u D(x) = j—2 j1j1s1 OCTAJIBHBIX KOHIIOB
A-unrepsanos. [Ipumensst (1), mosyanm max D(z)=max{2[d/2]—1, |(2(j—2)+A)/2]}=d.
TEA3

5) IIycre x € Vi, tie 1 < p < [d/2].

MuozxkecrBo V, cocrout u3 ri-unrepBasos, |d/2] < i < d — p, aua koropwix D(ir) =
= (2d+1—2i), D(ir +r) = (2d — 1 — 2i) — HeuéTHBIe 3HAUCHUS, OOPA3OBAHHBIE OOPATHOM
BOJIHOW JytnHbl 1 u3 Bepimusl F. IIpu pacaére D(x) jyis BepuiuH x € 7; yIUTBIBAEM j U
Jj — 2. Homoxus x; = ir + jA/2, z, = (i + 1)r — jA/2, nonyunm |A;| = |As] = jA/2.

Hnsa Ay umeem D(x) = j Ha konnax Bcex A-unrepsaion, D(ir) = 2d + 1 — 2i. Takum
obpaszom, B cuity (1) oy aum ?%%?D(x) =max{[(27+A)/2], [ (2d+1—-2i+j+A/2)/2]} =
= max {2d+1-2i} <d.

ld/2|<i<d—p

Hnsg Ay numeem D(x;) = D(z,) = j. I3 Bepuun x; u x, HaBCTPEIY HIYT BOJIHBI
A-uHTEpBAJIOB, yBeJmIuBaonmx Ha 2 3uadenust D(x). Bosubl 3akanauBatorcs, Korga D(x)
gocruraer 3nadenuii 2[d/2] — 1. YunreBas |As| n npumenss (1), moryanm iré%(D(x) =
=2 +2(d—p—j)+A/2+1)/2] =d.

Hna As umeem D(z,) = j, D(ir +r) = 2d — 1 — 2i. Ha xonmax ocraiabHbIx A-uHTEp-
BaJIoB, Bxojsmmx B Az, D(z) = j — 2. Takum o6pa3oMm, cpaBHEBasi ¢ MHOXKeCTBOM A; u
npumenss (1), nomyanm %%ED@) < iré%D(x) <d.

6) Ilyctb z € Vs, tie 1 < p < d— 1.

MmuoxectBo Vs cocrour u3 ri-unTepBasa, rjue ¢ = d — p. Ilpu pacuére D(x) mias Bep-
mue x € [F, R] takke yuurbiBaem j = 1. cnonssysa (5), onpezernsiem 3unaverust D(z)
B Bepmmaax F u R. Jlenum Bepumnbl 1; ciaemytomum obpasom: A; = [F,F + A/2],

Hns Ap m Az paziaudaem JiBa Ciydast:

a) D(F) = D(R) = 2p + 1. Cornacuo (1), moaygaem max D(x) = max D(z) =

€A TEA3
=[2p+1+1+A/2)/2| =2p+1<d;

6) D(F) = D(R) = 2(d — p). Cormacuo (1), nomyaaem %EED(ZE) = gé&;});D(x) =
—|2d—p) + 1+ A/2)/2] = d.

Cuyuait, korja © € Ag, cBOJUTCA K cay4daio H, korma x € Ao mw j=1. m
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U3 jpokazaresbeTBa TeopeMbl 1 ciieyeT HaJudue OOIIell CXeMbl CTPYKTYPbI PacCMOT-
PEHHBIX I'padoB, YTO, BEPOATHO, JACT BO3MOXKHOCTL paspabOTKM JIg HUX OOINEro BHUJA
dbyukiwm paccrosauii D(x), 3aBucsineii or d u napamerpa p.

2. CriocobbI TIOCTPOEHUsI CEPUM CEMENCTB MUPKYJISTHTHBIX CeTell CTENeH! IIeCTh

Mo2KHO BBIIEIUTH JIBa CIIOCO0A MOy UeHUsT CEPUN IMUPKYJIAHTHBIX CeTell CTeIlleH! IeCTh.

[Tepsoiit cnoco6. Ilycts mapamerp p moc/ieioBaTe/ ibHO TTpoOeraeT 3HAYEHUs Ha,
BceM Jmanasone (2) misa kaxkaoro mesoro d > 1. Torma mosydaem GeCKOHETHOE MHOXKE-
c¢TBO W KOJIBIEBBIX IUPKYJIAHTHBIX CeTeil CTeneHn MecTb u JuaMeTpoB d = 2,3, .. .

U = U U C(N;17827S3>7

p=12,..,d—1d>1

rie N, sq u s3 onpenessiiorest popmystami (3). Umeer Mecto creyroree cBORCTBO HOPSIIKOB
rpadoB Oy IeHHOI Cepuu CeMeiCTB.

Jlemma 2. Yucso Bepuua N rpacdos Buga (3) npu Bcex d > lup=1,2,...,d —1
€CTb IIPOU3BEJCHIE JIBYX B3AUMHO IIPOCTHIX HEUETHBIX THCEL.

Hoxazameavecmeo. Pacemorpum nupkysisiarabiii rpad C'(N; 1, s, $3) Buja (3). 31ech
N =gqr,rne q=2d—2p+1, r = 4pd — 4p* + 2p + 1. Orciona ciemyer r = 2pq + 1, To ecThb
¢ M T — B3aUMHO TIPOCTHIe Yncyaa npu Bcex d > lup=1,2,...,.d—1. m

B Tabs1. 3 nan npumep mpecTaB/ieHds 3HadeHUi mopssakoB N rpadoB B Buje Ipon3Be-
JICHHH JIBYX B3AMMHO IPOCTBIX YucesI Jjisd quamMeTpoB 2 <d < 8u 1l <p<d— 1.

Tadbnauma 3
IIpencraBnenne nmopsiyikoB N rpadoB MmHO>kecTBa U
B BUJIe IPOU3BEJIEHUS ABYX B3aMMHO MPOCTBHIX YHCEJ

p
1 2 3 4 5 6 7

N=3x7
N=5x11 3x13
N=7x15 | 5x21 3x19
N=9x19 7 x 29 5 x 31 3 X 25
N=11x23| 9x37 | 7x43 | 5x41 | 3x31
N=13x27 | 11x45 | 9x55 | 7Tx57 | 5x51 | 3x37
N=15x31 | 13x53 | 11 x67 | 9x73 | 7x71 | 5x61 | 3x43

O | | U x| W DN X

C nomornpio cucrembl Wolfram Mathematica 10 6611 ostyuen dpparMeHT 0JIHOTO U3 BO3-
MOKHBIX TIOCTPOEHUI CeMeiCcTB IMUPKYJISHTHBIX ceTeil u3 mHoxkectBa V. /Imamerp rpados
u3MeHsicd oT d = 2 10 25, a napamerp p—oT p = 1 10 p = d — 1. B tabu. 4 npusejiennt
OIMCAHUsT HAMIEHHBIX TPEXMEPHBIX IUPKYISHTHBIX rpados Buga C(N; 1, so, s3): quaMeTphl
rpacdos 3 < d < 10, coorBeTcTByIomue uM 3Hadennd 1 < p < d — 1, nopsjiku rpados N u
obpazyiorue so u s3. Ha puc. 1 nokazan rpaduk 3asucumoctu N oT p u d Jijis IOy I€HHOTO
dparmMenTa MUPKYJATHTHBIX T'padoB U3 MHOXKeCTBA .

Permmm terteps 3aj1ady ontuMusanum sl MHPKYJISHTHBIX TpadoB n3 MHOXKecTBa V: Ha
mHO)KecTBe rpados ¥ samannoro guamerpa d > 1 naiitn dyskmmo p = p(d), Koropas
sayaér MakcuMyM dyukiun N = N(p) npu Beex d > 1.
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Tabnuma 4
ITapamerps! onucauus rpados mMHoxkectBa ¥ npu 3 < d < 10

dlp| N |sy|s3||d|p|N|sy|ss||d|p| N | ss| s3 d|p| N | s2| s3
3|11 |55]20(24 1 6| 3|301({123|135]|| 8 | 3 | 737 |329(341|| 9 | 7 | 355 |128]|156
3121399 |17 6|41(205] 74|90 | 8|4 |657 [284[300(| 9 | 8 | 147 | 33 | 65
4 |1 |105|43 |47 6 | 5|93 |21 |41 8 | 5 |497 |203(223|| 10 | 1 | 741 |349|353
412110538 |46 || 7|1 (351(160|164| 8 | 6 | 305 (110|134 10 | 2 [1173|548|556
4 13|57 |13 [25 | 7| 21(495(221|229|| 8 | 7 [ 129 |29 |57 || 10 | 3 |1365|631|643
5 | 1 (171 74 | 78 || 7 | 3 [495(2141226|] 9 | 1 | 595 |278|282( 10 | 4 |1365|622|638
512120383 (91 || 7|4 1(399|163|179| 9 | 2 | 915 [423|431|| 10 | 5 |1221|545|565
5| 3 |165] 566 | 68| 7| 5 [255(92 |112|] 9 | 3 [1027|468|480( 10 | 6 | 981 | 424|448
5|4 |75 17 33| 7|6 [111|25[49| 9| 4 | 979 (437|453 10 | 7 | 693 | 283|311
6 | 1(253|113|117|| 8 | 1 [465[215|219|] 9 | 5 | 819 354|374 10 | 8 | 405 | 146|178
6 | 21(333]144|152|| 8 | 2 |689|314|322|| 9 | 6 | 595 [243|267|| 10 | 9 | 165 | 37 | 73
a
15
10
5 4 ‘
20000 f;[‘-*————___,_
150002-?
N
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T‘II- /7
5000 o e
D"'\-_’___ 5 »:__": }; 5
e I',
15 R~ R f
10 cass LN
p 5 T
Puc. 1. I'paduk 3aBucumoctn opsigka N mupkyasaroB u3 ¥ qma d=2,...,25up=1,...,d—1

Teopema 2. g sroboro nesmoro d > 1 makcumym N = N(p), onpegeisemoro ¢dhop-
Mysnamu (3), Z0CTUraeTCs MpH

|d/3], ecm d=0 (mod3)mwm d=1 (mod 3),

p(d) =p" = [d/3], ectmu d=2 (mod3)mm d=1 (mod 3). ©)

Aoxazameavcmeo. Pacemorpum mupkynsaTHB Tpad C(N; 1, s9,83) Buma (3).
Oyukims N — KyOndecKuil oJIMHOM OTHOCUTEILHO P Jijist Jitoboro 3ajanHoro d. Hajto naii-
TH TaKyo Iea0uncyieHnyo GyHkmmio p(d), npu Koropoil 3HaueHne N PaBHO MAKCHUMYMY
g oboro d > 1. JIjst 3Toro BerAuCIUM pou3BoiHyI0 N 10 p U NIpUpaBHAEM €€ HYJIIO:

dN
o= 24p* — 16(2d + 1)p + 8d(d + 1) = 0. Iosyuennoe KBajipaTHOE ypaBHEHUE OTHOCH-
p

TeJbHO p uMeeT Kodddunuentsl a = 24, b = —(32d + 16), ¢ = 8d* + 8d. /TuckpuMuHaHT
§ = b* —4ac = 16%*(d*> +d+1) > 0. Creosarenbno, N UMeeT OJUH JOKAJIbHBIH MaKCUMYyM,
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koryia p; = (2d + 1 — /d? +d + 1)/3 (Bropoe pemenue py = (2d+ 1+ vVd>+d+1)/3 > d
e noxxonut). Tak kak d < vVd?> 4+ d+ 1 < d+ 1 u coorsercrenno d/3 < p; < (d+1)/3,
B3sB GUIizKaiiee 1esioe, Moy auM s joboro d > 1 suadenus p(d), pasubie (9). [logcras-
75 Haiijennble 3Hadenus p B (3), momyqanm (10) (cMm. jasee), a TakKe COOTBETCTBYIOINIHE
3HAUEHUs 00PA3YIONIUX MaKCUMAIBHOrO rpada. N

Bropoit cmoco6. Eciu B KauecTse p B3ATH JIIOOYIO 1ETOUUCTICHHY IO (PYHKIIUIO OT d,
yaoBsieTBopstforityo yeaosuio 1 < p(d) < d, ToO MOKHO CHHTE3UPOBATH HOBbIE GECKOHETHBIE
ceMeiicTBa MUPKYIAHTHBIX ceTeil. Huke mpejcraBiieHbl JiBa IpuMepa MOJTYIEeHHBIX TaKIM
CIIOCOOOM CEeMENCTB IMUPKYITHTHBIX CeTel CTEIeHH MeCTh, TpuHaIexkammx W,

ITpumep 1. Ilycrs p(d) = [d/2], rme d > 1. Torna

C(d3 +2d? +2d + 1;1,(d® + d* — d) /2, (d® + d* + 3d) /2) upu uéTHBIX d,

C(N;1,s2,83) =
( 52, 53) {C(d3+d2+d;1,(d3—3)/2—d7 (d® —3)/2 +d + 2) upu HeyéTHBIX d.

Hogoe cemeiictBo u3 npumepa 1 mo cooromenuto N/d Jydine cemeiicTB, HaileHHBIX
B [9, 10, 14, 15].

ITpumep 2. Ilycrs p(d) = p*, tae p* onpenensiercs coornorierunem (9). Torma ce-
meitctBo tupKyagHTHBIX rpados C(N; 1, sy, s3) auamerpa d > 1 ¢ makcumaabubiM N u
0Opa3yIoIMMHK, ITPEJICTABJIEHHBIMIA B BUJI€ TIOJTMHOMOB TPeTheil CTeleHn OT d, OIMChIBAETCH
CJIEIYIOIIUM 0OPa30M:

2, 1
;)—7d3+§6d2+2d+1, ecm d =0 (mod 3),
N(d) = 4 32|d/3)° + 48|d/3)% + 22|d/3] +3, ecmd=1 (mod 3) (10)

32|d/3)® +80|d/3)2 + 70|d/3] + 21, ecmd=2 (mod 3);,

(1 4 4
2—$d3 - §d2, 59 + gd) , ecrm d =0 (mod 3),
Edz)’—i—l—lalz—gd—f—1—7 2+é _4 NI
)\t Tt T3 T o 373
(s2(d).s3(d)) =3 216 4 4 46 48
ﬁd3+§d2_§d_2_7’ 52+§d+§ : ecmd=1 (mod 3),
16 4 2 29 4 4
§d3+§d2—§d—2—7, 32+§d+§ , ecim d =2 (mod 3).
\

CewmeiicTBo 3 npuMepa 2 1o cootHommenno N/d IpeBocXouT ceMeicTBa, MOy YeHHbIe
B [9—11, 14,15]. Jna Bcex aumamerpoB d = 0 (mod 3) u d = 2 (mod 3) MakcuMaJIbHBII
nopsiiok N (d), pasubiit (10), coBmamaer ¢ makcumymom N, HaiigenubiM B [16], a 1pm
d 1 (mod 3) okasbiBaercst Menbie Ha Besmuanuy 4(2[d/3| + 1). Ormernm, 4ro 1pn
d 1 (mod 3) cymecrByor jgBa HabOpa OOpasyIONMX TpeTbeil crereHu OT d, KOTOpbIe
sagator MakcuMyM N (d), pasabrii (10).

3akJiroueHue

[Tonyuena cepusi rmapamMeTpuIecKu OIMUCHIBAEMBIX OECKOHEUHBIX CEMEUCTB KOJIbIEBBIX
TUPKYJIAHTHBIX ceTell crelleHu IIeCTb, BKJIIOYaronlasd Fpad)bl MaKCUMaJIbHOI'O IIOPAIKa JIJILA
3aJIAHHOTO JIMaMeTpa. JTO SBJISIETCS HOBBIM PE3YJIBTATOM B TEOPUU IUPKYJISTHTHBIX CeTel,
JTAIOIIIM BO3MOXKHOCTH CHHTE3a paHee HEM3BECTHBIX CeMefCTB ¢ MEHSTIOIIIMCS JTHaMeTPOM,
a TakxKe 1pu (puUKcUpoBaHHOM jguamerpe d > 1 nocrpoenus cepun u3 d — 1 rpados. Pa-
Hee OBLIM M3BECTHBI TOJBKO OT/E/JbHBIE OECKOHEUHbIE ceMeiicTBa NUPKY/IsaHToB. JIpyras
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0COOEHHOCTH TOJIYYEHHOI'O pe3yJibTaTa — HaJaudue OOIeil CXeMbl CTPYKTYpPbI rpadoB mo-
JIYHaIOIUXCs CEMENCTB — JIaéT BO3MOXKHOCTH PA3pabOTKU JIJIsT HUX OOIUX aHAJIATUIECKUX
METOJIOB TIOUCKa, KPaTJailllinx IyTeil, 9To MOJTBEPXKIEHO Ha mpuMepe cemeiicta u3 [17],
SIBJIATOIIETOCS JACTHBIM CJIydaeM MapaMeTPUYecKH ONUCHIBAEMBIX OECKOHEYHBIX CEMEeNCTB.
[Tomy4yenne HOBBIX cepHil ceMeiCTB ceTeil, TOCTPOEHHBIX Ha JIPYTUX THIAX OIIPEIEsISIONNX
COOTHOIIEHUN MEXK/Iy TOPSIKOM U obpasyoomumu rpada, u 3D eKTUBHBIX aHATUTUIECKIX
AJITOPUTMOB TIAPHOU MapPIIPYTU3AINN JJId HUX SIBJISETCS OJJHUM U3 HaIlpaBJIEHUI Oy TyTieit
paboThl U IPEJICTAB/ISAET UHTEPEC C MPAKTUIECKON TOYKHU 3PEHUs, TaK KaK IUPKYJIAHTHBIE
rpadbl CTEleHn MIeCTh U3BECTHHI KaK OJHA U3 MEePCIEeKTUBHBIX TOMOJIOTHIl JUIsd ceTeil Ha
KpHUCTAJLIIE.

Astop Boipazkaer Osarogapaoctsh O. . MoHaxoBy 3a sKcliepuMeHTaIbHbIE PE3YJILTaThl,
IpoBeICHHBIE ¢ TToMoIbio cucreMbl Wolfram Mathematica 10.
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NPUKNAOHAA OANCKPETHAA MATEMATUKA

2020 MaTemaTuyeckne ocHOBbI MHCOPMATUKM 1 MPOrPaMMUPOBAHUS
MATEMATNYECKHWUE OCHOBBI
NMHOOPMATUNKUN N ITPOIT'PAMMMPOBAHUA
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O TEHEPUYECKO! CJIOX)KHOCTU
SK3UCTEHIINAJIbHBIX TEOPUIT!

A.H. Pribanos

HUnemumym mamemamuru um. C. JI. Cobosesa CO PAH, 2. Omck, Poccus

Muorue 3a1a91 0 KOHEIHBIX rpadax U KOHEIHBIX OJIAX MOTYT ObITh ChOPMYTUPOBAHBI
Ha S3bIKE YHUBEPCAJIbHOI aaredpanteckoii FeOMETPUN, B paMKaX KOTOPOi 3TH 00 bEKTHI
paccMaTHBAIOTCS KaK ajredpandecKue CHCTEMbBI B 3aJJaHHOM si3bIKe. AJirebpamdecKast
reoMeTpus HaJ ITUMU O0bEKTAMU TECHBLIM 00Pa30M CBA3aHa CO CBOWCTBAMU IK3UCTEH-
nuabHbIX Teopuit. C MpaKTUIeCKON TOUYKY 3PEHUs BayKHEHIIIUMU SIBJISIIOTCSI BOIPOCHI
Pa3PEIIMMOCTH ¥ BBITUCIUTEIHLHON CJIOXKHOCTU 3TUX Teopuii. B mamnoit pabore nsy4a-
€TCsT BBITUCIUTE/IbHAS CJIOKHOCTD K3UCTEHIINAIbHBIX TEOPUil aaredpandecKux CUCTEM
KOHEYHOT'O IPEeIUKATHOTO A3bIKa C paBeHCTBOM. M3BecTHO, UTO 17151 JTI0OOI asirebpa-
UYIeCKOM cucTeMbl ¢ O0jiee UeM OHOIJIEMEHTHBIM OCHOBHBIM MHOYKECTBOM 3Ta TEOPUS
seysiercst NP-rpynnoit (NP-mosHoit, eciim ocHOBHOE MHOXKeCTBO KOHedHO). [losromy
BOBHUKAET BOIIPOC O MEHEPUYIECKOHN CJIO2KHOCTHU SK3UCTEHINAJIbLHON Teopuu ajredpan-
9eCKO#l CHCTeMbI KOHEYHOTO IPEINKATHOIO s3bika. JIoKa3bIBaeTCsl, YTO MPH YCIOBUSIX
P # NP u P = BPP mjist pacriosHaBaHust 3T0i TEOPUU HE CYIIECTBYET OJUHOMHUAJb-
HOT'O CHJIbHO N€HEPUIECKOTO AJITOPUTMA.

KiroueBnie ciioBa: 2EHEPUMECKAA CAOHCHOCTND, KOHEYHAA CI,JL265pCLU%€C7€a.}Z cucmema,
IK3UCMEHUUABADHAA TNEOPUA.
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ON GENERIC COMPLEXITY OF THE EXISTENTIAL THEORIES

A.N. Rybalov
Sobolev Institute of Mathematics, Omsk, Russia

E-mail: alexander.rybalov@gmail.com

Many problems about finite graphs and finite fields can be formulated in the universal
algebraic geometry, where these objects are considered as algebraic structures in the
given language. Algebraic geometry over such objects is closely related to properties of
existential theories. From a practical point of view, the most important are questions
about decidability and computational complexity of these theories. In this paper
we study the computational complexity of existential theories of algebraic structures
of finite predicate language. It is known that the existential theory of any algebraic
structure with more than one element is NP-hard. We prove that under the conditions
P # NP and P = BPP, for this theories there is no polynomial strongly generic
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algorithm. To prove this theorem we use the method of generic amplification, which
allows to construct generically undecidable problems from the problems undecidable
in the classical sense. The main ingredient of this method is a technique of cloning,
which unites inputs of the problem together in the large enough sets of equivalent
inputs. Equivalence is understood in the sense that the problem is solved similarly for
them.

Keywords: generic complexity, finite algebraic structure, existential theory.

BBegenne

B XX Beke, B ¢BsA31 ¢ OYPHBIM pa3BUTHEM KOMIILIOTEPHON TEXHUKHU W ITPUKJIATHOW Ma-
TEeMATUKU, HA MEPBBI IJIaH BBINLIA UCCIEI0BAHUS PA3/IMIHBIX KOHETHBIX KOMOMHATOPHBIX
u ajrebpandeckux o0bekToB. Harpumep, KonedHble rpadbl HAXOAAT MHOTOUUCIEHHDBIE TTPU-
JIOZKEHUS TIPU PEIIEHNN MPAKTUIECKUX 3aJad, CBA3AHHBIX C CETAMU, MapIIPyTaMu, KJIac-
cudukanueir 00beKTOB U T. 1. J[pyroit npumep — 3T0 KOHEYHbIE T0JId, 6e3 KOTOPBIX HEMbIC-
JINMBI COBpPEMEHHas KPUNTOrpadus U TeOpHusd MOMEXOYCTOWINBOM 1epeaadn nHPOPMAIUN.
Knaccuaecknmu 11o1xo/ilaMu K U3y YeHUI0 KOHEIHBIX 00bEKTOB SABJIAIOTCS aJiredpandecKuii u
KoMOMHATOPHBIN. HOBBIN 1TOIX0/ — JJOTUYECKHil U TeOPETUKO-MOJIEIbHBII — POJIIICA BHYT-
pH Tak Ha3bIBACMON yHUBEpCAJIbHOI asrebpamdeckoii reomerpu [1]. B pamkax sroro mos-
XOJIa M3ydaeMble 00BEKTHI PACCMATPUBAIOTCH KaK aJiredOparmdecKue CHUCTEMbI B 3aJIaHHOM
si3bike (curHarype). MHOrme mpakTHYecKH BasKHbIE 3aJ1a9i O KOHEIHBIX OO0BEKTaX MOXKHO
dopMyIupoBaTh KaK 3a/1a9H, CBA3aHHbIE C PEIIEHNeM CUCTEM yPaBHEHUI HaJl COOTBETCTBY-
IOIUMU AJIre0OpanIecCKUMI CUCTEMAaMU, 9TO IIPUBOIUT K HEOOXOIMMOCTH PA3BUTHS aJredpa-
UYIeCcKo reoMeTpun. Ajiredbpandeckasi FeOMeTpHUs TECHBIM 00pAa30M CBsI3aHa CO CBOMCTBAMU
9K3UCTEHITNAJIBHBIX Teopuit. C MPaKTUIeCKON TOUKU 3PEHUs BaXKHEUIUMU SBJISIIOTCS BO-
IIPOCHI PA3PENUMOCTH U BBIYUCIUTETHLHON CJI0KHOCTUA STUX TEOPUIA.

lenepudeckuii moIX0/ K AJIrOPUTMUIECKIM IIpobJeMaM rpeioxker B [2]. B pamkax sro-
r'o IMo/IX0/Ia aJITOPUTMUYIecKas IpobJieMa pacCMaTpuBaeTCs He Ha BCEM MHOXKECTBE BXOJIOB,
a Ha HEKOTOPOM IIOJIMHOYKECTBE «IIOUTH BCEX» BXOJIOB. Takme BXOIbI 0OPa3yioT TaK Ha3bl-
BaeMoOe reHepudeckoe MHOKecTBO. [longarue «modTu Bee» popMan3yercs BBEJIEHUEM eCTe-
CTBEHHON Mepbl Ha MHOYKECTBE BXOJHBIX JAaHHBIX. C TOYKHU 3pEHUsT TPAKTUKHU aJITOPUTMBI,
pemarorue ObICTPO MTPoOIeMy Ha FMeHEePUIECKOM MHOXKECTBE, TaK K€ XOPOIIH, KaK U ObICT-
pble aJrOpUTMBI JIJIs BCeX BXOJI0B. KitaccmyecKuM MpUMEpoOM TAaKOTO aJTOPUTMa ABJISAETCs
CUMILIIEKC-METO/T — OH 3a IOJIMHOMHAJBHOE BpeMs pelraeT 3aJady JIMHEHHOrO IporpaMMu-
poBaHus i OOJIBIMUHCTBA BXOJIHBIX JIAHHBIX, HO UMeET SKCIIOHEHIIMAJIbHYIO CJIOXKHOCTH
B XyJIIieM cjiydae. Bojiee Toro, MoxkeT Tak okKasaTbCd, UTO MpobJieMa TPYIHOpa3peImMa
WJIK BOOOIIE HEPA3pennMa B KJIACCHIECKOM CMBIC/IE, HO JIETKOpa3pelnMa Ha TeHepUIeCKOM
MHOYKECTBE.

B nannoit pabore nsydaercs reHepudecKas CJI0KHOCTH IK3UCTEHIINATIbHBIX TEOPHil aJi-
rebpamvIecKux CUCTEM KOHETHOI'O MPEIUKATHOrO sA3bIKa ¢ paBeHCTBOM. [l jr060it ayred-
pamveckoil cucTeMbl ¢ 00jiee YeM OJHOJIEMEHTHBIM OCHOBHBIM MHOXKECTBOM K 3TOW TeO-
pHH MOXKeT ObITh TTOJMHOMHUAJBHO CBeJleHa TIPo6JeMa BBITOJTHUMOCTH OyseBbix dhopmyir [3].
Takum obpazom, mpobsieMa pacro3HaBaHus J000i Takoit Teopun spigercd NP-rpyanoit
(NP-110J1HOi, ec/i OCHOBHOE MHOXKECTBO KOHEUHO) 1, ipu ycjaosuu P 2% NP, He cymectsyer
[IOJIMTHOMUAJILHOTO AJITOPUTMa, PACIIO3HAIONIETO €€ JIJIsi BCeX BXO/0B. B pabore 10Ka3bI-
Baercs, uro npu ycioBusx P # NP u P = BPP ana pacnosnaBanus stoit Teopuu He
CYIIECTBYET MOJMHOMHUAJIBHOTO CUJILHO MeHepudecKkoro ajropurma. Kiracc BPP cocrout us
pobJIeM, pa3pernMbIX 38 MOJMHOMHUAJIHLHOE BpeMs Ha BEPOSITHOCTHBIX MallnHax TbiopuH-
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ra. B [4] mokazano, aro paBencrso P = BPP ciemyer u3 BecbMma mpaBionoio6HbIX THIIOTES
O BBIYUCJIUTETLHON CJIOKHOCTH HEKOTOPBIX TPYJIHBIX TTPOOJIEM.

1. IIpeaBapuresibHbIE CBeAEHUS

HaroMHMM HEKOTODBIE OIIPEJIe/IEHNs U3 MaTeMATHIECKOl JIOTUKU 1 Teopun Mogesteit [1].
Cuenamyporti Ha3bIBAE€TCsSI MHOXKECTBO 0, COCTOMAIIEE U3 MPEINKATHLIX, (PYHKINOHAIBHBIX 1
KOHCTAHTHBIX CHUMBOJIOB. Asezebpauveckan cucmema CurHaTypbl o ecth Habop A = (A, o),
e A — HEIIyCTO€ OCHOBHOC MHOXKECTBO, HpI/ILIéM KazKJIOMYy IIPpEIUKATHOMY CHUMBOJIY CUTI'Ha-
TYPBI 0 COITOCTABJIEH HEKOTOPHIi MTpeINKAT Ha MHOXKeCTBE A, KaxKI0My (YHKIIMOHATBHOMY
CUMBOJIy U3 0 — QYHKIINsS Ha MHOXKeCcTBe A €O 3HaYeHHAMH B MHOXKecTBe A, a KaxKjioMmy
KOHCTAHTHOMY CHUMBOJIYy U3 0 — 3JIeMeHT u3 A.

DopwmyJia JIOTUKU TIEPBOTO TOPsIJIKA CUTHATYPBI 0, B KOTOPOI KarKJas epeMeHHas CBs-
3aHa HEKOTOPBIM KBAHTOPOM, HA3BIBAETCA npedaosceruem. 1oT dakt, 9To npeaioxenne P
CUTHATYDBI 0 UCTUHHO B ajireGpamndeckoii cucreme 2 = (A, o), obosnadaercs kak A = .
[Ipennoxkenne ¢ curHATYpPBI 0 HA3BIBACTCH IK3UCTNEHUUAALHLM (TN I-TTPEITIOKEHUEM ),
€CJIM OHO UMEET BHU/I

O =3z, ... Jx,o(xy, ..., 20),

rie ¢ — b6eckBaHTOPHAsT (POPMYJIa CUTHATYPBI 0. IAEMEHMAPHOT Meopuets aIredpanIecKoit
cucrembl 2 HazbiBaeTcst MHOZKeCTBO T'h(2l) Beex mpeioXKeHuii CATHATY DB 0, HCTHHHBIX B 2.
MHuozkecTBO Beex F-nipejiioxkenuii reopun Th(2l) HazbiBaeTcsi 9K3UCMEHUUAALHOT TeOpUeit
Th3(2) anrebpantieckoit cucreMpr 2.

Bynem ucnionbzoars uncia Karamana C),, KOTOpbIe ONPEIE/IAIOTC CJISIYIONIUM 00pa-

30M: . )
C, = ( ")
n+1\n

) — COOTBETCTBYIOIINI OMHOMUAJIBHBIN Kodddunnent. B raabHeiinem moHa 10~

2
3ecn ( "

n
ouTcd ciemyroliee yrBepxKIeHne o dnciax Karamana.

Jlemma 1. g n > m umeer MecTo

Jloxaszameavcmeo. OteHuMm oTHOIIeHHE dunces Kartaana:

(Q(n - m)) (2(n —m))!
Chom  n+1 n-m )  n+1l (n—m)(n—m)
C, n—-m+1 <2n> Cn—m+1 @ >
n nin!
. (2(n —m))nln! _ n! 2(n—m)...(n—m+1) _
(n—m)!(n —m)!(2n)!  (n—m)! 2n...(n+1)
:n(n—1)...(n—m+1)2(n—m)...(n—m+1):
2n...(n+1)
_(n...(n—m+1))? (n—1)...(n—m) \2 11
.. 2h—m)+1) <2(n—1)...(2n—2m)> 7 9m T gm

JlemMma 1 mokazana.
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2. I'enepuyeckue aJropuTMbl

[Iycts I — mHEekoTOpOE MHOXKECTBO BXO0B. [l moamuoxkectsa S C [ ompejienuM 1o-

CJIEJIOBATE/ILHOCTD

SN 1]

pn(S) = —77—
| 1]

rje I, — MHOXKECTBO BXOJIOB pasMepa n. 3aMeTHM, 9TO p,(S) —9T0 BEpOATHOCTH MONACTD
B S IIpu cily9aifHoOl U paBHOBEPOATHOMN TeHepannu BXoJ0B u3 I,. Acumnmomuueckot naom-
HoCMb10 S HA30BEM IIpees

,n=1,23,...,

p(S) = Tim p,(S).

n—o0

MHuoxkecTBO S HasbiBaercs 2enepuueckum, ecim p(S) = 1, u npenebpesrcumvim, ecian
p(S) = 0. Cneays [2], HA30BEM MHOMKECTBO S CUADHO NPEHEOPEHCUMDBLM, €CTTA TIOCTETOBA~
TEJILHOCTH py,(S) 9KCHOHEHIMATIBHO ObICTPO cxoauTcs K 0, T. €. CYIIECTBYIOT KOHCTAHTHL O,
0<o<1,uC >0, takue, 910 /I JIIOOOTO N

pn(S) < Co™.

Ternepb S HA3BIBACTCH CUALHO 2EHEPUUECKUM, €U ero JotosHerne I\ S cuibHO npeHebpe-
KUMO.

Asroput™m A ¢ MHO)KecTBOM BX0s10B [ 1 MuoxkectBoM BbixoqoB J U {7} (7 ¢ J) Ha3bl-
BaeTCs (CUADHO) 2EHEPUMECKUM, €CITI

1) A ocranaBimBaercst Ha BCeX BXojax u3 [;
2) muoxkectBo {x € I : A(x) # 7} aBagerca (CUIBHO) F€HEPUIECKIM.

lenepuueckuii asropurm A Boraucisier dyuakiuo f: [ — J, ecn (A(z) =y € J) =
= (f(z) = y) mna Beex © € I. Curyanus A(z) = 7 o3nadaer, 410 A He MOXKET BBIIUC/IATH
dyukmuo f Ha aprymente x. Ho yciioBue 2 rapantupyer, 9to A KOPPEKTHO BBIYHC/IIET f
Ha TIOYTH BCEX BXOJAX (BXOJaX U3 MeHEPUIECKOrO MHOKECTBA).

3. IlpencraBiieHne 3K3UCTEHITNAJIBHBIX ITPEJJIOXKEHU

PaccmoTrpuM ecrecTBeHHOE TIPEJICTaB/ICHUE SK3UCTEHIINAIBHBIX MTPEJIOKEHUN ¢ TTOMO-
IO JBOMTHBIX JIEPEBBEB. DTO MPEJICTABIEHNE, ¢ OJTHON CTOPOHBI, HACTOJIBKO K€ KOMITAKT-
HO, KaK W CTaHJIAPTHOE TPEJICTABJIEHNe CTPOKAMU CUMBOJIOB (C TOYHOCTBHIO JIO JINHEHHOIO
muO)KUTENs). C IPYroit CTOPOHBI, OHO YJ0OHO JJIsi PA3IMIHOrO pojia mojacaéros. Kpome to-
ro, JIOCTATOYHO IIPOCTO HAIUCATh KOMIBIOTEPHYIO NPOTPaMMy JJId CJIydaliHO reHepaluu
[IpeJIJI0XKEeHN, 3aJaHHBIX C IIOMOIIBIO 3TOI'0 IIPe/ICTaBIEHUSI.

SadurcupyeM KOHETHYIO MPEJINKATHYIO CUTHATYPY

o= {Pl(al), . .,Pk(a'“),cl, oGy

rae P, — npeankars! (BKO4Yas JBYMECTHBII IPEIUKAT PABEHCTBA); ¢; — KOHCTAHTHL. 11os1o-
JKUM
A= 'maxk{ai}.

=1,..,

[IycTs sK3uCTEHITMAIBHOE TIPeIoKeHne @ curHaTypbl 0 UMeeT BU/I
b =dxy...du0,

re ¢ — beckBaHTOpHAas pOpMyJIa, IMOJTyIeHHAS C [IOMOIHIO KOH'BIOHKIINN 1 U3 bIOHKITUN 13
aToMapHbIx dopmya Buja Pi(xy, . .., z,,) wm ux orpunanuii. CtpykTypy HopMyIIst ¢ ecre-
CTBEHHO IIPEeJICTAB/IATh B BHJle OMHAPHOTIO JiepeBa T}, TaKOro, YTO BHyTPEHHHIE BepIIHHBI 1
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HOMEUCHBI CHMBOJIaMU V U A, a JIUCTbA Ty — IPOCTBHIME aTOMaPHBIME (POPMYJIaMU UM UX
orpunanusyu. Ecin T}, mMeer n amucTheB, TO He 60siee An mepeMeHHBIX MOT'YT BCTPETHTHCS
B T¢7 HOSTOMy B ﬂaﬂbHeﬁIHelW 6yﬂeM HOﬂaFaTb, 9TO BCeE HepeMeHHbIe T¢ JiezKaT B MHOXKECTBE
{z1,..., 245} llox pasmepom npemiozkenus P GymeM MOHUMATH IHCIIO JIUCTHEB B Jiepese T,
JIst ympoIeHust moAcIéToB CINTaeTCs, ITO Ipejiokerne $ pasmepa n 3aBUCHT OT BCeX
[IEPEMEHHBIX X1, ..., LA, U BCE 9TU IePEeMEeHHbIE CBI3aHbl KBAHTOPAMHU.

O6o3HaunM vepe3s F MHOXKECTBO dK3UCTEHIMATBHBIX IIPEJJIOXKEHUN, TPECTABICHHBIX
OIIMCAHHLIM CIIOCODOM.

JIlemma 2. Yucso 3K3uCTEHIINAIBHBIX IIPEIOXKEHUI pa3Mepa 1 eCThb
k n
| = 2n—1cn_1(2 Z(An+l)“i> . (1)
i=1

Jloxazameavcmeo. Jloboe npeioxkenne uz F pasMepa 1 COCTOUT U3 KBAaHTOPHOM
IPUCTABKU U OMHAPHOIO AepeBa C N JUCTbIMHU W 1 — 1 BHYTPEHHUMHU BeprumHamu. 13-
BecTHO (cM., Hanpumep, [5]), aro cymecrByer C,_; HepasMeUeHHbIX OUHADHBIX JI€PEBLEB
¢ n aucTbamu. Kaxkast BHyTpeHHsIsI BEPIINHA, TAKOrO JIepeBa MOXKET ObITh IOMEYeHa, CUM-
BOJTaMH \ WJIH A, TIO9TOMY €CThb Bcero 2! Takmx pasMeTok. KaskIblii 13 n JICTheB MOKeT
ObITH IIOMEYeH OJHUM M3 @;-MECTHBIX NpeaukaTos P, ¢ = 1,...,k, qmbo ero oTpuiaHu-
€M, B KOTOPble MOXKHO IHOJICTAB/IATH Ha KayKJI0€ U3 (; MeCT JHOO OJHY U3 IIePEMEHHbIX j,
j=1,..., An, mbo xoucranry ¢;, j = 1,...,l. Takum o6paszom, morydaem dopmysy (1). m

st J11000T0 9K3UCTEHITUAIBLHOTO peyioxkenus ® = Jdry ... dr¢p paccMoTpuM MHOMKE-
CTBO IIPEJTOKEHU

eq(CD) = {Hfl . HlEgn(qb V ((951 7£ xl) A ¢))} )

e n > t; 1) — Ipou3BOJIbHAsE OEeCKBAHTOPHAs (POPMYyJIa OT IMEPEMEHHBIX T, ..., T,. JIerko
BUJIETh, 9TO Bee mpejyiokennst u3 eq(P) sxpuBaseHTHb ¢ B TOM CMBIC/IE, YTO OHM UCTUHHBI
W JIOYKHBI OJTHOBPEMEHHO ¢ .

JIlemma 3. /[l 1100010 5K3MCTEHIIMAIBHOTO IIpejioyKeHnss © mmeer MecTo
leq(P) N Fl 1
[l (16k(An + 1)4)™ "

JUIst JII060TO M > m + 2, Tyie m — pa3Mep npejioxkennd P.

oxaszameavcmeo. Pacemorpum Jiioboe mpejioxkenne n3 MHOkecTBa eq(P) pazmepa
n > m + 2. 3aMeTuM, YTO YHUCJIO BEPIIMH B jgepese Ty U3 3TOTO HPEIJIOKCHUSA PaBHO
n—m — 2. Teniepb aHAJOTUIHO TOMY, KaK 9TO JI€JIAOCh B JOKA3aTEIbCTBE JIEMMBbI 2, MOXKHO
II0JCYNUTaTh 3HAYCHNE
k n—m-—2
leq(®) N Fy| = 2 3C,_ s (2 S (An + l)“i) .

=1

B pesymnbrare nmosyaum

(An + l)‘“)n_m_2

M=

2n—m—3cnim7 2
leq(®) N Fa| 3(

[Pl

=1

-
Il

M=

=101, (2 (An + l)az')n

@
Il
—
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1 Cnfmf?)
C’n—l

gm+2 (2 S (An + l)ai>m+2
=1

1 1 1
k m m+2 > m+2"°
2m+2<2 Z(Anﬂ)ai) +2 4 (16k(An + 1)4)

i=1

>

Bﬂer HICIIOJIL30BaHa JieMMa, 1 JJId ONEHKM OTHOIICHMA YMCeJI Karasana. m

4. OcHOBHOIiI pe3yJbTaT

Teopema 1. Ilycrs 2 — anredbpandeckas cucTeMa KOHEYHON MPEIMKATHON CUTHATY P
¢ 6oJIee YeM OJIHUM JIEMEHTOM B OCHOBHOM MHOXKeCTBe. Ec/ti cymecTByeT CUIbHO TeHepude-
CKUil OJTMHOMUAJIBHBII aJiropuT™, pactosnatommuii Ths(2L), To cymecTByer BeposiTHOCTHBII
HMOJTMHOMUAJIBHBIH aaroput™, pacro3uaronuii Ths(2) Ha BCEM MHOXKECTBE MPe/ITIOKEHUI.

Zloxaszameavcmeo. Jlonyctum, 9TO CyNMIECTBYET CUJIBHO T€HEPUIECKUI TTOJTMHOMU-
asbHbI asroputM A, pacriosnatoruii Ths(2(). Torma MmHOXKeCTBO

G(A) = {® e F: A®) £ 7}

ABJIAETCA CUJIBHO TI'€HEPUYICCKHM. HOCTpOI/IM BepOHTHOCTHbeI IIOJIMHOMUAJIBHBIN aJI'O-
puTM B, onpenensonuii KCTUHHOCTS J100oro npeaioxkernss ¢. Ha npemnoxennn ¢ pasme-
pa n agroput™ B paboTaer cJeayromuM 00pasoM:

2

1) Tenepupyer ciyuqaiinoe npesiozkenne ¥ u3 muoxkectsa eq(P) pasmepa n?.
2) Beruncssier A(P).

3) Ecmm A(V) # ?, To onpenensier nctuHHOCTEL P.

4) Ecmun A(V) = 7, To Bergaér orser «HET».

3aMeTuM, 9TO aJrOPUTM BBIJAET MPABUWILHBIN OTBET Ha Iare 3, a Ha 1mare 4 MOXKeT BbIJIaTh
HelpaBU/IbHBIN 0TBeT. HyKHO J10Ka3aTh, 9TO BEPOATHOCTH TOTO, YTO OTBET BBIJIACTCA Ha
mare 4, Menbiie 1/2.

BepositHocTh TOrO, 4TO Catyuaitroe npejyioxkenue sujia W us eq(P),2 ve monagér B G(A),

He OoJIbIIe
(FANGADwe| _ (FNC(A)nz| [ Frz|
eq(P) 2| | Pz eq(®P )2
Tak kak G(A) cuabHO TeHEpUYeCKoe, TO CYIIECTBYyeT KOHCTaHTa « > 0, Takas, ITo

[(FANG(A)nz| 1
|./—"n2| Qan?

qutst iio6oro n. C 1pyroit ¢cTOPOHBI, 110 JTeMMe 3

|]:n2|
eq(P) 2|

[TosToMy mckoMast BEpOATHOCTD He OOJIbIIE

n+2

< (16k(An® +1)*)

(16k(An2 + 1)) o2 log (16k(An2+1)4)

20m2 2cm2

U 1IpH OOJIBIIKNX N MeHbIIe 1/2. DTo 03HAUAET, UTO BEPOSATHOCTD BbIJIAYN OTBeTa Ha Iiare 4
MenbIie 1/2.
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[TommHOMIATIBLHOCTH ONMUCAHHOTO aJrOPUTMA CJIECYET U3 CYIECTBOBAHNS MIPOIIELy PhI I'e-
HepaIuu JBOUIHOTO JiepeBa pazmepa N 3a BpeMsi, IIOJHHOMHUAJIBHO orpannderHoe o N. D1a
porie/lypa onucada B [6]. m

Henocpencresenno ns teopembr 1 ciemayer

Teopema 2. Ilycts 2 — ajnredbpamyeckass cucreMa KOHEUHOM ITPeJIUKATHON CUTHATY-
pbI ¢ 6oJlee YeM OJHHUM 3JIEMEHTOM B OCHOBHOM MHOXecTBe. Ecimm P # NP u P = BPP,
TO HE CYIIECTBYeT CUJIbHO IMeHEePUIEeCKOro MOJMHOMUAIBLHOIO aJINOPUTMa, PACITO3HAIOIIETO
Ths(2A).

ABTOp BBIpazkaeT 6JIar0JJapHOCTD PEIEeH3EHTY 3a MTOJIe3HbIe 3aMedaHusl U Pe I TI0KEeHUsT
10 YJIYUIIEeHHIO TEeKCTa CTAThH.
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