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B nammoit pabore mpejioykeHa U peajn3oBaHa CHUCTeMa TEeHJIEPOB, KOTOpas Y/IOBJIETBO-
pdeT KpuTepusaM 6€301IaCHOCTH, OTKPBITOCTH ¥ KOH(MUIeHITNAIbHOCTH. Borpoc joBepus pe-
IIEH € TIOMOIIBIO TEXHOJIOTUHU OJIOKYIEH, 8 COKPBITHE IPUBATHON MHMOPMAITNN — C TIOMOIIIHIO
KPHUITOTIPaUIeCKOro MPOTOKOIa HEMHTEPAKTUBHOTO JIOKA3aTeIbCTBA 3HAHUA C HYJIEBBIM
pasriarenuneM zk-SNARK [2]. Cucrema ocroBana na miardopme Ethereum. Best kiodesast
nHMOPMAIUS O TeHJIepax COXpaHdeTcsa B OJI0OKYeiiHe, a MpoBepKa IIPABUJI U OTCIEXKUBaHNE
BBITIOJTHEHUST YCJIOBUN YIACTHUKAME PEAJTM30BaHbI B BUE KOJA CMAPT-KOHTPAKTOB.

Jl1st peau3aymy aJIropuTMa COKphITHsT nHMopMaImu o 3asgBkax B Ethereum C+-+ km-
eHT J00aBJIeH OT/Ie/IbHBIN MOLysb tenderzkp. O nocrpoen Ha 6a3e mportokosra zk-SNARK
¢ upenoopaborkoit st NP-mostHOTO si3bIKa cucrembl orpanunvenuii panra 1. IIpoTokosr mc-
[IOJIb3YET SJLINIITUYIECKYI0 KpuByio bappero — Haepura. Peasimzaniust kpurrrorpadudeckoi
cXeMbl IpejiocTaBiieHa 6nbnorekoii libsnark [3].

B momyite tenderzkp peanusoBanbl (DyHKIUN CO3/IaHNs 1 BepUUKAIINK JT0Ka3aTe/IbCTBa,
0 KOPPEKTHOCTH 3asBKU. JloKa3aTesbcTBO CTPOUTCS HA OCHOBE OTPDAHMYEHNI Ha TPUBATHDBIE
U OTKPBIThIE BXO/IHBIE JIAHHBIE 3as1BKHU, BHIPAYKEHHBIX C IIOMOIIBIO0 OA30BBIX CXeM OUOJIMOTEKN
libsnark.

Jlnst paborel ¢ mobapieHHOi KpunTorpadudeckoit cxemoit B Ethereum C+-+ kiment
CO3/IaHBbI HOBBIE ITPEJIKOMIUINPOBaHHbIe KOHTPAKTHI ¢ ajpecamu 0x00...09 u 0x00...0a u
paspaborana Solidity-6ubsmoreka, KOTOpas WHKAICYJIUPYET HU3KOYPOBHEBOE B3aMMOIEl-
CTBHE C MPEJIKOMITHIMPOBAHHBIMU KOHTPAKTAMU ¥ IIPEJIOCTaBIAeT HHTepdeiic 111 paboThl
¢ unmu B Buie Solidity-dynknuii. Y1o0b! 100aBUTH BO3MOXKHOCTD BBI3bIBATH METOIbI pa3pa-
boraHHOil KpUnTOrpaduieckoir cxeMbl U3 cTOpoHHuX npusoxkenuii, pacimpen JSON-RPC
API Ethereum xauenra.

[IpeytozkeHHBITT MeTO, MOXKeT OBITh WCIIOJIBL30BAH HE TOJIBKO JJIs TEHJIEPOB, HO WU
B JIDYI'HUX CHCTEMax, I'JIe eCTh HEOOXOJMMOCTh CKPBhIBATh YacTh MHMOPMAIUU B OTKPBITOI
os10k4eitH-ceTu. OH paciupsieT 00/IacTh TPUMEHEHUsT TeXHOJOTUKA OJIOKYEHH B ITPOMBIIII-
JIEHHBIX [IPOTPAMMHBIX KOMILJIEKCAX.
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VALIDATION-FREE OFFCHAIN TRANSACTIONS
WITH UNLINKABLE DOUBLE SPEND DETECTION

S.N. Kyazhin, K. A. Klimenko

The so-called layer-two protocols are a class of blockchain scaling solutions. They
allow to minimize onchain traffic, and therefore make state transitions (payments,
for example) faster and more suitable for everyday use, while still preventing double
spend attacks. Unfortunately, these solutions also have some downsides and tradeoffs
(channel capacity, route availability, operator availability, etc.). In this work we study
the possibility of simplifying and improving existing protocols for offchain transactions
and describe a scheme that, without transaction validation, allows to detect a double
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spender and not trace other transactions. This scheme is based on the anonymous
transferable e-cash system. We use an offchain analogue of the UTXO model, therefore
there are offchain transactions for issue, transfer and redeem of a so-called note,
containing a number that can be used as a secret key to make the corresponding
token transfer transaction onchain.

Kuarouessbie ciioBa: blockchain, offchain, unlinkability, double spend detection.

1. Introduction

Layer-two protocols are the trend of blockchain scalability solutions right now. Such
protocols allow users to make offchain transactions. In [1] the authors summarize and
systematize existing solutions: payment/state channels and commit-chains (or hubs).
It would be interesting to create a system in which some users transfer tokens to others,
while they can dynamically join the two-layer solution (free establishment property [1]).
Next, any user who received tokens offchain can receive them onchain. There are commit-
chains with unlinkability and anonimity properties (e.g. TumbleBit [2] and Bolt [3]), which
are suitable for this problem.

However, existing solutions also have the following tradeoffs. For example:

— unlike the regular blockchain security model, when using a layer-two solution, the user
may need to monitor his funds from time to time;

— there may be some constraints or prerequisites for using such a solution (channel
capacity, route availability for payment /state channels, operator availability for commit-
chains, etc.);

— the user may need to use additional complex software that stores sensitive information
(the history of transactions, including the so-called “breach remedy transactions”, or
other data required to create a proof of fraud and prevent loss of funds).

Consider the following case: there is no transaction validation, however, there is an
operator that checks for double spend when the current owner wants to receive his tokens
in the blockchain. Obviously, in this case, the operator will not be able to prevent double
spend, but can only detect it.

This case is very similar to an e-cash system. Moreover, for example, Bolt uses an offline
anonymous e-cash scheme [4]. But this protocol does not have the transferability property
(for a coin there can be only one transfer transaction). The paper [5] describes a modified
protocol that provides transferability (the main modification is related to the ability for the
receiver to spend the received coin later).

Our current research aims to implement the approaches proposed in [4, 5| to create
a simpler offchain transaction scheme that allows to detect a double spender without
validation and linking transactions.

Let G be an additive group of prime order ¢, s € Z, be a number that can be used as a
secret key to make a transaction for transfer of some tokens onchain. All other blockchain
details are beyond the scope of this paper.

Suppose we have an offchain analogue of the UTXO model. For each s there is a so-called
note. Therefore, an offchain token transfer transaction means a transaction for transfer of
a note with s value.

Let G, H be generators in G, z; € Z, (P; = 2;G) be the private (public) key of the i-th
participant of the offchain transaction scheme, i = 1,...,n. We formulate the problem as
follows — to create a scheme based on [5] that allows:

— to transfer of a note between users with these keys without transaction validation;
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— to reveal the public key of the user who transfered the note more than once when the
current owner of the note wants to make the corresponding transaction onchain and not
link the transactions for the note transfer with the corresponding public keys of other
users.

2. Description of the Scheme

Let #H be a cryptographic hash function to Z,, w({a1, ..., an}, {b1,....bn} = fi(ay, ..., an,
b, ....by) =c1,..., fular, ... an,b1,...,b,) = c,) be a zero knowledge proof of knowledge

of such private ai,...,a, and public by,...,b, (in general from different sets) that
filag, ... an, b1, ... by) = c1, .o, fular, ... an, b1, ... by) = cn, where fi,..., f, are the
corresponding functions, ¢y, ..., ¢, are constants.

21. Note Issue
To issue a note, the owner of the tokens in the blockchain (he knows s):

— generates some message msg (transaction description) and computes the hash function
my = H(msg);

— computes 79 = (x + mg) 'G, where x is the owner’s private key;

— computes 7o = H(rg, mo);

— computes Ty = 2G + 7o(r + s+ 1) H;

— computes a proof

mo = m({x}, {s,To,r0,mo} : T = 2G + Fo(x + 5+ 1) H,r9 = (v +mg) ' G);

— creates the note (s, Vp), where Vi = (T, mo, 70, mM0)-
22. Note Transfer

Assume that user A owns a note (s, V), where V = (Vg,..., V), V; = (T}, mj,r;,m;),
7 =0,...,1, that he legitimately received from another user. If A legitimately received the
note (s, V), it is necessary that r, = (z4 + m;) 'G, where x4 is the private key of A.

The following steps describe the interactive procedure for transfer of the note (s, V')
from user A to user B.

First, the Receiver (B):

— generates some message msg (transaction description) and computes the hash function
m+1 = H(msg);

— computes 1111 = (x5 + myy1) G, where xp is the receiver’s private key;

— sends my1, 741 to the Sender.
Next, the Sender (A):

— computes 711 = H(rig1, myg1);

— computes hy 1 = H(s, To, ..., T));

— computes Tjy1 = 24G + Fry1(xa + 5+ hiy1) L H;
— computes a proof

m=r({za}, {8, Tiv1, rie1, Mis b1 = 2aG+F o (Tats+he)  Horp = (za+my) ' G);

— creates and sends the note (s, V), where V = (Vy, ..., Vis1), Vier = (D1, T, g1, Mis1),
to the Receiver.

The Receiver can optionally verify the proof m; .
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23. Note Redeem

When the current owner of the note wants to make the corresponding transaction in the
blockchain, he sends the note (s, V'), V = (W, ..., W), V; = (1}, m;,r;, m; ), to the Operator.

The Operator verifies that:
— the proof 7; is valid for all j =0,...,¢;
— the note with s has not been redeemed.

If the note with s has been redeemed, there was a double spend.

24. Double Spender Detection

A double spend is equivalent to the fact that the Operator received notes with the
same s and different V = (Vp,..., Vi, ..., Vi) and V' = (Vp, ..., V[, ..., V).

The Operator:
— looks for the minimal k that Vi, = (T, mg, 7, mi) # Vi = (T4, 75, 75 )
— computes 7 = H(rg, my) and 75, = H(r),, m},);
— computes the public key of the double spender:

P = (#, — ) (7T — 7 T7).

3. Conclusion

This paper is dedicated to the research of the possibility of constructing a protocol for
offchain transactions that, without transaction validation, allows to detect a double spender
and not trace other transactions. We describe a possible scheme based on the transferable
anonymous e-cash system proposed in [5]. In future papers, we would like to reformulate
the security properties from [5] and provide the proofs.
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