YTONOBHAA IOCTULNA

2020

Russian Journal of Criminal Law

Ne 16

YI'OJOBHOE ITPABO

VK 343.3/.7

DOI: 10.17223/23088451/16/2

A.M. BopaHnykos

K BOITPOCY O KBAJIM®GUKAIIMA NPECTYIVIEHUA C UCIOJIb30BAHUEM
SJIEKTPOHBIX CPEJCTB IIVIATEXKA

Hccnenyrorcs mpobiaeMHbIe BOMIPOCH KBAIM(DUKAINK MPECTYINICHNH, COBEPIIAEMbIX C HCHOJIB30BAaHUEM JICKTPOHHBIX
CpPEACTB IUIaTeXa, B YaCTHOCTH, OAHKOBCKHUX KapT. JlaeTcs yroinoBHO-TIPaBOBasi OIEHKA HanOoJee paclpoCTpaHEHHBIM
MIPECTYITHBIM IIOCSTATENbCTBAaM (IIPOTUBOIPABHBIM CXEMaM) Ha JCHE)KHBIE CyMMBI, Pa3MEIICHHBIC Ha OAHKOBCKUX CHe-
TaxX W 2JEKTPOHHBIX Komenbkax. IIpemmaraercs paccMaTpuBaTh XWINEHHUE IDIATEXHON KapThl B KaUeCTBE IIPUTOTOBIIE-
HUS, TIOKYIICHHS JINOO0 OKOHYEHHOT'O NMPECTYIUICHHS B 3aBUCHMOCTH OT MMEIOIIECHCS] y BHHOBHOTO JIUIIA BO3MOXKHOCTH
TI0 YIPABICHUIO OAHKOBCKUM CYETOM MOTEPIICBIIETO U €€ peaTn3aliH.

KawueBble cioBa: MHd)OpMa14MOHHO-MMEKOMMyHMKaL;MOHHble mexnojiocuu, 21eKmpoHHoe cpedcmeo niamesitca, 271€K-
mpOHHblLE OeresicHvie cpe()cmea, bankosckas Kapma, bankoscKull cyem, xuwjenue, Kpasca, MOUWEeHHUu4Yecmeo, Henpaeo-

MepHblll 060pom cpedcms niamedicell.

CoBepIreHHE IDTATEKEH, pasHOOOPA3HBIX IMMOKYIIOK TO-
BapoB (paboT, YCIIyT) ¢ TOMOIIBIO 3JICKTPOHHBIX CPEACTB
IUTaTeXa CTajJ0 HEOTHEMIIEMON YacThI0 COBPEMEHHOMU ITO-
BCEIHEBHOM xn3HU. OHAKO IOMIMO MHOXECTBA yI0OCTB
Y JJOCTOWHCTB HCIIOJIb30BAHUE HOBBIX TEXHOJIOTHH CBI3aHO
C HEKOTOPBHIMHU PUCKAMH U YSA3BUMBIMU CTOPOHAMU (HEIO-
CTaTKaMHu), KOTOPBIC MPHUBIICKAIOT BHUMAaHHUE Pa3HOr'O POja
3IIOYMBIIJICHHUKOB, CTPEMSIIUXCSA IMOIYYUTh IOCTYI K
0AHKOBCKUM U 3JICKTPOHHBIM CUETaM JUIS HeCAaHKITOHHUPO-
BAaHHOTO CHSATHS JCHSKHBIX CPEIICTB.

JleranbHoe omnpeneneHue 3NEKTPOHHOrO CpeAcTBa
TUIaTeka 3akpericHo B cT. 3 DemepaibHOrO 3aKOHA OT
27.06.2011 Ne 161-®3 «O HauMOHAIBHOM IJIATEKHON CH-
creme» [1].

CoOCTBEHHO, TAaHHOE MOHATHE PACKPBIBACTCS B Kade-
CTBE CpelcTBa U (WIH) crmoco0a, O3BOISIONUX KIUCHTY
omeparopa Mo NepeBOY ACHEKHBIX CPEICTB COCTABIATH,
YIAOCTOBEPATH W TIEpeNaBaTh PACIOPSDKCHHS B IEIAX
OCYIIECTBICHUS JEHS)KHOTO IEPEeBOJla B paMKaX CyIIe-
CTBYIOIUX (OpPM OC3HATUYHBIX PACUYETOB ITOCPEICTBOM
nH()OPMATTMOHHO-KOMMYHHUKAI[HOHHEIX TEXHOJIOTHH,
AJIEKTPOHHBIX HOCUTENCH WHPOpMAIMH, B TOM YHUCIC
IJIATEXKHBIX KapT, a TaKXe WHBIX TEXHUYECKUX
YCTPOMCTB.

K nambormee mOMyISPHBIM 3JICKTPOHHBIM CpPEIACTBAM
IUTaTe)ka MOXKHO OTHECTH OAHKOBCKHE KapThl (KaK MUKPO-
MIPOIIECCOPHBIE, TaK U C MATHUTHOH ITOJIOCOH).

B n. 1.5 Tlonoxenuss banka Poccun or 24.12.2004
Ne 266-IT «O6 smMuccHH IIATEKHBIX KapT U 00 orepanusx,
COBEpIIAEMBIX C WX UCIOIE30BaHUEM» (3apETUCTPHPOBAHO
B Munrocte Poccnu 25.03.2005 Ne 6431) [2] mepeuncieHsr
BHUIBl OAHKOBCKHX KapT, KOTOPBIC BIIPaBE SMUTHPOBATH
KpEIUTHBIC OpraHW3allid, a IMCHHO pacdeTHbIe (1edeTo-
BbI€), KPeIUTHBIE U MPeJ0IUIaYeHHbIe KAPTHL

AHanu3 HAyYHOW JIUTEPATyphl U TPABOIPUMCHHUTECITH-
HOU TPAKTHKHU IO3BOJSACT BBIICIUTH DSl HanOONee pac-
MIPOCTPAHEHHBIX YJIOBOK (TIPOTHUBOIMPABHBIX CXEM) IO 3a-
BIIQJICHUIO TIPECTYIMHUKAMH JCHEKHBIX CYMM, HAXOJISIIIHX-

csi Ha OaHKOBCKHMX CYETaX M JJIEKTPOHHBIX KOIIEIbKaX,
Cpeiu KOTOPBIX (UI'YypUPYIOT:

— TIOJIy9YeHHUE MEePCOHAIIBHBIX CBEJCHUH KIIMEHTOB Yepe3
HMHTEPHET-PACCHIIKH, BPEIOHOCHBIE ITPOTrpaMMBI, TenedoH-
HBIE NTEPETOBOPHI («(HHUILIHHT»);

— BBIICHEHHE IUIATEXHBIX PEKBU3UTOB C IOMOIIBIO
CHELHMATBHBIX YCTPOMCTB, YCTaHABIUBAEMBIX HA OaHKOMa-
TaX W IUIATeXHBIX TEPMUHAJAX, JIMOO IOJHOW IOIMIEIKH
MOCJIEHUX («CKUMMUHI»);

— mepexBaT MH(pOpMAIMU 00OPYAOBAHUEM JUIS CKaHH-
poBaHus marexHsx kapt ¢ yunamu RFID (NFC);

— U3BATHE IUIaTSKHBIX HHCTpyMeHTOB [3. C. 61].

Bmecre ¢ TeM HeMall0 IUCKYCCHI B IOPHAMYECKOM CO-
00IIecTBE BBI3BIBAIOT BOIPOCHI YTOJIOBHO-TIPABOBOM KBa-
TU(UKAIMY YHOMSIHYTBIX JESHUMH.

K npumepy, OTHOCHTENBEHO POTUBOIPABHOTO MPUCBO-
eHus1 WIEeKTpoHHbIX neHer M.I. UekyHoB momaraer, 4Tto
Ha3BaHHBIC 3HAKM CTOMMOCTH HE MOTYT BHICTYIATh B Kade-
CTBE IpeaMeTa OONBIIMHCTBA HPECTYIUIECHUH POTUB COO-
CTBEHHOCTH, B YaCTHOCTH, KPaXH (TaKoe MOCATaTEIbCTBO
MOXET OXBaTBIBAaTHCS JIMIIL COCTaBAaMHM MOIICHHHYECTBA
i BeMoratenescTea) [4. C. 27].

OpHaKo M3JIOKEHHAss TOYKA 3PEHUS IPEACTaBISETCS
OIIMOOYHON, YTO B M3BECTHOW CTENCHU IOATBEPXKIACTCS
. 17 mocranosnenus Ilnenyma BepxoBnoro Cyma Poc-
cuiickoit @enepamm ot 30.11.2017 Ne 48 «O cyneOHOM
NIPaKTHKE I10 JIelaM O MOLICHHWYECTBE, INPUCBOCHUU M
pactpate» [5], corimacHoO KOTOpoMy HAeHCTBUSI CyOBeKTa
cienyerT KBIM(HUIMPOBATH KaK MOIICHHHMYECTBO C HC-
MOJIb30BAHNEM  DJIEKTPOHHBIX ~ CPEACTB  IUIATeXa MO
cT. 159.3 YronosHoro xoznekca Poccuiickoit denepanun ot
13.06.1996 Ne 63-@3 [6] B cimy4asix, KOTJa XHUIICHUE UMY-
IIeCTBa PON3BOMIIOCH ITOICIBHON MITH MPHHAIIeKAIIeH
JIPYroMy JINIYy KPEAWTHOM, PacueTHOW WM MHOW IUTATEX-
HOHM KapTOW IyTeM COOOIIEHHS YHNOJIHOMOYEHHOMY paboT-
HUKY KPEIWTHOM, TOPrOBOW HMJIM WHOW OpraHU3allly 3aBe-
JIOMO JIOKHBIX CBEICHHH O NMPUHAUICKHOCTH YKa3aHHOMY
3JI0yMBIIIJICHHUKY O0O3HAYEHHOTO CpeJCTBA IUIATeXa Ha
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3aKOHHBIX OCHOBaHHAX JIMOO YMOJYaHHS O HE3aKOHHOM
BJIQJICHUH M.

TaiiHoe 3aBiaficHWE YY>XHUMHU JECHbraMH C ITIOMOIIbIO
3apaHee MOXWIIEHHOW WM cQaabCupHUINPOBAHHON IIIa-
TEXHON KapThl, €CIM BbIJada HAJWYHBIX JCHEKHBIX CYMM
nMerna MeCTo OBITh HOCpPEeICTBOM OaHKOMara, MOIagacT
IoJ, MPU3HAKU Kpaxku 1o cr. 158 YromoBHOro kojekca
Poccuiickoii ®enepanum.

Takum o0pa3zoM, XHWIleHUe, OCYIIeCTBJIEHHOE C HC-
M0JIb30BaHHEM JJIEKTPOHHBIX CPEACTB ILIaTe:Ka, B TOM
YHC/Ie PAcYeTHBIX MJIM KPeIUTHBIX KapT, B 3aBHCHMO-
CTH OT KOHKPETHBIX 00CTOSITEJILCTB (CUTYallMU) MOXKET
KBAJIMGUIUPOBATBCS OPraHaMM INpPeABAPHTEIBHOT0
pacciie10BaHNs KaK MOLIEHHNYeCTBO WM KpaKa.

Taxk, rpaxxnannH M., mporynuBasich MO YJIHUIE, Hallesl
Ha TpoTyape OaHKOBCKYIO KapTy, O(OPMIICHHYIO Ha HMs
W., Ha GaHKOBCKOM cyeTe KOTOPOH HaXOIWINCH cOepexe-
HUS B pazMmepe 28 ToIc. pyo.

JIelicTBYsl yMBIIIIEHHO, M3 KOPBICTHBIX HOOYKACHHH,
(GUrypaHT aHANM3UPYEMOro JAeja, HaXOIICh B Pa3IMIHBIX
MaraspHax ropoja, IPOU3BEIN ITOKYIKH TOBapOB M MaTepH-
aJBbHBIX LIEHHOCTEH IyTeM OECKOHTaKTHOW OILIAaTHl Yepe3
IUTATEXHbIE TEPMHUHAIIBI, TEM CaMbIM, YMOJIYaB O HE3aKOH-
HOM OOJIaflaHU{ YIIOMSIHYTBIM CPEACTBOM IUIATEXa, CO-
BepLIMI MotleHHn4ecTBO (cT. 159.3 YK PD).

IMpumepom kpaxu (ct. 158 YK P®) B 3aTpoHyTOM KOH-
TEKCTE MOXKET CIIYXWTh Cllydai, Korja TpakaaHuH M.,
Oynyun B roctsix y P., oOHapyxuna B KOMHATe Ha CTOJIE
OCTaBJICHHYIO MTOCJIEAHUM OaHKOBCKYIO KapTy ¢ yKa3aHHUEM
KOJIa JIOCTYTIa K HEel.

Pacrionarast 0603Ha4eHHBIM CPEICTBOM ILIATEXa C IIa-
poieM M peanusysl IpecTyITHOe HaMepeHWe, Ha3BaHHBIH
3JIOyMBIIIJICHHUK HAlpaBWiIcs K OaHKOMaTy, IZi€ CHSII
MIPUHAUISKAITYI0 TIOTEPIIEBUIEMY JACHEKHYI0 CYMMY B
pasMmepe 75 ThIC. py0., KOTOPOH PaCHOPSIIHICS MO CBOEMY
YCMOTPEHHUIO.

Wsrorosnenne, npuoOpeTeHne, XpaHEHHE, TPaHCIIOp-
THUPOBKA B LEJISIX MCIOJIB30BaHUs (COBITA) MM COBIT MOA-
JITIBHBIX IDIATEXHBIX KapT, PacHOpsHKEHUH O TpaH3aKIUH,
JIOKyMEHTOB (CPE/CTB) OIUIATHI, JJIEKTPOHHBIX CPEJICTB,
JJIEKTPOHHBIX HOCHTENeH HWH()OPMAIUH, TEXHUYECKUX
YCTPOWUCTB, KOMITBIOTEPHBIX IPOTrpaMM, MpeaHa3HAuYCHHBIX
JUI HETIPaBOMEPHOTO TpHEMa, BBIJAYM, IEpeBOJa JICHET,
oxBaThIBaloTCs CT. 187 YromoBHoro xoxekca Poccuiickoit
Denepanyu.

B kauectBe mprumepa MOXXHO HPHUBECTH XapaKTEpHOE
YrOJIOBHOE JIENI0, T/IE, SIBISSICH WHIMBHAYAJIBHBIM IPEa-
npunnmareneM, baymnnoBa M.C. cdanscuduimponana
IUTATEXXHBIE MOPYYEHUs JJIsl HPOBEACHHS TpPaH3aKIUH C
TIOAKOHTPOJBHBIX €W pacyeTHBIX CYETOB HAa PACUETHBIN
CYeT WHAMBUAYAIBHOI'O NpeAnpUHUMATENsS AcCTaMHUpOBa
ML.IL., B KOTOpBIE BHECIIA JIOKHBIE CBEJICHUS O SIKOOBI MMe-
IOMINXCS. MEX/1y HUMH JJOTOBOPHBIX OTHOLICHUSX B paMKax
OKa3aHWsl YCIYT, MPUOOPETEHHsI CTPOUTENBHBIX, OTAENI0U-
HBIX MaTEpPHAJIOB, IPOAYKTOB IMUTAHUS U IPYTHX TOBAPOB,
YTO HE COOTBETCTBOBAJO JeHcTBUTENbHOCTH. CiemoBa-
TEJIFHO, NPAaBOBBIE OCHOBAHMS VISl JCHEKHOTO IepeBoja
OTCYTCTBOBAJIM, a cama ()MHAHCOBas OIEpalys MPOU3BO-
JIJIAch UCKIIIOYHTEINIBHO C IeIbI0 OOHAINYNBAHMS BAJIOTHI
1 B JAIBHEHIIEM €€ pacXoIOBaHHs IO CBOEMY YCMOTpe-

HUo (06e3 ydera Ha3HA4YeHWs IUIaTeXeil), a IMEHHO ITOMy-
YEHUS] MATEPUAIIBHON BBITOJbI, HE CBS3aHHOH C BEICHUEM
MIpeArpuHIMAaTEIbCTBA [7].

OnuH U3 ANU30[0B APYroro ciydas Kacaercs MpecTyIl-
Holi cxembl Bammymmoa W.U., koTopsIil Oyaydu TUPEKTO-
pOM o0IecTBa ¢ OrpaHUYEHHON OTBETCTBEHHOCTBHIO, OJTHA-
KO He nMes HaMmepeHHH (aKTHYeCKH OCYIIECTBIISATH Ka-
Ky[0-mn00  (PMHAHCOBO-XO3SIMCTBEHHYIO  JESITEIHHOCTS,
opopmun B ormenennn [TAO «COepbaHK» OaHKOBCKYIO
KapTy JUIi IOCTYyIa K pacueTHOMY cueTy. Jlanee yrnoMsHy-
THIN CyOBEKT NMPECTYIICHUS MPOajl 32 MaTepHaIbHOE BO3-
HarpaxJ€Hue AAHHOE JJIEKTPOHHOE CPEJICTBO ILIATEXKA U
INNH-koxbsl kK HEMY, KOTOpBIE BIIOCIEICTBUM HCIIOJIB30Ba-
JIUCh A HENPaBOMEPHOrO IPHEMA, BBIIAYM, HEPEBOJA
JICHEXKHBIX CyMM TPEThUMH JIHLAMHU [8].

COBIT (PUKTHBHBIX IUIATEKHBIX HMHCTPYMEHTOB U JIOKY-
MEHTOB (32 MCKJIIOYEHHEM LIEHHBIX Oymar), 3aBelioMO He-
MIPUTOJTHBIX K IPUMEHEHHI0, 00pa3yeT COCTaB MOIIEHHUYE-
CTBa W MOMICKUT KBanupukanuu mo cr. 159 YromoBHoro
kozekca Poccuiickoit denepannn.

CrnenyeTr OTMETHUTh, YTO €CIH 3JIOYMBIIUIEHHUK IOXH-
THJI TUIATEKHYIO KapTy, YTOOBI IPOTHBOIPABHO pacropsi-
JIUTBCSL IY)KUMH COEpEKEHHSMH, HO BBHIY OTCYTCTBHS
[apoJisi He CMOT €€ aKTUBUPOBATh, TO TAKOE JESHUE CIENY-
€T NPU3HATh NIPUTOTOBJIEHUEM K COBEPILEHUIO MPECTYIUIE-
HUS IPOTUB COOCTBEHHOCTH.

Ecmu nmeer MecTo ObITh 3aBNaeHre 0003HAUCHHBIM IUIa-
TEKHBIM HHCTPYMEHTOM, a MOXUTUTENII0 W3BECTHA IEPCO-
HaipHas mHQopmammst (IIMH-kox), To y Hero (axridecku
MOSIBJIIETCA  PEaIbHAsi BO3MOMKHOCTH JIOCTYNA K JEHBraM,
pa3MeIIeHHBIM Ha COOTBETCTBYIOIIEM OaHKOBCKOM CUETe.
W3yuaemslii (hakT CTOUT paccMaTpUBaTh KaK MOKYIICHHE.

Korna nemoOpocoBecTHasi JIMUHOCTH HECAHKLMOHHPO-
BAHHO pealn3yeT MMYIIECTBEHHbIEC IIpaBa >KEPTBBHI C MO-
MOIIBI0 OTOOPAaHHOTO y TOCTEIHEH yKa3aHHOTO BBICOKO-
TEXHOJIOTUYHOr0 OpyAusl, B YaCTHOCTH, MONYy4aeT Haaud-
HOCTHb B OaHKOMaTe, pacIulauMBaeTCs 3a TOBaphl, paboTH,
ycayrn (B TOM 4Hcie 4depe3 ceTh VHTepHeT), MpoBOIUT
JICHE)KHBIC OIEpalii, TO IMOJOOHBIA ITOCTYIIOK SIBIISETCS
OKOHYEHHBIM XHIIEHUEM [9].

Takum 00pa3oM, BBIIIEH3JIOKEHHAs] KaTeropus oore-
CTBEHHO OITaCHBIX IMOCSATATEIbCTB ITOJPBIBACT CTAOMIIEHOE
($yHKIIMOHMpOBaHNE (DMHAHCOBOM CHCTEMBI, OCHOBBI (H-
HAHCOBOW YCTOHYMBOCTH M 3KOHOMHYECKOH 0€301acHOCTH
rocyJapcTBa.

IIporuBONpaBHOE KOPBICTHOE U3bATHE M O0Opale-
HHE B I0JIb3Y BHHOBHOIO JIMIA YY>KOr0 MMYILECTBA ¢
HCIO/Ib30BAHNEM JICKTPOHHOIO CPEACTBa ILIATekKa, B
TOM 4HCJIe PACYETHOH WM KPEeIUTHOW KAPThI, B 3aBHU-
CHMOCTH OT HAJWYMS KPUTEPHUS TAHHOCTH aHAIM3UPY-
eMBbIX JeCTBHH MOMXKeT KBATU(PUIMPOBATLCH OpPraHa-
MM NPEABAPUTEJIBHOIO PACC/IeJOBAHUS KAK MOIICHHU-
4ecTBO MJIU KpaKa.

XulleHne HccaegyeMoro INIATeKHOr0 HWHCTPYMEHTA
HE00X0MMO PACLICHUBATH KAK NPHUIOTOBJICHUE, ITOKYIIIe-
HHUe JU00 OKOHYEHHOE NPECTyIUIeHHe B KOHTEKCTe HMe-
I0LIeiicsl BO3MOKHOCTH 10 YIIPABJICHHIO 0AHKOBCKHM Cue-
TOM NOTEPIIEBIICIO U ee OCYILEeCTBJICHHs, IOCKOJIBKY Jie-
HE)KHbIE CYyMMBbI pa3sMelleHbl (XPAHATCS) B KPeIUTHOM
OpraHu3alyu 10 pacnopsikeHus1 (PacX010BaAHUA) UMH.
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On Qualifying Crimes Committed with Electronic Means of Payment

Ugolovnaya yustitsiya — Russian Journal of Criminal Law, 2020, no. 16, pp. 7-9. DOI: 10.17223/23088451/16/2

Aleksandr M. Boranukov, Prosecutor’s Office of Kochubeevskoe District, Stavropol Krai (Kochubeevskoe, Russian Federation). E-mail:
boral97@yandex.ru

Keywords: information and telecommunication technologies, electronic means of payment, electronic money, bank card, bank account,
larceny, theft, fraud, illegal circulation of means of payment.

Crimes committed with electronic means of payment undermine the financial system stability and economic security of the state. The
preliminary investigation bodies may qualify unlawful mercenary taking and conversion of another person’s property using an electronic
means of payment, including a debit or credit card, as fraud or theft depending on the criterion of secrecy. Larceny of the payment in-
strument must be regarded as preparation, attempted or completed crime depending on the possibility to manage the victim’s bank ac-
count and its implementation, since the sums of money are placed (stored) in a credit institution until they are disposed (spent).
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