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CXEMBI IIOCTPOEHUA MVNHUVUMAJIBHBIX BEPIIIMHHBIX
1-PACIIINPEHUN IIOJIHBIX JIBYXIIBETHBIX I'PA®OB!

I1. B. PazymoBckuii, M. B. Abpocumon

PaccmarpuBatorcst aByXxiBeTHbIe Tpadbl, TO €CTh rpadbl, BEPIINHBI KOTOPBIX PACKpa-
menbl B sBa ngera. Ilycrs G = (V, o, f) — nerHoii rpad ¢ onpe/ie/iéHHON Ha MHOXKe-
cTBe ero BeprnH dyukiueit packpacku f. llBetnoit rpad G* HazbiBaeTCs BEePITUHHBIM
1-pacrupennem mnpetHoro rpada G, eciu rpad G MOXKHO BJIOXKUTH C YIETOM IIBETOB
B KaxK/1blii rpad, rnostydaroruiics u3 rpada G* ynasenuem Jiioboit ero BePIIMHbBI BMECTE
¢ MHIUJAeHTHBIME pébpamu. Bepmuanoe 1-pacimmpenne G* rpada G Ha3bIBaeTCS MU-
HUMAaJIbHBIM, ecii rpad G* uMeeT Ha JBe BepIIUHLI OoJibie, YeM rpad G, a cpean Beex
BepIuHHBIX 1-pacmupenuit rpacda G ¢ Tem ke ducjiom Bepiiud rpad G* nmeer mu-
HUMaJIbHOE Yncyo pedep. [Ipeuraraercs mosiHoe onucane MUHUMAJILHBIX BEPITUHHBIX
1-pacmmpennit noyHbIX ABYXIBETHBIX I'pados. Ilycrs Ky, 1, — MOTHBII N-BePITHHHBII
rpad ¢ ny BEpIIMHAME OHOTO I[BETA U No BEPIIMHAMU JIPYroro IiBeTa. Kcjm B MoJTHOM

'Pabora BemosHena mpn nojiepskke Munobpraykn Poccnn B pamkax rocsajganus (mpoekt Ne FSRR-
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JBYIBETHOM I'pade ny = ng = 1, To B MUHUMAJIbHOM BEPITUHHOM 1-pacIiupeHnn TaKo-
ro rpada OyIeT OTHO JONOJHUTEIbHOE peOpo. Ecu B moinoM aByBeTHOM rpade b0
n; = 1, mubo ng = 1, TO B MUHUMAJLHOM BEPITUHHOM l-paciuiupeHun Takoro rpada
oymer 2n — 1 gonosnuTenbHLIX PEGep. Bo Bcex oCTabHBIX ClIydasX B MUHUMAJILHOM
BEPIIUHHOM 1-pacHIupEHUn MOJHOTO JIBYXIIBETHOIO I'pada OyJaeT 2n JOMOTHUTE/LHBIX
pébep. IIpeniararorcss cXeMbl TOCTPOEHUsT COOTBETCTBYIOMIMX MUHUMAJILHBIX BEPIITUH-
HBIX 1-pacmupenuii.

KitioueBsbie cioBa: pasmemika epagda, ysemroti epad, noanwvit epad, pacwupenue pa-
Pa, MUHUMAAOHOE BEPUUHHOE PACWUPEHUE 2Pada, OMKA30YCMOTUUUBOCTND.

C Touknm 3peHust 6€30MACHOCTH BBIYUC/IUTEIBHBIX CUCTEM OOJIBIIOE 3HATEHNE NMEET UX
HAJIEYKHOCTD, OJIHAM M3 ACHEKTOB KOTOPOW SIBJISIETCA OTKA30yCTONIMBOCTDH. CyIECTBYIOT
pa3Hble MaTeMaTUYecKue MOJIEJIN OTKa30yCcTodYnBoCcTH. B manHoil pabore paccMaTpuBa-
ercd MoJie)ib, npejyioxkentas Jlxonom Xeiizom [1]. Texuuueckas cucrema MOJEIUPYETCsT
rpacdomM. DjIeMeHTaM CUCTEMbI COOTBETCTBYIOT BEPIIUHBI I'pada, a CBI3AM MEXKJIy 3JIeMeH-
TamMu — pEOpa (MJIN JIyTH, €CJIU CBSI3H He SBJSIOTCS CHMMETPHYIHBIMI). Fcim s/ieMenTh nve-
10T Pa3HBINA THI, TO COOTBETCTBYIOIINM UM BepITUHAM Ipada TPUIUCHIBAIOTCA METKH THIIA
nin npeta. Takum 00pazsoM, MOJIENIbI0 TEXHUYIECKON CUCTEMBI sIBJIgeTCs rpad ¢ BepuInHaMu
pas3Horo 1nsera, uian 1BeTHoit rpad. OcHOBHBIE ONpejiesieHrs Teopun rpacdoB UCIIOIb3YIOTCS
B cooTBeTCTBHUN C |2]|. Bysmem paccmarpuarh HeopueHTHpOBaHHbIe rpadbl. [lonsarus MuHn-
MaJIbHBIX paciupenuii /st rpadoB maTes B cooTBercTBHA ¢ |1, 3.

Omnpenesienne 1. I'pad G* = (V* o, f*) HasbiBaeTcsi MUHUMAJIBHBIM BEPIITUHHBIM
k-pacmuperneM n-epimHEOrO -1BeTHOrO Tpada G = (V) «, f), eciu BBIIOIHAIOTCS Cre-
JLIOIIHE YCJIOBUS:

1) rpad G* aBisiercs BepumHHBIM k-paciupenueM mperHoro rpada G, To ectb rpad G
MOXKHO BJIO2KHTBH C YIETOM IBETOB B KaKJblil rpad, mosydaroriuiics u3 rpada G*
yIaJeHreM JIIo00i ero BePIMHBI BMECTe ¢ WHIMICHTHBIMU PEOpaMT;

2) rpad G* comepxkut n + ik Beprms, 10 ecth |V*| = |V| + ik;

3) «f uMeer MUHMMAJIBHYIO MOIIHOCTb CPeJ BCexX TpadoB, YIOBJIETBOPSAIOIINX YCJIO-
Buam 1 u 2.

B pabore [1] paccmarpuBaeTcs 3a/1a9a IOCTPOEHHUsT MUHIMAJIBHOTO BEPITUHHOIO 1-pac-
MIUpEeHust JJisl IIBETHOTO JiepeBa ocoboro Buja. B [4] permaercs 3a1a1a 0 reHepannm BeTHBIX
rpadoB 6e3 poBepkn Ha u3omMopdu3M. B manHoil paboTe Mbl pACCMOTPUM IOJIHBIE T'PadbI
K, 1, C BEPIIMHAMH JBYX IIBETOB, TO €CTh ¢ = 2. 151 y06cTBa Oy/I€M CINTATE, 9TO Ny < M.
Kak ciemyer u3 onpenesneHus, MIHIMaJIbHOE BepIIuHHOE 1-pacmmpenue rpada K, », co-
JIEP?KUT JIBe JIOIOJHATEILHBIC BepIIUHLL Jlajlee IpeJcTaBIeHO MOJIHOE PelleHue 3aJ1a49u
HOCTPOEHH BCeX MUHIMAJIbHBIX BEPIIMHHBIX 1-pacmupennit Js rpados K, ,. 3aMeTuM,
910 B pabore |5| BBejeHa MOJEIb JIJIS U3YyUEHUs OTKA30B CBsA3ei, KOTOPOil COOTBETCTBYET
MUHHMaJIbHOE pébepnoe k-pacimpenne. Ecim paceMmarpupatores rpadbl 6€3 KpaTHBIX Pé-
6ep, TO mosHbIe rpadbl He NMEIOT MHUHUMAJILHLIX PEOCPHBIX k-pacIIUpeHuil HU IIpU KaKIX
HaTypaJIbHbIX 3HaAYCHUAX k AHaHOFI/IqHaH CuTyalusd nMeeT MECTO U IJId IBETHBIX ITOJIHBIX
rpados. Hamomumm, aro oobeaunenunem ayx rpados Gy = (Vi, 1) u Gy = (Va, ap) Ha3bI-
Baercs rpad G UGy = (V1 UV, a1 U ay). Ecoim Vi N Vy = &) 1o ecrecTBeHHBIM 00pa3oM
onepanys IIepeHOCUTCS W Ha, CIydail IBeTHBIX Ipados.

Teopema 1. Ilosmmbrii aByxmuBeTHblil rpad K UMeeT eIMHCTBEHHOE C TOYHOCTBIO O
n3oMopdu3Ma MUHUMAIbHOE BeprrHHoe 1-pacmupenue —rpad K1 U K (puc. 1).
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Puc. 1. Ionneiit asyxusernstii rpad K1 (@) u ero mu-
HUMaJIbHOE BepInHHOe 1-pacuinpenue (6)

Teopema 2. Ilosmble n-sepmmnnble NByXnBeTHBbIE Tpadbl BUga K ,,, T1e ng > 1, mve-
IOT €IMHCTBEHHOE C TOYHOCTBIO JI0 N30MOpdU3Ma MUHIMAIbHOE BEPIIMHHOE 1-paciimpenne,
KOTOPOE COJAEPIKUT 219+ 1 JTOMOJTHUTEILHBIX PEOED U CTPOUTCS CJIELYIONINM 00pa30M: J1006aB-
JIAIOTCs BEPIIMHA U1 TIEPBOTO IIBETA U BEPIINHA V9 BTOPOro IBeTa. BepmmuHa v, coeuHsIeTcs
CO BCEMHU BEPIITMHAMU BTOPOIO I[BETA, BEPIINHA Uy COCTUHSIECTCS TAKKE CO BCEMU BEPITMHAMUI
BTOPOI'O IBETA U C OJHOI M3 BEPIIUH IIePBOrO IIBETA.

Ha puc. 2 npusesensl noyHbI AByX1IBeTHBI rpad K 3 1 €ro MUHIMAaJILHOE BEPIINHHOE
1-pacmupenne.

a

Puc. 2. I'pad K3 (@) n ero MunnMaibHOE
BepiinHHOe 1-pacimpenue (6)

Teopema 3. Ilosmble n-BepmuHHbIC IByXIBeTHbIC rpadbl BUIa Ky, n,, 1 < 1y < ng,
UMEIOT €JIMHCTBEHHOE C TOYHOCTBIO JI0 m30MOopdr3Ma MUHUMAJILHOE BEPITMHHOE 1-paciim-
peHne, KOTOpOoe COAEPXKUT 21 JOMOJHUATEIbHBIX pedpa U CTPOUTCS CJICIYIONIIM 00Pa3oM:
JI00ABJISIOTCST BEPIIIMHA ¥ IIEPBOIO IBETA W BEPIIUHA VU BTOPOrO I[BeTa. BepimmHbl v 1 vg

COCINHAIOTCA pé6paMH CO BCEMHU Be€pHIMHaMM HMCXOJHOI'O Fpa(ba.

Ha puc. 3 mpuBeeHsl OJHBIH AByXIBETHDII rpad Ko 1 €ro MEHIMAJILHOE BEPIINHHOE
1-pacmmupenue.

a

Puc. 3. I'pad K22 (a) u ero MunIMasIbHOE
BepimHHOE 1-pacmupenue (6)

Takum 0OpazoM, cXeMbl TOCTPOCHUS MUHUMAJILHBIX BEPIIMHHBIX 1-paciiupennii Haiije-
HBI JIJIS BCEX BO3MOXKHBIX TOJIHBIX JIBYXIIBETHBIX I'PadOB.
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TOWARDS THE SECURITY OF McEliece’s CRYPTOSYSTEM
BASED ON HERMITIAN SUBFIELD SUBCODES!

G.P. Nagy, S. El Khalfaoui

The purpose of this paper is to provide a comprehensive security analysis for the
parameter selection process, which involves the computational cost of the information
set decoding algorithm using the parameters of subfield subcodes of 1-point Hermitian
codes.

Keywords: code-based cryptography, McEliece Cryptosystem, Hermitian subfield
subcodes, Schur square dimension.

1. Introduction

Recently, there has been a big amount of research addressed to quantum computers
that use quantum mechanical techniques to solve hard computational problems in
mathematics [1]. The existence of these powerful machines threaten many of the public-
key cryptosystem that are widely in use |2]. McEliece [3] introduced the first code-based
public-key cryptosystem in 1978. The crucial issues in cryptography today is to reduce the
key size and improve the security level of the McEliece cryptosystem, which is a promising
cryptographic scheme for the post-quantum era [4]. Error correcting codes, used in code-
based cryptographic protocols, must have efficient decoding algorithms. A rich class of such
codes is the family algebraic-geometric (AG) codes, their subcodes and subfield subcodes.
This includes the generalized Reed — Solomon codes, the alternant codes, the binary Goppa
codes and BCH codes. See [5] for a survey on the decoding of AG codes.

The authors of [6-8] provided polynomial-time attacks against the McEliece
cryptosystem that relies either on AG codes or on their subcodes. In general, evaluation
codes do not behave like random codes which demonstrate the quite range of attacks
proposed against the McEliece cryptosystem based on AG codes. The approach given
in |6, 8] is inspired by the so-called filtration attacks that rely on computing the Schur
product that make AG codes distinguishable form random ones. Wieschebrink [9] used
this observation to provide an attack against McEliece scheme based on subcodes of GRS
codes [10]. Many attacks have been founded on this argument, and have employed a

'Project no. 2018-1.2.1-NKP-2018-00004 has been implemented with the support provided from the
National Research, Development and Innovation Fund of Hungary, financed under the 2018-1.2.1-NKP
funding scheme.



