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ÎÖÅÍÊÈ ×ÈÑËÀ ÐÀÇÁÈÅÍÈÉ ÂÅÊÒÎÐÍÎÃÎ ÏÐÎÑÒÐÀÍÑÒÂÀ
ÍÀÄ ÊÎÍÅ×ÍÛÌ ÏÎËÅÌ ÍÀ ÀÔÔÈÍÍÛÅ ÏÎÄÏÐÎÑÒÐÀÍÑÒÂÀ

ÎÄÈÍÀÊÎÂÎÉ ÐÀÇÌÅÐÍÎÑÒÈ

È.Ï. Áàêñîâà, Þ.Â. Òàðàííèêîâ

Ïîëó÷åíû íèæíèå è âåðõíèå îöåíêè íà ÷èñëî óïîðÿäî÷åííûõ è íåóïîðÿäî÷åííûõ
ðàçáèåíèé ïðîñòðàíñòâà Fmq íà àôôèííûå ïîäïðîñòðàíñòâà îäèíàêîâîé ðàçìåð-
íîñòè. Â ÷àñòíîñòè, óñòàíîâëåíà àñèìïòîòèêà ëîãàðèôìà ÷èñëà íåóïîðÿäî÷åííûõ
ðàçáèåíèé ïðîñòðàíñòâà Fm3 íà îäíîìåðíûå àôôèííûå ïîäïðîñòðàíñòâà.

Êëþ÷åâûå ñëîâà: àôôèííûå ïîäïðîñòðàíñòâà, ðàçáèåíèÿ ïðîñòðàíñòâà, îöåí-
êè, áåíò-ôóíêöèè.

Ïóñòü q� ñòåïåíü ïðîñòîãî ÷èñëà. Îáîçíà÷èì ÷åðåç Nk
m (q) ÷èñëî ðàçáèåíèé ïðî-

ñòðàíñòâà Fmq íà qm−k óïîðÿäî÷åííûõ àôôèííûõ ïîäïðîñòðàíñòâ ðàçìåðíîñòè k êàæ-

äîå, à ÷åðåç Ñk
m (q)�÷èñëî ðàçáèåíèé ïðîñòðàíñòâà Fmq íà qm−k íåóïîðÿäî÷åííûõ

àôôèííûõ ïîäïðîñòðàíñòâ ðàçìåðíîñòè k êàæäîå. Î÷åâèäíî, ÷òî âåëè÷èíû Nk
m (q)

è Ñk
m (q) ñâÿçàíû ñîîòíîøåíèåì

Nk
m (q) = qm−k! · Ñk

m (q) . (1)

Â [1, 2] ïðåäëîæåíû (â ðàçíûõ ôîðìóëèðîâêàõ, íî ïî ñóòè ýêâèâàëåíòíûå)
êîíñòðóêöèè áåíò-ôóíêöèé îò n ïåðåìåííûõ, îñíîâàííûå íà ðàçáèåíèè âåêòîðíîãî
ïðîñòðàíñòâà íàä F2 íà àôôèííûå ïîäïðîñòðàíñòâà îäèíàêîâîé ðàçìåðíîñòè, ïðè
ýòîì áîëüøîé âêëàä â îöåíêó ÷èñëà áåíò-ôóíêöèé, ïîðîæäàåìûõ ïðåäëîæåííûìè
êîíñòðóêöèÿìè, âíîñÿò îöåíêè âåëè÷èí Nk

n (2). Â [1] ïîëó÷åíû òî÷íûå ôîðìóëû
äëÿ Nn−1

n (q) è Nn−2
n (2). Â [2] ïðèâåäåíà (áåç äîêàçàòåëüñòâà) âåðõíÿÿ îöåíêà âåëè-

÷èíû Nk
m(2).

Â [3] óòî÷íåíû îöåíêè íà âåëè÷èíû Nk
m(2), à â ðàáîòå [4] óñòàíîâëåí âèä àñèìïòîòè-

êè âåëè÷èíû Nk
m(q) ïðè m−k = const, m→∞. Â [5] ïîëó÷åíû ñîâïàäàþùèå â ãëàâíîì

÷ëåíå íèæíÿÿ è âåðõíÿÿ àñèìïòîòè÷åñêèå îöåíêè íà ëîãàðèôì âåëè÷èíû Ñ2
m(2):

m

2
· 2m + c1 · 2m + o(2m) ⩽ log2 Ñ

2
m(2) ⩽

m

2
· 2m + c2 · 2m + o(2m),

ãäå c1 = −1 − 3

4
log2 e ≈ −2,08; c2 =

7

16
− 11

16
log2 3 ≈ −0,65, à òàêæå àñèìïòîòèêà

ëîãàðèôìà ÷èñëà Wm íåóïîðÿäî÷åííûõ ðàçáèåíèé ïðîñòðàíñòâà Fm2 , m ÷¼òíî, íà ëè-
íåéíûå ïîäïðîñòðàíñòâà ðàçìåðíîñòè 2:

log2Wm =
m

3
· 2m + o(m2m).
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Â íàñòîÿùåé ðàáîòå ðàññìàòðèâàþòñÿ îöåíêè íà âåëè÷èíû Nk
m(q) è Ñ

k
m(q) äëÿ ðàç-

ëè÷íûõ q, ïðè ýòîì îñíîâíîå âíèìàíèå óäåëÿåòñÿ ñëó÷àþ (m− k)→∞.
Î÷åâèäíî, ÷òî N0

m (q) = qm!, òàê êàê, ðàçáèâàÿ ïðîñòðàíñòâî ðàçìåðíîñòè m íà
àôôèííûå ïîäïðîñòðàíñòâà ðàçìåðíîñòè 0, ïîëó÷àåì qm! óïîðÿäî÷åííûõ ðàçáèåíèé.

Ðàññìîòðèì N1
m (q). Ïðè q = 2 ðàçáèåíèå Fmq íà àôôèííûå ïîäïðîñòðàíñòâà ðàç-

ìåðíîñòè 1 ïðåäñòàâëÿåò ñîáîé óïîðÿäî÷åííîå ðàçáèåíèå íà ïàðû íåóïîðÿäî÷åííûõ
íàáîðîâ, îòêóäà

N1
m (2) =

2m (2m − 1)

2

(2m − 2) (2m − 3)

2
· . . . = 2m!

22m−1 .

Ïðè q > 2 îöåíêè âåëè÷èíû N1
m(q) ïðåäñòàâëÿþò ñîáîé íåòðèâèàëüíóþ çàäà÷ó.

Â íàñòîÿùåé ðàáîòå ìû óñòàíàâëèâàåì àñèìïòîòèêó ëîãàðèôìà âåëè÷èíû N1
m(3).

Òåîðåìà 1. ×èñëî íåóïîðÿäî÷åííûõ ðàçáèåíèé Ñ1
m (3) ïðîñòðàíñòâà Fm3 íà àô-

ôèííûå ïîäïðîñòðàíñòâà ðàçìåðíîñòè 1 óäîâëåòâîðÿåò ñëåäóþùåìó íåðàâåíñòâó:

m

3
· 3m + c1 · 3m + o (3m) ⩽ log3 Ñ

1
m (3) ⩽

m

3
· 3m + c2 · 3m + o (3m) , (2)

ãäå c1 = −
1

3
− 2

3
log3 e ≈ −0,94; c2 = −

1

3
log3 e−

1

3
log3 2 ≈ −0,51.

Äîêàçàòåëüñòâî íèæíåé îöåíêè òåîðåìû 1 îñíîâàíî íà ïîäõîäå èç [5].
Ïóñòü Qm �ëàòèíñêèé êâàäðàò ïîðÿäêà 3m, ÿâëÿþùèéñÿ òàáëèöåé Êýëè ãðóï-

ïû Zm3 ; Tm �÷èñëî òðàíñâåðñàëåé â Qm.

Óòâåðæäåíèå 1. Ñ1
m (3) ⩾ Tm−1.

Àñèìïòîòèêà âåëè÷èíû Tm ïîëó÷åíà â [6]:

Tm =
(
e−1/2 + o (1)

) 3m!2

3m(3m−1)
ïðè m→∞.

Â [5] äëÿ ïîëó÷åíèÿ íèæíåé îöåíêè âåëè÷èíû Wm èñïîëüçîâàíà àñèìïòîòèêà èç [6]
äëÿ ÷èñëà òðàíñâåðñàëåé â òàáëèöå Êýëè ãðóïïû Zm2 , à äëÿ íèæíåé îöåíêè âåëè÷è-

íû Ñ2
m(2)� àñèìïòîòèêà èç [6] äëÿ ÷èñëà òðàíñâåðñàëåé â òð¼õìåðíîé òàáëèöå Êýëè

ãðóïïû Zm2 .
Âåðõíÿÿ îöåíêà òåîðåìû 1 âûòåêàåò èç òåîðåìû 5 (ñì. äàëåå).
Òåïåðü ïåðåõîäèì ê ðåêóððåíòíûì îöåíêàì.

Ëåììà 1. Èìååò ìåñòî íåðàâåíñòâî

Nk+1
m+1 (q) ⩾ Nk

m (q) . (3)

Òåîðåìà 2. Èìååò ìåñòî ðåêóððåíòíîå íåðàâåíñòâî

Nk
m+1 (q) ⩾

(
Nk
m (q)

)q ( qm−k+1

qm−k, qm−k, · · · , qm−k

)
.

Ñïðàâåäëèâû ñëåäóþùèå íèæíèå îöåíêè.

Óòâåðæäåíèå 2. Èìåþò ìåñòî íåðàâåíñòâà

Nk
m (q) ⩾ qm−k!,

logqN
k
m (q) ≳ (m− k)qm−k, m− k →∞.
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Äîêàçàòåëüñòâî. Èç îöåíêè (3) è ñîîòíîøåíèÿ (1) âûòåêàåò ñïðàâåäëèâîñòü
öåïî÷êè íåðàâåíñòâ

qm−k! = N0
m−k (q) ⩽ N1

m−k+1 (q) ⩽ N2
m−k+2 (q) . . . ⩽ Nk−1

m−1 (q) ⩽ Nk
m (q) .

Óòâåðæäåíèå äîêàçàíî.

Ïðè q = 3 îöåíêó óòâåðæäåíèÿ 2 ìîæíî óñèëèòü ñ ïîìîùüþ òåîðåìû 1.

Òåîðåìà 3. Ïðè k ⩾ 1, m − k + 1 → ∞ è q = 3 èìååò ìåñòî àñèìïòîòè÷åñêîå
íåðàâåíñòâî

log3N
k
m (3) ≳ 2 (m− k) 3m−k.

Äîêàçàòåëüñòâî. Èç îöåíêè (3) è ñîîòíîøåíèÿ (1) âûòåêàåò ñïðàâåäëèâîñòü
öåïî÷êè íåðàâåíñòâ

3m−k! · Ñ1
m−k+1 (3) = N1

m−k+1 (3) ⩽ N2
m−k+2 (3) . . . ⩽ Nk

m (3) ,

îòñþäà, ëîãàðèôìèðóÿ, èñïîëüçóÿ (2) è ôîðìóëó Ñòèðëèíãà, ïîëó÷àåì

log3N
k
m (3) ≳ log3 3

m−k! + log3 Ñ
1
m−k+1 (3) ≳ (m− k)3m−k +

m− k + 1

3
3m−k+1 ∼

∼ 2 (m− k) 3m−k.

Òåîðåìà äîêàçàíà.

Çàìåòèì, ÷òî äëÿ q = 2 âûïîëíåíî [3]

log2N
k
m (2) ≳ 3 (m− k) 2m−k. (4)

Ñëåäóþùàÿ íèæíÿÿ îöåíêà âåëè÷èíû Ñk
m ÿâëÿåòñÿ îáîáùåíèåì ðåçóëüòàòà èç [3].

Òåîðåìà 4. Èìåþò ìåñòî íåðàâåíñòâà

Ñk
m (q) ⩾

(
qk+1 − 1

)qm−k−1

,

logq Ñ
k
m (q) ⩾ k · qm−k−1, k →∞,

logqN
k
m (q) ≳

(
m− q − 1

q
k

)
qm−k, k →∞, m− k →∞.

Çàìå÷àíèå 1. Ëåãêî âèäåòü, ÷òî àñèìïòîòè÷åñêàÿ îöåíêà òåîðåìû 4 âñåãäà ëó÷-
øå, ÷åì îöåíêà óòâåðæäåíèÿ 2. À âîò ïðè q = 3 îöåíêà òåîðåìû 3 ëó÷øå, åñëè
k < 3m/4, à ïðè k > 3m/4 ëó÷øå îöåíêà òåîðåìû 4. Íàïîìíèì, ÷òî ïðè q = 2 îöåí-
êà (4) [3] ëó÷øå, åñëè k < 4m/5, à åñëè k > 4m/5, òî ëó÷øå îöåíêà òåîðåìû 4.

Â çàêëþ÷åíèå ïðèâåä¼ì âåðõíèå îöåíêè âåëè÷èíû Nk
m, ÿâëÿþùèåñÿ îáîáùåíèÿìè

ðåçóëüòàòîâ èç [3].

Òåîðåìà 5. Èìååò ìåñòî íåðàâåíñòâî

Nk
m (q) ⩽

qm−k∏
i=1

Ci, ãäå Ci =
qm − (i− 1) qk

qk

k∏
j=1

(
qm − (i− 1) qk − qj−1

)
qk − qj−1

.

Ñëåäñòâèå 1. Ñïðàâåäëèâî íåðàâåíñòâî Nk
m (q) ⩽ (k + 1) (m− k) qm−k.

Òåîðåìà 6. Ïðè (m− k)→∞ ñïðàâåäëèâî íåðàâåíñòâî

logqN
k
m (q) ⩽ (k + 1)(m− k − logq e)q

m−k +O(qm−k) +O(k(m− k)).
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ÌÓËÜÒÈÏÎÄÑÒÀÍÎÂÊÈ È ÑÎÂÅÐØÅÍÍÀß ÐÀÑÑÅÈÂÀÅÌÎÑÒÜ
ÐÀÇÁÈÅÍÈÉ

Á.À. Ïîãîðåëîâ, Ì.À. Ïóäîâêèíà

Êîíöåïöèÿ ìóëüòèïîäñòàíîâî÷íîñòè ÿâëÿåòñÿ îäíîé èç ïåðâûõ, ïîçâîëÿþùèõ
ôîðìàëèçîâàòü ¾ñîâåðøåííîå¿ ðàññåèâàíèå â àëãîðèòìàõ áëî÷íîãî øèôðîâàíèÿ.
Äëÿ êîíå÷íîé àáåëåâîé ãðóïïû X ðàññìàòðèâàåòñÿ êëàññ ïðåîáðàçîâàíèé H ãðóï-
ïû X2, ïðåäëîæåííûé Ñ. Âàäåíàó äëÿ ðåàëèçàöèè ýòîé êîíöåïöèè. Êàæäîå áèåê-
òèâíîå ïðåîáðàçîâàíèå èç H ÿâëÿåòñÿ ìóëüòèïîäñòàíîâêîé. Óñòàíîâëåíî ñîîòâåò-
ñòâèå ìåæäó ìóëüòèïîäñòàíîâêàìè èç H è îðòîìîðôèçìàìè. Ðàññìàòðèâàþòñÿ
ðàçáèåíèÿ, çàäàâàåìûå ìíîæåñòâîì ñìåæíûõ êëàññîâ W0, . . . ,Wr−1 ïî ïîäãðóï-
ïå W0 ⩽ X, W = {W0, . . . ,Wr−1}. Îïèñàíû ìíîæåñòâà ìóëüòèïîäñòàíîâîê èç H,
ñîâåðøåííî ðàññåèâàþùèõ ðàçáèåíèÿ âèäà W 2 è X ×W . Äîêàçàíà ñîâåðøåííàÿ
ðàññåèâàåìîñòü òàêèõ ðàçáèåíèé 8- è 16-áèòíûìè ïðåîáðàçîâàíèÿìè àëãîðèòìà
áëî÷íîãî øèôðîâàíèÿ CS.

Êëþ÷åâûå ñëîâà: ìóëüòèïîäñòàíîâêà, îðòîìîðôèçì, êâàçèàäàìàðîâî ïðåîá-

ðàçîâàíèå, ñîâåðøåííîå ðàññåèâàíèå, àëãîðèòì áëî÷íîãî øèôðîâàíèÿ CS.

Òðàäèöèîííî ïðè ñèíòåçå àëãîðèòìîâ áëî÷íîãî øèôðîâàíèÿ ñëåäóþò íåôîðìàëü-
íî ñôîðìóëèðîâàííûì Ê. Øåííîíîì ïðèíöèïàì ðàññåèâàíèÿ è ïåðåìåøèâàíèÿ [1].
Ïîä ðàññåèâàþùèì ïðåîáðàçîâàíèåì Ê. Øåííîí ïîíèìàåò íåêîòîðîå îòîáðàæåíèå âåê-
òîðíîãî ïðîñòðàíñòâà íà ñåáÿ, ïðè êîòîðîì êàæäàÿ èëè ïî÷òè êàæäàÿ åãî ¾êîìïàêò-
íàÿ¿ îáëàñòü â îáðàçå ðàñïðåäåëÿåòñÿ â áîëüøóþ, ¾íåêîìïàêòíóþ¿ ñ òî÷êè çðåíèÿ
ìåòðèêè, îáëàñòü. Êîíöåïöèÿ ìóëüòèïîäñòàíîâî÷íîñòè ÿâëÿåòñÿ îäíîé èç ïåðâûõ, ïîç-
âîëÿþùèõ ôîðìàëèçîâàòü ¾ñîâåðøåííîå¿ ðàññåèâàíèå â àëãîðèòìàõ áëî÷íîãî øèôðî-
âàíèÿ, è îòíîñèòñÿ ê êîîðäèíàòíîìó ðàññåèâàíèþ. Ðåàëèçóþùèå äàííóþ êîíöåïöèþ
îòîáðàæåíèÿ ââåäåíû â [2, 3] è íàçâàíû ìóëüòèïîäñòàíîâêàìè, à òàêæå ñîâåðøåííî
ðàññåèâàþùèìè (perfect di�usion).

Â [3] (n, d)-ìóëüòèïîäñòàíîâêîé íàä àëôàâèòîì X íàçûâàåòñÿ òàêîå îòîáðàæåíèå
h : Xn → Xd, ÷òî äâà ðàçëè÷íûõ âåêòîðà (α, h(α)), (β, h(β)) ∈ Xn×Xd íå ìîãóò ñîâïà-
äàòü íè â êàêèõ n êîîðäèíàòàõ. Ìóëüòèïîäñòàíîâî÷íîñòü òåñíî ñâÿçàíà ñ ÌÄÐ-êîäàìè,
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ëàòèíñêèìè êâàäðàòàìè, êâàçèãðóïïàìè è îðòîãîíàëüíûìè òàáëèöàìè. Òàê, ñóùåñòâó-
åò îäíîçíà÷íîå ñîîòâåòñòâèå ìåæäó (n, d)-ìóëüòèïîäñòàíîâêàìè è (|X|n, n+ d, |X| , n)-
îðòîãîíàëüíûìè òàáëèöàìè [3].

Îïðåäåëåíèå (2,2)-ìóëüòèïîäñòàíîâêè [2] ðàâíîñèëüíî ñëåäóþùåìó. Îòîáðàæåíèå
h : X2 → X2 íàçûâàåòñÿ (2,2)-ìóëüòèïîäñòàíîâêîé, åñëè ÷àñòè÷íûå ôóíêöèè

h(i,1)α (x) = h(i)(α, x), h(i,2)α (x) = h(i)(x, α)

åñòü ïîäñòàíîâêè íà X äëÿ êàæäûõ α ∈ X, i ∈ {1, 2}. Îòìåòèì, ÷òî êàæäàÿ (2,2)-
ìóëüòèïîäñòàíîâêà åñòü ïîäñòàíîâêà íà X2. Îäíàêî íå êàæäàÿ ïîäñòàíîâêà ÿâëÿåòñÿ
(2,2)-ìóëüòèïîäñòàíîâêîé. Â äàííîé ðàáîòå áóäåì ïîä ìóëüòèïîäñòàíîâêîé ïîíèìàòü
(2,2)-ìóëüòèïîäñòàíîâêó.

Â íàñòîÿùåå âðåìÿ íà X2 (êðîìå ìóëüòèïîäñòàíîâîê) äëÿ óëó÷øåíèÿ ðàññåèâà-
þùèõ ñâîéñòâ òàêæå ðàññìàòðèâàþòñÿ ïñåâäîàäàìàðîâû [4], êâàçèàäàìàðîâû ïðåîá-
ðàçîâàíèÿ [5] è èõ îáîáùåíèÿ [6, 7]. Òàê, â [8] íàéäåí êîýôôèöèåíò (êîîðäèíàòíîãî)
ðàññåèâàíèÿ êâàçèàäàìàðîâûõ ïðåîáðàçîâàíèé, îïèñàíû èõ ñâîéñòâà îòíîñèòåëüíî ëè-
íåéíîãî è ðàçíîñòíîãî ìåòîäîâ.

Ïóñòü (X,+)�êîíå÷íàÿ àáåëåâà ãðóïïà ñ áèíàðíîé îïåðàöèåé +, S(X)� ñèììåò-
ðè÷åñêàÿ ãðóïïà íà X, αb = b(α) äëÿ êàæäûõ α ∈ X, b : X → X, Aut(X)� ãðóï-
ïà àâòîìîðôèçìîâ íà X, Vn(2)� n-ìåðíîå âåêòîðíîå ïðîñòðàíñòâî íàä ïîëåì GF(2),
Ww,r(P )�ìíîæåñòâî âñåõ ðàçáèåíèé ìíîæåñòâà P ñ r áëîêàìè ìîùíîñòè w êàæäûé,
|P | = w · r. Îòìåòèì, ÷òî â àëãîðèòìàõ áëî÷íîãî øèôðîâàíèÿ ÷àùå âñåãî X � àääè-
òèâíàÿ ãðóïïà êîëüöà âû÷åòîâ èëè âåêòîðíîãî ïðîñòðàíñòâà Vn(2), íàïðèìåð, X = Z28

â àëãîðèòìå Safer [4].
Â äàííîé ðàáîòå äëÿ ïðîèçâîëüíîé êîíå÷íîé àáåëåâîé ãðóïïû (X,+) ðàññìàòðèâà-

åòñÿ êëàññ îòîáðàæåíèé âèäà hλ̄,ψ̄,ν̄ : X
2 → X2,

hλ̄,ψ̄,ν̄ : (α1, α2) 7→
(
(αλ11 + αψ1

2 )
ν1
, (αλ21 + αψ2

2 )
ν2
)
,

çàäàâàåìûé íàáîðàìè λ̄, ψ̄, ν̄ ∈ S(X)2, ãäå λ̄ = (λ1, λ2), ψ̄ = (ψ1, ψ2), ν̄ = (ν1, ν2),
ïðåäëîæåííûé â [3]. Èç óñëîâèÿ áèåêòèâíîñòè îòîáðàæåíèÿ hλ̄,ψ̄,ν̄ âûòåêàåò åãî ìóëü-
òèïîäñòàíîâî÷íîñòü.

Ïîäñòàíîâêà b ∈ S(X) ÿâëÿåòñÿ îðòîìîðôèçìîì, åñëè ïðåîáðàçîâàíèå x 7→ xb − x
åñòü ïîäñòàíîâêà íà X [9].

Ëåììà 1. Ïóñòü (X,+)�ïðîèçâîëüíàÿ àáåëåâà ãðóïïà, λ̄, ψ̄, ν̄ ∈ S(X)2 è
λ−1
1 λ2 ∈ Aut(X). Òîãäà äëÿ ìóëüòèïîäñòàíîâî÷íîñòè hλ̄,ψ̄,ν̄ íà X äîñòàòî÷íî îðòî-
ìîðôíîñòè λ−1

2 λ1ψ
−1
1 ψ2.

Õîðîøî èçâåñòíî [10], ÷òî åñëè ñèëîâñêàÿ 2-ïîäãðóïïà ãðóïïû X ÿâëÿåòñÿ íåòðè-
âèàëüíîé è öèêëè÷åñêîé, òî íå ñóùåñòâóåò îðòîìîðôèçìîâ (ïîëíûõ ïðåîáðàçîâàíèé)
íà X, à ïîýòîìó íå ñóùåñòâóåò ìóëüòèïîäñòàíîâîê òèïà hλ̄,ψ̄,ν̄ . Òàê êàê àääèòèâíàÿ
ãðóïïà êîëüöà Z2m èìååò íåòðèâèàëüíóþ öèêëè÷åñêóþ ñèëîâñêóþ 2-ïîäãðóïïó, òî íå
ñóùåñòâóåò ìóëüòèïîäñòàíîâîê òèïà hλ̄,ψ̄,ν̄ íà Z2m , íî îíè ñóùåñòâóþò íà Z2

2m .
Â [11] äëÿ õàðàêòåðèçàöèè ðàññåèâàíèÿ ïîäñòàíîâêîé g ∈ S(X) ðàçáèåíèÿ W =

= {W0, . . . ,Wr−1} ìíîæåñòâà X ââåäåíà ìàòðèöà c(W )(g) =
∥∥∥c(W )

i,j (g)
∥∥∥, ãäå c(W )

i,j (g) =

= |W s
i ∩Wj| äëÿ i, j ∈ {0, . . . , r − 1}, w = |W0| = . . . = |Wr−1|. Ñ ïîìîùüþ ýëåìåíòîâ

ìàòðèöû òàêæå îöåíèâàåòñÿ ðàññòîÿíèå (Õåììèíãà) îò ïîäñòàíîâêè g äî ãðóïïû IGW ,
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ñîñòîÿùåé èç âñåõ ïîäñòàíîâîê èç S(X), êîòîðûå ñîõðàíÿþò ðàçáèåíèå W . Âûäåëÿþò-
ñÿ ïîäñòàíîâêè, ìàêñèìàëüíî äàë¼êèå (îòíîñèòåëüíî ðàññòîÿíèÿ Õåììèíãà) îò ãðóï-
ïû IGW . Îíè èìåþò íàèëó÷øèå ðàññåèâàþùèå ñâîéñòâà ðàçáèåíèÿ W è íàçâàíû ñî-
âåðøåííî ðàññåèâàþùèìè ðàçáèåíèå W . Â [11] ïîêàçàíî, ÷òî äëÿ êàæäîé ïîäñòàíîâêè

g ∈ S(X), ñîâåðøåííî ðàññåèâàþùåé ðàçáèåíèå W , ýëåìåíòû c
(W )
i,j (g) ìàòðèöû c(W )(g)

óäîâëåòâîðÿþò íåðàâåíñòâó
c
(W )
i,j (g) ⩽

⌈
w · r−1

⌉
äëÿ âñåõ i, j ∈ {0, . . . , r − 1}.

Â íàñòîÿùåé ðàáîòå ïîëó÷åíû óñëîâèÿ íà λ̄, ψ̄, ν̄ ∈ S(X)2, ïðè âûïîëíåíèè êîòîðûõ
ìóëüòèïîäñòàíîâêà hλ̄,ψ̄,ν̄ ñîâåðøåííî ðàññåèâàåò ðàçáèåíèå

W ×W = {Wi ×Wj : i, j ∈ {0, . . . , r − 1}} .

Óòâåðæäåíèå 1. Ïóñòü w, r ∈ N, |X| = w · r, {0} ⊂ W0 ⊂ X, w = |W0|,
W ∈ Ww,r(X), ν1, ν2 ñîâåðøåííî ðàññåèâàþò ðàçáèåíèå W , λ̄, ψ̄ ∈ IGW × IGW . Òîãäà
ìóëüòèïîäñòàíîâêà hλ̄,ψ̄,ν̄ íà X ñîâåðøåííî ðàññåèâàåò ðàçáèåíèå W ×W , ïðè÷¼ì

c
(W×W )
(i1,i2),(t1,t2)

(
hλ̄,ψ̄,ν̄

)
⩽

{
1, åñëè w ⩽ r,

⌈w2/r2⌉, åñëè w > r.

Ïóñòü 0n � n-ìåðíûé âåêòîð ñ íóëåâûìè êîîðäèíàòàìè.

Óòâåðæäåíèå 2. Ïóñòü d ∈ N, n = 2d, W0 = Vd(2)×{0d}, W �ôàêòîð-ïðîñòðàí-
ñòâî ïðîñòðàíñòâà Vn(2) ïî ïîäïðîñòðàíñòâó W0, w = |W0|, r = |W |. Òîãäà ñóùåñòâóåò
êëàññ ìóëüòèïîäñòàíîâîê hλ̄,ψ̄,ν̄ íà Vn(2), ñîõðàíÿþùèõ ðàçáèåíèåW×W , íî ñ ïðåîáðà-
çîâàíèÿìè νi, λi, ψi ∈ S(Vn(2)), ñîâåðøåííî ðàññåèâàþùèìè ðàçáèåíèå W ïðè i = 1, 2.

Ïóñòü ïðåîáðàçîâàíèÿ g
(1)
v , g

(2)
v íà Vn(2)

2 ñ ôóíêöèåé óñëîæíåíèÿ v : Vn(2) → Vn(2)
çàäàíû ñîîòâåòñòâåííî äëÿ âñåõ (α1, α2) ∈ Vn(2)2 óñëîâèÿìè

g(1)v : (α1, α2) 7→ (α1 + αv2, α2), g
(2)
v : (α1, α2) 7→ (α1, α2 + αv1).

Çàìåòèì, ÷òî g
(1)
v , g

(2)
v �Ôåéñòåëü-ïîäîáíûå èíâîëþòèâíûå ïðåîáðàçîâàíèÿ.

Äëÿ b : Vn(2) → Vn(2), s ∈ S(Vn(2)) ðàññìîòðèì äâå ïîäñòàíîâêè u
(1)
b,s = g

(1)
b g

(2)
s ,

u
(2)
b,s = g

(1)
b g

(2)
s g

(1)
b íà Vn(2)

2. Çàìåòèì òàêæå, ÷òî 8-áèòíàÿ ïîäñòàíîâêà u
(2)
b,s (n = 8)

èñïîëüçîâàëàñü â àëãîðèòìå áëî÷íîãî øèôðîâàíèÿ CS [12].

Óòâåðæäåíèå 3. Ïóñòü U0 �ïîäïðîñòðàíñòâî ïðîñòðàíñòâà Vn(2), W0 = Vn(2)×
× U0, U = {U0, . . . , Ud−1}�ìíîæåñòâî âñåõ ñìåæíûõ êëàññîâ àääèòèâíîé ãðóïïû
(Vn(2),+) ïî ïîäãðóïïå U0, W

(U) = Vn(2)× U . Òîãäà:
1) äëÿ êàæäîãî ïðåîáðàçîâàíèÿ b : Vn(2) → Vn(2) è êàæäîé ïîäñòàíîâêè s ∈
∈ S(Vn(2)) ïðåîáðàçîâàíèÿ u(1)b,s , u

(2)
b,s ñîâåðøåííî ðàññåèâàþò ðàçáèåíèå W

(U);

2) äëÿ êàæäûõ òàêèõ ïîäñòàíîâîê ν1, ν2, λ1, λ2 ∈ S(Vn(2)), ÷òî λ1λ
−1
2 � îðòîìîð-

ôèçì íà Vn(2), ìóëüòèïîäñòàíîâêà

h(λ1,λ2),(e,e),(ν1,v2) : (α1, α2) 7→
(
(αλ11 + α2)

ν1
, (αλ21 + α2)

ν2
)

ñîâåðøåííî ðàññåèâàåò ðàçáèåíèå W (U).
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Ïóñòü n ≡ 0 (mod 4), ïîäñòàíîâêè λ1, λ2 ∈ S(Vn(2)) çàäàíû óñëîâèÿìè

λ1 : (α1, α2, . . . , αn) 7→ (α1, α2 + α3, α3, α4 + α5, α5, . . . , αn−2 + αn−1, αn−1, αn + α1),

λ2 : (α1, α2, . . . , αn) 7→ (α2, . . . , αn, α1),

ãäå λ2 �ïðåîáðàçîâàíèå ëåâîãî öèêëè÷åñêîãî ñäâèãà. Íåñëîæíî óáåäèòüñÿ, ÷òî λ1λ
−1
2 �

îðòîìîðôèçì íà Vn(2) è λ1λ
−1
2 ∈ Aut(Vn(2)).

Ïðè n = 8 è ν1 = ν2 = u
(2)
b,s â ðàóíäîâîé ôóíêöèè f : V64(2)

2 → V64(2)
àëãîðèòìà ÑS [12] êîìïîíåíòàìè ÿâëÿþòñÿ ÷åòûðå 16-áèòíûå ìóëüòèïîäñòàíîâêè
h
(λ1,λ2),(e,e),(u

(2)
b,s ,u

(2)
b,s)
, îáåñïå÷èâàþùèå ðåàëèçàöèþ ñâîéñòâ ïåðåìåøèâàíèÿ è ðàññåèâà-

íèÿ Ê. Øåííîíà. Èç óòâåðæäåíèÿ 3 ñëåäóåò, ÷òî ìóëüòèïîäñòàíîâêà h
(λ1,λ2),(e,e),(u

(2)
b,s ,u

(2)
b,s)

àëãîðèòìà CS ñîâåðøåííî ðàññåèâàåò ðàçáèåíèÿ âèäà W (U) = Vn(2)× U .
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ÍÀÄ ÊÎËÜÖÎÌ ÂÛ×ÅÒÎÂ Z2n

À.Ä. Áóãðîâ

Îïðåäåë¼í êëàññ áóëåâûõ ôóíêöèé, ïîñòðîåííûõ èç ñòàðøèõ ðàçðÿäíûõ ïîñëå-
äîâàòåëüíîñòåé ëèíåéíûõ ðåêóððåíò íàä êîëüöîì Z2n . Äëÿ âûäåëåíèÿ ñòàðøèõ
ðàçðÿäíûõ ïîñëåäîâàòåëüíîñòåé èñïîëüçóþòñÿ ðàçëè÷íûå êîîðäèíàòíûå ìíîæå-
ñòâà. Ïîêàçàíî, ÷òî óêàçàííûé êëàññ ñîñòîèò èç ôóíêöèé, çíà÷èòåëüíî óäàë¼ííûõ
îò êëàññà âñåõ àôèííûõ ôóíêöèé.

Êëþ÷åâûå ñëîâà: ëèíåéíûå ðåêóððåíòíûå ïîñëåäîâàòåëüíîñòè, ðàçðÿäíûå ïî-
ñëåäîâàòåëüíîñòè, áóëåâû ôóíêöèè, íåëèíåéíîñòü áóëåâûõ ôóíêöèé.

Ââåäåíèå
Ïóñòü n�íàòóðàëüíîå ÷èñëî, R = Z2n = {0, 1, . . . , 2n − 1}�êîëüöî âû÷åòîâ ïî

ìîäóëþ 2n, P = Z2 = {0, 1}�ïîëå èç äâóõ ýëåìåíòîâ. Îïåðàöèþ ñëîæåíèÿ â êîëüöå R
îáîçíà÷èì +, à îïåðàöèþ ñëîæåíèÿ â ïîëå P ÷åðåç ⊕. Ïóñòü F (x)� óíèòàðíûé íåïðè-
âîäèìûé ìíîãî÷ëåí ñòåïåíè m íàä ïîëåì P . Âñþäó â äàëüíåéøåì áóäåì ñ÷èòàòü, ÷òî
F (x) ̸= x, ò. å. F (x) ÿâëÿåòñÿ ðåâåðñèâíûì íåïðèâîäèìûì ìíîãî÷ëåíîì íàä ïîëåì P .
Ïåðèîä T (F ) òàêîãî ìíîãî÷ëåíà ðàâåí

T (F ) = (2m − 1)/d,

ãäå d�íåêîòîðûé äåëèòåëü ÷èñëà 2m − 1.
Ñîãëàñíî [1], íàéä¼òñÿ åäèíñòâåííûé óíèòàðíûé ìíîãî÷ëåí G(x) ∈ R[x], òàêîé, ÷òî

Ḡ(x) = F (x) è T (G) = T (Ḡ), ãäå Ḡ(x)�ìíîãî÷ëåí íàä ïîëåì P , ïîëó÷åííûé èç G(x)
ïðèâåäåíèåì âñåõ åãî êîýôôèöèåíòîâ ïî ìîäóëþ 2. Òàêîé ìíîãî÷ëåí G(x) íàçûâàåòñÿ
îòìå÷åííûì ìíîãî÷ëåíîì íàä êîëüöîì R. Êðîìå òîãî, êàê ïîêàçàíî â [1], ñóùåñòâóåò
ïðîñòîé ðåêóðñèâíûé ñïîñîá ïîñòðîåíèÿ ìíîãî÷ëåíà G(x) ïî ìíîãî÷ëåíó F (x).

Îáîçíà÷èì ÷åðåç LR(G) ìíîæåñòâî âñåõ ëèíåéíûõ ðåêóððåíòíûõ ïîñëåäîâàòåëü-
íîñòåé (ËÐÏ) v íàä êîëüöîì R ñ õàðàêòåðèñòè÷åñêèì ìíîãî÷ëåíîì G(x), à ÷åðåç
LR(G)

∗ � åãî ïîäìíîæåñòâî, ñîñòîÿùåå èç âñåõ ËÐÏ, ñîäåðæàùèõ â ñâî¼ì íà÷àëüíîì
âåêòîðå (v(0), . . . , v(m− 1)) õîòÿ áû îäèí îáðàòèìûé ýëåìåíò êîëüöà R.

Çàäàäèì íà ìíîæåñòâå LP (F ) âñåõ ËÐÏ íàä ïîëåì P ñ õàðàêòåðèñòè÷åñêèì ìíîãî-
÷ëåíîì F (x) áèíàðíîå îòíîøåíèå ∼, ïîëîæèâ äëÿ ïîñëåäîâàòåëüíîñòåé u, u′ ∈ LP (F )
u ∼ u′ òîãäà è òîëüêî òîãäà, êîãäà íàéä¼òñÿ t ∈ N, òàêîå, ÷òî u′ = xtu, ò. å. u′(i) = u(i+t)
ïðè âñåõ i ⩾ 0. Â ñèëó ðåâåðñèâíîñòè ìíîãî÷ëåíà F (x) ýòî îòíîøåíèå ÿâëÿåòñÿ ýêâè-
âàëåíòíîñòüþ íà ìíîæåñòâå LP (F ).

Âûáåðåì è çàôèêñèðóåì íåíóëåâûå ïîïàðíî íåýêâèâàëåíòíûå ËÐÏ:

u0, . . . , ud−1 ∈ LP (F ).
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Â ñèëó òîãî, ÷òî T (u0) = . . . = T (ud−1) = T (F ) è ïîñëåäîâàòåëüíîñòè âûáðàíû ïîïàðíî
íåýêâèâàëåíòíûìè, âåêòîðû

(u0(i), . . . , u0(i+m− 1)), . . . , (ud−1(i), . . . , ud−1(i+m− 1)), i = 0, 1, . . . , T (F )− 1,

ïðîáåãàþò ìíîæåñòâî âñåõ íåíóëåâûõ âåêòîðîâ èç Pm.
Äëÿ êàæäîãî ýëåìåíòà a ∈ R îáîçíà÷èì ÷åðåç ā åãî îñòàòîê ïðè äåëåíèè íà 2.

Ðàçðÿäíûì ìíîæåñòâîì êîëüöà R íàçûâàåòñÿ ïîäìíîæåñòâî K = {k0, k1} ⊂ R, òàêîå,
÷òî k̄0 = 0 è k̄1 = 1. Êàæäûé ýëåìåíò a ∈ R îäíîçíà÷íî ïðåäñòàâèì â âèäå

a = a0 + 2a1 + 22a2 + . . .+ 2n−1an−1,

ãäå ai ∈ K, i = 0, 1, . . . , n− 1. Ðàññìîòðèì îòîáðàæåíèå κK
n−1 : R→ P , äåéñòâóþùåå ïî

ïðàâèëó κK
n−1(a) = ān−1. Çàôèêñèðóåì ðàçðÿäíûå ìíîæåñòâà K0, . . ., Kd−1 êîëüöà R.

Âûáåðåì ïðîèçâîëüíûå ËÐÏ v0, . . ., vd−1 ∈ LR(G)
∗ è ïîñòðîèì áóëåâó ôóíêöèþ

f : Pm → P îò m ïåðåìåííûõ ïî ñëåäóþùèì ïðàâèëàì:

f(0, . . . , 0) = 0

è äëÿ âñåõ i = 0, 1, . . . , T (F )− 1

f(u0(i), . . . , u0(i+m− 1)) = κK0
n−1(v0(i)),

f(u1(i), . . . , u1(i+m− 1)) = κK1
n−1(v1(i)),

...

f(ud−1(i), . . . , ud−1(i+m− 1)) = κKd−1

n−1 (vd−1(i)).

ËÐÏ u0, . . ., ud−1, à òàêæå ðàçðÿäíûå ìíîæåñòâà K0, . . ., Kd−1 áóäåì ñ÷èòàòü ôèêñè-
ðîâàííûìè. Â ñâÿçè ñ ýòèì áóäåì èñïîëüçîâàòü îáîçíà÷åíèå

f(x) = fv0,...,vd−1
(x)

è èçó÷àòü êëàññ áóëåâûõ ôóíêöèé

Dm(F ) = {fv0,...,vd−1
(x) : v0, . . . , vd−1 ∈ LR(G)∗}.

Äëÿ ñëó÷àÿ d = 1 àíàëîãè÷íûå ôóíêöèè èññëåäîâàëèñü â ðàáîòàõ [2�5]. Äîêàçàíî,
÷òî äàííûå ôóíêöèè äîñòàòî÷íî óäàëåíû îò êëàññà âñåõ àôôèííûõ áóëåâûõ ôóíêöèé
îòm ïåðåìåííûõ. Ïðåäñòàâëÿåò èíòåðåñ èññëåäîâàíèå ñëó÷àÿ, êîãäà d�ïðîèçâîëüíûé
äåëèòåëü ÷èñëà 2m − 1.

Äàííàÿ ðàáîòà ïðîäîëæàåò àíàëîãè÷íûå èññëåäîâàíèÿ ñëó÷àÿ d > 1, íà÷àòûå â ðà-
áîòå [6], ãäå ðàññìîòðåíà ñèòóàöèÿ, êîãäà K0 = . . . = Kd−1 = {0, 1}. Ïîëó÷åíà îöåíêà
íåëèíåéíîñòè äëÿ ôóíêöèé èç êëàññà Dm(F ).

Ïðèâåäåì íåêîòîðûå âñïîìîãàòåëüíûå ðåçóëüòàòû. Ïóñòü χ : R → C∗ � àääèòèâ-
íûé õàðàêòåð êîëüöà R, îïðåäåë¼ííûé ðàâåíñòâîì

χ(x) = e2πix/2
n

, x ∈ R.

Äëÿ êàæäîãî s = 0, 1, . . . , d− 1 ðàññìîòðèì îòîáðàæåíèå µs : R→ C∗, äåéñòâóþùåå ïî
ïðàâèëó

µs(a) = (−1)κ
Ks
n−1(a), a ∈ R.

Äëÿ êàæäîé ïîñëåäîâàòåëüíîñòè v íàä êîëüöîì R îáîçíà÷èì ÷åðåç v̄ ïîñëåäîâàòåëü-
íîñòü íàä ïîëåì P , ïîëó÷åííóþ çàìåíîé êàæäîãî ýëåìåíòà v(i), i ⩾ 0, íà åãî îñòàòîê
ïðè äåëåíèè íà 2.
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Íåëèíåéíîñòü ôóíêöèé
Íåëèíåéíîñòü nl(f) ôóíêöèé f èç êëàññà Dm(F ) îïðåäåëÿåòñÿ êàê ðàññòîÿíèå Õýì-

ìèíãà îò ôóíêöèè f äî êëàññà âñåõ àôôèííûõ áóëåâûõ ôóíêöèé îò m ïåðåìåííûõ.
Äëÿ íàõîæäåíèÿ íåëèíåéíîñòè óäîáíî âîñïîëüçîâàòüñÿ ôîðìóëîé

nl(f) = 2m−1 − 1

2
max
a∈Pm

|Wf (a)|,

ãäå Wf (a)�êîýôôèöèåíò Óîëøà�Àäàìàðà ôóíêöèè f , îïðåäåëÿåìûé äëÿ êàæäîãî
âåêòîðà a = (a1, . . . , am) ∈ Pm ïî ïðàâèëó

Wf (a) =
∑

b=(b1,...,bm)∈Pm

(−1)f(b)⊕a1b1⊕...⊕ambm .

Òåîðåìà 1. Ïóñòü R = Z2n , n ⩾ 2, G(x) ∈ R[x]� îòìå÷åííûé ìíîãî÷ëåí ïåðèîäà
T (G) = (2m−1)/d, Ḡ(x) = F (x), µs(0) = 1 äëÿ âñåõ s = 0, 1, . . . , d−1. Òîãäà äëÿ êàæäîé
ôóíêöèè f ∈ Dm(F ) âûïîëíåíî íåðàâåíñòâî

nl(f) ⩾ 2m−1 −
(
2(n− 1)

π
ln 2 + 1

)
(d2n−1 − 1)2m/2−1.
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ÍÀ ÌÈÍÈÌÀËÜÍÎÌ ÐÀÑÑÒÎßÍÈÈ ÎÒ ÁÅÍÒ-ÔÓÍÊÖÈÈ

ÈÇ ÊËÀÑÑÀ ÌÝÉÎÐÀÍÀ � ÌÀÊÔÀÐËÀÍÄÀ1

Ä.À. Áûêîâ

Èññëåäóåòñÿ íèæíÿÿ îöåíêà 22n+1 − 2n ÷èñëà áåíò-ôóíêöèé íà ìèíèìàëüíî âîç-
ìîæíîì ðàññòîÿíèè 2n îò íåêîòîðîé èñõîäíîé áåíò-ôóíêöèè èç êëàññà Ìýéîðà-
íà �ÌàêÔàðëàíäà M2n îò 2n ïåðåìåííûõ. Ñôîðìóëèðîâàí êðèòåðèé å¼ äîñòè-
æèìîñòè äëÿ ôóíêöèé â àëãåáðàè÷åñêîì ïðåäñòàâëåíèè. Êîíñòðóêòèâíî äîêàçà-
íî, ÷òî â ñëó÷àå n = pk äëÿ ïðîñòîãî p ̸= 2, 3 è íàòóðàëüíîãî k îöåíêà òî÷íà.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè � 075�15�2022�282.
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Ïîêàçàíî, ÷òî íåîáõîäèìûì óñëîâèåì äîñòèæèìîñòè îöåíêè ÿâëÿåòñÿ ïîñòðîåíèå
ôóíêöèè èç M2n ïî APN-ïåðåñòàíîâêå, ìíîæåñòâî çíà÷åíèé êîòîðîé íà ëþáîì
àôôèííîì ïîäïðîñòðàíñòâå ðàçìåðíîñòè 3 íå ÿâëÿåòñÿ àôôèííûì ïîäïðîñòðàí-
ñòâîì.

Êëþ÷åâûå ñëîâà: áåíò-ôóíêöèÿ, áóëåâà ôóíêöèÿ, ìèíèìàëüíîå ðàññòîÿíèå,

êëàññ Ìýéîðàíà � ÌàêÔàðëàíäà, íèæíÿÿ îöåíêà.

Ââåäåíèå
Ïóñòü F2n �êîíå÷íîå ïîëå èç 2n ýëåìåíòîâ. Äàëåå ôóíêöèè ðàññìàòðèâàþòñÿ íàä

ïîëÿìè. Îòìåòèì, ÷òî äëÿ ïåðåõîäà ê áîëåå ïðèâû÷íîìó ïðåäñòàâëåíèþ íàä âåêòîð-
íûì ïðîñòðàíñòâîì Fn2 äîñòàòî÷íî çàôèêñèðîâàòü â ïîëå F2n íåêîòîðûé áàçèñ íàä F2 .
Ôóíêöèÿ f : F2n → F2 íàçûâàåòñÿ áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ. Ðàññòîÿíè-
åì Õýììèíãà ìåæäó äâóìÿ áóëåâûìè ôóíêöèÿìè f, g íàçûâàåòñÿ ÷èñëî àðãóìåíòîâ,
íà êîòîðûõ èõ çíà÷åíèÿ ðàçëè÷àþòñÿ. Àôôèííîé íàçûâàåòñÿ áóëåâà ôóíêöèÿ, ñòå-
ïåíü êîòîðîé íå ïðåâîñõîäèò 1. Áóëåâà ôóíêöèÿ îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ 2n íà-
çûâàåòñÿ áåíò-ôóíêöèåé, åñëè ðàññòîÿíèå îò íå¼ äî áëèæàéøåé àôôèííîé ôóíêöèè
ìàêñèìàëüíî è ðàâíî 22n−1 − 2n−1. Â äàëüíåéøåì áóäåì ðàññìàòðèâàòü áåíò-ôóíê-
öèè îò 2n ïåðåìåííûõ. Ïóñòü m|n, ôóíêöèÿ trnm : F2n → F2m , îïðåäåë¼ííàÿ êàê
trnm (x) = x2

0
+ x2

m
+ · · · + x2

n−m
, íàçûâàåòñÿ ÷àñòè÷íûì ñëåäîì èç ïîëÿ F2n â åãî

ïîäïîëå F2m . Êëàññ áåíò-ôóíêöèé Ìýéîðàíà �ÌàêÔàðëàíäà M2n ñîñòîèò èç ôóíê-
öèé âèäà

trn1 (xπ(y)) + φ(y),

ãäå π : F2n → F2n âçàèìíî îäíîçíà÷íà è φ : F2n → F2 �ïðîèçâîëüíàÿ áóëåâà ôóíêöèÿ.
Ìèíèìàëüíûå ôóíêöèè èçó÷àëèñü â 1960-õ ãã. â ÑÑÑÐ Â.À. Åëèñååâûì è

Î.Ï. Ñòåï÷åíêîâûì [1], à òåðìèí ¾áåíò-ôóíêöèè¿ äëÿ íèõ ââåä¼í Î. Ðîòõàóñîì â [2].
Îòìåòèì, ÷òî Åëèñååâûì èññëåäîâàëñÿ è êëàññ Ìýéîðàíà �ÌàêÔàðëàíäà. Áåíò-ôóíê-
öèè èíòåðåñíû êàê ñâîèìè ýêñòðåìàëüíûìè çíà÷åíèÿìè íåëèíåéíîñòè, òàê è ïðèëî-
æåíèÿìè â êðèïòîãðàôèè, òåîðèè êîäèðîâàíèÿ, òåîðèè ñèìâîëüíûõ ïîñëåäîâàòåëüíî-
ñòåé. Â ðàáîòå èññëåäóþòñÿ áëèæàéøèå áåíò-ôóíêöèè ê ôóíêöèÿì èç êëàññà Ìýéîðà-
íà �ÌàêÔàðëàíäà. Èçâåñòíî, ÷òî ðàññòîÿíèå ìåæäó äâóìÿ ðàçëè÷íûìè áåíò-ôóíêöè-
ÿìè îò 2n ïåðåìåííûõ íå ìåíåå 2n, ôóíêöèè íà äàííîì ðàññòîÿíèè èçó÷àëèñü â [3�7].
Â [6] ïîëó÷åí ÿâíûé âèä âñåõ ôóíêöèé èçM2n íà ìèíèìàëüíîì ðàññòîÿíèè îò èñõîä-
íîé ôóíêöèè èçM2n è äàíà ñëåäóþùàÿ íèæíÿÿ îöåíêà ÷èñëà âñåõ áåíò-ôóíêöèé íà
ýòîì ðàññòîÿíèè:

Óòâåðæäåíèå 1 (Í.À. Êîëîìååö, 2017). Èìååòñÿ íå ìåíåå 22n+1− 2n áåíò-ôóíê-
öèé íà ìèíèìàëüíîì ðàññòîÿíèè îò ôóíêöèè èçM2n. Âñå ó÷ò¼ííûå çäåñü áåíò-ôóíê-
öèè òàêæå ëåæàò â êëàññåM2n.

Â [7] óòî÷í¼í êðèòåðèé ïðèíàäëåæíîñòè ôóíêöèè íà ðàññòîÿíèè 2n îò ôóíêöèè
èçM2n ê êëàññó áåíò-ôóíêöèé è äîêàçàíî, ÷òî íèæíÿÿ îöåíêà 22n+1 − 2n äîñòèæèìà
â ñëó÷àå ïðîñòîãî n ⩾ 5. Íåîáõîäèìûì óñëîâèåì äîñòèæèìîñòè îöåíêè äëÿ ôóíêöèè
trn1 (xπ(y)) + φ(y) ∈ M2n ÿâëÿåòñÿ èñïîëüçîâàíèå â êà÷åñòâå π âçàèìíî îäíîçíà÷íîé
APN-ôóíêöèè.

Â íàñòîÿùåé ðàáîòå ïîêàçàíî, ÷òî îöåíêà äîñòèãàåòñÿ è â ñëó÷àå n = pk äëÿ ïðî-
ñòîãî p è íàòóðàëüíîãî k, à òàêæå òî, ÷òî äëÿ å¼ äîñòèæåíèÿ íåîáõîäèìî, ÷òîáû ïåðå-
ñòàíîâêà â áåíò-ôóíêöèè èçM2n áûëà APN-ôóíêöèåé, ìíîæåñòâî çíà÷åíèé êîòîðîé
íà ëþáîì àôôèííîì ïîäïðîñòðàíñòâå ðàçìåðíîñòè 3 íå ÿâëÿåòñÿ àôôèííûì ïîäïðî-
ñòðàíñòâîì.



16 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

1. Äîñòèæèìîñòü îöåíêè â ñëó÷àå n = pk

Ââåä¼ì íåîáõîäèìûå îïðåäåëåíèÿ. Ëþáàÿ áóëåâà ôóíêöèÿ f îò n ïåðåìåííûõ ïðåä-

ñòàâèìà â âèäå f(x) = trn1

(
2n−1∑
k=0

ckx
k

)
, ãäå ck ∈ F2n . Òàêîå ïðåäñòàâëåíèå íå åäèíñòâåí-

íî, îäíàêî åãî ìîæíî ñäåëàòü òàêèì [8]. Ôóíêöèÿ F : F2n → F2n , îïðåäåë¼ííàÿ êàê

F (x) =
n−1∑
k=0

αkx
2k + αn, ãäå α0, . . . , αn, íàçûâàåòñÿ àôôèííîé. Ïîä ëèíåéíûì ïîäïðî-

ñòðàíñòâîì ïîëÿ F2n áóäåì èìåòü â âèäó àääèòèâíûå ïîäãðóïïû F2n . Ñîîòâåòñòâåííî
àôôèííûì ïîäïðîñòðàíñòâîì U ïîëÿ F2n íàçîâ¼ì U = a+L, ãäå a ∈ F2n è L�ëèíåé-
íîå ïîäïðîñòðàíñòâî F2n . Ôóíêöèÿ íàçûâàåòñÿ àôôèííîé íà ïîäïðîñòðàíñòâå, åñëè å¼
ñóæåíèå íà ïîäïðîñòðàíñòâî U ñîâïàäàåò ñ ñóæåíèåì íåêîòîðîé àôôèííîé ôóíêöèè
íà U . Îïðåäåëèì ìíîæåñòâà F (S) = {F (x) : x ∈ S} è qS = {qy : y ∈ S} äëÿ ëþáûõ
S ⊆ F2n , q ∈ F2n è F : F2n → F2m . Îòìåòèì, ÷òî â ïîëå F2n ôóíêöèÿ îáðàùåíèÿ
ýëåìåíòà F (x) = x2

n−2 ÿâëÿåòñÿ âçàèìíî îäíîçíà÷íîé.
Îñíîâûâàÿñü íà êðèòåðèè èç ðàáîòû [7], ñôîðìóëèðóåì êðèòåðèé äîñòèæèìîñòè

íèæíåé îöåíêè.

Óòâåðæäåíèå 2. Íà ðàññòîÿíèè 2n îò áåíò-ôóíêöèè f(x, y) = trn1 (xπ(y)) + φ(y)
èç M2n ëåæèò â òî÷íîñòè 22n+1 − 2n áåíò-ôóíêöèé òîãäà è òîëüêî òîãäà, êîãäà äëÿ
ëþáîãî àôôèííîãî ïîäïðîñòðàíñòâà E ⊆ F2n ðàçìåðíîñòè k, 2 ⩽ k ⩽ n, âûïîëíåíî
îäíî èç ñëåäóþùèõ óñëîâèé:

1) π(E) íå ÿâëÿåòñÿ àôôèííûì ïîäïðîñòðàíñòâîì F2n ;
2) trn1 (H(y)π(y)) + φ(y) íå àôôèííà íà E äëÿ ëþáîé àôôèííîé ôóíêöèè

H : F2n → F2n .

Òåïåðü ìîæåì îáîáùèòü äîñòàòî÷íûå óñëîâèÿ äîñòèæèìîñòè íèæíåé îöåíêè äëÿ
ôóíêöèè èç M2n îò ñëó÷àÿ ïðîñòîãî n ⩾ 5 äî ñëó÷àÿ n = pk äëÿ ïðîñòîãî p ̸= 2, 3
è íàòóðàëüíîãî k. Ïðè ýòîì, êàê è ïðåæäå, â êà÷åñòâå ïåðåñòàíîâêè èñïîëüçóåòñÿ
ôóíêöèÿ îáðàùåíèÿ ýëåìåíòîâ â ïîëå.

Òåîðåìà 1. Ïóñòü n = pk, ãäå p ̸= 2, 3�ïðîñòîå, k�íàòóðàëüíîå è ôóíêöèÿ
δ : F∗

2n → F∗
2p òàêàÿ, ÷òî δ(x) = δ(y) äëÿ ëþáûõ x, y ∈ F∗

2n , óäîâëåòâîðÿþùèõ xy
−1 ∈ F2p .

Ïóñòü òàêæå f(x, y) = trn1
(
xy2

n−2
)
+ φ(y) ∈ M2n òàêàÿ, ÷òî φ(qz) = φ′(δ(q)z), ãäå

z ∈ F2p , q ∈ F∗
2n è áóëåâà ôóíêöèÿ φ

′ : F2p → F2 íå ÿâëÿåòñÿ ôóíêöèåé âèäà

ϑ(z) = c0 + trp1

(
c1z

21−1 + · · ·+ cp−1z
2p−1−1

)
+ cpz

2p−1, (1)

z ∈ F2p , c0, cp ∈ F2 , c1, c2, . . . , cn−1 ∈ F2p . Òîãäà äëÿ f ñóùåñòâóåò ðîâíî 22n+1− 2n áåíò-
ôóíêöèé íà ìèíèìàëüíîì ðàññòîÿíèè îò íå¼, ò. å. ðàññìàòðèâàåìàÿ îöåíêà äîñòèãàåòñÿ.

Çàìå÷àíèå 1.

1) Ïðîñòðàíñòâî F2n ìîæíî ðàçáèòü íà ëèíåéíûå ïîäïðîñòðàíñòâà qF2p , q ∈ F∗
2n ,

ïåðåñåêàþùèåñÿ òîëüêî â íóëå, ïðè÷¼ì îäíî è òî æå ïîäïðîñòðàíñòâî ìîæíî
îïèñàòü ñ ïîìîùüþ ëþáîãî íåíóëåâîãî q èç ýòîãî ïîäïðîñòðàíñòâà. Ïðè ýòîì
ôóíêöèÿ δ îáåñïå÷èâàåò, ÷òî âñå íåíóëåâûå ýëåìåíòû êàæäîãî ïîäïðîñòðàí-
ñòâà qF2p îòîáðàæåíû â îäèí è òîò æå ýëåìåíò F∗

2p íåçàâèñèìî îò âûáîðà q ∈ F∗
2n

äëÿ qF2p . Ïîýòîìó îïðåäåëåíèå ôóíêöèè φ êîððåêòíî.
2) Äëÿ ôóíêöèè φ′ âåðíû ðåçóëüòàòû, äîêàçàííûå â [7]. Â ÷àñòíîñòè, ìîæíî ïîêà-

çàòü, ÷òî ôóíêöèé, íå óäîâëåòâîðÿþùèõ óñëîâèþ (1), â òî÷íîñòè 22
p−2p

2−p+2, è
ïðè ëþáîì ïðîñòîì p ⩾ 5 ìîæíî èñïîëüçîâàòü φ′(y) = trp1 (y

5) è φ′(y) = trp1 (y
11).
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3) Ïîñêîëüêó ñóùåñòâóþò ôóíêöèè δ è φ′, òî ñóùåñòâóþò è ôóíêöèè φ, óäîâëå-
òâîðÿþùèå óñëîâèþ.

Òàêèì îáðàçîì, ïóò¼ì ïåðåáîðà δ è φ′ òåîðåìà 1 ïîçâîëÿåò ÿâíî êîíñòðóèðîâàòü
ôóíêöèè, äëÿ êîòîðûõ îöåíêà äîñòèãàåòñÿ.

2. Óñèëåíèå íåîáõîäèìîãî óñëîâèÿ äîñòèæèìîñòè îöåíêè
Ïðèâåä¼ì îäíî èç îïðåäåëåíèé APN-ôóíêöèè � ýòî ôóíêöèÿ âèäà F : F2n → F2n ,

òàêàÿ, ÷òî íè äëÿ êàêîãî àôôèííîãî ïîäïðîñòðàíñòâà U ⊆ F2n ðàçìåðíîñòè 2 îá-
ðàç F (U) íå ÿâëÿåòñÿ àôôèííûì ïîäïðîñòðàíñòâîì F2n .

Â ðàáîòå [7] ïîêàçàíî, ÷òî íåîáõîäèìûì óñëîâèåì äîñòèæèìîñòè íèæíåé îöåíêè
ÿâëÿåòñÿ èñïîëüçîâàíèå APN-ïåðåñòàíîâêè â èñõîäíîé áåíò-ôóíêöèè èçM2n. Äëÿ óñè-
ëåíèÿ ýòîãî óñëîâèÿ íàì ïîòðåáóåòñÿ ñëåäóþùåå ñâîéñòâî APN-ôóíêöèé.

Òåîðåìà 2. Ïóñòü F : F2n → F2n �APN-ôóíêöèÿ, φ : F2n → F2 � áóëåâà ôóíê-
öèÿ, U � àôôèííîå ïîäïðîñòðàíñòâî F2n ðàçìåðíîñòè 3 è

∑
x∈U

F (x) = 0. Òîãäà ñóùå-

ñòâóåò àôôèííàÿ ôóíêöèÿ H : F2n → F2n , òàêàÿ, ÷òî φ(x) + trn1 (F (x)H(x)) ÿâëÿåòñÿ
àôôèííîé ôóíêöèåé íà U .

Îòìåòèì, ÷òî â ýòîé ôîðìóëèðîâêå âìåñòî óñëîâèÿ
∑
x∈U

F (x) = 0 ìîæíî èñïîëüçî-

âàòü áîëåå ñèëüíîå óñëîâèå: F (U)� àôôèííîå ïîäïðîñòðàíñòâî F2n . Ñ ïîìîùüþ ýòîãî
ñâîéñòâà ñóæåíèÿ APN-ôóíêöèé íà ïîäïðîñòðàíñòâà ðàçìåðíîñòè 3 ìîæíî óñèëèòü
íåîáõîäèìîå óñëîâèå äîñòèæèìîñòè íèæíåé îöåíêè.

Òåîðåìà 3. Ïóñòü f(x, y) = trn1 (xπ(y)) +φ(y) ∈M2n, x, y ∈ F2n è äëÿ íåêîòîðîãî
àôôèííîãî ïîäïðîñòðàíñòâà U ⊆ F2n ðàçìåðíîñòè 2 èëè 3 âåðíî, ÷òî π(U)� òàêæå
àôôèííîå ïîäïðîñòðàíñòâî F2n . Òîãäà ÷èñëî áåíò-ôóíêöèé, ëåæàùèõ íà ìèíèìàëüíîì
ðàññòîÿíèè îò f , ñòðîãî áîëüøå íèæíåé îöåíêè 22n+1 − 2n.

Òàêèì îáðàçîì, íåîáõîäèìûì óñëîâèåì ÿâëÿåòñÿ òî, ÷òî π íå ïåðåâîäèò íèêàêèå
àôôèííûå ïîäïðîñòðàíñòâà ðàçìåðíîñòè 2 è 3 â àôôèííûå ïîäïðîñòðàíñòâà. Äðóãèìè
ñëîâàìè, π äîëæíà áûòü APN-ïåðåñòàíîâêîé, êîòîðàÿ íå ïåðåâîäèò íèêàêèå àôôèííûå
ïîäïðîñòðàíñòâà ðàçìåðíîñòè 3 â àôôèííûå ïîäïðîñòðàíñòâà.

Îòñþäà ìîæíî ïîëó÷èòü òàêæå íåäîñòèæèìîñòü îöåíêè ïðè n = 2, 3.

Ñëåäñòâèå 1. Äëÿ n = 2, 3 íå ñóùåñòâóåò áåíò-ôóíêöèè èçM2n, íà ìèíèìàëüíîì
ðàññòîÿíèè îò êîòîðîé ëåæèò â òî÷íîñòè 22n+1 − 2n áåíò-ôóíêöèé.

Îòìåòèì, ÷òî âîïðîñ ñóùåñòâîâàíèÿ APN-ïåðåñòàíîâîê ïðè ÷¼òíîì n ⩾ 8 ÿâëÿåòñÿ
îòêðûòûì è èçâåñòåí êàê ¾The Big APN Problem¿. Â òî æå âðåìÿ ìû ïîëàãàåì, ÷òî
ðàññìàòðèâàåìàÿ îöåíêà äîñòèãàåòñÿ ïðè íå÷¼òíûõ n ⩾ 5.

Ãèïîòåçà 1. Äëÿ ëþáîãî íå÷¼òíîãî n ⩾ 5 ñóùåñòâóåò áåíò-ôóíêöèÿ èçM2n, äëÿ
êîòîðîé êîëè÷åñòâî áåíò-ôóíêöèé, ëåæàùèõ íà ìèíèìàëüíîì ðàññòîÿíèè îò íå¼, ðàâíî
22n+1 − 2n.
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ÍÅÊÎÒÎÐÛÅ ÊËÀÑÑÛ ÓÑÒÎÉ×ÈÂÛÕ ÔÓÍÊÖÈÉ
ÍÀÄ ÊÎËÜÖÀÌÈ ÃÀËÓÀ È ÈÕ ËÈÍÅÉÍÛÅ ÕÀÐÀÊÒÅÐÈÑÒÈÊÈ

Î.Â. Êàìëîâñêèé, Ê.Í. Ïàíêîâ

Îïðåäåëÿåòñÿ ëèíåéíàÿ õàðàêòåðèñòèêà ôóíêöèé, çàäàííûõ íà êîëüöå Ãàëóà, êî-
òîðàÿ çàäà¼ò ¾áëèçîñòü¿ ðàññìàòðèâàåìûõ ôóíêöèé ê êëàññó âñåõ àôôèííûõ
ôóíêöèé äàííîãî êîëüöà. Ñòðîÿòñÿ íåêîòîðûå êëàññû óñòîé÷èâûõ ôóíêöèé íàä
êîëüöàìè Ãàëóà è îöåíèâàþòñÿ èõ ëèíåéíûå õàðàêòåðèñòèêè.

Êëþ÷åâûå ñëîâà: äèñêðåòíûå ôóíêöèè, óñòîé÷èâûå ôóíêöèè, êîëüöà Ãàëóà,

ëèíåéíàÿ õàðàêòåðèñòèêà ôóíêöèé.

Ââåäåíèå
Âàæíîé çàäà÷åé êðèïòîãðàôèè ÿâëÿåòñÿ ïîñòðîåíèå óñòîé÷èâûõ äèñêðåòíûõ

ôóíêöèé, äîñòàòî÷íî ¾óäàë¼ííûõ¿ îò êëàññà âñåõ àôôèííûõ ôóíêöèé. Óñòîé÷èâûå
äâîè÷íûå ôóíêöèè èñïîëüçóþòñÿ â ïðîòîêîëàõ êâàíòîâîãî ðàñïðåäåëåíèÿ êëþ÷åé [1].
Òàêèå ôóíêöèè çà÷àñòóþ ó÷àñòâóþò ïðè ïîñòðîåíèè êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ
ñîâðåìåííûõ ñèììåòðè÷íûõ àëãîðèòìîâ øèôðîâàíèÿ è ïðåäñòàâëÿþò èíòåðåñ ïðè ñî-
çäàíèè ïîñòêâàíòîâûõ ìåõàíèçìîâ çàùèòû èíôîðìàöèè.

Òåìàòèêà, ñâÿçàííàÿ ñ ïîñòðîåíèåì ïîäîáíûõ ôóíêöèé, çíà÷èòåëüíî ïðîðàáîòàíà
äëÿ ñëó÷àÿ ôóíêöèé, çàäàííûõ íà êîíå÷íûõ ïîëÿõ [2�5]. Óñòîé÷èâûå ôóíêöèè íàä
êîëüöàìè Ãàëóà, êîòîðûå âêëþ÷àþò â ñåáÿ âñå êîíå÷íûå ïîëÿ è ïðèìàðíûå êîëüöà
âû÷åòîâ, èçó÷åíû çíà÷èòåëüíî ìåíüøå [6]. Â ðàáîòå [7] ïîëó÷åíî îïèñàíèå êîððåëÿöè-
îííî-èììóííûõ è óñòîé÷èâûõ ôóíêöèé, çàäàííûõ íà ïðîèçâîëüíûõ êîíå÷íûõ àëôà-
âèòàõ â òåðìèíàõ ñïåêòðàëüíûõ êîýôôèöèåíòîâ ôóíêöèé. Êðîìå òîãî, â ýòîé ðàáîòå
ïîñòðîåíû êëàññû óñòîé÷èâûõ ôóíêöèé íàä êîíå÷íûìè ïîëÿìè, èìåþùèõ ìàêñèìàëü-
íî âîçìîæíóþ àëãåáðàè÷åñêóþ ñòåïåíü.

Äàííàÿ ðàáîòà ïîñâÿùåíà âîïðîñàì ïîñòðîåíèÿ óñòîé÷èâûõ ôóíêöèé íàä êîëüöàìè
Ãàëóà, äîñòàòî÷íî óäàë¼ííûõ îò àôôèííûõ ôóíêöèé. Â êà÷åñòâå ìåðû ïðèáëèæåíèÿ
èñïîëüçóåòñÿ ëèíåéíàÿ õàðàêòåðèñòèêà, êîòîðàÿ äëÿ ôóíêöèé íàä êîíå÷íûìè ïîëÿ-
ìè ïðåäëîæåíà â [8]. Ëèíåéíàÿ õàðàêòåðèñòèêà, êàê è ôóíêöèÿ ¾áëèçîñòü¿ èç [9] è
ôóíêöèÿ ¾ñîãëàñèå¿ èç [10], îñíîâàíà íà ïîõîæèõ ñâîéñòâàõ, îäíàêî ëèíåéíàÿ õàðàê-
òåðèñòèêà âûãëÿäèò áîëåå åñòåñòâåííî è ïðîùå. Îíà ñîâïàäàåò ñ ìàêñèìàëüíûì ïî
ìîäóëþ êîýôôèöèåíòîì êîððåëÿöèè [11] ìåæäó ñòîëáöîì çíà÷åíèé äèñêðåòíîé ôóíê-
öèè è ñòîëáöàìè çíà÷åíèé âñåõ àôôèííûõ ôóíêöèé.
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1. Ëèíåéíàÿ õàðàêòåðèñòèêà ôóíêöèé è åå ñâîéñòâà
Ïóñòü R = GR(ql, pl)�ïðîèçâîëüíîå êîëüöî Ãàëóà èç ql ýëåìåíòîâ, èìåþùåå õà-

ðàêòåðèñòèêó pl, ãäå q = pt; p�ïðîñòîå ÷èñëî; t, l � íàòóðàëüíûå ÷èñëà [12, 13].
Ðàññìîòðèì ôóíêöèþ f : Rn → R îò n ïåðåìåííûõ, çàäàííóþ íà êîëüöå R. Áóäåì
èñïîëüçîâàòü îáîçíà÷åíèå f = f(x1, . . . , xn) = f(x), ãäå x = (x1, . . . , xn).

Ãðóïïà âñåõ àääèòèâíûõ õàðàêòåðîâ êîëüöà R (ãîìîìîðôèçìîâ ãðóïïû (R,+)
â ìóëüòèïëèêàòèâíóþ ãðóïïó ïîëÿ êîìïëåêñíûõ ÷èñåë) ñîñòîèò èç ãîìîìîðôèç-
ìîâ [14, 15]

χa(x) = exp

{
2πi

trRR0
(ax)

pl

}
, x ∈ R,

ãäå a ∈ R; R0 = {0, e, 2e, . . . , (pl−1)e}�ïîäêîëüöî êîëüöà R, ïîðîæä¼ííîå åäèíèöåé e;
trRR0

�ôóíêöèÿ ¾ñëåä¿ èç êîëüöà R â ïîäêîëüöî R0. Â äàëüíåéøåì áóäåì èñïîëüçîâàòü
îáîçíà÷åíèå χ = χe äëÿ êàíîíè÷åñêîãî àääèòèâíîãî õàðàêòåðà.

Êîýôôèöèåíòîì êðîññ-êîððåëÿöèè ìåæäó ôóíêöèÿìè f(x) è g(x), ñîîòâåòñòâóþ-
ùèì ýëåìåíòó a ∈ R, íàçûâàþò êîìïëåêñíîå ÷èñëî

Ca(f, g) =
∑

x1,...,xn∈R
χ(af(x)− g(x)).

Ìîäóëü êîýôôèöèåíòà Ca(f, g) õàðàêòåðèçóåò ¾áëèçîñòü¿ ìåæäó ôóíêöèÿìè af(x)
è g(x). ×åì ìåíüøå âåëè÷èíà |Ca(f, g)|, òåì áîëüøå îòëè÷àþòñÿ äðóã îò äðóãà ðàñ-
ñìàòðèâàåìûå ôóíêöèè [11].

Îáîçíà÷èì ÷åðåç An(R) ìíîæåñòâî âñåõ àôôèííûõ ôóíêöèé g(x) îò n ïåðåìåííûõ
íàä êîëüöîì R, ò. å. ôóíêöèé âèäà

g(x) = a0 + a1x1 + . . .+ anxn = a0 + ⟨a,x⟩,

ãäå a0 ∈ R; a = (a1, . . . , an) ∈ Rn.
Ëèíåéíîé õàðàêòåðèñòèêîé ôóíêöèè f íàçîâ¼ì ÷èñëî

C(f) = max
a∈R\{0}

max
g∈An(R)

|Ca(f, g)|.

Ðàññìîòðèì, êàê âåä¼ò ñåáÿ ïàðàìåòð C(f) â ÷àñòíîì ñëó÷àå R = GR(2, 2) =
= GF(2) = {0, e}. Â ýòîé ñèòóàöèè l = 1, a = e,

exp

{
2πi

TrRR0
(af(x)− a0 − a1x1 − . . .− anxn)

pl

}
= (−1)f(x)⊕a0⊕a1x1⊕...⊕anxn ,

ìîäóëü êîýôôèöèåíòà êðîññ-êîððåëÿöèè Ce(f, a0⊕⟨a,x⟩) ðàâåí ìîäóëþ êîýôôèöèåíòà
Óîëøà�Àäàìàðà

Wf (a) =
∑

x1,...,xn∈GF(2)
(−1)f(x)⊕a1x1⊕...⊕anxn

áóëåâîé ôóíêöèè f è ñïðàâåäëèâî ðàâåíñòâî

C(f) = max
a∈GF(2)n

|Wf (a)|.

Îòìåòèì, ÷òî â äâîè÷íîì ñëó÷àå äëÿ èçìåðåíèÿ óäàë¼ííîñòè ôóíêöèè îò êëàññà
âñåõ àôôèííûõ ôóíêöèé ÷àñòî èñïîëüçóþò íåëèíåéíîñòü nl(f) áóëåâîé ôóíêöèè f .
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Îíà ðàâíà ðàññòîÿíèþ Õýììèíãà ìåæäó ñòîëáöîì çíà÷åíèé ôóíêöèè f è ñòîëáöàìè
çíà÷åíèé âñåõ àôôèííûõ äâîè÷íûõ ôóíêöèé îò n ïåðåìåííûõ. Èçâåñòíî [16], ÷òî

nl(f) = 2n−1 − 1

2
max

a∈GF(2)n
|Wf (a)| = 2n−1 − C(f)/2.

Óêàæåì íåêîòîðûå ñâîéñòâà ëèíåéíîé õàðàêòåðèñòèêè ôóíêöèè. Îáîçíà÷èì ÷åðåç
N(f, g, b) ÷èñëî âñåõ âåêòîðîâ x ∈ Rn, òàêèõ, ÷òî f(x)− g(x) = b.

Óòâåðæäåíèå 1. Äëÿ âñåõ g ∈ An(R), b ∈ R ñïðàâåäëèâà îöåíêà

|N(f, g, b)− ql(n−1)| ⩽ ql − 1

ql
C(f).

Òàêèì îáðàçîì, ÷åì ìåíüøå ëèíåéíàÿ õàðàêòåðèñòèêà C(f), òåì áëèæå âåëè÷èíà
N(f, g, b) ê ñâîåìó åñòåñòâåííîìó ¾ñðåäíåìó¿ çíà÷åíèþ ql(n−1).

Ïðèâåä¼ì íèæíþþ îöåíêó äëÿ ëèíåéíîé õàðàêòåðèñòèêè.

Óòâåðæäåíèå 2. Âåðíà îöåíêà C(f) ⩾ qnl/2.

Äàäèì îïèñàíèå áåíò-ôóíêöèé â òåðìèíàõ ëèíåéíîé õàðàêòåðèñòèêè. Ôóíêöèþ f
íàçîâ¼ì áåíò-ôóíêöèåé [9, 10, 17], åñëè |Ca(f, g)| = qnl/2 äëÿ âñåõ a ∈ R \ {0} è g(x) ∈
∈ An(R).

Óòâåðæäåíèå 3. Ôóíêöèÿ f ÿâëÿåòñÿ áåíò-ôóíêöèåé òîãäà è òîëüêî òîãäà, êî-
ãäà C(f) = qnl/2, ò. å. íåðàâåíñòâî èç óòâåðæäåíèÿ 2 îáðàùàåòñÿ â ðàâåíñòâî.

2. Êîððåëÿöèîííî-èììóííûå è óñòîé÷èâûå ôóíêöèè
Ïóñòü k�íàòóðàëüíîå ÷èñëî. Äëÿ ëþáûõ ýëåìåíòîâ a1, . . . , ak ∈ R è ðàçëè÷-

íûõ ÷èñåë i1, . . . , ik ∈ {1, 2, . . . , n} îáîçíà÷èì ÷åðåç fa1,...,aki1,...,ik
ôóíêöèþ, ïîëó÷åííóþ èç

f(x1, . . . , xn) ôèêñàöèåé ïåðåìåííûõ xi1 , . . . , xik çíà÷åíèÿìè a1, . . . , ak ñîîòâåòñòâåííî.
Íàçîâåì ôóíêöèþ f êîððåëÿöèîííî-èììóííîé ïîðÿäêà k, åñëè äëÿ âñåõ a1, . . . , ak ∈ R,
i1, . . . , ik, òàêèõ, ÷òî 1 ⩽ i1 < . . . < ik ⩽ n, è âñåõ z ∈ R äëÿ ïðîîáðàçîâ ýëåìåíòà z ïðè
äåéñòâèè îòîáðàæåíèé fa1,...,aki1,...,ik

è f âåðíî ðàâåíñòâî∣∣∣(fa1,...,aki1,...,ik

)−1
(z)
∣∣∣ = |f−1(z)|

qlk
.

Íàçîâ¼ì ôóíêöèþ f ñáàëàíñèðîâàííîé, åñëè äëÿ âñåõ z ∈ R âûïîëíåíî ñîîòíî-
øåíèå |f−1(z)| = ql(n−1). Êîððåëÿöèîííî-èììóííóþ ïîðÿäêà k ôóíêöèþ f , êîòîðàÿ
ÿâëÿåòñÿ ñáàëàíñèðîâàííîé, íàçûâàþò åù¼ k-óñòîé÷èâîé ôóíêöèåé.

Íåòðóäíî çàìåòèòü, ÷òî åñëè ôóíêöèÿ ÿâëÿåòñÿ êîððåëÿöèîííî-èììóííîé ïîðÿä-
êà k, òî îíà ÿâëÿåòñÿ êîððåëÿöèîííî-èììóííîé ïîðÿäêà k − 1. Åñëè ôóíêöèÿ f
ÿâëÿåòñÿ 1-óñòîé÷èâîé, òî f ñáàëàíñèðîâàíà. Ñáàëàíñèðîâàííûå ôóíêöèè ñ÷èòàþò
0-óñòîé÷èâûìè. Îáîçíà÷èì ÷åðåç ∥a∥ ÷èñëî íåíóëåâûõ êîîðäèíàò âåêòîðà a.

Ïðèâåä¼ì íåñêîëüêî èçâåñòíûõ ôàêòîâ, ñôîðìóëèðîâàííûõ â òåðìèíàõ êîýôôè-
öèåíòîâ êðîññ-êîððåëÿöèè ôóíêöèé.

Òåîðåìà 1 [7]. Ôóíêöèÿ f : Rn → R ÿâëÿåòñÿ êîððåëÿöèîííî-èììóííîé ïîðÿä-
êà k òîãäà è òîëüêî òîãäà, êîãäà äëÿ êàæäîãî a ∈ Rn, òàêîãî, ÷òî 1 ⩽ ∥a∥ ⩽ k, ïðè
âñåõ a ∈ R \ {0} èìååò ìåñòî ðàâåíñòâî Ca(f, ⟨a,x⟩) = 0.

Óòâåðæäåíèå 4 [7]. Ôóíêöèÿ f ÿâëÿåòñÿ ñáàëàíñèðîâàííîé òîãäà è òîëüêî òî-
ãäà, êîãäà Ca(f, 0) = 0 äëÿ âñåõ a ∈ R \ {0}.
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Òàêèì îáðàçîì, ñïðàâåäëèâ ñëåäóþùèé êðèòåðèé k-óñòîé÷èâîñòè ôóíêöèè.

Ñëåäñòâèå 1. [7] Ôóíêöèÿ f : Rn → R ÿâëÿåòñÿ k-óñòîé÷èâîé òîãäà è òîëüêî
òîãäà, êîãäà äëÿ êàæäîãî a ∈ Rn, òàêîãî, ÷òî 0 ⩽ ∥a∥ ⩽ k, ïðè âñåõ a ∈ R \ {0} èìååò
ìåñòî ðàâåíñòâî Ca(f, ⟨a,x⟩) = 0.

Ïóñòü g1, . . . , gn+1 �ïðîèçâîëüíûå ïîäñòàíîâêè íà ìíîæåñòâå R,

f(x1, . . . , xn) = gn+1(g1(x1) + . . .+ gn(xn)).

Íåñëîæíî ïîêàçàòü, ÷òî òàêàÿ ôóíêöèÿ f ÿâëÿåòñÿ (n − 1)-óñòîé÷èâîé è êëàññ
k-óñòîé÷èâûõ ôóíêöèé íå ïóñò ïðè êàæäîì k < n.

3. Íåêîòîðûå êîíñòðóêöèè k-óñòîé÷èâûõ ôóíêöèé
Ïóñòü R = GR(ql, pl) = {r1, . . . , rql}, fri : Rn−1 → R�ôóíêöèè îò n−1 ïåðåìåííûõ,

ãäå i = 1, . . . , ql. Çàäàäèì ôóíêöèþ f : Rn → R ïî ïðàâèëó

f(x1, x2, . . . , xn) =


fr1(x2, . . . , xn), åñëè x1 = r1,
...

fr
ql
(x2, . . . , xn), åñëè x1 = rql .

(1)

Ôóíêöèþ f áóäåì íàçûâàòü ðàçâåòâëåíèåì ôóíêöèé fr1 , . . . , frql . Àíàëîãè÷íàÿ êîí-

ñòðóêöèÿ äëÿ áóëåâûõ ôóíêöèé ðàññìîòðåíà â ðàáîòå [2].

Òåîðåìà 2. Ïóñòü ôóíêöèÿ f ïîñòðîåíà ïî ïðàâèëó (1). Òîãäà:

1) ôóíêöèÿ f ñáàëàíñèðîâàíà òîãäà è òîëüêî òîãäà, êîãäà äëÿ âñåõ a ∈ R \ {0}

Ca(fr1 , 0) + . . .+ Ca(fr
ql
, 0) = 0;

2) åñëè ôóíêöèè fr1 , . . . , frql ÿâëÿþòñÿ êîððåëÿöèîííî-èììóííûìè ïîðÿäêà k è

Ca(fr1 , 0) = . . . = Ca(fr
ql
, 0) äëÿ âñåõ a ∈ R \ {0}, òî ôóíêöèÿ f ÿâëÿåòñÿ êîððå-

ëÿöèîííî-èììóííîé ïîðÿäêà k;
3) åñëè ôóíêöèè fr1 , . . . , frql ÿâëÿþòñÿ k-óñòîé÷èâûìè, òî è ôóíêöèÿ f ÿâëÿåòñÿ

k-óñòîé÷èâîé;
4) ëèíåéíûå õàðàêòåðèñòèêè ôóíêöèé ñâÿçàíû ñîîòíîøåíèåì

C(f) ⩽ C(fr1) + . . .+ C(fr
ql
).

Ñëåäñòâèå 2. Ïóñòü ôóíêöèÿ f ïîñòðîåíà ïî ïðàâèëó (1), ãäå fr1 , . . . , frql � áåíò-
ôóíêöèè, òîãäà ëèíåéíàÿ õàðàêòåðèñòèêà ôóíêöèè f óäîâëåòâîðÿåò íåðàâåíñòâó

C(f) ⩽ q(n+1)l/2.

Ïðèìåíèì êîíñòðóêöèþ Ìàéîðàíà �ÌàêÔàðëàíäà äëÿ ïîñòðîåíèÿ óñòîé÷èâûõ
ôóíêöèé. Ïóñòü R = GR(ql, pl), n = 2k, φ : Rk → Rk �ïðåîáðàçîâàíèå íà ìíîæå-
ñòâå Rk ñ êîîðäèíàòíûìè ôóíêöèÿìè φ1, . . . , φk, ò. å.

φ(x) = (φ1(x), . . . , φk(x)), x ∈ Rk.

Äëÿ ïðîèçâîëüíîé ôóíêöèè h : Rk → R è âñåõ x, y ∈ Rk îïðåäåëèì ôóíêöèþ f : Rn →
→ R ðàâåíñòâàìè

f(x,y) = ⟨φ(x),y⟩+ h(x) = φ1(x)y1 + . . .+ φk(x)yk + h(x). (2)

Â [6] ïîêàçàíî, ÷òî åñëè φ(Rk) ⊂ (R∗)k, ãäå R∗ �ìóëüòèïëèêàòèâíàÿ ãðóïïà êîëü-
öà R, òî ôóíêöèÿ f ÿâëÿåòñÿ (k − 1)-óñòîé÷èâîé.
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Òåîðåìà 3. Ïóñòü ôóíêöèÿ f îïðåäåëåíà ðàâåíñòâîì (2). Òîãäà åñëè |φ−1(c)| ⩽ t
äëÿ âñåõ c ∈ Rk, òî ëèíåéíàÿ õàðàêòåðèñòèêà ôóíêöèè f óäîâëåòâîðÿåò óñëîâèþ

C(f) ⩽ tqk(2l−1).

Îöåíêè èç òåîðåìû 3 ÿâëÿþòñÿ íàèáîëåå òî÷íûìè â ñëó÷àå, êîãäà l = 1, ò. å. R =
= GF(q)�ïîëå èç q ýëåìåíòîâ. Åñëè ïðè ýòîì t = 1 (φ�ïîäñòàíîâêà íà R), òî ïîëó-
÷èòñÿ èçâåñòíûé êëàññ áåíò-ôóíêöèé Ìàéîðàíà �ÌàêÔàðëàíäà [18, 19].
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Î ÑÎÕÐÀÍÅÍÈÈ ÑÒÐÓÊÒÓÐÛ ÏÎÄÏÐÎÑÒÐÀÍÑÒÂ
ÂÅÊÒÎÐÍÛÌÈ ÁÓËÅÂÛÌÈ ÔÓÍÊÖÈßÌÈ1

Í.À. Êîëîìååö

Ðàññìàòðèâàåòñÿ ñîõðàíåíèå ôóíêöèåé F : Fn2 → Fm2 ñòðóêòóðû àôôèííîãî ïîä-
ïðîñòðàíñòâà U ⊆ Fn2 , ò. å. ñëó÷àè, êîãäà F (U) = {F (x) : x ∈ U} ÿâëÿåòñÿ àô-
ôèííûì ïîäïðîñòðàíñòâîì Fm2 . Ïðèâîäèòñÿ ñâÿçü äàííîãî ñâîéñòâà ñ íàëè÷èåì
ó F êîìïîíåíòíûõ ôóíêöèé, îãðàíè÷åíèÿ êîòîðûõ íà ðàññìàòðèâàåìîå ïîäïðî-
ñòðàíñòâî ÿâëÿþòñÿ ïîñòîÿííûìè, à òàêæå ñ îöåíêàìè íåëèíåéíîñòè è ïîðÿä-
êà äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè F . Äîêàçàíî, ÷òî ìíîæåñòâî ðàçìåðíîñòåé
àôôèííûõ ïîäïðîñòðàíñòâ, ñòðóêòóðó êîòîðûõ ñîõðàíÿåò ôóíêöèÿ îáðàùåíèÿ
ýëåìåíòîâ ïîëÿ F2n , ÿâëÿåòñÿ íàèìåíüøèì ñðåäè âñåõ âçàèìíî îäíîçíà÷íûõ ìî-
íîìèàëüíûõ ôóíêöèé.

Êëþ÷åâûå ñëîâà: àôôèííûå ïîäïðîñòðàíñòâà, èíâàðèàíòíûå ïîäïðîñòðàí-

ñòâà, íåëèíåéíîñòü, äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü, APN-ôóíêöèè, ìîíîìè-

àëüíûå ôóíêöèè.

Ââåäåíèå
Áóäåì íàçûâàòü ïîäïðîñòðàíñòâîì àôôèííîå ïîäïðîñòðàíñòâî U ⊆ Fn2 , ò. å. U =

= a ⊕ L = {a ⊕ x : x ∈ L}, ãäå L�ëèíåéíîå ïîäïðîñòðàíñòâî Fn2 è a ∈ Fn2 . Áóäåì
ãîâîðèòü, ÷òî âåêòîðíàÿ áóëåâà ôóíêöèÿ F : Fn2 → Fm2 ñîõðàíÿåò ñòðóêòóðó U , åñëè
F (U) = {F (x) : x ∈ U}�ïîäïðîñòðàíñòâî Fm2 . Àíàëîãè÷íî, F ðàçðóøàåò ñòðóê-

òóðó U , åñëè F (U) íå ÿâëÿåòñÿ ïîäïðîñòðàíñòâîì Fm2 . Íàçîâ¼ì ïîäïðîñòðàíñòâà Fn2
ðàçìåðíîñòè 0, 1 è n òðèâèàëüíûìè, ïîñêîëüêó ëþáûå ïîäìíîæåñòâà Fn2 ìîùíîñòè 1, 2
è 2n ÿâëÿþòñÿ ïîäïðîñòðàíñòâàìè. Îáîçíà÷èì ÷åðåç ⟨S⟩ ìèíèìàëüíîå ïî âêëþ÷åíèþ
ïîäïðîñòðàíñòâî Fn2 , ñîäåðæàùåå ìíîæåñòâî S ⊆ Fn2 .

Èíòåðåñ ê ñîõðàíåíèþ/ðàçðóøåíèþ ñòðóêòóðû ïîäïðîñòðàíñòâà âåêòîðíîé áóëå-
âîé ôóíêöèåé îáóñëîâëåí ñâÿçüþ ñ èíâàðèàíòíûìè ïîäïðîñòðàíñòâàìè îòîáðàæåíèé.
Çíàÿ âñå ïîäïðîñòðàíñòâà, ñòðóêòóðó êîòîðûõ ñîõðàíÿåò âçàèìíî îäíîçíà÷íàÿ F , ìîæ-
íî îïðåäåëèòü âñå èíâàðèàíòíûå ïîäïðîñòðàíñòâà êàê ñàìîé ôóíêöèè, òàê è âñåõ
ôóíêöèé, àôôèííî ýêâèâàëåíòíûõ åé. Íàïîìíèì, ÷òî ìíîæåñòâî S ⊆ Fn2 íàçûâàåòñÿ
èíâàðèàíòíûì îòíîñèòåëüíî F , åñëè F (S) ⊆ S. Â [1] ïðåäëîæåíà àòàêà, èñïîëüçóþ-
ùàÿ íàëè÷èå ó ðàóíäîâîé ôóíêöèè G íåêîòîðîé SP-ñåòè ñ nk-áèòíûì áëîêîì ëèíåé-
íîãî ïîäïðîñòðàíñòâà L ⊆ Fnk2 è a, b ∈ Fnk2 , òàêèõ, ÷òî

G(a⊕ L) = b⊕ L.

Åñëè G�êîìïîçèöèÿ ñëîÿ S-áëîêîâ S1, . . . , Sk âèäà Fn2 → Fn2 è ëèíåéíîãî ïðåîáðàçîâà-
íèÿ íà Fnk2 , òî íåîáõîäèìûì óñëîâèåì ñóùåñòâîâàíèÿ òàêîãî a⊕L ÿâëÿåòñÿ ñîõðàíåíèå
êàæäûì S-áëîêîì Si ñòðóêòóðû ïîäïðîñòðàíñòâà

{(x1+n(i−1) . . . xn+n(i−1)) : x ∈ a⊕ L}

äëÿ âñåõ i ∈ {1, . . . , k}. Ýòè ïîäïðîñòðàíñòâà ÿâëÿþòñÿ ïðîåêöèÿìè a⊕L íà âõîä ñîîò-
âåòñòâóþùåãî S-áëîêà. Â ýòîì êîíòåêñòå ìîãóò áûòü èíòåðåñíû S-áëîêè, ñîõðàíÿþùèå
ñòðóêòóðó ìèíèìàëüíîãî ÷èñëà ïîäïðîñòðàíñòâ è òåì ñàìûì óïðîùàþùèå ïðîâåðêó
ñóùåñòâîâàíèÿ òàêèõ èíâàðèàíòíûõ a⊕ L.

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò �FWNF�2022�0018).
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Èíôîðìàöèÿ îá èíâàðèàíòíûõ ïîäïðîñòðàíñòâàõ S-áëîêîâ òàêæå ïîëåçíà â ñèëó
áîëüøåãî óäîáñòâà ðàáîòû ñ íèìè. Íàïðèìåð, âîïðîñ ïîñòðîåíèÿ L äëÿ óïîìÿíóòîé
àòàêè, íà÷èíàÿ ñ èíâàðèàíòíûõ ïîäïðîñòðàíñòâ S-áëîêîâ, ðàññìàòðèâàåòñÿ â [2]. Åñòü
îáîáùåíèå äàííîé àòàêè [3], ïîñòðîåíèå èíâàðèàíòíûõ ìíîæåñòâ äëÿ êîòîðîé ìîæíî
òàêæå íà÷èíàòü ñ S-áëîêîâ [4].

Îòìåòèì è ïðÿìóþ ñâÿçü ñ APN-ôóíêöèÿìè [5]: F : Fn2 → Fn2 ÿâëÿåòñÿ APN-ôóíê-
öèåé, åñëè è òîëüêî åñëè F ðàçðóøàåò ñòðóêòóðó ëþáîãî ïîäïðîñòðàíñòâà Fn2 ðàçìåð-
íîñòè 2. Ìíîæåñòâî îòêðûòûõ âîïðîñîâ, ñâÿçàííûõ ñ ýòèì êëàññîì ôóíêöèé, ìîæíî
íàéòè â [6].

Â äàííîé ðàáîòå ïðîäîëæàþòñÿ èññëåäîâàíèÿ ñîõðàíåíèÿ ñòðóêòóðû ïîäïðî-
ñòðàíñòâ îòîáðàæåíèÿìè, íà÷àòûå â [7, 8]. Ïðèâîäèòñÿ ñâÿçü ýòîãî ñâîéñòâà ñ îöåíêàìè
íà íåëèíåéíîñòü è ïîðÿäîê äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè ôóíêöèè, ïðåäëîæåíû
ïðèìåðû ôóíêöèé, ãàðàíòèðîâàííî ðàçðóøàþùèõ ñòðóêòóðó ïîäïðîñòðàíñòâ áîëüøèõ
ðàçìåðíîñòåé, à òàêæå ïîêàçàíî íàëè÷èå òàêèõ ïîäïðîñòðàíñòâ ó âçàèìíî îäíîçíà÷-
íûõ ìîíîìèàëüíûõ ôóíêöèé.

1. Íåëèíåéíîñòü è ïîðÿäîê äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè
Êîìïîíåíòíîé ôóíêöèåé äëÿ F : Fn2 → Fm2 íàçûâàåòñÿ ôóíêöèÿ âèäà x 7→ ⟨a, F (x)⟩

äëÿ âñåõ a ̸= 0 èç Fm2 . Çäåñü ⟨a, y⟩ = a1y1 ⊕ . . .⊕ amym ïðè y ∈ Fm2 .
Óòâåðæäåíèå 1. Ïóñòü F : Fn2 → Fm2 è U �ïîäïðîñòðàíñòâî Fn2 , òîãäà êàê ìè-

íèìóì 2m−dim⟨F (U)⟩ − 1 êîìïîíåíòíûõ ôóíêöèé F ïîñòîÿííû íà U .

Áîëåå òîãî, äëÿ âçàèìíî îäíîçíà÷íûõ ôóíêöèé ñïðàâåäëèâ ñëåäóþùèé êðèòåðèé:

Óòâåðæäåíèå 2. Ïóñòü F : Fn2 → Fn2 âçàèìíî îäíîçíà÷íà è U �ïîäïðîñòðàí-
ñòâî Fn2 . Òîãäà F ñîõðàíÿåò ñòðóêòóðó U , åñëè è òîëüêî åñëè ñðåäè êîìïîíåíòíûõ
ôóíêöèé F ðîâíî 2n−dimU − 1 ïîñòîÿííû íà U .

Îòìåòèì, ÷òî áóëåâû ôóíêöèè, ïîñòîÿííûå íà íåêîòîðîì ïîäïðîñòðàíñòâå ðàçìåð-
íîñòè k, íàçûâàþòñÿ k-íîðìàëüíûìè [9].

Ïîðÿäêîì äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè δ(G) ôóíêöèè G : u ⊕ L → u′ ⊕ L′,
ãäå L è L′ �ëèíåéíûå ïîäïðîñòðàíñòâà Fn2 è Fm2 ñîîòâåòñòâåííî, u ∈ Fn2 è u′ ∈ Fm2 ,
íàçûâàåòñÿ ìèíèìàëüíîå t, òàêîå, ÷òî ïðè ëþáûõ ïàðàìåòðàõ a ∈ L \ {0} è b ∈ L′

óðàâíåíèå G(x) ⊕ G(x ⊕ a) = b èìååò íå áîëåå t ðåøåíèé îòíîñèòåëüíî x ∈ u ⊕ L.
Ìû ðàññìàòðèâàåì ïîäïðîñòðàíñòâà èñêëþ÷èòåëüíî äëÿ êîððåêòíîãî èñïîëüçîâàíèÿ
ïàðàìåòðà δ(F |U) äëÿ îãðàíè÷åíèÿ ôóíêöèè, âñå åãî ñâîéñòâà ïîëíîñòüþ ñîîòâåòñòâó-
þò ñâîéñòâàì δ(·) äëÿ ôóíêöèé âèäà FdimL

2 → FdimL′
2 . Åñëè |L| = |L′| è δ(G) = 2, òî G

íàçûâàåòñÿ APN-ôóíêöèåé.

Óòâåðæäåíèå 3. Ïóñòü F : Fn2 → Fm2 ñîõðàíÿåò ñòðóêòóðó ïîäïðîñòðàíñòâà
U ⊆ Fn2 . Òîãäà δ(F ) ⩾ δ(F |U).

Â îáùåì ñëó÷àå ñîõðàíåíèå ñòðóêòóðû ïîäïðîñòðàíñòâ îïðåäåë¼ííûõ ðàçìåðíî-
ñòåé íå îãðàíè÷èâàåò ïîðÿäîê äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè ôóíêöèè, ïðèìåðîì
÷åãî ÿâëÿåòñÿ ôóíêöèÿ îáðàùåíèÿ ýëåìåíòîâ êîíå÷íîãî ïîëÿ (ñì. ñëåäóþùèé ïóíêò).
Îäíàêî óòâåðæäåíèå 3 ìîæåò ñðàáîòàòü, íàïðèìåð, â ñëåäóþùåì ñëó÷àå.

Ïðèìåð 1. Ïóñòü F : Fn2 → Fm2 ñîõðàíÿò ñòðóêòóðó ïîäïðîñòðàíñòâà U ⊆ Fn2
ðàçìåðíîñòè 4, ïðè÷¼ì dimF (U) = 4. Òîãäà F íå ÿâëÿåòñÿ APN-ôóíêöèåé.

Â äîïîëíåíèå ê ïîäïðîñòðàíñòâàì ðàçìåðíîñòè 2, âçàèìíî îäíîçíà÷íûå APN-
ôóíêöèè íå ìîãóò ñîõðàíÿòü ñòðóêòóðó òàêæå ïîäïðîñòðàíñòâ ðàçìåðíîñòè n− 1.
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Óòâåðæäåíèå 4. Ïóñòü F : Fn2 → Fn2 âçàèìíî îäíîçíà÷íà è ñîõðàíÿåò ñòðóêòóðó
íåêîòîðîãî ïîäïðîñòðàíñòâà Fn2 ðàçìåðíîñòè n−1. Òîãäà F íå ÿâëÿåòñÿ APN-ôóíêöèåé.

Îòìåòèì, ÷òî ñîõðàíåíèå ñòðóêòóðû ïîäïðîñòðàíñòâ ðàçìåðíîñòè n−1 ìîæíî ðàñ-
ñìàòðèâàòü â êîíòåêñòå ñâîéñòâ ïîäôóíêöèé APN-ôóíêöèè [10].

Èñïîëüçóÿ ðåçóëüòàòû [11] (ñì. òàêæå [12]), ìîæíî îöåíèòü è íåëèíåéíîñòü ôóíê-
öèè, êîòîðàÿ îïðåäåëÿåòñÿ êàê ðàññòîÿíèå Õýììèíãà ìåæäó áëèæàéøèìè äðóã ê äðóãó
å¼ êîìïîíåíòíîé ôóíêöèåé è àôôèííîé ôóíêöèåé îò òîãî æå ÷èñëà ïåðåìåííûõ.

Óòâåðæäåíèå 5. Ïóñòü F : Fn2 → Fm2 ñîõðàíÿåò ñòðóêòóðó ïîäïðîñòðàíñòâà
U ⊆ Fn2 . Òîãäà NF ⩽ 2n−1 − 2dimU−1.

Òàêèì îáðàçîì, ôóíêöèè ñ âûñîêîé íåëèíåéíîñòüþ ðàçðóøàþò ñòðóêòóðó ïîäïðî-
ñòðàíñòâ áîëüøèõ ðàçìåðíîñòåé. Íàïðèìåð:

� åñëè n íå÷¼òíîå, òî AB-ôóíêöèè (íàïðèìåð, ôóíêöèè Ãîëäà è Êàñàìè) ðàçðóøàþò
ñòðóêòóðó ïîäïðîñòðàíñòâ Fn2 , ðàçìåðíîñòü êîòîðûõ áîëüøå n/2;

� åñëè n ÷¼òíîå, òå æå ôóíêöèè Ãîëäà è Êàñàìè ðàçðóøàþò ñòðóêòóðó ïîäïðî-
ñòðàíñòâ, ðàçìåðíîñòü êîòîðûõ áîëüøå n/2 + 1.

2. Ìîíîìèàëüíûå ôóíêöèè
Ôóíêöèÿ F : F2n → F2n , ãäå ÷åðåç F2n îáîçíà÷åíî êîíå÷íîå ïîëå, ñîñòîÿùåå èç 2n

ýëåìåíòîâ, íàçûâàåòñÿ ìîíîìèàëüíîé, åñëè äëÿ âñåõ x ∈ F2n ñïðàâåäëèâî

F (x) = αxk, ãäå α ∈ F2n è k ∈ N.

Íàïîìíèì, ÷òî òàêèå ôóíêöèè ìîæíî ðàññìàòðèâàòü è êàê ôóíêöèè âèäà Fn2 → Fn2 ,
çàôèêñèðîâàâ â ïîëå F2n íåêîòîðûé áàçèñ.

Â [7] (ñì. òàêæå [8]) äîêàçàíî, ÷òî ôóíêöèÿ îáðàùåíèÿ ýëåìåíòîâ ïîëÿ F2n , â ìîíî-
ìèàëüíîì âèäå çàïèñûâàþùàÿñÿ êàê x2

n−2, ñîõðàíÿåò ñòðóêòóðó òîëüêî îïðåäåë¼ííûõ
ïîäïðîñòðàíñòâ F2n ðàçìåðíîñòåé k äëÿ ëþáîãî k | n. Ïðè íå÷¼òíîì n îíà ÿâëÿåòñÿ
APN-ôóíêöèåé. Òàêèì îáðàçîì, APN-ôóíêöèè ìîãóò ñîõðàíÿòü ñòðóêòóðó ìíîæåñòâà
ïîäïðîñòðàíñòâ ðàçíîé ðàçìåðíîñòè. Â òî æå âðåìÿ ñëåäóþùàÿ òåîðåìà ãîâîðèò î òîì,
÷òî ôóíêöèþ îáðàùåíèÿ ýëåìåíòîâ êîíå÷íîãî ïîëÿ ìîæíî ñ÷èòàòü îäíîé èç ¾ëó÷øèõ¿
ñðåäè âñåõ ìîíîìèàëüíûõ ôóíêöèé.

Òåîðåìà 1. Ïóñòü F : Fn2 → Fn2 âçàèìíî îäíîçíà÷íà è ïîñòðîåíà ïî íåêîòîðîé
ìîíîìèàëüíîé ôóíêöèè. Òîãäà äëÿ âñåõ k | n ôóíêöèÿ F ñîõðàíÿåò ñòðóêòóðó íåêî-
òîðîãî ïîäïðîñòðàíñòâà Fn2 ðàçìåðíîñòè k.

Òàêèì îáðàçîì, ôóíêöèÿ îáðàùåíèÿ ýëåìåíòîâ êîíå÷íîãî ïîëÿ ðàçðóøàåò ñòðóêòó-
ðó ïîäïðîñòðàíñòâ ìàêñèìàëüíîãî êîëè÷åñòâà ðàçìåðíîñòåé. Îòìåòèì òàêæå, ÷òî ìî-
íîìèàëüíûå ôóíêöèè� îäíà èç ñàìûõ ðàñïðîñòðàí¼ííûõ êîíñòðóêöèé APN-ôóíêöèé.
Ïðè ýòîì ñðåäè íèõ íåëüçÿ íàéòè âçàèìíî îäíîçíà÷íûå ôóíêöèè, êîòîðûå ðàçðóøàþò
ñòðóêòóðó âñåõ íåòðèâèàëüíûõ ïîäïðîñòðàíñòâ ïðè ñîñòàâíûõ n.
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ÌÀÒÐÈÖÛ ÃÐÀÌÀ ÁÅÍÒ-ÔÓÍÊÖÈÉ È ÑÂÎÉÑÒÂÀ ÏÎÄÔÓÍÊÖÈÉ
ÊÂÀÄÐÀÒÈ×ÍÛÕ ÑÀÌÎÄÓÀËÜÍÛÕ ÁÅÍÒ-ÔÓÍÊÖÈÉ1

À.Â. Êóöåíêî

Áóëåâà ôóíöèÿ îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n íàçûâàåòñÿ áåíò-ôóíêöèåé, åñ-
ëè îíà èìååò ñïåêòð Óîëøà�Àäàìàðà, ñîñòîÿùèé èç ÷èñåë ±2n/2. Áåíò-ôóíêöèÿ
íàçûâàåòñÿ ñàìîäóàëüíîé, åñëè îíà ñîâïàäàåò ñî ñâîåé äóàëüíîé áåíò-ôóíêöèåé.
Ðàíåå àâòîðîì áûëî ñôîðìóëèðîâàíî äîñòàòî÷íîå óñëîâèå òîãî, ÷òî ïîäôóíêöèè
îò n − 2 ïåðåìåííûõ ñàìîäóàëüíîé áåíò-ôóíêöèè îò n ïåðåìåííûõ, ïîëó÷åííûå
ôèêñàöèåé ïåðâûõ äâóõ ïåðåìåííûõ, ÿâëÿþòñÿ áåíò-ôóíêöèÿìè. Â íàñòîÿùåé ðà-
áîòå äîêàçàíî, ÷òî äëÿ êâàäðàòè÷íûõ ñàìîäóàëüíûõ áåíò-ôóíêöèé äàííîå óñëî-
âèå ïðè n ⩾ 6 íå ÿâëÿåòñÿ íåîáõîäèìûì. Ââåäåíî ïîíÿòèå ¾ìàòðèöà Ãðàìà áåíò-
ôóíêöèè¿, óñòàíîâëåí îáùèé âèä ìàòðèöû Ãðàìà áåíò-ôóíêöèè è äóàëüíîé ê íåé
ôóíêöèè. Äîêàçàíî, ÷òî åñëè ìàòðèöà Ãðàìà áåíò-ôóíêöèè îò n ïåðåìåííîé ÿâ-
ëÿåòñÿ íåîáðàòèìîé, å¼ ïîäôóíêöèè îò n− 2 ïåðåìåííûõ, ïîëó÷åííûå ôèêñàöèåé
ïåðâûõ äâóõ ïåðåìåííûõ, ÿâëÿþòñÿ áåíò-ôóíêöèÿìè. Óñòàíîâëåíî, ÷òî â ýòîì
ñëó÷àå ïîäôóíêöèè äóàëüíîé ê íåé ôóíêöèè òàêæå ÿâëÿþòñÿ áåíò-ôóíêöèÿìè.

Êëþ÷åâûå ñëîâà: ñàìîäóàëüíàÿ áåíò-ôóíêöèÿ, ïîäôóíêöèÿ, ìàòðèöà Ãðàìà,

êâàäðàòè÷íàÿ áåíò-ôóíêöèÿ, êîíêàòåíàöèÿ áåíò-ôóíêöèé.

×åðåç Fn2 îáîçíà÷èì ëèíåéíîå ïðîñòðàíñòâî âñåõ äâîè÷íûõ âåêòîðîâ äëèíû n íàä
ïîëåì F2. Áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ íàçûâàåòñÿ îòîáðàæåíèå âèäà Fn2 → F2.
Ìíîæåñòâî âñåõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ îáîçíà÷àåòñÿ ÷åðåç Fn. Õàðàê-
òåðèñòè÷åñêèì âåêòîðîì (õàðàêòåðèñòè÷åñêîé ïîñëåäîâàòåëüíîñòüþ) áóëåâîé ôóíê-

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò �FWNF-2022-0018).



Äèñêðåòíûå ôóíêöèè 27

öèè f ∈ Fn íàçûâàåòñÿ âåêòîð

F ≡ (−1)f =
(
(−1)f(0), (−1)f(1), . . . , (−1)f(2n−1)

)
∈ {±1}2

n

,

ãäå (f(0), f(1), . . . , f(2n − 1)) ∈ F2n

2 � âåêòîð çíà÷åíèé ôóíêöèè f . Êàæäàÿ áóëåâà
ôóíêöèÿ îò n ïåðåìåííûõ ìîæåò áûòü åäèíñòâåííûì îáðàçîì ïðåäñòàâëåíà â âèäå
ìíîãî÷ëåíà íàä ïîëåì F2:

f (x1, x2, . . . , xn) =
⊕

i1,i2,...in∈F2

ai1i2...inx
i1
1 x

i2
2 · . . . · xinn .

Çäåñü az ∈ F2 äëÿ âñåõ z ∈ Fn2 (ñ ñîãëàøåíèåì 00 = 1). Äàííîå ïðåäñòàâëåíèå íà-
çûâàåòñÿ ìíîãî÷ëåíîì Æåãàëêèíà áóëåâîé ôóíêöèè f . Ñòåïåíüþ deg(f) ôóíêöèè f
íàçûâàåòñÿ ìàêñèìàëüíàÿ èç ñòåïåíåé ñëàãàåìûõ, âõîäÿùèõ â ìíîãî÷ëåí Æåãàëêèíà
ñ íåíóëåâûìè êîýôôèöèåíòàìè. Åñëè deg(f) = 2, ôóíêöèÿ íàçûâàåòñÿ êâàäðàòè÷íîé.

Äëÿ êàæäîé ïàðû x, y ∈ Fn2 ÷åðåç ⟨x, y⟩ îáîçíà÷èì çíà÷åíèå
n⊕
i=1

xiyi. Ïðåîáðàçîâàíè-

åì Óîëøà�Àäàìàðà áóëåâîé ôóíêöèè f îò n ïåðåìåííûõ íàçûâàåòñÿ öåëî÷èñëåííàÿ
ôóíêöèÿ Wf : Fn2 → Z, çàäàííàÿ ðàâåíñòâîì

Wf (y) =
∑
x∈Fn

2

(−1)f(x)⊕⟨x,y⟩, y ∈ Fn2 .

Áóëåâà ôóíêöèÿ f îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n íàçûâàåòñÿ áåíò-ôóíêöèåé,
åñëè |Wf (y)| = 2n/2 äëÿ êàæäîãî y ∈ Fn2 [1]. Äëÿ ìíîæåñòâà áåíò-ôóíêöèé
îò n ïåðåìåííûõ èñïîëüçóåòñÿ îáîçíà÷åíèå Bn. Äëÿ êàæäîé f ∈ Bn èç ñîîòíîøå-

íèÿ Wf (y) = (−1)f̃(y)2n/2 îäíîçíà÷íûì îáðàçîì îïðåäåëÿåòñÿ äóàëüíàÿ ê íåé áåíò-

ôóíêöèÿ f̃ ∈ Bn. Áåíò-ôóíêöèÿ f íàçûâàåòñÿ ñàìîäóàëüíîé (àíòèñàìîäóàëüíîé), åñëè

f = f̃ (ñîîòâåòñòâåííî f = f̃ ⊕ 1).
Èçó÷åíèþ äàííîãî ïîäêëàññà áåíò-ôóíêöèé ïîñâÿùåíî ìíîæåñòâî ðàáîò. Â ÷àñòíî-

ñòè, â [2�4] èññëåäîâàí âîïðîñ àôôèííîé êëàññèôèêàöèè ñàìîäóàëüíûõ áåíò-ôóíêöèé
îò n ⩽ 8 ïåðåìåííûõ, à òàêæå êâàäðàòè÷íûõ ñàìîäóàëüíûõ áåíò-ôóíêöèé îòíîñèòåëü-
íî ïðåîáðàçîâàíèé, ñîõðàíÿþùèõ (àíòè-)ñàìîäóàëüíîñòü. Êîíñòðóêöèè ñàìîäóàëüíûõ
áåíò-ôóíêöèé ïðåäñòàâëåíû â ðàáîòàõ [5�7]. Îáçîð èçâåñòíûõ ìåòðè÷åñêèõ ñâîéñòâ
ïðèâåä¼í â [8].

Èçâåñòíî, ÷òî âñå ïîäôóíêöèè îò n− 2 ïåðåìåííûõ áåíò-ôóíêöèè îò n ïåðåìåííûõ
èìåþò îäèíàêîâûå ñïåêòðû Óîëøà�Àäàìàðà [9]. Ñëåäîâàòåëüíî, ëèáî âñå ïîäôóíê-
öèè ÿâëÿþòñÿ áåíò-ôóíêöèÿìè, ëèáî Wf (y) ∈

{
0,±2(n+2)/2

}
äëÿ êàæäîãî y ∈ Fn2 (òî

åñòü âñå ïîäôóíêöèè� ïî÷òè áåíò-ôóíêöèè), ëèáî èõ ñïåêòðû Óîëøà�Àäàìàðà ñî-
ñòîÿò èç ÷èñåë 0, ±2(n−2)/2, ±2n/2.

Äàëåå äëÿ áóëåâîé ôóíêöèè f îò n ïåðåìåííûõ ÷åðåç (f0, f1, f2, f3) áóäåì îáîçíà-
÷àòü ðàçëîæåíèå å¼ âåêòîðà çíà÷åíèé íà ÷åòûðå ïîäâåêòîðà, ÿâëÿþùèõñÿ âåêòîðàìè
çíà÷åíèé å¼ ïîäôóíêöèé îò n − 2 ïåðåìåííûõ, ïîëó÷åííûõ ôèêñàöèåé ïåðâûõ äâóõ
ïåðåìåííûõ. Ñëó÷àé, êîãäà äàííûå ïîäôóíêöèè ÿâëÿþòñÿ áåíò-ôóíêöèÿìè, âåä¼ò,
â ñâîþ î÷åðåäü, ê èòåðàòèâíîé êîíñòðóêöèè áåíò-ôóíêöèè, âåêòîð çíà÷åíèé êîòîðîé
åñòü (f0, f1, f2, f3). Â [10] íàéäåíû íåîáõîäèìûå è äîñòàòî÷íûå óñëîâèÿ, íàêëàäûâàåìûå
íà ïîäôóíêöèè fi, i = 0, . . . , 3. Â ðàáîòàõ [11, 12] äàííûå ïîäôóíêöèè ðàññìîòðåíû äëÿ
ñëó÷àÿ, êîãäà f ÿâëÿåòñÿ ñàìîäóàëüíîé áåíò-ôóíêöèåé.
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1. Ëèíåéíàÿ íåçàâèñèìîñòü õàðàêòåðèñòè÷åñêèõ âåêòîðîâ
ïîäôóíêöèé êâàäðàòè÷íîé ñàìîäóàëüíîé áåíò-ôóíêöèè

Â ðàáîòå [12] äîêàçàíî:

Òåîðåìà 1 [12]. Åñëè õàðàêòåðèñòè÷åñêèå âåêòîðû ïîäôóíêöèé f0, f1, f2, f3 ñàìî-
äóàëüíîé áåíò-ôóíêöèè f ëèíåéíî çàâèñèìû, òî äàííûå ïîäôóíêöèè ÿâëÿþòñÿ áåíò-
ôóíêöèÿìè.

Ýòîò ðåçóëüòàò îïèñûâàåò äîñòàòî÷íîå óñëîâèå òîãî, ÷òî âñå ïîäôóíêöèè ñàìî-
äóàëüíîé áåíò-ôóíêöèè, ïîëó÷åííûå ôèêñàöèåé ïåðâûõ äâóõ ïåðåìåííûõ, ÿâëÿþòñÿ
áåíò-ôóíêöèÿìè. Ïðè ýòîì äëÿ ñëó÷àÿ n = 4 äàííîå óñëîâèå òàêæå ÿâëÿåòñÿ íåîá-
õîäèìûì. Õîðîøî èçâåñòíî, ÷òî âñå (ñàìîäóàëüíûå) áåíò-ôóíêöèè îò 4 ïåðåìåííûõ
ÿâëÿþòñÿ êâàäðàòè÷íûìè, ÷òî ïîçâîëèëî îáîçíà÷èòü ñëåäóþùèé âîïðîñ: ÿâëÿåòñÿ ëè
ëèíåéíàÿ çàâèñèìîñòü õàðàêòåðèñòè÷åñêèõ âåêòîðîâ íåîáõîäèìûì óñëîâèåì äëÿ êâàä-
ðàòè÷íûõ ñàìîäóàëüíûõ ôóíêöèé?

Îòâåò íà äàííûé âîïðîñ äà¼ò ñëåäóþùåå

Óòâåðæäåíèå 1. Äëÿ êàæäîãî ÷¼òíîãî n ⩾ 6 ñóùåñòâóþò êâàäðàòè÷íûå ñàìî-
äóàëüíûå áåíò-ôóíêöèè îò n ïåðåìåííûõ, ïîäôóíêöèè êîòîðûõ îáðàçóþò ëèíåéíî
íåçàâèñèìûå ìíîæåñòâà õàðàêòåðèñòè÷åñêèõ âåêòîðîâ.

Òàêèì îáðàçîì, îáðàùåíèå òåîðåìû 1 íå èìååò ìåñòà ïðè n ⩾ 6 è äëÿ êâàäðàòè÷-
íûõ ñàìîäóàëüíûõ áåíò-ôóíêöèé, òî åñòü ëèíåéíàÿ çàâèñèìîñòü õàðàêòåðèñòè÷åñêèõ
âåêòîðîâ íå ÿâëÿåòñÿ íåîáõîäèìûì óñëîâèåì è, êàê è â ñëó÷àå áåç îãðàíè÷åíèÿ íà
ñòåïåíü, îáåñïå÷èâàåò ëèøü äîñòàòî÷íîå óñëîâèå òîãî, ÷òî ïîäôóíêöèè f0, f1, f2, f3 ÿâ-
ëÿþòñÿ áåíò-ôóíêöèÿìè.

2. Ìàòðèöà Ãðàìà ïðîèçâîëüíîé áåíò-ôóíêöèè
Ïóñòü f ∈ Bn. Ìàòðèöåé Ãðàìà Gram(f) =

(
gij
)
ôóíêöèè f íàçîâ¼ì êâàäðàòíóþ

ìàòðèöó ðàçìåðà 4× 4, ýëåìåíòàìè êîòîðîé ÿâëÿþòñÿ ÷èñëà

gij =
∑

x∈Fn−2
2

(−1)fi(x)⊕fj(x), i, j = 0, 1, 2, 3,

êîòîðûå ÿâëÿþòñÿ ñêàëÿðíûìè ïðîèçâåäåíèÿìè õàðàêòåðèñòè÷åñêèõ âåêòîðîâ å¼ ïîä-
ôóíêöèé.

Îáùèé âèä ìàòðèö Ãðàìà áåíò-ôóíêöèè è äóàëüíîé ê íåé îïèñûâàåò ñëåäóþùàÿ

Òåîðåìà 2. Ìàòðèöû Ãðàìà áåíò-ôóíêöèè f îò n ïåðåìåííûõ è äóàëüíîé ê íåé
ôóíêöèè f̃ èìåþò âèä

Gram(f) =


2n−2 b c −a
b 2n−2 a −c
c a 2n−2 −b
−a −c −b 2n−2

 , Gram
(
f̃
)
=


2n−2 c b −a
c 2n−2 a −b
b a 2n−2 −c
−a −b −c 2n−2


äëÿ íåêîòîðûõ öåëûõ ÷èñåë a, b, c, òàêèõ, ÷òî

−2n−2 + |b+ c| ⩽ a ⩽ 2n−2 − |b− c|.

Îïðåäåëèòåëè äàííûõ ìàòðèö ñîâïàäàþò, â ÷àñòíîñòè, äëÿ f îïðåäåëèòåëü èìååò âèä

Gramian(f) =
(
2n−2 − a+ b− c

) (
2n−2 − a− b+ c

) (
2n−2 + a− b− c

) (
2n−2 + a+ b+ c

)
.
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Òåîðåìà 1 â òåðìèíàõ ìàòðèö Ãðàìà îçíà÷àåò, ÷òî åñëè ìàòðèöà Ãðàìà ñàìî-
äóàëüíîé áåíò-ôóíêöèè ÿâëÿòñÿ íåîáðàòèìîé, òî ïîäôóíêöèè f0, f1, f2, f3 ÿâëÿ-
þòñÿ áåíò-ôóíêöèÿìè. Äðóãèìè ñëîâàìè, äëÿ ñàìîäóàëüíûõ áåíò-ôóíêöèé ðàâåí-
ñòâî Gramian(f) = 0 âëå÷¼ò òîò ôàêò, ÷òî óêàçàííûå ïîäôóíêöèè ÿâëÿþòñÿ áåíò-
ôóíêöèÿìè. Äàííûé ðåçóëüòàò ìîæíî îáîáùèòü òàê:

Òåîðåìà 3. Åñëè õàðàêòåðèñòè÷åñêèå âåêòîðû ïîäôóíêöèé f0, f1, f2, f3 áåíò-
ôóíêöèè f ëèíåéíî çàâèñèìû, òî äàííûå ïîäôóíêöèè ÿâëÿþòñÿ áåíò-ôóíêöèÿìè.
Áåíò-ôóíêöèÿìè ÿâëÿþòñÿ òàêæå ïîäôóíêöèè äóàëüíîé ôóíêöèè f̃ .

Òàêèì îáðàçîì, äàííîå óòâåðæäåíèå ïîçâîëÿåò ïîëó÷èòü äîñòàòî÷íîå óñëîâèå òîãî,
÷òî ïîäôóíêöèè ðàññìàòðèâàåìîé áåíò-ôóíêöèè òàêæå ÿâëÿþòñÿ áåíò-ôóíêöèÿìè è,
êðîìå òîãî, îòîáðàæåíèå äóàëüíîñòè ñîõðàíÿåò èõ ìàêñèìàëüíóþ íåëèíåéíîñòü.
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ÏÎÑÒÐÎÅÍÈÅ ÏÎÄÑÒÀÍÎÂÊÈ ÍÀ Fn2
ÍÀ ÎÑÍÎÂÅ ÎÄÍÎÉ ÁÓËÅÂÎÉ ÔÓÍÊÖÈÈ

È.À. Ïàíêðàòîâà, À.À. Ìåäâåäåâ

Ïðèâåäåíû íåêîòîðûå íåîáõîäèìûå óñëîâèÿ òîãî, ÷òî âåêòîðíàÿ áóëåâà ôóíêöèÿ,
êîîðäèíàòû êîòîðîé ïîëó÷åíû èç îäíîé áóëåâîé ôóíêöèè ñ ïîìîùüþ ïåðåñòàíî-
âîê ïåðåìåííûõ, ÿâëÿåòñÿ ïîäñòàíîâêîé.

Êëþ÷åâûå ñëîâà: ïîäñòàíîâêè, âåêòîðíûå áóëåâû ôóíêöèè.
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Ïîäñòàíîâêè íà Fn2 (îáðàòèìûå âåêòîðíûå áóëåâû ôóíêöèè F : Fn2 → Fn2 ) èñïîëüçó-
þòñÿ âî ìíîãèõ êðèïòîñèñòåìàõ, â ÷àñòíîñòè â êðèïòîñèñòåìàõ ñ ôóíêöèîíàëüíûìè
êëþ÷àìè [1, 2]. Îäíî èç òðåáîâàíèé (ýêñïëóàòàöèîííûõ) ê ïîäñòàíîâêå êàê êëþ÷ó
êðèïòîñèñòåìû� ýòî âîçìîæíîñòü å¼ êîìïàêòíîãî çàäàíèÿ: íàïðèìåð, ìîæíî ñòðî-
èòü êîîðäèíàòíûå ôóíêöèè ïîäñòàíîâêè íà îñíîâå ïðåîáðàçîâàíèé îäíîé áóëåâîé
ôóíêöèè.

Â ðàáîòå [3] ïðåäëîæåíà ñëåäóþùàÿ êîíñòðóêöèÿ âåêòîðíîé áóëåâîé ôóíêöèè:

F (x) =
(
f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))

)
, (1)

ãäå f(x)� áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ; π�öèêëè÷åñêèé ñäâèã âåêòîðà ïåðåìåí-
íûõ âëåâî íà 1. Íàïðèìåð, ïðè n = 3 ïîëó÷àåì

F (x1, x2, x3) =
(
f(x1, x2, x3), f(x2, x3, x1), f(x3, x1, x2)

)
.

Â äàííîé ðàáîòå ðàññìîòðèì îáîáùåíèå ýòîé êîíñòðóêöèè: ïóñòü π ∈ Sn �ëþáàÿ ïîä-
ñòàíîâêà ñòåïåíè n; äëÿ x = (x1, . . . , xn) ∈ Fn2 îáîçíà÷èì π(x) = (xπ(1), . . . , xπ(n)). Ïîä-
ñòàíîâêà π ∈ Sn èíäóöèðóåò ïîäñòàíîâêó π′ íà Fn2 ïî ïðàâèëó

π′(a1 . . . an) = (aπ(1) . . . aπ(n)), a1 . . . an ∈ Fn2 . (2)

Íàïðèìåð, äëÿ n = 3 è π =

(
1 2 3
2 3 1

)
ïîëó÷èì

π′ =

(
000 001 010 011 100 101 110 111
000 010 100 110 001 011 101 111

)
.

Óòâåðæäåíèå 1. Ïîäñòàíîâêè π è π′ èìåþò îäèíàêîâûé ïîðÿäîê:

ord(π′) = ord(π).

Äîêàçàòåëüñòâî. Íåðàâåíñòâî ord(π′) ⩽ ord(π) ñëåäóåò èç (2).
Äëÿ äîêàçàòåëüñòâà îáðàòíîãî íåðàâåíñòâà ïîñòðîèì âåêòîð a = (a1 . . . an) ∈ Fn2

òàê: äëÿ êàæäîãî öèêëà (i1, . . . , is) ïîäñòàíîâêè π ïîëîæèì ai1 = 1 è aij = 0 äëÿ âñåõ
j = 2, . . . , s. Òîãäà íàèìåíüøåå çíà÷åíèå k, ïðè êîòîðîì (π′)k(a) = a, ðàâíî ord(π).

Ñôîðìóëèðóåì íåêîòîðûå íåîáõîäèìûå óñëîâèÿ òîãî, ÷òî ôóíêöèÿ F , ïîëó÷åííàÿ
ïî ôîðìóëå (1) äëÿ íåêîòîðîé π ∈ Sn, ÿâëÿåòñÿ ïîäñòàíîâêîé íà Fn2 . ×åðåç cn, c ∈ {0, 1},
áóäåì îáîçíà÷àòü áóëåâ âåêòîð äëèíû n, âñå êîìïîíåíòû êîòîðîãî ðàâíû c.

Óòâåðæäåíèå 2. Ïóñòü f ∈ P2(n), π ∈ Sn è ôóíêöèÿ

F (x) =
(
f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))

)
ÿâëÿåòñÿ ïîäñòàíîâêîé íà Fn2 . Òîãäà:

1) ôóíêöèÿ f óðàâíîâåøåííàÿ;
2) èíäóöèðîâàííàÿ ïîäñòàíîâêà π′ íà Fn2 èìååò òîëüêî äâå íåïîäâèæíûå òî÷êè�

0n è 1n; f(0n) ̸= f(1n); {F (0n), F (1n)} = {0n, 1n};
3) π�ïîëíîöèêëîâàÿ ïîäñòàíîâêà;
4) f ̸= const íè íà îäíîì öèêëå ïîäñòàíîâêè π′ (êðîìå íåïîäâèæíûõ òî÷åê).
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Äîêàçàòåëüñòâî.

1) Ôóíêöèÿ F ÿâëÿåòñÿ ïîäñòàíîâêîé, åñëè è òîëüêî åñëè âñå å¼ êîìïîíåíòû (íåíó-
ëåâûå ëèíåéíûå êîìáèíàöèè êîîðäèíàòíûõ ôóíêöèé) óðàâíîâåøåíû [4]. Îòñþ-
äà ñëåäóåò óðàâíîâåøåííîñòü f .

2) Òîò ôàêò, ÷òî π′(0n) = 0n è π′(1n) = 1n, ñëåäóåò íåïîñðåäñòâåííî èç îïðåäåëå-
íèÿ (2). Ïî ôîðìóëå (1) ïîëó÷àåì: F (0n) = (f(0n))n, F (1n) = (f(1n))n. Ïîñêîëü-
êó F �ïîäñòàíîâêà, òî F (0n) ̸= F (1n), çíà÷èò, f(0n) ̸= f(1n) è {F (0n), F (1n)} =
= {0n, 1n}.
Ïðåäïîëîæèì, ÷òî ïîäñòàíîâêà π′ èìååò åù¼ îäíó íåïîäâèæíóþ òî÷êó�
π′(a) = a. Íî òîãäà F (a) = (f(a))n ∈ {0n, 1n} = {F (0n), F (1n)}, ÷òî ïðîòèâî-
ðå÷èò òîìó, ÷òî F �ïîäñòàíîâêà.

3) Ïðåäïîëîæèì, ÷òî π ðàñêëàäûâàåòñÿ â ïðîèçâåäåíèå íåñêîëüêèõ öèêëîâ. Ïî-
ñòðîèì âåêòîð a = (a1 . . . an) ∈ Fn2 òàê: äëÿ êàæäîãî öèêëà (i1, . . . , is) ïîäñòàíîâ-
êè π ïîëîæèì ai1 = . . . = ais è a /∈ {0n, 1n} (ýòî ìîæíî ñäåëàòü, òàê êàê öèêëîâ
áîëüøå îäíîãî). Íî òîãäà π′(a) = a�ïîëó÷èëè òðåòüþ íåïîäâèæíóþ òî÷êó, ÷òî
ïðîòèâîðå÷èò ï. 2.

4) Ïðåäïîëîæèì, ÷òî f = c ∈ F2 íà âñåõ ýëåìåíòàõ öèêëà (i1, . . . , ik) ïîäñòà-
íîâêè π′, ãäå i1 /∈ {0n, 1n}. Òîãäà ïî ôîðìóëå (1) ïîëó÷èì F (i1) = cn ∈
∈ {F (0n), F (1n)}�ïðîòèâîðå÷èå ñ òåì, ÷òî F �ïîäñòàíîâêà.

Óòâåðæäåíèå 2 äîêàçàíî.

Çàìå÷àíèå 1. Â ñîîòâåòñòâèè ñ ï. 3 óòâåðæäåíèÿ 2, åñëè F �ïîäñòàíîâêà, òî
π�ïîëíîöèêëîâàÿ. Ïîñêîëüêó ïåðåèìåíîâàíèå (ïåðåíóìåðàöèÿ) ïåðåìåííûõ íå âëè-
ÿåò íà êðèïòîãðàôè÷åñêèå ñâîéñòâà ôóíêöèè, äëÿ èõ èçó÷åíèÿ ìîæíî îãðàíè÷èòüñÿ
ðàññìîòðåíèåì ïîäñòàíîâêè ÷àñòíîãî âèäà, ïðåäëîæåííîé â [3] (öèêëè÷åñêèé ñäâèã
âëåâî): π(i) = i mod n+ 1, ãäå n�êîëè÷åñòâî ïåðåìåííûõ.

Çàìå÷àíèå 2. Ïîëíîöèêëîâîñòü ïîäñòàíîâêè π ÿâëÿåòñÿ íåîáõîäèìûì óñëîâèåì
òîãî, ÷òî ôóíêöèÿ F èìååò ìàêñèìàëüíî âîçìîæíóþ êîìïîíåíòíóþ àëãåáðàè÷åñêóþ
èììóííîñòü [3].

Â äàëüíåéøåì ïëàíèðóåòñÿ ðàññìîòðåòü âîïðîñ âûáîðà (ïîñòðîåíèÿ) òàêîé áóëåâîé
ôóíêöèè f äëÿ äàííîé π (èëè, ÷òî ýêâèâàëåíòíî, äëÿ π, ÿâëÿþùåéñÿ öèêëè÷åñêèì
ñäâèãîì âëåâî íà 1, ñì. çàìå÷àíèå 1), ÷òîáû ôóíêöèÿ F â (1) áûëà áèåêòèâíîé.
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ÀÒÀÊÀ ÐÀÇËÈ×ÅÍÈß ÍÀ ×ÅÒÛÐÅ ÐÀÓÍÄÀ ØÈÔÐÀ
ËÞÁÈ � ÐÀÊÎÔÔ ÏÎ ÐÀÇÍÎÑÒßÌ ÄÂÓÁËÎ×ÍÛÕ ÒÅÊÑÒÎÂ1

Î.Â. Äåíèñîâ

Óñòàíîâëåíî, ÷òî øèôð Ëþáè�Ðàêîôô ÿâëÿåòñÿ ìàðêîâñêèì, íàéäåíû åãî ìàò-
ðèöû ïåðåõîäíûõ âåðîÿòíîñòåé ðàçíîñòåé çà 1, 2 è 4 ðàóíäà. Íà îñíîâå ñòàòèñòèêè
ëîãàðèôìà îòíîøåíèÿ ïðàâäîïîäîáèé ïîñòðîåíà ïîñëåäîâàòåëüíàÿ àòàêà ðàçëè÷å-
íèÿ íà ÷åòûðå ðàóíäà øèôðà ïî ðàçíîñòÿì çàäàííîãî òèïà íåçàâèñèìûõ äâóáëî÷-
íûõ òåêñòîâ. Ïîëó÷åíû îöåíêè ñðåäíåãî ÷èñëà èñïîëüçóåìûõ òåêñòîâ, ïðîâåäåíû
ýêñïåðèìåíòû íà øèôðàõ ñ äëèíàìè áëîêîâ îò 12 äî 44 áèò.

Êëþ÷åâûå ñëîâà: ìàðêîâñêèé øèôð, ñåòü Ôåéñòåëÿ, øèôð Ëþáè�Ðàêîôô,

äèâåðãåíöèÿ Êóëüáàêà, ïîñëåäîâàòåëüíàÿ ðàçíîñòíàÿ àòàêà.

Ðàññìîòðèì R-ðàóíäîâóþ ñåòü Ôåéñòåëÿ ñ àëôàâèòîì ïîëóáëîêîâ (Zm2 ,⊕), ⊕�ïî-
êîîðäèíàòíîå ñëîæåíèå ïî ìîäóëþ 2, è ðàóíäîâûìè ïðåîáðàçîâàíèÿìè

(xr−1, xr)→ (xr, xr−1 ⊕ f r(xr)), 1 ⩽ r ⩽ R. (1)

Â 1988 ã. àìåðèêàíñêèå êðèïòîãðàôû M. Luby è C. Racko� ââåëè [1] âåðîÿòíîñòíóþ
ìîäåëü ñåòè (1), â êîòîðîé ðàóíäîâûå ôóíêöèè óñëîæíåíèÿ âûáèðàþòñÿ íåçàâèñèìî
ðàâíîâåðîÿòíî èç ìíîæåñòâà âñåõ äâîè÷íûõ âåêòîð-ôóíêöèé îò m ïåðåìåííûõ:

f 1, . . . , fR ∼ U(Fm), Fm = {f | f : Zm2 → Zm2 }. (2)

Äëÿ òàêîé ñëó÷àéíîé ñåòè ïðè R = 3, 4 â ðàçíûõ ìîäåëÿõ çàïðîñîâ ïîëó÷åí ðÿä íèæ-
íèõ îöåíîê ñòîéêîñòè ê àòàêàì ðàçëè÷åíèÿ, ò. å. àëãîðèòìàì d ïðîâåðêè ãèïîòåç î
ñëó÷àéíîé ïîäñòàíîâêå F íà ìíîæåñòâå X = Z2m

2 :

H1 : F âûáðàíà ðàâíîâåðîÿòíî èç ìíîæåñòâà âñåõ ïîäñòàíîâîê,

H2 : F ïîëó÷åíà â R-ðàóíäîâîé ìîäåëè Ëþáè � Ðàêîôô.

Çàïðîñàìè àëãîðèòìà (ðàçëè÷èòåëÿ) d íàçûâàþòñÿ òàêèå ïîñëåäîâàòåëüíî ïîäàâà-
åìûå àðãóìåíòû x1, . . . , xq ∈ X, ÷òî åìó ñòàíîâÿòñÿ äîñòóïíû çíà÷åíèÿ yt = F (xt),
1 ⩽ t ⩽ q, ò. å. íàáîð Y = (y1, . . . , yq). Ïðåèìóùåñòâîì ðàçëè÷èòåëÿ d íàçûâàåòñÿ

Adv(d) =
∣∣P1[d(Y ) = 1]− P2[d(Y ) = 1]

∣∣ = |1− α1(d)− α2(d)|.

Çäåñü è äàëåå ÷åðåç Pi è αi(d) îáîçíà÷àåì ñîîòâåòñòâåííî âåðîÿòíîñòíîå ðàñïðåäåëåíèå
è âåðîÿòíîñòè îøèáîê êðèòåðèÿ d ïðè ãèïîòåçå Hi, i = 1, 2.

Îäèí èç ãëàâíûõ ðåçóëüòàòîâ â ýòîé îáëàñòè ñëåäóþùèé [2, c. 50]: ïðè R = 4 äëÿ
ëþáîãî ðàçëè÷èòåëÿ d â ìîäåëè çàïðîñîâ �adaptive Ñhosen-plaintext and Ñiphertext
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Attack�, êîãäà d ìîæåò ôîðìèðîâàòü çàïðîñ xt ñ ó÷¼òîì çíà÷åíèé y1, . . . , yt−1, 2 ⩽
⩽ t ⩽ q, âûïîëíåíî AdvCCA(d) ⩽ q2/2m. Îòñþäà ñëåäóåò, ÷òî åñëè q(M) = o(

√
M) ïðè

M = 2m → ∞, òî ãèïîòåçû àñèìïòîòè÷åñêè íåðàçëè÷èìû, ò. å. ñóììà âåðîÿòíîñòåé
îøèáîê ëþáîãî êðèòåðèÿ ñòðåìèòñÿ ê 1.

Ðàññìîòðèì ìîäåëü íàáëþäåíèé ïîñëåäîâàòåëüíîñòè ïîäñòàíîâîê F1, F2, . . ., ïîëó-
÷åííûõ íåçàâèñèìî äðóã îò äðóãà îäíèì ôèêñèðîâàííûì ñïîñîáîì èç äâóõ, íî çàïðîñîâ
âñåãî äâà (äâóáëî÷íûé òåêñò), è ýòè ïàðû âõîäíûõ áëîêîâ âûáèðàþòñÿ èç X ñ îãðàíè-
÷åíèåì íà èõ ðàçíîñòü. Ïðè òàêèõ óñëîâèÿõ íàáëþäåíèé ïîñòðîèì êðèòåðèé Âàëüäà
ïðîâåðêè ãèïîòåç ïî ïàðàì âõîäíàÿ/âûõîäíàÿ ðàçíîñòü

∆Xt = X1t ⊕X2t, ∆Yt = Y1t ⊕ Y2t, t ⩾ 1,

ñ âåðîÿòíîñòÿìè îøèáîê, áëèçêèìè ê çàäàííûì çíà÷åíèÿì α, β.
Äàëåå ej (e

↓
j) îáîçíà÷àåò j-é âåêòîð-ñòðîêó (ñòîëáåö) ñòàíäàðòíîãî áàçèñà, j ⩾ 0.

×åðåç a è a↓ îáîçíà÷àåì âåêòîð-ñòðîêó è âåêòîð-ñòîëáåö (ðàçìåðíîñòè, îïðåäåëÿåìîé
êîíòåêñòîì), âñå êîìïîíåíòû êîòîðûõ ðàâíû êîíñòàíòå a, a ∈ {0, 1}.

Òåîðåìà 1. Åñëè â ìîäåëè Ëþáè�Ðàêîôô (1) è (2) íà÷àëüíàÿ ïàðà áëîêîâ
(X0, X0∗) âûáèðàåòñÿ íåçàâèñèìî îò f 1, . . . , fR, òî ðàóíäîâûå ðàçíîñòè ∆Xr = Xr ⊕
⊕Xr∗, 0 ⩽ r ⩽ R, îáðàçóþò îäíîðîäíóþ öåïü Ìàðêîâà ñ ìàòðèöåé ïåðåõîäíûõ âåðî-
ÿòíîñòåé ðàçíîñòåé (ÌÏÂÐ) çà 1 øàã, ðàâíîé

P(M) =
1

M


P1 Q2 . . . QM

P2 Q2 . . . QM
...

...
. . .

...
PM Q2 . . . QM

 ,

ãäå Pj =Me↓1ej, Qk = e↓k1�êëåòêè ðàíãà 1 ðàçìåðàM äëÿ âñåõ 1 ⩽ j ⩽M , 2 ⩽ k ⩽M ,
âñåãî M + (M − 1) = 2M − 1 âèäîâ êëåòîê.

Íàïðèìåð, P(2) =
1

2


2 0 0 0
0 0 1 1
0 2 0 0
0 0 1 1

.
Èç òåîðåìû î áëî÷íîì óìíîæåíèè [3, c. 21] ñëåäóåò, ÷òî âñå ñòåïåíè ÌÏÂÐ ñîõðà-

íÿþò òàêîå ðàçáèåíèå íà M2 êëåòîê ðàçìåðà M . Ñ ïîìîùüþ ýòîé òåîðåìû îïèñàíû
âñå êëåòêè öåëî÷èñëåííîé ìàòðèöû

B(M) = (MP(M))2 =


B11 B12 . . . B12

B21 B22 . . . B12
...

...
. . .

...
B21 B12 . . . B22

 ,

ãäå äèàãîíàëüíûå êëåòêè B11 = M diag(vM), vM = (M, 1, . . . , 1) è B21 = M diag(v0),
v0 = (0, 1, . . . , 1) ñîñòàâëÿþò ëåâóþ ãîðèçîíòàëüíóþ ïîëîñó, à îñòàëüíûå êëåòêè B12 =
= v↓01, B22 = v↓M1 îäíîðàíãîâûå.

Àíàëîãè÷íî, êàê ñóììû ïðîèçâåäåíèé êëåòîê ìàòðèöû B, íàéäåíû ïÿòü âèäîâ
êëåòîê Cij ìàòðèöû C(M) = (MP(M))4 = B(M)2. Óñòàíîâëåíî, ÷òî ñòðîêè ìàòðèöû,
ïîëó÷åííîé èç C(M) óäàëåíèåì âåðõíåé ñòðîêè è ëåâîãî ñòîëáöà, ìîãóò áûòü ðàçáèòû
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íà äâà òèïà ïî ñâîåìó ñîñòàâó, ò. å. ÷àñòîòàì çíà÷åíèé ýëåìåíòîâ ñòðîêè:
åñëè

(∆x0 = 0 ∧∆x1 ̸= 0) ∨ (∆x0 ̸= 0 ∧∆x1 ̸= 0) (3)

(ýòî ñòðîêè âåðõíåé ïîëîñû, à òàêæå âñå ñòðîêè, êðîìå âåðõíèõ, èç îñòàëüíûõ ãîðè-
çîíòàëüíûõ ïîëîñ), òî èìååì

Çíà÷åíèå 2M2 −M M2 −M M2 + 1
×àñòîòà 1 M − 2 M2 −M ;

åñëè
∆x0 ̸= 0, ∆x1 = 0, (4)

(ýòî âåðõíèå ñòðîêè âñåõ ãîðèçîíòàëüíûõ ïîëîñ, êðîìå âåðõíåé), òî èìååì

Çíà÷åíèå M2 2M2 −M M2 −M
×àñòîòà M − 1 M M2 − 2M

.

Îòñþäà, â ÷àñòíîñòè, ñëåäóåò, ÷òî ìàòðèöû ïåðåõîäíûõ âåðîÿòíîñòåé íåíóëåâûõ ðàç-
íîñòåé çà ÷åòûðå ðàóíäà ïîëîæèòåëüíû è òàêèå øèôðû äâàæäû òðàíçèòèâíû.

Ïðè ãèïîòåçå H1 âûõîäíûå ðàçíîñòè èìåþò ðàâíîìåðíîå ðàñïðåäåëåíèå íà ìíîæå-
ñòâå X′ = Z2m

2 \ {0} íåíóëåâûõ áëîêîâ. Îáîçíà÷èì ýòè âåðîÿòíîñòè ÷åðåç p1(∆y) =
= (M2 − 1)−1. ×åðåç p2(∆y) îáîçíà÷èì âåðîÿòíîñòè ðàñïðåäåëåíèÿ 4-ðàóíäîâîé âû-
õîäíîé ðàçíîñòè ïðè ôèêñèðîâàííîé âõîäíîé ðàçíîñòè ∆x è ðàññìîòðèì äèâåðãåí-

öèè Êóëüáàêà ìåæäó ýòèìè ðàñïðåäåëåíèÿìè: K(i : 3 − i) =
∑

∆y∈X′
pi(∆y) ln

pi(∆y)

p3−i(∆y)
,

i = 1, 2. Âåðîÿòíîñòíûé ñìûñë ýòèõ âåëè÷èí ñëåäóþùèé: ìàòåìàòè÷åñêîå îæèäàíèå
ñëàãàåìîãî ñòàòèñòèêè ëîãàðèôìà îòíîøåíèÿ ïðàâäîïîäîáèé ðàâíî K(2 : 1) > 0 ïðè
ãèïîòåçå H2 è −K(1 : 2) < 0 ïðè ãèïîòåçå H1.

Òåîðåìà 2. Ïðè âõîäíîé ðàçíîñòè ∆x = (∆x0,∆x1) ∈ X′ è M → ∞ äëÿ äèâåð-
ãåíöèé Êóëüáàêà ìåæäó ðàñïðåäåëåíèÿìè p2 è p1 âûïîëíåíî:

1) ïðè óñëîâèè (3)

K(2 : 1) =
2M2 −M

M4
ln

(2M2 −M)(M2 − 1)

M4
+ (M − 2)

M2 −M
M4

ln
(M2 −M)(M2 − 1)

M4
+

+(M2 −M)
M2 + 1

M4
ln

(M2 + 1)(M2 − 1)

M4
∼ (2 ln 2− 1)M−2,

K(1 : 2) =
1

M2 − 1
ln M4

(2M2−M)(M2−1)
+

M − 2

M2 − 1
ln

M4

(M2 −M)(M2 − 1)
+

+
M2 −M
M2 − 1

ln
M4

(M4 − 1)
∼ (1− ln 2)M−2;

2) ïðè óñëîâèè (4)

K(2 : 1) = (M − 1)
1

M2
ln
M2 − 1

M2
+M

2M − 1

M3
ln

(2M − 1)(M2 − 1)

M3
+

+(M2 −M)
M − 1

M3
ln

(M − 1)(M2 − 1)

M3
∼ (2 ln 2− 1)M−1,

K(1 : 2) = (M − 1)
1

M2 − 1
ln

M2

M2 − 1
+M

1

M2 − 1
ln

M3

(2M − 1)(M2 − 1)
+

+(M2 −M)
1

M2 − 1
ln

M3

(M − 1)(M2 − 1)
∼ (1− ln 2)M−1.
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Îáà àñèìïòîòè÷åñêèõ çíà÷åíèÿ äèâåðãåíöèè â ï. 1 ðîâíî â M ðàç áîëüøå, ÷åì ñî-
îòâåòñòâóþùèå çíà÷åíèÿ â ï. 2. Ïîýòîìó àòàêè ðàçëè÷åíèÿ áóäóò çíà÷èòåëüíî ýôôåê-
òèâíåå ïðè âûáîðå òèïà (4) âõîäíûõ ðàçíîñòåé.

Ïðîâåä¼ì ñòàòèñòè÷åñêèå ýêñïåðèìåíòû (àòàêè ðàçëè÷åíèÿ íà ÷åòûðå ðàóíäà øèô-
ðà Ëþáè�Ðàêîôô) ïî âõîäíûì ðàçíîñòÿì (4) âòîðîãî òèïà, èñïîëüçóÿ êðèòåðèè
Âàëüäà (êàê áîëåå ýêîíîìè÷íûå â ñìûñëå îáú¼ìà ìàòåðèàëà) äëÿ ïðîâåðêè ñëåäóþ-
ùèõ ãèïîòåç î ïîñëåäîâàòåëüíîñòè ñëó÷àéíûõ íåçàâèñèìûõ îäèíàêîâî ðàñïðåäåë¼ííûõ
ïîäñòàíîâîê F 1, F 2, . . . íà ìíîæåñòâå Z2m

2 :

H1 : Ft âûáðàíû ðàâíîâåðîÿòíî èç ìíîæåñòâà âñåõ ïîäñòàíîâîê,

H2 : Ft � ïîäñòàíîâêè 4-ðàóíäîâîé ìîäåëè Ëþáè � Ðàêîôô, t ⩾ 1.
(5)

Äëÿ êîððåêòíîé ðàáîòû êðèòåðèÿ òðåáóåòñÿ íåçàâèñèìîñòü äâóáëî÷íûõ òåêñòîâ
(çàïðîñîâ ñ ðàçíîñòüþ âòîðîãî òèïà ìåæäó áëîêàìè), âûáèðàåìûõ äëÿ êàæäîé ïîäñòà-
íîâêè. Ìîäåëü íåçàâèñèìûõ äâóáëî÷íûõ òåêñòîâ ââåäåíà â ðàáîòå àâòîðà [4]. Â ýòîé
ìîäåëè ïðîâåäåíû àòàêè ðàçëè÷åíèÿ, îñíîâàííûå íà ñòàòèñòèêå îòíîøåíèÿ ïðàâäî-
ïîäîáèé ïðè ôèêñèðîâàííîé âõîäíîé ðàçíîñòè, íà ìàðêîâñêèå ìîäåëè øèôðñèñòåì
SmallPresent c äëèíîé áëîêà äî 28 áèò.

Êðèòåðèé îáåñïå÷èâàåò âåðîÿòíîñòè îøèáîê ïåðâîãî è âòîðîãî ðîäîâ, áëèçêèå ê α =
= β = 0,1, ïðè âûáîðå òàêèõ ãðàíèö A,B, ÷òî [5, c. 150]

− lnA = lnB = ln
1− α
α

= ln 9 = 2,197.

Ñðåäíåå ÷èñëî èñïûòàíèé (ïàð îòêðûòûé/øèôðîâàííûé äâóáëî÷íûé òåêñò) äî ïðè-

íÿòèÿ ðåøåíèÿ ïðè ãèïîòåçå Hi áëèçêî ê (1− 2α) ln
1− α
α

(
K(i : 3− i)

)−1
[5, c. 152], ÷òî

ïðè áîëüøèõ M , ñîãëàñíî òåîðåìå 2, áëèçêî ê Ti(M), i ∈ {1, 2}, ãäå

T1(M) =
0,8 ln 9

1− ln 2
M = 5,72M, T2(M) =

0,8 ln 9

2 ln 2− 1
M = 4,55M.

Â òàáëèöå ïðåäñòàâëåíû ðåçóëüòàòû 20 àòàê ðàçëè÷åíèÿ ãèïîòåç (5) ñ ðàñ÷¼òíûìè
çíà÷åíèÿìè îøèáîê α = β = 0,1 ïðè äëèíå ïîëóáëîêà m áèò: îöåíêè Ti è ýìïèðè÷å-
ñêèå çíà÷åíèÿ Êiτ ÷èñëà τ èñïîëüçîâàííûõ êðèòåðèåì Âàëüäà äâóáëî÷íûõ òåêñòîâ ïðè
ãèïîòåçå Hi, ýìïèðè÷åñêèå âåðîÿòíîñòè îøèáîê α̂i. Ýìïèðè÷åñêèå âåðîÿòíîñòè îøè-
áîê, à òàêæå ñðåäíèå äëèíû ïðîäîëæèòåëüíîñòè ýêñïåðèìåíòîâ ïîêàçûâàþò õîðîøåå
ñîîòâåòñòâèå òåîðèè è ïðàêòèêè.
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m T1 Ê1τ α̂1 T2 Ê2τ α̂2

6 366,6 436,5 0 291,2 348,8 0,05
7 733,2 631,6 0 582,4 696,7 0,1
8 1,4E3 1,4E3 0,05 1,1E3 1,2E3 0,1
9 2,9E3 3,7E3 0,1 2,3E3 2,7E3 0,05
10 5,8E3 5,9E3 0 4,6E3 7,5E3 0,1
11 1,1E4 1,0E4 0 9,3E3 7,6E3 0,2
12 2,34E4 2,9E5 0,1 1,8E4 1,6E4 0,05
13 4,6E4 5,8E4 0 3,7E4 4,9E4 0,05
14 9,3E4 9,7E4 0,05 7,4E4 1,1E5 0,2
15 1,8E5 2,1E5 0,2 1,4E5 1,6E5 0,1
16 3,7E5 4,2E5 0 2,9E5 3,5E5 0,1
17 7,5E5 7,2E5 0,05 5,9E5 6,3E5 0,1
18 1,5E6 1,3E6 0,1 1,1E6 1,3E6 0,05
19 3,0E6 3,4E6 0,05 2,3E6 1,7E6 0,05
20 6,0E6 6,3E6 0,1 4,7E6 4,4E6 0
21 1,2E7 1,0E7 0,05 9,5E6 1,1E7 0,1
22 2,4E7 2,6E7 0,15 1,9E7 2,1E7 0,1
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ÎÁÐÀÙÅÍÈÅ 29-ØÀÃÎÂÎÉ ÔÓÍÊÖÈÈ ÑÆÀÒÈß MD5
ÏÐÈ ÏÎÌÎÙÈ ÀËÃÎÐÈÒÌÎÂ ÐÅØÅÍÈß
ÏÐÎÁËÅÌÛ ÁÓËÅÂÎÉ ÂÛÏÎËÍÈÌÎÑÒÈ1

Î.Ñ. Çàèêèí

Êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ MD5 ïðåäëîæåíà â 1992 ã. Êëþ÷åâûì êîìïî-
íåíòîì MD5 ÿâëÿåòñÿ 64-øàãîâàÿ ôóíêöèÿ ñæàòèÿ. Äî ñèõ ïîð íå ïðåäñòàâëÿåòñÿ
âîçìîæíûì îáðàòèòü ôóíêöèþ ñæàòèÿ MD5 çà ðåàëüíîå âðåìÿ, ïîýòîìó çà÷àñòóþ
â äàííîì êîíòåêñòå àíàëèçèðóþòñÿ âåðñèè ñ ñîêðàù¼ííûì êîëè÷åñòâîì øàãîâ.
Â 2007 ã. ñ ïîìîùüþ àëãîðèòìîâ ðåøåíèÿ ïðîáëåìû áóëåâîé âûïîëíèìîñòè (SAT)
áûëà îáðàùåíà 26-øàãîâàÿ ôóíêöèè ñæàòèÿ MD5. Â 2012 ã. ñ ïîìîùüþ SAT áû-
ëè îáðàùåíû 27- è 28-øàãîâûå âåðñèè. Â íàñòîÿùåì èññëåäîâàíèè ïðåäëàãàåòñÿ
ïîäõîä ê ôîðìèðîâàíèþ 32 ïðîìåæóòî÷íûõ çàäà÷ îáðàùåíèÿ ìåæäó ïàðîé ïîñëå-
äîâàòåëüíûõ øàãîâ ôóíêöèè ñæàòèÿ MD5. Ñ ïîìîùüþ ýòîãî ïîäõîäà ïîñòðîåíû
ïðîìåæóòî÷íûå çàäà÷è îáðàùåíèÿ ìåæäó 28 è 29 øàãàìè. Íåñêîëüêî ïðîñòûõ çà-
äà÷ èñïîëüçîâàíû äëÿ ïàðàìåòðèçàöèè ñîâðåìåííîãî SAT-ðåøàòåëÿ, â ðåçóëüòàòå
÷åãî âïåðâûå îáðàùåíà 29-øàãîâàÿ ôóíêöèÿ ñæàòèÿ MD5.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ, MD5, àëãåáðàè÷åñêèé

êðèïòîàíàëèç, ëîãè÷åñêèé êðèïòîàíàëèç, ïðîáëåìà áóëåâîé âûïîëíèìîñòè.

1Ðàáîòà âûïîëíåíà çà ñ÷¼ò ñóáñèäèè Ìèíîáðíàóêè Ðîññèè â ðàìêàõ ïðîåêòà �121041300065-9.
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Ââåäåíèå
Ïðèíèìàÿ íà âõîä ñîîáùåíèå ïðîèçâîëüíîé äëèíû, áåñêëþ÷åâûå êðèïòîãðàôè÷å-

ñêèå õåø-ôóíêöèè ãåíåðèðóþò õåø ôèêñèðîâàííîé äëèíû [1]. Òàêèå ôóíêöèè èìåþò
íåñêîëüêî îáÿçàòåëüíûõ ñâîéñòâ, ñðåäè êîòîðûõ ëåãêîñòü âû÷èñëåíèÿ. Èç ïîòåíöèàëü-
íûõ ñâîéñòâ îòìåòèì óñòîé÷èâîñòü ê ïîèñêó êîëëèçèé è ê ïîèñêó ïðîîáðàçà. Ïîñëåäíåå
ñâîéñòâî îçíà÷àåò, ÷òî äëÿ ïðîèçâîëüíîãî õåøà ïîèñê åãî ïðîîáðàçà (ò. å. îáðàùåíèå
ñîîòâåòñòâóþùåé êðèïòîãðàôè÷åñêîé õåø-ôóíêöèè) íå ïðåäñòàâëÿåòñÿ âîçìîæíûì
îñóùåñòâèòü çà ðåàëüíîå âðåìÿ. Â 1992 ã. áûëà ïðåäëîæåíà áåñêëþ÷åâàÿ êðèïòîãðà-
ôè÷åñêàÿ õåø-ôóíêöèÿ MD5, êîòîðàÿ ãåíåðèðóåò õåø äëèíîé 128 áèò [2]. Ãëàâíûì
êîìïîíåíòîì MD5 ÿâëÿåòñÿ ôóíêöèÿ ñæàòèÿ, êîòîðàÿ ñìåøèâàåò 512-áèòíûé áëîê
ñîîáùåíèÿ ñî ñïåöèàëüíûì 128-áèòíûì ðåãèñòðîì â òå÷åíèå 4 ðàóíäîâ, êàæäûé èç êî-
òîðûõ ñîñòîèò èç 16 øàãîâ. Ñ 2005 ã. MD5 íå ÿâëÿåòñÿ ñòîéêîé ê ïîèñêó êîëëèçèé [3].
Íåñìîòðÿ íà ýòî, äàííàÿ ôóíêöèÿ âñ¼ åù¼ øèðîêî èñïîëüçóåòñÿ äëÿ õåøèðîâàíèÿ ïà-
ðîëåé è ïðîâåðêè öåëîñòíîñòè äàííûõ. Îäíà èç ïðè÷èí ñîñòîèò â òîì, ÷òî MD5 åù¼
íå ñêîìïðîìåòèðîâàíà â êîíòåêñòå ïîèñêà ïðîîáðàçà.

Â ïîñëåäíèå ãîäû ïîïóëÿðíûì íàïðàâëåíèåì èññëåäîâàíèé ÿâëÿåòñÿ îáðàùåíèå
íåïîëíîðàóíäîâûõ âåðñèé ôóíêöèè ñæàòèÿ MD5. Ïðè ýòîì ÷àùå âñåãî èñïîëüçóåòñÿ
ëîãè÷åñêèé êðèïòîàíàëèç, ò. å. èñõîäíàÿ çàäà÷à ñâîäèòñÿ ê ýêçåìïëÿðó ïðîáëåìû áó-
ëåâîé âûïîëíèìîñòè, äëÿ ðåøåíèÿ êîòîðîãî ïðèìåíÿåòñÿ SAT-ðåøàòåëü [4]. Îòìåòèì,
÷òî ëîãè÷åñêèé êðèïòîàíàëèç ÿâëÿåòñÿ ïîäâèäîì àëãåáðàè÷åñêîãî êðèïòîàíàëèçà [5].
Â 2007 ã. áûëà âïåðâûå îáðàùåíà 26-øàãîâàÿ ôóíêöèè ñæàòèÿ MD5 [6]. Ïðè ýòîì èñ-
ïîëüçîâàëñÿ SAT-ðåøàòåëü, îñíîâàííûé íà àëãîðèòìå Con�ict-Driven Clause Learning
(CDCL) [7]. Çäåñü è äàëåå èìåþòñÿ â âèäó ïåðâûå øàãè ôóíêöèè ñæàòèÿ, ò. å. â [6]
ïðåäñòàâëåí ðåçóëüòàò îáðàùåíèÿ ñîêðàù¼ííîé ôóíêöèè ñæàòèÿ MD5, ñîñòîÿùåé èç
16 øàãîâ ïåðâîãî ðàóíäà è 10 øàãîâ âòîðîãî ðàóíäà. Â 2012 ã. áûëè âïåðâûå îáðàùåíû
27- è 28-øàãîâûå âåðñèè ôóíêöèè ñæàòèÿ MD5 [8]. Äëÿ ýòîãî òàêæå áûë ïðèìåí¼í
CDCL-ðåøàòåëü. Ñ òåõ ïîð íèêîìó íå óäàëîñü îáðàòèòü 29-øàãîâóþ ôóíêöèþ ñæà-
òèÿ MD5. Íàñòîÿùåå èññëåäîâàíèå íàöåëåíî íà ðåøåíèå èìåííî ýòîé çàäà÷è.

Â 2022 ã. ñ ïîìîùüþ ìåòîäà Cube-and-Conquer áûëè âïåðâûå îáðàùåíû 40-, 41-,
42- è 43-øàãîâûå âåðñèè ôóíêöèè ñæàòèÿ êðèïòîãðàôè÷åñêîé õåø-ôóíêöèè MD4 [9].
Ñîãëàñíî ýòîìó ìåòîäó, ïðåäíàçíà÷åííîìó äëÿ ðåøåíèÿ òðóäíûõ ýêçåìïëÿðîâ SAT,
ñíà÷àëà ñ ïîìîùüþ lookahead-ðåøàòåëÿ çàäà÷à ðàçáèâàåòñÿ íà áîëåå ïðîñòûå ïîäçà-
äà÷è, à çàòåì íà íèõ çàïóñêàåòñÿ CDCL-ðåøàòåëü [10]. Êðîìå Cube-and-Conquer, â [9]
èñïîëüçîâàíû óñëîâèÿ Äîááåðòèíà [11], êîòîðûå ðàíåå áûëè óñïåøíî ïðèìåíåíû äëÿ
îáðàùåíèÿ 39-øàãîâîé ôóíêöèè ñæàòèÿ MD4 [6, 12]. Ê ñîæàëåíèþ, ñîãëàñíî ïðåäâàðè-
òåëüíûì èññëåäîâàíèÿì, óñëîâèÿ Äîááåðòèíà íå ýôôåêòèâíû â êîíòåêñòå îáðàùåíèÿ
íåïîëíîðàóíäîâîé ôóíêöèè ñæàòèÿ MD5. Èñõîäÿ èç ýòîãî, äëÿ ðåøåíèÿ äàííîé çàäà÷è
òðåáóåòñÿ äðóãîé ïîäõîä.

1. Ïðîìåæóòî÷íûå çàäà÷è îáðàùåíèÿ ôóíêöèè ñæàòèÿ MD5
Ðàññìîòðèì ïàðó ïîñëåäîâàòåëüíûõ øàãîâ ôóíêöèè ñæàòèÿ MD5 ñ íîìåðàìè i− 1

è i, 2 ⩽ i ⩽ 64. Èäåÿ ñîñòîèò â ïîñòðîåíèè ïðîìåæóòî÷íûõ çàäà÷ îáðàùåíèÿ ïóò¼ì
ïîñòåïåííîãî îñëàáëåíèÿ i-ãî øàãà, ïðè òîì ÷òî ïåðâûå i − 1 øàãîâ ðàáîòàþò êàê
îáû÷íî. Øàã ñ íîìåðîì i ìîæåò áûòü ïðåäñòàâëåí â âèäå ñëåäóþùåãî ïñåâäîêîäà:

a← b+ ((a+ Func(b, c, d) +M [j] +K[i]) <<< s).

Çäåñü a, b, c è d� çíà÷åíèÿ ÷åòûð¼õ ñïåöèàëüíûõ ðåãèñòðîâ; Func�íåëèíåéíàÿ ôóíê-
öèÿ; M [j]� 32-áèòíîå ñëîâî, êîòîðîå ÿâëÿåòñÿ j-é ÷àñòüþ 512-áèòíîãî ñîîáùåíèÿ M ;
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K[i]�èçâåñòíàÿ êîíñòàíòà; <<<�öèêëè÷åñêèé ñäâèã âëåâî. Îòìåòèì, ÷òî íà êàæäîì
èç ÷åòûð¼õ ðàóíäîâ äëÿ ñìåøèâàíèÿ èñïîëüçóåòñÿ ñîáñòâåííàÿ íåëèíåéíàÿ ôóíêöèÿ.
Â õîäå ïðåäâàðèòåëüíûõ ýêñïåðèìåíòîâ äëÿ ðàçíûõ çíà÷åíèé i áûëè ñäåëàíû ïîïûò-
êè îñëàáèòü øàã ïóò¼ì îòáðàñûâàíèÿ îäíîé èëè íåñêîëüêèõ îïåðàöèé. Îêàçàëîñü, ÷òî
äàæå åñëè îòáðîñèòü èñïîëüçîâàíèå íåëèíåéíîé ôóíêöèè, äëÿ CDCL-ðåøàòåëåé çà-
äà÷à íå ñòàíîâèòñÿ ñóùåñòâåííî ïðîùå. Ïðè ýòîì åñëè îòáðîñèòü ñëàãàåìîå M [j], òî
äëÿ CDCL-ðåøàòåëÿ òàêàÿ çàäà÷à ñòàíîâèòñÿ ñîïîñòàâèìîé ïî ñëîæíîñòè ñ çàäà÷åé
îáðàùåíèÿ i− 1 øàãîâ.

Ïðåäëàãàåòñÿ ôîðìèðîâàòü 32 ïðîìåæóòî÷íûå çàäà÷è îáðàùåíèÿ ìåæäó øàãàìè
i−1 è i ïîñòåïåííîé çàìåíîé íà i-ì øàãåM [j] íà ñëîâî, ÷àñòè÷íî ñîñòîÿùåå èç íóëåâûõ
áèòîâ. Â ïåðâîé ïðîìåæóòî÷íîé çàäà÷å M [j] çàìåíÿåòñÿ íà 32 íóëåâûõ áèòà. Ñëåäóåò
ïîä÷åðêíóòü, ÷òî çäåñü è äàëåå èìååòñÿ â âèäó çàìåíà M [j] òîëüêî íà øàãå i, à íå íà
âñåõ øàãàõ ôóíêöèè ñæàòèÿ. Âî âòîðîé ïðîìåæóòî÷íîé çàäà÷å çàìåíà ïðîèçâîäèòñÿ
íà ñëîâî, â êîòîðîì 31 ñòàðøèé áèò ðàâåí íóëþ, à îñòàâøèéñÿ áèò � ñîîòâåòñòâóþùåìó
(íåèçâåñòíîìó) ìëàäøåìó áèòó â M [j]. Íàêîíåö, â 32-é ïðîìåæóòî÷íîé çàäà÷å íà i-ì
øàãå M [j] çàìåíÿåòñÿ íà ñëîâî, â êîòîðîì ñòàðøèé áèò ðàâåí 0, à îñòàâøèåñÿ áèòû
ðàâíû ñîîòâåòñòâóþùèì áèòàì M [j]. Òàêèì îáðàçîì, ïñåâäîêîä ìîäèôèöèðîâàííîãî
i-ãî øàãà äëÿ p-é ïðîìåæóòî÷íîé çàäà÷è îáðàùåíèÿ âûãëÿäèò ñëåäóþùèì îáðàçîì:

a← b+ ((a+ Func(b, c, d) + ((M [j] << (32− p+ 1)) >> (32− p+ 1)) +K[i]) <<< s).

Ïðåäïîëàãàåòñÿ, ÷òî äëÿ ñîâðåìåííûõ CDCL-ðåøàòåëåé ïåðâàÿ ïðîìåæóòî÷íàÿ çà-
äà÷à îáðàùåíèÿ ñðàâíèìà ïî ñëîæíîñòè ñ çàäà÷åé îáðàùåíèÿ i − 1 øàãîâ ôóíêöèè
ñæàòèÿ MD5, à 32-ÿ çàäà÷à ñðàâíèìà ñ îáðàùåíèåì i øàãîâ.

2. Îáðàùåíèå 29-øàãîâîé ôóíêöèè ñæàòèÿ MD5
Íà ïåðâîì ýòàïå áûëè ïîñòðîåíû äâå ÊÍÔ, êîäèðóþùèå 28 øàãîâ ôóíêöèè ñæà-

òèÿ MD5. Äëÿ èõ ïîñòðîåíèÿ èñïîëüçîâàíû ïðîãðàììíûå êîìïëåêñû Transalg [13] è
CBMC [14]. Áûëî ñãåíåðèðîâàíî íåñêîëüêî ñëó÷àéíûõ 128-áèòíûõ ñëîâ è ïóò¼ì ïîä-
ñòàíîâêè â êàæäóþ èç äâóõ ÊÍÔ 128 ñîîòâåòñòâóþùèõ îäíîëèòåðàëüíûõ äèçúþíêòîâ
áûëè ïîëó÷åíû ÊÍÔ, êîäèðóþùèå çàäà÷è îáðàùåíèÿ äëÿ êîíêðåòíûõ õåøåé. Âî âñåõ
ýêñïåðèìåíòàõ èñïîëüçîâàëñÿ CDCL-ðåøàòåëü Kissat [15] âåðñèè 3.0, òàê êàê îí ïîêà-
çàë îòëè÷íûå ðåçóëüòàòû íà ñîðåâíîâàíèÿõ SAT-ðåøàòåëåé â 2020�2022 ãã. Îêàçàëîñü,
÷òî íà êàæäîé ÊÍÔ Kissat íàõîäèò ðåøåíèå íà ïåðñîíàëüíîì êîìïüþòåðå ïðèìåðíî
çà 1�3 ÷àñà, íî ïðè ýòîì ñðåäíåå âðåìÿ ðåøåíèÿ áûëî íèæå íà ÊÍÔ, ñãåíåðèðîâàííûõ
ñ ïîìîùüþ CBMC. Îòìåòèì, ÷òî íà çàäà÷àõ îáðàùåíèÿ íåïîëíîðàóíäîâîé ôóíêöèè
ñæàòèÿ MD4 ñèòóàöèÿ îáðàòíàÿ� òàì Transalg ëó÷øå, ÷åì CBMC [9].

Íà âòîðîì è ïîñëåäóþùèõ ýòàïàõ ðàññìàòðèâàëèñü çàäà÷è îáðàùåíèÿ òîëüêî åäè-
íè÷íîãî õåøà, ò. å. 128-áèòíîãî ñëîâà, ñîñòîÿùåãî èç åäèíèö. Áûëè ñäåëàíû 32 ÊÍÔ,
êîäèðóþùèå ïðîìåæóòî÷íûå çàäà÷è îáðàùåíèÿ ìåæäó 28 è 29 øàãàìè. Kissat áûë
çàïóùåí íà ïåðñîíàëüíîì êîìïüþòåðå ñ ëèìèòîì âðåìåíè 48 ÷àñîâ íà êàæäîé èç ïðî-
ìåæóòî÷íûõ çàäà÷. Òîëüêî ïåðâûå âîñåìü èç íèõ áûëè ðåøåíû. Ïîñëå ýòîãî áûëà ïðî-
âåäåíà ïàðàìåòðèçàöèÿ Kissat íà ïåðâûõ ÷åòûð¼õ ïðîìåæóòî÷íûõ çàäà÷àõ. Â ðåçóëü-
òàòå áûëè íàéäåíû íîâûå çíà÷åíèÿ ïàðàìåòðîâ Kissat, êîòîðûå ïîçâîëÿþò áûñòðåå
ðåøàòü çàäà÷è èç ýòîãî êëàññà. Ïàðàìåòðèçîâàííàÿ âåðñèÿ Kissat ðåøèëà 13 ïðîìå-
æóòî÷íûõ çàäà÷ ñ òåì æå ëèìèòîì âðåìåíè.

Íà òðåòüåì ýòàïå äëÿ ðåøåíèÿ îñòàëüíûõ ïðîìåæóòî÷íûõ çàäà÷ ïðèìåíÿëñÿ ìåòîä
Cube-and-Conquer [10], ïðè ýòîì íà âòîðîé åãî ñòàäèè ðàáîòàë òîò æå ïàðàìåòðèçî-
âàííûé Kissat, êîòîðûé èñïîëüçîâàëñÿ íà ïåðñîíàëüíîì êîìïüþòåðå. Ýêñïåðèìåíòû
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ïðîâåäåíû íà âû÷èñëèòåëüíîì êëàñòåðå ¾Àêàäåìèê Â.Ì. Ìàòðîñîâ¿ [16]. Êàæäîé çà-
äà÷å âûäåëÿëîñü 7 äíåé íà 5 óçëàõ êëàñòåðà. Â ðåçóëüòàòå èç îñòàâøèõñÿ 19 ïðîìå-
æóòî÷íûõ çàäà÷ îáðàùåíèÿ áûëè ðåøåíû 13, âêëþ÷àÿ 31-þ çàäà÷ó, â êîòîðîé íà 29-ì
øàãå M [13] çàìåíÿåòñÿ íà (M [13]≪ 2)≫ 2.

Íà ÷åòâåðòîì ýòàïå ñ ïîìîùüþ CBMC áûëà ñãåíåðèðîâàíà ÊÍÔ, êîäèðóþùàÿ
çàäà÷ó îáðàùåíèÿ 29-øàãîâîé ôóíêöèè ñæàòèÿ MD5. Íà íåé â òåõ æå óñëîâèÿõ íà
êëàñòåðå áûë çàïóùåí Cube-and-Conquer. Ðåøåíèå íàéäåíî íå áûëî. Íàïîìíèì, ÷òî
â ñàìîé ñëîæíîé èç ðåø¼ííûõ ïðîìåæóòî÷íûõ çàäà÷ íà 29-ì øàãå M [13] çàìåíÿåòñÿ
íà ñëîâî, â êîòîðîì äâà ñòàðøèõ áèòà ðàâíû 00, à îñòàëüíûå 30 áèò ðàâíû ñîîòâåòñòâó-
þùèì áèòàì M [13]. Ïðè ýòîì íàéäåííîå ðåøåíèå ìîãëî òàêæå îêàçàòüñÿ ïðîîáðàçîì
29-øàãîâîé ôóíêöèè ñæàòèÿ, íî ó M [13] áûëè äðóãèå çíà÷åíèÿ ñòàðøèõ áèòîâ. Áûëè
ñäåëàíû åù¼ 3 ÊÍÔ, â êîòîðûõ äâóì ñòàðøèì áèòàì íà 29-ì øàãå ïðèñâàèâàþòñÿ çíà-
÷åíèÿ íå 00, êàê â 31-é ïðîìåæóòî÷íîé çàäà÷å, à 01, 10 è 11 ñîîòâåòñòâåííî. Íà âñåõ
ýòèõ ÊÍÔ òàêæå áûë çàïóùåí Cube-and-Conquer íà êëàñòåðå, è â ðåçóëüòàòå òîëüêî
íà âàðèàíòå 10 áûëî íàéäåíî ðåøåíèå. Íà ýòîò ðàç óM [13] çíà÷åíèÿ äâóõ ñòàðøèõ áè-
òîâ áûëè ðàâíû 10. Òàêèì îáðàçîì, áûë íàéäåí ïðîîáðàç åäèíè÷íîãî õåøà, êîòîðûé
ñãåíåðèðîâàí 29-øàãîâîé ôóíêöèåé ñæàòèÿ MD5. Êîððåêòíîñòü äàííîãî ïðîîáðàçà
ïðîâåðåíà íà ðåàëèçàöèè MD5 èç ðàáîòû [2].
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Ïðåäñòàâëåíû ðåçóëüòàòû ïðàêòè÷åñêèõ ýêñïåðèìåíòîâ ïî âëèÿíèþ ðàçëè÷íûõ
àëãîðèòìîâ øèôðîâàíèÿ (DES, AES, Ìàãìà) â ðåæèìå ýëåêòðîííîé êîäîâîé êíè-
ãè (ECB) íà êà÷åñòâî ïðåîáðàçîâàíèÿ ãðàôè÷åñêîé èíôîðìàöèè â çàâèñèìîñòè îò
å¼ ñâîéñòâ. Â õîäå ýêñïåðèìåíòà ïðîâåðåíà ãèïîòåçà, ñîãëàñíî êîòîðîé êà÷åñòâî
øèôðîâàíèÿ çàâèñèò íå òîëüêî îò àëãîðèòìà øèôðîâàíèÿ è åãî ðåæèìà, íî è îò
ñâîéñòâ ñàìîé ïðåîáðàçóåìîé èíôîðìàöèè. Ýêñïåðèìåíòàëüíî ïðîäåìîíñòðèðî-
âàíî, ÷òî íà êà÷åñòâî ïðåîáðàçîâàíèÿ èíôîðìàöèè âëèÿþò òàêèå ïàðàìåòðû, êàê
êîëè÷åñòâî öâåòîâ â öâåòîâîé ïàëèòðå, êîëè÷åñòâî êðóïíûõ è ìåëêèõ îáúåêòîâ
íà ðèñóíêå, êîëè÷åñòâî ïèêñåëåé, íàëè÷èå èëè îòñóòñòâèå ôîíà, à òàêæå äðóãèå.

Êëþ÷åâûå ñëîâà: øèôðîâàíèå, áëî÷íûé øèôð, ðåæèì øèôðîâàíèÿ, ýëåêòðîí-

íàÿ êîäîâàÿ êíèãà, ãðàôè÷åñêàÿ èíôîðìàöèÿ.

Ââåäåíèå
Èçâåñòíî, ÷òî ðåæèì øèôðîâàíèÿ ECB, êàê ïðàâèëî, èñïîëüçóåòñÿ íå äëÿ øèô-

ðîâàíèÿ ôàéëîâ, à êàê ñîñòàâíàÿ ÷àñòü äðóãèõ ðåæèìîâ øèôðîâàíèÿ, êîòîðûå îáåñ-
ïå÷èâàþò ñâÿçü áëîêîâ ìåæäó ñîáîé è ðàâíîìåðíîå ïåðåìåøèâàíèå èíôîðìàöèè. Òåì
íå ìåíåå èññëåäîâàíèÿ íàä¼æíîñòè øèôðà âñåãäà íà÷èíàþòñÿ ñ èçó÷åíèÿ åãî ðàáîòû
â ðåæèìå ECB. Îòäåëüíî îáñóæäàåòñÿ âîïðîñ î òîì, êàê âëèÿåò ðåæèì øèôðîâàíèÿ
íà ïðåîáðàçîâàíèå ðàçíûõ òèïîâ äàííûõ. Òàê, äëÿ àëãîðèòìà AES áûëî ïîêàçàíî, ÷òî
øèôðîâàíèå ãðàôè÷åñêîé èíôîðìàöèè â ðåæèìå ECB ïðèâîäèò ê ñîõðàíåíèþ ñòðóê-
òóðû ðèñóíêà òàê, ÷òî ìîæíî îïðåäåëèòü ñîäåðæèìîå ýòîãî ðèñóíêà [1, 2]. Ðÿäîì
èññëåäîâàòåëåé ïðåäïðèíèìàþòñÿ ïîïûòêè ñîçäàòü íîâûå àëãîðèòìû øèôðîâàíèÿ,
êîòîðûå áû ïîçâîëèëè êà÷åñòâåííî ïðåîáðàçîâûâàòü ëþáóþ ãðàôè÷åñêóþ èíôîðìà-
öèþ [3, 4]. Â íàñòîÿùåé ðàáîòå ìû ïðîâåëè ñðàâíèòåëüíûé àíàëèç âëèÿíèÿ ðàçëè÷íûõ
àëãîðèòìîâ øèôðîâàíèÿ, èñïîëüçóåìûõ â ðåæèìå ECB, íà êà÷åñòâî ïðåîáðàçîâàíèÿ
ãðàôè÷åñêèõ èçîáðàæåíèé â çàâèñèìîñòè îò ñâîéñòâ ñàìîãî èçîáðàæåíèÿ. Â êà÷åñòâå
àëãîðèòìîâ øèôðîâàíèÿ äëÿ èññëåäîâàíèÿ áûëè âûáðàíû áûâøèé ñòàíäàðò øèôðî-
âàíèÿ ÑØÀ DES, äåéñòâóþùèé ñòàíäàðò øèôðîâàíèÿ ÑØÀ AES è îòå÷åñòâåííûé
àëãîðèòì øèôðîâàíèÿ Ìàãìà.

1. Ìåòîäû èññëåäîâàíèÿ
Àëãîðèòì DES [5] àêòèâíî èñïîëüçîâàëñÿ äî íà÷àëà 2000 ãîäîâ, â íàñòîÿùåå âðåìÿ

ÿâëÿåòñÿ óñòàðåâøèì, õîòÿ äî ñèõ ïîð â ðåàëèçàöèÿõ íåêîòîðûõ ïðîòîêîëîâ ïðèìåíÿ-
þòñÿ åãî ìîäèôèöèðîâàííûå âåðñèè. Íàïðèìåð, â ñòàíäàðòàõ ANSI X9.17 è ISO 8732
èñïîëüçóåòñÿ òðîéíîé DES ñ äâóìÿ êëþ÷àìè (Tripple-DES). Àëãîðèòì DES ïðåäñòàâ-
ëÿåò ñîáîé ñèììåòðè÷íûé áëî÷íûé øèôð, ïîñòðîåííûé ïî ñõåìå Ôåéñòåëÿ. Íà åãî âõîä
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ïîñòóïàåò 64-áèòíûé òåêñò, êîòîðûé îáðàáàòûâàåòñÿ ïîä âîçäåéñòâèåì 56-áèòíîãî ñåê-
ðåòíîãî êëþ÷à øèôðîâàíèÿ.

Ñòàíäàðò AES áûë ïðèíÿò íà ñìåíó ñòàíäàðòó DES. Â åãî îñíîâå ëåæèò àëãîðèòì
øèôðîâàíèÿ Rijndael, êîòîðûé ïðåäñòàâëÿåò ñîáîé ñèììåòðè÷íûé áëî÷íûé øèôð,
ïîñòðîåííûé ïî ïðèíöèïó ïîäñòàíîâî÷íî-ïåðåñòàíîâî÷íîé ñåòè. Øèôð îáðàáàòûâà-
åò áëîêè ðàçìåðíîñòüþ 128 áèò ïîä âîçäåéñòâèåì ñåêðåòíîãî êëþ÷à, êîòîðûé ìîæåò
ïðèíèìàòü ðàçíûå ðàçìåðû: 128, 192 èëè 256 áèò [5]. Â çàâèñèìîñòè îò ðàçìåðà êëþ÷à
èçìåíÿåòñÿ êîëè÷åñòâî ðàóíäîâ øèôðà. Â íàñòîÿùåé ðàáîòå âñå ýêñïåðèìåíòû ïðîâî-
äèëèñü ñ èñïîëüçîâàíèåì âåðñèè øèôðà AES-128.

Òðåòèé ðàññìîòðåííûé àëãîðèòì� ýòî îòå÷åñòâåííûé àëãîðèòì øèôðîâàíèÿ Ìàã-
ìà, êîòîðûé ÿâëÿåòñÿ îäíèì èç äâóõ øèôðîâ, ñîñòàâëÿþùèõ îñíîâó ñòàíäàðòà ÃÎÑÒ Ð
34.12-2015, è ïðåäñòàâëÿåò ñîáîé ñèììåòðè÷íûé áëî÷íûé øèôð, ïîñòðîåííûé ïî ñõåìå
Ôåéñòåëÿ. Áëîê äàííûõ ó íåãî ñîñòàâëÿåò 64 áèòà, à ñåêðåòíûé êëþ÷� 256 áèò [5]. Àë-
ãîðèòì Ìàãìà ÿâëÿåòñÿ îñíîâîé ñòàíäàðòà ÃÎÑÒ 28147-89. Îñíîâíîå îòëè÷èåì Ìàã-
ìû îò ÃÎÑÒ 28147-89 � â ÃÎÑÒ 28147-89 áëîêè çàìåíû íå çàôèêñèðîâàíû è ìîãóò
èñïîëüçîâàòüñÿ â ëþáûõ êîìáèíàöèÿõ; äëÿ àëãîðèòìà Ìàãìà áëîêè çàôèêñèðîâàíû
îäíîçíà÷íî [5].

Ïðè øèôðîâàíèè áîëüøèõ îáú¼ìîâ äàííûõ ñ ïîìîùüþ ñèììåòðè÷íûõ áëî÷íûõ
øèôðîâ ðåêîìåíäîâàíî èñïîëüçîâàòü ðàçëè÷íûå ðåæèìû, íàïðàâëåííûå íà ñöåïëå-
íèå áëîêîâ è ïåðåìåøèâàíèå èíôîðìàöèè òàêèì îáðàçîì, ÷òîáû øèôðîâàíèå êàæ-
äîãî ïîñëåäóþùåãî áëîêà çàâèñåëî îò òîãî, êàê áûë çàøèôðîâàí ïðåäûäóùèé áëîê.
Ê òàêèì ðåæèìàì îòíîñÿòñÿ: ðåæèì ñöåïëåíèÿ áëîêîâ (CBC), ðàçëè÷íûå ðåæèìû
ãàììèðîâàíèÿ, ðåæèì îáðàòíîé ñâÿçè ïî øèôðòåêñòó (CFB), ðåæèì îáðàòíîé ñâÿçè
ïî âûõîäó (OFB) è äðóãèå. Îñíîâîé äëÿ âñåõ ðåæèìîâ ÿâëÿåòñÿ ðåæèì ýëåêòðîííîé
êîäîâîé êíèãè (ECB), ïðè êîòîðîì âñå áëîêè øèôðóþòñÿ íåçàâèñèìî äðóã îò äðóãà.
Äëÿ îòå÷åñòâåííûõ àëãîðèòìîâ ðåæèìû øèôðîâàíèÿ îïðåäåëÿþòñÿ â ñîîòâåòñòâèè
ñ ÃÎÑÒ Ð34.12-2015.

Öåëüþ íàñòîÿùåé ðàáîòû ÿâëÿåòñÿ èññëåäîâàíèå êà÷åñòâà ïðåîáðàçîâàíèÿ ãðàôè-
÷åñêîé èíôîðìàöèè â çàâèñèìîñòè îò èñõîäíûõ õàðàêòåðèñòèê èçîáðàæåíèÿ è îò èñ-
ïîëüçóåìûõ àëãîðèòìîâ øèôðîâàíèÿ. Äëÿ ðàáîòû íàä èçîáðàæåíèÿìè áûë âûáðàí
ôîðìàò .ppm, òàê êàê îí îòëè÷àåòñÿ óäîáñòâîì, ïðîñòîòîé è õîðîøî ïîäõîäèò äëÿ
ýêñïåðèìåíòàëüíûõ èññëåäîâàíèé. Ïåðåä íà÷àëîì ïðåîáðàçîâàíèÿ ãðàôè÷åñêîãî èçîá-
ðàæåíèÿ íåîáõîäèìî ïðîèçâåñòè îïåðàöèþ îòäåëåíèÿ åãî çàãîëîâêà îò òåëà (ðèñ. 1),
òàê êàê ïðè øèôðîâàíèè çàãîëîâêà åãî ñèãíàòóðà áóäåò íàðóøåíà è ìû áîëüøå íå
ñìîæåì ïðîñìîòðåòü ôàéë â ôîðìàòå èçîáðàæåíèÿ. Ïîýòîìó øèôðóåòñÿ òîëüêî òå-
ëî ôàéëà, ïîñëå ÷åãî îíî îáðàòíî ñîåäèíÿåòñÿ ñ çàãîëîâêîì. Çäåñü ñëåäóåò îòìåòèòü,
÷òî ñòàíäàðòíûé çàãîëîâîê äëÿ ôîðìàòà .ppm ñîñòàâëÿåò 16 áàéò, òî åñòü 128 áèò.
Ýòî óêëàäûâàåòñÿ â äâà áëîêà äàííûõ äëÿ òåõ àëãîðèòìîâ, ó êîòîðûõ èäåò îáðàáîòêà
64-áèòíûõ áëîêîâ (DES è Ìàãìà), è â îäèí áëîê äëÿ àëãîðèòìà AES, ó êîòîðîãî îá-
ðàáàòûâàåìûé áëîê êðàòåí 128 áèòàì. Â ñâÿçè ñ ýòèì íåò áîëüøîé ðàçíèöû: ñíà÷àëà
óáðàòü çàãîëîâîê, çàøèôðîâàòü ôàéë è çàòåì ñîåäèíèòü åãî ñî ñòàíäàðòíûì çàãîëîâ-
êîì (÷òîáû ãðàôè÷åñêèé ðåäàêòîð ñìîã îòîáðàçèòü èíôîðìàöèþ) èëè ñíà÷àëà çàøèô-
ðîâàòü ôàéë öåëèêîì, à çàòåì çàìåíèòü çàøèôðîâàííûé çàãîëîâîê íà ñòàíäàðòíûé
íåøèôðîâàííûé.



42 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Ðèñ. 1. Header è Body ôîðìàòà .ppm

2. Ðåçóëüòàòû ýêñïåðèìåíòîâ
Ý ê ñ ï å ð è ì å í ò 1 . Ñðàâíåíèå ðåçóëüòàòîâ øèôðîâàíèÿ äëÿ ôîòîãðàôèé è ðè-

ñóíêîâ. Äëÿ äàííîãî ýêñïåðèìåíòà áûëè âûáðàíû äâå êàðòèíêè ñ êðóïíûì èçîáðàæå-
íèåì, ïåðâàÿ �ôîòîèçîáðàæåíèå, âòîðàÿ � íàðèñîâàííàÿ. Ó îáåèõ êàðòèíîê çàäíèé
ôîí çàìåí¼í áåëûì öâåòîì (ðèñ. 2).

Ðèñ. 2. Ýêñïåðèìåíò 1

Íà ðèñ. 2 ìîæíî îò÷åòëèâî óâèäåòü î÷åðòàíèÿ çàøèôðîâàííûõ èçîáðàæåíèé, ñîîò-
âåòñòâóþùèå îðèãèíàëüíîìó. Ìîæíî çàìåòèòü, ÷òî î÷åðòàíèÿ çàøèôðîâàííîãî èçîá-
ðàæåíèÿ äëÿ ðèñîâàííîé êàðòèíêè áîëåå ÿâíûå ïî ñðàâíåíèþ ñ ôîòîèçîáðàæåíèåì.
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Ñâÿçàíî ýòî ñ òåì, ÷òî ïåðâîå èçîáðàæåíèå ñíÿòî íà êàìåðó â ðåæèìå ðåàëüíîãî âðå-
ìåíè, ãäå íà êîíå÷íûé öâåò ïèêñåëÿ âëèÿþò òàêèå ôàêòîðû, êàê ñâåò, òåíü è ò. ä., à
âòîðîå èçîáðàæåíèå íàðèñîâàíî ñ èñïîëüçîâàíèåì èíñòðóìåíòîâ âåêòîðíîé ãðàôèêè,
ãäå ñëîæíî ñûìèòèðîâàòü ðàçíîðîäíîñòü ïèêñåëåé. Ïîëó÷àåòñÿ, ÷òî ÷åì áîëüøå íåîäè-
íàêîâûõ ïèêñåëåé ñîäåðæèò èçîáðàæåíèå, òåì ëó÷øå ïðîèñõîäèò ïðåîáðàçîâàíèå.

Ý ê ñ ï å ð è ì å í ò 2 . Âëèÿíèå ôîíà íà êà÷åñòâî ïðåîáðàçîâàíèÿ. Äëÿ äàííîãî
ýêñïåðèìåíòà èñïîëüçîâàíà îäíà è òà æå ôîòîãðàôèÿ ñ îòñóòñòâóþùèì çàäíèì ôîíîì
è ñ íåèçìåí¼ííûì ôîíîì (ðèñ. 3).

Ðèñ. 3. Ýêñïåðèìåíò 2

Èç ðèñ. 3 âèäíî, ÷òî íàëè÷èå ôîíà îáåñïå÷èâàåò áîëåå ðàâíîìåðíîå ðàñïðåäåëå-
íèå çàøèôðîâàííûõ ïèêñåëåé. Ôîí ïðàêòè÷åñêè ñëèâàåòñÿ ñ ñàìèì èçîáðàæåíèåì, è
îíî ñòàíîâèòñÿ íåðàçëè÷èìûì. Âèäíî, ÷òî íàèëó÷øåå ïåðåìåøèâàíèå äîñòèãàåòñÿ äëÿ
àëãîðèòìà AES.

Ý ê ñ ï å ð è ì å í ò 3 . Âëèÿíèå ðàçðåøåíèÿ èñõîäíîé êàðòèíêè íà êà÷åñòâî ïðå-
îáðàçîâàíèÿ ãðàôè÷åñêîé èíôîðìàöèè. Áûëè èñïîëüçîâàíû èçîáðàæåíèÿ èç ýêñïå-
ðèìåíòà 2 ñ ôîíîì è áåç ôîíà â äâóõ ðàçíûõ ðàçðåøåíèÿõ: 1200 × 798 è 300 × 200.
Ðåçóëüòàòû ïðåäñòàâëåíû íà ðèñ. 4. Âèäíî, ÷òî íà âîñïðèÿòèå êîíòóðîâ ãðàôè÷åñêî-
ãî èçîáðàæåíèÿ ðàñøèðåíèå îêàçàëî âëèÿíèå òîëüêî äëÿ èçîáðàæåíèÿ ñ ôîíîì, êî-
òîðîå è áåç òîãî îáåñïå÷èâàåò äîñòàòî÷íî ðàâíîìåðíîå ïåðåìåøèâàíèå èíôîðìàöèè.
Äëÿ èçîáðàæåíèÿ áåç ôîíà èçìåíåíèå ðàçðåøåíèÿ ïðàêòè÷åñêè íå îêàçàëî âëèÿíèÿ
íà ðåçóëüòàò øèôðîâàíèÿ.

Ý ê ñ ï å ð è ì å í ò 4 . Âëèÿíèå ðàçìåðîâ è êîëè÷åñòâà äåòàëåé íà ðèñóíêå íà êà÷å-
ñòâî ïðåîáðàçîâàíèÿ. Èñïîëüçîâàíû äâà èçîáðàæåíèÿ ñ ìíîæåñòâîì ïðåäìåòîâ. Ïåð-
âîå èçîáðàæåíèå íàðèñîâàíî ãðàôè÷åñêè, âòîðîå �ôîòîãðàôèÿ. Ðåçóëüòàòû ýêñïåðè-
ìåíòà ïðåäñòàâëåíû íà ðèñ. 5. Âèäíî, ÷òî áîëüøîå êîëè÷åñòâî ìåëêèõ äåòàëåé íà èñ-
õîäíîì èçîáðàæåíèè ïðèâîäèò ê õîðîøåìó ïðåîáðàçîâàíèþ äàííûõ äàæå â ðåæèìå
ECB. Ïðè ýòîì äëÿ ãðàôè÷åñêîãî èçîáðàæåíèÿ ïðåîáðàçîâàíèå âûïîëíÿåòñÿ êà÷å-
ñòâåííåå ïî ñðàâíåíèþ ñ ôîòîãðàôèåé.

Ý ê ñ ï å ð è ì å í ò 5 . Êà÷åñòâî ïðåîáðàçîâàíèÿ òåêñòîâîé èíôîðìàöèè, ïðåäñòàâ-
ëåííîé â âèäå èçîáðàæåíèÿ (ñêàí-êîïèè). Íà ðèñ. 6 âèäíî, ÷òî äëÿ âñåõ àëãîðèòìîâ
øèôðîâàíèÿ ìîæíî ïðîñëåäèòü ñòðóêòóðó òåêñòà. Äàæå åñëè íåëüçÿ ðàñïîçíàòü òåêñò,
òî ìîæíî âûäåëèòü åãî îòëè÷èòåëüíûå ýëåìåíòû (øàïêó, çàãîëîâîê, ïîäïèñü è ò. ä.).
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Ðèñ. 4. Ýêñïåðèìåíò 3

Ðèñ. 5. Ýêñïåðèìåíò 4

Ðèñ. 6. Ýêñïåðèìåíò 5
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Ý ê ñ ï å ð è ì å í ò 6 . Êà÷åñòâî ïðåîáðàçîâàíèÿ òåêñòîâîé èíôîðìàöèè, åñëè îíà
ñîäåðæèò ñòåãîêîíòåéíåð. Äëÿ äàííîãî ýêñïåðèìåíòà áûëî ïðîèçâåäåíî ïðåîáðàçî-
âàíèå ïðîñòîé ãðàôè÷åñêîé èíôîðìàöèè, ïîñëå ÷åãî â èçîáðàæåíèå áûë âñòðîåí
òåêñò ñ èñïîëüçîâàíèåì ñòåãîêîíòåéíåðà (ïîäîéä¼ò ëþáîé îíëàéí-ñåðâèñ, íàïðèìåð
Steganography Online). Ðåçóëüòàòû øèôðîâàíèÿ ïðåäñòàâëåíû íà ðèñ. 7. Âèäíî, ÷òî
íàëè÷èå ñòåãîêîíòåéíåðà âíóòðè èçîáðàæåíèÿ ñèëüíî èñêàæàåò ðåçóëüòàò ïðåîáðàçî-
âàíèÿ ãðàôè÷åñêîé èíôîðìàöèè. Ïî ðåçóëüòàòó øèôðîâàíèÿ ìîæíî ïðåäïîëîæèòü,
âñòðîåíî ëè ñòåãîèçîáðàæåíèå â êàðòèíêó ñ ïðîñòûì ðèñóíêîì.

Ðèñ. 7. Ýêñïåðèìåíò 6

Ý ê ñ ï å ð è ì å í ò 7 . Êà÷åñòâî ïðåîáðàçîâàíèÿ èíôîðìàöèè â çàâèñèìîñòè îò èñ-
ïîëüçóåìîãî ðåæèìà øèôðîâàíèÿ. Äëÿ äàííîãî ýêñïåðèìåíòà îäíî è òî æå èçîáðà-
æåíèå áûëî çàøèôðîâàíî ñ èñïîëüçîâàíèåì ðàçëè÷íûõ àëãîðèòìîâ øèôðîâàíèÿ êàê
â ðåæèìå ECB, òàê è â ðåæèìå CBC (ðèñ. 8). Âèäíî, ÷òî íåçàâèñèìî îò àëãîðèòìà
øèôðîâàíèÿ ïðèìåíåíèå ðåæèìà CBC ðåøàåò ïðîáëåìó íåðàâíîìåðíîãî ïåðåìåøèâà-
íèÿ è îáåñïå÷èâàåò õîðîøåå øèôðîâàíèå ãðàôè÷åñêîé èíôîðìàöèè.
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Ðèñ. 8. Ýêñïåðèìåíò 7

Çàêëþ÷åíèå
Â ðàáîòå ïðîâåä¼í ðÿä ýêñïåðèìåíòîâ ïî øèôðîâàíèþ ãðàôè÷åñêîé èíôîðìàöèè

ñ èñïîëüçîâàíèåì ðàçëè÷íûõ àëãîðèòìîâ øèôðîâàíèÿ (DES, AES, Ìàãìà) ïðåèìó-
ùåñòâåííî â ðåæèìå ýëåêòðîííîé êîäîâîé êíèãè (ECB). Ýêñïåðèìåíòàëüíî ïîêàçàíî,
÷òî íà êà÷åñòâî ïðåîáðàçîâàíèÿ èíôîðìàöèè ìîãóò îêàçûâàòü âëèÿíèå ñëåäóþùèå
ôàêòîðû: ðàçìåð èçîáðàæåíèÿ, êîëè÷åñòâî êðóïíûõ è ìåëêèõ äåòàëåé, çàäíèé ôîí.
Ïðè ýòîì ðàçðåøåíèå èçîáðàæåíèÿ ïðàêòè÷åñêè íå îêàçûâàåò âëèÿíèÿ íà êà÷åñòâî
ïðåîáðàçîâàíèÿ. Ïîëó÷åíû èíòåðåñíûå ýêñïåðèìåíòàëüíûå äàííûå â ÷àñòè øèôðîâà-
íèÿ èçîáðàæåíèé ñî âñòðîåííûìè ñòåãîêîíòåéíåðàìè, êîòîðûå ìîãóò áûòü èñïîëüçî-
âàíû äëÿ äåòåêòèðîâàíèÿ ñòåãîêîíòåéíåðîâ. Ïðåäïîëàãàåòñÿ, ÷òî äàííàÿ ðàáîòà áóäåò
ïðîäîëæåíà â ýêñïåðèìåíòàëüíîé ÷àñòè. Ïëàíèðóåòñÿ äîïîëíèòü ýêñïåðèìåíòû äëÿ
âñåõ ïðåäñòàâëåííûõ èçîáðàæåíèé ñ èñïîëüçîâàíèåì àëãîðèòìà øèôðîâàíèÿ Êóçíå-
÷èê, êîòîðûé ÿâëÿåòñÿ ÷àñòüþ îòå÷åñòâåííîãî ñòàíäàðòà øèôðîâàíèÿ äàííûõ ÃÎÑÒ
Ð 34.12-2015. Òàêæå ïëàíèðóåòñÿ ïðîâåñòè ðÿä ýêñïåðèìåíòîâ ïî èñïîëüçîâàíèþ ìî-
íîõðîìíûõ èçîáðàæåíèé è èçîáðàæåíèé ñ ðàçíûì îáú¼ìîì âñòðîåííîé ñòåãàíîãðàôè-
÷åñêîé èíôîðìàöèè.
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Î ÊÎËÈ×ÅÑÒÂÅ ÍÅÂÎÇÌÎÆÍÛÕ ÐÀÇÍÎÑÒÅÉ ÏÎ ÌÎÄÓËÞ 2n

ÄËß ARX-ÏÐÅÎÁÐÀÇÎÂÀÍÈß1

Í.À. Êîëîìååö

Èññëåäóåòñÿ ðàçíîñòíàÿ õàðàêòåðèñòèêà ïî ìîäóëþ 2n äëÿ ïðåîáðàçîâàíèÿ
(x ⊕ y) ≪ r, ãäå x, y ∈ Zn2 è 1 ⩽ r < n. Îíà ïðåäñòàâëÿåò èíòåðåñ â êîíòåêñòå
ðàçíîñòíûõ àòàê íà øèôðû, ñõåìû êîòîðûõ ñîñòîÿò èç ñëîæåíèé ïî ìîäóëþ 2n,
ïîáèòîâûõ XOR è öèêëè÷åñêèõ ñäâèãîâ áèòîâ íà r ïîçèöèé. Ïîäñ÷èòàíî ÷èñëî
íåâîçìîæíûõ ðàçíîñòåé, ò. å. ðàçíîñòåé ñ âåðîÿòíîñòüþ 0, ïðè âñåõ âîçìîæíûõ
çíà÷åíèÿõ r è n. Íàéäåíà òàêæå èõ äîëÿ ïðè r, n− r →∞ è ïðèâåäåíî ñðàâíåíèå
ñ êîëè÷åñòâîì íåâîçìîæíûõ ðàçíîñòåé äëÿ ïðåîáðàçîâàíèÿ x⊕y áåç öèêëè÷åñêîãî
ñäâèãà.

Êëþ÷åâûå ñëîâà: ARX, ðàçíîñòíûå õàðàêòåðèñòèêè, XOR, ñëîæåíèå ïî ìî-

äóëþ, öèêëè÷åñêèé ñäâèã áèòîâ, íåâîçìîæíûå ðàçíîñòè.

Ââåäåíèå
Ñîâðåìåííûå êðèïòîãðàôè÷åñêèå ïðèìèòèâû, òàêèå, êàê CHAM [1], Sparkle [2],

Speck [3], Salsa20 [4], ChaCha [5], ïðåäñòàâëåííûå â âèäå ñõåì, ñîñòîÿùèõ òîëüêî èç
ñëîæåíèé ïî ìîäóëþ 2n (⊞), ïîáèòîâûõ ¾èñêëþ÷àþùèõ èëè¿ (XOR, ⊕) è öèêëè÷å-
ñêèõ ñäâèãîâ áèòîâ íà r ïîçèöèé â ñòîðîíó ñòàðøèõ ðàçðÿäîâ (≪ r), íàçûâàþòñÿ
ARX-øèôðàìè. Ïîñòðîåíèå îöåíîê èõ ñòîéêîñòè ê ðàçíîñòíûì àòàêàì [6�8] ïðèâî-
äèò ê íåîáõîäèìîñòè àíàëèçà ðàçíîñòíûõ õàðàêòåðèñòèê ARX-ïðåîáðàçîâàíèé. Äàëåå
èçó÷àþòñÿ ðàçíîñòè îòíîñèòåëüíî îïåðàöèè ⊞, â îáùåì æå îíè ìîãóò áûòü âûáðà-
íû è èíûìè ñïîñîáàìè [9�12]. Ñîîòâåòñòâóþùèå ðàçíîñòíûå õàðàêòåðèñòèêè áàçîâûõ
îïåðàöèé èññëåäîâàëèñü, íàïðèìåð, â [13�16].

Áóäåì ðàññìàòðèâàòü àðãóìåíòû âñåõ ïðåîáðàçîâàíèé êàê ýëåìåíòû ïðîñòðàí-
ñòâà Zn2 äâîè÷íûõ âåêòîðîâ ðàçìåðíîñòè n, àññîöèèðóÿ ñ âåêòîðîì x = (x1, . . . , xn) ∈ Zn2
öåëîå ÷èñëî

2n−1x1 + 2n−2x2 + · · ·+ 20xn.

×åðåç x⊞ y, ãäå x, y ∈ Zn2 , îáîçíà÷èì ñëîæåíèå ïî ìîäóëþ 2n àññîöèèðîâàííûõ ñ x è y
÷èñåë. Çíà÷åíèÿ ðàçíîñòíîé õàðàêòåðèñòèêè adpf ïî ìîäóëþ 2n äëÿ ïðåîáðàçîâàíèÿ
f : (Zn2 )k → Zn2 îïðåäåëÿþòñÿ ñëåäóþùèì îáðàçîì:

adpf (α1, . . . , αk → αk+1) =

= 2−nk#{x1, . . . , xk ∈ Zn2 : f(x1 ⊞ α1, . . . , xk ⊞ αk) = f(x1, . . . , xk)⊞ αk+1}.

×åðåç adpXR îáîçíà÷èì ðàçíîñòíóþ õàðàêòåðèñòèêó äëÿ ïðåîáðàçîâàíèÿ (x⊕ y) ≪ r,
ãäå x, y ∈ Zn2 è 1 ⩽ r < n, à ÷åðåçN r

n �êîëè÷åñòâî å¼ íåâîçìîæíûõ ðàçíîñòåé. Äðóãèìè
ñëîâàìè,

N r
n = #{α, β, γ ∈ Zn2 : adpXR(α, β

r→ γ) = 0}.

Îòìåòèì, ÷òî ñâîéñòâà adpXR èññëåäîâàëèñü â [17, 18]. Ïðè ýòîì â [18] óñòàíîâëåíî,

÷òî N 1
n =

5

14
8n − 6

7
è N r

n < N 1
n ïðè r > 1.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè � 075�15�2022�282.
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Äàííàÿ ðàáîòà ïðîäîëæàåò èññëåäîâàíèÿ â ýòîì íàïðàâëåíèè. Ìû ïîäñ÷èòàåì òî÷-
íîå çíà÷åíèå N r

n è ïîêàæåì, ÷òî â áîëüøèíñòâå ñëó÷àåâ óïîìÿíóòàÿ îöåíêà ÿâëÿåòñÿ
ãðóáîé.

Êîëè÷åñòâî íåâîçìîæíûõ ðàçíîñòåé
Â ñëåäóþùåé òåîðåìå ïðèâîäèòñÿ òî÷íîå çíà÷åíèå N r

n äëÿ âñåõ âîçìîæíûõ n è r.

Òåîðåìà 1. Ïóñòü n ⩾ 2. Òîãäà äëÿ ëþáîãî r, 2 ⩽ r ⩽ n− 3, ñïðàâåäëèâî:

N r
n =

1

7
8n +

3

7
4r8n−r − 1

7
8r +

1

14
4r+

+

(
6

35
8n−r +

10

3
4n−r − 8

5
3n−r +

2

21

)(
1

14
8r − 1

12
4r − 5

21

)
.

Êðàéíèå çíà÷åíèÿ âûðàæàþòñÿ ñëåäóþùèì îáðàçîì:

N n−2
n =

11

56
8n +

35

24
4n − 250

21
ïðè n ⩾ 3 è N n−1

n =
3

14
8n +

2

3
4n − 50

21
.

Â òàáë. 1 ïðåäñòàâëåíû çíà÷åíèÿ N r
n ïðè íåáîëüøèõ n, à òàêæå äîëè íåâîçìîæíûõ

ðàçíîñòåé ïî îòíîøåíèþ êî âñåì ðàçíîñòÿì. Â òàáë. 2 ïðèâåäåíû àíàëîãè÷íûå äîëè
ïðè ñàìîì âîñòðåáîâàííîì çíà÷åíèè n = 32.

Òà á ë è ö à 1
Çíà÷åíèÿ N r

n ïðè 3 ⩽ n ⩽ 10

n r N r
n N r

n/8
n · 100% n r N r

n N r
n/8

n · 100%

3
1 182 35,5469%

8

3 3563358 21,2393%
2 150 29,2969% 4 3232014 19,2643%

4
1 1462 35,6934% 5 3198622 19,0653%
2 1166 28,4668% 6 3391086 20,2124%
3 1046 25,5371% 7 3638806 21,6890%

5

1 11702 35,7117%

9

1 47934902 35,7143%
2 8958 27,3376% 2 34786302 35,7143%
3 7918 24,1638% 3 28144334 20,9692%
4 7702 23,5046% 4 25110494 18,7088%

6

1 93622 35,7140% 5 24182542 18,0174%
2 69806 26,6289% 6 24778398 18,4613%
3 59422 22,6677% 7 26746478 19,9277%
4 57454 21,9170% 8 28935702 21,5588%
5 58902 22,4693%

10

1 383479222 35,7143%

7

1 748982 35,7142% 2 277687598 25,8617%
2 550206 26,2359% 3 223642910 20,8284%
3 456078 21,7475% 4 197714510 18,4136%
4 425118 20,2712% 5 187255262 17,4395%
5 435822 20,7816% 6 186758926 17,3933%
6 460310 21,9493% 7 194983582 18,1593%

8
1 5991862 35,7143% 8 212442734 19,7853%
2 4366574 26,0268% 9 230786582 21,4937%

Áîëüøóþ ÷àñòü N r
n ìîæíî îöåíèòü ñâåðõó íå òîëüêî ÷åðåç N 1

n , íî è ÷åðåç N n−1
n .

Ñëåäñòâèå 1. Ïóñòü r ⩾ 5 è n− r ⩾ 5. Òîãäà N r
n < N n−1

n .

Áîëåå òîãî, ýêñïåðèìåíòàëüíûå äàííûå ïîêàçûâàþò, ÷òî N r
n < N n−1

n ïðè 2 < r <
< n− 1, íà÷èíàÿ ñ n = 7.

Â ñëó÷àå äàë¼êèõ îò êðàéíèõ çíà÷åíèé r íåòðóäíî âû÷èñëèòü, ê ÷åìó ñòðåìèòñÿ
äîëÿ íåâîçìîæíûõ ðàçíîñòåé.
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Òà á ë è ö à 2
Äîëÿ N r

32 ê 832 ïðè 2 ⩽ r < 32

r N r
32/8

32 · 100% r N r
32/8

32 · 100% r N r
32/8

32 · 100%
2 25,8036% 12 15,5203% 22 15,5328%
3 20,6808% 13 15,5153% 23 15,5550%
4 18,0985% 14 15,5128% 24 15,5987%
5 16,8047% 15 15,5116% 25 15,6843%
6 16,1575% 16 15,5112% 26 15,8504%
7 15,8339% 17 15,5112% 27 16,1691%
8 15,6720% 18 15,5118% 28 16,7690%
9 15,5911% 19 15,5132% 29 17,8571%
10 15,5507% 20 15,5160% 30 19,6429%
11 15,5304% 21 15,5216% 31 21,4286%

Ñëåäñòâèå 2. Ñïðàâåäëèâî

lim
r→∞

n−r→∞

N r
n

8n
=

38

245
.

Îòìåòèì, ÷òî
38

245
≈ 15,5%. Â òî æå âðåìÿ äîëÿ íåâîçìîæíûõ ðàçíîñòåé ïî ìîäó-

ëþ 2n äëÿ ïðåîáðàçîâàíèÿ x⊕ y ðàâíà 4/7 [14], ÷òî ñîñòàâëÿåò ïðèìåðíî 57%. Òàêèì
îáðàçîì, äîáàâëåíèå öèêëè÷åñêîãî ñäâèãà ê ïðåîáðàçîâàíèþ x⊕y ñóùåñòâåííî ñíèæàåò
÷èñëî íåâîçìîæíûõ ðàçíîñòåé, îñîáåííî ïðè çíà÷åíèÿõ ñäâèãà, äàë¼êèõ îò êðàéíèõ.

Ïîëó÷åííûå ðåçóëüòàòû ìîæíî ïðèìåíèòü òàêæå ê ïðåîáðàçîâàíèÿì (x≪ r)⊕ y,
((x ⊞ y) ≪ r) ⊕ z è ò. ä., ïîñêîëüêó èõ ðàçíîñòíûå õàðàêòåðèñòèêè adpRX è adpARX

âûðàæàþòñÿ ÷åðåç adpXR ñëåäóþùèì îáðàçîì:

adpRX(α, β
r→ γ) = adpXR(γ, β

n−r→ α),

adpARX(α, β, γ
r→ δ) = adpRX(α⊞ β, γ

r→ δ),

ãäå α, β, γ, δ ∈ Zn2 .
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ÀÍÀËÈÇ ÝÔÔÅÊÒÈÂÍÎÑÒÈ ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÕ
ÀËÃÎÐÈÒÌÎÂ ÄËß ÏÐÈÌÅÍÅÍÈß Â ZK-SNARK1

Ä.Î. Êîíäûðåâ

Ïðîâåä¼í ñðàâíèòåëüíûé àíàëèç ýôôåêòèâíîñòè ðàçëè÷íûõ êðèïòîãðàôè÷åñêèõ
àëãîðèòìîâ ñ òî÷êè çðåíèÿ ïðèìåíèìîñòè â ñèñòåìàõ íà îñíîâå zk-SNARK. Ðàç-
ðàáîòàíà èíôðàñòðóêòóðà íà îñíîâå ZoKrates äëÿ ïðîâåäåíèÿ ýêñïåðèìåíòîâ ñ çà-
ìåðîì ïàðàìåòðîâ. Îïðåäåëåíû ãðàíèöû ïðàêòè÷åñêîé ïðèìåíèìîñòè àëãîðèòìîâ
â ðàñïðåäåë¼ííûõ ðååñòðàõ.

Êëþ÷åâûå ñëîâà: ðàñïðåäåë¼ííûå ðååñòðû, äîêàçàòåëüñòâî ñ íóëåâûì ðàçãëà-

øåíèåì, zk-SNARK, R1CS, ýôôåêòèâíîñòü àëãîðèòìîâ.

Îäíèì èç ôàêòîðîâ, ñóùåñòâåííî îãðàíè÷èâàþùèõ ïðèìåíåíèå ðàñïðåäåë¼ííûõ
ðååñòðîâ â ïðîìûøëåííûõ ïðîãðàììíûõ ñèñòåìàõ, ÿâëÿåòñÿ áåçîïàñíîñòü èíôîðìà-
öèè, êîòîðàÿ äîëæíà îáåñïå÷èâàòüñÿ òàêèìè ñèñòåìàìè.

Äëÿ ðåøåíèÿ ïðîáëåìû ïðèâàòíîñòè òðàíçàêöèé è ñìàðò-êîíòðàêòîâ ïðèìåíÿþò-
ñÿ íåèíòåðàêòèâíûå ïðîòîêîëû äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì. Íàèáîëüøåå
ðàñïðîñòðàíåíèå â ðàñïðåäåë¼ííûõ ðååñòðàõ ïîëó÷èë ïðîòîêîë zk-SNARK [1]. Ïðåèìó-
ùåñòâî zk-SNARK íàä äðóãèìè ïðîòîêîëàìè äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì
çàêëþ÷àåòñÿ â ãàðàíòèÿõ ýôôåêòèâíîñòè: äëèíà äîêàçàòåëüñòâà çàâèñèò òîëüêî îò ïà-
ðàìåòðà áåçîïàñíîñòè, à âðåìÿ ïðîâåðêè íå çàâèñèò îò ðàçìåðà ñõåìû è ñåêðåòíîãî
ïàðàìåòðà.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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Òåîðåòè÷åñêè zk-SNARK ïîçâîëÿåò çàäàâàòü ïðîèçâîëüíûå îãðàíè÷åíèÿ [1], íî íà
ïðàêòèêå âîçíèêàþò îãðàíè÷åíèÿ ïî âðåìåíè ðàáîòû è ïî ïàìÿòè. Ïðè ýòîì òðàäè-
öèîííûå àëãîðèòìû, îïòèìèçèðîâàííûå äëÿ ýôôåêòèâíîãî ïðîãðàììíîãî âû÷èñëåíèÿ
èëè ðåàëèçàöèè â âèäå àïïàðàòíîãî îáåñïå÷åíèÿ, îêàçûâàþòñÿ íå íàñòîëüêî ýôôåêòèâ-
íûìè äëÿ ïðèìåíåíèÿ â zk-SNARK. Â ñâÿçè ñ ýòèì âñòàþò çàäà÷è ðàçðàáîòêè ñïåöè-
àëüíûõ àëãîðèòìîâ, îïòèìèçèðîâàííûõ äëÿ ïðèìåíåíèÿ â zk-SNARK, è îïòèìèçàöèè
ñóùåñòâóþùèõ àëãîðèòìîâ.

Äëÿ äîêàçàòåëüñòâà îïðåäåë¼ííîãî óòâåðæäåíèÿ ñ ïîìîùüþ zk-SNARK îíî äîëæíî
áûòü ñôîðìóëèðîâàíî â ôîðìå, óäîáíîé äëÿ äàëüíåéøåé ýôôåêòèâíîé îáðàáîòêè. Îä-
íèì èç òàêèõ ïðåäñòàâëåíèé ÿâëÿþòñÿ ñèñòåìû îãðàíè÷åíèé ðàíãà 1 (Rank-1 Constraint
Systems, R1CS). Áëàãîäàðÿ êðàòêîñòè è ëàêîíè÷íîñòè R1CS ïðåâðàòèëèñü â äå-ôàêòî
ñòàíäàðò äëÿ ðåàëèçàöèé zk-SNARK. Ïîñêîëüêó â R1CS èñïîëüçóåòñÿ ñòàíäàðòíàÿ
ëèíåéíàÿ àëãåáðà, îíè òàêæå õîðîøî ïîäõîäÿò äëÿ îïèñàíèÿ êðèïòîãðàôè÷åñêèõ ïðî-
òîêîëîâ è òåîðåòè÷åñêîãî àíàëèçà [2].

Ýôôåêòèâíîñòü àëãîðèòìîâ óñòàíîâî÷íîé ôàçû è ãåíåðàöèè äîêàçàòåëüñòâà zk-
SNARK ïî âðåìåíè ðàáîòû è ïî ïàìÿòè íàïðÿìóþ çàâèñèò îò êîëè÷åñòâà îãðàíè÷åíèé
â R1CS-ïðåäñòàâëåíèè. Òàêèì îáðàçîì, îïòèìèçàöèÿ, êîòîðàÿ óìåíüøàåò êîëè÷åñòâî
îãðàíè÷åíèé â R1CS áåç èçìåíåíèÿ å¼ âûïîëíèìîñòè, èìååò ðåøàþùåå çíà÷åíèå äëÿ
ýôôåêòèâíîñòè.

Â êîíòåêñòå ðåàëüíûõ ïðèëîæåíèé zk-SNARK ýôôåêòèâíîñòü èìååò ðåøàþùåå
çíà÷åíèå äëÿ îáåñïå÷åíèÿ ïðàêòè÷åñêîé ïðèìåíèìîñòè. Îñîáåííî ýòî àêòóàëüíî â ðàñ-
ïðåäåë¼ííûõ ðååñòðàõ ñ èõ äîïîëíèòåëüíûìè îãðàíè÷åíèÿìè ïî âðåìåíè ðàáîòû è ïî
ïàìÿòè. Ïîýòîìó äëÿ êîíêðåòíûõ àëãîðèòìîâ è çàäà÷ (ñèñòåì îãðàíè÷åíèé) âàæíî ïî-
íèìàòü, íàñêîëüêî îíè ýôôåêòèâíû ñ òî÷êè çðåíèÿ êîëè÷åñòâà îãðàíè÷åíèé â R1CS-
ïðåäñòàâëåíèè.

Öåëü äàííîé ðàáîòû� ñäåëàòü ïîëíûé ñðàâíèòåëüíûé àíàëèç ïðîèçâîäèòåëüíîñòè
íàèáîëåå ÷àñòî ïðèìåíÿåìûõ â ðàñïðåäåë¼ííûõ ðååñòðàõ êðèïòîãðàôè÷åñêèõ ïðîòî-
êîëîâ è îïðåäåëèòü äëÿ íèõ ãðàíèöû ïðàêòè÷åñêîé ïðèìåíèìîñòè.

Äëÿ ïðîâåäåíèÿ âû÷èñëèòåëüíûõ ýêñïåðèìåíòîâ èñïîëüçîâàëñÿ ZoKrates � íàáîð
ïðîãðàììíûõ èíñòðóìåíòîâ äëÿ ñîçäàíèÿ äîêàçàòåëüñòâ çíàíèÿ ñ íóëåâûì ðàçãëàøå-
íèåì, èñïîëüçóþùèé zk-SNARK â êà÷åñòâå ñèñòåìû ïðîâåðêè [3]. Íà åãî îñíîâå áûëà
ðàçðàáîòàíà ïðîãðàììíàÿ èíôðàñòðóêòóðà äëÿ àâòîìàòèçàöèè ãåíåðàöèè ñõåì è çà-
ìåðà ïàðàìåòðîâ.

Ðàññìîòðåíû íàèáîëåå ÷àñòî ïðèìåíÿåìûå â ñõåìàõ zk-SNARK â ðàñïðåäåë¼ííûõ
ðååñòðàõ àëãîðèòìû, ðåàëèçàöèÿ êîòîðûõ âçÿòà èç ñòàíäàðòíîé áèáëèîòåêè ZoKrates.
Ïðîâåäåíû ýêñïåðèìåíòû ñ àëãîðèòìàìè õåøèðîâàíèÿ sha256, sha3, blake2, poseidon,
mimc.

Ïðîòîêîë zk-SNARK ãàðàíòèðóåò, ÷òî ðàçìåð äîêàçàòåëüñòâà è âðåìÿ åãî ïðîâåð-
êè íå çàâèñÿò îò ñëîæíîñòè ñèñòåìû îãðàíè÷åíèé. Îäíàêî äðóãèå ïàðàìåòðû ìîãóò
îòëè÷àòüñÿ, ïî íèì ìîæíî îïðåäåëèòü ýôôåêòèâíîñòü òîãî èëè èíîãî àëãîðèòìà è
âîçìîæíîñòü åãî ïðèìåíåíèÿ äëÿ îïðåäåë¼ííîé çàäà÷è. Â ýêñïåðèìåíòàõ èçìåðÿëèñü
ñëåäóþùèå ïàðàìåòðû ñðàâíèâàåìûõ àëãîðèòìîâ:

� äëèíà êëþ÷à äîêàçàòåëüñòâà è êëþ÷à âåðèôèêàöèè;
� âðåìÿ óñòàíîâî÷íîé ôàçû ïðîòîêîëà (àëãîðèòìà ãåíåðàöèè êëþ÷åé);
� êîëè÷åñòâî îãðàíè÷åíèé â R1CS-ïðåäñòàâëåíèè àëãîðèòìà;
� âðåìÿ ãåíåðàöèè äîêàçàòåëüñòâà.
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Äëÿ êàæäîãî àëãîðèòìà ïðîâîäèëàñü ñåðèÿ çàìåðîâ ñ ðàçëè÷íûìè âõîäíûìè äàí-
íûìè. ×òîáû ïîâûñèòü òî÷íîñòü, êàæäûé ýêñïåðèìåíò ñ çàìåðîì âðåìåíè ïîâòîðÿë-
ñÿ N = 10 ðàç, ïîñëå ÷åãî ïîëó÷åííûå çíà÷åíèÿ âðåìåíè óñðåäíÿëèñü. Â ðåçóëüòàòå
ýêñïåðèìåíòîâ îïðåäåëåíû çàâèñèìîñòè èçìåðÿåìûõ ïàðàìåòðîâ îò ðàçìåðà âõîäíûõ
äàííûõ.

Ïîëó÷åííûå äàííûå ïîçâîëÿþò ñäåëàòü âûâîäû îá ýôôåêòèâíîñòè êîíêðåòíûõ àë-
ãîðèòìîâ è ïîíÿòü ãðàíèöû èõ ïðèìåíèìîñòè ïðè èñïîëüçîâàíèè â ñõåìàõ zk-SNARK.
Ïîêàçàíî, ÷òî êëàññè÷åñêèå õåø-ôóíêöèè, òàêèå, êàê sha256, ïëîõî îïòèìèçèðîâàíû
äëÿ zk-SNARK è ìîãóò îãðàíè÷åííî ïðèìåíÿòüñÿ òîëüêî ïðè îòíîñèòåëüíî íåáîëü-
øèõ ðàçìåðàõ âõîäíûõ äàííûõ (ïîðÿäêà íåñêîëüêèõ êèëîáàéò). Ëó÷øèå ðåçóëüòàòû
ïîêàçûâàþò àëãîðèòìû, èçíà÷àëüíî ðàçðàáîòàííûå ñ öåëüþ îïòèìèçàöèè êîëè÷åñòâà
îãðàíè÷åíèé â R1CS-ïðåäñòàâëåíèè (íàïðèìåð, õåø-ôóíêöèÿ poseidon).
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ÎÁ ÎÄÍÎÌ ÐÅÆÈÌÅ ÐÀÁÎÒÛ ÁËÎ×ÍÛÕ ØÈÔÐÎÂ
ÄËß ÇÀÙÈÒÛ ÑÈÑÒÅÌÍÛÕ ÍÎÑÈÒÅËÅÉ

Ñ ÁËÎ×ÍÎ-ÎÐÈÅÍÒÈÐÎÂÀÍÍÎÉ ÑÒÐÓÊÒÓÐÎÉ

À.Ì. Êîðåíåâà, Ã. Â. Ôèðñîâ

Â 2022 ã. ïðèíÿòû ðåêîìåíäàöèè ïî ñòàíäàðòèçàöèè, îïðåäåëÿþùèå ðåæèì ðà-
áîòû áëî÷íûõ øèôðîâ DEC, èñïîëüçóåìûé äëÿ çàùèòû íîñèòåëåé èíôîðìàöèè
ñ áëî÷íî-îðèåíòèðîâàííîé ñòðóêòóðîé. Ðåæèì DEC èìååò ýêñïëóàòàöèîííûå îñî-
áåííîñòè, óñëîæíÿþùèå åãî èñïîëüçîâàíèå äëÿ øèôðîâàíèÿ ñèñòåìíûõ äèñêîâ,
èç-çà ÷åãî âîñòðåáîâàí ñèíòåç àëüòåðíàòèâíûõ ðåæèìîâ äëÿ ïîëíîäèñêîâîãî øèô-
ðîâàíèÿ. Â áîëüøèíñòâå ñóùåñòâóþùåãî ÏÎ äëÿ øèôðîâàíèÿ ñèñòåìíûõ äèñêîâ
èñïîëüçóåòñÿ ðåæèì XTS, íî îí èìååò îñîáåííîñòè, óõóäøàþùèå åãî êðèïòîãðà-
ôè÷åñêèå êà÷åñòâà. Ïðåäëàãàåòñÿ ìîäèôèêàöèÿ ðåæèìà XTS� ðåæèì XEH (Xor-
Encrypt-Hash), äëÿ êîòîðîãî ïîëó÷åíà íèæíÿÿ îöåíêà óðîâíÿ èíôîðìàöèîííîé
áåçîïàñíîñòè è èññëåäîâàíû íåêîòîðûå ýêñïëóàòàöèîííûå õàðàêòåðèñòèêè.

Êëþ÷åâûå ñëîâà: ïîëíîäèñêîâîå øèôðîâàíèå, ðåæèì ðàáîòû áëî÷íûõ øèô-

ðîâ, ñèììåòðè÷íàÿ êðèïòîãðàôèÿ, êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè, ñè-

ñòåìíûå íîñèòåëè èíôîðìàöèè.

Ââåäåíèå
Èçâåñòíî, ÷òî äëÿ êëàññîâ ñèñòåì êðèïòîãðàôè÷åñêîé çàùèòû èíôîðìàöèè

(ÑÊÇÈ), íà÷èíàÿ ñ ÊÑ2 è âûøå, òðåáóåòñÿ îáåñïå÷èòü çàùèòó îò äåéñòâèé íàðó-
øèòåëÿ, êîòîðûé, íàõîäÿñü âíóòðè êîíòðîëèðóåìîé çîíû, ìîæåò ðåàëèçîâàòü óãðî-
çó êðàæè íîñèòåëÿ èíôîðìàöèè. Â ñâÿçè ñ ýòèì òðåáóåòñÿ îáåñïå÷èòü êîíôèäåíöè-
àëüíîñòü õðàíèìûõ äàííûõ ïðè íàëè÷èè ó íàðóøèòåëÿ íåïîñðåäñòâåííîãî äîñòóïà
ê äèñêó. Äëÿ ýòîãî â ÑÊÇÈ èñïîëüçóåòñÿ êðèïòîãðàôè÷åñêàÿ ïîäñèñòåìà ñ ôóíêöè-
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åé ïîëíîäèñêîâîãî øèôðîâàíèÿ (ÏÄØ), òî åñòü ïîëíîãî øèôðîâàíèÿ âñåõ äàííûõ,
ðàñïîëîæåííûõ íà íîñèòåëå. Â ñóùåñòâóþùèõ òåõíè÷åñêèõ ðåøåíèÿõ, èñïîëüçóåìûõ
äëÿ ÏÄØ, ÷àùå âñåãî ïðèìåíÿþòñÿ ñèììåòðè÷íûå áëî÷íûå øèôðû, ôóíêöèîíèðó-
þùèå â ñïåöèàëüíî ðàçðàáîòàííûõ ðåæèìàõ, êîòîðûå ó÷èòûâàþò ýêñïëóàòàöèîííûå
îãðàíè÷åíèÿ, âîçíèêàþùèå ïðè øèôðîâàíèè íîñèòåëåé èíôîðìàöèè.

Â 2021 ã. â ÒÊ26 (òåõíè÷åñêèé êîìèòåò ïî ñòàíäàðòèçàöèè ¾Êðèïòîãðàôè÷åñêàÿ çà-
ùèòà èíôîðìàöèè¿) çàâåðøèëàñü ðàçðàáîòêà ðåæèìà ðàáîòû áëî÷íûõ øèôðîâ äëÿ çà-
ùèòû íîñèòåëåé èíôîðìàöèè ñ áëî÷íî-îðèåíòèðîâàííîé ñòðóêòóðîé�Disk Encryption
with Counter (DEC) [1]. Påæèì DEC òðåáóåò, ïîìèìî øèôðòåêñòà, õðàíèòü äîïîëíè-
òåëüíî ñ÷¼ò÷èêè, íåîáõîäèìûå äëÿ åãî ôóíêöèîíèðîâàíèÿ [2, 3], ÷òî óõóäøàåò ýêñïëó-
àòàöèîííûå êà÷åñòâà. Â ñâÿçè ñ ýòèì âîñòðåáîâàíà ðàçðàáîòêà àëüòåðíàòèâíûõ ðåøå-
íèé äëÿ çàùèòû èíôîðìàöèè íà íîñèòåëÿõ. Âî ìíîãèõ ñóùåñòâóþùèõ ðåøåíèÿõ äëÿ
ÏÄØ èñïîëüçóåòñÿ ðåæèì XEX-based Tweaked-codebook mode with ciphertext Stealing
(XTS), îïèñàííûé â NIST SP 800-38E ¾Recommendation for Block Cipher Modes of
Operation: The XTS-AES Mode for Con�dentiality on Storage Devices¿. Ïðè ýòîì ðåæèì
XTS îáëàäàåò ñëàáîñòÿìè, ëåæàùèìè â îñíîâå èçâåñòíûõ àòàê [4, 5]. Îäíàêî øèðîòà
ðàñïðîñòðàíåíèÿ ðåæèìà XTS â ïðèêëàäíîì ÏÎ äëÿ ÏÄØ ñòàëà îñíîâàíèåì äëÿ åãî
âûáîðà â êà÷åñòâå áàçîâîãî ïðè ïîñòðîåíèè ïðåäëàãàåìîãî ðåæèìà XEH.

1. Öåëåâûå õàðàêòåðèñòèêè ïðåäëàãàåìîãî ðåæèìà XEH
Öåëåâûå ýêñïëóàòàöèîííûå õàðàêòåðèñòèêè ôîðìóëèðóþòñÿ ñ ó÷¼òîì ïîâûøåííûõ

òðåáîâàíèé ê ïðîèçâîäèòåëüíîñòè ïîäñèñòåìû ÏÄØ, à òàêæå îãðàíè÷åííîñòè äîñòóï-
íîé ïàìÿòè ðàçäåëà EFI ñèñòåìíîãî íîñèòåëÿ. Ê äàííûì õàðàêòåðèñòèêàì îòíîñÿòñÿ:

� ìèíèìàëüíî âîçìîæíîå êîëè÷åñòâî îáðàùåíèé ê ïðèìèòèâó áëî÷íîãî øèôðà;
� îòñóòñòâèå äîïîëíèòåëüíûõ äàííûõ, íåîáõîäèìûõ äëÿ ðàáîòû ðåæèìà è õðàíèìûõ

íà äèñêå.

Öåëåâûå êðèïòîãðàôè÷åñêèå õàðàêòåðèñòèêè ôîðìóëèðóþòñÿ íà îñíîâàíèè ìîäåëè
è âîçìîæíîñòåé íàðóøèòåëÿ, ðàññìîòðåííûõ â [5]. Â ýòîé æå ðàáîòå ïðîàíàëèçèðîâàíû
íåêîòîðûå àòàêè íà ðåæèì XTS. Ê öåëåâûì êðèïòîãðàôè÷åñêèì õàðàêòåðèñòèêàì
ïðåäëàãàåìîãî ðåæèìà îòíîñÿòñÿ:

� ñòîéêîñòü â ìîäåëè RND-fdeCPA-sector [5] (ôîðìàëèçàöèÿ îáåñïå÷åíèÿ êîíôèäåí-
öèàëüíîñòè);

� íåâîçìîæíîñòü ïîñòðîåíèÿ àòàê, ê êîòîðûì óÿçâèì ðåæèì XTS.

2. Îïðåäåëåíèå ðåæèìà XEH è îöåíêà åãî óðîâíÿ
èíôîðìàöèîííîé áåçîïàñíîñòè

Îáîçíà÷èì ÷åðåç l äëèíó áëîêà â áèòàõ, n�êîëè÷åñòâî áëîêîâ â ñåêòîðå (0 <
< n < 2l). Çäåñü è äàëåå Vl �ìíîæåñòâî áèòîâûõ ñòðîê äëèíû l, F = GF(2)[x]/p(x),
ãäå p(x) = x128 + x7 + x2 + x+ 1 äëÿ l = 128; p(x) = x64 + x4 + x3 + x+ 1 äëÿ l = 64.

Â ïðåäëàãàåìîì ðåæèìå XEH ïðèìåíÿåòñÿ ôóíêöèÿ âèäà g : F2×Fn → Fn, êîòîðàÿ
ïðè ôèêñèðîâàííûõ ïåðâûõ äâóõ àðãóìåíòàõ (èõ áóäåì íàçûâàòü ïîäêëþ÷àìè) ÿâëÿ-
åòñÿ îáðàòèìîé. Îáîçíà÷èì ÷åðåç gτ2,τ3(y) çíà÷åíèå ôóíêöèè g((τ2, τ3),y) äëÿ τ2, τ3 ∈ F,
y ∈ Fn. Îïðåäåëèì gτ2,τ3(y):

gτ2,τ3(y) =
(
y1 + Yτ3 + τ2, y2 + Yτ3 + τ2 · α, . . . , yn−1 + Yτ3 + τ2 · αn−2, Yτ3 + τ2 · αn−1

)
,

Yτ3 =

(
n∑
j=1

yj · τn−j3

)
+

(
n−1∑
j=1

yj · Fl(j)

)
,



54 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

ãäå α = x�ïðèìèòèâíûé ýëåìåíò ïîëÿ F; +� ñëîæåíèå â F; ·� óìíîæåíèå â F;

Fl : Z2l → F� îòîáðàæåíèå, ñîïîñòàâëÿþùåå ýëåìåíòó r =
l−1∑
i=0

ai2
i êîëüöà Z2l ýëåìåíò

r̃ =
l−1∑
i=0

aix
i ïîëÿ F, ai ∈ {0, 1}, i = 0, . . . , l − 1.

Ïîìèìî g, â ïðåäëàãàåìîì ðåæèìå èñïîëüçóåòñÿ ôóíêöèÿ φ : F × Fn → Fn, ÿâ-
ëÿþùàÿñÿ îáðàòèìîé ïðè ôèêñèðîâàííîì ïåðâîì àðãóìåíòå. Îáîçíà÷èì ÷åðåç φτ3(y)
çíà÷åíèå φ(τ3,y) äëÿ τ3 ∈ F è y ∈ Fn. Îïðåäåëèì φτ3(y) ñëåäóþùèì îáðàçîì:

φτ3(y) = (Zτ3 , y2 + Zτ3 , . . . , yn + Zτ3) ,

Zτ3 =
n∑
j=1

yj · τ j−1
3 .

Ïóñòü E � ñèììåòðè÷íûé áëî÷íûé øèôð; M, C,K�ìíîæåñòâà îòêðûòûõ òåêñòîâ,
øèôðòåêñòîâ è êëþ÷åé ñîîòâåòñòâåííî; E : K ×M → C �ôóíêöèÿ çàøèôðîâàíèÿ
øèôðà E (áóäåì îáîçíà÷àòü E(K,m) ÷åðåç EK(m) äëÿ K ∈ K, m ∈M); ∆l : Vl → F�

îòîáðàæåíèå, ñîïîñòàâëÿþùåå ñòðîêå a = (a0, . . . , al−1) èç Vl ýëåìåíò ã =
l−1∑
i=0

aix
i ïî-

ëÿ F, ai ∈ {0, 1}, i = 0, . . . , l − 1; ∇l : F→ Vl � îòîáðàæåíèå, îáðàòíîå ê ∆l.
Êàê è ðåæèì XTS, XEH èñïîëüçóåò äâà íåçàâèñèìûõ êëþ÷à K,K ′ ∈ K. Èç íîìåðà

ñåêòîðà SN âûðàáàòûâàþòñÿ òðè ïîäêëþ÷à:

τ1 = ∆l(EK(SN)), τ2 = ∆l(EK′(∇l(τ1))), τ3 = ∆l(EK′(SN)).

Ïðîöåäóðà çàøèôðîâàíèÿ â ðåæèìå XEH ñ èñïîëüçîâàíèåì áëî÷íîãî øèôðà E
ñîñòîèò â ñëåäóþùåì:

(w1, . . . , wn) = φτ3(∆l(m1), . . . ,∆l(mn)),

yj = ∆l(EK(∇l(wj + τ1 · αj−1))), j = 1, . . . , n,

(z1, . . . , zn) = g−1
τ2,τ3

(y1, . . . , yn),

c = (∇l(z1), . . . ,∇l(zn)),

ãäå c = (c1, . . . , cn)�øèôðòåêñò; m = (m1, . . . ,mn)� îòêðûòûé òåêñò; mj, cj ∈ Vl,
j = 1, . . . , n.

Ïðè îöåíêå óðîâíÿ èíôîðìàöèîííîé áåçîïàñíîñòè èñïîëüçîâàëàñü ìåòîäèêà, îïè-
ñàííàÿ â ðàáîòàõ [6, 7], â êîòîðûõ òàêæå ââåäåíû îñíîâíûå òåðìèíû, îáîçíà÷åíèÿ è
îïðåäåëåíèÿ.

Òåîðåìà 1. Ïóñòü π� ñëó÷àéíàÿ ïîäñòàíîâêà ìíîæåñòâà Vl. Ïðè ôèêñèðîâàííûõ
íàòóðàëüíûõ ÷èñëàõ l, n, q âåðíà ñëåäóþùàÿ íèæíÿÿ îöåíêà óðîâíÿ èíôîðìàöèîííîé
áåçîïàñíîñòè ðåæèìà XEH:

AdvRND-fdeCPA-sectorXEHπ (q) ⩽
2(n+ 1)2q2

2l
,

ãäå q�êîëè÷åñòâî çàïðîñîâ ê ýêñïåðèìåíòàòîðó â ýêñïåðèìåíòå RND-fdeCPA-
sector [5].
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3. Ñðàâíåíèå ñ ñóùåñòâóþùèìè ðåæèìàìè ðàáîòû áëî÷íûõ øèôðîâ
äëÿ ÏÄØ

Èç îïðåäåëåíèÿ ðåæèìà XEH ñëåäóåò, ÷òî äëÿ åãî ðàáîòû íå òðåáóåòñÿ ñîõðàíÿòü
êàêèå-ëèáî äàííûå íà íîñèòåëå èíôîðìàöèè. Äëÿ ñðàâíåíèÿ, ðåæèì DEC òðåáóåò
õðàíåíèÿ îòäåëüíîãî ñ÷¼ò÷èêà íà êàæäûé ñåêòîð è ðàçäåë (íàáîð ïîñëåäîâàòåëüíûõ
ñåêòîðîâ îäíîãî äèñêà, îáúåäèí¼ííûõ ëîãè÷åñêè) [3]. Òàêèì îáðàçîì, ïðè øèôðîâà-
íèè ðàçäåëà îáú¼ìîì 32 Ãáàéò ñ èñïîëüçîâàíèåì áëî÷íîãî øèôðà ñ ðàçìåðîì áëîêà
128 áèò ïîòðåáóåòñÿ õðàíèòü 512 Ìáàéò äîïîëíèòåëüíûõ äàííûõ ïðè ðàçìåðå ñåêòîðà
512 áàéò ëèáî 64 Ìáàéò ïðè ðàçìåðå ñåêòîðà 4096 áàéò. Äëÿ çàùèòû ñèñòåìíûõ íîñè-
òåëåé èíôîðìàöèè ýòî ìîæåò áûòü çàòðóäíèòåëüíî â ñâÿçè ñ îãðàíè÷åííûì îáú¼ìîì
ñèñòåìíîãî ðàçäåëà EFI (100 Ìáàéò).

Ïðåäëîæåííûé ðåæèì XEH ðåàëèçîâàí íà ÿçûêå Ñ c èñïîëüçîâàíèåì âñòðîåí-
íûõ â êîìïèëÿòîð ôóíêöèé, ñîîòâåòñòâóþùèõ èíñòðóêöèè óìíîæåíèÿ áåç ïåðåíîñà
(PCLMULQDQ), à òàêæå íàáîðó èíñòðóêöèé SSE2, è âïîñëåäñòâèè èíòåãðèðîâàí â ìî-
äèôèöèðîâàííóþ ñáîðêó ÏÎ VeraCrypt. Ïðîâåäåíî ñðàâíåíèå ïðîèçâîäèòåëüíîñòè çà-
øèôðîâàíèÿ è ðàñøèôðîâàíèÿ äàííûõ îäíîãî ñåêòîðà â ðåæèìå XEH ñ ðåæèìàìè
XTS, CMC (CBC-Mask-CBC) è HEH (Hash-ECB-Hash). Äàííûå ðåæèìû âûáðàíû äëÿ
ñðàâíåíèÿ, òàê êàê íå òðåáóþò õðàíåíèÿ äîïîëíèòåëüíûõ äàííûõ, êðîìå íîìåðà ñåê-
òîðà, òî åñòü óäîâëåòâîðÿþò ïðèíÿòûì ýêñïëóàòàöèîííûì îãðàíè÷åíèÿì. Ñ ðåæèìîì
DEC ñðàâíåíèå ïðîèçâîäèòåëüíîñòè íå ïðîâîäèëîñü ïî ïðè÷èíå íåâîçìîæíîñòè îáåñ-
ïå÷èòü îäèíàêîâûå óñëîâèÿ ôóíêöèîíèðîâàíèÿ ðåæèìîâ â ïðîâîäèìîì ýêñïåðèìåíòå.
Íåîáõîäèìîñòü õðàíåíèÿ ñ÷¼ò÷èêîâ ðåæèìà DEC íå ïîçâîëÿåò ñìîäåëèðîâàòü ïðèíÿ-
òûå óñëîâèÿ øèôðîâàíèÿ ñèñòåìíîãî íîñèòåëÿ èíôîðìàöèè. Ðåçóëüòàòû ïðåäñòàâëåíû
â òàáëèöå, çà åäèíèöó ïðèíÿòî âðåìÿ ðàáîòû ðåæèìà XTS. Èñïîëüçîâàëñÿ áëî÷íûé
øèôð Êóçíå÷èê èç ÃÎÑÒ 34.12-2018. Ýêñïåðèìåíò ïðîâîäèëñÿ íà ÏÝÂÌ ñ ïðîöåññî-
ðîì Intel(R) Core(TM) i7-9750H ñ ïîñòîÿííîé òàêòîâîé ÷àñòîòîé 2,6 ÃÃö, ÎÇÓ òèïà
DDR4 îáú¼ìîì 8 Ãáàéò, 64-áèòíîé îïåðàöèîííîé ñèñòåìîé macOS 13.1.

Îòíîñèòåëüíîå âðåìÿ çàøèôðîâàíèÿ è ðàñøèôðîâàíèÿ ñåêòîðîâ

Ðåæèì
Çàøèôðîâàíèå,

512 áàéò
Çàøèôðîâàíèå,

4096 áàéò
Ðàñøèôðîâàíèå,

512 áàéò
Ðàñøèôðîâàíèå,

4096 áàéò
XTS 1 1 1 1
XEH 1,087 1,046 1,092 1,069
CMC 1,351 1,409 1,533 1,431
HEH 0,670 0,812 1,022 0,994

Ðåçóëüòàòû ýêñïåðèìåíòà ïîêàçûâàþò, ÷òî ïðåäëîæåííûé ðåæèì XEH óñòóïàåò
â ïðîèçâîäèòåëüíîñòè ðåæèìó XTS íå áîëåå 10%, ÷òî ñâÿçàíî ñ óâåëè÷åíèåì êîëè-
÷åñòâà âûïîëíÿåìûõ îïåðàöèé. Â òî æå âðåìÿ ïðåäëîæåííûé ðåæèì íå ïîçâîëÿåò
ïðîâåñòè íåêîòîðûå âû÷èñëåíèÿ åäèíîæäû çàðàíåå, â îòëè÷èå îò ðåæèìà HEH, èç-çà
÷åãî ïîñëåäíèé îêàçûâàåòñÿ áîëåå ïðîèçâîäèòåëüíûì. Ïðåäëîæåííûé ðåæèì ñîâåðøà-
åò n+3 âûçîâà áëî÷íîãî øèôðà ïðîòèâ 2n+1 äëÿ ðåæèìà CMC, ÷òî äà¼ò ïðåèìóùåñòâî
áîëåå 35%.

Ïîëó÷åííûå ðåçóëüòàòû ìîãóò áûòü âîñòðåáîâàíû ïðè ñîâåðøåíñòâîâàíèè è ðàç-
ðàáîòêå ïîäñèñòåì ïîëíîäèñêîâîãî øèôðîâàíèÿ â ñîñòàâå ñðåäñòâ êðèïòîãðàôè÷åñêîé
çàùèòû èíôîðìàöèè.
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ÏÎÑÒÐÎÅÍÈÅ ÐÀÇÍÎÑÒÍÎÃÎ ÑÎÎÒÍÎØÅÍÈß
ÄËß ÀËÃÎÐÈÒÌÀ ÊÁ-256

À.Â. Êóðî÷êèí, À.Á. ×óõíî, Ä.À. Áîáðîâñêèé

Ïîñòðîåíî ðàçíîñòíîå ñîîòíîøåíèå äëÿ àëãîðèòìà øèôðîâàíèÿ ÊÁ-256. Âåðîÿò-
íîñòü åãî âûïîëíåíèÿ äëÿ 15 èç 16 ðàóíäîâ íå ìåíüøå ÷åì 2−134.

Êëþ÷åâûå ñëîâà: ðàçíîñòíûé è ëèíåéíûé ìåòîäû êðèïòîãðàôè÷åñêîãî àíàëè-

çà, ÊÁ-256.

Â äàííîé ðàáîòå ïîñòðîåíî ðàçíîñòíîå ñîîòíîøåíèå äëÿ áëî÷íîãî àëãîðèòìà øèô-
ðîâàíèÿ ÊÁ 256-3 íà îñíîâå îáîáù¼ííîé ñåòè Ôåéñòåëÿ [1].

Ïðèìåíåíèå ðàçíîñòíîãî ìåòîäà [2] ê àëãîðèòìó áëî÷íîãî øèôðîâàíèÿ ñîñòîèò
èç äâóõ ýòàïîâ. Íà ïåðâîì, ïîäãîòîâèòåëüíîì, ýòàïå äëÿ ñõåìû ñòðîÿòñÿ ðàçíîñòíûå
ñîîòíîøåíèÿ. Íà âòîðîì ýòàïå ïî èìåþùåìóñÿ ìàòåðèàëó ïðîâåðÿåòñÿ ãèïîòåçà î âå-
ðîÿòíîñòè âûïîëíåíèÿ ñîîòíîøåíèÿ� îòëè÷èå å¼ îò ðàâíîâåðîÿòíîé ïðè îïðîáîâàíèè
êëþ÷à øèôðîâàíèÿ.

Ïóñòü h : Vn → Vm �ïðåîáðàçîâàíèå, a ∈ Vn, b ∈ Vm �ôèêñèðîâàííûå âåêòîðû. Òî-
ãäà ïàðà (a, b) íàçûâàåòñÿ ðàçíîñòíûì ñîîòíîøåíèåì, åñëè ñóùåñòâóþò x ∈ Vn, òàêèå,
÷òî âåðíî ðàâåíñòâî

h(x⊕ a)⊕ h(x) = b.

Âåðîÿòíîñòü ðàçíîñòíîãî ñîîòíîøåíèÿ ðàâíà

pa,b = P[h(x⊕ a)⊕ h(x) = b] = |{x : h(x⊕ a)⊕ h(x) = b}|/2n.

Ïîñëå âûäåëåíèÿ íåëèíåéíûõ ïðåîáðàçîâàíèé è îöåíêè èõ ðàçíîñòíûõ õàðàêòåðè-
ñòèê ñòðîèòñÿ ïîñëåäîâàòåëüíîñòü ñîãëàñîâàííûõ ñîîòíîøåíèé, ïîçâîëÿþùàÿ îöåíèòü
âåðîÿòíîñòü âûïîëíåíèÿ ðàçíîñòíîãî ñîîòíîøåíèÿ [2].
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Äëÿ 15 ðàóíäîâ àëãîðèòìà ÊÁ-256 ïîñòðîåí ðàçíîñòíûé ïóòü â ïðåäïîëîæåíèè, ÷òî
êàæäàÿ òðîéêà ðàóíäîâûõ êëþ÷åé âûðàáîòàíà ñëó÷àéíî è ðàâíîâåðîÿòíî. Äëÿ ïîëíî-
ðàóíäîâîãî àëãîðèòìà øèôðîâàíèÿ ÊÁ-256 ïîñòðîåíû ñîãëàñîâàííûå ëîêàëüíûå ðàç-
íîñòíûå ñîîòíîøåíèÿ. Äëÿ êàæäîãî ðàóíäà âû÷èñëåíà âåðîÿòíîñòü âîçíèêíîâåíèÿ ëî-
êàëüíûõ ðàçíîñòíûõ ñîîòíîøåíèé è äëÿ êàæäîãî òàêîãî ñîîòíîøåíèÿ ïîñ÷èòàíà äîëÿ
êëþ÷åé, äëÿ êîòîðûõ îíî âûïîëíèìî. Äàííûå ïðèâåäåíû â òàáëèöå; âõîäíûå è âû-
õîäíûå ðàçíîñòè ïðåäñòàâëåíû â íåé ñëåäóþùèì îáðàçîì: äëÿ A,B ∈ V256 çàïèñûâàåì
A ⊕ B êàê âåêòîð (c0, c1, . . . , c7), ãäå ci ∈ V32 çàäà¼òñÿ ñïèñêîì íîìåðîâ åäèíè÷íûõ
áèòîâ [i1, i2, . . .]; íóëåâîé âåêòîð ci áóäåì îáîçíà÷àòü êàê ∅, i = 0, . . . , 7.

�
a b pa,bðàóíäà

1 (∅, [31],∅,∅,∅,∅, [31],∅) ([31],∅,∅,∅,∅, [31],∅,∅) 1
2 ([31],∅,∅,∅,∅, [31],∅,∅) (∅,∅,∅,∅, [31],∅,∅, [31]) 1
3 (∅,∅,∅,∅, [31],∅,∅, [31]) (∅,∅,∅, [31],∅,∅, [31],∅) 1
4 (∅,∅, [31],∅,∅, [31],∅,∅) (∅,∅, [31],∅,∅, [31],∅,∅) 1
5 (∅,∅, [31],∅,∅, [31],∅,∅) (∅, [31],∅,∅, [31],∅,∅,∅) 1
6 (∅, [31],∅,∅, [31],∅,∅,∅) ([31],∅,∅, [31],∅,∅,∅,∅) 1
7 ([31],∅,∅, [31],∅,∅,∅,∅) (∅, [17, 15], [31],∅, [17],∅,∅, [31, 15]) 2−9

8 (∅, [17, 15], [31],∅, [17],∅,∅, [31, 15])
([17, 15], [31, 17, 15],∅, [17],

2−11

[17, 15],∅, [31, 15],∅)

9
([17, 15], [31, 17, 15],∅, [17], ([31, 17, 15],∅, [17], [17, 15],

2−4

[17, 15],∅, [31, 15],∅) ∅, [31, 15], [17, 15], [17, 15])

10
([31, 17, 15],∅, [17], [17, 15], (∅, [17, 2], [17, 15],∅, [31, 15, 2],

2−10,42

∅, [31, 15], [17, 15], [17, 15]) [17, 15], [17, 15], [31, 17, 15, 2])

11
(∅, [17, 2], [17, 15],∅, [31, 15, 2], ([17, 2], [19, 17, 15, 2],∅, [31, 15, 2],

2−20,62

[17, 15], [17, 15], [31, 17, 15, 2]) [19, 17, 15, 2], [17, 15], [31, 17, 15, 2], [19, 2])

12
([17, 2], [19, 17, 15, 2],∅, ([19, 17, 15, 2], [19, 3], [31, 15, 2],

2−23,51[31, 15, 2], [19, 17, 15, 2], [17, 15], [19, 17, 15, 2], [19, 17, 15, 3],
[31, 17, 15, 2], [19, 2]) [31, 17, 15, 2], [19, 2], [19, 17, 3, 2])

13
([19, 17, 15, 2], [19, 3], [31, 15, 2], ([19, 3], [31, 19, 15, 3, 2], [19, 17, 15, 2],

2−23,1[19, 17, 15, 2], [19, 17, 15, 3], [19, 17, 15, 3], [31, 19, 17, 15, 3, 2], [19, 2],
[31, 17, 15, 2], [19, 2], [19, 17, 3, 2]) [19, 17, 3, 2], [17, 15, 3, 2])

14
([19, 3], [31, 19, 15, 3, 2], [19, 17, 15, 2], ([31, 19, 15, 3, 2], [19, 17, 15, 2],

2−6,98[19, 17, 15, 3], [31, 19, 17, 15, 3, 2], [19, 2], [19, 17, 15, 3], [31, 19, 17, 15, 3, 2], [19, 2],
[19, 17, 3, 2], [17, 15, 3, 2]) [19, 17, 3, 2], [17, 15, 3, 2], [19, 3])

15
([31, 19, 15, 3, 2], [19, 17, 15, 2], ([31, 22, 15, 3, 2, 0], [19, 2],

2−24,55[19, 17, 15, 3], [31, 19, 17, 15, 3, 2], [19, 2] [31, 22, 20, 19, 15], [22, 19, 3],∅,
[19, 17, 3, 2], [17, 15, 3, 2], [19, 3]) [22, 3, 1, 0], [20, 15], [31, 20, 15])

Çàêëþ÷åíèå
Ïîñòðîåíî ðàçíîñòíîå ñîîòíîøåíèå äëÿ ïîëíîðàóíäîâîãî àëãîðèòìà ÊÁ-256. Èòî-

ãîâàÿ âåðîÿòíîñòü âûïîëíåíèÿ ðàçíîñòíîãî ñîîòíîøåíèÿ äëÿ ðàóíäà ñ íîìåðîì i ∈
∈ {1, . . . , 15} ðàâíà ïðîèçâåäåíèþ âåðîÿòíîñòåé âûïîëíåíèÿ ðàçíîñòíûõ ñîîòíîøåíèé
äëÿ ðàóíäîâ ñ íîìåðàìè 1, 2, . . . , i− 1, â ÷àñòíîñòè äëÿ 15 ðàóíäîâ îíà ðàâíà 2−133,2.
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ÎÑÍÎÂÍÛÅ ÏÎÄÕÎÄÛ Ê ÏÎÑÒÐÎÅÍÈÞ
ÏÎÑÒÊÂÀÍÒÎÂÛÕ ÊÐÈÏÒÎÑÈÑÒÅÌ:

ÎÏÈÑÀÍÈÅ, ÑÐÀÂÍÈÒÅËÜÍÀß ÕÀÐÀÊÒÅÐÈÑÒÈÊÀ1

Å.Ñ. Ìàëûãèíà, À.Â. Êóöåíêî, Ñ.À. Íîâîñåëîâ, Í.Ñ. Êîëåñíèêîâ, À.Î. Áàõàðåâ,
È.Ñ. Õèëü÷óê, À.Ñ. Øàïîðåíêî, Í.Í. Òîêàðåâà

Ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ ÿâëÿåòñÿ îáëàñòüþ òåîðåòè÷åñêèõ è ïðèêëàäíûõ
èññëåäîâàíèé, âêëþ÷àþùåé ðàçðàáîòêó è àíàëèç ìåòîäîâ êðèïòîãðàôè÷åñêîé çà-
ùèòû èíôîðìàöèè, àêòóàëüíûõ â óñëîâèÿõ øèðîêîãî èñïîëüçîâàíèÿ êâàíòîâûõ
âû÷èñëåíèé. Â íàñòîÿùåå âðåìÿ íàèáîëüøèé èíòåðåñ ïðåäñòàâëÿþò íàïðàâëåíèÿ,
â ðàìêàõ êîòîðûõ ïðåäëàãàþòñÿ êðèïòîñèñòåìû, ñòîéêîñòü êîòîðûõ îñíîâûâàåòñÿ
íà âû÷èñëèòåëüíîé òðóäíîñòè ðÿäà çàäà÷ èç òåîðèè ðåø¼òîê, èçîãåíèé è êîäîâ,
èñïðàâëÿþùèõ îøèáêè. Äàííàÿ ðàáîòà ÿâëÿåòñÿ îáçîðíîé, îíà âêëþ÷àåò êðàòêîå
èçëîæåíèå äâóõ íîâûõ ðàáîò, ïîäãîòîâëåííûõ àâòîðàìè è ïîñâÿù¼ííûõ îïèñà-
íèþ îñíîâíûõ ïîäõîäîâ ê ïîñòðîåíèþ ïîñòêâàíòîâûõ êðèïòîãðàôè÷åñêèõ ñèñòåì.
Ðàññìîòðåíû âû÷èñëèòåëüíî òðóäíûå çàäà÷è èç äàííûõ íàïðàâëåíèé, ïðîàíàëè-
çèðîâàíû èçâåñòíûå ðåçóëüòàòû î ñòîéêîñòè è áûñòðîäåéñòâèè ñîîòâåòñòâóþùèõ
êðèïòîñèñòåì.

Êëþ÷åâûå ñëîâà: ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ, òåîðèÿ ðåø¼òîê, ëèíåéíûå

êîäû, èçîãåíèè ýëëèïòè÷åñêèõ êðèâûõ, êâàíòîâûé êîìïüþòåð.

1. Ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ
Òåðìèí ¾ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ¿ ïîÿâèëñÿ â ñåðåäèíå 2000-õ ãîäîâ. Îí èñ-

ïîëüçóåòñÿ äëÿ îáîçíà÷åíèÿ îáëàñòè êðèïòîãðàôèè, êîòîðàÿ îõâàòûâàåò èññëåäîâà-
íèå ìåòîäîâ ïîñòðîåíèÿ êðèïòîñèñòåì, êîòîðûå îñòàíóòñÿ àêòóàëüíûìè è ïîñëå ïî-
ÿâëåíèÿ êâàíòîâîãî êîìïüþòåðà, äîñòàòî÷íî ìîùíîãî äëÿ ðåàëèçàöèè àëãîðèòìîâ
êâàíòîâîãî êðèïòîàíàëèçà. Â 2009 ã. áûë îïóáëèêîâàí ñáîðíèê ðàáîò ¾Post-Quantum
Cryptography¿, ÿâèâøèéñÿ ïåðâîé ïîïûòêîé ñîáðàòü, ïðîàíàëèçèðîâàòü è ñòðóêòó-
ðèðîâàòü èíôîðìàöèþ î äàííîì íàïðàâëåíèè êðèïòîãðàôèè [1]. Ðàñòóùèé èíòåðåñ
ê ïîñòêâàíòîâîé êðèïòîãðàôèè îáóñëîâåí ñòðåìèòåëüíûì ðàçâèòèåì êâàíòîâûõ âû-
÷èñëåíèé è óâåëè÷åíèåì ÷èñëà ëîãè÷åñêèõ êóáèòîâ, ñ êîòîðûìè ìîæåò ðàáîòàòü óíè-
âåðñàëüíûé êâàíòîâûé êîìïüþòåð.

Îöåíêà âîçìîæíîñòåé êâàíòîâûõ âû÷èñëåíèé ÿâëÿåòñÿ àêòóàëüíîé îòêðûòîé ïðî-
áëåìîé. Âàæíî îòìåòèòü, ÷òî íà äàííûé ìîìåíò íå èçâåñòåí ïîëèíîìèàëüíûé êâàí-
òîâûé àëãîðèòì ðåøåíèÿ êàêîé-ëèáî NP-ïîëíîé èëè NP-òðóäíîé çàäà÷è, ÷òî äîïóñ-
êàåò âîçìîæíîñòü ñóùåñòâîâàíèÿ ïîñòêâàíòîâûõ êðèïòîãðàôè÷åñêèõ ñèñòåì, îñíîâàí-
íûõ, â ÷àñòíîñòè, íà ðàçëè÷íûõ âàðèàíòàõ òàêèõ çàäà÷. Òàêèì îáðàçîì, ïîñòêâàíòîâàÿ
êðèïòîãðàôèÿ ïîäðàçóìåâàåò ðàçâèòèå èìåííî êëàññè÷åñêîé êðèïòîãðàôèè, ïðè ýòîì
ñ òî÷êè çðåíèÿ ñòîéêîñòè ïîñòêâàíòîâûå êðèïòîñèñòåìû äîëæíû îáëàäàòü óñòîé÷è-
âîñòüþ óæå ê êâàíòîâî-êëàññè÷åñêîìó êðèïòîàíàëèçó.

Â 2016 ã. Íàöèîíàëüíûé èíñòèòóò ñòàíäàðòîâ è òåõíîëîãèé ÑØÀ îïóáëèêîâàë îò-
÷¼ò ¾NISTIR 8105: Report on Post-Quantum Cryptography¿ [2], â êîòîðîì ïðîàíàëèçè-

1Ðàáîòà âòîðîãî, ïÿòîãî, øåñòîãî, ñåäüìîãî è âîñüìîãî àâòîðîâ âûïîëíåíà ïðè ïîääåðæêå Ìàòå-
ìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìèíèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ
ÐÔ � 075-15-2022-282. Ðàáîòà ïåðâîãî, òðåòüåãî è ÷åòâ¼ðòîãî àâòîðîâ âûïîëíåíà ïðè ïîääåðæêå
Ñåâåðî-Çàïàäíîãî öåíòðà ìàòåìàòè÷åñêèõ èññëåäîâàíèé èìåíè Ñ. Êîâàëåâñêîé, ÁÔÓ èì. È. Êàíòà,
ñîãëàøåíèå ñ Ìèíèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ ÐÔ � 075-02-2023-934.
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ðîâàíî âëèÿíèå êâàíòîâûõ âû÷èñëåíèé íà òîò ìîìåíò (òàáëèöà) è îïèñàíû îñíîâíûå
ïîäõîäû ê ïîñòðîåíèþ ïîñòêâàíòîâûõ êðèïòîñèñòåì.

Âëèÿíèå êâàíòîâûõ âû÷èñëåíèé íà íåêîòîðûå èçâåñòíûå êðèïòîñèñòåìû,
èñïîëüçóåìûå â íàñòîÿùåå âðåìÿ [2]

Íàçâàíèå Òèï Ïðåäíàçíà÷åíèå Âëèÿíèå êâàíòîâûõ
âû÷èñëåíèé

AES Ñèììåòðè÷íàÿ Øèôðîâàíèå
Òðåáóåòñÿ á�îëüøàÿ

äëèíà êëþ÷à

SHA-2, SHA-3 Õåø-ôóíêöèÿ Õåøèðîâàíèå
Òðåáóåòñÿ á�îëüøàÿ
äëèíà âûõîäíîé

ïîñëåäîâàòåëüíîñòè

RSA Àñèììåòðè÷íàÿ
Ïîäïèñü,

ôîðìèðîâàíèå îáùåãî êëþ÷à
Íå áåçîïàñåí

ECDSA, ECDH
(Êðèïòîãðàôèÿ íà
ýëëèïòè÷åñêèõ

êðèâûõ)

Àñèììåòðè÷íàÿ
Ïîäïèñü,
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Íå áåçîïàñåí
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(Êðèïòîãðàôèÿ íàä
êîíå÷íûìè ïîëÿìè)

Àñèììåòðè÷íàÿ
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îáìåí êëþ÷àìè
Íå áåçîïàñåí

Â êîíöå 2017 ã. Íàöèîíàëüíûì èíñòèòóòîì ñòàíäàðòîâ è òåõíîëîãèé ÑØÀ áûë
îêîí÷åí ïðè¼ì çàÿâîê íà ó÷àñòèå â ïåðâîì ðàóíäå êîíêóðñà, ïî èòîãàì êîòîðîãî äîë-
æåí áûòü âûáðàí ñòàíäàðò ïîñòêâàíòîâîãî àñèììåòðè÷íîãî êðèïòîãðàôè÷åñêîãî ìå-
õàíèçìà äëÿ ðåøåíèÿ çàäà÷ øèôðîâàíèÿ, ôîðìèðîâàíèÿ îáùåãî ñåêðåòíîãî êëþ÷à è
ýëåêòðîííîé öèôðîâîé ïîäïèñè [3].

Â 2022 ã. áûë çàâåðø¼í òðåòèé ðàóíä êîíêóðñà [4], ïî èòîãàì êîòîðîãî äëÿ øèô-
ðîâàíèÿ è ôîðìèðîâàíèÿ îáùåãî êëþ÷à áûë âûáðàí àëãîðèòì CRYSTALS-Kyber, îñ-
íîâàííûé íà òåîðèè ðåø¼òîê, à äëÿ ýëåêòðîííîé ïîäïèñè� àëãîðèòìû CRYSTALS-
Dilithium, FALCON è SPHINCS+, áàçèðóþùèåñÿ íà ðåø¼òêàõ è èñïîëüçîâàíèè õåø-
ôóíêöèé. Â çàÿâêó íà ÷¼òâåðòûé ðàóíä êîíêóðñà âîøëè àëüòåðíàòèâíûå êàíäèäàòû,
ñðåäè êîòîðûõ ïðèñóòñòâóþò êðèïòîñèñòåìû, îñíîâàííûå íà èñïîëüçîâàíèè êîäîâ, èñ-
ïðàâëÿþùèõ îøèáêè.

Â ðàáîòå ïðèâåä¼í àíàëèç òåêóùåé ñèòóàöèè â îáëàñòè ïîñòêâàíòîâîé êðèïòîãðà-
ôèè, îïèñàíèå îñíîâíûõ íàïðàâëåíèé, àêòóàëüíûõ íà ñåãîäíÿøíèé äåíü, èõ ñðàâíåíèå
ñ òî÷êè çðåíèÿ ñòîéêîñòè è áûñòðîäåéñòâèÿ.

2. Ðåø¼òêè
Ðåø¼òêè èñïîëüçîâàëèñü â ìàòåìàòèêå, ïî ìåíüøåé ìåðå, ñ XVIII â., îäíàêî ëèøü

â 1990-å ãîäû íàøëè ïðèìåíåíèå íå òîëüêî äëÿ âçëîìà óæå ñóùåñòâóþùèõ êðèï-
òîãðàôè÷åñêèõ ñèñòåì, íî è äëÿ ñîçäàíèÿ íîâûõ. Íà÷àëî ýòîìó ïîëîæèëà ðàáîòà
Ì. Àéòàè [5], â êîòîðîé ïîêàçàíà ñâÿçü ìåæäó ñëîæíîñòüþ â ñðåäíåì è ñëîæíîñòüþ
â õóäøåì ñëó÷àå äëÿ íåêîòîðûõ çàäà÷ èç òåîðèè ðåø¼òîê, ÷òî ïîçâîëèëî èñïîëüçîâàòü
ýòè çàäà÷è â ïðèëîæåíèÿõ êðèïòîãðàôèè.

Ïóñòü âåêòîðû v1, . . . , vn ∈ Rm ëèíåéíî íåçàâèñèìû. Ðåø¼òêîé, ïîðîæä¼ííîé âåê-

òîðàìè v1, . . . , vn, íàçûâàåòñÿ íàáîð ëèíåéíûõ êîìáèíàöèé âåêòîðîâ v1, . . . , vn ñ êîýô-
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ôèöèåíòàìè èç Z:

L = {a1v1 + a2v2 + . . .+ anvn : a1, a2, . . . , an ∈ Z}.

Áàçèñîì äëÿ L ÿâëÿåòñÿ ëþáîé ëèíåéíî íåçàâèñèìûé íàáîð âåêòîðîâ, ïîðîæäàþ-
ùèé L. Ëþáûå äâà áàçèñà L ñâÿçàíû ïðåîáðàçîâàíèåì ñ öåëî÷èñëåííîé ìàòðèöåé,
îïðåäåëèòåëü êîòîðîé ðàâåí ±1. Ðàíã ðåø¼òêè L�÷èñëî âåêòîðîâ â áàçèñå L, ðàçìåð-
íîñòü ðåø¼òêè L ðàâíà m; â ñëó÷àå, êîãäà n = m, ðåø¼òêà L íàçûâàåòñÿ ðåø¼òêîé
ïîëíîãî ðàíãà. Îïðåäåëèòåëåì ðåø¼òêè L íàçûâàåòñÿ ìîäóëü îïðåäåëèòåëÿ ìàòðèöû,
ñòîëáöû êîòîðîé ÿâëÿþòñÿ áàçèñîì.

Ìèíèìàëüíûì ðàññòîÿíèåì λ1 â ðåø¼òêå L íàçûâàåòñÿ åâêëèäîâà íîðìà êðàò÷àé-
øåãî íåíóëåâîãî âåêòîðà â L:

λ1(L) = min
v∈L
||v||, v ̸= 0.

Âîîáùå, λi(L)�íàèìåíüøèé ðàäèóñ r, òàêîé, ÷òî â L ñóùåñòâóþò i ëèíåéíî íåçàâè-
ñèìûõ âåêòîðîâ, íîðìà êîòîðûõ íå ïðåâîñõîäèò r. Èçâåñòíû ñëåäóþùèå îöåíêè ìèíè-
ìàëüíîãî ðàññòîÿíèÿ:

λ1(L) ⩽
√
n(detL)1/n (ñëåäñòâèå èç òåîðåìû Ìèíêîâñêîãî).

Êëàññè÷åñêèå òðóäíîâû÷èñëèìûå çàäà÷è â òåîðèè ðåø¼òîê� ïîèñê íåíóëåâîãî âåê-
òîðà íàèìåíüøåé äëèíû (SVP) è ïîèñê âåêòîðà â ðåø¼òêå, áëèæàéøåãî ê çàäàííîìó
âåêòîðó (CVP):

The Shortest Vector Problem (SVP). Íàéòè íåíóëåâîé âåêòîð íàèìåíüøåé äëè-
íû â ðåø¼òêå L, òî åñòü íàéòè íåíóëåâîé âåêòîð v ∈ L, äëÿ êîòîðîãî âûïîëíÿåòñÿ
||v|| = λ1(L).

The Closest Vector Problem (CVP). Ïðè çàäàííîì âåêòîðå w ∈ Rm, íå ïðèíàä-
ëåæàùåì ðåø¼òêå L, íàéòè âåêòîð v ∈ L, áëèæàéøèé ê w, òî åñòü íàéòè âåêòîð v ∈ L,
êîòîðûé ìèíèìèçèðóåò åâêëèäîâó íîðìó ||w − v||.

Â ïðèëîæåíèÿõ êðèïòîãðàôèè èñïîëüçóþòñÿ ïðèáëèæ¼ííûå âåðñèè óêàçàííûõ çà-
äà÷ è íåêîòîðûõ äðóãèõ. Òî÷íîñòü ïðèáëèæåíèÿ ðåãóëèðóåòñÿ ïàðàìåòðîì γ ⩾ 1,
êîòîðûé, êàê ïðàâèëî, ÿâëÿåòñÿ íåêîòîðîé ôóíêöèåé γ(L) îò ðåø¼òêè L.

Approximated Shortest Vector Problem (SVPγ). Ïðè çàäàííîì ïàðàìåòðå γ
íàéòè íåíóëåâîé âåêòîð v ∈ L, äëÿ êîòîðîãî âûïîëíÿåòñÿ ||v|| ⩽ γ · λ1(L).

Êðèïòîñèñòåìû, îñíîâàííûå íà çàäà÷àõ èç òåîðèè ðåø¼òîê, ÿâëÿþòñÿ ïîïóëÿðíû-
ìè êàíäèäàòàìè íà ðîëü ïîñòêâàíòîâûõ êðèïòîñèñòåì. Ýòî îáóñëîâëåíî òåì, ÷òî òàêèå
êðèïòîñèñòåìû, íàïðèìåð NTRU [6], èññëåäóþòñÿ óæå ìíîãî ëåò è äî ñèõ ïîð ñ÷èòà-
þòñÿ çàùèù¼ííûìè îòíîñèòåëüíî êëàññè÷åñêîãî è êâàíòîâîãî êðèïòîàíàëèçà. Êðîìå
òîãî, îíè ëåãêî ðåàëèçóþòñÿ, ýôôåêòèâíû è õîðîøî ïàðàëëåëèçóþòñÿ.

Ñòîéêîñòü NTRU îñíîâûâàåòñÿ íà ñëîæíîñòè çàäà÷è ôàêòîðèçàöèè ïîëèíîìà
â êîëüöå ïîëèíîìîâ, ïðèâåä¼ííûõ ïî ìîäóëþ xn − 1, íà äâà ïîëèíîìà ñ ìàëåíüêè-
ìè êîýôôèöèåíòàìè. Îäíîé èç àòàê íà êðèïòîñèñòåìó NTRU ÿâëÿåòñÿ ðåøåíèå SVPγ
â ðåø¼òêå ðàçìåðíîñòè 2n.

Ñóùåñòâóåò ìíîæåñòâî àëãîðèòìîâ, ðåøàþùèõ SVPγ äëÿ ðåø¼òîê ðàçìåðíîñòè n.
Ïðèìåðîì òàêîãî àëãîðèòìà ñ ïîëèíîìèàëüíûì âðåìåíåì ðàáîòû è ýêñïîíåíöèàëü-
íîé òî÷íîñòüþ ÿâëÿåòñÿ àëãîðèòì LLL [7]. Èçâåñòåí àëãîðèòì ïåðå÷èñëåíèÿ [8], êîòî-
ðûé äëÿ ðåøåíèÿ SVP çàäåéñòâóåò ïîëèíîìèàëüíóþ ïàìÿòü, íî åãî âðåìåíí�àÿ ñëîæ-
íîñòü èìååò ïîðÿäîê 2O(n logn). Àëãîðèòìû BKZ è BKZ 2.0 [9] ÿâëÿþòñÿ îáúåäèíå-
íèåì àëãîðèòìîâ LLL è ïåðå÷èñëåíèÿ. Äàííûå àëãîðèòìû èìåþò âðåìåíí�óþ ñëîæ-
íîñòü 2O(β log β), è òî÷íîñòü ïîëó÷åííîãî ðåøåíèÿ ñîñòàâëÿåò βO(n/β), ãäå β �ïàðàìåòð
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èç ìíîæåñòâà {2, . . . , n}. Òàêæå àêòèâíî ðàçâèâàþòñÿ àëãîðèòìû ïðîñåèâàíèÿ, èìåþ-
ùèå ýêñïîíåíöèàëüíóþ ïî âðåìåíè è ïàìÿòè ñëîæíîñòü îòíîñèòåëüíî ðåøåíèÿ SVP.
Íà äàííûé ìîìåíò ìîæíî âûäåëèòü äâà èçâåñòíûõ àëãîðèòìà: Spherical LSF [10], ÿâ-
ëÿþùèéñÿ îïòèìàëüíûì ïî âðåìåíí�îé ñëîæíîñòè, è Triple sieve with NNS [11], ÿâëÿ-
þùèéñÿ îïòèìàëüíûì ïî èñïîëüçóåìîé ïàìÿòè.

Ñõåìû CRYSTALS-Kyber, Saber è NTRU, ïðåäñòàâëåííûå â òðåòüåì ðàóíäå êîí-
êóðñà NIST [4], èìåþò î÷åíü âûñîêóþ ñêîðîñòü èíêàïñóëÿöèè è äåêàïñóëÿöèè êëþ÷åé.
Îáú¼ì òðåáóåìîé ïàìÿòè ïðè èñïîëüçîâàíèÿ Saber íèæå, ÷åì ó Kyber, çà ñ÷¼ò ìåíü-
øèõ ðàçìåðîâ îòêðûòîãî êëþ÷à è øèôðòåêñòà, îäíàêî ýòà ðàçíèöà íåçíà÷èòåëüíà.
Â ñâîþ î÷åðåäü, çàòðàòû íà ãåíåðàöèþ êëþ÷à è, ñëåäîâàòåëüíî, îáùèå çàòðàòû íà
èñïîëüçîâàíèå ñõåìû NTRU çíà÷èòåëüíî âûøå, ÷åì àíàëîãè÷íûå çàòðàòû äëÿ Kyber.
Ñõåìà NTRU òàêæå èìååò íàèáîëüøèå ðàçìåðû îòêðûòûõ êëþ÷åé è øèôðòåêñòîâ
ñðåäè óêàçàííûõ òð¼õ ñõåì.

Ïîëíóþ âåðñèþ îáçîðà ïîñòêâàíòîâûõ êðèïòîñèñòåì íà ðåø¼òêàõ ìîæíî íàéòè
â [12].

3. Êîäû, èñïðàâëÿþùèå îøèáêè
Êîäû, èñïðàâëÿþùèå îøèáêè, èñïîëüçóþòñÿ äëÿ ïåðåäà÷è èíôîðìàöèè â êàíàëàõ

ñâÿçè, â êîòîðûõ èíôîðìàöèÿ èñêàæàåòñÿ. Îïðåäåë¼ííàÿ èçáûòî÷íîñòü â ïåðåäàâà-
åìûõ êîäîâûõ ñëîâàõ (áëîêàõ) ïîçâîëÿåò îáíàðóæèâàòü îøèáêè â ïðèíÿòûõ ñëîâàõ
(áëîêàõ) è èñïðàâëÿòü èõ, âûáèðàÿ áëèæàéøèå êîäîâûå ñëîâà. Îñîáîå ðàñïðîñòðàíå-
íèå ïîëó÷èëè ëèíåéíûå êîäû â ñèëó áîëåå ýôôåêòèâíûõ àëãîðèòìîâ êîäèðîâàíèÿ è
äåêîäèðîâàíèÿ.

Ïóñòü Fq �êîíå÷íîå ïîëå, ñîñòîÿùåå èç q ýëåìåíòîâ, Fnq � âåêòîðíîå ïðîñòðàíñòâî
íàä Fq. Ëèíåéíûì [n, k]-êîäîì C íàçûâàåòñÿ k-ìåðíîå âåêòîðíîå ïîäïðîñòðàíñòâî â Fnq .
Ïðè ýòîì âåêòîð (c1, c2, . . . , cn) ∈ C íàçûâàåòñÿ êîäîâûì ñëîâîì C.

Âàæíûì êà÷åñòâîì êîäà ÿâëÿåòñÿ âîçìîæíîñòü èñïðàâëåíèÿ ïðèîáðåò¼ííûõ â õîäå
ïåðåäà÷è èíôîðìàöèè ïî çàøóìë¼ííîìó êàíàëó îøèáîê. Äëÿ îïðåäåëåíèÿ êîäîâîãî
ðàññòîÿíèÿ ââåä¼ì ìåòðèêó íà âåêòîðíîì ïðîñòðàíñòâå Fnq . Ðàññòîÿíèåì Õýììèíãà

ìåæäó âåêòîðàìè x, y ∈ Fnq íàçûâàåòñÿ ÷èñëî êîîðäèíàò, â êîòîðûõ âåêòîðû ðàçëè-
÷àþòñÿ: dH(x, y) = |{i : xi ̸= yi}|. Âåñîì Õýììèíãà âåêòîðà x ∈ Fnq íàçûâàåòñÿ ÷èñëî
åãî íåíóëåâûõ êîîðäèíàò: wtH(x) = |{i : xi ̸= 0}| = dH(x, 0). Êîäîâûì ðàññòîÿíèåì

êîäà C íàçûâàåòñÿ ìèíèìàëüíîå ðàññòîÿíèå Õýììèíãà ìåæäó åãî ðàçëè÷íûìè êîäî-
âûìè ñëîâàìè: d = min{dH(x, y) : x, y ∈ C, x ̸= y}. Â ñëó÷àå ëèíåéíûõ êîäîâ èìååì
d = min{wtH(x) : x ∈ C, x ̸= 0}. Ïðè ýòîì ÷èñëî èñïðàâëÿåìûõ êîäîì C îøèáîê ðàâíî
t = ⌊(d− 1)/2⌋.

Äåêîäèðîâàíèåì êîäà C íàçûâàåòñÿ îòîáðàæåíèå DC : Fnq → C. Êîä èñïðàâëÿ-

åò t îøèáîê, åñëè äëÿ âñåõ e ∈ Fnq è âñåõ c ∈ C, òàêèõ, ÷òî wtH(e) ⩽ t, èìååò ìå-
ñòî DC(c+ e) = c.

Ïåðâîé êîäîâîé êðèïòîñèñòåìîé áûëà ñõåìà øèôðîâàíèÿ ñ îòêðûòûì êëþ÷îì,
ïðåäëîæåííàÿ â 1978 ã. Ð. Ìàê-Ýëèñîì [13]. Îäíàêî ïðàêòè÷åñêè âñå àñèììåòðè÷íûå
ìîäèôèêàöèè íà áàçå êîäîâ, ïðåäëîæåííûå ïîçæå, èìåþò îáùèé íåäîñòàòîê� áîëü-
øèå òðåáîâàíèÿ ê ïàìÿòè. Ñîãëàñíî [14], ñóùåñòâóþò äâà îñíîâíûõ ïðåäïîëîæåíèÿ
îòíîñèòåëüíî áåçîïàñíîñòè ñõåìû Ìàê-Ýëèñà:

1) ñëîæíîñòü çàäà÷è äåêîäèðîâàíèÿ îáùåãî íåèçâåñòíîãî êîäà, êîòîðàÿ ÿâëÿåòñÿ
NP-òðóäíîé [15];

2) ñëîæíîñòü àòàê, âîññòàíàâëèâàþùèõ ñòðóêòóðó áàçîâîãî êîäà.
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Îäíîé èç îñíîâíûõ çàäà÷, îáåñïå÷èâàþùèõ áåçîïàñíîñòü êîäîâûõ êðèïòîñèñòåì,
ÿâëÿåòñÿ ñîêðûòèå ñòðóêòóðû èñïîëüçóåìîãî êîäà.

Èñõîäÿ èç ðàçìåðîâ îòêðûòîãî è çàêðûòîãî êëþ÷åé, êëàññè÷åñêàÿ ñõåìà Ìàê-Ýëèñà
ñóùåñòâåííî ïðîèãðûâàåò è ñõåìå BIKE [16], è ñõåìå HQC [17]. Íåñìîòðÿ íà òî, ÷òî ñõå-
ìà HQC îáåñïå÷èâàåò äîñòàòî÷íûé óðîâåíü áåçîïàñíîñòè, à òàêæå ðàçóìíóþ ÷àñòîòó
îòêàçîâ ïðè ðàñøèôðîâàíèè, îíà ïðîèãðûâàåò BIKE îòíîñèòåëüíî ðàçìåðîâ îòêðû-
òîãî êëþ÷à è çàøèôðîâàííîãî òåêñòà. À ïîòîìó ñõåìà BIKE ïîêàçàëà ñåáÿ íàèáîëåå
êîíêóðåíòîñïîñîáíîé.

Ïîëíóþ âåðñèþ îáçîðà ïîñòêâàíòîâûõ êðèïòîñèñòåì íà êîäàõ ìîæíî íàéòè â [18].

4. Èçîãåíèè
Ýëëèïòè÷åñêîé êðèâîé íàä ïîëåì F íàçûâàåòñÿ ãëàäêàÿ êðèâàÿ E, çàäàííàÿ óðàâ-

íåíèåì
y2 + a1xy + a3y = x3 + a2x

2 + a4x+ a6,

ãäå a1, a2, a3, a4, a6 ∈ F. Óñëîâèå ãëàäêîñòè îçíà÷àåò, ÷òî êðèâàÿ íå èìååò ñèíãóëÿðíûõ
òî÷åê, ò. å. òî÷åê, â êîòîðûõ îáå ÷àñòíûå ïðîèçâîäíûå ôóíêöèè y2+ a1xy+ a3y− (x3+
+ a2x

2 + a4x+ a6) ðàâíû íóëþ. Â ñëó÷àå, åñëè õàðàêòåðèñòèêà ïîëÿ F íå ðàâíà 2 è 3,
òî êðèâóþ ìîæíî ïðèâåñòè (èçîìîðôíûì ïðåîáðàçîâàíèåì) ê áîëåå ïðîñòîé ôîðìå

y2 = x3 + ax+ b,

êîòîðàÿ íàçûâàåòñÿ êðàòêîé ôîðìîé Âåéåðøòðàññà.
Ìíîæåñòâî òî÷åê êðèâîé E âìåñòå ñ áåñêîíå÷íî óäàë¼ííîé òî÷êîé O îáîçíà÷àåòñÿ

êàê E(F). Çàìåòèì, ÷òî êðèâàÿ ìîæåò áûòü çàäàíà íàä îäíèì ïîëåì F (ò. å. êîýôôèöè-
åíòû a1, a2, a3, a4, a6 èëè a, b ëåæàò â F), íî ïðè ýòîì òî÷êè êðèâîé ìû ìîæåì áðàòü íàä
íåêîòîðûì åãî ðàñøèðåíèåì, íàïðèìåð àëãåáðàè÷åñêèì çàìûêàíèåì F. Òàêèå òî÷êè
ïîëó÷àþòñÿ èç ðåøåíèé óðàâíåíèÿ êðèâîé íàä àëãåáðàè÷åñêèì çàìûêàíèåì ïîëÿ èëè,
â îáùåì ñëó÷àå, íàä ðàñøèðåíèåì ïîëÿ. Ìíîæåñòâî òî÷åê êðèâîé E (çàäàííîé íàä F),
êîòîðûå èìåþò êîîðäèíàòû èç ïîëÿ F, îáîçíà÷àåòñÿ êàê E(F).

Ýëëèïòè÷åñêàÿ êðèâàÿ E, çàäàííàÿ íàä êîíå÷íûì ïîëåì Fq, ãäå q = pn � ñòåïåíü
ïðîñòîãî ÷èñëà, íàçûâàåòñÿ ñóïåðñèíãóëÿðíîé, åñëè |E(Fq)| ≡ 1 (mod p).

Èçîãåíèåé äâóõ ýëëèïòè÷åñêèõ êðèâûõ E1, E2 íàä îäíèì è òåì æå ïîëåì F íàçû-
âàåòñÿ íåíóëåâîé ãîìîìîðôèçì ýëëèïòè÷åñêèõ êðèâûõ, çàäàâàåìûé ðàöèîíàëüíûìè
îòîáðàæåíèÿìè. ßâíî èçîãåíèè çàäàþòñÿ â âèäå ðàöèîíàëüíûõ ôóíêöèé

φ : (x, y) 7→
(
f1(x, y)

f2(x, y)
,
g1(x, y)

g2(x, y)

)
äëÿ íåêîòîðûõ f1, f2, g1, g2 ∈ F[x, y]. Èñïîëüçóÿ çàìåíó y2 7→ x3 + ax + b, èçîãåíèþ
ìîæíî ïðèâåñòè ê âèäó

φ : (x, y) 7→
(
u(x)

v(x)
,
s(x)y

t(x)

)
,

ãäå u, v, s, t ∈ F[x]. Òàêàÿ ôîðìà èçîãåíèè íàçûâàåòñÿ ñòàíäàðòíîé. Ñòåïåíü èçîãåíèè
îïðåäåëÿåòñÿ êàê degφ = max(deg u, deg v).

Ïóñòü X �íåêîòîðîå ìíîæåñòâî, à G� ãðóïïà. Áóäåì ãîâîðèòü, ÷òî G äåéñòâóåò
íà ìíîæåñòâå X, åñëè çàäàíî îòîáðàæåíèå ∗ : G × X → X, òàêîå, ÷òî äëÿ ëþáûõ
g1, g2 ∈ G è x ∈ X âûïîëíÿåòñÿ g1 ∗ (g2 ∗ x) = (g1g2) ∗ x.

Â òåðìèíàõ äåéñòâèÿ ãðóïïû íà ìíîæåñòâå ìîæíî îïèñàòü ìíîãèå ñõåìû øèô-
ðîâàíèÿ ñ îòêðûòûì êëþ÷îì, ïðîòîêîëû ðàñïðåäåëåíèÿ è èíêàïñóëÿöèè êëþ÷à (Key
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Encapsulation Mechanism�KEM). Ïðè ýòîì äåéñòâèå ãðóïïû äîëæíî îáëàäàòü íåêî-
òîðûì êðèïòîãðàôè÷åñêèì (¾òðóäíîâû÷èñëèìûì¿) ñâîéñòâîì, íàïðèìåð:

� ãðóïïà G äåéñòâóåò êàê îäíîñòîðîííÿÿ ôóíêöèÿ, ò. å. äëÿ ëþáûõ x1, x2 ∈ X íà-
õîæäåíèå ýëåìåíòà g ∈ G, òàêîãî, ÷òî x1 = g ∗ x2, ÿâëÿåòñÿ òðóäíîé çàäà÷åé (äàæå
ïîëàãàÿ, ÷òî òàêîé ýëåìåíò ñóùåñòâóåò);

� äåéñòâèå ãðóïïû îáëàäàåò ñâîéñòâîì ïñåâäîñëó÷àéíîãî ãåíåðàòîðà, ò. å. äëÿ ñëó-
÷àéíî âûáðàííîãî ýëåìåíòà g ∈ G çëîóìûøëåííèê íå ìîæåò îòëè÷èòü ìíîæåñòâî
ïðèíÿòûõ âåêòîðîâ {(xi, g ∗ xi)}i îò ìíîæåñòâà âåêòîðîâ âèäà {(xi, ui)}i, ãäå ui �
ðàâíîìåðíî ðàñïðåäåë¼ííûå íà X ñëó÷àéíûå âåëè÷èíû.

Îäíîé èç ñàìûõ ïîïóëÿðíûõ ñõåì íà èçîãåíèÿõ ÿâëÿåòñÿ ñõåìà SIDH (Supersingular
Isogeny Di�e�Hellman), ïðåäëîæåííàÿ â 2011 ã. Ë. äå Ôåî, Ä. ßî è Äæ. Ïëóòîì [19].
Îíà ïðåäñòàâëÿåò ñîáîé ïðîòîêîë îáìåíà êëþ÷àìè, àíàëîãè÷íûé ïðîòîêîëó Äèôôè�
Õåëëìàíà, ãäå â êà÷åñòâåX èñïîëüçóåòñÿ ìíîæåñòâî ñóïåðñèíãóëÿðíûõ ýëëèïòè÷åñêèõ
êðèâûõ íàä êîíå÷íûì ïîëåì, à ýëåìåíòû φa, φb ∈ G�èçîãåíèè ñóïåðñèíãóëÿðíûõ êðè-
âûõ. Îäíàêî â 2022 ã. Â. Êàñòðèê è Ò. Äåêðó îïóáëèêîâàëè ïðåïðèíò ðàáîòû [20], â êî-
òîðîì îïèñûâàåòñÿ ïîëèíîìèàëüíàÿ àòàêà íà êðèïòîñèñòåìó SIKE (âåðñèþ SIDH)�
êàíäèäàòà íà ñòàíäàðòèçàöèþ NIST.

Ñõåìà CSIDH (Commutative Supersingular Isogeny Di�e�Hellman) � åù¼ îäèí ïðî-
òîêîë îáìåíà êëþ÷àìè, áåçîïàñíîñòü êîòîðîãî îñíîâàíà íà ñëîæíîñòè íàõîæäåíèÿ
èçîãåíèè ìåæäó äâóìÿ ñóïåðñèíãóëÿðíûìè êðèâûìè. Äàííàÿ ñõåìà ÿâëÿåòñÿ óñòîé-
÷èâîé ê àòàêå Êàñòðèêà �Äåêðó. Êîíñòðóêöèÿ ñõåìû îñíîâàíà íà êðèïòîñèñòåìå Ðî-
ñòîâöåâà �Ñòîëáóíîâà, îäíàêî âìåñòî îáû÷íûõ ýëëèïòè÷åñêèõ êðèâûõ ïðèìåíÿþò-
ñÿ ñóïåðñèíãóëÿðíûå ýëëèïòè÷åñêèå êðèâûå. Êðîìå òîãî, â îòëè÷èå îò ñõåìû SIDH,
â CSIDH èñïîëüçóåòñÿ äåéñòâèå êîììóòàòèâíîé ãðóïïû. Âïåðâûå ïðîòîêîë CSIDH
îïèñàí â 2018 ã. Â. Êàñòðèêîì, Ò. Ëàíãå è äð. [21], âïîñëåäñòâèè ê íåìó îïóáëèêîâàíî
ìíîæåñòâî òåõíè÷åñêèõ îïòèìèçàöèé [22].

Â êðèïòîñèñòåìàõ íà èçîãåíèÿõ, íåñìîòðÿ íà ìàëûé ðàçìåð êëþ÷à, ãëàâíîé ïðî-
áëåìîé îñòà¼òñÿ ìåäëåííàÿ ñêîðîñòü ðàáîòû ñõåì. Àòàêà Êàñòðèêà �Äåêðó âûâåëà
èç ðàññìîòðåíèÿ íàèáîëåå ïåðñïåêòèâíóþ ñ òî÷êè çðåíèÿ ïðàêòèêè ñõåìó SIDH/SIKE
è âñå ñõåìû, äëÿ îïòèìèçàöèè êîòîðûõ èñïîëüçîâàëèñü çíà÷åíèÿ èçîãåíèè â òî÷êàõ
êðó÷åíèÿ. Ïîýòîìó íàèáîëåå âàæíûì íàïðàâëåíèåì â îáëàñòè èçîãåíèé ÿâëÿåòñÿ èñ-
ñëåäîâàíèå âîïðîñîâ îïòèìèçàöèè èìåþùèõñÿ ñõåì.

Ïîëíóþ âåðñèþ îáçîðà ïîñòêâàíòîâûõ êðèïòîñèñòåì íà èçîãåíèÿõ ìîæíî íàéòè
â [18].

Çàêëþ÷åíèå
Íà îñíîâå ïðîâåä¼ííîãî àíàëèçà ìîæíî ñäåëàòü âûâîä, ÷òî ñ òî÷êè çðåíèÿ áûñò-

ðîäåéñòâèÿ ñàìûìè ïåðñïåêòèâíûìè êàíäèäàòàìè íà ðîëü ñòàíäàðòà ïîñòêâàíòîâîé
êðèïòîãðàôèè ÿâëÿþòñÿ êðèïòîñèñòåìû íà îñíîâå ðåø¼òîê. Îíè èìåþò ñðàâíèòåëüíî
íåáîëüøîé ðàçìåð êëþ÷åé, â òî âðåìÿ êàê êðèïòîñèñòåìû, îñíîâàííûå íà êîäàõ, èìåþò
áîëüøèé ðàçìåð êëþ÷åé è õóäøóþ ïðîèçâîäèòåëüíîñòü. Ñõåìû íà èçîãåíèÿõ, íåñìîò-
ðÿ íà íàèìåíüøèé ñðåäè ïðåäñòàâëåííûõ ïîäõîäîâ ðàçìåð êëþ÷åé, èìåþò íàèõóäøóþ
ïðîèçâîäèòåëüíîñòü. Ïðè ýòîì ñòîéêîñòü àêòóàëüíûõ ïîñòêâàíòîâûõ êðèïòîñèñòåì îñ-
íîâàíà íà âû÷èñëèòåëüíîé ñëîæíîñòè ðÿäà ÷àñòíûõ ñëó÷àåâ NP-òðóäíûõ çàäà÷, è íà
äàííûé ìîìåíò íå èçâåñòíû àòàêè, êîòîðûå áû ïîíèæàëè å¼ ñåðü¼çíûì îáðàçîì.
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ÀËÃÅÁÐÀÈ×ÅÑÊÈÉ ÊÐÈÏÒÎÀÍÀËÈÇ 9 ÐÀÓÍÄÎÂ
ÍÈÇÊÎÐÅÑÓÐÑÍÎÃÎ ÁËÎ×ÍÎÃÎ ØÈÔÐÀ SIMON32/641

Å.À. Ìàðî, Î.Ñ. Çàèêèí

Ðàññìàòðèâàåòñÿ íèçêîðåñóðñíûé áëî÷íûé øèôð Simon32/64 èç ñåìåéñòâà Simon.
Ïîëíàÿ âåðñèÿ ýòîãî øèôðà ñîñòîèò èç 32 ðàóíäîâ. Çàäà÷è êðèïòîàíàëèçà äëÿ
8 ðàóíäîâ Simon32/64 áûëè íåîäíîêðàòíî ðåøåíû ñ ïîìîùüþ SAT-ïîäõîäà, ò. å.
ïóò¼ì ñâåäåíèÿ ê ïðîáëåìå áóëåâîé âûïîëíèìîñòè è èñïîëüçîâàíèÿ SAT-ðåøàòå-
ëåé. Äëÿ 9 ðàóíäîâ çàäà÷à âñå åù¼ ÿâëÿåòñÿ ñëîæíîé äëÿ SAT-ïîäõîäà. Ïîñòðîåíà
SAT-êîäèðîâêà êðèïòîàíàëèçà 9-ðàóíäîâîé âåðñèè Simon32/64. Ñôîðìèðîâàíû
òðè êëàññà òåñòîâ â çàâèñèìîñòè îò ñïîñîáà âûáîðà îòêðûòîãî òåêñòà. Ñ ïîìî-
ùüþ ïàðàëëåëüíîãî SAT-ðåøàòåëÿ âî âñåõ ñëó÷àÿõ óäàëîñü óñïåøíî ðåøèòü çà-
äà÷è êðèïòîàíàëèçà ïðè óñëîâèè, ÷òî 16 èç 64 áèòîâ ñåêðåòíîãî êëþ÷à èçâåñòíû.

Êëþ÷åâûå ñëîâà: íèçêîðåñóðñíûé áëî÷íûé øèôð, ñåìåéñòâî øèôðîâ Simon,

àëãåáðàè÷åñêèé êðèïòîàíàëèç, SAT-ðåøàòåëü.

Ââåäåíèå
Íèçêîðåñóðñíûå øèôðû ïîëó÷àþò âñ¼ áîëüøåå ðàñïðîñòðàíåíèå â ìàëîðåñóðñíûõ

IoT- óñòðîéñòâàõ, òàêèõ, êàê RFID-ñ÷èòûâàòåëè, ñåíñîðû, èíäèêàòîðû, äàò÷èêè, êîí-
òðîëëåðû. Çàäà÷à îáåñïå÷åíèÿ áåçîïàñíîñòè õðàíåíèÿ è ïåðåäà÷è äàííûõ äëÿ ïîäîá-
íûõ óñòðîéñòâ ìîæåò áûòü ðåøåíà ïðèìåíåíèåì ñïåöèàëüíûõ êðèïòîãðàôè÷åñêèõ àë-
ãîðèòìîâ, ðàññ÷èòàííûõ íà ýôôåêòèâíóþ ðåàëèçàöèþ â óñëîâèÿõ îãðàíè÷åííûõ âû-
÷èñëèòåëüíûõ ðåñóðñîâ. Îäíèì èç àëãîðèòìîâ íèçêîðåñóðñíîãî øèôðîâàíèÿ, ïðèíÿ-
òûì â êà÷åñòâå ìåæäóíàðîäíîãî ñòàíäàðòà äëÿ ñèñòåì ñâÿçè ïî ðàäèîèíòåðôåéñó, ÿâ-
ëÿåòñÿ ñåìåéñòâî ñèììåòðè÷íûõ áëî÷íûõ øèôðîâ Simon (ISO/IEC 29167-21:2018) [1].
Ïðîåêòèðîâàíèå íèçêîðåñóðñíûõ øèôðîâ ñ óñëîâèåì èõ ïðèìåíèìîñòè â ìàëîðåñóðñ-
íûõ ñèñòåìàõ îáóñëàâëèâàåò íåîáõîäèìîñòü ñîêðàùåíèÿ òèïîâ èñïîëüçóåìûõ ïðåîáðà-
çîâàíèé è, êàê ñëåäñòâèå, ïðèâîäèò ê íèçêîé ìóëüòèïëèêàòèâíîé ñëîæíîñòè (íèçêîé
íåëèíåéíîñòè), ÷òî îáîñíîâûâàåò âàæíîñòü èññëåäîâàíèÿ ñòîéêîñòè íèçêîðåñóðñíûõ
àëãîðèòìîâ øèôðîâàíèÿ ê àëãåáðàè÷åñêèì ìåòîäàì êðèïòîàíàëèçà. Â àëãåáðàè÷å-
ñêèõ ìåòîäàõ àíàëèçà èñïîëüçóåòñÿ ïðåäñòàâëåíèå êðèïòîãðàôè÷åñêîãî ïðåîáðàçîâà-
íèÿ â âèäå ñèñòåìû íåëèíåéíûõ óðàâíåíèé, ñâÿçûâàþùèõ íàáîðû èçâåñòíûõ äàííûõ è
ñåêðåòíûé êëþ÷ øèôðîâàíèÿ, è ïðèìåíÿþòñÿ ðàçëè÷íûå àëãîðèòìû ïîèñêà ðåøåíèé
ñèñòåìû óðàâíåíèé. Â êà÷åñòâå ðàñïðîñòðàí¼ííûõ ïîäõîäîâ ê ðåøåíèþ îïèñûâàþùèõ
øèôðû ñèñòåì óðàâíåíèé ìîæíî âûäåëèòü:

� ìåòîä ëèíåàðèçàöèè è åãî ðàñøèðåííûå âàðèàíòû (eXtended Linearization (XL),
eXtended Sparse Linearization (XSL), Fix eXtended Linearization (FXL), ElimLin);

1Çàèêèí Î.Ñ. âûïîëíèë ñâîþ ÷àñòü ðàáîòû çà ñ÷¼ò ñóáñèäèè Ìèíîáðíàóêè Ðîññèè â ðàìêàõ ïðî-
åêòà �121041300065-9.
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� ìåòîä ñâåäåíèÿ ê çàäà÷å âûïîëíèìîñòè áóëåâûõ ôîðìóë (SAT-çàäà÷å) ñ ïðèìåíå-
íèåì ýôôåêòèâíûõ SAT-ðåøàòåëåé.

Àíàëèç íàó÷íûõ èññëåäîâàíèé, ïîñâÿù¼ííûõ àëãåáðàè÷åñêîìó êðèïòîàíàëèçó íèçêî-
ðåñóðñíûõ øèôðîâ ñåìåéñòâà Simon, ïîêàçàë ïîòåíöèàëüíóþ ïåðñïåêòèâíîñòü ïîäõî-
äîâ, îñíîâàííûõ íà ñâåäåíèè ê çàäà÷å áóëåâîé âûïîëíèìîñòè ôîðìóë è ïîñëåäóþùåì
èñïîëüçîâàíèè SAT-ðåøàòåëåé [2�5].

1. Ñåìåéñòâî íèçêîðåñóðñíûõ øèôðîâ Simon-2n/nm
Íèçêîðåñóðñíûé áëî÷íûé øèôð Simon ïðåäëîæåí â [6] è ïðåäñòàâëÿåò ñîáîé ñå-

ìåéñòâî íèçêîðåñóðñíûõ øèôðîâ LRX-àðõèòåêòóðû ñ âûáèðàåìûìè äëèíàìè áëîêà
òåêñòà è êëþ÷à øèôðîâàíèÿ, îáåñïå÷èâàþùèìè âîçìîæíîñòü îïòèìèçàöèè ïàðàìåò-
ðîâ ïîä êîíêðåòíóþ àïïàðàòíóþ ðåàëèçàöèþ. Øèôð Simon (ðèñ. 1) îñíîâàí íà ñõåìå
ñåòè Ôåéñòåëÿ, â ðàóíäîâîé ôóíêöèè êîòîðîé èñïîëüçóþòñÿ îïåðàöèè öèêëè÷åñêîãî
ñäâèãà âëåâî íà 1, 2 è 8 áèò, ïîáèòîâîãî óìíîæåíèÿ (AND) è ïîáèòîâîãî ñëîæåíèÿ
(XOR).

i i

i i

i

Ðèñ. 1. Ñòðóêòóðà ðàóíäîâîé ôóíêöèè øèôðà Simon

Øèôð Simon ñ n-áèòîâûì ñëîâîì îáîçíà÷àåòñÿ Simon-2n, ãäå n ìîæåò ïðèíèìàòü
çíà÷åíèÿ 16, 24, 32, 48 è 64 áèòà. Äëÿ çàäàíèÿ èñïîëüçóåìîé äëèíû êëþ÷à m øèôðà
Simon ïðèìåíÿåòñÿ çàïèñü Simon-2n/mn. Ñîîòíîøåíèÿ äëèíû áëîêà è äëèíû êëþ÷à
øèôðîâàíèÿ äëÿ ñåìåéñòâà Simon ïðèâåäåíû â òàáë. 1.

Ðàóíäîâîå ïðåîáðàçîâàíèå øèôðà Simon èìååò âèä

F (Li−1) = (Li−1 ≪ 1) ∧ (Li−1 ≪ 8)⊕ (Li−1 ≪ 2).
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Òà á ë è ö à 1
Ñîîòíîøåíèå äëèíû áëîêà è äëèíû êëþ÷à øèôðîâàíèÿ äëÿ ñåìåéñòâà Simon

Äëèíà áëîêà
2n

Äëèíà êëþ÷à
mn

Ðàçìåð
ñëîâà n

×èñëî ñëîâ
â êëþ÷å m

Çíà÷åíèå
êîíñòàíòû z

×èñëî
ðàóíäîâ T

32 64 16 4 z0 32
48 72 24 3 z0 36

96 4 z1 36
64 96 32 3 z2 42

128 4 z3 44
96 96 48 2 z2 52

144 3 z3 54
128 128 64 2 z2 68

192 3 z3 69
256 4 z4 72

Ëåâàÿ è ïðàâàÿ ïîëîâèíû âõîäíîãî âåêòîðà Li||Ri i-ãî ðàóíäà øèôðà Simon ìîãóò
áûòü ïðåäñòàâëåíû â âèäå ôîðìóë

Li = Ri−1 ⊕ F (Li−1)⊕Ki−1;

Ri = Li−1.

Ïåðâûåm ðàóíäîâûõ êëþ÷åé øèôðà Simon ñîîòâåòñòâóþò ñåêðåòíîìó êëþ÷ó øèô-
ðîâàíèÿ K0, K1, . . . , Km−1, à ïîñëåäóþùèå ðàóíäîâûå êëþ÷è â çàâèñèìîñòè îò ïàðà-
ìåòðà m âûðàáàòûâàþòñÿ ïî ñëåäóþùåé ôîðìóëå:

Ki+m =


c⊕ (zj)i ⊕Ki ⊕ (I ⊕ S−1)S−3Ki+1, m = 2,

c⊕ (zj)i ⊕Ki ⊕ (I ⊕ S−1)S−3Ki+2, m = 3,

c⊕ (zj)i ⊕Ki ⊕ (I ⊕ S−1) (S−3Ki+3 ⊕Ki+1), m = 4.

2. SAT-êîäèðîâêà øèôðà Simon 32/64
Íà îñíîâå ðåçóëüòàòîâ àëãåáðàè÷åñêîãî àíàëèçà 8-ðàóíäîâîãî øèôðà Simon

32/64 [2] â êà÷åñòâå èññëåäóåìîãî íèçêîðåñóðñíîãî áëî÷íîãî øèôðà âûáðàí 9-ðàóí-
äîâûé Simon 32/64. Îïèñàíèå T ðàóíäîâ øèôðà Simon 2n/nm ñîäåðæèò nT êâàäðà-
òè÷íûõ óðàâíåíèé ñ ÷èñëîì íåèçâåcòíûõ n(T − 2)+ nm. Â õîäå îïèñàíèÿ 9-ðàóíäîâîé
âåðñèè Simon 32/64 ñôîðìèðîâàíî 144 êâàäðàòè÷íûõ óðàâíåíèÿ ñî 176 ïåðåìåííû-
ìè. Ñòðóêòóðà ñèñòåìû óðàâíåíèé øèôðà Simon 2n/nm ïðè àëãåáðàè÷åñêîì àíàëèçå
ïîäðîáíî ïðåäñòàâëåíà â [7]. Ïîëó÷åííàÿ ñèñòåìà ìîæåò áûòü çàäàíà ôîðìóëîé

k0,0 ⊕ x2,0 ⊕ 1 = 0,

k0,1 ⊕ x2,1 = 0,

k0,2 ⊕ x2,2 ⊕ 1 = 0,

. . .

k1,0 ⊕ x2,2 ⊕ x2,1 ∗ x2,8 ⊕ x3,0 = 0,

. . .

k0,3 ⊕ k1,2 ⊕ k1,4 ⊕ k1,5 ⊕ k1,6 ⊕ k1,14 ⊕ k1,15 ⊕ k2,2 ⊕ k2,6 ⊕ k2,7 ⊕ k2,9 ⊕ k2,13⊕
k2,15 ⊕ k3,0 ⊕ k3,6 ⊕ k3,7 ⊕ k3,8 ⊕ k3,9 ⊕ k3,11 ⊕ k3,12 ⊕ k3,15 ⊕ x8,15 = 0,

ãäå ki,j ñîîòâåòñòâóåò j-ìó áèòó i-ãî ðàóíäîâîãî êëþ÷à.
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Äëÿ ïðîâåäåíèÿ ýêñïåðèìåíòîâ áûëè ñîñòàâëåíû ñèñòåìû íåëèíåéíûõ óðàâíåíèé,
îïèñûâàþùèõ øèôðîâàíèå 9-ðàóíäîâîãî Simon32/64 íà òð¼õ ðàçëè÷íûõ çíà÷åíèÿõ
ñåêðåòíîãî êëþ÷à: Key1 = (0xb2fe,0x7c97,0xa734,0x8a7f); Key2 = (0xe5e1,0x3e5c,
0xfe34,0x7a47); Key3 = (0xd8a6,0x28f0,0x4c35,0xac81).

Ðàññìîòðåíû ñëåäóþùèå ñöåíàðèè ãåíåðàöèè ñèñòåìû, â êàæäîì èç êîòîðûõ øèô-
ðóåòñÿ 64 áèòà îòêðûòîãî òåêñòà:

� ñöåíàðèé ¾rand¿� ñèñòåìà óðàâíåíèé ôîðìèðóåòñÿ äëÿ äâóõ ñëó÷àéíûõ çíà÷å-
íèé îòêðûòîãî òåêñòà (èñïîëüçîâàëèñü òðè ïàðû òåêñòîâ: P1 = 0x65656877 è
P2 = 0x34895467; P1 = 0x30d7f42b è P2 = 0x591a97c5; P1 = 0xd19a13c4 è
P2 = 0x0b597351);

� ñöåíàðèé ¾nulldist¿ � ñèñòåìà óðàâíåíèé ôîðìèðóåòñÿ äëÿ äâóõ âûáðàííûõ çíà-
÷åíèé îòêðûòîãî òåêñòà: ïåðâûé òåêñò ïðèíèìàåò íóëåâîå çíà÷åíèå (P1 = 0x0),
âòîðîé îòëè÷àåòñÿ òîëüêî â ìëàäøåì áèòå (P2 = 0x1);

� ñöåíàðèé ¾randdist¿ � ñèñòåìà óðàâíåíèé ôîðìèðóåòñÿ äëÿ äâóõ âûáðàííûõ çíà÷å-
íèé îòêðûòîãî òåêñòà: ïåðâûé òåêñò âûáèðàåòñÿ ïðîèçâîëüíî, âòîðîé òåêñò îòëè÷à-
åòñÿ òîëüêî â ìëàäøåì áèòå (èñïîëüçîâàëèñü òðè ïàðû òåêñòîâ: P1 = 0x65656877

è P2 = 0x65656876; P1 = 0x30d7f42b è P2 = 0x30d7f42a; P1 = 0xd19a13c4 è
P2 = 0xd19a13c5).

Êîíâåðòàöèÿ ñèñòåìû íåëèíåéíûõ óðàâíåíèé â çàäà÷ó âûïîëíèìîñòè áóëåâûõ ôîð-
ìóë â êîíúþíêòèâíîé íîðìàëüíîé ôîðìå (ÊÍÔ) îñóùåñòâëÿëàñü ñ ñðåäå SageMath
ñ èñïîëüçîâàíèåì èíñòðóìåíòàANF2CNFConverter. Èòîãîâûå SAT-çàäà÷è äëÿ âñåõ
äåâÿòè îïèñàíèé øèôðîâàíèÿ 9-ðàóíäîâîãî Simon32/64 ñîäåðæàò 1 216 ëèòåðàëîâ è
20 512 äèçúþíêòîâ.

3. Êðèïòîàíàëèç 9 ðàóíäîâ Simon32/64
ñ ïîìîùüþ ïàðàëëåëüíîãî SAT-ðåøàòåëÿ

Îñíîâíûì ïîëíûì àëãîðèòìîì ðåøåíèÿ SAT-çàäà÷ ÿâëÿåòñÿ Con�ict-Driven Clause
Learning (CDCL) [8]. Íà ïåðâîì ýòàïå ýêñïåðèìåíòîâ íà êàæäîé èç äåâÿòè ÊÍÔ, ïî-
ñòðîåííûõ â ï. 2, áûë çàïóùåí ñîâðåìåííûé CDCL-ðåøàòåëü Kissat [9] âåðñèè 3.0
ñ ëèìèòîì âðåìåíè 24 ÷ íà ïåðñîíàëüíîì êîìïüþòåðå, îñíàù¼ííîì ïðîöåññîðîì AMD
Ryzen 3900x. Â ðåçóëüòàòå ðåøàòåëü íå ñìîã ðåøèòü íè îäíó èç çàäà÷ â óñòàíîâëåííûé
ëèìèò âðåìåíè.

Íà âòîðîì ýòàïå áûë ïðèìåí¼í ïîäõîä Cube-and-Conquer, ñîãëàñíî êîòîðîìó íà
ïåðâîé ñòàäèè çàäà÷à ðàçáèâàåòñÿ íà áîëåå ïðîñòûå ïîäçàäà÷è ñ ïîìîùüþ lookahead-
ðåøàòåëÿ, à çàòåì íà íèõ çàïóñêàåòñÿ CDCL-ðåøàòåëü [10]. Ýòîò ïîäõîä îáû÷íî ïðèìå-
íÿåòñÿ äëÿ ðåøåíèÿ çàäà÷ êîìáèíàòîðèêè è âû÷èñëèòåëüíîé ãåîìåòðèè, íî â [11] ñ åãî
ïîìîùüþ âïåðâûå ðåøåíû çàäà÷è êðèïòîàíàëèçà. Â [11] ïðåäëîæåí òàêæå àëãîðèòì
ïîñòðîåíèÿ ïðîãíîçîâ âðåìåíè ðåøåíèÿ SAT-çàäà÷. Â ýòîì àëãîðèòìå âàðüèðóåòñÿ
çíà÷åíèå îñíîâíîãî ïàðàìåòðà ïåðâîé ñòàäèè Cube-and-Conquer è äëÿ êàæäîãî çíà÷å-
íèÿ ñòðîèòñÿ ïðîãíîç íà îñíîâå ðåøåíèÿ âûáîðêè ïîäçàäà÷. Ñ ïîìîùüþ ýòîãî àëãî-
ðèòìà äëÿ êàæäîé èç äåâÿòè ðàññìàòðèâàåìûõ SAT-çàäà÷ ïîñòðîåí ïðîãíîç âðåìåíè
ðåøåíèÿ, â êà÷åñòâå CDCL-ðåøàòåëÿ äëÿ âòîðîé ôàçû Cube-and-Conquer èñïîëüçî-
âàí Kissat. Ñîãëàñíî ïðîãíîçàì, äëÿ ðåøåíèÿ ýòèõ çàäà÷ äàííûì ïîäõîäîì òðåáóåòñÿ
íåðåàëüíî ìíîãî âðåìåíè. Ïîýòîìó äëÿ êàæäîé çàäà÷è áûë ðàññìîòðåí óïðîù¼ííûé
âàðèàíò, â êîòîðîì èçâåñòíû ïðàâèëüíûå çíà÷åíèÿ ïåðâûõ 16 (èç 64) ïåðåìåííûõ,
êîäèðóþùèõ ñåêðåòíûé êëþ÷.

Ýêñïåðèìåíòû ïðîâåäåíû íà âû÷èñëèòåëüíîì êëàñòåðå ¾Àêàäåìèê Â.Ì. Ìàòðî-
ñîâ¿ [12]. Èñïîëüçîâàëèñü 5 óçëîâ, â ñîñòàâ êàæäîãî èç êîòîðûõ âõîäèò äâà 18-ÿäåð-
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íûõ ïðîöåññîðà Intel Xeon E5-2695 v4. Èòîãî â êàæäîì çàïóñêå áûëè çàäåéñòâîâàíû
180 ÿäåð. Â ðåçóëüòàòå äëÿ êàæäîé èç äåâÿòè ÊÍÔ áûë íàéäåí âûïîëíÿþùèé íàáîð,
à ñîîòâåòñòâóþùèå 48 çíà÷åíèé ïåðåìåííûõ ñîâïàëè ñî çíà÷åíèÿìè èñêîìîãî ñåêðåò-
íîãî êëþ÷à. Â òàáë. 2 äëÿ êàæäîé ÊÍÔ óêàçàíî âðåìÿ ðåøåíèÿ, ïðîöåíò ðåø¼ííûõ
ïîäçàäà÷ íà ìîìåíò íàõîæäåíèÿ âûïîëíÿþùåãî íàáîðà, à òàêæå ïðîãíîç âðåìåíè,
íåîáõîäèìîãî íà ðåøåíèå âñåõ ïîäçàäà÷ â õóäøåì ñëó÷àå.

Òà á ë è ö à 2
Âðåìÿ ðåøåíèÿ çàäà÷ êðèïòîàíàëèçà Simon32/64,

â êîòîðûõ èçâåñòíû 16 èç 64 áèòîâ ñåêðåòíîãî êëþ÷à

Çàäà÷à Âðåìÿ Ðåøåíî ïîäçàäà÷, % Ïðîãíîç íà 100%
rand-Key1 10 ÷ 37 ìèí 7,03 151 ÷ 6 ìèí
rand-Key2 29 ÷ 33 ìèí 31,57 93 ÷ 36 ìèí
rand-Key3 12 ÷ 30 ìèí 17,17 72 ÷ 50 ìèí

nulldist-Key1 33 ÷ 52 ìèí 91 37 ÷ 13 ìèí
nulldist-Key2 4 ÷ 10 ìèí 54,35 7 ÷ 40 ìèí
nulldist-Key3 1 ÷ 10,82 9 ÷ 18 ìèí
randdist-Key1 2 ÷ 54 ìèí 75,21 3 ÷ 51 ìèí
randdist-Key2 1 ÷ 18 ìèí 46,08 2 ÷ 49 ìèí
randdist-Key3 34 ìèí 3,6 16 ÷ 4 ìèí

Ñîãëàñíî ïîëó÷åííûì ðåçóëüòàòàì, çàäà÷è ñ âûáðàííûì îòêðûòûì òåêñòîì ñóùå-
ñòâåííî ïðîùå äëÿ Cube-and-Conquer, ÷åì çàäà÷è ñî ñëó÷àéíûìè îòêðûòûì òåêñòîì.

Çàêëþ÷åíèå
Âïåðâûå îñóùåñòâë¼í àëãåáðàè÷åñêèé êðèïòîàíàëèç 9-ðàóíäîâîãî áëî÷íîãî øèô-

ðà Simon32/64 ñ 64 áèòàìè øèôðòåêñòà è îòêðûòîãî òåêñòà â ïðåäïîëîæåíèè, ÷òî
èçâåñòíû ïåðâûå 16 èç 64 áèòîâ ñåêðåòíîãî êëþ÷à. Íà ñóïåðêîìïüþòåðå âðåìÿ ðåøå-
íèÿ âàðüèðóåòñÿ îò ïîëó÷àñà äî 34 ÷ â çàâèñèìîñòè îò òîãî, êàê âûáðàí îòêðûòûé
òåêñò. Íà îñíîâå ïðåäñòàâëåííûõ ðåçóëüòàòîâ ìîæíî ñäåëàòü âûâîä, ÷òî, ðàçâèâàÿ èñ-
ïîëüçóåìûé ïîäõîä, âîçìîæíî îñóùåñòâèòü êðèïòîàíàëèç 9 ðàóíäîâ ïðè ïîëíîñòüþ
íåèçâåñòíîì ñåêðåòíîì êëþ÷å.
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Î ÐÀÇÍÎÑÒßÕ ÏÎ ÌÎÄÓËÞ 2n, Ñ ÂÛÑÎÊÎÉ ÂÅÐÎßÒÍÎÑÒÜÞ
ÏÐÎÕÎÄßÙÈÕ ×ÅÐÅÇ ARX-ÏÐÅÎÁÐÀÇÎÂÀÍÈÅ1

À.Ñ. Ìîêðîóñîâ, Í.À. Êîëîìååö

Èññëåäóþòñÿ âûñîêèå çíà÷åíèÿ ðàçíîñòíîé õàðàêòåðèñòèêè ïî ìîäóëþ 2n äëÿ
ïðåîáðàçîâàíèÿ (x⊕ y) ≪ r, ãäå x, y ∈ Zn2 è 1 ⩽ r < n. Îíè èíòåðåñíû â êîíòåê-
ñòå ðàçíîñòíîãî êðèïòîàíàëèçà øèôðîâ, èñïîëüçóþùèõ ñëîæåíèå ïî ìîäóëþ 2n,
ïîáèòîâûé XOR è öèêëè÷åñêèé ñäâèã áèòîâ íà r ïîçèöèé êàê áàçîâûå îïåðà-
öèè. Îïèñàíû âñå ðàçíîñòè ñ âåðîÿòíîñòüþ áîëüøå 1/4 ñ òî÷íîñòüþ äî ñèììåòðèé
àðãóìåíòîâ. Âîçìîæíûìè çíà÷åíèÿìè âåðîÿòíîñòè ïðè ýòîì óñëîâèè ÿâëÿþòñÿ
1/3+42−i/6 äëÿ âñåõ i ∈ {1, . . . , n}, ÷òî ñîâïàäàåò ñ àíàëîãè÷íûìè âåðîÿòíîñòÿìè
äëÿ ïðåîáðàçîâàíèÿ x⊕ y. Îïèñàíû ðàçíîñòè, íà êîòîðûõ äîñòèãàåòñÿ êàæäîå èç
çíà÷åíèé, è ïîäñ÷èòàíî èõ êîëè÷åñòâî. Óñòàíîâëåíî, ÷òî îáùåå ÷èñëî ðàçíîñòåé
ñ ïðèâåä¼ííûìè âåðîÿòíîñòÿìè ðàâíî 48n− 68 ïðè n ⩾ 2.

Êëþ÷åâûå ñëîâà: ARX, ðàçíîñòíûå õàðàêòåðèñòèêè, XOR, ñëîæåíèå ïî ìî-

äóëþ, öèêëè÷åñêèé ñäâèã áèòîâ.

Ââåäåíèå
ARX� êëàññ êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ, áàçîâûìè îïåðàöèÿìè â êîòîðûõ

ÿâëÿþòñÿ ñëîæåíèå ïî ìîäóëþ 2n (⊞), ïîáèòîâîå ¾èñêëþ÷àþùåå èëè¿ (XOR, ⊕) è
öèêëè÷åñêèé ñäâèã áèòîâ íà r ïîçèöèé â ñòîðîíó ñòàðøèõ ðàçðÿäîâ (≪ r) � ñì., íà-
ïðèìåð, FEAL [1], Speck [2], Salsa20 [3] è ChaCha [4].

Âàæíî, ÷òîáû øèôð áûë ñòîéêèì ê ðàçíîñòíîìó êðèïòîàíàëèçó [5], îñíîâà êîòîðî-
ãî � èçó÷åíèå ïðåîáðàçîâàíèÿ ðàçíîñòåé àëãîðèòìîì øèôðîâàíèÿ. Êëþ÷åâûì øàãîì
ïðè ðåàëèçàöèè ìåòîäà ÿâëÿåòñÿ âû÷èñëåíèå ðàçíîñòíûõ õàðàêòåðèñòèê è èõ ìàêñè-
ìàëüíûõ çíà÷åíèé ñ ó÷¼òîì ôèêñàöèé àðãóìåíòîâ. Ðàçíîñòè ìîãóò ðàññìàòðèâàòüñÿ,
íàïðèìåð, îòíîñèòåëüíî ⊕, ⊞, êàêîé-ëèáî äðóãîé îïåðàöèè èëè âîîáùå áûòü ñìåøàí-
íûìè [6�9].

Áóäåì ðàññìàòðèâàòü àðãóìåíòû âñåõ îïåðàöèé êàê ýëåìåíòû Zn2 , ò. å. ïðîñòðàíñòâà
äâîè÷íûõ âåêòîðîâ ðàçìåðíîñòè n. C âåêòîðîì x = (x1, . . . , xn) ∈ Zn2 ìû àññîöèèðóåì
öåëîå ÷èñëî

2n−1x1 + 2n−2x2 + · · ·+ 20xn,

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè � 075�15�2022�282.
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ò. å. áèòû ñëåâà ñîîòâåòñòâóþò ñòàðøèì ðàçðÿäàì ÷èñëà. Ïîä x⊞ y, ãäå y òàêæå èç Zn2 ,
ïîäðàçóìåâàåì ñëîæåíèå ïî ìîäóëþ 2n àññîöèèðîâàííûõ ñ íèìè ÷èñåë, −x ÿâëÿåò-
ñÿ îáðàòíûì ê àññîöèèðîâàííîìó ñ x ÷èñëó ïî ìîäóëþ 2n. Êàê ïðàâèëî, çàïèñûâàòü
ýëåìåíòû Zn2 áóäåì êàê öåëûå ÷èñëà, íàïðèìåð 0, 2n−1 è ò. ä.

Äëÿ ïðåîáðàçîâàíèé x⊕y è (x⊕y) ≪ r, ãäå 1 ⩽ r < n, ðàçíîñòíûå õàðàêòåðèñòèêè
îòíîñèòåëüíî ñëîæåíèÿ ïî ìîäóëþ 2n îïðåäåëÿþòñÿ ñëåäóþùèì îáðàçîì:

adp⊕(α, β → γ) =
1

4n
#{x, y ∈ Zn2 : (x⊞ α)⊕ (y ⊞ β) = γ ⊞ (x⊕ y)},

adpXR(α, β
r→ γ) =

1

4n
#{x, y ∈ Zn2 : ((x⊞ α)⊕ (y ⊞ β)) ≪ r = γ ⊞ ((x⊕ y) ≪ r)}.

Îòìåòèì, ÷òî ñâîéñòâà adp⊕ èññëåäîâàíû â [10�12], à adpXR � â [13, 14]. Îïðåäåëèì
ñëåäóþùèå ïðåîáðàçîâàíèÿ íà òðîéêàõ (α, β, γ) ∈ Zn2 × Zn2 × Zn2 :
� Tαβ : (α, β, γ) 7→ (β, α, γ), àíàëîãè÷íî îïðåäåëÿþòñÿ Tαγ è Tβγ;
� I : (α, β, γ) 7→ (α⊕ 2n−1, β ⊕ 2n−1, γ);
� Sα : (α, β, γ) 7→ (−α, β, γ), àíàëîãè÷íî îïðåäåëÿþòñÿ Sβ è Sγ.
Îáîçíà÷èì ÷åðåç E è E ′ ãðóïïû ïðåîáðàçîâàíèé, ïîðîæä¼ííûå ìíîæåñòâàìè

{Tαβ, Tβγ, Tαγ, I,Sα,Sβ,Sγ} è {Tαβ, I,Sα,Sβ,Sγ}

çàìûêàíèåì îòíîñèòåëüíî êîìïîçèöèè. Îíè èíòåðåñíû òåì, ÷òî ñîõðàíÿþò çíà÷åíèÿ
adp⊕ è adpXR ñîîòâåòñòâåííî [12, 14].

Óòâåðæäåíèå 1 [12]. Äëÿ ëþáîãî ξ ∈ E è ëþáûõ α, β, γ ∈ Zn2 ñïðàâåäëèâî
adp⊕(α, β → γ) = adp⊕(α′, β′ → γ′), ãäå (α′, β′, γ′) = ξ(α, β, γ).

Óòâåðæäåíèå 2 [14]. Äëÿ ëþáîãî ξ ∈ E ′ è ëþáûõ α, β, γ ∈ Zn2 ñïðàâåäëèâî
adpXR(α, β

r→ γ) = adpXR(α′, β′ r→ γ′), ãäå (α′, β′, γ′) = ξ(α, β, γ).

Äëÿ α, β, γ ∈ Zn2 ââåä¼ì òàêæå E(α, β, γ) = {ξ(α, β, γ) : ξ ∈ E}. Àíàëîãè÷íîå îáîçíà-
÷åíèå áóäåì èñïîëüçîâàòü è äëÿ E ′.

Îïðåäåëèì áåñêîíå÷íóþ ïîñëåäîâàòåëüíîñòü ðàöèîíàëüíûõ ÷èñåë p1, p2, p3, . . . ñëå-
äóþùèì îáðàçîì:

pi =
1

3
+

42−i

6
, ãäå i ⩾ 1.

Å¼ òàêæå ìîæíî çàäàòü ðåêóððåíòíûì ñîîòíîøåíèåì pi+1 = pi − 2 · 4−i.
Â ðàáîòå [15] äëÿ ðàçíîñòíîé õàðàêòåðèñòèêè adp⊕ îïèñàíû âñå çíà÷åíèÿ, ïðåâû-

øàþùèå 1/4. Ïðèâåä¼ì ñîîòâåòñòâóþùóþ òåîðåìó, èñïîëüçóÿ óæå ââåä¼ííûå îáîçíà-
÷åíèÿ:

Òåîðåìà 1 [15]. Ïóñòü α, β, γ ∈ Zn2 è P = adp⊕(α, β → γ) > 1/4. Òîãäà P ∈
∈ {p1, . . . , pn}. Áîëåå òîãî, P = pi ⇐⇒ (α, β, γ) ∈ E(2n−i, 2n−i, 0), ãäå 1 ⩽ i ⩽ n.

Èçâåñòíû è êîëè÷åñòâà ðàçíîñòåé, íà êîòîðûõ äîñòèãàåòñÿ êàæäîå èç çíà÷åíèé.

Ñëåäñòâèå 1 [15]. Îáîçíà÷èì ÷åðåç Ci êîëè÷åñòâî òðîåê (α, β, γ) ∈ Zn2 ×Zn2 ×Zn2 ,
òàêèõ, ÷òî adp⊕(α, β → γ) = pi, ãäå i ∈ {1, . . . , n}. Òîãäà:
� C1 = 4, C2 = 24;
� C3 = C4 = . . . = Cn = 48.

Íåòðóäíî ïîäñ÷èòàòü îáùåå êîëè÷åñòâî òàêèõ òðîåê.
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Ñëåäñòâèå 2. Ïóñòü n ⩾ 2. Òîãäà èìååòñÿ ðîâíî 48n − 68 òðîåê (α, β, γ) ∈ Zn2 ×
× Zn2 × Zn2 , òàêèõ, ÷òî adp⊕(α, β → γ) > 1/4.

Â äàííîé ðàáîòå îïèñàíû âñå òðîéêè, çíà÷åíèå adpXR íà êîòîðûõ áîëüøå 1/4. Ïî-
ëó÷åííûå ðåçóëüòàòû ïðåäñòàâëåíû àíàëîãè÷íî òåîðåìå 1 è å¼ ñëåäñòâèÿì. Äðóãèìè
ñëîâàìè, ìû ðàññìàòðèâàåì, êàê äîáàâëåíèå öèêëè÷åñêîãî ñäâèãà ê îïåðàöèè x ⊕ y
âëèÿåò íà âûñîêèå çíà÷åíèÿ å¼ ðàçíîñòíîé õàðàêòåðèñòèêè ïî ìîäóëþ 2n.

Çíà÷åíèÿ adpXR, ïðåâûøàþùèå 1/4

Ñëåäóþùàÿ òåîðåìà äîêàçàíà ñ èñïîëüçîâàíèåì ôîðìóëû äëÿ adpXR, ïðåäëîæåí-
íîé â [14].

Òåîðåìà 2. Ïóñòü α, β, γ ∈ Zn2 è P = adpXR(α, β
r→ γ) > 1/4, ãäå 1 ⩽ r < n.

Òîãäà P ∈ {p1, . . . , pn}. Áîëåå òîãî, P = pi, åñëè è òîëüêî åñëè òðîéêó (α, β, γ) ìîæíî
ïðèâåñòè ïðåîáðàçîâàíèÿìè èç E ′ ê îäíîé èç ñëåäóþùèõ:

1) (2n−i, 2n−i, 0) ïðè 1 ⩽ i ⩽ n;
2) (0, 2n−i+1, 2r−i+1) ïðè 2 ⩽ i ⩽ r + 1;
3) (2n−r−i+1, 0, 2n−i+1) ïðè 2 ⩽ i ⩽ n− r + 1.

Çàìå÷àíèå 1. Òðîéêè 1, 2 è 3 èç óñëîâèÿ òåîðåìû ñ ó÷¼òîì îãðàíè÷åíèé íà i
íå ïðèâîäÿòñÿ äðóã ê äðóãó ïðåîáðàçîâàíèÿìè èç E ′. Áîëåå òîãî, îíè íå ïðèâîäÿòñÿ
äðóã ê äðóãó è ïðåîáðàçîâàíèÿìè èç E , çà èñêëþ÷åíèåì ñëó÷àÿ ïðèâåäåíèÿ òðîéêè 2
ê òðîéêå 3 ïðè n = 2r.

Îòìåòèì, ÷òî i = 2 óäîâëåòâîðÿåò îãðàíè÷åíèÿì íà âñå òðîéêè ïðè n ⩾ 2. Òàêèì
îáðàçîì, çíà÷åíèå p2 = 1/2 ãàðàíòèðîâàííî äîñòèãàåòñÿ íà òð¼õ òðîéêàõ, íåïðèâîäè-
ìûõ äðóã ê äðóãó ïðåîáðàçîâàíèÿìè èç E ′. Ïåðåéä¼ì ê êîëè÷åñòâó òðîåê.

Ñëåäñòâèå 3. Äëÿ òðîåê âèäà 1, 2 è 3 èç óñëîâèÿ òåîðåìû ñïðàâåäëèâî:

� |E ′(2n−i, 2n−i, 0)| = 8 ïðè 2 < i ⩽ n, à òàêæå ðàâíî 2 è 4 ïðè i = 1 è i = 2
ñîîòâåòñòâåííî;

� |E ′(0, 2n−i+1, 2r−i+1)| = 16 ïðè 2 < i ⩽ r + 1, à òàêæå ðàâíî 4 ïðè i = 2;
� |E ′(2n−r−i+1, 0, 2n−i+1)| = 16 ïðè 2 < i ⩽ n− r + 1, à òàêæå ðàâíî 8 ïðè i = 2.

Òîãäà äëÿ êàæäîãî èç ðàññìàòðèâàåìûõ çíà÷åíèé âåðîÿòíîñòè êîëè÷åñòâà òðîåê
áóäóò ñëåäóþùèìè:

Ñëåäñòâèå 4. Ïóñòü Ci �êîëè÷åñòâî òðîåê (α, β, γ) ∈ Zn2 × Zn2 × Zn2 , òàêèõ, ÷òî
adpXR(α, β

r→ γ) = pi, ãäå i ∈ {1, . . . , n}. Òîãäà Ci ðàâíî:
� 2, åñëè i = 1;
� 16, åñëè i = 2;
� 40, åñëè 2 < i ⩽ min{r + 1, n− r + 1};
� 24, åñëè min{r + 1, n− r + 1} < i ⩽ max{r + 1, n− r + 1};
� 8, åñëè max{r + 1, n− r + 1} < i ⩽ n.

Â ÷àñòíîñòè, C3 = C4 = · · · = Cn = 24 ïðè r = 1 è r = n− 1.

Íåòðóäíî ïîäñ÷èòàòü è îáùåå êîëè÷åñòâî òðîåê.

Ñëåäñòâèå 5. Ïóñòü n ⩾ 2. Òîãäà èìååòñÿ ðîâíî 24n − 30 òðîåê (α, β, γ) ∈ Zn2 ×
× Zn2 × Zn2 , òàêèõ, ÷òî adpXR(α, β

r→ γ) > 1/4.
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Çàêëþ÷åíèå
Òàêèì îáðàçîì, çíà÷åíèÿ adp⊕ è adpXR, ïðåâûøàþùèå 1/4, ñîâïàäàþò. Îäíàêî

â ñëó÷àå ôóíêöèè (x ⊕ y) ≪ r ðàçíîñòè, íà êîòîðûõ äîñòèãàþòñÿ äàííûå çíà÷åíèÿ,
íåëüçÿ îïèñàòü îäíèì íàáîðîì àðãóìåíòîâ (ñ òî÷íîñòüþ äî ñèììåòðèé). Êðîìå òîãî,
ñóììàðíîå êîëè÷åñòâî òðîåê, âåðîÿòíîñòü êîòîðûõ áîëüøå 1/4, ïî÷òè â 2 ðàçà ìåíüøå
ïðè íàëè÷èè öèêëè÷åñêîãî ñäâèãà. Ïðè ýòîì, àíàëîãè÷íî ðåçóëüòàòàì èç [14], ìèíè-
ìàëüíûå ðàçëè÷èÿ ïîëó÷àþòñÿ ïðè öèêëè÷åñêîì ñäâèãå íà îäíó ïîçèöèþ âëåâî èëè
âïðàâî.

Ïîëó÷åííûå ðåçóëüòàòû ìîæíî ïðèìåíèòü ê áîëåå øèðîêîìó êëàññó ïðåîáðàçî-
âàíèé, íàïðèìåð ê ôóíêöèÿì (x ≪ r) ⊕ y, ((x ⊞ y) ≪ r) ⊕ z è ò. ä., ïîñêîëüêó èõ
ðàçíîñòíûå õàðàêòåðèñòèêè ïðÿìî âûðàæàþòñÿ ÷åðåç çíà÷åíèÿ adpXR.
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Ñ.Ï. Ïàíàñåíêî

Íàñòîÿùàÿ ðàáîòà ÿâëÿåòñÿ îáçîðíîé è ïîñâÿùåíà âîïðîñàì ðàçðàáîòêè è
ñòàíäàðòèçàöèè íèçêîðåñóðñíûõ ñèììåòðè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ.
Êðàòêî îïèñàíû ïðè÷èíû âûäåëåíèÿ íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ â îò-
äåëüíûé êëàññ àëãîðèòìîâ, ðàññ÷èòàííûõ íà ïðèìåíåíèå â óñòðîéñòâàõ ñ îãðà-
íè÷åííûìè ðåñóðñàìè. Ïåðå÷èñëåíû îñíîâíûå íàïðàâëåíèÿ ñòàíäàðòèçàöèè íèç-
êîðåñóðñíûõ êðèïòîàëãîðèòìîâ êàê íà óðîâíå îáùåìèðîâûõ, òàê è íàöèîíàëü-
íûõ ñòàíäàðòîâ ðÿäà ñòðàí. Îïèñàíû îñíîâíûå ìåòîäû ðàçðàáîòêè íèçêîðåñóðñ-
íûõ êðèïòîàëãîðèòìîâ êàê íà îñíîâå ñóùåñòâóþùèõ àëãîðèòìîâ îáùåãî íàçíà-
÷åíèÿ, òàê è îðèãèíàëüíûõ. Ñôîðìóëèðîâàíû îñíîâíûå òåíäåíöèè ïðåäïîëàãà-
åìîãî äàëüíåéøåãî ðàçâèòèÿ íàïðàâëåíèÿ íèçêîðåñóðñíîé ñèììåòðè÷íîé êðèï-
òîãðàôèè: âîçìîæíûé óõîä îò óíèâåðñàëüíûõ íèçêîðåñóðñíûõ êðèïòîñòàíäàðòîâ
â ñòîðîíó ñïåöèàëèçèðîâàííûõ, óñèëåíèå òðåáîâàíèé ê íèçêîðåñóðñíûì êðèïòî-
ãðàôè÷åñêèì àëãîðèòìàì â ÷àñòè èõ êðèïòîñòîéêîñòè è ïîÿâëåíèå íîâûõ ïðè-
ìåíåíèé ïîäîáíûõ àëãîðèòìîâ, ÷òî ìîæåò ïîâëèÿòü íà ìåòîäû èõ ðàçðàáîòêè è
ïðåäúÿâëÿåìûå ê íèì òðåáîâàíèÿ.

Êëþ÷åâûå ñëîâà: íèçêîðåñóðñíàÿ êðèïòîãðàôèÿ, ñèììåòðè÷íîå øèôðîâàíèå,

õåøèðîâàíèå.

Ââåäåíèå
Ïîÿâëåíèå è øèðîêîå ðàñïðîñòðàíåíèå ðàçëè÷íûõ âèäîâ âû÷èñëèòåëüíûõ óñò-

ðîéñòâ, îáëàäàþùèõ íåáîëüøèìè ðåñóðñàìè (ýòî, â ÷àñòíîñòè, ìåòêè ðàäèî÷àñòîòíîé
èäåíòèôèêàöèè (Ð×È), èìïëàíòèðóåìûå ìåäèöèíñêèå ïðèáîðû, ñåíñîðû è àêòóàòî-
ðû ðàçëè÷íîãî íàçíà÷åíèÿ), ïðèâåëî ê âûäåëåíèþ êëàññà íèçêîðåñóðñíûõ êðèïòîãðà-
ôè÷åñêèõ àëãîðèòìîâ. Â êà÷åñòâå ïðèìåðîâ âû÷èñëèòåëåé ñ êðàéíå îãðàíè÷åííûìè
ðåñóðñàìè â [1] ïðèâîäÿòñÿ 4-áèòíûå ìèêðîêîíòðîëëåðû, à òàêæå ìèêðîêîíòðîëëåðû
ñ êðàéíå ìàëûì îáú¼ìîì îïåðàòèâíîé ïàìÿòè� îò 16 áàéò.

Íåñìîòðÿ íà îòñóòñòâèå çíà÷èòåëüíûõ ðåñóðñîâ ó ïîäîáíûõ óñòðîéñòâ, âî ìíîãèõ
èç îáëàñòåé èõ ïðèìåíåíèÿ òðåáóåòñÿ îáåñïå÷åíèå áåçîïàñíîãî îáìåíà äàííûìè, ïî-
ýòîìó ïðèìåíåíèå êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ â òàêèõ óñòðîéñòâàõ îñòàåòñÿ âîñ-
òðåáîâàííûì. Îäíàêî, êàê ñêàçàíî â [2], ¾â áîëüøèíñòâå îáû÷íûõ êðèïòîãðàôè÷åñêèõ
ñòàíäàðòîâ êîìïðîìèññû ìåæäó áåçîïàñíîñòüþ, ïðîèçâîäèòåëüíîñòüþ è òðåáîâàíèÿ-
ìè ê ðåñóðñàì ðåøåíû ïóò¼ì îïòèìèçàöèè äëÿ äåñêòîïíûõ è ñåðâåðíûõ ïðèìåíåíèé,
÷òî äåëàåò ñòàíäàðòû ñëîæíûìè èëè íåâîçìîæíûìè äëÿ ïðèìåíåíèÿ â óñòðîéñòâàõ
ñ îãðàíè÷åííûìè ðåñóðñàìè¿. Äàæå â ñëó÷àÿõ, êîãäà ðåàëèçàöèÿ ñóùåñòâóþùèõ êðèï-
òîñòàíäàðòîâ â ïîäîáíûõ óñòðîéñòâàõ âîçìîæíà, èõ áûñòðîäåéñòâèå ìîæåò áûòü íåäî-
ïóñòèìî íèçêèì (èëè çàòðàòû ýíåðãèè� ñëèøêîì áîëüøèìè äëÿ óñòðîéñòâà). È òî è
äðóãîå, â ÷àñòíîñòè, îñîáåííî êðèòè÷íî äëÿ ïàññèâíûõ Ð×È-ìåòîê, ðàáîòàþùèõ íà
ýíåðãèè ýëåêòðîìàãíèòíîãî ïîëÿ, ãåíåðèðóåìîãî ñ÷èòûâàòåëåì, ïðè ýòîì ìåòêà äîëæ-
íà óñïåòü ñôîðìèðîâàòü è ïåðåäàòü îòâåò çà (âîçìîæíî, êîðîòêîå) âðåìÿ íàõîæäåíèÿ
â çîíå äåéñòâèÿ ñ÷èòûâàòåëÿ.

Ñîâîêóïíîñòü èçëîæåííûõ ôàêòîðîâ è ñòàëà ïðè÷èíîé âûäåëåíèÿ íèçêîðåñóðñíûõ
êðèïòîàëãîðèòìîâ â îòäåëüíûé êëàññ, à òàêæå îáîñíîâàíèåì íåîáõîäèìîñòè ðàçðàáîò-
êè íèçêîðåñóðñíûõ êðèïòîãðàôè÷åñêèõ ñòàíäàðòîâ, îïèñûâàþùèõ êðèïòîàëãîðèòìû,
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ñïåöèàëüíî ïðåäíàçíà÷åííûå äëÿ èñïîëüçîâàíèÿ â óñòðîéñòâàõ ñ îãðàíè÷åííûìè ðå-
ñóðñàìè.

1. Ñòàíäàðòèçàöèÿ íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ
Êàê è ðàçðàáîòêà îáû÷íûõ êðèïòîãðàôè÷åñêèõ ñòàíäàðòîâ, ñòàíäàðòèçàöèÿ íèç-

êîðåñóðñíûõ êðèïòîàëãîðèòìîâ ïðåñëåäóåò çàäà÷è âûáîðà õîðîøî èçó÷åííûõ è èññëå-
äîâàííûõ àëãîðèòìîâ ñ îïðåäåë¼ííûì óðîâíåì êðèïòîãðàôè÷åñêîé ñòîéêîñòè è äî-
ñòàòî÷íûìè ïîêàçàòåëÿìè áûñòðîäåéñòâèÿ, à òàêæå äëÿ îáåñïå÷åíèÿ ñîâìåñòèìîñòè
ðàçëè÷íûõ ðåàëèçàöèé, îñíîâàííûõ íà ñòàíäàðòíûõ êðèïòîàëãîðèòìàõ.

Íà òåêóùèé ìîìåíò ñóùåñòâóåò ñåìåéñòâî ìåæäóíàðîäíûõ ñòàíäàðòîâ ISO/IEC
29192 (Information technology � Security techniques � Lightweight cryptography), îïèñû-
âàþùèõ íèçêîðåñóðñíûå êðèïòîãðàôè÷åñêèå àëãîðèòìû è ïðîòîêîëû ñëåäóþùèõ êàòå-
ãîðèé: àëãîðèòìû ñèììåòðè÷íîãî øèôðîâàíèÿ (áëî÷íûå è ïîòî÷íûå), àñèììåòðè÷íûå
êðèïòîàëãîðèòìû, ôóíêöèè õåøèðîâàíèÿ, êîäû àóòåíòèôèêàöèè ñîîáùåíèé è ïðîòî-
êîëû àóòåíòèôèêàöèè. Â Åâðîñîþçå è â ðÿäå ñòðàí íà íàöèîíàëüíîì óðîâíå òàêæå
âåäóòñÿ ðàáîòû ïî ñòàíäàðòèçàöèè íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ, â ÷àñòíîñòè:

� çàâåðøèâøèéñÿ â 2023 ã. êîíêóðñ Íàöèîíàëüíîãî èíñòèòóòà ñòàíäàðòîâ è òåõíîëî-
ãèé ÑØÀ (NIST�National Institute of Standards and Technology) ïî âûáîðó àë-
ãîðèòìîâ õåøèðîâàíèÿ è áëî÷íîãî øèôðîâàíèÿ â ðåæèìå àóòåíòèôèöèðîâàííîãî
øèôðîâàíèÿ ñ èñïîëüçîâàíèåì àññîöèèðîâàííûõ äàííûõ (AEAD�Authenticated
Encryption with Associated Data);

� ïðîøåäøèé ñ 2013 ïî 2019 ã. áîëåå øèðîêèé ïî öåëÿì åâðîïåéñêèé ïðîåêò CAESAR
(Competition for Authenticated Encryption: Security, Applicability, and Robustness) ïî
âûáîðó ïîðòôîëèî àëãîðèòìîâ àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ; îäíî èç òð¼õ
íàïðàâëåíèé êîíêóðñà áûëî ïîñâÿùåíî âûáîðó íèçêîðåñóðñíûõ àëãîðèòìîâ;

� â ðàìêàõ ðàáîòû îðãàíèçàöèè ïî âûáîðó êðèïòîñòàíäàðòîâ ßïîíèè CRYPTREC
(Cryptography Research and Evaluation Committees) òàêæå ïðîâîäèòñÿ îöåíêà íèç-
êîðåñóðñíûõ êðèïòîàëãîðèòìîâ ñ öåëüþ âûðàáîòêè ðåêîìåíäàöèé ïî èõ èñïîëüçî-
âàíèþ â ãîñóäàðñòâåííûõ îðãàíèçàöèÿõ ßïîíèè.

Îòìåòèì, ÷òî ïåðå÷èñëåííûå ïðîåêòû èìåþò ñèëüíî ðàçëè÷àþùóþñÿ çíà÷èìîñòü:
ïî ðåçóëüòàòàì êîíêóðñà, ïðîâåäåííîãî NIST, îæèäàåòñÿ âûõîä ñîîòâåòñòâóþùåãî
ñòàíäàðòà ÑØÀ íà îñíîâå âûáðàííîãî ñåìåéñòâà àëãîðèòìîâ Ascon [3] (àíàëîãè÷íûå
ïðåäûäóùèå ñòàíäàðòû îòíîñèòåëüíî áûñòðî ñòàíîâèëèñü äå-ôàêòî ìèðîâûìè), òîãäà
êàê âûâîäû ïðîåêòà CAESAR ÿâëÿþòñÿ òîëüêî ðåêîìåíäàòåëüíûìè.

2. Îñíîâíûå ìåòîäû ðàçðàáîòêè íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ
Ïðè ðàçðàáîòêå íèçêîðåñóðñíûõ àëãîðèòìîâ â êà÷åñòâå ¾ñòðîèòåëüíûõ áëîêîâ¿

èñïîëüçóþòñÿ êàê ýëåìåíòû êðèïòîàëãîðèòìîâ îáùåãî íàçíà÷åíèÿ, òàê è ñïåöèôè÷å-
ñêèå äëÿ íèçêîðåñóðñíîé êðèïòîãðàôèè ïðåîáðàçîâàíèÿ. Ìîæíî âûäåëèòü íåñêîëüêî
îñíîâíûõ ìåòîäîâ ðàçðàáîòêè ñèììåòðè÷íûõ íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ:

1) Ýêñòåíñèâíîå ¾óïðîùåíèå¿ ñóùåñòâóþùèõ àëãîðèòìîâ îáùåãî íàçíà÷åíèÿ�
ñíèæåíèå èõ ðåñóðñî¼ìêîñòè çà ñ÷¼ò óìåíüøåíèÿ ðàçìåðíîñòè îñíîâíûõ ïà-
ðàìåòðîâ èëè óïðîùåíèÿ èñïîëüçóåìûõ â àëãîðèòìàõ îïåðàöèé, â ÷àñòíîñòè:

� óìåíüøåíèå ðàçìåðîâ êëþ÷åé, áëîêîâ äàííûõ, âûõîäíûõ çíà÷åíèé è
âíóòðåííåãî ñîñòîÿíèÿ;

� óìåíüøåíèå ðàçðÿäíîñòè è êîëè÷åñòâà òàáëèö çàìåí, êîëè÷åñòâà ðàóíäîâ
ïðåîáðàçîâàíèé.
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Â êà÷åñòâå ïðèìåðà ïðèâåä¼ì èçâåñòíûé àëãîðèòì DESL� íèçêîðåñóðñíûé âà-
ðèàíò àëãîðèòìà DES, èñïîëüçóþùèé åäèíñòâåííóþ òàáëèöó çàìåí âìåñòî âîñü-
ìè, çà ñ÷¼ò ÷åãî äîñòèãàåòñÿ çíà÷èòåëüíàÿ ýêîíîìèÿ ðåñóðñîâ, òðåáóåìûõ äëÿ
õðàíåíèÿ òàáëèö [4].

2) Óïðîùåíèå èëè ïîëíîå îòñóòñòâèå ïðîöåäóð ðàñøèðåíèÿ êëþ÷åé äëÿ àëãîðèò-
ìîâ ñèììåòðè÷íîãî øèôðîâàíèÿ; â ðÿäå ñëó÷àåâ � îðèåíòàöèÿ íà ¾ïðîøèòûå¿
êëþ÷è, ò. å. çàãðóæåííûå â óñòðîéñòâî èçíà÷àëüíî è íå ïîäëåæàùèå çàìåíå.
Ïðîøèòûå êëþ÷è, â ÷àñòíîñòè, èñïîëüçóþòñÿ â àëãîðèòìå KTANTAN [5].

3) Èñïîëüçîâàíèå èçâåñòíûõ (õîðîøî ïðîâåðåííûõ ñ òî÷êè çðåíèÿ êðèïòîñòîéêî-
ñòè ïðè îòíîñèòåëüíî ìàëîì ïîòðåáëåíèè ðåñóðñîâ) êîíñòðóêöèé â êà÷åñòâå
âíóòðåííèõ ïðåîáðàçîâàíèé, â ÷àñòíîñòè:

� sponge-ñòðóêòóðà, ñâîéñòâåííàÿ àëãîðèòìàì õåøèðîâàíèÿ è ëåæàùàÿ
â îñíîâå, â ÷àñòíîñòè, ñòàíäàðòà õåøèðîâàíèÿ SHA-3 [6]; èç íèçêîðåñóðñ-
íûõ êðèïòîàëãîðèòìîâ ñ ïîäîáíîé ñòðóêòóðîé ìîæíî ïðèâåñòè â ïðèìåð
àëãîðèòì Xoodyak [7];

� AES-ïîäîáíûå ïðåîáðàçîâàíèÿ (â ðÿäå ñëó÷àåâ èñïîëüçîâàíèå ðàóíäîâ
AES öåëèêîì); ïðèìåð: ðÿä âàðèàíòîâ àëãîðèòìà COMET [8];

� ARX-êîíñòðóêöèè (Add-Rotate-XOR), ïîäðàçóìåâàþùèå ïðèìåíåíèå ïðî-
ñòûõ ðàóíäîâ, âêëþ÷àþùèõ îïåðàöèè ñëîæåíèÿ ïî ìîäóëþ, ñîîòâåòñòâó-
þùåìó ðàçìåðíîñòè îïåðàíäîâ, öèêëè÷åñêîãî ñäâèãà è XOR; ïðèìåð: ñå-
ìåéñòâî àëãîðèòìîâ Sparkle [9].

4) Èçíà÷àëüíàÿ îðèåíòàöèÿ íà íåáîëüøèå ðàçìåðû îñíîâíûõ ïàðàìåòðîâ, à òàêæå
èñïîëüçîâàíèå âíóòðåííèõ ïðåîáðàçîâàíèé ñ íåçíà÷èòåëüíûìè òðåáîâàíèÿìè
ê ðåñóðñàì, â ÷àñòíîñòè:

� ñäâèãîâûõ ðåãèñòðîâ ñ ëèíåéíîé îáðàòíîé ñâÿçüþ (LFSR);
� ôèêñèðîâàííûõ èëè óïðàâëÿåìûõ áèòîâûõ ïåðåñòàíîâîê.

Â êà÷åñòâå ïðèìåðà òàêîãî àëãîðèòìà ìîæíî ïðèâåñòè àëãîðèòì ñèììåòðè÷-
íîãî øèôðîâàíèÿ Hummingbird ñ 16-áèòíûì ðàçìåðîì áëîêà, îñíîâàííûé íà
ïðèìåíåíèè LFSR [10].

3. Ïåðñïåêòèâû äàëüíåéøåãî ðàçâèòèÿ
Â ðåçóëüòàòå àíàëèçà òåêóùèõ òðåáîâàíèé ê íèçêîðåñóðñíûì êðèïòîàëãîðèòìàì,

ïîäõîäîâ ïî èõ ñîçäàíèþ è óñèëèé ïî ñòàíäàðòèçàöèè êðèïòîàëãîðèòìîâ äàííîãî êëàñ-
ñà, à òàêæå ïðîèñõîäÿùèõ â ïîñëåäíèå ãîäû èçìåíåíèé â äàííîé îáëàñòè ìîæíî ñäå-
ëàòü ðÿä ïðåäïîëîæåíèé î äàëüíåéøåì ðàçâèòèè íèçêîðåñóðñíîé êðèïòîãðàôèè.

Âî-ïåðâûõ, â òå÷åíèå ïîñëåäíèõ ëåò ìû ìîãëè íàáëþäàòü ñìåùåíèå ñïåêòðà
óñòðîéñòâ, â êîòîðûõ ïðèìåíÿþòñÿ íèçêîðåñóðñíûå êðèïòîàëãîðèòìû, â ñòîðîíó âñ¼
áîëåå øèðîêîãî èõ èñïîëüçîâàíèÿ â êèáåðôèçè÷åñêèõ ñèñòåìàõ ðàçëè÷íîãî íàçíà÷å-
íèÿ, ò. å. ðàñøèðÿåòñÿ îáëàñòü ïðèìåíåíèÿ êðèïòîàëãîðèòìîâ â óñòðîéñòâàõ, íàõîäÿ-
ùèõñÿ â íèæíåé ÷àñòè ñïåêòðà óñòðîéñòâ ñ òî÷êè çðåíèÿ íàëè÷èÿ ó íèõ âû÷èñëè-
òåëüíûõ ðåñóðñîâ. Ýòî äà¼ò îñíîâàíèå ïðåäïîëàãàòü ïîÿâëåíèå ñëåäóþùèõ òðåíäîâ
â ðàçâèòèè íèçêîðåñóðñíîé êðèïòîãðàôèè, ñâÿçàííûõ ñ âîçìîæíûì óõîäîì îò óíè-
âåðñàëüíûõ íèçêîðåñóðñíûõ êðèïòîñòàíäàðòîâ â ñòîðîíó ñïåöèàëèçèðîâàííûõ:

� âîçìîæíîå âûäåëåíèå ïîäêëàññà àëãîðèòìîâ ñ êðàéíå ìàëûìè òðåáîâàíèÿìè ê ðå-
ñóðñàì äëÿ ïðèìåíåíèÿ â ìèíèìàëüíî îñíàù¼ííûõ óñòðîéñòâàõ; ïîêàçàòåëüíûì
ÿâëÿåòñÿ èçíà÷àëüíîå âûäåëåíèå ïîäîáíûõ êðèïòîàëãîðèòìîâ â îòäåëüíûé ïðî-
ôèëü â ðàìêàõ êîíêóðñà NIST [11];
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� âîçìîæíîå ðàçäåëåíèå íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ íà ïðåäíàçíà÷åííûå äëÿ
ïðîãðàììíîé èëè äëÿ àïïàðàòíîé ðåàëèçàöèè; çäåñü òàêæå óìåñòíî âñïîìíèòü ïðî
îäèí èç ïðîôèëåé àëãîðèòìîâ êîíêóðñà NIST, ïîäðàçóìåâàâøèé òðåáîâàíèÿ òîëüêî
ïî àïïàðàòíîé ðåàëèçàöèè àëãîðèòìîâ � ó÷àñòíèêîâ êîíêóðñà [11]; ôóíäàìåíòàëü-
íûå ðàçëè÷èÿ ìåæäó íàïðàâëåíèÿìè ìèíèìèçàöèè ðåñóðñî¼ìêîñòè ïðè ïðîãðàìì-
íûõ èëè àïïàðàòíûõ ðåàëèçàöèÿõ êðèïòîàëãîðèòìîâ áûëè îïèñàíû åù¼ â 2007 ã.
â ðàáîòå [12].

Âî-âòîðûõ, ïî ñðàâíåíèþ ñ òðåáîâàíèÿìè ïî êðèïòîñòîéêîñòè, ïðåäúÿâëÿåìûìè
ðàíåå ê íèçêîðåñóðñíûì êðèïòîàëãîðèòìàì è ïîäðàçóìåâàâøèìè íàëè÷èå êîìïðî-
ìèññà ìåæäó óðîâíåì êðèïòîñòîéêîñòè è áûñòðîäåéñòâèåì ïðè íèçêèõ òðåáîâàíèÿõ
ê ðåñóðñàì, ñîâðåìåííûå òðåáîâàíèÿ ê íèçêîðåñóðñíûì êðèïòîàëãîðèòìàì ïîäðàçóìå-
âàþò äîñòàòî÷íî âûñîêèé óðîâåíü êðèïòîñòîéêîñòè (íî íèæå ïðåäúÿâëÿåìûõ ê êðèï-
òîàëãîðèòìàì îáùåãî íàçíà÷åíèÿ� â ÷àñòíîñòè, îäíî èç òðåáîâàíèé êîíêóðñà NIST
ïîäðàçóìåâàëî ìèíèìóì 2112 îïåðàöèé äëÿ óñïåøíîé àòàêè íà 256-áèòíûé àëãîðèòì
õåøèðîâàíèÿ èëè íà àëãîðèòì øèôðîâàíèÿ ñî 128-áèòíûì êëþ÷îì) ïðè ñîõðàíåíèè
âûñîêèõ òðåáîâàíèé ê ñêîðîñòè îáðàáîòêè äàííûõ. Êðîìå òîãî, åñëè ðàíüøå ýêñïåð-
òàìè ìîãëè âûñêàçûâàòüñÿ ïðåäïîëîæåíèÿ (íàïðèìåð, â [13]), ÷òî àòàêè ñ èñïîëüçî-
âàíèåì óòå÷åê äàííûõ ïî ïîáî÷íûì êàíàëàì íå îáÿçàíû ïðèíèìàòüñÿ âî âíèìàíèå
ïðè îöåíêå íèçêîðåñóðñíîãî êðèïòîàëãîðèòìà, òî òðåáîâàíèÿ òîãî æå êîíêóðñà NIST
âêëþ÷àþò â ñåáÿ íàëè÷èå ó áóäóùèõ íèçêîðåñóðñíûõ ñòàíäàðòîâ âñòðîåííûõ ìåõàíèç-
ìîâ ïðîòèâîäåéñòâèÿ ïîäîáíûì àòàêàì.

Â-òðåòüèõ, ñ ïîÿâëåíèåì íîâûõ òåõíîëîãèé ñôåðà ïðèìåíåíèÿ íèçêîðåñóðñíûõ
êðèïòîàëãîðèòìîâ ðàñøèðÿåòñÿ, ÷òî ìîæåò â äàëüíåéøåì ïîâëèÿòü íà òðåáîâàíèÿ ê
òàêèì àëãîðèòìàì. Â êà÷åñòâå ïðèìåðà îòíîñèòåëüíî íîâîãî ïðèìåíåíèÿ íèçêîðåñóðñ-
íûõ êðèïòîàëãîðèòìîâ ïðèâåä¼ì íèçêîðåñóðñíûé áëîê÷åéí (lightweight blockchain),
îäíèì (íî íå åäèíñòâåííûì) èç ìåòîäîâ ïîñòðîåíèÿ êîòîðîãî ÿâëÿåòñÿ ïðèìåíåíèå
íèçêîðåñóðñíûõ êðèïòîàëãîðèòìîâ [14].
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ÄÎÏÎËÍÈÒÅËÜÍÀß ÎÏÒÈÌÈÇÀÖÈß ÀËÃÎÐÈÒÌÀ ÏÎÈÑÊÀ
ÃÀÐÀÍÒÈÐÎÂÀÍÍÎÃÎ ×ÈÑËÀ ÀÊÒÈÂÀÖÈÉ

Â ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÕ XS-ÑÕÅÌÀÕ1

Ä.Ð. Ïàðôåíîâ, À.Î. Áàõàðåâ

Ïðåäëîæåíà äîïîëíèòåëüíàÿ îïòèìèçàöèÿ àëãîðèòìà âû÷èñëåíèÿ ãàðàíòèðîâàí-
íîãî ÷èñëà àêòèâàöèé, ïðåäïîëàãàþùàÿ çàìåíó âû÷èñëåíèÿ ðàíãà ìàòðèöû ñîîò-
âåòñòâóþùåé XS-ñõåìû íà ïðîâåðêó ïðåôèêñà ïóòè â äåðåâå ïåðåáîðà. Àëãîðèòì
áûë ðåàëèçîâàí è äàë äâóêðàòíûé ïðèðîñò ïðîèçâîäèòåëüíîñòè ïî ñðàâíåíèþ
ñ ïðåäûäóùèì âàðèàíòîì. Ñ èñïîëüçîâàíèåì îïòèìèçèðîâàííîé âåðñèè àëãîðèò-
ìà ïðîâåäåíî íåñêîëüêî âû÷èñëèòåëüíûõ ýêñïåðèìåíòîâ, íàïðàâëåííûõ íà ïåðå-
áîð XS-ñõåì ðàçìåðíîñòè ìåíüøå 8 è íàéäåíû èõ ãàðàíòèðîâàííûå ÷èñëà àêòèâà-
öèé. Íà îñíîâå ïîëó÷åííûõ äàííûõ ïðåäëîæåíà êîíñòðóêöèÿ XS-ñõåì ïåðåìåííîé
ðàçìåðíîñòè, îáëàäàþùàÿ îïòèìàëüíûìè ÷èñëàìè àêòèâàöèè.

Êëþ÷åâûå ñëîâà: ãàðàíòèðîâàííîå ÷èñëî àêòèâàöèé, XS-ñõåìû, ðàçíîñòíûé
êðèïòîàíàëèç.

Ïðè ïîñòðîåíèè áëî÷íûõ øèôðîâ èñïîëüçóþòñÿ ïðîñòûå îïåðàöèè, èìåþùèå îä-
íîáóêâåííûå îáîçíà÷åíèÿ, òàêèå, êàê:

1) R � öèêëè÷åñêèé ñäâèã (rotation);
2) X � ïîáèòîâîå èñêëþ÷àþùåå ÈËÈ (XOR);
3) A � ñëîæåíèå ñëîâ êàê öåëûõ ÷èñåë ïî ìîäóëþ 2m (add);
4) L � ïîáèòîâûå ëîãè÷åñêèå îïåðàöèè È èëè ÈËÈ;
5) M � óìíîæåíèå ñëîâ êàê ýëåìåíòîâ ïîëÿ ïîðÿäêà 2m;
6) S � âçàèìíî-îäíîçíà÷íûå ïîäñòàíîâêè (S-áëîêè, substitution).

Êîíñòðóêöèè áëî÷íûõ øèôðîâ, îñíîâàííûå íà îïåðàöèÿõ X è S, íàçûâàþò-
ñÿ XS-ñõåìàìè è ïîêðûâàþò äîñòàòî÷íî øèðîêèé ñïåêòð áëî÷íûõ øèôðîâ, âêëþ÷àÿ
SM4, Skipjack, ñåòü Ôåéñòåëÿ. Â äàííîé ðàáîòå ðàññìàòðèâàåòñÿ çàäà÷à îïòèìèçà-
öèè àëãîðèòìà ïîèñêà ãàðàíòèðîâàííîãî ÷èñëà àêòèâàöèé [1], ïîçâîëÿþùåãî ïîëó÷èòü
îöåíêó ýôôåêòèâíîñòè ðàçíîñòíîãî êðèïòîàíàëèçà [2] XS-ñõåì.

Îòìåòèì, ÷òî àëãîðèòì ñâÿçàí ñ èññëåäîâàíèåì ëèíåéíîãî êîäà îïðåäåë¼ííîãî âè-
äà, êîòîðûé ñòðîèòñÿ íà îñíîâå ðàññìàòðèâàåìîãî øèôðà. Äëÿ êàæäîãî øèôðà èç

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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êëàññà XS-ñõåì (ñõåìà íàõîäèòñÿ â ïåðâîé êàíîíè÷åñêîé ôîðìå è îäíîçíà÷íî çàäà-
¼òñÿ äâîè÷íûìè âåêòîðàìè a è b äëèíû n, ãäå n�ðàçìåðíîñòü XS-ñõåìû) ñòðîèòñÿ
ìàòðèöà G = G(n, a, b, t) ðàçìåðà (t+ n)× 2t (ïîäðîáíåå ñì. â [3]).

Îäíèì èç ïîäõîäîâ ê ïîèñêó ãàðàíòèðîâàííîãî ÷èñëà àêòèâàöèé ÿâëÿåòñÿ àëãîðèòì
GNA [3]. Îñíîâíàÿ èäåÿ àëãîðèòìà� ïîëíûé ïåðåáîð ðàçáèåíèé ìàòðèöû G íà G0 è G1

òàê, ÷òîáû:

1) ìàòðèöà G0 ñîäåðæàëà k + 1 (k èçíà÷àëüíî èçâåñòíî) ïàð ñòîëáöîâ èç G;
2) rank(G0) < t+ n− 1, ãäå t�÷èñëî ðàóíäîâ; n�ðàçìåðíîñòü âåêòîðîâ a è b;
3) â ìàòðèöå G1 íå áûëî íè îäíîãî ñòîëáöà, ëèíåéíî çàâèñèìîãî îò ñòîëáöîâ â G0.

Â ðàáîòå [4] ïðåäëîæåí ñïîñîá îïòèìèçàöèè ðàçáèåíèÿ ìàòðèöû G, êîòîðûé ñóùå-
ñòâåííî óìåíüøàåò âðåìÿ ðàáîòû àëãîðèòìà. Åãî îñíîâíàÿ èäåÿ ñòðîèòñÿ íà ïîäõîäå,
îñíîâàííîì íà ìåòîäå âåòâåé è ãðàíèö, êîòîðûé ÿâëÿåòñÿ ðàçâèòèåì ìåòîäà ïîëíîãî
ïåðåáîðà ñ îòñå÷åíèåì ïîäìíîæåñòâ äîïóñòèìûõ ðåøåíèé, çàâåäîìî íå ñîäåðæàùèõ
îïòèìàëüíûõ ðåøåíèé. Îäíàêî äàííûé àëãîðèòì ìîæåò áûòü óëó÷øåí ñ ïîìîùüþ
çàìåíû ïðîâåðêè ëèíåéíîé íåçàâèñèìîñòè ïîäìíîæåñòâ ñòîëáöîâ íà áîëåå ïðîñòóþ
îïåðàöèþ.

Ðàññìîòðèì äâîè÷íîå äåðåâî, â êîòîðîì êàæäûé ëèñò çàäà¼ò íåêîòîðîå ðàçáèåíèå
ïàð ñòîëáöîâ ìàòðèöû G íà ìàòðèöû G0 è G1. Êîðåíü äåðåâà ñîîòâåòñòâóåò ïîëíî-
ñòüþ íåîïðåäåë¼ííîìó ðàçáèåíèþ. Ïðè ïåðåõîäå ñ i-ãî óðîâíÿ íà (i + 1)-é ïåðåõîä
ê ïðàâîìó ïîòîìêó ñîîòâåòñòâóåò äîáàâëåíèþ (i+1)-é ïàðû ñòîëáöîâ â ìàòðèöó G0, à
ïåðåõîä âëåâî � â G1. Òàêèì îáðàçîì, êàæäûé óçåë äåðåâà ñîîòâåòñòâóåò íåêîòîðîìó
ðàçáèåíèþ ïîäìíîæåñòâà ïàð ñòîëáöîâ ìàòðèöû G íà ìàòðèöû G0 è G1.

Ïðåäëàãàåòñÿ ñëåäóþùàÿ îïòèìèçàöèÿ, ó÷èòûâàþùàÿ ñòðóêòóðó äåðåâà ïåðåáîðà.
Áóäåì ðàññìàòðèâàòü ïóòü â äåðåâå êàê äâîè÷íóþ ñòðîêó, â êîòîðîé íà i-é ïîçèöèè
ñòîèò 0, åñëè ïîñëå i-ãî óçëà áûë ñäåëàí øàã âïðàâî, è 1 � åñëè áûë ñäåëàí øàã âëåâî.

Îïðåäåëåíèå 1. Áóäåì íàçûâàòü ðàçáèåíèå ïàð ñòîëáöîâ ìàòðèöû G íà ïîäìàò-
ðèöû G0 è G1 ¾íåóâåëè÷èâàþùèì¿, åñëè â G1 ñîäåðæèòñÿ ñòîëáåö, ëèíåéíî çàâèñÿùèé
îò ñòîëáöîâ G0.

Óòâåðæäåíèå 1. Ïóñòü p�ïóòü äî óçëà äåðåâà, êîòîðûé ñîîòâåòñòâóåò ¾íåóâå-
ëè÷èâàþùåìó¿ ðàçáèåíèþ. Òîãäà âñå ïóòè ñ ñóôôèêñîì p òàêæå ñîîòâåòñòâóþò ¾íåóâå-
ëè÷èâàþùèì¿ ðàçáèåíèÿì.

Äàííûé ôàêò ÿâëÿåòñÿ â äîñòàòî÷íîé ìåðå î÷åâèäíûì. Ïî îïðåäåëåíèþ ðàçáèåíèå
ÿâëÿåòñÿ ¾íåóâåëè÷èâàþùèì¿, åñëè â ïîäìàòðèöå G1 ñóùåñòâóåò ñòîëáåö, ëèíåéíî çà-
âèñèìûé îò ñòîëáöîâ G0. À ïîñêîëüêó ïàðû ñòîëáöîâ G îòëè÷àþòñÿ äðóã îò äðóãà
òîëüêî áèòîâûì ñäâèãîì, òî ïîäìíîæåñòâî ñòîëáöîâ, èç-çà êîòîðîãî ¾íåóâåëè÷èâàþ-
ùèì¿ ÿâëÿåòñÿ ðàçáèåíèå, ñîîòâåòñòâóþùåå p, òî ¾íåóâåëè÷èâàþùèì¿ áóäåò è ðàçáè-
åíèå, ïóòü äî êîòîðîãî ñîäåðæèò p. Â ñèëó ïîñëåäîâàòåëüíîñòè îáõîäà äåðåâà âìåñòî
ïðîâåðêè âõîæäåíèÿ p â òåêóùèé ïóòü â êà÷åñòâå ïîäñòðîêè äîñòàòî÷íî ïðîâåðÿòü,
÷òî p íå ÿâëÿåòñÿ ñóôôèêñîì ïóòè.

Ïðèðîñò ïðîèçâîäèòåëüíîñòè îò äàííîé îïòèìèçàöèè íàèáîëåå çàìåòåí ïðè âû÷èñ-
ëåíèè ãàðàíòèðîâàííûõ ÷èñåë àêòèâàöèè XS-ñõåì ìàëûõ ðàçìåðíîñòåé (n = 2, 3, 4),
ïîñêîëüêó äëÿ íèõ íåâåëèêà è ìîùíîñòü ìíîæåñòâà ïàð ñòîëáöîâ, äàþùèõ ëèíåéíóþ
çàâèñèìîñòü, áëàãîäàðÿ ÷åìó ïðàêòè÷åñêè âñå âû÷èñëåíèÿ ðàíãîâ ìîæíî çàìåíèòü íà
ïðîâåðêó ñóôôèêñà ïóòè, ÷òî íàìíîãî áûñòðåå.

Ïðèðîñò ïðîèçâîäèòåëüíîñòè äëÿ ðàçìåðíîñòè n = 8 ðàñò¼ò ñ óâåëè÷åíèåì ÷èñëà
ðàóíäîâ è ñîñòàâëÿåò îò 5 äî 30%. Â òî æå âðåìÿ äëÿ ðàçìåðíîñòè n = 2 ïîäõîä
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ñ ïîäñ÷¼òîì ñóôôèêñîâ äà¼ò äâóêðàòíûé ïðèðîñò ïðîèçâîäèòåëüíîñòè (òàáë. 1). Êàê
âèäíî ïî äàííûì òàáë. 2, äëÿ ðàçìåðíîñòè n = 2 âû÷èñëåíèå ðàíãà ïðîèñõîäèò ëèøü
åäèíîæäû, à âñå ïðî÷èå ïðîâåðêè çàìåíÿþòñÿ íà ïðîâåðêó ñóôôèêñà ïóòè, â òî âðåìÿ
êàê äëÿ ðàçìåðíîñòè n = 8 ñîõðàíÿåòñÿ äîñòàòî÷íî áîëüøîå êîëè÷åñòâî îïåðàöèé
âû÷èñëåíèÿ ðàíãà.

Òà á ë è ö à 1
Âðåìÿ âû÷èñëåíèÿ ãàðàíòèðîâàííîãî ÷èñëà àêòèâàöèé
äëÿ beltWBL-2 (n = 2) è beltWBL-8 (n = 8) (â ñåêóíäàõ)

Êîë-âî beltWBL-2 beltWBL-8
ðàóíäîâ Ñóù. àëã. Ïðåäë. àëã. Ñóù. àëã. Ïðåäë. àëã.

30 7,9 4,0 4,5 3,7
31 3,4 1,7 6,3 5,1
32 8,4 4,1 16,7 13,9
33 20,5 10,1 18,3 15,1
34 8,8 4,3 44,9 34,7
35 21,6 10,7 39,3 30,8
36 51,4 25,3 136,2 106,8
37 22,5 11,0 120,2 95,6
38 53,5 26,8 104,8 83,1
39 127,5 63,0 91,6 72,2
40 56,5 27,8 326,0 252,3

Òà á ë è ö à 2
Êîëè÷åñòâî è âèäû ïðîâåðîê ïðè âû÷èñëåíèè

ãàðàíòèðîâàííîãî ÷èñëà àêòèâàöèé
äëÿ beltWBL-2 (n = 2) è beltWBL-8 (n = 8)

Êîë-âî beltWBL-2 beltWBL-8
ðàóíäîâ Ðàíã Ñóôôèêñ Ðàíã Ñóôôèêñ

30 1 1022 328 535
31 1 510 431 510
32 1 1022 929 835
33 1 2046 861 1446
34 1 1022 1283 3942
35 1 2046 1187 3478
36 1 4094 2954 9783
37 1 2046 2720 8563
38 1 4094 2470 7373
39 1 8190 2176 6184
40 1 4094 5677 18305

Ñ ïîìîùüþ óñîâåðøåíñòâîâàííîé âåðñèè àëãîðèòìà âû÷èñëåíèÿ ãàðàíòèðîâàííî-
ãî ÷èñëà àêòèâàöèé îñóùåñòâë¼í ïîëíûé ïåðåáîð ïðåäñòàâèòåëåé êëàññîâ ðåãóëÿðíûõ
XS-ñõåì äëÿ ðàçìåðíîñòåé 2 ⩽ n ⩽ 8 è âû÷èñëåíû ìàêñèìàëüíûå è ìèíèìàëüíûå ãà-
ðàíòèðîâàííûå ÷èñëà àêòèâàöèé äëÿ ðàçëè÷íîãî ÷èñëà ðàóíäîâ. Ïîëó÷åííûå äàííûå
ïîçâîëèëè ïðîâåðèòü ðàíåå ïðåäëîæåííûå ïðåîáðàçîâàíèÿ, êîòîðûå ìîãëè áû áûòü
èñïîëüçîâàíû äëÿ ïîñòðîåíèÿ XS-ñõåì, îáëàäàþùèõ îäèíàêîâûìè ãàðàíòèðîâàííûìè
÷èñëàìè àêòèâàöèé. Îäíà èç òàêèõ êîíñòðóêöèé ïîëíîñòüþ ñîîòâåòñòâóåò ýêñïåðèìåí-
òàëüíûì äàííûì è, âîçìîæíî, ìîæåò áûòü ïðèìåíåíà è äëÿ áîëüøèõ ðàçìåðíîñòåé.

Ãèïîòåçà 1. XS-ñõåìû ðàçìåðíîñòè n, äëÿ êîòîðûõ âûïîëíÿåòñÿ wt(a + b) = n,
èìåþò îäèíàêîâîå ãàðàíòèðîâàííîå ÷èñëî àêòèâàöèé.
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Êðîìå òîãî, íà îñíîâå èìåþùèõñÿ äàííûõ âîçìîæíî ïðåäëîæèòü ñëåäóþùóþ êîí-
ñòðóêöèþ XS-ñõåì ïåðåìåííîé ðàçìåðíîñòè. Äëÿ ðàçìåðíîñòè n = 2 îíà çàäà¼òñÿ âåê-
òîðàìè a = (11) è b = (00). Äàëåå, ñ óâåëè÷åíèåì ðàçìåðíîñòè n, âåêòîð b îñòà¼òñÿ
íóëåâûì, à íà öåíòðàëüíóþ ïîçèöèþ âåêòîðà a äîïèñûâàåòñÿ 0, åñëè ⌈n/2⌉ ÷¼òíîå,
è 1� â ïðîòèâíîì ñëó÷àå. Òàê, a = (101) äëÿ n = 3, a = (1001) äëÿ n = 4, a = (10101)
äëÿ n = 5, a = (101101) äëÿ n = 6, a = (1010101) äëÿ n = 7, a = (10100101) äëÿ n = 8
è ò. ä. Äàííàÿ êîíñòðóêöèÿ îáëàäàåò áîëüøèìè ãàðàíòèðîâàííûìè ÷èñëàìè àêòèâà-
öèè äëÿ ñâîèõ ðàçìåðíîñòåé è ïðåâîñõîäèò ìíîãèå èçâåñòíûå ñõåìû (íàïðèìåð, SMS-4
èëè SkipjackG-4). Â äàëüíåéøåì ïëàíèðóåòñÿ èññëåäîâàòü ñâîéñòâà ïîñòðîåííûõ íà
å¼ îñíîâå øèôðîâ è ñðàâíèòü èõ ñ äðóãèìè êîíñòðóêöèÿìè ïåðåìåííîé ðàçìåðíîñòè
(íàïðèìåð, BeltWBL).
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ÀÍÀËÈÇ ÌÅÒÎÄÎÌ ÁÓÌÅÐÀÍÃÀ
4-ÐÀÓÍÄÎÂÎÃÎ ÀËÃÎÐÈÒÌÀ ØÈÔÐÎÂÀÍÈß LILLIPUT-TBC-II-256

Ì.À. Ïóäîâêèíà, À.Ì. Ñìèðíîâ

Àëãîðèòì àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ LILLIPUT-AE� ó÷àñòíèê êîíêóð-
ñà Íàöèîíàëüíîãî èíñòèòóòà ñòàíäàðòîâ è òåõíîëîãèé ÑØÀ íà ñòàíäàðò íèçêî-
ðåñóðñíîãî àëãîðèòìà øèôðîâàíèÿ. Îñíîâó åãî ñîñòàâëÿåò áëî÷íàÿ øèôðñèñòå-
ìà LILLIPUT-TBC â ðåæèìå ÎÑB ñ äëèíîé áëîêà 128 áèò è äëèíàìè êëþ÷åé
øèôðîâàíèÿ 128, 192, 256 áèò, ó êîòîðîé åñòü äâå âåðñèè LILLIPUT-TBC-I è
LILLIPUT-TBC-II. Â ðàáîòå ïðåäëîæåíà àòàêà íà 4-ðàóíäîâûé àëãîðèòì øèôðî-
âàíèÿ LILLIPUT-TBC-II-256 ñ êëþ÷îì äëèíû 256 áèò ìåòîäîì áóìåðàíãà. Äëÿ ïî-
ñòðîåíèÿ ðàçëè÷èòåëÿ ïðèìåíÿåòñÿ ïîäõîä ¾éî-éî¿, ïåðâîíà÷àëüíî èñïîëüçîâàí-
íûé â àòàêå íà àëãîðèòì AES. Îñíîâíîé ðåçóëüòàò ïîëó÷åí áëàãîäàðÿ îäíîâðå-
ìåííîìó èñïîëüçîâàíèþ ìåòîäà áóìåðàíãà è ñâîéñòâà ìàòðèöû ðàññåèâàþùåãî
ïðåîáðàçîâàíèÿ àëãîðèòìà LILLIPUT-TBC-II. Äëÿ ðåàëèçàöèè àòàêè íà 4-ðàóí-
äîâûé àëãîðèòì LILLIPUT-TBC-II-256 òðåáóåòñÿ 224 òåêñòîâ, 224,3 áèò ïàìÿòè.
Å¼ òðóäî¼ìêîñòü ðàâíà 2180 çàøèôðîâàíèé.

Êëþ÷åâûå ñëîâà: íèçêîðåñóðñíûé àëãîðèòì øèôðîâàíèÿ, ïîäõîä ¾éî-éî¿,

àóòåíòèôèöèðîâàííîå øèôðîâàíèå, ëèíåéíîå ïðåîáðàçîâàíèå, S-áîêñ, ðåæèì

OFB, ìåòîä áóìåðàíãà.

Àëãîðèòì áëî÷íîãî øèôðîâàíèÿ LILLIPUT [1], ðàçðàáîòàííûé â 2015 ã., îñíîâàí
íà ðàñøèðåííîì îáîáù¼ííîì ïðåîáðàçîâàíèè Ôåéñòåëÿ (Generalized Feistel Networks
(EGFN)) [2]. Äëèíà êëþ÷à øèôðîâàíèÿ àëãîðèòìà LILLIPUT ðàâíà 80 áèò, äëèíà
áëîêà � 64 áèò, ÷èñëî ðàóíäîâ � 30. Ïîäñòàíîâêè S-áîêñà ÿâëÿþòñÿ 4-áèòíûìè. Ðåäó-
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öèðîâàííûé àëãîðèòì LILLIPUT àíàëèçèðîâàëñÿ èíòåãðàëüíûì ìåòîäîì [3], ìåòîäîì
íåâîçìîæíûõ ðàçíîñòåé [4] è ðàçíîñòíûì ìåòîäîì [5]. Îáíàðóæåííûå â õîäå àíàëè-
çà ñëàáîñòè ïðèâåëè ê ñèíòåçó ñåìåéñòâà àëãîðèòìîâ àóòåíòèôèöèðîâàííîãî øèôðî-
âàíèÿ LILLIPUT-AE [6] äëÿ ó÷àñòèÿ â êîíêóðñå NIST íà ñòàíäàðò íèçêîðåñóðñíîãî
àëãîðèòìà øèôðîâàíèÿ ÑØÀ. Îñíîâîé ñåìåéñòâà LILLIPUT-AE ÿâëÿþòñÿ áëî÷íàÿ
øèôðñèñòåìà LILLIPUT-TBC â ðåæèìå ÎÑB [7] (O�set CodeBook) ñ äëèíîé áëîêà
128 áèò è äëèíàìè êëþ÷åé øèôðîâàíèÿ 128, 192 è 256 áèò, ãäå áóêâû TBC îçíà-
÷àþò ìîäèôèöèðîâàííûå àëãîðèòì øèôðîâàíèÿ LILLIPUT ñ 8-áèòíîé ïîäñòàíîâêîé
S-áîêñà è àëãîðèòì ðàçâåðòûâàíèÿ êëþ÷à (Tweakable Block Cipher). Â [8] íà ïîäàííóþ
íà êîíêóðñ ïåðâóþ âåðñèþ ñåìåéñòâà LILLIPUT-AE ïðèâåäåíà ïðàêòè÷åñêàÿ àòàêà,
ïîçâîëÿþùàÿ ïîääåëûâàòü ñîîáùåíèÿ èç-çà âûÿâëåííûõ ñëàáîñòåé ìîäèôèöèðîâàííî-
ãî àëãîðèòìà ðàçâ¼ðòûâàíèÿ êëþ÷à. Â ðåçóëüòàòå àâòîðàìè ñåìåéñòâà LILLIPUT-AE
ïðåäëîæåíà âòîðàÿ âåðñèÿ áëî÷íîé øèôðñèñòåìû LILLIPUT-TBC, êîòîðàÿ ðàññìàò-
ðèâàåòñÿ äàëåå.

Íàñòîÿùàÿ ðàáîòà ïîñâÿùåíà àíàëèçó 4-ðàóíäîâîãî àëãîðèòìà øèôðîâàíèÿ
LILLIPUT-TBC-II ñ êëþ÷îì äëèíû 256 áèò (LILLIPUT-TBC-II-256) ìåòîäîì áóìåðàí-
ãà. Äëÿ ïîñòðîåíèÿ ðàçëè÷èòåëÿ ïðèìåíÿåòñÿ ïîäõîä ¾éî-éî¿ [9]. Îí èñïîëüçîâàëñÿ
äëÿ àòàêè íà àëãîðèòì áëî÷íîãî øèôðîâàíèÿ AES, ïðåäñòàâëåííîé íà êîíôåðåíöèè
ASIACRYPT'2017. Îñíîâíîé ðåçóëüòàò íàñòîÿùåé ðàáîòû ïîëó÷åí áëàãîäàðÿ îäíîâðå-
ìåííîìó èñïîëüçîâàíèþ ìåòîäà áóìåðàíãà è âûÿâëåííîãî ñâîéñòâà ìàòðèöû ðàññåè-
âàþùåãî ïðåîáðàçîâàíèÿ àëãîðèòìà LILLIPUT-TBC-II.

Ïóñòü Vn(2
m)� n-ìåðíîå âåêòîðíîå ïðîñòðàíñòâî íàä ïîëåì F2m , ãäå n,m ∈ N;

⊕� îïåðàöèÿ ñëîæåíèÿ â Vn(2
m); 0n � n-ìåðíûé âåêòîð, ó êîòîðîãî âñå êîîðäèíàòû

ðàâíû íóëþ; I(A)�èíäèêàòîð âûïîëíåíèÿ óñëîâèÿ A; M
(4)
F28

�ìíîæåñòâî âñåõ (4× 4)-

ìàòðèö íàä ïîëåì F28 ; g : V16(2
8) × V16(28) → V16(2

8)�ðàóíäîâàÿ ôóíêöèÿ àëãîðèòìà
LILLIPUT-TBC-II-256.

Äëÿ ïðîèçâîëüíîãî α = (α0,0, α0,1, . . . , α3,3) ∈ V16(2
8) ðàññìîòðèì îòîáðàæåíèå

φ : V16(2
8)→M

(4)
F28
, çàäàííîå óñëîâèåì

α̂ = φ(α) =


α0,0 α0,1 α0,2 α0,3

α1,0 α1,1 α1,2 α1,3

α2,0 α2,1 α2,2 α2,3

α3,0 α3,2 α3,2 α3,3

 .

Ïóñòü h� (0, 1)-ìàòðèöà ïîðÿäêà 16 íàä ïîëåì F28 ëèíåéíîãî ñëîÿ ðàóíäîâîé ôóíê-
öèè g, à π� 8-áèòíàÿ ïîäñòàíîâêà S-áîêñà

s = (s0,0, . . . , s0,3, . . . , s3,0, . . . , s3,3) ∈ S(V16(28))

íåëèíåéíîãî ñëîÿ ðàóíäîâîé ôóíêöèè g, çàäàííîãî ðàâåíñòâîì

s : (α0,0, . . . , α3,3) 7→ (π(α0,0)⊕ γ0,0, . . . , π(α3,3)⊕ γ3,3),

ãäå si,j(αi,j) = π(αi,j)⊕ γi,j; γi,j �ôèêñèðîâàííàÿ êîíñòàíòà, γi,j ∈ F28 , i, j ∈ {0, . . . , 3}.
Òîãäà ðàóíäîâàÿ ôóíêöèÿ g çàäà¼òñÿ ðàâåíñòâîì

g(α, k) = gk(α) = h(s(α⊕ k))T

äëÿ êàæäûõ (α, k) ∈ V16(28)× V16(28), ãäå T� çíàê òðàíñïîíèðîâàíèÿ.
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Äëÿ ïðîèçâîëüíûõ âåêòîðîâ

α = (α0, . . . , α15) ∈ V16(28), β = (β0, . . . , β15) ∈ V16(28), θ = (θ0, . . . , θ15) ∈ V16(2)

è êàæäîãî i ∈ {0, . . . , 15} îïðåäåëèì îòîáðàæåíèÿ ρ
(i)
θ : V16(2

8)2 → F2, w
(i) : V16(2

8)→ F2

óñëîâèÿìè

ρ
(i)
θ (α, β) =

{
βi, åñëè θi = 1,

αi, åñëè θi = 0,

w(i)(α) = I(αi ̸= 0).

Ïîëîæèì

ρθ(α, β) = (ρ
(0)
θ (α, β), ρ

(1)
θ (α, β), . . . , ρ

(15)
θ (α, β)),

w(α) = (w(0)(α), . . . , w(15)(α)).

Ïîñòðîåíèå ðàçëè÷èòåëÿ äëÿ àòàêè ìåòîäîì áóìåðàíãà íà 4-ðàóíäîâûé àëãîðèòì
LILLIPUT-TBC-II-256 îñíîâàíî íà ñëåäóþùåé òåîðåìå:

Òåîðåìà 1. Ïóñòü α0, α1, k1, k2, k3 �ïðîèçâîëüíûå ýëåìåíòû âåêòîðíîãî ïðî-
ñòðàíñòâà V16(2

8), βi = gk3gk2gk1(αi), i = 1, 2. Òîãäà äëÿ êàæäîãî θ ∈ V16(2) ñïðàâåäëèâî
ðàâåíñòâî

w(g0128(ρθ(α0, α1))⊕ g0128(ρθ(α1, α0))) = w(g−2
0128

(ρθ(β0, β1))⊕ g−2
0128

(ρθ(β1, β0))). (1)

Çàìåòèì, ÷òî äëÿ ïîñòðîåíèÿ ðàçëè÷èòåëÿ íà îñíîâå èãðîâîãî ïîäõîäà ¾éî-éî¿ [9]
äëÿ àòàêè íà àëãîðèòì AES ïðèìåíÿëîñü ðàâåíñòâî, ñõîæåå ñ (1).

Ìàòðèöå h ïîñòàâèì â ñîîòâåòñòâèå áëî÷íóþ (4× 4)-ìàòðèöó ĥ ñ áëîêàìè-ïîäìàò-
ðèöàìè hi,j ïîðÿäêà 4, i, j ∈ {0, 1, 2, 3}, ãäå

ĥ =


h0,0 h0,1 h0,2 h0,3
h1,0 h1,1 h1,2 h1,3
h2,0 h2,1 h2,2 h2,3
h3,0 h3,2 h3,2 h3,3

 .

Ðàóíäîâûé êëþ÷ k = (k0,0, . . . , k0,3, . . . , k3,0, . . . , k3,3) ∈ V16(28) òàêæå ïðåäñòàâèì â ìàò-
ðè÷íîì âèäå:

k̂ = φ(k) =


k0,0 k0,1 k0,2 k0,3
k1,0 k1,1 k1,2 k1,3
k2,0 k2,1 k2,2 k2,3
k3,0 k3,1 k3,2 k3,3

 .

Òåîðåìà 2. Ïóñòü ñóùåñòâóþò òàêèå i, j1, j2, r, t ∈ {0, . . . , 3}, γj1,j2,r ∈ F28 , ÷òî ýëå-

ìåíòû ïîäìàòðèö hi,j1 , hi,j2 ìàòðèöû ĥ è ïîäñòàíîâêè sj1,r, sj2,r àëãîðèòìà LILLIPUT-
TBC-II-256 óäîâëåòâîðÿþò óñëîâèÿì

(hi,j1)t,r = (hi,j2)t,r, (ci,j1)t,r ̸= 0,

sj1,r(β) = sj2,r(β)⊕ γj1,j2,r äëÿ âñåõ β ∈ F28 .

Òîãäà äëÿ êàæäûõ δ ∈ F28 , k ∈ V16(28) ñóùåñòâóåò âåêòîð

ω ∈ ⟨αj1,r ⊕ αj2,r ⊕ kj1,r ⊕ kj2,r⟩ ⊕ δ,



84 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

óäîâëåòâîðÿþùèé ðàâåíñòâó

sj1,r(αj1,r ⊕ kj1,r ⊕ δ)⊕ sj1,r(αj1,r ⊕ kj1,r)⊕
⊕sj2,r(αj2,r ⊕ kj2,r ⊕ ω ⊕ δ)⊕ sj2,r(αj2,r ⊕ kj2,r ⊕ ω) = 0.

Íà îñíîâàíèè òåîðåì 1 è 2 ïðåäëîæåíà àòàêà ìåòîäîì áóìåðàíãà íà 4-ðàóíäîâûé
LILLIPUT-TBC-II-256.

Äëÿ âîññòàíîâëåíèÿ ïåðâîãî ñòîëáöà ðàóíäîâîãî êëþ÷à èñïîëüçîâàëîñü ðàâåíñòâî
(h3,0)3,1 = (h3,1)3,1 = 1, âòîðîãî ñòîëáöà � (h3,0)3,2 = (h3,1)3,2 = 1, à òðåòüåãî ñòîëáöà �
ðàâåíñòâî (h3,0)3,3 = (h3,3)3,3 = 1. Çàìåòèì, ÷òî íå ñóùåñòâóåò àíàëîãè÷íîãî ðàâåíñòâà
äëÿ âîññòàíîâëåíèÿ íóëåâîãî ñòîëáöà êëþ÷à k.

Ïîêàçàíî, ÷òî äëÿ àòàêè òðåáóåòñÿ 224 òåêñòîâ, 224,3 áèò ïàìÿòè. Òðóäî¼ìêîñòü íà-
õîæäåíèÿ 256-áèòíîãî êëþ÷à ðàâíà 2180 îïåðàöèé çàøèôðîâàíèÿ, âåðîÿòíîñòü îøèáêè
ïåðâîãî ðîäà ðàâíà 0.
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ÐÅÀËÈÇÀÖÈß ØÈÔÐÀÒÎÐÀ SD-ÊÀÐÒ ÍÀ ÏËÈÑ
Ñ ÈÑÏÎËÜÇÎÂÀÍÈÅÌ ØÈÔÐÀ ÌÀÃÌÀ

Â ÐÅÆÈÌÅ ÃÀÌÌÈÐÎÂÀÍÈß

Ñ.È. Ðàçåíêîâ

Ïðåäñòàâëåíà ðåàëèçàöèÿ àïïàðàòíîãî øèôðàòîðà SD-êàðò îáú¼ìîì äî 2 Ãáàéò
ñ èñïîëüçîâàíèåì øèôðà Ìàãìà â ðåæèìå ãàììèðîâàíèÿ. Ïîëó÷åííûå íà ÏËÈÑ
ðàçíîé àðõèòåêòóðû è ñ èñïîëüçîâàíèåì ðàçíûõ ÑÀÏÐ ðåàëèçàöèè èìåþò ñõî-
æóþ ðåñóðñî¼ìêîñòü ïî ëîãè÷åñêèì ýëåìåíòàì. Ãåíåðàöèÿ ãàììû íå çàâèñèò îò
ñîäåðæèìîãî îòêðûòîãî òåêñòà èëè øèôðòåêñòà, ÷òî ïîçâîëÿåò ãåíåðàòîðó ãàììû
ðàáîòàòü íà ñîáñòâåííîé, áîëåå âûñîêîé òàêòîâîé ÷àñòîòå, ÷åì îñòàëüíîå óñòðîé-
ñòâî. Ïîêàçàíî, ÷òî òàêèì îáðàçîì ìîæíî çíà÷èòåëüíî ñîêðàòèòü âðåìÿ ðàáîòû
óñòðîéñòâà.

Êëþ÷åâûå ñëîâà: ÏËÈÑ, øèôð Ìàãìà, ðåæèì ãàììèðîâàíèÿ.

Çàäà÷à äàííîãî èññëåäîâàíèÿ� ñîçäàòü àïïàðàòíûé øèôðàòîð Secure Digital (SD)
êàðò [1], îñóùåñòâëÿþùèé çàøèôðîâàíèå è ðàñøèôðîâàíèå âñåãî àäðåñíîãî ïðîñòðàí-
ñòâà SD-êàðòû. Àíàëîãè÷íûõ óñòðîéñòâ, ñ êîòîðûìè ìîæíî áûëî áû ïðîâåñòè ñðàâíå-
íèå, îáíàðóæèòü íå óäàëîñü. Íåñìîòðÿ íà íàëè÷èå â SD-êàðòàõ ìåõàíèçìà îáåñïå÷åíèÿ
êîíôèäåíöèàëüíîñòè äàííûõ, ïðåäîñòàâëÿþùåãî äîñòóï ê ñîäåðæèìîìó êàðòû ïî ïà-
ðîëþ, íåò óâåðåííîñòè â îòñóòñòâèè çàêëàäîê, ïîçâîëÿþùèõ îáõîäèòü ýòîò ìåõàíèçì,
ïîñêîëüêó â îòêðûòîì äîñòóïå ïðåäñòàâëåíà ëèøü ñîêðàù¼ííàÿ ñïåöèôèêàöèÿ, îïè-
ñûâàþùàÿ ïîâåäåíèå SD-êàðò.

Â êà÷åñòâå êðèïòîñèñòåìû âûáðàí áëî÷íûé øèôð Ìàãìà [2], êîòîðûé èìååò
íåáîëüøóþ äëèíó áëîêà (64 áèò), ÷òî ïîçâîëÿåò ñäåëàòü î÷åíü êîìïàêòíóþ ñ òî÷-
êè çðåíèÿ àïïàðàòíûõ ðåñóðñîâ ðåàëèçàöèþ. Ðåæèì ãàììèðîâàíèÿ [3] âçÿò â êà÷åñòâå
ðåæèìà ðàáîòû áëî÷íîãî øèôðà â ñèëó ñâîåé ïðîñòîòû è èäåíòè÷íîñòè îïåðàöèé çà-
øèôðîâàíèÿ è ðàñøèôðîâàíèÿ, ÷òî ïîçâîëÿåò èçáåæàòü óñëîæíåíèÿ ëîãèêè ðàáîòû
óñòðîéñòâà. Êðîìå òîãî, ãàììà øèôðà ìîæåò íåçàâèñèìî ãåíåðèðîâàòüñÿ â ïðîöåñ-
ñå ÷òåíèÿ áëîêîâ äàííûõ ñ SD-êàðòû, ïîñëå îêîí÷àíèÿ êîòîðîãî ìîæíî íåìåäëåííî
ïðèñòóïàòü ê çàïèñè äàííûõ, ïîêîìïîíåíòíî ñëîæåííûõ ñ ãàììîé. Òàêîé ïîäõîä, ïðè
êîòîðîì ðàáîòà øèôðà íå çàâèñèò îò áëîêîâ äàííûõ, ïîçâîëÿåò èçáàâèòüñÿ îò ëèøíåé
çàäåðæêè â ðàáîòå óñòðîéñòâà (ðèñ. 1).
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Ðèñ. 1. Ñòðóêòóðíàÿ ñõåìà øèôðàòîðà SD-êàðò
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Îïèñàíèå øèôðàòîðà âûïîëíåíî íà ÿçûêå îïèñàíèÿ àïïàðàòóðû Verilog. Âçàèìî-
äåéñòâèå ñ SD-êàðòîé îñóùåñòâëÿåòñÿ ñ ïîìîùüþ íàáîðà âçàèìîñâÿçàííûõ êîíå÷íûõ
àâòîìàòîâ. Ðåàëèçàöèÿ îñóùåñòâëÿëàñü ñ ðàñ÷¼òîì íà SD-êàðòû ìàëîãî îáú¼ìà (äî 2
Ãáàéò âêëþ÷èòåëüíî) � SD Standard Capacity (SDSC) êàðòû, ÷òîáû ñîêðàòèòü âðåìÿ
îòëàäêè øèôðàòîðà. Â äàëüíåéøåì âîçìîæíî äîáàâëåíèå ïîääåðæêè SD-êàðò áîëü-
øåãî îáú¼ìà. Ñîãëàñíî ñòàíäàðòó [1], ïî óìîë÷àíèþ òàêòîâàÿ ÷àñòîòà äëÿ øèíû SD
ñîñòàâëÿåò íå áîëåå 25 ÌÃö.

Äàííûå ñ SD-êàðòû, ñîãëàñíî ñòàíäàðòó, ïî óìîë÷àíèþ ñ÷èòûâàþòñÿ áëîêàìè ïî
512 áàéò. Êðîìå òîãî, ÷òåíèå è çàïèñü íåñêîëüêèõ ïîäðÿä èäóùèõ áëîêîâ îñóùåñòâ-
ëÿþòñÿ SD-êàðòîé áûñòðåå, ÷åì îäèíî÷íûõ. Ââèäó îãðàíè÷åííîãî êîëè÷åñòâà áëîêîâ
ïàìÿòè RAM â ÏËÈÑ, èñïîëüçîâàííûõ äëÿ ðåàëèçàöèè óñòðîéñòâà, ïðè èñïûòàíèÿõ
óñòðîéñòâî çà òðàíçàêöèþ ñ÷èòûâàëî 8 è 16 ïîñëåäîâàòåëüíî èäóùèõ áëîêîâ, îäíà-
êî ÷èñëî áëîêîâ íàñòðàèâàåòñÿ è ìîæåò áûòü ðàâíî ïðîèçâîëüíîé ñòåïåíè äâîéêè,
îãðàíè÷åííîé ëèøü èìåþùèìèñÿ ðåñóðñàìè ÏËÈÑ. Ïàðàëëåëüíî ñ ýòèì íà îñíîâå
ôèêñèðîâàííûõ êëþ÷à è ñèíõðîïîñûëêè ãåíåðèðóåòñÿ ãàììà òîãî æå îáú¼ìà. Ïîñëå
÷òåíèÿ äàííûõ îíè ïîêîìïîíåíòíî ñêëàäûâàþòñÿ ñ ãàììîé è çàïèñûâàþòñÿ îáðàòíî
íà êàðòó ïî ñîîòâåòñòâóþùèì àäðåñàì.

Ñèìóëÿöèÿ ïðîåêòà îñóùåñòâëåíà ñ ïîìîùüþ îòêðûòîãî ÏÎ: ñèìóëÿòîðà Icarus
Verilog è áèáëèîòåêè cocotb ÿçûêà ïðîãðàììèðîâàíèÿ Python. Øèôðàòîð ðåàëèçîâàí
íà ÏËÈÑ äâóõ ðàçíûõ ñåìåéñòâ: iCE40 ôèðìû ¾Lattice Semiconductor¿ è GW2A ôèð-
ìû ¾Gowin¿. Â ïåðâîì ñëó÷àå â êà÷åñòâå ÑÀÏÐ âûñòóïèëè èñêëþ÷èòåëüíî ïðîãðàììû
ñ îòêðûòûì èñõîäíûì êîäîì�Yosys è nextpr, à âî âòîðîì ñëó÷àå � ïðîïðèåòàðíîå ÏÎ:
Gowin EDA Education Edition. Êîëè÷åñòâî èñïîëüçîâàííûõ ðåñóðñîâ ÏËÈÑ ïðèâåäåíî
â òàáë. 1.

Òà á ë è ö à 1
Ñðàâíåíèå êîëè÷åñòâà èñïîëüçîâàííûõ ðåñóðñîâ ÏËÈÑ

Ñåìåéñòâî ÏËÈÑ Áëîêîâ â òðàíçàêöèè Ëîãè÷åñêèå ýëåìåíòû D-òðèããåðû Áëîêè RAM
iCE40 8 1111 513 16

GW2A
8 1030 472 16
16 1119 472 32

Ðåàëèçàöèè øèôðàòîðà íà îáîèõ ñåìåéñòâàõ ÏËÈÑ ïðîòåñòèðîâàíû íà SD-êàðòàõ
îáú¼ìîì 1 è 2 Ãáàéò ïðè ðàçíîì êîëè÷åñòâå áëîêîâ äàííûõ â òàíçàêöèè, à òàêæå
ðàçíîé ÷àñòîòå ðàáîòû ãåíåðàòîðà ãàììû (òàáë. 2 è 3). Ðåàëèçàöèÿ íà ÏËÈÑ ñåìåéñòâà
iCE40 âçàèìîäåéñòâóåò ñ SD-êàðòîé íà ÷àñòîòå 18 ÌÃö, à GW2A� 25 ÌÃö.

Òà á ë è ö à 2
Ñðàâíåíèå âðåìåíè âûïîëíåíèÿ çàøèôðîâàíèÿ/ðàñøèôðîâàíèÿ

äëÿ ðåàëèçàöèè íà iCE40

Òàêòîâàÿ ÷àñòîòà ãåíåðàòîðà ãàììû Áëîêîâ â òðàíçàêöèè 1 Ãáàéò 2 Ãáàéò
18 ÌÃö

8
25ì 50 ñ 52ì 2 ñ

36 ÌÃö 17ì 25 ñ 35ì 7 ñ
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Òà á ë è ö à 3
Ñðàâíåíèå âðåìåíè âûïîëíåíèÿ çàøèôðîâàíèÿ/ðàñøèôðîâàíèÿ

äëÿ ðåàëèçàöèè íà GW2A

Òàêòîâàÿ ÷àñòîòà ãåíåðàòîðà ãàììû Áëîêîâ â òðàíçàêöèè 1 Ãáàéò 2 Ãáàéò

25 ÌÃö
8 19ì 38 ñ 40ì 2 ñ
16 17ì 20 ñ 33ì 27 ñ

100 ÌÃö
8 12ì 34 ñ 25ì 53 ñ
16 8ì 48 ñ 16ì 24 ñ

Ïîêàçàíî, ÷òî óâåëè÷åíèå òàêòîâîé ÷àñòîòû ãåíåðàòîðà ãàììû ïîçâîëÿåò çíà÷è-
òåëüíî ñîêðàòèòü âðåìÿ ðàáîòû øèôðàòîðà.
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ÎÖÅÍÊÈ ÒÐÓÄÍÎÑÒÈ ÄÎÊÀÇÀÒÅËÜÑÒÂ
È ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÕ ÀÒÀÊ, ÎÑÍÎÂÀÍÍÛÕ ÍÀ ËÀÇÅÉÊÀÕ1

À.À. Ñåì¼íîâ

Ðàññìàòðèâàåòñÿ çàäà÷à ïîñòðîåíèÿ äðåâîâèäíûõ ñåðòèôèêàòîâ äîêàçàòåëüñòâ
íåâûïîëíèìîñòè áóëåâûõ ôîðìóë â ïðåäïîëîæåíèè, ÷òî òàêîå äîêàçàòåëüñòâî ãå-
íåðèðóåòñÿ SAT-ðåøàòåëåì, îñíîâàííûì íà àëãîðèòìå CDCL. Òàêîãî ñîðòà äðåâî-
âèäíûå ïðåäñòàâëåíèÿ óäîáíû, êîãäà äëÿ êîíêðåòíîé ôîðìóëû òðåáóåòñÿ îöåíèòü,
íàñêîëüêî òðóäíî äîêàçàòü å¼ íåâûïîëíèìîñòü, ëèáî òðåáóåòñÿ îöåíèòü òðóäî¼ì-
êîñòü íåêîòîðîé êðèïòîãðàôè÷åñêîé àòàêè, îñóùåñòâëÿåìîé ïðè ïîìîùè SAT-
ðåøàòåëÿ. Ïðåäëîæåíû äðåâîâèäíûå îïèñàíèÿ ñöåíàðèåâ ðàáîòû CDCL â ïðèìå-
íåíèè êàê ê íåâûïîëíèìûì ôîðìóëàì, âîçíèêàþùèì, íàïðèìåð, â çàäà÷àõ ñèì-
âîëüíîé âåðèôèêàöèè, òàê è ê âûïîëíèìûì ôîðìóëàì, êîäèðóþùèì çàäà÷è îá-
ðàùåíèÿ äèñêðåòíûõ (â òîì ÷èñëå êðèïòîãðàôè÷åñêèõ) ôóíêöèé. Äîêàçàí ðÿä
ñâîéñòâ ââåä¼ííûõ äðåâîâèäíûõ ñòðóêòóð. Â ÷àñòíîñòè, íà ÿçûêå òàêèõ ñòðóêòóð
ñôîðìóëèðîâàíî áàçîâîå ñâîéñòâî êëàññà êðèïòîãðàôè÷åñêèõ àòàê, îñíîâàííîãî
íà èíâåðñíûõ ëàçåéêàõ.

Êëþ÷åâûå ñëîâà: ïðîáëåìà áóëåâîé âûïîëíèìîñòè (SAT), ñèñòåìà äîêàçà-

òåëüñòâà, ëàçåéêà, àëãîðèòì CDCL.

1. Ñèñòåìû äîêàçàòåëüñòâà, ñïîñîáû ïðåäñòàâëåíèÿ äîêàçàòåëüñòâ,
ëàçåéêè

Ïóñòü U �íåêîòîðûé ïîëíûé àëãîðèòì, ðåøàþùèé ïðîáëåìó áóëåâîé âûïîëíèìî-
ñòè, íàïðèìåð, U �ìåòîä ðåçîëþöèé [1], àëãîðèòì DPLL [2] èëè àëãîðèòì CDCL [3].

1Èññëåäîâàíèå âûïîëíåíî â ðàìêàõ Ãîñçàäàíèÿ Ìèíîáðíàóêè Ðîññèè ïî ïðîåêòó ¾Òåîðåòè÷åñêèå
îñíîâû, ìåòîäû è âûñîêîïðîèçâîäèòåëüíûå àëãîðèòìû íåïðåðûâíîé è äèñêðåòíîé îïòèìèçàöèè äëÿ
ïîääåðæêè ìåæäèñöèïëèíàðíûõ íàó÷íûõ èññëåäîâàíèé¿, íîìåð ãîñ. ðåãèñòðàöèè 121041300065-9.
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Â ñîîòâåòñòâèè ñ [4] áóäåì ãîâîðèòü, ÷òî àëãîðèòì U çàäà¼ò ñèñòåìó äîêàçàòåëüñòâà,
åñëè ñóùåñòâóåò âñþäó îïðåäåë¼ííàÿ ôóíêöèÿ âèäà

fU : {0, 1}∗ × {0, 1}∗ → {0, 1},

çàäàííàÿ íåêîòîðûì ïîëèíîìèàëüíûì àëãîðèòìîì, òàêàÿ, ÷òî fU(x, y) = 1, åñëè y�
äâîè÷íîå îïèñàíèå íåâûïîëíèìîé áóëåâîé ôîðìóëû â ÊÍÔ, à x�äâîè÷íîå îïèñàíèå
ðàáîòû àëãîðèòìà U íà âõîäå y ñ ìîìåíòà ñòàðòà äî ìîìåíòà çàâåðøåíèÿ; â ïðîòèâíîì
ñëó÷àå fU(x, y) = 0. Òàêèì îáðàçîì, ìîæíî ñêàçàòü, ÷òî àëãîðèòì, çàäàþùèé fU , íå
òîëüêî ðàñïîçíà¼ò ïî ïàðå (x, y) íåâûïîëíèìîñòü ôîðìóëû, ïðåäñòàâëåííîé ñëîâîì y,
íî òàêæå ïðîâåðÿåò ñåðòèôèêàò å¼ íåâûïîëíèìîñòè, ïðåäñòàâëåííûé ñëîâîì x, è òîò
ôàêò, ÷òî ýòî äîêàçàòåëüñòâî ïîñòðîåíî àëãîðèòìîì U .

Âîïðîñó âûáîðà ñïîñîáà ïðåäñòàâëåíèÿ ðàáîòû àëãîðèòìà U íà âõîäíîé ôîðìóëå
ìîæåò íå ïðèäàâàòüñÿ îñîáîãî çíà÷åíèÿ, åñëè ðå÷ü èä¼ò îá îöåíêàõ ñëîæíîñòè äîêà-
çàòåëüñòâ íà áåñêîíå÷íûõ ñåìåéñòâàõ ôîðìóë, äëèíà êîòîðûõ ðàñò¼ò â çàâèñèìîñòè
îò íåêîòîðîãî íàòóðàëüíîãî ïàðàìåòðà (íàïðèìåð, ôîðìóëû Äèðèõëå PHP n+1

n [4]).
Â òàêèõ ñèòóàöèÿõ ìîæíî èñïîëüçîâàòü ðàçëè÷íûå ñïîñîáû ïðåäñòàâëåíèÿ äîêàçà-
òåëüñòâ � ëèøü áû îíè áûëè ïîëèíîìèàëüíî ýêâèâàëåíòíûìè, òî åñòü áîëüøàÿ äëèíà
äîëæíà áûòü îãðàíè÷åíà ïîëèíîìîì îò ìåíüøåé äëèíû. Îäíàêî åñëè íàñ èíòåðåñó-
þò îöåíêè òðóäíîñòè âïîëíå êîíêðåòíûõ êîíå÷íûõ ôîðìóë, íà îñíîâàíèè êîòîðûõ
ìîæíî ñðàâíèâàòü ýôôåêòèâíîñòü ðàçëè÷íûõ ìîäèôèêàöèé áàçîâîãî àëãîðèòìà U
(íàïðèìåð, â ðåçóëüòàòå åãî äîïîëíåíèÿ êàêèìè-ëèáî íîâûìè ýâðèñòèêàìè), òî âû-
áîð ñïîñîáà îïèñàíèÿ ðàáîòû àëãîðèòìà U ïðèîáðåòàåò âàæíîå çíà÷åíèå. Âåçäå äàëåå
áóäåì èñïîëüçîâàòü äëÿ ïðåäñòàâëåíèÿ äîêàçàòåëüñòâà x ñïåöèàëüíûå äðåâîâîâèäíûå
ñòðóêòóðû. Èäåÿ ïðåäñòàâëÿòü äîêàçàòåëüñòâà ïðè ïîìîùè äåðåâüåâ íå íîâà è øèðîêî
èñïîëüçóåòñÿ âî ìíîãèõ ñòàòüÿõ ïî ñëîæíîñòè äîêàçàòåëüñòâ [5�8]. Â äàííîé ðàáîòå
ìû, îäíàêî, äåòàëüíî îïèñûâàåì íîâûé êëàññ äðåâîâèäíûõ ñòðóêòóð, êîòîðûå õîðî-
øî ïîäõîäÿò äëÿ ïðåäñòàâëåíèÿ ðàáîòû ñîâðåìåííûõ SAT-ðåøàòåëåé, îñíîâàííûõ íà
àëãîðèòìå CDCL. Èìåííî ýòè ðåøàòåëè ñåé÷àñ äîìèíèðóþò â ðåøåíèè ñëîæíûõ ïðàê-
òè÷åñêèõ çàäà÷ èç øèðîêîãî ñïåêòðà îáëàñòåé, âêëþ÷àþùèõ âåðèôèêàöèþ äèñêðåòíûõ
óïðàâëÿþùèõ ñèñòåì è êðèïòîàíàëèç.

Åù¼ îäèí ýëåìåíò íîâèçíû ïðåäëàãàåìîãî ïîäõîäà ñîñòîèò â òîì, ÷òî äëÿ îöå-
íèâàíèÿ òðóäíîñòè ôîðìóë ñ òî÷êè çðåíèÿ ðàçìåðà äîêàçàòåëüñòâà ìû èñïîëüçóåì
ñïåöèàëüíûå ñòðóêòóðû, èçâåñòíûå êàê ëàçåéêè (Backdoors). ¾Êëàññè÷åñêèå¿ ëàçåé-
êè (êîíêðåòíî, ¾ñèëüíûå ëàçåéêè¿ (Strong Backdoors)) îïèñàíû â [9]. Êàê îòìå÷åíî
â ðàáîòå [8], ëþáàÿ ñèëüíàÿ ëàçåéêà äëÿ íåâûïîëíèìîé áóëåâîé ôîðìóëû àâòîìàòè-
÷åñêè äà¼ò íåêîòîðóþ âåðõíþþ îöåíêó òðóäíîñòè ýòîé ôîðìóëû. Ñèëüíûå ëàçåéêè,
ðàçìåð êîòîðûõ ìàë îòíîñèòåëüíî îáùåãî ÷èñëà ïåðåìåííûõ â ôîðìóëå, ÷àñòî ìîãóò
áûòü íàéäåíû íà îñíîâå èíôîðìàöèè î áóëåâîé ñõåìå, ïî êîòîðîé äàííàÿ ôîðìóëà
ïîñòðîåíà. Òàêèå ñèòóàöèè òèïè÷íû äëÿ çàäà÷ âåðèôèêàöèè è êðèïòîàíàëèçà. Îäíà-
êî çà÷àñòóþ äàæå òàêèå ñèëüíûå ëàçåéêè ñëèøêîì âåëèêè äëÿ òîãî, ÷òîáû ïîñòðîèòü
íà èõ îñíîâå íåòðèâèàëüíóþ îöåíêó òðóäíîñòè ðàññìàòðèâàåìîé ôîðìóëû. Äðóãîé
ïîäõîä ñîñòîèò â òîì, ÷òî ìíîæåñòâî ïåðåìåííûõ ìîæåò íå áûòü ñòðîãîé ëàçåéêîé
â ñìûñëå [9], íî òåì íå ìåíåå èñïîëüçîâàíèå ýòîãî ìíîæåñòâà ìîæåò ñóùåñòâåííûì
îáðàçîì ñîêðàùàòü âðåìÿ äîêàçàòåëüñòâà íåâûïîëíèìîñòè ôîðìóëû êàêèì-ëèáî ïîë-
íûì àëãîðèòìîì ðåøåíèÿ SAT (íàïðèìåð, àëãîðèòìîì CDCL). Òàêîãî ñîðòà ëàçåéêè
èññëåäîâàíû â [10]. Íàêîíåö, äëÿ çàäà÷ îáðàùåíèÿ äèñêðåòíûõ ôóíêöèé èç êðèïòîãðà-
ôè÷åñêèõ ïðèëîæåíèé ìîãóò áûòü èñïîëüçîâàíû òàê íàçûâàåìûå èíâåðñíûå ëàçåéêè,
ââåä¼ííûå â [11]. Äîâîëüíî ïîíÿòíûì ÿâëÿåòñÿ òîò ôàêò, ÷òî ïðîèçâîëüíóþ ëàçåéêó
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(êàê ìíîæåñòâî, ñîñòàâëåííîå èç íåêîòîðûõ ïåðåìåííûõ ðàññìàòðèâàåìîé ôîðìóëû)
ìîæíî ïðåäñòàâèòü â âèäå äåðåâà. È, òàêèì îáðàçîì, ïðîöåññ äîêàçàòåëüñòâà íåâû-
ïîëíèìîñòè ôîðìóëû ëèáî êðèïòîãðàôè÷åñêàÿ àòàêà, êàê íåêîòîðûé ÷àñòíûé ñëó÷àé
SAT, ìîãóò áûòü îïèñàíû äðåâîâèäíûìè ñòðóêòóðàìè, â êîòîðûõ ïðåäñòàâëåíèå ðàáî-
òû àëãîðèòìà ðåøåíèÿ SAT êîìáèíèðóåòñÿ ñ ïðåäñòàâëåíèåì ëàçåéêè, èñïîëüçóåìîé
äëÿ óïðîùåíèÿ ðàññìàòðèâàåìîé çàäà÷è. Äàëåå îïèñàí îáùèé êëàññ òàêèõ äðåâîâèä-
íûõ ñòðóêòóð è èññëåäîâàíû èõ áàçîâûå ñâîéñòâà.

2. Äðåâîâèäíûå ñòðóêòóðû, ïðåäñòàâëÿþùèå ðàáîòó
àëãîðèòìîâ DPLL è CDCL

Ïóñòü C �íåêîòîðàÿ íåâûïîëíèìàÿ ÊÍÔ íàä ìíîæåñòâîì ïåðåìåííûõ X =
= {x1, . . . , xK}. Âåçäå äàëåå â ðîëè ïîëíîãî àëãîðèòìà, äîêàçûâàþùåãî íåâûïîëíè-
ìîñòü C, ìû èñïîëüçóåì CDCL [12] è åãî ñëàáóþ âåðñèþ DPLL êàê îñíîâû ñèñòåì
äîêàçàòåëüñòâ, êîòîðûå ïî ìíåíèþ öåëîãî ðÿäà èññëåäîâàòåëåé èìåþò îòíîñèòåëüíî
õîðîøóþ ¾àâòîìàòèçèðóåìîñòü¿ (òî åñòü îòíîñèòåëüíî ýôôåêòèâíî íàõîäÿò îòíîñè-
òåëüíî êîðîòêèå äîêàçàòåëüñòâà). Äëÿ ïðåäñòàâëåíèÿ ïðîöåññà äîêàçàòåëüñòâà íåâû-
ïîëíèìîñòè C àëãîðèòìàìè DPLL è CDCL áóäåì èñïîëüçîâàòü ïîìå÷åííûå äâîè÷íûå
äåðåâüÿ ñëåäóþùèõ äâóõ òèïîâ. Äåðåâî ïåðâîãî òèïà, ñâÿçàííîå ñ DPLL, ÿâëÿåòñÿ ïîë-
íûì (full, òî åñòü êàæäàÿ åãî íåòåðìèíàëüíàÿ âåðøèíà èìååò äâà ïðÿìûõ ïîòîìêà).
Îáõîä òàêîãî äåðåâà ñîîòâåòñòâóåò ñòàíäàðòíîìó ïîèñêó â ãëóáèíó. Ð¼áðà, ïðîéäåííûå
â íàïðàâëåíèè îò êîðíÿ ê òåðìèíàëüíîé âåðøèíå, ïîìå÷àþòñÿ êàê ïðîéäåííûå. Åñëè
íàéäåíà òåðìèíàëüíàÿ âåðøèíà, òî âîçâðàò ïðîèñõîäèò ê áëèæàéøåé íåòåðìèíàëüíîé
âåðøèíå, ó êîòîðîé èìååòñÿ íåïðîéäåííîå ðåáðî.

Òîò ôàêò, ÷òî ñöåíàðèé ðàáîòû àëãîðèòìà DPLL íà ïðîèçâîëüíîé ÊÍÔ C ìîæåò
áûòü ïðåäñòàâëåí äåðåâîì äàííîãî òèïà, õîðîøî èçâåñòåí. Òåì íå ìåíåå ïðèâåä¼ì
íåêîòîðûå ïîÿñíåíèÿ, ïîñêîëüêó àíàëîãè÷íûå ðàññóæäåíèÿ ïîòðåáóþòñÿ äàëåå. Èòàê,
ïóñòü A� àëãîðèòì DPLL è C �ïðîèçâîëüíàÿ ÊÍÔ íàä ïåðåìåííûìè X. Ïîñòðîèì
äåðåâî, êîòîðîå îáîçíà÷èì TA. Ëþáîé íåòåðìèíàëüíîé âåðøèíå v äàííîãî äåðåâà ïðè-
ïèñàíà áóëåâà ïåðåìåííàÿ xv ∈ X. Êàæäîìó ðåáðó èç íåòåðìèíàëüíîé âåðøèíû v ñîîò-
âåòñòâóåò ëèòåðàë xv èëè ¬xv. Ïóñòü r�êîðåíü TA è xr �ïåðåìåííàÿ, ïðèïèñàííàÿ r.
Ïóñòü v, v ̸= r, � íåêîòîðàÿ íåòåðìèíàëüíàÿ âåðøèíà è v′ � å¼ ïðÿìîé ïîòîìîê. Òîãäà
íåêîòîðîå ìíîæåñòâî ëèòåðàëîâ Lv′ íàä ïåðåìåííûìè {xr, . . . , xv} ñîîòâåòñòâóåò ïóòè
èç r â v′. Íàõîäÿñü â v′, ïðèìåíèì ïðàâèëî åäèíè÷íîãî äèçúþíêòà (Unit Propagation,
UP, [12]) ê C è ëèòåðàëàì èç Lv′ äî òåõ ïîð, ïîêà íå áóäåò ïîðîæä¼í êîíôëèêò èëè íå
áóäåò ïîëó÷åíà ÊÍÔ ñ íåîïðåäåë¼ííûì ñòàòóñîì, â ïîñëåäíåì ñëó÷àå ïåðåéä¼ì èç v′

ê ñëåäóþùåé âåðøèíå. Åñëè ïåðåõîä ïî ðåáðó (v, v′) äà¼ò êîíôëèêò, òî v′ ñòàíîâèòñÿ
òåðìèíàëüíîé âåðøèíîé è ïîìå÷àåòñÿ ñèìâîëîì ⊥. Åñëè ïîèñê íàõîäèòñÿ â òåðìè-
íàëüíîé âåðøèíå ⊥ íåêîòîðîãî ïóòè π, òî íà ñëåäóþùåì øàãå äåëàåòñÿ âîçâðàò ê áëè-
æàéøåé ê ⊥ íåòåðìèíàëüíîé âåðøèíå v, èìåþùåé èíöèäåíòíîå åé ðåáðî, êîòîðîå íå
áûëî ïðîéäåíî. Åñëè òàêîãî ðåáðà íå ñóùåñòâóåò, òî îáõîä TA çàâåðøàåòñÿ.

Çàôèêñèðóåì íà äåðåâå TA íåêîòîðûé ïîðÿäîê åãî îáõîäà â ñîîòâåòñòâèè ñ àëãî-
ðèòìîì ïîèñêà â ãëóáèíó (DFS) è îáîçíà÷èì ïîëó÷åííîå äåðåâî ÷åðåç T τA. Çàìåòèì,
÷òî äåðåâî T τA ìîæåò áûòü èñïîëüçîâàíî êàê ñåðòèôèêàò íåâûïîëíèìîñòè C: áóäåì
îáõîäèòü T τA àëãîðèòìîì DFS, ïðèìåíÿòü ïðàâèëî UP ê ñîîòâåòñòâóþùèì ëèòåðàëàì
è ôîðìóëå C. Ëåãêî ïîíÿòü, ÷òî C íåâûïîëíèìà òîãäà è òîëüêî òîãäà, êîãäà êàæäûé
ïóòü â T τA îêàí÷èâàåòñÿ òåðìèíàëüíîé âåðøèíîé ⊥. Ñóììèðóÿ âñå ñêàçàííîå, èìååì
ñëåäóþùèé ôàêò.
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Óòâåðæäåíèå 1. Ïóñòü C �íåâûïîëíèìàÿ ÊÍÔ. Òîãäà ñóùåñòâóåò òàêîå äåðå-
âî T τA, èñïîëüçóÿ êîòîðîå, ìîæíî âåðèôèöèðîâàòü íåâûïîëíèìîñòü C äåòåðìèíèðîâàí-
íûì àëãîðèòìîì çà âðåìÿ O(|C| · |T τA|). Âñå ëèñòüÿ äåðåâà T τA â òàêîì ñëó÷àå ïîìå÷åíû
ñèìâîëîì ⊥.

Âòîðîé òèï äåðåâüåâ, ðàññìàòðèâàåìûõ äàëåå, � ýòî äâîè÷íûå äåðåâüÿ, êîòîðûå
â îáùåì ñëó÷àå íå îáÿçàíû áûòü ïîëíûìè, òî åñòü äîïóñêàåòñÿ, ÷òî íåêîòîðàÿ íåòåð-
ìèíàëüíàÿ âåðøèíà ìîæåò èìåòü òîëüêî îäíîãî ïðÿìîãî ïîòîìêà.

Îáîçíà÷èì ÷åðåç Ã SAT-ðåøàòåëü íà îñíîâå àëãîðèòìà CDCL, äîïîëíèòåëüíî ïî-
ëàãàÿ, ÷òî Ã íå ñîâåðøàåò ðåñòàðòîâ â ïðîöåññå îïðîâåðæåíèÿ C. Çàìåòèì, ÷òî Ã�
ïîëíûé, òî åñòü Ã îïðîâåðãàåò C çà êîíå÷íîå âðåìÿ. Ñâÿæåì ñ ïðîöåññîì ðàáîòû Ã
ñïåöèàëüíîå äåðåâî TÃ âòîðîãî òèïà. Äàëåå îïèøåì ñòðóêòóðó TÃ. Íèæå èñïîëüçîâàíû
ïîíÿòèÿ, ñïåöèôè÷íûå äëÿ CDCL, îáúÿñíåíèå êîòîðûõ ìîæåò áûòü íàéäåíî â [12].

Ïóñòü v�ïðîèçâîëüíàÿ íåòåðìèíàëüíàÿ âåðøèíà â TÃ. Äàííîé âåðøèíå ïðèïèñà-
íà íåêîòîðàÿ ïåðåìåííàÿ èç X, êîòîðóþ áóäåì îáîçíà÷àòü xv. Ïåðåìåííàÿ xv ÿâëÿåò-
ñÿ ¾ïåðåìåííîé âûáîðà¿ (decision variable), ÷ü¼ çíà÷åíèå (decision literal) âûáèðàåòñÿ
íà íåêîòîðîì óðîâíå âûáîðà (decision level), äëÿ îáîçíà÷åíèÿ êîòîðîãî èñïîëüçóåò-
ñÿ çàïèñü @k (k ⩾ 1) [3, 12]. Äëÿ ëþáîé íåòåðìèíàëüíîé âåðøèíû v èìååò ìåñòî:
1 ⩽ deg(v) ⩽ 2 (deg(v) îçíà÷àåò âûõîäíóþ ñòåïåíü âåðøèíû v).

Òîëüêî îäíî ðåáðî, âûõîäÿùåå èç íåòåðìèíàëüíîé âåðøèíû v, ìîæåò ñîîòâåòñòâî-
âàòü çíà÷åíèþ ïåðåìåííîé xv, âûáðàííîìó íà íåêîòîðîì óðîâíå âûáîðà @k (k ⩾ 1).
Áóäåì íàçûâàòü òàêîå ðåáðî ëåâûì (ñîîòâåòñòâóþùèì îáðàçîì ðàñïîëàãàÿ åãî íà ðè-
ñóíêàõ). Åñëè âåðøèíà v èìååò òîëüêî îäíî èñõîäÿùåå ðåáðî (ëåâîå), òî ýòî ðåáðî îáÿ-
çàòåëüíî âåä¼ò â íåòåðìèíàëüíóþ âåðøèíó v′, ñîîòâåòñòâóþùóþ óðîâíþ âûáîðà ñ íî-
ìåðîì @(k+1). Òàêàÿ ñèòóàöèÿ ñîîòâåòñòâóåò òîìó ôàêòó, ÷òî ðåçóëüòàòîì íåêîòîðîãî
êîíôëèêòà ÿâëÿåòñÿ âîçâðàò íà óðîâåíü @j, j ⩽ k − 1 (¾íåõðîíîëîãè÷åñêèé áýêòðå-
êèíã¿ [3]). Ðàçáåðåì òåïåðü ñèòóàöèþ, êîãäà deg(v) = 2. Â ýòîì ñëó÷àå, ïîìèìî ëåâîãî
èñõîäÿùåãî ðåáðà, v èìååò åù¼ îäíî èñõîäÿùåå ðåáðî, íàçûâàåìîå ïðàâûì. Ïðàâîå ðåá-
ðî ñîîòâåòñòâóåò ñèòóàöèè, êîãäà â ðåçóëüòàòå àíàëèçà êîíôëèêòà íà óðîâíå @k áûë
ïîñòðîåí ¾âûó÷åííûé äèçúþíêò¿ (learnt clause) Dk, ñîäåðæàùèé åäèíñòâåííûé ëèòå-
ðàë, êîòîðûé áûë âûáðàí (à íå âûâåäåí) íà óðîâíå @k (ïîëàãàåì, ÷òî äëÿ ñèíòåçà Dk

èñïîëüçóåòñÿ UIP (Unit Implication Point) àëãîðèòì [12]). Â ýòîì ñëó÷àå ïðàâîå ðåáðî,
èñõîäÿùåå èç v, ñîîòâåòñòâóåò ñèòóàöèè ñðàáàòûâàíèÿ ïðîöåäóðû FDA (Failure Driven
Assertion [3]) íà äèçúþíêòå Dk. Ïóñòü v

∗ �êîðåíü äåðåâà TÃ. Íå îãðàíè÷èâàÿ îáùíî-
ñòè, ïîëîæèì, ÷òî v∗ èìååò äâà èñõîäÿùèõ ðåáðà: ëåâîå è ïðàâîå. Ýòèì äâóì ð¼áðàì
ñîîòâåòñòâóþò äâà ïîääåðåâà TÃ, êîòîðûå îáîçíà÷èì ÷åðåç TÃl è TÃr ñîîòâåòñòâåí-
íî. Ïîñòðîåíèå äåðåâà îñòàíàâëèâàåòñÿ, åñëè â ïðîöåññå ïîñòðîåíèÿ TÃr â ðåçóëüòàòå
àíàëèçà êîíôëèêòà ïîðîæäàåòñÿ âûó÷åííûé äèçúþíêò, ñîñòîÿùèé èç åäèíñòâåííîãî
ëèòåðàëà l(xv∗)@1, ãäå l(xv∗)� ýòî ëèòåðàë, âûáðàííûé íà óðîâíå @1. Ôðàãìåíò äåðåâà
îïèñàííîé êîíôèãóðàöèè ïðèâåä¼í íà ðèñ. 1.

Óòâåðæäåíèå 2. Ïðîèçâîëüíîìó îïðîâåðæåíèþ íåâûïîëíèìîé ôîðìóëû C ïî-
ñðåäñòâîì àëãîðèòìà CDCL áåç ðåñòàðòîâ ìîæíî ïîñòàâèòü â ñîîòâåòñòâèå íåêîòîðîå
äåðåâî TÃ îïèñàííîé ñòðóêòóðû.

Çàìåòèì, ÷òî äåðåâî TÃ ñîîòâåòñòâóåò êîíêðåòíîìó ñöåíàðèþ ðàáîòû àëãîðèò-
ìà CDCL áåç ðåñòàðòîâ � â ïðîöåññå åãî âûïîëíåíèÿ äåðåâî TÃ îáõîäèòñÿ àëãîðèò-
ìîì DFS. Çàôèêñèðóåì ïîðÿäîê âåðøèí TÃ, ïðîéäåííûõ DFS, è îáîçíà÷èì äåðåâî
ñ äàííûì ïîðÿäêîì T τ

Ã
. Îòìåòèì, ÷òî â äåðåâå T τ

Ã
ïðèñóòñòâóþò òîëüêî ñèìâîëû ïåðå-

ìåííûõ, ïðèïèñàííûå âåðøèíàì, ñèìâîë ⊥, ïðèïèñàííûé òåðìèíàëüíûì âåðøèíàì,
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Ðèñ. 1. Ôðàãìåíò äåðåâà

ñèìâîëû âûáðàííûõ ëèòåðàëîâ, êîòîðûå ïðèïèñàíû ëåâûì ð¼áðàì íåòåðìèíàëüíûõ
âåðøèí, è ÷èñëà, çàäàþùèå ïîðÿäîê îáõîäà âåðøèí.

Óòâåðæäåíèå 3. Ïóñòü C �íåâûïîëíèìàÿ ÊÍÔ è Ã�CDCL SAT-ðåøàòåëü, íå
âûïîëíÿþùèé ðåñòàðòîâ. Òîãäà ñóùåñòâóåò äåðåâî T τ

Ã
, èñïîëüçóÿ êîòîðîå, ìîæíî âåðè-

ôèöèðîâàòü íåâûïîëíèìîñòü C äåòåðìèíèðîâàííûì àëãîðèòìîì çà âðåìÿ O(|C|·|T τ
Ã
|).

Âñå ëèñòüÿ T τ
Ã
â òàêîì ñëó÷àå ïîìå÷åíû ñèìâîëîì ⊥.

Òåïåðü ïðåäïîëîæèì, ÷òî ðåøàòåëü Ã íà îñíîâå CDCL ñîâåðøàåò â ïðîöåññå îïðî-
âåðæåíèÿ C ðåñòàðòû, à òàêæå ñòàíäàðòíûå ïðîöåäóðû, òàêèå, êàê ÷èñòêà êîíôëèêò-
íûõ áàç.

Ñîïîñòàâèì êàæäîìó ôðàãìåíòó ðàáîòû Ã ìåæäó ðåñòàðòàìè ñ íîìåðàìè d − 1
è d äåðåâî îïèñàííîãî òèïà, îáîçíà÷àåìîå ÷åðåç

(
T τ
Ã

)
d
(ñ÷èòàåì, ÷òî íà÷àëó ðàáîòû Ã

ïðåäøåñòâîâàë ðåñòàðò ñ íîìåðîì d = 0). Ïóñòü d∗ �íîìåð ðåñòàðòà, ïîñëå êîòîðîãî
íåâûïîëíèìîñòü C áûëà äîêàçàíà. Òåì ñàìûì ìû ñâÿçûâàåì ñ ïðîöåññîì îïðîâåðæå-

íèÿ C ðåøàòåëåì Ã íåêîòîðûé ëåñ FÃ =
{(
T τ
Ã

)
1
, . . . ,

(
T τ
Ã

)
d∗

}
.

Îòìåòèì, ÷òî ëåñ FÃ, òàê æå êàê è äåðåâüÿ T
τ
A, T

τ
Ã
, ìîæíî ðàññìàòðèâàòü êàê ñåð-

òèôèêàò íåâûïîëíèìîñòè C, ïîñêîëüêó FÃ çàäà¼ò êîíêðåòíûé ñöåíàðèé ðàáîòû Ã íà
ôîðìóëå C. Î÷åâèäíî, ÷òî ðàçìåð âîçíèêàþùåé â ýòîì ñëó÷àå äîïîëíèòåëüíîé èíôîð-
ìàöèè (ãåíåðèðóåìûå Ã âûó÷åííûå äèçúþíêòû) îãðàíè÷åí ïîëèíîìîì îò |C| · |FÃ|, ãäå
|FÃ|� ñóììàðíîå ÷èñëî ëèñòüåâ ïî âñåì äåðåâüÿì â FÃ. Òàêèì îáðàçîì, FÃ ëèøü çà-
äà¼ò íåêîòîðóþ ôèêñèðîâàííóþ ïîñëåäîâàòåëüíîñòü óðîâíåé ðåøåíèÿ, âñþ îñòàëüíóþ
èíôîðìàöèþ âåðèôèöèðóþùèé àëãîðèòì âîñïðîèçâîäèò íà îñíîâå FÃ, ïîäàâàÿ àëãî-
ðèòìó Ã óðîâíè ðåøåíèÿ â ñîîòâåòñòâèè ñ ïîðÿäêîì τ . Ñëåäóþùèé ôàêò íàïðÿìóþ
ñëåäóåò èç àíàëèçà ñòðóêòóðû ëåñà FÃ.

Òåîðåìà 1. Âåëè÷èíà |FÃ| ðàâíà ÷èñëó êîíôëèêòîâ, êîòîðûå ïîðîæäàåò àëãî-
ðèòì Ã, îïðîâåðãàÿ íåâûïîëíèìóþ ÊÍÔ C.

3. Äðåâîâèäíûå ñåðòèôèêàòû äîêàçàòåëüñòâ íåâûïîëíèìîñòè
íà îñíîâå ëàçååê

Ñíîâà ðàññìîòðèì ïðîáëåìó äîêàçàòåëüñòâà íåâûïîëíèìîñòè ÊÍÔ C íàä ìíîæå-
ñòâîì ïåðåìåííûõ X. Íàïîìíèì îïðåäåëåíèå ñèëüíîé ëàçåéêè [9]. Â åãî îñíîâå ëåæèò
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ïîíÿòèå âñïîìîãàòåëüíîãî ïîëèíîìèàëüíîãî àëãîðèòìà (sub-solver â òåðìèíîëîãèè [9]).
Òàêîé àëãîðèòì, îáîçíà÷àåìûé ÷åðåç P , èìååò ïîëèíîìèàëüíóþ ñëîæíîñòü è äîëæåí
ïî ïðîèçâîëüíîé ÊÍÔ C ëèáî âûäàòü êîððåêòíûé îòâåò î âûïîëíèìîñòè/íåâûïîëíè-
ìîñòè C, ëèáî îòâåðãíóòü C (íåîïðåäåë¼ííûé îòâåò). Ïðîñòåéøèì ïðèìåðîì òàêîãî
àëãîðèòìà ÿâëÿåòñÿ ïðàâèëî åäèíè÷íîãî äèçúþíêòà.

Ïðîèçâîëüíîå ìíîæåñòâî B ⊆ X íàçûâàåòñÿ ñèëüíîé ëàçåéêîé äëÿ C îòíîñèòåëüíî
ïîëèíîìèàëüíîãî àëãîðèòìà P , åñëè äëÿ ëþáîãî íàáîðà β çíà÷åíèé ïåðåìåííûõ èç B
(β ∈ {0, 1}|B|) àëãîðèòì P êîððåêòíî ðåøàåò ïðîáëåìó âûïîëíèìîñòè ÊÍÔ C[β/B],
ïîëó÷åííóþ èç C â ðåçóëüòàòå ïîäñòàíîâêè â íå¼ íàáîðà β (îáîçíà÷àåì äàííûé ôàêò
÷åðåç C[β/B] ∈ S(P )).

Ñëåäóþùåå íàáëþäåíèå [8] âûãëÿäèò âåñüìà î÷åâèäíûì. Åñëè B �íåêîòîðàÿ ñèëü-
íàÿ ëàçåéêà, òî èìååò ìåñòî âåðõíÿÿ îöåíêà íà âðåìÿ ðåøåíèÿ SAT â îòíîøåíèè C:
poly(|C|) 2|B|. Äåéñòâèòåëüíî, çà òàêîå âðåìÿ SAT â îòíîøåíèè C ìîæåò áûòü ðåøåíà
çà ñ÷¼ò ïåðåáîðà âñåõ β ∈ {0, 1}|B| è ïðîâåðêè óñëîâèÿ C[β/B] ∈ S(P ). Òàêèì îáðàçîì,
ñèëüíóþ ëàçåéêó B ìîæíî ñ÷èòàòü ñåðòèôèêàòîì äîêàçàòåëüñòâà.

Âî ìíîãèõ çàäà÷àõ, ñâÿçàííûõ ñî ñõåìàìè, èçâåñòíû ñèëüíûå ëàçåéêè, ðàçìåð êî-
òîðûõ ìîæåò ñîñòàâëÿòü äîëè ïðîöåíòà îò îáùåãî ÷èñëà ïåðåìåííûõ â ôîðìóëå. Ðàñ-
ñìîòðèì, íàïðèìåð, ïðîáëåìó äîêàçàòåëüñòâà ýêâèâàëåíòíîñòè äâóõ áóëåâûõ ñõåì [13]
(Logical Equivalence Checking, LEC). Â äàííîé çàäà÷å ðàññìàòðèâàþòñÿ äâå ñõåìû èç
ôóíêöèîíàëüíûõ ýëåìåíòîâ íåêîòîðîãî ïîëíîãî áàçèñà (áóëåâû ñõåìû) Sf è Sg, çà-
äàþùèå ôóíêöèè f : {0, 1}n → {0, 1}m è g : {0, 1}n → {0, 1}m; òðåáóåòñÿ äîêàçàòü
èëè îïðîâåðãíóòü ïðåäïîëîæåíèå, ÷òî f è g íà ñàìîì äåëå ÿâëÿþòñÿ îäíîé è òîé æå
ôóíêöèåé (f ∼= g). Èçâåñòíî, ÷òî äàííóþ çàäà÷ó ìîæíî çà ëèíåéíîå îò ÷èñëà óçëîâ
â ñõåìàõ Sf è Sg âðåìÿ ñâåñòè ê SAT â îòíîøåíèè ñïåöèàëüíîé ÊÍÔ Cf∼=g: ñõåìû ýê-
âèâàëåíòíû (òî åñòü çàäàþò îäíó è òó æå ôóíêöèþ) òîãäà è òîëüêî òîãäà, êîãäà Cf∼=g
íåâûïîëíèìà. ÊÍÔ Cf∼=g ñòðîèòñÿ ïî ñõåìàì Sf , Sg (âûõîäû êîòîðûõ îáúåäèíÿþòñÿ
ñïåöèàëüíûì ôóíêöèîíàëüíûì áëîêîì� ¾ìàéòåðîì¿ (miter) [13]) ïðè ïîìîùè ïðåîá-
ðàçîâàíèé Öåéòèíà [14]. Îñíîâûâàÿñü íà ñâîéñòâàõ ýòèõ ïðåîáðàçîâàíèé, íåñëîæíî ïî-
êàçàòü, ÷òî Cf∼=g èìååò ñèëüíóþ ëàçåéêó îòíîñèòåëüíî ïðàâèëà åäèíè÷íîãî äèçúþíêòà,
ñîñòîÿùóþ èç n ïåðåìåííûõ, � òàêàÿ ëàçåéêà îáðàçîâàíà ïåðåìåííûìè, ïðèïèñàííû-
ìè âõîäàì ñõåì Sf , Sg. Íàïðèìåð, äëÿ çàäà÷è ïðîâåðêè ýêâèâàëåíòíîñòè äâóõ ñõåì,
ðåàëèçóþùèõ ðàçëè÷íûå àëãîðèòìû óìíîæåíèÿ ïàðû 16-áèòíûõ íàòóðàëüíûõ ÷èñåë,
äàííàÿ ëàçåéêà ñîñòîèò èç 32 ïåðåìåííûõ, òîãäà êàê îáùåå ÷èñëî ïåðåìåííûõ â Cf∼=g
ñîñòàâëÿåò 9861, åñëè ðàññìàòðèâàåòñÿ çàäà÷à ýêâèâàëåíòíîñòè àëãîðèòìîâ ¾Ñòîëáèê¿
è ¾äåêîìïîçèöèÿ Êàðàöóáû¿ íà ïðîèçâîëüíûõ ïàðàõ 16-áèòíûõ ÷èñåë. Òàêèì îáðàçîì,
íåâûïîëíèìîñòü Cf∼=g ìîæåò áûòü äîêàçàíà çà 232 ïðèìåíåíèé ïîëèíîìèàëüíîãî àëãî-
ðèòìà P (â ðîëè êîòîðîãî âûñòóïàåò UP) ê ôîðìóëàì âèäà C [β/B], β ∈ {0, 1}32.

Çàìåòèì, ÷òî áóëåâ ãèïåðêóá {0, 1}n ìîæåò áûòü ïðåäñòàâëåí â âèäå ïîëíîãî çàâåð-
ø¼ííîãî áèíàðíîãî äåðåâà T n, ñîñòîÿùåãî èç 2n ïóòåé � êàæäûé ïóòü ñîîòâåòñòâóåò
êîíêðåòíîìó âåêòîðó èç {0, 1}n. Êîðíþ è âíóòðåííèì óçëàì òàêîãî äåðåâà ìîæíî ñî-
ïîñòàâèòü áóëåâû ïåðåìåííûå, à ëèñòüÿì� çíà÷åíèÿ ïðîèçâîëüíîé áóëåâîé ôóíêöèè,
îïðåäåë¼ííîé âñþäó íà {0, 1}n. Ïóñòü X in = {x1, . . . , xn}�ïåðåìåííûå, ïðèïèñàííûå
âõîäàì ñõåì Sf , Sg. Ñîïîñòàâèì X in äåðåâî T n, ïðåäñòàâëÿþùåå ãèïåðêóá {0, 1}n. Ñå-
ìàíòèêó òåðìèíàëüíûõ âåðøèí (ëèñòüåâ) T n îïðåäåëèì ñëåäóþùèì îáðàçîì. Êàæäî-
ìó ïóòè èç êîðíÿ â ëèñò T n ñîîòâåòñòâóåò êîíêðåòíûé íàáîð çíà÷åíèé α = (α1, . . . , αn)
ïåðåìåííûõ èçX in, êîòîðûé åñòåñòâåííûì îáðàçîì çàäàåò íàáîð ëèòåðàëîâ xα1

1 , . . . , x
αn
n

(çäåñü è äàëåå xσ = x ïðè σ = 1 è xσ = ¬x ïðè σ = 0 [15]). Ê äàííîìó íàáîðó ëèòåðàëîâ
è ÊÍÔ Cf∼=g ïðèìåíÿåòñÿ ïðàâèëî åäèíè÷íîãî äèçúþíêòà (UP). Èç ñâîéñòâ ïðåîáðà-
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çîâàíèé Öåéòèíà ñëåäóåò, ÷òî ñõåìû Sf è Sg ýêâèâàëåíòíû òîãäà è òîëüêî òîãäà, êîãäà
äëÿ êàæäîé âåòâè äåðåâà T n ïðèìåíåíèå UP ê ñîîòâåòñòâóþùåìó íàáîðó ëèòåðàëîâ
è ÊÍÔ Cf∼=g äà¼ò êîíôëèêò. Ñîîòâåòñòâóþùèé ëèñò äåðåâà â ýòîì ñëó÷àå ïîìå÷àåòñÿ
ñèìâîëîì ⊥. Òàêèì îáðàçîì, äåðåâî T n ñ ëèñòüÿìè, ïîìå÷åííûìè ñèìâîëîì ⊥, ìîæíî
ðàññìàòðèâàòü êàê ñåðòèôèêàò íåâûïîëíèìîñòè ÊÍÔ Cf∼=g, àíàëîãè÷íûé â êîíöåïòó-
àëüíîì ñìûñëå ðàññìîòðåííûì äåðåâüÿì òèïà FA (A� àëãîðèòì DPLL).

Ïóñòü C �ïðîèçâîëüíàÿ íåâûïîëíèìàÿ ÊÍÔ íàä ïåðåìåííûìè X. Ðàññìîòðèì
ïðîèçâîëüíîå ìíîæåñòâî B ⊂ X è ïðåäñòàâèì ãèïåðêóá {0, 1}|B| â âèäå äåðåâà T s,
s = |B|, êàê îïèñàíî âûøå. Ïóñòü β = (β1, . . . , βs)�ïðîèçâîëüíûé íàáîð èç {0, 1}s è
xβ11 , . . . , x

βs
s �ìíîæåñòâî ëèòåðàëîâ íàä B, ñîîòâåòñòâóþùåå íàáîðó β. Åñëè ïðèìåíå-

íèå ïðàâèëà UP ê ÊÍÔ xβ11 ∧ · · · ∧ xβss ∧ C ïîðîæäàåò êîíôëèêò, òî ëèñò äåðåâà T s,
ñîîòâåòñòâóþùèé ïóòè β, ñòàíîâèòñÿ òåðìèíàëüíîé âåðøèíîé è ïîëó÷àåò ìåòêó ⊥.
Åñëè æå ïðèìåíåíèå UP ê ÊÍÔ xβ11 ∧· · ·∧xβss ∧C íå âûâîäèò êîíôëèêò, òî ïðèìåíÿåì
ê xβ11 ∧· · ·∧xβss ∧C àëãîðèòì CDCL, ñöåíàðèé ðàáîòû êîòîðîãî ïðåäñòàâëÿåòñÿ ëåñîì FÃ.
Òàêèì îáðàçîì, ìîæíî ñêàçàòü, ÷òî ê êàæäîé âåðøèíå äåðåâà T s, íå ïîìå÷åííîé ñèì-
âîëîì ⊥, ¾ïðèêëåèâàåòñÿ¿ (ïðè ïîìîùè âñïîìîãàòåëüíûõ íåïîìå÷åííûõ ð¼áåð) ëåñ
âèäà FÃ, îïèñûâàþùèé ðàáîòó àëãîðèòìà CDCL Ã íà ñîîòâåòñòâóþùåé ÊÍÔ âèäà
xβ11 ∧ · · · ∧ xβss ∧ C. Ïîëó÷åííîå â ðåçóëüòàòå äåðåâî (âîîáùå ãîâîðÿ, íå áèíàðíîå) îáî-
çíà÷èì ÷åðåç FB,Ã. Åñëè äëÿ C èìååòñÿ íåêîòîðîå äîêàçàòåëüñòâî íà îñíîâå ñèëüíîé
ëàçåéêè, ïðåäñòàâëåííîå äåðåâîì ñ 2n ëèñòüÿìè (äëÿ íåêîòîðîãî n) � íàïðèìåð, åñ-
ëè C êîäèðóåò íåêîòîðóþ LEC çàäà÷ó è n = |X in|, òî î÷åâèäíûé èíòåðåñ âûçûâàåò
âîïðîñ ñóùåñòâîâàíèÿ äåðåâà âèäà FB,Ã, ÷èñëî ëèñòüåâ êîòîðîãî ñóùåñòâåííî ìåíüøå
÷åì 2n. Åñëè òàêîå äåðåâî ñóùåñòâóåò, òî ìîæíî ãîâîðèòü, ÷òî C èìååò äîêàçàòåëüñòâî
íåâûïîëíèìîñòè, êîòîðîå ýôôåêòèâíåå ìåòîäà ãðóáîé ñèëû (brute force). Â ýòîì ñëó-
÷àå òàêæå ìîæíî ñ÷èòàòü B, îáåñïå÷èâàþùåå äàííîå ñâîéñòâî, íåêîòîðûì âàðèàíòîì
ëàçåéêè� òàêèå ëàçåéêè èññëåäîâàëèñü â [10, 16].

4. Äðåâîâèäíûå ïðåäñòàâëåíèÿ êðèïòîãðàôè÷åñêèõ àòàê
íà îñíîâå èíâåðñíûõ ëàçååê

Íàêîíåö, ïåðåíåñ¼ì èäåþ îöåíèâàòü òðóäíîñòü äîêàçàòåëüñòâ ÷åðåç ðàçìåð äåðå-
âüåâ îïèñàííîãî âèäà íà îöåíêè òðóäíîñòè àòàê íà êðèïòîãðàôè÷åñêèå ôóíêöèè ñ èñ-
ïîëüçîâàíèåì SAT-ðåøàòåëåé. Çà îòïðàâíóþ òî÷êó âîçüì¼ì ïîíÿòèå èíâåðñíîé ëàçåé-
êè (Inverse Backdoor Set, IBS) [11]. Íàïîìíèì êîíòåêñò ïðîáëåìû. Ðàññìàòðèâàåòñÿ çà-
äà÷à îáðàùåíèÿ ôóíêöèè f : {0, 1}n → {0, 1}m, çàäàííîé íåêîòîðûì èçâåñòíûì áûñò-
ðûì àëãîðèòìîì Af (íàïðèìåð, ãåíåðàòîðîì êëþ÷åâîãî ïîòîêà): èçâåñòåí γ ∈ Range f ,
òðåáóåòñÿ íàéòè òàêîé α ∈ {0, 1}n, ÷òî f(α) = γ. Îäíèì èç ñëåäñòâèé òåîðåìû Êó-
êà �Ëåâèíà [17] ÿâëÿåòñÿ òîò ôàêò, ÷òî ïî òåêñòó Af è ÷èñëó n ìîæíî ýôôåêòèâíî
ïîñòðîèòü ñõåìó Sf èç ôóíêöèîíàëüíûõ ýëåìåíòîâ íàä ïðîèçâîëüíûì ïîëíûì áàçè-
ñîì, çàäàþùóþ ôóíêöèþ f . Ïî äàííîé ñõåìå ïðè ïîìîùè ïðåîáðàçîâàíèé Öåéòèíà
ýôôåêòèâíî ñòðîèòñÿ ÊÍÔ Cf , íàçûâàåìàÿ äàëåå øàáëîííîé ÊÍÔ ôóíêöèè f [18].
Åñëè â Cf ïîäñòàâèòü (â ñìûñëå [19]) íàáîð γ ∈ Range f , òî ïîëó÷åííàÿ ÊÍÔ Cf (γ)
áóäåò âûïîëíèìîé, è åñëè óäàñòñÿ íàéòè âûïîëíÿþùèé å¼ íàáîð, òî áóäåò íàéäåí è
α ∈ {0, 1}n : f(α) = γ. Ñ äðóãîé ñòîðîíû, ïðèìåíåíèå UP ê ïðîèçâîëüíîé ÊÍÔ âèäà
xα1
1 ∧ · · · ∧ xαn

n ∧ Cf (X in = {x1, . . . , xn}�ïåðåìåííûå, ïðèïèñàííûå âõîäó ñõåìû Sf ,
α = (α1, . . . , αn)�ïðîèçâîëüíîå ñëîâî èç {0, 1}n) äà¼ò áåñêîíôëèêòíûé âûâîä âñåõ
ïåðåìåííûõ â Cf , â òîì ÷èñëå âûâîä íàáîðà γ : f(α) = γ. Ïóñòü X �ìíîæåñòâî ïåðå-
ìåííûõ â ÊÍÔ C, ðàññìîòðèì ïðîèçâîëüíîå B ⊂ X. Äëÿ ôèêñèðîâàííîãî α ∈ {0, 1}n
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îáîçíà÷èì ÷åðåç βα íàáîð çíà÷åíèé ïåðåìåííûõ èç B, ïîëó÷åííûé â ðåçóëüòàòå ïðèìå-
íåíèÿ UP ê ÊÍÔ xα1

1 ∧ · · · ∧xαn
n ∧Cf . Íàçîâ¼ì βα íàáîðîì, èíäóöèðîâàííûì âõîäîì α.

Â [11] ïðåäëîæåí ñëåäóþùèé ñöåíàðèé ïîèñêà ïðîîáðàçîâ äëÿ ïðîèçâîëüíîé ôóíê-
öèè f , çàäàííîé ñõåìîé Sf . Çàäàäèì íà {0, 1}n ðàâíîìåðíîå ðàñïðåäåëåíèå è ïóñòü α�
ïðîèçâîëüíûé âåêòîð, âûáðàííûé èç {0, 1}n â ñîîòâåòñòâèè ñ ýòèì ðàñïðåäåëåíèåì.
Äëÿ êîíêðåòíîãî B ⊂ X ðàññìîòðèì èíäóöèðîâàííûé α íàáîð βα çíà÷åíèé ïåðåìåí-
íûõ èç B è íàáîð γα = f(α). Ïîäñòàâèì γα è βα â Cf , îáîçíà÷èì ïîëó÷åííóþ ÊÍÔ
÷åðåç Cf (γα, βα) è ïðèìåíèì ê Cf (γα, βα) SAT-ðåøàòåëü Ã íà îñíîâå àëãîðèòìà CDCL.
Î÷åâèäíî, ÷òî ÊÍÔ Cf (γα, βα) âûïîëíèìà. Çàäàäèì íåêîòîðîå t > 0 è îïðåäåëèì âå-
ëè÷èíó ξB,t : {0, 1}n → {0, 1}, êîòîðàÿ ðàâíà 1, åñëè Ã íàø¼ë íàáîð, âûïîëíÿþùèé
Cf (γα, βα) çà âðåìÿ ⩽ t, â ïðîòèâíîì ñëó÷àå ïîëîæèì ξB,t(α) = 0. Òîãäà äîëþ òàêèõ
α ∈ {0, 1}n, äëÿ êîòîðûõ ξB,t(α) = 1, ìîæíî ðàññìàòðèâàòü êàê âåðîÿòíîñòü óñïå-
õà â ýêñïåðèìåíòå Áåðíóëëè, îáîçíà÷àåìóþ ÷åðåç ρ, è îöåíèâàòü äàííóþ âåðîÿòíîñòü
ñ ëþáîé íàïåð¼ä çàäàííîé òî÷íîñòüþ, èñïîëüçóÿ ìåòîä Ìîíòå-Êàðëî. Ìíîæåñòâî B
ñ êîíêðåòíûì çíà÷åíèåì âåðîÿòíîñòè ρ íàçûâàåòñÿ èíâåðñíîé ëàçåéêîé (IBS) ñ ïà-
ðàìåòðàìè s = |B|, ρ, t. Â [11] îïèñàíà àòàêà íà f , êîòîðàÿ àíàëèçèðóåò r âûõîäîâ
γ1, . . . , γr ôóíêöèè f , ïîñòðîåííûõ ïî âûáèðàåìûì ñëó÷àéíî è íåçàâèñèìî âõîäàì
α1, . . . , αr. Åñëè ïîòðåáîâàòü, ÷òîáû âåðîÿòíîñòü îáðàòèòü õîòÿ áû îäèí èç r ýòèõ âû-
õîäîâ áûëà áîëüøå 95%, òî âðåìÿ âûïîëíåíèÿ òàêîé àòàêè ñîñòàâèò 2s · t · ⌈3/ρ⌉.
Âðåìÿ t â [11] èçìåðÿëîñü â ñåêóíäàõ, ÷òî, âîîáùå ãîâîðÿ, íå âïîëíå óäà÷íî, åñëè ðàñ-
ñìàòðèâàòü âûïîëíåíèå àòàêè íà ðàçëè÷íûõ ïî ïðîèçâîäèòåëüíîñòè âû÷èñëèòåëüíûõ
ïëàòôîðìàõ. Ïðåäñòàâèì àòàêè íà îñíîâå IBS äðåâîâèäíûìè ñòðóêòóðàìè îïèñàííîãî
âûøå âèäà.

Ðàññìàòðèâàåì çàäà÷ó îáðàùåíèÿ ôóíêöèè f : {0, 1}n → {0, 1}m. Ïóñòü Cf �øàá-
ëîííàÿ ÊÍÔ ôóíêöèè f ; X �ìíîæåñòâî ïåðåìåííûõ â Cf ; γ �ïðîèçâîëüíîå çíà÷å-
íèå f . Ðàññìîòðèì ïðîèçâîëüíîå B ⊂ X (ïîëîæèì B = {x1, . . . , xs}). Ïðåäñòàâèì
ãèïåðêóá {0, 1}|B| â âèäå äåðåâà T s, s = |B|. Ñ êàæäîé âåòâüþ äåðåâà T s, êîòîðàÿ
ñîîòâåòñòâóåò êîíêðåòíîìó íàáîðó β ∈ {0, 1}s, β = (β1, . . . , βs), ñâÿæåì ëåñ FÃ, èíòåð-
ïðåòèðóþùèé ðàáîòó CDCL-ðåøàòåëÿ Ã íà ôîðìóëå xβ11 ∧· · ·∧xβss ∧Cf (γ). Àëãîðèòì Ã
îñòàíàâëèâàåò ðàáîòó, êàê òîëüêî äîêàçûâàåò íåâûïîëíèìîñòü ñîîòâåòñòâóþùåé ôîð-
ìóëû âèäà xβ11 ∧ · · · ∧ xβss ∧ Cf (γ) ëèáî íàõîäèò âûïîëíÿþùèé å¼ íàáîð. Îãðàíè÷èì

òåïåðü ìíîæåñòâî âåòâåé ëåñà FÃ äëÿ êàæäîé ôîðìóëû xβ11 ∧ · · · ∧ xβss ∧ Cf (γ) ïåð-
âûìè t âåòâÿìè. Ïîëó÷åííîå äåðåâî îáîçíà÷èì ÷åðåç TB,Ã,t. Ïóñòü π�ïðîèçâîëüíûé
ïóòü â äåðåâå TB,Ã,t. Èç îïèñàíèÿ ñòðóêòóðû TB,Ã,t ñëåäóåò, ÷òî π çàäàåò íåêîòîðîå
ìíîæåñòâî ïåðåìåííûõ Xπ = {xπ1 , . . . , xπq } è ìíîæåñòâî ëèòåðàëîâ íàä Xπ, îáîçíà÷à-
åìîå Lπ = lπ1 , . . . , l

π
q , òàêîå, ÷òî ïðèìåíåíèå UP ê lπ1 ∧ · · · ∧ lπq ∧ Cf (γ) ëèáî âûâîäèò

êîíôëèêò (â ýòîì ñëó÷àå ëèñò, çàâåðøàþùèé π, ïîëó÷àåò ìåòêó ⊥), ëèáî äà¼ò âûâîä
íàáîðà, âûïîëíÿþùåãî Cf (γ). Ïîñëåäíèé ôàêò ñîîòâåòñòâóåò ðåøåíèþ çàäà÷è îáðà-
ùåíèÿ ðàññìàòðèâàåìîãî γ ∈ Range f , è ëèñòó, çàâåðøàþùåìó òàêîé ïóòü, ïðèñâîèì
ìåòêó +.

Ñëåäóþùåå óòâåðæäåíèå ÿâëÿåòñÿ, ïî ñóòè, ïåðåôîðìóëèðîâêîé îñíîâíîãî òåîðå-
òè÷åñêîãî ðåçóëüòàòà [11] íà ÿçûêå äåðåâüåâ, ââåäåííûõ â íàñòîÿùåé ðàáîòå.

Òåîðåìà 2. Ïóñòü B �èíâåðñíàÿ ëàçåéêà ñ ïàðàìåòðàìè ρ, s, t è γ ∈ Range f �
çíà÷åíèå f , ïîëó÷åííîå äëÿ âõîäà α, âûáðàííîãî èç {0, 1}n â ñîîòâåòñòâèè ñ ðàâíî-
ìåðíûì ðàñïðåäåëåíèåì. Òîãäà âåðîÿòíîñòü òîãî, ÷òî äåðåâî TB,Ã,t, ïîñòðîåííîå äëÿ
ÊÍÔ Cf (γ), ñîäåðæèò ïóòü π, ëèñò êîòîðîãî èìååò ìåòêó +, ðàâíà ρ.
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Çàìåòèì, ÷òî ïðåäøåñòâóþùèå òåîðåìå 2 ïîñòðîåíèÿ, à òàêæå òåîðåìà 1 îçíà÷àþò,
â ÷àñòíîñòè, ÷òî âðåìÿ t â àòàêàõ íà îñíîâå èíâåðñíûõ ëàçååê óäîáíî èçìåðÿòü â ÷èñëå
êîíôëèêòîâ, êîòîðûå ïîðîæäàåò îñíîâàííûé íà CDCL ðåøàòåëü Ã.
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Î ÑÒÎÉÊÎÑÒÈ ÊËÞ×ÅÂÛÕ ÕÅØ-ÔÓÍÊÖÈÉ, ÎÑÍÎÂÀÍÍÛÕ
ÍÀ ÃÎÑÒ 34.11-2018 (¾ÑÒÐÈÁÎÃ¿), Ê ÀÒÀÊÀÌ ÍÀ ÊËÞ×

À.Ì. Ñåðãååâ, Â.À. Êèðþõèí

Áåñêëþ÷åâàÿ õåø-ôóíêöèÿ ÃÎÑÒ 34.11-2018 (¾Ñòðèáîã¿) ÿâëÿåòñÿ îñíîâîé ìíî-
ãèõ êëþ÷åâûõ êðèïòîàëãîðèòìîâ, âêëþ÷àÿ HMAC-Ñòðèáîã è Ñòðèáîã-Ê. Ñ èñ-
ïîëüçîâàíèåì äîêàçàòåëüíîãî ïîäõîäà ê îáîñíîâàíèþ ñòîéêîñòè äëÿ ïîñëåäíèõ
ïîëó÷åíû îöåíêè ñâåðõó íà âåðîÿòíîñòü âîññòàíîâëåíèÿ ñåêðåòíîãî êëþ÷à. Ïðåä-
ëîæåí ñïîñîá ïðåîáðàçîâàíèÿ õåø-ôóíêöèè ¾Ñòðèáîã¿ â êëþ÷åâîé êðèïòîàëãî-
ðèòì ïî ñõåìå ¾ñýíäâè÷¿ (óñëîâíî íàçûâàåìûé Ñòðèáîã-Ñ) áåç âíåñåíèÿ èçìåíå-
íèé â ñàìó õåø-ôóíêöèþ. Ñòðèáîã-Ñ ÿâëÿåòñÿ ñòîéêîé ïñåâäîñëó÷àéíîé ôóíêöè-
åé è ñòîéêèì àëãîðèòìîì èìèòîçàùèòû. Â îòëè÷èå îò àëãîðèòìîâ HMAC-Ñòðèáîã
è Ñòðèáîã-Ê, ïðè ëþáîì îáú¼ìå îáðàáàòûâàåìîãî ìàòåðèàëà åäèíñòâåííûì ìåòî-
äîì îïðåäåëåíèÿ ñåêðåòíîãî êëþ÷à àëãîðèòìà Ñòðèáîã-Ñ áóäåò òîòàëüíîå îïðî-
áîâàíèå â ïðåäïîëîæåíèè, ÷òî àíàëîãè÷íîå óòâåðæäåíèå âåðíî äëÿ ôóíêöèè ñæà-
òèÿ, èòåðàòèâíî ïðèìåíÿåìîé âíóòðè õåø-ôóíêöèè.

Êëþ÷åâûå ñëîâà: Ñòðèáîã, HMAC, äîêàçóåìàÿ ñòîéêîñòü.

Õåø-ôóíêöèÿ ÃÎÑÒ 34.11-2018 (¾Ñòðèáîã¿) ïîñòðîåíà ñ èñïîëüçîâàíèåì ìîäèôè-
öèðîâàííîé ñõåìû Ìåðêëà�Äàìãàðäà. Õåøèðóåìîå ñîîáùåíèå M äîïîëíÿåòñÿ ñòðî-
êîé 10..0 è ðàçáèâàåòñÿ íà l áëîêîâ m1|| . . . ||ml ïî n = 512 áèò. Èñõîäíîå ñîñòîÿíèå
õåø-ôóíêöèè ðàâíî n-áèòíîé êîíñòàíòå IV. Ôóíêöèÿ ñæàòèÿ g èòåðàòèâíî ïðèìåíÿ-
åòñÿ ê áëîêó ñîîáùåíèÿ è ïðåäûäóùåìó ñîñòîÿíèþ. Íà çàâåðøàþùåì ýòàïå îáðàáîòêè
g ïðèìåíÿåòñÿ åù¼ äâà ðàçà � ê ñîñòîÿíèþ ¾ïîäìåøèâàþòñÿ¿ áèòîâàÿ äëèíà ñîîáùå-
íèÿ L è êîíòðîëüíàÿ ñóììà sum(M ||10..0) = (m1⊞ . . .⊞ml) âñåõ áëîêîâ ïî ìîäóëþ 2n.

Õåø-ôóíêöèÿ ¾Ñòðèáîã¿ ñëóæèò îñíîâîé äëÿ ðÿäà êëþ÷åâûõ êðèïòîàëãîðèòìîâ,
ñðåäè êîòîðûõ HMAC-Ñòðèáîã [1] è Ñòðèáîã-Ê [2]. Ýòè àëãîðèòìû íå âíîñÿò êàêèõ-
ëèáî èçìåíåíèé â õåø-ôóíêöèþ H, à òîëüêî ïîäãîòàâëèâàþò âõîäíûå äàííûå:

HMAC-Ñòðèáîã(K,M) = H
(
(K ⊕ opad)||H(K ⊕ ipad||M)

)
, ipad ̸= opad,

Ñòðèáîã-Ê(K,M) = H(K||M),

k-áèòíûé êëþ÷ K äîïîëíÿåòñÿ ïðè íåîáõîäèìîñòè íóëÿìè äî n áèò: K = (K||0 . . . 0).
Â [2] ñ èñïîëüçîâàíèåì äîêàçàòåëüíîãî ïîäõîäà [3] ê îáîñíîâàíèþ ñòîéêîñòè çà

ñ÷¼ò ñâåäǻíèÿ ê íåêîòîðûì ñâîéñòâàì ôóíêöèè ñæàòèÿ ïîêàçàíî, ÷òî Ñòðèáîã-Ê è
HMAC-Ñòðèáîã ÿâëÿþòñÿ ñòîéêèìè ïñåâäîñëó÷àéíûìè ôóíêöèÿìè (PRF) è, ñëåäîâà-
òåëüíî, ñòîéêèìè ñõåìàìè èìèòîçàùèòû. Ïîäîáíûå óòâåðæäåíèÿ î ñòîéêîñòè âåðíû
ëèøü â óñëîâèÿõ îãðàíè÷åíèé íà îáú¼ì ìàòåðèàëà, îáðàáàòûâàåìîãî íà îäíîì êëþ÷å.

Ïðåâûøåíèå ýòèõ îãðàíè÷åíèé íå ïîçâîëÿåò ãîâîðèòü îá îòñóòñòâèè àòàê, îáëàäàþ-
ùèõ âûñîêîé âåðîÿòíîñòüþ óñïåõà. Àòàêè, íàïðàâëåííûå íà âñêðûòèå ñåêðåòíîãî êëþ-
÷à, ÿâëÿþòñÿ ïðè ýòîì íàèáîëåå îïàñíûìè. Äëÿ óïîìÿíóòûõ êëþ÷åâûõ õåø-ôóíêöèé
òàêèå àòàêè ñóùåñòâóþò [4], èõ ñëîæíîñòü ñîñòàâëÿåò ïîðÿäêà 24n/5 îïåðàöèé ïðè ñî-
ïîñòàâèìîì îáú¼ìå ìàòåðèàëà, ÷òî ÿâëÿåòñÿ âåðõíåé îöåíêîé ñòîéêîñòè.

Â íàñòîÿùåé ðàáîòå ïîëó÷åíà íèæíÿÿ îöåíêà � ïðè íàä¼æíîñòè, áëèçêîé ê åäèíè-
öå, è ïðîèçâîëüíîì îáú¼ìå ìàòåðèàëà íå ñóùåñòâóåò ìåòîäîâ âîññòàíîâëåíèÿ êëþ÷à
ñî ñëîæíîñòüþ ìåíåå 2k/2 îïåðàöèé, k ⩽ n.

Ðåçóëüòàò ïîëó÷åí çà ñ÷¼ò ñëåäóþùåãî íàáëþäåíèÿ. ¾Ïîäìåøèâàíèå¿ êîíòðîëüíîé
ñóììû â ïðîöåññå ôèíàëèçàöèè ïðèâîäèò ê ïîÿâëåíèþ òàê íàçûâàåìûõ ¾ñâÿçàííûõ
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êëþ÷åé¿. Òàê, ó àëãîðèòìà Ñòðèáîã-Ê ïðè ïåðâîì âûçîâå g ôàêòè÷åñêè îáðàáàòûâà-
åòñÿ ñàì êëþ÷ K, à ïðè ïîñëåäíåì� (K ⊞m1 ⊞ . . . ⊞ml), ãäå m1, . . . ,ml âûáèðàþòñÿ
ïðîòèâíèêîì. Èç-çà äâîéíîãî õåøèðîâàíèÿ â ñõåìå HMAC ñâÿçàííûå êëþ÷è ó HMAC-
Ñòðèáîã âîçíèêàþò ñîîòâåòñòâåííî ÷åòûðå ðàçà, ïðè ýòîì ñâÿçü çàäà¼òñÿ êîìïîçèöèåé
îïåðàöèé ¾⊕¿ è ¾⊞¿. Óêàçàííûå îñîáåííîñòè ìîòèâèðóþò ïîòðåáîâàòü îò g ñòîéêî-
ñòè ê àòàêàì ñî ñâÿçàííûìè êëþ÷àìè, ÷òî ÿâëÿåòñÿ äîñòàòî÷íûì óñëîâèåì ñòîéêîñòè
êëþ÷åâîé õåø-ôóíêöèè.

Îïðåäåëåíèå 1. Êîëè÷åñòâåííîé õàðàêòåðèñòèêîé óñïåøíîñòè ïðîòèâíèêà A
â ìîäåëè KR-RKA∗ (Key Recovery under Related Key Attack) äëÿ êëþ÷åâîãî êðèï-
òîàëãîðèòìà F : K×X→ Y íàçîâ¼ì âåðîÿòíîñòü âîññòàíîâëåíèÿ èñòèííîãî êëþ÷à K

AdvKR-RKA∗
F (A) = P[K

R← K; AFK∗·(·) ⇒ K ′; K = K ′],

ãäå ¾∗¿� íåêîòîðàÿ u-àðíàÿ îïåðàöèÿ íàä K. Çàïðîñ ïðîòèâíèêà ñîñòîèò èç çíà÷åíèÿ
x ∈ X è ñâÿçè ïî êëþ÷ó κ ∈ Ku−1. Ðåñóðñû ïðîòèâíèêà: t âû÷èñëèòåëüíûõ îïåðàöèé;
q çàïðîñîâ ê îðàêóëó; íå áîëåå l áëîêîâ ïî n áèò â òåêñòå x.

Ìîäåëü KR (Key Recovery) îïðåäåëÿåòñÿ êàê ìîäåëü KR-RKA∗ ïðè óíàðíîé òîæ-
äåñòâåííîé îïåðàöèè â êà÷åñòâå ¾∗¿.

Â îòñóòñòâèå ñïåöèôè÷åñêèõ óÿçâèìîñòåé AdvKR-RKA∗
g (t, q) ìîæíî îöåíèòü ýâðè-

ñòè÷åñêè çíà÷åíèåì t · q · 2−k, êîòîðîå ñîîòâåòñòâóåò âåðîÿòíîñòè óãàäûâàíèÿ õîòÿ áû
îäíîãî èç q ñâÿçàííûõ êëþ÷åé çà t îïåðàöèé. Â òî æå âðåìÿ AdvKRg (t, q) ⪅ t · 2−k.

Òåîðåìà 1. Âåðîÿòíîñòü óñïåõà ïðîòèâíèêà, âîññòàíàâëèâàþùåãî ñåêðåòíûé
êëþ÷ êðèïòîàëãîðèòìà Ñòðèáîã-Ê (èëè HMAC-Ñòðèáîã), îãðàíè÷åíà çíà÷åíèÿìè

AdvKRÑòðèáîã-Ê(t, q, l) ⩽ AdvKR-RKA⊞
g (t′, q + 1) ⪅

q t

2k
,

AdvKRHMAC-Ñòðèáîã(t, q, l) ⩽ Adv
KR-RKA⊞◦⊕
g (t′, 2 + 2q) ⪅

2q t

2k
, t′ = t+O(q l).

Èíòåðåñ ïðåäñòàâëÿåò ïîñòðîåíèå êëþ÷åâîé õåø-ôóíêöèè, äëÿ êîòîðîé ëó÷øèì
ìåòîäîì îïðåäåëåíèÿ êëþ÷à áûëî áû òîòàëüíîå îïðîáîâàíèå, ò. å. îáåñïå÷èâàëàñü áû
k-áèòíàÿ ñòîéêîñòü. Âíåñåíèå èçìåíåíèé íåïîñðåäñòâåííî â àëãîðèòì õåøèðîâàíèÿ
ïðè ýòîì ïðåäñòàâëÿåòñÿ íåöåëåñîîáðàçíûì â ñèëó òîãî, ÷òî ïîñëåäíèé øèðîêî ðàñ-
ïðîñòðàí¼í è çàôèêñèðîâàí ñîîòâåòñòâóþùèì ãîñóäàðñòâåííûì ñòàíäàðòîì.

Ïðåäëàãàåòñÿ ïðèñîåäèíÿòü ê õåøèðóåìîìó òåêñòó ñïåöèàëüíûé áëîê Σ, îáíóëÿþ-
ùèé â êîíòðîëüíîé ñóììå çíà÷åíèå (m1 ⊞ . . .⊞ml). Òîãäà ïðè ïîñëåäíåì âûçîâå g îá-
ðàáàòûâàåòñÿ òîëüêî ñàì êëþ÷ K. Ïîëó÷èâøàÿñÿ êîíñòðóêöèÿ ñõîæà ñî ñõåìîé ¾ñýíä-
âè÷¿ [5] (êëþ÷ â íà÷àëå è êëþ÷ â êîíöå), óñëîâíî íàçîâ¼ì å¼ ¾Ñòðèáîã-Ñ¿:

Ñòðèáîã-Ñ(K,M) = H(K||M ||Σ),
Σ = Σ1||Σ2 = lsbp(Σ̃)||msbn−p(Σ̃),

Σ̃⊞ sum(M ||10..0) = 0.

Çäåñü p�äëèíà ñòðîêè 10..0 (0 < p ⩽ n), à lsbx(Σ̃) (ñîîòâåòñòâåííî msbx(Σ̃)) îçíà÷àþò

x ìëàäøèõ (ñòàðøèõ) áèò â áëîêå Σ̃. Ñëó÷àé, êîãäà äëèíà äîïîëíåíèÿ ðàâíà äëèíå
áëîêà (p = n), òàêæå îïèñûâàåòñÿ ïðåäñòàâëåííîé ôîðìóëîé, Σ = lsbn(Σ̃) = Σ̃.

Èç PRF-ñòîéêîñòè àëãîðèòìà Ñòðèáîã-Ê íåïîñðåäñòâåííî ñëåäóåò, ÷òî Ñòðèáîã-Ñ
òàêæå ÿâëÿåòñÿ ñòîéêîé ïñåâäîñëó÷àéíîé ôóíêöèåé è ñòîéêèì àëãîðèòìîì èìèòîçà-
ùèòû:

AdvPRFÑòðèáîã-Ñ(t, q, l) ⩽ AdvPRFÑòðèáîã-Ê(t
′, q, l + 1).
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Òåîðåìà 2. Âåðîÿòíîñòü óñïåõà ïðîòèâíèêà, âîññòàíàâëèâàþùåãî ñåêðåòíûé
êëþ÷ êðèïòîàëãîðèòìà Ñòðèáîã-Ñ, îãðàíè÷åíà çíà÷åíèåì

AdvKRÑòðèáîã-Ñ(t, q, l) ⩽ AdvKRg (t′, q + 1) ⪅
t

2k
.

Äëÿ îáðàáîòêè ñîîáùåíèÿ ñ äëèíîé ìåíåå n áèò àëãîðèòìàì Ñòðèáîã-Ê, Ñòðèáîã-Ñ,
HMAC-Ñòðèáîã-256 è HMAC-Ñòðèáîã-512 ïîòðåáóåòñÿ ñîîòâåòñòâåííî 4, 5, 8 è 9 âûçî-
âîâ ôóíêöèè g, ÷òî ãîâîðèò î ñðàâíèòåëüíî âûñîêîé âû÷èñëèòåëüíîé ýôôåêòèâíîñòè
ïðåäëîæåííîãî êðèïòîàëãîðèòìà.

Ïðîãðàììíûå ðåàëèçàöèè àíàëèçèðóåìûõ êðèïòîàëãîðèòìîâ ïðåäñòàâëåíû â [6].
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Î ÑÒÎÉÊÎÑÒÈ ÃÎÌÎÌÎÐÔÍÎÉ ÊÐÈÏÒÎÑÈÑÒÅÌÛ
ÄÎÌÈÍÃÎ-ÔÅÐÐÅÐÀ ÏÐÎÒÈÂ ÀÒÀÊÈ

ÒÎËÜÊÎ ÏÎ ØÈÔÐÒÅÊÑÒÀÌ1

À.Â. Òðåïà÷åâà

Ïðåäëàãàåòñÿ àíàëèç êðèïòîñòîéêîñòè ãîìîìîðôíîé êðèïòîñèñòåìû Äîìèíãî-
Ôåððåðà ïðîòèâ àòàêè òîëüêî ïî øèôðòåêñòàì. Ýòà êðèïòîñèñòåìà äà¼ò õîðî-
øèé êîíòðïðèìåð ê ãèïîòåçå îá ýêâèâàëåíòíîñòè àòàêè òîëüêî ïî øèôðòåêñòàì
è àòàêè ñ èçâåñòíûìè îòêðûòûìè òåêñòàìè íà êðèïòîñèñòåìû, ãîìîìîðôíûå íàä
êîëüöîì âû÷åòîâ ïî ìîäóëþ òðóäíîôàêòîðèçóåìîãî ÷èñëà.

Êëþ÷åâûå ñëîâà: ãîìîìîðôíîå øèôðîâàíèå, àòàêà íà îñíîâå òîëüêî øèôðòåê-
ñòà, êðèïòîàíàëèç, ôàêòîðèçàöèÿ, êðèïòîñèñòåìà Äîìèíãî-Ôåððåðà.

Ââåäåíèå
Èçó÷åíèå ãîìîìîðôíûõ êðèïòîñèñòåì àêòóàëüíî â ñâÿçè ñ ïðèëîæåíèÿìè â îáëà÷-

íûõ âû÷èñëåíèÿõ, â êîòîðûõ íåîáõîäèìî îáåñïå÷èòü ñëîæåíèå è óìíîæåíèå øèôðòåê-
ñòîâ òàê, ÷òîáû ðàñøèôðîâàíèå áûëî ãîìîìîðôèçìîì øèôðòåêñòîâ íà êîëüöî âû÷å-
òîâ [1].

1Ðàáîòà âûïîëíåíà ïðè ôèíàíñîâîé ïîääåðæêå ïðîãðàììû ¾Ãðàíòû ÈÁ ÌÒÓÑÈ¿ íà 2022 ã., ïðî-
åêò �49/21-ê ïî äîãîâîðó 40469-49/2021-ê.
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Èíòåðåñíûì íàïðàâëåíèåì â ýòîé îáëàñòè ÿâëÿåòñÿ ïîñòðîåíèå ãîìîìîðôíûõ
êðèïòîñèñòåì, ñòîéêîñòü êîòîðûõ îïèðàåòñÿ íà çàäà÷ó ôàêòîðèçàöèè ÷èñåë [2]. Ïðåä-
ëîæåíî íåñêîëüêî òàêèõ êðèïòîñèñòåì, â êîòîðûõ ìíîæåñòâîì îòêðûòûõ òåêñòîâ ÿâ-
ëÿåòñÿ Zn, ãäå n� òðóäíîôàêòîðèçóåìîå ÷èñëî (RSA-ìîäóëü). Ìíîãèå èç óïîìÿíóòûõ
êðèïòîñèñòåì îêàçàëèñü íåñòîéêè ê àòàêå ñ èçâåñòíûìè îòêðûòûìè òåêñòàìè, â ñâÿçè
ñ ÷åì âîçíèê âîïðîñ: ìîæåò ëè êàêàÿ-òî èç ýòèõ êðèïòîñèñòåì, òåì íå ìåíåå, áûòü
ñòîéêîé ê àòàêå òîëüêî ïî øèôðòåêñòàì (àíãë. COA) è â êàêîì ñëó÷àå? Èëè, äðóãè-
ìè ñëîâàìè, ýêâèâàëåíòíà ëè àòàêà ïî øèôðòåêñòàì àòàêå ñ èçâåñòíûìè îòêðûòûìè
òåêñòàìè äëÿ óïîìÿíóòûõ êðèïòîñèñòåì? Â ñëó÷àå îòðèöàòåëüíîãî îòâåòà íà ýòîò âî-
ïðîñ äîñòàòî÷íî îäíîãî ïðèìåðà êðèïòîñèñòåìû òàêîãî òèïà, äëÿ êîòîðîé ýòè àòàêè
íå ýêâèâàëåíòíû [3].

Â ðàáîòå [4] ïðåäñòàâëåíà ñèììåòðè÷íàÿ àëãåáðàè÷åñêè ãîìîìîðôíàÿ êðèïòîñèñòå-
ìà, êîòîðóþ áóäåì íàçûâàòü DF96. Ñòîéêîñòü ýòîé êðèïòîñèñòåìû ïðîàíàëèçèðîâàíà
äëÿ ñëó÷àÿ àòàêè ñ èçâåñòíûìè îòêðûòûìè òåêñòàìè [5, 6], îäíàêî àíàëèçà å¼ ñòîéêî-
ñòè ïðîòèâ àòàêè òîëüêî ïî øèôðòåêñòàì ïðîâåäåíî íå áûëî.

1. Îïèñàíèå êðèïòîñèñòåìû DF96

Áóäåì îáîçíà÷àòü êàê s
$←− S ñëó÷àéíûé âûáîð ýëåìåíòà s èç ìíîæåñòâà S ïî

ðàâíîìåðíîìó ðàñïðåäåëåíèþ. Ïóñòü n = pq, ãäå p è q�ïðîñòûå ÷èñëà, p < q. Ïðî-
ñòðàíñòâî îòêðûòûõ òåêñòîâ êðèïòîñèñòåìû DF96�Zn, ïðîñòðàíñòâî øèôðòåêñòîâ �
Zp[x]×Zq[x], à ïðîñòðàíñòâî êëþ÷åé K�Z∗

p×Z∗
q. Àëãîðèòìû ãåíåðàöèè êëþ÷åé, øèô-

ðîâàíèÿ è ðàñøèôðîâàíèÿ ïðèâåäåíû íà ðèñ. 1.

Ðèñ. 1. Àëãîðèòìû êðèïòîñèñòåìû DF96

Ñëîæåíèå è óìíîæåíèå øèôðòåêñòîâ îñóùåñòâëÿþòñÿ ïîêîîðäèíàòíî:

c◦ = c1 ◦ c2 = (π1 ◦ π2, ρ1 ◦ ρ2).

Ïðè óìíîæåíèè ðàçìåð øèôðòåêñòîâ ðàñòåò ýêñïîíåíöèàëüíî.
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2. Îñíîâíûå ðåçóëüòàòû
Îïðåäåëåíèå 1 (çàäà÷à COADF96,d(c1, . . . , cl)). Ïóñòü ïðîòèâíèêA âëàäååò øèôð-

òåêñòàìè c1 = (π1(x), ρ1(x)), . . . , cl = (πl(x), ρl(x)) êðèïòîñèñòåìû DF96, ñîçäàííûìè íà
êëþ÷å (rp, rq) ïðè ïàðàìåòðå d. Çàäà÷à COADF96,d(c1, . . . , cl) ñîñòîèò â òîì, ÷òîáû ðàñ-
êðûòü p, (rp, rq).

Ëåììà 1. Äëÿ ëþáîãî f(x) ∈ Zn[x] ñóùåñòâóåò íåêîòîðûé øèôðòåêñò êðèïòîñè-
ñòåìû DF96, òàêîé, ÷òî f(x) ÿâëÿåòñÿ ïåðâîé (èëè âòîðîé) êîîðäèíàòîé ýòîãî øèôð-
òåêñòà.

Äîêàçàòåëüñòâî. Äëÿ çàäàííîãî f(x) âûáåðåì ñëó÷àéíûé rp ∈ Z∗
n. Ñ÷èòàåì, ÷òî

rp �ïåðâàÿ êîîðäèíàòà êëþ÷à êðèïòîñèñòåìû DF96, øèôðóþùàÿ m ∈ Zn, êîòîðûé ïî
ìîäóëþ p ðàâåí f(r−1

p ). Ïðè çàøèôðîâàíèè êîýôôèöèåíòû ïîëèíîìà ïðèâîäÿòñÿ ïî
ìîäóëþ p, îäíàêî ïðè ïðîâåäåíèè ãîìîìîðôíûõ îïåðàöèé ïðèâåäåíèå ïî p íå ïðîèñõî-
äèò, îò ÷åãî øèôðòåêñò íå ïåðåñòà¼ò áûòü êîððåêòíûì (ò. å. êîýôôèöèåíòû ïîëèíîìà
íå îáÿçàòåëüíî äîëæíû áûòü ìåíüøå p, ÷òîáû áûòü ïåðâîé êîîðäèíàòîé êîððåêòíîãî
øèôðòåêñòà). Àíàëîãè÷íî äëÿ rq ∈ Z∗

n.

Òåîðåìà 1. Åñëè ñóùåñòâóåò àëãîðèòì A, ðåøàþùèé çàäà÷ó COADF96,d(c1, . . . , cl)
çà µ (µ ⩽ n) îïåðàöèé ñ øèôðòåêñòàìè DF96 è ñ âåðîÿòíîñòüþ ε, òî ñóùåñòâóåò àëãî-
ðèòì B, êîòîðûé, èìåÿ îòêðûòûé äîñòóï ê A, íàõîäèò ñîìíîæèòåëü n çà µ îïåðàöèé
ñ øèôðòåêñòàìè ñ âåðîÿòíîñòüþ ε.

Äîêàçàòåëüñòâî. Ðàññìîòðèì àëãîðèòì 1 (àëãîðèòì B ôàêòîðèçàöèè n).

Àëãîðèòì 1. B(n, d, l)
1: Äëÿ âñåõ i = 1, . . . , l:
2: Äëÿ âñåõ j = 1, . . . , d− 1:

3: γj
$←− Zn; δj

$←− Zn.
4: γd

$←− Zn\{0}; δd
$←− Zn\{0};

5: πi(x) := γdx
d + . . .+ γ1x; ρi(x) := δdx

d + . . .+ δ1x.
6: (p, (r−1

p , r−1
q )) := A((π1(x), ρ1(x)), . . . , (πl(x), ρl(x))).

7: Âåðíóòü p, n/p.

Åñëè A ñ ïðåèìóùåñòâîì ε çà µ îïåðàöèé íàõîäèò ñåêðåòíûé êëþ÷ DF96, òî B
ðàñêðûâàåò ôàêòîðèçàöèþ n çà µ îïåðàöèé ñ ïðåèìóùåñòâîì ε.

Â àëãîðèòìå 2 îïèñàíû âîçìîæíûå äåéñòâèÿ êðèïòîàíàëèòèêà A ïî ðåøåíèþ çà-
äà÷è COADF96,d(c1, . . . , cl). ×åðåç Res(g(x), f(x)) îáîçíà÷åí ðåçóëüòàíò ïîëèíîìîâ f(x)
è g(x).

Ïðåäïîëîæèì, ÷òî àëãîðèòì 2 äåëàåò τ âíåøíèõ èòåðàöèé (ñòðîêè 2�13), òàê ÷òî
|L| = l + τ . Òîãäà îáùåå ÷èñëî îïåðàöèé ñ øèôðòåêñòàìè µ ⩽ τ(l + τ)(l + τ − 1)2/2.

Êîãäà ñòðîèòñÿ àëãîðèòì ôàêòîðèçàöèè, îí äîëæåí èìåòü âîçìîæíîñòü ãåíåðèðî-
âàòü øèôðòåêñòû äëÿ äàííîãî n. Èñõîäÿ èç ëåììû 1, ñãåíåðèðîâàâ ïî ðàâíîìåðíîìó
ðàñïðåäåëåíèþ π1(x), . . . , πl(x) è ρ1(x), . . . , ρl(x), ìû ìîæåì ðàññìàòðèâàòü èõ êàê ïåð-
âûå è âòîðûå êîîðäèíàòû øèôðòåêñòîâ DF96. Ïðè ýòîì ðàñïðåäåëåíèå ψ íà ìíîæåñòâå
îòêðûòûõ òåêñòîâ áóäåò ðàâíîìåðíûì (ñâîäèìîñòü îò COADF96,d(c1, . . . , cl) ê çàäà÷å
ôàêòîðèçàöèè ñïðàâåäëèâà òîëüêî äëÿ ðàâíîìåðíîãî ψ).

Îòìåòèì, ÷òî îáðàòíàÿ ñâîäèìîñòü íå èìååò ìåñòà. Â ñàìîì äåëå, ïóñòü àòàêóþùèé
çíàåò ðàçëîæåíèå ÷èñëà n, íî íå çíàåò (rp, rq). Òîãäà, ïîäñòàâëÿÿ ëþáûå çíà÷åíèÿ èç
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Àëãîðèòì 2. A((π1(x), ρ1(x)), . . . , (πl(x), ρl(x)))
1: L := π1(x), . . . , πl(x).
2: Ïîêà true

3: i
$←− {1, . . . , |L|}; j

$←− {1, . . . , |L|}; ◦ $←− {+,−, ·};
4: γ(x) := πi(x) ◦ πj(x); L := L ∪ {γ(x)}.
5: Äëÿ âñåõ i, j ∈ {1, . . . , |L|}:
6: Äëÿ âñåõ k, t ∈ {1, . . . , |L|}:
7: δ :=← ÍÎÄ(Res(πi(x)− πj(x), πk(x)− πt(x)), n).
8: Åñëè (1 < δ < n) ∧ (δ mod n = 0), òî
9: p = δ;
10: r−1

p = ÍÎÄ((πi(x)− πj(x)) mod p, (πk(x)− πt(x)) mod p);
11: q = n/p;
12: r−1

q = ÍÎÄ((ρi(x)− ρj(x)) mod q, (ρk(x)− ρt(x)) mod q).
13: Âåðíóòü p, (r−1

p , r−1
q ).

Z∗
p è Z∗

q âìåñòî rp è rq ñîîòâåòñòâåííî, íà øàãàõ 1 è 2 àëãîðèòìà DecryptDF96,d àòàêó-
þùèé ìîæåò ïîëó÷àòü íà âûõîäå íåêîòîðûé îòêðûòûé òåêñò, è ó íåãî íåò êðèòåðèÿ,
÷òîáû îòäåëèòü ïðàâèëüíûé âàðèàíò rp è rq îò íåïðàâèëüíîãî â ñëó÷àå ðàâíîìåðíîãî
ðàñïðåäåëåíèÿ îòêðûòûõ òåêñòîâ.

Åñëè ðàñïðåäåëåíèå îòêðûòûõ òåêñòîâ îòëè÷íî îò ðàâíîìåðíîãî è êîëè÷åñòâî
øèôðòåêñòîâ äîñòàòî÷íî äëÿ íàä¼æíîãî ðàçëè÷åíèÿ ýòèõ ðàñïðåäåëåíèé, òî ýòî ìî-
æåò ñëóæèòü êðèòåðèåì ïðàâèëüíîñòè óãàäûâàíèÿ rp è rq. Íî â ýòîì ñëó÷àå ñðåäíÿÿ
ñëîæíîñòü àòàêè àëãîðèòìîì 2 ñíèæàåòñÿ çà ñ÷¼ò ïîâûøåíèÿ âåðîÿòíîñòè ïîÿâëå-
íèÿ øèôðòåêñòîâ ci è cj, òàêèõ, ÷òî DecryptDF96,d(ci, (rp, rq)) = DecryptDF96,d(cj, (rp, rq)).
Òàêèì îáðàçîì, çíàíèå ðàçëîæåíèÿ n íå èñêëþ÷àåò ïåðåáîðà ïîïàðíûõ ðàçíîñòåé è
ïîäñ÷¼òà èõ íàèáîëüøåãî îáùåãî äåëèòåëÿ.

Çàêëþ÷åíèå
Ïîêàçàíà ñâîäèìîñòü àòàêè íà êðèïòîñèñòåìó DF96 òîëüêî ïî øèôðòåêñòàì ê çà-

äà÷å ðàçëîæåíèÿ ÷èñëà n íà ñîìíîæèòåëè. Äàííûé ôàêò ïðåäñòàâëÿåò èíòåðåñ ñ òî÷-
êè çðåíèÿ âûÿñíåíèÿ ýêâèâàëåíòíîñòè àòàê òîëüêî ïî øèôðòåêñòàì è ñ èçâåñòíûìè
îòêðûòûìè òåêñòàìè íà ãîìîìîðôíûå êðèïòîñèñòåìû, ìíîæåñòâî îòêðûòûõ òåêñòîâ
êîòîðûõ� ýòî Zn, à èìåííî: ýòè àòàêè íå ýêâèâàëåíòíû äëÿ êðèïòîñèñòåì òàêîãî òèïà.

Â îáùåì âèäå ìîæíî ñêàçàòü, ÷òî äàííûé ôàêò èñõîäèò èç òîãî, ÷òî ïðè ôèêñèðî-
âàííîì ñåêðåòíîì êëþ÷å çàøèôðîâàíèå äåéñòâóåò ñþðúåêòèâíî íà ìíîæåñòâå øèôð-
òåêñòîâ. Èíûìè ñëîâàìè, äëÿ ãåíåðàöèè êîððåêòíûõ øèôðòåêñòîâ íåò íåîáõîäèìîñòè
â çíàíèè ñåêðåòíîãî êëþ÷à� ëþáîìó øèôðòåêñòó ïðè ëþáîì êëþ÷å ñîîòâåòñòâóåò
íåêîòîðûé îòêðûòûé òåêñò.
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ÑÎÕÐÀÍßÞÙÅÃÎ ÔÎÐÌÀÒ

Ê.Ä. Öàðåãîðîäöåâ

Ðàññìàòðèâàåòñÿ âîçìîæíûé ïîäõîä ê ïîñòðîåíèþ ñõåì øèôðîâàíèÿ, ñîõðàíÿþ-
ùåãî ôîðìàò, íà îñíîâå êâàçèãðóïïîâûõ ïðåîáðàçîâàíèé (ëåâûõ è ïðàâûõ ñäâèãîâ
íà ïñåâäîñëó÷àéíûå ýëåìåíòû). Ïîêàçàíî, ÷òî â ñëó÷àå ôóíêöèîíàëüíîãî çàäàíèÿ
êâàçèãðóïïû ñ ïîìîùüþ ïðàâèëüíûõ ñåìåéñòâ äèñêðåòíûõ ôóíêöèé íàä ïðÿìûì
ïðîèçâåäåíèåì ãðóïï îáðàòíîå ê ëåâîìó (ïðàâîìó) ñäâèãó ïðåîáðàçîâàíèå òàêæå
çàäà¼òñÿ ïðàâèëüíûì ñåìåéñòâîì.

Êëþ÷åâûå ñëîâà: FPE, êâàçèãðóïïà, ïðàâèëüíîå ñåìåéñòâî.

Øèôðîâàíèå, ñîõðàíÿþùåå ôîðìàò (FPE, Format Preserving Encryption [1], äàëåå
FPE-ñõåìà) � àëãîðèòì, ïîçâîëÿþùèé çàøèôðîâûâàòü ñîîáùåíèÿ èç ïðîèçâîëüíîãî
êîíå÷íîãî ìíîæåñòâà M òàêèì îáðàçîì, ÷òî ðåçóëüòàò çàøèôðîâàíèÿ òàêæå ëåæèò
â ìíîæåñòâå M . Òàêîé òèï àëãîðèòìîâ äîâîëüíî âîñòðåáîâàí íà ïðàêòèêå, î ÷¼ì ñâè-
äåòåëüñòâóåò áîëüøîå êîëè÷åñòâî ðàáîò, ðàññìàòðèâàþùèõ ñòîéêîñòü òàêèõ êðèïòî-
ïðèìèòèâîâ [1�3]. Ïðè ýòîì ïîäîáíûå àëãîðèòìû ÷àñòî ïîäâåðæåíû ñïåöèôè÷åñêèì
àòàêàì, ñâÿçàííûì, â òîì ÷èñëå, è ñ âîçìîæíûì îòíîñèòåëüíî ìàëûì ðàçìåðîì îáëà-
ñòè îïðåäåëåíèÿ [4, 5]. Èçâåñòíû ¾äîêàçóåìî ñòîéêèå¿ àëãîðèòìû êàê äëÿ î÷åíü ìàëûõ
(|M | ≈ 210), òàê è äëÿ î÷åíü áîëüøèõ îáëàñòåé îïðåäåëåíèÿ (ðàçìåð êîòîðûõ ïðèáëè-
æàåòñÿ ê ðàçìåðó îáëàñòè îïðåäåëåíèÿ ñòàíäàðòíûõ áëî÷íûõ øèôðîâ ëèáî ïðåâûøàåò
èõ, wide-block encryption), â òî âðåìÿ êàê äëÿ ¾ñðåäíèõ¿ îáëàñòåé îïðåäåëåíèÿ âñ¼ åù¼
íå ñóùåñòâóåò îäíîãî ïðåäïî÷òèòåëüíîãî ïîäõîäà. Â ýòîé ðàáîòå ìû ðàññìîòðèì âîç-
ìîæíûé ïîäõîä ê ïîñòðîåíèþ FPE-ñõåì, îñíîâàííûé íà êâàçèãðóïïîâûõ îïåðàöèÿõ.

Îïðåäåëåíèå 1. Êâàçèãðóïïîé (Q, ◦) íàçûâàåòñÿ ìíîæåñòâîQ ñ çàäàííîé íà í¼ì
áèíàðíîé îïåðàöèåé ◦ ñî ñëåäóþùèì ñâîéñòâîì: äëÿ ëþáûõ a, b óðàâíåíèÿ a ◦ x = b,
x ◦ a = b îäíîçíà÷íî ðàçðåøèìû (îòíîñèòåëüíî x).

Äðóãèìè ñëîâàìè, îïåðàöèè ëåâîãî (x→ La(x) = a◦x) è ïðàâîãî (x→ Ra(x) = x◦a)
ñäâèãîâ ÿâëÿþòñÿ ïîäñòàíîâêàìè íà ìíîæåñòâå Q.

Îñíîâàííûå íà êâàçèãðóïïîâûõ ïðåîáðàçîâàíèÿõ àëãîðèòìû èíòåíñèâíî èçó÷à-
ëèñü [6�9], íåêîòîðûå èç íèõ ïðåäëàãàëèñü â êà÷åñòâå êàíäèäàòîâ íà ìåæäóíàðîä-
íóþ ñòàíäàðòèçàöèþ (íàïðèìåð, [10]). Â ðàáîòå [11] ïðåäëîæåí ñëåäóþùèé ïîäõîä.
Ïðåîáðàçóåì ýëåìåíò m ∈ M , ãäå (M, ◦)�íåêîòîðàÿ êâàçèãðóïïà, â ýëåìåíò c ∈ M
ñëåäóþùèì îáðàçîì:

m→ c = Lk1,...,kℓ(m) = k1 ◦ (k2 ◦ (. . . (kℓ ◦m) . . .)) , (1)

òî åñòü ýëåìåíò m ïîñëåäîâàòåëüíûì ïðèìåíåíèåì ëåâûõ ñäâèãîâ âíóòðè êâàçèãðóï-
ïû M ïåðåâîäèòñÿ â ýëåìåíò c. Â [11] ïðåäëîæåíû òàêæå âàðèàíòû ñõåìû, â êîòîðûõ
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ïñåâäîñëó÷àéíûì îáðàçîì â çàâèñèìîñòè îò ïàðàìåòðîâ àëãîðèòìà ïðîèçâîäÿòñÿ ëå-
âûå è ïðàâûå ñäâèãè. Îòíîñèòåëüíî ïðèâåä¼ííîé FPE-ñõåìû ìîæíî çàäàòü ñëåäóþùèå
âîïðîñû:

� íàñêîëüêî L-ïðåîáðàçîâàíèå ¾ïîõîæå¿ íà ñëó÷àéíóþ ïîäñòàíîâêó íà M?
� êàê óñòðîåíî îáðàùåíèå îïåðàöèè m → Lk1,...,kℓ(m) (äàëåå äëÿ êðàòêîñòè áóäåì

ãîâîðèòü ¾L-ïðåîáðàçîâàíèå¿)?

×àñòè÷íûé îòâåò íà ïåðâûé âîïðîñ áûë äàí ðàíåå. L-ïðåîáðàçîâàíèÿ ðàññìàòðè-
âàëèñü, â ÷àñòíîñòè, â ðàáîòàõ [7, 9, 12]. Òàê, â ðàáîòå [12] ñðåäè ïðî÷åãî ïîêàçàíî, ÷òî
äëÿ ëþáîé êâàçèãðóïïîâîé îïåðàöèè ◦ ïðè ñëó÷àéíîì íåçàâèñèìîì âûáîðå ýëåìåíòîâ
ki ∈ M (ïðè óñëîâèè, ÷òî íîñèòåëü ðàñïðåäåëåíèÿ ki äîñòàòî÷íî áîëüøîé) ðàñïðå-
äåëåíèå ýëåìåíòà c ýêñïîíåíöèàëüíî áûñòðî ñõîäèòñÿ ê ðàâíîâåðîÿòíîìó ðàñïðåäå-
ëåíèþ íà ìíîæåñòâå M . Ïðè ýòîì ðåçóëüòàòû ðàáîòû [12] íåïðèìåíèìû ê ñèòóàöèè,
â êîòîðûõ ïðîòèâíèê ìîæåò ïîëó÷àòü îáðàçû ðàçëè÷íûõ àäàïòèâíî âûáèðàåìûõ m.
Â [11] ïîêàçàíî, ÷òî ïðè ïîðîæäåíèè ýëåìåíòîâ ki ñ ïîìîùüþ ïñåâäîñëó÷àéíûõ ôóíê-
öèé (íà îñíîâå ìàñòåð-êëþ÷à è íàñòðîéêè (tweak)) ñòîéêîñòü ïîëó÷åííîé FPE-ñõåìû
â ñòàíäàðòíîé ìîäåëè TPRP [13] ìîæåò áûòü îöåíåíà ÷åðåç ñòîéêîñòü èñïîëüçóåìîé
ïñåâäîñëó÷àéíîé ôóíêöèè, à òàêæå ÷åðåç ñòîéêîñòü L-ïðåîáðàçîâàíèÿ (1) â ìîäåëè,
ãäå ïðîòèâíèêó äà¼òñÿ ëèáî ñëó÷àéíàÿ ïîäñòàíîâêà π ∈ SM , ëèáî L-ïðåîáðàçîâàíèå
Lk1,...,kℓ äëÿ ñëó÷àéíî âûáðàííûõ ki ∈M , è åãî çàäà÷åé ÿâëÿåòñÿ ðàçëè÷åíèå ýòèõ äâóõ
ñèòóàöèé. Â òîé æå ðàáîòå óêàçàíî, ÷òî ñòîéêîñòü ïîëó÷åííîé ñõåìû ñèëüíî çàâèñèò
îò ñòðóêòóðû êâàçèãðóïïû è å¼ ñâîéñòâ.

Â íàñòîÿùåé ðàáîòå ðàññìîòðèì îãðàíè÷åííûé êëàññ êâàçèãðóïï, ïîðîæä¼ííûõ
¾ïðàâèëüíûìè ñåìåéñòâàìè¿ äèñêðåòíûõ ôóíêöèé [14].

Îïðåäåëåíèå 2. Îòîáðàæåíèå F : Mn → Mn áóäåì íàçûâàòü ïðàâèëüíûì ñå-
ìåéñòâîì (ðàçìåðà n), åñëè äëÿ ëþáûõ äâóõ íåðàâíûõ íàáîðîâ x, y ∈ Mn íàéä¼òñÿ
òàêîé èíäåêñ i, ÷òî xi ̸= yi, íî Fi(x1, . . . , xn) = Fi(y1, . . . , yn).

Ïóñòü F , G�äâà ïðàâèëüíûõ ñåìåéñòâà ðàçìåðà n íàä ïðÿìûì ïðîèçâåäåíèåì Hn

ãðóïï (H,+). Òîãäà îïåðàöèÿ πF (x), îïðåäåë¼ííàÿ êàê

πF = (x1 + F1(x1, . . . , xn), . . . , xn + Fn(x1, . . . , xn)) ,

ÿâëÿåòñÿ ïîäñòàíîâêîé íà ìíîæåñòâå Hn [14, òåîðåìà 8]. Â òàêîì ñëó÷àå ìîæíî ðàñ-
ñìîòðåòü ñëåäóþùóþ îïåðàöèþ óìíîæåíèÿ ◦ íà Hn ×Hn:

(x, y)→ x ◦ y = πF (x) + πG(y), (2)

ãäå + ïîíèìàåòñÿ êàê ïîêîìïîíåíòíîå ñëîæåíèå â ãðóïïå H.
Îïðåäåë¼ííîå òàêèì îáðàçîì óìíîæåíèå â Hn ìîæåò áûòü îáðàùåíî. Ðàññìîòðèì

ïîäñòàíîâêó π−1
F . Ìîæíî ïîêàçàòü, ÷òî ñóùåñòâóåò ïðàâèëüíîå ñåìåéñòâî G = F̃ , òà-

êîå, ÷òî π−1
F = πG (òàêîå ñåìåéñòâî ìîæíî íàçâàòü ¾äóàëüíûì¿, ïîñêîëüêó äâàæäû

ïðèìåí¼ííàÿ îïåðàöèÿ F → F̃ îñòàâëÿåò èñõîäíîå ñåìåéñòâî íà ìåñòå).

Òåîðåìà 1. Åñëè F �ïðàâèëüíîå ñåìåéñòâî íà ãðóïïå Hn, òî ñåìåéñòâî F̃ , çà-
äàííîå êàê

F̃ (x) = (−x) + π−1
F (x), πF (x) = x+ F (x), x ∈ Hn, (3)

òàêæå ÿâëÿåòñÿ ïðàâèëüíûì íà Hn.
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Òàêèì îáðàçîì, åñëè F è F̃ �ïàðà ïðàâèëüíûõ ñåìåéñòâ, ñâÿçàííûõ ñîîòíîøåíè-
åì (3), è îïåðàöèÿ ◦ çàäàåòñÿ ôîðìóëîé (2), òî îïåðàöèÿ x ◦ y îáðàùàåòñÿ ñïðàâà
ñëåäóþùèì îáðàçîì:

x = πF̃ ((x ◦ y)− πG(y)) .

Àíàëîãè÷íûì îáðàçîì îïåðàöèÿ x ◦ y ìîæåò áûòü îáðàùåíà ñëåâà ñ èñïîëüçîâàíèåì
¾äóàëüíîãî¿ ê G ñåìåéñòâà G̃.

Èç òåîðåìû 1 âûòåêàåò, ÷òî êàê L-ïðåîáðàçîâàíèå, òàê è îáðàòíîå ê íåìó L−1 ìîãóò
áûòü çàäàíû ñ ïîìîùüþ ïðàâèëüíûõ ñåìåéñòâ äèñêðåòíûõ ôóíêöèé. Ýòî ïîçâîëÿåò
ïåðåéòè îò òàáëè÷íîãî çàäàíèÿ êâàçèãðóïïû ê ôóíêöèîíàëüíîìó [14].
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ÎÁ ÎÄÍÎÌ ÏÎÄÕÎÄÅ Ê ÏÎÑÒÐÎÅÍÈÞ
ÊËÞ×ÅÂÎÉ ÏÑÅÂÄÎÑËÓ×ÀÉÍÎÉ ÔÓÍÊÖÈÈ

ÍÀ ÎÑÍÎÂÅ ÁËÎ×ÍÎÃÎ ØÈÔÐÀ ÌÀÃÌÀ

À.À. Ùåðáà÷åíêî

Ðàññìàòðèâàåòñÿ ñïîñîá ïðåîáðàçîâàíèÿ áëî÷íîãî øèôðà Ìàãìà (àëãîðèòì ÃÎÑÒ
34.12-2018 ñ äëèíîé áëîêà 64 áèòà) â êëþ÷åâóþ ïñåâäîñëó÷àéíóþ ôóíêöèþ
MAGMA-PRF. Ïîêàçàíî, ÷òî MAGMA-PRF ÿâëÿåòñÿ ñòîéêîé ê íåêîòîðûì êîí-
ñòðóêòèâíûì ìåòîäàì êðèïòîàíàëèçà, êîòîðûå ïðèìåíèìû ê áàçîâîìó áëî÷íîìó
øèôðó. Ïðåäëîæåíû ñïîñîáû èñïîëüçîâàíèÿ MAGMA-PRF è â ðàìêàõ äîêàçóå-
ìîãî ïîäõîäà ê îáîñíîâàíèþ ñòîéêîñòè ïîêàçàíî, ÷òî â íåêîòîðûõ ðåæèìàõ ðàáî-
òû (CTR, CTR-ACPKM, GCM) MAGMA-PRF èìååò ëó÷øèå êðèïòîãðàôè÷åñêèå
ñâîéñòâà, ÷åì áëî÷íûå øèôðû ñ òàêîé æå äëèíîé áëîêà.

Êëþ÷åâûå ñëîâà: áëî÷íûå øèôðû, ðåæèìû øèôðîâàíèÿ, àëãîðèòì Ìàãìà,

MAGMA-PRF, äîêàçóåìàÿ ñòîéêîñòü.

Â ðàáîòå [1] ïðåäëîæåí ñïîñîá ïîñòðîåíèÿ êëþ÷åâîé ïñåâäîñëó÷àéíîé ôóíêöèè
(PRF) íà îñíîâå áëî÷íîãî øèôðà, à òàêæå èññëåäîâàíû ñâîéñòâà êîíñòðóêöèè AES-
PRF, â êîòîðîé â êà÷åñòâå áàçîâîãî øèôðà èñïîëüçîâàëñÿ àëãîðèòì AES. Â íàñòîÿùåé
ðàáîòå èññëåäóåòñÿ âîçìîæíîñòü ïðèìåíåíèÿ äàííîãî ñïîñîáà ê îòå÷åñòâåííîìó áëî÷-
íîìó øèôðó Ìàãìà.

Áëî÷íûé øèôð Ìàãìà ÿâëÿåòñÿ ìåæäóíàðîäíûì ñòàíäàðòîì è îïèñàí
â ÃÎÑÒ 34.12-2018 [2] (àëãîðèòì áëî÷íîãî øèôðîâàíèÿ ñ äëèíîé áëîêà n = 64 áèòà).
Ìàãìà ïðåäñòàâëÿåò ñîáîé äâóõúÿ÷åèñòóþ ñáàëàíñèðîâàííóþ ñåòü Ôåéñòåëÿ, êîòîðàÿ
îáðàáàòûâàåò áëîêè ñëåäóþùèì îáðàçîì. Êëþ÷ K äëèíîé 256 áèò ðàçáèâàåòñÿ íà
ïîäáëîêè k1, . . . , k8 îäèíàêîâîé äëèíû (32 áèòà). Âõîäíîé áëîê x ∈ V 64 (V n = {0, 1}n)
ðàçáèâàåòñÿ íà äâå ðàâíûå ïîëîâèíû: x = (xl, xr). Ðàóíäîâîå ïðåîáðàçîâàíèå áëîêà
îïðåäåëÿåòñÿ êàê Fki(x) = (xr, xl ⊕ s(xr ⊞ ki) ≪11), ãäå ⊞� îïåðàöèÿ ñëîæåíèÿ ïî
ìîäóëþ 232; s� çàìåíà ïîëóáàéò áëîêà ïî ôèêñèðîâàííûì òàáëèöàì çàìåí; ≪11 �
öèêëè÷åñêèé ñäâèã íà 11 â ñòîðîíó ñòàðøèõ áèò (âëåâî). Ôóíêöèÿ çàøèôðîâàíèÿ
îïðåäåëÿåòñÿ êàê EK(x) = S ◦ Fk32 ◦ . . . ◦ Fk2 ◦ Fk1(x), ãäå S îçíà÷àåò ïåðåñòàíîâêó
ïîëîâèí áëîêà. Ðàóíäîâûå êëþ÷è k1, . . . , k32 âû÷èñëÿþòñÿ ïî ñëåäóþùåìó ïðàâèëó:
ki+8 = ki+16 = ki, ki+24 = k9−i ïðè i = 1, . . . , 8.

Îïèñàííûé â [1] ñïîñîá çàêëþ÷àåòñÿ â äîáàâëåíèè ê âûõîäó áëî÷íîãî øèôðà ïðî-
ìåæóòî÷íîãî ñîñòîÿíèÿ, ïîëó÷åííîãî ïîñëå r ðàóíäîâ øèôðîâàíèÿ. Îáîçíà÷èì ÷åðåç
E

(r)
K (x) = Fkr ◦ . . . ◦ Fk2 ◦ Fk1(x) ôóíêöèþ EK , óñå÷åííóþ äî r ðàóíäîâ (1 ⩽ r ⩽ 31).

Ðàññìîòðèì ïðåîáðàçîâàíèå

MAGMA-PRFrK(x) = EK(x)⊕ E(r)
K (x), (1)

ñõåìàòè÷íî ïðåäñòàâëåííîå íà ðèñ. 1.

Ðèñ. 1. Êîíñòðóêöèÿ MAGMA-PRFr
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Õîðîøî èçâåñòíûì ôàêòîì â òåîðèè äîêàçóåìîé ñòîéêîñòè [3] ÿâëÿåòñÿ òî, ÷òî
ïðè èñïîëüçîâàíèè PRF âìåñòî ïîäñòàíîâêè (PRP) ðåæèìû øèôðîâàíèÿ, â êîòîðûõ
ïðèìèòèâ èñïîëüçóåòñÿ äëÿ âûðàáîòêè îäíîðàçîâîé ãàììû, íå ïîäâåðæåíû ýôôåêòó
¾ïàðàäîêñà äíåé ðîæäåíèÿ¿, ÷òî ïîçâîëÿåò øèôðîâàòü áîëüøåå êîëè÷åñòâî ìàòåðèà-
ëà íà îäíîì êëþ÷å. Äàííîå óòâåðæäåíèå âåðíî â òîì ñëó÷àå, åñëè èñïîëüçóåìàÿ PRF
ÿâëÿåòñÿ ñòîéêîé ê ïîñòðîåíèþ ýôôåêòèâíîãî ðàçëè÷èòåëÿ: íå äîëæíî ñóùåñòâîâàòü
àòàê, âåðîÿòíîñòü óñïåõà êîòîðûõ ñóùåñòâåííûì îáðàçîì âîçðàñòàåò â çàâèñèìîñòè
îò êîëè÷åñòâà äîñòóïíîãî ïðîòèâíèêó ìàòåðèàëà q (èçâåñòíûõ èëè àäàïòèâíî âûáè-
ðàåìûõ ïàð áëîêîâ îòêðûòîãî òåêñòà/øèôðòåêñòà) è ïðè íåêîòîðîì çíà÷åíèè q è âû-
÷èñëèòåëüíûõ ðåñóðñàõ t ïðåâûøàåò âåðîÿòíîñòü óñïåõà ïðè òîòàëüíîì îïðîáîâàíèè
êëþ÷åé (t/2k, ãäå k� áèòîâàÿ äëèíà êëþ÷à).

Ïðîòèâíèêîì A áóäåì íàçûâàòü ïðîèçâîëüíûé âåðîÿòíîñòíûé àëãîðèòì, ðåøàþ-
ùèé êîíêðåòíóþ çàäà÷ó ïî âçëîìó èññëåäóåìîé êðèïòîñèñòåìû. Ïîä îðàêóëîì O ïî-
íèìàåòñÿ âåðîÿòíîñòíûé èíòåðàêòèâíûé àëãîðèòì, ìîäåëèðóþùèé ðàáîòó êðèïòîñè-
ñòåìû, ñ êîòîðûì A âçàèìîäåéñòâóåò (ñîâåðøàåò çàïðîñû) ïî ïðèíöèïó ¾÷¼ðíîãî ÿùè-
êà¿; ýòî âçàèìîäåéñòâèå áóäåì îáîçíà÷àòü êàê AO(·), ãäå ñèìâîë · îçíà÷àåò èíòåðôåéñ,
ê êîòîðîìó èìååò äîñòóï ïðîòèâíèê. Ñîâîêóïíîñòü çàäà÷è, ðåøàåìîé ïðîòèâíèêîì,
è åãî âîçìîæíîñòåé ïî âçàèìîäåéñòâèþ ñ êðèïòîñèñòåìîé áóäåì íàçûâàòü ìîäåëüþ
óãðîç. Â çàäà÷àõ òèïà ¾ðàçëè÷åíèå¿ ïðîòèâíèê âçàèìîäåéñòâóåò ñ îäíèì èç äâóõ îðà-

êóëîâ Ob, b
$← {0, 1} (ñèìâîëîì $← îáîçíà÷àåì ñëó÷àéíûé ðàâíîâåðîÿòíûé âûáîð èç

ìíîæåñòâà), çíà÷åíèå áèòà b ïðîòèâíèêó íåèçâåñòíî; ðåçóëüòàò ðàáîòû ïðîòèâíèêà
áóäåì îáîçíà÷àòü AOb(·) ⇒ b̂, ãäå b̂ ∈ {0, 1}�ïðåäïîëîæåíèå ïðîòèâíèêà î áèòå b.

Îïðåäåëåíèå 1. (PRF)-ïðåîáëàäàíèåì ïðîòèâíèêàA, îãðàíè÷åííîãî t âû÷èñëè-
òåëüíûìè ðåñóðñàìè è q àäàïòèâíûìè çàïðîñàìè ê ñîîòâåòñòâóþùåìó îðàêóëó â âèäå
n-áèòíûõ áëîêîâ, â çàäà÷å ðàçëè÷åíèÿ êëþ÷åâîé ôóíêöèè F : V k × V n → V n è ôóíê-
öèè ρ, âûáèðàåìîé ñëó÷àéíûì ðàâíîâåðîÿòíûì îáðàçîì èç ìíîæåñòâà âñåõ ôóíêöèé
èç V n â V n (ìîäåëü óãðîç PRF), íàçîâ¼ì âåëè÷èíó

AdvPRFF (A) = P
[
K

$← V k;AFK(·) ⇒ 1
]
− P

[
ρ

$← Func(V n, V n);Aρ(·) ⇒ 1
]
.

Íà êîíñòðóêöèè òèïà (1) íàéäåíû óíèâåðñàëüíûå àòàêè ðàçëè÷åíèÿ [1]. Ïðè q =
= 264 (ïðîòèâíèê îáëàäàåò äîñòóïîì ê ïîëíîé êîäîâîé êíèãå) ïðåîáëàäàíèå ïðîòèâ-
íèêà â ðàçëè÷åíèè ñîñòàâèò 1 − 2−64 çà t = 264 îïåðàöèé, ÷òî ïðàêòè÷åñêè ðàâíî 1.
Â ñëó÷àå q < 232 ïðåîáëàäàíèå îöåíèâàåòñÿ âåëè÷èíîé q2/2128, â ñëó÷àå 232 < q < 264 �
âåëè÷èíîé q/296. Îòìåòèì, ÷òî äàæå ïðè çíà÷åíèÿõ q, áëèçêèõ ê ãðàíè÷íûì, â òîì
÷èñëå êîãäà ïðîòèâíèê èìååò äîñòóï ê ïî÷òè âñåé êîäîâîé êíèãå (q ⩽ 264− 1), ïðåîá-
ëàäàíèå åãî ïî óíèâåðñàëüíîìó ìåòîäó íå ïðåâîñõîäèò 2−32.

Ðàññìîòðèì íåêîòîðûå êîíñòðóêòèâíûå àòàêè íà àëãîðèòì Ìàãìà, êîòîðûå ïðåä-
ëîæåíû â ëèòåðàòóðå, à òàêæå èõ âëèÿíèå íà êîíñòðóêöèþ MAGMA-PRF.

Ìåòîä Èñîáå [4] îñíîâàí íà èñïîëüçîâàíèè ñâîéñòâà øèôðà ¾òî÷êà îòðàæåíèÿ¿.

Îáîçíà÷èì E
(i,j)
K (x) = Fkj ◦ . . . ◦ Fki(x), 1 ⩽ i < j ⩽ 32. Çàìåòèì, ÷òî â ñèëó òîãî, ÷òî

â ðàóíäàõ 1�8, 9�16, 17�24 èñïîëüçóþòñÿ îäèíàêîâûå ïîñëåäîâàòåëüíîñòè ðàóíäîâûõ
êëþ÷åé, äëÿ ëþáîãî x ñïðàâåäëèâî E

(8)
K (x) = E

(9,16)
K (x) = E

(17,24)
K (x), è ôóíêöèþ EK

ìîæíî ïåðåïèñàòü â âèäå EK(x) = D
(8)
K ◦ S ◦ E

(8)
K ◦ E

(8)
K ◦ E

(8)
K (x), ãäå D

(8)
K �ôóíê-

öèÿ, îáðàòíàÿ ê E
(8)
K . Òîãäà åñëè íàéä¼òñÿ òàêîå x, íàçûâàåìîå òî÷êîé îòðàæåíèÿ,

÷òî E
(24)
K (x) = (yl, yl) (ïîëîâèíû áëîêîâ ñîâïàäàþò), òî íà ïîñëåäíèõ âîñüìè ðàóíäàõ

ïðîèçîéä¼ò ÷àñòè÷íîå ðàñøèôðîâàíèå ðåçóëüòàòà 17�24 ðàóíäîâ, è ðåçóëüòàò âñåãî
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çàøèôðîâàíèÿ áóäåò ñîîòâåòñòâîâàòü ïåðâûì 16 ðàóíäàì: EK(x) = E
(16)
K (x). Äëÿ ñëó-

÷àéíî âûáèðàåìîãî x âåðîÿòíîñòü âîçíèêíîâåíèÿ îòðàæåíèÿ ñîñòàâëÿåò Pref = 2−32.
Êîíñòðóêöèÿ MAGMA-PRF16 (¾ñáàëàíñèðîâàííûé¿ âàðèàíò) íå ÿâëÿåòñÿ ñòîéêîé

ê ðàçëè÷èòåëþ, îñíîâàííîìó íà ìåòîäå Èñîáå. Åñëè x ÿâëÿåòñÿ òî÷êîé îòðàæåíèÿ
äëÿ EK , òî MAGMA-PRF16

K (x) = EK(x)⊕E(16)
K (x) = 0. Ñðåäè q äîñòóïíûõ ïðîòèâíèêó

ïàð âîçíèêíåò ïîðÿäêà q ·Pref íóëåé, â òî âðåìÿ êàê äëÿ ñëó÷àéíîé ôóíêöèè ýòî ÷èñëî
îöåíèâàåòñÿ âåëè÷èíîé q · 2−64.

Ìåòîä Äèíóðà �Äóíêåëüìàíà �Øàìèðà [5] îñíîâàí íà èñïîëüçîâàíèè ñâîéñòâà

øèôðà ¾ôèêñèðîâàííàÿ òî÷êà¿. Íåïîäâèæíîé òî÷êîé äëÿ E
(i,j)
K íàçîâ¼ì òàêîé x,

÷òî E
(i,j)
K (x) = x. Òîãäà åñëè x�íåïîäâèæíàÿ òî÷êà äëÿ E

(8)
K , òî ñ ó÷¼òîì ïðåä-

ñòàâëåíèÿ äëÿ EK , óêàçàííîãî âûøå, èìååì EK(x) = E
(25,32)
K (x). Äëÿ ñëó÷àéíîãî x

âåðîÿòíîñòü áûòü íåïîäâèæíîé òî÷êîé îöåíèâàåòñÿ âåëè÷èíîé P�x = 2−64.
Ïðèìåíèì ìåòîä [5] ê MAGMA-PRFr ïðè r ∈ {8, 24}. Ñ âåðîÿòíîñòüþ P�x ðåàëè-

çóåòñÿ ¾íåïîäâèæíàÿ òî÷êà¿ äëÿ E
(8)
K , òîãäà ê MAGMA-PRF ïðèìåíèìà òà æå àòàêà,

÷òî è ê áëî÷íîìó øèôðó. Òðóäî¼ìêîñòü àòàêè íà 8 ðàóíäîâ [5] îöåíèâàåòñÿ âåëè÷è-
íîé 2128, ïðè ýòîì ïðîòèâíèê íå çíàåò, ïðè êàêîé ïàðå ðåàëèçîâàëàñü íåïîäâèæíàÿ
òî÷êà, è îïðîáóåò q = 264 ïàð. Âåðîÿòíîñòü óñïåõà ïðè äîñòóïíîì êîëè÷åñòâå ìàòå-
ðèàëà q < 264 îöåíèì âåëè÷èíîé min (t/2192, q/264), ÷òî ëó÷øå óíèâåðñàëüíîãî ìåòîäà
ðàçëè÷åíèÿ (q/296) ïðè ìèíèìàëüíûõ âû÷èñëèòåëüíûõ ðåñóðñàõ ïðîòèâíèêà t > 296/q.

Ïðè äðóãèõ çíà÷åíèÿõ r äëÿ MAGMA-PRFr íå áûëî íàéäåíî âîçìîæíîñòåé ïðè-
ìåíåíèÿ ðàññìîòðåííûõ ìåòîäîâ äëÿ ïîñòðîåíèÿ áîëåå ýôôåêòèâíîé àòàêè, ÷åì òî-
òàëüíîå îïðîáîâàíèå. Ïðåäïîëàãàåòñÿ, ÷òî äëÿ òîãî, ÷òîáû îòñëåäèòü áëàãîïðèÿòíîå
äëÿ àòàêè ñîáûòèå òèïà ¾òî÷êà îòðàæåíèÿ¿ èëè ¾íåïîäâèæíàÿ òî÷êà¿, ïðîòèâíèê âû-
íóæäåí óãàäûâàòü ëèáî EK(x), ëèáî ïðîìåæóòî÷íîå ñîñòîÿíèå E

(r)
K (x), ÷òî ïîâûøàåò

òðóäî¼ìêîñòü ìåòîäîâ äî 2256.
Ïðåäñòàâëÿåòñÿ, ÷òî êîíñòðóêöèÿ ÿâëÿåòñÿ ñòîéêîé ê êëàññè÷åñêîìó äèôôå-

ðåíöèàëüíîìó è ëèíåéíîìó ìåòîäàì êðèïòîàíàëèçà, ïîñêîëüêó çàäåéñòâóþòñÿ âñå
32 ðàóíäà è ýôôåêòèâíîñòü õàðàêòåðèñòèêè (ëèíåéíîé èëè äèôôåðåíöèàëüíîé) äëÿ
MAGMA-PRF íå ïðåâûøàåò òàêîâîé äëÿ ïîëíîðàóíäîâîé EK (ýòà ãèïîòåçà òðåáó-
åò äàëüíåéøèõ èññëåäîâàíèé). Ïðè ýòîì îñòà¼òñÿ îòêðûòûì âîïðîñ î ñòîéêîñòè êîí-
ñòðóêöèè ê äðóãèì ìåòîäàì� íàïðèìåð, â ðàáîòå [6] ïîêàçàíî, ÷òî êîíñòðóêöèÿ AES-
PRF ïðè ìàëûõ çíà÷åíèÿõ r íå ÿâëÿåòñÿ ñòîéêîé ê ìåòîäàì, îñíîâàííûì íà íåâîç-
ìîæíûõ äèôôåðåíöèàëàõ è íåâîçìîæíûõ ëèíåéíûõ àíàëîãàõ.

Ïîñêîëüêó ïðè ¾êðàéíèõ¿ çíà÷åíèÿõ r ∈ {1, . . . , 7} èëè r ∈ {25, . . . , 31} â âû÷èñ-
ëåíèè âíóòðåííåãî ñîñòîÿíèÿ çàäåéñòâóþòñÿ íå âñå ðàóíäîâûå êëþ÷è (ñ ïðÿìîé èëè
îáðàòíîé ñòîðîíû), äëÿ ïðîòèâîäåéñòâèÿ âîçìîæíûì àòàêàì, íå ó÷ò¼ííûì â íàñòî-
ÿùåé ðàáîòå, ïðåäñòàâëÿåòñÿ öåëåñîîáðàçíûì âûáèðàòü çíà÷åíèÿ r èç ïðîìåæóòêà
{9, . . . , 23}, çà èñêëþ÷åíèåì 16, àòàêà äëÿ êîòîðîãî îïèñàíà ðàíåå.

Òàêèì îáðàçîì, ïðè r ∈ {9, . . . , 15} ∪ {17, . . . , 23} íàì íå óäàëîñü âûÿâèòü àòàê, êî-
òîðûå ïîçâîëèëè áû îòëè÷èòü MAGMA-PRF îò ñëó÷àéíîé ôóíêöèè ñ ïðåîáëàäàíèåì
âûøå, ÷åì äëÿ óíèâåðñàëüíûõ ìåòîäîâ. Äàäèì ñëåäóþùóþ ýâðèñòè÷åñêóþ îöåíêó ïðå-
èìóùåñòâà ïðîòèâíèêà, îãðàíè÷åííîãî t âû÷èñëèòåëüíûìè îïåðàöèÿìè è q àäàïòèâ-
íûìè çàïðîñàìè ê îðàêóëó (àäàïòèâíî âûáèðàåìûìè ïàðàìè ¾îòêðûòûé òåêñò/øèôð-
òåêñò¿), â ìîäåëè PRF äëÿ MAGMA-PRFr ïðè óêàçàííûõ çíà÷åíèÿõ r è q ⩽ 264 − 1:

AdvPRFMAGMA-PRF(t, q) ⪅ min

(
t

2256
,
q

296

)
. (2)
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Ïîêàæåì, ÷òî â ñëó÷àå, åñëè ýâðèñòè÷åñêàÿ îöåíêà (2) âåðíà (ò. å. íå ñóùåñòâóåò
ìåòîäîâ, ïîçâîëÿþùèõ ïðè òåõ æå ðåñóðñàõ äîñòè÷ü áîëüøåãî ïðåîáëàäàíèÿ; çíàêîì
¾⪅¿ îáîçíà÷àåì çíàê ¾⩽¿ â ïðåäïîëîæåíèè, ÷òî ìíîæåñòâî àëãîðèòìîâ ïðîòèâíèêà
îãðàíè÷åíî êëàññîì èçâåñòíûõ ìåòîäîâ), òî ïðè èñïîëüçîâàíèè MAGMA-PRF ðåæèìû
øèôðîâàíèÿ CTR, CTR-ACPKM, GCM ÿâëÿþòñÿ ñòîéêèìè äàæå ïðè çíà÷åíèÿõ q,
áëèçêèõ ê 264.

Îïðåäåëåíèå 2. (IND-CPNA)-ïðåîáëàäàíèåì ïðîòèâíèêà A â çàäà÷å ðàçëè÷å-
íèÿ ðåæèìà øèôðîâàíèÿ MODE, â êîòîðîì èñïîëüçóåòñÿ êëþ÷åâîå ïðåîáðàçîâàíèå F ,
è îðàêóëà $ (ìîäåëü óãðîç IND-CPNA), íàçîâ¼ì âåëè÷èíó

AdvIND-CPNAMODE[F ] (A) = P
[
K

$← V k;AMODE[FK ](·,·) ⇒ 1
]
− P

[
A$(·,·) ⇒ 1

]
.

Çàïðîñ ïðîòèâíèêà A ê îðàêóëó ñîñòîèò èç ñîîáùåíèÿ M è óíèêàëüíîé (íåïîâòîðÿ-
þùåéñÿ) ñèíõðîïîñûëêè IV . Îðàêóë MODE[FK ] íà çàïðîñ A âîçâðàùàåò ðåçóëüòàò
çàøèôðîâàíèÿ ñîîáùåíèÿ M íà ñèíõðîïîñûëêå IV , îðàêóë $� ñëó÷àéíóþ ðàâíîâåðî-
ÿòíóþ ïîñëåäîâàòåëüíîñòü áèò òàêîé æå äëèíû. Ê ðåñóðñàì ïðîòèâíèêà îòíîñÿòñÿ: t�
êîëè÷åñòâî âû÷èñëèòåëüíûõ îïåðàöèé, q′ �ìàêñèìàëüíîå ÷èñëî çàïðîñîâ ê îðàêóëó,
l�ìàêñèìàëüíàÿ äëèíà ñîîáùåíèÿ â çàïðîñå (â n-áèòíûõ áëîêàõ).

Äàëåå áóäåì îáîçíà÷àòü ÷åðåç AdvTMMODE[F ](t, q
′, . . . ) = max

A: tA⩽t,q′A⩽q′,...
AdvTMMODE[F ](A)

íàèáîëüøåå ïðåîáëàäàíèå ñðåäè âñåõ âîçìîæíûõ ïðîòèâíèêîâ, äåéñòâóþùèõ â íåêî-
òîðîé ìîäåëè óãðîç TM è îãðàíè÷åííûõ ðåñóðñàìè t, q′ (è äðóãèìè âèäàìè ðåñóðñîâ,
îïðåäåëÿåìûìè â ðàìêàõ ìîäåëè óãðîç TM).

Ðåæèì CTR ÿâëÿåòñÿ îäíèì èç êëàññè÷åñêèõ ðåæèìîâ øèôðîâàíèÿ è îïðåäåë¼í,
â òîì ÷èñëå, â ÃÎÑÒ 34.13-2018 [7] (ðåæèì ãàììèðîâàíèÿ). Ïðè èñïîëüçîâàíèè â í¼ì
MAGMA-PRF âåðíà ñëåäóþùàÿ

Òåîðåìà 1. Äëÿ ïðåîáëàäàíèÿ ïðîòèâíèêà â ìîäåëè óãðîç IND-CPNA äëÿ ðåæè-
ìà CTR[MAGMA-PRF] ñïðàâåäëèâî íåðàâåíñòâî

AdvIND-CPNACTR[MAGMA-PRF](t, q
′, l) ⩽ AdvPRFMAGMA-PRF(t

′, q = q′ · l),

ãäå t′ = t+O(q).

Óòâåðæäåíèå òåîðåìû ñëåäóåò íåïîñðåäñòâåííî èç êëàññè÷åñêîãî ðåçóëüòàòà äëÿ
ðåæèìà CTR [3]. Â ñèëó îñîáåííîñòåé ðåæèìà CTR ïî ÃÎÑÒ 34.13-2018, â êîòîðîì
óíèêàëüíàÿ ñèíõðîïîñûëêà çàíèìàåò ïîëîâèíó áëîêà ñ÷¼ò÷èêà, äëèíà øèôðóåìîãî
ñîîáùåíèÿ l äî ñìåíû ñèíõðîïîñûëêè íå äîëæíà ïðåâûøàòü 232 áëîêîâ.

Ðåæèì CTR-ACPKM îïðåäåë¼í â Ð 1323565.1.017-2018 [8] (ðåæèìû ðàáîòû áëî÷-
íûõ øèôðîâ ñî ñìåíîé êëþ÷à). Ïðè èñïîëüçîâàíèè â í¼ì MAGMA-PRF âåðíà ñëåäó-
þùàÿ

Òåîðåìà 2. Äëÿ ïðåîáëàäàíèÿ ïðîòèâíèêà â ìîäåëè óãðîç IND-CPNA äëÿ ðåæè-
ìà CTR-ACPKM[MAGMA-PRF] ñïðàâåäëèâî íåðàâåíñòâî

AdvIND-CPNACTR-ACPKM[MAGMA-PRF](t, q
′, l) ⩽ m · AdvPRFMAGMA-PRF(t

′, q = σ + 4),

ãäå σ = q′ ·N/64� îáú¼ì ñåêöèè (â áëîêàõ); m = ⌈l · 64/N⌉�êîëè÷åñòâî ñåêöèé â ñîîá-
ùåíèè; N �äëèíà îäíîé ñåêöèè â áèòàõ, ïàðàìåòð ðåæèìà CTR-ACPKM; t′ = t+O(q).
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Óòâåðæäåíèå òåîðåìû ñëåäóåò íåïîñðåäñòâåííî èç äîêàçàòåëüñòâà [9] äëÿ ñëó÷àÿ
PRP, ïðè ýòîì ïðè èñïîëüçîâàíèè PRF îòñóòñòâóþò êâàäðàòè÷íûå ñëàãàåìûå, îòâå-
÷àþùèå çà ïåðåõîä îò PRP ê PRF â ïðîöåññå ñâåä�åíèÿ.

Ðåæèì GCM ÿâëÿåòñÿ ðåæèìîì àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ (AEAD),
îáåñïå÷èâàþùèì îäíîâðåìåííî êîíôèäåíöèàëüíîñòü è öåëîñòíîñòü ñîîáùåíèé, è îïðå-
äåë¼í â NIST SP800-38D [10].

Äëÿ AEAD-ðåæèìîâ ðàññìàòðèâàþòñÿ ìîäåëè óãðîç Priv (IND-CPNA) è Auth.
Â ìîäåëè Auth ïðîòèâíèê âçàèìîäåéñòâóåò ñ ïàðîé îðàêóëîâ: ëåâûé îðàêóë EncK âû-
ïîëíÿåò çàøèôðîâàíèå è âû÷èñëåíèå èìèòîâñòàâêè, à ïðàâûé îðàêóë DecK ïðîâåðÿåò
èìèòîâñòàâêó è âûïîëíÿåò ðàñøèôðîâàíèå â ñëó÷àå å¼ êîððåêòíîñòè ëèáî âîçâðàùàåò
îøèáêó. AdvAuthAEAD[F](A) îïðåäåëÿåòñÿ êàê âåðîÿòíîñòü ïîääåëêè èìèòîâñòàâêè (íàâÿ-
çûâàíèÿ ñîîáùåíèÿ) ïðîòèâíèêîì.

Ïðè èñïîëüçîâàíèè MAGMA-PRF â ðåæèìå GCM âåðíà ñëåäóþùàÿ

Òåîðåìà 3. Äëÿ ðåæèìà GCM[MAGMA-PRF] ñïðàâåäëèâû íåðàâåíñòâà

AdvPrivGCM[MAGMA-PRF](t, q
′, l) ⩽ AdvPRFMAGMA-PRF(t

′, q = q′ · l),

AdvAuthGCM[MAGMA-PRF](t, q
′, ν, l) ⩽ AdvPRFMAGMA-PRF(t

′, q = q′ + ν + σ + 1) +
ν (l + 1)

2τ
,

ãäå ν �÷èñëî çàïðîñîâ ê ïðàâîìó îðàêóëó (ìàêñèìàëüíîå ÷èñëî ïîïûòîê íàâÿçûâà-
íèÿ ïðîòèâíèêîì); σ� îáùàÿ äëèíà ñîîáùåíèé â áëîêàõ (ñ ó÷¼òîì àññîöèèðîâàííûõ
äàííûõ); τ �äëèíà èìèòîâñòàâêè, ïàðàìåòð ðåæèìà GCM; t′ = t+O(q).

Óòâåðæäåíèå òåîðåìû ñëåäóåò èç ðåçóëüòàòîâ [1] äëÿ AES-PRF.
Â ïåðå÷èñëåííûõ ðåæèìàõ ðàáîòû MAGMA-PRF ðàáîòàåò ïî÷òè òàêæå áûñòðî,

êàê Ìàãìà. Äëÿ å¼ âû÷èñëåíèÿ òðåáóåòñÿ 64 áèòà äîïîëíèòåëüíîé ïàìÿòè, îòâåä¼ííûõ
ïîä õðàíåíèå ïðîìåæóòî÷íîãî ñîñòîÿíèÿ E

(r)
K (x), è îäíà äîïîëíèòåëüíàÿ îïåðàöèÿ

XOR 64-áèòíûõ ñëîâ E
(r)
K (x) è EK(x).

Òàêèì îáðàçîì, ïîêàçàíî, ÷òî èñïîëüçîâàíèå êîíñòðóêöèè MAGMA-PRF â ðåæè-
ìàõ CTR, CTR-ACPKM è GCM ïîçâîëÿåò îáðàáàòûâàòü êîëè÷åñòâî ìàòåðèàëà, ïðå-
âûøàþùåå ãðàíèöó ¾ïàðàäîêñà äíåé ðîæäåíèÿ¿. Êîëè÷åñòâî áëîêîâ ñîîáùåíèé, êî-
òîðûå ìîãóò áûòü îáðàáîòàíû MAGMA-PRF íà îäíîì êëþ÷å, áëèçêî ê 264. Â òî æå
âðåìÿ ïðè èñïîëüçîâàíèè ïîäñòàíîâêè (â ÷àñòíîñòè, áàçîâîãî áëî÷íîãî øèôðà Ìàã-
ìà) â äàííûõ ðåæèìàõ êîëè÷åñòâî ìàòåðèàëà, êîòîðûé äîïóñêàåòñÿ îáðàáàòûâàòü íà
îäíîì êëþ÷å, ìíîãî ìåíüøå è, êàê ïðàâèëî, îöåíèâàåòñÿ âåëè÷èíîé 232.
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PUBLIC KEYS FOR E-COINS: PARTIALLY SOLVED PROBLEM
USING SIGNATURE WITH RERANDOMIZABLE KEYS

A.A. Babueva, S.N. Kyazhin

We give an example of an existing cryptographic mechanism that can be considered as
a partial solution to the problem �Public keys for e-coins� proposed at the International
Olympiad in Cryptography NSUCRYPTO'2022. This mechanism is used with the
class of signatures with rerandomizable keys and provides one of the two security
properties required by the authors of the problem. The results of this paper contain a
systematic description of security models that can be used to analyze signature with
rerandomizable keys, which is of independent interest.
Keywords: public key derivation, signature with rerandomizable keys, related key

attack, BIP32, NSUCRYPTO.

1. Introduction
The unsolved problem ¾Public keys for e-coins¿ [1] was given as one of the tasks at the

International Olympiad in Cryptography NSUCRYPTO'2022. The problem is to propose a
way to calculate the public keys pk1, . . . , pkn (corresponding to the private keys sk1, . . . , skn),
which can be used to verify the transaction authenticity, based on a single master key pk0
(i.e., public key derivation scheme): pki = f(pki−1, T ), i = 1, . . . , n. The proposed method,
according to the requirements proposed by the authors of the problem, should provide the
following security properties:

1) knowing pk0, f and T , it is impossible to �nd any private key ski, i = 1, . . . , n;
2) it is impossible to recover ski, if the secret keys sk1, . . . , ski−1, ski+1, . . . , skn are

known.

However, in general, such requirements are not enough for key derivation, since the
security of the mechanisms used to authenticate transaction is often analyzed under the
assumption of a random and independent key selection. The solution is to analyze the joint
security of such mechanism and key derivation process. The in�uence of key derivation on
the mechanism used for the transaction authenticity can be described with a well-known
type of attacks: related key attacks [2].

The problem does not limit the mechanism that is used to authenticate the transaction,
however, signature schemes are most often used for this purpose. In this paper, we describe
the interface of a modi�ed signature scheme (the so-called signature with rerandomizable
keys), and also systematize security models for its analysis. All the models considered
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describe a stronger property compared to the property 1. In addition, we give an example of
the existing public key derivation mechanism for the ECDSA signature scheme [3] described
in Bitcoin Information Proposal BIP32 [4], as well as the results of the ECDSA security
analysis in one of the described models.

2. Signature with rerandomizable keys
Let's describe the interface of the modi�ed signature scheme using the standard

signature scheme interface. We adopt the de�nition of signature with rerandomizable keys
from [5, 6].

De�nition 1. A signature Sig is a tuple of the following algorithms:

� Sig.Gen is the probabilistic key generation algorithm, takes as input public parameters par,
returns a pair (sk, pk) of secret and public keys;

� Sig.Sign is the probabilistic signing algorithm, takes as input a secret key sk and a
message m, returns a signature σ;

� Sig.Verify is the deterministic veri�cation algorithm, takes as input a public key pk, a
signature σ, and a message m, returns 1 (accept) or 0 (reject).

De�nition 2. A signature with rerandomizable keys RSig is a tuple of the following
algorithms:

� RSig.Gen,RSig.Sign,RSig.Verify are the algorithms as de�ned above;
� RSig.RandSK is the probabilistic secret key rerandomization algorithm, takes as input a

secret key sk and randomness ρ ∈ Ω, returns a rerandomized secret key sk′;
� RSig.RandPK is the probabilistic public key rerandomization algorithm, takes as input

a public key pk and randomness ρ ∈ Ω, returns a rerandomized public key pk′.

Remark 1. The public key derivation mechanism de�nes the mechanism for genera-
ting ρ values and is not part of the RSig.

Remark 2. In general, the Ω set from which the ρ values can be selected is limited.
But we did not include this in the system interface due to a remark 1.

3. Security models for signature with rerandomizable keys
The standard security requirement for the signature scheme is the unforgeability

property which is formalized by UF-CMA notion [7]. The adversary is allowed to obtain the
signatures for adaptively chosen messages. It's task is to provide a forgery, i.e., (signature,
message) pair which is correct and non-trivial.

The rerandomizable key usage expands the ways to de�ne both the type of attack and
the threat. In the current section we provide the survey of the known security models for
such class of signature schemes.

The attack. The adversary is allowed to obtain the signatures computed not only with
the original secret signing key sk, but also with the modi�ed keys produced by RandSK
algorithm.

We de�ne two types of attack depending on which keys can be queried for the signatures:

� keys produced with an arbitrary randomness ρ from the prede�ned set Ω;
� keys produced with the randomness honestly chosen by the challenger during the game

processing. The ability of the adversary to know these randomness values is captured
by the access to the Rand oracle.
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Further we di�er these types of attack in the model name by RKA (Related Key
Attack) and KRKA (Known Related Key Attack) respectively. Clearly, �rst type of attack
is stronger, i.e., the security in ∗-RKA model implies the security in ∗-KRKA model.

The threat. One way to de�ne the threat is to do it similarly to the standard UF-CMA
notion, i.e., making the forgery (m∗, σ∗) for the original public key pk. The only ambiguity
here is de�ning the triviality of the forgery.

We de�ne two types of threat depending on the forgery for which message should be
done for winning the game:

� message m∗ should not be queried for signing;
� message m∗ should not be queried for signing with the original signing key sk.

Further we di�er these types of threat in the model name by wUF (weak UnForgeability)
and UF (UnForgeability) respectively. Clearly, �rst type of threat is stronger (the model is
weaker), i.e., the security in UF-∗ model implies the security in wUF-∗ model.

The formal de�nition of the corresponding security models is presented in Fig. 1. Here,
the basic UF-CM-RKA model is de�ned by black color, it was introduced in [2]. The
modi�cation of this model by adding blue color strings de�nes the UF-CM-KRKA model [7],
and by adding red color strings �wUF-CM-RKAmodel [8]. Finally, all strings together form
the wUF-CM-KRKA model.

ExpwUF-CM-KRKA
RSig (A)

1 : (sk, pk)
$←− RSig.Gen( )

2 : L,R← ∅

3 : (m∗, σ∗)
$←− ASign,Rand(pk)

4 : if m∗ ∈ L : return 0

5 : res← RSig.Verify(pk,m∗, σ∗)

6 : return res

Oracle Sign(ρ,m)

1 : if (ρ /∈ Ω)∨(ρ /∈ R):
2 : return ⊥
3 : sk′ ← RSig.RandSK(sk, ρ)

4 : σ ← RSig.Sign(sk′,m)

5 : if (sk′ = sk)∨(sk′ ̸= sk):

6 : L ← L ∪ {m}
7 : return σ

Oracle Rand( )

1 : ρ
U←− Ω

2 : R ← R∪ {ρ}
3 : return ρ

Fig. 1. UF-CM-RKA,UF-CM-KRKA,wUF-CM-RKA,wUF-CM-KRKA models de�nition

Another way to de�ne the threat is to allow the adversary to make the forgery for
any public key, not only the original key pk. In this case, the adversary returns the
triple (ρ∗,m∗, σ∗), where ρ∗ de�nes the public key pk∗ for which the forgery is made. The
randomness ρ∗ should belong to the set Ω or should be obtained as a result of query to the
Rand oracle (depending on RKA or KRKA attack type). Following the paper [7], we refer
to the models with such de�nition of the threat by adding �s� (strong) before the attack
type. Clearly, such models are stronger then the corresponding models without �s�, i.e., the
security in ∗-sRKA (∗-sKRKA) model implies the security in ∗-RKA (∗-KRKA) model.

Similarly to the previous models, there are two possible ways to determine the triviality
of the forgery:

� pair (ρ∗,m∗) should be fresh, i.e., should not be queried to the Sign oracle (UF-* model);
� message m∗ should be fresh, i.e., should not be queried to the Sign oracle (wUF-*

model).

The formal de�nition of the corresponding security models is presented in Fig. 2.
Here, the basic UF-CM-sRKA model is de�ned by black color, it was introduced in [2].
The modi�cation of this model by adding blue color strings de�nes the UF-CM-sKRKA
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model [7], and by adding red color strings �wUF-CM-sRKA model [6]. Finally, all strings
together form the wUF-CM-sKRKA model [5].

ExpwUF-CM-sKRKA
RSig (A)

1 : (sk, pk)
$←− RSig.Gen( )

2 : L,R← ∅

3 : (ρ∗,m∗, σ∗)
$←− ASign,Rand(pk)

4 : if (ρ∗ /∈ Ω)∨(ρ∗ /∈ R):
5 : return ⊥
6 : if ((ρ∗,m∗) ∈ L)∨((·,m∗) ∈ L) :
7 : return 0

8 : pk∗ ← RSig.RandPK(pk, ρ∗)

9 : res← RSig.Verify(pk∗,m∗, σ∗)

10 : return res

Oracle Sign(ρ,m)

1 : if (ρ /∈ Ω)∨(ρ /∈ R):
2 : return ⊥
3 : sk′ ← RSig.RandSK(sk, ρ)

4 : σ ← RSig.Sign(sk′,m)

5 : L ← L ∪ {(ρ,m)}
6 : return σ

Oracle Rand( )

1 : ρ
U←− Ω

2 : R ← R∪ {ρ}
3 : return ρ

Fig. 2. UF-CM-sRKA,UF-CM-sKRKA,wUF-CM-sRKA,wUF-CM-sKRKA models de�nition

4. BIP32 scheme and its security
Let P be the generator of the elliptic curve point group, (sk, pk = skP )� the ECDSA

signature key pair, K � the HMAC [9] key.
The scheme described in BIP32 assumes the use of signature with rerandomizable keys

based on ECDSA, where

RSig.RandSK(sk, ρ) = sk+ ρ,

RSig.RandPK(pk, ρ) = pk+ ρP,

and the mechanism for generating ρ based on the algorithm HMAC.
Denote by HMACl/2(K,m) a function that returns the left l/2 bits of the l-bit result of

the function HMAC(K,m). For simplicity, we will further omit the functions of converting
a bit string into a group element and vice versa.

The mechanism of generating ρi, used to calculate the ith key pair (ski, pki), i = 1, . . . , n,
from the key pair (sk0, pk0 = sk0P ), is de�ned by the following function:

ρi = HMACl/2(K, pk0∥i).

Thus, in terms of the original problem, the key K plays the role of an parameter T , and
the function f is represented as follows:

pki = f(pki−1, K) = pki−1 + HMACl/2(K, pk0∥i)P − HMACl/2(K, pk0∥i− 1)P.

Among the models described in the section 3, the UF-CM-sKRKA model seems relevant
for analyzing this scheme, because:

� an actual threat is forgery with respect to at least one key pki, i ∈ {i, . . . , n} (strong
threat is relevant);

� the adversary has the capability to get the ρ values, only calculated using the HMAC
function (known related key attack is relevant).

The paper [7] shows that the ECDSA signature with rerandomizabe keys is secure in
this model.
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5. Conclusion
In this paper, we give an example of an existing cryptographic mechanism that can

be considered as a partial solution to the problem �Public keys for e-coins� proposed at
the International Olympiad in Cryptography NSUCRYPTO'2022. This mechanism is used
with the class of signatures with rerandomizable keys and provides one of the two security
properties required by the authors of the problem. The existence of mechanisms with the
second property remains (hopefully temporarily) an unsolved problem.

The results of this paper contain a systematic description of security models that can
be used to analyze signature with rerandomizable keys, which is of independent interest.
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EFFICIENT MATRIX MULTIPLICATION FOR CRYPTOGRAPHY
WITH A COMPANION MATRIX OVER F2

1

S. Pal

A number of schemes in cryptography and other allied areas require operations
on matrices that are computationally expensive. However, the computational load
due to standard operations like multiplication can be drastically reduced by the
choice of special matrices. One such special matrix is the companion matrix of a
monic polynomial of degree n over a �nite �eld. Due to its cyclic structure and
sparseness property, such a matrix not only helps us to reduce the complexity of
matrix multiplication but also can be applied for cryptographic purposes. In this
paper, an algorithm is proposed for the multiplication of an arbitrary matrix with
a companion matrix over a �nite �eld of order p. In our algorithm, we not only reduce
the complexity but also minimize the number of multiplication operations as much
as possible. The complexity of multiplication of any n × n matrix with a companion

1The work was supported by the Mathematical Center in Akademgorodok under the agreement No. 075-
15-2022-282 with the Ministry of Science and Higher Education of the Russian Federation.
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matrix of a monic polynomial of degree n is O(n2), whereas the complexity of standard
matrix multiplication is O(n3). Moreover, the number of multiplication operations is
n2− nt, 0 ⩽ t < n, and 0 for the �elds Fp and F2 of order p and 2, respectively, which
is far less than n3 multiplications required for standard matrix multiplication.
Keywords: companion matrix, matrix multiplication, cryptology.

1. Matrix Multipication with the companion matrix of a monic polynomial
1.1. M o t i v a t i o n

Due to the rapid increase in 5G and 6G technologies, ARX (Addition, Rotation and
XOR)-based schemes are more popular nowadays. Avoiding the multiplication operation
provides the e�ciency in the lightweight system. This is the reason why we focus on
reducing multiplication operations as much as possible. Matrices are not generally used for
cryptographic purposes due to their expensive operations like multiplication. Researcher [1]
tried to �nd a suitable way to reduce the expensive operations by searching for special kinds
of matrices. Our goal is making the matrices useful for cryptographic purposes. In the case
of the multiplication of two matrices, all elements of both of these matrices are required.
But the operations can be reduced by observing the elements and structures of the matrices.
Moreover, multiplying a companion matrix of a monic polynomial over a �nite �eld with
another matrix does not require all elements of the companion matrix. It is explained in the
contribution section that the new matrix will be obtained after multiplication by observing
only the second matrix and the coe�cients of the monic polynomial. For the sake of the
simplicity of our work, we provide a modi�ed de�nition of matrix multiplication, which is
given below.

De�nition 1. Matrix multiplication of the two n × n matrices involves the
multiplication of ith element of kth row of the �rst matrix with ith row of the second matrix,
provides n new rows and the kth row of the new matrix is obtained by adding them, where
1 ⩽ i, k ⩽ n.

De�nition 2. The companion matrix [2, 3] of a monic polynomial of degree n, i.e.,
f(x) = a0 + a1x+ . . .+ an−1x

n−1 + xn over a �eld of order p is the n× n matrix

Cf =


0 0 . . . 0 −a0
1 0 . . . 0 −a1
. . . . . . . . . . . . . . .
0 0 . . . 1 −an−1

 .
1.2. C o n t r i b u t i o n

Theorem 1. Multiplication of a companion matrix of a monic polynomial of degree n
over �nite �eld of order p by a second matrix gives a new matrix whose rows are as follows:

� The �rst row of the new matrix is equal to the r times of nth row of the second matrix,
where the constant coe�cient of the monic polynomial is r, 0 < r < p.

� The kth row is equal to the (k − 1)th row of the second matrix, if the kth coe�cient of
the monic polynomial is zero, where 2 ⩽ k ⩽ n.

� The kth row of the new matrix is equal to the summation of the (k − 1)th row and r
times of nth row of the second matrix, if the kth coe�cient of the monic polynomial is r,
where 2 ⩽ k ⩽ n and 0 < r < p.

Corollary 1. Multiplication of a companion matrix of a monic polynomial of degree n
over a �nite �eld of order 2 by a second matrix gives a new matrix whose rows are as follows:
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� The �rst row is equal to the last, i.e., nth row of the second matrix.
� The kth row is equal to the (k − 1)th row of the second matrix, if the kth coe�cient of

the monic polynomial is zero, where 2 ⩽ k ⩽ n.
� The kth row is equal to the summation of the (k − 1)th row and nth row of the second

matrix, if the kth coe�cient of the monic polynomial is one, where 2 ⩽ k ⩽ n.

Now, we can explain our Algorithm 1 to calculate an n×n new matrixD = Cf×B, where
dij and bij are the coe�cients of n×nmatricesD and B over any �eld respectively, 1 ⩽ i, j ⩽
⩽ n; Cf is a companion matrix of a monic polynomial f(x) = a0+a1x+ . . .+an−1x

n−1+xn

over �eld Fp of order p. For the sake of applicability, we take the constant term of the
polynomial as non-zero for our work.

Algorithm 1.
Input: f(x) = a0 + a1x + . . . + anx

n be a monic polynomial and B be any n × n matrix
with coe�cient bij, 0 ⩽ i, j ⩽ n− 1.
Output: New matrix D with coe�cient dij, 0 ⩽ i, j ⩽ n− 1.
1: Set a

′
i = p− ai, 0 ⩽ i ⩽ n− 1.

2: For i = 0, . . . , n− 1 do:
3: For j = 0, . . . , n− 1 do:
4: If i = 0, then dij := (a

′
i · b(n−1)j);

5: else if ai = 0, then dij ← b(i−1)j;
6: else dij := (a

′
i · b(n−1)j) + b(i−1)j.

Example 1. Let Cf be the companion matrix of a monic polynomial f(x) = x3 +

+ 4x2 + 3 of degree 3 over F5, i.e., Cf =

0 0 2
1 0 0
0 1 1

, and B be any 3 × 3 matrix over any

�eld, i.e., B =

2 1 4
1 3 5
2 0 3

, then D = CfB =

4 0 6
2 1 4
3 3 8

. Here, D1 = 2 · B3, D2 = B1,

D3 = B2+B3, where Di and Bi, 1 ⩽ i ⩽ 3, are the rows of matrices D and B, respectively.

2. Complexity calculation for matrix multiplications
In this section, we calculate the complexity of matrix multiplication followed by counting

the number of operations required for multiplication of two n × n matrices using the
standard matrix multiplication method and our method, which includes a special matrix,
the companion matrices of a monic polynomial of degree n over a �eld of order 2 and p.
Multiplication and division operations are computationally expensive compared to addition,
subtraction, and shift operations. The table shows that only addition and multiplication
operations are required for standard matrix multiplication, whereas addition, multiplication,
and shift operations are required for matrix multiplication by our method over Fp. Most
importantly, only addition and shift operations are required for matrix multiplication by
our method over F2.
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Operations required for di�erent type of matrix multiplications
Operations List

Matrix multiplication
Number of Number of Number of
additions multiplications shift operations

Standard n3 − n2 n3 0
Using companion matrix over F2 n2 − nt− n 0 nt+ n
Using companion matrix over Fp n2 − nt− n n2 − nt nt

Lemma 1. Standard matrix multiplication of two n × n matrices requires n3 multi-
plications, n3 − n2 additions, 2n3 operations in total. The complexity is O(n3).

Lemma 2. Matrix multiplication by a companion matrix of a monic polynomial of
degree n over Fp requires nt shift operations, n2 − nt multiplications, and n2 − nt − n
additions, 2n2− nt− n operations in total. Here, t is the number of rows of the companion
matrix of the monic polynomial whose tth coe�cient is zero. The complexity is O(n2).

Lemma 3. Matrix multiplication by a companion matrix of a monic polynomial of
degree n over F2 requires nt+ n shift operations and n2 − nt− n additions, n2 operations
in total. Here, t is the number of rows of the companion matrix of the monic polynomial
whose tth coe�cient is zero. The complexity is O(n2).
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CRYPTANALYSIS OF LWE AND SIS-BASED CRYPTOSYSTEMS
BY USING QUANTUM ANNEALING1

A. Qayyum, M. Haris

In the paper, we study lattice-based cryptographic problems, in particular Learning
With Errors (LWE) and Short Integer Solution (SIS) lattice problems, which are
considered to be known cryptographic primitives that are supposed to be secure
against both classical and quantum attacks. We formulated the LWE and SIS problems
as Mixed-Integer Programming (MIP) model and then converted them to Quadratic
Unconstrained Binary Optimization (QUBO) problem, which can be solved by using
a quantum annealer. Quantum annealing searches for the global minimum of an input
objective function subjected to the given constraints to optimize the given model.
We have estimated the q-bits required for the Quantum Processing Unit (QPU).
Our results show that this approach can solve certain instances of the LWE and SIS
problems e�ciently.
Keywords: post-quantum cryptography, lattice-based cryptography, learning with

errorss, short integer solution, quadratic unconstraint binary optimization, quantum

processing unit.

1The work is supported by the Mathematical Center in Akademgorodok under the agreement No. 075-
15-2022-282 with the Ministry of Science and Higher Education of the Russian Federation.
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1. Introduction
Quantum computers hold a promise to solve many computational problems faster

than classical computers. Because of this potential, researchers are interested in exploring
quantum computing and their implications for di�erent �elds including cryptography.
The advent of quantum computing has a serious threat to many cryptography foundations.
Because of this concern, many researchers have started looking at Post Quantum
Cryptography (PQC). In this scenario, the National Institute of Standards and Technology
(NIST) motivated and invited researchers to submit the PQC algorithms. After analyzing
these submissions, NIST announced the selected algorithms for PQC in 2022. The selected
algorithm for public-key encryption and key establishment is CRYSTALS-Kyber [1].
The CRYSTALS-DILITHIUM [2], Falcon [3] and the SPHINCS+ [4] are selected for digital
signatures. Most of the selected algorithms are based on the lattice. Therefore, we are
exploring lattice-based cryptographic problems, speci�cally Learning with Errors (LWE)
and Short Integer Solution (SIS) lattice problems.

Lattice-based cryptography is an asymmetric cryptography that uses mathematical
structure called lattice to design cryptographic primitives. Its security is based on the
hardness of certain lattice problems, such as the Shortest Vector Problem (SVP), Shortest
Independent Vectors Problem (SIVP), Closest Vector Problem (CVP), Short Integer
Solution (SIS), and Learning with Errors (LWE) [5]. To solve these lattice problems, there
are several methods such as lattice basis reduction, sieving, and enumeration.

In the context of solving SIS and LWE problems, one method is known as lattice basis
reduction, which includes algorithms such as LLL [6] and BKZ [7] to reduce the input lattice
and extract short basis vectors that can be used to solve SIS and LWE. Another method
is sieving, which includes the Gauss-Sieve algorithm [8] and Block-Kannan algorithm [9].
This technique is used to exploit the statistical properties and do the sampling from a
high-dimensional lattice to �nd for the vectors close to the origin. The other technique
is enumeration, which includes Voronoi algorithm [10], Babai's Nearest Plane [11]. This
technique aims to �nd all lattice points within a certain radius and eliminate the irrelevant
vectors.

In the thesis, we investigate the complexity of the implementation of LWE and SIS
problems using quantum annealing. We propose Mixed-Integer Programming (MIP) model
for SIS and LWE. MIP is a mathematical optimization technique which provides the solution
for both discrete decision and continuous variables problems. We used the PuLP library of
Python which is a widely-used tool for implementing MIP models. It o�ers e�cient solvers
that can e�ectively address optimization problems, such as our model for SIS and LWE.
Furthermore, we convert them to their equivalent QUBO model and estimate the required
q-bits.

2. Quantum annealing and adiabatic computing
Quantum annealing is a type of quantum computing that aims to solve optimization

problems by minimizing the energy of a physical system. For optimization, quantum
annealing searches for the global minimum of the input objective function. Quantum
annealer put the states in superposition at the start. Then, these states alter by quantum
physics, which is beyond our control. So we give the Quadratic Unconstrained Binary
Optimization (QUBO) problem at the beginning, and the con�guration at the end
corresponds to the solution [12]. Quantum annealing is related to adiabatic quantum
computing, which is a speci�c form of quantum annealing that works on the energy
minimization process.
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QUBO is a form of binary quadratic model which uses binary variables to represent
the problem. It involves �nding the values of binary variables that minimize a quadratic
function. It is a unique class of equations that corresponds to the design of a quantum
processing unit (QPU). The QPU is made up of q-bits and couplers which connect pairs of
q-bits. We can consider the q-bits as variables in equation, and couplers as pairs of variables
that are multiplied together making up a quadratic equation [13].

3. Learning with Errors (LWE)
A lattice is a geometric structure which contains a set of points in n-dimensional space.

It is widely used in di�erent areas of study including lattice-based cryptography. LWE
problem is one of the lattice hard problems. It is considered NP-hard. It is used in many
cryptographic schemes such as encryption, digital signatures, and key-exchange algorithms.
Formally, lattice and LWE are de�ned as follows:

A lattice L in Rn is a discrete additive subgroup of Rn. It is generated by a set of linearly
independent vectors b1,b2, . . . ,bn, called a basis for the lattice [14]:

L =

{
n∑
i=1

aibi : ai ∈ Z
}

In the LWE we have a list of �equations with errors� such that

n∑
j=1

a1,jsj ≈χ b1 (mod q),

n∑
j=1

a2,jsj ≈χ b2 (mod q),

...
n∑
j=1

am,jsj ≈χ bm (mod q),

where i = 1, 2, . . . ,m, q = q(n) ⩽ poly(n) is prime integer, a1j, a2j . . . amj ∈ Znq are chosen
independently and uniformly, s ∈ Znq , and bi ∈ Zq. The errors ei ∈ Zq in the equations
are speci�ed by a probability distribution χ : Zq → R+ on Zq. The ei ∈ Zp are chosen
independently from χ [15]. The goal is to �nd the secret key s given a set of noisy linear
equations.

LWE Problem Hardness
LWE is not proven NP-hard problem, but it is as hard as certain worst case lattice

problems, such as CVP or SVP. It is proven that LWE is at least as hard as SIVP NP-hard
problem [15]. We try to approximate the vector sj by zj by:

bi =
n∑
j=1

aijsj + ei mod q � actual value,

b̃i =
n∑
j=1

aijzj + ri mod q � predicted value.

Our goal is to minimize the di�erence between bi and b̃i such that the vector zj becomes
close to the vector sj. We choose ri parameter from the same distribution as ei.
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Mathematical Model of LWE Problem
Objective function is

min
m∑
i=1

ti.

The objective of our optimization model is to minimize the sum of ti variables which we
will de�ne in (1) and (2), subjected to the following constraints:

� we ensure that for each j only one xjk variable can take the value 1 and all other entries
will be equal to 0:

q−1∑
k=0

xjk = 1;

� we de�ne the value of zj as a linear combination of the xjk variables:

zj =
q−1∑
k=0

(k · xjk) ;

� the main constraint, which de�nes the LWE problem, is the following:

n∑
j=1

aijzj + ri = Diq + b̃i

Here, zj are the unknowns that we want to �nd, all the operations are made modulo q,
and we introduce additional variable Di to linearize it;

� we de�ne the value ti, that is the the di�erence between actual bi and predicted b̃i, which
we want to minimize. The variable Ci is introduced to linearize the equation:

bi − b̃i = Ciq + ti; (1)

� we set the upper bound for b̃i:
b̃i ⩽ q − 1;

� we set the upper bound for ti:
ti ⩽ q − 1. (2)

The variables belong to the following sets:

xjk ∈ {0, 1}, Ci, Di ∈ Z, zj, b̃i ∈ Zq

The parameters belong to the following sets:

aij, bi, ri ∈ Zq, i = 1, 2, . . . ,m, j = 1, 2, . . . , n, k = 0, 1, . . . , q − 1.

To perform the experiments for the above mathematical model, we �x the parameters
sj ∈ Znq , aij ∈ Znq are chosen independently and uniformly, the parameter error ei ∈ Zq is
chosen from the uniform distribution, and bi ∈ Zq is calculated by the following equation:

n∑
j=1

aijsj + ei = Fiq + bi

where Fi ∈ Zq. After �xing these parameters, we ran our MIP model and obtained the
following results (the Table):
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n,m, q No. of runs Mean
∑

ti Max Objective Function Mean
∑

sj − zj mod q
3, 4, 23 20 3.15 5 0.25
4, 5, 23 20 2.05 4 0.15
5, 6, 23 20 1.9 3 0.9
6, 7, 23 20 1.75 3 0.45

After verifying our linear mathematical model, we converted it to QUBO model by
converting all the variables into binary variables and introducing the quadratic term in
the objective function. We also estimated the number of q-bits of our QUBO model by
calculating the q-bits for each binary and integer variables used in the objective function
and all the subjected constraints.

Proposition 1. The minimal number of qubits required for the implementation of the
considered QUBO model of LWE for QPU is at most

3nq + 17mq +m×
⌈
log2

(⌈
n(q − 1)2 + (q − 1)

q

⌉)⌉
+

+4m×
⌈
n(q − 1)2 + (q − 1)

q

⌉
+ 5m ⌈log2 q⌉+mn ⌈log2 q⌉ .

The above estimation of q-bits is theoretical. In the future, we will convert our QUBO
Model into Ising Model to observe the practical number of q-bits required for QPU with
the help of D-wave Ocean Software.

4. Short Integer Solution (SIS)
SIS problem is one of the lattice hard problem. It is widely used in di�erent cryptographic

schemes such as encryption, digital signatures, key-exchange algorithms. The security of
many lattice-based cryptographic schemes, such as the Ring Learning with Errors (RLWE)
scheme, is based on the hardness of the SIS problem. Formally, we can de�ne SIS as follows:

Given a matrix A ∈ Zn×m with m > n and a positive integer β, �nd a non-zero vector
z ∈ Zn such that:

∥z∥ ⩽ β,

Az = 0 mod q,

where β ⩾
√
m log q, q is a prime integer and ∥.∥ is Euclidean norm [5].

SIS Problem Hardness
SIS problem is not proven NP-hard problem but it is as hard as certain worst case lattice

problems, such as CVP or SVP, which are known to be NP-hard problems [5]. We want to
minimize ∥z∥ under following constraints:

∥z∥ ⩽ β, Az = 0 mod q.

But ∥z∥ is non-linear function and we applied the techniques to linearize it.

Mathematical Model of SIS Problem
Objective function is

min
∑
j

(uj + vj).

The objective of our optimization model is to minimize the values of uj and vj variables,
which we will de�ne in (3), subjected to the following constraints:
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� we ensure that for each j only one xjk variable can take the value 1 and all other entries
will be 0:

q−1∑
k=0

(
x+jk + x−jk

)
= 1, j = 1, 2, . . . , n;

� we de�ne the value of zj, which is a linear combination of the xjk variables:

zj =
q−1∑
k=0

k
(
x+jk − x

−
jk

)
, j = 1, 2, . . . , n;

� we de�ne the SIS problem, where zj are the unknowns that we want to �nd:∑
j

aijzj = Ci · q, i = 1, 2, . . . ,m;

�
uj =

∑
k

kx+j,k, vj =
∑
k

kx−j,k, j = 1, 2, . . . , n; (3)

� we ensure that at least one element of the vector z is non-zero:∑
j

(uj + vj) ⩾ 1;

� we ensure the upper bound of uj + vj:

uj + vj ⩽ q − 1, uj + vj ⩽ β;

� zj, Ci ∈ Z; x+jk, x
−
jk ∈ {0, 1}, uj, vj ∈ Z⩾0 � variables; i = 1, 2, . . . ,m, j = 1, 2, . . . , n,

k = 0, 1, . . . , q − 1�parameters.

We converted the above model to QUBO model by converting all the variables into binary
variables and introducing the quadratic term in the objective function. We also estimated
the number of q-bits of our QUBO Model by calculating the q-bits for each binary and
integer variables used in the objective function and all the subjected constraints.

Proposition 2. The minimal number of qubits required for the implementation of the
considered QUBO model of SIS for QPU is at most

16nq + 2m×
⌈
n(q − 1)2

q

⌉
+mn ⌈log2 q⌉ .

5. Conclusion
We have investigated the complexity of implementation of LWE and SIS problems using

quantum annealing. First, we introduced the Mixed-Integer Programming model for LWE
and SIS. Next, we presented our experimental results by using Python library called PuLP.
Finally, we formulated our mathematical model into QUBO and estimated the number
of q-bits required for the Quantum Processing Unit to perform Quantum Annealing for
our QUBO Models. After analyzing the LWE and SIS problem, we can conclude that the
cryptanalysis on the certain instances of LWE problem is possible by using QUBOModel. In
future, we will consider the ri in terms of the probability distribution for the LWE problem.
We will convert our QUBO Model into Ising Model to observe the practical number of q-bits
required for QPU with the help of D-wave Ocean Software. We will also try to compare the
performance of our quantum annealing-based algorithm with classical lattice algorithms.
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ÀÍÀËÎÃ ÒÅÎÐÅÌÛ ÊÐÎÍÅÊÅÐÀ � ÊÀÏÅËËÈ
ÄËß ÑÈÑÒÅÌ ÍÅÊÎÌÌÓÒÀÒÈÂÍÛÕ ËÈÍÅÉÍÛÕ ÓÐÀÂÍÅÍÈÉ,

ÏÎÐÎÆÄÀÞÙÈÕ ËÈÍÅÉÍÛÅ ßÇÛÊÈ

Î.È. Åãîðóøêèí, È.Â. Êîëáàñèíà, Ê.Â. Ñàôîíîâ

Ïðîäîëæàåòñÿ èññëåäîâàíèå ñèñòåì íåêîììóòàòèâíûõ ïîëèíîìèàëüíûõ óðàâíå-
íèé, êîòîðûå èíòåðïðåòèðóþòñÿ êàê ãðàììàòèêè ôîðìàëüíûõ ÿçûêîâ. Òàêèå
ñèñòåìû ðåøàþòñÿ â âèäå ôîðìàëüíûõ ñòåïåííûõ ðÿäîâ (ÔÑÐ), âûðàæàþùèõ
íåòåðìèíàëüíûå ñèìâîëû ÷åðåç òåðìèíàëüíûå ñèìâîëû àëôàâèòà è ðàññìàòðè-
âàåìûõ êàê ôîðìàëüíûå ÿçûêè. Âñÿêîìó ÔÑÐ ïîñòàâëåí â ñîîòâåòñòâèå åãî êîì-
ìóòàòèâíûé îáðàç, êîòîðûé ïîëó÷àåòñÿ â ïðåäïîëîæåíèè, ÷òî âñå ñèìâîëû îáî-
çíà÷àþò êîììóòàòèâíûå ïåðåìåííûå, äåéñòâèòåëüíûå èëè êîìïëåêñíûå. Ðàññìàò-
ðèâàþòñÿ óðàâíåíèÿ, êîòîðûå ëèíåéíû ïî íåòåðìèíàëüíûì ñèìâîëàì ñ ïîëèíî-
ìèàëüíûìè êîýôôèöèåíòàìè îò òåðìèíàëüíûõ ñèìâîëîâ, à çíà÷èò, ýòè ñèñòåìû
ïîðîæäàþò ëèíåéíûå ôîðìàëüíûå ÿçûêè. Ñîâìåñòíîñòü ñèñòåìû íåêîììóòàòèâ-
íûõ ïîëèíîìèàëüíûõ óðàâíåíèé íå ñâÿçàíà íàïðÿìóþ ñ ñîâìåñòíîñòüþ å¼ êîì-
ìóòàòèâíîãî îáðàçà, è ïîòîìó â êà÷åñòâå àíàëîãà òåîðåìû Êðîíåêåðà �Êàïåëëè
óäà¼òñÿ ïîëó÷èòü ëèøü äîñòàòî÷íîå óñëîâèå íåñîâìåñòíîñòè íåêîììóòàòèâíîé ñè-
ñòåìû.

Êëþ÷åâûå ñëîâà: ñèñòåìû ëèíåéíûõ óðàâíåíèé, íåêîììóòàòèâíûå ïåðåìåí-

íûå, ôîðìàëüíûé ñòåïåííîé ðÿä, êîììóòàòèâíûé îáðàç.

Òåîðèÿ ôîðìàëüíûõ ÿçûêîâ èìååò ôóíäàìåíòàëüíîå çíà÷åíèå äëÿ ïðîãðàììèðî-
âàíèÿ è ðàçðàáîòêè èíôîðìàöèîííûõ òåõíîëîãèé. Îíà ÿâëÿåòñÿ îñíîâîé ðàçðàáîòêè
àëãîðèòìîâ äëÿ ïîèñêà â Èíòåðíåòå, ðàáîòû íîâîñòíûõ àãðåãàòîðîâ, ìàøèííîãî ïåðå-
âîäà òåêñòîâ, ïîíèìàíèÿ ãåíåòè÷åñêîãî êîäà â áèîèíôîðìàòèêå, ðàçðàáîòêè è àíàëèçà
ÿçûêîâ ïðîãðàììèðîâàíèÿ. Âñå ýòè ïðèëîæåíèÿ èñïîëüçóþò âçàèìîñâÿçè ÿçûêà (êàê
ìíîæåñòâà âîçìîæíûõ òåêñòîâ) ñ ãðàììàòèêîé (ñâîäîì ôîðìàëüíûõ ïðàâèë, îïðå-
äåëÿþùèõ ÿçûêîâûå êîíñòðóêöèè è èõ ðàâíîçíà÷èìîñòü). Áîëåå òîãî, âñþäó íóæíû
áûñòðûå êà÷åñòâåííûå àëãîðèòìû ôîðìàëüíûõ ïîñòðîåíèé ãðàììàòèêè ïî ÿçûêó è
ÿçûêà ïî ãðàììàòèêå è ñèíòàêñè÷åñêîãî àíàëèçà êîíñòðóêöèé, íåâîçìîæíûå áåç ñå-
ðü¼çíîãî òåîðåòè÷åñêîãî îáîñíîâàíèÿ.

Êîíòåêñòíî-ñâîáîäíûå, â ÷àñòíîñòè ëèíåéíûå, ãðàììàòèêè àêòèâíî èñïîëüçóþòñÿ
äëÿ ðåøåíèÿ çàäà÷, ñâÿçàííûõ ñ ðàçðàáîòêîé ôîðìàëüíûõ ÿçûêîâ è ñèíòàêñè÷åñêèõ
àíàëèçàòîðîâ [1�3]. Îäíèì èç îñíîâíûõ äîñòîèíñòâ êîíòåêñòíî-ñâîáîäíûõ è ëèíåéíûõ
ãðàììàòèê ÿâëÿåòñÿ âîçìîæíîñòü çàäàíèÿ øèðîêîãî êëàññà ÿçûêîâ ïðè ñîõðàíåíèè
îòíîñèòåëüíîé êîìïàêòíîñòè ïðåäñòàâëåíèÿ [4, 5].

Ïðîäîëæàÿ èññëåäîâàíèå, íà÷àòîå â ðàáîòàõ [1, 2], ðàññìîòðèì ñèñòåìó ëèíåéíûõ
óðàâíåíèé ñ ïîëèíîìèàëüíûìè êîýôôèöèåíòàìè

ai1(x)z1bi1(x) + . . .+ ain(x)znbin(x) = di(x), i = 1, . . . , k, (1)
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êîòîðàÿ ðåøàåòñÿ îòíîñèòåëüíî íåêîììóòàòèâíûõ ñèìâîëîâ z = (z1, . . . , zn) â âèäå
ÔÑÐ, çàâèñÿùèõ îò íåêîììóòàòèâíûõ ñèìâîëîâ x = (x1, . . . , xm), ãäå aij, bij, di �ìíî-
ãî÷ëåíû. Òàêèå ñèñòåìû èìåþò ïðèëîæåíèÿ â òåîðèè ôîðìàëüíûõ ÿçûêîâ, ïîñêîëüêó
ÿâëÿþòñÿ ãðàììàòèêàìè, ïîðîæäàþùèìè âàæíûé êëàññ ëèíåéíûõ ÿçûêîâ [3, 4].

Â ðàìêàõ òåîðèè ôîðìàëüíûõ ÿçûêîâ è ãðàììàòèê ñèìâîëû x1, . . . , xm íàçûâàþò-
ñÿ òåðìèíàëüíûìè è îáðàçóþò ñëîâàðü (àëôàâèò) äàííîãî ÿçûêà, òîãäà êàê ñèìâî-
ëû z1, . . . , zn íàçûâàþòñÿ íåòåðìèíàëüíûìè è íåîáõîäèìû äëÿ çàäàíèÿ ãðàììàòè÷å-
ñêèõ ïðàâèë. Íàä âñåìè ñèìâîëàìè îïðåäåëåíû íåêîììóòàòèâíîå óìíîæåíèå (êîíêà-
òåíàöèÿ) è êîììóòàòèâíîå ôîðìàëüíîå ñëîæåíèå, à òàêæå êîììóòàòèâíàÿ îïåðàöèÿ
óìíîæåíèÿ íà ÷èñëîâûå êîýôôèöèåíòû, è ïîòîìó ìîæíî ðàññìàòðèâàòü ñèìâîëüíûå
ìíîãî÷ëåíû è ÔÑÐ ñ äåéñòâèòåëüíûìè èëè êîìïëåêñíûìè êîýôôèöèåíòàìè. Íàêî-
íåö, ìîíîìû îò òåðìèíàëüíûõ ñèìâîëîâ èíòåðïðåòèðóþòñÿ êàê ïðåäëîæåíèÿ ÿçûêà, à
êàæäûé ÔÑÐ, êîòîðûé ÿâëÿåòñÿ ðåøåíèåì ñèñòåìû (1), ðàññìàòðèâàåòñÿ êàê ïîðîæ-
ä¼ííûé ãðàììàòèêîé ôîðìàëüíûé ÿçûê, ò. å. ôîðìàëüíàÿ ñóììà âñåõ ¾ïðàâèëüíûõ¿
ïðåäëîæåíèé ýòîãî ÿçûêà [3, 4].

Èññëåäîâàòü ñèìâîëüíóþ íåêîììóòàòèâíóþ ñèñòåìó (1) äîñòàòî÷íî òðóäíî, ïîýòî-
ìó ðàññìîòðèì å¼ êîììóòàòèâíûé îáðàç [1, 2, 5].

Ïðåäïîëîæèì, ñëåäóÿ [1], ÷òî âñå ìîíîìû îò x1, . . . , xm çàíóìåðîâàíû â ëåêñèêî-
ãðàôè÷åñêîì ïîðÿäêå ïî âîçðàñòàíèþ ñòåïåíåé â ïîñëåäîâàòåëüíîñòü u0, u1, . . ., èãðà-
þùóþ ðîëü áàçèñà, òîãäà êàæäûé ðÿä s ìîæíî åäèíñòâåííûì îáðàçîì çàïèñàòü â âèäå
ðàçëîæåíèÿ ïî ýòîìó áàçèñó ñ ÷èñëîâûìè êîýôôèöèåíòàìè ⟨s, ui⟩ ïðè ìîíîìàõ ui:

s =
∞∑
i=0

⟨s, ui⟩ui. (2)

Òåïåðü ïîñòàâèì â ñîîòâåòñòâèå ÔÑÐ (2) åãî êîììóòàòèâíûé îáðàç ci(s)� ñòåïåííîé
ðÿä, êîòîðûé ïîëó÷àåòñÿ èç s â ïðåäïîëîæåíèè, ÷òî ñèìâîëû x1, . . . , xm (ðàâíî êàê
è z1, . . . , zn) îáîçíà÷àþò êîììóòàòèâíûå ïåðåìåííûå, ïðèíèìàþùèå çíà÷åíèÿ èç ïîëÿ
êîìïëåêñíûõ ÷èñåë [5].

Î÷åâèäíî, ÷òî êîììóòàòèâíûì îáðàçîì ñèñòåìû (1) ÿâëÿåòñÿ ñèñòåìà êîììóòàòèâ-
íûõ óðàâíåíèé

ci(ai1(x)) ci(bi1(x))z1 + . . .+ ci(ain(x)) ci(bin(x))zn = ci(di(x)), i = 1, . . . , k. (3)

Íàçîâ¼ì ðàíãîì ìàòðèöû, ýëåìåíòû êîòîðîé ÿâëÿþòñÿ ìíîãî÷ëåíàìè îò êîììóòà-
òèâíûõ ïåðåìåííûõ, ÷èñëî ëèíåéíî íåçàâèñèìûõ ñòîëáöîâ ìàòðèöû íàä ïîëåì êîì-
ïëåêñíûõ ÷èñåë.

Äëÿ ñèñòåìû êîììóòàòèâíûõ óðàâíåíèé (3) ðàññìîòðèì å¼ ìàòðèöó

(ci(aij(x)) ci(bij(x)),

à òàêæå ðàñøèðåííóþ ìàòðèöó (ci(aij(x)) ci(bij(x)) | di(x)).
Íåêîììóòàòèâíûì àíàëîãîì òåîðåìû Êðîíåêåðà �Êàïåëëè ÿâëÿåòñÿ ñëåäóþùàÿ

Òåîðåìà 1. Åñëè äëÿ êîììóòàòèâíîãî îáðàçà (3) ñèñòåìû íåêîììóòàòèâíûõ ëè-
íåéíûõ óðàâíåíèé (1) âûïîëíåíî íåðàâåíñòâî

rank(ci(aij(x)) ci(bij(x))) < rank(ci(aij(x)) ci(bij(x)) | ci(di(x))),

òî èñõîäíàÿ ñèñòåìà íåêîììóòàòèâíûõ ëèíåéíûõ óðàâíåíèé (1) íåñîâìåñòíà.



126 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Çàìå÷àíèå 1. Â ñëó÷àå ðàâåíñòâà ðàíãîâ ðàññìàòðèâàåìûõ ìàòðèö óòâåðæäå-
íèå î ñîâìåñòíîñòè èñõîäíîé íåêîììóòàòèâíîé ñèñòåìû íåâåðíî; íåòðóäíî ïðèâåñòè
ñîîòâåòñòâóþùèé ïðèìåð.

Ïîñêîëüêó ÔÑÐ, êîòîðûå ÿâëÿþòñÿ êîìïîíåíòàìè ðåøåíèÿ ñèñòåìû (1), èíòåð-
ïðåòèðóþòñÿ êàê ôîðìàëüíûå ÿçûêè, òåîðåìà 1 ïîçâîëÿåò óñòàíîâèòü ñëó÷àè, êîãäà
ëèíåéíàÿ ãðàììàòèêà íå ïîðîæäàåò íèêàêîãî ëèíåéíîãî ÿçûêà.
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ÎÁ ÀËÃÎÐÈÒÌÀÕ ÏÎÈÑÊÀ ÊÎÌÏÜÞÒÅÐÍÎÉ ÈÍÔÎÐÌÀÖÈÈ

À.Â. Æàðêîâà, À. Ã. Ìóñóãàëèåâà

Èññëåäîâàíû àëãîðèòìû ïîèñêà ïîäñòðîêè â ñòðîêå: íàèâíûé, Áîéåðà �Ìóðà,
Êíóòà �Ìîððèñà �Ïðàòòà, Ðàáèíà �Êàðïà, à òàêæå ïðèìåíèìûå äëÿ íèõ äæî-
êåðû (ñèìâîëû ïîäñòàíîâêè, ¾ñîâïàäàþùèå¿ ñ ëþáûì ñèìâîëîì èëè èõ ïîñëåäî-
âàòåëüíîñòüþ). Ðåàëèçîâàíà ïðîãðàììà íà ÿçûêå C# äëÿ ïîèñêà ôàéëîâ ïî ðàç-
ëè÷íûì ïàðàìåòðàì, êîòîðàÿ ïîçâîëÿåò òàêæå ñêàíèðîâàòü çàäàííóþ äèðåêòî-
ðèþ ñ öåëüþ ïîèñêà âðåäîíîñíûõ îáúåêòîâ. Ïðîâåäåíû âû÷èñëèòåëüíûå ýêñïåðè-
ìåíòû. Îáùåå ëó÷øåå âðåìÿ ïîèñêà ôàéëîâ (äîñòàòî÷íî íàéòè ïåðâîå âõîæäåíèå)
îêàçàëîñü ñ ïîìîùüþ àëãîðèòìà Áîéåðà �Ìóðà, õóäøåå � ñ ïîìîùüþ àëãîðèòìà
Ðàáèíà�Êàðïà. Äëÿ ïîèñêà ôàéëîâ ïî íåáîëüøèì çàäàííûì äàííûì è ïàðà-
ìåòðàì ìîæíî èñïîëüçîâàòü íàèâíûé ïîèñê, äëÿ ñðåäíèõ è áîëüøèõ äàííûõ è
ïàðàìåòðîâ ïðè ìàëûõ îáðàçöàõ ëó÷øå èñïîëüçîâàòü àëãîðèòì Êíóòà �Ìîððè-
ñà �Ïðàòòà, ïðè áîëüøèõ�Áîéåðà �Ìóðà.

Êëþ÷åâûå ñëîâà: àëãîðèòì Áîéåðà �Ìóðà, àëãîðèòì Êíóòà�Ìîððèñà �

Ïðàòòà, àëãîðèòì Ðàáèíà�Êàðïà, êèáåðáåçîïàñíîñòü, ïîèñê ïîäñòðîêè â ñòðî-

êå, ïîèñê ôàéëà, ñêàíèðîâàíèå.

Â ñâÿçè ñ áîëüøèì ðîñòîì îáú¼ìà äàííûõ ñóùåñòâóåò ìíîãî ïðîáëåì ñ îáðàáîòêîé
èíôîðìàöèè. Óñòðîéñòâî ìîæåò ñîäåðæàòü íåñêîëüêî ñîòåí òûñÿ÷ ôàéëîâ, ñðåäè êî-
òîðûõ ÷àñòî òðåáóåòñÿ íàéòè íåîáõîäèìûé. Ñåé÷àñ ôóíêöèè ïîèñêà ôàéëîâ âñòðîåíû
âî ìíîãèå ñèñòåìû, íî åñëè ïîèñê èíôîðìàöèè ÿâëÿåòñÿ êëþ÷åâîé çàäà÷åé, íàïðè-
ìåð ïðè ïîèñêå âðåäîíîñíûõ îáúåêòîâ àíòèâèðóñíûìè ïðîãðàììàìè, òðåáóåòñÿ çíàòü
ïðèíöèïû åãî îðãàíèçàöèè.
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Öåëüþ ðàáîòû ÿâëÿåòñÿ èçó÷åíèå ðàçëè÷íûõ àëãîðèòìîâ ïîèñêà ôàéëîâ ñ çàäàí-
íûìè ïàðàìåòðàìè è ñîçäàíèå ïðîãðàììíîãî ïðîäóêòà äëÿ ïîèñêà èíôîðìàöèè íà
óñòðîéñòâå.

Ïóñòü çàäàí îáðàçåö P [1 . . .m] è òåêñò T [1 . . . n], m ⩽ n. Â çàäà÷å ïîèñêà ïîäñòðîê
òðåáóåòñÿ íàéòè âñå âõîæäåíèÿ îáðàçöà â òåêñò.

Ðàññìîòðåíû ñëåäóþùèå àëãîðèòìû ïîèñêà ïîäñòðîêè â ñòðîêå:

1) Íàèâíûé àëãîðèòì: ëåâûé êîíåö îáðàçöà P ñòàâèòñÿ âðîâåíü ñ ëåâûì êîíöîì
òåêñòà è âñå ñèìâîëû P ñðàâíèâàþòñÿ ñ ñîîòâåòñòâóþùèìè ñèìâîëàìè ñëå-
âà íàïðàâî ïîêà ëèáî íå âñòðåòèòñÿ íåñîâïàäåíèå, ëèáî íå èñ÷åðïàåòñÿ P , ÷òî
áóäåò îçíà÷àòü, ÷òî íàéäåíî âõîæäåíèå P â òåêñò. Ïðîñòåéøèé àëãîðèòì ïî-
èñêà ïîäñòðîê îêàçûâàåòñÿ íåýôôåêòèâíûì, ïîñêîëüêó èíôîðìàöèÿ î òåêñòå,
ïîëó÷åííàÿ äëÿ îäíîãî íàéäåííîãî âõîæäåíèÿ, íå èñïîëüçóåòñÿ ïðè íàõîæäåíèè
äðóãèõ âõîæäåíèé. Ñëîæíîñòü àëãîðèòìà O(mn) [1, 2].

2) Àëãîðèòì Áîéåðà �Ìóðà: ïðèêëàäûâàåì îáðàçåö ê íà÷àëó òåêñòà è ñðàâíèâà-
åì ñ êîíöà, ïðè íåñîâïàäåíèè î÷åðåäíîãî ñèìâîëà ñäâèãàåì îáðàçåö íà ìàêñè-
ìàëüíîå çíà÷åíèå èç ýëåìåíòà ìàññèâà ñäâèãà (ñîäåðæèò âåëè÷èíû, íà êîòîðûå
ìîæåò áûòü ñäâèíóò îáðàçåö ïðè íåñîâïàäåíèè î÷åðåäíîãî ñèìâîëà) è ýëåìåíòà
ìàññèâà ïðûæêîâ (ñîäåðæèò âåëè÷èíû, íà êîòîðûå ìîæíî ñäâèíóòü îáðàçåö,
÷òîáû ñîâìåñòèòü ðàíåå ñîâïàâøèå ñèìâîëû ñ âíîâü ñîâïàäàþùèìè ñèìâîëàìè
ñòðîêè). Çíà÷åíèå ýëåìåíòà ìàññèâà ñäâèãà âû÷èñëÿåòñÿ ñëåäóþùèì îáðàçîì:
s[P [i]] = m−i, i = 1, . . . ,m. Ýëåìåíòû ìàññèâà ïðûæêîâ èçìåíÿþòñÿ â çàâèñèìî-
ñòè îò ïîâòîðåíèé ïîñëåäíèõ ñèìâîëîâ, àëãîðèòì ðàáîòàåò çà âðåìÿ O(m+n) [3].

3) Àëãîðèòì Êíóòà �Ìîððèñà �Ïðàòòà (ÊÌÏ): èñïîëüçóåòñÿ ïðåôèêñíàÿ ôóíê-
öèÿ π[q], çíà÷åíèå êîòîðîé ðàâíî äëèíå íàèáîëüøåãî ïðåôèêñà îáðàçöà P , êîòî-
ðûé ÿâëÿåòñÿ ñóôôèêñîì ñòðîêè Pq, ãäå Pq � k-ñèìâîëüíûé ïðåôèêñ P [1 . . . k]
îáðàçöà P [1 . . .m]. Â îñíîâíîé ôóíêöèè àëãîðèòìà ñêàíèðóåòñÿ òåêñò ñëåâà íà-
ïðàâî è ïðîâåðÿåòñÿ óñëîâèå P [q + 1] = T [i], ãäå i = 1, . . . , n; q�êîëè÷åñòâî
ñîâïàâøèõ ñèìâîëîâ; âõîæäåíèå îáðàçöà íàéäåíî, åñëè q = m. Âðåìÿ ðàáîòû
àëãîðèòìà ðàâíî O(m+ n) [2].

4) Àëãîðèòì Ðàáèíà�Êàðïà: êàæäûé ñèìâîë ïðåäñòàâëÿåò ñîáîé öèôðó â ñèñòå-
ìå ñ÷èñëåíèÿ ñ îñíîâàíèåì d, ïóñòü d = 10. Äëÿ çàäàííîãî îáðàçöà P [1 . . .m]
îáîçíà÷èì ÷åðåç p ñîîòâåòñòâóþùåå åìó äåñÿòè÷íîå çíà÷åíèå. Àíàëîãè÷íî äëÿ
çàäàííîãî òåêñòà T [1 . . . n] îáîçíà÷èì ÷åðåç ts äåñÿòè÷íîå çíà÷åíèå ïîäñòðîêè
T [s + 1 . . . s +m] äëèíû m, s = 0, 1, . . . , n−m. Òàêèì îáðàçîì, s�äîïóñòèìûé
ñäâèã (íàéäåíî âõîæäåíèå) òîãäà è òîëüêî òîãäà, êîãäà ts = p. Âðåìÿ ðàáîòû
â íàèõóäøåì ñëó÷àå ðàâíî O((n−m+ 1)m) [2].

Äàííûå àëãîðèòìû ðåàëèçîâàíû äëÿ ïîèñêà ôàéëîâ, â ñâÿçè ñ ýòèì äîñòàòî÷íî
íàéòè òîëüêî ïåðâîå âõîæäåíèå îáðàçöà â òåêñò.

Äëÿ ïîèñêà òàêæå ìîæíî ââåñòè ñïåöèàëüíûé ñèìâîë, íàçûâàåìûé äæîêåðîì, êî-
òîðûé ¾ñîâïàäàåò¿ ñ ëþáûì ñèìâîëîì. Åñëè ÷èñëî ðàçðåø¼ííûõ äæîêåðîâ íå îãðàíè-
÷åíî, òî íåèçâåñòíî, ìîæíî ëè ðåøèòü çàäà÷ó çà ëèíåéíîå âðåìÿ. Îäíàêî åñëè ÷èñëî
äæîêåðîâ îãðàíè÷åíî ôèêñèðîâàííîé ïîñòîÿííîé (íå çàâèñÿùåé îò ðàçìåðà P ), òî
îáðàçåö ìîæíî íàéòè çà ëèíåéíîå âðåìÿ [1]. Â ðàçðàáîòàííîé ïðîãðàììå ïðè íåîáõî-
äèìîñòè äëÿ çàìåíû ëþáîé ñòðîêè ñèìâîëîâ, â òîì ÷èñëå ïóñòîé, â íà÷àëå èëè â êîíöå
îáðàçöà èñïîëüçóåòñÿ äæîêåð ¾∗¿.

Ñîãëàñíî ãîñóäàðñòâåííîìó ñòàíäàðòó ÐÔ ÃÎÑÒ Ð 51188�98 [4], ïðè èñïûòàíèÿõ
ïðîãðàììíûõ ñðåäñòâ íà íàëè÷èå êîìïüþòåðíûõ âèðóñîâ èñïîëüçóþò äâå îñíîâíûå
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ãðóïïû ìåòîäîâ èõ îáíàðóæåíèÿ: ïðîãðàììíûå è àïïàðàòíî-ïðîãðàììíûå. Ê ïðî-
ãðàììíûì ìåòîäàì îòíîñÿòñÿ:

� ñêàíèðîâàíèå;
� îáíàðóæåíèå èçìåíåíèé;
� ýâðèñòè÷åñêèé àíàëèç;
� ðåçèäåíòíûå ¾ñòîðîæà¿;
� âàêöèíèðîâàíèå ïðîãðàììíûõ ñðåäñòâ.

Ìåòîä ñêàíèðîâàíèÿ ñîñòîèò â òîì, ÷òî ñïåöèàëüíàÿ àíòèâèðóñíàÿ ïðîãðàììà, íàçû-
âàåìàÿ ñêàíåðîì, ïîñëåäîâàòåëüíî ïðîñìàòðèâàåò ïðîâåðÿåìûå ôàéëû â ïîèñêå òàê
íàçûâàåìûõ ¾ñèãíàòóð¿ èçâåñòíûõ êîìïüþòåðíûõ âèðóñîâ. Ïðè ýòîì ïîä ñèãíàòóðîé
ïîíèìàþò óíèêàëüíóþ ïîñëåäîâàòåëüíîñòü áàéòîâ, ïðèíàäëåæàùóþ êîíêðåòíîìó èç-
âåñòíîìó êîìïüþòåðíîìó âèðóñó è íå âñòðå÷àþùóþñÿ â äðóãèõ ïðîãðàììàõ [4].

Ðàçðàáîòàíà è ðåàëèçîâàíà ïðîãðàììà íà ÿçûêå C# äëÿ ïîèñêà ôàéëîâ ïî ðàç-
ëè÷íûì ïàðàìåòðàì (èìÿ ôàéëà, åãî ðàñøèðåíèå, ðàçìåð è ñîäåðæèìîå) ñ ïîìîùüþ
ïåðå÷èñëåííûõ àëãîðèòìîâ ïîèñêà îáðàçöà â òåêñòå; ïðîãðàììà ïîçâîëÿåò òàêæå ñêà-
íèðîâàòü çàäàííóþ äèðåêòîðèþ íà ïîèñê âðåäîíîñíûõ îáúåêòîâ.

Ïðîâåäåíû âû÷èñëèòåëüíûå ýêñïåðèìåíòû. Â òàáë. 1 ïðèâåäåíî ñðåäíåå âðåìÿ ðà-
áîòû ïîèñêà ôàéëîâ ïî èìåíè è ðàñøèðåíèþ ñ ïîìîùüþ ðàçëè÷íûõ àëãîðèòìîâ ïîèñêà
ïîäñòðîêè â ñòðîêå; l�äëèíà îáðàçöà. Ïîèñê ïðîèçâîäèëñÿ â äèðåêòîðèè ðàçìåðîì
151 Ìáàéò, â êîòîðîé íàõîäèëîñü 412 ôàéëîâ.

Òà á ë è ö à 1
Ñðåäíåå âðåìÿ ïîèñêà ôàéëîâ ïî èìåíè è ðàñøèðåíèþ

Âðåìÿ ðàáîòû, ìñ
Àëãîðèòì Ïî èìåíè ôàéëà Ïî ðàñøèðåíèþ Ïî èìåíè è ðàñøèðåíèþ ôàéëà

1 ⩽ l ⩽ 10 11 ⩽ l ⩽ 50 ôàéëà 3 ⩽ l ⩽ 20 21 ⩽ l ⩽ 50
Íàèâíûé 18,5 3,61 33,58 11,47 3,64

Áîéåðà �Ìóðà 19,11 5,22 34,75 12,28 4,92
ÊÌÏ 19,47 4,42 34,83 12,58 4,47

Ðàáèíà �Êàðïà 21,03 5,69 34,67 14,17 5,7

Ìîæíî çàìåòèòü, ÷òî ïðè ïîèñêå ôàéëîâ â çàäàííîé äèðåêòîðèè ïî èìåíè è ðàñøè-
ðåíèþ ëó÷øåå âðåìÿ âî âñåõ ñëó÷àÿõ ïîêàçàë íàèâíûé àëãîðèòì. Ýòî ìîæíî îáúÿñíèòü
òåì, ÷òî â îñòàëüíûõ àëãîðèòìàõ òðåáóåòñÿ ïðåäâàðèòåëüíàÿ îáðàáîòêà îáðàçöà, ÷òî
çàíèìàåò âðåìÿ ïðè âûïîëíåíèè, à íàñ èíòåðåñóåò òîëüêî íàëè÷èå äàííîãî îáðàçöà
â òåêñòå. Â áîëüøèíñòâå ñëó÷àåâ õóæå âñåõ îòðàáîòàë ïîèñê ñ ïîìîùüþ àëãîðèòìà
Ðàáèíà �Êàðïà, ïðè ïîèñêå ïî ðàñøèðåíèþ ôàéëà� àëãîðèòì Êíóòà �Ìîððèñà �
Ïðàòòà.

Â òàáë. 2 ïðèâåäåíî ñðåäíåå âðåìÿ ðàáîòû ïîèñêà ôàéëîâ ïî ñîäåðæèìîìó ñ ïîìî-
ùüþ ðàçëè÷íûõ àëãîðèòìîâ ïîèñêà ïîäñòðîêè â ñòðîêå; l�äëèíà îáðàçöà. Ïîèñê ïðî-
èçâîäèëñÿ â äèðåêòîðèè ðàçìåðîì 65,7 Ìáàéò, â êîòîðîé íàõîäèëîñü 120 .txt-ôàéëîâ.

Ìîæíî çàìåòèòü, ÷òî ïðè ïîèñêå ôàéëîâ ïî ñîäåðæèìîìó äëÿ êîðîòêèõ îáðàçöîâ
áûñòðåå âñåõ îòðàáîòàë ïîèñê ñ èñïîëüçîâàíèåì àëãîðèòìà Êíóòà �Ìîððèñà �Ïðàò-
òà, äëÿ äëèííûõ� àëãîðèòì Áîéåðà �Ìóðà, äîëüøå âñåõ â îáîèõ ñëó÷àÿõ íàõîäèëèñü
ôàéëû ñ ïîìîùüþ àëãîðèòìà Ðàáèíà �Êàðïà.

Îáùåå ëó÷øåå âðåìÿ ïîèñêà ôàéëîâ îêàçàëîñü ñ ïîìîùüþ àëãîðèòìà Áîéåðà �
Ìóðà, õóäøåå � ñ ïîìîùüþ àëãîðèòìà Ðàáèíà �Êàðïà. Ïðè ýòîì èç ïðåäñòàâëåííûõ
ñëó÷àåâ ÷àùå âñåãî ëó÷øå ðàáîòàë íàèâíûé ïîèñê, õóæå� òàêæå àëãîðèòì Ðàáèíà �
Êàðïà.
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Òà á ë è ö à 2
Ñðåäíåå âðåìÿ ïîèñêà ôàéëîâ ïî ñîäåðæèìîìó

Àëãîðèòì
Âðåìÿ ðàáîòû, ìñ

1 ⩽ l ⩽ 10 11 ⩽ l ⩽ 100
Íàèâíûé 1471,39 1395,8

Áîéåðà �Ìóðà 464,81 453,5
Êíóòà �Ìîððèñà �Ïðàòòà 422,2 679,97

Ðàáèíà �Êàðïà 2463,11 62336,02

Òàêèì îáðàçîì, äëÿ ïîèñêà ôàéëîâ ïî íåáîëüøèì çàäàííûì äàííûì è ïàðàìåòðàì
(íàïðèìåð, ïîèñê ïî èìåíè, ïî ðàñøèðåíèþ) ìîæíî âïîëíå èñïîëüçîâàòü íàèâíûé ïî-
èñê, äëÿ ñðåäíèõ è áîëüøèõ äàííûõ è ïàðàìåòðîâ (íàïðèìåð, ïîèñê ïî ñîäåðæèìîìó)
ïðè ìàëûõ îáðàçöàõ ëó÷øå èñïîëüçîâàòü àëãîðèòì Êíóòà �Ìîððèñà �Ïðàòòà, ïðè
áîëüøèõ�Áîéåðà �Ìóðà.

Â ïðîãðàììå ïðåäóñìîòðåíî òàêæå ñêàíèðîâàíèå çàäàííîé äèðåêòîðèè íà âðåäî-
íîñíûå îáúåêòû. Ïàðàìåòðû äëÿ ïîèñêà âðåäîíîñíûõ îáúåêòîâ õðàíÿòñÿ â áàçå äàí-
íûõ, êîòîðàÿ ïðåäñòàâëÿåò ñîáîé òåêñòîâûé ôàéë, îñíîâíàÿ áàçà äëÿ êîòîðîãî âçÿòà
èç îòêðûòîãî èñòî÷íèêà àíòèâèðóñà ClamAV [5] è ïåðåäåëàíà ïîä ôîðìàò ïðîãðàììû,
å¼ ìîæíî äîïîëíÿòü. Îñíîâíîå âðåìÿ ðàáîòû ýòîé ÷àñòè ïðîãðàììû� ýòî ðàáîòà ñ
àíòèâèðóñíîé áàçîé, êîòîðàÿ ñîäåðæèò 4 ìëí ñòðîê, ïîýòîìó ñðåäíåå âðåìÿ ðàáîòû
ñîñòàâëÿåò îò íåñêîëüêèõ äåñÿòêîâ äî íåñêîëüêèõ ñîòåí ñåêóíä.

ËÈÒÅÐÀÒÓÐÀ

1. Ãàñôèëä Ä. Ñòðîêè, äåðåâüÿ è ïîñëåäîâàòåëüíîñòè â àëãîðèòìàõ: Èíôîðìàòèêà è âû÷èñ-
ëèòåëüíàÿ áèîëîãèÿ. ÑÏá.: Íåâñêèé äèàëåêò, ÁÕÂ-Ïåòåðáóðã, 2003.

2. Êîðìåí Ò., Ëåéçåðñîí ×., Ðèâåðñò Ì. Àëãîðèòìû: ïîñòðîåíèå è àíàëèç. Ì.: Èçä-âî ¾Âè-
ëüÿìñ¿, 2005.

3. Ìàêêîííåëë Äæ. Îñíîâû ñîâðåìåííûõ àëãîðèòìîâ. Ì.: Òåõíîñôåðà, 2004.

4. ÃÎÑÒ Ð 51188-98. Çàùèòà èíôîðìàöèè. Èñïûòàíèÿ ïðîãðàììíûõ ñðåäñòâ íà íàëè÷èå
êîìïüþòåðíûõ âèðóñîâ. Òèïîâîå ðóêîâîäñòâî. Ì.: ÈÏÊ Èçäàòåëüñòâî ñòàíäàðòîâ, 2003.

5. http://www.clamav.net/downloads�ClamAV Download. 2017.

ÓÄÊ 519.688 DOI 10.17223/2226308X/16/33

ÎÁ ÎÄÍÎÌ ÏÐÅÄÑÒÀÂËÅÍÈÈ ÝËÅÌÅÍÒÎÂ ÊÎÍÅ×ÍÛÕ 2-ÃÐÓÏÏ
Â ÂÈÄÅ ÁÓËÅÂÛÕ ÂÅÊÒÎÐÎÂ

À.À. Êóçíåöîâ, À.Ñ. Êóçíåöîâà

Ïðåäëîæåí ñïîñîá ïðåäñòàâëåíèÿ êîíå÷íûõ 2-ãðóïï â âèäå áóëåâûõ âåêòîðîâ.
Ïóñòü G�êîíå÷íàÿ (áåðíñàéäîâà) 2-ãðóïïà, ïîðÿäîê êîòîðîé ðàâåí 2k. Êàæ-
äûé ýëåìåíò ãðóïïû ïðåäñòàâèì óíèêàëüíûì áóëåâûì âåêòîðîì ðàçìåðíîñòè k.
Äëÿ âû÷èñëåíèÿ ïðîèçâåäåíèÿ äâóõ ýëåìåíòîâ èñïîëüçóþòñÿ àíàëîãè ïîëèíîìîâ
Õîëëà, òîëüêî òåïåðü â íèõ âìåñòî óìíîæåíèÿ è ñëîæåíèÿ íàä ïîëåì Z2 èñïîëü-
çóþòñÿ ýêâèâàëåíòíûå áóëåâû (ïîáèòîâûå) îïåðàöèè ¾è¿ è ¾èñêëþ÷àþùåå èëè¿.
Â çàäà÷àõ, òðåáóþùèõ âû÷èñëåíèÿ áîëüøîãî êîëè÷åñòâà ïðîèçâåäåíèé ýëåìåíòîâ
ãðóïïû, îïèñàííûé ìåòîä ïîçâîëÿåò êàðäèíàëüíî óìåíüøèòü âðåìÿ ðàáîòû êîì-
ïüþòåðíûõ ïðîãðàìì.

Êëþ÷åâûå ñëîâà: 2-ãðóïïà, áóëåâ âåêòîð, ïîáèòîâûå îïåðàöèè, ïîëèíîìû

Õîëëà.
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Â ïîñëåäíèå äåñÿòèëåòèÿ íàáëþäàåòñÿ ðîñò èññëåäîâàíèé, ñâÿçàííûõ ñ ðàçðàáîò-
êîé íîâûõ êðèïòîñèñòåì è ïðîòîêîëîâ îáìåíà êëþ÷àìè, îñíîâàííûõ íà ðàçëè÷íûõ
íåêîììóòàòèâíûõ àëãåáðàè÷åñêèõ ñèñòåìàõ. Â ÷àñòíîñòè, â ðàáîòàõ [1�3] â êà÷åñòâå
êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ ïðåäëîæåíî èñïîëüçîâàòü áåðíñàéäîâû ãðóïïû ïåðè-
îäà n = 3. Äëÿ n > 3 âîïðîñ ïîêà íå ðàññìàòðèâàëñÿ. Â ñâÿçè ñ ýòèì ñòàíîâèòñÿ
àêòóàëüíîé çàäà÷à ðàçðàáîòêè ðåñóðñîýôôåêòèâíûõ àëãîðèòìîâ äëÿ ðàáîòû ñ áåðí-
ñàéäîâûìè ãðóïïàìè á�îëüøèõ ïåðèîäîâ.

Ïóñòü G = ⟨a1, a2, . . . , am⟩�íåêîòîðàÿ êîíå÷íàÿ (áåðíñàéäîâà) 2-ãðóïïà ïåðèî-
äà 2n, ãäå a1, . . . , am �ïîðîæäàþùèå ýëåìåíòû ãðóïïû è |G| = 2k. Äëÿ G ìîæíî ïîëó-
÷èòü ðñ-ïðåäñòàâëåíèå ýëåìåíòîâ ãðóïïû (Power Commutator presentation [4]). Â ýòîì
ñëó÷àå

∀g ∈ G (g = ax11 . . . axkk ) , xi ∈ Z2.

Ïóñòü ax11 . . . axkk è ay11 . . . aykk �äâà ïðîèçâîëüíûõ ýëåìåíòà ãðóïïû G, çàïèñàííûå
â pc-ôîðìàòå, è ïóñòü èõ ïðîèçâåäåíèå ðàâíî az11 . . . azkk .

Âû÷èñëåíèå ñòåïåíåé zi òðàäèöèîííî îñóùåñòâëÿåòñÿ íà îñíîâå ñîáèðàòåëüíîãî
ïðîöåññà Õîëëà [4]. Îäíàêî ñóùåñòâóåò áîëåå ýôôåêòèâíûé ñïîñîá óìíîæåíèÿ ýëå-
ìåíòîâ, îñíîâàííûé íà ïîëèíîìàõ Õîëëà [4]:

zi = xi + yi + pi(x1, . . . , xi−1, y1, . . . , yi−1), xi, yi, zi ∈ Z2.

Çàìåòèì, ÷òî îïåðàöèè óìíîæåíèÿ è ñëîæåíèÿ â ïîëå Z2 òîæäåñòâåííû áóëåâûì
îïåðàöèÿì ¾è¿ è ¾èñêëþ÷àþùåå èëè¿ ñîîòâåòñòâåííî. Ýòî ïîçâîëÿåò åñòåñòâåííûì
îáðàçîì ïðåäñòàâëÿòü ýëåìåíòû ãðóïïû â âèäå áóëåâûõ âåêòîðîâ ðàçìåðíîñòè k.

Â êà÷åñòâå ïðèìåðà ðàññìîòðèì ìàêñèìàëüíóþ äâóïîðîæä¼ííóþ êîíå÷íóþ ãðóï-
ïó G = ⟨a1, a2⟩ ïåðèîäà 22 = 4, êîòîðóþ îáû÷íî îáîçíà÷àþò B(2, 4) èëè B2(4). Ïîðÿ-
äîê äàííîé ãðóïïû ðàâåí 212, è äëÿ êàæäîãî ýëåìåíòà èç G ñóùåñòâóåò óíèêàëüíîå
pc-ïðåäñòàâëåíèå âèäà ax11 . . . ax1212 , ãäå xi ∈ Z2, i = 1, 2, . . . , 12. Çäåñü a1 è a2 �ïîðîæ-
äàþùèå ýëåìåíòû G, a3 . . . , a12 âû÷èñëÿþòñÿ ðåêóðñèâíî ÷åðåç a1 è a2.

Ïîëó÷èì â ñèñòåìå êîìïüþòåðíîé àëãåáðû GAP pc-ïðåäñòàâëåíèå äàííîé ãðóïïû.
Äëÿ êðàòêîñòè òðèâèàëüíûå êîììóòàòîðíûå ñîîòíîøåíèÿ íå ïðèâîäÿòñÿ (íàïðèìåð,
[a4, a1] = 1 è äð.):

a21 = a4, a
2
2 = a5, a

2
3 = a8a9a10a11a12, a

2
4 = 1, a25 = 1, a26 = a11, a

2
7 = a11a12,

a2i = 1 (8 ⩽ i ⩽ 12), [a3, a1] = a6, [a3, a2] = a7, [a4, a2] = a6a8a9a10a12, [a4, a3] = a8a11,

[a5, a1] = a7a8a9a10, [a5, a3] = a10a11a12, [a5, a4] = a9a11, [a6, a1] = a8, [a6, a2] = a9,

[a6, a3] = a11, [a6, a4] = a11, [a6, a5] = a11, [a7, a1] = a9a12, [a7, a2] = a10, [a7, a3] = a11a12,

[a7, a4] = a11a12, [a7, a5] = a11a12, [a8, a1] = a11, [a8, a2] = a12, [a9, a1] = a11a12,

[a9, a2] = a11, [a10, a1] = a12, [a10, a2] = a11a12.

Âû÷èñëèì ïîëèíîìû Õîëëà ãðóïïû G äëÿ ïîðîæäàþùèõ ýëåìåíòîâ a1 è a2 íà îñíîâå
àëãîðèòìà èç [5]:

1) a1 · ay11 . . . ay1212 = az11 . . . az1212 ,

ãäå z1 = y1 + 1, z2 = y2, z3 = y3, z4 = y1 + y4, z5 = y5, z6 = y6 + y1y2, z7 = y7,

z8 = y8 + y1y2 + y1y3, z9 = y9 + y1y2, z10 = y10 + y1y2,

z11 = y11 + y1y3 + y1y2y3 + y1y2y4 + y1y2y5 + y1y2y6, z12 = y12 + y1y2;
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2) a2 · ay11 . . . ay1212 = az11 . . . az1212 ,

ãäå z1 = y1, z2 = y2 + 1, z3 = y1 + y3, z4 = y4, z5 = y2 + y5, z6 = y6,

z7 = y7 + y1y2, z8 = y8 + y1y3, z9 = y9 + y1y3 + y2y4, z10 = y10 + y1y2 + y1y3 + y2y3,

z11 = y11 + y1y2 + y1y3 + y2y3 + y2y4 + y1y2y3 + y1y2y4 + y1y2y5 + y1y2y7,

z12 = y12 + y1y2 + y1y3 + y2y3 + y1y2y3 + y1y2y4 + y1y2y5 + y1y2y7.

Êàæäûé ýëåìåíò ãðóïïû ïðåäñòàâëÿåò ñîáîé áèòîâóþ ñòðîêó (z1, z2, . . . , z12). Òàêèì
îáðàçîì, äëÿ êîäèðîâàíèÿ îäíîãî ýëåìåíòà â B(2, 4) òðåáóåòñÿ 12 áèò. Â îáùåì ñëó÷àå,
åñëè ïîðÿäîê ãðóïïû ðàâåí 2k, òî äëÿ õðàíåíèÿ îäíîãî ýëåìåíòà ïîòðåáóåòñÿ k áèò.

Íà êîìïüþòåðå îïåðàöèè íàä áèòàìè âûïîëíÿþòñÿ çíà÷èòåëüíî áûñòðåå, ÷åì íàä
öåëî÷èñëåííûìè èëè ñòðîêîâûìè òèïàìè äàííûõ. Â çàäà÷àõ, òðåáóþùèõ âû÷èñëåíèÿ
áîëüøîãî êîëè÷åñòâà ïðîèçâåäåíèé ýëåìåíòîâ ãðóïïû, îïèñàííûé ìåòîä ïîçâîëèò êàð-
äèíàëüíî óìåíüøèòü âðåìÿ ðàáîòû êîìïüþòåðíûõ ïðîãðàìì. Îäíîé èç òàêèõ ïðîáëåì
ÿâëÿåòñÿ çàäà÷à ïîèñêà êðàò÷àéøèõ ìàðøðóòîâ íà ãðàôàõ Êýëè, êîòîðûå ÷àñòî ïðè-
ìåíÿþòñÿ ïðè ïðîåêòèðîâàíèè òîïîëîãèé äëÿ ñåòåé ìåæïðîöåññîðíîãî ñîåäèíåíèÿ â
ñóïåðêîìïüþòåðàõ, à òàêæå äàòà-öåíòðàõ.

Êðîìå òîãî, ïðåäëîæåííîå ïðåäñòàâëåíèå ýëåìåíòîâ ãðóïïû â ôîðìå áóëåâûõ âåê-
òîðîâ ïîçâîëÿåò ïðèìåíÿòü èõ äàæå íà ñàìûõ ïðèìèòèâíûõ ìèêðîêîíòðîëëåðàõ.
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Â öåëÿõ èñïîëüçîâàíèÿ â êîäîâûõ ñèñòåìàõ îòêðûòîãî øèôðîâàíèÿ ïðèâîäèòñÿ
ñåìåéñòâî [720, 3r−57, 720−3r]-àëãåáðîãåîìåòðè÷åñêèõ êîäîâ íàä ïîëåì GF(256),
ëåæàùèõ âûøå ãðàíèöû Âàðøàìîâà � Ãèëáåðòà âìåñòå ñ äâîéñòâåííûìè ê íèì
êîäàìè ïðè 81 ⩽ r ⩽ 197.

Êëþ÷åâûå ñëîâà: ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ, àëãåáðîãåîìåòðè÷åñêèå êîäû,
ñèñòåìà ÌàêÝëèñà, ãðàíèöà Âàðøàìîâà � Ãèëáåðòà.

Ïåðâîíà÷àëüíî èäåÿ èñïîëüçîâàíèÿ ëèíåéíûõ êîäîâ äëÿ ïîñòðîåíèÿ ñõåì ñ îòêðû-
òûì êëþ÷îì áûëà ïðåäëîæåíà â 1978 ã. Ð. ÌàêÝëèñîì [1]. Îòêðûòûì êëþ÷îì â ñèñòå-
ìå ÌàêÝëèñà ñëóæèò çàìàñêèðîâàííàÿ îïðåäåë¼ííûì îáðàçîì ïîðîæäàþùàÿ ìàòðèöà
íåêîòîðîãî êîäà, à çàêðûòûì�ìàñêèðóþùèå ìàòðèöû. Ñòîéêîñòü ñèñòåìû îñíîâàíà
íà ñëîæíîñòè çàäà÷è äåêîäèðîâàíèÿ ¾êîäà îáùåãî ïîëîæåíèÿ¿. Â íåêîòîðîì ñìûñ-
ëå äâîéñòâåííàÿ ñèñòåìà îòêðûòîãî øèôðîâàíèÿ ïðåäëîæåíà â 1986 ã. Ã. Íèäåððàé-
òåðîì [2]. Â ñèñòåìå Íèäåððàéòåðà âìåñòî ïîðîæäàþùåé ìàòðèöû êîäà èñïîëüçóåòñÿ
ïðîâåðî÷íàÿ, øèôðóåìîå ñîîáùåíèÿ èãðàåò ðîëü âåêòîðà îøèáîê, à çàøèôðîâàííûé
òåêñò ÿâëÿåòñÿ ñèíäðîìîì âåêòîðà îøèáîê.

Â óïîìÿíóòûõ ñèñòåìàõ ïðåäëàãàëîñü èñïîëüçîâàòü äâîè÷íûå êîäû Ãîïïû, à ïî-
ïûòêè èñïîëüçîâàòü íåêîòîðûå êëàññû êîäîâ Ðèäà�Ñîëîìîíà â ñèñòåìå Íèäåððàé-
òåðà è êîäîâ Ðèäà�Ìàëëåðà â ñèñòåìå ÌàêÝëèñà [3] ïðèâåëè ê ñíèæåíèþ ñòîéêî-
ñòè [4, 5].

Îäíèì èç ó÷àñòíèêîâ êîíêóðñà NIST Post-Quantum Cryptography Standardization
ÿâëÿåòñÿ ïðîåêò Classic McEliece, â îñíîâå êîòîðîãî ëåæèò ñõåìà Íèäåððàéòåðà íà
äâîè÷íûõ êîäàõ Ãîïïû. Îòêðûòûì êëþ÷îì â òàêîé ñõåìå ÿâëÿåòñÿ îñíîâíàÿ ÷àñòü ñè-
ñòåìàòè÷åñêîé ïðîâåðî÷íîé ìàòðèöû êîäà. Ïðè ðåàëèçàöèè ñ èñïîëüçîâàíèåì äàííîé
ñõåìû ìåõàíèçìà èíêàïñóëÿöèè êëþ÷à àâòîðàìè ïðîåêòà ïðåäëàãàþòñÿ ñëåäóþùèå
âåëè÷èíû ïàðàìåòðîâ (n, t,m) (ïðè ýòîì k = n − tm, d = 2t + 1, à èñïîëüçóåìûé
[n, k, d]2-êîä Ãîïïû çàäà¼òñÿ óíèòàðíûì íåïðèâîäèìûì íàä GF(2m) ìíîãî÷ëåíîì ñòå-
ïåíè t): (3488, 64, 12), (4608, 96, 13), (6688, 128, 13), (6960, 119, 13), (8192, 128, 13). Âûáîð
êëàññè÷åñêèõ êîäîâ Ãîïïû îáîñíîâàí, â ÷àñòíîñòè, íàëè÷èåì ýôôåêòèâíîé ïðîöåäóðû
äåêîäèðîâàíèÿ.

Êàê âèäíî èç ïðèâåä¼ííûõ ïàðàìåòðîâ, äëÿ ïîñòðîåíèÿ ïîäîáíûõ ñõåì íåîáõîäèìû
äîñòàòî÷íî äëèííûå êîäû. Òàêèå êîäû ìîæíî íàéòè â êëàññàõ àëãåáðîãåîìåòðè÷åñêèõ
êîäîâ íà êðèâûõ. Áîëüøîå ðàçíîîáðàçèå êðèâûõ è âîçìîæíîñòü âûáîðà òî÷åê äàþò äî-
ïîëíèòåëüíóþ âàðèàòèâíîñòü äëÿ ñõåì òèïà Classic McEliece ïðè èñïîëüçîâàíèè êîäîâ
íà êðèâîé.

Â [6] ïðèâåäåíû êëàññû ìíîãî÷ëåíîâ, íà êîòîðûõ äîñòèãàþòñÿ âåðõíèå îöåíêè íåêî-
òîðûõ òðèãîíîìåòðè÷åñêèõ ñóìì íàä ïîëÿìè íå÷¼òíîé õàðàêòåðèñòèêè. Â ðàáîòå [7]
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ðåçóëüòàò Ñ.À. Ñòåïàíîâà îáîáù¼í íà ñëó÷àé ïðîèçâîëüíîãî êîíå÷íîãî íåïðîñòîãî ïî-
ëÿ. Ýòè ðåçóëüòàòû ïîçâîëèëè ïîñòðîèòü áîëüøèå êëàññû äëèííûõ êîäîâ íà êðèâûõ,
ëåæàùèõ âáëèçè ãðàíèöû àëãåáðîãåîìåòðè÷åñêèõ êîäîâ.

Â ÷àñòíîñòè, â [8] ïðèâåä¼í êëàññ àëãåáðîãåîìåòðè÷åñêèõ [768, 3r − 57, d]28-êîäîâ
ïðè 114 < 3r < 768 è d = 768− 3r íà êðèâîé

E : y3 = f(x) = (x63 − 1)/(x3 − 1).

Íåêîòîðûå ñâîéñòâà ýòèõ êîäîâ îïèñàíû â [9]. Ïàðàìåòðû óêàçàííûõ êîäîâ îáó-
ñëîâëåíû òåì, ÷òî äàííàÿ êðèâàÿ èìååò â òî÷íîñòè 768 ðàçëè÷íûõ GF(28)-ðàöèî-
íàëüíûõ òî÷åê P1, . . . , P768, à ðîä êðèâîé g = 58. Êîäû çàäàíû äâóìÿ äèâèçîðàìè:
D = P1 + . . . + P768 è G = rP∞, ãäå P∞ � áåñêîíå÷íî óäàë¼ííàÿ òî÷êà êðèâîé. Êîäî-
âûìè ñëîâàìè òàêîãî êîäà ÿâëÿþòñÿ âåêòîðû çíà÷åíèé ôóíêöèé xiyj ïðè j = 0, 1, 2,
i = 0, 1, . . . , r − 20j â òî÷êàõ P1, . . . , P768.

Åñëè â êà÷åñòâå äèâèçîðà D âçÿòü ñóììó n ïðîèçâîëüíûõ ðàçëè÷íûõ òî÷åê êðèâîé
D = Pi1+. . .+Pin ïðè óñëîâèè 2g−2 < 3r < n < 768, òî àíàëîãè÷íûì îáðàçîì ïîëó÷èì
[n, 3r − 57, n− 3r]28-êîä.

Âûáåðåì äîñòàòî÷íî áîëüøîå ÷èñëî n, óäîâëåòâîðÿþùåå ýòèì óñëîâèÿì è òàêîå,
÷òî Cn768 > 2254. Íåñëîæíî âû÷èñëèòü, ÷òî íåðàâåíñòâî ñïðàâåäëèâî ïðè 48 ⩽ n ⩽
⩽ 720. Ðàññìîòðèì ñëó÷àé n = 720. Çàôèêñèðóåì ïðîèçâîëüíûå 720 òî÷åê íà êðèâîé E:
P1, . . . , P720 ñ êîîðäèíàòàìè èç GF(2

8). Âåêòîðû çíà÷åíèé óêàçàííûõ ôóíêöèé â ýòèõ
òî÷êàõ çàäàþò áàçèñ [720, 3r − 57, 720 − 3r]28-êîäà ïðè ñîîòâåòñòâóþùèõ çíà÷åíèÿõ r.
Äâîéñòâåííûì ê òàêîìó êîäó ÿâëÿåòñÿ [720, 777− 3r, 3r − 114]28-êîä.

Ïîñòðîåííûå êîäû íå ÿâëÿþòñÿ, î÷åâèäíî, ÌÄÐ-êîäàìè. Íî êîìáèíàòîðíûìè âû-
÷èñëåíèÿìè ìîæíî ïîêàçàòü, ÷òî ïðè áîëüøèíñòâå çíà÷åíèé r îíè ëåæàò âûøå ãðà-
íèöû èç òåîðåìû Âàðøàìîâà � Ãèëáåðòà, óòâåðæäàþùåé, ÷òî ñóùåñòâóþò ëèíåéíûå
[n, k, d]q-êîäû, ìîùíîñòü êîòîðûõ óäîâëåòâîðÿåò íåðàâåíñòâó

qk ⩾ qn/
( d−2∑
i=0

Ci
n−1(q − 1)i

)
,

à èìåííî: ñïðàâåäëèâà ñëåäóþùàÿ

Òåîðåìà 1. Ïóñòü E : y3 = (x63 − 1)/(x3 − 1)�êðèâàÿ íàä ïîëåì F = GF(28),
P1, . . . , P720 �ïðîèçâîëüíûå ðàçëè÷íûå F -ðàöèîíàëüíûå òî÷êè ýòîé êðèâîé, P∞ � áåñ-
êîíå÷íî óäàë¼ííàÿ òî÷êà êðèâîé. Òîãäà àëãåáðîãåîìåòðè÷åñêèå êîäû Cr(D,G) íà êðè-
âîé E, îïðåäåëÿåìûå äèâèçîðàìèD = P1+. . .+P720 èG = rP∞ ïðè âñåõ íàòóðàëüíûõ r,
81 ⩽ r ⩽ 197, ÿâëÿþòñÿ [720, 3r − 57, 720 − 3r]28-êîäàìè, à èõ ìîùíîñòü, êàê è ìîù-
íîñòü äâîéñòâåííûõ ê íèì [720, 777− 3r, 3r − 114]28-êîäîâ, óäîâëåòâîðÿåò íåðàâåíñòâó
èç òåîðåìû Âàðøàìîâà � Ãèëáåðòà.
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ÑÅÐÈß ÊÎÐÎÒÊÈÕ ÒÎ×ÍÛÕ ÔÎÐÌÓË ÄËß ÏÀÐÀÌÅÒÐÀ
ÁÕÀÒÒÀ×ÀÐÜÈ ÊÎÎÐÄÈÍÀÒÍÛÕ ÊÀÍÀËÎÂ1

Ñ.Ã. Êîëåñíèêîâ, Â.Ì. Ëåîíòüåâ

Ïóñòü W � ñèììåòðè÷íûé êàíàë ñ äâîè÷íûì âõîäîì è êîíå÷íûì âûõîäíûì àë-
ôàâèòîì. Â 2007 ã. Ý. Àðèêàíîì îáíàðóæåíî ÿâëåíèå ïîëÿðèçàöèè êàíàëîâ, êîòî-
ðîå ïîçâîëÿåò âûäåëèòü èç ìíîæåñòâà êîîðäèíàòíûõ êàíàëîâ W

(i)
N , ïîñòðîåííûõ

ïîW , òå, ïî êîòîðûì ïðåäïî÷òèòåëüíåå ïåðåäàâàòü èíôîðìàöèîííûå áèòû. Îäèí
èç èíñòðóìåíòîâ, ïîçâîëÿþùèõ ïðîèçâåñòè ðàçäåëåíèå êàíàëîâ íà ¾ïëîõèå¿ è ¾õî-
ðîøèå¿, � ýòî ïàðàìåòð Áõàòòà÷àðüè Z

(
W

(i)
N

)
. Îäíàêî åãî âû÷èñëåíèå çàòðóäíå-

íî èç-çà áîëüøîãî ÷èñëà òðåáóåìûõ îïåðàöèé ñëîæåíèÿ � ïîðÿäêà 22N , ãäå N �
äëèíà êîäà. Â ðàáîòå È. Òàëà è À. Âàðäè 2013 ã. ïðåäëîæåí ìåòîä îöåíêè ñâåðõó
è ñíèçó âåðîÿòíîñòåé îøèáîê â êàíàëàõ W

(i)
N , 1 ⩽ i ⩽ N , èìåþùèé ñëîæíîñòü

ïîðÿäêà O(Nµ2 logµ), ãäå µ > µ0, à ÷èñëî µ0 íå çàâèñèò îò äëèíû N . Îäíàêî
÷èñëî µ ìîæåò áûòü äîñòàòî÷íî áîëüøèì è çàâèñèò, â ÷àñòíîñòè, îò òðåáóåìîé
òî÷íîñòè. Ðàíåå àâòîðàìè â ñëó÷àå, êîãäà W � äâîè÷íûé ñèììåòðè÷íûé êàíàë
áåç ïàìÿòè, ïîñòðîåíû äâå ñåðèè òî÷íûõ ôîðìóë äëÿ ïàðàìåòðîâ Áõàòòà÷àðüè,
òðåáóþùèõ âñ¼ åù¼ ýêñïîíåíöèàëüíîãî, íî ìíîãî ìåíüøåãî ÷èñëà îïåðàöèé, ÷åì
â ôîðìóëàõ èç îðèãèíàëüíîé ñòàòüè Ý. Àðèêàíà. Â íàñòîÿùåé ðàáîòå äëÿ âñÿêîãî
N = 2n óäàëîñü ïîñòðîèòü ñåðèþ èç n(n−1)/2 òî÷íûõ ôîðìóë, êîòîðûå íå ñîäåð-
æàò ñóììèðîâàíèÿ ïî ïåðåìåííûì.

Êëþ÷åâûå ñëîâà: ïîëÿðíûé êîä, äâîè÷íûé ñèììåòðè÷íûé êàíàë áåç ïàìÿòè,

ïàðàìåòð Áõàòòà÷àðüè.

ÏóñòüW �êàíàë ñ äâîè÷íûì âõîäíûì àëôàâèòîìX = {0, 1}, êîíå÷íûì âûõîäíûì
àëôàâèòîì Y = {y1, . . . , ys} è ïåðåõîäíûìè âåðîÿòíîñòÿìè W (yj |xi), 1 ⩽ j ⩽ s, 1 ⩽
⩽ i ⩽ 2. Âûðàæåíèå

Z(W ) =
∑
y∈Y

√
W (y | 0)W (y | 1)

íàçûâàåòñÿ ïàðàìåòðîì Áõàòòà÷àðüè êàíàëà W . ×èñëî Z(W ) äà¼ò âåðõíþþ ãðàíèöó
âåðîÿòíîñòè ïðèíÿòèÿ îøèáî÷íîãî ðåøåíèÿ ïî ìåòîäó ìàêñèìàëüíîãî ïðàâäîïîäîáèÿ.
Â òåîðèè ïîëÿðíûõ êîäîâ [1, 2] ïðåäïîëàãàåòñÿ, ÷òî i-é áèò êàæäîãî ñîîáùåíèÿ äëèíû

1Ðàáîòà ïîääåðæàíà Êðàñíîÿðñêèì ìàòåìàòè÷åñêèì öåíòðîì, ôèíàíñèðóåìûì Ìèíîáðíàóêè ÐÔ
(Ñîãëàøåíèå �075-02-2023-936).
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N = 2n, ãäå n ∈ N, ïåðåäà¼òñÿ ïî êîîðäèíàòíîìó êàíàëó W
(i)
N : X → Y N × X i−1,

1 ⩽ i ⩽ N , ñ ïåðåõîäíûìè âåðîÿòíîñòÿìè

W
(i)
N (y, u′ | ui) =

1

2N−1

∑
u′′∈XN−i

WN(y | uGN),

ãäå u = u′(ui)u
′′ �êîíêàòåíàöèÿ âåêòîðîâ u′, (ui) è u

′′; GN �ïîëÿðèçàöèîííàÿ ìàòðèöà
ñ ÿäðîì Àðèêàíà; WN �äåêàðòîâà ñòåïåíü êàíàëà W . Ñîãëàñíî îïðåäåëåíèþ,

Z
(
W

(i)
N

)
=
∑
y∈Y

∑
u′∈Xi−1

√
W

(i)
N (y, u′ | 0)W (i)

N (y, u′ | 1). (1)

Ïðè ïîñòðîåíèè ïîëÿðíîãî êîäà ìû âû÷èñëÿåì ïàðàìåòðû Z
(
W

(i)
N

)
èëè íàõîäèì èõ

âåðõíèå è íèæíèå îöåíêè äëÿ òîãî, ÷òîáû ïðèíÿòü ðåøåíèå î âîçìîæíîñòè èñïîëüçîâà-
íèÿ êàíàëà W

(i)
N äëÿ ïåðåäà÷è ïî íåìó èíôîðìàöèîííûõ áèò. Îäíàêî çäåñü âîçíèêàþò

òðóäíîñòè, ïîñêîëüêó ïðàâàÿ ÷àñòü (1) òðåáóåò ïîðÿäêà 22N îïåðàöèé ñëîæåíèÿ.
Â [3] äëÿ ñèììåòðè÷íîãî êàíàëàW ïðåäëîæåíû ìåòîäû îöåíêè ñíèçó è ñâåðõó âåðî-

ÿòíîñòè îøèáêè â êàíàëàõ W
(i)
N ñ âû÷èñëèòåëüíîé ñëîæíîñòüþ ïîðÿäêà O(Nµ2 log µ),

ãäå µ > µ0, à êîíñòàíòà µ0 çàâèñèò îò ïðîïóñêíîé ñïîñîáíîñòè êàíàëà, ñêîðîñòè è âåðî-
ÿòíîñòè áëîêîâîé îøèáêè êîäà, íî íå çàâèñèò îò äëèíû êîäà N . Îò âåëè÷èíû µ çàâèñèò

òàêæå òî÷íîñòü âû÷èñëåíèé. Íî, íàïðèìåð, ïðè p = 0,1 èìååì Z
(
W

(210)

210

)
≃ 6,7 ·10−228

è, ÷òîáû äîñòèãíóòü òàêîé òî÷íîñòè, ïîòðåáóåòñÿ äîñòàòî÷íî áîëüøîå µ.
Ñ äðóãîé ñòîðîíû, êîãäà W �äâîè÷íûé ñèììåòðè÷íûé êàíàë áåç ïàìÿòè, â [4]

óñòàíîâëåíî ðàâåíñòâî

Z
(
W

(i)
N

)
=

∑
y=(y1,...,yi−1)

2
√
Qi(y, 0)Qi(y, 1),

ãäå
Qi(y, ε) =

∑
(ε,ui+1,...,uN )

pw(ỹGN⊕ũGN )(1− p)N−w(ỹGN⊕ũGN ), ε = 0, 1.

Çäåñü w(b)� âåñ Õåììèíãà âåêòîðà b, à ỹ è ũ�N -ìåðíûå âåêòîðû, ïîëó÷àþùèåñÿ
èç âåêòîðîâ y è u äîïîëíåíèåì íóëÿìè ñïðàâà è ñëåâà ñîîòâåòñòâåííî. Âåêòîðû ỹGN

è ũGN ïîðîæäàþò ïîäïðîñòðàíñòâî â ïðîñòðàíñòâå V âñåõ ñòðîê äëèíû N íàä ïî-
ëåì Z2. Óäà÷íûå õàðàêòåðèçàöèè ýòèõ ïîäïðîñòðàíñòâ ïîçâîëèëè àâòîðàì â [4] ïî-

ëó÷èòü äâå ñåðèè òî÷íûõ ôîðìóë äëÿ ïàðàìåòðîâ Z
(
W

(i)
N

)
ïðè i = N − 2k + 1,

0 ⩽ k ⩽ n, è i = N/2 − 2k + 1, 1 ⩽ k ⩽ n − 2. Ôîðìóëû ïåðâîé ñåðèè òðåáóþò

ïîðÿäêà

(
2n−k + 2k − 1

2k

)
22

k
îïåðàöèé ñëîæåíèÿ, à äëÿ âòîðîé�

(
2n−k−1 + 2k − 1

2k

)
22

k
.

Èññëåäóÿ ñâîéñòâà ïîëÿðèçàöèîííîé ìàòðèöû GN , óäàëîñü îïèñàòü ïîäïðîñòðàí-
ñòâî U , ïîðîæä¼ííîå ïîñëåäíèìè N − 2m ñòðîêàìè ìàòðèöû GN , è äâà åãî ïîäìíîæå-
ñòâà: ïîäïðîñòðàíñòâî U0, ïîðîæä¼ííîå ïîñëåäíèìè N−2m−1 ñòðîêàìè ìàòðèöû GN ,
è ïîäìíîæåñòâî U1, ñîñòîÿùåå èç âñåõ ëèíåéíûõ êîìáèíàöèé 2m-é ñòðîêè ìàòðèöû GN

ñ âåêòîðàìè èç U0. Îêàçàëîñü, ÷òî

U =
{
(u1, . . . , uN) ∈ V : u(i−1)2n−m+1 ⊕ . . .⊕ ui2n−m = 0, i = 1, . . . , 2m

}
,

Uc =

{
u = (u1, . . . , uN) ∈ U :

2m⊕
i=1

2n−m−1⊕
j=1

u(i−1)2m+j = c

}
, c = 0, 1.
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Ýòî ïîçâîëèëî äëÿ ëþáûõ öåëûõ íåîòðèöàòåëüíûõ ÷èñåë t1, . . . , t2m îïðåäåëèòü â Uc
êîëè÷åñòâà âåêòîðîâ ñ ti åäèíèöàìè â i-ì áëîêå êîîðäèíàò i = 1, 2, . . . , 2m. Îíî âûðà-
æàåòñÿ ñóììîé

1

2

[
2m∏
k=1

(
2n−m − 1

2tk

)
+ (−1)c+t1+···+t2m

2m∏
k=1

(
2n−m−1 − 1

tk

)]
.

Êàê ñëåäñòâèå, óäàëîñü äîêàçàòü ñëåäóþùóþ òåîðåìó:

Òåîðåìà 1. Ïóñòü m,n ∈ N, m < n è p ∈ [0, 1]. Ñïðàâåäëèâî ðàâåíñòâî

Z
(
W

(2m+1)
2n

)
=

= (1− p)−2m((A+B)2
m −B2m) +

√(
1 + (1− 2p)2n−m

2

)2m+1

− ((1− p)2 − p2)2n ,

ãäå

A =
p(1− p)

2

(
1 + (1− 2p)2

n−m−1
)
+

(1− p)2

2

(
1− (1− 2p)2

n−m−1
)
,

B =
1− p
2

(
1 + (1− 2p)2

n−m−1
)
.

Ââèäó òåîðåìû 1 è ðàâåíñòâà Z
(
W

(2i)
2N

)
=
[
Z
(
W

(i)
N

)]2
(ñì., íàïðèìåð, [1]), ìîæíî

ãîâîðèòü î ñåðèè èç n(n−1)/2 òî÷íûõ ôîðìóë. ×èñëåííûå ýêñïåðèìåíòû ïîêàçûâàþò,
÷òî çíà÷åíèÿ

Z
(
W

(2j(2m+1))

2n+j

)
,

ãäå j,m, n ∈ N è m < n, áëèçêè ê åäèíèöå.
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Äëÿ ïðîèçâîëüíîãî àëãåáðîãåîìåòðè÷åñêîãî êîäà è äóàëüíîãî ê íåìó ÿâíî âû÷èñ-
ëåíû ïàðû, èñïðàâëÿþùèå îøèáêè. Òàêàÿ ïàðà ñîñòîèò èç êîäîâ, êîòîðûå íåîá-
õîäèìû äëÿ ýôôåêòèâíîãî àëãîðèòìà äåêîäèðîâàíèÿ çàäàííîãî êîäà. Âèä ïàð

1Ðàáîòà ïîääåðæàíà ãðàíòîì ÐÍÔ, ïðîåêò �22-41-0441.
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çàâèñèò îò ñòåïåíåé äèâèçîðîâ, ñ ïîìîùüþ êîòîðûõ ñòðîèòñÿ êàê èñõîäíûé êîä,
òàê è îäèí èç êîäîâ, âõîäÿùèõ â ïàðó. Êðîìå òîãî, âû÷èñëåíû ïàðû, èñïðàâëÿþ-
ùèå îøèáêè, äëÿ ïîäïîëåâûõ ïîäêîäîâ èñõîäíîãî àëãåáðîãåîìåòðè÷åñêîãî êîäà è
äóàëüíîãî ê íåìó.

Êëþ÷åâûå ñëîâà: ôóíêöèîíàëüíîå ïîëå, àëãåáðîãåîìåòðè÷åñêèé êîä, èñïðàâëÿ-
þùàÿ îøèáêè ïàðà, ïîäïîëåâîé ïîäêîä.

Ââåäåíèå
Èññëåäîâàíèå çàäà÷è äåêîäèðîâàíèÿ êîäîâ, ïîñòðîåííûõ íà àëãåáðàè÷åñêèõ

êðèâûõ, ÿâèëîñü î÷åíü âîñòðåáîâàííûì çà ïîñëåäíèå òðèäöàòü ëåò. Èçíà÷àëüíî
Ò. Õ¼õîëüäò è äð. ïðåäëîæèëè ñèíäðîìíûé àëãîðèòì äåêîäèðîâàíèÿ äëÿ êîäîâ, àññî-
öèèðîâàííûõ ñ ïëîñêîé êðèâîé [1]. Çàòåì À. Ñêîðîáîãàòîâ è C. Âëýäóö îáîáùèëè ýòîò
àëãîðèòì íà ïðîèçâîëüíûå êðèâûå [2]. Äàëåå Ð. Ïåëëèêààí è Ð. Ê¼òòåð íåçàâèñèìî
äðóã îò äðóãà ïðåäëîæèëè àëãîðèòì äåêîäèðîâàíèÿ, èñêëþ÷àþùèé àáñòðàêòíûå ïî-
íÿòèÿ àëãåáðàè÷åñêîé ãåîìåòðèè è èñïîëüçóþùèé ïàðû, èñïðàâëÿþùèå îøèáêè [3, 4].
Ïàðîé, èñïðàâëÿþùåé îøèáêè, äëÿ êîäà C ÿâëÿåòñÿ ïàðà êîäîâ A è B, óäîâëåòâîðÿþ-
ùàÿ íåêîòîðûì îãðàíè÷åíèÿì íà ðàçìåðíîñòü è ìèíèìàëüíîå ðàññòîÿíèå è óñëîâèþ,
÷òî ïîêîìïîíåíòíîå ïðîèçâåäåíèå êîäîâûõ ñëîâ A è B ñîäåðæèòñÿ â C⊥. Ñóùåñòâî-
âàíèå òàêîé ïàðû îáåñïå÷èâàåò ýôôåêòèâíûé àëãîðèòì äåêîäèðîâàíèÿ äëÿ àëãåáðî-
ãåîìåòðè÷åñêèõ êîäîâ (ÀÃ-êîäîâ), êîòîðûé èñïîëüçóåò òîëüêî ìåòîäû ëèíåéíîé àëãåá-
ðû. Îñîáûé èíòåðåñ ïðåäñòàâëÿåò ïîñòðîåíèå òàêèõ ïàð, ïîñêîëüêó ñàìà ïàðà ÿâëÿåòñÿ
âõîäíûì ïàðàìåòðîì äëÿ àëãîðèòìà äåêîäèðîâàíèÿ.

Ñòîèò òàêæå îòìåòèòü, ÷òî ïàðû, èñïðàâëÿþùèå îøèáêè, çàñëóæèâàþò âíèìàíèÿ
è ñ êðèïòîãðàôè÷åñêîé òî÷êè çðåíèÿ, ïîñêîëüêó ëåæàò â îñíîâå àòàêè íà ÀÃ-êîäû [5].

1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
1.1. À ë ã å á ð î ã å î ì å ò ð è ÷ å ñ ê è å ê î ä û

Ââåä¼ì ðÿä îáîçíà÷åíèé:

� Fq �êîíå÷íîå ïîëå, ñîñòîÿùåå èç q ýëåìåíòîâ, ãäå q�ïðîñòîå èëè ñòåïåíü ïðîñòîãî
÷èñëà;

� F/Fq � àëãåáðàè÷åñêîå ôóíêöèîíàëüíîå ïîëå ðîäà g;
� P1, P2, . . . , Pn �ïîïàðíî ðàçëè÷íûå òî÷êè ïîëÿ F/Fq ñòåïåíè îäèí;
� D = P1 + . . .+ Pn �äèâèçîð ôóíêöèîíàëüíîãî ïîëÿ F ;
� G�äèâèçîð ôóíêöèîíàëüíîãî ïîëÿ F , òàêîé, ÷òî supp(G) ∩ supp(D) = ∅, ãäå

supp(∗)�íîñèòåëü ñîîòâåòñòâóþùåãî äèâèçîðà.

Îïðåäåëåíèå 1. Àëãåáðîãåîìåòðè÷åñêèì êîäîì CL (D,G), àññîöèèðîâàííûì ñ äè-
âèçîðàìè D è G, íàçûâàåòñÿ ïîäïðîñòðàíñòâî â Fnq âèäà

CL (D,G) = {(f(P1), . . . , f(Pn)) : f ∈ L (G)} ⊆ Fnq ,

ãäå L (G)�ïðîñòðàíñòâî Ðèìàíà �Ðîõà.

Áîëåå äåòàëüíî ñ îñíîâíûìè ïîíÿòèÿìè òåîðèè ôóíêöèîíàëüíûõ ïîëåé ìîæíî
îçíàêîìèòüñÿ â [6].

Îòìåòèì, ÷òî âñÿêèé êîä CL (D,G) ìîæíî çàäàòü ïàðàìåòðàìè [n, k, d], ãäå n�äëè-
íà êîäà (÷èñëî òî÷åê â çàïèñè äèâèçîðà D); k = k(C)�ðàçìåðíîñòü êîäà (ðàçìåðíîñòü
ïðîñòðàíñòâà Ðèìàíà �Ðîõà L (G) èëè dimG); d = d(C)�ìèíèìàëüíîå ðàññòîÿíèå
êîäà.
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Ñîãëàñíî [6, Theorem 2.2.2], êîä CL (D,G) ÿâëÿåòñÿ [n, k, d]-êîäîì, ïðè÷¼ì

k = degG+ 1− g, d ⩾ n− degG,

åñëè 2g − 2 < degG < n.
Äóàëüíûé êîä ê êîäó CL (D,G) áóäåì îáîçíà÷àòü òàê:

CL (D,G)⊥ = {x ∈ Fnq : ∀c ∈ CL (D,G) (⟨x, c⟩ = 0)}.

Çäåñü ⟨x, c⟩ =
n∑
i=1

x1c1 + . . . , xncn. Òîãäà, ñîãëàñíî [6, Theorem 2.2.7], êîä CL (D,G)⊥

ÿâëÿåòñÿ [n, k′, d′]-êîäîì, ïðè÷¼ì

k′ = n+ g − 1− degG, d′ ⩾ degG− (2g − 2),

åñëè 2g − 2 < degG < n.
Â îáùåì ñëó÷àå ðàññìàòðèâàåìûå êîäû ìîãó èñïðàâèòü äî ⌊d(d′)− 1/2⌋ îøèáîê,

ãäå d è d′ �ìèíèìàëüíûå ðàññòîÿíèÿ êîäîâ CL (D,G) è CL (D,G)⊥ ñîîòâåòñòâåííî.
Áóäåì íàçûâàòü êîä MDS-êîäîì, åñëè åãî ìèíèìàëüíîå ðàññòîÿíèå äîñòèãàåò ãðà-

íèöû Ñèíãëòîíà, ò. å. d(C) = n+ 1− k(C).
1.2. Ï à ð û , è ñ ï ð à â ë ÿ þ ù è å î ø è á ê è

Ïðîèçâåäåíèå Øóðà äâóõ âåêòîðîâ a, b ∈ Fnq îïðåäåëÿåòñÿ êàê ïðîèçâåäåíèå èõ
ñîîòâåòñòâóþùèõ êîîðäèíàò:

(a1, . . . , an) ∗ (b1, . . . , bn) = (a1b1, . . . , anbn),

(a1, . . . , an)
i = (ai1, . . . , a

i
n).

Äëÿ êîäîâ A,B ⊂ Fnq ïðîèçâåäåíèå Øóðà A ∗ B îïðåäåëÿåòñÿ ñëåäóþùèì îáðàçîì:

A ∗ B = SpanFq
{a ∗ b : a ∈ A, b ∈ B}.

Îïðåäåëåíèå 2. Ïóñòü C ⊆ Fnq �ëèíåéíûé êîä. Òîãäà ïàðà ëèíåéíûõ êî-
äîâ (A,B), ãäå A,B ⊂ Fnq , íàçûâàåòñÿ ïàðîé, èñïðàâëÿþùåé t îøèáîê, äëÿ êîäà C,
åñëè âûïîëíÿþòñÿ ñëåäóþùèå óñëîâèÿ:

1) A ∗ B ⊆ C⊥;
2) dim(A) > t;
3) d(B⊥) > t;
4) d(A) + d(C) > n.

Â îáîçíà÷åíèÿõ îïðåäåëåíèÿ ñ÷èòàåì, ÷òî d(C) ⩾ 2t+ 1.
Â [7, 8] îïèñàíû óñëîâèÿ ñóùåñòâîâàíèÿ ïàðû A è B, èñïðàâëÿþùåé t îøèáîê.

2. Îñíîâíîé ðåçóëüòàò
Íåñìîòðÿ íà íàëè÷èå ðÿäà ðàáîò, ïîñâÿù¼ííûõ âîïðîñó ñóùåñòâîâàíèÿ ïàð, èñ-

ïðàâëÿþùèõ îøèáêè, äëÿ ëèíåéíûõ êîäîâ, íè â îäíîé èç íèõ íå ïðåäñòàâëåíî íàõîæ-
äåíèå òàêîé ïàðû äëÿ ïðîèçâîëüíîãî ÀÃ-êîäà. Èñêëþ÷åíèåì ÿâëÿåòñÿ òåîðåìà 14 [5],
ïîñâÿù¼ííàÿ êðèïòîàíàëèçó êðèïòîñèñòåìû Ìàê-Ýëèñà, â êîòîðîé ðàññìîòðåí îáùèé
âèä ïàðû, èñïðàâëÿþùåé îøèáêè, äëÿ äóàëüíîãî êîäà. Â ñëåäóþùèõ òåîðåìàõ ìû íå
òîëüêî îïèñûâàåì âèä êîäîâ â ïàðå, èñïðàâëÿþùåé îøèáêè, äëÿ CL (D,G) è CL (D,G)⊥,
íî òàêæå çàäà¼ì êëàññèôèêàöèþ îòíîñèòåëüíî ðîäà ôóíêöèîíàëüíîãî ïîëÿ è ñòåïå-
íåé äèâèçîðîâ, àññîöèèðîâàííûõ ñ êîäàìè èç ïàðû. Îòìåòèì, ÷òî òåîðåìó 14 èç [5]
ìû ñïåöèàëèçèðóåì íà ñëó÷àé ïðèíàäëåæíîñòè îäíîãî èç êîäîâ ïàðû, èñïðàâëÿþùåé
îøèáêè, ê MDS-êîäàì.
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Òåîðåìà 1. Ïóñòü C = CL (D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g. Òîãäà ïàðîé, èñïðàâëÿþùåé t = (n − deg(G) − g − 1)/2 îøèáîê,
äëÿ êîäà C ÿâëÿåòñÿ:
� A = CL (D,F ) è B = CL (D,G+ F )⊥, ïðè÷¼ì

1) A�MDS-êîä, åñëè deg(F ) = t+ g è g�ïðîèçâîëüíûé;
2) B�MDS-êîä, åñëè deg(F ) = n− deg(G)− t− 1 è g = 0;
3) C �MDS-êîäîì, åñëè deg(G) = n− 2t− 1, deg(F ) = t è g = 0;

� A = CL (D,F )⊥ è B = CL (D,F −G), ïðè÷¼ì
1) A�MDS-êîä, åñëè deg(F ) = n+ g − t− 2 è g�ïðîèçâîëüíûé;
2) B�MDS-êîä, åñëè deg(G) < (n+ 3)/3, deg(F ) = deg(G) + t− 1 è g = 0.

Òåîðåìà 2. Ïóñòü C = CL (D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g, è C⊥ = CL (D,G)⊥ �äóàëüíûé ê C. Òîãäà ïàðîé, èñïðàâëÿþùåé
t = (deg(G)− 3g + 1)/2 îøèáîê, äëÿ êîäà C⊥ ÿâëÿåòñÿ:

� A = CL (D,F ) è B = CL (D,G− F ), ïðè÷¼ì
1) A�MDS-êîä, åñëè deg(F ) = t+ g è g�ïðîèçâîëüíûé;
2) B�MDS-êîä, åñëè deg(F ) = deg(G)− g − t+ 1 è g = 0.

Èíòåðåñíûì îáúåêòîì èññëåäîâàíèÿ îòíîñèòåëüíî êîäîâûõ êðèïòîñèñòåì ÿâëÿþò-
ñÿ ïîäïîëåâûå ïîäêîäû, ïîñêîëüêó ñóùåñòâóåò ãèïîòåçà, ÷òî èìåííî òàêèå êîäû ÿâ-
ëÿþòñÿ ñòîéêèìè ê àòàêå íà îñíîâå ïàð, èñïðàâëÿþùèõ îøèáêè (ïî àíàëîãèè ñ êëàñ-
ñè÷åñêèìè êîäàìè Ãîïïû, ÿâëÿþùèìèñÿ ïîäïîëåâûìè ïîäêîäàìè îáîáù¼ííûõ êîäîâ
Ðèäà�Ñîëîìîíà).

Â äåéñòâèòåëüíîñòè åñëè C|Fp �ïîäïîëåâîé ïîäêîä êîäà C = CL (D,G), îïðåäåë¼í-
íîãî íàä Fq, è Fp ⊆ Fq, òî, ñîãëàñíî [7], ïàðà, èñïðàâëÿþùàÿ t îøèáîê, äëÿ êîäà C
ÿâëÿåòñÿ ïàðîé, èñïðàâëÿþùåé òàêîå æå êîëè÷åñòâî îøèáîê, è äëÿ ïîäïîëåâîãî ïîä-
êîäà C|Fp. Ïðè ýòîì àëãîðèòì äåêîäèðîâàíèÿ áóäåò ðàáîòàòü íàä ðàñøèðåíèåì Fq
êîíå÷íîãî ïîëÿ Fp çà âðåìÿ O((mn)3), ãäå q = pm. Ñîîòâåòñòâåííî âîïðîñ ðåäóêöèè
ñëîæíîñòè çàäà÷è äåêîäèðîâàíèÿ ïîäïîëåâûõ ïîäêîäîâ ñâîäèòñÿ ê íàõîæäåíèþ ïàðû,
èñïðàâëÿþùåé îøèáêè, äëÿ ïîäïîëåâîãî ïîäêîäà íàä Fp.

Òåîðåìà 3. Ïóñòü C = CL (D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g. Òîãäà ïàðîé, èñïðàâëÿþùåé t = (n − deg(G) − g − 1)/2 îøèáîê,
äëÿ êîäà C|Fp ÿâëÿåòñÿ:
� ïðè deg(G) = 1 è g = 0:

A = (CL (D,F )⊥)|Fp ,

ãäå deg(F ) = t;
� ïðè deg(G) ⩽ n− g + 1:

A = (CL (D,F )|Fp)
⊥,

ãäå t = n/2− 1 è deg(F ) = n/2 + g − 1;
� ïðè (n+ 1)/3− g ⩽ deg(G) ⩽ n+ 1− g:

A = CL (D,F )|Fp ,

ãäå deg(F ) = n+ g − t− 1;
� ïðè deg(G) ⩽ n− g + 1:

A = ((CL (D,F )⊥)|Fp)
⊥,

ãäå t = n/2 è deg(F ) = n/2 + g − 1.
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Âî âñåõ ÷åòûð¼õ ñëó÷àÿõ B = (A ∗ C|Fp)
⊥.

Òåîðåìà 4. Ïóñòü C = CL (D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g, è C⊥ �äóàëüíûé ê C. Òîãäà ïàðîé, èñïðàâëÿþùåé t = (deg(G) −
− 3g + 1)/2 îøèáîê, äëÿ êîäà (C⊥)|Fp ÿâëÿåòñÿ:

� ïðè 2n/3 + 2g − 3 ⩽ deg(G) ⩽ (2n+ 1)/3 + 3g − 2 è g = 0, 1:

A = (CL (D,F )⊥)|Fp ,

ãäå deg(F ) = t+ g;
� ïðè 3g − 3 ⩽ deg(G) ⩽ (4n− 1)/3 + 3g − 2:

A = (CL (D,F )|Fp)
⊥,

ãäå t = n/2− 1 è deg(F ) = n/2 + g − 1.

Â îáîèõ ñëó÷àÿõ B = (A ∗ (C⊥)|Fp)
⊥.

Çàêëþ÷åíèå
Äëÿ îáåñïå÷åíèÿ óñëîâèÿ 2 â îïðåäåëåíèè ïàðû, èñïðàâëÿþùåé îøèáêè, ìû îãðà-

íè÷èâàåìñÿ ðàññìîòðåíèåì ñëó÷àåâ, êîãäà deg(F ) = t+ g è deg(F ) = n+ g− t− 2, õîòÿ
äàííûå çíà÷åíèÿ ÿâëÿþòñÿ íèæíåé è âåðõíåé ãðàíèöàìè ñîîòâåòñòâåííî äëÿ deg(F ) â
çàâèñèìîñòè îò âèäà êîäà A.

Âåñüìà èíòåðåñíûì ïðåäñòàâëÿåòñÿ òàêæå âû÷èñëåíèå ïàð, èñïðàâëÿþùèõ îøèá-
êè, äëÿ òðýéñ-êîäîâ (òàêèå êîäû ïîëó÷åíû ñ ïîìîùüþ ïðèìåíåíèÿ ê êîäîâûì ñëîâàì
êîäà C, îïðåäåë¼ííîãî íàä Fq, ôóíêöèè ñëåäà Tr : C → Fp, ãäå Fp ⊆ Fq), ïîñêîëüêó
òàêèå êîäû ñâÿçàíû ñîîòíîøåíèåì (C|Fp)

⊥ = Tr(C⊥).
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Ï.Ê. Îáóõîâ, È.À. Ïàíêðàòîâà

Èçó÷àþòñÿ ïåðèîäè÷åñêèå ñâîéñòâà äâóõêàñêàäíîãî êîíå÷íî-àâòîìàòíîãî ãåíåðà-
òîðà. Ïîëó÷åíî çíà÷åíèå ìàêñèìàëüíîãî ïåðèîäà ãåíåðàòîðà è íåêîòîðûå íåîáõî-
äèìûå óñëîâèÿ åãî äîñòèæåíèÿ.

Êëþ÷åâûå ñëîâà: êîíå÷íî-àâòîìàòíûé ãåíåðàòîð, ïîäñòàíîâêè, ïåðèîäè÷å-

ñêèå ïîñëåäîâàòåëüíîñòè.

Ðàññìàòðèâàåòñÿ ïðåäëîæåííûé Ã.Ï. Àãèáàëîâûì äâóõêàñêàäíûé êîíå÷íî-àâòî-
ìàòíûé êðèïòîãðàôè÷åñêèé ãåíåðàòîð G = A1 · A2 [1], ñõåìà êîòîðîãî ïîêàçàíà íà
ðèñ. 1. Ãåíåðàòîð ïðåäñòàâëÿåò ñîáîé ïîñëåäîâàòåëüíîå ñîåäèíåíèå àâòîíîìíîãî àâ-
òîìàòà A1 = (Fn2 ,F2, g1, f1) (ñ ôóíêöèåé ïåðåõîäîâ g1 : Fn2 → Fn2 è ôóíêöèåé âû-
õîäîâ f1 : Fn2 → F2) è àâòîìàòà A2 = (F2,Fm2 ,F2, g2, f2) (ñ ôóíêöèåé ïåðåõîäîâ
g2 : F2 × Fm2 → Fm2 è ôóíêöèåé âûõîäîâ f2 : F2 × Fm2 → F2), n,m ⩾ 1.

f1

g1
x(t+ 1)x(t) �d

-

u(t)
-

A1

f2

g2

-
z(t)

A2

y(t+ 1)y(t) �d

-

Ðèñ. 1. Ñõåìà ãåíåðàòîðà G

Ãåíåðàòîð ôóíêöèîíèðóåò â äèñêðåòíîì âðåìåíè t = 1, 2, . . ., â êàæäûé ìîìåíò t
êîòîðîãî àâòîìàò A1, íàõîäÿñü â ñîñòîÿíèè x(t) ∈ Fn2 , âûäà¼ò âûõîäíîé ñèìâîë
u(t) = f1(x(t)) è ïåðåõîäèò â ñëåäóþùåå ñîñòîÿíèå x(t + 1) = g1(x(t)), à àâòîìàò A2,
íàõîäÿñü â ñîñòîÿíèè y(t) ∈ Fm2 , ïðèíèìàåò îò A1 ñèìâîë u(t), âûäà¼ò íà âûõîä ãå-
íåðàòîðà âûõîäíîé ñèìâîë z(t) = f2(u(t), y(t)) è ïåðåõîäèò â ñëåäóþùåå ñîñòîÿíèå
y(t + 1) = g2(u(t), y(t)). Ïîñëåäîâàòåëüíîñòü u(1) . . . u(l), l ∈ N, âûõîäíûõ ñèìâîëîâ
àâòîìàòà A1 íàçûâàåòñÿ óïðàâëÿþùåé ïîñëåäîâàòåëüíîñòüþ àâòîìàòà A2, à ïîñëåäî-
âàòåëüíîñòü z(1) . . . z(l) âûõîäíûõ ñèìâîëîâ àâòîìàòà A2 � âûõîäíîé ïîñëåäîâàòåëü-
íîñòüþ ãåíåðàòîðà G. Êëþ÷îì ãåíåðàòîðà ìîæåò áûòü ëþáîå íåïóñòîå ïîäìíîæåñòâî
ìíîæåñòâà {x(1), y(1), f1, g1, f2, g2}.

Ïåðèîäîì ãåíåðàòîðà íàçîâ¼ì äëèíó ïåðèîäà åãî âûõîäíîé ïîñëåäîâàòåëüíîñòè,
ïîëó÷èì åãî îöåíêè è èññëåäóåì óñëîâèÿ ìàêñèìàëüíîñòè. Òðåáîâàíèå áîëüøîãî ïåðè-
îäà ãåíåðàòîðà íåîáõîäèìî äëÿ ïðîòèâîñòîÿíèÿ àòàêå íà øèôðòåêñò, çàøèôðîâàííûé
ñ ïîâòîðíûì èñïîëüçîâàíèåì êëþ÷åâîé ïîñëåäîâàòåëüíîñòè [2, ñ. 139].

Óòâåðæäåíèå 1. Åñëè (x(t), y(t)) = (x(l), y(l)) äëÿ íåêîòîðûõ t, l ∈ N, òî ïåðèîä
ãåíåðàòîðà äåëèò (l − t).

Äîêàçàòåëüñòâî. Ïóñòü, äëÿ îïðåäåë¼ííîñòè, l > t.
Ïî îïðåäåëåíèþ ãåíåðàòîðà, èç óñëîâèÿ x(t) = x(l) ïîëó÷àåì, âî-ïåðâûõ, x(t+1) =

= x(l + 1), âî-âòîðûõ, u(t) = u(l). Èç ïîñëåäíåãî ðàâåíñòâà è óñëîâèÿ y(t) = y(l)
ñëåäóåò, ÷òî y(t + 1) = y(l + 1) è z(t) = z(l). Ðàññóæäàÿ äàëåå (èìåÿ â âèäó ðàâåíñòâî
(x(t + 1), y(t + 1)) = (x(l + 1), y(l + 1))), ïîëó÷àåì z(t + 1) = z(l + 1) è ò. ä. � îòðåçîê
âûõîäíîé ïîñëåäîâàòåëüíîñòè z(t) . . . z(l − 1) áóäåò ïîâòîðÿòüñÿ ÷åðåç êàæäûå (l − t)
øàãîâ.
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Ñëåäñòâèå 1. Ïåðèîä ãåíåðàòîðà G íå ïðåâîñõîäèò 2n+m.

Äîêàçàòåëüñòâî. Ñëåäóåò èç òîãî, ÷òî êîëè÷åñòâî ðàçëè÷íûõ ïàð (x(t), y(t))
ðàâíî 2n+m.

Ñëåäóþùèé ïðèìåð ïîêàçûâàåò, ÷òî îöåíêà ñëåäñòâèÿ 1 äîñòèæèìà.

Ïðèìåð 1. Ïóñòü n = m = 2, ôóíêöèè ïåðåõîäîâ è âûõîäîâ àâòîìàòîâ A1, A2

çàäàíû òàáë. 1�3, íà÷àëüíûå ñîñòîÿíèÿ x(1) = y(1) = 00.

Òà á ë è ö à 1
A1

x(t) 00 01 10 11
x(t+ 1) 01 10 11 00
u(t) 1 0 1 1

Òà á ë è ö à 2
A2 (g2)

u(t)
y(t)

00 01 10 11
0 01 10 00 11
1 00 01 11 10

Òà á ë è ö à 3
A2 (f2)

u(t)
y(t)

00 01 10 11
0 0 0 0 0
1 1 1 1 0

Âûõîäíàÿ ïîñëåäîâàòåëüíîñòü ãåíåðàòîðà ðàâíà 1011101010010011. . . ×åðåç 16 òàê-
òîâ ðàáîòû ïîëó÷èì x(17) = y(17) = 00, è ïîñëåäîâàòåëüíîñòü ïîâòîðèòñÿ.

Íàçîâ¼ì òðàåêòîðèåé ãåíåðàòîðà ïîñëåäîâàòåëüíîñòü ïàð ñîñòîÿíèé (x(t), y(t)), t =
= 1, 2, . . . , 2n+m. Èç óòâåðæäåíèÿ 1 ñëåäóåò

Óòâåðæäåíèå 2. Åñëè ïåðèîä ãåíåðàòîðà G ìàêñèìàëüíûé (ðàâåí 2n+m), òî åãî
òðàåêòîðèÿ ñîäåðæèò âñå âîçìîæíûå ïàðû ñîñòîÿíèé èç Fn2 × Fm2 , à îòîáðàæåíèå

ψG : Fn2 × Fm2 → Fn2 × Fm2 ,
(
x(t), y(t)

)
7→
(
x(t+ 1), y(t+ 1)

)
,(

x(t+ 1), y(t+ 1)
)
=
(
g1(x(t)), g2(f1(x(t)), y(t))

)
,

(1)

ÿâëÿåòñÿ ïîëíîöèêëîâîé ïîäñòàíîâêîé.

Çàìåòèì, ÷òî óñëîâèå óòâåðæäåíèÿ 2 ÿâëÿåòñÿ òîëüêî íåîáõîäèìûì, íî íåäîñòàòî÷-
íûì äëÿ ìàêñèìàëüíîñòè ïåðèîäà ãåíåðàòîðà. Ïðèâåä¼ì åù¼ íåêîòîðûå íåîáõîäèìûå
óñëîâèÿ.

Óòâåðæäåíèå 3. Åñëè ïåðèîä ãåíåðàòîðà G ðàâåí 2n+m, òî:

1) ôóíêöèÿ g1 ÿâëÿåòñÿ ïîëíîöèêëîâîé ïîäñòàíîâêîé;
2) èçìåíåíèå íà÷àëüíîãî ñîñòîÿíèÿ x(1) èëè y(1) íå âëèÿåò íà ïåðèîä ãåíåðàòîðà;
3) ôóíêöèÿ f1 �íå êîíñòàíòà;
4) õîòÿ áû îäíà èç ïîäôóíêöèé f2(0, ·) è f2(1, ·)�íå êîíñòàíòà;
5) ïîäôóíêöèè g2(0, ·) è g2(1, ·) ôóíêöèè ïåðåõîäîâ g2 ÿâëÿþòñÿ ïîäñòàíîâêàìè;
6) y(2ni+ j) ̸= y(2nk + j) äëÿ âñåõ i, k ∈ {0, . . . , 2m − 1}, i ̸= k, j = 1, . . . , 2n.

Äîêàçàòåëüñòâî.

1) Ïðåäïîëîæèì, ÷òî ôóíêöèÿ g1 : Fn2 → Fn2 �íå ïîäñòàíîâêà. Òîãäà

∃a ∈ Fn2 ∀b ∈ Fn2
(
g1(b) ̸= a

)
.

Íî òîãäà ïàðà ñ ïåðâîé êîìïîíåíòîé a âñòðåòèòñÿ â òðàåêòîðèè (1) òîëüêî îäèí ðàç,
åñëè x(1) = a, è íè îäíîãî èíà÷å. È òî è äðóãîå ïðîòèâîðå÷èò òîìó, ÷òî òðàåêòîðèÿ
ñîäåðæèò âñå âîçìîæíûå ïàðû èç Fn2 × Fm2 , â ÷àñòíîñòè, 2m ⩾ 2 ïàð ñ ïåðâîé êîìïî-
íåíòîé a.

Ïðåäïîëîæèì, ÷òî íà÷àëüíîå ñîñòîÿíèå x(1) ïðèíàäëåæèò öèêëó äëèíû ìåíüøå 2n

ïîäñòàíîâêè g1. Òîãäà ïåðâûå êîìïîíåíòû âñåõ ïàð â òðàåêòîðèè (1) ïðèíàäëåæàò òîìó
æå öèêëó, ÷òî ïðîòèâîðå÷èò óòâåðæäåíèþ 2.
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2) Ïî óòâåðæäåíèþ 2, òðàåêòîðèÿ ãåíåðàòîðà ñîäåðæèò âñå âîçìîæíûå ïàðû ñîñòî-
ÿíèé àâòîìàòîâ A1 è A2; êðîìå òîãî, âûõîäíàÿ ïîñëåäîâàòåëüíîñòü z(1)z(2) . . . z(2

n+m)
íå ñîäåðæèò öèêëîâ. Èçìåíåíèå íà÷àëüíîãî ñîñòîÿíèÿ x(1) èëè y(1) ïðèâåä¼ò ê öèêëè-
÷åñêîìó ñäâèãó òðàåêòîðèè è, êàê ñëåäñòâèå, âûõîäíîé ïîñëåäîâàòåëüíîñòè, ÷òî íèêàê
íå îòðàçèòñÿ íà å¼ ïåðèîäå.

3) Ïðåäïîëîæèì, ÷òî f1 = const c. Òîãäà âûõîäíàÿ ïîñëåäîâàòåëüíîñòü ãåíåðàòîðà
âû÷èñëÿåòñÿ ïî ôîðìóëå z(t) = f2(c, y(t)), t = 1, . . ., è íå ìîæåò èìåòü ïåðèîä áîëüøå,
÷åì 2m �êîëè÷åñòâî ðàçëè÷íûõ çíà÷åíèé y(t).

4) Ïðåäïîëîæèì, ÷òî f2(0, ·) = const c1 è f2(1, ·) = const c2. Åñëè c1 = c2, òî z(t) = c1
äëÿ âñåõ t = 1, 2, . . . è âûõîäíàÿ ïîñëåäîâàòåëüíîñòü èìååò ïåðèîä 1. Åñëè c1 ̸= c2, òî
z(t) = f1(x(t)) èëè z(t) = ¬f1(x(t))�è â òîì è â äðóãîì ñëó÷àå ïåðèîä âûõîäíîé
ïîñëåäîâàòåëüíîñòè íå áîëüøå 2n.

5) Ïðåäïîëîæèì, ÷òî ïîäôóíêöèÿ g2(0, y) : Fm2 → Fm2 íå ÿâëÿåòñÿ ïîäñòàíîâêîé.
Òîãäà

∃a ∈ Fm2 ∀b ∈ Fm2
(
g2(0, b) ̸= a

)
.

Âûáåðåì çíà÷åíèå c ∈ Fn2 , ÷òî f1(c) = 0 (ââèäó ï. 3 òàêîå c îáÿçàòåëüíî íàéä¼òñÿ);
ïóñòü g1(c) = d. Íî òîãäà ïàðà (d, a) îòñóòñòâóåò â òðàåêòîðèè (1), ïîñêîëüêó å¼ ïðåä-
øåñòâåííèêîì ìîæåò áûòü òîëüêî ïàðà (c, b) äëÿ íåêîòîðîãî b ∈ Fm2 , à ΨG

(
(c, b)

)
=

=
(
g1(c), g2(0, b)

)
̸= (d, a) äëÿ ëþáîãî b ∈ Fm2 . Ïîëó÷èëè ïðîòèâîðå÷èå ñ óòâåðæäåíè-

åì 2. Äëÿ g2(1, y) äîêàçàòåëüñòâî àíàëîãè÷íî.
6) Ñëåäóåò èç óòâåðæäåíèÿ 2 è òîãî, ÷òî x(2ni+ j) = x(2nk + j) äëÿ âñåõ i, j, k ∈ N

(ââèäó ï. 1).
Óòâåðæäåíèå 3 äîêàçàíî.

Óòâåðæäåíèå 4. Åñëè â ãåíåðàòîðå G ôóíêöèÿ g1 è ïîäôóíêöèè g2(0, ·), g2(1, ·)
ÿâëÿþòñÿ ïîäñòàíîâêàìè, òî âûõîäíàÿ ïîñëåäîâàòåëüíîñòü ãåíåðàòîðà ÷èñòî ïåðèîäè-
÷åñêàÿ.

Äîêàçàòåëüñòâî. Âûõîäíîé ñèìâîë ãåíåðàòîðà G âû÷èñëÿåòñÿ ïî ôîðìóëå

z(t) = f2(f1(x(t)), y(t)),

ò. å. çàâèñèò òîëüêî îò ñîñòîÿíèé àâòîìàòîâ A1 è A2. Ïîýòîìó íàëè÷èå ïðåäïåðèî-
äà â âûõîäíîé ïîñëåäîâàòåëüíîñòè îçíà÷àåò íàëè÷èå ïðåäïåðèîäà â òðàåêòîðèè, ò. å.
äëÿ íåêîòîðûõ t, l ∈ N âûïîëíåíû óñëîâèÿ ΨG

(
(x(t), y(t))

)
= (x(t + 1), y(t + 1)) =

= ΨG

(
(x(l), y(l))

)
è (x(t), y(t)) ̸= (x(l), y(l)). Òîãäà g1(x(t)) = x(t+ 1) = g1(x(l)), ñëåäî-

âàòåëüíî, x(t) = x(l), à çíà÷èò, f1(x(t)) = f1(x(l)) = c äëÿ íåêîòîðîãî c ∈ {0, 1}.
Ïðîäîëæàåì äàëåå: g2(c, y(t)) = y(t + 1) = g2(c, y(l)), íî ïðè y(t) ̸= y(l) ýòî íåâîç-

ìîæíî, òàê êàê g2(c, ·)�ïîäñòàíîâêà.
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SECTION 1

Baksova I. P., Tarannikov Yu.V. BOUNDS ON THE NUMBER OF PARTITIONS
OF THE VECTOR SPACE OVER A FINITE FIELD INTO AFFINE SUB-
SPACES OF THE SAME DIMENSION. We give lower and upper bounds on the
number of ordered Nk

m (q) and unordered Ñk
m (q) partitions of the space Fmq into affine sub-

spaces of the same dimension k. In particular, the asymptotics of the logarithm of the
number of unordered partitions of the space Fm3 into one-dimensional affine subspaces is
established:

m

3
· 3m + c1 · 3m + o (3m) ⩽ log3 Ñ

1
m (3) ⩽

m

3
· 3m + c2 · 3m + o (3m) .

Also, we highlight the bounds

logqN
k
m (q) ≳ (m− k)qm−k, m− k →∞,
log3N

k
m (3) ≳ 2 (m− k) 3m−k,

logqN
k
m (q) ≳

(
m− q − 1

q
k

)
qm−k, k →∞, m− k →∞

logqN
k
m (q) ⩽ (k + 1)(m− k − logq e)q

m−k +O(qm−k) +O(k(m− k)).

Keywords: affine subspaces, partitions of a space, bounds, bent functions.

Pogorelov B.A., Pudovkina M.A.MULTIPERMUTATIONS AND PERFECT DIF-
FUSION OF PARTITIONS. Multipermutations are introduced by C.-P. Schnorr and
S. Vaudenay as formalization of perfect diffusion in block ciphers. In this paper, we consider
an abelian group X and a set H of transformations on X2 introduced by S. Vaudenay. Any
bijective transformation from H is a multipermutation. Multipermutations from H are de-
fined by orthomorphisms on X. The set H is nonempty iff there exists an orthomorphism
on X. We consider a set W of distinct cosets of W0 in X. We describe multipermutations
from H such that they perfectly diffuse one of partitions W 2 or X×W . As an example, we
prove that 8-bit and 16-bit transformations of CS-cipher perfectly diffuse such partitions.
Keywords: multipermutation, orthomorphism, Quasi-Hadamard transformation, perfect
diffusion of partitions, CS-cipher.

SECTION 2

Bugrov A.D. PROPERTIES OF CLASSES OF BOOLEAN FUNCTIONS CON-
STRUCTED FROM SEVERAL LINEAR RECURRENCES OVER THE RING
OF INTEGERS MODULO 2n. A class of Boolean functions constructed from high-
coordinate sequences of linear recurrences over the ring Z2n is defined. Various coordinate
sets are used to isolate the coordinate sequences. It is shown that this class consists of
functions that are significantly removed from the class of all affine functions.
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Keywords: linear recurrent sequences, coordinate sequences, Boolean functions, non-
linearity of Boolean functions.

Bykov D.A. ON TIGHTNESS OF THE LOWER BOUND FOR THE NUMBER
OF BENT FUNCTIONS AT THE MINIMUM DISTANCE FROM A BENT
FUNCTION FROM THE MAIORANA —MCFARLAND CLASS. The lower
bound 22n+1 − 2n for the number of bent functions at the minimum distance from a bent
function from the Maiorana — McFarland classM2n in 2n variables is investigated. A cri-
terion for the reachability of this lower bound for functions in algebraic representation is
presented. It is constructively proven that it is accurate for n = pk, where p ̸= 2, 3 is prime
and k is natural. It is shown that a necessary condition for the reachability of the bound
is the construction of a function fromM2n using an APN permutation whose set of values
on any affine subspace of dimension 3 is not an affine subspace.
Keywords: bent function, Boolean function, minimum distance, Maiorana — McFarland
class, lower bound.

Kamlovskii O.V., Pankov K.N. SOME CLASSES OF RESILIENT FUNCTIONS
OVER GALOIS RINGS AND THEIR LINEAR CHARACTERISTICS. Let R =
= GR(ql, pl) = {r1, . . . , rql} be a Galois ring. Let An(R) be a set of all affine functions
g(x) = a0+a1x1+. . .+anxn = a0+⟨a,x⟩, where x = (x1, . . . , xn), a0 ∈ R, a = (a1, . . . , an) ∈
∈ Rn. We present some classes of resilient function f : Rn → R with the specified value of

linear characteristic C(f), where C(f) = max
a∈R\{0}

max
g∈An(R)

∣∣∣∣∣ ∑
x1,...,xn∈R

χ(af(x)− g(x))

∣∣∣∣∣ and χ is

the canonical additive character of the ring R. In the paper, we describe the function f
using a branching construction of the given functions f1, . . . , fr

ql
in n−1 variables. We prove

that in the case when the functions f1, . . . , fr
ql

are k-resilient, the resulting function f is

also k-resilient. Moreover, C(f) ⩽ C(fr1) + . . . + C(fr
ql
). We also describe the function

f(x,y) = ⟨φ(x),y⟩ + h(x), where n = 2k, φ : Rk → Rk, h : Rk → R, x, y ∈ Rk. It is
known that in the case φ(Rk) ⊂ (R∗)k (R∗ is the group of units in the ring R) the function f
is (k − 1)-resilient. We prove that in the case |φ−1(c)| ⩽ t for all c ∈ Rk the enequality
C(f) ⩽ qk(2l−1) is true.
Keywords: discrete functions, resilient functions, Galois rings, linear characteristic of
functions.

Kolomeec N.A. ON PRESERVING THE STRUCTURE OF A SUBSPACE BY
A VECTORIAL BOOLEAN FUNCTION. We consider the following property of
a function F : Fn2 → Fm2 : F preserves the structure of an affine subspace U ⊆ Fn2 if
F (U) = {F (x) : x ∈ U} is an affine subspace of Fm2 . The connection between this property
and the existence of component functions of F whose restriction to the subspace is constant
is established. Estimations for the nonlinearity and the order of differential uniformity of
such F are provided. We also prove that the set of dimensions of affine subspaces whose
structure is preserved by the multiplicative inversion function is the smallest among all
one-to-one monomial functions.
Keywords: affine subspaces, invariant subspaces, nonlinearity, differential uniformity,
APN functions, monomial functions

Kutsenko A.V. GRAM MATRICES OF BENT FUNCTIONS AND PROPER-
TIES OF SUBFUNCTIONS OF QUADRATIC SELF-DUAL BENT FUNC-
TIONS. A Boolean function in even number of variables n is called a bent function if it
has flat Walsh — Hadamard spectrum consisting of numbers ±2n/2. A bent function is
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called self-dual if it coincides with its dual bent function. Previously the author obtained a
sufficient condition for subfunctions in n− 2 variables of a self-dual bent function in n vari-
ables, obtained by fixing the first two variables, to be bent. In this paper, we prove that for
quadratic self-dual bent functions this condition is not necessary for n ⩾ 6. The concept
of the Gram matrices of Boolean functions is introduced, the general form of the Gram
matrix of a bent function and its dual function are obtained. It is proved that if the Gram
matrix of a bent function in n variables is non-invertible, then its subfunctions in n − 2
variables, obtained by fixing the first two variables, are bent functions. It is also proved
that the subfunctions of its dual bent function are also bent functions.
Keywords: self-dual bent function, subfunction, Gram matrix, quadratic function, 4-de-
compositions.

Pankratova I. A., Medvedev A.A. CONSTRUCTION OF A SUBSTITUTION
ON Fn2 BASED ON A SINGLE BOOLEAN FUNCTION. The following con-
struction of a vector Boolean function is considered: F (x) =

(
f(x), f(π(x)), f(π2(x)), . . . ,

f(πn−1(x))
)
, where π ∈ Sn, f is a n-dimensional Boolean function. Some necessary condi-

tions for F to be a bijection are proved, namely: f must be balanced, f(0n) ̸= f(1n),
π must be full cycle substitution, f ̸= const on any cycle of substitution π′, where
π′(a1 . . . an) = (aπ(1) . . . aπ(n)) for all a1 . . . an ∈ Fn2 .
Keywords: bijection, vector Boolean function.

SECTION 3

Denisov O.V. DISTINGUISHING ATTACK ON FOUR ROUNDS OF THE
LUBY — RACKOFF CIPHER BY DIFFERENTIALS OF TWO-BLOCK
TEXTS. We show that the Luby — Rackoff cipher (Feistel network with block length
n = 2m, random independent round functions f 1, . . . , fR : Zm2 → Zm2 ) is a Markov ci-
pher. Matrices PR of R-round transition probabilities of differentials have been found for
R = 1, 2, 4 and arbitrary m. Let (p2(∆y), y ∈ X′) be the conditional probability distribu-
tion of the 4-round output differential under the fixed input differential ∆x = (∆x0,∆x1),
p1(∆y) = (M2−1)−1 — the uniform distribution on the X′ = Z2m

2 \{0}, M = 2m. We have
obtained expressions for Kullback divergences between the distributions and prove that:
1) if (∆x0 = 0 ∧ ∆x1 ̸= 0) ∨ (∆x0 ̸= 0 ∧ ∆x1 ̸= 0), then K(2 : 1) ∼ (2 ln 2 − 1)M−2,
K(1 : 2) ∼ (1 − ln 2)M−2 as M → ∞; 2) if ∆x0 ̸= 0, ∆x1 = 0, then K(2 : 1) ∼
∼ (2 ln 2− 1)M−1, K(1 : 2) ∼ (1− ln 2)M−1. Therefore, in the second case distinguishing
attack (based on the statistics of the logarithm of the likelihood ratio in the model of
independent two-block texts) will be more powerful. In particular, for error probabilities
α = β = 0,1 and large M , the average values of text amounts are approximately equal

T1(M) =
0,8 ln 9

1− ln 2
M = 5,72M , T2(M) =

0,8 ln 9

2 ln 2− 1
M = 4,55M . In statistical experiments

for 12 ⩽ n ⩽ 44 empirical probabilities of errors are close to the specified α, β and amounts
of texts are close to the calculated values T1(M), T2(M).
Keywords: Markov cipher, Feistel network, Luby — Rackoff cipher, Kullback divergence,
sequential distinguishing attack.

Zaikin O. S. INVERTING 29-STEP MD5 COMPRESSION FUNCTION VIA
SAT. The cryptographic hash function MD5 was proposed in 1992. Its key component is a
64-step compression function. The compression function is still preimage resistant, that is
why its step-reduced versions are usually investigated in this context. In 2007, the 26-step
version of the MD5 compression function was inverted via SAT. In 2012, 27- and 28-step
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versions were inverted via SAT as well. In the paper, an approach to forming 32 interme-
diate inversion problems between two subsequent steps of the MD5 compression function
is proposed. SAT encodings of such problems were constructed between 28 and 29 steps.
Several simplest problems were leveraged for tuning a modern SAT solver. As a result, the
29-step version of the MD5 compression function was inverted for the first time.
Keywords: cryptographic hash function, MD5, algebraic cryptanalysis, logical cryptanaly-
sis, SAT.

Ishchukova E.A., Borlakov R.R.COMPARATIVE ANALYSIS OF THE GRAPHIC
INFORMATION TRANSFORMATION QUALITY USING BLOCK CI-
PHERS. The paper presents the results of practical experiments on encryption algorithms
(DES, AES, Magma) in the Electronic Code Book (ECB) mode. The influence of encryp-
tion on the quality of graphic information conversion depending on its properties is shown.
During the experiment, the hypothesis was tested. According to our hypothesis, the quality
of encryption depends not only on the encryption algorithm and its mode, but also on the
properties of the information being converted itself. It was experimentally demonstrated
that the quality of information conversion is influenced by such parameters as: the number
of colors in the color palette, the number of large and small objects in the picture, the
number of pixels, the presence or absence of a background, and others.
Keywords: encryption, block cipher, encryption mode, electronic code book, graphic infor-
mation.

Kolomeec N.A. ON THE NUMBER OF IMPOSSIBLE DIFFERENTIALS OF
SOME ARX TRANSFORMATION. The additive differential probabilities of the func-
tion (x ⊕ y) ≪ r are considered, where x, y ∈ Zn2 and 1 ⩽ r < n. They are interesting
in the context of differential cryptanalysis of ciphers whose schemes consist of additions
modulo 2n, bitwise XORs (⊕) and bit rotations (≪ r). We calculate the number of all
impossible differentials, i.e. differentials with probability 0, for all possible r and n. The
limit of the ratio of this number to the number of all differentials as r and n − r tend
to ∞ equals 38/245. We also compare the given numbers and the number of impossible
differentials for the function x⊕ y.
Keywords: ARX, differential probabilities, XOR, modular addition, bit rotations, impos-
sible differentials.

Kondyrev D.O. EFFICIENCY ANALYSIS OF CRYPTOGRAPHIC ALGO-
RITHMS FOR APPLICATIONS IN ZK-SNARK. The paper presents a compa-
rative efficiency analysis of various cryptographic algorithms in terms of applications in
zk-SNARK based systems. To conduct experiments with measuring parameters, an infra-
structure based on ZoKrates has been developed. A series of measurements with different
input data was carried out for each algorithm. The number of constraints in the R1CS
representation of the algorithm, the length of the proof key and the verification key, the
running time of the setup phase of the protocol, and the proof generation time have been
measured. As a result, we have obtained experimental data that allow us to determine the
boundaries of the practical applicability of algorithms in distributed ledgers.
Keywords: distributed ledgers, zero-knowledge proof, zk-SNARK, R1CS, algorithm effi-
ciency.

Koreneva A.M., Firsov G.V. ON ONE BLOCK CIPHER MODE OF OPERA-
TION FOR PROTECTION OF BLOCK-ORIENTED SYSTEM STORAGE
DEVICES. At the end of 2022, standardization recommendations were adopted in the
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Russian Federation that define the mode of operation of a block cipher to protect block-
oriented storage devices. This mode is called Disk Encryption with Counter. It has several
operational characteristics, that complicate its use for system partition encryption. There-
fore, the synthesis of alternative modes for full disk encryption is in demand. In the most
of exisiting software for system partition encryption XTS mode is used, but it has several
properties, that lead to degradation of its cryptographic qualities. This paper proposes a
provably secure modification of XTS mode — XEH (Xor-Encrypt-Hash) mode. Further-
more, XEH’s performance characteristics have been investigated.
Keywords: full disk encryption, block cipher mode of operation, symmetric cryptography,
cryptographic protection of information, block-oriented storage devices.

Kurochkin A.V., Chukhno A.B., Bobrovskiy D.A. CONSTRUCTION OF THE DIF-
FERENCE RELATION FOR THE KB-256 ALGORITHM. The difference relation
for the KB-256 algorithm has been constructed. The probability of executing the difference
relation for 15 out of 16 rounds is not less than 2−134.
Keywords: differential, linear methods of cryptographic analysis, KB-256.

Malygina E. S., Kutsenko A.V., Novoselov S.A., Kolesnikov N. S., Bakharev A.O.,
Khilchuk I. S., Shaporenko A. S., Tokareva N.N. MAIN APPROACHES IN POST-
QUANTUMCRYPTOGRAPHY: DESCRIPTION, A COMPARATIVE STUDY.
Post-quantum cryptography is an area of theoretical and applied research with the goal to
develop cryptographic systems that are secure against both quantum and classical com-
puters. Now, among the most promising directions one can mention the lattice-based
cryptography, code-based cryptography and isogenies. This paper is a review, it includes a
summary of two papers previously prepared by the authors and devoted to the description
of the main approaches to the construction of post-quantum cryptosystems. Hard prob-
lems from these areas are considered, known results on resilience and performance of the
corresponding cryptosystems are analyzed.
Keywords: post-quantum cryptography, lattice-based cryptography, error-correcting codes,
isogenies, quantum computer.

Maro E.A., Zaikin O. S. ALGEBRAIC CRYPTANALYSIS OF 9 ROUNDS OF
LIGHTWEIGHT BLOCK CIPHER SIMON32/64. A lightweight block cipher Si-
mon32/64 from the Simon family is considered. Its full version consists of 32 rounds.
Cryptanalysis of the first 8 rounds has already been repeatedly performed via SAT, i.e.,
by reducing to the Boolean satisfiability problem and applying SAT solvers. However, for
9 rounds this is still a challenging problem for the SAT approach. In the paper, a SAT
encoding for cryptanalysis of the first 9 rounds of Simon32/64 is constructed. Three classes
of cryptanalysis problems are formed depending on how the plain text is chosen. Provided
that 16 out of 64 bits of each secret key are known, all the problems were solved via a
parallel SAT solver.
Keywords: lightweight block cipher, Simon family of ciphers, algebraic cryptanalysis, SAT-
solver.

Mokrousov A. S., Kolomeec N.A. ON ADDITIVE DIFFERENTIALS THAT GO
THROUGH ARX TRANSFROMATION WITH HIGH PROBABILITY. In the
paper, we consider additive differential probabilities of the function (x ⊕ y) ≪ r, where
x, y ∈ Zn2 and 1 ⩽ r < n. They are interesting in the context of differential cryptanalysis
of ciphers that use addition modulo 2n, bitwise XOR (⊕) and bit rotations (≪ r) as basic
operations. All differentials up to argument symmetries whose probability exceeds 1/4 are
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obtained. The possible values of their probabilities are 1/3+42−i/6 for i ∈ {1, . . . , n}, which
coincide with the differentials probabilities of the function x⊕ y. We describe differentials
with each of these probabilities and calculate the number of them. It is proven that the
number of all considered differentials is equal to 48n− 68 for n ⩾ 2.
Keywords: ARX, differential probabilities, XOR, modular addition, bit rotations.

Panasenko S. P. SYMMETRIC LIGHTWEIGHT CRYPTOGRAPHY: PRINCI-
PLES, APPROACHES, AND TRADEOFFS. This review is devoted to the develop-
ment and standardization of lightweight symmetric cryptographic algorithms. The paper
briefly describes the reasons for extracting lightweight cryptoalgorithms into a separate class
of algorithms designated for use in devices with limited resources. The main directions of
standardization of lightweight cryptoalgorithms are listed, both at the level of world and
national standards of a number of countries. The main methods of developing lightweight
cryptoalgorithms are described, both on the basis of existing general-purpose algorithms
and original ones. In the final section, the main trends of the expected further development
in the direction of lightweight symmetric cryptography are formulated, including possi-
ble deviation from universal lightweight cryptographic standards towards specialized ones,
increasing requirements for lightweight cryptographic algorithms in terms of their crypto-
graphic strength, and the formation of new applications of such algorithms, which may
affect the methods of their development and the requirements imposed on them.
Keywords: lightweight cryptography, symmetric encryption, hash functions.

Parfenov D.R., Bakharev A.O. ADDITIONAL OPTIMIZATION OF THE GUA-
RANTEED NUMBER OF ACTIVATIONS IN XS-CIRCUITS COMPUTA-
TION ALGORITHM. We propose an additional optimization to the Guaranteed Num-
ber of Activations (GNA) computation algorithm. The main idea of this optimization is to
replace linear dependence checks based on the matrix rank computations with suffix checks
of paths corresponding to partitions in the search tree. Proposed algorithm has been imple-
mented and is two times faster than the previous solution. Using an optimized version of
the GNA computation algorithm, we carried out several computational experiments. As a
result, we refuted several hypothesis and proposed a scalable XS-circuit construction with
an optimal GNA value.
Keywords: guaranteed number of activations, XS-circuit, differential cryptanalysis.

Pudovkina M.A., Smirnov A.M. THE BOOMERANG ATTACK ON THE 4-RO-
UND LILLIPUT-TBC-II-256 CIPHER. Lilliput-AE is a tweakable block cipher sub-
mitted as a candidate to the NIST lightweight cryptography standardization process. It
is an OCB based authenticated encryption scheme using the block cipher Lilliput with a
tweakey schedule (LILLIPUT-TBC). It has 128-bit blocks and supports key sizes of 128,
192, and 256 bits. Lilliput-AE has two particular authenticated encryption modes: Lilliput-
I and Lilliput-II based respectively on a nonce-respecting mode and a nonce-misuse resistant
mode. In this paper, we present an attack on the 4-round LILLIPUT-TBC-II-256 cipher
with 256-bit security level using boomerang technique based on Yoyo tricks, which were
firstly presented at ASIACRYPT 2017 to attack the AES block cipher. The attack requires
2180 encryptions. The data complexity is 224 texts and the memory complexity is 224,3 bit.
The main result is obtained due to the simultaneous use of boomerang technique and the
property of the diffusion transformation.
Keywords: lightweight cipher, yoyo tricks, authenticated encryption, linear transforma-
tion, S-box, OFB mode, boomerang technique.



Àííîòàöèè äîêëàäîâ íà àíãëèéñêîì ÿçûêå 153

Razenkov S. I. FPGA IMPLEMENTATION OF AN SD-CARD ENCRYPTOR
BASED ON MAGMA CIPHER IN COUNTER MODE. A hardware implemen-
tation of an SDSC card encryptor based on Magma cipher in counter mode is described.
Implementations using two different FPGA architectures and synthesis software have simi-
lar hardware resource utilization. Keystream generation does not depend on the data which
allows to increase the clock frequency of the generator. It was shown that this approach
significantly reduces device operation time.
Keywords: FPGA, Magma cipher, counter mode.

Semenov A.A. THE USE OF BACKDOORS TO ESTIMATE THE HARDNESS
OF PROPOSITIONAL PROOFS AND CRYPTOGRAPHIC ATTACKS. In the
paper, we consider the problem of constructing tree-like unsatisfiability proof certificates
under the assumption that this proof is generated by a SAT solver based on the CDCL
algorithm. Such tree-like representations are convenient when it is necessary to evaluate
how hard it is to prove the unsatisfiability of a specific formula, or to estimate the run-
time of some cryptographic attack mounted using the SAT solver. We propose tree-like
descriptions of CDCL scenarios in application to both unsatisfiable formulas arising in,
e.g. symbolic verification, and to satisfiable formulas encoding the problems of inversion of
discrete functions (including cryptographic ones). We prove a number of properties of the
introduced tree-like structures. In particular, we formulate the basic property of the class
of cryptographic attacks based on inverse backdoor sets in the language of the proposed
structures.
Keywords: Boolean satisfiability (SAT), propositional proof system, backdoor, CDCL al-
gorithm.

Sergeev A.M., Kiryukhin V.A. KEY-RECOVERY SECURITY OF KEYED HASH
FUNCTIONS BASED ON GOST 34.11-2018 (“STREEBOG”). Keyless hash func-
tion GOST 34.11-2018 (“Streebog”) is used in many keyed cryptoalgorithms, including
HMAC-Streebog and Streebog-K. Using the provable security approach, we obtain the
upper bounds on the probability of recovering the secret key for the two algorithms men-
tioned. We also propose a sandwich-like method of converting “Streebog” to the keyed
cryptoalgorithm (conventionally called Streebog-S) without changing the hash function it-
self. Streebog-S is a secure pseudorandom function and a secure message authentication
code. Unlike HMAC-Streebog and Streebog-K, the only key-recovery method for Streebog-
S is straightforward guessing. This statement holds under the assumption that the similar
is true for the underlying iteratively applied compression function.
Keywords: Streebog, HMAC, provable security.

Trepacheva A.V. ON THE SECURITY OF DOMINGO-FERRER’S HOMO-
MORPHIC CRYPTOSYSTEM AGAINST CIPHERTEXT-ONLY ATTACK.
The paper proposes an analysis of the security of the Domingo-Ferrer’s homomorphic en-
cryption scheme against the ciphertext-only attack. This cryptosystem provides a good
counterexample to the equivalence hypothesis of ciphertext-only attack and known plain-
text attack on encryption schemes, that are homomorphic over the residue ring modulo a
hardly-factorizable number.
Keywords: homomorphic encryption, cryptanalysys, ciphertext-only attack, Domingo-
Ferrer’s encryption scheme, factorization problem.

Tsaregorodtsev K.D. ON THE ONE QUASIGROUP BASED FORMAT PRE-
SERVING ENCRYPTION ALGORITHM. One of the possible approaches to the
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construction of “medium-sized” format preserving encryption (FPE) schemes is analyzed,
which can be described as follows. Let us assume that there is a quasigroup (M, ◦), whereM
is a “medium-sized” set (i.e., |M | = 215 and above), and we want to construct a tweakable
encryption scheme Eτ

k : M → M . Then with the help of k and τ one can generate (using
some pseudorandom function) a series of pseudorandom elements ki ∈ M . To encrypt
m ∈M , one then applies a series of left shifts, i.e., c← k1 ◦ (. . . (kℓ ◦m) . . .) ∈M . The se-
curity of this method depends on the security of a pseudorandom function and the security
of distinguishing a series of left shifts from the random permutation on M . We show that
if one uses functional representation of a quasigroup operation using the proper families of
discrete functions over the product of Abelian groups Hn, then left (right) shift, as well as
its inverse, can be specified using proper families representation of an operation. A family
of functions F : Mn → Mn is called proper iff for any x, y ∈ Mn there exists i such that
xi ̸= yi, but Fi(x1, . . . , xn) = Fi(y1, . . . , yn). If M = Hn, where (H,+) is a group, then one
can define the following map: πF = (x1 + F1(x1, . . . , xn), . . . , xn + Fn(x1, . . . , xn)), which is
a permutation in case of a proper family F . Then we can define a quasigroup operation
x ◦ y = πF (x) + πG(y), where F and G are two proper families. The following theorem

is proven: if F is a proper family over Hn, then the family F̃ (x) = (−x) + π−1
F (x), where

πF (x) = x+F (x), x ∈ Hn, is also proper. This theorem allows us to invert the ◦ operation
using the functional representation: x = πF̃ ((x ◦ y)− πG(y)).
Keywords: FPE, quasigroup, proper family.

Shcherbachenko A.A. AN APPROACH TO CONSTRUCT A KEYED PRF
FROM THE “MAGMA” BLOCK CIPHER. On the basis of recently proposed re-
sults for AES, we present new construction, MAGMA-PRF, based on Russian standardized
block cipher “MAGMA”. We show that MAGMA-PRF is secure against known attacks,
which are applicable to plain “MAGMA”. We also show that MAGMA-PRF is secure in
CTR, CTR-ACPKM, and GCM modes of operations, which, instantiated with PRF instead
of PRP, are proven to have better cryptographic properties.
Keywords: block cipher, encryption modes, MAGMA, MAGMA-PRF, provable security.

Babueva A.A., Kyazhin S.N. PUBLIC KEYS FOR E-COINS: PARTIALLY
SOLVED PROBLEM USING SIGNATURE WITH RERANDOMIZABLE
KEYS.We give an example of an existing cryptographic mechanism that can be considered
as a partial solution to the problem “Public keys for e-coins” proposed at the International
Olympiad in Cryptography NSUCRYPTO’2022. This mechanism is used with the class
of signatures with rerandomizable keys and provides one of the two security properties
required by the authors of the problem. The results of this paper contain a systematic
description of security models that can be used to analyze signature with rerandomizable
keys, which is of independent interest.
Keywords: public key derivation, signature with rerandomizable keys, related key attack,
BIP32, NSUCRYPTO.

Pal S. EFFICIENT MATRIX MULTIPLICATION FOR CRYPTOGRAPHY
WITH A COMPANION MATRIX OVER F2. A number of schemes in cryptography
and other allied areas require operations on matrices that are computationally expensive.
However, the computational load due to standard operations like multiplication can be dras-
tically reduced by the choice of special matrices. One such special matrix is the companion
matrix of a monic polynomial of degree n over a finite field. Due to its cyclic structure and
sparseness property, such a matrix not only helps us to reduce the complexity of matrix
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multiplication but also can be applied for cryptographic purposes. In this paper, an algo-
rithm is proposed for the multiplication of an arbitrary matrix with a companion matrix
over a finite field of order p. In our algorithm, we not only reduce the complexity but also
minimize the number of multiplication operations as much as possible. The complexity
of multiplication of any n × n matrix with a companion matrix of a monic polynomial
of degree n is O(n2), whereas the complexity of standard matrix multiplication is O(n3).
Moreover, the number of multiplication operations is n2 − nt, 0 ⩽ t < n, and 0 for the
fields Fp and F2 of order p and 2, respectively, which is far less than n3 multiplications
required for standard matrix multiplication.
Keywords: companion matrix, matrix multiplication, cryptology.

Qayyum A., Haris M. CRYPTANALYSIS OF LWE AND SIS-BASED CRYP-
TOSYSTEMS BY USING QUANTUM ANNEALING. In the paper, we study
lattice-based cryptographic problems, in particular Learning With Errors (LWE) and Short
Integer Solution (SIS) lattice problems, which are considered to be known cryptographic
primitives that are supposed to be secure against both classical and quantum attacks.
We formulated the LWE and SIS problems as Mixed-Integer Programming (MIP) model
and then converted them to Quadratic Unconstrained Binary Optimization (QUBO) prob-
lem, which can be solved by using a quantum annealer. Quantum annealing searches for
the global minimum of an input objective function subjected to the given constraints to
optimize the given model. We have estimated the q-bits required for the Quantum Pro-
cessing Unit (QPU). Our results show that this approach can solve certain instances of the
LWE and SIS problems efficiently.
Keywords: post-quantum cryptography, lattice-based cryptography, learning with errorss,
short integer solution, quadratic unconstraint binary optimization, quantum processing unit.

SECTION 4

Egorushkin O. I., Kolbasina I. V., Safonov K.V. AN ANALOGUE OF THE
KRONECKER — CAPPELLI THEOREM FOR SYSTEMS OF NON-
COMMUTATIVE LINEAR EQUATIONS GENERATING LINEAR LAN-
GUAGES. The paper continues the study of systems of noncommutative polynomial equa-
tions, which are interpreted as grammars of formal languages. Such systems are solved in
the form of formal power series (FPS), which express non-terminal symbols in terms of
the terminal symbols of the alphabet and are considered as formal languages. Each FPS
is associated with its commutative image, which is obtained under the assumption that
all symbols denote commutative variables, real or complex. In this paper, we consider
equations that are linear in nonterminal symbols with polynomial coefficients in terminal
symbols, which means that these systems generate linear formal languages. As is known,
the compatibility of a system of noncommutative polynomial equations is not directly re-
lated to the compatibility of its commutative image, and therefore, as an analogue of the
Kronecker — Cappelli theorem, it is only possible to obtain a sufficient condition for the
inconsistency of a noncommutative system.
Keywords: systems of linear equations, noncommutative variables, formal power series,
commutative image.

Zharkova A.V., Musugalieva A.G. ABOUT ALGORITHMS FOR SEARCHING
COMPUTER INFORMATION. Due to the large growth in the volume of data, there
are many problems with information processing. If the search for information is a key
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task of the system, for example, the search for malware by antivirus programs, you need
to know the principles of its organization. In this paper, we study the algorithms for
searching a substring in a string: the naive search algorithm, the Knuth — Morris —
Pratt algorithm, the Boyer — Moore algorithm, the Rabin — Karp algorithm, as well as
wildcards applicable to them (substitution characters, “matching” with any character or
their sequence). As a result, a C# program has been developed and implemented to search
for files by various parameters (file name, extension, size and content) using the above
algorithms and methods. The program allows you to scan a given directory to search for
malware. Computational experiments were carried out, including changing the maximum
number of characters of the sample and text, the corresponding conclusions were drawn.
The overall best file search time (it is enough to find the first occurrence) turned out to be
using the Boyer — Moore algorithm, the worst — using the Rabin — Karp algorithm. To
search for files for small given data and parameters, you can use naive search, for medium
and large data and parameters for small samples it is better to use the Knuth — Morris —
Pratt algorithm, for large ones — Boyer — Moore algorithm.
Keywords: Boyer — Moore algorithm, cybersecurity, file search, Knuth — Morris —
Pratt algorithm, Rabin — Karp algorithm, scanning, substring search in a string.

Kuznetsov A.A., Kuznetsova A. S. ON ONE REPRESENTATION OF ELEMENTS
OF FINITE 2-GROUPS IN THE FORM OF BOOLEAN VECTORS. In this
paper, we propose a way to represent elements of finite 2-groups as Boolean vectors. Let G
be some finite (Burnside) 2-group and its order is 2k. In this case, each element of the group
will be represented by a unique Boolean (bit) vector of dimension k. To calculate the pro-
duct of two elements, we use analogues of Hall polynomials but now instead of multiplication
and addition over the field Z2 we use the equivalent Boolean (bitwise) operations “and”,
as well as “exclusive or”. Note that operations on bits are much faster on a computer than
on integer or string data types. For problems requiring the calculation of a large number
of products of group elements the method will dramatically reduce the running time of
computer programs.
Keywords: 2-group, Boolean vector, Hall polynomials.

SECTION 5

Glukhov M.M., Pankov K.N. ON A CLASS OF ALGEBRAIC GEOMETRIC
CODES. In the paper, we present a family of algebraic geometric codes over GF(256)
that lie above the Gilbert — Varshamov bound together with dual codes. The family of
these codes can be used to construct a post-quantum algorithm of the classic McEllice type.
The following theorem holds for them: Let E : y3 = (x63 − 1)/(x3 − 1) be a curve over the
field F = GF(256), P1, . . . , P720 are arbitrary distinct F -rational points of this curve, P∞
is the point at infinity. Then the algebraic geometric codes Cr(D,G) on the curve defined
by the divisors D = P1 + . . . + P720 and G = rP∞ for all integers r, 81 ⩽ r ⩽ 197, are
[720, 3r− 57, 720− 3r]28-codes, and their cardinality, as well as the cardinality of their dual
[720, 777− 3r, 3r − 114]28-codes, satisfies the Gilbert — Varshamov bound.
Keywords: post-quantum cryptography, error-correcting codes, algebraic geometric codes,
Gilbert — Varshamov bound.

Kolesnikov S.G., Leontiev V.M.A SERIES OF SHORT EXACT FORMULAS FOR
THE BHATTACHARYA PARAMETER OF COORDINATE CHANNELS. Let
W be a symmetric channel with binary input alphabet and a finite output alphabet. In 2007,



Àííîòàöèè äîêëàäîâ íà àíãëèéñêîì ÿçûêå 157

E. Arikan discovered the phenomenon of channel polarization, which makes it possible to
single out those synthetic channels W

(i)
N , constructed by W , through which it is preferable

to transmit information bits. One of the tools for splitting channels into “bad” and “good”
is the Bhattacharya parameter Z(W

(i)
N ). However, the calculation of Z(W

(i)
N ) is difficult,

since it requires about 22N addition operations, where N is the code length. In 2013,
I. Tal and A. Vardy proposed a method for estimating from above and below the error
probabilities in the channels W

(i)
N , 1 ⩽ i ⩽ N , which has a complexity O(Nµ2 log µ), where

µ > µ0 and the number µ0 does not depend on N . However, the number µ can be quite
great and depends, in particular, on the required precision. Previously, in the case where
W is a memoryless binary symmetric channel, the authors constructed two series of exact
formulas for the Bhattacharya parameters, which still require an exponential but much less
number of operations than in the formulas from Arikan’s original paper. In the present
paper, for every N = 2n, we construct a series of n(n − 1)/2 exact formulas that do not
contain summation over variables.
Keywords: polar code, binary memoryless symmetric channel, Bhattacharya parameter.

Malygina E. S., Kuninets A.A. CALCULATION OF ERROR-CORRECTING
PAIRS FOR AN ALGEBRAIC-GEOMETRIC CODE. Error-correcting pairs are
calculated explicitly for an arbitrary algebraic-geometric code and its dual code. Such a
pair consists of codes that are necessary for an effective decoding algorithm for a given code.
The type of pairs depends on the degrees of divisors with which both the original code and
one of the codes from error-correcting pair are constructed. So for the algebraic-geometric
code CL (D,G) of the length n associated with a functional field F/Fq of genus g the error-
correcting pair with number of errors t = (n−deg(G)−g−1)/2 is (CL (D,F ), CL (D,G+F )⊥)
or (CL (D,F )⊥, CL (D,F −G)). For the dual code CL (D,G)⊥ the error-correcting pair with
number of errors t = (deg(G) − 3g + 1)/2 is CL (D,F ), CL (D,G − F )). Considering each
component of pair as MDS-code we obtain additional conditions on degrees of divisors G
and F . In addition, error-correcting pairs are calculated for subfield subcodes CL (D,G)|Fp

and CL (D,G)⊥|Fp where Fp is a subfield of Fq. The form of a first component in the pair
depends on degrees of divisors G and F and in some cases on genus g.
Keywords: function field, algebraic-geometric code, error-correcting pair, subfield sub-
codes.

Obukhov P.K., Pankratova I. A. PERIODIC PROPERTIES OF A FINITE AU-
TOMATON GENERATOR. The periodic properties of a two-stage finite automa-
ton generator G = A1 · A2 are studied, where A1 = (Fn2 ,F2, g1, f1) (it is autonomous),
g1 : Fn2 → Fn2 , f1 : Fn2 → F2, A2 = (F2,Fm2 ,F2, g2, f2), g2 : F2×Fm2 → Fm2 , f2 : F2×Fm2 → F2,
n,m ⩾ 1. It is obtained that the maximum value of the generator period is 2n+m. Some
necessary conditions for its achievement are formulated, namely: 1) the function g1 is a full
cycle substitution; 2) changing the initial state x(1) or y(1) does not affect the period of
the generator; 3) function f1 is not a constant; 4) at least one of the subfunctions f2(0, ·)
and f2(1, ·) is not a constant; 5) the subfunctions g2(0, ·) and g2(1, ·) of the transition func-
tion g2 are substitutions; 6) y(2ni + j) ̸= y(2nk + j) for all i, k ∈ {0, . . . , 2m − 1}, i ̸= k,
j = 1, . . . , 2n.
Keywords: finite automaton generator, substitutions, periodic sequences.


