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Îïðåäåëÿþòñÿ îáîáù¼ííûå îïåðàöèè äèñêðåòíûõ äèôôåðåíöèðîâàíèÿ è èíòåãðè-
ðîâàíèÿ. Ïðèâîäÿòñÿ íåêîòîðûå èõ ñâîéñòâà. Äà¼òñÿ êðàòêèé îáçîð ïîëó÷åííûõ
ñ èñïîëüçîâàíèåì ýòèõ ïîíÿòèé ðåçóëüòàòîâ â àëãåáðå è êðèïòîãðàôèè. Ïðåäëà-
ãàåòñÿ íîâàÿ ñõåìà çàøèôðîâàíèÿ ñîîáùåíèÿ íà îñíîâå ýòèõ îïåðàöèé. Ïîêàçû-
âàåòñÿ, êàê èõ ìîæíî èñïîëüçîâàòü äëÿ àóòåíòèôèêàöèè è ðàñïðåäåëåíèÿ êëþ÷à.

Êëþ÷åâûå ñëîâà: äèñêðåòíûå äèôôåðåíöèðîâàíèå è èíòåãðèðîâàíèå, ñõåìà çà-
øèôðîâàíèÿ, àóòåíòèôèêàöèÿ, ðàñïðåäåëåíèå êëþ÷à.

DISCRETE DIFFERENTIATIONS AND INTEGRATIONS AND THEIR
POSSIBLE APPLICATIONS TO ALGEBRA AND CRYPTOGRAPHY

S.K. Voloshin∗, V.A. Roman'kov∗∗

∗Dostoevsky Omsk State University, Omsk, Russia
∗∗Sobolev Institute of Mathematics SB RAS, Omsk, Russia

Generalized operations of discrete differentiation and integration are defined. Some of
their properties are given. A brief review of the results obtained earlier with the use
of these concepts in algebra and cryptography is given. A new message encryption
scheme based on these operations is proposed. We also show how they can be used
for authentication and key distribution.

Keywords: discrete differentiations and integrations, encryption scheme, autentifi-
cation, key distribution.

Ââåäåíèå
Â íàñòîÿùåå âðåìÿ âåä¼òñÿ èíòåíñèâíûé ïîèñê íîâûõ èíñòðóìåíòîâ äëÿ ðàçðàáîò-

êè êðèïòîãðàôè÷åñêèõ ñõåì è ïðîòîêîëîâ, â òîì ÷èñëå óñòîé÷èâûõ ê àòàêàì ñ ïîìî-
ùüþ êâàíòîâûõ êîìïüþòåðîâ. Â äàííîé ðàáîòå â êà÷åñòâå òàêîãî èíñòðóìåíòà ïðåäëà-
ãàþòñÿ îáîáù¼ííûå äèñêðåòíûå äèôôåðåíöèðîâàíèÿ è èíòåãðèðîâàíèÿ. Âïåðâûå ýòè

1Ðàáîòà âòîðîãî àâòîðà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ, ïðîåêò FWNF�2022�0003.



6 Ñ.Ê. Âîëîøèí, Â. À. Ðîìàíüêîâ

îïåðàöèè îïðåäåëåíû àâòîðàìè â [1] è èñïîëüçîâàíû âòîðûì àâòîðîì â [2]. Äî ýòîãî
áûëî èçâåñòíî òîëüêî îáû÷íîå äèñêðåòíîå äèôôåðåíöèðîâàíèå, ïðèìåí¼ííîå â ðàáî-
òàõ [3, 4], â êîòîðûõ âïåðâûå äîêàçàíî ñóùåñòâîâàíèå îáû÷íîãî äèñêðåòíîãî èíòå-
ãðèðîâàíèÿ. Óêàçàíû íåêîòîðûå âîçìîæíîñòè òàêîãî èñïîëüçîâàíèÿ. Îòìå÷åíî, ÷òî
äàííûå îïåðàöèè íàõîäÿò ïðèìåíåíèå â àëãåáðå.

Äàëåå èñïîëüçóþòñÿ ñëåäóþùèå îáîçíà÷åíèÿ: Z�êîëüöî öåëûõ ÷èñåë; Zn �êîëüöî
âû÷åòîâ ïî ìîäóëþ n; Fq �êîíå÷íîå ïîëå ïîðÿäêà q; GLs(K)� ãðóïïà îáðàòèìûõ k×k-
ìàòðèö íàä êîëüöîì K; Mk(K)�êîëüöî k × k-ìàòðèö íàä êîëüöîì K.

1. Îïðåäåëåíèå è îñíîâíûå ñâîéñòâà îáîáù¼ííûõ äèñêðåòíûõ
äèôôåðåíöèðîâàíèé è èíòåãðèðîâàíèé

Ïóñòü K �ïðîèçâîëüíîå êîììóòàòèâíîå êîëüöî ñ åäèíèöåé. Íàèáîëüøèé èíòåðåñ
äëÿ íàøèõ ïðèëîæåíèé ïðåäñòàâëÿþò êîíå÷íûå ïîëÿ Fq, q = pr, ïîðÿäêà q õàðàê-
òåðèñòèêè p è êîëüöà âû÷åòîâ âèäà Zn, n = pq, ãäå p è q�ðàçëè÷íûå (áîëüøèå)
ïðîñòûå ÷èñëà. Îïåðàöèè îáîáù¼ííûõ äèñêðåòíûõ äèôôåðåíöèðîâàíèé è èíòåãðè-
ðîâàíèé îïðåäåëÿþòñÿ íà ìíîæåñòâå áåñêîíå÷íûõ äâóñòîðîííèõ ïîñëåäîâàòåëüíîñòåé
ā = (. . . , a−1, a0, a1, . . .) ýëåìåíòîâ K. Îíè èíäóöèðóþò ñîîòâåòñòâóþùèå îïåðàöèè íà
îäíîñòîðîííèõ áåñêîíå÷íûõ ïîñëåäîâàòåëüíîñòÿõ è íà êîíå÷íûõ íàáîðàõ ýëåìåíòîâK.
Ñëîæåíèå è óìíîæåíèå òàêèõ ïîñëåäîâàòåëüíîñòåé çàäàþòñÿ ïîêîìïîíåíòíî.

Â îáùåì ñëó÷àå äèñêðåòíîå äèôôåðåíöèðîâàíèå δα îïðåäåëåíî íàáîðîì ýëåìåíòîâ
α = (α0, α1, . . . , αk) ∈ Kk+1. Ïî îïðåäåëåíèþ

δα(ā) = (. . . , b−1, b0, b1, b2, . . .), ãäå bi = α0ai + α1ai+1 + . . .+ αkai+k, i ∈ Z. (1)

Îáû÷íîå äèñêðåòíîå äèôôåðåíöèðîâàíèå îïðåäåëÿåòñÿ íàáîðîì α = (−1, 1) èëè, ïðî-
ùå ãîâîðÿ, ôîðìóëîé bi = ai+1 − ai, i ∈ Z. Åñëè ïîíÿòíî èç êîíòåêñòà, î êàêîì íàáîðå
ïàðàìåòðîâ α èä¼ò ðå÷ü, èëè óêàçûâàåòñÿ ñâîéñòâî, ñïðàâåäëèâîå äëÿ âñåõ ïàðàìåòðîâ,
ïèøåì δ, íå óêàçûâàÿ íàáîð.

ßñíî, ÷òî δ ÿâëÿåòñÿ àääèòèâíîé ôóíêöèåé, òî åñòü äëÿ ëþáûõ ā, b̄ ∈ K∞ âûïîë-
íåíû ðàâåíñòâà δ(ā± b̄) = δ(ā) ± δ(b̄).

Ñ ëþáûì íàáîðîì α = (α0, . . . , αk) ñâÿçàí ìíîãî÷ëåí fα(x) = α0 + α1x+ . . .+ αkx
k

ñ êîýôôèöèåíòàìè èç êîëüöà K, è íàîáîðîò, ëþáîìó òàêîìó ìíîãî÷ëåíó ñîîòâåòñòâóåò
íàáîð êîýôôèöèåíòîâ α, ïî êîòîðîìó îïðåäåëÿåòñÿ äèôôåðåíöèðîâàíèå δα. Ìíîãî-
÷ëåí fα(x) íàçîâ¼ì îïðåäåëÿþùèì äëÿ äèôôåðåíöèðîâàíèÿ δα èëè ïðîñòî îïðåäåëÿþ-
ùèì, åñëè ÿñíî, î êàêîì äèôôåðåíöèðîâàíèè èäåò ðå÷ü.

Ïóñòü δα è δβ �äâà äèôôåðåíöèðîâàíèÿ K∞, îòâå÷àþùèå íàáîðàì α = (α0, α1,
. . . , αk) è β = (β0, β1, . . . , βl) ñîîòâåòñòâåííî. Íåïîñðåäñòâåííî äîêàçûâàåòñÿ, ÷òî ñóïåð-
ïîçèöèÿ ýòèõ äèôôåðåíöèðîâàíèé, âçÿòûõ â ëþáîì ïîðÿäêå, ÿâëÿåòñÿ äèôôåðåíöè-
ðîâàíèåì, ñîîòâåòñòâóþùèì ïðîèçâåäåíèþ îïðåäåëÿþùèõ ìíîãî÷ëåíîâ fα(x) è gβ(x).
Îòñþäà ñëåäóåò, ÷òî äëÿ ëþáîé ïîñëåäîâàòåëüíîñòè ā ∈ K∞ ñïðàâåäëèâî ðàâåíñòâî

δβ(δα(ā)) = δα(δβ(ā)).

Äðóãèìè ñëîâàìè, ëþáûå äâà îáîáù¼ííûõ äèôôåðåíöèðîâàíèÿ ïåðåñòàíîâî÷íû ìåæ-
äó ñîáîé. Â [1] ýòîò ðåçóëüòàò îòìå÷åí äëÿ ÷àñòíîãî ñëó÷àÿ êîíå÷íîãî ïîëÿ Fq.

Ñëåäóþùèé ðåçóëüòàò äîêàçàí â [1, òåîðåìà 1] òàêæå äëÿ ñëó÷àÿ êîíå÷íîãî ïîëÿ Fq.
Îí ñïðàâåäëèâ äëÿ ëþáîãî êîììóòàòèâíîãî êîëüöà K ñ åäèíèöåé.

Òåîðåìà 1 [1]. Ïóñòü äèôôåðåíöèðîâàíèå δα ñîîòâåòñòâóåò íàáîðó α = (α0, α1,
. . . , αk) ∈ Kk+1, ó êîòîðîãî ýëåìåíòû α0 è αk îáðàòèìû â êîëüöå K. Òîãäà äëÿ ëþáîé



Äèñêðåòíûå äèôôåðåíöèðîâàíèÿ è èíòåãðèðîâàíèÿ è èõ âîçìîæíûå ïðèëîæåíèÿ 7

ïîñëåäîâàòåëüíîñòè b̄ = (. . . , b−1, b0, b1, . . .) ∈ K∞ ñóùåñòâóåò òàêàÿ ïîñëåäîâàòåëü-
íîñòü ā = (. . . , a−1, a0, a1, . . .) ∈ K∞, ÷òî âûïîëíåíî ðàâåíñòâî

δα(ā) = b̄.

Äðóãèìè ñëîâàìè, ëþáàÿ ïîñëåäîâàòåëüíîñòü b̄ ∈ K∞ èíòåãðèðóåìà. Ïîñëåäîâàòåëü-
íîñòü ā îäíîçíà÷íî îïðåäåëÿåòñÿ íàáîðîì êîìïîíåíò (a0, . . . , ak−1), çíà÷åíèÿ êîòîðûõ
ìîæíî çàäàòü ïðîèçâîëüíî.

Äîêàçàòåëüñòâî. Çíà÷åíèÿ a0, a1, . . . , ak−1 çàäà¼ì ïðîèçâîëüíûì îáðàçîì. Ýëå-

ìåíò ak îïðåäåëÿåì òàê, ÷òîáû âûïîëíÿëîñü ðàâåíñòâî b0 =
k∑
i=0

αiai, à èìåííî:

ak = α−1
k b0 − α−1

k

k−1∑
i=0

αiai.

Äàëåå ïîñëåäîâàòåëüíî âû÷èñëÿåì ýëåìåíòû ak+j, j = 1, 2, . . ., èç ñîîòíîøåíèé bj =

=
k∑
i=0

αiaj+i:

ak+j = α−1
k bj − α−1

k

k−1∑
i=0

αiaj+i. (2)

Àíàëîãè÷íî âû÷èñëÿåì a−1−j äëÿ j = 0, 1, . . . èç ñîîòíîøåíèé

a−1−j = α−1
0 b−1−j − α−1

0

k∑
i=1

αia−1−j+i. (3)

Óòâåðæäåíèå òåîðåìû ïðîâåðÿåòñÿ íåïîñðåäñòâåííî.

Ïåðâîîáðàçíîé èëè èíòåãðàëîì ια(b̄) ïîñëåäîâàòåëüíîñòè b̄ îòíîñèòåëüíî íàáîðà α
íàçîâ¼ì ìíîæåñòâî âñåõ ïîñëåäîâàòåëüíîñòåé ā ∈ K∞, òàêèõ, ÷òî δα(ā) = b̄.

Îáîçíà÷èì ÷åðåç Ann(δα) àííóëÿòîð äèôôåðåíöèðîâàíèÿ δα â K∞. ßñíî, ÷òî
ια(b̄) = ā+Ann(δα), ãäå ā�ëþáàÿ (÷àñòíàÿ) ïîñëåäîâàòåëüíîñòü, äëÿ êîòîðîé δα(ā) = b̄.
Òàêàÿ ÷àñòíàÿ ïîñëåäîâàòåëüíîñòü çàäà¼òñÿ ôîðìóëàìè (2) è (3).

Àíàëîãè÷íî îáîçíà÷àåì ια = ιfα , åñëè ïî äàííîìó ìíîãî÷ëåíó fα(x) ìîæíî îïðå-
äåëèòü èíòåãðèðîâàíèå (êîýôôèöèåíòû α0 è αk îáðàòèìû â K). Êîíêðåòíûé ýëåìåíò
èç ια îäíîçíà÷íî îïðåäåëÿåòñÿ íàáîðîì āk = (a0, a1, . . . , ak−1) ∈ Kk+1, êîòîðûé áóäåì
íàçûâàòü íàáîðîì êîíñòàíò. Ñîîòâåòñòâóþùåå çíà÷åíèå ïî ôîðìóëàì (2) è (3) îáî-
çíà÷àåì ια,āk è íàçûâàåì îïðåäåë¼ííûì èíòåãðàëîì, îòâå÷àþùèì âûáîðó āk. Äëÿ ëþ-
áîãî āk è ïðîèçâîëüíîãî íàáîðà α, ïî êîòîðîìó îïðåäåëÿåòñÿ èíòåãðèðîâàíèå, âûïîë-
íåíî ðàâåíñòâî

δα(ια,āk(b̄)) = b̄.

Ïîýòîìó ìû áóäåì òàêæå èñïîëüçîâàòü ôîðìóëó

δα(ια(b̄)) = b̄.

Äðóãèìè ñëîâàìè, äèôôåðåíöèðîâàíèå δα îïðåäåëÿåò ïðàâûé îáðàòíûé ýëåìåíò ê èí-
òåãðèðîâàíèþ ια. Çàìåòèì, ÷òî ôîðìóëà

ια(āk)(δα(b)) = b̄

âûïîëíåíà òîëüêî â òîì ñëó÷àå, êîãäà āk = b̄k, òî åñòü êîãäà íàáîð êîíñòàíò āk ñîâïà-
äàåò ñ íà÷àëüíûì íàáîðîì b̄k ïîñëåäîâàòåëüíîñòè b̄.
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Çàìå÷àíèå 1. Äèôôåðåíöèðîâàíèå (1) èíäóöèðóåò îòîáðàæåíèå ëþáîãî áåñêî-
íå÷íîãî ïðàâîñòîðîííåãî èíòåðâàëà ār(i) = (ai, ai+1, . . .), i ∈ Z, ðåçóëüòàòîì êîòîðîãî
ÿâëÿåòñÿ ïðàâîñòîðîííèé èíòåðâàë b̄r(i) = (bi, bi+1, . . .). Áîëåå òîãî, îáëàñòüþ îïðåäå-
ëåíèÿ ìîæåò áûòü ëþáîé êîíå÷íûé èíòåðâàë (ai, ai+1, . . . , ai+k+t), t = 0, 1, 2, . . ., äëèíû
íå ìåíüøå ÷åì k + 1, ãäå k� ñòåïåíü îïðåäåëÿþùåãî ìíîãî÷ëåíà. Ðåçóëüòàòîì áóäåò
èíòåðâàë bi, bi+1, . . . , bi+t ìåíüøåé íà âåëè÷èíó k äëèíû. Ýòè îòîáðàæåíèÿ áóäåì òàêæå
íàçûâàòü äèôôåðåíöèðîâàíèÿìè. Äëÿ íèõ âûïîëíåíî óòâåðæäåíèå î ïåðåñòàíîâî÷íî-
ñòè äèôôåðåíöèðîâàíèé. Â äàëüíåéøåì ìû íå óïîòðåáëÿåì ñïåöèàëüíûå îáîçíà÷åíèÿ
äëÿ ðàçëè÷íûõ òèïîâ èíòåðâàëîâ.

Èíòåãðèðîâàíèÿ èíäóöèðóþò îòîáðàæåíèÿ (èíòåãðèðîâàíèÿ) êàê áåñêîíå÷íûõ
ïðàâîñòîðîííèõ ïîñëåäîâàòåëüíîñòåé, òàê è êîíå÷íûõ íàáîðîâ äëèíû íå ìåíüøå k+1.
Ñ÷èòàåì, ÷òî â ýòîì ñëó÷àå íàáîð íà÷àëüíûõ êîíñòàíò èíäåêñèðîâàí êàê êðàéíèé ëå-
âûé íàáîð äàííîé ïîñëåäîâàòåëüíîñòè. Äàëåå ðàññìàòðèâàþòñÿ òîëüêî ïðàâûå èíòå-
ãðèðîâàíèÿ, ïî îïðåäåëåíèþ íå âû÷èñëÿþùèå ýëåìåíòû ñ ìåíüøèìè èíäåêñàìè, ÷åì ó
äàííîé ïîñëåäîâàòåëüíîñòè. Â ýòîì ñëó÷àå óñëîâèå îáðàòèìîñòè íàêëàäûâàåòñÿ òîëüêî
íà ñòàðøèé êîýôôèöèåíò αk îïðåäåëÿþùåãî ìíîãî÷ëåíà. Ðåçóëüòàòîì òàêîãî îòîáðà-
æåíèÿ ÿâëÿåòñÿ ñîîòâåòñòâåííî áåñêîíå÷íàÿ ïðàâîñòîðîííÿÿ ïîñëåäîâàòåëüíîñòü èëè
êîíå÷íûé èíòåðâàë äëèíû íà k áîëüøå èíòåãðèðóåìîãî.

Äèôôåðåíöèðîâàíèÿ è èíòåãðèðîâàíèÿ íà íèòÿõ è èõ êîìáèíàöèè
ñ ëèíåéíûìè ïðåîáðàçîâàíèÿìè

Ïóñòü ïî-ïðåæíåìó K îáîçíà÷àåò êîììóòàòèâíîå êîëüöî ñ åäèíèöåé. Äîïóñòèì,
çàäàíî s ïîñëåäîâàòåëüíîñòåé (íèòåé) a1, . . . , as îäèíàêîâûõ òèïîâ è ðàâíûõ ñîîòâåò-
ñòâóþùèõ ïàðàìåòðîâ, òî åñòü ýòî ëèáî äâóñòîðîííèå áåñêîíå÷íûå ïîñëåäîâàòåëüíî-
ñòè, ëèáî îäíîñòîðîííèå ïðàâîíàïðàâëåííûå áåñêîíå÷íûå ïîñëåäîâàòåëüíîñòè, ëèáî
íàáîðû îäèíàêîâîé äëèíû. Äèôôåðåíöèðîâàíèå δα è èíòåãðèðîâàíèå iα äåéñòâóþò
îäíîâðåìåííî íà êàæäóþ èç ýòèõ ïîñëåäîâàòåëüíîñòåé. Ñ÷èòàåì, ÷òî äëÿ èíòåãðèðî-
âàíèé ìîæíî áðàòü ðàçëè÷íûå íàáîðû êîíñòàíò. Ïóñòü φ îáîçíà÷àåò ëèíåéíîå ïðåîá-
ðàçîâàíèå íèòåé. Åãî ìîæíî çàäàòü ìàòðèöåé Aφ. Äàëåå ðàññìàòðèâàåì òîëüêî íåâû-
ðîæäåííûå ïðåîáðàçîâàíèÿ, òî åñòü Aφ ∈ GLs(K). Î÷åâèäíî, ÷òî îïåðàöèè äèôôåðåí-
öèðîâàíèÿ è èíòåãðèðîâàíèÿ ïåðåñòàíîâî÷íû ñ ëèíåéíûìè ïðåîáðàçîâàíèÿìè íèòåé.
Ñóïåðïîçèöèþ äèôôåðåíöèðîâàíèÿ è ëèíåéíîãî ïðåîáðàçîâàíèÿ îáîçíà÷àåì ÷åðåç δα,φ
è íàçûâàåì ñêðó÷åííûì äèôôåðåíöèðîâàíèåì. Àíàëîãè÷íî ââîäèòñÿ ïîíÿòèå ñêðó÷åí-
íîãî èíòåãðèðîâàíèÿ ια,φ. Èìååò ìåñòî ôîðìóëà

δα,φ−1(ια,φ(b̄)) = b̄.

2. Âîçìîæíûå ïðèìåíåíèÿ äèñêðåòíûõ äèôôåðåíöèðîâàíèé
è èíòåãðèðîâàíèé â àëãåáðå

Ïîíÿòèÿ äèñêðåòíûõ äèôôåðåíöèðîâàíèÿ è èíòåãðèðîâàíèÿ ìîæíî îïðåäåëèòü íà
ïðîèçâîëüíîé ãðóïïå G, â òîì ÷èñëå íåêîììóòàòèâíîé. Îíè ñóùåñòâåííî èñïîëüçîâà-
ëèñü äëÿ ïîëó÷åíèÿ îñíîâíûõ ðåçóëüòàòîâ ðàáîòû [4]. Îòìåòèì òàêæå, ÷òî â [5] íåÿâíî
äîêàçàíî ñóùåñòâîâàíèå ïåðâîîáðàçíîé.

Ïðè ýòîì èñïîëüçóåòñÿ ìóëüòèïëèêàòèâíàÿ çàïèñü îïåðàöèè â ãðóïïå G. Îïðåäå-
ëÿþùèé ìíîãî÷ëåí fα(x) = α0+α1x+ . . .+αkx

k áåð¼òñÿ ñ êîýôôèöèåíòàìè èç êîëüöà
öåëûõ ÷èñåë Z. Äèôôåðåíöèðîâàíèå îïðåäåëÿåòñÿ ôîðìóëîé

δα(ā) = (. . . , b−1, b0, b1, b2, . . .), bi = aα0
i a

α1
i+1 · · · a

αk
i+k, i ∈ Z.
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Îáû÷íîå (íå îáîáù¼ííîå) äèñêðåòíîå äèôôåðåíöèðîâàíèå îïðåäåëÿåòñÿ, êàê è â ñëó-
÷àå êîëüöà, íàáîðîì α = (−1, 1) èëè ôîðìóëîé bi = a−1

i ai+1, i ∈ Z. Èíòåãðèðîâàíèå
îïðåäåëåíî äëÿ ëþáîãî îïðåäåëÿþùåãî ìíîãî÷ëåíà ñ îáðàòèìûìè êîýôôèöèåíòàìè α0

è αk ôîðìóëîé
ια(b̄) = (. . . , a−1, a0, a1, a2, . . .),

ãäå āk = (a0, a1, . . . , ak−1) ∈ Gk �ïðîèçâîëüíûé íàáîð êîíñòàíò;

ak+j = (a
−αk−1

k+j−1a
−αk−2

k+j−2 . . . a
−α0
k+j bk+j)

α−1
k , j ∈ N ∪ {0};

a−j = (aα1
−j+1a

α2
−j+2 . . . a

αk
−j+kb−j)

α−1
0 , j ∈ N.

3. Âîçìîæíûå ïðèìåíåíèÿ äèñêðåòíûõ äèôôåðåíöèðîâàíèé
è èíòåãðèðîâàíèé â êðèïòîãðàôèè

Â ðàáîòàõ [6�13] è ðÿäå äðóãèõ ïóáëèêàöèé (ñì. áèáëèîãðàôèþ â [9]) ïðåäñòàâëå-
íû ìåòîäû êðèïòîãðàôè÷åñêîãî àíàëèçà, ïîêàçàâøèå óÿçâèìîñòü âñåõ îñíîâíûõ ñõåì
àëãåáðàè÷åñêîé êðèïòîãðàôèè. Ïîýòîìó àêòóàëåí ïîèñê íîâûõ êðèïòîãðàôè÷åñêèõ
èíñòðóìåíòîâ äëÿ ñîçäàíèÿ òàêèõ ñõåì. Â ýòîì íàïðàâëåíèè âåä¼òñÿ è íàñòîÿùåå èñ-
ñëåäîâàíèå.

Íà îñíîâå íîâûõ ïîíÿòèé îáîáù¼ííûõ äèñêðåòíûõ äèôôåðåíöèðîâàíèÿ è èíòå-
ãðèðîâàíèÿ â ðàáîòàõ [2, 3] ïðåäëîæåíà íîâàÿ ñõåìà ñêðûòîãî êîìïàêòíîãî õðàíåíèÿ
äàííûõ ãðóïïû ïîëüçîâàòåëåé â îáùåé îòêðûòîé áàçå â âèäå òàáëèöû. Êîìïîíåíòàìè
òàáëèöû ñëóæàò ýëåìåíòû êîììóòàòèâíîãî êîëüöà ñ åäèíèöåéK, êîäèðóþùèå äàííûå.
Áàçà íå èìååò ïîäðàçäåëîâ, îòíîñÿùèõñÿ ê äàííûì èíäèâèäóàëüíûõ ïîëüçîâàòåëåé.
Ñîîòâåòñòâóþùàÿ òàáëèöà ÿâëÿåòñÿ ïîêîìïîíåíòíîé ñóììîé èíäèâèäóàëüíûõ òàáëèö,
ïîñòðîåííûõ îïðåäåë¼ííûì àëãîðèòìîì. Êàæäûé èç ïîëüçîâàòåëåé ìîæåò èçâëå÷ü èç
áàçû ñâîè äàííûå ñ ïîìîùüþ èíäèâèäóàëüíîãî êëþ÷à. Êëþ÷ âûäà¼òñÿ â ìîìåíò ðå-
ãèñòðàöèè ïîëüçîâàòåëÿ â ñèñòåìå, êîãäà ñîçäà¼òñÿ òàáëèöà, ïîëó÷åííàÿ íà îñíîâå åãî
äàííûõ. Êëþ÷ ïðåäñòàâëÿåò ñîáîé ïàðó ìíîãî÷ëåíîâ ñ êîýôôèöèåíòàìè èç K ñ îá-
ðàòèìûìè ñòàðøèìè êîýôôèöèåíòàìè. Ïîñòðîåíèå òàáëèöû è àëãîðèòìû èçâëå÷åíèÿ
èç íå¼ ñâîèõ äàííûõ èíäèâèäóàëüíûìè ïîëüçîâàòåëÿìè îñóùåñòâëÿþòñÿ ýôôåêòèâ-
íî. Â òî æå âðåìÿ êîíêðåòíûé ïîëüçîâàòåëü íå èìååò âîçìîæíîñòè ïîëó÷èòü äàííûå
äðóãèõ ïîëüçîâàòåëåé. Ïîòåíöèàëüíûé íàðóøèòåëü íå ìîæåò ïîëó÷èòü íèêàêèõ äàí-
íûõ. Ñõåìà ïîçâîëÿåò èçìåíÿòü è óäàëÿòü äàííûå áåç çàìåíû êëþ÷åé. Ïðåäïîëàãàåòñÿ
ñâîáîäíûé äîñòóï ê áàçå äàííûõ. Âîçìîæíî ìíîãîêðàòíîå èñïîëüçîâàíèå êëþ÷åé, ÷òî
ÿâëÿåòñÿ îñíîâíûì äîñòîèíñòâîì ñõåìû.

3.1. Ï å ð å ä à ÷ à ç à ø è ô ð î â à í í î ã î ñ î î á ù å í è ÿ

Àëèñà õî÷åò ïåðåäàòü ñîîáùåíèå, ïðåäñòàâëåííîå êîíå÷íîé ïîñëåäîâàòåëüíîñòüþ
s íàáîðîâ Ā = (ā1, . . . , ās), ãäå āj = (aj,0, . . . , aj,l), ôèêñèðîâàííîé äëèíû l+1 ñ ýëåìåí-
òàìè èç êîììóòàòèâíîãî êîëüöà ñ åäèíèöåé K.

Ïåðåìåøèâàíèå íèòåé ïðîâîäèòñÿ Àëèñîé è Áîáîì è îñóùåñòâëÿåòñÿ óìíîæåíèåì
íà ìàòðèöû PA, PB ∈ GL(K) ñîîòâåòñòâåííî. Íà ïîñëåäóþùèõ øàãàõ êîððåñïîíäåí-
òû èñïîëüçóþò îáðàòíûå ïðåîáðàçîâàíèÿ ñ ìàòðèöàìè P−1

A , P−1
B ñîîòâåòñòâåííî. Ìàò-

ðèöû äîëæíû áûòü ïåðåñòàíîâî÷íû ìåæäó ñîáîé. Ïîýòîìó êîððåñïîíäåíòû ñíà÷àëà
äîãîâàðèâàþòñÿ î ìíîæåñòâå M ïîïàðíî ïåðåñòàíîâî÷íûõ ìàòðèö èç GLs(K). Ñàìûì
ðàñïðîñòðàí¼ííûì ñïîñîáîì ñëóæèò âûáîð ìàòðèöû T è îïðåäåëåíèå â êà÷åñòâå M
ìíîæåñòâà çíà÷åíèé âñåõ ìíîãî÷ëåíîâ âèäà u(x) ∈ K[x] îò T . Òîãäà â àëãîðèòìå êîð-
ðåñïîíäåíòû âûáèðàþò ñëó÷àéíûå îòíîñèòåëüíî ðàâíîìåðíîãî ðàñïðåäåëåíèÿ îáðàòè-
ìûå ìàòðèöû P (A) è P (B) èç M .
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Ïðè âûáîðå â êà÷åñòâå K êîíå÷íîãî ïîëÿ Fq âåðîÿòíîñòü òîãî, ÷òî ñëó÷àéíàÿ ìàò-
ðèöà îêàæåòñÿ îáðàòèìîé, ïðè îòíîñèòåëüíî ìàëîì s ïî îòíîøåíèþ ê q áëèçêà ê 1.
Îáúÿñíèì ýòî. Â [14, Lemma 9 (Invertibility Lemma)] äîêàçàíî ñëåäóþùåå óòâåðæäåíèå:
Ïóñòü äëÿ ïðîèçâîëüíîãî ïîëÿ F ìàòðèöû T0, T1, . . . , Tr ∈ Mk(F) îáëàäàþò òåì ñâîé-
ñòâîì, ÷òî èõ ëèíåéíàÿ îáîëî÷êà ñîäåðæèò ìàòðèöó èç GLk(F); S �êîíå÷íîå ïîäìíî-
æåñòâî â F. Åñëè α1, . . . , αr âûáèðàþòñÿ ðàâíîìåðíî è íåçàâèñèìî èç S, òî âåðîÿòíîñòü
òîãî, ÷òî ìàòðèöà α1T1 + . . .+ αrTr îáðàòèìà, íå ìåíüøå ÷åì 1− k/|S|.

Â íàøåì ñëó÷àå ïîëàãàåì F = Fq, S = Fq, T0 = T 0 = E, T1 = T , . . . , Ts−1 = T s−1.
Ïî òåîðåìå Êðîíåêåðà �Êàïåëëè á�îëüøèå, ÷åì s−1, ñòåïåíè ìàòðèöû T ëèíåéíî âû-
ðàæàþòñÿ ÷åðåç âûïèñàííûå ñòåïåíè, ïîýòîìó M ÿâëÿåòñÿ ëèíåéíîé îáîëî÷êîé äàí-
íîãî ìíîæåñòâà ìàòðèö. Ïî ëåììå âåðîÿòíîñòü ñëó÷àéíîãî âûáîðà èç M îáðàòèìîé
ìàòðèöû íå ìåíüøå ÷åì 1− s/q.

Ñëåäóþùèé ïðîòîêîë ïðåäñòàâëÿåò ñõåìó ïåðåäà÷è çàøèôðîâàííîãî ñîîáùåíèÿ îò
Àëèñû ê Áîáó:

� Àëèñà âûáèðàåò ïàðàìåòð k è ìíîãî÷ëåí fα(x) = α0 + α1x + . . . + αkx
k ∈ K[x],

α0, αk ∈ K∗, îïðåäåëÿþùèé îïåðàöèè äèôôåðåíöèðîâàíèÿ è èíòåãðèðîâàíèÿ. Ýòè
äàííûå ñåêðåòíû.

� Ïîäîáíûì îáðàçîì ïîñòóïàåò è Áîá, âûáèðàÿ ïàðàìåòð m è îïðåäåëÿÿ ñâîè îïåðà-
öèè ìíîãî÷ëåíîì gβ(x) = β0 + β1x + . . . + βmx

m ∈ K[x], β0, βm ∈ K∗. Ýòè äàííûå
òàêæå ñåêðåòíû. Êëþ÷îì â äàííîì ïðîòîêîëå ñëóæèò ïàðà Key = (fα(x), gβ(x)).

� Àëèñà âûáèðàåò íàáîð íèòåé C, ñîñòîÿùèé èç s íàáîðîâ êîíñòàíò c̄j = (cj,0, . . . , cj,l),
j = 1, . . . , s, èíòåãðèðóåò âïðàâî â ñîîòâåòñòâèè ñ ýòèì íàáîðîì ïîêîìïîíåíò-
íî Ā, ïîëó÷àÿ ια,C̄(Ā). Çàòåì îíà âûáèðàåò ïàðàìåòð r è ñëó÷àéíóþ ïîñëåäîâà-
òåëüíîñòü A′ íàáîðîâ ā′j = (aj,−r, . . . , aj,−1), j = 1, . . . , s, è äîïèñûâàåò ýòè íàáîðû
ïåðåä ñîîòâåòñòâóþùèìè íàáîðàìè èç ια,C̄(A), ïîëó÷àÿ ïîñëåäîâàòåëüíîñòü íèòåé
(A′||ια,C̄(A)). Äàëåå îíà âûáèðàåò ñëó÷àéíóþ ìàòðèöó PA ∈M , ïðèìåíÿåò ëèíåéíîå
ïðåîáðàçîâàíèå ñ ýòîé ìàòðèöåé ê ïîëó÷åííûì íèòÿì è ïåðåñûëàåò Áîáó ðåçóëüòàò

Ã = (b̄1, . . . , b̄s)

� ïîñëåäîâàòåëüíîñòü èç s íàáîðîâ äëèíû l + 1 + r + k.
� Áîá âûáèðàåò íàáîð íèòåé D, ñîñòîÿùèé èç s íàáîðîâ êîíñòàíò d̄j = (dj,0, . . . , dj,l),

j = 1, . . . , s, èíòåãðèðóåò âïðàâî â ñîîòâåòñòâèè ñ ýòèì íàáîðîì ïîêîìïîíåíò-
íî Ã, ïîëó÷àÿ ιβ,D̄(Ã). Äàëåå Áîá âûáèðàåò ïàðàìåòð t è ñëó÷àéíóþ ïîñëåäîâà-
òåëüíîñòü Ā′′ íàáîðîâ ā′′j = (aj,−r−t, . . . , aj,−r−1), j = 1, . . . , s, äîïèñûâàåò ýòè íàáîðû
â íà÷àëî ïîñëåäîâàòåëüíîñòè, ïîëó÷àÿ

(A′′||ιβ,D̄(Ã).

Äàëåå îí âûáèðàåò ñëó÷àéíóþ ìàòðèöó PB ∈ M , ïðèìåíÿåò ëèíåéíîå ïðåîáðàçî-
âàíèå ñ ýòîé ìàòðèöåé ê ïîëó÷åííûì íèòÿì è ïåðåñûëàåò Àëèñå ðåçóëüòàò

B̃ = (f1, . . . , fs)

� ïîñëåäîâàòåëüíîñòü íàáîðîâ äëèíû l + 1 + r + t+ k +m.
� Àëèñà óäàëÿåò èç êàæäîé íèòè íà÷àëüíûé íàáîð èç r êîìïîíåíò, äèôôåðåíöèðó-

åò ïîêîìïîíåíòíî ïîëó÷åííóþ ïîñëåäîâàòåëüíîñòü, ïðèìåíÿåò ê íèòÿì ëèíåéíîå
ïðåîáðàçîâàíèå ñ ìàòðèöåé P−1

A è ïåðåäà¼ò Áîáó ðåçóëüòàò

Ã′ = (ḡ0, . . . , ḡs)

� ïîñëåäîâàòåëüíîñòü íàáîðîâ äëèíû l + 1 + t+m.
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� Áîá óäàëÿåò èç êàæäîé íèòè íà÷àëüíûé íàáîð èç t êîìïîíåíò, äèôôåðåíöèðó-
åò ïîêîìïîíåíòíî ïîëó÷åííóþ ïîñëåäîâàòåëüíîñòü, ïðèìåíÿåò ê íèòÿì ëèíåéíîå
ïðåîáðàçîâàíèå ñ ìàòðèöåé P−1

B è ïîëó÷àåò ñîîáùåíèå Àëèñû Ā.

Êîððåêòíîñòü âû÷èñëåíèé îáóñëîâëåíà òåì, ÷òî ëèíåéíûå ïðåîáðàçîâàíèÿ ïåðå-
ñòàíîâî÷íû ñ äèôôåðåíöèðîâàíèÿìè è èíòåãðèðîâàíèÿìè, äèôôåðåíöèðîâàíèÿ ïåðå-
ñòàíîâî÷íû, à èñïîëüçóåìûå ëèíåéíûå ïðåîáðàçîâàíèÿ òàêæå ïåðåñòàíîâî÷íû ìåæ-
äó ñîáîé. Äîïèñûâàíèå â íà÷àëî ñëó÷àéíûõ èíòåðâàëîâ ñ ïîñëåäóþùèì óäàëåíèåì
èíòåðâàëîâ òîé æå äëèíû íå èçìåíÿåò ïîëó÷åííîãî ðåçóëüòàòà, òàê êàê íà÷àëüíûå
çíà÷åíèÿ ïðè äèôôåðåíöèðîâàíèè è ïðàâîì èíòåãðèðîâàíèè íå âëèÿþò íà âû÷èñëå-
íèå ïîñëåäóþùèõ êîìïîíåíò. Â òî æå âðåìÿ òàêàÿ îïåðàöèÿ çàòðóäíÿåò îïðåäåëåíèå
â ïðîäèôôåðåíöèðîâàííîì èëè ïðîèíòåãðèðîâàííîì íàáîðå íèòåé ïîçèöèè, ñ êîòîðîé
ïðîèçâåäåíî äàííîå äåéñòâèå. Ýòî òàêæå çàòðóäíÿåò ïðèìåíåíèå ìåòîäà Ãàóññà.

Îñíîâàíèÿ ñòîéêîñòè çàøèôðîâàíèÿ. Â ïðåäëàãàåìîì ïðîòîêîëå íå ñîäåð-
æèòñÿ ìåõàíèçìà àóòåíòèôèêàöèè, ïîýòîìó îí íå çàùèù¼í îò àòàêè ¾ïðîòèâíèê ïî-
ñåðåäèíå¿. Äëÿ ïðîòèâîäåéñòâèÿ äàííîé àòàêå òðåáóþòñÿ äîïîëíèòåëüíûå ñðåäñòâà.

Ïåðåäàâàåìîå ñîîáùåíèå ìîæåò áûòü ïðî÷èòàíî âçëîìùèêîì, åñëè åìó óäàñòñÿ
íàéòè õîòÿ áû îäèí èç ìíîãî÷ëåíîâ fα(x) èëè gβ(x). Ïðåæäå âñåãî ðàññìîòðèì ñèòóà-
öèþ, êîãäà èçâåñòåí êîíå÷íûé íàáîð ā = (a0, a1, . . . , al+n è ðåçóëüòàò äèôôåðåíöèðîâà-
íèÿ iα(ā) = (b0, b1, . . . , bl). Ýòè äàííûå ïîçâîëÿþò îïðåäåëèòü ñòåïåíü k îïðåäåëÿþùåãî
ìíîãî÷ëåíà fα(x). Äàëåå ìîæíî âû÷èñëèòü êîýôôèöèåíòû ýòîãî ìíîãî÷ëåíà, ðåøàÿ
ñèñòåìó ëèíåéíûõ óðàâíåíèé

α0a0 + α1a1 + . . .+ αkak = b0,

α0a1 + α1a2 + . . .+ αkak+1 = b1,

. . .

+α0al−k + α1al−k+1 . . .+ αkal = bl.

Âû÷èñëèòåëüíàÿ ñëîæíîñòü àëãîðèòìà Ãàóññà, îñíîâíîãî ìåòîäà ðåøåíèÿ ñèñòåìû
èç l ëèíåéíûõ óðàâíåíèé, ñîñòàâëÿåò O(l3). Èçâåñòíûå óñîâåðøåíñòâîâàíèÿ ìåòîäà
Ãàóññà íå äàþò ñóùåñòâåííîãî óìåíüøåíèÿ ñëîæíîñòè âû÷èñëåíèé. Â òî æå âðåìÿ äëÿ
âû÷èñëåíèÿ êîìïîíåíò èíòåðâàëà äëèíû l ïðè èçâåñòíîì îïðåäåëÿþùåì ìíîãî÷ëåíå
òðåáóåòñÿ ïðîèçâåñòè O(l) îïåðàöèé.

Ðåêîìåíäóåòñÿ èñïîëüçîâàòü îïðåäåëÿþùèå ìíîãî÷ëåíû fα(x) è gβ(x) ñ ðàçðåæåí-
íûìè ìíîæåñòâàìè íåíóëåâûõ êîýôôèöèåíòîâ. Ïðè ýòîì ñîêðàùàåòñÿ âðåìÿ âûïîëíå-
íèÿ íåîáõîäèìûõ äèôôåðåíöèðîâàíèé è èíòåãðèðîâàíèé. Àíàëîãè÷íûå ðàññóæäåíèÿ
ïðîõîäÿò äëÿ èíòåãðèðîâàíèé.

Â ïðåäëîæåííîì ïðîòîêîëå îïèñàííàÿ ñèòóàöèÿ íå âîçíèêàåò èç-çà èñïîëüçîâàíèÿ
ëèíåéíûõ ïðåîáðàçîâàíèé è äîïèñûâàíèÿ ñëó÷àéíûõ íàáîðîâ â íà÷àëî ïåðåäàâàåìûõ
ïîñëåäîâàòåëüíîñòåé ñ ïîñëåäóþùèì óäàëåíèåì íà÷àëüíûõ íàáîðîâ òîé æå äëèíû.

3.2. À ó ò å í ò è ô è ê à ö è ÿ

Ïðèâåä¼ì îïèñàíèå ïðîòîêîëà äëÿ ñõåìû, îñíîâàííîé íà äèñêðåòíûõ äèôôåðåí-
öèðîâàíèè è èíòåãðèðîâàíèè. Àóòåíòèôèöèðóåòñÿ Àëèñà, ïðîâåðÿåò Áîá.

� Îòêðûòûå äàííûå Àëèñû ñîñòîÿò èç êîììóòàòèâíîãî êîëüöà ñ åäèíèöåé K, ïîñëå-
äîâàòåëüíîñòè èç s íèòåé Ā = (ā1, . . . , ās), ãäå āj = (aj,0, . . . , aj,l) ∈ K l+1, è å¼ çíà-
÷åíèé B̄ = (δα,φ(A) ïðè ñêðó÷åííîì äèôôåðåíöèðîâàíèè ñ ñåêðåòíûìè äàííûìè�
îïðåäåëÿþùèì ìíîãî÷ëåíîì fα(x) ∈ K[x] è ëèíåéíûì ïðåîáðàçîâàíèåì íèòåé φ,
çàäàííûì ìàòðèöåé Pφ ∈ GLs(K). Ýòè äàííûå äîëæíû ëèáî áûòü ïîäòâåðæäåíû
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ñåðòèôèêàòîì óäîñòîâåðÿþùåãî öåíòðà, ëèáî ïåðåäàíû Áîáó â ïðîöåññå ïðåäâàðè-
òåëüíîé íà÷àëüíîé ðåãèñòðàöèè.

� Ïðè çàïðîñå Áîáà îá àóòåíòèôèêàöèè Àëèñà âûáèðàåò îïðåäåëÿþùèé ìíîãî÷ëåí
gβ(x) ∈ K[x], ëèíåéíîå ïðåîáðàçîâàíèå ψ, çàäàííîå ìàòðèöåé Pψ ∈ GLs(K), âû÷èñ-
ëÿåò è ïðåäúÿâëÿåò Áîáó íàáîð íèòåé C̄ = δβ,ψ(B̄).

� Áîá ïîñûëàåò Àëèñå ìåòêó c, ðàâíóþ 0 èëè 1.
� Åñëè c = 0, Àëèñà ïîñûëàåò â îòâåò ïàðàìåòðû ñêðó÷åííîãî äèôôåðåíöèðîâà-

íèÿ δβ,ψ, Áîá âû÷èñëÿåò C̄
′ = δβ,ψ(B) è ïðîâåðÿåò ñïðàâåäëèâîñòü ðàâåíñòâà C̄ ′ = C̄.

Ýòîò ðàóíä àóòåíòèôèêàöèè Àëèñà ïðîõîäèò, åñëè ðàâåíñòâî ñïðàâåäëèâî.
� Åñëè c = 1, Àëèñà ïîñûëàåò â îòâåò ïàðàìåòðû ñêðó÷åííîãî äèôôåðåíöèðîâàíèÿ

δγ,ϕ � ñóïåðïîçèöèè ñêðó÷åííûõ äèôôåðåíöèðîâàíèé δα,φ è δβ,ψ, Áîá âû÷èñëÿåò
Ā′ = δγ,ϕ(A) è ïðîâåðÿåò ñïðàâåäëèâîñòü ðàâåíñòâà Ā′ = C̄. Ýòîò ðàóíä àóòåíòè-
ôèêàöèè Àëèñà ïðîõîäèò, åñëè ðàâåíñòâî ñïðàâåäëèâî.

� Ïîäîáíî àëãîðèòìó àóòåíòèôèêàöèè Ôèàòà �Øàìèðà (ñì., íàïðèìåð, [12, ñ. 408]
èëè [4, ñ. 143]) ïðîòèâíèê, íå çíàÿ ïàðàìåòðîâ ñêðó÷åííîãî äèôôåðåíöèðîâà-
íèÿ δα,φ, ìîæåò ïðîéòè ðàóíä ñ c = 1, åñëè ñïåöèàëüíûì îáðàçîì ïîäãîòîâèòñÿ,
à èìåííî: âìåñòî C̄ îí ïîøë¼ò çíà÷åíèå δλ,ξ(Ā) äëÿ ñëó÷àéíûõ ïàðàìåòðîâ λ è ξ,
êîòîðûå îí ñìîæåò ïðåäúÿâèòü ïðè ìåòêå c = 1. Íî òîãäà îí íå ñìîæåò àóòåíòèôè-
öèðîâàòüñÿ ïðè ìåòêå c = 0. Åñëè îí îæèäàåò ìåòêó c = 0, òî îí ïðîñòî âûáèðàåò
ñâîè ïàðàìåòðû â êà÷åñòâå β è ψ, êîòîðûå ïðåäúÿâëÿåò ïðè ìåòêå c = 0. Íî òîãäà
îí íå ñìîæåò ïðîéòè àóòåíòèôèêàöèþ ïðè ìåòêå c = 0. Òàêèì îáðàçîì, ïðîòèâ-
íèê àóòåíòèôèöèðóåòñÿ ñ âåðîÿòíîñòüþ 1/2. Âåðîÿòíîñòü ïðîõîæäåíèÿ q ðàóíäîâ
àóòåíòèôèêàöèè ðàâíà (1/2)q è å¼ ìîæíî ñäåëàòü ñêîëü óãîäíî ìàëîé çà ñ÷¼ò óâå-
ëè÷åíèÿ q.

Ïðèâåä¼ííàÿ ñõåìà àóòåíòèôèêàöèè ÿâëÿåòñÿ ñõåìîé ñ íóëåâûì ðàçãëàøåíèåì:
â ïðîöåññå íå ðàñêðûâàåòñÿ ãëàâíûé ñåêðåò � ïàðàìåòðû α è φ. Ñòîéêîñòü ñõåìû îñ-
íîâûâàåòñÿ íà òðóäíîðàçðåøèìîñòè çàäà÷è âû÷èñëåíèÿ ïàðàìåòðîâ ñêðó÷åííîãî äèô-
ôåðåíöèðîâàíèÿ.

3.3. Ð à ñ ï ð å ä å ë å í è å ê ë þ ÷ à

Îïèøåì ïðîòîêîë äëÿ ñõåìû ðàñïðåäåëåíèÿ êëþ÷à òèïà Äèôôè�Õåëëìàíà ñ èñ-
ïîëüçîâàíèåì ñêðó÷åííûõ äèôôåðåíöèðîâàíèé. Ñíà÷àëà êîððåñïîíäåíòû Àëèñà è Áîá
äîãîâàðèâàþòñÿ î âûáîðå êîììóòàòèâíîãî êîëüöà ñ åäèíèöåé K è ïàðàìåòðà s. Ýòè
äàííûå îòêðûòû. Êîððåñïîíäåíòû äîãîâàðèâàþòñÿ òàêæå î âûáîðå ïàðàìåòðà l è êîí-
êðåòíîé ïîñëåäîâàòåëüíîñòè èç s íèòåé Ā = (ā1, . . . , ās), ãäå āj = (aj,0, . . . , aj,l) ∈ K l+1.
Ýòè äàííûå òàêæå îòêðûòû.

� Àëèñà âûáèðàåò ïàðàìåòð k è ìíîãî÷ëåí fα(x) = α0+α1x+ . . .+αkx
k ∈ K[x], îïðå-

äåëÿþùèé îïåðàöèþ äèôôåðåíöèðîâàíèÿ. Òàêæå îíà âûáèðàåò ëèíåéíîå ïðåîáðà-
çîâàíèå íèòåé φ, çàäàííîå ìàòðèöåé PA ∈ GLs(K). Ýòè äàííûå ñåêðåòíû. Çàòåì
Àëèñà âû÷èñëÿåò è ïåðåäà¼ò Áîáó çíà÷åíèå

KA = δα,φ(Ā).

� Áîá âûáèðàåò ïàðàìåòð s è ìíîãî÷ëåí gβ(x) = β0 + β1x+ . . .+ αmx
m ∈ K[x], îïðå-

äåëÿþùèé îïåðàöèþ äèôôåðåíöèðîâàíèÿ. Òàêæå îíà âûáèðàåò ëèíåéíîå ïðåîáðà-
çîâàíèå íèòåé ψ, çàäàííîå ìàòðèöåé PB ∈ GLs(K). Ýòè äàííûå ñåêðåòíû. Çàòåì
Áîá âû÷èñëÿåò è ïåðåäà¼ò Àëèñå çíà÷åíèå

KB = δβ,ψ(Ā).
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� Àëèñà âû÷èñëÿåò ðàñïðåäåëåííûé êëþ÷

K = δα,φ(KB).

� Áîá âû÷èñëÿåò ðàñïðåäåëåííûé êëþ÷

K = δβ,ψ(KA).

Êîððåêòíîñòü ñõåìû (ðàâåíñòâî çíà÷åíèé, ïîëó÷åííûõ íà äâóõ ïîñëåäíèõ øàãàõ)
îïðåäåëÿåòñÿ ïåðåñòàíîâî÷íîñòüþ îïåðàöèé äèôôåðåíöèðîâàíèÿ. Ñòîéêîñòü ñõåìû îñ-
íîâûâàåòñÿ íà òðóäíîðàçðåøèìîñòè çàäà÷è âû÷èñëåíèÿ ïàðàìåòðîâ ñêðó÷åííîãî äèô-
ôåðåíöèðîâàíèÿ.

Çàêëþ÷åíèå
Â ðàáîòå ïðåäñòàâëåíû îïðåäåëåíèÿ äèñêðåòíûõ îïåðàöèé äèôôåðåíöèðîâàíèÿ è

èíòåãðèðîâàíèÿ ïîñëåäîâàòåëüíîñòåé ýëåìåíòîâ ïðîèçâîëüíîãî êîììóòàòèâíîãî êîëü-
öà ñ åäèíèöåé, à òàêæå èõ ñêðó÷åííûå âåðñèè íà íàáîðàõ òàêèõ ïîñëåäîâàòåëüíîñòåé
(íèòÿõ), èñïîëüçóþùèå ëèíåéíûå ïðåîáðàçîâàíèÿ íèòåé. Îïðåäåëåíû îñíîâíûå ñâîé-
ñòâà ýòèõ îïåðàöèé. Äàí êðàòêèé îáçîð èõ ïðèìåíåíèé. Â ÷àñòíîñòè, ïðåäëîæåíû ñõå-
ìû ïåðåäà÷è ñîîáùåíèÿ, ðàñïðåäåëåíèÿ êëþ÷à è àóòåíòèôèêàöèè ñ èñïîëüçîâàíèåì
ýòèõ îïåðàöèé.
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The main results of the paper relate to the nonlinearity of APN functions defined
for a vectorial Boolean function as the Hamming distance from it to the set of affine
mappings in the space of images of all vectorial Boolean functions in fixed dimen-
sion. For APN functions in dimension n, the lower nonlinearity bound of the form
2n −

√
2n+1 − 7 · 2−2 − 2−1 and the corresponding lower bound on the affinity order

are obtained. The exact values of the nonlinearity of all APN functions up to dimen-
sion 5 are found, and also for one known APN 6-dimensional permutation and for all
differentially 4-uniform permutations in dimension 4.

Keywords: vectorial Boolean function, permutation, APN function, EA-equivalence,
nonlinearity, differentially uniform.

ÍÅËÈÍÅÉÍÎÑÒÜ APN-ÔÓÍÊÖÈÉ: ÑÐÀÂÍÈÒÅËÜÍÛÉ ÀÍÀËÈÇ
È ÎÖÅÍÊÈ

Â.Ã. Ðÿáîâ

ÍÏ ¾ÃÑÒ¿, ã. Ìîñêâà, Ðîññèÿ

Íåëèíåéíîñòü APN-ôóíêöèè îïðåäåëÿåòñÿ êàê ðàññòîÿíèå Õýììèíãà îò íå¼ äî
ìíîæåñòâà àôôèííûõ îòîáðàæåíèé â ïðîñòðàíñòâå çíà÷åíèé âåêòîðíûõ áóëåâûõ
ôóíêöèé ôèêñèðîâàííîé ðàçìåðíîñòè. Äëÿ APN-ôóíêöèé ðàçìåðíîñòè n ïîëó-
÷åíû íèæíÿÿ ãðàíèöà íåëèíåéíîñòè âèäà 2n −

√
2n+1 − 7 · 2−2 − 2−1 è ñîîòâåò-

ñòâóþùàÿ åé íèæíÿÿ ãðàíèöà ïîðÿäêà àôôèííîñòè. Íàéäåíû òî÷íûå çíà÷åíèÿ
íåëèíåéíîñòè âñåõ APN-ôóíêöèé ðàçìåðíîñòè, íå ïðåâîñõîäÿùåé 5, à òàêæå äëÿ
îäíîé èçâåñòíîé APN-ïîäñòàíîâêè ðàçìåðíîñòè 6 è äëÿ âñåõ äèôôåðåíöèàëüíî
4-ðàâíîìåðíûõ ïîäñòàíîâîê ðàçìåðíîñòè 4.

Êëþ÷åâûå ñëîâà: âåêòîðíàÿ áóëåâà ôóíêöèÿ, ïîäñòàíîâêà, APN-ôóíêöèÿ, EA-
ýêâèâàëåíòíîñòü, íåëèíåéíîñòü, äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü.

1. Introduction
Denote by Fn2 the n-dimensional vector space over the two-element �eld F2, where n is

a natural number, and by P n,k
2 the set of all mappings of the space Fn2 into the space Fk2.

The mapping F ∈ P n,k
2 is called a vectorial Boolean function or simply a vectorial function,

implying the Boolean case, and in the case k = 1 we will use similar terms without the
adjective �vectorial�. The subset of one-to-one mappings from P n,n

2 , called permutations, is
denoted by Sn2 .

Any vectorial Boolean function is uniquely determined by an ordered set of coordinate
Boolean functions. In turn, each coordinate function can be represented by a polynomial
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of n variables over the �eld F2. For a vectorial function F ∈ P n,k
2 , the algebraic degree of

nonlinearity degF is usually de�ned as the maximum degree of the polynomials representing
its coordinate functions. Under the condition degF ⩽ 1 the mapping F is a�ne. Denote
by An,k2 the subset of all a�ne mappings from the set P n,k

2 .
As noted in [1], two approaches to the de�nition of the nonlinearity of vectorial functions

have become widespread. The �rst approach is based on using the Hamming distance.
The Hamming distance from the function f ∈ P n,1

2 to the set An,12 in the space F2n

2 , called
its nonlinearity, is denoted by Nf . In [2], with an orientation towards the linear method of

cryptanalysis, the nonlinearity of the vectorial function F ∈ P n,k
2 with a set of coordinate

functions f = (f1, . . . , fk) is de�ned by the formula

NLF = min
w∈Fk

2\{0}
N⟨w ,f ⟩, (1)

where ⟨·, ·⟩ denotes the inner product of vectors, that is, it is the minimum of the
nonlinearities of all nonzero linear combinations of coordinate functions of the mapping F .
The Boolean case allows to give an equivalent de�nition of the nonlinearity of a vectorial
function using the maximum absolute value of the Walsh �Hadamard transform coe�cients
of all nonzero linear combinations of its coordinate functions.

The second approach to determining the nonlinearity of the vectorial function F ,
associated with the di�erential method of cryptanalysis, is to compare for all possible
α ∈ Fn2 \ {0} and β ∈ Fk2 the cardinalities of subsets of variables for which the directed
derivative satis�es the condition

DαF (x ) = F (x ⊕ α)⊕ F (x ) = β, (2)

where ⊕ is the addition operation in the corresponding space. Since in the Boolean case the
equality DαF (x ) = DαF (x ⊕ α) is true, all elements of this spectrum have an even value.
For F ∈ P n,k

2 , the value

△F = max
α∈Fn

2 \{0},
β∈Fk

2

∣∣{x : DαF (x ) = β}
∣∣,

is considered in this approach as an indicator of nonlinearity. A mapping F ∈ P n,k
2 for

which the condition △F ⩽ δ is satis�ed is called a di�erentially δ-uniform [3], and in the
case k = n and δ = 2 it is called almost perfect nonlinear or APN function [4].

At the same time, within the framework of the �rst approach, one more indicator of the
nonlinearity of the vectorial function can be naturally determined. Taking into account the
isomorphism of the Abelian groups of the vector space Fk2 and the �eld F2k , the classical
Hamming distance in space F2n

2k
can be used to measure the remoteness of the functions F1

and F2 from P n,k
2 . Let's denote this distance by ρ(F1, F2). For a vectorial function F ∈ P n,k

2

let's de�ne the nonlinearity indicator NF using the formula

NF = min
A∈An,k

2

ρ(F,A). (3)

In [5�7] this indicator was called the second type of nonlinearity, and in [8] � the vectorial
nonlinearity.

For k = 1, the nonlinearity indicators in the sense (1) and in the sense (3) are the
same. However, starting from k = 2, they di�er signi�cantly. The indicator NF also plays
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an important role in cryptography and coding [7]. In particular, it is more relevant for
the analysis of methods using multi-dimensional a�ne approximations of Boolean vectorial
functions. For example, it can be used to get the lower bound on the minimum number
of a�nity domains in an arbitrary piecewise a�ne representation of a vectorial Boolean
function, which in the domestic cryptographic literature is referred to as the a�nity order
and denoted by ardF . Indeed, it is easy to see that the a�nity order of the vectorial
function F ∈ P n,k

2 satis�es the inequality

ardF ⩾
2n

2n −NF

. (4)

Moreover, unlike the characteristics NLF and △F , the indicator NF is a metric, which
makes it possible to speak mathematically correctly about the remoteness of a vectorial
function from a�ne ones. In this regard, in [9, 10], relating to the case of arbitrary �nite
�elds, the indicator of the form NF was called the nonlinearity of the mapping F .

The nonlinearity in the sense (1) for APN functions has been studied by many authors.
Here it is necessary to highlight the papers of C. Carlet (see, for example, [11�16]). For a
vectorial function F ∈ P n,n

2 , the Sidelnikov �Chabaud�Vaudenay inequality implies an
upper bound on the nonlinearity in the sense (1), namely

NLF ⩽ 2n−1 − 2(n−1)/2. (5)

This bound is reached only for odd n for the so-called almost bent or AB functions. All AB
functions are APN functions. The converse is not true in general, but it is true in particular
case of odd n for quadratic functions. For other currently known APN functions, including
the case of even n, the largest value of nonlinearity in the sense (1) is 2n−1 − 2n/2. Also of
interest are the lower bounds given in [16], namely, NLF ⩾ 2n−1 − 2(3n−3)/4 for odd n and
NLF ⩾ 2n−1− 2(3n−2)/4 for even n. At the same time, there are a number of open problems
regarding nonlinearity in the sense (1) for APN functions [13].

The nonlinearity in the sense (3) for APN functions has been studied to a lesser extent.
From the results of [7] for a vectorial function F ∈ P n,k

2 follows a chain of inequalities of
the form 0 ⩽ NLF ⩽ NF ⩽ 2n − 2n−k − 1. In [15]1, another upper bound of the form

NF ⩽ 2n − n− 1 (6)

is obtained (for k ⩽ 2n − 5 or k = n = 4, a strict inequality holds). Using estimates of
the size of the image set, the lower bound on the indicator NF for di�erentially δ-uniform
vectorial functions from P n,k

2 of the form

NF ⩾ 2n −
√
2n + δ (2n − 1) (7)

is also obtained there, from which the lower bound on this indicator follows for all APN
functions in dimension n of the form

NF ⩾ 2n −
√
3 · 2n − 2. (8)

At the same time, the study of the behavior of nonlinearity in the sense (3) of vectorial
Boolean functions, including APN functions, needs to be continued, which was, in particular,
indicated in the open problem 11 of the eighth international Olympiad in cryptography

1In [15], as applied to the indicator NF , the term nonlinearity is not used.
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NSUCRYPTO2021 [17]. In the footsteps of solving this problem using estimates of the size
of the Sidon set, G. P. Nagy at the end of 2022 posted material with new lower bounds on
the Internet [8]. Its lower bound on the indicator NF for di�erentially δ-uniform vectorial
functions from P n,k

2 has the form

NF ⩾ 2n −
√
δ · 2n − 2−1,

from which the lower bound on this indicator follows for all APN functions in dimension n
of the form

NF ⩾ 2n −
√
2n+1 − 2−1.

This paper is devoted to the study of the nonlinearity of APN functions in the sense (3).
In what follows, unless otherwise stated, by the nonlinearity of a vectorial function we mean
the indicator NF . The main task is to re�ne the bounds on the nonlinearity of the APN
functions and �nd its exact values for the APN functions in small dimension (n ⩾ 5), as
well as to compare the behavior of NF with degF and NLF for such mappings. In parallel
and independently of the studies of G.P. Nagy, without resorting to estimates of the size of
the Sidon set, the author has obtained a lower bound on the nonlinearity of APN functions,
which is presented in Section 2. A lower bound on the a�nity order that follows from it is
also given. In Section 3, the exact values of the nonlinearity for all APN functions up to
dimension 5, as well as for one known APN 6-dimensional permutation, are found. Since
none of the 4-dimensional permutations is an APN, in Section 4 the case of di�erentially
4-uniform permutations in dimension 4 is considered. In Section 5, open problems and
conjectures related to the behavior of the nonlinearity of APN functions are presented.

2. Boundaries on nonlinearity of APN functions
In [18], the following necessary and su�cient condition for a Boolean vectorial function

to be an APN was �rst obtained.

Proposition 1 [18]. Let a vectorial function F ∈ P n,n
2 . Then F is APN if and only if

there is no 2-dimensional linear manifold2 in the space of the domain of F on which the
mapping F coincides with some a�ne one.

In [19] this condition is used as an alternative de�nition of APN functions. There
are other formulations of this condition, for example, for pairwise distinct variables
x 1, x 2, x 3, x 4 ∈ Fn2 , if the equality x 1 ⊕ x 2 ⊕ x 3 ⊕ x 4 = 0 holds, then the inequality
F (x 1)⊕ F (x 2)⊕ F (x 3)⊕ F (x 4) ̸= 0 is true.

Theorem 1. Let F be the APN function in dimension n. Then the following inequality
is true for its nonlinearity:

NF ⩾ 2n −
√
2n+1 − 7 · 2−2 − 2−1. (9)

Proof. Let's prove the theorem by contradiction, assuming that the inequality

NF < 2n −
√
2n+1 − 7 · 2−2 − 2−1 (10)

is true. It follows from the de�nition of nonlinearity that there is at least one a�ne
mapping A ∈ An,n2 with which the vectorial function F coincides on 2n − NF variables
of the domain of F and A. Let CF,A = {x ∈ Fn2 : F (x ) = A(x )} and CF,A = |CF,A| =
= 2n −NF . Then inequality (10) implies the inequality

CF,A >
√
2n+1 − 7 · 2−2 + 2−1.

2In the original, a linear manifold is called an a�ne subspace.
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The number of all possible unordered pairs of elements from the set CF,A satis�es the chain
of relations (

CF,A
2

)
=
CF,A(CF,A − 1)

2
> 2n − 1.

Therefore, among nonzero vectors from the set {x 1 ⊕ x 2 : x 1, x 2 ∈ CF,A, x 1 ̸= x 2} there
will de�nitely be the same. The vectors x 1 ⊕ x 2 and x 1 ⊕ x 3, where x 2 ̸= x 3, obviously
di�er. Therefore, there are pairwise distinct vectors x 1, x 2, x 3, x 4 ∈ CF,A, for which the
equality x 1⊕ x 2 = x 3⊕ x 4 is satis�ed. These vectors form a 2-dimensional linear manifold
on which F coincides with A. In accordance with Proposition 1, the vectorial function F is
not APN.

It is easy to see that the lower bound on the nonlinearity of APN functions, obtained
in Theorem 1, for n > 4 re�nes the estimate (8) from [15].

Corollary 1. Under the conditions of Theorem 1, for odd n ⩾ 3, the following
inequality is true:

NF ⩾ 2n − 2(n+1)/2. (11)

Indeed, in the case of odd n ⩾ 3, for the di�erence of an integer 2(n+1)/2 and the root
from expression (9), the chain of relations is valid

√
2n+1 −

√
2n+1 − 7 · 2−2 =

7

22(
√
2n+1 +

√
2n+1 − 7 · 2−2)

<
7

30
.

Corollary 2. Under the conditions of Theorem 1, the following inequality is true:

ardF ⩾
2n√

2n+1 − 7 · 2−2 + 2−1
; (12)

and in the case of odd n

ardF ⩾ 2(n−1)/2. (13)

Estimates (12) and (13) re�ne the lower bound on the a�nity order from [20] for APN
functions.

Inequality (6) can be used as the upper nonlinearity bound for APN functions.

3. Nonlinearity of APN functions up to dimension 5

Results on the nonlinearity of APN functions in small dimensions are given for
classes of extended a�ne (EA) equivalence, since unordered sets of algebraic degrees
of nonlinearity and absolute values of the Walsh �Hadamard coe�cients for nonzero
linear combinations of coordinate functions, cardinalities of subsets of variables satisfying
condition (2), and also, Hamming distances to all a�ne mappings are invariants [9] for
EA-equivalent vectorial Boolean functions (under CCZ-equivalence, only the spectrum of
absolute Walsh �Hadamard values remains as an invariant). Accordingly, all the above
nonlinearity indicators, including the algebraic degree, are also invariants in the case of
EA-equivalence.

The results obtained in this section are based on results [21, 22], where all classes of EA-
equivalent APN functions up to dimension 5 are presented through the canonical element,
which is the representative of the class with the smallest truth table in the lexicographic
sense. To shorten the notation, the 2n-ary number system will be used.
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For n = 1, all Boolean functions are APN and simultaneously a�ne.
For n = 2, there is a single class of EA-equivalent APN functions presented in the

Table 1. Along with the nonlinearity value NF found here, the values of the degree of
nonlinearity degF and the nonlinearity in the sense (1) NLF are also given.

Ta b l e 1
Nonlinearity of APN functions in dimension 2

x 0 1 2 3 degF NLF NF

F (x ) 0 0 0 1 2 0 1

The value of the nonlinearity coincides with the lower bound (9) and the upper
bound (6). The a�nity order of all APN functions in dimension 2 is 2. There are no
permutations in this EA-class and there is the APN function represented by the power
function x3 over a �eld F4. Vectorial functions in dimension n over the �eld F2, represented
by one-dimensional power functions of the form xd over the �eld F2n , are commonly called
power vectorial functions or simply power functions3 with exponent d.

For n = 3, the class of EA-equivalent APN functions is also unique and is presented
together with the nonlinearity indicators in the Table 2.

Ta b l e 2
Nonlinearity of APN functions in dimension 3

x 0 1 2 3 4 5 6 7 degF NLF NF

F (x ) 0 0 0 1 0 2 4 7 2 2 4

In this case, according to (5), all APN functions are AB. The value of the nonlinearity
coincides with the lower bound (11) and the upper bound (6). In accordance with (4),
the a�nity order of all such mappings is greater than or equal to 2. This class contains
permutations, including power functions with exponents 3, 5, and 6.

For n = 4, there are 2 classes of EA-equivalent APN functions (these classes are CCZ-
equivalent), presented in the Table 3.

Ta b l e 3
Nonlinearity of APN functions in dimension 4

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 degF NLF NF

F1(x ) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13 2 4 10
F2(x ) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12 3 4 10

The values of nonlinearity for both EA-classes coincides with the lower bound (9) and
the upper bound (6). In accordance with (4), the a�nity order of all APN functions in
dimension 4 is greater than or equal to 3. There are no permutations in these classes. The
�rst class contains power functions with exponents 3, 6, 9, and 12. In the second class, there
are no power functions, but there are APN functions found in [23].

For n = 5, there are already 7 classes of EA-equivalent APN functions, presented in the
Table 4 (the �rst, third and seventh classes, as well as the second, fourth and sixth classes
are CCZ-equivalent).

3The term monomial functions is also used.
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Ta b l e 4
Nonlinearity of APN functions in dimension 5

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
F1(x ) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27 0 8 16 25
F2(x ) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27 0 8 16 25
F3(x ) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 29 26 0 8 16 25
F4(x ) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 29 26 0 8 16 25
F5(x ) 0 0 0 1 0 2 4 8 0 3 6 12 7 16 25 23 0 7 3 22
F6(x ) 0 0 0 1 0 2 4 8 0 3 6 16 8 21 26 29 0 5 12 27
F7(x ) 0 0 0 1 0 2 4 8 0 3 6 16 8 21 26 29 0 6 15 24

x cont. 20 21 22 23 24 25 26 27 28 29 30 31 degF NLF NF

F1(x ) cont. 5 15 17 26 22 26 14 3 3 13 31 16 2 12 25
F2(x ) cont. 5 15 17 26 27 23 3 14 14 0 18 29 2 12 25
F3(x ) cont. 5 15 19 24 7 11 27 22 26 20 1 14 3 12 25
F4(x ) cont. 5 15 19 24 10 6 22 27 23 25 12 3 3 12 25
F5(x ) cont. 28 19 9 0 19 8 15 28 21 9 29 2 4 10 25
F6(x ) cont. 20 6 31 16 7 31 8 22 9 26 17 11 3 12 25
F7(x ) cont. 18 3 17 30 2 29 14 20 25 13 9 23 3 12 25

The calculated values of nonlinearity for all 7 EA-classes are the same. The resulting
value exceeds the lower bound (11) by 1 and coincides with the the upper bound (6).
In accordance with (4), the a�nity order of all APN functions in dimension 5 is greater
than or equal to 5. All APN functions from the �rst, second, sixth and seventh classes are
AB, and from the �fth class are not AB. These 5 classes contain permutations. The third
and fourth classes don't contain any permutations, but contain the AB functions found
in [23].

In this case, all power functions with exponents from 1 to 30 are permutations. In order
to determine whether they are APN permutations and obtain the distribution of power
APN permutations over the indicated 5 classes of EA-equivalence, which is absent in [21],
let's recall known results. H. Dobbertin [24] conjectured that the six known in�nite families
of power APN functions presented in Table 5 exhaust the entire set of power APN functions
(in accordance with later works, the Niho case for n ≡ 3 (mod 4) was added to the original
table from [24]).

Ta b l e 5
Known in�nite families of power APN functions

Name Exponent Conditions
Gold 2k + 1 (k, n) = 1, 1 ⩽ k < n/2
Kasami 22k − 2k + 1 (k, n) = 1, 2 ⩽ k < n/2

Welch 2(n−1)/2 + 3 n odd

Niho
2(n−1)/2 + 2(n−1)/4 − 1 n ≡ 1 (mod 4)
2(n−1)/2 + 2(3n−1)/4 − 1 n ≡ 3 (mod 4)

Dobbertin 24n/5 + 23n/5 + 22n/5 + 2n/5 − 1 n ≡ 0 (mod 5)
Inverse 2n − 2 n odd

The power functions from the Welch and Niho families, and also in the case of odd n
from the Gold and Kasami families, are AB functions. At the same time, the mappings
from the Dobbertin and Inverse families are not AB. All power functions from the Gold
family are quadratic.

The equivalence of exponents was also discussed in [24], which is de�ned as follows:
if a power function xd is an APN, then a power function xh is also an APN, where for
0 ⩽ i < n modulo comparison h ≡ 2id (mod (2n − 1)) is true, and also in the case when
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xd is a permutation, one more comparison hd ≡ 2i (mod (2n − 1)) is true. In this sense,
each exponent presented above gives in fact an equivalence class of exponents for which
the power function is the APN. Unfortunately, this equivalence is sometimes forgotten to
be mentioned by some authors, which narrows the reader's understanding about possible
exponents of power APN functions.

Dobbertin's conjecture has not yet been proven, but it has been checked for all values of n
up to 34. It was shown in [25�27] that the equivalence of exponents corresponds to the CCZ-
equivalence of APN functions. It follows from [21] that the �rst and seventh classes, as well
as the second and sixth classes are CCZ-equivalent. In addition, the �rst class contains x5,
the second class contains x3, the �fth class contains x15, the sixth class contains x11, and
the seventh class contains x7. Then, after calculating the equivalent exponents for the
CCZ-equivalent power APN functions and knowing their algebraic degrees, we obtain the
following proposition.

Proposition 2. All non-a�ne power 5-dimensional permutations are APN and the
following distribution of power APN permutations over 5 classes of EA-equivalence of APN
functions in dimension 5 takes place:

� exponents 5 (Gold, Niho), 9, 10, 18, 20 correspond to the �rst class;
� exponents 3 (Gold), 6, 12, 17, 24 correspond to the second class;
� exponents 15, 23, 27, 29 (Dobbertin), 30 (Inverse) correspond to the �fth class;
� exponents 11, 13 (Kasami), 21, 22, 26 correspond to the sixth class;
� exponents 7 (Welch), 14, 19, 25, 28 correspond to the seventh class.

For n ⩾ 6, the situation with �nding the nonlinearity of APN functions becomes much
more complicated. Firstly, a complete partition of such functions into EA-equivalence classes
is currently unknown, while the number of already known EA-classes even for n = 6 is
measured in hundreds (the most advanced results in this direction are presented in [28, 29]).
Second, the complexity of computing a nonlinearity for a mapping from P n,n

2 is O(2n
2+2n)

additive operations in the �eld F2n , and thus computing such a nonlinearity for n greater
than or equal to 6 is itself a di�cult task.

Consider a special case of the APN 6-dimensional permutation S presented in [30]
(Table 6).

Ta b l e 6
APN 6-dimensional permutation

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
S(x ) 0 54 48 13 15 18 53 35 25 63 45 52 3 20 41 33

x cont.1 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
S(x ) cont.1 59 36 2 34 10 8 57 37 60 19 42 14 50 26 58 24

x cont.2 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
S(x ) cont.2 39 27 21 17 16 29 1 62 47 40 51 56 7 43 44 38

x cont.3 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
S(x ) cont.3 31 11 4 28 61 46 5 49 9 6 23 32 30 12 55 22

Permutation S, like the majority of known APN functions in dimensional 6, has a
relatively high nonlinearity in the sense (1) equal to 24. Computer calculation of its
nonlinearity gives a value 55, which exceeds the lower bound (9) by 2 and is inferior to
the upper bound (6) also by 1. In accordance with (4), the a�nity order of permutation S
is greater than or equal to 8.
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The obtained values of nonlinearity for APN functions in small dimensions allow us to
assume that, in contrast to the nonlinearity in the sense (1), all APN functions have the
same nonlinearity.

Since there are no APN 4-dimensional permutations, let's consider further the behavior
of nonlinearity for di�erentially 4-uniform permutations in dimension 4.

4. Nonlinearity of di�erentially 4-uniform permutations in dimension 4

From the results [22], it follows that there are 13 EA-equivalent classes of di�erentially
4-uniform mappings from P 4,4

2 containing 4-dimensional permutations (the second and third,
fourth and twelfth, �fth and sixth EA-classes in addition are pairwise CCZ-equivalent). As in
the case of APN functions, we represent these classes in the Table 7 through their canonical
elements in the hexadecimal notation, with three indicators for each of them, including the
nonlinearity values found here.

Ta b l e 7
Nonlinearity of di�erentially 4-uniform permutations in dimension 4

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 degF NLF NF

F1(x ) 0 0 0 0 0 1 2 3 0 2 4 8 0 12 5 7 3 2 9
F2(x ) 0 0 0 0 0 1 2 3 0 4 8 13 0 5 14 10 3 4 9
F3(x ) 0 0 0 0 0 1 2 3 0 4 8 13 0 6 11 12 3 4 9
F4(x ) 0 0 0 0 0 1 2 3 0 4 8 13 0 6 12 11 3 4 9
F5(x ) 0 0 0 0 0 1 2 4 0 1 3 6 2 8 6 15 3 2 9
F6(x ) 0 0 0 0 0 1 2 4 0 1 3 6 3 8 7 15 3 2 9
F7(x ) 0 0 0 0 0 1 2 4 0 1 3 8 2 7 13 5 3 2 9
F8(x ) 0 0 0 0 0 1 2 4 0 1 3 8 4 11 12 14 3 4 9
F9(x ) 0 0 0 0 0 1 2 4 0 1 3 8 4 13 10 14 3 4 9
F10(x ) 0 0 0 0 0 1 2 4 0 1 3 8 4 13 14 10 3 4 9
F11(x ) 0 0 0 0 0 1 2 4 0 1 6 8 2 9 13 14 3 4 9
F12(x ) 0 0 0 0 0 1 2 4 0 1 6 8 2 13 8 15 3 4 9
F13(x ) 0 0 0 0 0 1 2 4 0 2 8 15 1 10 15 6 3 4 9

Using the results [22], it can be shown based on the number of matches of canonical
elements with zero function that all EA-classes containing 4-dimensional permutations with
di�erential uniformity greater than or equal to 6 give nonlinearity less than or equal to 9.
Since, as can be seen from the Table 7, the permutations of all 13 classes have the same
nonlinearity equal to 9, we can say that di�erentially 4-uniform permutations have the
maximum possible nonlinearity in the class S4

2 , which exceeds the lower bound (7) by 1
and is inferior to the upper bound (6) by 2. In accordance with (4), the a�nity order of all
di�erentially 4-uniform 4-dimensional permutations, as for APN functions in this dimension,
is greater than or equal to 3.

At the same time, the nonlinearity in the sense (1) for permutations of the �rst, �fth,
sixth, and seventh classes is inferior to that for permutations of the remaining nine classes,
equal to 4. The latter, as is known, is the maximum possible nonlinearity in the sense (1)
for 4-dimensional permutations. Thus, we obtain the following proposition.

Proposition 3. There are 9 pairwise not EA-equivalent (7 pairwise not CCZ-equi-
valent) classes of APN functions in dimension 4 containing permutations with three optimal
nonlinearity indicators, namely: △S = 4, NLS = 4 and NS = 9.

In [31], all 4-dimensional permutations with two optimal nonlinearity indicators (△S=4,
NLS = 4) were divided into 16 a�ne equivalence classes. We represent this partition in
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terms of canonical representatives within the extended a�ne equivalence classes in the
Table 8. The left column shows the number of the EA-class from the Table 7.

Ta b l e 8
Classes of 4-dimensional permutations with optimal nonlinear indicators

No. EA-class x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

2
S1 0 1 2 13 4 7 15 6 8 11 12 9 3 14 10 5
S2 0 1 2 13 4 7 15 6 8 14 9 5 10 11 3 12

3
S3 0 1 2 13 4 7 15 6 8 11 14 3 5 9 10 12
S4 0 1 2 13 4 7 15 6 8 11 14 3 10 12 5 9

4 S5 0 1 2 13 4 7 15 6 8 14 12 11 9 3 10 5
8 S6 0 1 2 13 4 7 15 6 8 14 12 9 5 11 10 3

9
S7 0 1 2 13 4 7 15 6 8 12 9 11 10 14 5 3
S8 0 1 2 13 4 7 15 6 8 12 11 9 10 14 5 3

10
S9 0 1 2 13 4 7 15 6 8 12 14 11 10 9 3 5
S10 0 1 2 13 4 7 15 6 8 14 11 10 5 9 12 3
S11 0 1 2 13 4 7 15 6 8 14 11 10 9 3 12 5

11
S12 0 1 2 13 4 7 15 6 8 14 11 3 5 9 10 12
S13 0 1 2 13 4 7 15 6 8 14 11 5 10 9 3 12

12 S14 0 1 2 13 4 7 15 6 8 14 12 11 3 9 5 10

13
S15 0 1 2 13 4 7 15 6 8 12 5 3 10 14 11 9
S16 0 1 2 13 4 7 15 6 8 12 11 9 10 14 3 5

Note also that permutations from the second and third EA-classes have 3 quadratic
nonzero linear combinations of coordinate functions, permutations from the fourth, eleventh
and twelfth EA-classes have 1 such quadratic combination, and for permutations from the
eighth, ninth, tenth and thirteenth EA-classes, all nonzero linear combinations of coordinate
functions are cubic. In addition, all power 4-dimensional permutations, namely x7, x11, x13

and x14, are in the same thirteenth EA-class.

5. Conclusion
The nonlinearity of a vectorial function shows the minimum number of mismatches

between its images and the images of an arbitrary a�ne mapping. Here we study the
behavior of this nonlinearity for the class of mappings of the space Fn2 into itself, which
have an optimal nonlinearity of a di�erent form, namely, APN functions. For comparison
and completeness, the behavior of the nonlinearity de�ned as the maximum nonlinearity of
all nonzero combinations of coordinate functions is also given.

Among the most signi�cant results is the lower bound on the nonlinearity of APN
functions, obtained in Theorem 1 and Corollary 1. The lower bound obtained here, together
with the upper bound from [15], leave a rather narrow range for possible nonlinearity values
of APN functions, which is presented in Table 9 for n ⩽ 8.

Ta b l e 9
Bounds on nonlinearity of APN functions

n 1 2 3 4 5 6 7 8
Lover bound (9) or (11) 0 1 4 10 24 53 112 233
Exact value (Section 3) 0 1 4 10 25 (55) ? ? ?

Upper bound (6) 0 1 4 10 25 56 119 246

In addition, the lower nonlinearity bound makes it possible to obtain a lower bound on
the a�nity order of such mappings (Corollary 2), which guarantees that in an arbitrary
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piecewise a�ne representation of any APN function F there is at least the obtained number
of a�nity domains. This number directly a�ects the complexity of solving the system of
nonlinear equations given by F [20].

The results obtained for the nonlinearity of APN functions in small dimension allow
us to formulate some problems and make conjectures about its behavior in the general
case. As has been shown, all APN functions of �xed dimension up to 5 have the same
nonlinearity value (in contrast to the nonlinearity de�ned as the minimal nonlinearity of
nonzero combinations of coordinate functions). In this regard, the following question arises.

Problem 1. Do all APN functions in �xed dimension really have the same nonlinearity
value?

It was also shown here that all APN functions in dimension up to 5 have the maximum
possible nonlinearity among all mappings in the corresponding dimension. Therefore, if the
answer to the �rst question is yes, then the second question arises.

Problem 2. Is the value of the nonlinearity of APN functions the maximum possible
among all mappings in the corresponding dimension?

In [7] it was conjectured that the nonlinearity of all vectorial Boolean functions from P n,k
2

is less than or equal to (1 − 2−k)(2n − 2n/2), and, accordingly, for k = n, the conjectured
upper bound has the form

NF ⩽ 2n − 2n/2 − 1 + 2−n/2. (14)

From the results obtained above, it is easy to see that the studied 6-dimensional
permutation also has a nonlinearity value coinciding with (14). In a sense, this con�rms
the conjecture that all APN functions have the same nonlinearity, which is the maximum
possible among all mappings in corresponding dimension.

In the paper, the distribution of power APN permutations over 5 classes of EA-
equivalence of APN functions in dimension 5 is obtained (Proposition 2).

All possible 9 classes of EA-equivalent di�erentially 4-uniform vectorial functions in
dimension 4, containing permutations and having optimal two other nonlinearity indicators
are also presented (Proposition 3). Using Table 7 and Table 8, it is much easier to �nd
combinations of not EA-equivalent 4-dimensional permutations with all three optimal
nonlinearity indicators.
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Êëþ÷åâûå ñëîâà: êðàòêèå íåèíòåðàêòèâíûå àðãóìåíòû, ïóáëè÷íûå ïàðàìåò-
ðû, ãëàâíûå ññûëî÷íûå ñòðîêè, çàùèù¼ííîñòü.

SECURE FORMATION OF PUBLIC PARAMETERS AND ELIMINATION
OF VULNERABILITIES OF ZERO-KNOWLEDGE SUCCINT
NON-INTERACTIVE ARGUMENTS OF KNOWLEDGE

I. V. Martynenkov

JSC �KVANT-TELECOM�, Moscow, Russia

The methods of eliminating vulnerabilities of zero-knowledge succinct non-interactive
arguments of knowlede are considered. The methods are based on the security of
public parameters formation in the form of common reference strings using a trusted
third party and multilateral interaction. The multilateral formation of the common
reference strings uses the only honest party with a fixed and unlimited set of partici-
pants, as well as verification of the reliability of the results. Examples of increasing the
level of security of zero-knowledge succinct non-interactive arguments of knowledge
based on the correction of proof verification equations and the values of the common
reference strings, eliminating redundant elements from the common reference strings
and the keys of proof formation are given. The protocols that develop the construction
of the common reference strings from static to updatable and universal versions are
mentioned.

Keywords: succinct non-interactive arguments, public parameters, common reference
strings, security.
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Ââåäåíèå
Îïèñàíû ñïîñîáû óñòðàíåíèÿ óÿçâèìîñòåé ïðîòîêîëîâ zk-SNARK [1], îñíîâàííûõ

íà çàùèù¼ííîì ôîðìèðîâàíèè ïóáëè÷íûõ ïàðàìåòðîâ â âèäå ãëàâíûõ ññûëî÷íûõ
ñòðîê (Common Reference String, CRS) ñ èñïîëüçîâàíèåì äîâåðåííîé òðåòüåé ñòîðî-
íû è ìíîãîñòîðîííåãî âçàèìîäåéñòâèÿ. Äëÿ ïðîòîêîëîâ zk-SNARK [2, 3], èñïîëüçóå-
ìûõ â êðèïòîâàëþòå Zcash [4], ðàññìàòðèâàåòñÿ ìíîãîñòîðîííåå ôîðìèðîâàíèå CRS [5]
ñ åäèíñòâåííîé ÷åñòíîé ñòîðîíîé. Äëÿ ïðîòîêîëà zk-SNARK [6] íà ïðèìåðå [7] ðàñ-
ñìîòðåíî áîëåå çàùèù¼ííîå ôîðìèðîâàíèå CRS ñ íåîãðàíè÷åííûì íàáîðîì ñòîðîí
â ðàñøèðÿåìîì îíëàéí-ðåæèìå, âåðèôèêàöèåé ðåçóëüòàòîâ è åäèíñòâåííîé ÷åñòíîé
ñòîðîíîé. Ïîâûøåíèå óðîâíÿ çàùèù¼ííîñòè ïðîòîêîëà zk-SNARK [6] òàêæå ïðåä-
ñòàâëåíî ïåðåðàáîòàííîé âåðñèåé [8], â êîòîðîé âûïîëíåíà êîððåêòèðîâêà óðàâíåíèé
âåðèôèêàöèè è çíà÷åíèé, âêëþ÷àåìûõ â CRS. Ñîãëàñíî èñòî÷íèêàì [9, 10], óêàçûâà-
åòñÿ îøèáêà îïèñàíèÿ ïðîòîêîëà zk-SNARK [3], îñíîâàííîãî íà ïðîòîêîëå zk-SNARK
¾Pinocchio¿ [2]. Óÿçâèìîñòü [9, 10] îïèðàåòñÿ íà èçáûòî÷íûå ýëåìåíòû, âêëþ÷àåìûå
â CRS è êëþ÷ ôîðìèðîâàíèÿ äîêàçàòåëüñòâ, êîòîðûå ïîçâîëÿþò ñòðîèòü äîêàçàòåëü-
ñòâà äëÿ ïðîèçâîëüíûõ îòêðûòûõ âõîäîâ. Ïðèâîäèòñÿ ìåòîä [9] óñòðàíåíèÿ óêàçàííîé
óÿçâèìîñòè.

Â êà÷åñòâå óïîìèíàíèÿ ïðèâîäèòñÿ íàáîð ïðîòîêîëîâ [11�13], ðàçâèâàþùèé ôîð-
ìèðîâàíèå CRS [7] îò ñòàòè÷åñêîé äî îáíîâëÿåìîé è óíèâåðñàëüíîé âåðñèé, â òîì
÷èñëå äëÿ ïðîòîêîëà zk-SNARK [6] è êðèïòîâàëþòû Zcash [4]. Ñîãëàñíî èñòî÷íè-
êàì [14, 15], êðàòêî îòìå÷åíà âîçìîæíîñòü ïîâûøåíèÿ óðîâíÿ çàùèù¼ííîñòè ïðîòî-
êîëà zk-SNARK [2] äëÿ ñëó÷àÿ ñãîâîðà âñåõ ñòîðîí ôîðìèðîâàíèÿ CRS ïðè óñëîâèè
ïðåäâàðèòåëüíîé ïðîâåðêè äîêàçàòåëüñòâ.

1. Ïðîòîêîë íàä¼æíîãî ôîðìèðîâàíèÿ CRS
ñ ôèêñèðîâàííûì íàáîðîì ñòîðîí

Â [14] ïðåäñòàâëåí ìåòîä ôîðìèðîâàíèÿ CRS äëÿ ñëó÷àÿ ñãîâîðà âñåõ çàäåéñòâî-
âàííûõ ñòîðîí, ïðè êîòîðîì íàðóøèòåëè ñïîñîáíû ðåêîíñòðóèðîâàòü ¾ëàçåéêó¿ τ
è ïîääåëûâàòü äîêàçàòåëüñòâà π. Â ðàáîòå [5] óñòðàíÿþòñÿ ïðîáëåìû çàùèù¼ííî-
ñòè [14] è ïðèâåä¼í ìíîãîñòîðîííèé ïðîòîêîë ôîðìèðîâàíèÿ CRS äëÿ ïðîòîêîëîâ
zk-SNARK [2, 3], èñïîëüçóåìûõ â êðèïòîâàëþòå Zcash [4]. Åñëè õîòÿ áû îäíà ñòîðî-
íà ÿâëÿåòñÿ ÷åñòíîé, òî êîíñòðóèðîâàíèå ìîøåííè÷åñêèõ äîêàçàòåëüñòâ ñòàíîâèòñÿ
íåâîçìîæíûì. Äîïîëíèòåëüíî îáåñïå÷èâàåòñÿ ñâîéñòâî íóëåâîãî ðàçãëàøåíèÿ (Zero-
Knowledge, ZK), äàæå åñëè âñå ñòîðîíû ÿâëÿþòñÿ íàðóøèòåëÿìè.

Â ïðîòîêîëå ôîðìèðîâàíèÿ CRS [5] ïðèíèìàþò ó÷àñòèå n ñòîðîí, êîîðäèíàòîð
è âåðèôèêàòîð. Ðîëü ïîñëåäíèõ ìîæåò âûïîëíÿòüñÿ îäíèì ñåðâåðîì. Ïðîâåðêà êîð-
ðåêòíîñòè ðåçóëüòàòîâ ïðîòîêîëà ïðîèñõîäèò ïîñëå åãî ïîëíîãî âûïîëíåíèÿ, ÷òî ìî-
æåò îêàçàòüñÿ íåäîñòàòêîì è ïîòðåáóåò ïåðåâûïîëíåíèÿ âñåãî òÿæåëîâåñíîãî ïðîöåññà
ôîðìèðîâàíèÿ CRS. Ïðîòîêîë ñîñòîèò èç ÷åòûð¼õ ðàóíäîâ, ãäå êàæäàÿ ñòîðîíà Pi,
i = 1, . . . , n, ìîæåò îòïðàâèòü ñâî¼ ñîîáùåíèå ïîñëå ïîëó÷åíèÿ ñîîáùåíèÿ îò Pi−1, à P1

íà÷èíàåò ðàáîòó ïîñëå ïðè¼ìà ñîîáùåíèÿ èíèöèàëèçàöèè. Â ïðåäåëàõ êàæäîãî ðàóíäà
ñòîðîíû ìîãóò îòïðàâëÿòü ñîîáùåíèÿ äëÿ êîîðäèíàòîðà ïàðàëëåëüíî. Òàêèì îáðàçîì,
ïðîòîêîë ôîðìèðîâàíèÿ CRS [5] èìååò âèä:
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Ðàóíä � 1. Äëÿ i = 1, . . . , n ñòîðîíû Pi âûïîëíÿþò ñëåäóþùèå øàãè:

1. Âûâîäÿòñÿ íàáîðû ñëó÷àéíûõ ýëåìåíòîâ èç F∗
r (äëÿ íàãëÿäíîñòè çäåñü è äàëåå

i-èíäåêñû âèäà ρB,i íå ïðèâîäÿòñÿ, à ïîäðàçóìåâàþòñÿ ïî óìîë÷àíèþ):

secretsi = {τ, ρA, ρB, αA, αB, αC , β, γ},
elementsi = {τ, ρA, ρB, αA, αB, αC , β, γ, ρAαA, ρBαB, ρAρB, ρAρBαC , βγ}i.

(1)

2. Íà îñíîâå (1) âû÷èñëÿåòñÿ íàáîð ýëåìåíòîâ, äëÿ ÷åãî Pi âûáèðàåò ñëó÷àéíûå
f1, f2, f3 ∈ G2 \ {0}, f4, f5, f6, f7, f8 ∈ G1 \ {0}, à çàòåì ñîõðàíÿåò íàáîðû ýëåìåí-
òîâ G2 è G1 ñîîòâåòñòâåííî:

e
(2)
i = {f1, f1ρA, f1ρAαA, f1ρAρBαC , f1ρAρB, f1ρAρBαB, f2, f2β, f2βγ, f3, f3τ},

e
(1)
i = {f4, f4αA, f5, f5αC , f6, f6ρB, f7, f7ρA, f8, f8γ}.

3. Âû÷èñëÿåòñÿ ðåçóëüòèðóþùèé âåêòîð ei =
(
e
(1)
i ∥ e

(2)
i

)
.

4. Ñòîðîíû Pi øèðîêîâåùàòåëüíî ïåðåäàþò hi = COMMIT(ei), ñîîòâåòñòâóþùåå
âû÷èñëåíèþ õåø-ôóíêöèè (â ðàáîòå [5] èñïîëüçóåòñÿ BLAKE-2).

Îòíîñèòåëüíî ei òðåáóåòñÿ, ÷òîáû äëÿ êàæäîãî s ∈ secretsi (1) ïðè s ∈ F∗
r âñåãäà

ïðèñóòñòâîâàëà íåîáõîäèìàÿ s-ïàðà (p, q), ãäå s · p = q. Äëÿ êîíêðåòíîé ãðóïïû èñ-
ïîëüçóåòñÿ òåðìèí G-s-ïàðà. Íàïðèìåð, ïî f1, f1ρA, f1ρAρB ñòðîÿòñÿ ρA-ïàðà (f1, f1ρA),
ρB-ïàðà (f1ρA, f1ρAρB) è ρAρB-ïàðà (f1, f1ρAρB).

Ðàóíä � 2.
× à ñ ò ü 1 . Âûïîëíÿåòñÿ ðàñêðûòèå îáÿçàòåëüñòâ, ïðè êîòîðîì ñòîðîíû Pi øèðî-

êîâåùàòåëüíî ïåðåäàþò ei, à âåðèôèêàòîð ïðîâåðÿåò ñîîòâåòñòâèå hi = COMMIT(ei).
Äàëåå elementsi (1) ïðèíèìàþò íàèìåíîâàíèå çàôèêñèðîâàííûõ ýëåìåíòîâ, òàê êàê
ê òåêóùåìó ìîìåíòó âûïîëíåíèÿ ïðîòîêîëà äëÿ êàæäîãî s ∈ elementsi ñòîðîíû îò-
ïðàâèëè s-ïàðû äëÿ G1 è G2 â âèäå rp1s è rp2s. Äëÿ ïðåäñòàâëåííûõ íèæå çíà÷åíèé
ïåðåäàííûå ñòîðîíàìè Pi ýëåìåíòû è s-ïàðû èìåþò ñëåäóþùèé âèä:

τ : (rp1τ , rp
2
τ ) = (g, τg), γ : (rp1γ, rp

2
γ) = (g, γg),

ρA : (rp1ρA , rp
2
ρA
) = (g, ρAg), ρAαA : (rp1ρAαA

, rp2ρAαA
) = (g, ρAαAg),

ρB : (rp1ρB , rp
2
ρB
) = (g, ρBg), ρBαB : (rp1ρBαB

, rp2ρBαB
) = (ρAg, ρAρBαBg),

αA : (rp1αA
, rp2αA

) = (ρAg, ρAαAg), ρAρB : (rp1ρAρB , rp
2
ρAρB

) = (g, ρAρBg),

αB : (rp1αB
, rp2αB

) = (ρAρBg, ρAρBαBg), ρAρBαC : (rp1ρAρBαC
, rp2ρAρBαC

) = (g, ρAρBαCg),

αC : (rp1αC
, rp2αC

) = (ρAρBg, ρAρBαCg), βγ : (rp1βγ, rp
2
βγ) = (g, βγg).

β : (rp1β, rp
2
β) = (γg, βγg),

(2)

× à ñ ò ü 2 . Ïðîâåðÿåòñÿ ôàêò ôèêñàöèè ñòîðîíàìè Pi ïàð ýëåìåíòîâ èç G1 è G2,
âõîäÿùèõ â rp1s è rp2s, ñîîòâåòñòâóþùèõ s-ïàðàì îäèíàêîâûõ ýëåìåíòîâ s ∈ F∗

r. Äëÿ i ∈
∈ {1, . . . , n}, s ∈ elementsi âåðèôèêàòîð çàïóñêàåò ïðîâåðêó

SameRatio(rp1s, rp
2
s) = SameRatio((p, q), (f,H)). (3)

Ïðîâåðêà (3) óñïåøíà, åñëè ïðè p, q ∈ G1 è f,H ∈ G2 âñå ÷åòûðå ýëåìåíòà íå ðàâíû 0
è e(p,H) = e(q, f) äëÿ áèëèíåéíîãî ñïàðèâàíèÿ e(ag1, bg2) = gabT .

× à ñ ò ü 3 . Âûïîëíÿåòñÿ äîêàçàòåëüñòâî è ïðîâåðêà çíàíèé äèñêðåòíûõ ëîãàðèô-
ìîâ. Ñòîðîíà P1 âû÷èñëÿåò äàéäæåñò ñîîáùåíèé ðàóíäà � 1 h = COMMIT(h1 ∥ . . . ∥
∥ hn) è øèðîêîâåùàòåëüíî åãî ïåðåäà¼ò. Çàòåì äëÿ i = 1, . . . , n âûïîëíÿþòñÿ ñëåäóþ-
ùèå øàãè:
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1. Äëÿ s ∈ secretsi (1) ôèêñèðóåòñÿ hi,s = (h ∥ rp1s). Âñå ñòîðîíû Pi è âåðèôèêàòîð
èìåþò ýëåìåíòû äëÿ âû÷èñëåíèÿ òåêóùåãî øàãà.

2. Äëÿ êàæäîãî s ∈ secretsi ñòîðîíàìè Pi øèðîêîâåùàòåëüíî ïåðåäàþòñÿ äîêàçà-
òåëüñòâà πi,s:

πi,s = NIZK(rp1s, hi,s). (4)

Ôóíêöèÿ NIZK (4) îñíîâàíà íà ïðîòîêîëå Øíîððà [16, 17], êîòîðàÿ ïî s-ïàðå
rps = (f,H = sf) è ñòðîêå h âûâîäèò ðàíäîìèçèðîâàííóþ ñòðîêó� äîêàçà-
òåëüñòâî çíàíèÿ ñòðîêè s. Äëÿ ôóíêöèè (4) âûáèðàåòñÿ ñëó÷àéíîå a è R = af .
Âû÷èñëÿåòñÿ c = COMMIT(R ∥ h), êîòîðîå èíòåðïðåòèðóåòñÿ êàê ýëåìåíò Fr,
íàïðèìåð âçÿòèåì ïåðâûõ log r áèò, à òàêæå u = a + cs. Ðåçóëüòàòîì ÿâëÿåòñÿ
ïàðà (R, u).

3. Äëÿ êàæäîãî s ∈ secretsi âåðèôèêàòîðîì ïðîâîäèòñÿ ïðîâåðêà

1/0 = VERIFY − NIZK(rp1s, πi,s, hi,s). (5)

Ôóíêöèÿ (5) ïðîâåðÿåò, äåéñòâèòåëüíî ëè äîêàçàòåëüñòâî ñîîòâåòñòâóåò çàäàí-
íîìó h. Äëÿ ýòîãî âû÷èñëÿåòñÿ c = COMMIT(R ∥ h) è äîêàçàòåëüñòâî ïðèíèìà-
åòñÿ, åñëè uf = R + cH.

× à ñ ò ü 4 . Äëÿ τ = τ1, . . . , τn (2) âû÷èñëÿåòñÿ âåêòîð

POWERSr = ((1, τ, τ 2, . . . , τ d)g1, (1, τ, τ
2, . . . , τ d)g2).

1. Ñòîðîíîé P1 âûïîëíÿåòñÿ øèðîêîâåùàòåëüíàÿ ïåðåäà÷à V1 = (1, τ, τ 2, . . . , τ d)g1
è V ′

1 = (1, τ, τ 2, . . . , τ d)g2, à äëÿ i = 2, . . . , n�øèðîêîâåùàòåëüíàÿ ïåðåäà÷à ñòî-
ðîíàìè Pi çíà÷åíèé Vi = powerMult(Vi−1, τi) è V

′
i = powerMult(V ′

i−1, τi−1). Íàïðè-
ìåð, äëÿ âåêòîðà V ∈ Gd+1 è a ∈ Fr ôóíêöèÿ powerMult(V, a)i∈{0,...,d} = {aiV :
i = 0, . . . , d} ∈ Gd+1.

2. Äëÿ i ∈ {2, . . . , n} âåðèôèêàòîð ïîäòâåðæäàåò êîððåêòíîñòü ðàíåå ïåðåäàííûõ
âåêòîðîâ. Âûïîëíÿþòñÿ ïðîâåðêè

SameRatioSeq(V1, rp
(2)
τ1
), SameRatioSeq(V ′

1 , (V1,0, V1,1)),

SameRatioSeq(Vi, (V
′
i,0, V

′
i,1)), SameRatioSeq(V ′

i , (Vi,0, Vi,1)),

SameRatio((Vi−1,1, Vi,1), rp
(2)
τi
).

(6)

Åñëè ïðîâåðêè (6) âûïîëíÿþòñÿ, òî íà âûõîä ïîäàþòñÿ êîìïîíåíòû êëþ÷à äî-
êàçàòåëüñòâà (PKH = Vn, PK

′
H = V ′

n). Ôóíêöèÿ ïîäòâåðæäåíèÿ ñîîòâåòñòâèÿ
äâóõ ïàð ýëåìåíòîâ s-ïàðàì SameRatio() îïèñàíà â (3). Ôóíêöèÿ SameRatioSeq()
äëÿ V ∈ Gd

1 è rps ∈ G2
2 ïðîâåðÿåò, ÷òî êàæäûå äâà ïîñëåäîâàòåëüíûõ ýëå-

ìåíòà V ÿâëÿþòñÿ s-ïàðîé. Îíà ñîîòâåòñòâóåò âûçîâó SameRatio(V ′, rps) äëÿ
V ′ = ((V0, V1), (V1, V2), . . . , (Vd−1, Vd)).

3. Âûïîëíÿåòñÿ ïðîâåðêà êîðíåé Z(x). Äëÿ îáåñïå÷åíèÿ íóëåâîãî ðàçãëàøåíèÿ
òðåáóåòñÿ, ÷òîáû τ ÿâëÿëîñü êîðíåì Z(x) = xd − 1. Äëÿ ýòîãî âåðèôèêàòîð è
âñå Pi ïðîâåðÿþò ðàâåíñòâî Z(τ)g1 = (τ d−1)g1 = Vn,d−Vn,0 ̸= 1, èíà÷å ïðîòîêîë
ïåðåçàïóñêàåòñÿ.

4. Èñïîëüçóåòñÿ íàáîð âåêòîðîâ êâàäðàòè÷íîé àðèôìåòè÷åñêîé ïðîãðàììû (Quad-
ratic Arithmetic Program, QAP). Êîîðäèíàòîð âû÷èñëÿåò QAP-âåêòîðû äîêàçà-
òåëüñòâà A,B,B2,C â òî÷êå τ , ãäå, â îòëè÷èå îò [3], Am+1 = Bm+1 = Cm+1 =
= Z[τ ]g1 = (τ d − 1)g1:

A = g1{Ai(τ) : i = 0, . . . ,m+ 1}, B = g1{Bi(τ) : i = 0, . . . ,m+ 1},
B2 = g2{Bi(τ) : i = 0, . . . ,m+ 1}, C = g1{Ci(τ) : i = 0, . . . ,m+ 1}.

(7)
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Ðàóíä � 3.
× à ñ ò ü 1 . Êîîðäèíàòîð øèðîêîâåùàòåëüíî ïåðåäàåò âåêòîðû A,B,B2,C (7).
× à ñ ò ü 2 . Äëÿ ïîëó÷åíèÿ ðàçëè÷íûõ ýëåìåíòîâ êëþ÷åé âûïîëíÿåòñÿ ïîäïðîòî-

êîë âûðàáîòêè ñëó÷àéíûõ êîýôôèöèåíòîâ RCPC. Äëÿ ýëåìåíòîâ α = (α1, . . . , αn) ∈
∈ elementsi (1) âû÷èñëÿþòñÿ ýëåìåíòû êëþ÷åé

PKA = RCPC(A, ρA), PKB = RCPC(B2, ρB), PKC = RCPC(C, ρAρB),

PK ′
A = RCPC(A, ρAαA), PK ′

B = RCPC(B, ρBαB), PK ′
C = RCPC(C, ρAρBαC),

tempB = RCPC(B, ρB), V KZ = RCPC(g2Z(τ) = g2(τ
d − 1), ρAρB),

V KA = RCPC(g2, αA), V KB = RCPC(g1, αB), V KC = RCPC(g2, αC).

(8)

Äëÿ ðàñ÷¼òîâ (8) íå òðåáóåòñÿ s-ïàðà äëÿ êàæäîãî s ∈ secretsi êàæäîé ãðóïïû. Íà-
ïðèìåð, òðåáóåòñÿ òîëüêî G2-ρA-ïàðà, êîòîðàÿ èñïîëüçóåòñÿ äëÿ âû÷èñëåíèÿ PKA, à
G1-ρA-ïàðà íå èñïîëüçóåòñÿ.

Ïîäïðîòîêîë RCPC (8) ïîêîîðäèíàòíî óìíîæàåò âåêòîð ýëåìåíòîâ èç G1 íà ñêàëÿð
α ∈ F∗

r. Ïåðåä âûçîâîì ïîäïðîòîêîëà äëÿ êàæäîãî i ∈ {1, . . . , n} ñòîðîíû Pi ïåðåäà-
ëè G2-αi-ïàðû rpαi

, äîñòóïíûå âåðèôèêàòîðó. Òàêèì îáðàçîì, RCPC(V, α) ïðèíèìàåò
V ∈ Gd

1 è αi ∈ F∗
r äëÿ i ∈ {1, . . . , n}. Ñòîðîíà P1 âû÷èñëÿåò V1 = α1V , à äëÿ

i = 2, . . . , n ñòîðîíû Pi øèðîêîâåøàòåëüíî ïåðåäàþò Vi = αiVi−1. Â èòîãå ñòîðîíû
âûâîäÿò Vn = αV .

Ðàóíä � 4. Âû÷èñëÿþòñÿ êîìïîíåíòû êëþ÷åé, ñîäåðæàùèå ýëåìåíò β, äëÿ ÷åãî
ñòîðîíû Pi èëè òîëüêî êîîðäèíàòîð ðàññ÷èòûâàþò V = PKA + tempB + PKC . Çàòåì
ñòîðîíû âû÷èñëÿþò

PKK = RCPC(V, β), V Kγ = RCPC(g2, γ),

V K
(1)
βγ = RCPC(g1, βγ), V K

(2)
βγ = RCPC(g2, βγ).

Â çàêëþ÷åíèå âåðèôèêàòîð çàïóñêàåò ôóíêöèþ verifyRCPC() íà âõîäíûõ ïàðàìåòðàõ
â âèäå ðåçóëüòàòîâ ðàáîòû ðàóíäîâ � 3, 4. Âåðèôèêàöèÿ óñïåøíà, åñëè âñå âûçîâû
ïîäòâåðæäåíû.

Äëÿ âåêòîðîâ S, T ∈ Gd
1 è G2-α-ïàðû rpα ôóíêöèÿ sameRatio((S, T ), rpα) (3) âîç-

âðàùàåò sameRatio(V, rpα), ãäå Vi = (Si, Ti). Ôóíêöèÿ verifyRCPC(V, α) ïðèíèìàåò V ,
à òàêæå V1, . . . , Vn ∈ Gd

1 è G2-αi-ïàðû rpαi
äëÿ i ∈ {1, . . . , n}. Çàòåì çàïóñêàåòñÿ

sameRatio((V, V1), rpα1
), à äëÿ i = 2, . . . , n çàïóñêàåòñÿ sameRatio((Vi−1, Vi), rpαi

). Åñëè
âñå èòåðàöèè óñïåøíû, âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ.

Â ðàáîòå [15] îòìå÷àåòñÿ, ÷òî çëîíàìåðåííûé âûáîð ñåêðåòíûõ ïàðàìåòðîâ, çàâè-
ñÿùèõ îò τ, ρA, ρB, αA, αC , γ, β ∈ F∗

r, ìîæåò íàðóøèòü ñâîéñòâî íóëåâîãî ðàçãëàøåíèÿ
ïðîòîêîëà [2]. Äàæå ïðè îòñóòñòâèè ÷åñòíûõ ñòîðîí Pi ôîðìèðîâàíèå CRS ñïîñîáîì [5]
óñòðàíÿåò äàííóþ óÿçâèìîñòü ïðîòîêîëà [2] ïðè óñëîâèè ïðîâåðêè äîêàçàòåëüñòâà ïå-
ðåä åãî îòïðàâêîé.

2. Ïðîòîêîë íàä¼æíîãî ôîðìèðîâàíèÿ CRS ñ íåîãðàíè÷åííûì
è ðàñøèðÿåìûì íàáîðîì ñòîðîí

Ïî ñðàâíåíèþ ñ ðàáîòîé [5], â [7] ðàññìîòðåíî áîëåå çàùèù¼ííîå ôîðìèðîâàíèå
CRS ïðîòîêîëà zk-SNARK [6]. Àëãîðèòìû ôîðìèðîâàíèÿ äîêàçàòåëüñòâà è âåðèôèêà-
öèè ñîîòâåòñòâóþò ïðîòîêîëó zk-SNARK [6]. Ïðîòîêîë [7] ðàáîòàåò ñ íåîãðàíè÷åííûì
íàáîðîì ñòîðîí â ðàñøèðÿåìîì îíëàéí-ðåæèìå áåç èõ ïðåäâàðèòåëüíîãî âûáîðà, íå
òðåáóåò õðàíåíèÿ êîíôèäåíöèàëüíûõ çíà÷åíèé â òå÷åíèå äëèòåëüíîãî âðåìåíè è ïðåä-
âàðèòåëüíîé ôèêñàöèè ñëó÷àéíûõ çíà÷åíèé. Äîêàçàòåëüñòâà áóäóò äîñòîâåðíû, åñëè
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õîòÿ áû îäíà èç N ñòîðîí ÿâëÿåòñÿ ÷åñòíîé. Äîïîëíèòåëüíóþ ðîëü èãðàåò íåíàä¼æíûé
êîîðäèíàòîð� äåòåðìèíèðîâàííàÿ ôóíêöèÿ, ïðè÷¼ì ëþáàÿ ñòîðîíà ñïîñîáíà ïðîâå-
ðèòü êîððåêòíîñòü åãî ñîîáùåíèé. Â ÷àñòíîñòè, âåðèôèêàòîð ôîðìèðîâàíèÿ CRS [7]
íåçàâèñèìî âû÷èñëÿåò ñîîáùåíèÿ êîîðäèíàòîðà è ïðîâåðÿåò èõ äîñòîâåðíîñòü. Â ðîëè
âåðèôèêàòîðà ìîæåò âûñòóïàòü êàê êîîðäèíàòîð, òàê è ëþáàÿ ñòîðîíà ïðîòîêîëà.

Â [7] àðèôìåòè÷åñêàÿ ñõåìà C íàä Fp ðàññìàòðèâàåòñÿ êàê ÷åðåäóþùèåñÿ ñëîè
óìíîæåíèÿ/äåëåíèÿ C1, . . . ,Cd è èõ ëèíåéíûå êîìáèíàöèè L1, . . . ,Ld. Âõîä ñõåìû x
ðàçäåëÿåòñÿ íà íåïåðåñåêàþùèåñÿ íàáîðû x1, . . . ,xd, ñîîòâåòñòâóþùèå ñëîÿì. Öåëüþ
âû÷èñëåíèé ÿâëÿåòñÿ âûâîä C(x)g äëÿ ïðîèçâîëüíîãî âõîäà x. Äåòàëüíåå, ðàññìàòðè-
âàåòñÿ ïðîèçâåäåíèå x = (x1 · . . . ·xN ·x′), ãäå xi ∈ (F∗

p)
t � âõîä ñòîðîíû Pi, à x

′ � âûõîä
ôóíêöèè ðàíäîìèçàöèè RB. Óðîâíè ñõåìû îáîçíà÷àþòñÿ êàê C1,L1, . . . ,Cd,Ld, è ïðî-
òîêîë âûïîëíÿåò d ðàáî÷èõ ôàç. Äëÿ âûïîëíåíèÿ îäíîé ôàçû ôèêñèðóåòñÿ óðîâåíü
l ∈ {1, . . . , d}, C = Cl è L = Ll. Ïðåäïîëàãàåòñÿ, ÷òî äëÿ âñåõ âåíòèëåé g ïðåäûäóùèõ
óðîâíåé C1,L1, . . . ,Cl−1,Ll−1 óæå âû÷èñëåí íàáîð çíà÷åíèé [g] ∈ G = G1 ×G2.

Ïî ñðàâíåíèþ ñ ïðîòîêîëîì zk-SNARK [6] â CRS [7] äîáàâëåíû ýëåìåíòû

{xi : i = n, . . . , 2n− 2}, {αxi : i = 1, . . . , n− 1}, {βxi : i = 1, . . . , n− 1} (9)

è óáðàíû ýëåìåíòû {(βui(x) + αvi(x) + wi(x))/γ : i = 0, . . . , l}, γ, êîòîðûå ÿâëÿþòñÿ
ëèíåéíîé êîìáèíàöèåé êîìïîíåíòîâ CRS è äîáàâëåííûõ ýëåìåíòîâ (9). Â [7] ïðîòîêîë
zk-SNARK [6] âû÷èñëÿåòñÿ ñ ïîìîùüþ ñõåìû ñ äâóìÿ ñëîÿìè. Ïðè ýòîì ñëîé C1 èìååò
âõîä x1 = {x, α, β} è âû÷èñëÿåò (9). Ñëîé L1 âû÷èñëÿåò {xit(x) : i = 0, . . . , n − 2} êàê
ëèíåéíûå êîìáèíàöèè xi, i ∈ {0, . . . , 2n − 2}, ãäå deg(t(x)) = n, à òàêæå {(βui(x) +
+ αvi(x) + wi(x)) : i = 0, . . . ,m} êàê ëèíåéíûå êîìáèíàöèè ðåçóëüòàòîâ C1. Ñëîé C2

èìååò âõîä x2 = {δ} è âû÷èñëÿåò δ, {(βui(x) + αvi(x) + wi(x))/δ : i = l + 1, . . . ,m},
{xit(x)/δ : i = 0, . . . , n− 2}.

Äëÿ óïðîùåíèÿ íàä¼æíîå ôîðìèðîâàíèå CRS [7] äëÿ ïðîòîêîëà zk-SNARK [6]
ïðåäñòàâëåíî äëÿ îäíîé ãðóïïû è àíàëîãè÷íî äëÿ äðóãèõ ãðóïï. Èñïîëüçóþòñÿ ñëå-
äóþùèå çíà÷åíèÿ: n� ñòåïåíü ïîëèíîìîâ QAP [6]; [x]�íàáîð çíà÷åíèé âñåõ îòêðû-
òûõ âõîäîâ; {1, . . . , l}�èíäåêñû îòêðûòûõ âõîäîâ; {l+1, . . . ,m}�èíäåêñû ñåêðåòíûõ
âõîäîâ. Çíà÷åíèå M ÿâëÿåòñÿ âû÷èñëÿåìûì âûõîäîì â G1, G2 èëè G = G1 × G2;
Pj � ñòîðîíû ïðîòîêîëà ïðè j ∈ {1, . . . , N}; [M ]j � çíà÷åíèå M ïîñëå âíåñåíèÿ ñòî-
ðîíàìè P1, . . . , Pj äîëåé ðàñïðåäåë¼ííûõ âû÷èñëåíèé; [M ]0 �íà÷àëüíîå çíà÷åíèå; g =
= (g1, g2)�ïîðîæäàþùèå ýëåìåíòû ãðóïï G1,G2. Âûïîëíÿþòñÿ äâà ðàóíäà ïðîòîêî-
ëà [7].

Ðàóíä � 1. Èñïîëüçóþòñÿ ñëåäóþùèå âñïîìîãàòåëüíûå ôóíêöèè. Ôîðìèðîâàíèå
äîêàçàòåëüñòâà çíàíèÿ α ∈ F∗

p âûïîëíÿåòñÿ ôóíêöèåé POK(α,v), êîòîðàÿ ñòðîèò r =
= R([α]1,v) ∈ G∗

2 è íà âûõîä ïîäàåò ([α]1, αr), ãäå R� õåø-ôóíêöèÿ; [α]1 = αg1 ïðè
⟨g1⟩ = G1. Âåðèôèêàöèÿ äîêàçàòåëüñòâà çíàíèÿ α ∈ F∗

p âûïîëíÿåòñÿ çà ñ÷¼ò ôóíêöèè
CheckPOK(a,v, b) ïðè a ∈ G∗

1, b ∈ G∗
2, êîòîðàÿ ñòðîèò r = R(a,v) ∈ G∗

2 è íà âûõîä
ïîäà¼ò SameRatio((g1, a), (r, b)). Ôóíêöèÿ SameRatio (3) ñîîòâåòñòâóåò [5].

Ôóíêöèÿ Consistent(A,B,C) [7] èñïîëüçóåò (A,B) ∈ G2
1 èëè (A,B) ∈ G1 × G2 =

= G2, à òàêæå C ∈ G∗
2 èëè C ∈ (G∗

2)
2. Åñëè C ∈ (G∗

2)
2, òî âû÷èñëÿåòñÿ r =

= SameRatio((A1, B1), (C1, C2)), èíà÷å r = SameRatio((A1, B1), (g2, C)). Åñëè (A,B) ∈
∈ G2

1, òî íà âûõîä ïîäà¼òñÿ r, èíà÷å âûâîäèòñÿ r è SameRatio((A1, B1), (A2, B2)). Âåðè-
ôèêàòîð ïðîòîêîëà äëÿ j ∈ {1, . . . , N} âû÷èñëÿåò rα,j = R([αj]1, transcript1,j−1), rβ,j =
= R([βj]1, transcript1,j−1), rx,j = R([xj]1, transcript1,j−1). Ôóíêöèÿ transcript1,j−1 âûâîäèò
ñîîáùåíèÿ ïðîòîêîëà äî ìîìåíòà îòïðàâêè ñòîðîíîé Pj íîâîãî ñîîáùåíèÿ.
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Ôóíêöèÿ RB ïðèíèìàåò âðåìåííîé ñëîò J , öåëîå ÷èñëî k è âîçâðàùàåò ñëó÷àéíîå
a ∈ F∗

p. Ïóñòü (J − 1)� âðåìåííîé èíòåðâàë, â êîòîðûé PN îòïðàâëÿåò ñîîáùåíèå.
Âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Äëÿ êàæäîãî âõîäà x ñõåìû C âûïîëíÿåòñÿ èíèöèàëèçàöèÿ çíà÷åíèé

{[xi]0 = g : i = 1, . . . , n− 1}, {[xi]0 = g1 : i = n, . . . , 2n− 2},
{[αxi]0 = g1 : i = 0, . . . , n− 1}, [β]0 = g, {[βxi]0 = g1 : i = 1, . . . , n− 1}.

2. Äëÿ j ∈ {1, . . . , N} ñòîðîíû ïðîòîêîëà Pj âû÷èñëÿþò íàáîð çíà÷åíèé

[αj]1, [βj]1, [xj]1,

yα,j = POK(αj, transcript1,j−1), yβ,j = POK(βj, transcript1,j−1),

yx,j = POK(xj, transcript1,j−1),

{[xi]j = xij[x
i]j−1 : i = 1, . . . , 2n− 2}, {[αxi]j = αjx

i
j[αx

i]j−1 : i = 0, . . . , n− 1},
{[βxi]j = βjx

i
j[βx

i]j−1 : i = 0, . . . , n− 1}.

3. Êîîðäèíàòîð âûâîäèò (x′, α′, β′) = RB(J, 3), îïðåäåëÿþòñÿ çíà÷åíèÿ

{[xi] = x′i[xi]N : i = 1, . . . , 2n− 2}, {[αxi] = α′x′i[αxi]N : i = 0, . . . , n− 1},
{[βxi] = β′x′i[βxi]N : i = 0, . . . , n− 1}.

4. Äîñòîâåðíîñòü ïîëó÷åííûõ çíà÷åíèé âûïîëíÿåòñÿ ïðîâåðêàìè

CheckPOK([αj]1, transcript1,j−1, yα,j), CheckPOK([βj]1, transcript1,j−1, yβ,j),

CheckPOK([xj]1, transcript1,j−1, yx,j),

consistent([α]j−1 − [α]j, (rα,j, yα,j)), consistent([β]j−1 − [β]j, (rβ,j, yβ,j)),

consistent([x]j−1 − [x]j, (rx,j, yx,j)),

{consistent([xi−1]j − [xi]j, [x]j) : i = 1, . . . , 2n− 2},
{consistent([xi]j1 − [αxi]j, [α]j) : i = 1, . . . , n− 1},
{consistent([xi]j1 − [βxi]j, [β]j) : i = 1, . . . , n− 1}.

5. Íà âûõîä ðàóíäà � 1 ïîäà¼òñÿ íàáîð çíà÷åíèé

M1 =
{
{[xi] : i = 0, . . . , n− 1}, {[xi]1 : i = n, . . . , 2n− 2},

{[αxi]1 : i = 0, . . . , n− 1}, [β], [δ], {[βxi]1 : i = 1, . . . , n− 1}
}
.

(10)

Ðàóíä � 2. Âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Äëÿ êàæäîãî âõîäà x ñõåìû C âû÷èñëÿþòñÿ

Ki = {βui(x) + αvi(x) + wi(x))/δ : i = l + 1, . . . ,m},
Hi = {t(x)xi/δ : i = 0, . . . , n− 2}.

2. Âûïîëíÿåòñÿ èíèöèàëèçàöèÿ íåîáõîäèìûõ äëÿ ðàóíäà � 2 çíà÷åíèé:

{[Ki]
0 = K ′

i : i = l + 1, . . . ,m}, {[Hi]
0 = H ′

i : i = l + 1, . . . ,m}, [δ]0 = g.
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3. Äëÿ j ∈ {1, . . . , N} ñòîðîíû ïðîòîêîëà Pj âû÷èñëÿþò íàáîð çíà÷åíèé

[δj]1, yδ,j = POK(δj, transcript2,j−1), [δ]j = [δ]j−1/δj,

{[Ki]
j = ([Ki]

j−1)/δj : i = l + 1, . . . ,m}, {[Hi]
j = ([Hi]

j−1)/δj : i = 0, . . . , n− 2}.

4. Àíàëîãè÷íî ðàóíäó � 1, ïóñòü (J − 1)� âðåìåííîé èíòåðâàë, â êîòîðûé PN
îòïðàâëÿåò ñîîáùåíèå. Âûâîäèòñÿ δ′ = RB(J, 1) è îïðåäåëÿþòñÿ çíà÷åíèÿ

[δ] = [δ]N/δ′, [Ki]1 = [Ki]
N/δ′, [Hi]1 = [Hi]

N/δ′.

5. Âåðèôèêàòîð äëÿ j ∈ {1, . . . , N} âû÷èñëÿåò rδ,j = R([δj]1, transcript2,j−1). Äîñòî-
âåðíîñòü ïîëó÷åííûõ çíà÷åíèé âûïîëíÿåòñÿ ïðîâåðêàìè

CheckPOK([δj]1, transcript2,j−1, yδ,j), consistent([δ]j−1 − [δ]j, (rδ,j, yδ,j)),

{consistent([Ki]
j − [Ki]

j−1, [δj]) : i = l + 1, . . . ,m},
{consistent([Hi]

j − [Hi]
j−1, [δj]) : i = 0, . . . , n− 2}.

6. Íà âûõîä ðàóíäà � 2 ïîäà¼òñÿ ñëåäóþùèé íàáîð çíà÷åíèé:

M2 =
{
[δ], {[Ki]1 : i = l + 1, . . . ,m}, {[Hi]1 : i = 0, . . . , n− 2}

}
. (11)

Ðåçóëüòèðóþùàÿ CRS [7] îñíîâàíà íà M1 (10) è M2 (11) è ïðèíèìàåò âèä

{[xi] : i = 0, . . . , n− 1}, {[xi]1 : i = n, . . . , 2n− 2}, {[αxi]1 : i = 0, . . . , n− 1},
[β], {[βxi]1 : i = 1, . . . , n− 1}, {[xit(x)/δ]1 : i = 0, . . . , n− 2},

{[(βui(x) + αvi(x) + wi(x))/δ]1 : i = l + 1, . . . ,m}.

Ïî ñðàâíåíèþ ñ ðàáîòîé [7], â [11] ïðåäñòàâëåíî àëüòåðíàòèâíîå äîêàçàòåëüñòâî çà-
ùèù¼ííîñòè èíôîðìàöèè, ñîäåðæàùåéñÿ â CRS ïðîòîêîëà zk-SNARK [6]. Äëÿ ýòîãî
èñïîëüçóåòñÿ 2-ðàóíäîâàÿ ïðîöåäóðà ôîðìèðîâàíèÿ è ïðîâåðêè êîððåêòíîñòè ïóáëè÷-
íûõ çíà÷åíèé. Ïðîòîêîë [11] ôîðìèðóåò íàä¼æíóþ CRS è ñîõðàíÿåò êîíôèäåíöèàëü-
íîñòü ñåêðåòíîãî âõîäà äëÿ ñëó÷àÿ ñ åäèíñòâåííîé ÷åñòíîé ñòîðîíîé. Çàùèù¼ííîñòü
ñîõðàíÿåòñÿ äàæå ïðè äîñòóïå çëîóìûøëåííèêîâ êî âñåì ýòàïàì ðåðàíäîìèçàöèè CRS,
êðîìå îäíîãî. Â ðåçóëüòàòå ïðîòîêîë [11] ôîðìèðóåò íîâûå îáíîâëÿåìûå ïóáëè÷íûå
ïàðàìåòðû CRS äëÿ Zcash [4] è ïðîâîäèò èõ âåðèôèêàöèþ, ðàçâèâàÿ èäåè [7] íà îñíîâå
ïðîòîêîëà zk-SNARK [6]. Ñâîéñòâî îáíîâëÿåìîñòè CRS ïîçâîëÿåò äèíàìè÷íîìó íàáî-
ðó ñòîðîí âíîñèòü â ïóáëè÷íûå ïàðàìåòðû ñåêðåòíóþ ñëó÷àéíîñòü íåîãðàíè÷åííîå
êîëè÷åñòâî ðàç.

Íà êàæäîì ýòàïå ïðîòîêîëà [7] òðåáóåòñÿ íàëè÷èå õîòÿ áû îäíîé ÷åñòíîé ñòîðîíû.
Ïðè ýòîì âòîðîé ýòàï [7] çàâèñèò îò ïåðâîãî, ïîýòîìó ôîðìèðóåìàÿ CRS íå ìîæåò
îáíîâëÿòüñÿ. Â ïðîòîêîëå [12] ëþáàÿ ñòîðîíà â ëþáîå âðåìÿ ñïîñîáíà îáíîâèòü è ïîä-
òâåðäèòü êîððåêòíîñòü îáíîâë¼ííîé CRS. Ýòî âåðíî, åñëè îäíà èç ñòàðûõ CRS äîñòî-
âåðíà è/èëè îäíà èç ñòîðîí îáíîâëåíèÿ ÿâëÿåòñÿ ÷åñòíîé. Òàêèì îáðàçîì, CRS [12]
ìîæåò íåïðåðûâíî ðåðàíäîìèçèðîâàòüñÿ ñ ñîõðàíåíèåì ðåçóëüòàòîâ âñåõ ïðåäûäóùèõ
îáíîâëåíèé, óäîâëåòâîðÿÿ äîâåðèþ âñåõ ñòîðîí, çàèíòåðåñîâàííûõ â íàä¼æíîñòè ôîð-
ìèðóåìûõ ïóáëè÷íûõ çíà÷åíèé. Êðîìå òîãî, CRS [12] íå ïðèâÿçûâàåòñÿ ê êîíêðåòíîé
äèñêðåòíîé ôóíêöèè, ïîýòîìó ÿâëÿåòñÿ óíèâåðñàëüíîé CRS (Universal CRS, UCRS) è
ïîäõîäèò äëÿ ðàçëè÷íûõ äèñêðåòíûõ ôóíêöèé. Â îïðåäåë¼ííîì ñìûñëå ïðîòîêîë ôîð-
ìèðîâàíèÿ CRS [12] âñ¼ åù¼ èñïîëüçóåò äîâåðåííóþ òðåòüþ ñòîðîíó, îäíàêî óâåðåí-
íîñòü â çàùèù¼ííîñòè CRS ïîâûøàåòñÿ, ïîòîìó ÷òî òîëüêî îäíà ïðåäûäóùàÿ ñòîðîíà
äîëæíà óíè÷òîæàòü ââåä¼ííóþ ñåêðåòíóþ ñëó÷àéíîñòü.
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Íàïðèìåð, ñîãëàñíî [12], CRS ïðîòîêîëà zk-SNARK [18] ìîæåò áûòü îáíîâëåíà,
â òî âðåìÿ êàê CRS ïðîòîêîëà zk-SNARK ¾Pinocchio¿ [2] íå ÿâëÿåòñÿ îáíîâëÿåìîé
è òðåáóåò âìåøàòåëüñòâà äîâåðåííîé òðåòüåé ñòîðîíû. Èñòî÷íèê [12] òàêæå äåìîí-
ñòðèðóåò ñïîñîá íàðóøåíèÿ çàùèù¼ííîñòè èñòîðè÷åñêè áàçîâîãî ïðîòîêîëà zk-SNARK
¾Pinocchio¿ [2].

Ðàáîòà [13] ïðîäîëæàåò ðàçâèòèå èäåé [12], ãäå èñïîëüçóþòñÿ îáíîâëÿåìûå óíèâåð-
ñàëüíûå ñòðóêòóðèðîâàííûå CRS (Structured UCRS, SUCRS) è ïðèâîäèòñÿ ìåòîä, â
êîòîðîì íåíàä¼æíûå ñòîðîíû ïîâûøàþò ïðîèçâîäèòåëüíîñòü ïàêåòíîé âåðèôèêàöèè
äîêàçàòåëüñòâ. Äëÿ ïðîèçâîëüíûõ äèñêðåòíûõ ôóíêöèé äîêàçàòåëüñòâî ïðîòîêîëà [13]
ñîñòàâëÿåò 256 áàéò, âñå êîìïîíåíòû êîòîðîãî ïðèíàäëåæàò îäíîé ãðóïïå.

3. Óñòðàíåíèå óÿçâèìîñòè ïðîòîêîëà zk-SNARK Ý. Áåí-Ñàññîíà,
À. Êüåçû, Ý. Òðîìåðà, Ì. Âèðçû

Èñòî÷íèê [9] ðàñêðûâàåò îøèáêó â îïèñàíèè ïðîòîêîëà zk-SNARK [3]. Ïî ñðàâ-
íåíèþ ñ èñõîäíîé âåðñèåé ïðîòîêîëà zk-SNARK ¾Pinocchio¿ [2], ñõåìà [3] âêëþ÷àåò
â CRS èçáûòî÷íûå ýëåìåíòû, êîòîðûå âàæíî íå ðàñêðûâàòü. Óÿçâèìîñòü ïîçâîëÿåò
ïðè íàëè÷èè êîððåêòíîãî äîêàçàòåëüñòâà äëÿ íåêîòîðîãî îòêðûòîãî âõîäà ñîçäàâàòü
êîððåêòíûå äîêàçàòåëüñòâà äëÿ ëþáîãî îòêðûòîãî âõîäà. Â [9] ïðåäñòàâëåíî òàêæå
äîêàçàòåëüñòâî íàä¼æíîñòè ïðîòîêîëà zk-SNARK [3] ïðè èñêëþ÷åíèè èç CRS äàííûõ
ýëåìåíòîâ è óäîâëåòâîðåíèè QAP îïðåäåë¼ííûì àëãåáðàè÷åñêèì óñëîâèÿì.

Èñòî÷íèê [10] îïèñûâàåò îòëè÷èÿ ïðîòîêîëîâ zk-SNARK [2] è [3]. Ïîêàçàíà óÿçâè-
ìîñòü [3], â êîòîðîé íàðóøèòåëü ïðåäñòàâëÿåò ëîæíûå îòêðûòûé âõîä è äîêàçàòåëü-
ñòâî, ïðèíèìàåìûå âåðèôèêàòîðîì. Ñîãëàñíî [10], óñòðàíåíèå óÿçâèìîñòåé [3] òðåáóåò
èçäåðæåê è êîìïðîìèññîâ ïðîèçâîäèòåëüíîñòè. Íà îñíîâå ðåçóëüòàòîâ [10] â èñïðàâ-
ëåííîé âåðñèè ðàáîòû [3] â âèäå [19] àòàêà áûëà îñëàáëåíà. Îäíàêî â [9] ïðåäñòàâëåíà
áîëåå ñåðü¼çíàÿ óÿçâèìîñòü ïðîòîêîëà zk-SNARK [3] íà îñíîâå èçáûòî÷íûõ ýëåìåí-
òîâ êëþ÷à ôîðìèðîâàíèÿ äîêàçàòåëüñòâà. Ïðîòîêîëû zk-SNARK [5, 20, 21] è ðåàëè-
çàöèÿ [22] îñíîâàíû íà [3], ïîýòîìó óíàñëåäîâàëè ïðîáëåìû çàùèù¼ííîñòè. Ðåàëèçà-
öèÿ [23] íå èñïîëüçóåò èçáûòî÷íûå ýëåìåíòû, ïîýòîìó íå ïîäâåðæåíà àòàêå [9].

Äëÿ îïèñàíèÿ óñòðàíåíèÿ óÿçâèìîñòè [9] èñïîëüçóåòñÿ íîòàöèÿ ïðîòîêîëà zk-
SNARK [3], ãäå m�ðàçìåð QAP; d� ñòåïåíü QAP; n�ðàçìåð îòêðûòîãî âõîäà
x ∈ Fn; QAP èìååò ôîðìó

{
{Ai(X), Bi(X), Ci(X) : i = 0, . . . ,m}, Z(X)

}
; ñòåïåíè

Ai, Bi, Ci ∈ F[X] íå âûøå d; Z ∈ F[X] è èìååò ñòåïåíü d; [x]i = gxi ïðè ⟨gi⟩ = Gi.
Òàêèì îáðàçîì, â [3] ýëåìåíòû pk′A,i = [αAρAAi(τ)]1 íå èñïîëüçóþòñÿ äîêàçûâàþ-

ùèì è âåðèôèêàòîðîì, îäíàêî ïîçâîëÿþò äîêàçûâàþùåìó çàìåíÿòü îòêðûòûå âõîäû
íà îñíîâå êîððåêòíîãî äîêàçàòåëüñòâà. Ýòî âîçìîæíî çà ñ÷¼ò ââåäåíèÿ ìíîæèòåëÿ äëÿ
êîìïîíåíòû äîêàçàòåëüñòâà πA, ÷òî èçìåíÿåò çíà÷åíèå îòêðûòîãî âõîäà, ñâÿçàííîãî
ñ èñõîäíûì äîêàçàòåëüñòâîì, ñ x = (x1, . . . , xn) ∈ FN íà x′ = (x′1, . . . , x

′
n) ∈ FN . Ïåð-

âîå óðàâíåíèå âåðèôèêàöèè [3] e(π′
A, g2) = e(πA, [αA]2) äëÿ êîìïîíåíò äîêàçàòåëüñòâà

πA = [ρAAmid(τ)]1, π
′
A = [αAρAAmid(τ)]1, ãäå Amid =

m∑
i=0

xiAi −
n∑
i=0

xiAi, ïðèçâàíî íåäî-

ïóñòèòü íåæåëàòåëüíîå ïîâåäåíèå, íî èçáûòî÷íûå ýëåìåíòû òàêæå ïîçâîëÿþò çëîíà-
ìåðåííîìó äîêàçûâàþùåìó äîáàâèòü àíàëîãè÷íûé ìíîæèòåëü ê π′

A. Â ðåçóëüòàòå äëÿ
èçìåí¼ííîãî îòêðûòîãî âõîäà âåðèôèêàöèÿ ñòàíîâèòñÿ óñïåøíîé. Ïîäðîáíîñòè àòàêè
ïðèâåäåíû â [9].

Óÿçâèìîñòü ïðîòîêîëà zk-SNARK [3] óñòðàíÿåòñÿ èñêëþ÷åíèåì èç êëþ÷à äîêàçà-
òåëüñòâà íàáîðà pk′A,i = [αAρAAi(τ)]1 è èñïîëüçîâàíèåì QAP ñ ëèíåéíî íåçàâèñèìûìè
ïîëèíîìàìè {Ai : i = 0, . . . , n} [10], êîòîðûå íå ïåðåñåêàþòñÿ â èíäåêñàõ i ∈ {0, . . . , n}
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è i ∈ {n+ 1, . . . ,m}. Â ðåçóëüòàòå èçìåíåíèÿ ïðîòîêîëà zk-SNARK [3] ñ ó÷¼òîì ìîäè-
ôèêàöèé [9] ïðèíèìàþò ñëåäóþùèé âèä:

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé

1. Âûâîäÿòñÿ ñëó÷àéíûå ñåêðåòíûå çíà÷åíèÿ τ, ρA, ρB, αA, αB, αC , γ, β ∈ F∗
p.

2. Äëÿ i ∈ {0, . . . , d} âû÷èñëÿþòñÿ τ i.
3. Äëÿ i ∈ {0, . . . ,m} âû÷èñëÿþòñÿ êîìïîíåíòû êëþ÷à äîêàçàòåëüñòâà:

ρAAi(τ), ρBBi(τ), αBρBBi(τ), ρAρBCi(τ),

αCρAρBCi(τ), β(ρAAi(τ) + ρBBi(τ) + ρAρBCi(τ)).

4. Ôîðìèðóåòñÿ íàáîð (αA, αB, αC , γ, βγ, ρAρBZ(τ)) è äëÿ i ∈ {n+1, . . . ,m} âû÷èñ-
ëÿþòñÿ αAρAAi(τ).

Àëãîðèòì âåðèôèêàöèè

Âû÷èñëÿåòñÿ PI(x) = ρAA0(τ)+
n∑
i=1

xiρAAi(τ) è ïðîâåðÿåòñÿ âûïîëíåíèå ñëåäóþùèõ

óðàâíåíèé:

π′
A = αAπA, π′

B = αBπB, π′
C = αCπC ,

γπK = βγ(PI(x) + πA + πB + πC), (PI(x) + πA)πB = πC + πHZ(τ)ρAρB.

4. Óñòðàíåíèå óÿçâèìîñòè ïðîòîêîëà zk-SNARK É. Ãðîòà
Ïðîòîêîë zk-SNARK [8] îñíîâàí íà ïðîãðàììàõ êâàäðàòè÷íîé àðèôìåòèêè (Square

Arithmetic Program, SAP) è áèëèíåéíîì ñïàðèâàíèè. Â [8] ïðèíÿòû ìåðû ïî óñòðà-
íåíèþ ïðîáëåì çàùèù¼ííîñòè ïðîòîêîëà zk-SNARK [6, 1], â êîòîðîì óðàâíåíèå âå-
ðèôèêàöèè äëÿ èçâåñòíîãî ïîëèíîìà f(ϕ) è ñåêðåòíûõ α, β, δ èìååò âèä e(A,B) =
= e(gα, hβ)e(gf(ϕ), h)e(C, hδ). Â äàííîì ñëó÷àå ïðîòèâíèê ìîæåò èçìåíèòü òåêóùåå äî-
êàçàòåëüñòâî â äðóãîå äîêàçàòåëüñòâî òîãî æå ñîñòîÿíèÿ ϕ. Ïðè ýòîì îí èìååò äâà
ñïîñîáà ðàíäîìèçàöèè êîìïîíåíò äîêàçàòåëüñòâà (A,B,C).

Â ïåðâîì ñëó÷àå ïðîòèâíèê äëÿ íåêîòîðîãî r ïåðåíàçíà÷àåò êîìïîíåíòû äîêàçà-
òåëüñòâà â âèäå A′ = Ar, B′ = B1/r, C ′ = C. Àòàêà óñòðàíÿåòñÿ äîáàâëåíèåì ïðîâåðêè
e(A, h) = e(g,B), à äëÿ çíà÷åíèÿ r = −1 óðàâíåíèå âåðèôèêàöèè êîððåêòèðóåòñÿ äëÿ
èñïîëüçîâàíèÿ e(Agαδ, Bhβδ) âìåñòî e(A,B). Âî âòîðîì ñëó÷àå ïðîòèâíèê âûïîëíÿåò
ïåðåíàçíà÷åíèå âèäà A′ = A, B′ = Bhrδ, C ′ = ArC. Äëÿ óñòðàíåíèÿ àòàêè â CRS âêëþ-
÷àþòñÿ hδ, gγδ è hγδ, à gδ èñêëþ÷àåòñÿ. Íî åñëè ïðîòèâíèê óñòàíàâëèâàåò B′ = Bhrδ, òî
åäèíñòâåííûì âîçìîæíûì çíà÷åíèåì, óäîâëåòâîðÿþùèì ïðåäñòàâëåííîìó íèæå óðàâ-
íåíèþ âåðèôèêàöèè, áóäåò A′ = Agrδ âìåñòî äîñòóïíîãî A′ = A, êîòîðîå ïðîòèâíèê
âû÷èñëèòü íå ñïîñîáåí ââèäó îòñóòñòâèÿ gδ â CRS. Çíà÷åíèå r = Φ(τ) ñîîòâåòñòâóåò
çíà÷åíèþ ïîëèíîìà Φ â ñåêðåòíîé ¾ëàçåéêå¿ τ . Ðåçóëüòèðóþùèå óðàâíåíèÿ âåðèôè-
êàöèè ïðåäñòàâëåíû íèæå â àëãîðèòìå âåðèôèêàöèè äîêàçàòåëüñòâ.

Â ðàáîòå [8] èñïîëüçóåòñÿ ÷àñòíûé ñëó÷àé QAP ïîä íàçâàíèåì SAP, ãäå ui(x) = vi(x)
äëÿ âñåõ i. Ôîðìàëüíîå îïðåäåëåíèå SAP èìååò ñëåäóþùèé âèä:

R =
(
p,G1,G2,GT , e, l, {ui(x), wi(x) : i = 0, . . . ,m}, t(x)

)
.

Áèëèíåéíàÿ ãðóïïà îïðåäåëÿåò êîíå÷íîå ïîëå Zp äëÿ ïðîñòîãî p > 2λ−1, 1 ⩽ l ⩽ m,
ui(x), wi(x), t(x) ∈ Zp[x] è ui(x), wi(x) èìåþò ñòðîãî áîëåå íèçêóþ ñòåïåíü, ÷åì n =
= deg(t(x)). Ìíîæåñòâî S = {ui(x) : i = 0, . . . , l} ëèíåéíî íåçàâèñèìî, âñÿêèé ïîëèíîì
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ui(x) ∈ S ëèíåéíî íåçàâèñèì îò ìíîæåñòâà {uj(x) : j = l+1, . . . ,m}. Â ðåçóëüòàòå ïðè
s0 = 1 ïðîãðàììà SAP îïðåäåëÿåò ñëåäóþùåå áèíàðíîå îòíîøåíèå:

R =
{
(ϕ,w) : ϕ = (s1, . . . , sl) ∈ Zlp, w = (sl+1, . . . , sm) ∈ Zm−l

p ,

∃h(x) ∈ Zp[x]
(
deg(h) ⩽ n− 2 &

( m∑
i=0

siui(x)
)2

=
m∑
i=0

siwi(x) + h(x)t(x)
)}
.

(12)

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé (crssap, ρ)← Setup(1λ, sap)
Íà îñíîâå îòíîøåíèÿ R (12) è ïàðàìåòðà çàùèòû λ âûðàáàòûâàþòñÿ CRS è ρ�

êëþ÷ ïðîâåðêè êîððåêòíîñòè CRS. Àëãîðèòì Setup âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûâîäÿòñÿ ñëó÷àéíûå ýëåìåíòû äëÿ ôîðìèðîâàíèÿ êëþ÷à âåðèôèêàöèè τ =
= (α, β, γ, δ, x) ∈ Z5

p, òàêèå, ÷òî t(x) ̸= 0.
2. Âû÷èñëÿåòñÿ CRS

crssap =
(
gα, gγ, gx, gαδ, gγδt(x), gγ

2δt(x)2 , g(α+β)γδt(x), h, hβ, hδ, hβδ, hγδt(x), hδ
2

,

{gγδxi , hγδxi , gγ2δt(x)xi : i = 0, . . . , n− 1}, {gγδwi(x)+δ(α+β)ui(x) : i = 0, . . . , l},
{gγ2δwi(x)+γδ(α+β)ui(x) : i = l + 1, . . . ,m}

)
.

(13)

3. Âû÷èñëÿåòñÿ êëþ÷ ρ áåç ðàñêðûòèÿ çíà÷åíèÿ gδ, ïðåäíàçíà÷åííûé äëÿ ïðîâåð-
êè êîððåêòíîñòè CRS (13):

ρ = (gα, hβ, gγ, hδ, gx).

4. Íà âûõîä ïîäà¼òñÿ òðîéêà (crs, τ, ρ).

Ñòðîêà CRS (13) ñîäåðæèò m + 2n + 5 ýëåìåíòîâ èç G1 è n + 3 ýëåìåíòîâ èç G2.
Êðèòè÷åñêè âàæíî, ÷òîáû CRS íå ñîäåðæàëà çíà÷åíèé âèäà g, gb, â êîòîðûõ b ÿâëÿåòñÿ
íåáîëüøîé âåëè÷èíîé, íàïðèìåð áèòîì, çà ñ÷¼ò ÷åãî íàðóøèòåëü ìîæåò âîññòàíîâèòü
äàííóþ ïåðåìåííóþ è ðåøèòü çàäà÷ó äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ.

Àëãîðèòì ïðîâåðêè CRS-ñòðóêòóðû 0/1← UpdateVerify(1λ, sap, crssap, ρ)

1. Âûïîëíÿåòñÿ ïðîâåðêà íàáîðà óðàâíåíèé

e(gαδ, h) = e(gα, hδ), e(gγδ, hβ) = e(gγ, hβδ),

e(gγδ, h) = e(gγ, hδ), e(gγδ, hδ) = e(gγ, hδ
2
),

e(gγδt(x), hγδ) = e(gγδt(x), hγδ) = e(gγδ, hγδt(x)),
= e(gγδ(t(x)−t0)γδ/x, hγδx)e(g−t0γδ, hγδ),

e(gγ
2δt(x)2 , hδ) = e(gγδt(x), hγδt(x)), e(g(α+β)γδt(x), hδ) =

e(gγ, hδ) = e(g, hγδ), = e(gαδ, hγδt(x))e(gγδt(x), hβδ).

(14)

2. Âûïîëíÿåòñÿ ïðîâåðêà íàáîðà óðàâíåíèé äëÿ ðàçëè÷íûõ èíäåêñîâ i:

0 ⩽ i ⩽ n− 2 : e(gx, hγx
i
) = e(g, hγx

i+1
), e(gγδx

i
, hγδx) = e(gγδx

i+1
, hγδ),

1 ⩽ i ⩽ n− 1 : e(gγ
2δt(x)xi , hγδ) = e(gγδt(x), hγδx

i
),

0 ⩽ i ⩽ l : e(gγδwi(x)+δ(α+β)ui(x), hγδ) =
= e(gγδ, hγδwi(x))e(gαδ, hγδui(x))e(gγδui(x), hβδ),

l + 1 ⩽ i ⩽ m : e(gγ
2δwi(x)+γδ(α+β)ui(x), hδ) =

= e(gγδ, hγδwi(x))e(gαδ, hγδui(x))e(gγδui(x), hβδ).

(15)

3. Åñëè âñå ïðîâåðêè (14) è (15) âûïîëíÿþòñÿ, òî íà âûõîä ïîäà¼òñÿ 1, èíà÷å 0.
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Àëãîðèòì äîêàçûâàþùåãî π ← Prove(info, ϕ, w)
Àëãîðèòì äîêàçûâàþùåãî àíàëèçèðóåò ïóáëè÷íûå ϕ è ïðèâàòíûå w çíà÷åíèÿ

âõîäîâ-âûõîäîâ ëîãè÷åñêèõ ýëåìåíòîâ ñõåìû (1, a1, . . . , am) è âñòðàèâàåò îöåíêè SAP-
ïîëèíîìîâ aiui(x), ïîëó÷åííûå â ñëó÷àéíîé ñåêðåòíîé òî÷êå x, â îäèí ýëåìåíò ïðî-
âåðêè â G1 è â îäèí ýëåìåíò ïðîâåðêè â G2. Íà èõ îñíîâå ñòðîèòñÿ òðåòèé ýëåìåíò äî-
êàçàòåëüñòâà, ïîêàçàòåëåì êîòîðîãî ÿâëÿåòñÿ ïðîèçâåäåíèå ïîêàçàòåëåé ïåðâûõ äâóõ
ýëåìåíòîâ; info =

(
bp, sap, crssap, e(g

αδ, hβδ)
)
. Àëãîðèòì âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûáèðàåòñÿ ñëó÷àéíûé ýëåìåíò r ∈ Zp äëÿ îáåñïå÷åíèÿ ñâîéñòâà ZK.
2. Âûïîëíÿåòñÿ âûáîðêà ïóáëè÷íûõ è ïðèâàòíûõ çíà÷åíèé âõîäîâ-âûõîäîâ ëîãè-

÷åñêèõ ýëåìåíòîâ ñõåìû (ϕ ∥ w): (a0, a1, . . . , am)← Parse(1, ϕ, w).
3. Âû÷èñëÿåòñÿ ìíîãî÷ëåí-äåëèòåëü

h(x) =

((
m∑
i=0

aiui(x)

)2

−
m∑
i=0

aiwi(x)

)/
t(x).

4. Âû÷èñëÿþòñÿ êîìïîíåíòû äîêàçàòåëüñòâà π = (A,B,C):

A = g
γδ

(
rt(x)+

m∑
i=0

aiui(x)

)
,

B = h
γδ

(
rt(x)+

m∑
i=0

aiui(x)

)
,

C = g
γδ

(
m∑

i=l+1

ai(γwi(x)+(α+β)ui(x))+r(α+β)t(x)+γt(x)(r
2t(x)+h(x)+2r

m∑
i=0

aiui(x)

)
.

(16)

5. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π = (A,B,C).

Ðàçìåð äîêàçàòåëüñòâà (16) ñîñòàâëÿåò äâà ýëåìåíòà èç G1 è îäèí ýëåìåíò èç G2.
Àëãîðèòì âåðèôèêàòîðà 0/1← Verify(info, ϕ, π)
Ñ èñïîëüçîâàíèåì áèëèíåéíîãî ñïàðèâàíèÿ âåðèôèêàòîð ïðîâåðÿåò, ÷òî êîìïîíåí-

òû A è B äîêàçàòåëüñòâà π (16) èìåþò îáùèå ïîêàçàòåëè ñòåïåíåé. Òàêæå ïðîâåðÿåòñÿ,
÷òî ïîêàçàòåëü ñòåïåíè êîìïîíåíòà C äîêàçàòåëüñòâà π ÿâëÿåòñÿ ïðîèçâåäåíèåì ïî-
êàçàòåëåé ïåðâûõ äâóõ êîìïîíåíò. Àëãîðèòì Verify âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûïîëíÿåòñÿ âûáîðêà îòêðûòûõ çíà÷åíèé âõîäîâ ëîãè÷åñêèõ ýëåìåíòîâ ñõå-
ìû ϕ: (a0, a1, . . . , al)← Parse(1, ϕ).

2. Âûïîëíÿåòñÿ ðàçäåëåíèå êîìïîíåíò äîêàçàòåëüñòâà (16):

(A,B,C) ∈ G1 ×G2 ×G1 ← Parse(π).

3. Âûïîëíÿåòñÿ ïðîâåðêà óðàâíåíèé âåðèôèêàöèè

e(Agαδ, Bhβδ) = e(gαδ, hβδ)e
(
g

l∑
i=0

aiδ(γwi(x)+(α+β)ui(x))
, hγδ

)
e(C, hδ),

e(A, h) = e(g,B).

(17)

Êîìïîíåíòà A îäíîçíà÷íî îïðåäåëÿåò B ÷åðåç âòîðîå óðàâíåíèå (17), à ïà-
ðà (A,B) îäíîçíà÷íî îïðåäåëÿåò C ÷åðåç ïåðâîå óðàâíåíèå (17).

4. Åñëè âñå ïðîâåðêè (17) âûïîëíÿþòñÿ, òî âûâîäèòñÿ 1, èíà÷å 0.

Àëãîðèòì ìîäåëèðîâàíèÿ äîêàçàòåëüñòâà π ← Sim(bp, sap, crssap, τ, ϕ)
Çà ñ÷¼ò ¾ëàçåéêè¿ τ âîçìîæíî âûâåñòè êîððåêòíûå äîêàçàòåëüñòâà. Äëÿ ýòîãî âû-

ïîëíÿþòñÿ ñëåäóþùèå øàãè:
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1. Âûïîëíÿåòñÿ âûáîðêà îòêðûòûõ çíà÷åíèé âõîäîâ ëîãè÷åñêèõ ýëåìåíòîâ ñõå-
ìû ϕ: (a0, a1, . . . , al)← Parse(1, ϕ).

2. Âûáèðàåòñÿ ñëó÷àéíîå çíà÷åíèå µ ∈ Zp.
3. Âû÷èñëÿþòñÿ êîìïîíåíòû äîêàçàòåëüñòâà (A,B = gµδ, hµδ).

4. Âû÷èñëÿåòñÿ êîìïîíåíòà C = g
(µ2δ+(α+β)µδ−γδ

l∑
i=0

ai(γwi(x)+(α+β)ui(x)))
.

5. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π = (A,B,C).

Çàêëþ÷åíèå
Ðàññìîòðåíû ñïîñîáû óñòðàíåíèÿ óÿçâèìîñòåé ïðîòîêîëîâ zk-SNARK, îñíîâàííûõ

íà íàðóøåíèè çàùèù¼ííîñòè ôîðìèðîâàíèÿ CRS [5, 7, 11�15]. Ïðåäñòàâëåííûå ïðîòî-
êîëû ïîñòðîåíèÿ íàä¼æíûõ CRS ÿâëÿþòñÿ ñàìîñòîÿòåëüíûìè è òÿæåëîâåñíûìè êîí-
ñòðóêöèÿìè, êîòîðûìè âîçìîæíî ðàñøèðÿòü ïðîòîêîëû zk-SNARK, íàïðèìåð [2, 3, 6].
Ïðîâåðêà êîððåêòíîñòè ôîðìèðóåìûõ CRS, íàïðèìåð [5, 7], ïðîèñõîäèò ïîñëå âûïîë-
íåíèÿ âñåãî ïðîòîêîëà, ÷òî â ñëó÷àå âûÿâëåíèÿ ÷àñòûõ íàðóøåíèé ìîæåò îêàçàòü-
ñÿ íåäîñòàòêîì è òðåáóåò ïîâòîðíîãî âûïîëíåíèÿ âñåãî ïðîöåññà ïîñòðîåíèÿ CRS.
Îïèñàíû áîëåå çàùèù¼ííûå âåðñèè ïðîòîòîêîëîâ zk-SNARK [6, 3] â âèäå ìîäåðíè-
çèðîâàííûõ ñõåì [8�10]. Îòìå÷àåòñÿ [24], ÷òî ðàññìîòðåííûå â ðàáîòå ïðîòîêîëû zk-
SNARK [2, 3, 6] èìåþò ôèêñèðîâàííûé ðàçìåð äîêàçàòåëüñòâ è ïîñòîÿííîå êîëè÷åñòâî
óðàâíåíèé âåðèôèêàöèè, ÷òî äîïîëíèòåëüíî îáîñíîâûâàåò öåëåñîîáðàçíîñòü èõ ïðàê-
òè÷åñêîãî ïðèìåíåíèÿ. Ïðîáëåìû çàùèù¼ííîñòè äðóãèõ ïðîèçâîäèòåëüíûõ ïðîòîêî-
ëîâ zk-SNARK [24], íàïðèìåð [19, 20, 25�29], â ïóáëè÷íîì äîñòóïå íå ïðåäñòàâëåíû,
ïîýòîìó èõ òàêæå ìîæíî ðàññìàòðèâàòü â êà÷åñòâå êàíäèäàòîâ íà ïðàêòè÷åñêîå ïðè-
ìåíåíèå.
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Ðàññìîòðåíû îñîáåííîñòè ïðàêòè÷åñêîãî ïðèìåíåíèÿ êðèïòîãðàôè÷åñêèõ ñèñòåì
ñ îòêðûòûìè êëþ÷àìè íà îñíîâå èäåíòèôèêàòîðîâ. Âûäåëåíû ìàòåìàòè÷åñêèå
çàäà÷è è êîíñòðóêöèè, ïðèâåäåíû îñíîâíûå ïîäõîäû ê ïîñòðîåíèþ ñèñòåì øèô-
ðîâàíèÿ, öèôðîâîé ïîäïèñè, àóòåíòèôèêàöèè ñòîðîí è êëþ÷åâûõ ñèñòåì ñ îòêðû-
òûìè êëþ÷àìè íà îñíîâå èäåíòèôèêàòîðîâ.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôèÿ íà îñíîâå èäåíòèôèêàòîðîâ, êðèïòîñèñòåìû
ñ îòêðûòûìè êëþ÷àìè, ýëëèïòè÷åñêàÿ êðèâàÿ, áèëèíåéíîå ñïàðèâàíèå.

ID-BASED PUBLIC KEY CRYPTOGRAPHIC SYSTEMS

A.V. Cheremushkin

Academy of Cryptography of the Russian Federation, Moscow, Russia

A surway contains an analisys of practical aspects of ID-based public key cryptog-
raphy. IDB-systems simplify a certificate management process, but trusted require-
ments for the key generation center (KGC) must be very stronger than for certification
authority. When key escrow property is not assumed, users’ private keys should be
protected from malicious KGC. Many networks need hierarchical KGC architecture.
In the paper, we describe a basic mathematical constructions applied in ID-based
cryptosystems. We survey fundamental ID-based cryptographic primitives: Key ex-
traction, Key Escrow, Encryption, Digital Signature, Identification Scheme and Key
Agreement, which are based on the mathematical concepts of Integer Factorization,
Quadratic Residues, Discret Logarithms, and Bilinear Pairings. We review several
schemes to illustrate different approaches and practical solutions.

Keywords: ID-based cryptography, public key cryptography, elliptic curve, bilinear
pairing.

Ââåäåíèå
Êðèïòîãðàôè÷åñêàÿ ñèñòåìà íà îñíîâå èäåíòèôèêàòîðîâ (IDentity-Based crypto-

system, IDB-system) � ýòî àñèììåòðè÷íàÿ êðèïòîãðàôè÷åñêàÿ ñèñòåìà, â êîòîðîé îò-
êðûòûå êëþ÷è âû÷èñëÿþòñÿ ïî îáùåäîñòóïíîìó àëãîðèòìó íà îñíîâå èäåíòèôèêàöè-
îííîé èíôîðìàöèè èõ âëàäåëüöåâ (â äàëüíåéøåì äëÿ êðàòêîñòè áóäåì íàçûâàòü òàêèå
ñèñòåìû IDB-ñèñòåìàìè).

Ëè÷íûå êëþ÷è âûðàáàòûâàþòñÿ öåíòðîì ãåíåðàöèè êëþ÷åé KGC (Key Generation
Center) íà îñíîâå èäåíòèôèêàöèîííîé èíôîðìàöèè è âûäàþòñÿ âëàäåëüöàì îòêðû-
òûõ êëþ÷åé ïðè ëè÷íîé âñòðå÷å ëèáî ñ èñïîëüçîâàíèåì çàùèù¼ííîãî êàíàëà. Èäåí-
òèôèêàöèîííàÿ èíôîðìàöèÿ äëÿ ôîðìèðîâàíèÿ îòêðûòîãî êëþ÷à ìîæåò âêëþ÷àòü:
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èäåíòèôèêàòîðû ïîëüçîâàòåëåé èíôîðìàöèîííîé ñèñòåìû; ëþáóþ ïåðñîíàëüíóþ èí-
ôîðìàöèþ (àäðåñ ýëåêòðîííîé ïî÷òû, ôîòîãðàôèþ, íîìåð òåëåôîíà, ïî÷òîâûé àäðåñ
è ò. ï.); ëþáûå òåðìèíû è óñëîâèÿ, òàêèå, êàê äåéñòâóþùàÿ ïîëèòèêà, âðåìÿ, âûïîë-
íÿåìàÿ ðîëü, ëþáûå ôàêòû, ñâÿçàííûå ñ êîíêðåòíîé ñòîðîíîé. Ïîýòîìó ÷àñòî òàêèå
ñèñòåìû îïðåäåëÿþò êàê ñèñòåìû, â êîòîðûõ ëè÷íûå êëþ÷è ôîðìèðóþòñÿ íà îñíîâå
îòêðûòûõ, à ïîñëåäíèå ìîãóò ïðåäñòàâëÿòü ñîáîé ïðîèçâîëüíûå òåêñòîâûå ñòðîêè.

Ïîñêîëüêó êëþ÷è îäíîçíà÷íî îïðåäåëÿþòñÿ ïî èäåíòèôèêàöèîííîé èíôîðìàöèè,
òî íåîáõîäèìîñòü â ñåðòèôèêàòàõ îòêðûòûõ êëþ÷åé îòïàäàåò, à ñëåäîâàòåëüíî, îòïà-
äàåò íåîáõîäèìîñòü â ñîçäàíèè èíôðàñòðóêòóðû îòêðûòûõ êëþ÷åé, ñîäåðæàùåé ìíî-
æåñòâî óäîñòîâåðÿþùèõ öåíòðîâ. Ïîýòîìó äàííàÿ òåõíîëîãèÿ ôîðìèðîâàíèÿ êëþ÷åé
ïðåäñòàâëÿåòñÿ âåñüìà ïåðñïåêòèâíîé è óäîáíîé äëÿ ïðàêòè÷åñêèõ ïðèìåíåíèé.

Ïåðâûå ðàáîòû ïî äàííîìó íàïðàâëåíèþ ïîÿâèëèñü îêîëî ñîðîêà ëåò íàçàä, íî àê-
òèâíûé ïîèñê íîâûõ êîíñòðóêöèé è ïîäõîäîâ ê èõ ïîñòðîåíèþ ïðîäîëæàåòñÿ è â íà-
ñòîÿùåå âðåìÿ. Îáùåå ÷èñëî ïóáëèêàöèé ïî äàííîìó íàïðàâëåíèþ óæå ñîñòàâëÿåò
íåñêîëüêî ñîòåí. Õîðîøèå îáçîðû ïî ðàçëè÷íûì ñïîñîáàì ïîñòðîåíèÿ è ðàçíîîáðàç-
íûì ïðèëîæåíèÿì IDB-ñèñòåì ñîäåðæàòñÿ â ðàáîòàõ [7, 10, 15, 16, 20, 27, 38, 57].

Ìíîãèå IDB-ñèñòåìû äîâåäåíû äî âêëþ÷åíèÿ â ìåæäóíàðîäíûå ñòàíäàðòû. Òàê,
íàïðèìåð, â ñòàíäàðòå ISO/IEC 14888-2:2007 [69] îïèñàíà IDB-ñõåìà öèôðîâîé ïîäïèñè
GQ1 íà îñíîâå RSA. Â ñòàíäàðòå ISO/IEC 14888-3:2018 [70] ïðèâåäåíû òðè IDB-ñõåìû
öèôðîâîé ïîäïèñè:

� ñèñòåìû IBS-1 è IBS-2 íà îñíîâå GDH-ãðóïï1 [12];
� êèòàéñêàÿ ñèñòåìà IBS íà îñíîâå áèëèíåéíîãî ñïàðèâàíèÿ [73].

Â ñòàíäàðòå ISO/IEC 11770-3:2015 [71] îïèñàíû äâà IDB-ïðîòîêîëà âûðàáîòêè îá-
ùåãî êëþ÷à:

� íà îñíîâå ñèñòåìû Ñìàðòà �×åíà�×åíãà (N. Smart, L. Chen, Z. Cheng) [17];
� íà îñíîâå ñèñòåìû Ôóäæèîêà�Ñóçóêè�Óñòàîãëó (Fujioka, Suzuki, Ustaoglu),

è îäèí IDB-ïðîòîêîë çàùèù¼ííîé ïåðåäà÷è êëþ÷à:

� íà îñíîâå ñèñòåìû Ñàêàè�Êàñàõàðû [55].

Ñòàíäàðò IEEE P1363a-2004 [72] îïðåäåëÿåò ÷åòûðå òèïà êðèïòîñèñòåì:

� IBS-ñèñòåìû øèôðîâàíèÿ;
� IBS-ñèñòåìû èíêàïñóëÿöèè êëþ÷à (Key Encapsulation);
� IBS-ñèñòåìû öèôðîâîé ïîäïèñè;
� IBS-ñèñòåìû îäíîâðåìåííîãî øèôðîâàíèÿ è ïîäïèñè (Signcryption).

Êðîìå òîãî, ðàáî÷àÿ ãðóïïà IETF S/MIME âûïóñòèëà íåñêîëüêî ïðîåêòîâ, êàñàþ-
ùèõñÿ êðèïòîãðàôè÷åñêèõ ìåòîäîâ íà îñíîâå èäåíòèôèêàòîðîâ.

Åñòü òàêæå íåñêîëüêî îïóáëèêîâàííûõ RFC, êîòîðûå äîêàçûâàþò èíòåðåñ è äîâå-
ðèå íàó÷íîãî ñîîáùåñòâà ê ýòîé êðèïòîãðàôè÷åñêîé òåõíèêå (òàáëèöà).

1GDH (Gap Di�e�Hellman groups) � òàêèì òåðìèíîì îáîçíà÷àþò êëàññ öèêëè÷åñêèõ ãðóïï, äëÿ
êîòîðûõ âû÷èñëèòåëüíàÿ ïðîáëåìà Äèôôè�Õåëëìàíà (CDHP) ÿâëÿåòñÿ òðóäíîé, â òî âðåìÿ êàê
ïðîáëåìà ðàñïîçíàâàíèÿ Äèôôè�Õåëëìàíà (DDHP) îêàçûâàåòñÿ ïðîñòîé.
Áîëåå òî÷íî: ïóñòü G� àääèòèâíàÿ ãðóïïà è a, b, c ∈ Zp.
1. Computation Di�e�Hellman Problem (CDHP): äëÿ (P, aP, bP ) âû÷èñëèòü abP .
2. Decisional Di�e�Hellman Problem (DDHP): äëÿ (P, aP, bP, cP ) ðàñïîçíàòü, êîãäà c = ab â Zp.

Ãðóïïà G ÿâëÿåòñÿ GDH-ãðóïïîé, åñëè DDHP ðàçðåøèìà çà ïîëèíîìèàëüíîå âðåìÿ, íî íèêàêîé
âåðîÿòíîñòíûé ïîëèíîìèàëüíûé àëãîðèòì íå ñìîæåò ðåøèòü CDHP ñ íåïðåíåáðåæèìî ìàëûì ïðå-
èìóùåñòâîì çà ïîëèíîìèàëüíîå âðåìÿ.
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Äîêóìåíòû IETF, ñîäåðæàùèå îïèñàíèå IDB-ñèñòåì

Íîìåð Ãîä Íàçâàíèå
RFC 1824 1995 IBC Protocol for Authenticated Key-Exchange
RFC 5091 2007 IBC Standard #1: Supersingular Curve Implementations of the BF and BB1

Cryptosystems
RFC 5408 2009 IBE Architecture and Supporting Data Structures
RFC 5409 2009 Using the BF and BB1 Algorithms with the Cryptographic Message Syntax
RFC 6267 2011 MIKEY-IBAKE: Identity-Based Authenticated Key Exchange (IBAKE) Mode of

Key Distribution in Multimedia Internet KEYing (MIKEY)
RFC 6508 2012 Sakai-Kasahara Key Encryption (SAKKE)
RFC 6509 2012 MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing

(MIKEY)
RFC 6539 2012 IBAKE: Identity-Based Authenticated Key Exchange
RFC 7859 2016 Identity-Based Signatures for Mobile Ad Hoc Network (MANET) Routing Protocols

Äàëåå ðàáîòà ïîñòðîåíà ñëåäóþùèì îáðàçîì: â ï. 1 îáñóæäàþòñÿ îñîáåííîñòè ïðàê-
òè÷åñêîãî ïðèìåíåíèÿ IDB-ñèñòåì è âîçíèêàþùèå ïðè ýòîì ïðîáëåìû. Â ï. 2 ïðèâåäå-
íû îñíîâíûå ìàòåìàòè÷åñêèå êîíñòðóêöèè, ïðèìåíÿåìûå äëÿ ôîðìèðîâàíèÿ ëè÷íûõ
êëþ÷åé ïîëüçîâàòåëåé, ñîîòâåòñòâóþùèõ îòêðûòûì êëþ÷àì íà îñíîâå èõ èäåíòèôè-
êàòîðîâ. Â ï. 3 ðàññìîòðåíû êîíêðåòíûå ïðèìåðû êðèïòîãðàôè÷åñêèõ IDB-ñèñòåì:
ñèñòåìû øèôðîâàíèÿ (âêëþ÷àÿ èåðàðõè÷åñêèå, àíîíèìíûå, ñ èñïîëüçîâàíèåì ñåðòè-
ôèêàòîâ è áåç íèõ), öèôðîâîé ïîäïèñè (âêëþ÷àÿ signcryption- è higncryption-ñèñòåìû),
àóòåíòèôèêàöèè ñòîðîí, à òàêæå ñèñòåìû âûðàáîòêè îáùåãî êëþ÷à è çàìåíû êëþ÷à.

1. Îñîáåííîñòè ïðàêòè÷åñêîãî ïðèìåíåíèÿ
Ïåðå÷èñëèì îñîáåííîñòè ïðàêòè÷åñêîãî ïðèìåíåíèÿ IDB-ñèñòåì, èõ íåäîñòàòêè è

ñïîñîáû èõ óñòðàíåíèÿ ïðè ïîñòðîåíèè ïðèëîæåíèé.

1.1. Ì à ñ ø ò à á è ð î â à í è å í à í å ñ ê î ë ü ê î ð å ã è î í î â

Íåëüçÿ óòâåðæäàòü, ÷òî èç-çà îòñóòñòâèÿ íåîáõîäèìîñòè â ñåðòèôèêàòàõ ïîòðåá-
íîñòü â èíôðàñòðóêòóðå ïîëíîñòüþ îòïàäàåò. Äëÿ ôîðìèðîâàíèÿ ëè÷íûõ êëþ÷åé ïîä-
ïèñè ïîëüçîâàòåëåé íåîáõîäèìà äîâåðåííàÿ òðåòüÿ ñòîðîíà � öåíòð ãåíåðàöèè êëþ÷åé
KGC. Îí ôîðìèðóåò ëè÷íûå êëþ÷è íà îñíîâàíèè èäåíòèôèêàöèîííîé èíôîðìàöèè
èõ âëàäåëüöåâ, èñïîëüçóÿ ñâîé ãëàâíûé (ìàñòåð-) êëþ÷, ïðåäñòàâëÿþùèé ñîáîé êëþ-
÷åâóþ ïàðó (îòêðûòûé/çàêðûòûé ìàñòåð-êëþ÷). Ïðè ýòîì ìàñòåð-êëþ÷ äîëæåí áûòü
îäèí, è îí äîëæåí ïðèíàäëåæàòü òîëüêî öåíòðó ãåíåðàöèè êëþ÷åé, êîòîðûé äîëæåí
áûòü òàêæå îäèí.

Ýòî íàêëàäûâàåò îãðàíè÷åíèå íà ìàêñèìàëüíîå êîëè÷åñòâî ïîëüçîâàòåëåé, òàê êàê
îíè äîëæíû áûòü çàðåãèñòðèðîâàíû è äîëæíû ïîëó÷èòü êëþ÷åâûå ïàðû òîëüêî â îä-
íîì òàêîì öåíòðå. Çíà÷èò, êðóã èñïîëüçîâàíèÿ ýòîé òåõíîëîãèè îãðàíè÷åí ñîòðóäíè-
êàìè îäíîãî ðåãèîíà, îäíîé îðãàíèçàöèè, ïðåäïðèÿòèÿ, ëèáî êëèåíòàìè îäíîãî áàíêà
èëè êàêîãî-ëèáî äðóãîãî ïîñòàâùèêà óñëóã.

Äëÿ ðàñøèðåíèÿ âîçìîæíîñòåé äàííîé òåõíîëîãèè ïðèìåíÿþòñÿ òàê íàçûâàåìûå
èåðàðõè÷åñêèå IDB-ñèñòåìû HIDE (Hierarchical IDentity-based Encryption), â êîòîðûõ
èìååòñÿ ìíîæåñòâî ëîêàëüíûõ öåíòðîâ KGC, îáðàçóþùèõ äðåâîâèäíóþ ñòðóêòóðó.
Êîðíåì äåðåâà ÿâëÿåòñÿ ãëàâíûé öåíòð, à öåíòð êàæäîãî íèæåëåæàùåãî óðîâíÿ âû-
äà¼ò êëþ÷è öåíòðàì ñëåäóþùåãî óðîâíÿ. Ïîëüçîâàòåëÿì ñîîòâåòñòâóþò ëèñòüÿ ýòîãî
äåðåâà. Ïðè ýòîì îòêðûòûé êëþ÷ êàæäîãî ïîëüçîâàòåëÿ äîëæåí çàâèñåòü îò èäåíòè-
ôèêàòîðîâ öåíòðîâ, ëåæàùèõ íà ïóòè îò ýòîé âåðøèíû äî êîðíÿ äåðåâà. Òàêîé ñïîñîá
ôîðìèðîâàíèÿ îòêðûòûõ êëþ÷åé ïðèâîäèò ê óñëîæíåíèþ ïðîöåäóðû îòçûâà è îáíîâ-
ëåíèÿ êëþ÷åé.
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1.2. Î á å ñ ï å ÷ å í è å à í î í è ì í î ñ ò è
â è å ð à ð õ è ÷ å ñ ê è õ I D B - ñ è ñ ò å ì à õ

Â ñèñòåìàõ îòêðûòîãî øèôðîâàíèÿ óñëîâèå àíîíèìíîñòè ïîëó÷àòåëÿ îáû÷íî îáåñ-
ïå÷èâàåòñÿ ïóò¼ì øèôðîâàíèÿ èäåíòèôèêàòîðîâ ïîëó÷àòåëÿ âìåñòå ñ îòïðàâëÿåìûì
ñîîáùåíèåì. Ïîýòîìó óáåäèòüñÿ â ïðàâèëüíîñòè àäðåñàòà ìîæåò òîëüêî òîò, êòî âëà-
äååò ëè÷íûì êëþ÷îì ïîëó÷àòåëÿ. Ñ äðóãîé ñòîðîíû, äëÿ ôîðìèðîâàíèÿ òàêîãî ñî-
îáùåíèÿ íåîáõîäèìî çíàòü àêòóàëüíóþ èíôîðìàöèþ îá îòêðûòîì êëþ÷å ïîëó÷àòåëÿ,
êîòîðàÿ ñîäåðæèòñÿ â äåéñòâóþùåì ñåðòèôèêàòå îòêðûòîãî êëþ÷à. Ýòîò ñåðòèôèêàò
äîëæåí áûòü ñâîåâðåìåííî ïîëó÷åí îòïðàâèòåëåì, ïðè÷¼ì îí ïåðåñûëàåòñÿ, êàê ïðà-
âèëî, â îòêðûòîì âèäå. Ïîýòîìó â êîììóíèêàöèîííûõ ñåòÿõ ïðîòèâíèê, àíàëèçèðóÿ
òðàôèê, èìååò âîçìîæíîñòü ïîëó÷èòü èíôîðìàöèþ î ïîëó÷àòåëå.

IDB-ñèñòåìû èñêëþ÷àþò òàêóþ âîçìîæíîñòü, ïîñêîëüêó òàì îòñóòñòâóþò ñåðòè-
ôèêàòû, à îòêðûòûé êëþ÷ âû÷èñëÿåòñÿ íåïîñðåäñòâåííî èç èäåíòèôèêàöèîííîé èí-
ôîðìàöèè ïîëó÷àòåëÿ. Ïîýòîìó òàêèå ñèñòåìû î÷åíü óäîáíû äëÿ ïîñòðîåíèÿ àíî-
íèìíûõ (èåðàðõè÷åñêèõ) ñèñòåì øèôðîâàíèÿ (Anonymous (Hierarchical) Identity-Based
Encryption, A(H)IBE) äëÿ àíîíèìíûõ êîììóíèêàöèîííûõ ñèñòåì, â êîòîðûõ ïî øèôð-
òåêñòó íåâîçìîæíî îïðåäåëèòü íè îòïðàâèòåëÿ, íè ïîëó÷àòåëÿ. Ýòî ïîíÿòèå ââåäåíî
âïåðâûå â ðàáîòå M. Àáäàëà è äð. [1]. Ïðèìåðû A(H)IBE-ñõåì ïîëó÷àþòñÿ, íàïðèìåð,
íà îñíîâå ñõåìû Áîíå �Ôðàíêëèíà.

Ïîìèìî êîììóíèêàöèîííûõ ñèñòåì, äàííûå êîíñòðóêöèè ïðèìåíÿþòñÿ ïðè óäà-
ë¼ííîì ïîëó÷åíèè èíôîðìàöèè èç áàç äàííûõ. Â òîé æå ðàáîòå [1] èçó÷àëèñü ñè-

ñòåìû îòêðûòîãî øèôðîâàíèÿ ñ âîçìîæíîñòüþ ïîèñêà êëþ÷åâûõ ñëîâ (Public-key
Encryption with Keyword Search, PEKS). PEKS� ýòî ñèñòåìû, â êîòîðûõ øèôðòåêñò
àññîöèèðîâàí ñ êëþ÷åâûì ñëîâîì, ïðè÷¼ì âûïîëíÿåòñÿ òðåáîâàíèå î íåâîçìîæíîñòè
ïîëó÷åíèÿ íèêàêîé èíôîðìàöèè îá ýòîì ñëîâå. Ïîëüçîâàòåëü ïîëó÷àåò â öåíòðå KGC,
ïîìèìî êëþ÷åâîé ïàðû, åù¼ îäíîíàïðàâëåííóþ ôóíêöèþ äëÿ êàæäîãî èñïîëüçóåìî-
ãî èì êëþ÷åâîãî ñëîâà. Äëÿ ïîëó÷åíèÿ âñåõ çàïèñåé, ñîäåðæàùèõ êëþ÷åâîå ñëîâî,
îí ìîæåò îáðàòèòüñÿ ê àäìèíèñòðàòîðó óäàë¼ííîé áàçû äàííûõ è ïåðåäàòü åìó ñîîò-
âåòñòâóþùóþ îäíîíàïðàâëåííóþ ôóíêöèþ. Àäìèíèñòðàòîð ìîæåò âûáðàòü âñå òàêèå
çàøèôðîâàííûå çàïèñè, ïðè÷åì îí íå ñìîæåò ïîëó÷èòü íèêàêîé èíôîðìàöèè íè î
êëþ÷åâîì ñëîâå, íè î ñîäåðæàùåéñÿ â ýòèõ çàøèôðîâàííûõ çàïèñÿõ èíôîðìàöèè.

1.3. Ä å ï î í è ð î â à í è å ê ë þ ÷ à â I D B - ñ è ñ ò å ì à õ

Êðèòè÷íûì ñâîéñòâîì IDB-ñèñòåì ÿâëÿåòñÿ ïðèñóùàÿ èì âîçìîæíîñòü ñîçäàíèÿ
ñèñòåìû äåïîíèðîâàíèÿ ëè÷íûõ êëþ÷åé. Öåíòð KGC, îáëàäàÿ ìàñòåð-êëþ÷îì, èìå-
åò âîçìîæíîñòü âû÷èñëÿòü ðàíåå âûäàííûå ëè÷íûå êëþ÷è âñåõ ïîëüçîâàòåëåé. Ýòî
ïîçâîëÿåò áåç òðóäà ñîçäàòü ëåãèòèìíóþ ñèñòåìó äåïîíèðîâàíèÿ ëè÷íûõ êëþ÷åé, ïðè
êîòîðîé ïðè íàëè÷èè ðåøåíèÿ ñóäà ïðàâîîõðàíèòåëüíûå îðãàíû ìîãóò çàïðîñèòü ïðè-
ìåíÿåìûå êëþ÷è ó öåíòðà, à öåíòð îáÿçàí ïðåäîñòàâèòü ëè÷íûé êëþ÷ óêàçàííîãî
ïîëüçîâàòåëÿ. Ïðè ýòîì öåíòðó íåò íåîáõîäèìîñòè õðàíèòü ýòè êëþ÷è, òàê êàê îí
ìîæåò èõ çàíîâî âû÷èñëèòü ïî èäåíòèôèêàöèîííîé èíôîðìàöèè.

1.4. Ç à ù è ò à î ò í å ÷ å ñ ò í î ã î ö å í ò ð à K G C

Â êðèïòîãðàôè÷åñêèõ ñèñòåìàõ ñ èíôðàñòðóêòóðîé îòêðûòûõ êëþ÷åé PKI íà îñ-
íîâå ñòàíäàðòà X.509 óäîñòîâåðÿþùèé öåíòð, âõîäÿùèé â èíôðàñòðóêòóðó PKI, îòâå-
÷àåò òîëüêî çà ïîäëèííîñòü ñîîòâåòñòâèÿ ìåæäó óêàçàííûìè â ñåðòèôèêàòå îòêðû-
òûì êëþ÷îì è èäåíòèôèêàòîðîì ïîëüçîâàòåëÿ. Óäîñòîâåðÿþùèé öåíòð âûäà¼ò òîëüêî
ñåðòèôèêàò êëþ÷à, à ñâîé ëè÷íûé êëþ÷ ïîëüçîâàòåëü ìîæåò äåðæàòü â ñåêðåòå, íå
ïðåäúÿâëÿÿ åãî öåíòðó. Åäèíñòâåííîå, ÷òî ïîëüçîâàòåëü äîëæåí ñäåëàòü ïðè ïîëó÷å-



48 À.Â. ×åðåìóøêèí

íèè ñåðòèôèêàòà îòêðûòîãî êëþ÷à, � ýòî äîêàçàòü íàëè÷èå ó íåãî âòîðîé ïîëîâèíû
êëþ÷åâîé ïàðû, ÷òî ìîæåò áûòü ïðîèçâåäåíî áåç ðàñêðûòèÿ ýòîãî êëþ÷à.

Â ñèñòåìàõ ñ îòêðûòûìè êëþ÷àìè íà îñíîâå èäåíòèôèêàöèîííîé èíôîðìàöèè
öåíòð KGC ñàì ôîðìèðóåò ëè÷íûå êëþ÷è âñåõ ïîëüçîâàòåëåé. Ïîýòîìó áîëüøèì íåäî-
ñòàòêîì IDB-ñèñòåì ÿâëÿåòñÿ òî, ÷òî íå÷åñòíûé öåíòð KGC, îáëàäàÿ ìàñòåð-êëþ÷îì,
èìååò âîçìîæíîñòü ñàìîñòîÿòåëüíî âû÷èñëÿòü òåêóùèå è âûäàííûå ðàíåå ëè÷íûå
êëþ÷è âñåõ ïîëüçîâàòåëåé ïî èõ èäåíòèôèêàòîðàì, à ïîýòîìó è ÷èòàòü øèôðîâàí-
íóþ ïåðåïèñêó è ïîääåëûâàòü öèôðîâóþ ïîäïèñü êàæäîãî ïîëüçîâàòåëÿ.

Ïîýòîìó íåîáõîäèìî äîïîëíèòü IDB-ñèñòåìó ìåõàíèçìàìè, ïîçâîëÿþùèìè çàùè-
òèòü ïîëüçîâàòåëåé îò íå÷åñòíîãî ïîâåäåíèÿ öåíòðà KGC, íàïðèìåð ïðèìåíÿÿ ïðîòî-
êîë äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì. Òàêîé ïîäõîä èñïîëüçóåòñÿ â ñèñòåìàõ
øèôðîâàíèÿ ñ èçâëå÷åíèåì êëþ÷à âñëåïóþ, â êîòîðûõ ïîëüçîâàòåëü èìååò âîçìîæ-
íîñòü ïîëó÷èòü ëè÷íûé êëþ÷, íå ðàñêðûâàÿ öåíòðó íè êëþ÷à, íè ñâîåãî èäåíòèôèêà-
òîðà, è â ñèñòåìàõ çàùèòû öèôðîâîé ïîäïèñè îò ïîääåëêè ïîäïèñè ñî ñòîðîíû öåí-
òðà [18], ãäå ñ ïîìîùüþ òàêîãî äîêàçàòåëüñòâà ïîëüçîâàòåëü, ñîõðàíÿÿ â òàéíå ñâîé
ëè÷íûé êëþ÷, ìîæåò äîêàçàòü íà åãî îñíîâå àðáèòðó, ÷òî ýòî íå åãî ïîäïèñü.

1.5. I D B - ñ è ñ ò å ì û í à î ñ í î â å ñ å ð ò è ô è ê à ò î â ( C B C - ñ è ñ ò å ì û )

Äðóãîé ñïîñîá çàùèòû îò íå÷åñòíîãî öåíòðà KGC ïðåäîñòàâëÿþò ñèñòåìû

ñ îòêðûòûìè êëþ÷àìè, ïîñòðîåííûå íà îñíîâå ñåðòèôèêàòîâ (Certi�cate-Based
Cryptography, CBC) è ñîõðàíÿþùèå ïðåèìóùåñòâà PKI è IDB-ñèñòåì. Òåïåðü êàæ-
äûé ïîëüçîâàòåëü ñàì ôîðìèðóåò ñâîþ êëþ÷åâóþ ïàðó è çàïðàøèâàåò ñåðòèôèêàò â
äîâåðåííîì ñåðòèôèêàöèîííîì öåíòðå CA (Certi�cate Authority). Ïðè ýòîì öåíòð CA
ôîðìèðóåò ñåðòèôèêàò ñ ïîìîùüþ IDB-àëãîðèòìà, íî ïðè ýòîì îí íå ìîæåò âîññòà-
íîâèòü ëè÷íûé êëþ÷ ïîëüçîâàòåëÿ. Òàêèå ñèñòåìû óæå íå îòíîñÿòñÿ íåïîñðåäñòâåííî
ê IDB-ñèñòåìàì, íî ñî÷åòàþò â ñåáå ïðåèìóùåñòâà îáû÷íûõ ñèñòåì ñ îòêðûòûìè êëþ-
÷àìè è IDB-ñèñòåì.

1.6. Ñ è ñ ò å ì û á å ç ñ å ð ò è ô è ê à ò î â ( C L C - ñ è ñ ò å ì û )

Åù¼ îäíèì íàïðàâëåíèåì èññëåäîâàíèé ÿâëÿåòñÿ îòêðûòàÿ êðèïòîãðàôèÿ áåç ñåð-
òèôèêàòîâ (Certi�cateLess Cryptography, CLC) [57], ãäå òàêæå ðåøàåòñÿ ïðîáëåìà äå-
ïîíèðîâàíèÿ êëþ÷à öåíòðîì, óíàñëåäîâàííàÿ îò ñèñòåì íà îñíîâå èäåíòèôèêàòîðîâ.
Â äàííîì ñëó÷àå íå òðåáóþòñÿ íè ñåðòèôèêàòû, íè èíôðàñòðóêòóðà PKI. Âìåñòî íèõ
äîâåðåííàÿ ñòîðîíà � öåíòð KGC�ôîðìèðóåò ÷àñòè÷íûå ëè÷íûå êëþ÷è àíàëîãè÷íî
IDB-ñèñòåìàì. Äåéñòâóþùèé ëè÷íûé êëþ÷ ïîëüçîâàòåëÿ ïîëó÷àåòñÿ ïóò¼ì îáúåäè-
íåíèÿ ïîëó÷åííîãî ÷àñòè÷íîãî êëþ÷à è âûáðàííîãî èì ñàìèì ñåêðåòà. Ïîýòîìó îí
îñòà¼òñÿ íåèçâåñòíûì è íå õðàíèòñÿ â öåíòðå KGC, ÷òî óñòðàíÿåò ïðîáëåìó äåïîíè-
ðîâàíèÿ êëþ÷à öåíòðîì KGC.

Õîòÿ òàêèå ñèñòåìû èìåþò ìíîãî îáùåãî ñ ñèñòåìàìè øèôðîâàíèÿ íà îñíîâå ñåð-
òèôèêàòîâ, êàæäûé ïîäõîä èìååò ñâîè äîñòîèíñòâà è îòëè÷èòåëüíûå îñîáåííîñòè.

1.7. Ê à ê ç à ì å í è ò ü ñ ê î ì ï ð î ì å ò è ð î â à í í û å ê ë þ ÷ è ?

Åù¼ îäíîé ïðîáëåìîé IDB-ñèñòåì ÿâëÿåòñÿ îòçûâ è çàìåíà ñêîìïðîìåòèðîâàííûõ
êëþ÷åé. Äëÿ ëþáûõ ñèñòåì ñ îòêðûòûìè êëþ÷àìè, îñíîâàííûõ íà PKI èëè íà ID,
äîëæíà áûòü îáåñïå÷åíà ïðîöåäóðà îòçûâà ñêîìïðîìåòèðîâàííûõ êëþ÷åé. Â òðàäè-
öèîííûõ PKI ýòî ðåøàåòñÿ ïóò¼ì âêëþ÷åíèÿ â ñåðòèôèêàò ïðåäóñòàíîâëåííîãî ñðî-
êà ãîäíîñòè è âåäåíèÿ àêòóàëüíîãî ñïèñêà àííóëèðîâàííûõ ñåðòèôèêàòîâ. Â IDB-
ñèñòåìàõ ñ îòêðûòûìè êëþ÷àìè íà îñíîâå èäåíòèôèêàòîðîâ çàìåíà êëþ÷åé ïðåä-
ñòàâëÿåò ïðîáëåìó, ïîñêîëüêó íåïîíÿòíî, êàê ìîæíî çàìåíÿòü èìåþùèåñÿ èäåíòè-
ôèêàòîðû. Ñàìîå ïðîñòîå ïðàêòè÷åñêîå ðåøåíèå äëÿ îáëåã÷åíèÿ ïðîöåäóðû îòçû-
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âà êëþ÷åé ïðåäïîëàãàåò äîïîëíåíèå èäåíòèôèêàòîðîâ íåêîòîðîé çàìåíÿåìîé èíôîð-
ìàöèåé, íàïðèìåð, ñðîêîì äåéñòâèÿ, êëþ÷åâûì ñëîâîì è ò. ï. Áîëåå òîãî, ìîæíî
ïðåäóñìîòðåòü ðåãóëÿðíóþ çàìåíó êëþ÷åé íåçàâèñèìî îò òîãî, áûë ëè êëþ÷ ñêîì-
ïðîìåòèðîâàí èëè íåò, íàïðèìåð èñïîëüçóÿ èäåíòèôèêàöèîííóþ èíôîðìàöèþ âèäà
�receiver-address∥current-date� [20, 22], ãäå date ìîæåò áûòü äí¼ì, íåäåëåé, ìåñÿ-
öåì èëè ãîäîì.

Òàêîé ñïîñîá îêàçûâàåòñÿ íåóäîáíûì äëÿ ñèñòåì ñ áîëüøèì ÷èñëîì ïîëüçîâàòå-
ëåé, ïîñêîëüêó îíè äîëæíû ïîñòîÿííî êîíòàêòèðîâàòü ñ îäíèì äîâåðåííûì öåíòðîì
KGC, íàãðóçêà íà êîòîðûé ðåçêî âîçðàñòàåò. Êðîìå òîãî, âàæíóþ ðîëü ïðèîáðåòàåò
ïðîáëåìà îáåñïå÷åíèÿ àóòåíòè÷íîñòè ñàìîé èäåíòèôèêàöèîííîé èíôîðìàöèè, òàê êàê
îòïðàâèòåëè ìîãóò ïóòàòü ïîõîæèå íàáîðû äàííûõ è òåì ñàìûì íåïðàâèëüíî ôîðìè-
ðîâàòü îòêðûòûå êëþ÷è ïîëó÷àòåëÿ. Â ðåçóëüòàòå îíè áóäóò íåíàìåðåííî îòïðàâëÿòü
çàøèôðîâàííûå ñîîáùåíèÿ íå òåì àäðåñàòàì, ïðè÷¼ì ïîñëåäíèå ñìîãóò ïðî÷èòàòü ñî-
äåðæàùóþñÿ â íèõ èíôîðìàöèþ.

Ïîýòîìó â íåñêîëüêèõ ðàáîòàõ ïðåäëîæåíû IDB-ñèñòåìû ñ ïðîöåäóðîé îòçûâà êëþ-
÷åé (IDB-cryptosistem with revocation) [6, 40, 42, 58, 39], ãäå ïðåäëàãàþòñÿ ñïåöèàëüíûå
ìàòåìàòè÷åñêèå êîíñòðóêöèè, óñêîðÿþùèå è îáëåã÷àþùèå ýòîò ïðîöåññ è ïîçâîëÿþ-
ùèå óïðîñòèòü ðàáîòó öåíòðà KGC, çàìåíèâ îöåíêó òðóäî¼ìêîñòè ñ ëèíåéíîé íà ëî-
ãàðèôìè÷åñêóþ îò ÷èñëà ïîëüçîâàòåëåé, è ïðè ýòîì ñîõðàíèòü ïðîñòîòó ðàáîòû äëÿ
ñàìèõ ïîëüçîâàòåëåé.

1.8. Ä ð ó ã è å ï ð è ë î æ å í è ÿ

Ïî äàííûì Voltage, ñåãîäíÿ òåõíîëîãèÿ IBE çàùèùàåò äàííûå äëÿ áîëåå ÷åì
100 ìèëëèîíîâ ïîëüçîâàòåëåé ïî âñåìó ìèðó è ñîâìåñòèìà ñ òàêèìè øèðîêî ðàñïðî-
ñòðàíåííûìè ïðîäóêòàìè, êàê Outlook, Yahoo, Gmail è äð. Â [33] ñîäåðæèòñÿ áîëü-
øîé îáçîð ïðèìåíåíèé IDB-ñèñòåì äëÿ ñåíñîðíûõ ñåòåé, ãäå îòìå÷àåòñÿ, ÷òî â ïðèëî-
æåíèÿõ ñ îãðàíè÷åííûìè äîñòóïíûìè ñèñòåìíûìè ðåñóðñàìè ôàêòîðû, êàñàþùèåñÿ
îáùåé ïðîèçâîäèòåëüíîñòè ñèñòåìû, ñòàíîâÿòñÿ ãîðàçäî áîëåå âàæíûìè. Áëàãîäàðÿ
ýêîíîìè÷íîñòè è íèçêèì òðåáîâàíèÿì ê èíôðàñòðóêòóðå, IDB-ñèñòåìû õîðîøî ñî-
îòâåòñòâóþò òðåáîâàíèÿì ê òàêèì ñåòÿì. Èõ ïðèìåíåíèå ïðèâîäèò ê çíà÷èòåëüíîìó
ñîêðàùåíèþ íàêëàäíûõ ðàñõîäîâ íà ñâÿçü, à òàêæå ê áîëåå ðàöèîíàëüíîìó èñïîëüçî-
âàíèþ ïðîïóñêíîé ñïîñîáíîñòè. Èåðàðõè÷åñêèå ìîäåëè, êîòîðûå ìîãóò áûòü ïîëó÷åíû
èç IBC, ïî-âèäèìîìó, èäåàëüíî âïèñûâàþòñÿ â èíôðàñòðóêòóðó ñåíñîðíîé ñåòè. Áîëåå
òîãî, ðÿä ñïåöèàëüíûõ, êëþ÷åâûõ îñîáåííîñòåé IBC (ðàñïðåäåë¼ííûé öåíòð ãåíåðà-
öèè êëþ÷åé, ñèñòåìíàÿ èåðàðõèÿ, îòçûâ êëþ÷åé, äåëåãèðîâàíèå) ðåøàþòñÿ ïðîñòûì
è ýëåãàíòíûì ñïîñîáîì.

Äàëåå ïðè îïèñàíèè ïðîòîêîëîâ áóäåì èñïîëüçîâàòü ñëåäóþùèå îáîçíà÷åíèÿ:

� a ∈R Zn � âûáðàòü ñëó÷àéíûé ýëåìåíò a èç Zn;
� F

?
= G�ïðîâåðèòü ñîâïàäåíèå F è G;

� G = ⟨P ⟩�öèêëè÷åñêàÿ ãðóïïà G ïîðîæäåíà ýëåìåíòîì P .

Â ñëó÷àÿõ, êîãäà ýòî íå âûçûâàåò ðàçíî÷òåíèé, áóäåì äëÿ óïðîùåíèÿ çàïèñè îïóñêàòü
çíàê êîíêàòåíàöèè â àðãóìåíòå õåø-ôóíêöèè h(x, y, . . . , z) = h(x∥y∥ . . . ∥z).

2. Ìàòåìàòè÷åñêèå êîíñòðóêöèè äëÿ ôîðìèðîâàíèÿ ëè÷íûõ êëþ÷åé
íà îñíîâå èäåíòèôèêàòîðîâ

Ôîðìèðîâàíèå ëè÷íûõ êëþ÷åé ïîëüçîâàòåëåé (key extraction), ñîîòâåòñòâóþùèõ
îòêðûòûì êëþ÷àì íà îñíîâå èõ èäåíòèôèêàòîðîâ, ïðîèçâîäèòñÿ â öåíòðàõ KGC. Ïå-
ðå÷èñëèì ïðèìåíÿåìûå ïðè ýòîì îñíîâíûå àëãîðèòìû ôîðìèðîâàíèÿ êëþ÷åâûõ ïàð.
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2.1. I D B - ñ è ñ ò å ì û í à î ñ í î â å R S A

Ïåðâûé ñïîñîá ïîñòðîåíèÿ IDB-ñèñòåìû ïðåäëîæèë À. Øàìèð â 1984 ã. [60]. Çà îñ-
íîâó áûëà âçÿòà ñèñòåìà RSA, îñíîâàííàÿ íà ñëîæíîñòè çàäà÷è ôàêòîðèçàöèè öåëûõ
÷èñåë. Ïóñòü h : {0, 1}∗ → Zn � õåø-ôóíêöèÿ, n = pq.

Îòêðûòûé êëþ÷ öåíòðà KGC� ýòî ïàðà (e, n), ãäå e� áîëüøîå ïðîñòîå ÷èñëî, íå
ÿâëÿþùååñÿ äåëèòåëåì ÷èñëà (p− 1)(q − 1).

Çàêðûòûé êëþ÷ öåíòðà � (p, q, d), ãäå d = e−1 mod (p− 1)(q − 1).
Ïîëüçîâàòåëü A ïðåäúÿâëÿåò öåíòðó ñâîþ èäåíòèôèêàöèîííóþ èíôîðìàöèþ IDA è

öåíòð âûäà¼ò åìó êëþ÷åâóþ ïàðó (pkA, skA) = (h(IDA), pk
d
A), ò. å. h(IDA) = skeA mod n.

Çíà÷åíèÿ d è skA = pkdA mod n öåíòð ìîæåò âû÷èñëèòü, çíàÿ ðàçëîæåíèå ÷èñëà n.

2.2. I D B - ñ è ñ ò å ì û í à î ñ í î â å ê â à ä ð à ò è ÷ í û õ â û ÷ å ò î â

Â 2001 ã. â ðàáîòå [19] Ê. Êîêñ (C. Cocks) ïðåäëîæèë ñõåìó íà îñíîâå ñëîæíî-
ñòè çàäà÷è íàõîæäåíèÿ êâàäðàòíîãî êîðíÿ â êîëüöå âû÷åòîâ ïî ñîñòàâíîìó ìîäóëþ:
x ∈ Zn, a = x2 mod n, n = pq, p, q�ðàçëè÷íûå áîëüøèå ïðîñòûå ÷èñëà, óäîâëåòâîðÿþ-
ùèå óñëîâèþ p ≡ q ≡ 3 (mod 4).

Ïóñòü J(n)�ìíîæåñòâî âñåõ ýëåìåíòîâ êîëüöà Zn, êîòîðûå èìåþò ñèìâîë ßêî-
áè ðàâíûé 1; QR(n) ⊂ J(n)�ìíîæåñòâî âñåõ êâàäðàòè÷íûõ âû÷åòîâ ïî ìîäóëþ n;
u ∈ J(n) \QR(n); h : {0, 1}∗ → J(n)� õåø-ôóíêöèÿ.

Òðîéêà (n, u, h) ñîñòàâëÿåò íàáîð îòêðûòûõ ïàðàìåòðîâ.

Çàìåòèì, ÷òî èç óñëîâèÿ a ∈ J(n) ñëåäóåò, ÷òî
(
a

p

)
=

(
a

q

)
= 1 èëè

(
a

p

)
=

(
a

q

)
=

= −1. Ïîýòîìó ëèáî a, ëèáî (−a) ÿâëÿåòñÿ êâàäðàòè÷íûì âû÷åòîì ïî ìîäóëþ n.
Ïðè ýòîì èçâëå÷ü êâàäðàòíûé êîðåíü ìîæåò òîëüêî öåíòð KGC, çíàþùèé ÷èñëà p

è q, ÿâëÿþùèåñÿ ñåêðåòîì KGC. Äëÿ ýòîãî îí ìîæåò âîñïîëüçîâàòüñÿ ôîðìóëîé

r = a(n+5−(p+q))/8 mod n.

Òàêîå r óäîâëåòâîðÿåò óñëîâèþ r2 = a (mod n) èëè r2 = −a (mod n) â çàâèñèìîñòè îò
òîãî, ÷òî ÿâëÿåòñÿ êâàäðàòè÷íûì âû÷åòîì: a èëè −a.

Ïîëüçîâàòåëü A ïðåäúÿâëÿåò öåíòðó ñâîþ èäåíòèôèêàöèîííóþ èíôîðìàöèþ IDA

è öåíòð âûäà¼ò åìó êëþ÷åâóþ ïàðó (pkA, skA) = (a, r), ãäå:

� îòêðûòûé êëþ÷ ïîëüçîâàòåëÿ ðàâåí a = h(IDA) ∈ J(n);
� ëè÷íûé êëþ÷ ïîëüçîâàòåëÿ îïðåäåëÿåòñÿ êàê

r =

{√
a mod n, a ∈ QR(n);
√
ua mod n, a ∈ J(n) \QR(n).

(1)

2.3. I D B - ñ è ñ ò å ì û í à î ñ í î â å ç à ä à ÷ è ë î ã à ð è ô ì è ð î â à í è ÿ
â ì ó ë ü ò è ï ë è ê à ò è â í î é ã ð ó ï ï å ï î ë ÿ

Ê. Ãþíòåð (C.G. G�unther) â [32] ïðåäëîæèë ñïîñîá ïîñòðîåíèÿ IDB-ñèñòåìû íà îñ-
íîâå öèôðîâîé ïîäïèñè öåíòðà KGC, âû÷èñëåííîé ïî ñõåìå Ýëü Ãàìàëÿ. Çàêðûòûì è
îòêðûòûì êëþ÷àìè öåíòðà KGC ÿâëÿþòñÿ ñîîòâåòñòâåííî ýëåìåíòû xS ∈ {1, . . . , p−1}
è yS = gxS ∈ Z∗

p, ãäå p� áîëüøîå ïðîñòîå ÷èñëî.
Ïîëüçîâàòåëü A ïîëó÷àåò â KGC öèôðîâóþ ïîäïèñü (uA, vA) äëÿ ñâîåãî èäåíòèôè-

êàòîðà IDA, ãäå

uA = gkA ; vA = (IDA − xSuA)k−1
A mod (p− 1); kA ∈R Z∗

p; (kA, p− 1) = 1.
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Ïðîâåðêà ïîäïèñè ïðîâîäèòñÿ ñ ïîìîùüþ óðàâíåíèÿ

uvAA = gIDAy−uAS .

Òåïåðü êëþ÷åâàÿ ïàðà ïîëüçîâàòåëÿ A îïðåäåëÿåòñÿ êàê

(pkA, skA) = ((IDA, uA), vA),

ãäå â ðîëè îòêðûòîãî êëþ÷à ïîëüçîâàòåëÿ A âûñòóïàåò åãî èäåíòèôèêàòîð è ïåð-
âàÿ ïîëîâèíà ïîäïèñè, à â ðîëè ëè÷íîãî êëþ÷à� âòîðàÿ ïîëîâèíà ïîäïèñè vA =
= loguA(g

IDAy−uAS ). Ïîýòîìó ïðîáëåìà îïðåäåëåíèÿ ëè÷íîãî êëþ÷à ïî îòêðûòîìó êëþ-
÷ó ñâîäèòñÿ ê ïðîáëåìå äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ â Z∗

p.

2.4. I D B - ñ è ñ ò å ì û í à î ñ í î â å ã ð ó ï ï û ò î ÷ å ê
ý ë ë è ï ò è ÷ å ñ ê î é ê ð è â î é

Ôàêòè÷åñêè, âñå ïåðâîíà÷àëüíî ðàçðàáîòàííûå IDB-ñõåìû íà îñíîâå ãðóïïû òî-
÷åê ýëëèïòè÷åñêîé êðèâîé ïðåäïîëàãàþò íàëè÷èå îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ.
Â îáùåì ñëó÷àå ýòà îïåðàöèÿ îïðåäåëÿåòñÿ íà äâóõ àáåëåâûõ ãðóïïàõ G1 è G2 ïðîñòî-
ãî ïîðÿäêà q è ïðèíèìàåò çíà÷åíèå â òðåòüåé ìóëüòèïëèêàòèâíîé ãðóïïå GT òîãî æå
ïîðÿäêà:

e : G1 ×G2 → GT .

Ïðè ýòîì äîëæíû âûïîëíÿòüñÿ äâà ñâîéñòâà:

1) áèëèíåéíîñòü: ïðè âñåõ w, x ∈ G1 è y, z ∈ G2 âûïîëíåíû òîæäåñòâà

e(w, x+ z) = e(w, x) e(w, z), e(w + x, z) = e(w, z) e(x, z);

2) íåâûðîæäåííîñòü: äëÿ íåêîòîðûõ ýëåìåíòîâ x ∈ G1 è y ∈ G2 âûïîëíåíî
e(x, y) ̸= 1.

Â ïðàêòè÷åñêèõ ïðèìåíåíèÿõ èñïîëüçóþòñÿ â îñíîâíîì îïåðàöèè ñïàðèâàíèÿ äëÿ
ãðóïï òî÷åê ýëëèïòè÷åñêîé êðèâîé. Ïîýòîìó áóäåì ðàññìàòðèâàòü òîëüêî òàêèå îïå-
ðàöèè. Â ýòîì ñëó÷àå ãðóïïû G1 è G2 ÿâëÿþòñÿ îäèíàêîâûìè èëè ðàçëè÷íûìè öèêëè-
÷åñêèìè ïîäãðóïïàìè ãðóïïû òî÷åê ýëëèïòè÷åñêîé êðèâîé íàä êîíå÷íûì ïîëåì èëè
åãî ðàñøèðåíèåì, à GT � ýòî ïîäãðóïïà ìóëüòèïëèêàòèâíîé ãðóïïû ïîëÿ. Ïðè ðàñ-
ñìîòðåíèè ãðóïï òî÷åê ýëëèïòè÷åñêèõ êðèâûõ íàä êîíå÷íûì ïîëåì áóäåì îáîçíà÷àòü
òî÷êè áîëüøèìè ëàòèíñêèìè áóêâàìè, à ýëåìåíòû ïîëÿ�ìàëåíüêèìè.

Åñëè P ∈ G1 è n ∈ N, òî äëÿ êðàòíûõ òî÷åê áóäåì èñïîëüçîâàòü îáîçíà÷åíèå

[n]P = P + . . .+ P︸ ︷︷ ︸
n

.

Â [10] âûäåëåíî äâà òèïà IDB-ñõåì, ðàçëè÷àþùèõñÿ ïî ñïîñîáó ôîðìèðîâàíèÿ êëþ-
÷åâûõ ïàð ó÷àñòíèêîâ:

� òèï SOK (îò Ñàêàè�Îãèøè�Êàçàõàðà (R. Sakai, K. Ohgishi, M. Kasahara) [53])
ïðåäïîëàãàåò íàëè÷èå äâóõ õåø-ôóíêöèé h1 è h2, ïðèíèìàþùèõ çíà÷åíèå ñîîòâåò-
ñòâåííî â ãðóïïàõ G1 è G2;

� òèï SK (îò Ñàêàè�Êàçàõàðà (R. Sakai, M. Kasahara) [55]) èñïîëüçóåò òîëüêî îäíó
õåø-ôóíêöèþ h, ïðèíèìàþùóþ ÷èñëîâîå çíà÷åíèå, êîòîðîå ïîëó÷àåòñÿ ïðåäñòàâëå-
íèåì äâîè÷íîãî âåêòîðà � çíà÷åíèÿ õåø-ôóíêöèè ñîîòâåòñòâóþùèì íàòóðàëüíûì
÷èñëîì.
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Äëÿ îáîèõ òèïîâ êëþ÷åâàÿ ïàðà öåíòðà KGC èìååò âèä ([s]P, s), ãäå s� çàêðûòûé
êëþ÷ (1 < s < q − 1); [s]P � îòêðûòûé êëþ÷; P � îáðàçóþùèé ýëåìåíò ãðóïïû G1.

Äëÿ IDB-ñõåì òèïà SOK êëþ÷åâàÿ ïàðà ïîëüçîâàòåëÿ A îïðåäåëÿåòñÿ êàê

(pkA, skA) = (h1(IDA), [s]h1(IDA)).

Äëÿ IDB-ñõåì òèïà SK êëþ÷åâàÿ ïàðà ïîëüçîâàòåëÿ A îïðåäåëÿåòñÿ êàê

(pkA, skA) = ([s+ h(IDA)]P, [s+ h1(IDA)]
−1P ),

ãäå îòêðûòûé êëþ÷ ó÷àñòíèêà A çàâèñèò îò çàêðûòîãî êëþ÷à s öåíòðà KGC, ïðè÷¼ì
âûïîëíÿåòñÿ ñîîòíîøåíèå e(pkA, skA) = e(P, P ).

2.5. I D B - ñ è ñ ò å ì û í à î ñ í î â å í å ÷ ¼ ò ê è õ ì í î æ å ñ ò â

Â 2005 ã. À. Ñàõàè è Á. Óîòåðñ (A. Sahai è B. Waters) [56] ïðåäëîæèëè íîâûé ñïî-
ñîá ïîñòðîåíèÿ IDB-ñèñòåìû íà îñíîâå íå÷¼òêèõ ìíîæåñòâ, â êîòîðîé èäåíòèôèêàòîð
ðàññìàòðèâàåòñÿ êàê íàáîð îïèñàòåëüíûõ àòðèáóòîâ.

Íå÷¼òêàÿ ñõåìà IBE ïîçâîëÿåò èñïîëüçîâàòü çàêðûòûé êëþ÷, ñîîòâåòñòâóþùèé îò-
êðûòîìó êëþ÷ó ñ èäåíòèôèêàòîðîì ω, äëÿ ðàñøèôðîâàíèÿ òåêñòà, çàøèôðîâàííîãî
íà îòêðûòîì êëþ÷å ñ èäåíòèôèêàòîðîì ω′, òîãäà è òîëüêî òîãäà, êîãäà èäåíòèôèêà-
òîðû ω è ω′ íàõîäÿòñÿ áëèçêî äðóã ê äðóãó, ÷òî îïðåäåëÿåòñÿ ìåòðèêîé, ïîçâîëÿþùåé
îöåíèòü ¾ïåðåêðûòèå¿ ìíîæåñòâ: |ω ∩ ω′| ⩾ d ïðè íåêîòîðîì çàäàííîì ïàðàìåòðå d.

Íå÷¼òêàÿ ñõåìà IBE ìîæåò áûòü ïðèìåíåíà äëÿ îáåñïå÷åíèÿ øèôðîâàíèÿ ñ èñ-
ïîëüçîâàíèåì â êà÷åñòâå èäåíòèôèêàöèîííîé èíôîðìàöèè áèîìåòðè÷åñêèõ âõîäíûõ
äàííûõ. Ïîñêîëüêó áèîìåòðè÷åñêèå äàííûå îáëàäàþò íåêîòîðûì øóìîì, èõ èñïîëüçî-
âàíèå â îáû÷íûõ IDB-ñèñòåìàõ íåâîçìîæíî. Îäíàêî ñâîéñòâî óñòîé÷èâîñòè ê îøèáêàì
íå÷¼òêîé ñõåìû IBE ïîçâîëÿåò ðàñøèôðîâàòü çàøèôðîâàííûå äàííûå ñ ïîìîùüþ ëè÷-
íîãî êëþ÷à, âîññòàíîâëåííîãî èç áèîìåòðè÷åñêèõ äàííûõ, êîòîðûé ìîæåò îòëè÷àòüñÿ
îò èñòèííîãî ëè÷íîãî êëþ÷à.

Êðîìå òîãî, Fuzzy-IBE ìîæíî èñïîëüçîâàòü äëÿ ïðèëîæåíèé, êîòîðûå íàçûâàþò-
ñÿ ¾øèôðîâàíèåì íà îñíîâå àòðèáóòîâ¿. Â òàêèõ ïðèëîæåíèÿõ ñòîðîíû îòïðàâëÿþò
çàøèôðîâàííûå ñîîáùåíèÿ âñåì ïîëüçîâàòåëÿì, èìåþùèì çàäàííîå ìíîæåñòâî àòðè-
áóòîâ, íàïðèìåð ¾÷ëåíû êîìèññèè¿, ¾ñîòðóäíèêè îòäåëà¿ è ò. ï., êîòîðûå ñîñòàâëÿþò
(íå÷¼òêóþ) èäåíòèôèêàöèþ. Ïîýòîìó òàêèå ñîîáùåíèÿ ìîãóò ïðî÷èòàòü òîëüêî òå, ó
êîãî â èäåíòèôèêàöèîííîé èíôîðìàöèè åñòü ñîîòâåòñòâóþùèå àòðèáóòû.

Ïðåèìóùåñòâîì òàêîãî ïîäõîäà ÿâëÿåòñÿ òî, ÷òî äîêóìåíòû ìîãóò õðàíèòüñÿ íà
îáû÷íîì ñåðâåðå áåç äîâåðåííûõ ñðåäñòâ (óäàë¼ííîé) àóòåíòèôèêàöèè.

Áëàãîäàðÿ ýòîìó ñâîéñòâó IDB-ñèñòåìû íà îñíîâå íå÷¼òêèõ ìíîæåñòâ ïðèìåíÿþò-
ñÿ â ñèñòåìàõ, äîïóñêàþùèõ ýôôåêòèâíóþ ïðîöåäóðó îòçûâà êëþ÷åé. Äàëåå â ï. 3.1
îïèñàíà íå÷¼òêàÿ ñèñòåìà øèôðîâàíèÿ Fuzzy-IBE (Fuzzy Identity-Based Encryption)
èç [56], à â ï. 3.2 � å¼ ïðèìåíåíèå â ñèñòåìàõ ñ ïðîöåäóðîé îòçûâà êëþ÷åé èç [38].

2.6. È å ð à ð õ è ÷ å ñ ê è å I D B - ñ è ñ ò å ì û

Äëÿ ìàñøòàáèðîâàíèÿ IDB-ñèñòåì ñ öåëüþ ïðèìåíåíèÿ èõ â áîëüøèõ ðàñïðåäå-
ë¼ííûõ ñèñòåìàõ â [23] ïðåäëîæåíà èåðàðõè÷åñêàÿ ñòðóêòóðà IDB-ñèñòåìû, â êîòîðîé
ìîæåò áûòü íåñêîëüêî ëîêàëüíûõ öåíòðîâ KGC, îáðàçóþùèõ äðåâîâèäíóþ ñòðóêòóðó,
êîðíåì êîòîðîé ÿâëÿåòñÿ êîðíåâîé öåíòð ãåíåðàöèè êëþ÷åé rootPKG, à êàæäûé öåíòð
âûäà¼ò êëþ÷è òîëüêî ñâÿçàííûì ñ íèì öåíòðàì ñëåäóþùåãî óðîâíÿ (ðèñ. 1). Ëèñòüÿì
äåðåâà ñîîòâåòñòâóþò ïîëüçîâàòåëè.
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Ðèñ. 1. Èåðàðõè÷åñêàÿ ñòðóêòóðà ëîêàëüíûõ öåíòðîâ [23]

Êàæäûé ëîêàëüíûé öåíòð PKG, ñîîòâåòñòâóþùèé âåðøèíå, ðàñïîëîæåííîé íà
i-ì óðîâíå, îäíîçíà÷íî õàðàêòåðèçóåòñÿ íàáîðîì èäåíòèôèêàòîðîâ (ID1, . . . , IDi), ñîîò-
âåòñòâóþùèõ ïóòè îò êîðíÿ ê ýòîé âåðøèíå. Ïîýòîìó â êà÷åñòâå îòêðûòîãî êëþ÷à äëÿ
ýòîãî öåíòðà ìîæíî âûáðàòü çíà÷åíèå h(ID1∥ . . . ∥IDi), ãäå h�íåêîòîðàÿ õåø-ôóíêöèÿ,
à çàêðûòûé êëþ÷ mk(ID1,...,IDi) ôîðìèðóåòñÿ íà îñíîâå îòêðûòîãî êëþ÷à.

Â ï. 3.1 ïðèâåä¼í ïðèìåð èåðàðõè÷åñêîé IDB-ñèñòåìû øèôðîâàíèÿ HIDE [23].
Äðóãèå ñïîñîáû ôîðìèðîâàíèÿ êëþ÷åâûõ ïàð ïîëüçîâàòåëåé ðàññìîòðåíû äàëåå

ïðè îïèñàíèè êîíêðåòíûõ êëàññîâ IDB-ñèñòåì.

3. Ïðèìåðû êðèïòîãðàôè÷åñêèõ IDB-ñèñòåì
3.1. I D B - ñ è ñ ò å ì û ø è ô ð î â à í è ÿ ( I B E )

IBE-ñõåìà íà îñíîâå êâàäðàòè÷íûõ âû÷åòîâ
Â [19] Ê. Êîêñ (C. Cocks) ïðåäëîæèë IDB-ñõåìó øèôðîâàíèÿ, èñïîëüçóþùóþ îïè-

ñàííûé â ï. 2.2 ñïîñîá ôîðìèðîâàíèÿ êëþ÷åâûõ ïàð íà îñíîâå ïðîáëåìû èçâëå÷åíèÿ
êâàäðàòíîãî êîðíÿ â êîëüöå âû÷åòîâ Zn, n = pq, ãäå p è q�ïðîñòûå ÷èñëà, óäîâëå-
òâîðÿþùèå óñëîâèþ p ≡ q ≡ 3 (mod4). Ïîëüçîâàòåëü A ïðåäúÿâëÿåò öåíòðó ñâîþ
èäåíòèôèêàöèîííóþ èíôîðìàöèþ IDA è ïîëó÷àåò êëþ÷åâóþ ïàðó (pkA, skA) = (a, r),
ãäå a = h(IDA) ∈ J(n), à r íàõîäèòñÿ ïî ôîðìóëå (1).

Çàøèôðîâàíèå ïðîèñõîäèò ïîáèòíî: äëÿ çàøèôðîâàíèÿ áèòà m (êîòîðûé çàêîäè-
ðîâàí +1 èëè −1) íàäî:

1) âûáðàòü ñëó÷àéíûå ýëåìåíòû t0, t1 ∈ Zn;
2) âû÷èñëèòü

di =
t2i + uia

ti
, ci = m

(
ti
n

)
, i ∈ {0, 1}.

Øèôðòåêñò ñîñòîèò èç äâóõ ýëåìåíòîâ ((do, c0), (d1, c1)). Ïîýòîìó ïðè çàøèôðîâà-
íèè îäíîãî áèòà ïîëó÷èòñÿ O(log n) áèòîâ øèôðòåêñòà.

Ðàñøèôðîâàíèå:

1) îïðåäåëèòü i ∈ {0, 1}, òàêîå, ÷òî r2 = uia;
2) âû÷èñëèòü g = di + 2r, êîòîðîå ìîæíî çàïèñàòü òàê:

g = di + 2r =
t2i + r2

ti
+ 2r =

(ti + r)2

ti
=

[
ti + r

ti

]2
ti.

Îòñþäà ñëåäóåò, ÷òî
(g
n

)
=

(
ti
n

)
;

3) âû÷èñëèòü m = ci

(
ti
n

)
.
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IBE-ñèñòåìà Áîíå �Ôðàíêëèíà íà îñíîâå áèëèíåéíîãî ñïàðèâàíèÿ
(BF-IDE)

Ïåðâàÿ ïðàêòè÷åñêè ýôôåêòèâíàÿ èåðàðõè÷åñêàÿ ñèñòåìà ïðåäëîæåíà â ðàáîòå
D. Boneh è M. Franklin â 2001 ã. [9]. Îíà îñíîâàíà íà îïåðàöèè ñïàðèâàíèÿ äëÿ ýë-
ëèïòè÷åñêèõ êðèâûõ e : G1 × G1 → GT , ãäå G1 �ïîäãðóïïà ãðóïïû òî÷åê ýëëèïòè÷å-
ñêîé êðèâîé; GT �ïîäãðóïïà ìóëüòèïëèêàòèâíîé ãðóïïû ïîëÿ. Ïóñòü òàêæå èìåþòñÿ
õåø-ôóíêöèè h1 : {0, 1}∗ → G1 è h2 : GT → {0, 1}n.

Öåíòð KGC îáëàäàåò êëþ÷åâîé ïàðîé (s,H), H = [s]P , P ∈ G1.
Ó÷àñòíèê A ïîëó÷àåò â öåíòðå KGC îòêðûòûé êëþ÷ QA = h1(IDA) è ëè÷íûé êëþ÷

SA = [s]QA. Äëÿ çàøèôðîâàíèÿ ñîîáùåíèÿ M ∈ {0, 1}∗, îòïðàâëÿåìîãî ó÷àñòíèêó A,
íàäî âûáðàòü ñëó÷àéíîå çíà÷åíèå r ∈ Z∗

q è ñôîðìèðîâàòü øèôðòåêñò

C = ( [r]P,M + h2(e(QA, H)r) ) = (U, V ).

Ïîëó÷èâ ýòî ñîîáùåíèå, A âû÷èñëÿåò îòêðûòûé òåêñò ïî ôîðìóëå

M = C + h2(e(SA, U)),

òàê êàê e(SA, U) = e([s]QA, [r]P ) = e(QA, [s]P )
r = e(QA, H)r.

Äàííàÿ ñõåìà â êà÷åñòâå êîíñòðóêòèâíîãî áëîêà íàøëà ìíîãî÷èñëåííûå ïðàêòè-
÷åñêèå ïðèìåíåíèÿ â ïðîòîêîëàõ äëÿ èåðàðõè÷åñêèõ, îáëà÷íûõ, øèðîêîâåùàòåëüíûõ
è äð. IDB-ñèñòåì [23, 22, 34, 2, 67, 14].

Ïîçäíåå Ä. Ãàëèíäî (D. Galindo) [21] îáíàðóæèë óÿçâèìîñòü ýòîãî ïðîòîêîëà è
ïðåäëîæèë èñïðàâëåííûé è óëó÷øåííûé âàðèàíò.

Ñèñòåìà Fuzzy-IBE íà îñíîâå íå÷¼òêèõ ìíîæåñòâ

Â íå÷¼òêîé ñèñòåìå øèôðîâàíèÿ Fuzzy-IBE (Fuzzy Identity-Based Encryption), ïðåä-
ëîæåííîé â 2005 ã. A. Ñàõàè è Á. Óîòåðñ (A. Sahai, B. Waters) [56], èäåíòèôèêàòîð ðàñ-
ñìàòðèâàåòñÿ êàê íàáîð îïèñàòåëüíûõ àòðèáóòîâ.

Ïóñòü e : G1 × G1 → GT � îïåðàöèÿ áèëèíåéíîãî ñïàðèâàíèÿ äëÿ ãðóïï G1 è GT

ïðîñòîãî ïîðÿäêà p è P0 � îáðàçóþùèé ýëåìåíò ãðóïïû G1. Îïðåäåëèì êîýôôèöèåíò
Ëàãðàíæà äëÿ i ∈ Zp è S ⊂ Zp ðàâåíñòâîì

δi,S(x) =
∏

j∈S,j ̸=i

x− j
i− j

=

{
1, x = i ∈ S;
0, x ∈ Zp \ {i}.

(2)

Ïóñòü èäåíòèôèêàòîðàìè ÿâëÿþòñÿ ïîäìíîæåñòâà ω íåêîòîðîãî ìíîæåñòâà U . Ìíîæå-
ñòâî U ìîæåò áûòü ìíîæåñòâîì âñåâîçìîæíûõ àòðèáóòîâ èëè ìíîæåñòâîì îöèôðîâàí-
íûõ çíà÷åíèé íåêîòîðîé áèîìåòðè÷åñêîé ñèñòåìû ðàñïîçíàâàíèÿ. Êàæäîìó ýëåìåíòó
ïîäìíîæåñòâà ω îäíîçíà÷íî ñîïîñòàâëåí íåêîòîðûé ýëåìåíò èç Z∗

p. Ïóñòü äëÿ ïðîñòî-
òû ýëåìåíòàì èç U ñîîòâåòñòâóþò ïåðâûå |U| ýëåìåíòîâ {1, . . . , |U|} èç Z∗

p.
Âûáåðåì ñëó÷àéíî è ðàâíîâåðîÿòíî t1, . . . , t|U|, y ∈R Z∗

p. Îòêðûòûìè ïàðàìåòðàìè
öåíòðà ÿâëÿþòñÿ

(T1 = [t1]P0, . . . , T|U| = [t|U|]P0, Y = e(P0, P0)
y),

à ìàñòåð-êëþ÷ îïðåäåëÿåòñÿ êàê (t1, . . . , t|U|, y).
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Ïîëüçîâàòåëü ñ èäåíòèôèêàòîðîì ω ⊂ U ïîëó÷àåò ëè÷íûé êëþ÷ íà îñíîâå ñëó÷àé-
íîãî ìíîãî÷ëåíà q(x) ∈ Zp[x] ñòåïåíè d−1 c q(0) = y êàê óïîðÿäî÷åííûé íàáîð (Di)i∈ω,

ãäå Di =

[
q(i)

ti

]
P0, i ∈ ω.

Çàøèôðîâàíèå. Äëÿ çàøèôðîâàíèÿ ñîîáùåíèÿ m ∈ GT íà îòêðûòîì êëþ÷å ω′ âû-
áèðàþò ñëó÷àéíûé ýëåìåíò r ∈ Zp è ôîðìèðóþò øèôðòåêñò âèäà

C = (ω′, c′ = mY r, {Ci = [r]Ti}i∈ω).

Ðàñøèôðîâàíèå. Åñëè øèôðòåêñò ïîëó÷åí íà êëþ÷å ω′, òî äëÿ åãî ðàñøèôðîâàíèÿ
íà êëþ÷å ω, óäîâëåòâîðÿþùåì óñëîâèþ |ω ∩ ω′| ⩾ d, ñëåäóåò âûáðàòü ïðîèçâîëüíîå
ïîäìíîæåñòâî σ ⊆ ω ∩ ω′ ìîùíîñòè d è âû÷èñëèòü

c′/
∏
i∈σ

e(Gi, Ci)
δi,σ(0) = m · e(P0, P0)

ry/
∏
i∈σ

e

([
q(i)

ti

]
P0, [rti]P0

)δi,σ(0)
=

= m · e(P0, P0)
ry/
∏
i∈σ

(
e(P0, P0)

rq(i)
)δi,σ(0) = m · e(P0, P0)

ry/e(P0, P0)
r
∑
i∈σ

q(i)δi,σ(0)

= m.

Äàííîå âûðàæåíèå âûòåêàåò èç ôîðìóëû èíòåðïîëÿöèè ñòîÿùåãî â ïîêàçàòåëå ìíî-
ãî÷ëåíà q(x) ñòåïåíè d− 1 ïî d òî÷êàì:∑

i∈σ
q(i)δi,σ(0) = q(0) = y.

Èåðàðõè÷åñêèå IBE-ñèñòåìû

Â [23] ïðåäëîæåíà èåðàðõè÷åñêàÿ ñòðóêòóðà IDB-ñèñòåìû�HIDE (Hierarchical
IDentity-based Encryption), â êîòîðîé ëîêàëüíûå öåíòðû KGC îáðàçóþò äðåâîâèäíóþ
ñòðóêòóðó, êîðíåì êîòîðîé ÿâëÿåòñÿ êîðíåâîé öåíòð ãåíåðàöèè êëþ÷åé rootPKG, à
êàæäûé öåíòð âûäà¼ò êëþ÷è òîëüêî ñâÿçàííûì ñ íèì öåíòðàì ñëåäóþùåãî óðîâíÿ
(ñì. ðèñ. 1). Êîíå÷íûå âåðøèíû, ñîîòâåòñòâóþùèå ëèñòüÿì ýòîãî äåðåâà, ïðåäñòàâëÿ-
þò ïîëüçîâàòåëåé.

Äàííàÿ ñèñòåìà áûëà îñíîâàíà íà êîíñòðóêöèè Áîíå è Ôðàíêëèíà [9].
Ïàðàìåòðû êîðíåâîãî öåíòðà rootPKG :

1) Ïóñòü p� k-áèòîâîå ïðîñòîå ÷èñëî, e : G1×G1 → GT � îïåðàöèÿ ñïàðèâàíèÿ, ãäå
G1,G�öèêëè÷åñêèå ãðóïïû ïîðÿäêà p; P0 � ñëó÷àéíî âûáðàííûé îáðàçóþùèé
ýëåìåíò ãðóïïû G1.

2) Ïðè íåêîòîðîì n > 0 âûáèðàþòñÿ êðèïòîãðàôè÷åñêèå õåø-ôóíêöèè

h1 : {0, 1}∗ → G1,
h2 : GT → {0, 1}n,
h3 : {0, 1}n × {0, 1}n → Zp,
h4 : {0, 1}n → {0, 1}n.

3) Âûáèðàåòñÿ ñëó÷àéíûé ýëåìåíò s0 ∈ Z∗
p �êîðíåâîé ìàñòåð-êëþ÷, è ôîðìèðóåò-

ñÿ êëþ÷åâàÿ ïàðà öåíòðà rootPKG (s0, Q0 = [s0]P0).

Ôîðìèðîâàíèå êëþ÷åé äëÿ öåíòðà, ðàñïîëîæåííîãî íà i-ì óðîâíå.
Ïðè i ⩾ 1 êàæäûé öåíòð KGCi, ðàñïîëîæåííûé íà i-ì óðîâíå, âûáèðàåò â êà÷åñòâå

ñåêðåòà ýëåìåíò si ∈ Z∗
p, si ̸= s, è âû÷èñëÿåò Qi = [si]P0.
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Öåíòð KGCi îäíîçíà÷íî õàðàêòåðèçóåòñÿ íàáîðîì èäåíòèôèêàòîðîâ (ID1, . . . , IDi),
ñîîòâåòñòâóþùèõ ïóòè îò êîðíÿ ê ýòîìó öåíòðó. Â êà÷åñòâå îòêðûòîãî êëþ÷à îí âû-
áèðàåò çíà÷åíèå Pi = h1(ID1∥ . . . ∥IDi), à äëÿ ïîëó÷åíèÿ çàêðûòîãî êëþ÷à îáðàùàåòñÿ
â öåíòð KGCi−1 ñ èäåíòèôèêàòîðîì (ID1∥ . . . ∥IDi−1).

Ïóñòü öåíòð KGCi−1 îáëàäàåò ñåêðåòîì si−1 è ìàñòåð-êëþ÷îì

mkIDi−1
= (Si−1, Q1, . . . , Qi−1)

(ïðè i = 1 öåíòð KGC1 îáëàäàåò ñåêðåòîì s1 è ìàñòåð-êëþ÷îì mk1 = (S1, Q1), ãäå S1 �
åäèíè÷íûé ýëåìåíò ãðóïïû G1).

Äëÿ âû÷èñëåíèÿ ëè÷íîãî êëþ÷à öåíòðà KGCi öåíòð KGCi−1:

1) âû÷èñëÿåò Pi = h1(ID1∥ . . . ∥IDi);

2) âû÷èñëÿåò Si = Si−1 + [si−1]Pi =
i∑

j=1

[sj−1]Pi;

3) âîçâðàùàåò (Si, Q1, . . . , Qi−1), ãäå Qj = [sj]P0, 1 ⩽ j ⩽ i− 1.

Òåïåðü ïîä÷èí¼ííûé åìó öåíòð KGCi ïîëó÷àåò çàêðûòûé êëþ÷

mkIDi
= (Si, Q1, . . . , Qi).

Äëÿ çàøèôðîâàíèÿ ñîîáùåíèÿ M ∈ {0, 1}∗ äëÿ öåíòðà KGCi íàäî:
1) âû÷èñëèòü Pi = h1(ID1, . . . , IDj), 1 ⩽ j ⩽ i;
2) âû÷èñëèòü g = e(Q0, P1);
3) âûáðàòü ñëó÷àéíîå σ ∈ {0, 1}n è âû÷èñëèòü r = h3(σ,M);
4) îïðåäåëèòü

C = ([r]P0, [r]P2, . . . , [r]Pi, σ ⊕ h2(rg), M ⊕ h4(σ)).

Ðàñøèôðîâàíèå.

Ïîëó÷èâ ñîîáùåíèå C = (U0, U2, . . . , Ui, V,W ), ó÷àñòíèê (ID1, . . . , IDi) äîëæåí:

1) âû÷èñëèòü

g′ =
e(U0, St)

i∏
j=2

e(Qj−1, Uj)

;

2) âû÷èñëèòü σ = V ⊕ h2(g′);
3) âû÷èñëèòü M = W ⊕ h4(σ);
4) âû÷èñëèòü r = h3(σ,M). Åñëè U0 ̸= [r]P0, òî ïðåðâàòü ïðîòîêîë. Åñëè íåò, òî

ïðèíÿòü îòêðûòûé òåêñò M .

Çàìåòèì, ÷òî âìåñòî ãàììèðîâàíèÿ W = M ⊕ h4(σ) ìîæíî èñïîëüçîâàòü ëþáîé
àëãîðèòì áëî÷íîãî øèôðîâàíèÿ W = Eh4(σ)(M).

IBE-ïðîòîêîë Óîòåðñà

Ñèñòåìà øèôðîâàíèÿ, ïðåäëîæåííàÿ B. Waters â [66], èñïîëüçóåò ñèììåòðè÷íîå
ñïàðèâàíèå ýëëèïòè÷åñêèõ êðèâûõ e : G1 × G1 → GT , G1 = ⟨P0⟩. Çàêðûòûé êëþ÷
öåíòðà � ñëó÷àéíûé ýëåìåíò x ∈R Zp, îòêðûòûì êëþ÷îì ÿâëÿåòñÿ Q = [x]P0. Ïóñòü
ïîëüçîâàòåëü A õàðàêòåðèçóåòñÿ èäåíòèôèêàòîðîì

IDA = (a1, . . . , an) ∈ {0, 1}n.
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Îáîçíà÷èì ω = {i : ai = 1} ⊆ {1, . . . , n}.
Äëÿ ôîðìèðîâàíèÿ êëþ÷à ïîëüçîâàòåëÿ öåíòð KGC âûáèðàåò ñëó÷àéíûå P2, U

′,
U1, . . . , Un ∈R G1, è ïóñòüU = (U1, . . . , Un). Öåíòð îáúÿâëÿåò (P0, Q0, P2,U) îòêðûòûìè
ïàðàìåòðàìè ïîëüçîâàòåëÿ è âûäà¼ò åìó ëè÷íûé êëþ÷ d = e([x]P2 + [r]V, [r]P0), ãäå
r ∈R Z∗

p � ñëó÷àéíîå; V = U ′ +
∑
i∈ω

Ui.

Çàøèôðîâàíèå.
Äëÿ çàøèôðîâàíèÿ ñîîáùåíèÿ m ∈ Z∗

p íåîáõîäèìî âû÷èñëèòü çíà÷åíèå V = U ′ +
+
∑
i∈ω

Ui, âûáðàòü ñëó÷àéíîå t ∈R Zp è ñôîðìèðîâàòü øèôðòåêñò âèäà

C = (e(Q0, P2)
t ·m, [t]P0, [t]V ).

Ðàñøèôðîâàíèå.
Äëÿ ðàñøèôðîâàíèÿ øèôðòåêñòà C = (c1, C2, C3) íàäî ñ èñïîëüçîâàíèåì ëè÷íîãî

êëþ÷à d = (d1, d2) âû÷èñëèòü m =
e(d2, C3)

e(d1, C2)
· c1.

Äåéñòâèòåëüíî,

e(d2, C3)

e(d1, C2)
· c1 =

e([r]P0, [t]V )

e([x]P2 + [r]V, [t]P0)
· c1 =

e([r]P0, [t]V )

e([x]P2, [t]P0) · e([r]V, [t]P0)
· c1 =

=
e(P0, V )rt

e([x]P0, P2)t · e(P0, V )rt
· e(Q0, P2)

t ·m = m.

Äàííàÿ ñõåìà ìîæåò áûòü ìîäèôèöèðîâàíà â èåðàðõè÷åñêóþ IDB-ñèñòåìó, â êîòî-
ðîé èäåíòèôèêàòîð öåíòðà i-ãî óðîâíÿ èìååò âèä ID = (ID1, . . . , IDi). Â ýòîì ñëó÷àå
äëÿ êàæäîãî óðîâíÿ íàäî ãåíåðèðîâàòü ñâîè ïàðàìåòðû U ′ è U.

Ñèñòåìû IBE âñëåïóþ (Blind IBE)

Äëÿ ñõåì øèôðîâàíèÿ íà îñíîâå èäåíòèôèêàòîðîâ ñóùåñòâóåò ïðîòîêîë èçâëå-
÷åíèÿ êëþ÷à (key extraction protocol), â êîòîðîì ïîëüçîâàòåëü îòïðàâëÿåò ñòðîêó ñ
èäåíòèôèêàöèîííûìè äàííûìè öåíòðó KGC, êîòîðûé çàòåì âîçâðàùàåò ñîîòâåòñòâó-
þùèé ñåêðåòíûé êëþ÷ äëÿ ýòîãî èäåíòèôèêàòîðà. Ýòîò ïðîòîêîë ìîæåò áûòü âûïîë-
íåí äëÿ íåñêîëüêèõ èçâåñòíûõ ñõåì IBE ýôôåêòèâíî âñëåïóþ, òî åñòü ïîëüçîâàòåëü
ìîæåò ïîëó÷èòü ñåêðåòíûé êëþ÷, ñîîòâåòñòâóþùèé åãî èäåíòèôèêàòîðó, áåç òîãî ÷òî-
áû ãëàâíûé öåíòð óçíàë ÷òî-ëèáî îá ýòîì èäåíòèôèêàòîðå. Ñõåìû, ïîääåðæèâàþùèå
ïðîòîêîë èçâëå÷åíèÿ âñëåïóþ, íàçûâàþòñÿ ñèñòåìàìè IBE âñëåïóþ (blind IBE).

Â [28] Ì. Ãðèí è Ñ. Õîõåíáåðãåð (M. Green, S. Hohenberger) ïðåäëîæèëè ýôôåê-
òèâíûå ïðîòîêîëû èçâëå÷åíèÿ êëþ÷à âñëåïóþ, óäîâëåòâîðÿþùèå ýòîìó îïðåäåëåíèþ,
äëÿ ñõåì IBE Áîíå �Áîéåíà [8] è Óîòåðñà [66] (èñïîëüçóÿ îáîáùåíèå, ïðåäëîæåííîå
íåçàâèñèìî Íåêêà÷å (D. Naccache) [46] è ×àòåðæè�Ñàðõàðà (Chatterjee, Sarkar) [13]).
Ïîñëåäíèé ïðîòîêîë ïîõîæ íà ñõåìó ïîäïèñè âñëåïóþ Îêàìîòî [49].

Ðàññìîòðèì ýôôåêòèâíûé ïðîòîêîë èçâëå÷åíèÿ êëþ÷à âñëåïóþ, íàçâàííûé
BlindExtract, äëÿ ñëåäóþùèõ IBE-ñèñòåì:

(1) Áîíå �Áîéåíà [8];
(2) îáîáù¼ííîé âåðñèè ïðîòîêîëà IBE Óîòåðñà [66], ïðåäëîæåííîé íåçàâèñèìî Íýê-

êà÷å [46] è ×àòåðæè�Ñàðõàðîì [13].
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Òàê êàê îáå ñõåìû îñíîâàíû íà îäèíàêîâûõ êîíñòðóêöèÿõ, ñíà÷àëà îïèøåì èõ îá-
ùèå ýëåìåíòû. Ïóñòü G1 = ⟨P ⟩, |G1| = q, f : {0, 1}∗ → G1 è e : G1 × G1 → GT �
îïåðàöèÿ áèëèíåéíîãî ñïàðèâàíèÿ. Âûáèðàåì α ∈R Z∗

q è H,P2 ∈R G1 è ïîëàãàåì
P1 = [α]P , msk = [α]P2 � çàêðûòûé êëþ÷ öåíòðà KGC.

Ïîëüçîâàòåëü A îòïðàâëÿåò öåíòðó ñâîé èäåíòèôèêàòîð IDA è ïîëó÷àåò îò öåíòðà
ëè÷íûé êëþ÷ âèäà

(D0, D1) = ([α]P2 + [r]f(IDA), [r]P ) ∈ G2
1,

ãäå r ∈R Zq. Êîððåêòíîñòü ýòîé ïàðû ïðîâåðÿåòñÿ òåñòîì

e(P1, P2) e(D1, f(IDA)) = e(D0, P ).

Äëÿ çàøèôðîâàíèÿ òåêñòà m ∈ GT âûðàáàòûâàåòñÿ ñëó÷àéíîå ÷èñëî s ∈R Zq è
ôîðìèðóåòñÿ øèôðòåêñò

C = (e(P1, P2)
s ·m, [s]P, [s]f(IDA)).

Ïðè ðàñøèôðîâàíèè øèôðòåêñòà C = (c, Y, Z) ∈ GT × G2
1 èñïîëüçóåòñÿ êëþ÷

(D0, D1) ∈ G2
1 è ôîðìèðóåòñÿ îòêðûòûé òåêñò

m = c · e(Z,D1)/e(Y,D0).

Ïðîòîêîë èçâëå÷åíèÿ êëþ÷à âñëåïóþ BlindExtract äëÿ îáåèõ ñõåì IBE (1) è (2)
èìååò ñëåäóþùèé âèä (A�ïîëüçîâàòåëü, T �öåíòð):

A : y ∈R Zq,
A→ T : H ′ = [y]P + [IDA]P1,
A↔ T : ZKproof(y, IDA),

T : r ∈R Zq,
T : D′

0 = [α]P2 + [r](H ′ +H),
T : D′

1 = [r]P,
A← T : (D′

0, D
′
1),

A : ïðîâåðÿåò e(P1, P2) · e(D′
1, H

′ +H) = e(D′
0, P ),

A : z ∈R Zq,
A : D0 = D′

0 − [y]D′
1 + [z]f(IDA), D1 = D′

1 + [z]P.

×åðåç ZKproof(y, a) çäåñü îáîçíà÷åí ïðîòîêîë äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì
çíàíèÿ òàêîé ïàðû (y, a), ÷òî âûïîëíÿåòñÿ ðàâåíñòâî H ′ = [y]P + [a]P1. Ýòîò ïðîòîêîë
ìîæåò áûòü ñäåëàí íåèíòåðàêòèâíûì, âûïîëíÿåìûì îäíîêðàòíîé ïåðåäà÷åé ñîîáùå-
íèÿ ([r1]P+[r2]P1, x, s1, s2), ãäå r1, r2 ∈R Zq, x = h([r1]P+[r2]P1), s1 = r1+xr, s2 = r2+xa.
Ïðîâåðêà ïðàâèëüíîñòè äîêàçàòåëüñòâà îñóùåñòâëÿåòñÿ ïóò¼ì ðàññìîòðåíèÿ ðàâåí-
ñòâà

[r1]P + [r2]P1 = [s1]P + [s2]P1 + [x]H ′.

Ðàçëè÷èå ìåæäó ñèñòåìàìè (1) è (2) çàêëþ÷àåòñÿ â âûáîðå ñïîñîáà çàïèñè èäåíòè-
ôèêàòîðîâ è êîíñòðóêöèè ôóíêöèè f : {0, 1}∗ → G1.

Äëÿ ñèñòåìû IBE (1) ôóíêöèÿ f îïðåäåëÿåòñÿ êàê

f(IDA) = H + [IDA]P1.
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Äëÿ ñèñòåìû IBE (2) èäåíòèôèêàòîðû ID = (a1, . . . , an), aj ∈ {0, 1}l, âûáèðàþòñÿ èç
ïðîñòðàíñòâà áèòîâûõ ñòðîê äëèíû N = nl, à ôóíêöèÿ f : {0, 1}N → GT îïðåäåëÿåòñÿ
êàê

f(IDA) = H +
n∑
j=1

[aj]Uj,

ãäå ýëåìåíòû Uj ∈ GT âûáèðàþòñÿ öåíòðîì ñëó÷àéíî (Ä. Íåêêà÷å ïðåäëàãàë èñïîëü-
çîâàòü çíà÷åíèÿ N = 160 è l = 32 [46]). Äëÿ ïðîòîêîëà äîêàçàòåëüñòâà ñ íóëåâûì

ðàçãëàøåíèåì ZKproof çíà÷åíèå H ′ âû÷èñëÿåòñÿ ïî ôîðìóëå H ′ = [y]P +
n∑
j=1

[aj]Uj,

0 ⩽ ai < 2l. Ëè÷íûé êëþ÷ ïîëüçîâàòåëÿ, ñîîòâåòñòâóþùèé èäåíòèôèêàòîðó ID, ãäå
r ∈R Zq, èìååò ñëåäóþùèé âèä:

(D0, D1) = ([α]P2 + [r]f(IDA), [r]P ) =

(
[α]P2 + [r]

(
H +

n∑
j=1

[aj]Uj

)
, [r]P

)
.

CBC-ñèñòåìû øèôðîâàíèÿ

Ñèñòåìû øèôðîâàíèÿ íà îñíîâå ñåðòèôèêàòîâ (Certi�cate-Based Cryptosystem,
CBC) ïîìîãàþò èçáàâèòüñÿ îò íåäîñòàòêà îáû÷íûõ IDB-ñèñòåì øèôðîâàíèÿ, ãäå öåíòð
KGC èìååò âîçìîæíîñòü âû÷èñëÿòü ëè÷íûå êëþ÷è âñåõ ïîëüçîâàòåëåé, à ïîýòîìó è
çíàêîìèòüñÿ ñ ñîäåðæàíèåì øèôðîâàííîé ïåðåïèñêè êàæäîãî ïîëüçîâàòåëÿ. Â òî æå
âðåìÿ îíè íå òðåáóåò íàëè÷èÿ äîðîãîñòîÿùåé èíôðàñòðóêòóðû PKI, ïîçâîëÿþùåé
ïîñòîÿííî ïðîâåðÿòü àêòóàëüíîñòü ñåðòèôèêàòà.

Ñåðòèôèêàò èñïîëüçóåòñÿ êàê ñîñòàâíàÿ ÷àñòü êëþ÷à ðàñøèôðîâàíèÿ, êîòîðûé
ñîñòàâëåí íåïîñðåäñòâåííî èç ñãåíåðèðîâàííîãî ïîëüçîâàòåëåì ëè÷íîãî êëþ÷à è ïî-
ëó÷åííîãî â öåíòðå ñåðòèôèêàöèè CA ñåðòèôèêàòà. Õîòÿ CA çíàåò ñåðòèôèêàò, îí,
â îòëè÷èå îò KGC, íå ìîæåò ðàñøèôðîâàòü íè îäíîãî øèôðòåêñòà.

Ïóñòü èìååòñÿ îïåðàöèÿ ñèììåòðè÷íîãî áèëèíåéíîãî ñïàðèâàíèÿ äëÿ ãðóïïû
G1 = ⟨P ⟩ è äâå õåø-ôóíêöèè h1 : {0, 1}∗ → G1 è h2 : GT → {0, 1}n, ãäå n�äëèíà
îòêðûòîãî ñîîáùåíèÿ, ïîäëåæàùåãî çàøèôðîâàíèþ.

Öåíòð ÑÀ âûáèðàåò çàêðûòûé êëþ÷ sC ∈R Z∗
p è îòêðûòûé êëþ÷ QC = [sC ]P .

Ïîëüçîâàòåëü A îáëàäàåò êëþ÷åâîé ïàðîé (skA, pkA) = (sA, [sA]P ). Äëÿ ïîëó÷åíèÿ
ñåðòèôèêàòà îí îáðàùàåòñÿ â öåíòð ÑÀ, îòïðàâëÿÿ òóäà ñîîáùåíèå infoA, ñîäåðæàùåå
çíà÷åíèå îòêðûòîãî êëþ÷à QA = [sA]P è äðóãóþ èäåíòèôèêàöèîííóþ èíôîðìàöèþ.
Öåíòð CA âû÷èñëÿåò QA = h1(QA ∥ infoA) è âîçâðàùàåò ñåðòèôèêàò certA = [sC ]QA.
Â êà÷åñòâå äîïîëíèòåëüíîãî àðãóìåíòà äëÿ h1 ìîæåò áûòü âêëþ÷¼í ïåðèîä äåéñòâèÿ
ñåðòèôèêàòà.

Òåïåðü A ïîäïèñûâàåò infoÀ, ôîðìèðóÿ çíà÷åíèå [sA]PA, ãäå PA = h1(infoA), è
âû÷èñëÿåò ëè÷íûé êëþ÷ SA = certA + [sA]PA. Çàìåòèì, ÷òî ýòî çíà÷åíèå îáðàçîâàíî
èç ïîäïèñåé öåíòðà CA è ïîëüçîâàòåëÿ A ïîä ñîîáùåíèÿìè QA è PA ñîîòâåòñòâåííî.

Çàøèôðîâàíèå ñîîáùåíèÿ m ñ èñïîëüçîâàíèåì infoA âûïîëíÿåòñÿ ñëåäóþùèì îá-
ðàçîì: âû÷èñëÿåòñÿ QA = h1(QA ∥ infoA) è PA = h1(infoA), âûáèðàåòñÿ ñëó÷àéíîå
t ∈R Z∗

p è ôîðìèðóåòñÿ øèôðòåêñò

(U, V ) = ([t]P, M ⊕ h2(e(QC ,QA)te([sA]P, PA)t)).

Ðàñøèôðîâàíèå ñîîáùåíèÿ (U, V ), çàøèôðîâàííîãî ñ ïîìîùüþ infoÀ è îòêðûòîãî
êëþ÷à QA, îñóùåñòâëÿåòñÿ ñ ïîìîùüþ ëè÷íîãî êëþ÷à SA ïî ôîðìóëå

M = V ⊕ h2(e(U, SA)).



60 À.Â. ×åðåìóøêèí

CLC-ñèñòåìû øèôðîâàíèÿ

Ðàññìîòðèì ïðèìåð ñèñòåìû øèôðîâàíèÿ áåç ñåðòèôèêàòîâ (Certi�cateless
Cryptosystem), ïðåäëîæåííûé â ðàáîòå [2]. Ïóñòü, êàê è âûøå, èìååòñÿ îïåðàöèÿ ñèì-
ìåòðè÷íîãî áèëèíåéíîãî ñïàðèâàíèÿ äëÿ ãðóïïû G1 = ⟨P ⟩. Öåíòð âûáèðàåò çàêðû-
òûé êëþ÷ s ∈R Z∗

p, è ïóñòü îòêðûòûé êëþ÷ Q = [s]P . Ïóñòü h1 : {0, 1}∗ → G1 è
h2 : GT

1 → {0, 1}n � õåø-ôóíêöèè; n�äëèíà îòêðûòîãî ñîîáùåíèÿ, ïîäëåæàùåãî çà-
øèôðîâàíèþ.

Èçâëå÷åíèå ÷àñòè÷íîãî ëè÷íîãî êëþ÷à ïîëüçîâàòåëÿ A îñóùåñòâëÿåòñÿ ñîãëàñíî
àëãîðèòìó BF-IBE Áîíå �Ôðàíêëèíà: äëÿ èäåíòèôèêàòîðà IDA àëãîðèòì âîçâðàùàåò
çíà÷åíèå [s]H1(IDA).

Ïîëüçîâàòåëü âûðàáàòûâàåò ñåêðåòíîå çíà÷åíèå x ∈R Z∗
p è ôîðìèðóåò äåéñòâóþ-

ùèé ëè÷íûé êëþ÷ skA = [xs]H1(IDA) è îòêðûòûé êëþ÷ pkA = (X, Y ) = ([x]P, [x]Q).
Êîððåêòíîñòü îòêðûòîãî êëþ÷à ìîæåò áûòü ïðîâåðåíà ðàâåíñòâîì e(P, Y ) = e(Q,X).

Çàøèôðîâàíèå n-áèòîâîãî ñîîáùåíèÿ m ∈ Zp ñ ïîìîùüþ èäåíòèôèêàòîðà IDA è
îòêðûòîãî êëþ÷à (X, Y ) âûïîëíÿåòñÿ ñëåäóþùèì îáðàçîì: ïðîâåðÿåòñÿ êîððåêòíîñòü
îòêðûòîãî êëþ÷à, âûðàáàòûâàåòñÿ ñëó÷àéíîå çíà÷åíèå t ∈R Z∗

p è ôîðìèðóåòñÿ øèôð-
òåêñò

(U, v) = ([t]P, m⊕ h2(e(h1(IDA), Y )t)).

Äëÿ ðàñøèôðîâàíèÿ øèôðòåêñòà (U, V ) èñïîëüçóåòñÿ ëè÷íûé êëþ÷ skA:

m = v ⊕ h2(e(skA, U)).

3.2. I B Å - ñ è ñ ò å ì û ñ ï ð î ö å ä ó ð î é î ò ç û â à ê ë þ ÷ å é

Íàèáîëåå óäîáíûì ñïîñîáîì îáíîâëåíèÿ êëþ÷åé ÿâëÿåòñÿ ïðèíóäèòåëüíàÿ ïåðèî-
äè÷åñêàÿ çàìåíà êëþ÷åé ïóò¼ì ïðèâÿçêè èõ ê îïðåäåë¼ííîìó ïåðèîäó âðåìåíè, íà-
ïðèìåð ê îäíîé íåäåëå.

Öåíòð KGC, âûñòóïàþùèé â äàííîì ñëó÷àå â ðîëè öåíòðà óïðàâëåíèÿ êëþ÷àìè,
äîëæåí ðåãóëÿðíî ïðîèçâîäèòü îáíîâëåíèå êëþ÷åé âñåõ ïîëüçîâàòåëåé. Ïðè íåâîç-
ìîæíîñòè íåïîñðåäñòâåííûõ êîíòàêòîâ äëÿ ýòîãî íåîáõîäèìî îðãàíèçîâàòü ðàññûë-
êó çàøèôðîâàííûõ êëþ÷åé. Îäíàêî òàêîé ñïîñîá îêàçûâàåòñÿ íåóäîáíûì äëÿ ñèñòåì
ñ áîëüøèì ÷èñëîì ïîëüçîâàòåëåé, ïîñêîëüêó öåíòðó KGC â ýòîì ñëó÷àå ïðèõîäèòñÿ
ðåãóëÿðíî âûïîëíÿòü ìàññîâóþ ðàññûëêó çàøèôðîâàííîé êëþ÷åâîé èíôîðìàöèè.

Â ðàáîòå [6] ïðåäëîæåíà îðèãèíàëüíàÿ ñõåìà, ïîçâîëÿþùàÿ èçáåæàòü ìàññîâîé ðàñ-
ñûëêè, â êîòîðîé ïîëüçîâàòåëè îáðàùàþòñÿ ê îáùåäîñòóïíîìó ñåðâåðó öåíòðà KGC
òîëüêî â ñëó÷àå íåîáõîäèìîñòè. Äëÿ ýòîãî èñïîëüçîâàíà êîíñòðóêöèÿ, ïîñòðîåííàÿ íà
îñíîâå íå÷¼òêîé ñèñòåìû øèôðîâàíèÿ Fuzzy IBE è ñòðóêòóðû áèíàðíîãî äåðåâà [38].

Ïðåèìóùåñòâîì ñèñòåì øèôðîâàíèÿ íà îñíîâå êîíñòðóêöèè Fuzzy IBE ÿâëÿåòñÿ òî,
÷òî øèôðòåêñòû ìîãóò õðàíèòüñÿ íà îáùåäîñòóïíîì îòêðûòîì ñåðâåðå. Â êîíñòðóê-
öèè Fuzzy IBE èç [56], îïèñàííîé â ï. 3.1, ïîëüçîâàòåëüñêèå êëþ÷è è êëþ÷è, èñïîëü-
çîâàííûå äëÿ çàøèôðîâàíèÿ òåêñòîâ, ñâÿçàíû ñ íàáîðàìè îïèñàòåëüíûõ àòðèáóòîâ.
Êëþ÷ ïîëüçîâàòåëÿ ìîæåò ðàñøèôðîâàòü òîò èëè èíîé çàøèôðîâàííûé òåêñò òîëüêî
â òîì ñëó÷àå, åñëè ó êëþ÷à çàøèôðîâàíèÿ è êëþ÷à ïîëüçîâàòåëÿ ñîâïàäàåò îïðåäåë¼í-
íîå êîëè÷åñòâî àòðèáóòîâ (òàê íàçûâàåìàÿ ¾óñòîé÷èâîñòü ê îøèáêàì¿). Êîëè÷åñòâî
àòðèáóòîâ, èñïîëüçóåìûõ äëÿ øèôðîâàíèÿ, è ñòåïåíü óñòîé÷èâîñòè ê îøèáêàì îïðå-
äåëÿþòñÿ çàðàíåå.

Äëÿ çàùèù¼ííîñòè îò ñãîâîðà òðåáóåòñÿ, ÷òîáû ðàçíûå ïîëüçîâàòåëè, îáúåäèíèâ
ñâîè àòðèáóòû âìåñòå, íå ñìîãëè ðàñøèôðîâàòü çàøèôðîâàííûé òåêñò, êîòîðûé íè
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îäèí èç íèõ íå ñìîã ðàñøèôðîâàòü ïî îòäåëüíîñòè. ×òîáû ïðåäîòâðàòèòü ñãîâîðû, àë-
ãîðèòì ãåíåðàöèè êëþ÷åé Fuzzy IBE äëÿ êàæäîãî ïîëüçîâàòåëÿ ãåíåðèðóåò ñëó÷àéíûé
ïîëèíîì, ñòåïåíü êîòîðîãî íà åäèíèöó ìåíüøå, ÷åì ñòåïåíü óñòîé÷èâîñòè ê îøèáêàì,
äëÿ êàæäîãî ïîëüçîâàòåëÿ. Ýòîò ìíîãî÷ëåí èñïîëüçóåòñÿ äëÿ âû÷èñëåíèÿ êëþ÷åé,
ñîîòâåòñòâóþùèõ íàáîðó àòðèáóòîâ. Ïîñêîëüêó âñå êëþ÷è âû÷èñëÿþòñÿ íà ðàçíûõ
ïîëèíîìàõ, îíè íå ìîãóò áûòü îáúåäèíåíû êàêèì-ëèáî çíà÷èìûì îáðàçîì.

Â ñõåìå IBE ñîîáùåíèÿ øèôðóþòñÿ ïî äâóì àòðèáóòàì: èäåíòèôèêàöèîííîé èí-
ôîðìàöèè ïîëó÷àòåëÿ è ïåðèîäó âðåìåíè. Êëþ÷ ðàñøèôðîâàíèÿ òàêæå âû÷èñëÿåòñÿ
äëÿ èäåíòèôèêàöèîííîé èíôîðìàöèè àòðèáóòîâ è âðåìåíè ñ ïîìîùüþ ïîëèíîìà ïåð-
âîé ñòåïåíè, ÷òî îçíà÷àåò, ÷òî îáà àòðèáóòà êëþ÷à ðàñøèôðîâàíèÿ äîëæíû ñîâïàäàòü
ñ àòðèáóòàìè çàøèôðîâàííîãî òåêñòà.

Êëþ÷ ðàñøèôðîâàíèÿ êàæäîãî ïîëüçîâàòåëÿ, ñîîòâåòñòâóþùèé èäåíòèôèêàòîðó è
âðåìåíè, ðàçäåë¼í íà äâà êîìïîíåíòà: ëè÷íûé êëþ÷ è îáíîâëåíèå êëþ÷à. ×òîáû èìåòü
âîçìîæíîñòü ðàñøèôðîâàòü çàøèôðîâàííûé òåêñò, ïîëüçîâàòåëþ òðåáóåòñÿ êàê ëè÷-
íûé êëþ÷, òàê è îáíîâëåíèå êëþ÷à. Ëè÷íûé êëþ÷ âûäà¼òñÿ êàæäîìó ïîëüçîâàòåëþ
öåíòðîì KGC òàê æå, êàê è îáû÷íûå ëè÷íûå êëþ÷è â IBE. Îáíîâëåíèå êëþ÷à ïóáëè-
êóåòñÿ öåíòðîì KGC è ÿâëÿåòñÿ îáùåäîñòóïíûì äëÿ âñåõ ïîëüçîâàòåëåé.

Òàêèì îáðàçîì, êîãäà öåíòðó óïðàâëåíèÿ êëþ÷àìè KGC íåîáõîäèìî îòîçâàòü êëþ÷
ïîëüçîâàòåëÿ, îí ìîæåò ïðîñòî ïðåêðàòèòü ïóáëèêàöèþ îáíîâëåíèé êëþ÷åé äëÿ ýòîãî
ïîëüçîâàòåëÿ.

×òîáû èçáåæàòü íåîáõîäèìîñòè âû÷èñëåíèÿ îáíîâëåíèé êëþ÷åé äëÿ êàæäîãî ïîëü-
çîâàòåëÿ îòäåëüíî, â [6] èñïîëüçóåòñÿ ñòðóêòóðà äâîè÷íîãî ñèììåòðè÷íîãî äåðåâà âû-
ñîòîé h, â êîòîðîì êàæäîìó ïîëüçîâàòåëþ ñîîòâåòñòâóåò óíèêàëüíûé êîíå÷íûé óçåë �
ëèñò äåðåâà. Êàæäîìó óçëó äåðåâà ïðèñâîåí ñëó÷àéíûé ìíîãî÷ëåí.

Êàæäûé ïîëüçîâàòåëü ïîëó÷àåò êëþ÷è, ñîîòâåòñòâóþùèå åãî èäåíòèôèêàöèîííîé
èíôîðìàöèè è âû÷èñëåííûå ïî ïîëèíîìàì âñåõ óçëîâ íà ïóòè îò ëèñòà, ñîîòâåòñòâóþ-
ùåãî ýòîìó ïîëüçîâàòåëþ, ê êîðíþ äåðåâà. ×òîáû èìåòü âîçìîæíîñòü ðàñøèôðîâàòü
òåêñò, çàøèôðîâàííûé â ïåðèîä âðåìåíè t, ïîëüçîâàòåëþ äîñòàòî÷íî ïîëó÷èòü îáíîâ-
ëåíèÿ êëþ÷à, ñîîòâåòñòâóþùèå t, äëÿ âñåõ ïîëèíîìîâ âåðøèí íà ýòîì ïóòè. Òàêèì
îáðàçîì, êîãäà íè îäèí ïîëüçîâàòåëü íå îòîçâàí, öåíòðó êëþ÷åé äîñòàòî÷íî îïóáëè-
êîâàòü îáíîâëåíèå êëþ÷à, âû÷èñëåííîå íà ïîëèíîìå êîðíÿ äåðåâà. Êîãäà îòçûâàåòñÿ
ïîäìíîæåñòâî ïîëüçîâàòåëåé, öåíòð ñíà÷àëà íàõîäèò ìèíèìàëüíûé íàáîð âåðøèí â äå-
ðåâå, êîòîðûé ñîäåðæèò ïðåäêà (èëè ñàì óçåë) ñðåäè âñåõ ëèñòüåâ, ñîîòâåòñòâóþùèõ
íåîòîçâàííûì ïîëüçîâàòåëÿì. Çàòåì öåíòð ïóáëèêóåò îáíîâëåíèÿ êëþ÷åé ïî ïîëèíî-
ìàì äëÿ âåðøèí èç ýòîãî íàáîðà.

Íà÷àëüíàÿ óñòàíîâêà.

Ïóñòü G1 � ãðóïïà ïðîñòîãî ïîðÿäêà p ñ îáðàçóþùèì P è îïåðàöèåé áèëèíåéíîãî
ñïàðèâàíèÿ. Îïðåäåëèì ôóíêöèþ

FP,J,H1,...,HJ
(x) = [x2]P +

J∑
i=1

[δi,J(x)]Hi,

ãäå δi,J(x) îïðåäåëÿåòñÿ ðàâåíñòâîì (2).
Ïóñòü èìååòñÿ áèíàðíîå äðåâî T . Êàæäîé âåðøèíå ñîîòâåòñòâóåò íåêîòîðàÿ ñòðîêà,

îïðåäåëÿåìàÿ ïóò¼ì Path(v) îò v ê êîðíþ root äåðåâà T . Åñëè âåðøèíà v íå ÿâëÿåòñÿ
ëèñòîì äåðåâà, òî îáîçíà÷èì ÷åðåç vl è vr ñîîòâåòñòâåííî å¼ ëåâîãî è ïðàâîãî ñûíà.

Îáîçíà÷èì ÷åðåç rl = {(vi, ti)} ñïèñîê âåðøèí, êëþ÷è êîòîðûõ îòîçâàíû. Â ýòîì
ñïèñêå äëÿ êàæäîé âåðøèíû vi óêàçûâàåòñÿ âðåìÿ ti, êîãäà ïðîèçâåä¼í îòçûâ êëþ÷à.
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Òðåáóåòñÿ ðàñøèôðîâàòü òåêñò â ïåðèîä âðåìåíè t òàê, ÷òîáû êëþ÷è ðàñøèôðîâà-
íèÿ íå çàâèñåëè îò âåðøèí, êëþ÷è êîòîðûõ áûëè îòîçâàíû äî ýòîãî ìîìåíòà âðåìåíè.

Îïðåäåëèì ôóíêöèþ KUNodes, êîòîðàÿ âû÷èñëÿåò ìèíèìàëüíîå ìíîæåñòâî âåð-
øèí, äëÿ êîòîðîãî òðåáóåòñÿ îáíîâèòü êëþ÷è òàê, ÷òîáû ïîëüçîâàòåëè, êëþ÷è êîòî-
ðûõ íå îòîçâàíû äî ìîìåíòà âðåìåíè t, ìîãëè ðàñøèôðîâàòü øèôðòåêñò. Â êà÷åñòâå
âõîäîâ ôóíêöèè KUNodes âûñòóïàþò áèíàðíîå äåðåâî T , âðåìÿ t è ñïèñîê rl âåðøèí,
êëþ÷è êîòîðûõ îòîçâàíû. Â ýòîì ñïèñêå äëÿ êàæäîé âåðøèíû óêàçûâàåòñÿ âðåìÿ,
êîãäà ïðîèçîøåë îòçûâ êëþ÷à. Âûõîäîì ÿâëÿåòñÿ ìèíèìàëüíîå ìíîæåñòâî âåðøèí
äåðåâà T , äëÿ êîòîðîãî íè îäíà èç âåðøèí èç ñïèñêà rl, ó êîòîðîé âðåìÿ îòçûâà íå
ïðåâîñõîäèò t, íå èìååò ïðåäøåñòâåííèêîâ â ýòîì ìíîæåñòâå è âñå îñòàëüíûå ëèñòüÿ
èìåþò â ýòîì ìíîæåñòâå â òî÷íîñòè îäíîãî ïðåäøåñòâåííèêà.

Àëãîðèòì âû÷èñëåíèÿ ôóíêöèè KUNodes ñîñòîèò â ñëåäóþùåì. Ñíà÷àëà ïîìå÷à-
þòñÿ êàê îòçûâàåìûå âñå ïðåäøåñòâåííèêè îòîçâàííûõ äî ìîìåíòà âðåìåíè t âåðøèí,
à çàòåì è âñå äåòè îòçûâàåìûõ âåðøèí. Íà ðèñ. 2 ïîêàçàí ïðèìåð ðàáîòû àëãîðèò-
ìà âû÷èñëåíèÿ ôóíêöèè KUNodes ïðè îòçûâå êëþ÷åé ïîëüçîâàòåëÿ, ñîîòâåòñòâóþùåãî
âåðøèíå u3. Ñèìâîëîì ⊗ ïîìå÷åíû âåðøèíû, êëþ÷è êîòîðûõ îòçûâàþòñÿ, à ñèìâî-
ëîì ✓� âåðøèíû, êëþ÷è êîòîðûõ ïîäëåæàò îáíîâëåíèþ.

Ðèñ. 2. Ðåçóëüòàò ðàáîòû ôóíêöèè KUNodes ïðè îòçûâå êëþ÷åé ïîëüçîâàòåëÿ u3 [6]

Ïðèâåä¼ì îïèñàíèå àëãîðèòìà îòçûâà. Ïîìèìî äîïîëíèòåëüíûõ âûõîäîâ rl è st,
îíî â òî÷íîñòè ïîâòîðÿåò ïðîöåäóðó èç Fuzzy IBE.

Ïîëàãàåì rl = ∅, è ïóñòü T � áèíàðíîå äåðåâî c n ëèñòüÿìè. Ïóñòü äëÿ ïðèìåðà
G1 = ⟨P ⟩, |G| = p, J ∈ {1, 2, 3}, a ∈R Zp, P1 = [a]P , P2, H1, H2, H3 ∈R G1.

Ãåíåðàöèÿ çàêðûòîãî êëþ÷à SK(pk,mk, ω, st):

1) ïîëîæèòü pk = (P, P1, P2, H1, H2, H3), mk = a, st = T ;
2) âçÿòü íåïîìå÷åííóþ âåðøèíó-ëèñò v èç äåðåâà T è ïðèïèñàòü ω ê ýòîé âåðøèíå;
3) äëÿ âñåõ x ∈ Path(v):

� åñëè ax íå îïðåäåëåíî, òî ïðèïèñàòü âåðøèíå x çíà÷åíèå ax ∈R Zp;
� rx ∈R Zp;
� Dx = [axω + a]P3 + [rx]FP2,J,H1,H2,H3(ω);
� D′

x = [rx]P ;
4) âîçâðàòèòü skω = {(x,Dx, D

′
x)}x∈Path(v), st.

Çàìåòèì, ÷òî ax ôèêñèðóåò ìíîãî÷ëåí ïåðâîé ñòåïåíè qx(y) = axy + a ñ óñëîâèåì
qx(0) = a, ñîîòâåòñòâóþùèé âåðøèíå x. Àëãîðèòì âû÷èñëÿåò ω-êîìïîíåíòû êëþ÷à
ðàñøèôðîâàíèÿ ñ ïîìîùüþ ìíîãî÷ëåíîâ âñåõ âåðøèí íà ïóòè îò ëèñòà, ñîîòâåòñòâó-
þùåãî ω, ê êîðíþ äåðåâà.
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Ãåíåðàöèÿ îáíîâë¼ííîãî êëþ÷à KU(pk,mk, t, rl, st):

1) ïîëîæèòü pk = (P, P1, P2, H1, H2, H3), mk = a, st = T ;
2) äëÿ âñåõ x ∈ KUNodes(T, rl, t):

� rx ∈R Zp;
� Ex = [axt+ a]P + [rx]FP2,J,H1,H2,H3(t);
� E ′

x = [rx]P ;
3) âîçâðàòèòü kut = {(x,Ex, E ′

x) : x ∈ KUNodes(T, rl, t)}.
Àëãîðèòì ñíà÷àëà íàõîäèò ìèíèìàëüíîå ìíîæåñòâî âåðøèí, ñîäåðæàùåå ïðåäøå-

ñòâóþùóþ âåðøèíó (èëè ñàìó âåðøèíó) äëÿ âñåõ íåîòçûâàåìûõ âåðøèí. Çàòåì âû-
÷èñëÿåò t-êîìïîíåíòó êëþ÷à ðàñøèôðîâàíèÿ ñ ïîìîùüþ ìíîãî÷ëåíîâ âñåõ âåðøèí èç
ýòîãî ìíîæåñòâà.

Ãåíåðàöèÿ êëþ÷à ðàñøèôðîâàíèÿ (Decryption Key Generation) DK(skω, kut):

1) ïîëîæèòü skω = {(i,Di, D
′
i) : i ∈ I}, kut = {(j, Ej, E ′

j) : j ∈ J} äëÿ íåêîòîðûõ
ìíîæåñòâ âåðøèí I, J ;

2) äëÿ âñåõ (i,Di, D
′
i) ∈ skω, (j, Ej, E ′

j) ∈ kut:
� åñëè ñóùåñòâóþò i ∈ I, j ∈ J , òàêèå, ÷òî i = j, òî dkω,t = (Di, Ej, D

′
i, E

′
j)

(êëþ÷ ñîçäàí);
� â ïðîòèâíîì ñëó÷àå (ò. å. skω è kut íå èìåþò íè îäíîé îáùåé âåðøèíû)

dkω,t =⊥ (ñèìâîë ⊥ óêàçûâàåò, ÷òî êëþ÷ îòîçâàí);
3) âîçâðàòèòü dkω,t = (D,E,D′, E ′) (äàëåå èíäåêñû i, j îïóñêàåì).

Àëãîðèòì íàõîäèò êîìïîíåíòû êëþ÷à skω è kut, êîòîðûå ïîëó÷åíû ñ èñïîëüçîâà-
íèåì îäèíàêîâûõ ìíîãî÷ëåíîâ.

Çàøèôðîâàíèå E(pk, ω, t,m):

1) ïîëîæèòü pk = (P, P1, P2, H1, H2, H3);
2) z ∈R Zp;
3) c1 = m · e(P1, P2)

z;
4) C2 = [z]P ;
5) Cω = [z]FP2,J,H1,H2,H3(ω);
6) Ct = [z]FP2,J,H1,H2,H3(t);
7) âîçâðàòèòü C = (ω, t, Cω, Ct, c1, C2).

Àëãîðèòì øèôðîâàíèÿ â òî÷íîñòè ïîâòîðÿåò IBE.
Ðàñøèôðîâàíèå D(dkω,t, C):

1) ïîëîæèòü dkω,t = (D,E,D′, E ′), C = (ω, t, Cω, Ct, c1, C2);

2) m =

(
e(D′, Cω)

e(D,C2)

)t/(t−ω)(
e(E ′, Ct)

e(E,C2)

)e(D,C2)/(ω−t)

· c1;

3) âîçâðàòèòü m.

Àëãîðèòì ðàñøèôðîâàíèÿ òàêîé æå, êàê ó Fuzzy IBE.
Îòçûâ (Revocation) R(ω, t, rl, st):

1) äëÿ ëþáîé âåðøèíû v, àññîöèèðîâàííîé ñ èäåíòèôèêàòîðîì ω, äîáàâèòü (v, t)
ê ñïèñêó îòîçâàííûõ êëþ÷åé rl;

2) âîçâðàòèòü rl.

Ôóíêöèÿ KUNodes äîëæíà âû÷èñëÿòüñÿ, òîëüêî åñëè èçìåíÿåòñÿ ñîäåðæàíèå ñïèñ-
êà rl. Ïîýòîìó å¼ çíà÷åíèå äîëæíî áûòü ñîõðàíåíî è èñïîëüçîâàòüñÿ äî ñëåäóþùåãî
èçìåíåíèÿ ñïèñêà rl.

Åñëè ÷èñëî ïîëüçîâàòåëåé ïðåâûøàåò ¼ìêîñòü òåêóùåãî äåðåâà, òî íåîáõîäèìî äî-
ïîëíèòü åãî íåïîìå÷åííûì äåðåâîì òàêîãî æå ðàçìåðà ïóò¼ì ïðèñîåäèíåíèÿ êîðíåâûõ
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âåðøèí îáîèõ äåðåâüåâ ê íîâîé êîðíåâîé âåðøèíå. Òåì ñàìûì ÷èñëî ïîëüçîâàòåëåé ìî-
æåò áûòü óâåëè÷åíî â 2 ðàçà. Êàæäûé íîâûé ïîëüçîâàòåëü ïîëó÷àåò äîïîëíèòåëüíóþ
êîìïîíåíòó ëè÷íîãî êëþ÷à, îïðåäåë¼ííóþ ïî ñòàðîìó èëè íîâîìó äåðåâó, êîòîðàÿ
äîëæíà áûòü çàøèôðîâàíà ñ ïîìîùüþ ñîîòâåòñòâóþùåé èäåíòèôèêàöèîííîé èíôîð-
ìàöèè ñ óêàçàíèåì âðåìåíè è îïóáëèêîâàíà.

3.3. I D B - ñ è ñ ò å ì û ö è ô ð î â î é ï î ä ï è ñ è

IDB-ñõåìà ïîäïèñè Øàìèðà íà îñíîâå RSA

À. Øàìèð ïðåäëîæèë ñõåìó öèôðîâîé IDB-ïîäïèñè íà îñíîâå RSA. Äëÿ ïîäïèñè
ñîîáùåíèÿ m ïîëüçîâàòåëþ A ñ îòêðûòûì êëþ÷îì pk = h(IDA) è ëè÷íûì êëþ÷îì
sk = h(IDA)

d mod n íàäî:

1) âûáðàòü ñëó÷àéíîå ÷èñëî r ∈ Zn;
2) âû÷èñëèòü t = re mod n;
3) âû÷èñëèòü f = h(t,m), ãäå h� îäíîíàïðàâëåííàÿ ôóíêöèÿ;
4) âû÷èñëèòü s = sk · rf mod n.

Çíà÷åíèåì ïîäïèñè áóäåò (s, t).
Äëÿ ïðîâåðêè ïîäïèñè íàäî ïðîâåðèòü âûïîëíåíèå ðàâåíñòâà

se
?
= pk · th(t,m) mod n.

IDB-ñõåìà ïîäïèñè GQ Ãèéó�Êèñêàòåðà íà îñíîâå RSA

L.C. Guillou è J.-J. Quisquater â 1999 ã. [30] ïðåäëîæèëè ìîäèôèêàöèþ ñõåìû Øà-
ìèðà. Ïóñòü öåíòð KGC îáëàäàåò çàêðûòûì ìàñòåð-êëþ÷îì d è îòêðûòûì êëþ-
÷îì (n, e), ed = 1 (mod n). Ïîëüçîâàòåëü A ïîëó÷àåò â öåíòðå ¾òåíü¿ JA ñâîåãî èäåíòè-
ôèêàòîðà IDA â êà÷åñòâå îòêðûòîãî êëþ÷à è RSA-ïîäïèñü SA = J−d

A mod n â êà÷åñòâå
ëè÷íîãî êëþ÷à. Êëþ÷ JA ôîðìèðóåòñÿ ñ ó÷¼òîì âíåñåíèÿ èçáûòî÷íîñòè â èäåíòèôèêà-
öèîííóþ èíôîðìàöèþ IDA äëÿ òîãî, ÷òîáû íå ïðîõîäèëà (ýêçèñòåíöèîíàëüíàÿ) àòàêà,
ïîçâîëÿþùàÿ ñòðîèòü íîâûå êëþ÷åâûå ïàðû ïóò¼ì âîçâåäåíèÿ â ñòåïåíü è óìíîæåíèÿ
çíà÷åíèé èç èçâåñòíûõ ïðîòèâíèêó êëþ÷åâûõ ïàð.

Àëãîðèòì âû÷èñëåíèÿ ïîäïèñè σ = (s, t) ïîä ñîîáùåíèåì m:

1) r ∈R Zn;
2) u = re mod n;
3) t = JmA u

ek mod n, ãäå k âûáèðàåòñÿ èç óñëîâèÿ ek−1 ⩽ m ⩽ ek;
4) s = rStA.

Äëÿ ïðîâåðêè ïîäïèñè íàäî âû÷èñëèòü u = J tAs
e è ïðîâåðèòü âûïîëíåíèå ðàâåíñòâà

t
?
= JmA u

ek .

Ìîäèôèöèðîâàííûé âàðèàíò ýòîé ñõåìû [30] âîø¼ë â ìåæäóíàðîäíûé ñòàíäàðò
ISO/IEC 14888-2: 1999.

IDB-ñõåìà ïîäïèñè GQ1 íà îñíîâå RSA èç ISO/IEC 14888-2: 2008

Ðàññìîòðèì âàðèàíò GQ1 IDB-ñõåìû öèôðîâîé ïîäïèñè èç ïîñëåäíåé âåðñèè ýòîãî
ñòàíäàðòà. Ïóñòü n = p1 · . . . ·pf �ïðîèçâåäåíèå ðàçëè÷íûõ ïðîñòûõ ÷èñåë; v�ïðîñòîå
÷èñëî (âåðèôèêàöèîííàÿ ýêñïîíåíòà), v < n.
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Ôîðìèðîâàíèå êëþ÷åé âëàäåëüöà ïîäïèñè.

Êëþ÷ ïðîâåðêè ïîäïèñè ôîðìèðóåòñÿ êàê ýëåìåíò G ∈ Zn, êàêèì-òî îáðàçîì ñî-
ïîñòàâëåííûé èäåíòèôèêàöèîííîé èíôîðìàöèè ïîëüçîâàòåëÿ: ID 7→ G.

Êëþ÷ ïîäïèñè Q ∈ Zn ìîæíî âû÷èñëèòü äâóìÿ ñïîñîáàìè òàê, ÷òî ïîëó÷åííûå â
ðåçóëüòàòå ÷èñëà G è Q óäîâëåòâîðÿþò óñëîâèþ

G ·Qv mod n = 1.

Ñ ï î ñ î á 1 (ñ ïðèìåíåíèåì êèòàéñêîé òåîðåìû îá îñòàòêàõ (CRT, Chinese
Remainder Theorem)):

1) äëÿ i = 1, . . . , f :
� íàéòè ÷èñëî si êàê íàèìåíüøåå ïîëîæèòåëüíîå ÷èñëî, òàêîå, ÷òî v si − 1

êðàòíî pi − 1;
� âû÷èñëèòü ui = pi − 1− si, Gi = G mod pi, Qi = Gui

i mod pi;
2) íàéòè Q = CRT(Q1, . . . , Qf ) ñ ïîìîùüþ êèòàéñêîé òåîðåìû îá îñòàòêàõ.

Ñ ï î ñ î á 2 (áåç ïðèìåíåíèÿ CRT):

1) íàéòè ÷èñëî s êàê íàèìåíüøåå ïîëîæèòåëüíîå ÷èñëî, òàêîå, ÷òî v s− 1 êðàòíî
íàèáîëüøåìó îáùåìó äåëèòåëþ (p1 − 1, . . . , pf − 1);

2) âû÷èñëèòü u = (p1 − 1, . . . , pf − 1)− s;
3) âû÷èñëèòü Q = Gu mod n.

Àëãîðèòì ïîäïèñè:

1) âûáðàòü ñëó÷àéíûå ÷èñëà r = (r1, . . . , rt);
2) äëÿ i = 1, . . . , t âû÷èñëèòü rvi mod n è ñîïîñòàâèòü èì áèòîâóþ ñòðîêó W ;
3) âû÷èñëèòü H = h(W ||M), ïóñòü R�íà÷àëüíûé îòðåçîê èç t(l(v) − 1) áèòîâ

ñòðîêè H, ãäå l(v)� áèòîâàÿ äëèíà v;
4) äëÿ i = 1, . . . , t âû÷èñëèòü ri ·QRi mod n, ñîïîñòàâèòü èì áèòîâóþ ñòðîêó S.

Ïîäïèñüþ ÿâëÿåòñÿ ïàðà (R, S).
Àëãîðèòì ïðîâåðêè ïîäïèñè:

1) ðàçäåëèòü áèòîâûå ñòðîêè R è S íà êîìïîíåíòû è âûäåëèòü ñîîòâåòñòâóþùèå
÷èñëà ri è si, i = 1, . . . , t;

2) äëÿ i = 1, . . . , t âû÷èñëèòü Svi ·GRi mod n, ñîïîñòàâèòü èì áèòîâóþ ñòðîêó W ∗;
3) âû÷èñëèòü H∗ = h(W ∗||M), ïóñòü R∗ �íà÷àëüíûé îòðåçîê èç t(l(v) − 1) áèòîâ

ñòðîêè H∗;

4) ïðîâåðèòü ðàâåíñòâî R∗ ?
= R.

IBS-1-ñõåìà ïîäïèñè íà îñíîâå ECDLOG èç ISO/IEC FDIS 14888-3: 2018

IDB-ñõåìà ïîäïèñè IBS-1 ñòðîèòñÿ íà îñíîâå ãðóïïû òî÷åê ýëëèïòè÷åñêîé êðèâîé
è îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ. Ýòîò ìåõàíèçì îñíîâàí íà àëãîðèòìå, ðàçðà-
áîòàííîì â [35]. Ïóñòü G1 = ⟨P ⟩�öèêëè÷åñêàÿ ïîäãðóïïà ïîðÿäêà q ãðóïïû òî÷åê
ýëëèïòè÷åñêîé êðèâîé E íàä ïîëåì GF(pm).

Ìàñòåð-êëþ÷îì öåíòðà KGC ÿâëÿåòñÿ êëþ÷åâàÿ ïàðà (U, V ), ãäå îòêðûòûé
êëþ÷ U � ñëó÷àéíîå ÷èñëî â èíòåðâàëå 0 < U < q, à çàêðûòûé êëþ÷ âû÷èñëÿåòñÿ
ïî ôîðìóëå V = [U ]P .

Êëþ÷ ôîðìèðîâàíèÿ è ïðîâåðêè ïîäïèñè ïîëüçîâàòåëÿ � ýòî êëþ÷åâàÿ ïà-
ðà (X, Y ), ãäå Y = h1(ID)�êëþ÷ ïðîâåðêè ïîäïèñè, ïîëó÷åííûé èç èäåíòèôèêàöèîí-
íûõ äàííûõ âëàäåëüöà ID c ïîìîùüþ õåø-ôóíêöèè h1, à X �ëè÷íûé êëþ÷ ïîäïèñè,
âû÷èñëÿåìûé öåíòðîì KGC: X = [U ]Y .
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Êîíêðåòíûå ïàðàìåòðû ñõåìû ïîäïèñè �G1,G2, P, q, e(, ), h1 è h2 � îïðåäåëåíû
â [70]. Çäåñü e(, ) îáîçíà÷àåò îïåðàöèþ áèëèíåéíîãî ñïàðèâàíèÿ e : G2

1 → G2, êîòîðàÿ
ïðåäïîëàãàåò íàëè÷èå â ìóëüòèïëèêàòèâíîé ïîäãðóïïå ïîëÿ, ÿâëÿþùåãîñÿ íåêîòîðûì
ðàñøèðåíèåì ïîëÿ GF(pm), öèêëè÷åñêîé ïîäãðóïïû G2 ïîðÿäêà q.

Àëãîðèòì ôîðìèðîâàíèÿ ïîäïèñè:

1) âûáðàòü ñëó÷àéíîå öåëîå k, 0 < k < q, è ñîõðàíèòü åãî â ñåêðåòå;
2) âû÷èñëèòü Π = e(X,P )k.

Ç à ì å ÷ à í è å. Ýëåìåíò Π ïðèíàäëåæèò ðàñøèðåíèþ ïîëÿ GF(pm) ñòåïåíè 4
äëÿ õàðàêòåðèñòèêè p = 2, ñòåïåíè 6 äëÿ õàðàêòåðèñòèêè p = 3 è ñòåïåíè 2 äëÿ
õàðàêòåðèñòèêè p > 3;

3) ïðè p > 3 âû÷èñëèòü
R = h2(M∥Πa∥Πb) mod q,

ãäå Π = (Πa,Πb) ∈ GF(p2m). Åñëè R = 0, òî ïåðåéòè ê ï. 1.
Äëÿ ïîëåé áîëåå âûñîêîé ñòåïåíè ðàñøèðåíèÿ ñëåäóåò ðàññìàòðèâàòü áîëüøå
êîìïîíåíò â ñòðîêå Π. Íàïðèìåð, äëÿ ñòåïåíè ðàñøèðåíèÿ 4: Π = (Πa,Πb,
Πc,Πd);

4) âû÷èñëåíèå âòîðîé ÷àñòè ïîäïèñè:

S = [k −R]X.

Ïîäïèñüþ ÿâëÿåòñÿ Σ = (R, S).
Àëãîðèòì ïðîâåðêè ïîäïèñè:

1) ïðîâåðèòü S ∈ G1; åñëè íåò, òî ïîäïèñü íåâåðíà;
2) âû÷èñëèòü Π′ = e(S, P ) ∗ e(Y, V )R.

Ç à ì å ÷ à í è å . Çíà÷åíèå ñïàðèâàíèÿ e(Y, V ) ìîæåò áûòü âû÷èñëåíî çàðàíåå;
3) âû÷èñëèòü

R′ = h2(M∥Π′
a∥Π′

b) mod q;

4) ïðîâåðèòü ñâèäåòåëüñòâî R′ ?
= R. Åñëè äà, òî ïîäïèñü âåðíà, èíà÷å íåâåðíà.

IDB-ñõåìà ïîäïèñè BLMQ

Ýòà ñõåìà, îñíîâàííàÿ íà îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ è îïèñàííàÿ â ðà-
áîòå Ï. Áàðåòòî, Á. Ëèáåðòà, Í. ÌàêÊóëàõà è Äæ. Êèñêàòåðà (P. Barreto, B. Libert,
N. McCullagh è J. Quisquater) [5] â 2005 ã., áûëà îïóáëèêîâàíà, à çàòåì ïðåäëîæåíà
èìè äëÿ âêëþ÷åíèÿ â ñòàíäàðò IEEE P1363.3 [4].

Ñòîéêîñòü ñõåìû îñíîâàíà íà òðóäíîñòè ïðîáëåìû k-îáðàùåíèÿ Äèôôè�Õåëëìà-
íà k-DHI (k-Di�e-Hellman Inversion) äëÿ ãðóïï (G1,G2): äëÿ çàäàííîãî (k + 2)-íàáîðà
(P,Q, aQ, a2Q, . . . , akQ) íàéòè a−1P , ãäå P ∈ G1; Q ∈ G2; a ∈R Z∗

q; q�ïîðÿäîê ýòèõ
ãðóïï.

Ïóñòü h1, h2 : {0, 1}∗ → Z∗
q � õåø-ôóíêöèè, e : G1 × G2 → GT � îïåðàöèÿ áèëè-

íåéíîãî ñïàðèâàíèÿ. Îòêðûòûé êëþ÷ öåíòðà: P,Q, sQ, g = e(P,Q). Çàêðûòûé êëþ÷
öåíòðà: s ∈ Zq. Ïîëüçîâàòåëü A ïîëó÷àåò â öåíòðå ëè÷íûé êëþ÷

SIDA
= (h1(IDA) + s)−1P.

Ïîäïèñü ê ñîîáùåíèþ m� ýòî (H,S), ãäå H = h2(m, r); r = gx; S = (x + H)SIDA
;

x ∈R Z∗
q. Ïðîâåðêà ïîäïèñè (H,S) çàêëþ÷àåòñÿ â ïðîâåðêå ðàâåíñòâà

H
?
= h2(m, e(S, h1(IDA)Q+ sQ)g−h).
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IDB-ñõåìà ïîäïèñè Óîòåðñà

Ñõåìà IDB-øèôðîâàíèÿ, îñíîâàííàÿ íà ñèììåòðè÷íîì ñïàðèâàíèè, ïðåäëîæåííàÿ
â ðàáîòå B. Waters â 2005 ã. [66] è ðàññìîòðåííàÿ â ï. 3.1, ìîæåò áûòü ïðåîáðàçîâàíà
â ñõåìó öèôðîâîé ïîäïèñè ñëåäóþùèì îáðàçîì.

Ïóñòü èìååòñÿ îïåðàöèÿ áèëèíåéíîãî ñïàðèâàíèÿ e : G1 × G1 → GT , G1 = ⟨P0⟩.
Çàêðûòûé êëþ÷ öåíòðà � ñëó÷àéíûé ýëåìåíò x ∈R Z∗

p.
Öåíòð KGC âûðàáàòûâàåò ñëó÷àéíûå P2, U

′, U1, . . . , Un ∈R G1 è âûäà¼ò ïîëüçîâà-
òåëþ ëè÷íûé êëþ÷ [x]P2.

Äëÿ ôîðìèðîâàíèÿ ïîäïèñè ñîîáùåíèå m ∈ {0, 1}∗ ñíà÷àëà ñæèìàåòñÿ êðèïòîãðà-
ôè÷åñêîé õåø-ôóíêöèåé h : {0, 1}∗ → {0, 1}n: h(m) = (m1, . . . ,mn), çàòåì ïîëüçîâàòåëü
âûðàáàòûâàåò ñëó÷àéíûé ýëåìåíò r ∈ Zp è ñ ïîìîùüþ ïîëó÷åííîãî â öåíòðå KGC
ëè÷íîãî êëþ÷à âû÷èñëÿåò

Sig(m) = ([x]P2 + [r]

(
U ′ +

∑
i:mi=1

Ui

)
, [r]P0).

Äëÿ ïðîâåðêè ïîäïèñè Sig(m) = (σ1, σ2) ê ñîîáùåíèþ m ñ ïîìîùüþ îòêðûòîãî
êëþ÷à P2, U

′, U1, . . . , Un íàäî ïðîâåðèòü ðàâåíñòâî

e(σ1, P0)/e

(
σ2, U

′ +
∑

i:mi=1

Ui

)
= e(P0, P2).

Îïèñàíèå äðóãèõ ñõåì ïîäïèñè íà îñíîâå îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ â ãðóï-
ïå òî÷åê ýëëèïòè÷åñêîé êðèâîé, íàïðèìåð ïðåäëîæåííûå Ïàòåðñîíîì (Paterson) è äð.,
ìîæíî íàéòè â îáçîðå [27].

IDB-ñèñòåìà ïîäïèñè ñ íåäîâåðåííûì öåíòðîì KGC

Â ðàáîòå [18] ×. ×åí, Ô. Çàíã è Ê. Êèì (X. Chen, F. Zhang è K. Kim) ïðåäëîæèëè
âàðèàíò ñõåìû ïîäïèñè, ïîçâîëÿþùèé ïîëüçîâàòåëþ äîêàçûâàòü ñ íóëåâûì ðàçãëà-
øåíèåì àðáèòðó, ÷òî öåíòð KGC ñîâåðøèë àòàêó ïî (ýêçèñòåíöèîíàëüíîé) ïîäìåíå
ïîäïèñè.

Ïóñòü èìååòñÿ îïåðàöèÿ áèëèíåéíîãî ñïàðèâàíèÿ e : G1 × G1 → Zq, G1 = ⟨P ⟩, äâå
õåø-ôóíêöèè h1 : {0, 1}∗ ×G1 → G1 è h2 : {0, 1}∗ ×G1 → Zq.

Ïîëüçîâàòåëü A âûáèðàåò r ∈R Z∗
q â êà÷åñòâå ñâîåãî äîëãîâðåìåííîãî ñåêðåòà è

îòïðàâëÿåò öåíòðó çíà÷åíèå rP â êà÷åñòâå îòêðûòîãî êëþ÷à. Öåíòð âû÷èñëÿåò QA =
= h1(IDA∥t, rP ) è SA = sQA, ãäå t� ñðîê äåéñòâèÿ, à çàòåì ïåðåäà¼ò èõ ïîëüçîâàòåëþ.
Îòêðûòûì êëþ÷îì ïîëüçîâàòåëÿ áóäåò IDA, à ëè÷íûì êëþ÷îì� (SA, s).

Àëãîðèòì ôîðìèðîâàíèÿ ïîäïèñè äëÿ ñîîáùåíèÿ m:

1) a ∈R Zq, U = aQA;
2) V = rh2(m,U);
3) h = h2(m,U + V );
4) W = (a+ h)SA.

Ïîäïèñüþ ÿâëÿåòñÿ íàáîð σ = (U, V,W, t, rP ) ∈ G3
1 × {0, 1}∗ ×G1.

Äëÿ ïðîâåðêè ïîäïèñè íàäî âû÷èñëèòü QA = h1(IDA∥t, rP ), h1(m,U) è h =
= h2(m,U + V ), à çàòåì ïðîâåðèòü âûïîëíèìîñòü ðàâåíñòâ

e(W,P ) = e(U + hQA, Q), e(V, P ) = e(h1(m,U), rP ).
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Åñëè öåíòð âûïîëíèò àòàêó ïî ïîäìåíå ïîäïèñè äëÿ ñîîáùåíèÿm ñëåäóþùèì îáðàçîì:
âû÷èñëèò r′ ∈R Zq è Q′

A = h2(IDA∥t, r′P ), à çàòåì ñôîðìèðóåò ïîäïèñü â ñîîòâåòñòâèè
ñ ïðèâåä¼ííûì àëãîðèòìîì

σ′ = (U ′, V ′,W ′, t, r′P ),

òî ïðîâåðêà ïîäïèñè áóäåò óñïåøíîé, îäíàêî ïîëüçîâàòåëü ñìîæåò äîêàçàòü àðáèò-
ðó ñ íóëåâûì ðàçãëàøåíèåì íà îñíîâå çíàíèÿ ñâîåãî ëè÷íîãî êëþ÷à, ÷òî ýòî íå åãî
ïîäïèñü.

IDB-ñèñòåìû îäíîâðåìåííîãî âû÷èñëåíèÿ öèôðîâîé ïîäïèñè
è øèôðîâàíèÿ (IBSigncryption)

Ïðîòîêîë Çåíãà. Â 1997 ã. Zheng â ðàáîòå [68] ïðåäëîæèë îäíó èç ïåðâûõ ñõåì
îäíîâðåìåííîãî âû÷èñëåíèÿ öèôðîâîé ïîäïèñè è øèôðîâàíèÿ, áîëåå áûñòðîãî, ÷åì
èõ ïîñëåäîâàòåëüíîå âû÷èñëåíèå.

Îáùèìè ïàðàìåòðàìè ÿâëÿþòñÿ:
p� áîëüøîå ïðîñòîå ÷èñëî;
q�äåëèòåëü (p− 1);
g ∈R Zp, gq = 1 mod p;
h� îäíîíàïðàâëåííàÿ õåø-ôóíêöèÿ (ñ íå ìåíåå ÷åì 128-áèòîâûì âûõîäîì);
KHk()� õåø-ôóíêöèÿ, çàâèñÿùàÿ îò êëþ÷à;
(E,D)� àëãîðèòìû ñèììåòðè÷íîãî çàøèôðîâàíèÿ è ðàñøèôðîâàíèÿ.
Ïóñòü òàêæå:

� ëè÷íûì êëþ÷îì A ÿâëÿåòñÿ xa ∈R {1, . . . , q − 1}, îòêðûòûì� ya = gxa mod p;
� ëè÷íûì êëþ÷îì B ÿâëÿåòñÿ xb ∈R {1, . . . , q − 1}, îòêðûòûì� yb = gxb mod p.

Ïðîòîêîë ïåðåäà÷è ñîîáùåíèÿ m èìååò âèä

A→ B : (c, r, s).

Àëãîðèòì ôîðìèðîâàíèÿ ïîäïèñè è çàøèôðîâàíèÿ:

1) ñòîðîíà A âûáèðàåò x ∈R {1, . . . , q − 1}, âû÷èñëÿåò k = h(yxb mod p) è âûäåëÿåò
èç k êëþ÷è k = k1∥k2;

2) âû÷èñëÿåò c = Ek1(m), r = KHk2(m), s = x/(r + xa) mod q;
3) îòïðàâëÿåò ñòîðîíå B ïîäïèñàííûé øèôðòåêñò (c, r, s).

Àëãîðèòì ðàñøèôðîâàíèÿ è ïðîâåðêè ïîäïèñè:

1) ñòîðîíà B âîññòàíàâëèâàåò k èç c, r, s, g, p, xa è xb:

k = h((ya · gr)sxb mod p)

è âûäåëÿåò èç k êëþ÷è k1 è k2;
2) âû÷èñëÿåò m = Dk1(c);
3) ïðèçíà¼ò m ïîäëèííûì ñîîáùåíèåì îò A â òîì è òîëüêî â òîì ñëó÷àå, êîãäà

r = KHk2(m).

Ýòîò ïðîòîêîë íå çàùèù¼í îò ÷òåíèÿ íàçàä, òàê êàê åñëè ïðîòèâíèê âîññòàíîâèò
äîëãîâðåìåííûé êëþ÷ xa, òî â ñèëó ðàâåíñòâà

h((ya · gr)sxb mod p) = h((yxa+rb )s mod p)

îí ñìîæåò âû÷èñëèòü êëþ÷ k = h((yxa+rb )s mod p).
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Ïðîòîêîë Íýéëà �Ðèääè. Íà áàçå äàííîé ñõåìû D. Nalla è K.C. Reddy â ðà-
áîòå [47] ïðåäëîæèëè IDB-ñõåìó îäíîâðåìåííîãî âû÷èñëåíèÿ öèôðîâîé ïîäïèñè è
øèôðîâàíèÿ, îñíîâàííóþ íà îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ. Ïóñòü G1 �ïîäãðóï-
ïà ãðóïïû òî÷åê ýëëèïòè÷åñêîé êðèâîé ïîðÿäêà q, äëÿ êîòîðîé îïðåäåëåíà îïåðàöèÿ
áèëèíåéíîãî ñïàðèâàíèÿ Âåéëÿ ê : G1×G1 → G2; G2 �ìóëüòèïëèêàòèâíàÿ ãðóïïà òî-
ãî æå ïîðÿäêà q. Ïðåäïîëîæèì òàêæå, ÷òî èìåþòñÿ õåø-ôóíêöèÿ h′ : {0, 1}∗ → Z∗

q,
ôóíêöèÿ âû÷èñëåíèÿ êëþ÷à øèôðîâàíèÿ h′′ : Z∗

q → {0, 1}∗ è ïñåâäîñëó÷àéíàÿ ôóíê-
öèÿ h1 : G2 → {0, 1}∗.

Ñòîðîíû A è B ïîëó÷àþò â öåíòðå KGC êëþ÷åâûå ïàðû (QA, SA) è (QB, SB), ñôîð-
ìèðîâàííûå íà îñíîâå ñâîèõ èäåíòèôèêàòîðîâ, SA = [s]QA, SB = [s]QB, ãäå s ∈R Z∗

q �
çàêðûòûé ìàñòåð-êëþ÷ öåíòðà.

Äëÿ îòïðàâëåíèÿ ñòîðîíå B ïîäïèñàííîãî ñîîáùåíèÿ m ∈ {0, 1}∗ ñòîðîíà A èñ-
ïîëüçóåò îòêðûòûå êëþ÷è (QA, QB) è ñâîé ëè÷íûé êëþ÷ SA.

Àëãîðèòì ôîðìèðîâàíèÿ ïîäïèñè è çàøèôðîâàíèÿ:

1) ñòîðîíà A âûáèðàåò ñëó÷àéíûé ýëåìåíò a ∈R Z∗
q;

2) âû÷èñëÿåò

R = [a]SA, d = h′(R||h1(ê(QB, SA))||m), S = [ad]QA,

kA = h′′(ê(QB, SA)
ad), c = kA ⊕m;

3) îòïðàâëÿåò (R, S, c) ñòîðîíå B.

Àëãîðèòì ðàñøèôðîâàíèÿ è ïðîâåðêè ïîäïèñè.
Äëÿ ïðîâåðêè ïîëó÷åííîãî ñîîáùåíèÿ ñòîðîíà B, èñïîëüçóÿ ïîëó÷åííûå çíà÷åíèÿ

(R, S, c,QA, QB) è ñâîé ëè÷íûé êëþ÷ SB:

1) âû÷èñëÿåò kB = h′′(ê(SB, S)) è m = kB ⊕ c;
2) âû÷èñëÿåò d′ = h′(R||h1(ê(SB, QA))||m) è ïðèíèìàåò m, òîëüêî åñëè âûïîëíåíî

ðàâåíñòâî ê(SB, S) = ê(QB, R)
d′ . Â ïðîòèâíîì ñëó÷àå B ïðåðûâàåò ïðîòîêîë.

Äàííûé ïðîòîêîë çàùèù¼í îò ÷òåíèÿ íàçàä è ÿâëÿåòñÿ âû÷èñëèòåëüíî áîëåå ýô-
ôåêòèâíûì.

IDB-ñèñòåìû îäíîâðåìåííîãî âû÷èñëåíèÿ öèôðîâîé ïîäïèñè
è øèôðîâàíèÿ ñ ñîêðûòèåì èäåíòèôèêàòîðîâ

Ðàññìîòðèì ïðîòîêîë IBHigncryption (îò Id-Based Higncryption). Òåðìèí ¾higncryp-
tion¿ îçíà÷àåò identity-hiding signcryption, ò. å. îäíîâðåìåííîå âû÷èñëåíèå öèôðîâîé
ïîäïèñè è øèôðîâàíèÿ ñ ñîêðûòèåì èäåíòèôèêàòîðîâ.

Ïóñòü èìååòñÿ îïåðàöèÿ ñèììåòðè÷íîãî áèëèíåéíîãî ñïàðèâàíèÿ e : G1×G1 → GT

äëÿ ãðóïïû G1 = ⟨P ⟩ ïîðÿäêà q è h : {0, 1}∗ → G1 �êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ.
Öåíòð âûáèðàåò çàêðûòûé êëþ÷ msk = s ∈R Z∗

q. Îòêðûòûìè ïàðàìåòðàìè ÿâëÿþòñÿ
(q,G1,GT , e, P, h).

Ïîëüçîâàòåëü A ïðèìåíÿåò â êà÷åñòâå îòêðûòîãî êëþ÷à èäåíòèôèêàòîð pkA = IDA

è ïîëó÷àåò â öåíòðå skA = [s]h(IDA) â êà÷åñòâå ëè÷íîãî êëþ÷à.
Ïóñòü (k,E,D)�íåêîòîðàÿ ñõåìà àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ ñ àññîöèè-

ðîâàííûìè äàííûìè. Êëþ÷ k âûðàáàòûâàåòñÿ ñ èñïîëüçîâàíèåì ôóíêöèè âûðàáîòêè
ïðîèçâîäíîãî êëþ÷à KDF : GT × {0, 1}∗ → K.

Äëÿ çàøèôðîâàíèÿ è ïîäïèñè ñîîáùåíèÿ n ∈ {0, 1}∗ ñ ñîêðûòèåì èäåíòèôèêàòîðîâ
îòïðàâèòåëü A:

1) âûáèðàåò ñëó÷àéíûé x ∈R Z∗
q è âû÷èñëÿåò X = [x]h(IDA) ∈ G1;
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2) âû÷èñëÿåò ïðåäâàðèòåëüíûé ñåêðåò PS = e(skA, h(IDB))
x ∈ GT ;

3) âû÷èñëÿåò êëþ÷ äëÿ ÀÅ øèôðîâàíèÿ k = KDF(PS,X∥IDA);
4) âû÷èñëÿåò cAE = Ek(H, IDA∥n∥x) ñ àññîöèèðîâàííûìè äàííûìè H ∈ {0, 1}∗;
5) îòïðàâëÿåò ïîëó÷àòåëþ B ñîîáùåíèå C = (H,X, cAE).

Äëÿ ðàñøèôðîâàíèÿ ïîëó÷åííîãî ñîîáùåíèÿ C = (H,X, cAE) è ïðîâåðêè ïîäïèñè
ïîëó÷àòåëü B:

1) âû÷èñëÿåò PS = e(X, skB) ∈ GT è êëþ÷ k = KDF(PS,X∥IDB);
2) ðàñøèôðîâûâàåò Dk(H, cAE) c ïðîâåðêîé öåëîñòíîñòè;
3) ïîëó÷àåò IDA, n, x è ïðîâåðÿåò ðàâåíñòâî X = [x]h(IDA). Åñëè âñ¼ ïðàâèëüíî,

òî ïðèíèìàåò ñîîáùåíèå m, â ïðîòèâíîì ñëó÷àå ïðåðûâàåò ïðîòîêîë.

Ïîäïèñè íà îñíîâå ñåðòèôèêàòîâ

Öèôðîâûå ïîäïèñè íà îñíîâå ñåðòèôèêàòîâ (Certi�cate-Based Signature, CBS)
ñòðîÿòñÿ àíàëîãè÷íî CBE-ñèñòåìàì. Â íèõ ñåðòèôèêàò, ïîñòðîåííûé íà îñíîâå îò-
êðûòîãî êëþ÷à è èäåíòèôèêàöèîííîé èíôîðìàöèè ïîëüçîâàòåëÿ, èñïîëüçóåòñÿ êàê
ñîñòàâíàÿ ÷àñòü êëþ÷à ïîäïèñè, ñîñòàâëåííîãî íåïîñðåäñòâåííî èç ñãåíåðèðîâàííîãî
ïîëüçîâàòåëåì ëè÷íîãî êëþ÷à è ïîëó÷åííîãî ñåðòèôèêàòà.

Âïåðâûå òàêàÿ ñèñòåìà ïðåäëîæåíà â [37], îäíàêî ïîçäíåå â ðàáîòå [41] íàéäåíà àòà-
êà è ïîñòðîåí èñïðàâëåííûé âàðèàíò. Â [3] ïðåäëîæåíà ñõåìà àíîíèìíîé öèêëè÷åñêîé
ïîäïèñè íà îñíîâå ñåðòèôèêàòîâ. Âñå óêàçàííûå ñõåìû ïîñòðîåíû ñ èñïîëüçîâàíèåì
îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ.

Ðàññìîòðèì ïðåäëîæåííóþ â ðàáîòå [43] CBC-ñõåìó öèôðîâîé ïîäïèñè, íå èñïîëü-
çóþùóþ îïåðàöèþ áèëèíåéíîãî ñïàðèâàíèÿ. Ïóñòü G�ìóëüòèïëèêàòèâíàÿ ãðóïïà ïî-
ðÿäêà q. Öåíòð KGC âûáèðàåò ñëó÷àéíûé îáðàçóþùèé ýëåìåíò g ∈R G è ñëó÷àéíîå
÷èñëî x ∈R Z∗

q, ÿâëÿþùååñÿ åãî ìàñòåð-êëþ÷îì. Ïóñòü X = gx è h : {0, 1}∗ → Z∗
q �

êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ. Ïàðàìåòðàìè ñõåìû ÿâëÿþòñÿ (G, q, g,X, h).
Ïîëüçîâàòåëü A âûáèðàåò u ∈R Z∗

q â êà÷åñòâå ñâîåãî ëè÷íîãî êëþ÷à skA è âû-
÷èñëÿåò îòêðûòûé êëþ÷ pkA = (gu, Xu, πu), ãäå πu �íåèíòåðàêòèâíîå äîêàçàòåëüñòâî
çíàíèÿ çíà÷åíèÿ äèñêðåòíîãî ëîãàðèôìà u = logg U1 = logX U2 äëÿ ýëåìåíòîâ U1 = gu

è U2 = Xu (íàïðèìåð, íà îñíîâå ïðîòîêîëà àóòåíòèôèêàöèè Øíîððà).
Èäåíòèôèêàöèîííîé èíôîðìàöèåé ïîëüçîâàòåëÿ ñëóæèò çíà÷åíèå H̃ = h(pkA, IDA),

ãäå pkA è IDA � îòêðûòûé êëþ÷ è èäåíòèôèêàòîð ïîëüçîâàòåëÿ A. Ñåðòèôèêàöèîí-
íûé öåíòð CA âûáèðàåò ñëó÷àéíî r ∈R Z∗

q è âû÷èñëÿåò ñåðòèôèêàò (R, s) ïîëüçîâà-
òåëÿ A (ôàêòè÷åñêè ñåðòèôèêàò (R, s) ÿâëÿåòñÿ öèôðîâîé ïîäïèñüþ Ýëü-Ãàìàëÿ ïîä
ñîîáùåíèåì H̃, ñâÿçûâàþùèì çíà÷åíèÿ pkA è IDA):

R = gr, s = r−1(H̃ − xR) mod q.

Êîððåêòíîñòü ñåðòèôèêàòà ïðîâåðÿåòñÿ ðàâåíñòâîì

RsXR = gH̃ .

Äëÿ ïîäïèñàíèÿ ñîîáùåíèÿ m ∈ {0, 1}∗ ïîëüçîâàòåëü èñïîëüçóåò ñåðòèôèêàò (R, s)
è ëè÷íûé êëþ÷ u, à òàêæå ñëó÷àéíûé ýëåìåíò y ∈R Z∗

q è âû÷èñëÿåò çíà÷åíèå ïîäïèñè
σ = (Y,H, z):

Y = R−y, H = h(Y,R,m), z = (y +Hsu) mod q.

Ïðîâåðêà ïîäïèñè îñóùåñòâëÿåòñÿ ñëåäóþùèì îáðàçîì. Ñíà÷àëà ïðîâåðÿåòñÿ,
÷òî πu äåéñòâèòåëüíî ÿâëÿåòñÿ íåèíòåðàêòèâíûì äîêàçàòåëüñòâîì çíàíèÿ ïîëüçîâà-
òåëåì ñ èäåíòèôèêàòîðîì IDA è îòêðûòûì êëþ÷îì pkA çíà÷åíèÿ êëþ÷à u. Åñëè îíî
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ïðîøëî ïðîâåðêó, òî âû÷èñëÿþòñÿ H = h(Y,R,m) è H̃ = h(pkA, IDA), à çàòåì ïðîâå-
ðÿåòñÿ ðàâåíñòâî

(gu)H̃
?
= RzY (Xu)HR.

Åñëè îíî âûïîëíåíî, òî ïîäïèñü ïðèçíà¼òñÿ èñòèííîé.

3.4. I D B - ñ è ñ ò å ì û à ó ò å í ò è ô è ê à ö è è ñ ò î ð î í

Ïðîòîêîëû àóòåíòèôèêàöèè ñòîðîí îáû÷íî ñòðîÿòñÿ íà îñíîâå ïðîòîêîëîâ öèôðî-
âîé ïîäïèñè, èñïîëüçóþùèõ òåõíèêó äîêàçàòåëüñòâà çíàíèÿ áåç ðàçãëàøåíèÿ ñåêðåòîâ.
Ðàññìîòðèì ïðèìåð òàêîãî ïðîòîêîëà.

IDB-ñèñòåìà àóòåíòèôèêàöèè ñòîðîí GQ

Â 1988 ã. Ë. Ãèéó èÆ. Êèñêàòåð [29] ïðåäëîæèëè ïðîòîêîë àóòåíòèôèêàöèè ñòîðîí
íà îñíîâå ñõåìû RSA, âàðèàíò GQ1 êîòîðîãî [31] ïîçæå âîø¼ë â ìåæäóíàðîäíûé ñòàí-
äàðò ISO/IEC 9798-5:2009, à ñîîòâåòñòâóþùèé åìó IDB-ïðîòîêîë öèôðîâîé ïîäïèñè �
â ðàññìîòðåííûé âûøå ñòàíäàðò ISO/IEC 14888-2:2008.

Ïóñòü n = pq è ÷èñëà e, d óäîâëåòâîðÿþò óñëîâèþ ed = 1 (mod φ(n)). ×èñëî d
èçâåñòíî òîëüêî öåíòðó, âûäàþùåìó êëþ÷è. Ïóñòü h� õåø-ôóíêöèÿ, èçâåñòíàÿ âñåì
ó÷àñòíèêàì. Êàæäûé ó÷àñòíèê A ïîëó÷àåò â öåíòðå ëè÷íûé êëþ÷ u = h(IDA)

−d ∈ Zn
è îòêðûòûé êëþ÷ v = h(IDA). Òåì ñàìûì âûïîëíÿåòñÿ ðàâåíñòâî v = (u−1)e mod n, è
ìû ìîæåì èñïîëüçîâàòü ðàíåå ðàññìîòðåííûé ïðîòîêîë:

A→ B : A, γ = re mod n,
A← B : x,
A→ B : y = rux mod n.

Äëÿ ïðîâåðêè ïðàâèëüíîñòè B èñïîëüçóåò ðàâåíñòâî

γ = vxyb mod n.

3.5. I D B - ï ð î ò î ê î ë û â û ð à á î ò ê è î á ù å ã î ê ë þ ÷ à

IBKE-ïðîòîêîë Îêàìîòî íà îñíîâå RSA

Ïåðâûé IDB-ïðîòîêîë âûðàáîòêè îáùåãî êëþ÷à (Identity-Based Key Exchange) íà
îñíîâå RSA ïðåäëîæåí Å. Îêàìîòî (E. Okamoto) â 1987 ã. [48]. KGC èìååò îòêðûòûé
êëþ÷ (e, n), à ÷èñëî d, òàêîå, ÷òî ed = 1 (mod φ(n)), KGC õðàíèò â ñåêðåòå. Ïóñòü
g0 � îáðàçóþùèé ýëåìåíò ìóëüòèïëèêàòèâíîé ãðóïïû Z∗

n.
Ïîëüçîâàòåëü X ∈ {A,B} èìååò îòêðûòûé êëþ÷ IDX è ïîëó÷àåò â öåíòðå KGC

ëè÷íûé êëþ÷ sX , óäîâëåòâîðÿþùèé óñëîâèþ (sX)
eIDX = 1 mod n. Çíà÷åíèå sX öåíòð

KGC âû÷èñëÿåò ïî ôîðìóëå sX = (1/IDX)
d mod n, ãäå IDX �èäåíòèôèêàöèîííûå äàí-

íûå ïîëüçîâàòåëÿ X.
Ïðîòîêîë:

A : rA ∈R Z∗
n,

A→ B : tA = sAg
rA mod n,

B : rB ∈R Z∗
n,

A← B : tB = sBg
rB mod n.

Òåïåðü A è B âû÷èñëÿþò îáùèé êëþ÷ k = gerArB ñîîòâåòñòâåííî ïî ôîðìóëàì

kA = (teBIDB)
rA , kB = (teAIDA)

rB .
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IBAKE-ïðîòîêîë ñ îáåñïå÷åíèåì ÷àñòè÷íîé àóòåíòèôèêàöèè êëþ÷à

Ïðîòîêîë, ïðåäëîæåííûé E. Îêàìîòî è K. Òàíàêà (E. Okamoto, K. Tanaka)
â 1989 ã. [50], ÿâëÿåòñÿ âàðèàíòîì ïðåäûäóùåãî. Â í¼ì èñïîëüçóåòñÿ õåø-ôóíêöèÿ
h : {0, 1}∗ → Z∗

n−1 äëÿ îáåñïå÷åíèÿ ÷àñòè÷íîé àóòåíòèôèêàöèè êëþ÷à. Îáîçíà÷èì
÷åðåç TA, TB ìåòêè âðåìåíè.

Ïðîòîêîë:
A : rA ∈R Z∗

n, uA = gerA mod n,
A : cA = h(uA, IDA, IDB, TA),
A→ B : uA, vA = sAg

cArA mod n,
B : cA = h(uA, IDA, IDB, TA),

B : ïðîâåðÿåò IDA
?
= ucAA /v

e
A,

B : rB ∈R Z∗
n, uB = herB mod n,

B : cB = h(uB, IDB, IDA, TB),
A← B : uB, vB = sBg

cBrB mod n,
A : cB = h(uB, IDB, IDA, TB),

A : ïðîâåðÿåò IDB
?
= ucBB /v

e
B.

Òåïåðü A è B âû÷èñëÿþò îáùèé êëþ÷ k = gerArB ñîîòâåòñòâåííî ïî ôîðìóëàì

kA = urAB , kB = urBA .

Äâà ïðåäûäóùèõ ïðîòîêîëà íå çàùèùåíû îò íå÷åñòíîãî öåíòðà KGC, òàê êàê îí
èìååò âîçìîæíîñòü âîññòàíîâèòü ëè÷íûå êëþ÷è âñåõ ïîëüçîâàòåëåé, à òàêæå íå îáåñ-
ïå÷èâàþò çàùèòû îò ÷òåíèÿ íàçàä ïðè êîìïðîìåòàöèè ìàñòåð-êëþ÷à öåíòðà KGC.
Ïîýòîìó íåîáõîäèìî îáåñïå÷èòü çàùèòó ïîëüçîâàòåëÿ îò öåíòðà, ïðåäîñòàâèâ åìó âîç-
ìîæíîñòü ñàìîìó ôîðìèðîâàòü ëè÷íûå êëþ÷è.

IBKE-ïðîòîêîë ñ çàùèòîé ëè÷íîãî êëþ÷à ïîëüçîâàòåëÿ îò öåíòðà KGC

Ì. Ãèðî è Äæ. Ïàëå (M. Girault, J. Paill�es) â [25] ïðåäëîæèëè ìîäèôèêàöèþ ïðî-
òîêîëà Îêàìîòî, â êîòîðîé ïðåäóñìîòðåíà çàùèòà ëè÷íîãî êëþ÷à ïîëüçîâàòåëÿ
îò öåíòðà KGC. Ïîëüçîâàòåëü A ïåðåäà¼ò â öåíòðó KGC çíà÷åíèå gxA mod n, ãäå
skA = xA ∈ Z∗

n � âûáðàííûé èì ñàìîñòîÿòåëüíî è ñîõðàíÿåìûé â ñåêðåòå ëè÷íûé
êëþ÷, è ïîëó÷àåò îòêðûòûé êëþ÷ pkA = yA = ID−d

A g−xA mod n, êîððåêòíîñòü êîòî-
ðîãî îí ìîæåò ïðîâåðèòü èç óñëîâèÿ (yA)

eIDA = g−exA mod n (çàìåòèì, ÷òî A ìîæåò
âû÷èñëèòü yA ñàìîñòîÿòåëüíî ïî çíà÷åíèþ sA èç ïðîòîêîëà Îêàìîòî).

Ïðîòîêîë:
A : rA ∈R Z∗

n,
A→ B : tA = yAg

xA−rA mod n,
B : rB ∈R Z∗

n,
A← B : tB = yBg

xB−rB mod n.

Òåïåðü A è B âû÷èñëÿþò îáùèé êëþ÷ k = g−erArB àíàëîãè÷íî ïðîòîêîëó Îêàìîòî
ïî ôîðìóëàì

kA = (teBIDB)
rA , kB = (teAIDA)

rB .

Â ðåçóëüòàòå âûïîëíåíèÿ ïðîòîêîëà ïîëó÷àåòñÿ êëþ÷, îòëè÷àþùèéñÿ çíàêîì îò
òîãî, êîòîðûé âû÷èñëÿåòñÿ â ïðîòîêîëå Îêàìîòî. Îäíàêî òàê êàê êëþ÷ íå çàâèñèò
îò ëè÷íûõ êëþ÷åé ó÷àñòíèêîâ, äàííûé ïðîòîêîë íå èìååò ïðåèìóùåñòâ ïî ñðàâíåíèþ
ñ ïðîòîêîëîì Îêàìîòî.
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IBKE-ïðîòîêîë ñ ñàìîñåðòèôèöèðóåìûìè îòêðûòûìè êëþ÷àìè

Â 1991 ã. Ì. Ãèðîëò (M. Girault) ïðåäëîæèë ñëåäóþùèé ïðîòîêîë [26]. Ïîëüçîâà-
òåëü A ïåðåäà¼ò öåíòðó KGC çíà÷åíèå gxA mod n, ãäå skA = xA ∈ Z∗

n � âûáðàííûé èì
ñàìîñòîÿòåëüíî è ñîõðàíÿåìûé â ñåêðåòå ëè÷íûé êëþ÷, è ïîëó÷àåò îòêðûòûé êëþ÷
pkA = yA, óäîâëåòâîðÿþùèé óñëîâèþ yA = (gxA − IDA)

d mod n.
Öåíòð KGC òàêæå íå ìîæåò óçíàòü çíà÷åíèå xA, íî òåïåðü ñ ïîìîùüþ ïðîâåðêè

ðàâåíñòâà gxA = yeA+IDA (mod n) êàæäûé ìîæåò óáåäèòüñÿ â ïðàâèëüíîñòè îòêðûòîãî
êëþ÷à.

Ïðîòîêîë:
A : rA ∈R Z∗

n,
A→ B : tA = grA mod n,

B : rB ∈R Z∗
n,

A← B : tB = grB mod n.

Òåïåðü A è B âû÷èñëÿþò îáùèé êëþ÷ k = grAxB+rBxB àíàëîãè÷íî ïðîòîêîëó
MTI/A0 [44] ïî ôîðìóëàì

kA = txAB (yeB + IDB)
rA , kB = teA(y

e
A + IDA)

rB .

IBKE-ïðîòîêîë âûðàáîòêè îáùåãî êëþ÷à íà îñíîâå öèôðîâîé ïîäïèñè

Ê. Ãþíòåð (C.G. G�unther) â [32] ïðåäëîæèë ïðîòîêîë âûðàáîòêè îáùåãî êëþ÷à
íà îñíîâå öèôðîâîé ïîäïèñè, ñôîðìèðîâàííîé öåíòðîì KGC. Çàêðûòûì è îòêðûòûì
êëþ÷àìè öåíòðà ÿâëÿþòñÿ ýëåìåíòû xT ∈ {1, . . . , p − 1} è yT = gxT ∈ Z∗

p, ãäå p�
áîëüøîå ïðîñòîå ÷èñëî; g� îáðàçóþùèé ýëåìåíò ãðóïïû Z∗

p.
Ïîëüçîâàòåëü A ïîëó÷àåò â KGC öèôðîâóþ ïîäïèñü (uA, vA) ïî ñõåìå Ýëü-Ãàìàëÿ

äëÿ ñâîåãî èäåíòèôèêàòîðà IDA ∈ Z∗
p:

uA = gkA , vA = (IDA − xTuA)k−1
A mod (p− 1),

ãäå kA ∈R Z∗
p; (kA, p− 1) = 1. Ïðîâåðêà ïîäïèñè ïðîâîäèòñÿ ñ ïîìîùüþ óðàâíåíèÿ

uvAA = gIDAy−uAT .

Â ðîëè îòêðûòîãî êëþ÷à ïîëüçîâàòåëÿ A âûñòóïàåò åãî èäåíòèôèêàòîð IDA è
ïåðâàÿ ïîëîâèíà ïîäïèñè uA, à â ðîëè ëè÷íîãî êëþ÷à � âòîðàÿ ïîëîâèíà ïîäïèñè
vA = loguA(g

IDAy−uAt ). Äëÿ âûðàáîòêè îáùåãî êëþ÷à ñòîðîíû A è B âûáèðàþò ñëó÷àé-
íûå ýëåìåíòû rA, rB ∈R Z∗

p è âûïîëíÿþò ñëåäóþùèé ïðîòîêîë:

A→ B : IDA, uA,
A← B : IDB, uB,
A→ B : wA = urAB ,
A← B : wB = urBA .

Òåïåðü A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ ñîîòâåòñòâåííî ïî ôîðìóëàì

kA = wvAB (gIDBy−uBT )rA , kB = wvBA (gIDAy−uAT )rB .

Â ðåçóëüòàòå ôîðìèðóåòñÿ îáùèé êëþ÷ k = wvAB wvAA = gkBrAvB+kAvArB .
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Äàííûé ïðîòîêîë òàêæå íåñòîåê ê àòàêå ÷òåíèÿ íàçàä, òàê êàê ïðè êîìïðîìåòà-
öèè äîëãîâðåìåííûõ êëþ÷åé vA, vB èìååòñÿ âîçìîæíîñòü îïðåäåëåíèÿ ðàçîâûõ îáùèõ
êëþ÷åé ïî ïåðåäàâàåìûì ñîîáùåíèÿì wB, wA:

k = wvAB wvBA .

Â êà÷åñòâå óëó÷øåíèÿ ýòîãî ïðîòîêîëà ñ îäíîâðåìåííûì ñîêðàùåíèåì ÷èñëà ïå-
ðåäàâàåìûõ ñîîáùåíèé Ñ. Ñàåäíèà (S. Saeednia) â 2000 ã. [52] ïðåäëîæèë ñëåäóþùóþ
ìîäèôèêàöèþ:

A→ B : IDA, uA, tA = grA ,
A← B : IDB, uB, tB = grB .

Óëó÷øåíèå äîñòèãíóòî çà ñ÷¼ò èçìåíåíèÿ ôîðìóëû äëÿ âû÷èñëåíèÿ âòîðîé ÷àñòè
ïîäïèñè Ýëü-Ãàìàëÿ

vA = IDAkA − xTuA mod (p− 1)

è ïðîâåðî÷íîãî ñîîòíîøåíèÿ
gvA = uIDA

A yuAT .

Ñòîðîíû A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ ñîîòâåòñòâåííî ïî ôîðìóëàì

kA = tvBB (uIDB
B yuBS )rA , kB = tvBA (uIDA

A yuAS )rB .

Â ðåçóëüòàòå ïîëó÷àåòñÿ k = gvBrA+vArB .

Ïðîòîêîëû âûðàáîòêè îáùåãî êëþ÷à íà îñíîâå îïåðàöèè áèëèíåéíîãî

ñïàðèâàíèÿ

IBKE-ïðîòîêîë Ñàêàè � Îãèøè � Êàçàõàðà

Ïðîòîêîë òèïà SK ïðåäëîæåí R. Sakai, K. Ohgishi è M. Kasahara â 2001 ã. [54]. Â
í¼ì èñïîëüçóåòñÿ îïåðàöèÿ áèëèíåéíîãî ñïàðèâàíèÿ ñ ðàçíûìè ãðóïïàìè G1 è G2,
äëÿ êîòîðûõ èìåþòñÿ õåø-ôóíêöèè h1 : {0, 1}∗ → G1 è h2 : {0, 1}∗ → G2.

Öåíòð KGC îáëàäàåò êëþ÷åâîé ïàðîé (s,Qpub), Qpub = [s]P , P ∈ G2.
Ïðîòîêîë ÿâëÿåòñÿ íåèíòåðàêòèâíûì è íå ïðåäïîëàãàåò îáìåíà ñîîáùåíèÿìè, àíà-

ëîãè÷íî ñòàòè÷íîìó ïðîòîêîëó Äèôôè�Õåëëìàíà.
Ï å ð â û é â à ð è à í ò ï ð î ò î ê î ë à èñïîëüçóåò òîëüêî îäíó õåø-ôóíêöèþ h2

è ïðåäïîëàãàåò íàëè÷èå ãîìîìîðôèçìà ψ : G2 → G1. Ñòîðîíà A ïîëó÷àåò îòêðûòûé
êëþ÷ QA = h2(IDA) è ëè÷íûé êëþ÷ SA = [s]QA.

Îáùèé êëþ÷ k = e(ψ(QA), QB)
s âû÷èñëÿåòñÿ ñòîðîíàìè ïî ôîðìóëàì

k = e(ψ(SA), QB) = e(ψ(SB), QA).

Â ò î ð î é â à ð è à í ò ï ð î ò î ê î ë à íå èñïîëüçóåò ãîìîìîðôèçì. Ñòîðîíà A
ïîëó÷àåò îòêðûòûé êëþ÷ (QA, Q

′
A) = (h1(IDA), h2(IDA)) è ëè÷íûé êëþ÷ (SA, S

′
A) =

= ([s]QA, [s]Q
′
A).

Îáùèé êëþ÷ k = e(QA, Q
′
B)

s · e(QB, Q
′
A)

s âû÷èñëÿåòñÿ ñòîðîíàìè ïî ôîðìóëàì

kA = e(SA, Q
′
B) · e(QB, S

′
A), kB = e(SB, Q

′
A) · e(QA, S

′
B).
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IBKE-ïðîòîêîë Ñìàðòà

Â 2002 ã. Í. Ñìàðò (N.P. Smart) [61] ïðåäëîæèë ïåðâûé èíòåðàêòèâíûé ïðîòîêîë
âûðàáîòêè îáùåãî êëþ÷à íà îñíîâå îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ, àíàëîãè÷íûé
ïðîòîêîëó MTI/A0 [44]. Ýòî ïðîòîêîë òèïà SOK, â êîòîðîì öåíòð îáëàäàåò êëþ÷åâîé
ïàðîé (s,Qpub), Qpub = [s]P , s ∈R Z∗

q, ⟨P ) = G, |G| = q, à ó÷àñòíèê A ïîëó÷àåò
êëþ÷åâóþ ïàðó (QA = h1(IDA), SA = [s]QA).

Äëÿ âûðàáîòêè îáùåãî êëþ÷à ñòîðîíû âûáèðàþò ñëó÷àéíî rA, rB ∈R Z∗
q è âûïîë-

íÿþò ñëåäóþùèé ïðîòîêîë:

A→ B : TA = [rA]P,
A← B : TB = [rB]P.

(3)

Òåïåðü A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ ñîîòâåòñòâåííî ïî ôîðìóëàì

kA = e([rA]QB, Qpub) e(SA, TB), kB = e([rB]QA, Qpub) e(SB, TA).

Â ðåçóëüòàòå ïîëó÷àåòñÿ êëþ÷

k = e([rA]QB, Qpub) e([s]QA, [rB]P ) = e([rA]QB, Qpub) e([rB]QA, Qpub) =

= e([rA]QB + [rB]QA, Qpub).

Äàííûé ïðîòîêîë, ïîäîáíî ïðîòîêîëó MTI, çàùèù¼í îò àòàêè ¾ïðîòèâíèê-â-ñå-
ðåäèíå¿, íî îí íå ñòîåê ê àòàêå ÷òåíèÿ íàçàä, òàê êàê ïðè êîìïðîìåòàöèè äîëãî-
âðåìåííûõ êëþ÷åé SA è SB ïîëüçîâàòåëåé ïðîòèâíèê èìååò âîçìîæíîñòü âû÷èñëÿòü
äåéñòâóþùèå êëþ÷è äëÿ ëþáîãî ñåàíñà

k = e(SA, TB)e(SB, TA).

IBKE-ïðîòîêîë Ñêîòòà

Â 2002 ã. Ì. Ñêîòò (M. Scott) â [59] ïðåäëîæèë äðóãîé ñïîñîá îáìåíà ñîîáùåíèÿìè,
çàâèñÿùèìè îò èäåíòèôèêàòîðîâ ñòîðîí, àíàëîãè÷íûé ïðîòîêîëó MTI/C1:

A→ B : pA = e(SA, QB)
rA ,

A← B : pB = e(SB, QA)
rB .

Òåïåðü A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ k = e(QA, QB)
srArB ñîîòâåòñòâåííî ïî

ôîðìóëàì
kA = prAB , kB = prBA .

IBKE-ïðîòîêîë Øèìà

Â 2003 ã. Ê. Øèì (Ê. Shim) [62] ïðåäëîæèë çàùèù¼ííûé îò ÷òåíèÿ íàçàä âàðè-
àíò ïðîòîêîëà. Îí òàêæå îòëè÷àåòñÿ òîëüêî ñïîñîáîì âû÷èñëåíèÿ îáùåãî êëþ÷à
k = e(TA +QA, TB +QB)

s ïî ôîðìóëàì

kA = e([rA]Qpub + SA, TB +QB), kB = e([rB]Qpub + SB, TA +QA).
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Îäíàêî â [63] íàéäåíà àòàêà ¾ïðîòèâíèê-â-ñåðåäèíå¿ íà ýòîò ïðîòîêîë. Ïðîòèâíèê C
âûáèðàåò ñëó÷àéíûå ÷èñëà a′ è b′ è ïîäìåíÿåò ñîîáùåíèÿ â ïðîòîêîëå (3):

A→ C(B) : TA = [rA]P,
C(A)→ B : T ′

A = [a′]P −QA,
C(A)← B : TB = [rB]P,

A← C(B) : T ′
B = [b′]P −QB.

Òåïåðü A è B âû÷èñëÿþò ðàçëè÷íûå êëþ÷è ïî ôîðìóëàì

kA = e([rA]Qpub + SA, T
′
B +QB) = e([rA]Qpub + SA, [a

′]P ) = e(P, P )rAsb
′
e(QA, P )

sb′ ,

kB = e([rB]Qpub + SB, T
′
A +QA) = e([rB]Qpub + SB, [b

′]P ) = e(P, P )a
′srBe(QA, P )

sa′ .

Ïðè ýòîì ïðîòèâíèê C ìîæåò âû÷èñëèòü ýòè çíà÷åíèÿ ïî ôîðìóëàì

k′A = e(TA, b
′Qpub)e(QA, b

′Qpub) = e(P, P )rAsb
′
e(QA, P )

sb′ = kA,

k′B = e(TB, a
′Qpub)e(QB, a

′Qpub) = e(P, P )a
′srBe(QA, P )

sa′ = kB.

IBKE-ïðîòîêîë Ðþè � Þí � Þó

Çàùèù¼ííûé îò ýòèõ àòàê âàðèàíò ïðîòîêîëà Ñìàðòà òèïà SOK ïðåäëîæèëè
â 2004 ã. Å. Ðþè, Å. Þí è Ê. Þó (E.K. Ryu, E. J. Yoon è K.Y. Yoo) [51]. Îí îòëè÷àåòñÿ
òîëüêî ñïîñîáîì âû÷èñëåíèÿ îáùåãî êëþ÷à k = ([rArB]P, e(QA, QB)

s) ïî ôîðìóëàì

kA = ([rB]TA, e(SA, QB)), kB = ([rA]TB, e(SB, QA)).

Â 2009 ã. Ñ. Âàíã è äð. [64] ïðåäëîæèëè íîâûé ñïîñîá âû÷èñëåíèÿ îáùåãî êëþ÷à,
îñíîâàííûé íà ïðèìåíåíèè õåø-ôóíêöèè

k = h(IDA, IDB, [rArB]P, e(QA, QB)
s, TA, TB).

IBKE-ïðîòîêîë Âàíãà

Â 2013 ã. Þ. Âàíã (Y. Wang) [65] ïðåäëîæèë íîâûé àóòåíòèôèöèðîâàííûé ïðîòîêîë
âèäà

A→ B : TA = [rA]QA,
A← B : TB = [rB]QB

òèïà SOK, íî îòëè÷àþùèéñÿ ñïîñîáîì âûðàáîòêè îáùåãî êëþ÷à

k = e(QA, QB)
s(tA+sA)(tB+sB),

ãäå sA = h(TA, TB); sB = h(TB, TA); h : G1×G1 → GT . Ïîëüçîâàòåëè âû÷èñëÿþò îáùèé
êëþ÷ ïî ôîðìóëàì

KA = e((tA + sA)SA, sBQB + TB)), KB = e((tB + sB)SB, sAQA + TA)).
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IBKE-ïðîòîêîë ÌàêÊàëàõà � Áàðåòî

Â 2005 ã. Í. ÌàêÊàëàõ è Ï. Áàðåòî (N. McCullagh è P. S. L.M. Barreto) [45] ïðåä-
ëîæèëè ïðîòîêîë âûðàáîòêè îáùåãî êëþ÷à íà îñíîâå èäåíòèôèêàòîðîâ, èìåþùèé
àíàëîãèè ñ ïðîòîêîëîì öèôðîâîé ïîäïèñè BLMQ. Ïóñòü P � òî÷êà ýëëèïòè÷åñêîé
êðèâîé íàä ïîëåì Zp, ⟨P ⟩ = G, h : {0, 1}∗ → Z∗

p � õåø-ôóíêöèÿ. Öåíòð îáëàäàåò
çàêðûòûì êëþ÷îì s è îòêðûòûì êëþ÷îì [s]P . Ïîëüçîâàòåëü A ïîëó÷àåò â óäîñòîâå-
ðÿþùåì öåíòðå îòêðûòûé êëþ÷ QA = [h(IDA)]P +[s]P = [h(IDA)+s]P è ëè÷íûé êëþ÷
SA = [(h(IDA) + s)−1]P . Ïîëüçîâàòåëè A è B âûáèðàþò ñëó÷àéíûå ýëåìåíòû ïîëÿ rA
è rB ñîîòâåòñòâåííî è âûïîëíÿþò ïðîòîêîë

A→ B : NA = [rA]QB,
A← B : NB = [rB]QA.

Òåïåðü A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ k = e(P, P )s(rA+rB) ïî ôîðìóëàì

kA = e(SA, NB)
rA , kB = e(SB, NA)

rB .

IBKE-ïðîòîêîëû âûðàáîòêè îáùåãî êëþ÷à íà îñíîâå ýëëèïòè÷åñêîé

êðèâîé áåç îïåðàöèè áèëèíåéíîãî ñïàðèâàíèÿ

IBKE-ïðîòîêîë Êàî � Êîó � Äó

Ïðîòîêîë ïðåäëîæåí X. Cao, W. Kou, X. Du. â 2010 ã. [11]. Öåíòð KGC ãåíåðè-
ðóåò äëÿ ïîëüçîâàòåëÿ ñ èäåíòèôèêàòîðîì IDA ñëó÷àéíîå ÷èñëî sA, âûñòóïàþùåå
â ðîëè ñëó÷àéíîãî ïàðàìåòðà äëÿ òåêóùåé êëþ÷åâîé ïàðû, è âû÷èñëÿåò îòêðû-
òûé êëþ÷ QA = sAP è ëè÷íûé êëþ÷ σA = sA + hAs mod q, ãäå hA = h1(IDA∥sA),
h1 : {0, 1}∗ ×GT → Zq.

Äëÿ âûðàáîòêè îáùåãî êëþ÷à ïîëüçîâàòåëè A è B âûáèðàþò ñëó÷àéíûå ÷èñëà rA
è rB è âûïîëíÿþò ïðîòîêîë

A→ B : TA = [rA]P,QA,
A← B : TB = [rB]P,QB.

Òåïåðü A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ K = [rArB]P ïî ôîðìóëàì

KA = QA + [rA](TB + [hB]Qpub), KB = QB + [rB](TA + [hA]Qpub).

IBKE-ïðîòîêîë Èñëàìà � Áèñâàñà

Ïðîòîêîë ïðåäëîæèëè H. Islam è G.P. Biswas â 2010 ã. [36]. Îí îòëè÷àåòñÿ îò ïðåäû-
äóùåãî âèäîì ïåðåñûëàåìûõ ñîîáùåíèé è ôîðìóëîé äëÿ îáùåãî êëþ÷à:

A→ B : TA = [rA](QA + [hA]Qpub), QA,
A← B : TB = [rB](QB + [hB]Qpub), QB.

Òåïåðü A è B ìîãóò âû÷èñëèòü îáùèé êëþ÷ K = [(rA + rB)σAσB]P ïî ôîðìóëàì

KA = [σA](TB + [rA](QB + [hB]Qpub)), KB = [σB](TA + [rB](QA + [hB]Qpub)).
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IBKE-ïðîòîêîë Ãîðåéøè è äð.

Ïðîòîêîë ïðåäëîæåí â 2015 ã. [24]. Ïóñòü h1 : {0, 1}∗ × GT → Zq, h2 : {0, 1}∗ → Z∗
q.

Ïîìèìî êëþ÷åâîé ïàðû (QA, σA), ïîëüçîâàòåëü A âûáèðàåò ñëó÷àéíîå ÷èñëî xA ∈R Z∗
q

è âû÷èñëÿåò XA = xAP , yA = σA + h2(IDA)xA mod q, YA = [yA]P . Ïðîòîêîë ïðåäïîëà-
ãàåò âûïîëíåíèå ïðåäâàðèòåëüíîãî ýòàïà îáìåíà çíà÷åíèÿìè (QA, PA) è (QB, PB):

A→ B : QA, XA,
A← B : QB, XB,
A→ B : TA = [rAσAyA]YB,
A← B : TB = [rBσByB]YA.

Ïîëüçîâàòåëè A è B âû÷èñëÿþò ïî ôîðìóëàì KA = [rAσA]TB è KB = [rBσB]TA
îáùèé êëþ÷

K = [rArBσAσByAyB]P.

Äàííûé ïðîòîêîë áîëåå áûñòðûé, òàê êàê â í¼ì òðåáóåòñÿ òîëüêî äâà ðàçà âû÷èñëÿòü
êðàòíûå òî÷êè âìåñòî òð¼õ.

Âûâîäû
Â ðàáîòå ïðîàíàëèçèðîâàíû îñíîâíûå ïîëîæèòåëüíûå è îòðèöàòåëüíûå ñâîéñòâà

êðèïòîãðàôè÷åñêèõ ñèñòåì ñ îòêðûòûìè êëþ÷àìè, âû÷èñëÿåìûìè íà îñíîâå èäåíòè-
ôèêàöèîííîé èíôîðìàöèè. Íåñìîòðÿ íà î÷åâèäíûå äîñòîèíñòâà, ñâÿçàííûå ñ óïðî-
ùåííîé ïðîöåäóðîé ðàñïðåäåëåíèÿ êëþ÷åé, òàêèå ñèñòåìû îáëàäàþò öåëûì ðÿäîì
îãðàíè÷åíèé, âûòåêàþùèõ èç ñïîñîáà èõ ïîñòðîåíèÿ. Ê èõ ÷èñëó îòíîñÿòñÿ: òðóä-
íîñòü ìàñøòàáèðîâàíèÿ íà ðàñïðåäåë¼ííûå ñèñòåìû ñ áîëüøèì ÷èñëîì ïîëüçîâàòåëåé,
íåîáõîäèìîñòü íàëè÷èÿ çàùèù¼ííîãî êàíàëà äëÿ ïîëó÷åíèÿ êëþ÷åé ïîëüçîâàòåëÿìè,
âûñîêàÿ ñòåïåíü äîâåðèÿ ê öåíòðó ãåíåðàöèè êëþ÷åé, èìåþùåìó âîçìîæíîñòü â ëþ-
áîé ìîìåíò âîññòàíàâëèâàòü âñå ðàíåå èì âûäàííûå ëè÷íûå êëþ÷è ïîëüçîâàòåëåé,
ñëîæíîñòü ïðîöåäóð îòçûâà è îáíîâëåíèÿ êëþ÷åé è äð. Îïèñàíû ñïîñîáû çàùèòû îò
âîçìîæíûõ óÿçâèìîñòåé è ïåðå÷èñëåíû ïðèìåíÿåìûå ïðè ýòîì ìàòåìàòè÷åñêèå êîí-
ñòðóêöèè.
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Â ðàìêàõ ñóáúåêòíî-îáúåêòíîé ôîðìàëèçàöèè êîìïüþòåðíûõ ñèñòåì ââåäåíû ïî-
íÿòèÿ ïîòåíöèàëüíîé è ôàêòè÷åñêîé îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé â êîíôèäåí-
öèàëüíîé èíôîðìàöèè. Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ðàññìàòðèâàåòñÿ êàê âå-
ëè÷èíà, îïðåäåëÿþùàÿñÿ èìåþùèìèñÿ ó ïîëüçîâàòåëÿ ïðàâàìè äîñòóïà ê îáúåê-
òàì, ñîäåðæàùèì êîíôèäåíöèàëüíóþ èíôîðìàöèþ, è îáú¼ìîì êîíôèäåíöèàëü-
íîé èíôîðìàöèè ñîîòâåòñòâóþùèõ îáúåêòîâ. Îáú¼ì êîíôèäåíöèàëüíîé èíôîð-
ìàöèè îáúåêòà ïðåäëîæåíî îïðåäåëÿòü íà îñíîâå êîëè÷åñòâà ñëîâ, ñîäåðæàùèõñÿ
â òåêñòå îáúåêòà, è âåëè÷èíû èíôîðìàòèâíîñòè îáúåêòà, êîòîðàÿ óñòàíàâëèâàåòñÿ
âíåøíèì ôàêòîðîì, íàïðèìåð àâòîðîì è/èëè âûäåëåííûì ïîëüçîâàòåëåì (àíàëè-
òèêîì). Äëÿ îñíîâíûõ ìîäåëåé óïðàâëåíèÿ äîñòóïîì (äèñêðåöèîííîé, ìàíäàòíîé,
òåìàòèêî-èåðàðõè÷åñêîé è ðîëåâîé) ïðåäñòàâëåíû àíàëèòè÷åñêèå ñîîòíîøåíèÿ,
îïðåäåëÿþùèå â êîëè÷åñòâåííîé øêàëå äèàïàçîíà [0, 1] âåëè÷èíó ïîòåíöèàëüíîé
îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé â êîíôèäåíöèàëüíîé èíôîðìàöèè, ñîäåðæàùåéñÿ
(îáðàáàòûâàþùåéñÿ) â êîìïüþòåðíîé ñèñòåìå. Äîêàçàíî óäîâëåòâîðåíèå ñîîòâåò-
ñòâóþùèõ âåëè÷èí òðåáîâàíèÿì ìåòðèêè.

Êëþ÷åâûå ñëîâà: êîíôèäåíöèàëüíàÿ èíôîðìàöèÿ, îñâåäîìë¼ííîñòü, ïîòåíöè-
àëüíàÿ îñâåäîìë¼ííîñòü, ìîäåëü îñâåäîìë¼ííîñòè, ìåòðèêè îñâåäîìë¼ííîñòè,

óïðàâëåíèå äîñòóïîì, ïðàâà äîñòóïà, ñóáúåêòû äîñòóïà, îáúåêòû äîñòóïà.

THE MODEL AND METRICS OF AWARENESS IN CONFIDENTIAL
INFORMATION. PART 1. POTENTIAL AWARENESS

N.A. Gaydamakin

Ural Federal University named after the �rst President of Russia B.N. Yeltsin, Ekaterinburg,

Russia

As part of the subject-object formalization of computer systems, the concepts of po-
tential and actual user awareness of confidential information are introduced. Potential
awareness is considered as a value determined by the user’s access rights to objects
containing confidential information and the volume of confidential information of the
corresponding objects. The volume of confidential information of the object is pro-
posed to be determined on the basis of the number of words contained in the text of the
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object and the amount of information content of the object, which is determined by
an external factor, for example, the author and/or a dedicated user (analyst). For the
main access control models (discretionary, mandatory, thematic-hierarchical and role-
based), analytical relations are presented that determine, on a quantitative scale of the
range [0, 1], the amount of potential awareness of users in confidential information con-
tained (processed) in a computer system. The satisfaction of the corresponding values
to the metric requirements is proved.

Keywords: confidential information, awareness, potential awareness, awareness
model, awareness metrics, access control, access rights, access subject, access objects.

Ââåäåíèå
Àíàëèç îñâåäîìë¼ííîñòè â êîíôèäåíöèàëüíîé èíôîðìàöèè ÿâëÿåòñÿ âàæíîé ñî-

ñòàâëÿþùåé ìîíèòîðèíãà ïðîöåññîâ îáåñïå÷åíèÿ èíôîðìàöèîííîé áåçîïàñíîñòè.
Â òîëêîâîì ñëîâàðå Óøàêîâà [1] ¾îñâåäîìë¼ííîñòü¿ îïðåäåëÿåòñÿ êàê çíàíèå, íà-

ëè÷èå ñâåäåíèé î ÷åì-ëèáî. Â ïðàêòè÷åñêîé è íîðìàòèâíîé ñôåðå óïîòðåáëÿåòñÿ ñìåæ-
íûé, âî ìíîãèõ ñëó÷àÿõ ñèíîíèìè÷íûé, òåðìèí ¾âëàäåíèå èíôîðìàöèåé¿. Èíà÷å ãî-
âîðÿ, áûòü îñâåäîìë¼ííûì îçíà÷àåò âëàäåòü îïðåäåë¼ííîé èíôîðìàöèåé, ò. å. çíàòü
ñîîòâåòñòâóþùèå ñâåäåíèÿ, ñîîáùåíèÿ, äàííûå, ñîñòàâëÿþùèå (âûðàæàþùèå) èíôîð-
ìàöèþ.

Â êà÷åñòâå ñóáúåêòà âëàäåíèÿ ðàññìàòðèâàåòñÿ ÷åëîâåê, ÿâëÿþùèéñÿ â êîíòåêñòå
êîìïüþòåðíîé ñôåðû ïîëüçîâàòåëåì, îñóùåñòâëÿþùèì äîñòóï ê èíôîðìàöèè, òî÷íåå,
ê îáúåêòàì, ñîäåðæàùèì êîíôèäåíöèàëüíóþ èíôîðìàöèþ.

Ìîäåëè óïðàâëåíèÿ äîñòóïîì ïîëüçîâàòåëåé ê èíôîðìàöèè â êîìïüþòåðíûõ ñè-
ñòåìàõ [2, 3] ðåãëàìåíòèðóþò ïðàâèëà ñàíêöèîíèðîâàíèÿ äîñòóïîâ â ñîîòâåòñòâèè
ñ ïðàâàìè, çàäàâàåìûìè ÿâíî (äèñêðåöèîííàÿ ìîäåëü �DAC, Discretionary Access
Control) èëè ïîñðåäñòâîì ñîîòíîøåíèÿ ìåòîê áåçîïàñíîñòè (ìàíäàòíàÿ ìîäåëü �MAC,
Mandatory Access Control). Â ðàìêàõ èìåþùèõñÿ ïðàâ ïîëüçîâàòåëè îñóùåñòâëÿþò äî-
ñòóïû ê îáúåêòàì, â ðåçóëüòàòå êîòîðûõ ôîðìèðóåòñÿ èõ îñâåäîìë¼ííîñòü â êîíôè-
äåíöèàëüíîé èíôîðìàöèè, ñîäåðæàùåéñÿ (îáðàáàòûâàþùåéñÿ) â êîìïüþòåðíîé ñèñòå-
ìå. Ñîîòâåòñòâåííî ìîæíî âûäåëèòü ¾ïîòåíöèàëüíóþ¿ è ¾ôàêòè÷åñêóþ¿ îñâåäîìë¼í-
íîñòü.

Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü (Potential Awareness) ïîëüçîâàòåëÿ îïðåäåëÿåòñÿ
èìåþùèìèñÿ ó íåãî ïðàâàìè äîñòóïà, ðåàëèçóÿ êîòîðûå, ïîëüçîâàòåëü ìîæåò ñòàòü
îñâåäîìë¼ííûì â êîíôèäåíöèàëüíîé èíôîðìàöèè.

Ôàêòè÷åñêàÿ îñâåäîìë¼ííîñòü (Actual Awareness) ïîëüçîâàòåëÿ ÿâëÿåòñÿ ðåçóëü-
òàòîì îñóùåñòâëåíèÿ äîñòóïîâ ê êîíôèäåíöèàëüíîé èíôîðìàöèè.

Ðàññìîòðåíèå ôîðìàëèçîâàííîé è ïðîöåäóðíî-àíàëèòè÷åñêîé ñòîðîíû ïîòåíöèàëü-
íîé îñâåäîìë¼ííîñòè ÿâëÿåòñÿ ïðåäìåòîì äàííîé ðàáîòû.

1. Èñõîäíûå ïîëîæåíèÿ
Áóäåì èñïîëüçîâàòü ðàñïðîñòðàí¼ííóþ ïàðàäèãìó â ñôåðå êîìïüþòåðíîé áåçîïàñ-

íîñòè, â ðàìêàõ êîòîðîé êîìïüþòåðíàÿ ñèñòåìà ðàññìàòðèâàåòñÿ êàê ñîâîêóïíîñòü
ñóáúåêòîâ è îáúåêòîâ äîñòóïà. Ïîä ñóáúåêòàìè, èìåíóåìûìè àêòèâíûìè ñóùíîñòÿ-
ìè, ïîíèìàþòñÿ âûïîëíÿþùèåñÿ ïî êîìàíäàì ïîëüçîâàòåëåé êîìïüþòåðíûå ïðîãðàì-
ìû. Ïîä îáúåêòàìè, èìåíóåìûìè ïàññèâíûìè ñóùíîñòÿìè, ïîíèìàþòñÿ ýëåìåíòàðíûå
èíôîðìàöèîííûå ñòðóêòóðû (ôàéëû, òàáëèöû áàç äàííûõ, èõ ñòðîêè, ïîëÿ, çàïèñè)
èëè ñîñòàâíûå (êàòàëîãè, áàçû äàííûõ), ê êîòîðûì ïîëüçîâàòåëÿìè îñóùåñòâëÿåòñÿ
äîñòóï íà ÷òåíèå èëè çàïèñü (èçìåíåíèå).
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Â ðàìêàõ ñóáúåêòíî-îáúåêòíîãî ïîäõîäà ñäåëàåì íåñêîëüêî èñõîäíûõ ïðåäïîëîæå-
íèé è îïðåäåëåíèé.

Ïîëîæåíèå 1. Êîìïüþòåðíàÿ ñèñòåìà ïðåäñòàâëÿåòñÿ ìíîæåñòâîì îáúåêòîâ äî-
ñòóïà o ∈ O è ìíîæåñòâîì ñóáúåêòîâ äîñòóïà s ∈ S, êîòîðûå óïðàâëÿþòñÿ ïîëüçîâà-
òåëÿìè u ∈ U .

Â äàëüíåéøåì â ïðîöåññàõ àíàëèçà äîñòóïîâ ê îáúåêòàì áóäåì îòîæäåñòâëÿòü ïî-
íÿòèå ñóáúåêòà è ïîëüçîâàòåëÿ, îãîâàðèâàÿ îñîáåííîñòè òàêîãî äîïóùåíèÿ â íåîáõî-
äèìûõ ñëó÷àÿõ.

Ïîëîæåíèå 2. Â êîìïüþòåðíîé ñèñòåìå äåéñòâóåò äèñêðåòíîå âðåìÿ, â êàæäûé
ìîìåíò tk êîòîðîãî ïîëüçîâàòåëè u ∈ U ïîñðåäñòâîì ñóáúåêòîâ s ∈ S îñóùåñòâëÿþò
äîñòóïû ê îáúåêòàì o ∈ O.

Îïðåäåëåíèå 1. Ïîä äîñòóïîì áóäåì ïîíèìàòü èìåþùèé âðåìåíí�ûå ðàìêè ïðî-
öåññ âîçäåéñòâèÿ ñóáúåêòà s ∈ S íà îáúåêò o ∈ O, â ðåçóëüòàòå êîòîðîãî ôîðìèðóåòñÿ
ïîòîê èíôîðìàöèè� îäíîíàïðàâëåííûé, ò. å. îò îáúåêòà ê ñóáúåêòó èëè îò ñóáúåê-
òà (÷åðåç ñóáúåêò) ê îáúåêòó, ëèáî äâóíàïðàâëåííûé, ò. å. îäíîâðåìåííî îò ñóáúåêòà
ê îáúåêòó è îò îáúåêòà ê ñóáúåêòó.

Îäíîíàïðàâëåííûé ïîòîê îò îáúåêòà ê ñóáúåêòó ðåàëèçóåòñÿ â ðàìêàõ äîñòóïà
âèäà ¾×òåíèå¿ (Read), îò ñóáúåêòà ê îáúåêòó � âèäà ¾çàïèñü¿ (Write). Äâóíàïðàâëåí-
íûé ïîòîê ðåàëèçóåòñÿ â ðàìêàõ äîñòóïîâ âèäà ¾×òåíèå¿ è ¾Çàïèñü¿, îäíîâðåìåííî
îñóùåñòâëÿåìûõ ñóáúåêòîì ê ñîîòâåòñòâóþùåìó îáúåêòó. Äàëåå â êîíòåêñòå àíàëèçà
îñâåäîìë¼ííîñòè îãðàíè÷èìñÿ ðàññìîòðåíèåì òîëüêî äîñòóïîâ âèäà ¾×òåíèå¿ ê îáú-
åêòàì, ñîäåðæàùèì òåêñòîâóþ èíôîðìàöèþ.

Ñóùåñòâóþò ðàçëè÷íûå ïîäõîäû ê ïîíÿòèþ èíôîðìàöèîííîãî ïîòîêà. Â ÷àñò-
íîñòè, â ¾äåòåðìèíèñòñêîé¿ òðàêòîâêå èíôîðìàöèîííûé ïîòîê ðàññìàòðèâàåòñÿ êàê
ïðîöåññ èçìåíåíèÿ ñëîâà, õàðàêòåðèçóþùåãî (îïèñûâàþùåãî, ñîñòàâëÿþùåãî) îáúåêò-
ïðè¼ìíèê, â êîòîðûé ïîñòóïàåò èíôîðìàöèÿ â âèäå ñëîâà, õàðàêòåðèçóþùåãî îáú-
åêò-èñòî÷íèê èíôîðìàöèîííîãî ïîòîêà [4]. Â òåîðåòèêî-èíôîðìàöèîííîì ñìûñëå îáú-
åêò äîñòóïà ðàññìàòðèâàåòñÿ êàê ñëîâî íåêîòîðîãî ÿçûêà â îïðåäåë¼ííîì àëôàâèòå.
Â ðàìêàõ îòìå÷åííûõ îãðàíè÷åíèé (ðàññìîòðåíèå òîëüêî äîñòóïîâ âèäà ¾Read¿ ê îáú-
åêòàì, ñîäåðæàùèì òåêñòîâóþ èíôîðìàöèþ) ñîîòâåòñòâóþùèì ÿçûêîì áóäåì ñ÷èòàòü
åñòåñòâåííûé ÿçûê ïèñüìåííîé ðå÷è. Ïîä ¾ñëîâîì¿ ïîíèìàåòñÿ â òîì ÷èñëå è ñîâîêóï-
íîñòü ñëîâ, õàðàêòåðèçóþùèõ, âûðàæàþùèõ èíôîðìàöèþ èëè ÷àñòü èíôîðìàöèè îáú-
åêòà. Â òåîðåòèêî-âåðîÿòíîñòíîé òðàêòîâêå èíôîðìàöèîííûé ïîòîê ðàññìàòðèâàåòñÿ
êàê ïðîöåññ èçìåíåíèÿ íåîïðåäåë¼ííîñòè ñîñòîÿíèÿ îáúåêòà (èçìåíåíèÿ ìíîæåñòâà
åãî âîçìîæíûõ ñîñòîÿíèé) [5].

Îòìåòèì, ÷òî ïðè ¾äåòåðìèíèñòñêîì¿ ïîäõîäå â ñëó÷àå ÷òåíèÿ îáúåêòà èçìåíÿåò-
ñÿ ñëîâî, õàðàêòåðèçóþùåå ñîñòîÿíèå ñóáúåêòà, òî÷íåå, äîìåíà, âûäåëåííîãî ñóáúåê-
òó [4], ò. å. îáëàñòåé (áóôåðîâ) îïåðàòèâíîé ïàìÿòè êîìïüþòåðíîãî óñòðîéñòâà, â êî-
òîðûõ ðàçìåùàþòñÿ èñïîëíÿåìûé êîä è äàííûå ñîîòâåòñòâóþùåãî âû÷èñëèòåëüíîãî
ïðîöåññà è âèçóàëüíîå îòîáðàæåíèå êîòîðûõ íåïîñðåäñòâåííî âîñïðèíèìàåòñÿ ïîëü-
çîâàòåëåì. Èíà÷å ãîâîðÿ, â óïðîù¼ííîé òðàêòîâêå îáúåêòîì-ïðè¼ìíèêîì ïðè ÷òåíèè
îáúåêòà ìîæíî ñ÷èòàòü îáëàñòè îïåðàòèâíîé âèäåîïàìÿòè, âûäåëåííîé âû÷èñëèòåëü-
íîìó ïðîöåññó ñóáúåêòà.

Îïðåäåëåíèå 2. Ïîä îáú¼ìîì (êîëè÷åñòâîì) V (on, tk) êîíôèäåíöèàëüíîé èí-

ôîðìàöèè îáúåêòà on ïîíèìàåòñÿ âåëè÷èíà, ïðîïîðöèîíàëüíàÿ êîëè÷åñòâó ñëîâ
Q(on, tk), ñîäåðæàùèõñÿ â ìîìåíò âðåìåíè tk â òåêñòå îáúåêòà on:

V (on, tk) = Q(on, tk)θ(on, tk),
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ãäå θ(on, tk)�èçìåíÿþùèéñÿ â äèàïàçîíå [0, 1] êîýôôèöèåíò èíôîðìàòèâíîñòè îáúåê-
òà on â ìîìåíò âðåìåíè tk (1 � ìàêñèìàëüíàÿ èíôîðìàòèâíîñòü).

Ââåäåíèå êîýôôèöèåíòà èíôîðìàòèâíîñòè θ(on, tk) îáóñëîâëåíî òåì, ÷òî ÿçûêîì
ïèñüìåííîé ðå÷è îäíó è òó æå èíôîðìàöèþ ìîæíî âûðàçèòü ïî-ðàçíîìó, ñ ðàçíîé
ÿñíîñòüþ, ÷¼òêîñòüþ, ïîëíîòîé, ¾ïîíÿòíîñòüþ¿ è, ñëåäîâàòåëüíî, ñ ðàçëè÷íûì ñëî-
âåñíûì îáú¼ìîì. Î÷åâèäíî, ÷òî èíôîðìàòèâíîñòü ÿâëÿåòñÿ ñêîðåå êà÷åñòâåííûì ïî-
íÿòèåì, íî áóäåì ñ÷èòàòü, ÷òî ñóùåñòâóåò âåùåñòâåííîçíà÷íàÿ ôóíêöèÿ, âûðàæàþùàÿ
äàííîå ñâîéñòâî îáúåêòîâ â ÷èñëîâîì äèàïàçîíå [0, 1].

Ôóíäàìåíòàëüíûì â ñôåðå êîìïüþòåðíîé áåçîïàñíîñòè ÿâëÿåòñÿ ïîíÿòèå êîíôè-
äåíöèàëüíîñòè èíôîðìàöèè. Â ñïåöèàëüíîé ëèòåðàòóðå è íîðìàòèâíûõ äîêóìåíòàõ
ïðèâîäÿòñÿ ðàçëè÷íûå îïðåäåëåíèÿ ïîíÿòèÿ êîíôèäåíöèàëüíîñòè èíôîðìàöèè [6�8],
îòòàëêèâàÿñü îò êîòîðûõ äàäèì ñëåäóþùåå îïðåäåëåíèå.

Îïðåäåëåíèå 3. Ïîä êîíôèäåíöèàëüíîñòüþ èíôîðìàöèè áóäåì ïîíèìàòü òàêîå
ñâîéñòâî èíôîðìàöèè, óñòàíàâëèâàåìîå ôåäåðàëüíûì çàêîíîì ëèáî îáëàäàòåëåì èí-
ôîðìàöèè, êîãäà ìîæåò áûòü ïðè÷èí¼í óùåðá ãðàæäàíàì, îðãàíèçàöèÿì, îáùåñòâó,
ãîñóäàðñòâó ëèáî îáëàäàòåëþ èíôîðìàöèè ïðè ñâîáîäíîì îáîðîòå òàêîâîé èíôîðìà-
öèè (ñâîáîäíîì äîñòóïå ê íåé è ñîîòâåòñòâåííî îñâåäîìë¼ííîñòè â íåé íåîïðåäåë¼í-
íîãî êðóãà ëèö), ïðè óñëîâèè òîãî, ÷òî èíôîðìàöèÿ èçâåñòíà òîëüêî óïîëíîìî÷åííûì
ëèöàì è îáëàäàòåëåì èíôîðìàöèè ïðèíèìàþòñÿ è ðåàëèçóþòñÿ ìåðû ïî îãðàíè÷åíèþ
äîñòóïà ê ýòîé èíôîðìàöèè íåóïîëíîìî÷åííûõ ëèö.

Òàêèì îáðàçîì, êîíôèäåíöèàëüíîñòü ÿâëÿåòñÿ ñâîéñòâîì îïðåäåë¼ííîé èíôîðìà-
öèè. Èíà÷å ãîâîðÿ, íå âñå îáúåêòû äîñòóïà ñîäåðæàò êîíôèäåíöèàëüíóþ èíôîðìàöèþ
èëè íå âñÿ èíôîðìàöèÿ îáúåêòà ÿâëÿåòñÿ êîíôèäåíöèàëüíîé.

Êîíôèäåíöèàëüíîñòü êàê ñâîéñòâî èíôîðìàöèè ÿâëÿåòñÿ êà÷åñòâåííûì ïîíÿòèåì
è â äèñêðåöèîííîé ìîäåëè óïðàâëåíèÿ äîñòóïîì ðàññìàòðèâàåòñÿ êàê äèõîòîìè÷åñêàÿ
õàðàêòåðèñòèêà (èíôîðìàöèÿ ¾êîíôèäåíöèàëüíà/íåêîíôèäåíöèàëüíà¿), â ìàíäàòíîé
ìîäåëè� êàê õàðàêòåðèñòèêà â ïîðÿäêîâî-âåðáàëüíîé øêàëå (êàê ïðàâèëî, â òð¼õ ãðà-
äàöèÿõ� ¾âûñîêàÿ êîíôèäåíöèàëüíîñòü¿, ¾ñðåäíÿÿ¿, ¾íèçêàÿ¿). Â ïðàêòè÷åñêèõ ïðè-
ëîæåíèÿõ ìîãóò èñïîëüçîâàòüñÿ ðàñøèðåííûå ñèñòåìû êëàññèôèêàöèè êîíôèäåíöè-
àëüíîñòè èíôîðìàöèè c áîëüøèì êîëè÷åñòâîì ãðàäàöèé ñ êâàëèìåòðè÷åñêèìè õàðàê-
òåðèñòèêàìè êàæäîãî óðîâíÿ [9, Ïðèëîæåíèå À].

Èç îïðåäåëåíèÿ 3 ñëåäóåò, ÷òî êîíôèäåíöèàëüíîñòü èíôîðìàöèè ìîæåò èçìåíÿòüñÿ
ñ òå÷åíèåì âðåìåíè.

Ïîëîæåíèå 3. Ñóùåñòâóåò âåùåñòâåííîçíà÷íàÿ ôóíêöèÿ fconf(on, tk), êîòîðàÿ
êàæäîìó îáúåêòó êîìïüþòåðíîé ñèñòåìû on ∈ O â êàæäûé ìîìåíò âðåìåíè tk ñòàâèò
â ñîîòâåòñòâèå íåêîòîðóþ âåëè÷èíó (çíà÷åíèå) êîíôèäåíöèàëüíîñòè K = fconf(on, tk).

Ôóíêöèþ êîíôèäåíöèàëüíîñòè fconf(on, tm) â ñèñòåìàõ äèñêðåöèîííîãî è ìàíäàò-
íîãî óïðàâëåíèÿ äîñòóïîì ìîæíî ðàññìàòðèâàòü êàê êóñî÷íî-ïîñòîÿííóþ ôóíêöèþ,
çíà÷åíèÿ êîòîðîé â èíòåðåñàõ íîðìèðîâàíèÿ óñòàíàâëèâàþòñÿ â äèàïàçîíå [0, 1] (ðèñ. 1
è 2). Â îáùåì ñëó÷àå âèä è ïàðàìåòðû ôóíêöèè fconf(on, tk) îïðåäåëÿþòñÿ îñîáåííî-
ñòÿìè ïðåäìåòíîé îáëàñòè è îáëàäàòåëåì èíôîðìàöèè (ñîáñòâåííèêîì êîìïüþòåðíîé
ñèñòåìû).
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Ðèñ. 1. Ïðèìåð ôóíêöèè êîíôèäåíöèàëüíîñòè îáúåêòîâ fconf(o, tk) ïðè äèñêðåöèîííîì óïðàâ-
ëåíèè äîñòóïîì

Ðèñ. 2. Ïðèìåð ôóíêöèè êîíôèäåíöèàëüíîñòè îáúåêòîâ fconf(o, tk) ïðè ìàíäàòíîì óïðàâëå-
íèè äîñòóïîì

2. Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ïîëüçîâàòåëåé
â êîíôèäåíöèàëüíîé èíôîðìàöèè â ñèñòåìàõ

äèñêðåöèîííîãî óïðàâëåíèÿ äîñòóïîì
Â äèñêðåöèîííîé ìîäåëè óïðàâëåíèÿ äîñòóïîì (DAC) ïðàâà ïîëüçîâàòåëåé íà äî-

ñòóï ê îáúåêòàì óñòàíàâëèâàþòñÿ ÿâíî â âèäå òðîåê ¾ïîëüçîâàòåëü � ðàçðåø¼ííàÿ
îïåðàöèÿ äîñòóïà � îáúåêò¿ è ôèêñèðóþòñÿ â òåõ èëè èíûõ èíôîðìàöèîííûõ ñòðóê-
òóðàõ (ACL, Access Control List � ñïèñêè óïðàâëåíèÿ äîñòóïîì ê ôàéëàì â îïåðàöè-
îííûõ ñèñòåìàõ; ñèñòåìíûå òàáëèöû ïðàâ äîñòóïà áàç äàííûõ â ÑÓÁÄ).

Ìàòåìàòè÷åñêèì îáðàçîì ñîîòâåòñòâóþùèõ ñòðóêòóð, â ÷àñòíîñòè ñîâîêóïíîñòè
ACL ôàéëîâ â îïåðàöèîííûõ ñèñòåìàõ ÿâëÿåòñÿ ìàòðèöà äîñòóïà A, ñòðîêè êîòîðîé
ñîîòâåòñòâóþò ïîëüçîâàòåëÿì ul ∈ U , ñòîëáöû� îáúåêòàì äîñòóïà on ∈ O, â ÿ÷åéêàõ
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çàïèñûâàþòñÿ èäåíòèôèêàòîðû ðàçðåø¼ííûõ ïðîöåäóð äîñòóïà, íàïðèìåð:

A =


o1 o2 . . . oN

u1 Read − . . . −
u2 − Read, Write . . . Read
. . . . . . . . . . . . . . .
uL Write − . . . Read, Write

. (1)

Êàæäûé ACL ðàññìàòðèâàåòñÿ êàê ñòîëáåö ìàòðèöû äîñòóïà, èç êîòîðîãî óäàëåíû
âñå ïóñòûå ÿ÷åéêè. Ïîñêîëüêó â ïðîöåññå àíàëèçà îñâåäîìë¼ííîñòè ìû îãðàíè÷èëèñü
òîëüêî äîñòóïàìè ¾×òåíèå¿ (Read), òî ýëåìåíòû ìàòðèöû äîñòóïà aln áóäåì ïðåäñòàâ-
ëÿòü äâîè÷íûìè ÷èñëàìè:

aln =

{
1, åñëè Read ∈ (A)ln;

0, åñëè Read /∈ (A)ln.

Â òàêîé êîäèðîâêå ìàòðèöà äîñòóïà (1) âûãëÿäèò ñëåäóþùèì îáðàçîì:

A =


1 0 . . . 0
0 1 . . . 1
. . . . . . . . . . . .
0 0 . . . 1

 .

Êàê â òåîðåòè÷åñêèõ ìîäåëÿõ óïðàâëåíèÿ äîñòóïîì, òàê è ïðè èõ ïðàêòè÷åñêîé
ðåàëèçàöèè â êîìïüþòåðíûõ ñèñòåìàõ ïðàâà äîñòóïà ïîëüçîâàòåëåé ê îáúåêòàì ìîãóò
èçìåíÿòüñÿ. Îòñþäà ñ ó÷¼òîì ïîëîæåíèÿ 2 ìàòðèöà äîñòóïà ÿâëÿåòñÿ äèíàìè÷åñêèì
îáúåêòîì, ò. å. å¼ ñòðóêòóðà (ðàçìåðû) è çíà÷åíèÿ ýëåìåíòîâ ìîãóò áûòü ðàçëè÷íû-
ìè â ðàçíûå ìîìåíòû âðåìåíè. Äàííîå îáñòîÿòåëüñòâî áóäåì îòîáðàæàòü âðåìåííîé
çàâèñèìîñòüþ ìàòðèöû äîñòóïà è å¼ ýëåìåíòîâ �A(tk), aln(tk).

Ñäåëàåì ñëåäóþùåå î÷åâèäíîå ïðåäïîëîæåíèå.
Ïîëîæåíèå 4. Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü (Potential Awareness) ïîëüçîâà-

òåëÿ â êîíôèäåíöèàëüíîé èíôîðìàöèè òåì áîëüøå, ÷åì áîëüøå ó íåãî ïðàâ äîñòóïà
ê îáúåêòàì êîìïüþòåðíîé ñèñòåìû è ÷åì áîëüøå êîíôèäåíöèàëüíîé èíôîðìàöèè èìå-
åòñÿ â ñîîòâåòñòâóþùèõ îáúåêòàõ.

Î÷åâèäíî, ñèòóàöèþ, â êîòîðîé ïîëüçîâàòåëü èìååò ïðàâà äîñòóïà íà ÷òåíèå
êî âñåì îáúåêòàì êîìïüþòåðíîé ñèñòåìû, ìîæíî îõàðàêòåðèçîâàòü êàê ìàêñèìàëü-
íóþ (100%) ïîòåíöèàëüíóþ îñâåäîìë¼ííîñòü.

Òîãäà, îñíîâûâàÿñü íà ïîëîæåíèè 4, ïîòåíöèàëüíóþ îñâåäîìë¼ííîñòüADAC_Pot(ul, tk)
ïîëüçîâàòåëÿ ul â êîíôèäåíöèàëüíîé èíôîðìàöèè êîìïüþòåðíîé ñèñòåìû â ìîìåíò
âðåìåíè tk ïðè äèñêðåöèîííîì óïðàâëåíèè äîñòóïîì ìîæíî îïðåäåëÿòü êàê

ADAC_Pot(ul, tk) =
1

V (O, tk)

Ntk∑
n=1

aln(tk)V (on, tk),

ãäå V (O, tk)� îáú¼ì êîíôèäåíöèàëüíîé èíôîðìàöèè, ñîäåðæàùåéñÿ âî âñåõ îáúåêòàõ
êîìïüþòåðíîé ñèñòåìû â ìîìåíò âðåìåíè tk:

V (O, tk) =
Ntk∑
n=1

V (on, tk); (2)
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Ntk �êîëè÷åñòâî îáúåêòîâ ñ êîíôèäåíöèàëüíîé èíôîðìàöèåé â ìîìåíò âðåìåíè tk.
Íåòðóäíî âèäåòü, ÷òî åñëè ïîëüçîâàòåëü èìååò ïðàâî äîñòóïà íà ÷òåíèå âñåõ îáúåêòîâ
êîìïüþòåðíîé ñèñòåìû, òî åãî ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ADAC_Pot(ul, tk) = 1,
ò. å. 100%. Ïðè ïîëíîì îòñóòñòâèè ïðàâ íà äîñòóï ê îáúåêòàì êîìïüþòåðíîé ñèñòåìû
(âñå ýëåìåíòû ñîîòâåòñòâóþùåé ñòðîêè ìàòðèöû äîñòóïà aln = 0) ADAC_Pot(ul, tk) = 0.

3. Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ïîëüçîâàòåëåé â êîíôèäåíöèàëüíîé
èíôîðìàöèè â ñèñòåìàõ ìàíäàòíîãî óïðàâëåíèÿ äîñòóïîì

Â ìàíäàòíîé ìîäåëè óïðàâëåíèÿ äîñòóïîì (MAC), êàê óæå îòìå÷àëîñü, ïðàâà äî-
ñòóïà ïîëüçîâàòåëåé ê îáúåêòàì îïðåäåëÿþòñÿ ïî ñîîòíîøåíèþ ìåòîê áåçîïàñíîñòè
ñóáúåêòîâ è îáúåêòîâ äîñòóïà. Ìåòêè áåçîïàñíîñòè confi, i = 1, 2, . . . , I (I �êîëè÷åñòâî
óðîâíåé êîíôèäåíöèàëüíîñòè), ÿâëÿþòñÿ ýëåìåíòàìè ïîðÿäêîâîé øêàëû àáñòðàêòíûõ
óðîâíåé áåçîïàñíîñòè. Â êëàññè÷åñêîé ìîäåëè ìàíäàòíîãî óïðàâëåíèÿ äîñòóïîì ìíî-
æåñòâî óðîâíåé áåçîïàñíîñòè ðàññìàòðèâàåòñÿ êàê ëèíåéíî óïîðÿäî÷åííîå ìíîæåñòâî
(ëèíåéíàÿ ðåø¼òêà). Ìåòêè (óðîâíè) áåçîïàñíîñòè conf(u), õàðàêòåðèçóþùèå ïîëüçî-
âàòåëåé u ∈ U è ñîîòâåòñòâåííî èõ ñóáúåêòîâ s ∈ S, èìåíóþòñÿ óðîâíÿìè äîâåðèÿ.
Ìåòêè (óðîâíè) áåçîïàñíîñòè conf(o), õàðàêòåðèçóþùèå îáúåêòû äîñòóïà o ∈ O, èìå-
íóþòñÿ óðîâíÿìè êîíôèäåíöèàëüíîñòè.

Ïðàâà äîñòóïà íà ÷òåíèå îïðåäåëÿþòñÿ ïðàâèëîì NRU (No Read Up, ¾íåò ÷òåíèÿ
ââåðõ¿), ò. å. ïîëüçîâàòåëü ul èìååò ïðàâî ÷òåíèÿ îáúåêòà on, åñëè åãî ìåòêà áåçîïàñ-
íîñòè (óðîâåíü äîâåðèÿ) ðàâíà èëè âûøå ìåòêè áåçîïàñíîñòè îáúåêòà (ãðèôà êîíôè-
äåíöèàëüíîñòè):

conf(ul) ⩾ conf(on).

Äàííûé ïîðÿäîê îïðåäåëåíèÿ ïðàâ äîñòóïà îñíîâàí íà èäåîëîãèè ãðàäóèðîâàííîãî äî-
âåðèÿ ïîëüçîâàòåëÿì è ñîâåðøåííî íå ó÷èòûâàåò ðåàëüíûå ïîòðåáíîñòè ïîëüçîâàòåëåé
â äîñòóïå ê îáúåêòàì, èñõîäÿ èç èõ ôóíêöèîíàëüíûõ îáÿçàííîñòåé. Ñëåäñòâèåì ýòîãî
ÿâëÿåòñÿ â áîëüøèíñòâå ñëó÷àåâ èçáûòî÷íîñòü ïðàâ äîñòóïà, ò. å. íåîáóñëîâëåííîñòü
èìåþùèõñÿ ïðàâ äîñòóïà ê îáúåêòàì ñ ñîîòâåòñòâóþùèìè ãðèôàìè êîíôèäåíöèàëü-
íîñòè ôàêòè÷åñêèìè ïîòðåáíîñòÿìè êîíêðåòíûõ ïîëüçîâàòåëåé.

Äëÿ óñòðàíåíèÿ èçáûòî÷íîñòè ïðàâ äîñòóïà, óñòàíàâëèâàåìûõ ïðàâèëîì NRU,
â ìàíäàòíîé ìîäåëè óïðàâëåíèÿ äîñòóïîì äîïîëíèòåëüíî ââîäÿò äèñêðåöèîííóþ ìàò-
ðèöó äîñòóïà A(tk). Çíà÷åíèÿ ìàòðèöû äîñòóïà aln(tk) îïðåäåëÿþòñÿ, âî-ïåðâûõ, ïðà-
âèëîì NRU, ÷òî ÿâëÿåòñÿ íåîáõîäèìûì óñëîâèåì:

∀l, n
(
aln(tk) ̸= ∅⇒ conf(ul) ⩾ conf(on)

)
,

à âî-âòîðûõ, êàê è â äèñêðåöèîííîé ìîäåëè, ôàêòè÷åñêèìè ïîòðåáíîñòÿìè ïîëüçîâà-
òåëÿ ul â äîñòóïå ê îáúåêòó on. Â ðåçóëüòàòå ïðè ìàíäàòíîì óïðàâëåíèè äîñòóïîì
ôàêòè÷åñêèå ïðàâà äîñòóïà ïîëüçîâàòåëåé u ∈ U ê îáúåêòàì o ∈ O ¾ïðîïèñàíû¿
â ÿ÷åéêàõ òîé æå ìàòðèöû äîñòóïà A(tk).

Ïðè ýòîì êîíôèäåíöèàëüíîñòü îáúåêòîâ ÿâëÿåòñÿ íå äâîè÷íîé âåëè÷èíîé (êîí-
ôèäåíöèàëüíî/íåêîíôèäåíöèàëüíî, fconf(on, tk) ∈ {0, 1}), à ïîðÿäêîâîé (ïîðÿäêîâî-
âåðáàëüíîé� fconf(on, tk) ∈ [0, 1].

Èñõîäÿ èç ýòîãî, ïîòåíöèàëüíóþ îñâåäîìë¼ííîñòü AMAC_Pot(ul, tk) ïîëüçîâàòåëåé
ïðè ìàíäàòíîì óïðàâëåíèè äîñòóïîì ìîæíî îïðåäåëÿòü íà îñíîâå ñëåäóþùåãî ñîîò-
íîøåíèÿ:

AMAC_Pot(ul, tk) =
1

V (O, tk)

Ntk∑
n=1

aln(tk)V (on, tk)fconf(on, tk),
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ãäå

V (O, tk) =
Ntk∑
n=1

V (on, tk)fconf(on, tk). (3)

Îòìåòèì, ÷òî ôóíêöèÿ êîíôèäåíöèàëüíîñòè â âûðàæåíèè (3) îòðàæàåò íå äîëþ êîí-
ôèäåíöèàëüíîé èíôîðìàöèè â ñîîòâåòñòâóþùåì îáúåêòå, à èìåííî óðîâåíü êîíôè-
äåíöèàëüíîñòè.

Òàêèì îáðàçîì, ïðè ìàíäàòíîì óïðàâëåíèè äîñòóïîì óðîâåíü ïîòåíöèàëüíîé îñâå-
äîìë¼ííîñòè ïîëüçîâàòåëåé â êîíôèäåíöèàëüíîé èíôîðìàöèè âûøå íå òîëüêî òîãäà,
êîãäà áîëüøå îáú¼ì äîñòóïíîé ïîëüçîâàòåëþ êîíôèäåíöèàëüíîé èíôîðìàöèè, íî è
êîãäà âûøå óðîâåíü å¼ êîíôèäåíöèàëüíîñòè. Èíà÷å ãîâîðÿ, ïîëüçîâàòåëü, êîòîðûé
ïîòåíöèàëüíî ìîæåò âëàäåòü áîëüøèì îáú¼ìîì êîíôèäåíöèàëüíîé èíôîðìàöèè íåâû-
ñîêîãî óðîâíÿ, ìîæåò îêàçàòüñÿ ìåíåå îñâåäîìë¼ííûì (â ñåêðåòàõ), ÷åì ïîëüçîâàòåëü,
êîòîðûé ìîæåò ïîòåíöèàëüíî âëàäåòü ïóñòü è ìåíüøèì îáú¼ìîì, íî ñóùåñòâåííî áî-
ëåå êîíôèäåíöèàëüíîé èíôîðìàöèåé.

Â ðàìêàõ àíàëèçà îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé â êîíôèäåíöèàëüíîé èíôîðìà-
öèè ðàññìîòðèì âåëè÷èíó ∆AMAC_Pot(ul1 , ul2 , tk):

∆AMAC_Pot(ul1 , ul2 , tk) = |AMAC_Pot(ul1 , tk)−AMAC_Pot(ul2 , tk)|. (4)

Ëåììà 1. Âåëè÷èíà (4) íåîòðèöàòåëüíà, óäîâëåòâîðÿåò ñâîéñòâàì ñèììåòðè÷íî-
ñòè è íåðàâåíñòâà òðåóãîëüíèêà, ÿâëÿåòñÿ ÷àñòíûì ñëó÷àåì ðàññòîÿíèÿ Õåììèíãà.

Äîêàçàòåëüñòâî. Íåîòðèöàòåëüíîñòü (∆AMAC_Pot(ul1 , ul2 , tk) ⩾ 0), ñèììåòðè÷-
íîñòü (∆AMAC_Pot(ul1 , ul2 , tk) = ∆AMAC_Pot(ul2 , ul1 , tk)) è âûïîëíåíèå íåðàâåíñòâà òðå-
óãîëüíèêà

∆AMAC_Pot(ul1 , ul2 , tk) ⩽ ∆AMAC_Pot(ul1 , ul3 , tk) + ∆AMAC_Pot(ul3 , ul2 , tk)

î÷åâèäíû ïî ñâîéñòâàì îïåðàöèè |a−b|. Ïîäñòàâëÿÿ â ñîîòíîøåíèå (4) âûðàæåíèÿ äëÿ
âåëè÷èí AMAC_Pot(ul1 , tk), AMAC_Pot(ul2 , tk) è ïðîèçâîäÿ íåñëîæíûå ïðåîáðàçîâàíèÿ,
ïîëó÷àåì

∆AMAC_Pot(ul1 , ul2 , tk) =
1

V (O, tk)

Ntk∑
n=1

V (on, tk)fconf(on, tk)|al1n(tk)− al2n(tk)|.

Íåòðóäíî âèäåòü, ÷òî ñóììà â ýòîé ôîðìóëå ÿâëÿåòñÿ èçâåñòíûì ðàññòîÿíèåì Õåì-
ìèíãà [10] ìåæäó äâîè÷íûìè âåêòîðàìè ïðàâ äîñòóïà ïîëüçîâàòåëåé ul1 è ul2 , îáðà-
çóåìûìè ñîîòâåòñòâóþùèìè ñòðîêàìè ìàòðèöû äîñòóïà A(tk), êîîðäèíàòû êîòîðûõ
¾âçâåøåíû¿ ïðîèçâåäåíèÿìè ïàðàìåòðîâ V (on, tk) è fconf(on, tk) îáúåêòîâ äîñòóïà.

Îòìåòèì, ÷òî àíàëîãè÷íûìè ñâîéñòâàìè ìåòðèêè îáëàäàåò âåëè÷èíàADAC_Pot(ul, tk).
Îñîáåííîñòè ìåòðèêè AMAC_Pot(ul, tk) èëëþñòðèðóþòñÿ ñëåäóþùèì ïðèìåðîì.

Ïðèìåð 1. Íà ðèñ. 3 ïðèâåäåíû ðàñ÷¼òû AMAC_Pot(ul, tk) äëÿ øåñòè îáúåêòîâ
äîñòóïà ñ ðàçëè÷íûìè ïàðàìåòðàìè îáú¼ìà è êîíôèäåíöèàëüíîñòè èíôîðìàöèè è
èíôîðìàòèâíîñòè îáúåêòîâ è äåâÿòè ïîëüçîâàòåëåé ñ ðàçëè÷íûìè óðîâíÿìè äîâå-
ðèÿ â ñèñòåìå ñ ìàíäàòíûì óïðàâëåíèåì äîñòóïîì. Äëÿ ïåðåâîäà ïîðÿäêîâî-âåð-
áàëüíûõ õàðàêòåðèñòèê êîíôèäåíöèàëüíîñòè â ÷èñëîâûå èñïîëüçîâàíà ñëåäóþùàÿ
ýâðèñòèêà: ¾âûñîêàÿ ñòåïåíü êîíôèäåíöèàëüíîñòè¿� fconf(on, tk) = 1, ¾ñðåäíÿÿ¿�
fconf(on, tk) = 0,809, ¾íèçêàÿ¿ � fconf(on, tk) = 0,5.
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Ðèñ. 3. Ïðèìåð ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé ïðè ìàíäàòíîì óïðàâëåíèè
äîñòóïîì

Êàê âèäíî èç ðèñ. 3, ïðè íàëè÷èè ïðàâ äîñòóïà êî âñåì îáúåêòàì, ñîäåðæàùèì
êîíôèäåíöèàëüíóþ èíôîðìàöèþ, ïîëüçîâàòåëü (íà ðèñ. 3 ïîëüçîâàòåëü u1) õàðàêòå-
ðèçóåòñÿ íàèâûñøåé ñòåïåíüþ ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè 100%. Çàìåòèì, ÷òî
ïî ïðàâèëàì ìàíäàòíîãî äîñòóïà äëÿ 100%-é ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ïîëü-
çîâàòåëü äîëæåí èìåòü íàèâûñøèé óðîâåíü äîâåðèÿ (íà ðèñ. 3 � ¾âûñîêèé¿). Ïðè ýòîì
åñëè ñ ó÷¼òîì ôóíêöèîíàëüíûõ îáÿçàííîñòåé èëè äðóãèõ ñîîáðàæåíèé ïîëüçîâàòåëü
ñ íàèâûñøèì óðîâíåì äîâåðèÿ èìååò ïî ìàòðèöå äîñòóïà ïðàâà äîñòóïà òîëüêî ê íåêî-
òîðûì îáúåêòàì, ñêàæåì, òîëüêî ê îáúåêòàì ñî ñòåïåíüþ êîíôèäåíöèàëüíîñòè ¾âûñî-
êàÿ¿, òî ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü òàêîãî ïîëüçîâàòåëÿ ìîæåò õàðàêòåðèçîâàòü-
ñÿ íåâûñîêîé âåëè÷èíîé èç-çà íåâûñîêîãî îáú¼ìà èíôîðìàöèè èëè èíôîðìàòèâíîñòè
ñîîòâåòñòâóþùèõ îáúåêòîâ. Íàïðèìåð, ïîëüçîâàòåëü u2 òàêæå ñ íàèâûñøèì óðîâíåì
äîâåðèÿ, îáëàäàÿ ïî ìàòðèöå äîñòóïà ïðàâîì äîñòóïà òîëüêî ê îáúåêòó ñ ñàìûì âûñî-
êèì óðîâíåì êîíôèäåíöèàëüíîñòè (o3), õàðàêòåðèçóåòñÿ âñåãî ëèøü 20%-é âåëè÷èíîé
ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ââèäó íåçíà÷èòåëüíîãî îáú¼ìà èíôîðìàöèè ñîîòâåò-
ñòâóþùåãî îáúåêòà. Ñëåäóåò, îäíàêî, çàìåòèòü, ÷òî äàííûé óðîâåíü ïîòåíöèàëüíîé
îñâåäîìë¼ííîñòè â 20% ÿâëÿåòñÿ äîñòàòî÷íî ñóùåñòâåííûì îòíîñèòåëüíî âåëè÷èíû
ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé, îáëàäàþùèõ ïðàâàìè äîñòóïà ê äðó-
ãèì îáúåêòàì ñ ñóùåñòâåííî áîëüøèìè îáú¼ìàìè èíôîðìàöèè, íî ñ ìåíüøèìè óðîâ-
íÿìè êîíôèäåíöèàëüíîñòè è èíôîðìàòèâíîñòè.

×óâñòâèòåëüíîñòü ìåòðèêè ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ê îáú¼ìó è óðîâ-
íþ êîíôèäåíöèàëüíîñòè îáúåêòîâ äîñòóïà òàêæå èëëþñòðèðóåòñÿ ïîêàçàòåëÿìè
AMAC_Pot(ul, tk) äëÿ ïîëüçîâàòåëåé ñ îäèíàêîâûì óðîâíåì äîâåðèÿ, íî ñ ðàçëè÷íûìè
ôàêòè÷åñêèìè ïðàâàìè äîñòóïà ê îáúåêòàì (ïî ìàòðèöå äîñòóïà ) � ïîëüçîâàòåëè u3
è u4, ïîëüçîâàòåëè u5, u6, u7, u8, u9.

Àíàëèç ïîâåäåíèÿ ìåòðèêèAMAC_Pot(ul, tk) ïî ïðèâåä¼ííûì íà ðèñ. 3 ðàñ÷¼òàì ïîç-
âîëÿåò ñäåëàòü âûâîä î å¼ ñîîòâåòñòâèè èíòóèòèâíûì ïðåäñòàâëåíèÿì î ïîòåíöèàëü-
íîé îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé è, ñëåäîâàòåëüíî, î âîçìîæíîñòè å¼ ïðèìåíåíèÿ
â ïðèêëàäíûõ ñèñòåìàõ.



Ìîäåëü è ìåòðèêè îñâåäîìëåííîñòè â êîíôèäåíöèàëüíîé èíôîðìàöèè. ×. 1 95

4. Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ïîëüçîâàòåëåé â êîíôèäåíöèàëüíîé
èíôîðìàöèè â ñèñòåìàõ òåìàòèêî-èåðàðõè÷åñêîãî óïðàâëåíèÿ äîñòóïîì
Òåìàòèêî-èåðàðõè÷åñêîå óïðàâëåíèå äîñòóïîì [3, 11, 12] îñóùåñòâëÿåòñÿ íà îñíî-

âå ñðàâíåíèÿ òåìàòè÷åñêèõ ìåòîê (èíäåêñîâ) îáúåêòîâ äîñòóïà è òåìàòè÷åñêèõ ìå-
òîê (ïîëíîìî÷èé) ñóáúåêòîâ äîñòóïà (ïîëüçîâàòåëåé). Â êà÷åñòâå òåìàòè÷åñêèõ ìå-

òîê îáúåêòîâ è ñóáúåêòîâ äîñòóïà èñïîëüçóþòñÿ òåìàòè÷åñêèå ìóëüòèðóáðèêè T (m)
i =

= {τi1 , τi2 , . . . , τiI}, êîòîðûå ïðåäñòàâëÿþò ñîáîé íàáîðû ðóáðèê èåðàðõè÷åñêîãî òå-
ìàòè÷åñêîãî êëàññèôèêàòîðà TTH = {r, τ1, τ2, . . . , τK} (èåðàðõè÷åñêîãî òåìàòè÷åñêîãî
ðóáðèêàòîðà), ïðåäñòàâëÿþùåãî ñîáîé ìíîæåñòâî ðóáðèê-òåìàòèê τim ∈ TTH , íà êîòî-
ðîì çàäàíî îòíîøåíèå ÷àñòè÷íîãî ïîðÿäêà, âûðàæàåìîå ãðàôîì âèäà ¾êîðíåâîå äåðå-
âî¿ (r�êîðåíü äåðåâà) [13]. Ñàìûì èçâåñòíûì ïðèìåðîì òàêîãî èåðàðõè÷åñêîãî òå-
ìàòè÷åñêîãî ðóáðèêàòîðà ÿâëÿåòñÿ óíèâåðñàëüíàÿ äåñÿòè÷íàÿ êëàññèôèêàöèÿ (ÓÄÊ),
ïðèìåíÿåìàÿ â áèáëèîòå÷íîé ñôåðå äëÿ ñèñòåìàòèçàöèè ïðîèçâåäåíèé íàóêè, ëèòåðà-
òóðû è èñêóññòâà, ïåðèîäè÷åñêîé ïå÷àòè, ðàçëè÷íûõ âèäîâ äîêóìåíòîâ è îðãàíèçàöèè
êàðòîòåê. Ìóëüòèðóáðèêè T (m)

i = {τi1 , τi2 , . . . , τiI} âêëþ÷àþò íàáîðû ýëåìåíòîâ τim ,
êîòîðûå íå íàõîäÿòñÿ ìåæäó ñîáîé â ïîä÷èí¼ííîñòè ïî èåðàðõè÷åñêîìó ðóáðèêàòî-
ðó, è íèêàêèå ñîâîêóïíîñòè (ïîäìíîæåñòâà) ýëåìåíòîâ ìóëüòèðóáðèêè íå ñîäåðæàò
ïîëíûå ñîâîêóïíîñòè ýëåìåíòîâ-ñûíîâåé êàêèõ-ëèáî ýëåìåíòîâ-îòöîâ èåðàðõè÷åñêîãî
ðóáðèêàòîðà.

Ïðèìåð 2. Íà ðèñ. 4 ïðèâåä¼í ïðèìåð êîðíåâîãî äåðåâà èåðàðõè÷åñêîãî òåìàòè-
÷åñêîãî ðóáðèêàòîðà è íàáîðû åãî ðóáðèê, ñîñòàâëÿþùèõ ìóëüòèðóáðèêè. Çàìåòèì,
÷òî ïîëóñòåïåíü èñõîäà íåëèñòîâûõ âåðøèí ãðàôà íå ìîæåò áûòü ìåíüøå äâóõ, ïî-
ñêîëüêó äåëèòü ðóáðèêó-òåìàòèêó íà ïîäðóáðèêè-ïîäòåìàòèêè èìååò ñìûñë òîëüêî
òîãäà, êîãäà ÷èñëî ïîäðóáðèê íå ìåíüøå äâóõ.

Ðèñ. 4. Ïðèìåð èåðàðõè÷åñêîãî òåìàòè÷åñêîãî ðóáðèêàòîðà è ìóëüòèðóáðèê íà í¼ì, ÿâëÿ-
þùèõñÿ òåìàòè÷åñêèìè ìåòêàìè îáúåêòîâ äîñòóïà è òåìàòè÷åñêèìè ïîëíîìî÷èÿìè
ñóáúåêòîâ äîñòóïà (ïîëüçîâàòåëåé)

Ìíîæåñòâî ìóëüòèðóáðèê T (m)
i ∈ T (m) ÿâëÿåòñÿ ðåø¼òî÷íî-óïîðÿäî÷åííûì [3, 11,

13] îòíîñèòåëüíî ñïåöèàëüíîé îïåðàöèè äîìèíèðîâàíèÿ ìóëüòèðóáðèê (òåìàòèêà îä-
íîé ìóëüòèðóáðèêè øèðå òåìàòèêè äðóãîé, ò. å. ñ ó÷¼òîì ïîä÷èí¼ííîñòè ïîëíîñòüþ
îõâàòûâàåò òåìàòèêó äðóãîé ìóëüòèðóáðèêè, èëè ìóëüòèðóáðèêè íåñðàâíèìû ïî îò-
íîøåíèþ ¾øèðå � óæå¿, â òîì ÷èñëå êîãäà èõ ðóáðèêè-òåìàòèêè ÷àñòè÷íî ïåðåñåêà-
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þòñÿ). Åñëè ìóëüòèðóáðèêà T (m)
i = {τi1 , τi2 , . . . , τiI} äîìèíèðóåò íàä ìóëüòèðóáðèêîé

T (m)
j = {τj1 , τj2 , . . . , τjJ}, òî äëÿ ëþáîé ðóáðèêè τjm ∈ T

(m)
j íàéä¼òñÿ ðóáðèêà τin ∈ T

(m)
i ,

êîòîðàÿ ñîâïàäàåò ñ íåé èëè ÿâëÿåòñÿ ñòàðøåé ïî êîðíåâîìó äåðåâó èåðàðõè÷åñêîãî
ðóáðèêàòîðà:

T (m)
i ⩾ T

(m)
j ⇒ ∀τjm ∈ T

(m)
j ∃τin ∈ T

(m)
i

(
τin ⩾m τjm

)
,

ãäå ⩾m � çíàê òåìàòè÷åñêîãî äîìèíèðîâàíèÿ ìóëüòèðóáðèê (òåìàòèêà øèðå, ò. å. ïîë-
íîñòüþ îõâàòûâàåò òåìàòèêó äðóãîé ìóëüòèðóáðèêè); ⩾� çíàê ïîä÷èí¼ííîñòè èëè ýê-
âèâàëåíòíîñòè (ñîâïàäåíèÿ) ðóáðèê ïî êîðíåâîìó äåðåâó èåðàðõè÷åñêîãî ðóáðèêàòî-
ðà. Òàêèì îáðàçîì, îòíîøåíèå äîìèíèðîâàíèÿ ìóëüòèðóáðèê êàê ïîäìíîæåñòâ ðóáðèê
íå ÿâëÿåòñÿ îòíîøåíèåì òåîðåòèêî-ìíîæåñòâåííîãî âêëþ÷åíèÿ ⊆.

Íà ðèñ. 4 ìóëüòèðóáðèêè T (m)
1 = {τ1, τ12} è T (m)

2 = {τ3, τ7, τ12} äîìèíèðóþò íàä

ìóëüòèðóáðèêîé T (m)
3 = {τ10, τ18, τ19}: T (m)

1 ⩾m T (m)
3 , T (m)

2 ⩾m T (m)
3 , íî ìåæäó ñîáîé

íåñðàâíèìû, íåñìîòðÿ íà ñóùåñòâåííîå ïåðåñå÷åíèå òåìàòèê: T (m)
1 ⩾⩽m T (m)

2 , ãäå çíàê
⩾⩽m îçíà÷àåò íåñðàâíèìîñòü ìóëüòèðóáðèê.

Êàê è â ìàíäàòíûõ ñèñòåìàõ, ïîëüçîâàòåëü èìååò ïðàâî ÷òåíèÿ îáúåêòà ïî ïðàâè-
ëó, àíàëîãè÷íîìó ïðàâèëó NRU, ò. å. êîãäà ìóëüòèðóáðèêà ïîëüçîâàòåëÿ (íàáîð ðàç-
ðåø¼ííûõ åìó ðóáðèê) äîìèíèðóåò íàä ìóëüòèðóáðèêîé îáúåêòà äîñòóïà.

Àñïåêò âîçìîæíîãî èçìåíåíèÿ ñîñòîÿíèÿ ñèñòåìû òåìàòèêî-èåðàðõè÷åñêîãî óïðàâ-
ëåíèÿ äîñòóïîì áóäåì îòîáðàæàòü âðåìåíí�îé çàâèñèìîñòüþ ìóëüòèðóáðèê ñóáúåêòîâ
è îáúåêòîâ äîñòóïà: T (m)(ul, tk), T (m)(on, tk).

Â ðåçóëüòàòå, èñõîäÿ èç ïîëîæåíèÿ 4, ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ïîëüçîâàòå-
ëÿ ul â ìîìåíò âðåìåíè tk â êîíôèäåíöèàëüíîé èíôîðìàöèè ïðè òåìàòèêî-èåðàðõè÷å-
ñêîì óïðàâëåíèè äîñòóïîì ATHA_Pot(ul, tk) îïðåäåëÿåòñÿ íà îñíîâå ñîîòíîøåíèÿ

ATHA_Pot(ul, tk) =
1

V (O, tk)

Ntk∑
n=1

V (on, tk) δ(T (m)(ul, tk), T (m)(on, tk)),

ãäå

δ(T (m)(ul, tk), T (m)(on, tk)) =


1, åñëè T (m)(ul, tk) ⩾m T (m)(on, tk);

0, åñëè
(
T (m)(ul, tk) <m T (m)(on, tk)

)
∨

∨
(
T (m)(ul, tk) ⩾⩽m T (m)(on, tk)

)
.

Íåòðóäíî âèäåòü, ÷òî âåëè÷èíà ATHA_Pot(ul, tk) îáëàäàåò ñâîéñòâàìè ìåòðèêè.
Òåìàòèêî-èåðàðõè÷åñêîå óïðàâëåíèå äîñòóïîì ïðåäîñòàâëÿåò äîïîëíèòåëüíûå âîç-

ìîæíîñòè ïî àíàëèçó ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé â êîíôèäåíöè-
àëüíîé èíôîðìàöèè. Ïîñêîëüêó êîíôèäåíöèàëüíàÿ èíôîðìàöèÿ îáúåêòîâ äîñòóïà
ïðîèíäåêñèðîâàíà (ðàçìå÷åíà) òåìàòè÷åñêèìè ìóëüòèðóáðèêàìè, òî ïîÿâëÿåòñÿ âîç-
ìîæíîñòü àíàëèçà îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé íå ïðîñòî â öåëîì ïî êîíôèäåíöè-
àëüíîé èíôîðìàöèè, îáðàáàòûâàåìîé â êîìïüþòåðíîé ñèñòåìå, íî è ïî îòäåëüíûì å¼
òåìàòèêàì, ÷òî ìîæåò áûòü âàæíûì â òåõ èëè èíûõ àñïåêòàõ èíôîðìàöèîííîé áåç-
îïàñíîñòè. Â ÷àñòíîñòè, ïî ëþáîé ïðîñòîé òåìàòèêå (îäíà ðóáðèêà-òåìàòèêà τi ÿâëÿ-

åòñÿ ÷àñòíûì ñëó÷àåì ìóëüòèðóáðèêè: T (m)
i = {τi}) èëè ïî êîìïëåêñó ðóáðèê-òåìàòèê

(òåìàòè÷åñêàÿ ìóëüòèðóáðèêà T (m)
i = {τi1 , τi2 , . . . , τiI}) ìîæíî îïðåäåëÿòü âåëè÷èíó

ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè ATHA_Pot(ul, T (m)
i , tk) ïîëüçîâàòåëÿ ul â ìîìåíò âðå-

ìåíè tk:
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ATHA_Pot(ul, T (m)
i , tk) =

=
1

V (O, T (m)
i , tk)

Ntk∑
n=1

V (on, tk) δ
(
T (m)(ul, tk), T (m)(on, tk)

)
δ
(
T (m)(on, tk), T (m)

i

)
,

ãäå V (O, T (m)
i , tk)� îáú¼ì âñåé êîíôèäåíöèàëüíîé èíôîðìàöèè, òåìàòèêà êîòîðîé õà-

ðàêòåðèçóåòñÿ â ìîìåíò âðåìåíè tk ìóëüòèðóáðèêîé T (m)
i = {τi1 , τi2 , . . . , τiI}:

V (O, T (m)
i , tk) =

Ntk∑
n=1

V (on, tk) δ
(
T (m)(on, tk), T (m)

i

)
.

5. Ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ïîëüçîâàòåëåé â êîíôèäåíöèàëüíîé
èíôîðìàöèè â ñèñòåìàõ ðîëåâîãî óïðàâëåíèÿ äîñòóïîì

Ðîëåâîå óïðàâëåíèå äîñòóïîì [14, 15] îñíîâûâàåòñÿ íà ïîíÿòèè ðîëè (òî÷íåå � ðî-
ëåâîãî ñóáúåêòà äîñòóïà) ρ ∈ R (R�ìíîæåñòâî ðîëåé), àíàëîãîì êîòîðîé â íåêîìïüþ-
òåðíîé ñôåðå ÿâëÿåòñÿ ïîíÿòèå ¾äîëæíîñòü¿ â îðãàíèçàöèîííî-øòàòíîé ñòðóêòóðå
ïðåäïðèÿòèé (îðãàíèçàöèé) [3]. Ïîëüçîâàòåëè ïîëó÷àþò ïðàâà äîñòóïà ê îáúåêòàì íå
íàïðÿìóþ, à ïîñðåäñòâîì ðàçðåøåíèÿ èì ðàáîòû â îäíîé èëè íåñêîëüêèõ ðîëÿõ. Ðîëè
íàäåëÿþòñÿ ôóíêöèîíàëüíî îáîñíîâàííîé (äëÿ ñîîòâåòñòâóþùåé äîëæíîñòè) ñîâîêóï-
íîñòüþ ïðàâ äîñòóïà ê îáúåêòàì. Ôóíêöèîíèðîâàíèå êîìïüþòåðíîé ñèñòåìû ðàçáèâà-
åòñÿ íà ñåàíñû, ðàáîòó â êîòîðûõ ïîëüçîâàòåëè íà÷èíàþò ñ àâòîðèçàöèè â îäíîé èëè
íåñêîëüêèõ èç ðàçðåø¼ííûõ èì â ñèñòåìå ðîëÿõ è îñóùåñòâëÿþò äîñòóïû ê îáúåêòàì
ïî ïðàâàì ñîîòâåòñòâóþùèõ ðîëåé.

Ðîëåâîå óïðàâëåíèå äîñòóïîì â ñèñòåìàõ ñ áîëüøèì êîëè÷åñòâîì ïîëüçîâàòåëåé
è îáúåêòîâ äîñòóïà ïîçâîëÿåò ñóùåñòâåííî ñîêðàòèòü êîëè÷åñòâî íàçíà÷åíèé äîñòóïà
äëÿ íàäåëåíèÿ ïîëüçîâàòåëåé íåîáõîäèìûìè èì äëÿ ðàáîòû ïðàâàìè è â íàñòîÿùåå
âðåìÿ øèðîêî ïðèìåíÿåòñÿ â êîðïîðàòèâíûõ ñåòÿõ.

Áàçîâàÿ ìîäåëü ðîëåâîãî óïðàâëåíèÿ äîñòóïîì (RBAC, Role Based Access Control),
ïîìèìî ìíîæåñòâ ïîëüçîâàòåëåé u ∈ U , îáúåêòîâ äîñòóïà o ∈ O è ðîëåé ρ ∈ R, âêëþ-
÷àåò îòîáðàæåíèå ìíîæåñòâà U íà ìíîæåñòâî R, íàèáîëåå ïðîñòûì è åñòåñòâåííûì
ñïîñîáîì çàäàíèÿ êîòîðîãî ÿâëÿåòñÿ äâîè÷íàÿ (L×M)-ìàòðèöà W ¾Ïîëüçîâàòåëè�
Ðîëè¿ (L�êîëè÷åñòâî ïîëüçîâàòåëåé, M �êîëè÷åñòâî ðîëåé):

W =


ρ1 ρ2 . . . ρM

u1 1 0 . . . 0
u2 0 1 . . . 1
. . . . . . . . . . . . . . .
uL 1 0 . . . 0

. (5)

Íåíóëåâûå ýëåìåíòû wlm ìàòðèöû W îçíà÷àþò ðàçðåøåíèå ðàáîòû l-ãî ïîëüçîâàòåëÿ
â m-é ðîëè.

Ïðàâà ðîëåâûõ ñóáúåêòîâ äîñòóïà ÷àñòî èìåíóþòñÿ ïîëíîìî÷èÿìè, ïîñêîëüêó
â ðàñøèðåíèÿõ ðîëåâîé ìîäåëè è å¼ ïðàêòè÷åñêèõ ïðèëîæåíèÿõ âêëþ÷àþò ïðàâà çà-
ïóñêà (èñïîëíåíèÿ) îïðåäåë¼ííûõ ôóíêöèîíàëüíî-òåõíîëîãè÷åñêèõ ïðîöåäóð. Óïðî-
ù¼ííûì ïðîòîòèïîì òàêèõ ïðîöåäóð ÿâëÿþòñÿ ýëåìåíòàðíûå âèäû äîñòóïà ê îáúåê-
òàì� ¾×òåíèå¿ (Read), ¾Çàïèñü¿ (Write), ¾Âûïîëíåíèå¿ (Exec).



98 Í.À. Ãàéäàìàêèí

Íàäåëåíèå ðîëåé ïîëíîìî÷èÿìè (â óïðîù¼ííîé òðàêòîâêå � ïðàâàìè äîñòóïà
ê îáúåêòàì) ìîæåò îñóùåñòâëÿòüñÿ íà îñíîâå îäíîãî èç äâóõ èñõîäíûõ ïðèíöè-
ïîâ óïðàâëåíèÿ äîñòóïîì� äèñêðåöèîííîãî èëè ìàíäàòíîãî (ìàíäàòíî-ðîëåâûå ìîäå-
ëè) [2, 3], ïîýòîìó ðîëåâàÿ ìîäåëü óïðàâëåíèÿ äîñòóïîì ÿâëÿåòñÿ íåêîé íàäñòðîéêîé
íàä íèìè. Ïðè ýòîì, êàê îòìå÷àëîñü â ï. 3, è ïðè ìàíäàòíîì ïðèíöèïå ôàêòè÷åñêèå
(èòîãîâûå) ïðàâà êîíêðåòíûõ ñóáúåêòîâ óñòàíàâëèâàþòñÿ ìàòðèöåé äîñòóïà, òîëüêî
â äàííîì ñëó÷àå äëÿ ðîëåâûõ ñóáúåêòîâ äîñòóïà â ôîðìå ìàòðèöû AR ¾Ðîëè�Îáú-
åêòû¿.

Ââèäó ðàññìîòðåíèÿ äîñòóïîâ òîëüêî âèäà ¾×òåíèå¿, ìàòðèöó AR ìîæíî ñ÷èòàòü
äâîè÷íîé, íåíóëåâûå ýëåìåíòû aRmn êîòîðîé îòðàæàþò ðàçðåøåíèå ÷òåíèÿ ðîëåâûì
ñóáúåêòîì ρm îáúåêòà on:

AR =


o1 o2 . . . oN

ρ1 0 1 . . . 0
ρ2 1 0 . . . 0
. . . . . . . . . . . . . . .
ρM 0 1 . . . 1

.
Ñ ó÷¼òîì èåðàðõè÷íîñòè îòíîøåíèé â ñèñòåìàõ îðãàíèçàöèîííî-øòàòíîé ñòðóê-

òóðû ïðåäïðèÿòèé â íàèáîëåå ðàñïðîñòðàí¼ííûõ íà ïðàêòèêå ðàñøèðåíèÿõ áàçîâîé
ðîëåâîé ìîäåëè íà ìíîæåñòâå ðîëåé óñòàíàâëèâàþòñÿ îòíîøåíèÿ ÷àñòè÷íîãî ïîðÿäêà,
îòîáðàæàåìûå ãðàôîì òèïà ¾êîðíåâîå äåðåâî¿.

Ïðèìåð 3. Íà ðèñ. 5 ïðèâåä¼í ïðèìåð èåðàðõè÷åñêîé îðãàíèçàöèè ñèñòåìû ðî-
ëåé, ñòðóêòóðà êîòîðîé ïðåäñòàâëÿåò ãðàô âèäà ¾êîðíåâîå äåðåâî¿, ïîëóñòåïåíü èñõî-
äà íåëèñòîâûõ âåðøèí â êîòîðîì ìîæåò áûòü ðàâíà 1, ò. å. ñòàðøàÿ ðîëü (äîëæíîñòü)
ìîæåò èìåòü â ïîä÷èíåíèè âñåãî îäíó ðîëü (äîëæíîñòü).

Ðèñ. 5. Ïðèìåð èåðàðõè÷åñêîé ñèñòåìû ðîëåé

Ïðàâà äîñòóïà ê îáúåêòàì è ïðîöåäóðàì ñòàðøèõ ðîëåé âêëþ÷àþò ïðàâà äîñòóïà
âñåõ ïîä÷èí¼ííûõ ðîëåé. Ýòî ïîçâîëÿåò åù¼ áîëüøå ñíèçèòü êîëè÷åñòâî íàçíà÷åíèé
äîñòóïà, ïîñêîëüêó ïîëíîìî÷èÿ ñòàðøèõ ðîëåé ìîãóò àâòîìàòè÷åñêè ñêëàäûâàòüñÿ
òîëüêî èç ïîëíîìî÷èé ïîä÷èí¼ííûõ (¾ëèñòîâîé¿ ïðèíöèï [3]) èëè èç ïîëíîìî÷èé ïîä-
÷èí¼ííûõ ðîëåé ñ äîáàâëåíèåì èõ ñòàðøèì ðîëÿì äîïîëíèòåëüíûõ (¾íîìåíêëàòóð-
íûõ¿) ïîëíîìî÷èé (íå ñòðîãî ¾ëèñòîâîé¿ èåðàðõè÷åñêè îõâàòíûé ïðèíöèï [3]).

Òàêèì îáðàçîì, â ñèñòåìàõ ñ èåðàðõè÷åñêîé îðãàíèçàöèåé ñèñòåìû ðîëåé åñëè ïîëü-
çîâàòåëü â êàêîì-ëèáî ñåàíñå àâòîðèçîâàí â îïðåäåë¼ííîé ðîëè ρ, òî ñîâîêóïíîñòü åãî
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ïðàâ äîñòóïà îõâàòûâàåò ïðàâà äîñòóïà âñåõ ðîëåé ρi < ρ, ïîä÷èí¼ííûõ ïî èåðàð-
õèè ðîëè ρ (çíàê < îçíà÷àåò ïîä÷èí¼ííîñòü ïî âåòâè êîðíåâîãî äåðåâà). Îïðåäåëåíèå
èòîãîâûõ ïðàâ äîñòóïà ïîëüçîâàòåëÿ â ýòîì ñëó÷àå ìîæíî îñóùåñòâëÿòü íà îñíîâå
ìàòðèöû äîñòóïà AR ¾Ðîëè�Îáúåêòû¿ è ìàòðèöû ñâÿçíîñòè (äîñòèæèìîñòè) H(s)

êîðíåâîãî äåðåâà èåðàðõè÷åñêîé ñèñòåìû ðîëåé:

H(s) = H +H2 +H3 + . . .+Hd,

ãäå H �ìàòðèöà ñìåæíîñòè êîðíåâîãî äåðåâà èåðàðõè÷åñêîé ñèñòåìû ðîëåé; d� âû-
ñîòà äåðåâà, ò. å. ìàêñèìàëüíàÿ äëèíà ïóòè îò ëèñòîâîé âåðøèíû äî êîðíÿ.

Êàê è ðàíåå, âðåìåíí�îé àñïåêò ôóíêöèîíèðîâàíèÿ ðîëåâîé ñèñòåìû óïðàâëåíèÿ
äîñòóïîì áóäåì îòîáðàæàòü çàâèñèìîñòüþ îò âðåìåíè ìàòðèö W (tk), AR(tk), H(tk)
è H(s)(tk).

Íåíóëåâûå ýëåìåíòû h
(s)
ij (tk) îçíà÷àþò ïîä÷èí¼ííîñòü j-é âåðøèíû ïî èåðàðõèè

êîðíåâîãî äåðåâà i-é âåðøèíå â ìîìåíò âðåìåíè tk �íåïîñðåäñòâåííîé (äëèíà ïóòè
ìåæäó âåðøèíàìè ðàâíà 1) ëèáî ïîä÷èí¼ííîñòè ïî âåòâè äåðåâà (äëèíà ïóòè áîëü-
øå 1). Äèàãîíàëüíûå ýëåìåíòû ìàòðèö ñìåæíîñòè è ñâÿçíîñòè ðàâíû íóëþ: hii(tk) = 0,

h
(s)
ii (tk) = 0.
Òîãäà èòîãîâûå ïðàâà äîñòóïà ðîëåé (ïî íåïîñðåäñòâåííûì íàçíà÷åíèÿì è ïðàâàì

äîñòóïà ïîä÷èí¼ííûõ ðîëåé) çàäàþòñÿ ýëåìåíòàìè ìàòðèöû A
(s)
R (tk), êîòîðàÿ ÿâëÿåòñÿ

ïðîèçâåäåíèåì ìàòðèöû AR(tk) íà ìàòðèöó ñâÿçíîñòè ðîëåé H(s)(tk), äîïîëíåííóþ
åäèíè÷íûìè çíà÷åíèÿìè ïî äèàãîíàëüíûì ýëåìåíòàì:

A
(s)
R (tk) =

((
(AR(tk))

T (H(s)(tk) + I
))T)

|1
,

ãäå I � åäèíè÷íàÿ ìàòðèöà; (x)|1 =

{
1, åñëè x ⩾ 1;

0, åñëè x < 1.

Èñõîäÿ èç ýòîãî, èòîãîâûå ïðàâà äîñòóïà ïîëüçîâàòåëåé â âèäå ìàòðèöû äîñòóïà
¾Ïîëüçîâàòåëè�Îáúåêòû¿ A

(s)
RW (tk) â èåðàðõè÷åñêîé ñèñòåìå ðîëåé ìîæíî îïðåäå-

ëèòü íà îñíîâå ïðîèçâåäåíèÿ ìàòðèöû W (tk) íà ìàòðèöó A
(s)
R (tk):

A
(s)
RW (tk) =

(
W (tk)A

(s)
R (tk)

)
|1
.

Â ðåçóëüòàòå, èñõîäÿ èç ïîëîæåíèÿ 4, ïîòåíöèàëüíàÿ îñâåäîìë¼ííîñòü ïîëüçîâàòå-
ëÿ ul â ìîìåíò âðåìåíè tk â êîíôèäåíöèàëüíîé èíôîðìàöèè ïðè ðîëåâîì óïðàâëåíèè
äîñòóïîì ñ èåðàðõè÷åñêè îðãàíèçîâàííîé ñèñòåìîé ðîëåé ARBAC_H_Pot(ul, tk) îïðåäå-
ëÿåòñÿ íà îñíîâå ñëåäóþùåãî ñîîòíîøåíèÿ:

ARBAC_H_Pot(ul, tk) =
1

V (O, tk)

Ntk∑
n=1

V (on, tk) a
(s)
RW (tk).

Íåòðóäíî ïîêàçàòü, ÷òî âåëè÷èíà ARBAC_H_Pot(ul, tk), êàê è àíàëîãè÷íûå âåëè÷èíû
ïðè äèñêðåöèîííîì, ìàíäàòíîì è òåìàòèêî-èåðàðõè÷åñêîì óïðàâëåíèè äîñòóïîì, óäî-
âëåòâîðÿåò òðåáîâàíèÿì ìåòðèêè.
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Çàêëþ÷åíèå
Èñïîëüçîâàíèå ìåòðèê ADAC_Pot(ul, tk), AMAC_Pot(ul, tk), ATHA_Pot(ul, tk) è

ARBAC_H_Pot(ul, tk) ìîæåò ÿâëÿòüñÿ îñíîâîé ñïåöèàëüíîãî ïðîãðàììíîãî èíñòðóìåí-
òàðèÿ íå òîëüêî äëÿ àíàëèçà ñîñòîÿíèÿ ñóùåñòâóþùåé (ôóíêöèîíèðóþùåé) ñèñòåìû
ïðàâ äîñòóïà ïîëüçîâàòåëåé, íî è ñðåäñòâîì ïðîåêòèðîâàíèÿ ñèñòåìû óïðàâëåíèÿ äî-
ñòóïîì ïîëüçîâàòåëåé ê êîíôèäåíöèàëüíîé èíôîðìàöèè. Àäìèíèñòðàòîðû êîìïüþ-
òåðíûõ ñèñòåì, âûñòðàèâàÿ ñèñòåìó ïðàâ äîñòóïà èëè àíàëèçèðóÿ å¼ òåêóùåå ñîñòî-
ÿíèå, ìîãóò âèäåòü çíà÷åíèÿ è òåíäåíöèè â ïîòåíöèàëüíîé îñâåäîìë¼ííîñòè òåõ èëè
èíûõ ïîëüçîâàòåëåé è ïðèíèìàòü íà ýòîé îñíîâå ðåøåíèÿ â êîíòåêñòå îáåñïå÷åíèÿ
èíôîðìàöèîííîé áåçîïàñíîñòè.

Ïàðàìåòðû îáú¼ìà èíôîðìàöèè îáúåêòîâ äîñòóïà Q(on, tk) â ñëîâàõ, êàê ïðàâèëî,
àâòîìàòè÷åñêè îïðåäåëÿþòñÿ è âêëþ÷àþòñÿ â ìåòàäàííûå òåêñòîâûõ ôàéëîâ â ñîâðå-
ìåííûõ îôèñíûõ ñèñòåìàõ ðàáîòû ñ äîêóìåíòàìè è ñèñòåìàõ ýëåêòðîííîãî äîêóìåí-
òîîáîðîòà.

Ïîðÿäêîâî-âåðáàëüíûå õàðàêòåðèñòèêè êîíôèäåíöèàëüíîñòè èíôîðìàöèè
fconf(on, tk) â ìàíäàòíûõ ñèñòåìàõ óïðàâëåíèÿ äîñòóïîì óñòàíàâëèâàþòñÿ íà îñíîâå
ïðîöåäóð, çàêðåïëÿåìûõ íîðìàòèâíûìè ðåãëàìåíòàöèÿìè äåëîïðîèçâîäñòâà, è òàê-
æå, êàê ïðàâèëî, âêëþ÷àþòñÿ â ìåòàäàííûå ôàéëîâ îôèñíûõ ñèñòåì è ñèñòåì ýëåê-
òðîííîãî äîêóìåíòîîáîðîòà. Ïîäîáíûå æå ïî ñìûñëó è ñîäåðæàíèþ ïðîöåäóðû ìîãóò
áûòü ðåãëàìåíòèðîâàíû äëÿ îïðåäåëåíèÿ õàðàêòåðèñòèê èíôîðìàòèâíîñòè îáúåêòîâ
äîñòóïà θ(on, tk). Ê ïðèìåðó, óðîâåíü èíôîðìàòèâíîñòè äîêóìåíòà óñòàíàâëèâàåò åãî
èñïîëíèòåëü è/èëè âûäåëåííûé ñîòðóäíèê (àíàëèòèê).

Îòäåëüíî ñëåäóåò îòìåòèòü ïðîáëåìû ïîñòðîåíèÿ (îáîñíîâàíèÿ) ýâðèñòèê ïåðåâî-
äà (îòîáðàæåíèÿ) ïîðÿäêîâî-âåðáàëüíûõ õàðàêòåðèñòèê êîíôèäåíöèàëüíîñòè â ÷èñ-
ëîâóþ øêàëó [0, 1] â ñèñòåìàõ ñ ìàíäàòíûì óïðàâëåíèåì äîñòóïà.

Íàñêîëüêî èçâåñòíî, ñòðîãèõ è êîððåêòíûõ ïðîöåäóð òàêîãî ðîäà ïðåîáðàçîâàíèé
íå ñóùåñòâóåò. Îáúåêòèâíîé ïðè÷èíîé ýòîãî ÿâëÿåòñÿ ðàçëè÷íàÿ èíôîðìàòèâíîñòü
ïîðÿäêîâûõ è êîëè÷åñòâåííûõ øêàë. Ïîêàçàíèÿ êîëè÷åñòâåííîé øêàëû [0, 1] ïîìèìî
ïîðÿäêà îòîáðàæàþò (âîñïðîèçâîäÿò) ðàññòîÿíèÿ ìåæäó îöåíèâàåìûìè îáúåêòàìè ïî
ñîîòâåòñòâóþùèì õàðàêòåðèñòèêàì. Òàêèì îáðàçîì, ïåðåâîäÿ îöåíêè èç ïîðÿäêîâîé
øêàëû â êîëè÷åñòâåííóþ, íåîáõîäèìî ñôîðìèðîâàòü äîïîëíèòåëüíóþ èíôîðìàöèþ
î ðàññòîÿíèÿõ ïî ñîîòâåòñòâóþùåìó ñâîéñòâó/ïîêàçàòåëþ ìåæäó îöåíèâàåìûìè îáú-
åêòàìè.

Îáðàòíûå ïðåîáðàçîâàíèÿ (èç ÷èñëîâîé øêàëû [0, 1] â ïîðÿäêîâóþ) îñóùåñòâëÿþò
íà îñíîâå èíòåðâàëüíîãî ïðèíöèïà, ðàçáèâàÿ äèàïàçîí [0, 1] íà ðàâíûå èëè íåðàâ-
íûå èíòåðâàëû, âñå ÷èñëîâûå ýëåìåíòû èç êîòîðûõ îáúåäèíÿþòñÿ â ñîîòâåòñòâóþùèå
îòñ÷¼òû (ïîêàçàòåëè) ïîðÿäêîâîé øêàëû. Ïðè ýòîì ïðîèñõîäèò ïîòåðÿ èíôîðìàöèè
î ðàññòîÿíèÿõ è ïðèìåíÿþòñÿ îïÿòü-òàêè îïðåäåë¼ííûå ýâðèñòèêè. Íàèáîëåå ÷àñòî
òàêèå ýâðèñòèêè îñíîâûâàþòñÿ íà ãèïîòåçå î ðàâíûõ èíòåðâàëàõ, ñîãëàñíî êîòîðîé
äèàïàçîí øêàëû [0, 1] ðàçáèâàåòñÿ íà îäèíàêîâûå ïî âåëè÷èíå èíòåðâàëû, êàæäûé èç
êîòîðûõ ñîîòâåòñòâóåò ñâîåìó îòñ÷¼òó íà øêàëå ïîðÿäêà.

Äðóãèì ïðèíöèïîì ðàçáèåíèÿ øêàëû [0, 1] íà ïîðÿäêîâûå èíòåðâàëû ìîæåò áûòü
ïðèíöèï ¾çîëîòîãî ñå÷åíèÿ¿ (¾çîëîòîé ïðîïîðöèè¿), ñîãëàñíî êîòîðîìó ìåíüøàÿ
÷àñòü öåëîãî (ñëåäóþùèé, áîëåå âûñîêèé îòñ÷¼ò ïîðÿäêà è ñîîòâåòñòâóþùèé èíòåð-
âàë) îòíîñèòñÿ ê áîëüøåé ÷àñòè öåëîãî (ïåðâûé îòñ÷¼ò ïîðÿäêà) òàê æå, êàê áîëüøàÿ
÷àñòü îòíîñèòñÿ ê öåëîìó. Òîãäà äâóì îòñ÷¼òàì â ïîðÿäêîâîé øêàëå ¾íèçêèé� âûñî-
êèé¿ ñîîòâåòñòâóþò äâà èíòåðâàëà íà øêàëå [0, 1]� (0, 0,618) è (0,618, 1). Îäíèì èç
âàðèàíòîâ ðàçáèåíèÿ øêàëû [0, 1] íà òðè ïîðÿäêîâûõ èíòåðâàëà ïî ïðèíöèïó ¾çîëîòîé
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ïðîïîðöèè¿ ìîæåò áûòü ðàçáèåíèå ¾âåðõíåãî¿ èíòåðâàëà (0,618, 1) òàêæå ïî ïðèíöèïó
¾çîëîòîé ïðîïîðöèè¿. Â ðåçóëüòàòå äèàïàçîí øêàëû [0, 1] ðàçáèâàåòñÿ íà òðè èíòåðâà-
ëà � íèçêèé (0, 0,618), ñðåäíèé (0,618, 0,854) è âûñîêèé (0,854, 1). Äðóãèì âàðèàíòîì
ðàçáèåíèÿ äèàïàçîíà øêàëû [0, 1] íà òðè ïîðÿäêîâûõ èíòåðâàëà ìîæåò áûòü äîáàâ-
ëåíèå ê îòðåçêó [0, 1] òðåòüåãî îòðåçêà, êîòîðûé ñîîòíîñèòñÿ ñ ìåíüøèì èíòåðâàëîì
äâóõóðîâíåâîãî ðàçáèåíèÿ, ò. å. ñ èíòåðâàëîì (0,618, 1), ïî ïðèíöèïó ¾çîëîòîé ïðî-
ïîðöèè¿. Äëèíà òàêîãî îòðåçêà ðàâíà 0,235999937. Íîðìèðóÿ óâåëè÷åííûé äèàïàçîí
øêàëû (0, 1,235999937) íà åäèíè÷íóþ äëèíó, ïîëó÷àåì ñëåäóþùèå òðè èíòåðâàëà �
íèçêèé (0, 0,499994), ñðåäíèé (0,499994, 0,809), âûñîêèé (0,809, 1).

Èñõîäÿ èç èíòåðâàëüíîãî ïðèíöèïà, ýâðèñòèêè ïðåîáðàçîâàíèÿ ïîêàçàòåëåé èç ïî-
ðÿäêîâî-âåðáàëüíûõ øêàë â øêàëó [0, 1] çàêëþ÷àþòñÿ â ïðèñâîåíèè âñåì îáúåêòàì
îöåíêè, õàðàêòåðèçóþùèìñÿ îïðåäåë¼ííûì ïîêàçàòåëåì øêàëû ïîðÿäêà, òàêîãî ÷èñ-
ëîâîãî çíà÷åíèÿ íà øêàëå [0, 1], êîòîðîå ñîîòâåòñòâóåò îïðåäåë¼ííîé õàðàêòåðèñòèêå
ñîîòâåòñòâóþùåãî èíòåðâàëà (îáû÷íî ëåâîé/ïðàâîé ãðàíèöå èëè ñåðåäèíå èíòåðâàëà).
Ñîîòâåòñòâåííî ðàçëè÷èÿ â êîíôèäåíöèàëüíîñòè â øêàëå [0, 1] òåõ èëè èíûõ îáúåêòîâ
äîñòóïà âíóòðè èíòåðâàëîâ íèâåëèðóþòñÿ.

Òàêèì îáðàçîì, ïðîãðàììíî-òåõíè÷åñêàÿ ñîñòàâëÿþùàÿ ñèñòåì àíàëèçà ïîòåíöè-
àëüíîé îñâåäîìë¼ííîñòè ïîëüçîâàòåëåé íà îñíîâå ïðåäñòàâëåííûõ ìåòðèê ñ ó÷¼òîì
îòìå÷åííûõ ýâðèñòèê ìîæåò áûòü ðåàëèçîâàíà â ñîâðåìåííûõ îôèñíûõ ñèñòåìàõ ðà-
áîòû ñ äîêóìåíòàìè è ñèñòåìàõ ýëåêòðîííîãî äîêóìåíòîîáîðîòà.
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A novel program code obfuscation approach involving the x86 mode switching is pro-
posed in the paper. The details and existing applications of x86 mode switching are
reviewed, as well as the possible consequences of using this switching to the reverse
engineering tools. Based on this approach, a few specific methods are proposed and
evaluated against the most popular reverse engineering tools of various purposes, in-
cluding disassemblers, decompilers, binary instrumentation and symbolic execution
tools. A method of seamless integration of these machine code level obfuscations to
the C, C++ and possibly other compilers is also proposed.
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ÈÑÏÎËÜÇÎÂÀÍÈÅ ÏÅÐÅÊËÞ×ÅÍÈß ÐÅÆÈÌÎÂ X86
ÄËß ÇÀÙÈÒÛ ÏÐÎÃÐÀÌÌÍÎÃÎ ÊÎÄÀ

Ð.Ê. Ëåáåäåâ

Íîâîñèáèðñêèé ãîñóäàðñòâåííûé óíèâåðñèòåò, ã. Íîâîñèáèðñê, Ðîññèÿ

Ïðåäëîæåí íîâûé ïîäõîä ê îáôóñêàöèè ïðîãðàììíîãî êîäà ñ èñïîëüçîâàíèåì ïå-
ðåêëþ÷åíèÿ ðåæèìîâ x86. Ðàññìîòðåíû äåòàëè è ñóùåñòâóþùèå ïðèìåíåíèÿ ïå-
ðåêëþ÷åíèÿ ðåæèìîâ x86, à òàêæå âîçìîæíûå ïîñëåäñòâèÿ åãî èñïîëüçîâàíèÿ äëÿ
èíñòðóìåíòîâ ðåâåðñ-èíæèíèðèíãà. Íà îñíîâå ýòîãî ïîäõîäà ïðåäëîæåíî íåñêîëü-
êî ìåòîäîâ, ïðîâåðåííûõ ïðîòèâ ðàçëè÷íûõ íàèáîëåå ïîïóëÿðíûõ èíñòðóìåíòîâ
ðåâåðñ-èíæèíèðèíãà, âêëþ÷àÿ äèçàññåìáëåðû, äåêîìïèëÿòîðû, èíñòðóìåíòû áè-
íàðíîé èíñòðóìåíòàöèè è ñèìâîëüíîãî èñïîëíåíèÿ. Ïðåäëîæåí ìåòîä áåñøîâíîé
èíòåãðàöèè îáôóñêàöèé íà óðîâíå ìàøèííîãî êîäà â êîìïèëÿòîðû C, C++ è,
âîçìîæíî, äðóãèõ ÿçûêîâ.

Êëþ÷åâûå ñëîâà: çàùèòà êîäà, ðåâåðñ-èíæèíèðèíã, îáôóñêàöèÿ, ïåðåêëþ÷åíèå

ðåæèìîâ x86, äèçàññåìáëèðîâàíèå, äåêîìïèëÿöèÿ, ñèìâîëüíîå èñïîëíåíèå.

1. Introduction
Program code protection is an important problem to solve currently due to the increasing

spread of information technology in our life. Programs can be considered as important
as hardware devices, so it is desirable for their authors to be able to leave some of the
implementation details unknown to prevent intellectual property theft and software patent
violations.

One of the commonly used approaches to the code protection is software obfuscation �
the process of program code replacement with some equivalent, but less readable one. It's
applicable both on source code and machine code levels. Although absolute code protection
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(i.e., turning a program into a black box) is theoretically impossible in general [1], in
practice, there are various methods that can greatly increase the time and skill required for
reverse engineering, making it impractical.

Machine code level obfuscation is more practical for protecting the commercial software,
because it usually comes in a compiled executable form (unless it's written in a language that
cannot be compiled). Furthermore, compilation itself can be considered as a kind of code
protection, for example IL2CPP AOT compiler of Unity engine makes games signi�cantly
harder to decompile compared to the original .NET bytecode, so there is even a project
dedicated solely to revert this process [2].

Obfuscation methods can be divided into two types: generic and architecture-dependent.
Generic methods are those that can be performed at any level, including source code,

and can be applied to some extent to any platform on which the program can run. This
makes these methods particularly useful for cross-platform software development because
there are at least two popular processor architectures on the market: ARM and x86. The
aforementioned advantage is also signi�cant for web applications written in JavaScript and
WebAssembly.

Here are some examples of these generic obfuscation methods:

� Control �ow graph �attening is an approach that aims at the branches and loops of the
program, making the graph representation of the program ��at� and making it much
more di�cult to study. One of the most common ways to implement it is to split the
program in basic blocks, which are branch or loop destinations, and place them as the
clauses of the switch-like structure controlled by some state in the loop. Branching,
looping and any other control �ow altering is done by changing this state, e�ectively
turning the program into a �nite-state machine [3].

� Opaque predicates � insertion of some conditional branches whose condition is always
constant, but is unclear during static analysis, thus being �opaque�. A branch that
is never taken can contain a fake code that may mislead the analyst: incorrect
implementation of the block, unrelated function calls or just random bytes. This
technique also makes control �ow graph of the program more complex, independent
of the fake code used [4].

� Constant obfuscation is the replacement of numeric constants and literals with some
runtime-computed value, for example, a mathematical formula or string decryption
routine. Prevents some simple static analysis methods like strings extraction [5].

� Instructions Substitution is the replacement of standard operations such as arithmetic
or Boolean with some other instructions that produce the same result, but are written in
a less readable form. A simple example of such transforms for some Boolean operations
is the use of De Morgan's laws, and some compilers may actually use similar transforms
for optimization [6].

While generic obfuscation methods are quite popular in the existing obfuscators, such
as Obfuscator-LLVM and Tigress [7, 8], they have a signi�cant downside: machine code
remains completely usual because it is generated by the compiler from source or intermediate
representation like LLVM IR. This means that any of the existing reverse engineering tools
are still applicable: disassemblers, debuggers and symbolic execution tools are available to
the attacker. The code may still be resilient to attacks on its own, but neutralising these
tools at the lower level may assist in protecting the program even more.

Here architecture-dependent obfuscation comes useful: it is possible to generate some
machine code that generic reverse engineering tools will process improperly or won't process
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at all. This is possible because some processor instruction sets are extremely complex,
and reverse engineering tools may focus only on the machine code constructions that
compilers commonly use. As a variable-length CISC (complex instruction set computer)
instruction set, x86 is an architecture, where these methods can be particularly e�cient.
Furthermore, x86-64 processors retain backward compatibility with 32-bit and 16-bit modes,
which complicates things more.

Here are some examples of architecture-dependent obfuscation methods for x86:

� Self-modifying code is a code that modi�es itself at runtime. This technique makes
it possible to hide entire program logic from static analysis, since the executing code
may di�er tremendously from the code available in the program image. Packers and
protectors, quite popular types of tools to do software protection, also use this approach
[9]. This method is only applicable to the von Neumann architecture, and some operating
systems may add additional data-code separation, making it impossible to be used.

� Instruction overlapping is a method that uses jumps to the middle of specially prepared
program instructions. As x86 uses variable length instructions encoding and doesn't
require program counter alignment, it is possible to e�ectively hide one instruction inside
another: for example, in the case of a long (e.g. 64-bit) constant load, constant itself
may contain some meaningful machine code. So jumping in the middle of instruction
will execute this hidden instruction while it remains invisible to the disassembler, unless
it is manually disassembled at the right start position [10]. Furthermore, it is possible to
craft machine code that is impossible to disassemble correctly at all. This occurs because
one byte is shared between two instructions, both of which are actually executed in the
program [11].

� Rare instructions use is a method that involves replacing common instructions with
their less common alternatives, e.g. instructions from x86 extensions which could be
unsupported in disassemblers and decompilers. For example, constant loading may
be implemented via AES-NI instructions instead of plain MOV call, that e�ectively
prevents decompiler attempts to simplify the code and breaks symbolic execution in
some tools [12].

The obfuscation method proposed in this paper is also architecture-dependent.

2. Basics of x86 mode switching
Modern x86 processors are able to switch between 64-bit and 32-bit execution modes

during program runtime. This feature is particularly useful for running 32-bit programs on
64-bit operating systems, because kernel is always running in the native mode. A transition
should happen at system calls to execute 64-bit kernel code in the kernel mode, while the
reverse transition should happen to continue executing the program in the 32-bit mode.
One of the famous uses of this approach is the WOW64 (Windows 32-bit on Windows
64-bit) subsystem of Microsoft Windows, which allows 32-bit applications to run on 64-bit
operating system [13].

This switch is implemented by choosing a proper descriptor in x86 GDT (Global
Descriptor Table), which is initialized and set by the operating system, its scheme is
available in the Fig. 1.

The interesting bits of the GDT descriptor are L and D bits: when L bit is set, the
code is considered to be 64-bit, and the D bit should be unset. D bit set means that the
running code is 32-bit, while if both bits are unset, the code is considered to be running
in a legacy 16-bit mode. In both Windows and Linux there are corresponding 32-bit and
64-bit user-mode descriptors that have indexes 4 and 6 in GDT, respectively [14, 15].
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Flags

G D L
A
V
L

Access

P DPL 1 1 C R A

63                            56 55         52 51         48 47                          40 39                            32

Base bits 15:00 Limit bits 15:00

31                                                               16 15                                                                  0

Base bits 23:16Base bits 31:24 Limit bits
19:16

G – Granularity
D – Default operation size
L – Long-mode code
AVL – Available for use

P – Present bit
DPL – Descriptor privilege level
C – Conforming bit
R – Readable bit
A – Accessed bit

Fig. 1. Code-Segment Descriptor

Modern x86 operating systems are always running in the protected and long modes
only. In these modes, a GDT descriptor can be chosen by loading a new segment selector
value, that is stored in a Code Segment register (CS), to a proper value. A scheme of this
selector is available in the Fig. 2.

15                                                                                                               3         1              0

RPLIndex TI

2

TI – Table Indicator
RPL – Requested privilege level

Fig. 2. Segment Selector

To choose another descriptor, one can just change an Index part of the segment selector
leaving TI and RPL the same. While the values of TI and RPL can be retrieved from the
running OS, according to the documentation for regular user-mode programs they should
be TI = 0 (as GDT descriptor is selected, not LDT) and RPL = 3 (because user-mode
programs are running in the �ring 3�, the least privileged mode).

Therefore, to select a GDT descriptor by index, we should set CS according to the
following simple formula:

CS = Index · 23 + 3.

So we can compute the CS values for 32-bit and 64-bit execution modes on Windows and
Linux using the respective GDT descriptor indexes 4 and 6:

CS32-bit = 0x23, CS64-bit = 0x33.

The last thing required to switch between 32-bit and 64-bit modes on x86 is the ability to
set the CS register. According to the x86 platform documentation, in user-mode this can
be done by the following instructions only [16, ch. 3.4.3, vol. 3A]:

1) Far Jump and Far Call: These instructions act like regular JMP and CALL
instructions, with the only di�erence: they not only change the instruction pointer,
but also change the code segment. They are available in both 32-bit and 64-bit mode,
but immediate values for the address are allowed in 32-bit mode only (EA cp and
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9A cp opcodes for JMP and CALL respectively), in 64-bit mode it is required to
store an address in memory �rst. Far Call also pushes the code segment on the stack
in addition to the return address.

2) Far Return: This instruction is a variant of a regular RET instruction that can also
change the code segment being complimentary to the Far Call instruction. It takes
both the target address and the code segment from the stack upon return.

3) Interrupt Return: While this instruction is designed for exception and interrupt
handling, in fact it is quite similar to the Far Return: it does the same thing, but
also restores EFLAGS register from the stack upon return.

3. Applications of 32-bit x86 mode for obfuscation
3.1. G e n e r a l l a c k o f s u p p o r t i n t h e r e v e r s e e n g i n e e r i n g t o o l s

Mode switching is not common in the regular programs, so there is little demand for
supporting it in the reverse engineering tools.

For example, none of the two most popular disassemblers, IDA and Ghidra, can
automatically detect x86 mode switching, so the user has to specify 32-bit regions manually.
Furthermore, Ghidra is completely lacking mixed mode support [17], so a binary with such
switches will have to be divided in parts to be analyzed, that is rather time consuming
and inconvenient. IDA does have mixed mode support, which can be used by creating new
segments in the program, but it is impossible to use the decompiler with these segments,
because IDA requires a correct disassembler version (32-bit or 64-bit) to be launched to
decompile respective binary: if the binary uses both modes, this is clearly impossible.

Therefore, just adding mode switching along with some important 32-bit code to the app
alone may make it much harder or even impossible to analyze with the reverse engineering
tools even if the attacker is aware of it being used in the program.

3.2. M a c h i n e c o d e m i s m a t c h

Assuming that reverse engineering tools are complicated to use with the mixed mode
binaries, one may try to disassemble any machine code as if it was 64-bit, this is also
what IDA and Ghidra do by default. This usually works, because most encodings of the
instructions remain unchanged in the 64-bit instruction set. Still, there are some exceptions
that may be made dangerous to the reverse engineering tools, because these tools will not
just fail to disassemble the code, but instead silently misunderstand it, possibly leaving the
attacker with incorrect decompiled code.

One of these exceptions is the family of one byte 4* (hex) machine codes [16, ch. B.1.2,
vol. 2D]:

� On 32-bit these machine codes are used for encoding the INC and DEC instructions,
one variant per register (16 total).

� On 64-bit they have been changed to encode the REX pre�x. This is not an instruction
on its own, instead, it modi�es the behavior of the instruction following it. Lower nibble
of its encoding is used as a bitmask with the following bits:

1) W� operand size override, makes operand size 64-bit;
2) R� extension of the ModR/M reg �eld, allows instruction use additional registers

introduced in 64-bit mode (R8-R15);
3) X� extension of the SIB index �eld;
4) B� extension of the ModR/M rm �eld or SIB base �eld, depending on the

instruction.
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If an instruction doesn't require a pre�x, for example, it is a no-op, the pre�x is silently
ignored independent of the �ags speci�ed [16, ch. 2.2.1, vol. 2A].

This ambiguity may be utilized to create machine code that executes di�erent depending
on the mode it is executed in:

1) First, zero out some register, e.g. EAX by using XOR EAX, EAX. This instruction
has the same machine code in both modes.

2) Place a 40 (hex) machine code. It will decode as INC EAX in 32-bit mode and as
REX pre�x otherwise. Here the di�erence appears: in 32-bit mode EAX will be set
to one, while in 64-bit mode it still remains zero.

3) Place a conditional jump depending on the zero �ag, e.g. JZ label. Both XOR and
INC instructions a�ect zero �ag, so it will be ZF=1 in 32-bit mode and ZF=0
otherwise, so the execution mode will de�ne whether the jump is taken. REX pre�x
will not a�ect this instruction in 64-bit mode.

An exact machine code illustration is available in the Table 1.

Ta b l e 1
Disassembly ambiguity

32-bit disassembly Machine code, hex 64-bit disassembly
XOR EAX, EAX 31 C0 XOR EAX, EAX

INC EAX 40
REX JZ 0x1337

JZ 0x1337 0F 84 37 13 00 00

This jump may be utilized to mislead the reverse engineer by forwarding the reverse
engineering tools to the wrong code, creating an enhanced machine code-level version of
the opaque predicates protection method.

3.3. D e p r e c a t e d i n s t r u c t i o n s

Some of the 32-bit x86 instructions are interesting for obfuscation on their own, but
were removed from the 64-bit instruction set. The ability to switch to 32-bit x86 mode
provides a possibility to use these instructions in the modern 64-bit programs.

One of the notable removed instruction sets is the Intel BCD instruction set, which
contains six instructions, including AAM and AAD. These instructions are used to correct
the result of binary-coded decimals multiplication and division, respectively. As noted
in [18], although they are designed for binary-coded decimals, any other non-10 base can
also be provided in the machine code form of these instructions, including zero. Due to
assembly source form only supporting decimal base for AAM and AAD instructions, reverse
engineering tools may be expected to miss other bases support.

According to the documentation, these instructions have the microcode implementations
shown in the Listings 1 and 2 [16, ch. 3.3, vol. 2A].

1 IF 64-Bit Mode

2 THEN

3 #UD;

4 ELSE

5 tempAL := AL;

6 AH := tempAL / imm8;

7 /* imm8 is the second byte of machine code 0xA by

default for AAM mnemonic */

8 AL := tempAL MOD imm8;

9 FI;
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Listing 1. AAM implementation

1 IF 64-Bit Mode

2 THEN

3 #UD;

4 ELSE

5 tempAL := AL;

6 tempAH := AH;

7 AL := (tempAL + (tempAH * imm8)) AND FFH;

8 /* imm8 is the second byte of machine code 0xA by

default for AAD mnemonic */

9 AH := 0;

10 FI;

Listing 2. AAD implementation

Using this information, one may easily implement some basic transforms of AX register.
One of the common register operations is zeroing, usually implemented as XOR EAX,
EAX for EAX register. Here we propose another implementation, done with AAM, AAD
and BSWAP use, it consists of the following steps:

1) AAM with base 1, which will set AL to zero (as anything MOD 1 is zero) and AH
will get the original AL value;

2) AAD with base 0, which will set AH to zero and AL will be increased by AH
multipled by zero, so it will keep its value;

3) BSWAP EAX, this is required because AAM and AAD instructions can only operate
on the lowest 16-bit half of the EAX register, so we swap these halves and continue
with another register half;

4) repeat steps 1-2 for another register half.

This implementation can also be used to zero other registers if needed, with an additional
pair of XCHG instructions required to swap target register with EAX and back. An example
implementation of this approach is available in the Listing 3.

1 /* Any register may be used here , or this part may be

omitted if EAX is to be zeroed */

2 XCHG EBX , EAX

3 /* Notation AAM (AAD) N is not official , but is supported

in some assemblers , N is used as imm8 value */

4 AAM 1

5 AAD 0

6 BSWAP EAX

7 AAM 1

8 AAD 0

9 XCHG EBX , EAX

Listing 3. Register zeroing using AAM and AAD

4. Implementation of the proposed obfuscation methods
4.1. M o d e s w i t c h s c o p e a n d l i m i t a t i o n s

As with regular pure 32-bit programs, a processor running a part of a program in the
32-bit mode is limited to only have 32-bit memory accesses and 32-bit registers, this puts
signi�cant limitations on the method applications, which we will review:
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1) First of all, the code running should reside in the lower 32 bits of virtual memory.
If executable is not built as a PIE binary (for Linux) or has no dynamicbase option
set (for Windows), it is possible to set an executable base in the appropriate area.
Furthermore, for Linux it is being done automatically, because the default base
address for most Linux compilers on x86-64 is 0x400000, for Windows, though,
it is 0x140000000, which is beyond 32-bit range and should be changed. For PIE
executables this method can be still used as long as there is no need to protect the
whole executable and application can map appropriate memory pages using mmap
or VirtualAlloc calls.

2) Protected part of the code shouldn't do any memory accesses to the heap or stack.
Both heap and stack are usually allocated above 4GB range, so they cannot be
accessed with 32-bit pointers. However, this limitation may not apply to the static
memory if it is allocated near executable code, e.g. in non-PIE Linux binaries, where
data usually starts at 0x600000.

3) Protected part of the code shouldn't do 64-bit arithmetics or use newer instructions
introduced in the 64-bit ISA. However, operations that are known to zero out
the upper half of 64-bit registers are allowed because x86-64 has automatic zero
expansion for operations involving 32-bit registers [16, ch. 3.4.1.1, vol. 1]. One of the
notable exceptions is register zeroing, which is commonly implemented as XOR Exy,
Exy instead of XOR Rxy, Rxy.

4) Protected part of the code shouldn't call any 64-bit functions and is recommended to
not use system calls. While it is possible to do syscalls from 32-bit mode sometimes,
for example, in Linux via x32 ABI, this may require changes in arguments and
system call numbers.

While these limitations seem rather strict, they are not very di�erent from the
limitations put by virtualization � a method commonly used for protecting the most
sensitive code parts [19]. Therefore, methods are still acceptable for math and cryptographic
applications, like license checking.

4.2. M o d e s w i t c h i m p l e m e n t a t i o n

The most straightforward way to change execution mode is using Far Jump instruction
considered in the Section 2. In 64-bit mode, it has to be used as indirect jump with address
stored in memory and pointed by register, while in 32-bit mode it is also available as an
immediate jump. During experiments it turned out that the stack pointer register (RSP)
gets truncated to 32 bits regardless of stack usage in the code, so it can be safely used as a
scratch register for jumping from 64-bit mode, as it gets corrupted anyway. Its value can be
saved in the RBP register, which doesn't get truncated and is closely related to the stack,
which shouldn't be used in 32-bit mode anyway to comply with the mode switch restrictions.
Original RBP value can be stored on the stack, while 64-bit indirect jump location and code
segment value may be placed anywhere in the executable �le. An implementation of this
method is available in the Listing 4.

1 PUSH RBP

2 MOV RBP , RSP

3 MOV RSP , offset bit32_data

4 JMP fword ptr [RSP]

5 bit32:

6 /* The following code is executed in 32-bit mode */

7 .code32
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8 XOR EAX , EAX

9 /* Return to the 64-bit mode */

10 JMP 0x33:offset bit64

11 bit64:

12 .code64

13 MOV RSP , RBP

14 POP RBP

15 /* Code execution continues as regular */

16
17 /* Location and CS value used for indirect far jump */

18 .section .rodata

19 bit32_data:

20 .int offset bit32

21 .short 0x23

Listing 4. Mode switch via Far Jump

4.3. S t e a l t h m o d e s w i t c h

During the evaluation of the Far Jump method, it was found that some reverse
engineering tools are unable to process this instruction at all. While this still renders them
useless, it doesn't allow one to apply the more advanced protection � fake disassembly and
decompilation, as proposed in the Section 3.2. While other methods noted in the Section 2
produce nearly the same results, there is one extra method that can be used � exception
handlers. Both Linux and Windows expose the processor context to the exception (signal)
handlers, so registers can be modi�ed directly, and this also includes the CS register. This
eliminates the problems that can appear with rare instruction forms like Far Jump or Far
Return, because they are not used anymore.

It should still be noted that exception (signal) handler should preserve the stack pointer
address, and the stack used while calling the handler should di�er from the current program
one, because the stack pointer is invalid due to truncation when the program is in the 32-bit
mode. In Linux, this can be done by using the sigaltstack system call that allows one to
specify the separate stack for signal handling.

However, causing exceptions in the code may look suspicious to the analyst and cause
problems in some reverse engineering tools, as they may seem to be unhandled. For example,
using the traditional UD2 instruction to throw an exception results in IDA setting function
end as soon as this instruction is encountered.

In this paper, we propose a stealth method to cause exceptions that doesn't a�ect
program listings, that is based on the optimizers abuse. Usually, reverse engineering tools
simplify the code during processing to remove the junk code. While this is e�cient against
constant obfuscation, this gives us a valuable opportunity: we can add an operation that
looks like a no-op to the optimizer, but still causes exception and so triggers our exception
handler.

The easiest way to achieve this is using some meaningless arithmetic operation, for
example, XOR some memory with zero. It is well known that applying XOR with zero to
the value doesn't alter it, so the optimizer may remove this instruction if it doesn't care
about possible side e�ects. The real processor, on the other side, will still try to read the
value from memory, and trigger an exception if the address is invalid.

An example implementation of this method is available in the Listings 5, 6 and 7.
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1 static void sighandler(int sno , siginfo_t *si, void *data)

2 {

3 static uintptr_t stack;

4 ucontext_t *uc = (ucontext_t *)data;

5 // Adjust RIP to skip the length

6 // of xor byte ptr [0x1337], 0

7 // It's 8 in 64-bit mode

8 if (uc->uc_mcontext.gregs[REG_CSGSFS] & 0x10)

9 uc->uc_mcontext.gregs[REG_RIP] += 8;

10 // It's 7 in 32-bit mode

11 else

12 uc->uc_mcontext.gregs[REG_RIP] += 7;

13 // We're switching from 64-bit , save stack ptr

14 if (uc->uc_mcontext.gregs[REG_CSGSFS] & 0x10)

15 stack = uc->uc_mcontext.gregs[REG_RSP ];

16 // Restore otherwise

17 else

18 uc->uc_mcontext.gregs[REG_RSP] = stack;

19 // Switch 0x23 <-> 0x33

20 uc->uc_mcontext.gregs[REG_CSGSFS] ^= 0x10;

21 }

Listing 5. Signal handler implementation

1 static void prepare_sighandler ()

2 {

3 // Setup an alternative stack for signal handler

4 // It doesn't matter if it is accessible from 32-bit

address space

5 char * stack = malloc(SIGSTKSZ);

6 stack_t ss = {

7 .ss_size = SIGSTKSZ ,

8 .ss_sp = stack ,

9 };

10 sigaltstack (&ss, 0);

11
12 // Specify signal handler

13 struct sigaction action_handler;

14
15 action_handler.sa_sigaction = sighandler;

16 action_handler.sa_flags = SA_ONSTACK | SA_SIGINFO;

17
18 sigaction(SIGSEGV , &action_handler , NULL);

19 }

Listing 6. Signal handler setup
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1 ...

2 XOR byte ptr [0x1337], 0

3 /* The following code is executed in 32-bit mode */

4 .code32

5 ...

6 /* Return to the 64-bit mode */

7 XOR byte ptr [0x1337], 0

8 .code64

9 ...

Listing 7. Stealth mode switch invocation

5. Software implementation
Being architecture-dependent, the proposed methods are di�cult to be implemented at

the source code or intermediate representation level. Therefore, machine code and assembly
transforms are the only desirable solutions available. While machine code transformation
is the most direct way to do machine-level obfuscations, it comes with major tradeo�s:

1) When working with machine code in the object �le form, software should be able
to distinguish between code and data reliably, and �nd instruction boundaries
for variable length instruction encodings. This is a complicated task, especially
provided that for machines with variable length instructions, it may be impossible
to disassemble machine code correctly at all, as noted in the Introduction section.

2) Adding any extra code, or replacing existing code with a code of a di�erent length,
is also extremely complex. While removing code (and replacing with a smaller one)
may be safely implemented by adding a corresponding number of one-byte NOP
instructions, adding extra bytes to the code requires recomputing all relative o�sets
in the code, which include not only instructions but also data, which may have
addresses stored in an unpredictable format.

Considering these problems, assembly transform was chosen as an implementation
approach. It has other possible issues to consider, but they turned out to be manageable as
long as GNU Assembler is used:

1) Assembler may be unable to produce mixed mode machine code, supporting only
one variant of x86 at a time. While this may also be managed by carefully choosing
instructions, so they match in both architectures, GNU Assembler provides a easier
solution by supporting .code32 and .code64 directives. These directives allow to
switch between 32-bit and 64-bit variant of x86, respectively.

2) Some machine code has no assembly representation, or there are multiple machine
codes equivalent to the same instruction. This may be solved by manually writing
machine code byte by byte using .byte directive.

For the easier integration with existing compilers and build systems, it was chosen to
implement obfuscation as a GNU Assembler proxy, which transforms the input and then
passes it, along with command-line �ags, to the original GNU Assembler, a scheme of this
process is available in the Fig. 3. This allows the tool to be used with any compiler that
supports the use of an external assembly, including the most popular open source compilers
GCC and Clang.

The proxy was implemented in Python programming language, processing the assembly
code as text, with no additional assembly parsers involved. This decision was made
considering the relative simplicity of the assembly language and the transformations applied.



Using x86 mode switching for program code protection 115

Compiler GNU 
Assembler
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assembly code

Command-line flags

Fig. 3. Obfuscating proxy diagram

It was decided to support the Intel x86 syntax only (not AT&T which some of the compilers
emit by default), but this is actually a limitation of the obfuscator prototype used in this
work, there is little problem in implementing support for other syntaxes if needed.

Another desirable property of the obfuscator is the ability to �ne-tune it right from
the source code of the program, specifying which obfuscations should be applied to a
particular function or a place in the program. Some of the obfuscators, e.g. Tigress, are
using command-line �ags for this kind of control, so the user has to specify all the functions
he would like to have obfuscated in these �ags. This approach was found to be impractical
for the two main reasons. First of all, it is complicated to pass command-line �ags to the
external assembler: while compilers may have options to pass �ags to assembler, they don't
really have to (there's still an option to use environment variables, but this is harder to
debug due to their automatic inheritance). And secondly, this is boring if the project is
large enough.

So another approach was proposed: introduce special macros that user can utilize right
in the source of the program to con�gure how it will be obfuscated. While the obfuscator
doesn't have direct access to the source code, because it works on the lower level, we may
de�ne these macros to emit some inline assembly our tool may process. To our luck, inline
assembly (at least in C/C++) gets emitted right in the place where it was de�ned, so this
may even be a middle of the function, giving the most precise control possible.

To not introduce unnecessary compatibility breakage, it was decided to make these
macros emit assembly comments keeping backward compatibility with the original
assembler if the user would like to build an unobfuscated copy without having to bother
about any compilation de�nes. Example of macros implementing this approach is available
in the Listing 8, example of the usage is available in the Listings 9 and 10.

1 #define OBF_DEF_LABEL(name) \

2 asm ( "#Obf_label " #name ":" )

3 #define OBF_FAKE_FUN(funname) \

4 asm ( "#Obf_fake_fun " #funname )

5 #define OBF_FAKE_JUMP(funname , retlabel) \

6 asm ( "#Obf_fake_jumpback " #funname " " #retlabel)

Listing 8. Macros emitting assembly comments

1 printf("This code is entirely visible\n");

2 OBF_FAKE_JUMP(fakefun , retlabel);

3 printf("This is the code to be hidden\n");

4 OBF_DEF_LABEL(retlabel);

5 printf("Code continues\n");

Listing 9. A code fragment using proposed macros
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1 lea rdi , .LC0[rip]

2 call puts@PLT

3 #Obf_fake_jumpback fakefun retlabel

4 lea rdi , .LC1[rip]

5 call puts@PLT

6 #Obf_label retlabel:

7 lea rdi , .LC2[rip]

8 call puts@PLT

Listing 10. An assembly code generated by the compiler

6. Results
6.1. T e s t i n g m e t h o d o l o g y

To check the impact of the proposed methods, the following test cases were chosen:

1) A 64-bit program that implements the method described in the Section 3.2 using a
Far Jump instruction described in the Section 4.2. Tools that do not support mode
switching at all will also automatically fail this test.

2) A 64-bit program that implements the method described in the Section 3.2 using a
stealth mode switch proposed in the Section 4.3.

3) A 32-bit program that implements the method described in the Section 3.3. The
program is chosen to be built as 32-bit instead of 64-bit so that the tools that fail
the previous tests may still pass it independently.

The following reverse engineering tools were chosen for testing:

1) IDA Pro � a popular commercial interactive disassembler with a decompiler [20].
Testing is done both for a disassembler and a decompiler.

2) Ghidra � a popular open source disassembler with a decompiler [21]. Testing is done
both for a disassembler and a decompiler.

3) Valgrind � a dynamic binary instrumentation framework [22]. During the test, it is
required to execute a program correctly.

4) Angr � an open source binary analysis platform for Python commonly used as a
symbolic execution tool [23]. During the test, it is required to reach a particular
path in the program. It was tested with two di�erent binary lifters, default PyVEX
(based on Valgrind) and P-code (based on Ghidra).

The program chosen for the testing is available in the Listing 11. It imitates a very simple
license check with the use of obfuscation macros implementing the method used in tests 1
and 2, OBF_FAKE_JUMP macro inserts a jump intended to be seen by a decompiler
only, while OBF_DEF_LABEL de�nes a label where execution should return to. Due to
the availability of two di�erent code paths, this code is also applicable for using with Angr,
and an explicit register zeroing also makes it possible to test the method from the test 3, so
this single code covers all scenarios required. The environment used for all tests was Linux
with the GCC compiler, and all 64-bit tests were compiled with �-no-pie� �ag speci�ed.

1 #include <stdio.h>

2 #include <obf_defines.h>

3
4 static int user_input;

5 static int check_result;

6 int main()
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7 {

8 puts("Please enter license code:");

9 scanf("%d", &user_input);

10 OBF_FAKE_JUMP(fakefun , retlabel);

11 // This is the real code supposed to be hidden

12
13 // We make sure that zeroing is done with a register

14 // so we can also apply a method described in 2.3

15 register int valid_value = 0;

16 for (int i = 0; i < 10; i++)

17 valid_value += i * i;

18 check_result = valid_value == user_input;

19 OBF_DEF_LABEL(retlabel);

20 if (check_result)

21 puts("License check passed");

22 else

23 puts("License check failed");

24 return 0;

25 }

26
27 void fakefun ()

28 {

29 // Fake code supposed to be seen by the decompiler

30 int valid_value = 0;

31 for (int i = 0; i < 1337; i++)

32 valid_value += i * i;

33 check_result = valid_value == user_input;

34 }

Listing 11. The code used for testing

6.2. F a r J u m p e x p e r i m e n t r e s u l t s

The following results were observed for the program built with �machine code mismatch�
obfuscation enabled with Far Jump mode switching implementation:

� IDA Pro has successfully identi�ed the Far Jump instruction, but it was unable to �nd its
destination, even though it was written in plain bytes. The code following this instruction
was considered to be data. After correcting this mistake, the code was disassembled as
a pair of XOR and JMP instructions, with no signs of REX pre�x or INC instruction.
The decompiler has been unable to follow the function past the Far Jump instruction.

� Ghidra has successfully identi�ed the Far Jump instruction and its destination. The
code following it was also disassembled, but the mode change was not noticed, so INC
instruction wasn't found and REX pre�x was omitted. Interestingly enough, Ghidra has
also been able to disassemble an immediate Far Jump (EA opcode) correctly despite
it being disallowed in 64-bit mode. The decompiler has been able to decompile the
whole function �correctly� respectively to the generated disassembly, e�ectively making
a decompiler show the fake program listing provided by the obfuscation.

� Valgrind has been unable to execute the program past the �rst (64-bit) Far Jump
instruction, reporting �unhandled instruction bytes� error, with its bytes followed.
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� Angr has been unable to execute the Far Jump instruction with an IR decoding error
when PyVEX was used. After switching to the P-code lifter, the execution has succeeded,
but the path found belonged to the fake code inserted by the obfuscator.

6.3. S t e a l t h m o d e s w i t c h e x p e r i m e n t r e s u l t s

The program was built in the same way as in the previous experiment, except that it
used the implementation of stealth mode switching, and this change had a big impact on
the results:

� Both IDA Pro and Ghidra have successfully disassembled the code in a 64-bit mode,
ignoring the REX / INC byte. Both decompilers have successfully decompiled the fake
function they were intended to show by the obfuscation, completely ignoring the XOR
operation causing the memory error, that is used for the stealth mode switching.

� Valgrind has been unable to execute the program past mode switch with multiple
�unhandled instruction bytes� and �invalid read� errors reported. Instead of crashing,
the program has stuck.

� Angr has successfully executed the code and found a path in the fake code with PyVEX.
In the P-code mode, execution has failed with error �CALLOTHER emulation not
currently supported�.

6.4. D e p r e c a t e d i n s t r u c t i o n s e x p e r i m e n t r e s u l t s

In this experiment, the program was built with �deprecated instructions� obfuscation
enabled in 32-bit mode, so there was no mode switching in the program. The following
results were observed:

� IDA Pro has successfully disassembled the AAM and AAD instructions, along with
their machine code-level base arguments. The decompiler has failed to optimize this
construction, leaving it in the inline assembly form.

� Ghidra has successfully disassembled the AAM and AAD instructions, along with their
arguments. The decompiler has been able to optimize the construction to the variable
zeroing, beating the obfuscation.

� Valgrind has been unable to execute the program past the �rst non-standard AAM
instruction, reporting �unhandled instruction bytes� error, with its bytes followed.

� Angr has been able to �nd a correct answer with both lifters. This is surprising, provided
that Valgrind failed to execute the non-standard AAM / AAD forms, but as seen in the
warning logs, this support has been manually implemented in PyVEX in 2022, according
to the commit history [24].

6.5. R e s u l t s s u m m a r y a n d e v a l u a t i o n

Systemized results of the experiments are available in the Table 2.

Ta b l e 2
Observed results

Tool Far Jump Stealth Deprecated instr.
IDA Pro Failure Fake code Success

IDA Pro (dec.) Failure Fake code Failure
Ghidra Fake code Fake code Success

Ghidra (dec.) Fake code Fake code Success
Valgrind Failure Failure Failure

Angr (PyVEX) Failure Fake code Success
Angr (P-code) Fake code Failure Success
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As can be seen in the table, mode switching defeats all the tools evaluated. Stealth
mode switching is particularly e�cient against reverse engineering, because it allows the
attacker to see the fake code instead of a real one in most tools, as fake code is much more
dangerous to the reverse engineer than a not working tool, because it draws no attention
and possibly makes the attacker waste time on it.

Deprecated instructions obfuscation is not as e�cient against modern tools, though:
it still breaks IDA Pro decompiler, making reverse engineering inconvenient, but has little
impact on the other tools. However, it may be e�ective against less popular and less actively
supported tools than those supported at the time of writing, since even Angr only recently
received proper support for these instructions (in PyVEX and general P-code support).

7. Conclusion
A novel obfuscation approach is presented, that is not only e�cient against the most

popular reverse engineering tools, but also has some unique properties.
First, it allows one to build a code that looks di�erent from a disassembler and

decompiler output dramatically without using any runtime code modi�cation, an approach
commonly used for this task in packers and protectors. This opens an opportunity to use
this method on the most protected operating systems, which deny any modi�cation of
executable code in runtime. It is also extremely useful against casual reverse engineers that
rely on the decompiler only: they have zero chance to know what is actually going on in the
protected parts of the program, because this information is not shown in the decompiler
output at all.

Secondly, �xing reverse engineering tools to �ght this approach is complicated and
most possibly time-consuming, because it involves implementing a possibility to switch
architectures in the single program. While this was implemented in the past for the ARM-
Thumb transitions, a motivation to do so for x86 is incomparably less, as this feature is not
used in the real-world applications.

The deprecated instructions use doesn't look as promising on its own in a 32-bit mode,
but it is still useful in combination with mode switching, because forcing the code to be
disassembled as 64-bit will make these instructions impossible to disassemble for a standard-
compliant disassembler, confusing the attacker.

While there is no performance evaluation of the methods in this paper, it is possible
to eliminate most of the possible slowdowns with the ability to �ne-tune methods usage
straight from the source code, thanks to the proposed obfuscation control approach.
Nevertheless, it is possible to approximate the time of a mode switching by analyzing
the code to be equal to a few context switches worst case, which is barely noticeable unless
used in heavy cycles.
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Èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü ïðîáëåìû ôàêòîðèçàöèè öåëûõ ÷èñåë. Äàí-
íàÿ ïðîáëåìà, âîñõîäÿùàÿ åù¼ ê Ãàóññó, èìååò âàæíîå çíà÷åíèå äëÿ ñîâðåìåííîé
êðèïòîãðàôèè. Íàïðèìåð, íà ïðåäïîëîæåíèè î å¼ òðóäíîðàçðåøèìîñòè îñíîâûâà-
åòñÿ êðèïòîñòîéêîñòü ñèñòåìû øèôðîâàíèÿ ñ îòêðûòûì êëþ÷îì RSA. Â ðàáîòå
äîêàçûâàåòñÿ, ÷òî ïðè óñëîâèÿõ òðóäíîðàçðåøèìîñòè ýòîé ïðîáëåìû â õóäøåì
ñëó÷àå è P = BPP äëÿ å¼ ðåøåíèÿ íå ñóùåñòâóåò ïîëèíîìèàëüíîãî ñèëüíî ãå-
íåðè÷åñêîãî àëãîðèòìà. Ñèëüíî ãåíåðè÷åñêèé àëãîðèòì ðåøàåò ïðîáëåìó íå íà
âñ¼ì ìíîæåñòâå âõîäîâ, à íà ïîäìíîæåñòâå, ïîñëåäîâàòåëüíîñòü îòíîñèòåëüíûõ
ïëîòíîñòåé êîòîðîãî ïðè óâåëè÷åíèè ðàçìåðà ýêñïîíåíöèàëüíî áûñòðî ñõîäèòñÿ
ê åäèíèöå. Äëÿ äîêàçàòåëüñòâà èñïîëüçóåòñÿ ìåòîä ãåíåðè÷åñêîé àìïëèôèêàöèè,
êîòîðûé ïîçâîëÿåò ñòðîèòü ãåíåðè÷åñêè òðóäíûå ïðîáëåìû èç ïðîáëåì, òðóäíûõ
â õóäøåì ñëó÷àå. Îñíîâíûì èíãðåäèåíòîì ýòîãî ìåòîäà ÿâëÿåòñÿ îáúåäèíåíèå ýê-
âèâàëåíòíûõ âõîäîâ â äîñòàòî÷íî áîëüøèå ìíîæåñòâà. Ýêâèâàëåíòíîñòü âõîäîâ
îçíà÷àåò, ÷òî ðàññìàòðèâàåìàÿ ïðîáëåìà íà íèõ ðåøàåòñÿ îäèíàêîâî.

Êëþ÷åâûå ñëîâà: ãåíåðè÷åñêàÿ ñëîæíîñòü, ôàêòîðèçàöèÿ öåëûõ ÷èñåë.

ON GENERIC COMPLEXITY OF THE INTEGER FACTORIZATION
PROBLEM

A.N. Rybalov

Sobolev Institute of Mathematics, Omsk, Russia

In the paper, we study the generic complexity of the integer factorization problem.
This problem, which goes back to Gauss, has important applications in modern cryp-
tography. For example, the cryptographic strength of the famous public key encryp-
tion system RSA is based on the assumption of its hardness. We prove that under the
condition of worst-case hardness and P = BPP for the problem of integer factorization
there is no polynomial strongly generic algorithm. A strongly generic algorithm solves
a problem not on the entire set of inputs, but on a subset whose frequency sequence
converges exponentially to 1 with increasing size. To prove this theorem, we use the
method of generic amplification, which allows to construct generically hard problems
from the problems hard in the classical sense. The main component of this method is

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ, ïðîåêò FWNF-2022-0003.
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the cloning technique, which combines problem inputs together into sufficiently large
sets of equivalent inputs. Equivalence is understood in the sense that the problem is
solved similarly for them.

Keywords: generic complexity, integer factorization.

Ââåäåíèå
Ïðîáëåìà ôàêòîðèçàöèè (ðàçëîæåíèÿ íà ìíîæèòåëè) öåëûõ ÷èñåë ÿâëÿåòñÿ êëàñ-

ñè÷åñêîé àëãîðèòìè÷åñêîé ïðîáëåìîé òåîðèè ÷èñåë, âîñõîäÿùåé åù¼ ê Ãàóññó. Äëÿ íå¼
äî ñèõ ïîð íå íàéäåíû ýôôåêòèâíûå (ïîëèíîìèàëüíûå) àëãîðèòìû [1]. Íà ïðåäïîëî-
æåíèè î òðóäíîðàçðåøèìîñòè ïðîáëåìû ôàêòîðèçàöèè îñíîâàíà çíàìåíèòàÿ ñèñòåìà
øèôðîâàíèÿ ñ îòêðûòûì êëþ÷îì RSA [2].

Â ñîâðåìåííîé êðèïòîãðàôèè èíòåðåñíû òàêèå ïðîáëåìû, êîòîðûå, ÿâëÿÿñü (ãèïî-
òåòè÷åñêè) òðóäíûìè â êëàññè÷åñêîì ñìûñëå, îñòàþòñÿ òðóäíûìè è â ãåíåðè÷åñêîì
ñìûñëå, ò. å. äëÿ ïî÷òè âñåõ âõîäîâ. Ýòî îáúÿñíÿåòñÿ òåì, ÷òî ïðè ñëó÷àéíîé ãåíåðà-
öèè êëþ÷åé â êðèïòîãðàôè÷åñêîì àëãîðèòìå ïðîèñõîäèò ãåíåðàöèÿ âõîäà íåêîòîðîé
òðóäíîé àëãîðèòìè÷åñêîé ïðîáëåìû, ëåæàùåé â îñíîâå àëãîðèòìà. Åñëè ïðîáëåìà áó-
äåò ëåãêîðàçðåøèìîé ïî÷òè âñåãäà, òî äëÿ ïî÷òè âñåõ òàêèõ âõîäîâ åå ìîæíî áóäåò
áûñòðî ðåøèòü è êëþ÷è ïî÷òè âñåãäà áóäóò íåñòîéêèìè. Ïîýòîìó ïðîáëåìà äîëæíà
áûòü òðóäíîé äëÿ ïî÷òè âñåõ âõîäîâ. Íàïðèìåð, òàêèì ïîâåäåíèåì îáëàäàþò êëàñ-
ñè÷åñêèå àëãîðèòìè÷åñêèå ïðîáëåìû êðèïòîãðàôèè: ïðîáëåìà ðàñïîçíàâàíèÿ êâàäðà-
òè÷íûõ âû÷åòîâ [3], ïðîáëåìà äèñêðåòíîãî ëîãàðèôìà [4], ïðîáëåìà èçâëå÷åíèÿ êîðíÿ
â ãðóïïàõ âû÷åòîâ [5] (ïðîáëåìà îáðàùåíèÿ ôóíêöèè RSA).

Ãåíåðè÷åñêèé ïîäõîä [6] � ýòî îäèí èç ïîäõîäîâ ê èçó÷åíèþ àëãîðèòìè÷åñêèõ ïðî-
áëåì äëÿ ¾ïî÷òè âñåõ¿ âõîäîâ. Â ðàìêàõ ýòîãî ïîäõîäà àëãîðèòìè÷åñêàÿ ïðîáëåìà
ðàññìàòðèâàåòñÿ íå íà âñ¼ì ìíîæåñòâå âõîäîâ, à íà íåêîòîðîì ïîäìíîæåñòâå ¾ïî÷òè
âñåõ¿ âõîäîâ. Òàêèå âõîäû îáðàçóþò òàê íàçûâàåìîå ãåíåðè÷åñêîå ìíîæåñòâî. Ïîíÿ-
òèå ¾ïî÷òè âñå¿ ôîðìàëèçóåòñÿ ââåäåíèåì åñòåñòâåííîé ìåðû íà ìíîæåñòâå âõîäíûõ
äàííûõ. Ñ òî÷êè çðåíèÿ ïðàêòèêè àëãîðèòìû, ðåøàþùèå áûñòðî ïðîáëåìó íà ãåíåðè-
÷åñêîì ìíîæåñòâå, òàê æå õîðîøè, êàê è áûñòðûå àëãîðèòìû äëÿ âñåõ âõîäîâ.

Â äàííîé ðàáîòå èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü ïðîáëåìû ôàêòîðèçàöèè öåëûõ
÷èñåë. Äîêàçûâàåòñÿ, ÷òî ïðè óñëîâèè òðóäíîðàçðåøèìîñòè ýòîé ïðîáëåìû â õóäøåì
ñëó÷àå è P = BPP äëÿ íå¼ íå ñóùåñòâóåò ïîëèíîìèàëüíîãî ñèëüíî ãåíåðè÷åñêîãî àëãî-
ðèòìà. Ñèëüíî ãåíåðè÷åñêèé àëãîðèòì ðåøàåò ïðîáëåìó íå íà âñ¼ì ìíîæåñòâå âõîäîâ,
à íà ïîäìíîæåñòâå, ïîñëåäîâàòåëüíîñòü îòíîñèòåëüíûõ ïëîòíîñòåé êîòîðîãî ïðè óâå-
ëè÷åíèè ðàçìåðà ýêñïîíåíöèàëüíî áûñòðî ñõîäèòñÿ ê åäèíèöå. Êëàññ BPP ñîñòîèò èç
ïðîáëåì, ðàçðåøèìûõ çà ïîëèíîìèàëüíîå âðåìÿ íà âåðîÿòíîñòíûõ ìàøèíàõ Òüþðèí-
ãà. Ñ÷èòàåòñÿ, ÷òî êëàññ BPP ñîâïàäàåò ñ êëàññîì P, òî åñòü ëþáîé ïîëèíîìèàëüíûé
âåðîÿòíîñòíûé àëãîðèòì ìîæíî ýôôåêòèâíî äåðàíäîìèçèðîâàòü, ïîñòðîèâ ïîëèíîìè-
àëüíûé àëãîðèòì, íå èñïîëüçóþùèé ãåíåðàòîð ñëó÷àéíûõ ÷èñåë è ðåøàþùèé òó æå
ñàìóþ ïðîáëåìó. Õîòÿ ðàâåíñòâî P = BPP äî ñèõ ïîð íå äîêàçàíî, èìåþòñÿ âåñêèå
îñíîâàíèÿ â ïîëüçó íåãî [7].

1. Ãåíåðè÷åñêèå àëãîðèòìû
Ïóñòü I �íåêîòîðîå ìíîæåñòâî âõîäîâ. Äëÿ ïîäìíîæåñòâà S ⊆ I îïðåäåëèì ïîñëå-

äîâàòåëüíîñòü îòíîñèòåëüíûõ ïëîòíîñòåé

ρn(S) =
|Sn|
|In|

, n = 1, 2, 3, . . . ,
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ãäå In �ìíîæåñòâî âõîäîâ ðàçìåðà n, à Sn = S ∩ In. Çàìåòèì, ÷òî ρn(S)� ýòî âåðîÿò-
íîñòü ïîïàñòü â S ïðè ñëó÷àéíîé è ðàâíîâåðîÿòíîé ãåíåðàöèè âõîäîâ èç In. Â äàííîé
ðàáîòå ìíîæåñòâîì âõîäîâ äëÿ àëãîðèòìîâ ÿâëÿåòñÿ ìíîæåñòâî íàòóðàëüíûõ ÷èñåë,
çàïèñàííûõ â äâîè÷íîé ôîðìå. Ïîä ðàçìåðîì íàòóðàëüíîãî ÷èñëà ïîíèìàåì äëèíó
åãî äâîè÷íîé çàïèñè.

Àñèìïòîòè÷åñêîé ïëîòíîñòüþ ìíîæåñòâà S íàçîâåì âåðõíèé ïðåäåë

ρ(S) = lim
n→∞

ρn(S).

Ìíîæåñòâî S íàçûâàåòñÿ ãåíåðè÷åñêèì, åñëè ρ(S) = 1, è ïðåíåáðåæèìûì, åñëè
ρ(S) = 0. Î÷åâèäíî, ÷òî S ãåíåðè÷åñêîå òîãäà è òîëüêî òîãäà, êîãäà åãî äîïîëíåíèå
I \ S ïðåíåáðåæèìî.

Ñëåäóÿ [6], íàçîâ¼ì ìíîæåñòâî S ñèëüíî ïðåíåáðåæèìûì, åñëè ïîñëåäîâàòåëü-
íîñòü ρn(S) ýêñïîíåíöèàëüíî áûñòðî ñõîäèòñÿ ê íóëþ, ò. å. ñóùåñòâóþò êîíñòàíòû σ,
0 < σ < 1, è C > 0, òàêèå, ÷òî äëÿ ëþáîãî n

ρn(S) < Cσn.

Òåïåðü S íàçûâàåòñÿ ñèëüíî ãåíåðè÷åñêèì, åñëè åãî äîïîëíåíèå I \S ñèëüíî ïðåíåáðå-
æèìî.

Àëãîðèòì A ñ ìíîæåñòâîì âõîäîâ I è ìíîæåñòâîì âûõîäîâ J ∪ {?} (? /∈ J) íàçû-
âàåòñÿ (ñèëüíî) ãåíåðè÷åñêèì, åñëè:

1) A îñòàíàâëèâàåòñÿ íà âñåõ âõîäàõ èç I;
2) ìíîæåñòâî {x ∈ I : A(x) ̸= ?} ÿâëÿåòñÿ (ñèëüíî) ãåíåðè÷åñêèì.
Ãåíåðè÷åñêèé àëãîðèòì A âû÷èñëÿåò ôóíêöèþ f : I → J , åñëè (A(x) = y ∈ J) ⇒

⇒ (f(x) = y) äëÿ âñåõ x ∈ I. Ñèòóàöèÿ A(x) = ? îçíà÷àåò, ÷òî A íå ìîæåò âû÷èñëèòü
ôóíêöèþ f íà àðãóìåíòå x. Íî óñëîâèå 2 ãàðàíòèðóåò, ÷òî A êîððåêòíî âû÷èñëÿåò f íà
ïî÷òè âñåõ âõîäàõ (âõîäàõ èç ãåíåðè÷åñêîãî ìíîæåñòâà). Ìíîæåñòâî S ⊆ I íàçûâàåòñÿ
(ñèëüíî) ãåíåðè÷åñêè ðàçðåøèìûì çà ïîëèíîìèàëüíîå âðåìÿ, åñëè ñóùåñòâóåò (ñèëü-
íî) ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àëãîðèòì, âû÷èñëÿþùèé åãî õàðàêòåðèñòè÷åñêóþ
ôóíêöèþ.

2. Âåðîÿòíîñòíûå àëãîðèòìû
Íàïîìíèì íåêîòîðûå ïîíÿòèÿ êëàññè÷åñêîé òåîðèè ñëîæíîñòè âû÷èñëåíèé. Âðå-

ìÿ ðàáîòû tM(x) ìàøèíû Òüþðèíãà M íà âõîäå x ∈ I � ýòî ÷èñëî øàãîâ ìàøèíû îò
íà÷àëà ðàáîòû äî îñòàíîâêè. Åñëè M íà x íå îñòàíàâëèâàåòñÿ, ïîëàãàåì tM(x)=∞.
Ìàøèíà Òüþðèíãà M ïîëèíîìèàëüíà, åñëè ñóùåñòâóåò ïîëèíîì p(n), òàêîé, ÷òî äëÿ
ëþáîãî x ∈ I èìååò ìåñòî tM(x) < p(|x|). Êëàññ P ñîñòîèò èç ïîäìíîæåñòâ I, ðàñïî-
çíàâàåìûõ ïîëèíîìèàëüíûìè ìàøèíàìè Òüþðèíãà.

Âåðîÿòíîñòíàÿ ìàøèíà Òüþðèíãà� ýòî ìàøèíà Òüþðèíãà, â ïðîãðàììå êîòîðîé
äîïóñêàþòñÿ ïàðû ïðàâèë âèäà

(qi, a)→ (qj, b, S1),

(qi, a)→ (qk, c, S2).

Â ïðîöåññå ðàáîòû òàêîé ìàøèíû ñ âåðîÿòíîñòüþ 1/2 âûáèðàåòñÿ ïåðâîå ïðàâèëî è
ñ âåðîÿòíîñòüþ 1/2� âòîðîå. Îáîçíà÷èì ÷åðåç P[M(x) = y] âåðîÿòíîñòü òîãî, ÷òî ìà-
øèíàM íà âõîäå x âûäà¼ò îòâåò y. Âðåìÿ ðàáîòû tM(x, τ) âåðîÿòíîñòíîé ìàøèíû Òüþ-
ðèíãà íà âõîäå x çàâèñèò îò âû÷èñëèòåëüíîãî ïóòè (ïîñëåäîâàòåëüíîñòè âûïîëíåííûõ
êîìàíä) τ . Ïðîáëåìà S ⊆ I ïðèíàäëåæèò êëàññó BPP, åñëè ñóùåñòâóåò âåðîÿòíîñòíàÿ
ìàøèíà Òüþðèíãà M è ïîëèíîì p(n), òàêèå, ÷òî:
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1) äëÿ ëþáîãî x è äëÿ ëþáîãî âû÷èñëèòåëüíîãî ïóòè τ ìàøèíû M íà x èìååò
ìåñòî tM(x, τ) < p(|x|);

2) åñëè x ∈ S, òî P[M(x) = 1] > 2/3;
3) åñëè x /∈ S, òî P[M(x) = 0] > 2/3.

Âåðîÿòíîñòíûå ìàøèíû Òüþðèíãà ôîðìàëèçóþò ïîíÿòèå àëãîðèòìà, èñïîëüçóþ-
ùåãî ãåíåðàòîð ñëó÷àéíûõ ÷èñåë. Êëàññ BPP� ýòî êëàññ ïðîáëåì, ýôôåêòèâíî ðåøà-
åìûõ òàêèìè âåðîÿòíîñòíûìè àëãîðèòìàìè. Áîëüøèíñòâî ñïåöèàëèñòîâ ïî òåîðåòè÷å-
ñêîé èíôîðìàòèêå ñåé÷àñ ñ÷èòàåò, ÷òî èìååò ìåñòî ðàâåíñòâî P = BPP. Ýòî îçíà÷àåò,
÷òî ëþáîé ïîëèíîìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì ìîæíî ýôôåêòèâíî äåðàíäîìè-
çèðîâàòü, ò. å. ïîñòðîèòü ïîëèíîìèàëüíûé äåòåðìèíèðîâàííûé àëãîðèòì, ðåøàþùèé
òó æå çàäà÷ó. Õîòÿ ðàâåíñòâî ïîêà íå äîêàçàíî, èìåþòñÿ ñåðü¼çíûå ðåçóëüòàòû â åãî
ïîëüçó [7].

3. Ïðîáëåìà ôàêòîðèçàöèè öåëûõ ÷èñåë
Ïðîáëåìà ôàêòîðèçàöèè öåëûõ ÷èñåë ñîñòîèò â ñëåäóþùåì. Äàíî íàòóðàëüíîå ÷èñ-

ëî N , çàïèñàííîå â äâîè÷íîé ñèñòåìå. Íåîáõîäèìî íàéòè åãî ðàçëîæåíèå â ïðîèçâåäå-
íèå ñòåïåíåé ïðîñòûõ ÷èñåë: N = pk11 . . . pkmm .

Ëåììà 1. Ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì, êîòîðûé äëÿ ëþáûõ íàòóðàëü-
íûõ ÷èñåë N è M ïî ðàçëîæåíèþ íà ïðîñòûå ìíîæèòåëè èõ ïðîèçâåäåíèÿ NM =
= pk11 . . . pkmm íàõîäèò ðàçëîæåíèå íà ïðîñòûå ìíîæèòåëè îòäåëüíî äëÿ ÷èñåë N è M .

Äîêàçàòåëüñòâî. Èñêîìûé ïîëèíîìèàëüíûé àëãîðèòì ðàáîòàåò ñëåäóþùèì
îáðàçîì. Äëÿ êàæäîãî ïðîñòîãî ÷èñëà pi, âõîäÿùåãî â ñòåïåíè ki â ðàçëîæåíèå ÷èñ-
ëàNM , ïûòàåìñÿ ðàçäåëèòüN ñíà÷àëà íà pi. ÅñëèN äåëèòñÿ íà pi áåç îñòàòêà, òîN/pi
äåëèì íà pi. È òàê äàëåå äî òåõ ïîð, ïîêà íå ïîëó÷èì íåíóëåâîé îñòàòîê îò äåëåíèÿ.
Òåì ñàìûì íàõîäèì ìàêñèìàëüíóþ ñòåïåíü si ïðîñòîãî pi, âõîäÿùóþ â ðàçëîæåíèå
÷èñëà N . Ïðîäåëàâ ýòî äëÿ âñåõ pi, íàéä¼ì èñêîìîå ðàçëîæåíèå N = psi1 . . . p

sm
m . Òîãäà

M = pki−si1 . . . pkm−sm
m .

Ïîëèíîìèàëüíîñòü àëãîðèòìà ñëåäóåò èç òîãî, ÷òî îïåðàöèÿ äåëåíèÿ ñ îñòàòêîì
ïðîâîäèòñÿ çà ïîëèíîìèàëüíîå âðåìÿ è êîëè÷åñòâî ïðîñòûõ ìíîæèòåëåé â ðàçëîæåíèè
÷èñëà NM îãðàíè÷åíî âåëè÷èíîé log(NM), òî åñòü ðàçìåðîì âõîäà.

4. Îñíîâíîé ðåçóëüòàò
Òåîðåìà 1. Åñëè ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àëãîðèòì,

ðåøàþùèé ïðîáëåìó ôàêòîðèçàöèè öåëûõ ÷èñåë, òî ñóùåñòâóåò âåðîÿòíîñòíûé ïîëè-
íîìèàëüíûé àëãîðèòì, ðåøàþùèé ýòó ïðîáëåìó íà âñ¼ì ìíîæåñòâå âõîäîâ.

Äîêàçàòåëüñòâî. Äîïóñòèì, ÷òî ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêèé ïîëèíîìè-
àëüíûé àëãîðèòì A, ðåøàþùèé ïðîáëåìó ôàêòîðèçàöèè. Ïîñòðîèì âåðîÿòíîñòíûé
ïîëèíîìèàëüíûé àëãîðèòì B, ðåøàþùèé ýòó ïðîáëåìó íà âñ¼ì ìíîæåñòâå âõîäîâ. Íà
íàòóðàëüíîì ÷èñëå N ðàçìåðà n (2n ⩽ N < 2n+1) àëãîðèòì B ðàáîòàåò ñëåäóþùèì
îáðàçîì:

1) ãåíåðèðóåò ñëó÷àéíî è ðàâíîâåðîÿòíî íàòóðàëüíîå ÷èñëî M ðàçìåðà n2 − n;
2) çàïóñêàåò àëãîðèòì A íà ÷èñëå NM ;
3) åñëè A(NM) ̸=?, òî åñòü àëãîðèòì âûäà¼ò ðàçëîæåíèå NM = pk11 . . . pkmm , òî ïî

ëåììå 1 íàõîäèì çà ïîëèíîìèàëüíîå âðåìÿ ðàçëîæåíèå íà ïðîñòûå ìíîæèòåëè
äëÿ ÷èñëà N ;

4) åñëè A(NM) = ?, òî âûäà¼ò îòâåò 2.
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Çàìåòèì, ÷òî ïîëèíîìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì B âûäà¼ò ïðàâèëüíûé îòâåò
íà øàãå 3, à íà øàãå 4 ìîæåò âûäàòü íåïðàâèëüíûé îòâåò. Íóæíî äîêàçàòü, ÷òî âåðî-
ÿòíîñòü òîãî, ÷òî îòâåò âûäà¼òñÿ íà øàãå 4, ìåíüøå 1/3.

Îöåíèì âåðîÿòíîñòü âûäà÷è îòâåòà íà øàãå 4. ×èñëîM èìååò ðàçìåð n2−n, çíà÷èò,
ðàçìåð ÷èñëà NM ðàâåí n2 − n+ n = n2. Âåðîÿòíîñòü òîãî, ÷òî äëÿ NM èìååò ìåñòî
A(NM) = ?, íå áîëüøå

|{K ∈ N : A(K) = ?}n2|
|{NM :M ∈ Nn2−n}n2|

=
|{K ∈ N : A(K) = ?}n2 |

|Nn2|
|Nn2 |

|{NM :M ∈ Nn2−n}n2|
=

=
|{K ∈ N : A(K) = ?}n2|

|Nn2|
2n

2

2n2−n = 2n
|{K ∈ N : A(K) = ?}n2|

|Nn2|
.

Òàê êàê ìíîæåñòâî {K ∈ N : A(K) = ?} ñèëüíî ïðåíåáðåæèìîå, òî ñóùåñòâóåò êîí-
ñòàíòà α > 0, òàêàÿ, ÷òî

|{K ∈ N : A(K) = ?}n2|
|Nn2|

<
1

2αn2

äëÿ ëþáîãî n. Ïîýòîìó èñêîìàÿ âåðîÿòíîñòü îòâåòà íà øàãå 4 íå áîëüøå

2n

2αn2 =
1

2αn2−n <
1

3

ïðè áîëüøèõ n.

Òåîðåìà 2. Åñëè äëÿ ïðîáëåìû ôàêòîðèçàöèè íå ñóùåñòâóåò ïîëèíîìèàëüíîãî
àëãîðèòìà è P = BPP, òî äëÿ íå¼ íå ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêîãî ïîëèíîìèàëü-
íîãî àëãîðèòìà.

Äîêàçàòåëüñòâî. Ïóñòü ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêèé àëãîðèòì, ðåøàþùèé
ïðîáëåìó ôàêòîðèçàöèè. Òîãäà, ïî òåîðåìå 1, ñóùåñòâóåò âåðîÿòíîñòíûé ïîëèíîìè-
àëüíûé àëãîðèòì, ðåøàþùèé å¼ íà âñ¼ì ìíîæåñòâå âõîäîâ. Ýòîò æå àëãîðèòì ðå-
øàåò ñëåäóþùóþ ïðîáëåìó ðàñïîçíàâàíèÿ A, êîòîðàÿ ïîëèíîìèàëüíî ýêâèâàëåíòíà
ïðîáëåìå ôàêòîðèçàöèè: äàíû íàòóðàëüíûå ÷èñëà N è K, íóæíî îïðåäåëèòü, ñóùå-
ñòâóåò ëè íååäèíè÷íûé ìíîæèòåëü N ìåíüøå K. Òàêèì îáðàçîì, ïðîáëåìà A ëåæèò
â êëàññå BPP. Òàê êàê P = BPP, òî îíà ëåæèò è â êëàññå P, à çíà÷èò, äëÿ ïðîáëåìû
ôàêòîðèçàöèè ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì. Ïðîòèâîðå÷èå.
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