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DISCRETE DIFFERENTIATIONS AND INTEGRATIONS AND THEIR
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Generalized operations of discrete differentiation and integration are defined. Some of
their properties are given. A brief review of the results obtained earlier with the use
of these concepts in algebra and cryptography is given. A new message encryption
scheme based on these operations is proposed. We also show how they can be used
for authentication and key distribution.
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Bsenenue

B nacrosiee BpeMst BeJIETCS MHTEHCUBHBIN MONCK HOBBIX WHCTPYMEHTOB [IJIs pa3padoT-
KU KPANTOTpadUIeCKIX CXeM W TPOTOKOJIOB, B TOM YHCJI€ YCTONYUBBIX K aTakaM ¢ TOMO-
IO KBAHTOBBIX KOMIIBIOTEPOB. B jlanHoil pabore B KauecTBe TAKOI0 MHCTPYMEHTA [1Pe/I1a~
raiorcs 0600mEnnbIe TUCKpeTHbIe TuddepeHnupoBannd U UHTErpupoBanusd. Buepsbie aTu
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OTIEPAITUH OIPEICIeHbl aBTOpaMu B [1] m ucmosib30Bansl BTOphiM aBTopoM B [2]. o 3Toro
OBIJI0O U3BECTHO TOJILKO OObIYHOE JTUCKpeTHOe JuddepeHiinpoBanne, IpuIMeHEHHOEe B pado-
tax [3, 4], B KoTOpHIX BHEpBBIE TOKA3aHO CYIIECTBOBaHHE OOBIYHOTO JHUCKPETHOTO HHTE-
IpUpoOBaHUs. YKa3aHbl HEKOTOPBIE BO3MOXKHOCTH TAKOTO HCIHOJIb30BaHUsS. OTMEYEHO, YTO
JIAHHBIE OIlepalliyd HAXOJAT IPUMEHEHHe B ajaredpe.

Jlaiee HCIIONB3YIOTCS CJIEAYIONIHE 0003HAUECHHST: Z — KOJIBIO HEJIbIX YHCeT; Z, — KOJbIIO
BBIIETOB [0 MOIYJI0 1; F, — koneunoe mose nopsaka ¢; GL(K) — rpynna obparumbix k X k-
matpur Hag kKosrbioMm K My (K) —koabio k X k-marpui Ha koabiom K.

1. OmnpeneneHne u OCHOBHBIE CBOMCTBa ODOOIIEHHBIX ANCKPETHBIX
anddepeHnpoBaHUl 1 MHTErPUPOBAHUI

[Tycts K — mpousBOJibHOE KOMMYTATUBHOE KOJBIO ¢ eaunutieii. Hanboibiuit nnrepec
J7IST HAIIUX TPUJIOZKEeHUl IpeJCcTaBadioT KoHeunsle mois Fy, ¢ = p’, mopaaka ¢ xapax-
TEPUCTUKH P U KOJbIA BBHIUYETOB BHIA Z,, N = pq, IJie p U ¢— pas3andnbie (OoJibliue)
npocThle dnciaa. Ouepaiuud 0OOOIMEHHBIX TUCKPETHBIX AudpepeHnupoBaHuii 1 MHTErPU-
POBAHUI ONpeIeNAI0TCS Ha MHOYKECTBE OECKOHEUHBIX ABYCTOPOHHUX MOCEI0BATEILHOCTEH
a=(...,a_1,a9,ay,...) saemerroB K. OHU MHIYIUPYIOT COOTBETCTBYIOIIUE ONEPAIUN HA
OHOCTOPOHHIX OECKOHEYHBIX MOC/IEI0BATETLHOCTSAX M HA KOHETHBIX Hab0Opax 31eMeHToB K.
CrioxkeHne U yMHOKEHUE TaKUX TTOCJIEI0BATETLHOCTEH 33/ 1a10TCsI TTOKOMITOHEHTHO.

B obmem ciyuae guckperHoe auddepeHnupoBanne 0, OIpeneeHo HabopoM 3J1eMeHTOB
a=(ag,ay,...,a) € KL Tlo onpenenenuio

5a(d) = ( .. ,b_l, b(), bl, bQ, .. .), riae bl = oqa; + 10541 + ...+ N Qi ks 1 € 7. (1)

O6branoe nuckperHoe auddepernupoBanue onpesengercs nabopom a = (—1,1) wau, mpo-
e roops, popmysioit b; = a; 1 — a;, ¢ € Z. Ecan noHATHO M3 KOHTEKCTA, O KAKOM Habope
IapaMeTpoB v HIET pedb, W YKA3BIBAETCsI CBOMCTBO, CIIPaBEIJIMBOE /I BCEX MAPAMETPOB,
HuIreM §, He YKa3biBas HabOP.

deno, uro § apasiercs ayuTHBHON (ByHKIWMel, TO ecrb st JI00bIX @, b € K BhIIOI-
HeHbl paserctsa d(a £ b) = 6(a) £ 5(b).

C m06bM HAbOpOM o = (g, - . ., () CBsI3aH MHOTOUTIEH fo(x) = g + cyx + ... + g
¢ Koddpdunuentamu u3 KoJibla K, 1 Ha060poT, JI0O0MY TAKOMY MHOTI'OYJIEHY COOTBETCTBYET
HabOp KO3pDHUIUEHTOB v, 0 KOTOPOMY ompezessercsa auddepeHnupoBanue d,. MHOTO-
wien fo () HazoBéM onpedeasrowsum das duddepenuuposanus 0, I IPOCTO ONPEIEAAIO-
WUM, €CJTH SICHO, O KaKOM Jud hepeHnupoBaium UjieT pedb.

[Iycts 0, m 05 — gBa guddepennnposanus K, orsedaromune nabopam a = (o, oy,

yap) u B = (Po, b1, - - -, ) coorBercTBeHHO. Hemocpe IcTBEHHO JTOKA3BIBAETCSI, YTO CYIIep-
no3unus 3Tux audpepeHnnpoBanuil, B3ATHIX B JI000M HOpsiAKe, dBjsgeTcs muddepeHim-
POBaHUEM, COOTBETCTBYIONIHM MPOU3BEICHUIO OTPE/IEISIIONNX MHOTOWICHOB fo(x) U gs(x).

k

Orciona caeayer, 94To s 000 mocaen0BaTeIbHOCTH @ € K cupaBejimBO PaBEHCTBO

9p(0a(a)) = da(0p(@)).

Jpyrumu cjaoBamu, Jiiodble 1Ba 0000IMEHHBIX AU DepeHIUPOBAHNS IEPECTAHOBOTHBI MEXK-
ay coboit. B [1] sTor pesysibrar oTMetdeH s YaCcTHOTO CJIydas KOHewIHOro mous K.

Creyrtomuit pe3y/IbTaT JoKa3aH B [1, Teopema 1| Takzke 17151 corydast Koneqnoro moms F,.
OH cupaBeiuB st JTI000N0 KOMMYTAaTHBHOTO KOJIbIA K ¢ e THHUIE.

Teopema 1 [1]. Ilycrs audbepennuposanue d, coorBercTByeT Habopy a = (g, o,
yap) € K k+1 v KOTOpOTO 37eMeHTH (g B (v 0OpaTHMBI B Koablle K. Torma ams mo6oit
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nociaenoBateabuocT b = (..., b_1,b9,b1,...) € K™ cymecTByer Takas MOCJIEI0BATE b
HOCTb @ = (...,G_1,a0,a1,...) € K° 9T0 BBIIIOJHEHO DABEHCTBO

6o(a) = b.

Hpyrumu cjioBamu, Jjirobag nocsienoBareibHocTb b € K unmezpupyema. llocaenoBaresib-
HOCTb G OJIHO3HAYHO OIIPeJIeIaeTcss HabOPOM KOMIOHEHT (o, . . ., dg_1), 3HAYEHUS KOTOPHIX
MO2KHO 3a/aTh IMTPOU3BOJILHO.

Zoxaszameavcmeo. 3HadeHus ag,dyq, . . . , 0,1 33JaEM ITPOU3BOJILHBIM 0Opa3oM. JJie-
k

MEHT ( OIIPeJieisieM TakK, YTOObI BBITIOJIHSIJIOCH PABEHCTBO by = Z Q;a;, & UMEHHO:

i=0
) =
ap = oy by — o > ua,.
i=0
[ajiee mocae0BaTeIbHO BLIYUCILIEM 3JIeMEHThl ak4j, J = 1,2,..., u3 cooTHomenuit b; =
k
=D Q4
i=0
) =
g =0y by — oy 3o aiaj. (2)
i=0
Anajiornuno BbramciageM a_j—j aig j = 0,1,... u3 coornomenuii
1 |
a-1-j =05 bo1j— g > Qa1 j4i (3)

i=1
YVTBepKieHre TEOPEeMbl IIPOBEPSAETCs HEIOCPEJICTBEHHO. W

Tepsoobpashoti wam urnmezparom Lo (b) mocaenoBaTeTBHOCTH b OTHOCHTETHHO HAbOpa,
HA30BEM MHOKECTBO BCEX IOCIeoBaTebHoOCTell @ € K°°, Takux, 9To 0q(a) = b.

O6o3naunm vepe3 Ann(d,) anuyasrtop auddepennuposanus o, B K. fcHo, uro
Lo(b) = G+Ann(d,), rae @ — mobas (4acTHas) TOCTEOBATELHOCTD, /T KOTOPOii 04 (a@) = b.
Takag gacTHAs HOCIE0BATENILHOCTD 331aéTcs dbopmynamu (2) u (3).

Anajiornaao 0003HATAEM L, = Lf,, €CIN 110 JAHHOMY MHOTOWIEHY f,(Z) MOKHO ompe-
JeJUTh nHTerpupoBanue (Koddduimentsl oy 1 ay obparumel B K ). KoHKpeTHBIH 1€ MeHT
W3 L, OJIHOZHAYHO ompejesderca HabopoM ay = (ag,ay, . ..,a;_1) € K, koropwiit 6ymem
Ha3bIBATH HAOOPOM Kkoncmanm. CooTBeTcTBYIONee 3Hadenne 1o dhopmyaam (2) u (3) obo-
3HAYAEM Ly g, U HA3BIBAEM ONPEICAEHHOIM UNMEZPAAOM, OTBEYAIOMIUM BLIOODY aj. st jiio-
6Oro @y ¥ MPOM3BOIHLHOTO HABOPA (, MO KOTOPOMY ONPeesieTcsi HHTerPUPOBAHNE, BbITIOJI-
HEHO PaBEHCTBO

Sa(taa, (D)) = b.

[TosToMy MBI HyIeM TaKKe UCIOJIb30BaTh (hopMyJIy

Sata(B)) = b.

Jpyrumu ciioBamu, auddepeHmupoBanne 0, OIpeeseT IpaBblii 0OpATHBIN 9JIeMEHT K HH-
TErPUPOBAHUIO Ly. 3AMETUM, 9TO (HOPMYJ/Ia

ta(@x)(0a (b)) = b

BBIIIOJIHEHA, TOJBKO B TOM CJIydae, KOrIa a, = by, TO €CTh KOra HaOOp KOHCTAHT ) COBIIA-
JaeT ¢ HaYaabHBIM HAOOPOM by, moc/Ie10BaTeIbHOCTH b.
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Sameuanue 1. [Tuddepennuposanne (1) uHmynmupyer orobparkeHue Jo6Oro GECKo-
HEYHOIO MPAaBOCTOPOHHEro MHTepBaaa 4, (i) = (a;, ait1,...), i € Z, PE3yJABTATOM KOTOPOTO
siBJisieTcs mpaBocToporuuii marepsa b,(i) = (b;, b1, .. .). Boaee Toro, obmacTeio onpee-

JIEHUsT MOZKeT ObITh JTI060H KOHeYHbIH HHTePBAT (a4, Git1, - - -, Gitpie), t = 0,1,2, ... JIuHb
He Menble dyeM k + 1, rae k — cTenenb ompeaesionero Maorodaena. Pesynbrarom Oymer
uuTepBaJ b;, b1, ..., b1 MeHbIel HA BEJIMUUHY k JTWHBI. DTH OTOOpazKeHus Oy1eM TaKzKe

HA3BIBATh Jugepenyuposanuimu. JIse HUIX BBITOJTHEHO YTBEPKICHUE O IePECTAHOBOTHO-
cru gudpdepentupopanuii. B gagbreitem mbl He ynoTpebJiseM crienuaabHbie 0003HaATeHN s
JIJTsl PA3JIMYHBIX TUIIOB HHTEPBAJIOB.

urerpupoBatusi WHIYIUPYIOT OTOOpaykeHus (unmezpuposanus) Kak OECKOHEUHBIX
IIPABOCTOPOHHMX ITOCJIEI0BATEILHOCTEH, TaAK ¥ KOHEYHBIX HAOOPOB /IJIMHBI He MeHbIe k + 1.
CuuTaeM, 9TO B 3TOM Caydae HaOOP HAYAIHHBIX KOHCTAHT MHICKCHPOBAH KaK KpailHmil J1e-
BbIlT HAOOP JAaHHON mocsemoBarebHocTu. /lajee paccMarpuBaiOTCs TOJHKO MPaBble WHTE-
I'pupOBaHuAd, 110 OIIPpEeACJI€HUIO HE BEIYUC/JIAdI0ITUE 3JIEMEHThl ¢ MEHBIITUMH UHACKCaMU, Y€MYy
JIAHHOM TOCIe0BaATEIBHOCTH. B 9TOM ciydae yeaoBHe 00paTIMOCTH HAKJIABIBAETCS TOJTHKO
Ha cTapiuit KO3 MUIIMEHT a, OIpeJIeIdIonero MuorodaeHa. Pe3ygibrarom Takoro orodopa-
JKEHHS SIBJISIETCs] COOTBETCTBEHHO OECKOHEUYHAs TPABOCTOPOHHSS MOCJIEI0BATEIbHOCTD UIH
KOHEYHBIIl MHTEePBAJI JJIMHBL HA, k OOJIbIE HHTEIPHPYEMOIO.

unddepennupoBanusga 1 NHTEIPUPOBAHNA HA HUTAX M NX KOMOHHAIINNI
C JIUHeHHbIMEU TTPeodpa3oBaHUAMU

[IycTh mo-npexkuemy K obo3HaYaeT KOMMYTATUBHOE KOJIBIO ¢ exmauneir. lomyctum,
3aJIaHO § TOCTeoBaTebHOCTelH (HUTel) aq, . . ., a5 OJMUHAKOBBIX THIIOB H PABHBIX COOTBET-
CTBYIOIIIHUX MAPaMeTPOB, TO €CTh ITO JUOO JBYCTOPOHHUE HECKOHEYHBIE TOCIETOBATEIHHO-
ctr, 00 OJHOCTOPOHHME MPABOHAIPABJIEHHBIE OECKOHEUYHBIE TTOC/IeI0BATE/ILHOCTH, JIN00
Habopbl onuHAKOBOH JuHbl. IuddepennupoBanne §, U WHTEIPUPOBAHUE i, JEHCTBYIOT
O/THOBDEMEHHO Ha KaxKJIYI0 U3 3TUX MOcIeJoBaTeJbHOCTel. CauTaeM, 9TO JJ1sd WHTETPUPO-
BaHMI MOXKHO OpaTh pa3audnbie HAOOPBI KOHCTAaHT. [IycTh ¢ obo3nadaer JimHeitHOE Peod-
pasoBanne HuTeil. Ero Moxkmno 3amare maTrpunei A,. /lanee paccMaTpuBaeM TOIBKO HEBBI-
pox geHHble peobpasosanust, T0 ectb A, € GLy(K'). OueBugno, aro oneparuu auddepen-
[UPOBAHNS W WHTETPUPOBAHUS MMEPECTAHOBOYHBI C JIMHEHHBIMA MPEOOPA30BAHUAME HUTEI.
Cynepnosunuio nuddepennupoBanns 1 THHEHHOro Ipeobpa3oBaHud 0003HaAYaeM depes O,
U HA3bIBAEM CKPYUeHHbM Juddepenyuposanuem. AHAIOTTIHO BBOJUTCS TOHIATHE CKPYUEH-
HO20 UNMEZPUPOSANUA Lo . VIMeeT MecTO dopMyTa

St (Lo (B)) = b.

2. Bo3MmoyKHBIE IpUMeHeHUd AUCKPeTHBIX audpepeHrmpoBaHmii
M IHTErpupoOBaHHUii B ajaredope

[Tousarus nuckpeTHbIX AuddepeHnnpOBaHNS U HHTEIPHPOBAHUS MOXKHO OIIPeIETUTH Ha
POM3BOJIbHON Tpymme (G, B TOM YHCJIe HEKOMMYTATHBHON. OHU CYIIECTBEHHO MCIOJIb30BAa-
JIUCH JIJTsI IOJTYYeHHUsT OCHOBHBIX Pe3yIbTaToB paboTs [4]. OTmernm Takzke, 910 B [5] HEABHO
JIOKA3aHO CYIIEeCTBOBaHUE IePBOOOPA3HOII.

[Ipu TOM HCHOIB3YyeTCs MYAbTUILIHKATHBHASA 3amuch omneparnun B rpymme GG. Omnpene-
JSoIuii MHOTOWIEH fo(2) = g+ x4+ ...+ apx® 6epéres ¢ KoapduImenTaMn 13 KOJIbIa
neasix gucen Z. JduddepennupoBanue omnpejesercs popmyioit

5a(d) = ( . .,b_17b0,b1,b2, .. .)7 bz = afoaiaﬁl c -a;.lfk, 1 € 2.
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O6branoe (He 0606MERHOE) AUCKpeTHOE T DePEHITHPOBAHTE OMPEIEISIeTCsI, KaK U B CJIy-
qae Kosibla, HabopoM o = (—1,1) wam dopmymoit b; = a; 'a;1, i € Z. Unrerpupopanue
oTTpejiesIeHO 15T JTI000TO OTIPE/IEISIONIEr0 MHOTOUIeHa ¢ 00paTuMbIMU KO3 uimenTamMu oy
u ay hopmyJioi

ta(b) = (... a_1,a0,a1,a9,...),

e ar = (ag, ay, . .., a5_1) € G¥ —pon3BoILHEIT HAGOP KOHCTAHT;
ey = (@i anssTs o atbey) € NU{O);
a_j=(a 0%, ... a‘i’}+kb_j)o‘51, JjeN.
3. Bo3moxkHble IpuMeHEeHUus ANCKPeTHbIX auddepeHnupoBannii
U MHTErpUpOBaHUii B kpunrorpadun

B paborax [6-13] u psae apyrux nybaukarmmii (cM. 6ubamorpaduio B |9]) mpemcrasie-
HBI MEeTOJIbI KPUTITOTPahUIecKOro anaan3a, MOKa3aBIme yI3BUMOCTh BCEX OCHOBHBIX CXeM
ajsredpanmveckoit kpunrorpacpun. [osTomy akryajeH MOMCK HOBBIX KPUITOTIPpapUIECKUX
UHCTPYMEHTOB JIJTsl CO3aHUsI TAKUX CXeM. B 3TOM HampaB/eHUN BEIETCS W HACTOSIIEE HC-
cJIe0BaHUe.

Ha ocHoBe HOBBIX HOHATHII OOOOIIEHHBIX TUCKPETHBIX AuddepeHnnpoBaHusS U HHTe-
rpupoBanus B paborax |2, 3| mpemioxkeHa HOBast cXeMa CKPBITOIO KOMIAKTHOIO XPAHEHWsI
JIAHHBIX TPYIIIBI IOJb30BaTe el B 0011eil OTKpbITOil Oa3e B Bujie Tad/unbl. KoMmonenramu
TaOIUIBI CJTY2KAT 3JIEMEHTHI KOMMYTATHBHOTO KOJIbIIA ¢ enHuIel K, KOTupyonine JaHHbIe.
Baza we mmeer moapasnesioB, OTHOCAINXCS K JAHHBIM WHINBHIYAJBHBIX TOJIb30BaTE el .
CooTrBeTcTBYIOMIAA TaOIUTA ABIAETCS TOKOMIIOHEHTHOM CyMMON WHINBYTYAJTbHBIX TaOJIHII,
MOCTPOEHHBIX OMpPeJeTEHHBIM aJropuTMoM. KazKaprit u3 moab3oBaTesieil MOXKeT U3BJI€YDb U3
6a3bl CBOU JIAHHBIE C ITOMOIIBIO WHANBUIYAJIHHOIO Kjt0da. K04 BbIIAETCS B MOMEHT pe-
TECTPAINY TTOJIB30BATES B CHCTEME, KOTJIA CO3/1a6TCsd Tab/IMIa, Oy IeHHasd HA OCHOBE €ro
Janubix. Kurou mpejcrasiser coboil mapy MHOTOUWIEHOB ¢ Kodddunuentamu u3z K ¢ 00-
paTuMbIMU cTapmmuMu Koddduruertamu. [locTpoerne TabJIUIBI U AATOPUTMBI U3BJIEUEHUS
U3 Heé CBOWX JAHHBIX HHIWBUIYATBHBIMH MOJH30BATENSIMH OCYTIECTBIAOTCS 3bdekTun-
HO. B TO ke BpeMs KOHKPETHbBIH 1M0Ib30BATE/ b HE UMEET BO3MOXKHOCTHU IOy IUTH JIAHHBIE
npyrux moab3oBareseii. [loTeHnuanbHBI HAPYIINTEb HE MOYKET MOJTYIUTh HUKAKUX JIaH-
Hbrx. CXeMa 1o3BOJIsIeT U3MEHSATh U yIaIaTh JaHHbie 0e3 3aMenb! Kitoueit. [Ipeamonaraercs
cBOOOTHBIN TOCTYT K 6a3e JaHHBIX. BO3MOKHO MHOTOKPATHOE UCIOJIb30BaHNe KII0Ueil, YTO
SIBJII€TCS OCHOBHBIM JIOCTOMHCTBOM CXEMBI.

3.1. llepengava 3amudppoBaHHOI0 COOOMEHH

Annca xoder mepegarh coolbIIeHMe, IIPeICTaBJIeHHOe KOHEYHON IOCIeI0BATEIHHOCTHIO
s Habopos A = (ay, .. .,a,), vae a; = (ajp,. .., a;;), bukcupopannoit amunbt [+ 1 ¢ snemen-
TaMU U3 KOMMYTATHBHOTO KOJIbIla ¢ eauHumeii K.

[TepemermuBanme Huteit npoBoauTcs Aucoit 1 BoboMm u ocyriecTBIsIeTcss yMHOKEHTEM
ua Mmarpuibl Py, Pg € GL(K) coorBercrBenno. Ha mocsreyronux marax KOppPEeCIOH eH-
THI HCIIOJB3YIOT OOpaTHBIE MPeoOPA30BAHU ¢ MATPHIIAMH Pgl, Py ! coorBercTBennO. Mar-
PHUIIBI TOJIZKHBI OBITH HEPEeCTAHOBOUHBI MKy coboit. [loaToMy KoppecnmoHIeHTHI cHava/Ia
JloroBapuBatoTcs o Muoxkecrse M nonapuo nepecranoBounbix Marpuil u3 GL(K). Cambim
pacupocTpaHEHHBIM CIIOCOOOM CJIYKUT BbIOOP MaTpuilbl 1 u onpejenenne B Kadectse M
MHOKECTBa 3Ha4YeHuii Becex MHOrowIeHOB Buia u(x) € K[x] or T. Torma B aaropurMe KOp-
PECIOHIEHTHI BRIOMPAIOT CJIyYaiiHble OTHOCHTEILHO PABHOMEPHOIO Pacipeie/ieHus o0paTu-
mbie matpunsl P(A) u P(B) uz M.
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ITpu BbiOope B KauecTBe K Koneunoro mosd [F, BepodaTHOCTH TOro, UTO ciydaiiHas MaT-
pHUIla OKakeTcs o0paTuMOil, IPpU OTHOCHTEJHHO MaJIOM S IO OTHOIINEHHUIO K ¢ Oyim3Ka K 1.
O6bsicanm 310. B [14, Lemma 9 (Invertibility Lemma)| nokazauo cienyioriee yTBepK 1eHue:
[Iyctb ayist mpousBosbHOro mosst F marpunet Ty, 11, ..., T, € My (F) obranaor tem cBoii-
CTBOM, 9TO UX JimHelHas obomouka cogepxut Marpuiy u3 GLg(F); S — xonednoe moamuo-
xxectBo B F. Ecoin aq, . . ., i, BBIOUpaAIOTCA paBHOMEPHO U HE3ABHCUMO U3 .S, TO BEPOSITHOCTH
Toro, uro marpuna a;1) + ... + o, T, obparuma, He Menbine yem 1 — k/[S|.

B namewm caywae monaraem F =F, S =F, To =T =E, T =T, ..., T,y = T
[1Io Teopeme Kponekepa — Kanesniun 66ibine, 4eMm s — 1, cTereHd MaTpuiibl 1’ TUHEHHO BbI-
pazkKaloTcd Yepe3 BBIIHCAHHDBIE CTeleHHu, modToMy M sBisercs JUHEHHONH 000JI0YKON J1aH-
HOTO MHOXKecTBa MaTpuil. [lo jeMMe BepoITHOCTH ciydaiinoro Bbeioopa 3 M obpaTuMoii
MaTpHIlbl He MeHbIle 4eM 1 — s/q.

Cremyronuil IpOTOKOJI TPEACTABALET CXEeMY Iepeaadn 3amndpoBaAHHOTO COOOIEHUT OT
Anucer k BoOy:

— Asmca Bmibupaer napaverp k u muorownen fo(r) = ap + ayx + ... + apz® € Klz],
ap, o € K*, onpeensiionuii oneparyu gudGepeHnupoBats 1 KHTeTPUPOBAHU. DTH
JIAHHBIE CEKPETHBI.

— TlomobusiM obpaszom mocTynaeT u Bob, BEIOHpast mapaMeTp m U ONpeIesss CBOU Olepa-
nuu MEHOrOUIeHOM gg(x) = [y + Sz + ... + Bpa™ € Klz|, Bo, B € K*. D1 ganusie
TaKKe CeKpeTHbl. KUlioaoMm B JanHOM mpoTokose ciayxkut mapa Key = (fo(x), gs(x)).

— Autuca Betbupaer Habop Hureii C, cocrodAnuit n3 s HAOOPOB KOHCTAHT C; = (Cj, - - -, Cj1),
j = 1,...,s, UHTerpUpyeT BOPABO B COOTBETCTBHU C ITUM HAGOPOM MOKOMIIOHEHT-
HO A, monydas t,c(A). 3areM oHa BBIOHpaeT mapaMerp r H CIyYaiiHylo IOCIeI0Ba-
renbrocth A’ mabopos @ = (aj _p,...,a; 1), j = 1,...,8, U JOUACBIBAET 3TH HAOOPHI
nepes; COOTBETCTBYOMIMI HAO0OpaME U3 , &(A), HOTydas HOCIe[0BATEIHHOCTD HUTEl
(A'||ta,c(A)). Jasee ona Boibupaer ciydaiinyio Marpuny Py € M, npumensger juneiinoe
peoGpas3oBaHue ¢ TOi MAaTpUIleil K HOJIyYeHHBIM HUTAM U nepechliaer Boby pesyibrar

A= (by,...,bs)
— II0CJIEIOBATEILHOCTD U3 § HAOOPOB JyuHbl [ + 1 4+ r + k.

— DBob6 Beibupaer Habop Hureit D, cocrosnuit u3 s Habopos KoHcTaHT d; = (djo, . .., d;j;),
j = 1,...,8, UHTErpupyer BIPABO B COOTBETCTBUU C STUM HAGOPOM MOKOMIIOHEHT-
Ho A, nonyuas g p(A). Hanee Bob Beibupaer napamerp t u ciydaiimyio 1ocjieioBa-
renbrocTh A” Habopos @ = (aj ¢, ..., a5 1), j = 1,...,s, TOUUCBIBaET 3TH HAGOPHI
B HAYAJIO II0CJIEI0BATEIbHOCTH, HOJIYyas]

" A
(A"[[es,5(A).

Jlanee on BeIOMpaer ciay4aiinyio marpuily Pg € M, npumMensier qnHeiinoe mpeobpaso-
BaHUE C 9TOH MATPHUIEH K IOJyIeHHBIM HATIM H IepechliaeT Ajuce pe3yabrarT

BI(flu---vfs)

— TIOCJIeI0BATEIHbHOCTh HAOOPOB JutiHbI [ + 1 + 7 4+t + k 4+ m.

— Aumca ymanser m3 KaxkKI0# HHTH HAYAIbHBIH HAOOp M3 7 KOMIIOHEHT, nuddepeHnupy-
eT IMOKOMIIOHEHTHO IOJIYUEHHYIO IOC/IeI0BaTeIbHOCTD, IPUMEHIeT K HATIM JUHeHHoe
1peodbpa3oBaHue ¢ MaTpuiieit Pgl u uepejaér Boby pesysibrar

A/: (g07"'7gs)

— IOCJIeI0BATEIbHOCTh HAOOPOB JIUHEL [ + 1 + ¢ + m.
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— bBob6 ynanger m3 kKaxKI0# HUTH HAYaJbHBIM HabOp w3 t KOMIOHEHT, nuddepeHnupy-
eT MOKOMIIOHEHTHO MOJIYIE€HHYIO MOC/IeI0BATeIbHOCTD, TPUMEHSIET K HUTSIM JHHEITHOe
npeobpasosanue ¢ MaTpuneit Py ! monyuaer coobmenne Asmcer A.

KoppekrHocTb Bbluuc/ieHHi 00YC/IOB/IEHA T€M, YTO JIMHEHHbIe 1IPeodpa3zoBaHus lepe-
CTAHOBOYHBI C Ju(phepeHITUPOBAHUAMH U UHTErPUPOBaHUAMHE, Tu(depeHITnpoBAHIS epe-
CTAHOBOYHBI, a UCHOJb3yeMble JUHEHHbIe Mpeobpa30oBaHUs TAaKKe MePeCTaHOBOYHBI MEK-
ny coboit. [lonuceiBanme B HAYANAO CIAYyYalHBIX WHTEPBAJOB C TOCTEAYIOMHUM YIaJeHUEM
UHTEPBAJIOB TOH Ke JJIUHBI He W3MeHseT TOJYYeHHOrO pe3yJbTaTa, TaK KaK HavaTbHbIE
3HadeHus upu juddepeHnupoBaHud 1 IPABOM MHTEIPDUPOBAHUU HE BJMSIOT HA BbIYUC/IE-
HUE MOCJEAYIONNX KOMIIOHEHT. B TO yKe BpeMs Takas Oneparus 3aTpy/IHaeT Olpeje/ieHIe
B TpoinbpepeHIInPOBAHHOM UJIU MIPOUHTEIPUPOBAHHOM Habope HuTell MO3UINU, C KOTOPOil
IPOU3BE/IEHO JTAaHHOE JlelicTBHEe. DTO TaKxKe 3aTpy/IHAeT MpuMeHeHne Metoa ['aycca.

OcHoBaHus crToiikocTu 3amudpoBanus. B npemiaraeMoM HPOTOKOJE He COmep-
JKUTCS MeXaHU3Ma ayTeHTH(hDUKAIMH, TO9TOMY OH He 3alllUINEH OT aTakKd «IIPOTHBHHUK MO-
cepenubes. s mpoTuBOIeHiCTBHS TaHHON aTake TPeOYIOTCS JTOTOJTHUTEIbHBIE CPEJICTBA.

[TepegaBaemoe coOOIIEHNE MOXKET OBITH IMPOYHTAHO B3JOMIUKOM, €CJIH MY VIACTCs
HAHTH XOTs OBl OANH U3 MHOTOWIEHOB fo(2) nm gg(z). [Ipexae Bcero paccMOTpUM CHTYa-
1110, KOTJIa W3BECTeH KOHEUHbIH Habop a = (ag, a1, . . . , Gj, ¥ pe3yabrar auddepeHinupona-
1nst i(a) = (bo, by, ..., 0. DTu JaHHBIE TO3BOIAIOT ONPEETUTE CTEHEHD k OIPE/IE/ISIONIEro
MHOTOWIeHA f,(x). Jlanee MOKHO BBIYHCIUTH KOIDMUIHEHTH 5TOrO0 MHOTOUWICHA, pPelrast
CUCTEMY JIMHEHHDBIX YpPaBHEeHUNR

Qoag + araq + ... + agag = by,

apa1 +aqas + ...+ ARl = bl,

+Oéo(ll,k + a1a]—f+1 - - - + apa; = bl.

BeruncsuresbHasg CI0KHOCTD aaropuTMa l'aycca, OCHOBHOIO METOJA DENICHHs CHCTEMBI
w3 | smHeitHBIX ypapHenuil, cocrasager O([%). I3BecTHBIE YCOBEPIIEHCTBOBAHUS METOIA
laycca He JAOT CYMIECTBEHHOTO YMEHbBIICHUS CJIOKHOCTH BBIYHCIEHH. B T0 e Bpemst s
BbIYUCJICHUA KOMIIOHEHT MHTEpBaJla JAJIUHDbI l IIpy1 U3BECTHOM OIIpe/esidioneM MHOI'OYJICHE
tpebyercs ipoussectn O(1) omeparuii.

Pexomen ryercs HCIOIB30BATD OLpeIesioniine MEOTOwIeHbl fo(z) u gs(z) ¢ paspexen-
HBIMH MHOYKECTBAMH HEHYJIEBBIX KO3bduUImenTos. [Ipu 9ToM coKpaIaeTcss BpeMst BBIIOJIHE-
HUST HEOOXOAUMBIX TrdepeHnnpoBannil 1 HHTErPUPOBAHU. AHATOTHIHDBIC PACCYXKICHUST
HPOXOJIAT JIJIsi UHTEIPUPOBAHUIA.

B MMpeajaozKeHHOM IIPOTOKOJIE OIIMCaHHad CUTYallld He BOZHUKACT N3-3a UCIIOJb30BaHUA
JIMHEITHBIX Mpeodpa30BaHUil 1 JIONUCHIBAHUS CAy4YaiiHbIX HADOPOB B HAYAJIO MepeIaBaeMbIX
IOCJIETOBATEIBHOCTE ¢ MOCJAEIYIONMM YIaAeHueM HadaIbHBIX HAGOPOB TOf Ke JIHHDL.

32. Ayrtentuduranud

[IpuBenéM omucanue MPOTOKOJIA JJII CXeMbI, OCHOBAHHONW Ha JIMCKPETHHIX Auddepen-
[IPOBAHAN U MHTerpupoBanuu. Ayrenrudunupyerca Aumca, mposepsger boo.

— OTkpoITHIE JaHHBIE AJIHCHI COCTOST U3 KOMMYTATHBHOI'O KOJIbIA ¢ eanauIeil K, mocmie-
JoBaTebHOCTH W3 § Hutelt A = (ay, ..., as), vie a; = (ajp,...,a;;) € K1 n ed 3ua-
wenuit B = (d,,,(A) npu ckpyuennom juddepeHnupoBaHuE ¢ CeKPETHBIMH JAHHBIMA —
ONPEJIEIAIONAM MHOTOWICHOM fo(x) € K[z] u muneitubiM npeobpaszoBamueM HHTEH ©,
3amanubiM MaTpuneit P, € GLy(K). D9Tu nanuble J01KHBI JUOO0 OBITH IOATBEDZKICHBI
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cepTuUKATOM YIOCTOBEPSIIONIETO MEHTpa, 100 mepenanbl boby B mporecce mpeaBapu-
TeJbHOI HaYaJIbHOA perucrpanuu.

— IIpwu 3anpoce boba 06 ayrentudukanuun Annca BHIOUpAET OMpPeIe/ AN MHOTOYIEH
gs(x) € K|z], muueiinoe npeobpaszosanue 1, 3anannoe marpureit Py € GL,(K), Bortuc-
JgeT u nperbasisger Boby nabop mureit C' = g, (B).

— bBob6 nocsutaer Anuce MeTky ¢, paBuyio 0 win 1.

— Ecaun ¢ = 0, Aauca noceltaer B OTBET HapaMeTpbl CKPYYeHHOro anddepeHmmpoBa-
Hust 0., BO6 Berancasier C! = 04, (B) m npoBepset cupasemBocTh pasenctia O = C.
Dror payn ayrenTudukanun ATuca NpOXO/INUT, €CJH PABEHCTBO CIIPABEJJINBO.

— Ecam ¢ = 1, Anuca mocsliaeT B OTBET mMapaMeTpbl CKPYy4YeHHOTO jiuddhepeHupoBaHus
0,6 — CYIEPIO3UIMH CKPYIEHHBIX JUDPepeHInpoBanuil dqp U 0gy, B0 BbIUHCISACT
A" =6, 4(A) n mposepsier cupasenuBocTb pasencrsa A = C. Dror paynn ayreHru-
dbukanun Asnca IPOXOAUT, €CN PABEHCTBO CIIPABEIJINBO.

— Tomo6uo anropurmy ayrenrudukanun Puara — [Mlamupa (cm., vHanpumep, [12, c. 408]
win |4, c.143|) mpoTHBHUK, He 3HAs TMApaMeTpPOB CKpy4deHHOro auddepeHmpoba-
HUS O ,, MOKET TPOHTH payHI ¢ ¢ = 1, ecqid CHeMUaJbHBIM 00Pa30M MOATOTOBUTCS,

P9
a umenno: sMecto C' on nouwiér 3uadenue 0y ¢(A) s ciydaiinbix mapamerpos A u &,

KOTOPBIE OH CMOYKET NMpebsaiBUTh pu MeTke ¢ = 1. Ho Torma on He cMoxkeT ayTeHTHud)U-
nupoBaThes npu Metke ¢ = (0. Ecan on oxugaer metky ¢ = (), To OH TPOCTO BHIOWPAET
CBOHU IIapaMeTphl B KadecTsBe [ U 1, KOTopble Ipearbasiger nupu Merke ¢ = 0. Ho Toraa
OH He CMOXKeT npoiitu ayreHTuduKanuio npu Merke ¢ = 0. Takum obpaszoMm, NpoTUB-
HUK ayTeHTUMUIUPYETCsl ¢ BEPOSTHOCTHIO 1/2. BeposiTHOCTD 1IPOXOZXK/IeHUs  PAYHI0B
ayrenTudukanmu paBHa (1/2)7 1 eé MOXKHO ¢Ie1aTh CKOJIb YTOTHO MAJOi 3a CUYET yBe-
JNYEHUS (.

[IpuBenénnas cxema ayTeHTH(DUKAIUU SBJIAETCA CXEMOH € HYJEBBIM pPa3rylalleHueM:
B IIPOIIECCe HE PACKPBIBACTCS IJIABHBIM CeKpeT — mapaMeTpbl o 1 . CTOHKOCTb CXeMBbI OC-
HOBBIBAETCS HA TPYIHOPA3PEIIUMOCTH 331491 BHIYUCIEHNS TapaMeTPOB CKPYIeHHOIO IHd-
depeHnupoBaHusi.

3.3. Pacupejesenue KJIO4Ya

OmnurieM npOTOKOJI JIjisi CXeMbl pacipejesenus kiaoda tuna Juddu — Xemimana ¢ uc-
0JIb30BaHUEM CKpyUeHHbIX auddepennupobannii. Cuadaa koppecnonaeaTs Asnca u bob
JIOTOBAPUBAIOTCS O BBHIOOPE KOMMYTATHBHOTO KOJIbIA ¢ eauHuneil K u mapaverpa S. OTu
JIaHHBIE OTKPBITH. KOppeCOHIeHTHI TOrOBapUBAIOTC TaKzKe O BhIOOpe mapaMeTpa | U KOH-
KPETHOII 10C/Ie10BaTeIbHOCTH U3 s uuteit A = (ay, ..., d,), tae a; = (ajo,- . .,a;;) € K7L
DTN JTaHHbIE TAK¥)KE OTKPBITHI.

— Aumca seibupaer napamerp k u muorodnet fo(r) = ap+a1x+...+apz® € K|x], onpe-
genstomuii onepanuio audepennupopanus. Takyke oHAa BHIOMpaeT JuHeiHOe 1peodpa-
30BaHne HUTel ¢, 3aganHoe marpuneii Py € GLg(K). DTn gaHHble CeKpeTHBI. 3arem
Asnca Bolunciger u nepefaér boby sHavyeHne

Ky =0d0,(A).

— Bob6 Beibupaer nmapamerp s n muorouwieH gg(x) = By + f1x + ... + apa™ € K[z, onpe-
nenstomuii onepannio guddepernupopanus. Takke oHa BRIOMpaeT JUHEHOe Ipeodbpa-
30BaHue HUTeil v, 3anannoe marpuieii Pp € GL,(K). 9T JaHHBIEe CEKPETHBI. 3aTeM
Bo6 Berunciasier u nepemaér Anmce 3HaUEHME

Kp = 05,4(A).
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— AJmca BBRIUHCIAET pacupeieeH bl K01

K = 60,,(Kp).
— Bob6 BbIUHCISgET pacipeieIeHHbIH K04

K = 0p.4(Ka).

KoppeKTHOCTh cXeMbl (PaBeHCTBO 3HAUEHUIl, MOJIYUEeHHBIX HA JBYX TOCTETHAX IIArax )
OIIPeIesISIeTC s IePECTaHOBOYHOCTHIO oneparuii nuddepennupobanns. CTORKOCTH CXeMBbI OC-
HOBBIBa€TCAd Ha TPYAHOPA3PECITUMOCTH 3a/Ja9U BbIYUCJICHUA ITapaMeTpPOB CKPY4YeHHOT'O ,ZLI/ICI)—
depeHnmpoBaHMS.

3akJroueHue

B pabore npejcrasiienbl onpejie/ieHus JUCKPETHBIX onepaiuil JuddepennupoBanus u
UHTEeIPUPOBAHUA TOCJICN0BATEIBHOCTEH 3JIEMEHTOB IPOU3BOJIbHOIO KOMMYTATUBHOI'O KOJIb-
1a C eJMHUIEH, a TaKyKe WX CKpYYeHHbIe BePCUU Ha HADOpAX TaKHX MOCJeI0BATEILHOCTEH
(HUTSIX), UCIIOIB3YIONINe JIHHeiiHbIe TpeobpasoBanus HuTeii. Onpe/iejeHbl OCHOBHBIE CBO-
cTBa 3TUX onepanuii. /lan kpaTkuit 0030p ux npuMenennii. B wacTHOCTH, TPEITOXKEHBI CXe-
Mbl HIE€peJladu COODIEeHMS, PACIPEJIE/JCHUs KJII04Ya U ayTeHTU(PUKAIUU C UCIIOJIb30BAHUEM
9TUX OIllepaIuid.
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The main results of the paper relate to the nonlinearity of APN functions defined
for a vectorial Boolean function as the Hamming distance from it to the set of affine
mappings in the space of images of all vectorial Boolean functions in fixed dimen-
sion. For APN functions in dimension n, the lower nonlinearity bound of the form
2n — /2n+t1 _7.2-2 _ 2-1 and the corresponding lower bound on the affinity order
are obtained. The exact values of the nonlinearity of all APN functions up to dimen-
sion 5 are found, and also for one known APN 6-dimensional permutation and for all
differentially 4-uniform permutations in dimension 4.
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HEJIMHENMHOCTD APN-OVHKIINN: CPABHUTEJIBHBIN AHAJIN3
11 OLIEHKU

B.T. Psa6os
HII «I'CT», 2. Mocxsa, Poccua

Henumeiinocrs APN-hyHKIINT OmMpegenseTcs KaK PACCTOdHNe XAMMUHTA OT Heé 10
MHOKeCTBa apPUHHBIX 0TOOPAXKEHNI B MIPOCTPAHCTBE 3HAUCHUM BEKTOPHBIX OyJIEBBIX
dyukmmit pukcrpopannoit pazmepuoctu. Ang APN-dyuKIMiT pazMepHOCTH 1 TIOJTY-
YeHbl HIKHsIS PAHUIA HernHeiHoCcTH Bruga 2" — /20t —7.2-2 — 271 i coorser-
CTByIOIas el HuKHdAs rpanulia nopsijika adduunoctu. Halijenbl Tounble 3HaAYEHUS
veymueiinoctu Bcex APN-dyHKInit pasMepHOCTH, HE PEBOCXOIIIEH b, a TakxKe Jijis
oguoit mzBectHoit APN-mogcTanosku pazmepuoctu 6 u mjs Beex auddepeHInasnHo
4-paBHOMEPHBIX MOJCTAHOBOK Pa3MEPHOCTH 4.

KioueBbie ciioBa: sexmopnas 6yaesa gynrxyui, nodcmanoska, APN-pynrxyua, EA-
IKBUBAAEHMHOCTND, HEAUHETHOCTL, JUPBPEPEHUUAALHAA PABHOMEPHOCT.

1. Introduction

Denote by F7 the n-dimensional vector space over the two-element field Fo, where n is
a natural number, and by P;’k the set of all mappings of the space FZ into the space F5.
The mapping F' € P’ * is called a vectorial Boolean function or simply a vectorial function,
implying the Boolean case, and in the case k = 1 we will use similar terms without the
adjective “vectorial”. The subset of one-to-one mappings from P,"", called permutations, is
denoted by S75.

Any vectorial Boolean function is uniquely determined by an ordered set of coordinate
Boolean functions. In turn, each coordinate function can be represented by a polynomial
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of n variables over the field 5. For a vectorial function F' € PQ"’k , the algebraic degree of
nonlinearity deg F' is usually defined as the maximum degree of the polynomials representing
its coordinate functions. Under the condition deg F' < 1 the mapping F is affine. Denote
by A2 the subset of all affine mappings from the set Py*.

As noted in [1], two approaches to the definition of the nonlinearity of vectorial functions
have become widespread. The first approach is based on using the Hamming distance.
The Hamming distance from the function f € P;"' to the set A3 in the space F2", called
its nonlinearity, is denoted by Ny. In [2]|, with an orientation towards the linear method of
cryptanalysis, the nonlinearity of the vectorial function F' € Py’ * with a set of coordinate
functions f = (f1,..., fx) is defined by the formula

NLr= min N, , 1
P N (1)

where (-,-) denotes the inner product of vectors, that is, it is the minimum of the
nonlinearities of all nonzero linear combinations of coordinate functions of the mapping F'.
The Boolean case allows to give an equivalent definition of the nonlinearity of a vectorial
function using the maximum absolute value of the Walsh — Hadamard transform coefficients
of all nonzero linear combinations of its coordinate functions.

The second approach to determining the nonlinearity of the vectorial function F,
associated with the differential method of cryptanalysis, is to compare for all possible
a € F3\ {0} and 8 € F5 the cardinalities of subsets of variables for which the directed
derivative satisfies the condition

DyF(z)=F(zx@®a)® F(z) =0, (2)

where @ is the addition operation in the corresponding space. Since in the Boolean case the
equality D, F(z) = D, F(x @ «) is true, all elements of this spectrum have an even value.
For F € P, the value

Ap= max [{z:D.,F(x)=
P [{os DuF(e) = 6}
BEFk

)

is considered in this approach as an indicator of nonlinearity. A mapping F € Py’ * for
which the condition Ar < 6 is satisfied is called a differentially d-uniform [3], and in the
case k =n and ¢ = 2 it is called almost perfect nonlinear or APN function [4].

At the same time, within the framework of the first approach, one more indicator of the
nonlinearity of the vectorial function can be naturally determined. Taking into account the
isomorphism of the Abelian groups of the vector space F5 and the field Fox, the classical
Hamming distance in space ]Fg: can be used to measure the remoteness of the functions F}
and F, from PJ"". Let’s denote this distance by p(F}, Fy). For a vectorial function F € Py
let’s define the nonlinearity indicator N using the formula

Np = min p(F,A). (3)
AcAD*

In [5-7] this indicator was called the second type of nonlinearity, and in [8] — the vectorial
nonlinearity.

For k = 1, the nonlinearity indicators in the sense (1) and in the sense (3) are the
same. However, starting from k = 2, they differ significantly. The indicator Ng also plays
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an important role in cryptography and coding [7]. In particular, it is more relevant for
the analysis of methods using multi-dimensional affine approximations of Boolean vectorial
functions. For example, it can be used to get the lower bound on the minimum number
of affinity domains in an arbitrary piecewise affine representation of a vectorial Boolean
function, which in the domestic cryptographic literature is referred to as the affinity order
and denoted by ard F'. Indeed, it is easy to see that the affinity order of the vectorial
function F € P} * satisfies the inequality

27’L

dF > —.
ar N,

(4)
Moreover, unlike the characteristics NLr and Ap, the indicator Ng is a metric, which
makes it possible to speak mathematically correctly about the remoteness of a vectorial
function from affine ones. In this regard, in [9, 10], relating to the case of arbitrary finite
fields, the indicator of the form Np was called the nonlinearity of the mapping F'.

The nonlinearity in the sense (1) for APN functions has been studied by many authors.
Here it is necessary to highlight the papers of C. Carlet (see, for example, [11-16]). For a
vectorial function F' € P,"" the Sidelnikov — Chabaud — Vaudenay inequality implies an
upper bound on the nonlinearity in the sense (1), namely

NLF < 27L—1 - 2(7’1,—1)/2. (5)

This bound is reached only for odd n for the so-called almost bent or AB functions. All AB
functions are APN functions. The converse is not true in general, but it is true in particular
case of odd n for quadratic functions. For other currently known APN functions, including
the case of even n, the largest value of nonlinearity in the sense (1) is 2"~! — 2™/2. Also of
interest are the lower bounds given in [16], namely, NLp > 271 — 267=3)/4 for odd n and
NLp > 271 —267=2)/4 for even n. At the same time, there are a number of open problems
regarding nonlinearity in the sense (1) for APN functions [13].

The nonlinearity in the sense (3) for APN functions has been studied to a lesser extent.
From the results of 7] for a vectorial function F' € Py"* follows a chain of inequalities of
the form 0 < NLp < Np < 2" — 2% — 1. In [15]!, another upper bound of the form

is obtained (for k¥ < 2n — 5 or k = n = 4, a strict inequality holds). Using estimates of
the size of the image set, the lower bound on the indicator N for differentially d-uniform
vectorial functions from P;"* of the form

Np >2" — /2046 (20 — 1) (7)

is also obtained there, from which the lower bound on this indicator follows for all APN
functions in dimension n of the form

Np>2"—+/3-27"—2. (8)

At the same time, the study of the behavior of nonlinearity in the sense (3) of vectorial
Boolean functions, including APN functions, needs to be continued, which was, in particular,
indicated in the open problem 11 of the eighth international Olympiad in cryptography

'In [15], as applied to the indicator N, the term nonlinearity is not used.
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NSUCRYPTO02021 [17]. In the footsteps of solving this problem using estimates of the size
of the Sidon set, G.P. Nagy at the end of 2022 posted material with new lower bounds on
the Internet [8]. Tts lower bound on the indicator Ng for differentially d-uniform vectorial
functions from P;"* has the form

Np>2"—+/§-2n — 271

from which the lower bound on this indicator follows for all APN functions in dimension n
of the form

Np > 2" — y/ontl — 271

This paper is devoted to the study of the nonlinearity of APN functions in the sense (3).
In what follows, unless otherwise stated, by the nonlinearity of a vectorial function we mean
the indicator Np. The main task is to refine the bounds on the nonlinearity of the APN
functions and find its exact values for the APN functions in small dimension (n > 5), as
well as to compare the behavior of N with deg F' and N Lg for such mappings. In parallel
and independently of the studies of G. P. Nagy, without resorting to estimates of the size of
the Sidon set, the author has obtained a lower bound on the nonlinearity of APN functions,
which is presented in Section 2. A lower bound on the affinity order that follows from it is
also given. In Section 3, the exact values of the nonlinearity for all APN functions up to
dimension 5, as well as for one known APN 6-dimensional permutation, are found. Since
none of the 4-dimensional permutations is an APN, in Section 4 the case of differentially
4-uniform permutations in dimension 4 is considered. In Section 5, open problems and
conjectures related to the behavior of the nonlinearity of APN functions are presented.

2. Boundaries on nonlinearity of APN functions

In [18], the following necessary and sufficient condition for a Boolean vectorial function
to be an APN was first obtained.

Proposition 1 [18]. Let a vectorial function F' € P;"". Then F is APN if and only if
there is no 2-dimensional linear manifold? in the space of the domain of F' on which the
mapping F' coincides with some affine one.

In [19] this condition is used as an alternative definition of APN functions. There
are other formulations of this condition, for example, for pairwise distinct variables
T, T2, T3, x4 € FY, if the equality 1 & 2 & T3 ® £4 = 0 holds, then the inequality
F(z,) ® F(zg) ® F(x3) ® F(z4) # 0 is true.

Theorem 1. Let F' be the APN function in dimension n. Then the following inequality
is true for its nonlinearity:

Np > 2" —y/2ntl —7.2-2 271, (9)
Proof. Let’s prove the theorem by contradiction, assuming that the inequality
Np < 2" — /20t —7.92-2 971 (10)

is true. It follows from the definition of nonlinearity that there is at least one affine
mapping A € Ay"™ with which the vectorial function F' coincides on 2" — Np variables
of the domain of F' and A. Let Cpa = {z € F} : F(x) = A(z)} and Cpy = |Cpa| =
= 2" — Np. Then inequality (10) implies the inequality

Cpa> V2T —7.224271,

2In the original, a linear manifold is called an affine subspace.
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The number of all possible unordered pairs of elements from the set Cp 4 satisfies the chain

of relations
<CF,A> _ Cra(Cpa—1)

> 2" — 1.

2 2
Therefore, among nonzero vectors from the set {x; ® 2 : 1, x2 € Cpa, T # T2} there
will definitely be the same. The vectors £, & x5 and z; © x3, where x5 # x3, obviously
differ. Therefore, there are pairwise distinct vectors xq, 2, 3, 4 € Cp 4, for which the
equality & @ xo = x3 D x4 is satisfied. These vectors form a 2-dimensional linear manifold

on which F' coincides with A. In accordance with Proposition 1, the vectorial function F' is
not APN. m

It is easy to see that the lower bound on the nonlinearity of APN functions, obtained
in Theorem 1, for n > 4 refines the estimate (8) from [15].

Corollary 1. Under the conditions of Theorem 1, for odd n > 3, the following
inequality is true:
Np > 2 —2ntD)/2, (11)

Indeed, in the case of odd n > 3, for the difference of an integer 2**1/2 and the root

from expression (9), the chain of relations is valid

7 7
22(y/2n+1 4 /2n 1 —7.2-2) 30

Corollary 2. Under the conditions of Theorem 1, the following inequality is true:

27’L

ard F' > ; (12)
V2t — 7272 4 271
and in the case of odd n
ard F > 20n=D/2, (13)

Estimates (12) and (13) refine the lower bound on the affinity order from [20]| for APN
functions.
Inequality (6) can be used as the upper nonlinearity bound for APN functions.

3. Nonlinearity of APN functions up to dimension 5

Results on the nonlinearity of APN functions in small dimensions are given for
classes of extended affine (EA) equivalence, since unordered sets of algebraic degrees
of nonlinearity and absolute values of the Walsh — Hadamard coefficients for nonzero
linear combinations of coordinate functions, cardinalities of subsets of variables satisfying
condition (2), and also, Hamming distances to all affine mappings are invariants [9] for
EA-equivalent vectorial Boolean functions (under CCZ-equivalence, only the spectrum of
absolute Walsh — Hadamard values remains as an invariant). Accordingly, all the above
nonlinearity indicators, including the algebraic degree, are also invariants in the case of
EA-equivalence.

The results obtained in this section are based on results [21, 22|, where all classes of EA-
equivalent APN functions up to dimension 5 are presented through the canonical element,
which is the representative of the class with the smallest truth table in the lexicographic
sense. To shorten the notation, the 2™-ary number system will be used.
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For n = 1, all Boolean functions are APN and simultaneously affine.

For n = 2, there is a single class of EA-equivalent APN functions presented in the
Table 1. Along with the nonlinearity value Np found here, the values of the degree of
nonlinearity deg F' and the nonlinearity in the sense (1) N L are also given.

Table 1
Nonlinearity of APN functions in dimension 2

T 012 |3]| degF | NLr | Np
Fxz)||o]o]O0O|1]| 2 0o | 1

The value of the nonlinearity coincides with the lower bound (9) and the upper
bound (6). The affinity order of all APN functions in dimension 2 is 2. There are no
permutations in this EA-class and there is the APN function represented by the power
function 2% over a field Fy. Vectorial functions in dimension n over the field Iy, represented
by one-dimensional power functions of the form z? over the field Fon, are commonly called
power vectorial functions or simply power functions® with exponent d.

For n = 3, the class of EA-equivalent APN functions is also unique and is presented
together with the nonlinearity indicators in the Table 2.

Table 2
Nonlinearity of APN functions in dimension 3

x [J0]1]2[3[4[5[6] 7] degF | NLr | Np
F)y|[ololo|[1]o|2[4|7] 2 2 | 4

In this case, according to (5), all APN functions are AB. The value of the nonlinearity
coincides with the lower bound (11) and the upper bound (6). In accordance with (4),
the affinity order of all such mappings is greater than or equal to 2. This class contains
permutations, including power functions with exponents 3, 5, and 6.

For n = 4, there are 2 classes of EA-equivalent APN functions (these classes are CCZ-
equivalent), presented in the Table 3.

Table 3
Nonlinearity of APN functions in dimension 4
T 0123 (4|5|6|7|8[9|10|11 |12 |13 |14 | 15| degF | NLr | Np
Fi(z)||0|0|O]1]0|2|4]|7|0|4]| 6 | 3| 8 |14|10]13 2 4 10
Fo(x)||O0]|O0O]|0|1|0|2|4|7|0]|4| 6| 3| 8 |14 |11 |12 3 4 10

The values of nonlinearity for both EA-classes coincides with the lower bound (9) and
the upper bound (6). In accordance with (4), the affinity order of all APN functions in
dimension 4 is greater than or equal to 3. There are no permutations in these classes. The
first class contains power functions with exponents 3, 6, 9, and 12. In the second class, there
are no power functions, but there are APN functions found in [23].

For n = 5, there are already 7 classes of EA-equivalent APN functions, presented in the
Table 4 (the first, third and seventh classes, as well as the second, fourth and sixth classes
are CCZ-equivalent).

3The term monomial functions is also used.



Nonlinearity of APN functions: comparative analysis and estimates 21

Table 4
Nonlinearity of APN functions in dimension 5
x O(1]2(3|4|5|6|7|8|9]|10|11 12|13 |14 |15 |16 |17 | 18 | 19
Fi(z)|[0|0]|0|1|0|2[4|7|0|4| 8 |13|16 |22 |28 |27 | 0 | 8 |16 |25
Fo(z)||0O|0]|0|1|0|2|4|7|0|4| 8 |13|16 |22 |28 |27| 0 | 8 |16 |25
Fs(z)||0|0]|O0|1|0|2|4|7|0|4| 8 |13|16|22[29|26| 0 | 8 |16 |25
Fy(z)|O|O|O|1|0|2|4|7]|0|4| 8 [13|16|22|29|26| 0 | 8 |16 25
Fs(z)||0|0O|O0O|1|0|2|4|8|0[3|6 |12| 7 |16|25|23| 0 | 7 | 3 |22
Fe(x) ||O|O|0|1|0|2[4|8|0|3|6 |16| 8 |21 |26|29| 0 | 5 |12 |27
Fr(z)||0|0][0|1|0|2]4|8|0|3|6 |16 8 [21[26|29| 0| 6 |15 |24
x cont. 20 | 21 | 22|23 |24 |25|26|27|28(29|30]| 31| degF | NLrp | Np
Fi(z)cont. || 5 |15 | 17|26 |22 |26 |14 | 3 | 3 | 13|31 | 16 2 12 25
Fy(z) cont. 5 |15 |17 |26 |27 [ 23| 3 |14 |14 | 0 | 18 | 29 2 12 25
Fs(x) cont. 5 |15 (19|24 | 7 |11 |27 |22 |26 |20 | 1 14 3 12 25
Fy(x) cont. 5 1511924 |10 6 |22 |27 23|25 (12| 3 3 12 25
Fs(z)cont. || 28 |19 | 9 | 0 | 19| 8 |15 |28 |21 | 9 [29| 2 4 10 25
Fs(x)cont. || 20 6 |31 |16 | 7 |31 | 8 |22 9 |26 |17 |11 3 12 25
Fr(x)cont. || 18 | 3 | 17|30 | 2 |29 |14 |20 |25 |13 | 9 |23 3 12 25

The calculated values of nonlinearity for all 7 EA-classes are the same. The resulting
value exceeds the lower bound (11) by 1 and coincides with the the upper bound (6).
In accordance with (4), the affinity order of all APN functions in dimension 5 is greater
than or equal to 5. All APN functions from the first, second, sixth and seventh classes are
AB, and from the fifth class are not AB. These 5 classes contain permutations. The third
and fourth classes don’t contain any permutations, but contain the AB functions found
in [23].

In this case, all power functions with exponents from 1 to 30 are permutations. In order
to determine whether they are APN permutations and obtain the distribution of power
APN permutations over the indicated 5 classes of EA-equivalence, which is absent in [21],
let’s recall known results. H. Dobbertin [24] conjectured that the six known infinite families
of power APN functions presented in Table 5 exhaust the entire set of power APN functions
(in accordance with later works, the Niho case for n = 3 (mod 4) was added to the original
table from [24]).

Table 5
Known infinite families of power APN functions
Name Exponent Conditions
Gold 2F +1 (k,n)=1,1<k<n/2
Kasami 22k _oF 1+ 1 (k,n)=1,2<k <n/2
Welch 2172 43 n odd
. 2(n=1)72 4 o(n=D/4 _ 7 n=1 (mod 4)
Niho 2(n=1)/2 4 9Bn-1)/4 _ 1 n =3 (mod 4)
Dobbertin | 247/5 4 23n/5 4 92n/5 4 9n/5 7 n =0 (mod 5)
Inverse 2n —2 n odd

The power functions from the Welch and Niho families, and also in the case of odd n
from the Gold and Kasami families, are AB functions. At the same time, the mappings
from the Dobbertin and Inverse families are not AB. All power functions from the Gold
family are quadratic.

The equivalence of exponents was also discussed in [24], which is defined as follows:
if a power function z? is an APN, then a power function z” is also an APN, where for
0 < 7 < n modulo comparison h = 2'd (mod (2" — 1)) is true, and also in the case when
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2% is a permutation, one more comparison hd = 2! (mod (2" — 1)) is true. In this sense,
each exponent presented above gives in fact an equivalence class of exponents for which
the power function is the APN. Unfortunately, this equivalence is sometimes forgotten to
be mentioned by some authors, which narrows the reader’s understanding about possible
exponents of power APN functions.

Dobbertin’s conjecture has not yet been proven, but it has been checked for all values of n
up to 34. It was shown in [25-27| that the equivalence of exponents corresponds to the CCZ-
equivalence of APN functions. It follows from [21] that the first and seventh classes, as well
as the second and sixth classes are CCZ-equivalent. In addition, the first class contains z°,
the second class contains 22, the fifth class contains x'°, the sixth class contains z!'!, and
the seventh class contains z7. Then, after calculating the equivalent exponents for the
CCZ-equivalent power APN functions and knowing their algebraic degrees, we obtain the
following proposition.

Proposition 2. All non-affine power 5-dimensional permutations are APN and the
following distribution of power APN permutations over 5 classes of EA-equivalence of APN
functions in dimension 5 takes place:

— exponents 5 (Gold, Niho), 9, 10, 18, 20 correspond to the first class;

— exponents 3 (Gold), 6, 12, 17, 24 correspond to the second class;

— exponents 15, 23, 27, 29 (Dobbertin), 30 (Inverse) correspond to the fifth class;
— exponents 11, 13 (Kasami), 21, 22, 26 correspond to the sixth class;

— exponents 7 (Welch), 14, 19, 25, 28 correspond to the seventh class.

For n > 6, the situation with finding the nonlinearity of APN functions becomes much
more complicated. Firstly, a complete partition of such functions into EA-equivalence classes
is currently unknown, while the number of already known EA-classes even for n = 6 is
measured in hundreds (the most advanced results in this direction are presented in [28, 29]).
Second, the complexity of computing a nonlinearity for a mapping from Py is O(27%°+2")
additive operations in the field Fy., and thus computing such a nonlinearity for n greater
than or equal to 6 is itself a difficult task.

Consider a special case of the APN 6-dimensional permutation S presented in [30]
(Table 6).

Table 6

APN 6-dimensional permutation
T 0 1 2 (3| 4|5 |6 |7]8|9 1011|1213 |14]15
S(x) O | 54|48 |13 |15 |18 |53 |35 |25 |63 |45 (52| 3 |20 |41 | 33

T cont.1 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
S(x)contl || 59 |36 2 |34 |10| 8 |57 |37 60|19 |42 | 14|50 |26 | 58| 24

T cont.2 32 1331343536 |37 |38 (39|40 |41 | 42 | 43 | 44 | 45 | 46 | 47
S(x)cont2 || 39 |27 21 |17 |16 | 29| 1 |62 |47 |40 | 51 | 56 | 7 | 43 | 44 | 38

T cont.3 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | B8 | 59 | 60 | 61 | 62 | 63
S(x)cont3 || 31|11 4 |28 |61 46| 5 |49 9 | 6 |23 |32|30| 12|55 | 22

Permutation S, like the majority of known APN functions in dimensional 6, has a
relatively high nonlinearity in the sense (1) equal to 24. Computer calculation of its
nonlinearity gives a value 55, which exceeds the lower bound (9) by 2 and is inferior to
the upper bound (6) also by 1. In accordance with (4), the affinity order of permutation S
is greater than or equal to 8.
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The obtained values of nonlinearity for APN functions in small dimensions allow us to
assume that, in contrast to the nonlinearity in the sense (1), all APN functions have the
same nonlinearity.

Since there are no APN 4-dimensional permutations, let’s consider further the behavior
of nonlinearity for differentially 4-uniform permutations in dimension 4.

4. Nonlinearity of differentially 4-uniform permutations in dimension 4

From the results [22], it follows that there are 13 EA-equivalent classes of differentially
4-uniform mappings from P24 4 containing 4-dimensional permutations (the second and third,
fourth and twelfth, fifth and sixth EA-classes in addition are pairwise CCZ-equivalent). As in
the case of APN functions, we represent these classes in the Table 7 through their canonical
elements in the hexadecimal notation, with three indicators for each of them, including the
nonlinearity values found here.

Table 7
Nonlinearity of differentially 4-uniform permutations in dimension 4

T 0|12 [3[4(5|6|7|8[9]10|11 12|13 |14 |15 | degF | NLr | Np
Fi(z) |O|O0|0|0|O0O|1]2|3|0|2| 4|8 0 112 5 7 3 2 9
Fo(z) |O|O0O]O0|0O]|O|1]2|3|0|4| 8 |13]| 0 5 114 | 10 3 4 9
Fs(x) ||O|0O]O0|0O]|O|1]|2|3|0|4| 8 |13]| 0 6 | 11 | 12 3 4 9
Fy(z) ||O|0|O0O]0O]|O0|1]2]|3|0]|4| 8 [13] 0 6 | 12 | 11 3 4 9
Fs(z) ||[O|O0O|O]O|O|1]2]|4|0]1]| 3 6 2 8 6 | 15 3 2 9
Fs(x) ||O|O]O0O|O|O|1|2]|4]0|1]| 3 6 3 8 7|15 3 2 9
Fr(z) ||O|O0]O0|O|O|1|2]|4]0|1]| 3 8 2 7T 1131 5 3 2 9
Fg(xz) ||O|O]O0O|O|O|1|2]|4]0|1| 3 8 | 4 |11 |12 | 14 3 4 9
Fo(x) ||O|O]O|O|O|1|2]|4]0|1| 3 8 | 4 |13 |10 | 14 3 4 9
Fip(z) ||O|O0|0O]0]|O]1|2]|4|0]1]| 3 8 | 4 |13 |14 |10 3 4 9
Fi(z)[|[O0|O0]|O|O|O|1|2/4|0|1|6 |8 ]|2]|9]|13]14 3 4 9
Fio(x) ||O|0O]0]0|0O|1]2|4]|0]1] 6 8 2 13| 8 |15 3 4 9
Fis(z)||0O|0O]|O0O]|]0|O|1|2|4]|0]|2] 8 |15 | 1 |10|15]| 6 3 4 9

Using the results [22], it can be shown based on the number of matches of canonical
elements with zero function that all EA-classes containing 4-dimensional permutations with
differential uniformity greater than or equal to 6 give nonlinearity less than or equal to 9.
Since, as can be seen from the Table 7, the permutations of all 13 classes have the same
nonlinearity equal to 9, we can say that differentially 4-uniform permutations have the
maximum possible nonlinearity in the class S3, which exceeds the lower bound (7) by 1
and is inferior to the upper bound (6) by 2. In accordance with (4), the affinity order of all
differentially 4-uniform 4-dimensional permutations, as for APN functions in this dimension,
is greater than or equal to 3.

At the same time, the nonlinearity in the sense (1) for permutations of the first, fifth,
sixth, and seventh classes is inferior to that for permutations of the remaining nine classes,
equal to 4. The latter, as is known, is the maximum possible nonlinearity in the sense (1)
for 4-dimensional permutations. Thus, we obtain the following proposition.

Proposition 3. There are 9 pairwise not EA-equivalent (7 pairwise not CCZ-equi-
valent) classes of APN functions in dimension 4 containing permutations with three optimal
nonlinearity indicators, namely: Ag =4, NLg =4 and Ng = 9.

In [31], all 4-dimensional permutations with two optimal nonlinearity indicators (Ag=4,
NLg = 4) were divided into 16 affine equivalence classes. We represent this partition in
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terms of canonical representatives within the extended affine equivalence classes in the
Table 8. The left column shows the number of the EA-class from the Table 7.

Table 8
Classes of 4-dimensional permutations with optimal nonlinear indicators

No. EA-class T 0|12 3|45 6 |[7[8] 9 [10]11 |12 |13 |14 | 15
9 S O|1|2|13|4|7|15|6 |8 11|12 9 3 14|10 | 5
So O(1]2|13|4|7|15]|6|8|14| 9 5 |10 [ 11| 3 | 12

3 S3 012|134 |7 |15|/6 |8 |11 |14 | 3 5 9 |10 | 12
Sy 0O|1|2|13|4|7|15|6 |8 |11 |14 | 3 |[10| 12| 5 9

4 S5 012|134 |7 |15|6|8|14|12 |11 ] 9 3 110]| 5
8 Se 012|134 |7|15|6|8|14|12| 9 5 |11 10| 3
9 S 0O|1|2|13|4|7|15|6 |8 |12| 9 |11 |10| 14| 5 3
Sy 0O|1|2|13|4|7|15|6 |8 |12 |11 | 9 (10|14 | 5 3

Sy 012|134 |7 |15|6 |8 12|14 |11 |10| 9 3 5

10 Sol[0]1]2]|13|4 |7 |15 |6 |8 |14 |11 10| 5 9 |12 ] 3
Si1/0]1|2|13|4|7|15|6 |8 |14 |11 |10 9 3 12| 5

1 S [0 12134 |7 |15 |6 8|14 |11 | 3 5 9 |10 | 12
Sis(0]1]2]|13|4|7|15|6 8|14 |11 | 5 |10| 9 3 |12

12 S ||O0] 12134 |7 |15|6|8 14|12 |11 | 3 9 5 |10
13 S5 1(0]1]2|13[4 |7 156|812 5 3 10|14 11| 9
Sel|lO0]1|2]|13|4|7|15|6 |8 12|11 | 9 |10]| 14| 3 5

Note also that permutations from the second and third EA-classes have 3 quadratic
nonzero linear combinations of coordinate functions, permutations from the fourth, eleventh
and twelfth EA-classes have 1 such quadratic combination, and for permutations from the
eighth, ninth, tenth and thirteenth EA-classes, all nonzero linear combinations of coordinate
functions are cubic. In addition, all power 4-dimensional permutations, namely 27, z'!, z'3

and z'*, are in the same thirteenth EA-class.

5. Conclusion

The nonlinearity of a vectorial function shows the minimum number of mismatches
between its images and the images of an arbitrary affine mapping. Here we study the
behavior of this nonlinearity for the class of mappings of the space I} into itself, which
have an optimal nonlinearity of a different form, namely, APN functions. For comparison
and completeness, the behavior of the nonlinearity defined as the maximum nonlinearity of
all nonzero combinations of coordinate functions is also given.

Among the most significant results is the lower bound on the nonlinearity of APN
functions, obtained in Theorem 1 and Corollary 1. The lower bound obtained here, together
with the upper bound from [15], leave a rather narrow range for possible nonlinearity values
of APN functions, which is presented in Table 9 for n < 8.

Table 9
Bounds on nonlinearity of APN functions

n 112|13] 4 ) 6 7 8

Lover bound (9) or (11) || 0 | 1 | 4 | 10 | 24 53 112 | 233
Exact value (Section 3) || 0 | 1 |4 |10 | 25 | (55) 7 | 7 ?

Upper bound (6) 0]1]4]10]25 56 119 | 246

In addition, the lower nonlinearity bound makes it possible to obtain a lower bound on
the affinity order of such mappings (Corollary 2), which guarantees that in an arbitrary
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piecewise affine representation of any APN function F there is at least the obtained number
of affinity domains. This number directly affects the complexity of solving the system of
nonlinear equations given by F' [20].

The results obtained for the nonlinearity of APN functions in small dimension allow
us to formulate some problems and make conjectures about its behavior in the general
case. As has been shown, all APN functions of fixed dimension up to 5 have the same
nonlinearity value (in contrast to the nonlinearity defined as the minimal nonlinearity of
nonzero combinations of coordinate functions). In this regard, the following question arises.

Problem 1. Do all APN functions in fixed dimension really have the same nonlinearity
value?

It was also shown here that all APN functions in dimension up to 5 have the maximum
possible nonlinearity among all mappings in the corresponding dimension. Therefore, if the
answer to the first question is yes, then the second question arises.

Problem 2. Is the value of the nonlinearity of APN functions the maximum possible
among all mappings in the corresponding dimension?

In [7] it was conjectured that the nonlinearity of all vectorial Boolean functions from Py"*
is less than or equal to (1 — 27%)(2" — 2"/2), and, accordingly, for & = n, the conjectured
upper bound has the form

Np <2m—2M2 14272 (14)

From the results obtained above, it is easy to see that the studied 6-dimensional
permutation also has a nonlinearity value coinciding with (14). In a sense, this confirms
the conjecture that all APN functions have the same nonlinearity, which is the maximum
possible among all mappings in corresponding dimension.

In the paper, the distribution of power APN permutations over 5 classes of EA-
equivalence of APN functions in dimension 5 is obtained (Proposition 2).

All possible 9 classes of EA-equivalent differentially 4-uniform vectorial functions in
dimension 4, containing permutations and having optimal two other nonlinearity indicators
are also presented (Proposition 3). Using Table 7 and Table 8, it is much easier to find
combinations of not EA-equivalent 4-dimensional permutations with all three optimal
nonlinearity indicators.
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BBenenue

Onucanbl cnocobbl ycrpanenus ysassumocreir nporokosos zk-SNARK [1], ocnoBanubix
Ha 3aIUMIEHHOM (hopMupoBaHUU TYOJINYHBIX MAPAMETPOB B BUJE TJIABHBIX CCHLIOYHBIX
crpok (Common Reference String, CRS) ¢ ucnosnb3oBannem 10BepeHHON TpeTbheii cTopo-
HbI ¥ MHOTOCTOPOHHero Bzaumogeiictsusi. /st mporokoaos zk-SNARK [2, 3|, ucnosbsye-
MBIX B KpunroBasore Zcash 4], pacemarpubaercst muorocroportee hopmuposanne CRS 5]
C €JJUHCTBEHHON 4ecTHOU cToponoil. /I nporokosna zk-SNARK [6] na npumepe |7] pac-
cmoTpeHo 6osee zamuinénnoe gopmupoBarne CRS ¢ HeorpaHmdyeHHBIM HaOOPOM CTOPOH
B pacCIIupgeMOM OHJAH-pexKuMe, BepupuKanueil pe3yjabTaToB U €JIMHCTBEHHONW YeCTHOI
croponoii. IloBbienre ypoBHs 3amumiéHHOCTH poToKoaa zk-SNARK [6] rakxke mpes-
CTaBJIEHO TlepepaboTaHHoN Bepcueli [8], B KoTopoii BHIMOITHEHA KOPPEKTHPOBKA YPABHEHUH
sepudukanuy u 3uavenuil, prrodaeMbix B CRS. Cornacuo ucrounukam [9, 10|, ykasbisa-
ercs omubOka onucamust nporokosa zk-SNARK [3], ocnoBannoro ma nporokose zk-SNARK
«Pinocchio» [2]. Vassumocts |9, 10] onunpaercs ma u30BITOYHBIC TEMEHTDI, BKIIOUAEMBIE
B CRS n k71109 (hopMuUpOBaHUST JIOKA3ATEIHCTB, KOTOPHIE TO3BOJIAIOT CTPOUTH JIOKA3ATETh-
CTBa JIJIsl IPOU3BOJBHBIX OTKPHITHIX BXOJI0B. [IpuBoautces Merof [9] yerpanenus: ykasaHHOM
VSI3BUMOCTH.

B kadecrBe yrnomuHaHusi IPUBOIUTCS HAOOP npoTokosoB [11-13|, pasBusatommit dbop-
vuposarne CRS [7] or crarmueckoit 10 0OHOB/IsSIEMON W yHHBEPCAJIbHON Bepcuii, B TOM
anciae s nporokona zk-SNARK [6] n kpunrosamorst Zcash [4]. Cornacno mcrodnn-
KaM |14, 15|, KpaTko oTMeYeHa BO3MOZKHOCTD HOBBIIIEHHsT YPOBHSI 3aIUIEHHOCTH MTPOTO-
koaa zk-SNARK [2] gyist cayuas croBopa Beex cropon ¢dopmuposanust CRS npu yeaosun
peBAPUTEIbHOMN MPOBEPKHU JOKA3ATEILCTB.

1. IIporokon Hanéxuoro ¢popmuposanna CRS
¢ bukcupoBaHHLBIM HADOPOM CTOPOH

B [14] npeacrasien meron dopmuposanus CRS st ciydast croBopa Beex 3ajeiicTBo-
BAHHBIX CTOPOH, IIPH KOTOPOM HAPYIIUTEJH CIOCOOHBI PEKOHCTPYHPOBATL <«JIA3CHKY» T
U TOJJeNbIBAThL J0Ka3aTeabcTBa m. B pabore [5| ycrpansrorest npobseMbl 3aliuméHHO-
cru [14] w npuBenén MHOTOCTOpOHHWI TpoTokos dopmupoarus CRS st mpoTokoa0B
zk-SNARK |2, 3], ucnonpzyembix B KpunroBasiore Zcash [4]. Ecau xora 661 ogna cTopo-
Ha SIBJISETCS YECTHOM, TO KOHCTPYHPOBAHME MOIIEHHHYECKUX TOKA3ATEJIHCTB CTAHOBUTCS
HEBO3MOYKHBIM. JIOTIOIHUTEIbHO 00eCIeunBAETCSI CBOWCTBO HYJIEBOrO pasriammenus (Zero-
Knowledge, ZK), gazxe ecin Bce CTOPOHbI SBJISIIOTCS HAPYITHTEISM.

B nporokose dopmuposanust CRS [5] nmpuHEMaT y9acTiue n CTOPOH, KOODIHHATOD
u Bepudukarop. Poab mocsiemHEX MOXKeT BBIMOJHATHCS OJHHM cepBepoM. IIpoBepka Kop-
PEKTHOCTH Pe3YJIbTATOB IMPOTOKOJIA MPOUCXOIUT MOCJI€ €ro MOJHOIO BBIIMOJIHEHHUS, ITO MO-
JKeT 0Ka3aThCs HEJIOCTATKOM U IIOTPEOYET MePEeBLIIOJTHEHHS BCETO TIKEJIOBECHOTO MPOIEcca
dopmupoanusgs CRS. [Iporokoa cocront m3 4erThipéx payHIOB, e Kakiaas cTropona Pj,
1 =1,...,n, MOXKeT OTHPABUTH CBOE COODIIEHNE TIOC/Ie TTOJydeHus coodienust ot P;_1, a P,
HaYHHAET PaboTy IocJie mpuéMa cooOINeHna NHATHaIn3anun. B mpegeax KaK0ro payHia
CTOPOHBI MOT'YT OTIPABJISITH COOOIINEHH [I/IsT KOOPINHATOPA Hapasae bHo. Takum obpasomM,
nporokos popmuposarust CRS [5] umeer Bu:



30 . B. MapTsinerkos

Payua Ne 1. JIna ¢ = 1,...,n cTopoubl P; BHITOTHSIOT CJAEAYIONINE TITArH:

1. BeiBoggTcst HAGOPHI CrydailHbIX 37eMeHTOB u3 [ (/1 HAISIIHOCTH 3/1eCh U 1aJiee
i~-MHJIEKCBl BHJA pp,; He IPUBOJATCH, a MOPA3YMEBAIOTCS 0 YMOJIIAHHIO):

secrets;, — {7', PA, PB, XA, OB, OC, 67 7}7

elements; = {7, pa, pB, a4, g, ¢, B, 7, paa, peOB, PAPE, PAPBOC, B }i-

(1)

2. Ha ocnose (1) Bbramcssiercst HabOp 3J1€MEHTOB, JJisd dero P; BoiOupaer cirydaiiubie

f1, fa, f3 € Go\ {0}, fa, f5, fo, f7, fs € G1 \ {0}, a 3aTem coxpansier HaBOPHI TeMEH-
0B Gy 1 G cooTBeTCTBEHHO:

e = {1, fipa, frpaca, frpapsac, frpaps, f1oapsas, fa, f2, 257, fa, fa7},
Y= {14, faaa, f5, 500, fo, fopn, fru frpas fs, fsv}-

3. Borumcagercsa pesyabTupyiomuii BEKTOp €; = ( I e(Q) ).

4. Croponsl P, mupoKoBemATEALHO HmepenaroT h; = COMMIT(ei), COOTBETCTBYIOIICE
BBIUHCICHIIO Xem-byuknnn (B pabore [5] ncmons3yercs BLAKE-2).

OTHOCUTEIBHO €; Tpebyercs, 9To0bI it Kaxka0ro s € secrets; (1) mpu s € F* Bcerma
MPUCYTCTBOBAIA HeoOXonauMast s-mapa (p,q), Tae s - p = ¢. Jag KOHKpeTHo# Tpymnmsl uc-
nosib3yercst repmut G-s-mapa. Hanpumep, mo fi, fipa, fipaps crpositest pa-tiapa (f1, fipa),
p-napa (fipa, fipaps) u papp-napa (fi, fipaps)-

Payuma Ne 2

YacTtpe 1. Beimoansiercs packpbiThe 00s13aTeIbCTB, IPH KOTOPOM CTOPOHBI P; mupo-
KOBEITATEIBHO TePealoT €;, a BepudukaTop mposepsier coorserctue h; = COMMIT (g;).
Hanee elements; (1) npuHuMaT HanMeHOBaHHe 3a(QUKCHPOBAHHBIX 3JEMEHTOB, TAK Kak
K TEKYIeMy MOMEHTY BBITOJTHEHUS MPOTOKOJIA I KaykK/aI0To s € elements; cTOpoHBI OT-
npasuan s-napbl g Gy u Gy B Buge rpl u rp?. [ljig npejcTaBaeHHbIX HUKe 3HaYeHHil
nepegaHHble CTOPOHAMH P 3JIeMeHTBI U S-IIaphl UMEIOT CJIAVIONUHH BUI;:

71 (rpy, 1p7) = (9, 79), v (rp3,rp2) = (9,79),
pa:(rp,,,rp2,) = (9.p49), paca : (1P} o P2 0y) = (95 pacag),
pp < (rp,,,105,) = (9, PBY), PBAB  (PPpay Popay) = (PAG, PaPBABY),
aq: (rpg,,1pa,) = (Pag, pacag), PAPB : (1P s Peaps) = (9, P4PBY), (2)
agp : (rpaB, (p%,) = (papBg: PAPBBY);, PaPBAC (1P, ppac: Posssac) = (9 PAPBACY),
ac : (Pag: Pag) = (PapBg, papsacy), B7 1 (rPh, 1P3,) = (9, 879)-
B (rpg, p3) = (79, 879),

Yacrte 2. [Iposepsercsa dakr pukcanun croponamu P; nap snementoB u3 G u Go,
BXOJIAIIAX B FPL U rp?, COOTBETCTBYIONIUX S-TIApaM OJMHAKOBLIX 3/1eMeHToB s € F*. Jljns i €
€ {1,...,n}, s € elements; BepuduraTop 3amyckaer IpoBepKy

SameRatio(rp!, rp?) = SameRatio((p, q), (f, H)). (3)

[Tposepka (3) ycnemna, ecm mpu p,q € Gy u f, H € Gy Bce yerbipe 3/1eMeHTa He paBHbI ()
u e(p, H) = e(q, f) ana Gummneiinoro cnapusanus e(agy, bgy) = g

Yacrb 3. Beimosngercsd Joka3aTebCTBO U MPOBEPKA 3HAHUI JUCKPETHBLIX JOrapud-
moB. Cropona P; Beramcssger paiiizkect coobmiennii payuga Ne 1 h = COMMIT(hy || ... ||
| h) ¥ MIEpOKOBemATENBHO eT0 TepeJaéT. 3aTeM s ¢ = 1, ..., N BBINOJHAIOTCA CJIEIYIO-
e TMary:
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1.

2.

3.

Jnsa s € secrets; (1) duxcupyerca h; s = (h || rpl). Bee croponsr P; u Bepudukatop
HUMEIOT 3JIEMEHTDBbI AJid BbIYUCJICHUA TEKYIIETro 1ara.

Jlns Kaxkmoro s € secrets; cropoHamMu P; IMIPOKOBEIIATEILHO MePeIaloTcs T0Ka3a-
TEJBCTBA T g

s = NIZK(I’p;,hLS) (4)

®yukuusa NIZK (4) ocmosana wa mporokose Illuoppa [16, 17|, koropas nmo s-mape
rp, = (f,H = sf) u crpoke h BbIBOAUT PaHIOMU3UPOBAHHYIO CTPOKY — JOKa3a-
TeNIbCTBO 3HaHUS ¢TpoKu S. Jlns dbyukmun (4) Beibupaerca caydaiinoe a u R = af.
Borauncisiercss ¢ = COMMIT(R || k), KoTopoe mHTepHpeTHpyeTcst Kak 3aeMeHT .,
HAIIPEMEpP B34THEM IIepBHIX logr O6uT, a Takxke u = a + c¢s. PesyapraToMm gBiagercs
napa (R, u).

Jnst Kazka0ro s € secrets; BepuUKATOPOM HPOBOAUTC IPOBEPKA,

1/0 = VERIFY — NIZK(rp}, ;. 5, his)- (5)
Oynknusg (5) npoBepsiet, IeHCTBUTEIBHO JIH JOKA3ATEIBCTBO COOTBETCTBYET 33/1aH-

momy h. g sroro seraucagerca ¢ = COMMIT(R || h) 1 10Ka3aTeIbCTBO MPUHEMA-
eTcs, ecn uf = R+ cH.

Yactb 4. g 7 =11,...,7, (2) BRIUACAACTCS BEKTOP

POWERS, = ((1,7,72,...,7g1, (1,7,7%, ..., 7%)g2).

Croponoii P; BHITIOMHsETCS MUpOKOBelaTe bHad mepesada Vi = (1,7, 72, ... 74 g
u V)= (17,72 ...,7%gs, a q1s1 i = 2,...,n— MEPOKOBEMATEIbHAS TIepeada CTO-
pounamu P; snagenuit V; = powerMult(V;_y, 7;) u V/ = powerMult(V,_, 7,_1). Hampu-
Mep, aas Bekropa V € G n a € F, dynxnus powerMult(V, a)icqo,..ap = {a'V :
i=0,...,d} € G

Hnst i € {2,...,n} BepuduKarop MoATBEPKIAET KOPPEKTHOCTH PaHee IMepeTaHHBIX
BEKTOPOB. BBINOJHAIOTCA POBEPKH

SameRatioSeq(V7, rp?)),  SameRatioSeq(V7, (Vi0, Vi1)),

T1

SameRatioSeq(V;, (Vio, V/1)), SameRatioSeq(V;, (Vio, Vi1)), (6)
SameRatio((V;_1.1, V1), rp!?).

T
Eciu ipoBepku (6) BBITOJTHSIIOTCS, TO HA BBIXOJL TTOJAIOTCSA KOMIIOHEHTHI KJIHO4a, J10-
kazarenncrBa (PKy = V,, PKy = V). Oyukius n0ATBePKICHHS COOTBETCTBHS
JBYX Hap JIeMeHToB s-mapaM SameRatio() omucana B (3). @yukunsa SameRatioSeq()
g Vo€ G¢ u rp, € G2 nposepser, uTo KaKIble IBa HOCAEI0BATEILHBIX 3/1e-
meHTa V' spisiorcs s-napoii. Oua coorsercrByer BbIZoBY SameRatio(V',rp,) st
V= (Voo Vi), (Vi Va), . (Vi Vi),
BeinosHsiercsi poBepka Kopaelt Z(z). s obecredeHusi HyJIeBOIO pa3r/allleHus
Tpebyercs, uToObl T ABjsaoch KopHem Z(x) = x¢ — 1. [l sroro BepudpuKaTop 1
Bee P; mposepstior pasenctso Z(7)g1 = (79—1)g1 = Vg — Vo # 1, unade mpoTokon
epe3aIry CKaeTC.
Ucnonp3yercst Habop BEKTOPOB KBaApaTHIHON apudmerndeckoii mporpammsl (Quad-
ratic Arithmetic Program, QAP). Koopaunarop Berauciasier QAP-BekTOpBI 10Ka3a-
renberBa A, B, By, C B T0uke T, e, B omtnuane or 3|, A1 = Byt = Coy =
= Z[rlgr = (77 = Dgu:

A=g{A(r):i=0,....m+1}, B=g{Bi(r):i=0,...,m+1},

By =g{Bi(1):1=0,....m+1}, C=q{Ci(r):i=0,...,m+1}. (7
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Payuma Ne 3.

Hactpe 1. Koopaunarop mupokosemareabHo nepegaer sekropbl A, B, By, C (7).

Jacte 2. [Jna noaydenus pasandaHbIX 3JEMEHTOB KJIIOYeH BBIMOJHSETCS TOAITPOTO-
Ko Bbipaborku caydaiineix Koabdunumentop RCPC. [liuga snementoB o = (g, ...,q,) €
€ elements; (1) BBIYHCISIOTCS 97I€MEHTHI KJTIOUYEH

PKA = RCPC(AapA)a PKB = RCPC(BQHOB)a PKC = RCPC(CapApB)>
PK!, = RCPC(A,pacs), PKjy=RCPC(B,ppap), PK{=RCPC(C,pappac),
tempp = RCPC(B, pp), VK; =RCPC(92Z(7) = go(7* — 1), paps),

VKA = RCPC(gQ,aA), VKB == RCPC(gl,Q/B), VKC = RCPC(QQ,O{0>.

(8)

st pacuéron (8) He Tpebyercs s-mapa Jjist KayKIoro s € secrets; Kaxkuoi rpymmsl. Ha-
npumep, Tpedyercs Toabko (Go-p4-mapa, KOTOpast UCIOAb3yeTcs /i Beraucaenus PK 4, a
G1-pa-1apa HE UCTOJIB3YETCS.

[Toxmnporokos RCPC (8) mokoopAuHATHO yMHOZKAET BEKTOD 7aeMenToB u3 G Ha cKatap
a € F*. Tlepen BBI30BOM MOAMPOTOKOA JIIst Kaxkaoro ¢ € {1,...,n} cropous P; mepeia-
i Go-oy-mapsr rp,,, AocTymnble Bepudukaropy. Takmv obpasom, RCPC(V, a) mpummmaer
Ve Gluo € F* ans @ € {1,...,n}. Cropona P, Beramcasier Vi = a1V, a jus
1 = 2,...,n cropoHbl P; mupokosemareabHo nepegatTr V; = «;V;_1. B utore croponb
BeiBOAAT V,, = V.

Payua Ne 4. Boraucigdioress KOMIOHEHTBI KJIIO4el, colepzKallyie JIeMeHT (3, JIJId 9ero
CTOPOHBI P; MM TOJIbKO KoopawHaTop paccuuteiBaior V = PKy + tempp + PKo. 3arem
CTOPOHBI BbI1UCJIAIOT

PKy =RCPC(V,8), VK,=RCPC(gy,7),
VKS) =RCPC(g1,37), VKL =RCPC(gs, 7).

B 3akuiouenue sepudukarop 3amyckaer ¢ynkmmio verifyRCPC() ma BXomHbIX mapaMeTrpax
B BUJIe pe3ysibTaroB paborbl paynjoB Ne 3, 4. Bepudukaiius ycueiita, ecju BCe BbI30BbI
O TBEPK ICHBI.

Jlns sextopos S, T € G¢ u Go-a-mapwr rp, dbynxmus sameRatio((S,T),rp,) (3) Boz-
spamtaer sameRatio(V,rp,,), tae V; = (5;,T;). @yuxuus verifyRCPC(V, o) npunumaer V,
a takke Vi,...,V, € G{ u Go-ay-naper rp, g i € {1,...,n}. 3arem saimyckaercs
sameRatio((V,V1),rp,,), a ama i = 2,...,n samyckaerca sameRatio((Vi_1,V;),rp,,). Ecm
BCE UTEPAIU YCHEIHbl, BepuUKaIUs TOATBEPKIACTCS.

B pabore [15] ormeuaercs, 9o 310HAMEPEHHbIH BHIOOD CEKPETHBIX MAapaMeTpOB, 3aBH-
CANTUX OT T, PA, PB, OA, OC, Y, B € FF, MOXKeT HapyIIUTh CBOWCTBO HYJIEBOIO PA3IJIANICHUS
nporokosa [2|. lazke npu oTcyreTBrE YecTHBIX cTopoH P; dhopmuposanne CRS criocobom [5]
YCTPAHSeT JAHHYIO YS3BUMOCTH TIPOTOKOJIA |2| Ipu yCJI0BUM MPOBEPKH JIOKA3ATEIBCTBA 116~
pel ero OTIPaBKOi.

2. IIporokon magéxxkuoro dpopmupoBauusa CRS ¢ HeorpanmueHHbIM
U pacimpsieMbIM HaOOpPOM CTOPOH

[To cpaBrenuto ¢ paboroii [5], B [7] pacemorpeno Goaee zamumiénuoe hbopMUPOBAHEE
CRS nporokosa zk-SNARK [6]. Asropurmbr hopMupoBanus JOKa3aTeJbCTBa 1 BepuduKa-
nun coorBercrsyior nporokoay zk-SNARK [6]. TIpoTokoun |7] paboraer ¢ HeorpanmdeHHBIM
Ha0OPOM CTOPOH B PACIIUPSAEMOM OHJIAH-pekuMe 6e3 UX IIPeJIBApPUTESbHOIO BhIOOpa, He
Tpebyer XpaHeHnst KOH(MUIEHIIMAIbHBIX 3HAYeHHH B TeYEHUE JINTETHHOTO BPEMEHN U IIPe/I-
BapUTeIbHOH dbuKcaluu cayvdaiinpix 3Hadenuii. /JJokaszareaberBa OyayT I0CTOBEPHBI, €CJIH
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XOTs OBl ojiHa 13 N CTOPOH SIBJISIETCS YeCTHOU. J[OTOMHUTENILHY IO POTh UT'PAeT HeHAMEKHBI it
KOOPJAMHATOP — JeTepMUHUPOBaHHAad (DYHKINA, TpUIEM Jiobasd CTOpoHa CIIOCOOHA MpPOBe-
pUTH KOPPEKTHOCTH ero coobinennii. B wactHoctn, Bepudukarop dopmuposanus CRS 7]
HE3aBUCUMO BBIYHCJISIET COOOIIEHUs KOOPJAMHATOPA U IIPOBEePAeT UX JOCTOBEPHOCTL. B poJin
BepH(pUKATOPa MOXKET BBICTYIIATH KAaK KOOPIUHATOP, TAK U JI00asd CTOPOHA IPOTOKOJIA.

B [7] apudmernueckas cxema C max [, paccMaTpuBaeTcss Kak depeIyioIHecs CJION
ymuoxkenusi /nenenust Cq, ..., Cy u nx jguneiinpie kombunamuu Ly, ..., Ly Bxox cxembr x
pasensercd Ha HelepeceKaiommecs Habopsl X', ..., x% cooTBercTBytomue cirosm. Llemapo
BBIYHCIICHH gBJsgeTcst BbiBoj C(X)g //ig MPOU3BOIBHOIO BXO/A X. /leraibHee, paccMaTpu-
BaeTCs HpoM3BeleHne X = (Xp-... Xy X'), nie X; € (F5)" —Bxox croponsr P, a X' — Bbixos
dyuxmun papgomusanuun RB. Yposuu cxembr obo3znauaiorcs kak Cq, Ly, ..., Cy, Ly, u npo-
TOKOJ1 BbIToJiHsIeT d paboumnx dasz. JLus BbinosHeHus: ojiHoM das3bl PUKCUPYETCS yPOBEHb
le{l,...,d}, C=C,uL =L, lpexnonaraercs, 910 I BCeX BEHTUJIEIl g MPeIBIIYIINX
yposreit Cq, Ly, ..., C;_1,L;_; y:ke Bbrancien Habop 3uavennii [g] € G = Gy X Go.

ITo cpasuenuio ¢ nporokoiom zk-SNARK [6] B CRS [7| nobaBiens! s1eMeHTHI

{2 :i=mn,....2n—2}, {az':i=1,....n—1}, {pz':i=1,...,n—1} (9)

u yopamsl saementsl {(Su;(x) + avi(x) + w;(z))/vy : i = 0,...,1l}, 7, KOTOpbIE ABIAIOTCH
nuHeitHoi KoMGuHarmeii kommonenToB CRS n mobasiennsix smementon (9). B 7] mporokou
zk-SNARK [6] Boruncssiercs ¢ moMOLpio cxeMsl ¢ gByMs caosMu. [Ipu srom caoit C; umeer

Bxon x' = {z,, 8} u Berancager (9). Croit Ly orancager {z't(x) : i =0,...,n — 2} Kak
quueitnpie kombunanuu x', i € {0,...,2n — 2}, vae deg(t(z)) = n, a raxxe {(Bu;(z) +
+ av;(x) + wi(x)) : i = 0,...,m} kak JuHeliHble KoMOuHanuu pe3yabratoB Ci. Cioit Co

numeer BxoA X2 = {0} u Berumcasger 6, {(Bu;(x) + avi(x) + wi(x))/d : i =1+ 1,...,m},
{z't(z)/d:1=0,...,n—2}.

s ynpomernus nagéxuoe dopmupoanne CRS [7] maa mporokona zk-SNARK [6]
IIPEJICTABICHO [T OJHON TPYINBI W AHAJOTHYHO JIIA JAPYyTUX rpymm. Venonb3yoresa cie-
Jyiomue 3Havenus: n— crernens noaunomoB QAP [6]; [x] —nabop 3madenuii Bcex OTKpDI-
THIX BXOJOB; {1, ..., [} — MHIEKCHI OTKPBITHIX BXOAOB; {4+ 1, ..., M} — HHIEKCHI CEKPETHBIX
BX0J0B. 3HaueHue M sBIsgeTCd BBYHCASEMBIM BBIXOAOM B G, Gy mwin G = G; x Gy
P; —croponbt nporokosia npn j € {1,...,N}; [M]? —3nagenme M nocne BHECEHHS CTO-
ponamu Py, ..., P; noneii pacupenenéuusx sorancaennit; [M]Y — nauanpHoe 3HaueHne; g =
= (g1, g2) — nopozxpatoriue 3aeMenTsl Tpynn Gy, Go. BoimosHgoTcsa ABa payHia IpOTOKO-
ma [7].

Payua Ne 1. Vcnonb3yores cienyoinue BernoMorareabuble dpyukmuun. GopMupoBanme
JoKazaTe beTa sHanus o € FY peinonnserca dynkuueit POK(«, v), kotopast crpout 1 =
= R([a]y,v) € G} n ma Beixox nomaer ([a]i, ar), tne R — xem-dyukius; [a]; = ag; upn
(91) = Gy. Bepudurarus qokazaTe bcTBa 3HAHHI v € [} Beimoingerca 3a c1ér dbynknun
CheckPOK(a,v,b) pu a € G, b € G}, xoropas crpour r = R(a,v) € G} u Ha BBIXOJ
nogaér SameRatio((g1,a), (r,b)). @yuxims SameRatio (3) coorsercrnyer [5].

Oyukius Consistent(A, B, C) 7] ucuosinzyer (A, B) € G? uin (A,B) € Gy x Gy =
= G? a rakxe C € G} wm C € (G3)? Ecmm C € (G})?, to Bhrumcaserca r =
= SameRatio((A1, B1), (C1,Cy)), unage r = SameRatio((A1, By), (92, C)). Ecin (A, B) €
€ G?, o ma BBIXO MoJaéTed 1, nHave BiBoauTcs r 1 SameRatio((Ay, By), (A2, Bs)). Bepu-
dukarop nmporTokomra aag j € {1,..., N} soraucaser r,; = R([oy]1, transcript, ;) rg; =
= R([B;]1,transcripty ;_;), rp; = R([z;]1,transcript; ; ;). Oyuknus transcript; ; ; BHIBOJUT
COO0IIeHNs IPOTOKOJIA O MOMEHTA OTIPABKU CTOPOHOH P; HOBOrO COOOIIEHHS.
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Oyuknusa RB mpunnMaeTr BpeMeHHOI ¢JI0T J, 1ejioe 9ucao k U BO3BpAIaeT CIydaiiHoe
a € 5. Mycts (J — 1) — BpeMenHOl HHTEPBA, B KOTOPHIl Py OTIpaB/iser coobmenue.
BrimoHsioTest ey tomnime maru:

1. Jlns xkazxkporo Bxoga x cxembl C BBIIOJIHSETCS MHUIUAAIA3AIMS SHAYEHUI

{2 =g:i=1,....n—1}, {2']°=gi:i=mn,...,2n— 2},
{[az'"=g1:i=0,....,.n—1}, [p]°=g, {Bz]"=gi:i=1,...,n—1}

2. Hna j € {1,..., N} cropoHsl IpoTOKoIa P; BRIUACIAIT HAOOD 3HAYMEHMIT
[aj]h [Bj]h [xj}h
Ya,; = POK(ay, transcript, ; 1), yg; = POK(3;, transcript, ;_,),
Ypj = POK(:vj,transcriptLj_l),
{[o =2tV vi=1,... 2n =2}, {[aa'} = ajalfaa’} T 1i=0,...,n— 1},
{[B2'Y = BBzt i =0,...,n—1}.

3. Koopmuuarop eesogut (2', o/, f') = RB(J, 3), onpeenstorcst 3HAYCHUSI

{[2"] = 2" [N i =1,... -2}, {[az’] = 2" [z’ i =0,...,n—1},

{[B2"] = 6’ BN i=0,...,n—1}.
4. J1oCTOBEPHOCTD MOJTYYEHHBIX 3HAYCHUH BBIIIOJIHSIETCS IPOBEPKAMM

CheckPOK ([ay]1, transcript ; 4, %a,;), CheckPOK([3;]1, transcript, ;_1,93,),
CheckPOK([z;]1, transcript; ; 1, ¥x.;),
consistent ([0} ™" — [, (Faj» Ya;)), consistent([B17~ — [B)7, (raz, ys,)),

consistent([z]/ ™! — [2]7, (T:c,j>y1’,j))v

{consistent([z" ')/ — [2"), [2]7) i = 1,. - 23,
{consistent([z']] — [az']’, [a]?) : i ,n—1},
{consistent([z']] — [Bx'], [B)7) : i ,n—1}.

5. Ha Beixoy payrga Ne 1 mogaérca nabop 3HaveHunit

M; = {{[z"]:i=0, —1}, {[z": : ,...,2n—2},
{[axi]lzz':o,...,n—1},[],[], {|Bx ] =1,...,n—1}}.

Paynana Ne 2. BeimoHsroTcst cieayolme mari:

(10)

1. Jlnsa xkazkporo Bxoga x cxembl C BBIYUCISIIOTCS

K; = {Pui(z) + avi(x) + w;(x))/d i =1+1,...,m},
H; = {t(z)2')§ :i=0,...,n—2}.

2. Boimonnsgercst mHAIHAIU3AIN HEOOXOAMMBbIX JI/id payHaa N 2 3HadeHuil:

(K=K i=1+1,....m}, {(H]°=H :i=1+1,....m}, [6°=g.
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3. Ona je{l,...,N} cropousl IpoTokoja P; BHIUUCIAIOT HAOOP 3HAUCHUH

(611, ys; = POK(d;, transcript, ;_;), [0 = [0/,
{[K) = (K Y6 :i=1+1,....m}, {[H) =(H]})/§:i=0,...,n—2}.

4. Amnanoruuno paymay Ne 1, mycts (J — 1) — Bpemenuoii mHTEpBaa, B KOTOPBIH Py
orupasJisier coobienue. Bosonnrest &' = RB(J, 1) u oupexpensiiorcst 3nadenunst

0] = [0V /0, K]y = [KJN/8, [Hiy = [H]N/8.

5. Bepuduxarop naa j € {1,..., N} seraucnger rs; = R([0;]1, transcript, ;). Jlocro-
BEPHOCTD MOJYYEHHBIX 3HAYCHUI BLITOJHACTCA MTPOBEPKAME

CheckPOK([éj]l,transcriptzj_l, Ys.j), consistent([6]'~! — [6)7, (75,5, Y5.5))s
{consistent([K;)7 — [K;)" 1, [6;]) :i=1+1,...,m},
{consistent([H;)’ — [H;}’™*,[6]) :i=0,...,n—2}.

6. Ha Boixon paymmga Ne 2 mogaéres cieayroinuit Habop 3HAYCHHIA:
My = {0, {[Kili:i=1+1,....,m}, {[H]1:i=0,...,n—2}}. (11)
Pesyabrupyrtomas CRS [7| ocaoBana na M; (10) u My (11) u npuHuMaeT Buj
{[":i=0,....,n—1}{[z']y :i=mn,...,2n -2}, {[az']; : i =0,...,n — 1},

B, {[Bx1:i=1,....,n— 1}, {[z"t(x) /6], :i=0,...,n — 2},
{[(Bui(x) + avi(z) + wi(x)) /)1 i =1+ 1,...,m}.

[To cpaBrenuto ¢ paboroii [7], B [11] mpescraBieHo anbTepHATHBHOE TOKA3ATEIBCTBO 32~
muiménaoctn uHdopmaryu, cogepxkamieiics B CRS mporokona zk-SNARK [6]. das sToro
ACIIOJIB3YETCS 2-payHI0Bast NpoIeaypa (hOpMUPOBAHKS U TPOBEPKU KOPPEKTHOCTH Iy O IMU-
ubix 3uadenuii. [Iporokoa |11 dopmupyer nagéxnyio CRS u coxpaunsier koHduIeHIAATD-
HOCTb CEKPETHOIO BXOIa JJIs CAyYasd C eTHHCTBEHHOI YeCTHOH CTOPOHOH. 3aluiméHHOCTD
COXPAHSIETCS JazKe IPH JOCTYIIe 3/I0YMBITIIJIEHHUKOB KO BceM dTanaM pepangomu3anun CRS,
KpoMe ojiHoro. B pesyibrare nporokos [11] dopmupyer HOBbIe 0GHOBIsIEMbIe TTYOIHIHbIE
napamerpsl CRS jyist Zeash [4] u mposogut ux Bepudukanuio, paspusast ujen |7| vHa ocHoBe
uporokosa zk-SNARK [6]. Csoitcrso obnosasiemocru CRS nossossier gunaMudanomy Habo-
Py CTOPOH BHOCUTH B IyOJIMYHBIE HApaMeTpbl CEKPETHYIO CAy4YailHOCTbh HEOrDAHUYEHHOEe
KOJIMYIECTBO Pa3.

Ha kazkioMm sraie mpotoko.a |7] rpebyercs: Haninume X0Tst Obl OJJHON YECTHON CTOPOHBI.
[Ipu sTOoM BTOpPOIi 3Tan 7| 3aBucut ot mepsoro, mosromy dopmupyemas CRS He moxker
0GHOBJIsSITHCs. B mpoTokoste [12] sobas ctopora B J1i060e BpeMsi cocobHa OOHOBUTD U TIOT-
TBEPAUTH KOPPEKTHOCTH 00HOBIEHHON CRS. D10 BepHO, ectm onna u3 crapeix CRS mocto-
BepHA ¥ /WM OJHA W3 CTOPOH OOHOBJEHHUsT siBigeTcs decTHoi. Takum obpasom, CRS [12]
MOZKEeT HEIIPEePBIBHO PEPAHIOMU3UPOBATHCS ¢ COXPAHEHHEM Pe3yIbTaTOB BCEX HMPEIbLIYIHX
OOHOBJIEHHIA, YIOBIETBOPAS TOBEPUIO BCEX CTOPOH, 3aMHTEPECOBAHHBIX B HAIEXKHOCTH HOp-
MEUDYeMBbIX y6ananbX 3Hadenuii. Kpome toro, CRS [12] He npuBsa3biBaeTcss K KOHKPETHOM
JUCKpeTHON dyHKuu, modromy ssisiercs: yauBepcaabnoii CRS (Universal CRS, UCRS) u
MOJIXOIUT JJIsl PA3JIMIHBIX JUCKPETHBHIX (DYyHKINH. B onpeneéaHoM cMbIce TPOTOKO hop-
vuposarust CRS [12] BCé ermié ucnosnb3yer T0BEPEeHHYIO TPETHIO CTOPOHY, OJHAKO yBepeH-
HOCTh B 3amuménnoctn CRS moBbIIaercs, IOTOMY 9TO TOJIBKO OIHA IPeIblIyIas CTOPOHA
JTOIPKHA, YHIITOXKATH BBEIEHHYIO CEKPETHYIO CIyJIalHOCTD.
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Hampuwmep, cormacuo [12], CRS mporokosra zk-SNARK [18] moxker 6uITh 06HOBIIEHA,
B 10 Bpema Kak CRS mporokosa zk-SNARK «Pinocchios [2| me sBisiercst obHOBIsSIEMOI
1 TpebyeT BMeIaTeahCTBa JOBepeHHOH TpeTheii croponbl. VMcerounuk [12] Takke memoH-
CTpUpPYeT CI10co0 HApPYIIeHH 3alUIIEHHOCTHA HCTOPpHIecKn 6a30BOT0 MpoToKoIa zk-SNARK
«Pinocchio» [2].

PaGora [13] mpogomkaer paszsurue uzeii [12], rue ucnoab3yorces 0GHOB/IsSIEMbIE YHUBED-
caspibie crpykrypuposannbie CRS (Structured UCRS, SUCRS) u npuBogurcss mMeron, B
KOTOPOM HeHa,ZLé}KHBIe CTOPOHBI ITOBBLIIAIT MPOU3BOAUTECIBHOCTD IIaKeTHON BepI/ICbI/IKaHI/II/I
JIOKA3aTeabCTB. JTsl IPOU3BOJIbHBIX JTUCKPETHBIX (DYHKITHI T0KA3aTEJTbCTBO IPOTOKOA [13]
cocTapiisieT 256 6aiiT, Bce KOMIOHEHTHI KOTOPOr'o NMPHHAIJIEXKAT OJHON I'PyIIIIe.

Ycrpanenne yazpumoctu nporokosa zk-SNARK 3. Ben-Caccona,
A. Ksesbl, 9. Tpomepa, M. Bup3ssl

Ucrounuk |9] packpeiBaer omuOKy B ommcanun mporokosa zk-SNARK [3]. Ilo cpas-
HEHUIO ¢ UCXOmHOH Bepemeii mporokosa zk-SNARK «Pinocchios [2], cxema [3] BKIouaer
B CRS u36BITOYHBIE 97EMEHTBI, KOTOPBIE BaXKHO HE PACKPBIBATH. YSI3BHMOCTDH MO3BOJISET
IIPH HAJIMYUH KOPPEKTHOIO JOKA3ATEJbCTBA /s HEKOTOPOTO OTKPBITOTO BXOJA CO3/aBaTh
KOPPEKTHBIE JIOKA3ATEIbCTBA Jist JII000r0 OTKPHITOro Bxoja. B [9] mpencrasieHo Takxke
JOKa3aTesIbeTBO HaAéKuHocTH mporokosna zk-SNARK [3] mpn uckmouenun u3 CRS ganubix
9JeMeHTOB H yaoBaeTBopennn QAP ompeneéHHbIM areGpanIecKuM YCIOBHSIM.

Ucrounuk [10] onmuceiBaer otnnans nporokoaos zk-SNARK [2] u [3]. Tlokasana ysa3su-
MOCTD |3], B KOTODOIl HAPYIIUTEIb MPEACTABISCT JIOKHBIE OTKPBHITBIH BXOJ U JOKA3ATEb-
cTBO, npuHuMaemble Bepudukaropom. Cornacuo [10], yerpanenue ysaspumocreit [3] rpeGyer
M3JeP’KEeK W KOMITPOMHUCCOB Tpon3BoauTenbHoCTH. Ha ocHoBe pesyabrartos [10]| B mcnpas-
Jernoit Bepcun paborst [3| B Buze [19] araka O6biia ocnabiaena. Oanako B [9] mpencrasiena
Gostee cepbésnasi ysa3BUMOCTH mpoTokosa zk-SNARK [3] na ocHoBe H30BITOYHBIX JIeMEH-
ToB KJ04a dhopmupoBanus jokazaresbcrsa. [Iporokosst zk-SNARK |5, 20, 21| u peasn-
sanust |22 ocHoBanbl Ha [3], mosTOMY yHacAemOBaMH TPOOJIEMbI 3aITUINEHHOCTH. Pean3a-
st [23] He ncmoab3yeT n3OBITOYHBIE SJIEMEHTHI, TI09TOMY He ToABeprKeHa arake [9)].

Jl1s ommcamust ycTpaHeHust ya3BUMOCTH [9] mcmosib3yercs HOTAalus HPOTOKOJa zK-
SNARK [3], rme m —pasmep QAP; d—cremenb QAP; n—pasmep OTKPHITOTO BXOJa
z € F"; QAP mveer dopmy {{4;(X),B;(X),Ci(X) : i = 0,...,m},Z(X)}; crenenn
A;, B;, C; € F[X] ue soimie d; Z € F[X] u mveer crenens d; [x]; = ¢gF upu (¢;) = G;.

Taxmv o6pasom, B [3] snementor pkly; = [aapadi(T)]1 He ucnonbsyOTCA MOKA3HIBATO-
UM # BepuUKATOPOM, OJHAKO MO3BOJIAIOT JTOKA3BIBAIONIEMY 3aMEHATH OTKPHITHIE BXO/IbI
Ha OCHOBE KOPPEKTHOTO JOKA3ATEIHCTBA. DTO BO3MOKHO 38 CUET BBEICHUS MHOKHUTES JJIsT
KOMIIOHEHTBI JTOKA3aTeIbCTBA T4, ITO H3MEHSET 3HAYEHHE OTKPBITOTO BXOJA, CBSI3AHHOIO
C MCXOJHBIM JIOKA3ATeNbCTBOM, ¢ T = (T1,...,2,) € FN ma 2/ = (2,...,2/) € FN. Tlep-
Boe ypasHenue Bepudukanun [3] e(m'y, go) = e(ma, [aala ) AL KOMIIOHEHT JIOKASATEILCTEA

= [paAmia(T)]1, 7y = [0apaBmia(T)]1, Tae Apig = Z%A Zx A;, IpU3BaHO HEJIO-

=0 =0
IIYCTUTHL HeXKeJlaTeJbHOoe IMoBelcHue, Ho n30BITOYHBIE 3JeMEHThl TAKIKE INO3BOJILIOT 3JI0HA-

MEPEHHOMY JTOKA3BIBAIONIEMY T00ABUTH AHAJTOTHIHBII MHOKATEIL K 4. B pesynbrare ms
U3MEHEHHOI'O OTKPBITOrO BXOJa Bepuukalus cranoBurcs ycnenrnoii. [logpobuoctu ataku
npuBeeHs! B [9).

Yazsumocts nporokosa zk-SNARK [3] yerpansercsa uckimodenueM u3 Kioda J0Ka3a-
TeabeTBa Habopa pky ; = [aapaAi(T)]1 1 uconpzosarnem QAP ¢ MHEIHO He3aBUCHMBIMMI
nonmaoMamu {A; : i = 0,...,n} [10], Koropsie He mepecekaloTcst B uHjekcax i € {0,...,n}
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ni€{n+1,...,m}. B pesyabrare usmenenns nporokosa zk-SNARK [3] ¢ yuérom momu-
dbukanuii |9] npuHIMAIOT CIeTYIOTTHIT BIT:

AaroputMm popMupoBaHuUs KJIIOYei

1. BwiBoggrcs ciydaiiHble CEKPETHBIE 3HAYCHUS T, PA, PB, XA, AR, Ac, Y, 3 € F7.

2. Jna i €{0,...,d} seraucasiorcs 7.

3. Hnsti € {0,...,m} BBIYUCISIIOTCA KOMIOHEHTHI KJIIOUYA JOKA3ATEbCTRA:

paAi(1), ppBi(T), apppBi(T), pappCi(T),
acpapsCi(T), B(padi(T) + ppBi(T) + papCi(T)).

4. Qopmupyercst Habop (a4, ap, ac, Y, B, pappZ(T)) u jas i € {n+1,...,m} Borauc-
ATt aapaAi(T).

AgropurMm Bepudukammn
n

Borancisiercs Pl(z) = paAo(7)+ D xipaAi(T) 1 npoBepsieTcst BBIIOIHEHUE CJICIYIOMUX
i=1

YPpaBHEHUNA:

/ / /
Ty = QAT A, Tp = QBTR, To = QCTC,

v = By(Pl(x) + a4+ 75+ 7c), (Pz)+ ma)mp =7c +75Z(T)paps.

4. Ycrpauenune ys3pumoctu nporokosa zk-SNARK 1. Cpora

[Tporokon zk-SNARK [8] ocroBan Ha nporpaMmax KBaJpaTudHoii apudmeruku (Square
Arithmetic Program, SAP) u Guaunelinom cnapuanuu. B [8] mpuHSTH Mepbl 0 ycTpa-
HeHuIo mpobeM 3amuiénnoctu nporokosia zk-SNARK [6, 1], B koropom ypaBHeHue Be-
pudukanuu Jijis u3BeCTHOro0 noauHoMa f(P) u cekperHbix «, 3,9 umeer Buj e(A, B) =
= e(g®, h)e(g/ @), h)e(C, h%). B nannom ciydae IPOTHBHHK MOMKET H3MEHHTD TEKyIee JI0-
Ka3aTeJbCTBO B JPYroe J0Ka3aTeJIhCTBO TOTO YK€ COCTOAHust ¢. IIpm 3ToM OH mmeer aBa
crrocoba paHIOMHU3ANNE KOMIOHEHT joKasareabersa (A, B, C').

B nmepsoMm ciydyae OpOTUBHHUK I HEKOTOPOTO 7" IEepeHA3HAYAET KOMIOHEHTHI JOKA3a-
teabersa B Buge A' = A7, B = BY", C' = C. Araxa ycrpansercs 106aB/IeHIeM IPOBEPKHI
e(A,h) = e(g, B), a nag 3navenus r = —1 ypaBHeHne BepH(bDUKAIME KOPPEKTHPYETCS [Tk
ncronbzosanms e(Ag®®, Bh?) mvecto e(A, B). Bo BTOpom ciydae TPOTHBHUK BBHITIOTHSIET
nepenasHadenue suna A’ = A, B’ = Bh', C' = A"C. Jlng yerpanennd ataku B CRS BKII0-
qatored h°, g7 u h?%, a ¢° mckmouaerca. Ho ecin mpoTuBHEK ycranasiusaer B = Bh', 1o
eIMHCTBEHHLIM BO3MOXKHBIM 3HAYCHHEM, YAOBICTBOPIONIUM IPEICTABICHHOMY HUKE yPaB-
mennio sepuduramuu, 6yter A = Ag" Bmecro pocrynnoro A’ = A, KOTOpoe HPOTUBHHK
BHIYUCIATE He criocoben ey orcyrersus ¢° B CRS. 3mauenne r = &(7) coorsercTyeT
sHaueHuio nojaunoma ® B cekpernoii «aseiike» 7. Pesynbrupyomue ypasHenns sepudu-
KAIlMU IIPeJICTABICHB HUZKE B AITOPUTME BepU(UKAIMK JOKA3ATEIbLCTB.

B pabore [8] ucnonn3yercst gactubiii ciydait QAP mox nassanuem SAP, rie u;(x) = v;(x)
s Beex 1. PopmasibHoe onpeaenenne SAP umeer caegyronuit Bu;

R = (p,G1,Gs,Gr, el {u;(x), wi(x) : i =0,...,m},t(x)).

Busmneiinas rpyina onpejesiser Koneunoe noje Z, jis npocroro p > 22711 <1 < m,
wi(x),w;(x),t(x) € Zy[r] n u(z), w;(r) umeior crporo Gojaee HU3KYIO CTENEHDL, YeM N =
= deg(t(z)). Muoxkectso S = {u;(z) : i =0, ...,[} IuHEHAHO HE3ABUCUMO, BCAKHUIA MTOTHHOM
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u;(x) € S ymueitno He3aBucuM or MHOXkecTBa {u;(x) : j =1+1,...,m}. B pesynbrare mpn
sg = 1 mporpamma SAP onpegensier cieayromnee OHHAPDHOE OTHOIIEHUE:

= {(qﬁ,w) cp=1(81,...,81) EZ;,w: (S141y- -, Sm) EZ;"H,

m m 12
3h(z) € Zy[x] (deg(h) n—2& (3 siui(x))z = > s;w;(z) + h(m)t(a:)) } (12)
i=0 i=0

Aaroputm dhopMupoBaHus KIroUeil (Crse,, p) < Setup(1*,sap)

Ha ocuose orHomenust R (12) u mapamerpa samurbl A BeipabareiBatorcst CRS u p—
K109 npoBepku KoppektHoctu CRS. AnropurMm Setup BBHIIIOIHSIET CJIeIVIOIIME INATH:

1. BoBomarcsa caydaiinble 3aeMeHTHl 11 (GOPMUPOBAHUS KIH09a BePU(MDUKAINA T =

= (a,3,7,0,x) € L3, rakue, uro t(x) # 0.
2. Borauciasierca CRS

Y6t (z) '\/25t(w)2’g(oc+ﬁ)7(5t h h,@ h& hﬁé hv&f héz’

CrSsap = (ga,gvagxagaé»g 9
{ng’ R gv25t(x)fi 1i=0,...,n— 1}, {g?WTethu) gy — o1y, (13)
(AP i =11 )

3. Bwrumcisercs Kiaiod p 6e3 paCKpHITHs 3HAUEHHs O, IpeHA3HAYCHHBIH IS TPOBep-
ku Koppektnoctu CRS (13):

p=(g*h" g,k g%).

4. Ha BbIxos mogaéres Tpoiika (crs, T, p).

Crpoka CRS (13) cogepxur m + 2n + 5 snemenroB u3z Gy u n + 3 snemenron u3 Go.
Kpurngecku saxuo, uro6sl CRS He comeprkasa 3nauenuii Bua ¢, ¢°, B KOTOPBIX b aBJisteTcs
HEOOJIBINON BEJTMUNHOM, HAIPUMEP OUTOM, 3a CYET Yero HapyIIMTEh MOKET BOCCTAHOBHTH
JAHHYIO EPEMEHHYIO ¥ PEIUTh 33J1a4y JIUCKPETHOrO JOrapudMUPOBAHKS.

Anropurm nposepku CRS-crpyktypst 0/1 + UpdateVerify(1%, sap, crsqp, p)

1. Brimonnsercs npoBepka Habopa ypaBHEHUI

e(9*, h) = e(g*, 1%, e(g7°, n%) = e(g7, 17°),
e(g”, h) = e(g", h?), e(g"’, h‘s) e(g7, h®),
e(g"te) p10) = e(g7"®), h1%) = (g, h7°H), "
_ e(g'yé( (z)—to 76/w’ h'yém)e(g—tg'ytg’ h'y5>’ ( )
6(9 26t (z hé) _ e(g'yét(x), h’yét(:p))’ e(g(aJrﬁ)'yﬁt(x)’ hé) _
e(g7, h’) = e(g, h"), = e(g*°, hW°H®)e(g!®) pF?).
2. Bwimonngercst mpoBepka Habopa ypaBHEHU IS PA3/JIMUIHBIX WHIEKCOB 7:
0<i<n—2 : e(g" ™) =e(g,h"™""), e(g" h%7) = e(gn=™" h7°),
1 < i <n-— 1 - (972515(96):0 hwﬁ) _ e(g'y& h'yéz )
<i< Yow; (x +5(a+,3)u1 z) K0\ —
0<1<l e(g ), W) = (15)

— 6(9757 h’yéwi(x))e(goﬁ’ h'ydui(:c))e<g'y§ui(x)7 hﬁé),
l+1 < i < m o 6(9725wi(x)+wé(a+ﬁ)ui(x)’hé) _

— 6(975, h’yéwi(x))e(goﬁ’ h’y(5ui (ac))e<g'y§ul(z’) 7 hﬁé) )

3. Ecau Bce mposepku (14) u (15) BBIMOTHSIIOTCS, TO HA BBIXOJ HogaéTcst 1, naade 0.
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AnropurMm gokasbiBaroriero 7 <— Prove(info, ¢, w)

AropuTM  TOKa3BIBAIONIETO AHAJM3UDPYET MyOJUIHBIE ¢ W MPUBATHBIE W 3HAYCHUS
BXOJIOB-BBIXOJIOB JIOTHYIECKUX JT€MEHTOB cxXeMbl (1, a1, ..., a,,) u BcrpanBaer onenkn SAP-
IOJITHOMOB  @;1; (), TIOJyYeHHbIE B CAYYaifiHON CeKpeTHON TOYKe T, B OJMH 3JIEMEHT MPO-
Bepku B G u B ouH ssemenT npoBepku B Gy, Ha ux ocHOBe CTPOHTCH TPETHii 9JIEMEHT J10-
Ka3aTeIbCTBa, TTOKA3aTeIeM KOTOPOTO sSIBASIETCs TPON3BeIeHne ToKa3aTe el mepBhIX IBYX
9J1eMeHTOB; info = (bp7 sap, Crsep, €(g%, h“)). AjtropuT™ BBINOJIHSET CJAEAYIOIINE TITar:

1. BolOupaerca ciay4aiiHblil sj1eMeHT 1 € Z, ajid obecriedenus cpoiicTBa ZK.

2. Bpmosingercs BpiOOpKa IyOJIMYHBIX M IPUBATHBIX 3HAYEHHH BXOJI0B-BBIXOJIOB JIOI'U-
9eCKHX 37eMeHTOB cxeMbl (¢ || w): (aog, ay,. .., ay,) < Parse(1, ¢, w).

3. Berumcasgercs MHOTOYJIEH-/I€JINTETH

m 2 m
h(xz) = (;} aiui(x)> — ;)aiwi(:v) /().
4. Boraucsasores KOMIOHEHTH JJoKa3areabcrBa m = (A, B, C):

1=

A = gvé (rt(ﬂv)—i-g:oami(m))

)

B h’yé(rt(x)Jrii::()aiui(m)) (16)

)

75< S ai(ywi(@)+(atByui (@) +r(atB)t(@) +7t(@) (r2H(@) +h(z)+2r i aiui(x)>
C — g =0 .

i=l+1

5. Ha Bbixox nogaéres jgokazarenscrso m = (A, B, C).

Pasmep nokaszarenbcrsa (16) cocrasiser apa snementa u3 Gy u oqun siement u3 Go.

Aaropurm Bepudukaropa 0/1 « Verify(info, ¢, 7)

C ucnosib30BanneM OMINHEHHOTO ciapuBaHus BepudUKATOP IPOBEPSIET, YTO KOMIOHEH-
el A u B nokasarenbctBa 7 (16) umeror obiue mokasaresu creneneii. Takzke npoBepseTcs,
4TO MOKA3aTeIh CTernenn KoMmronenTa C' TOKa3aTeaheTBa T ABIACTCA MPOU3BEICHUEM MO~
KasaTeseil mepBbIX IByX KOMIIOHEHT. Asropurm Verify BoIIOIHSET CleAyIoIne IIary:

1. Bwimoaunsgercs BbI60pKa OTKPBITBIX 3HaYECHUN BXOJO0B JIOTUYCCKUX 3JIEMEHTOB CXe-
MBI ¢: (ag, aq, ..., a;) < Parse(1, ¢).
2. Boinosasiercs pasjiesienne KOMIOHEHT JoKa3areabeTsa (16):

(A, B,C) € Gy x Gy x Gy < Parse(m).

3. Brimosingercs npoBepKa ypaBHeHUI BepupUKAIMH

l
a; 0 (yw; (2)+(a+8)u;(z
(Ag™s, B = (g, W) (=" Yooy, gy

e(A,h) =e(g, B).

Kowmmonenta A ofano3Ha4dHO omnpejesser B depe3 Bropoe ypaprenne (17), a mna-
pa (A, B) ognosnauno onpejensier C' depe3 nepsoe ypasuenue (17).
4. Ecsu Bce npoBepku (17) BBIIOJHSAIOTCsI, TO BRIBOAUTCS 1, nHade 0.

Anropurm MozenupoBaHusg gokasareabcrBa 7 <— Sim(bp, sap, crsep, T, @)
3a c4éT «JIa3eiKu» T BO3MOXKHO BBIBECTH KOPPEKTHBIE JOKA3ATENbCTBA. /I 9TOro BbI-
HOJTHAIOTCS CJICAYIONHAE IarK:
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1. BoimosHsieTcst BHIOOPKA OTKPBHITHIX 3HAUEHUH BXOIOB JIOTHIECKHX 3IJEMEHTOB CXe-
Mbl ¢: (ag, aq, ..., a;) < Parse(1, ¢).

2. Bwibupaercs caydaitHoe 3HaUeHue [ € 7.

3. Bblunc/10Tes KOMIOHEHTH JjoKasatesibersa (A, B = gho h#d).

l
(B26+(atB)ud—76 3 ai(ywi(w)+(atB)ui(x)))
4. Breruucsasiercs kommnounenta C' = g i=0 .

5. Ha Beixon momaérest gokazarenscrso m = (A, B, C).

3akJJdyeHue

PacemoTpenst ciocoObl yeTpaHeHusl ysa3BuMocTel mpoTokoios zk-SNARK, ocHoBanHBIX
Ha Hapyienuu 3anumennoctu dhopmuposanust CRS |5, 7, 11-15|. IpencraBiennsie npoTo-
KOJIbI TIOCTpOeHns HAMEKHBIX CRS gaB/ISIOTCS CAMOCTOSITE/TLHBIME U TSI?KEJIOBECHBIMU KOH-
CTPYKIMSIMU, KOTOPBIMH BO3MOKHO pacimupsath mpotokosbl zk-SNARK, nampnwmep |2, 3, 6].
[IpoBepka koppekTHOCTH (hopmupyembix CRS, Hampumep |5, 7|, IpOKCXOAUT TOCTIE BBITOJ-
HEHWs BCEro MPOTOKOJA, 9TO B CJy4Yae BBIABJIEHHUS YACTBIX HAPYIIEHHN MOXKET OKa3aTh-
cd HEJIOCTATKOM WM TpeOyeT MOBTOPHOTO BBIMOJIHEHUs Bcero mporecca moctpoenuss CRS.
Omucanpr Gostee 3amuménnsie Bepcun n1pororokosos zk-SNARK [6, 3| B Buxe momepru-
supoBaHHBIX cxeM [8-10]. Ormeuaercs [24], uTo paccmorperHbie B paboTe TPOTOKOJBI 7k-
SNARK [2, 3, 6] umeror dpukcupoBaHHBIH pazMep J0KA3aTENbCTB U TIOCTOSHHOE KOJTHIECTBO
ypaBHeHU BepuDUKAIUU, ITO JOMOTHATEIHHO 0OOCHOBBIBAET MEIeCO00PA3HOCTh WX MPaK-
THYeCKOro mpuMeHeHus. 1IpoGaeMbl 3aIUIMERHOCTH IPYTUX TPOU3BOAUTETBHBIX TPOTOKO-
a0 zk-SNARK [24], nanpumep [19, 20, 25-29|, B mybauasHoM JOCTyIIEe HE HPEICTABICHbI,
MO9TOMY WX TAKZK€ MOYKHO PACCMaTPUBATh B KAYECTBE KAH/IHMIATOB HA MPAKTHIECKOE TPHU-
MeHEeHTe.
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PaccmoTpennsl 0cobeHHOCTH MPAKTUYIECKOTO MPUMEHEHUA KPUTTOTPAPUIECKUX CUCTEM
C OTKPBITBIMHU KJIIOYaMHU HA OCHOBE ujieHTH(hUKATOPOB. BhieseHbl MaTeMaTHYeCKe
3aJa4uM 1 KOHCTPYKITMHU, IPUBEIEHBI OCHOBHBIE IIOIXO0/Ibl K MMOCTPOEHUIO CUCTeM -
poBanusd, udpPOBOH MONNUCH, Ay TEeHTU(MUKAIIUNA CTOPOH U KJIFOYEBbIX CUCTEM C OTKDbI-
TBIMU KJIFOYaMU HA OCHOBE UAEHTU(DUKATOPOB.

Kimrouessbie ciioBa: xpunmozpadus na ocnose udeHmuduramopos, KpunmoCucmemsbt
C OMEPVIMBMU KAIOUAMU, IAAUNMUYECKOA KPUBAH, DUAUHETHOE CNAPUBAHUE.

ID-BASED PUBLIC KEY CRYPTOGRAPHIC SYSTEMS
A.V. Cheremushkin

Academy of Cryptography of the Russian Federation, Moscow, Russia

A surway contains an analisys of practical aspects of ID-based public key cryptog-
raphy. IDB-systems simplify a certificate management process, but trusted require-
ments for the key generation center (KGC) must be very stronger than for certification
authority. When key escrow property is not assumed, users’ private keys should be
protected from malicious KGC. Many networks need hierarchical KGC architecture.
In the paper, we describe a basic mathematical constructions applied in ID-based
cryptosystems. We survey fundamental ID-based cryptographic primitives: Key ex-
traction, Key Escrow, Encryption, Digital Signature, Identification Scheme and Key
Agreement, which are based on the mathematical concepts of Integer Factorization,
Quadratic Residues, Discret Logarithms, and Bilinear Pairings. We review several
schemes to illustrate different approaches and practical solutions.

Keywords: ID-based cryptography, public key cryptography, elliptic curve, bilinear
PaITINg.

Brenenue

Kpunmozpaguueckas cucmema na ocrose udewmuguramopos (IDentity-Based crypto-
system, IDB-system) — 310 acummerpudHas Kpunrorpadbudeckas cucreMa, B KOTOPOH OT-
KPBITHIE KJIIOYH BBIUUCSIOTCS MO OOIIEIOCTYITHOMY aJrOPUTMY Ha OCHOBE HIeHTH(DUKAII-
OHHOI HHMOPMAIMHI UX BIAJIEIbIEB (B JaJbHENIIeM st KPATKOCTH GYIeM HA3BIBATH TAKHE
cucremsr IDB-cucmemamu).

Jluauble K09 BeIpabaThiBatoTcsa yewmpom zenepayuy karoued KGC (Key Generation
Center) Ha ocHOBe HIeHTHMDUKATHOHHON HHGOPMAINH ¥ BBIIAIOTCS BIAIEJIbIAM OTKDbI-
THIX KJIOYeH IIpH JUYIHON BCTpede JUOO ¢ MCIOJIb30BaHHEM 3aIlAIEHHOINO KaHaJa. VieH-
THUKATIOHHAS THMOpMAIs 111 (DOPMUPOBAHUS OTKPHITOTO KJIIOYa MOXKET BKJIIOYATH:
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uaeHTHGUKATOPHI MOAb30BaTe el HHMOPMAIIMOHHON CHCTEeMBI; JI00YI0 TepPCOHAIBHYIO NH-
dbopmaruio (aapec 3aeKTPOHHOI Mo4TH, GoTorpaduio, HoMep TesedoHa, MOITOBBI aapec
M T.1L.); JIOOBIe TEDMUHBI U YCIOBHsI, TAKHe, KaK JEHCTBYIONAs NOJUTHKA, BPEMsI, BBITIOJ-
HsieMas pPoJib, JIIoOble (DAKThI, CBI3aHHbIE ¢ KOHKpeTHO# cTtopoHoit. Ilostomy yacTo Takue
CHUCTEMBI OIPEJICTAI0T KAK CUCTEMBI, B KOTOPBIX JIMYHBIE KJII0UM (DOPMUPYIOTCS HA OCHOBE
OTKPBITBIX, & MOCAETHAE MOTYT TPEJACTABAATH CO00# MPOU3BOJILHBIE TEKCTOBBIE CTPOKH.

[TocKOIBKY KJII0YH OZHO3HAYHO OLPEIEJAIOTCS 0 HAeHTH(PUKAIMMOHHON nHMOPMAIINH,
TO HEOOXOIMMOCTD B CePTH(UKATAX OTKPHITHIX KJIIOUEl OTHAIAeT, a CJIeJI0BaTe IbHO, OTIIa-
JlaeT HeoOXO/IMMOCTDb B CO3/IaHUN HHMPACTPYKTYPBI OTKPBHITHIX KJII04Yel, cojepKalieil MHO-
JKECTBO YJIOCTOBEPSIOMHUX HEeHTPOB. 1loaToMy manHas TexHoJI0rus hOPMUPOBAHHS KJIIOUYEit
HPEJCTABIACTCS BeChbMa MePCIeKTUBHON U yI00HOM /I NPAKTHIECKUX ITPUMEHEHHIA.

[TepBbie paboOTHI 0 JAHHOMY HAPABICHUIO MOSIBIJIMNCH OKOJIO COPOKA JIET HA3a/l, HO aK-
THBHBII IIOMCK HOBBIX KOHCTPYKIHI M MOAXOI0B K UX IMOCTPOEHUIO MPOIOJIKAETCI U B Ha-
crositiiee Bpemsi. OOriee dmcyio myOauKaNuit M0 JaHHOMY HAIMPABIEHUIO yyKe COCTABJISAET
HECKOJIbKO COTeH. XOopolrre 0030pbl IO pa3IndIHbIM CIIOCO0AM IHOCTPOEHHSI U PA3HOOOPAa3-
HbIM TpuiokenusM [IDB-cucteMm comepxkares B paborax |7, 10, 15, 16, 20, 27, 38, 57].

Mmuorue IDB-cucremb! j1oBejieHbl JI0 BKJIIOUEHUSI B MEXK/yHAPO/IHbIE CTaHAapPThl. TaK,
nanpumep, B craggapre [ISO/TEC 14888-2:2007 [69] oucana IDB-cxema rudpoBoii moanucn
GQ1 ua ocunose RSA. B crangapre ISO/IEC 14888-3:2018 [70| npusenenst Tpu IDB-cxembr
1upPOBOH MOIINUCH:

— cucrembt IBS-1 u IBS-2 na ocnose GDH-rpynu’ [12];
— kwuraiickas cucrema IBS Ha ocHOBe GuimHeiHOTO criapuBanust [73].
B cranmapre ISO/IEC 11770-3:2015 |71] onmcanst asa IDB-nporokosa BeipaboTku 06-
IIEro KJH0Ya:
— mna ocuose cucreMbl Cmapra — Yena — Yenra (N. Smart, L. Chen, Z. Cheng) [17];
— na ocrose cucrembl Pykuoka — Cysyku — Yeraory (Fujioka, Suzuki, Ustaoglu),
1 oguH IDB-mpoToKoJI 3aImuménnoil mepeaadn Kan0da:
— mna ocuose cucremsl Cakan — Kacaxapst [55].
Crangapr IEEE P1363a-2004 [72] oupejessier yeTbipe THIIA KPUIITOCHCTEM:

— IBS-cucremnr mudpoBanus;

— IBS-cucremsr nnkancyasmun kmoda (Key Encapsulation);

— IBS-cucremsr mudposoii monucy;

— IBS-cucremsr ogroBpemMenHoro mtudgposanust 1 nognucn (Signeryption).

Kpowme Toro, pabouas rpymnna IETF S/MIME BbiycTHIA HECKOJIBKO MTPOEKTOB, KACAIO-
MUXCST KPUNTOrPADUIECKIX METOI0B HA OCHOBE HIEHTU(DUKATOPOB.

Ecte Takxke Heckoabko onybsmkoBanabix RFC, KoTOphIe MOKA3BIBAIOT HHTEPEC U JT0BE-
pue HaydHOro cooDImecTBa K 310l KpunTorpadgudeckoii Texauke (Tabauia).

LGDH (Gap Diffie — Hellman groups) — rakum TepMUHOM 0603HAYAIOT KJIACC IUKJIMYECKUX IPYIIIL, s
KOTOPBIX Bbraucaurenbuasa npodnema duddu — Xemmmana (CDHP) asngercs TpyaHoii, B TO BpeMs Kak
npobsiema pacnosuasanus Iuddu — Xemmana (DDHP) okasbiBaeTcs mpoCcToii.

Bosnee Touno: mycts G — aaauTHBHAA TPyNNa 1 a, b, c € Zy,.

1. Computation Diffie — Hellman Problem (CDHP): ans (P, aP,bP) Berancauts abP.

2. Decisional Diffie —Hellman Problem (DDHP): ans (P, aP, bP, cP) pacno3nars, Korna ¢ = ab B Zj,.
Tpynna G asasiercs GDH-rpynmnoii, eciu DDHP paspermmva 3a nosimHoMuaibHOE BpeMsi, HO HUKAKOI
BEPOSITHOCTHBIN TOIMHOMHUAILHBIN ajaroputM He cMoxker pernuth CDHP ¢ HempenebpeXuMo MajbiM Tpe-
AMYIIECTBOM 33, MOJMHOMHUAIBHOE BPEMSI.
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HdokymeHntol IETF, conepkamiue onucanue IDB-cucrem

Howmep Tom Hazpanwne
RFC 1824 | 1995 | IBC Protocol for Authenticated Key-Exchange
RFC 5091 | 2007 | IBC Standard #1: Supersingular Curve Implementations of the BF and BB1
Cryptosystems
RFC 5408 | 2009 | IBE Architecture and Supporting Data Structures
RFC 5409 | 2009 | Using the BF and BB1 Algorithms with the Cryptographic Message Syntax
RFC 6267 | 2011 | MIKEY-IBAKE: Identity-Based Authenticated Key Exchange (IBAKE) Mode of
Key Distribution in Multimedia Internet KEYing (MIKEY)
RFC 6508 | 2012 | Sakai-Kasahara Key Encryption (SAKKE)
RFC 6509 | 2012 | MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing
(MIKEY)
RFC 6539 | 2012 | IBAKE: Identity-Based Authenticated Key Exchange
RFC 7859 | 2016 | Identity-Based Signatures for Mobile Ad Hoc Network (MANET) Routing Protocols

asee pabora mocTpoeHa cjieayonmM 00pa3oM: B 1. 1 06cyK/1a10TCsd 0COOEHHOCTH ITPAK-
tudeckoro npumenenus IDB-cucrem n BozHEKamue npu 3ToM npodiaemsl. B 1. 2 npusee-
Hbl OCHOBHbIE MaTeMaTU4YeCKHe KOHCTPYKIMH, lIPUMeHsieMble Jijisd POPMUPOBAHUS JIMYHBIX
KJioueit HOﬂb3OBaTeJIeIU/I, COOTBETCTBYIOHIUX OTKPBITBIM KJIIOYaM Ha OCHOBE HMX I/I,ZLGHTI/ICbI/I—
kaTopoB. B 1.3 paccMoTpenbl KOHKpeTHbIe npuMepbl Kpunrorpadudeckux [DB-cucrem:
cucrembl 1udpoBaHus (BKIOYAs HEPAPXUYECKHE, AaHOHUMHbIE, C UCMOJIb30BAHUEM CePTHU-
dbukaTos u 6e3 HUX ), EhPOBOI MoAIHCH (BKIIOUYAs signeryption- u higneryption-cucremsr),
ayTeHTU(UKAINE CTOPOH, a TaKKe CUCTEMbI BHIPAOOTKH OOIIEro Ka0va U 3aMeHbl KIva.

1. OcobeHHOCTN TPAKTHUYECKOTr0 NMPUMEHEHNS

[lepeuncaum ocoberHHoCcTH HpakTHYecKoro npumenenus [DB-cucreM, ux HegocTaTKu u
CI0COOBI UX YCTPAHEHHS IIPH MOCTPOCHUH NPHIOKEHUIA.

1.1. MacmrabupoBaHne Ha HECKOJbKO PETHOHOB

Henb3sa yrBep:K1aTh, 9TO U3-3a OTCYTCTBHS HEOOXOIUMOCTH B cepTHdHUKATAX MOTPed-
HOCTH B HH(DPACTPYKTYPE MOJTHOCTHIO OTnaAaeT. [las dbopMupoBanus JUIHBIX KIOUYEH TOT-
IUCH MTOJIb30BaTe/ el HeoOX0MMa JOBEPEHHASA TPEThs CTOPOHA — IEHTP T'eHePalu KJIodeil
KGC. On dopmupyer JaudHbIE KIOYA HA OCHOBAHWHN HIACHTH(MUKAIMOHHON HHMOPMAIIIH
UX BJIAJIEJIBIEB, UCIOJIb3YS CBOM 24a6Hbil (Macmep-) K104, TPeICTABIMIONINA cOO0N KIt0-
4eBYI0 apy (OTKPBITHIN/3aKPBITHIH MAcTep-KI04). [Ipr 5TOM MacTep-KII0U J0JZKEeH ObITh
OJINH, ¥ OH JIOJIZKEH MPHHAIIeKATH TOJbKO HMEeHTPY TeHepalnn KI4ei, KOTOPBIH J01KeH
OLITH TAK:Ke OIUH.

DTO HAKJIAIBIBAET OTPDAHMYEHNE HA MAKCHMAIHLHOE KOJIMYECTBO MOIH30BATE e, TAK KaK
OHH JIOJI?KHBI OBITH 3aPErUCTPUPOBAHDBI M JOJI2KHBI IOy YUTh KJII0UEBbIEe Iapbl TOJIBKO B O/I-
HOM TaKOM IEHTpe. 3HAYHUT, KPYT UCIOJIb30BAHUs ITOU TEXHOJOIHU OTPAHUYECH COTPYIHU-
KaM# OJHOTO PEerHoHa, OJHOM OpraHM3allui, TPeIIpHsITUs, JU00 KINeHTAMH OJTHOr0 ODaHKa
UM KAKOT'0-J MO0 JIPYyroro mocTaBiiuKa YCayT.

s pacimpennst BO3MOYKHOCTEH JTAHHON TEXHOJOTUU IPUMEHSIOTCS TaK Ha3blBaeMble
nepapxndeckne IDB-cucrembr HIDE (Hierarchical IDentity-based Encryption), B KoTopbix
UMeeTCsd MHOXKeCTBO JIOKaJIbHBIX HeHTpoB KGC, obpasyionux JIpeBOBUIHYIO CTPYKTYPY.
Kopuem mepesa siBjisieTcs TJIABHBIH IEHTP, a HEHTP KaxKJI0r0 HUXKEJIeKAIlero YpoBHS BbI-
JIAET KJIIOYH TEeHTpaM cjie/iytoniero yposus. [lojb3oBaresisiM cOOTBETCTBYIOT JIMCThs ITOIO
nepeBa. [Ipu 3TOM OTKPBITBHI KAI0Y KazKJI0T0 10/IH30BATEd JOJI2KEH 3aBUCETH OT WICHTH-
pUKATOPOB MEHTPOB, JIEXKAIIUX HA TIYTH OT TOI BEPITUHBI IO KOPHH jiepeBa. Takoil crnocod
dopMHEPOBaHHST OTKPBITHIX KJII0Yel HIPUBOIUT K YCJAO0KHEHHIO MPOIEYPhl OT3bIBA 1 OOHOB-
JIeHUS KJIOYei.
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12. Obecnedenrue aHOHUMHOCTH
B uepapxuudeckux IDB-cucremax

B cucremax oTkpbITOTO M poBaHuUS YCAOBHE aHOHIMHOCTH TIOJTy9aTe /i OOBIIHO 00ec-
MeIMBACTCH MyTEM TIH(POBAHNS UIeHTHMOUKATOPOB MOy IATEsT BMECTE C OTIPABISEMBIM
coobmenueM. [ToaTomy ybeauTbesd B NpaBUIBLHOCTH aJpecara MOXKeT TOJbLKO TOT, KTO BJa-
JIeeT JIMYHBIM KJIIOYOM moJydaresd. C Apyroil cTOpoHbI, Jjid (POPMHUPOBAHUS TAKOI'O CO-
O0IeHnsT HeOOXOANMO 3HATDH aKTyaJbHYI0 HHMOPMAINIO 00 OTKPHITOM KJII0Ue MOIyJIaTe s,
KOTOpasi COJIEPKUTCS B JEHCTBYONEM cepTrduKaTe OTKPLITOTO K/I049a. DTOT CepTuduKaT
JIOJIZKEH OBITH CBOEBPEMEHHO MOJIYIeH OTIPABUTEIEM, TPUIEM OH MEPEeChlIaeTCs, KaK mpa-
BHJIO, B OTKPBLITOM BH/ie. [109TOMYy B KOMMYHHUKAIIMOHHBIX CETAX HPOTUBHUK, aHAJIU3UPYS
TpadpuK, UMeeT BO3MOKHOCTD IOJYYUTH NH(MPOPMAIMIO O TOJIYydaTeIe.

[DB-cucTeMbl UCKJIIOYAIOT TaKyI0 BO3MOYKHOCTD, MOCKOJBKY TaM OTCYTCTBYIOT CEpPTHU-
(puKaTHI, 8 OTKPBITHIN KJIIOY BBIYUC/ISETCS HEMOCPEICTBEHHO U3 UIeHTU(DUKANNOHHON WH-
dopmanun nosyuaresnsa. [losTomy Takme cucTeMbl OUY€HBb yAOOHBI JIJI TOCTPOEHUS AHO-
HUMHBIX (Hepapxudecknx) cucreM mudposannst (Anonymous (Hierarchical) Identity-Based
Encryption, A(H)IBE) n/s AHOHUMHBIX KOMMYHUKAITHOHHBIX CHCTEM, B KOTOPBIX MO TTH(bP-
TEKCTY HEBO3MOXKHO ONPEeJeIUTh HH OTIPABUTEIsI, HU MOJydaTessd. DTO MOHSITHE BBEICHO
Brepsbie B pabore M. A6rana u ap. |1]. IIpumepst A(H)IBE-cxem nosygarorcsi, Hanpumep,
Ha OcHOBe cxeMbl bone — @pankjmHa.

[ToMuMO KOMMYHUKAIMOHHBIX CHCTEM, JAHHBIE KOHCTPYKIUU TPUMEHSIIOTCS TPU YA~
JEHHOM TosydeHnn uHdbopMaryuu u3 6a3 naHHbIX. B Toit ke pabore [1| msyuamuch cu-
Cmembt OMEPLIMO20 WUPGPOSAHUA € BO3MOHCHOCTLIO Noucka Katouesuir ca06 (Public-key
Encryption with Keyword Search, PEKS). PEKS — 10 cucrembl, B KOTOpbix mudprekct
ACCOMMUPOBAH C KJIIOYEBBIM CJIOBOM, IIPUIEM BBHITIOJHSIETCS TPEOOBAHUE O HEBO3MOYKHOCTH
noJiyueHust Hukakoit nadpopmaruu 006 3Tom ciaose. [lonp3oBarens monydaer B meatpe KGC,
OMHUMO KJIIOYEeBOH Iapbl, emé OJHOHAIPABICHHYIO (DYHKIHIO I KazKJI0r0 UCIOJIb3yeMO-
ro UM KJIIOYeBOTO cJjioBa. [lj1g mosydeHus Bcex 3amuceil, couep:KalluX KJII0YeBOe CJI0BO,
OH MOKET 00PAaTUThCS K aAMUHHCTPATOPY VAAJEHHON Oa3bl JAHHBIX U MepegaTh eMy COOT-
BETCTBYIOIIYIO OTHOHANPABICHHYIO (DYHKIHUIO. AJMIHICTPATODP MOYKET BBIOPATH BCE TaKHUe
zammgpoOBaHHbBIE 3aIUCH, TTPUIEM OH HE CMOZKET MOJYINTh HUKAKON WH(MOPMAIMH HU O
KJIIOYEBOM CJIOBE, HH O cojiepzKalieiicd B 9TuX 3alrugpoBaHHbIX 3aluCaX HH(MOpPMaIUU.

1.3. lenmommpoBanue Kamo4da B IDB-cucremax

Kputuunasim cBoiictBoMm IDB-cuctem gaBigercda mpucymiasg UM BO3MOXKHOCTH CO3TaHUS
CHCTEMBI JIeNNOHUpOBaHus Ju4HbIX Kiaodei. learp KGC, obnamas mMacTep-Kai0doM, UMe-
eT BO3MOXKHOCTH BBIYHCJISATH PaHee BBIJIAHHBIEC JUUYHBIE KJIIOUYH BCEX IOJb30BaTeseil. 9T1o
HO3BOJIsIET 03 TPY/a CO3/aTh JEIUTUMHYIO CHCTEMY JICTIOHUPOBAHUS JTUIHbIX KJIIOYel, npu
KOTOPOH IIPU HAJIWYUU PELICHUA CY/1a IPaBOOXPAHUTEIbHBIE OPraHbl MOI'YT 3alPOCUTD IIPU-
MeHgeMble KJIOYH y [EeHTPa, a HEeHTP 00d3aH IPEJIOCTABUTDL JUYHBIA KJII0Y YKA3aHHOTO
nosib3oBaTesd. [Ipu 3ToM HeHTpY HeT HeOOXOAUMOCTH XPAHHUTh 9TH KJIIOYH, TaK KaK OH
MOXKET MX 3aHOBO BBIYHCJIUTDH 110 UACHTU(MHUKAIIMOHHON HHMpOopMaIun.

1.4. Bamura or HeuecTHOoTOo menrpa KGC

B kpunrorpadudeckux cucreMax ¢ HHPPACTPYKTYypoit oTKpbIThIX Kiatoueit PKI na oc-
HoBe crangapra X.509 yiaocroepsionuii 1enTp, Bxousgiuiit B undpacrpykrypy PKI, orse-
4aeT TOJBKO 3a MOJTUHHOCTH COOTBETCTBUS MEIKJY YKAa3aHHBIMH B CePTU(UKATE OTKPbI-
THIM KJIIOYOM U UJIEHTU(DUKATOPOM MOJI30BATEIA. YI0CTOBEPSIONINI HEHTP BBIIAET TOJIHKO
cepTuUKAT KJII04Ya, a CBOH JIMIHBIH KJIIOY IOJIL30BATEIb MOXKET JepzKaTh B CEKpeTe, He
HpeIbsBIIsAS ero MeHTpy. EauncTBeHnoe, 94T0 MOJIb30BaTeIb JIOJXKEH CAeJIaTh IIPH IOy Ye-
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HUU cepTUUKATa OTKPBITOrO KJI0Ua, —ITO JA0KA3aTh HAJUYHE Y HETO BTOPOH TMOJOBUHBI
KJIIOYEBOI MMapbl, YTO MOZKET OBITH IIPOU3BEICHO 0€3 PACKPBITHSA ITOr0 KJIIOYA.

B cucremax ¢ OTKpPBITHIME KJIOYaMHU Ha OCHOBE HICHTU(MDUKAIMOHHON uHMOpMAINH
nentp KGC cam bopmupyer JindHble KJIIOYH Beex oJib3oBateneil. [losromy 6oabmum Hemo-
cratkoMm IDB-cucrem siisiercs To, aro HedectHbiit mentp KGC, obiragast MacTep-KJIIOUYOM,
uMeeT BO3MOYKHOCTDL CAaMOCTOATEIbHO BBIUHC/ISATH TEKYIIHEe U BBbIIAHHBIE paHee JIMIHBIE
KJIIOYM BCEX TOJIL30BATEIEH M0 X MJACHTH(MUKATOPAM, a MOITOMY W YUTATh IIUQPPOBAH-
HYIO IIepeIurucKy 1 noaaeJibiBaTh I_[I/ICprByIO IOAIINCH KazKA0T'0 IMOJIb30BaTe d.

[TosTomy HEeoOxoauMO JonoaHuTh IDB-cucTeMy MexaHu3MaMu, HO3BOJISIONIUMHE 3allTU-
THTD II0JIb30BaTeeil oT HedecTHOro nosejenusd neaTpa KGC, nanpuMep npuMeHsis mpoTo-
KOJI JOKa3aTeJIbCTBA ¢ HYJEBBIM pasriamienneM. Takoil MoAxXo UCHOIb3yeTcsT B CHCTEMaxX
mudpoBaHus ¢ U3BJICUYEHHEM KJ/I04Ya BCJEIYI0, B KOTOPBIX IOJIb30BATE/Ib UMeeT BO3MOZK-
HOCTDb MOJIYYHUTH JIMYHBIN K04, He PACKPbIBasd EHTPY HU KJII0Ya, HU CBOEro UIeHTU(UKA-
TOpa, W B CUCTEMAaX 3aIlUThl HUMPOBOH MOAMNUCH OT TOIAEIKNA MOANNCH CO CTOPOHBI IEH-
Tpa [18], rIe ¢ MOMOIIBI0 TAKOTO JOKA3aTeIbCTBA MOJIH30BATENb, COXPAHsIsS B TailHe CBOii
JIMYHBIH KJTI0Y, MOXKET JIOKa3aTh Ha €ro OCHOBE apOUTPY, UTO ITO HE €ro MOJIIHCh.

1.5. IDB-cuctemn ma ocuoBe ceprudurkaros (CBC-cucremnr)

Jpyroit crnocob6 3amuTbl 0T HedecTHOro nentpa KGC npemocTaBigioT cucmemot
C OMEPLUMBMYU KAOYAGMU, nocmpoennvle wa ochose cepmuguramos (Certificate-Based
Cryptography, CBC) u coxpansirornme npenmvytiecrsa PKI u IDB-cucrem. Tenepn kax-
JIBII TTOJTh30BATEN b caM (hOPMUPYET CBOIO KJIIOUYEBYIO APy W 3alpalinBaeT ceprudukar B
nosepentoM ceprudukanuonroM rnentpe CA (Certificate Authority). Ilpu srom neatp CA
dopmupyer ceprucurar ¢ nmomoiipio IDB-anropurma, HO IPU 3TOM OH HEe MOXKET BOCCTa-
HOBUTD JIMYHBI KJIIOY 1OJIb30BaTE/Is1. TaKe CUCTEMbI y2Ke He OTHOCSTCS HEIOCPEICTBEHHO
K [DB-cucremam, Ho coderaior B cebe NpenMyInecTBa OObIYHBIX CUCTEM C OTKPBITHIMH KJII0-
qamu u [DB-cucrem.

16. Cucrems 6e3 ceprudukaros (CLC-cucremsnr)

Emg omamm HampaBieHneM HCC/IeI0OBAHNI SIBJIAETCS 0MKPLMaA Kpunmozpagus bes cep-
muguramos (CertificateLess Cryptography, CLC) [57], rie Takzke pemaercs npobiaeMa Jie-
HOHUPOBAHUS KJIOYA MEHTPOM, YHACJIEJOBAHHAS OT CUCTEM Ha OCHOBE MICHTH(DUKATOPOB.
B manmnom ciydae He Tpebyiorca Hu ceprudukarsl, Hun nndpacrpykrypa PKI. Bmecto Hux
noseperHast cropona — nearp KGC — dgopmupyer yacTudHbie IMIHBbIE KIIOYU aHAJOTHTHO
IDB-cucremam. JleiicTBytomnuii JTUYHBIE KAI0Y TOJAb30BATE/ISA MMOJydaeTcd MyTEéM 00be -
HEHUs IMOJYYEeHHOTO YACTUYHOIO KJI0Ya M BLIOPAHHOIO MM caMuM cekpera. [losTtomy on
oCcTaéTcs HeM3BECTHBIM U He Xpanurcd B nenrpe KGC, uro ycrpanser mpobjaeMy JIernoHu-
poBanus Kiaoua nearpom KGC.

XoTs Takue CuCTeMbl UMEIOT MHOTO ODIINero ¢ CHCTeMaMu MMu(POBAHNS HA OCHOBE Cep-
TH(UKATOB, KAXK/IBIH TOAXOI UMEET CBOUW JOCTOMHCTBA U OTJNYNTEHbHBIE OCOOEHHOCTH.

1.7 Kak 3aMeHUTh CKOMIPOMETHUPOBAHHBI € KJAKWIHU !

Emé onnoit mpobaemoit IDB-cucrem gBiisiercsd 0T3bIB U 3aMeHA CKOMIIPOMETHPOBAHHBIX
KJroueit. g JTi00bIX cucTeM ¢ OTKPBITBIMH Kjodamu, ocHoBaHHbIX Ha PKI mam ma ID,
JIOKHA OBITH oOecriedeHa TPOIeypa OT3bIBA CKOMIIPOMETHPOBAHHBIX KJfoveil. B Tpam-
muoHHBIX PKI 3T0 pemraercs myTém BRIIOUeHHS B cepTU(MUKAT MPeTyCTAHOBIEHHOTO CPO-
Ka T'OJHOCTH W BeJIeHUs aKTyaJIbHOIO CIUCKA aHHy/JupoBanHbiX ceprudpukaros. B IDB-
CHCTEMaX C OTKPBITBIMU KJAIOYaMH HA OCHOBE HJICHTU(DUKATOPOB 3aMeHa KJI04Yeil Mpe/-
cTaB/sieT NpobJieMy, MOCKOJIbKY HEMOHSITHO, KaK MOYKHO 3aMEHSTh MUMEIONnecs WJIeHTHU-
dukatoper. CaMoe TpocTOe NMpaKTUUECKOe pelleHue s 0oOJerdeHus MpOTeaypPbl OT3bI-
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Ba KJIIOYei MpearoaraeT I0M0oJHEeHNe HIeHTU(MUKATOPOB HEKOTOPO 3aMeHsieMoil mHdOp-
Marueil, Hanpumep, CPOKOM JIefiCTBHS, KJIOYEBLIM CJAOBOM W T.1. boJiee TOTro, MOYKHO
IPEIyCMOTPETh PEryJsapHYIO 3aMeHy KJodeil He3aBHCHMO OT TOro, OBLI JIM K09 CKOM-
IPOMETHPOBAH HJIM HET, HAIPUMEDP HCIOJIb3yd HICHTH(MUKAIUOHHYIO HH(MOPMAIIUIO BUIA
“receiver-address||current-date” |20, 22|, rae date MoxKeT OBITH AHEM, Hejesel, Mecs-
eM WA TOJIOM.

Taxkoit crocod okasbiBaeTCsi HEYA0OHBIM JIJId CHCTEM C OOJIBIITUM YHCJIOM IOJIb30BaTE-
ﬂeﬁ, IMOCKOJIBKY OHH AO0JIZKHBI ITOCTOAHHO KOHTAKTHPOBATH C OJHUM JOBEPEHHBLIM HEHTPOM
KGC, narpyska Ha KOTODBIil pe3ko Bo3pacTaeT. KpomMe TOro, BaxKHyIO poJib IpHOOpETaeT
npobJieMa obecriedeHus ayTEHTUIHOCTH CaMOil MIeHTU(DUKAUOHHON HHMOPMAIINK, TaK KaK
OTHPABUTEIN MOTYT IMYyTaTh IIOXOXKHE HAOOPHI JAHHBIX U TE€M CaMBIM HEIPABHIBHO (bOpMU-
pOBaTh OTKPbITbIE KJIIOYM HoJydaressd. B pesysibrare onu Oy/1yT HEHAMEPEHHO OTIPABJISATD
zamudpoBaHHbIE COOOINEHNSI He TEeM aJpecaTaM, IPHIEM MOCAEIHNE CMOTYT TPOIHTATH CO-
JIEPZKAIILYIOCS B HUX WH(MOPMAIHIO.

[TosToMy B HECKOJILKUX padoTax npeoxkensl IDB-cuctembl ¢ mporeaypoii 0T3biBa KIio-
aeit (IDB-cryptosistem with revocation) [6, 40, 42, 58, 39|, riae mpeIaraloTcs crenuaTbHbie
MaTeMATHIECKHe KOHCTPYKIHH, YCKOPSIONHE W O0JIeIdaolnie STOT IPOIECC U MO3BOJISIO-
e yupoctuTh padory mearpa KGC, 3aMeHNB OIEHKY TPYIOEMKOCTH C JIMHEHHOH Ha J10-
rapudpMHUYecKyio OT YNCJIa TOJIh30BaTe e, W PU STOM COXPAHUTH MPOCTOTY PabOTHI JIIsI
CaMUX I10JIb30BaTeJIeH.

1.8. Ipyrue npuloX)XeHH

[Io mamubiM Voltage, ceromms texunosorusd IBE samumiaer nammbie 1js 0oJiee dem
100 MUITHOHOB MTOIB30BATENIEH TT0 BCEMY MHPY U COBMECTUMAa € TAKUMH IMHPOKO PACIPO-
crpaHeHHbIMU HpoaykTamu, kak Outlook, Yahoo, Gmail u ap. B |33| comepxurcs 6o
moit 0630p npumenenunii [IDB-cucrem 151 ceHcopHBIX ceTeil, T/ie 0TMeYaeTcs, 9TO B NPHJIO-
JKEHUSIX C OPPAHUYEHHBIMH JOCTYIHBIME CUCTEMHBIMU pecypcaMu (pakTOpbI, Kacalolnecs
001Ielt TPOU3BOIUTETBHOCTH CUCTEMBI, CTAHOBATCS Topa3jo Oojee BaKHBIMHU. Biaromaps
SKOHOMUYIHOCTH W HU3KUM TpeboBaHUAM K uWHpacTpykType, IDB-cucremsr xopomo co-
OTBETCTBYIOT TpeOOBAHUAM K TaKUM ceTsaM. IIx mpuMenenme mpuBOJIUT K 3HATUTETLHOMY
COKPAIIEHUIO HAKJIATHBIX PACXOJ/IOB Ha CBA3b, & TaKzKe K 0oJjiee pAIMOHAJIHLHOMY HCIIO/Ib30-
BAHUIO MPOIYCKHO# criocobnocTu. Mepapxudeckne MoOJIe/1, KOTOPbIE MOTYT ObITH MOy YeHbI
u3 IBC, mo-BuamMmomy, UaeaaTbHO BIUCHIBAIOTCA B HHMPACTPYKTYPY CeHCOPHO# ceTn. Bosee
TOTO, PSAJI CHEIHATBHBIX, KI0UeBbX ocobennocteit IBC (pacnpe/ieiéHHbIH IeHTD reHepa-
WA KJIIOYel, CHCTeMHasi MepapXus, OT3bIB KJIOUeil, JeJerupoBaHue) PEIalTCs MTPOCTHIM
U 3JIETAaHTHBIM CIIOCOOOM.

Jlanee npu onMcaHuu TPOTOKOJIOB OYIeM HMCIIOJIH30BATH CJeAyoline 0003HaAYeHI:

— a €R 4, — BHIOPATD CAYyUYANHBIN dJIeMEHT a U3 Zi,;
?
— F = G —uposeputh conajenue F'u G,
— G = (P) — nuknuueckas rpynna G mopoxaena sremeHToMm P.

B caydasx, KOra 9T0 He BBI3BIBACT PA3HOUYTEHHIT, Oy1eM [Tt yIPOIIEeH s 3alIUCH OMYCKATD
3HAK KOHKATEHAIMA B aprymente xem-byuknuu h(z,y,...,z) = h(z|y||...||2).

2. MaremaTudecKue KOHCTPYKIIUU A4 (POPMUPOBAHUS JIMYHBIX KJIOUeil
Ha OCHOBE nIAeHTU(PHNKATOPOB
DopmupoBaHUe JUYHBIX Kiatoueil moib3oBareseii (key extraction), coorBeTcTByOMEX

OTKPBITBIM KJII0YaM Ha OCHOBE WX MJIeHTU(MHUKATOPOB, Mpou3Boautcda B nenrpax KGC. Ile-
PEUNCINM IIPUMEHseMble TIPA 9TOM OCHOBHBIE aJrOPHUTMbBI (DOPMUPOBAHUS KIIOUEBBIX Map.
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21.IDB-cucTtemnsl Ha 0ocHOBe RSA

[Tepsbiii criocod nocrpoennst IDB-cucrembr npeioxua A. Mlamup B 1984 1. [60]. 3a oc-
HOBY Obljia B3gaTa cucrema RSA, ocHOBaHHAsT HA CJIOXKHOCTH 33291 (PAKTOPUIAINH TEJTBIX
ancen. [lycers h: {0, 1} — Z,, — xem-dyHKims, n = pq.

OrkpoiTeiit ko4 nearpa KGC —3ro mapa (e,n), rie e — 60JIbIIoe MpocToe YucIo, He
sBJIstioneecs aenutesiem ducaa (p — 1)(g — 1).

BakpeITHl K109 eaTpa — (p, ¢, d), tae d = e ! mod (p — 1)(q — 1).

[TopzoBaresns A nperbsBiisieT MEHTPY CBOW uaeHTH(OUKATHOHHY IO nH(popMaruio [Dy u
NeHTp BHAAET emy Kiodenyio napy (pka,ska) = (h(IDa), pk%), T.e. h(IDA) = sk mod n.

Buavenns d u sk = pk% mod n meHTp MOKeT BHIYMCINTD, 3Has PA3IOKEHHE THCIA 1.

22. IDB-cucTeMB Ha OCHOBEe KBaJAPaTHIYHLIX BHIUETOB

B 2001r. B pa6ore [19] K. Koke (C. Cocks) mpemioKua cxeMy Ha OCHOBE CJIOKHO-
CTH 334K HAXOXKJIEHHUs KBAJIPATHOIO KOPHsI B KOJIbIE BBIYETOB 10 COCTABHOMY MOJYJIO:
T € Zy, a=x? mod n, n = pq, p,q— pa3IuIHBIE GOTBITHE TPOCTHIE TACIA, YIOBIETBOPIIO-
mue yeaosuo p = ¢ = 3 (mod 4).

[Tycts J(n) — MHOXKECTBO BCEX JIEMEHTOB KOJIbIA Z,, KOTOPbIE UMEIT CUMBOJ SIKO-
ou paBubiii 1; QR(n) C J(n) — MHOXKECTBO BCEX KBAJPATHYHBIX BBIYETOB 10 MO0 1
ue J(n)\ QR(n); h: {0,1}* — J(n) — xerm-dynkus.

Tpoiika (n,u, h) cocraBisier HAGOP OTKPBITHIX TAPAMETPOB.

a a a a
3ameTuMm, 4TO U3 ycjaoBus a € J(n) ciaemyer, 4To <—> = (—) = 1 wm (—) = <—> =
p q D q

= —1. ITosTomy subo a, 6o (—a) ABAAETCS KBaJAPATHIHBIM BBIYETOM 110 MOIYJIIO 7.
[Ipu sTOM U3BJIEYb KBaAPATHBINA KOpeHb MOXKeT ToabKO 1enTp KGC, 3natomuii yncia p
u ¢, seagommuecs cekperoM KGC. g 3Toro oH MOKeT BOCIOIb30BATHCA (hOPMYIOi

r = gt E+))/8 64 n.

2= —a (mod n) B 3aBUCAMOCTH OT

Takoe r ynoBaeTBopser yeaosuio 72 = a (mod n) wim r
TOTO, ITO ABJAECTCS KBAJAPATHYHLIM BHIYETOM: ( WM —.

[Tonp3oBaTess A npeabsaBiser MEHTPY CBOI HAEHTH(MUKATMOHHYIO wHMOpManuio 1Dy
U IIEHTD BBLIAET eMy KitodeByto napy (pka, ska) = (a,r), rae:
— OTKDHITHI KJII0Y moJb3oBaress pasen a = h(IDy) € J(n);
— JIMYHBIN KJIIOY MOJIB30BATEIIST OMPEIeTSIeTCs] KaK

. Vvamodn, a€QR(n); ()
Vuamodn, a€ J(n)\ QR(n).

23. IDB-cucrtemMb Ha OCHOBe 3ajJa4Yd JOTapUPMUPOBAHUS
B MYJAbBTUNJUKATHBHON Irpynme moagd

K. I'onrep (C. G. Giinther) B [32] npemnoxkui cnocob nocrpoerns IDB-cucTeMbr Ha 0c-
HoBe mudpoBoit noanucu nearpa KGC, BeraucaerHoi mo cxeme Db [amasisg. 3aKPBITBIM H
oTKpHITHIM Kitodamu rieHTpa KGC sBasirorest cooTBeTcTBeHHO 31eMenTh g € {1,...,p—1}
n ys = g € ZLy, Tie p— 00JBIIOE TPOCTOE TUCIO.

[oawzoBaresns A nonyuaer B KGC nudpoByio moamucs (w4, v4) It CBOEro HIeHTH(U-
karopa I Dy, roe

ug = g™ vy = (ID4 — 25us)ky  mod (p—1); ks €r Ly (ka,p—1)=1.
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HpOBepKa IIOAIMNCHU NPOBOAUTCA C IOMOIIBLIO YpaBHEHH A

VA ID 4

—up
UA .

=9 "Yg

Teneps ki04YeBasi Hapa moJb30BaTe/ s A ONPEIeIIeTcs KaK

(pka, ska) = ((ID4,ua),va),

rje B poJid OTKPbLITOI'O KJIIOYa I10JIb30BaTeJid A BbICTYIIa€T €ro I/I,ZLeHTI/I(bI/IKaTOp u 1ep-
Bagd IIOJIOBHHA IIOAIHUCH, a B POJKA JIMYHOTI'O KJIIOYa — BTOpad IMOJOBHHa HIOAIIHNCU Vg =
= log,, (9"™*yg"*). Hosromy npob.iema Ope/ie/IeHust THIHOIO K/II0Ya 10 OTKPHITOMY KJII0-
9y CBOJUTCA K NPOOJIeMe JUCKPETHOTO JorapudMupoBanus B Zy.

24. IDB-cucTteMB Ha OCHOBEe TPYNINB TOYeEK
SAJAANTHAYECCKON KPUBOH

QaKTUIECKH, BCe IepBOHAYAJIbHO paszpaborannbie IDB-cxembl Ha OCHOBE I'DYIIBI TO-
YeK ALIANTAICCKON KPUBOH TMPEINOIATraloT HATHIRE ONEPAIUU OUAUHETH020 CRAPUBAHUA.
B ob6mmem ciryuae sra omnepanus onpegesnsiercd Ha aByX adeneBbix rpymnmnax i u Gy mpocro-
r0 TIOPSIJIKA ¢ W MIPUHUMAET 3HAYEHNE B TPETheil My IbTHILINKATHBHON rpymme (G Toro xe
HOPHJIKA:

e: Gl XGQ%GT.

HpI/I 3TOM JOJIZKHBI BBIIIOJIHATHCA IBa CBOMCTBA:

1) buaunetinocmo: npu Beex w,x € Gy u y, 2 € Gy BHIIOJHEHB TOXKIECTBA
e(w,z+ z) =e(w,x)e(w,z), elw+zx,z)=e(w,z)e(x,z);

2) meswvipostcdernocmy: JIIg HEKOTOPBHIX 3jeMenToB © € Gy u y € Gy BBIIOJHEHO
e(z,y) # 1.

B IPAKTUYIECCKUX IIPUMEHECHUAX HCIOJB3YIOTCA B OCHOBHOM OIllepalluu CliapuBaHUA IJIdd
IPYII TOYEK JLUIMNTHIECKON KpuBoii. [losTomy OyiaeM paccMaTpuBaTh TOJIBKO TaKHe Olle-
pamuu. B srom ciaydae rpynnsl Gy u Gy gBASIOTCS OJUHAKOBBIMA HJIM PA3JTHIHBIMA ITUKJIH-
YeCKUMH TOJATPYIIAaMUA TPYIIIBI TOUEK SIIUNTAICCKON KPUBOM HAJ KOHEUHBIM IMOJIEM WJIH
ero pacrmmupennemM, a G —3T0 moArpymnna MyJIbTHILIMKATHBHON rpynnsl mogs. [Ipu pac-
CMOTpeHUH I'DYII TOYEK JJIJIUINTUYICCKHUX KPUBLIX HaJl KOHEYHbBIM I10JIEM 6y,ZLGM 0603Haanb
TOYKH OOJIBIIUMHU JIATUHCKUMHU OYKBaMH, & JEMEHTBI M0/ — MaJIEHbKUMH.

Ecom P € Gy u n € N, T0o 119 KpaTHBIX TOYEK OyIeM HCIOJIb30BaTh 0003HAUYCHHE

nP=P+...4+P.
———

n

B [10] BBLI€€HO MBa THA IDB-CXeM, pasandaoimxcs o cnocody (bopMUpPOBAHHST KITHO-
YEBBIX HAP YIACTHUKOB:

— tun SOK (or Cakan — Orumu — Kazaxapa (R. Sakai, K. Ohgishi, M. Kasahara) [53])
Ipe/InoaaraeT HaJaudue JIBYX Xell-(DYHKIWHA hy 1 hy, IPUHAMAONINX 3HAYCHHE COOTBET-
crBerHo B rpymmnax Gy u Go;

— run SK (or Cakan — Kasaxapa (R. Sakai, M. Kasahara) [55|) ucnonbsyer tosbko oy
xer-QYHKIUIO h, TPUHUMAIOIILY IO YUCJI0BOE 3HAYEHUE, KOTOPOE MOJIYYaeTCsd IPeJICTaB,1e-
HHUEM JBOUYHOI'O BEKTOPa — 3HAYCHUA XeHl—beHK]_[I/II/I COOTBETCTBYIOIIUM HaTypPaJbHBIM
YHCJIOM.
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st oboux Tunos kmoueBas mapa mentpa KGC umeer sun ([s]P, s), Tae s — 3aKpBITHIi
ka4 (1 < s < q—1); [s]P— orkpeiTsiit ka4, P — obpasywormuii sjaement rpyunbt Gi.
st IDB-cxem tuma, SOK kioueBas mapa mosb3oBaTeiss A onpeensercs Kak

(pkA, SkA) = (hl(IDA), [S]hl(IDA))

s IDB-cxem tumna SK koveBas mapa mob3oBaTesis A ompenesisieTcs Kak
(pkA, Sk‘A) = ([S + h(IDA)}P, [8 + hl(IDA”*lP),

/16 OTKPBITHIN KJII0Y yuacTHHKA A 3aBucut ot 3akphiToro kiawda s nmearpa KGC, mpuaém
BBIIIOJIHSIETCsT cooTHOIeHue e€(pka, ska) = e(P, P).

25.IDB-cucTteMB Ha OCHOBE HEUYETKHUX MHOXKECTB

B 20051. A. Caxan u B. Yorepc (A. Sahai u B. Waters) [56] npeaioxuin HOBBI cro-
cob noctpoenus [IDB-cucteMbl Ha OCHOBe HEUETKUX MHOXKECTB, B KOTOPOH UAeHTHMDUKATOP
paccMaTpuBaeTcs Kak HaOOD OMUCATETHHBIX aTPUOYTOB.

Heuérkas cxema IBE nozBosisier ncnoib30BaTh 3aKpbITHI K109, COOTBETCTBYIONTUI OT-
KPBITOMY KJII049Y ¢ WJACHTU(MUKATOPOM W, JJIs paciindpoBaHusd TEKCTa, 3alndPOBAHHOTO
Ha OTKPBITOM KJIHOUe ¢ HIeHTH(MDUKATOPOM W', TOrJa U TOJBKO TOIJ/A, KOTJAa UAeHTH(UKA-
TOPHI W U W' HAXOAATCS OJIM3KO APYT K APYTY, 9TO OMPeIeISeTCs METPUKOM, MO3BOISIONIE
OIEHUTH «MEePEKPBITHe» MHOXKECTB: |w N w'| > d mpu HEKOTOPOM 3aJaHHOM mapamerpe d.

Heuérkas cxema IBE moxker OpiTh npumenena s obecriedenusd 1mudpoBaHus C UC-
HOJIb30BAHUEM B Ka4uyecTBE WACHTH(DUKAIMOHHON MHMOPMAINT OMOMETPHUYECKUX BXOIHBIX
nauubiX. [lockonbKy GrnomMeTpryeckue JaHHBIE 00J1aaI0T HEKOTOPBIM ITYMOM, UX HCIIOJIb30-
BaHMe B OOBIYHBIX [DB-cucTemax HeBo3MOKHO. OIHAKO CBOMCTBO YCTONINBOCTH K ONTUOKAM
HeuéTKoit cxembl IBE nozBongeT pacmmdposars 3amnmdpoBanable JaHHBIE ¢ TOMOMIBIO JTHY-
HOT'O KJIFOY&, BOCCTAHOBJIEHHOI'O U3 OMOMETPUYECKUX JIAHHBIX, KOTOPBIIl MOXKET OT/IM4aThCS
OT UCTUHHOT'O JINYHOT'O KJIOYA.

Kpowme Toro, Fuzzy-IBE moxkno ncnoib30BaTh Jjisi MPUJIOXKEHUH, KOTOPHIE HA3BIBAIOT-
cd «mudpoBaHUEM Ha OCHOBE aTpuOyTOB». B TakKmX MPUIOKEHWSX CTOPOHBI OTIPABJISIIOT
3amudpoBaHHbIe COODIEHNST BCEM MOJIB30BATEIIM, UMEIOIINM 33 JaHHOe MHOXKECTBO aTpU-
OyTOB, HALIPUMED «YJIEHbI KOMUCCHUHY», <COTPYJIHUKH OT/€/Ia» U T. 1., KOTOPble COCTaBJILIOT
(Heuérkyio) uaenTudukanmuo. [loaToMy Takue coobIIeHns MOTYT IPOYUTATH TOJBKO Te, y
KOr0 B MJACHTH(MOUKAITMOHHON! HH(MOPMAINT €CTh COOTBETCTBYIONINE ATPUOYTHI.

[IpenMmytiecTBOM TaKOro MOJIXO/AA SABJISAETCA TO, UYTO JOKYMEHTHI MOTYT XPAaHUThCA HA
OBBITHOM cepBepe 6e3 TOBEepeHHBIX CpelcTB (YIaaéHHOl) ayTeHTHhUKAIMH.

braromaps stomy cBoiicTBy IDB-cuctembr Ha ocHoBe HEUETKUX MHOXKECTB MTPUMEHSIOT-
cd B cucTeMax, Jonyckaonux 3¢ dekruBayo nporeaypy or3biBa Kitodeit. Jlagee B 1. 3.1
onucana HeuéTkas cucrema mudposanus Fuzzy-IBE (Fuzzy Identity-Based Encryption)
u3 [56], a B . 3.2 — €€ mpEMeHeHre B CHCTEMAaX ¢ IIPOMNeLypoii 0T3bBa Kiouedi u3 [38].

26. Nepapxuuaeckue [DB-cucteMn

s macirabupoBanus IDB-cucrem ¢ meibio npuMeHeHHsl UX B OOJBIINX pacipejie-
JEHHBIX cucTeMax B [23] mpejiorkena uepapxudeckas cTpykrypa IDB-cucteMbl, B KOTOPOii
MOXKeT OBITh HECKOIBKO JIOKATBHBIX MeHTpoB KGC, 00pa3yooimux 1peBOBUIHYIO CTPYKTYPY,
KOPHEM KOTOPOIi siBJIIeTCsl KOPHEBOit 1ieHTp rereparun kiaodeit rootPKG, a kaxapiit mentp
BBIIAET KJIIOYH TOJBKO CBS3AHHBIM C HUM IEHTPaM CJIe/yomiero yposast (puc. 1). Jlucthbsam
JiepeBa COOTBETCTBYIOT MOJIb30BATEIH.
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root PKG
mk(pyy K ¢ Mgt y

(0.7 (X100

mK¢ip, ,1D5) N\ mk(IDl,IDl_,)

[(0.10,) ] ({10.10) |
MK(p, ,ID5,ID5) W e mk(|D1,|D2,[D,f3)
| (IDy, 1D, ID3) | | (ID1, ID2, ID3) |

Puc. 1. Nepapxudeckas cTpyKTypa JOKAJIbHBIX [eHTPOB [23]

Kazkaprit siokasabubiit nentp PKG, coorBercTBylOmMit Bepiiune, pacioiOKeHHONR Ha
i-M yPOBHE, OTHO3HATHO XapakTepusyercs Habopou upentudukaropos (IDq, ..., ID;), coot-
BETCTBYIONIUX IIyTH OT KOPHH K 3T0i Bepiune. [[oaroMy B KauecTBe OTKPHITOIO KJIIOYa JIIst
9TOrO IeHTpa MOKHO BeIOparsh 3nadenue h(ID|| ... ||ID;), one h — nexoropas xem-dynkius,
a 3aKpBITHIA KoY mkp, . 1p,) POpMHUPYeTCa Ha OCHOBE OTKPBITOIO KJIIOYA.

B 1. 3.1 npuBesén npumep uepapxudeckoit IDB-cucremsr mmdposanus HIDE [23].

Jpyrue crmocobbl GhOPpMHUPOBAHHS KJIIOYEBBIX Hap IHOJb30BaTEIeHl pacCMOTPEHBI JaJiee
LpU OIIMCAHUM KOHKPEeTHbIX KJiaccoB IDB-cucrem.

3. IIpumeps! kpunrorpadpundeckux IDB-cucrem
31. IDB-cucrems mudposanug (IBE)

IBE-cxema Ha oCHOBE KBaJAPaTUYHBIX BHIYETOB

B [19] K. Koke (C. Cocks) npemozxkun IDB-cxemy mmudpoBanus, HCIOIB3YONLYIO OIH-
caHHbIl B 11. 2.2 c11ocod GpopMupoBaHus KJIOYEBbIX [1ap HA OCHOBE MPOOJIEMbl U3BJICYCHUS
KBa/[PATHOIO KOPHSA B KOJBIE BBIYETOB Z,, N = pg, TAE P U ¢ — IPOCTHIE THUCIA, yIOBJE-
TBOpsitotIe yeaosnioo p = ¢ = 3 (mod4). Tloas3oBarenh A HpeabsBiseT MEHTPY CBOIO
unerrudukanuonnyo wadopmanuo 1D, u moaygaer kmodeByio napy (pka, ska) = (a,r),
rae a = h(ID4) € J(n), a r maxoaurest o dbopmyie (1).

Bawugposarue TPOUCXOAUT MOOUTHO: Jist 3amudpoBanus 6uta m (KOTOPBIH 3aK0/IH-
posan +1 mwin —1) mHago:

1) BBIOGpaTh caydaiinble sJeMeHTH b, by € Zny;

2) BBIYUCIUTH

7+ u’ t;

dizﬂ, ci:m(—), 26{0,1}
ti n

udprerer cocrout u3 ABYX v71eMenToB ((d,, ¢p), (dy, c1)). Illosromy mpu 3amudposa-
auu oxnoro 6ura noayuaurcs O(logn) 6uros mudprexcra.

Pacwupposarue:

1) oupeunenuts i € {0,1}, Takoe, uro r* = u'q;

2) BbIUUCIUTH ¢ = d; 4+ 2r, KOTOPOE MOXKHO 3aIlUCATh TAK:

g=d; +2r =" +2r = ;

t2+7"2 (ti+r)2:|:ti+7":|2t‘
t; t; "

g ti
OTcroga ciemyet, 9To (—) =(—);
n

t.
3) BBIUUCIUTH M = ¢; (—Z>

n
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IBE-cucrema Bone — @paHKJInHA HA OCHOBE OMJIMHENHOTO CIIAPUBAHUS
(BF-IDE)

[TepBasg npakTudecku 3ppeKTuBHAT HUepapXUUecKas CUCTeMa MpeJjIoyKeHa B padoTe
D. Boneh u M. Franklin 8 2001r. [9]. Ona ocnoBana Ha omepanuy CHApUBAHUS IS HJI-
qunTudeckux KpuBbix e: Gy X Gy — Gp, rae G; —noarpynna rpynnbsl TOYeK SJLIAITHYE-
ckoit kpuBoit; G — moarpymnna MyJIbTHILIMKATABHON IpyHbl moJsd. [lycTh TakKe HMEIOTCS
xern-pynknun hy: {0, 1} — Gy u hy: Gy — {0, 1}".

[entp KGC obranaer kiwovesoit napoii (s, H), H = [s|P, P € G;.

Yaactauk A nonydaer B nienTpe KGC orkpoimhiii kintod Q4 = hy(ID4) w awansrii kaoq
Sa = [s]Qa. Jnsa 3amudposanus coobmenust M € {0, 1}*, ornpasisieMoro yq4acTHuky A,
HaJI0 BBIOpATh cay4daiinoe sHavenne r € Z; n ¢hopMUPOBATH MUpPTEKCT

C = ([r]P, M + ha(e(Qa, H)") ) = (U, V).
[Toxyuus 310 coobInenne, A BHIYUCISIET OTKPBITHIA TEKCT 10 hopMyIe
M = C + ho(e(Sa,U)),

tak Kak e(S4,U) = e([s]Qa, [r]P) = e(Qa,[s]P)" = e(Qa, H)".

JlanHag cxema B KauecTBe KOHCTPYKTHBHOIO GJI0KA HAILIA MHOIOYHCJIEHHBIE [TDAKTH-
YeCKHMe IPUMEHEHUsS! B IIPOTOKOJIAX [JIsi HEPAPXUYECKUX, 00JAUHBIX, MINPOKOBEIATETbHbIX
u ap. IDB-cucrem [23, 22, 34, 2, 67, 14].

[Tozanee . Famungo (D. Galindo) [21] ofHapy:Kua ya3BEMOCTH 3TOIO IPOTOKOTA H
IPeJVIOZKUIT UCIIPABJICHHBINR U YJIYIHIeHHBIH BAPUAHT.

Cucrema Fuzzy-IBE Ha ocHOBe HEUYETKUX MHOXKECTB

B neuérkoii cucreme mudposannst Fuzzy-IBE (Fuzzy Identity-Based Encryption), npes-
noxkernoit B 2005, A. Caxan u B. Yorepc (A. Sahai, B. Waters) [56], naearudukarop pac-
CMATPHUBAETCA KaK HAOOP ONMUCATEbHBIX aTPUOYTOB.

[Iycts e: G; x G; — Gp —onepanuga ounuHeitnoro cnapuBanus g rpynn Gy u Gy
IPOCTOTO TOpsiaKa p u Py — obpazyiomnuit aaement rpynmnsl . Oupegennm KodhppuimenTt
Jlarpanxka qyis ¢ € Zy, u S C 7, paBeHCTBOM

x—] 1, z=1i€,
M =I- |
jesSg#i L =) 0, ze€Z,\{i}.

5i,s($) = (2)

[IycTh naenTHMUKATOPAMHE SBIAIOTCA OIMHOXKECTBA W HEKOTOPOro MHOXKecTBa U. MHOXKe-
cTBO U MOMXKeT OBITH MHOYKECTBOM BCEBO3MOXKHBIX aTPUOYTOB WU MHOZKECTBOM OIIpPOBAH-
HbIX 3HAYEHUN HEKOTOPOH OHOMETPUYECKON CUCTEeMbl paclio3HaBanusd. KaxKjioMy sjieMenTy
NOJIMHOZKECTBA W OJHO3HATHO COTMOCTABJEH HEKOTODDIH d1eMenT u3 Z. Ilycrs nua npocro-
THI 3TeMeHTaM 3 U cOOTBeTCTBYIOT mepBhie |U| snementos {1,. .., [U|} u3 Z.

BoiGepem ciyqaiiHo U paBHOBEPOATHO ti, ..., ty|, Y €r Z,. OTKPBITBIMA HapaMeTpamu
MEHTPA ABJISTIOTCS

(Tl = [tl]Po, N T]]/” = [t‘udpo, Y = G(PO, Pg)y),

a MacTep-K./II04 onpejensdercs Kak (ti,...,tu),Y)-
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[TorpzoBarens ¢ naenTudpukaTopoM w C U TONYyYAET JUYHBIH KJII0Y Ha OCHOBE CJTyJaii-
roro muoroudena ¢(x) € Zy|x] crenenn d—1 ¢ ¢(0) = y xak ynopsgodenmstii Ha60p (D )icw,

q\? .
roe D; = [% by, i€ w.
i
Sawupposanue. g sammbpoBanus coodbuenusa m € G Ha OTKPHITOM KI0Ye W' BbI-
OHpaIOT CJIydYallHblil 3/1eMeHT 1 € Z, U GOopMHUPYIOT MUMPTEKCT BUIA

C= (', =mY", {C;=[r|T:}ico)-

Pacwugposarue. Ecin mudpreker noayden Ha Kioode w’, TO I €ro pacirudpoBaHus
Ha KJII0YE W, YIOBJIETBOPSIONIEM YCJIOBHIO |w Nw'| = d, ciaeayer BHIOPATh TPOU3BOJILHOE
noAMHOKeCTBO 0 C w N w' MOMmHOCTH d U BLIYUC/IUTD

(2

N 67.',0'(0)
¢/ TLelGnCe® = m-e(mo o/ TLe (|52 | ulrndn) ™ =
i1€o 1€0 3
s T 3 q(i)0;,0(0)
= m - e(Po, Po)™/ T1 (e(Po, Po) 1)@ = iy e(Py, Py)¥ Je(Po, Py) & —m.

€0

JlanHOe BBIpaskeHHe BBITeKaeT U3 (DOPMY/IBl HHTEPHOIANNH CTOSAIIEro B MOKa3aTesae MHO-
rounena ¢(x) crenenu d — 1 1o d ToUKaM:

> 4(1)0i5(0) = q(0) = .

1€0
UNepapxuueckue IBE-cucremsbi

B [23] mpemioxkena wmepapxmueckas crpykrypa IDB-cucremsr —HIDE (Hierarchical
[Dentity-based Encryption), B koropoii sokanbhbie nearpbl KGC o6pasyor 1peBoBUHYO
CTPYKTYPY, KOPHEM KOTOPOIi sIBJIieTCsl KOPHEBOH TeHTp reHeparun kiaw4eil rootPKG, a
KazKJIbIi TEHTP BBLAAET KJIIOYM TOJBKO CBA3AHHBIM C HHM TIEHTPAM CJIeIYIOIIEero ypPOBHS
(cm. puc. 1). KoHedHble BEPUTHHBI, COOTBETCTBYOIINE JIHCThSIM TOIO JIepeBa, MpeICTaBIsi-
IOT MOJb30BaTesei.

Jannas cucrema Oblita ocHoBaHa Ha KOHCTpYKIuu Bone n @paunkiuna [9).

Hapamempu, kopresozo uewmpa rootPKG:

1) IIycrb p— k-6utosoe npocroe uucio, e: Gy xG; — Gy — onepanus cnapuBanusi, rjie
Gy, G — nukymdeckue rpynnel nopsijka p; Py — ciydaitHo BeIOpaHHbIi 00pa3yomnii
saemenT rpymmbl (.

2) TIpu nekoropom n > 0 BeiGUparoTcs Kpunrorpaduaeckne xen-QyHKITT

hy: {0,1}* — Gy,

h2: GT — {07 1}71’
hs:{0,1}" x {0,1}" — Z,,
he: {0,137 — {0,1}".

3) Boibupaercs caydaitHblii 31eMeHT S € Z;; — KOPHEBOI MacTep-KJI04, 1 (pOpMUpYyeT-
cst KaodeBast mapa nentpa rootPKG (sg, Qo = [so] Fo).

Dopmuposarue Ka04el AL YEHMPA, PACNOAONHCEHHO20 HG T-M YPOBHE.
[Ipu i > 1 xaxupiit nentp KGC;, paciosiokenubiii Ha 1-M ypOBHE, BHIOMPAET B KAYECTBE
CeKpeTa 3JIeMeHT 8; € Zy, §; # 8, U BbIACAAeT (Q; = [si] Po.
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[entp KGC; omno3nauno xapakrepusyercs Habopom uientudukaropos (IDy; ..., ID;),
COOTBETCTBYIOIIUX IIYTHU OT KOPHA K 3TOMY IE€HTPY. B KadeCcTBe OTKPLITOT'O KJIIOYa OH BbI-
oupaer 3navenne P; = hy(IDq]|...||ID;), a anst nosydenns 3aKpbITOro Kiaova 06panaercs
B entp KGC;_; ¢ maentuduxaropom (IDy]| ... [|ID; ).

[Iycts nentp KGC;_; obragaer ceKpeToMm s;_1 B MacTep-KJIIOYOM

m/ﬁDH = (Si—b Qb cee Qi—l)

(mpu i = 1 mernrp KGC; obaagaer cekperom $1 i Macrep-kiatodom mk; = (S1, @), tae S; —
eIMHUYHBIN d71eMeHT rpynbl Gy ).
st Berancaenus aunaHoro kiroda mnearpa KGC; nentp KGC,_q:

1) seraucaser P = hy(ID4|| ... [|ID;);

2) meraucaser S; = S;_1 + [s,1|P = > [sj-1]P;
j=1

3) Bosspamaer (S;, Q1,...,Qi—1), tae Q; = [s;]Fp, 1 < j<i— 1
Teneps nogunnénnniii emy nenrp KGC; mosydaer 3aKpbIThIi K109

mkIDi = (Sla Ql) s 7@1)

s sawugposarus coobwenus M € {0, 1} s nenrpa KGC; namo:
1) Berameauts P = hy(IDq, ..., ID;), 1 < 7 < i

) Bbraucaurhb g = e(Qo, P1);

) BeIOparh caydaitnoe o € {0,1}" u Beraucauts r = hg(o, M);

) OIpeneguTDH

W N

C = ([r]Py, [r|P2, ..., [r|P;, 0® ha(rg), M & hy(o)).

Pacwupposarue.
[Monyuans coobimenne C' = (Uy, Uy, ..., U;, V,W), yaactauk (IDy,...,ID;) noaxen:
1) BBIYHCTUTH

g/: ' e(UOvSt)

i Y

I e(@j-1,Uj)
j=2
2) BeraucsauTh 0 =V @ ha(g');
3) Boramcauntb M = W @ hy(o);
4) Boraucautsb 7 = hg(o, M). Ecaun Uy # [r]P,, To npepsarh nporokos. Eciau nHer, 10
IPUHATH OTKPBITHIN TekeT M.

3amerum, 4To BMecTO rammupoBauus W = M & hy(0) MOXKHO HCHOIB30BATH JII00OI
asiroput™ 6s10unoro mudposauus W = Ly, o) (M).

IBE-npoTtokoa Yorepca

Cucrema mudpoBanus, npeaiokennass B. Waters B [66], ucmnosib3yer cuMMerpudHoe
capuBanue saannTudeckux kKpubbix e: Gy X G — Gr, Gy = (Fy). 3akpbIThlil K104
EHTPA — CAYIalHbINH 3eMeHT T € Z,, OTKPBITBIM KI090M aBisgercsa () = [z]Fy. Ilycrs
0JIb30BaTeb A XapakTepu3yercsa HaeHTH(HHKATOPOM

ID4 = (ay, ..., a,) € {0,1}".
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O6oznaunm w = {i: a; =1} C{1,...,n}.

st dopmupoBanust Kioda noiab3osares nenrp KGC soibupaer cayuaiinbie Py, U,
U, ..., U, €r Gy, unycers U = (Uy, ..., U,). lenrp obbasisier (Py, Qo, P2, U) OTKpHITHIMI
IIapaMeTpaMy MOJIb30BATeId U BbLIAET emy Jmubblil ko4 d = e([z] Py + [r]V, [r]Ry), rae
r € Z),— cay4aitnoe; V = U' + > U,

1cw

Sawugposanue. )

s sammdposanus coobmenns m € Z; HeoOXOAUMO BRIYHCIUTD 3Havenne V = U’ +
+ > U;, Beibpars caydaitnoe t € Z, u copMupoBaTh HH(PTEKCT BHIA

€W

O = (e(Qo, B)t - m, [P, []V).

Pacwupposariue.
st pacmudposanus mudprekcra C' = (c¢1, Cy, C3) HATO ¢ HUCHOJb30BAHUEM JTHIHOTO
€(d2, C3)
d=(dy,d = ——" ..
KJIIOYa, (dy,dy) BBIMHCTHTD M e(dy, Co) c1
JleficTBUTE/NHHO,
e(d2,C3)  e([r], [t]IV) _ e([r] P, [t]V)

e(dr,Co) T (@R A [V, R " el Py {0 - e([rIVo [ R)

- 6<P07V)rt t _
e([z]Po, Po)t - e(Po, V) -e(Qo, P2)" - m =m.

C1 =

Jlannasi cxema MOXKeT ObITH MOAuGUIUpOBaHa B nepapxuieckyio [IDB-cucremy, B KoTO-
poii mientTudukaTop neHTpa i-ro yposasa umeer puj ID = (IDq, ..., ID;). B s1om cayuae
JIUIsT KayKJIOTO YPOBHs HaJI0 TeHepupoBaTh cBon napamerpsl U’ u U.

Cucremsbr IBE Bcaemnyio (Blind IBE)

Jlng cxem mudpoBaHusd HA OCHOBE HJACHTUMUKATOPOB CYIIECTBYET MPOTOKOJ U3BJie-
qennst kiaoda (key extraction protocol), B KOTODOM MOJIb30BATENb OTIPABISAET CTPOKY C
naerTnduKanuonabiMa JaHabME eHTPY KGC, KOTOpHIit 3aTeM BO3BPAIAeT COOTBETCTBY-
0N CeKPEeTHBIH KJI0Y JIJIsT 9TOr0 HAHTH(MHUKATOPA. JTOT IIPOTOKO MOXKET OBITH BBIIIOJI-
HeH /I HeCKOJbKHX H3BeCTHBIX cxeM IBE addekTuBHO BCemym, TO eCcTh M0JIb30BaTEIb
MOZKET 1OJIYYUTh CEKPETHbIH K04, COOTBETCTBYIONIMIT €10 njieHTuduKaropy, 6e3 Toro 4ro-
OBl TVIABHBII HEHTD y3HAJ 9T0-1100 00 3ToM HaeHTHduKaTope. CXeMbl, MOIIePKUBAIOIIIE
IPOTOKOJ M3BJICUEHUsT BCJENYI0, HaszbiBaoTcs cucmemamu IBE ecaenyio (blind IBE).

B [28] M. I'pun u C. Xoxenbeprep (M. Green, S. Hohenberger) npeioxuau sdbdex-
THBHBIE TIPOTOKOJIBI M3BIEYEHH KII0Ya BCICIYIO, VIOBICTBOPSIOIINE STOMY OMpeIeIeHHIO,
st cxem IBE Bone — Boitena [8] u Yorepca [66] (ucmonb3ys 06001menne, mpeiorKeHHoe
neszasucumo Hekkade (D. Naccache) [46] u Harepzxu — Capxapa (Chatterjee, Sarkar) [13]).
[Tocsreamuit TPOTOKOJI HOXOXK Ha cxeMy moamucu Beenyio Oxamoro [49).

PaccmorpuM  3d@eKTuBHBIA MPOTOKOJ H3BJAEYEeHHs KJOYa BCJIENYIO, HA3BAHHBII
BlindExtract, gia ciaenyomux IBE-cucrem:

(1) Bone — Boiiena [8];

(2) obobiménnoii Bepcun nporokosaa IBE Yorepca [66], npenioxennoit Hesapucumo Hak-

Kaue [46] u Harepxu — Capxapom [13].
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Tax xax o6e cxeMbl OCHOBaHbI Ha OJMHAKOBBIX KOHCTPYKIHAX, CHAYAJIA OMHUIIEM UX 00-
mue saementol. [lycte Gy = (P), |Gy| = ¢, f : {0,1}* - Gy ue: Gy x G — Gy —
omepanusa OwnnHeiiHOTO CcnapuBanmsa. Beibnpaem o €r Z; m H, P, €p G1 m momaraem
P, = [a]P, msk = [a] P, — 3akpbiThiit Kiaiod nenrpa KGC.

[Tonp3oBaTens A ormnpabisger HeHTPY ¢Boit uaeHTrdgukaTop 1D 4 1 mosydaer oT meHTpa
JUYHBIN KJIIOY BUIA

(Do, Dy) = ([a] P, + [r]f(ID4), [r]P) € G,
rjae r € Zy. KOPPEeKTHOCTH 3TOit Maphl MPOBEPAETCA TECTOM
e(Pr, P2) e(Dy, f(ID4)) = e(Dy, P).

g zamudposanna tekcta m € Gp BrlpabaTbiBaeTcd ciIydaiiHoe UUCIO s €r Zg U
dopmupyercs mudprekcT

C = (e(P, Py)°-m, [s|P, [s]f(ID4)).

[pu pactmudposanun mudprexcra C = (¢,Y,Z) € Gr x G? ucnoibsyercs Koy
(Do, Dy) € G? u popmupyercst OTKPBITHI TEKCT

m=c-e(Z,Dy)/e(Y, Dy).

[Tporokosn u3Bnedenus: kiawoda perenyio BlindExtract gyst obenx cxem IBE (1) u (2)
umMeer caeyonuii uj (A — noab3oBaressb, T — HeHTD):

A: Y €R an
A—T: H =[y|P+[ID]P,
A+ T: ZKproof(y,ID,),

T: r€grZy,
T: Dy=la)Py+[r](H + H),
T: Dy=][r]|P,
A« T: (Dj,D,),
A nposepsier e(Py, P) - e(D}, H + H) = e(Dj, P),
A: Z €ER Zq,
A Do = Dy — [y| Dy + [2]f(IDa), D1 = D + [z]P.

Yepes ZKproof(y, a) 31ech 0603Ha4eH MPOTOKO JOKA3ATEILCTBA C HYJIEBBIM Da3rJIalleHueM
3HAHHs TAKOH mapsl (Y, a), 970 BeIIOIHsIETCsT paBeHcTBO H' = [y| P + [a] Py. 9TOT IpoTOoKOI
MOZKeT OBITH C/IeTaH HeMHTePAKTHBHBIM, BBIIIOJHIEMBIM OJHOKPATHON mepeaadeil coobre-
aus ([r1|P+[rs] P1, @, 81, 82), 0ae 11,72 €) Ly, © = h([r1]P+[r2] P1), s1 = ri4ar, so = ratza.
[TpoBepKa IPABHJIBHOCTH JIOKA3ATEBCTBA OCYIIECTBIISETCs YyTEM PACCMOTDEHUs] PABEH-
cTBa

[11]P + [ro] Py = [s1] P + [so] Py + [x] H'.

Paziuaue mexny cucremamu (1) u (2) 3akiarodaercs B BbIOOpe cnocoba 3alucy ujeHTH-
dbukaropos u kKoucrpykuun dyuakmuu f : {0, 1}* — Gy.
Hust cucrembt IBE (1) dynknust f onpejessiercst Kak

F(ID4) = H + [ID4)P,.
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Jns cucremsr IBE (2) naentudukaropst ID = (ay, ..., a,), a; € {0,1}!, Bebupaiorca n3
npocrpancTia 6uToBbX cTpok AymEbl N = nl, a dyuxmus f : {0, 1} — Gr oupenensercs
KakK

f(IDa) = H + é[%]Um

e snementsl U; € Gp Beibupatotcs nenrpom cay4aitno (/1. Hekkatde mpemnaraa nemoss-
soBarh 3nadenuss N = 160 u [ = 32 [46]). [lusg uporokosa J0Ka3areabcTBa ¢ HYJIEBbIM

pasriamternem ZKproof smauenme H' soramcaserca no dopmyre H' = [y|P + > la;|U;,
=1

0 < a; < 2\ Jluunelil KI0Y TIOIB30BATEsA, COOTBeTCTRYIommil uaenTuduxaropy 1D, rie
r €R Lg, AMeET CJeAYIOMnil B

(Do, D) = ([0) P2 + [P f(ID). [11P) = ( [l Py + ) ( B + S [a,]U; | . )P

=1
CBC-cucremsbl mmundpoBaHud

Cucmemv, wugpposanus na ocnose cepmuguramos (Certificate-Based Cryptosystem,
CBC) momorator n306aBuThCst 0T HepocTaTKa 00braHbIX IDB-cncrem mudposanust, rie meHTp
KGC umeer BO3MOXKHOCTH BBIYUC/IATH JTUIHBIE KJIIOYH BCEX MOJTH30BATENIEH, a MOITOMY H
3HAKOMUTbBCS C COIeprKaHueM IHM(POBAHHON IMepenncKu KazkI0ro Moab30oBaTess. B To xe
BpeMsl OHH He TpedyeT Haaudus moporocrodineir madpacrpykTypsl PKI, mospossiornieit
HOCTOSIHHO ITPOBEPSTH aAKTYaJIbHOCTH CepTugUKATA.

Ceprudukar uCHop3yeTcs Kak COCTaBHAS YaCTh KJI04Ya PACIIH(POBAHUS, KOTOPBIil
COCTaBJIEH HEMOCPECTBEHHO W3 CTeHEPHPOBAHHOTO MOJIH30BATEIEM JUIHOTO KJI04Ya U T10-
nayderHoro B menTpe ceprudukamun CA ceprudurara. Xors CA 3Haer ceprudukar, oH,
B orinune or KGC, He MoxKeT pacmindpoBaTh HH OJHOrO MuUMPTEKCTA.

[IycTh mMeeTcss omepamus CHUMMETPUYHOTO OWIMHEHHOTO CIApUBAHUS M7 TPYIIILI
G1 = (P) un jase xem-byukmun hy : {0,1} — Gy u hy : G — {0,1}", tae n— miuna
OTKPBITOT'O COODIIEHNS, TIOJJIEZKAIIEro 3anTudPOBAHUIO.

Henrp CA BbiGupaeT 3aKpbITblil KIOY S¢ €R Z, U OTKPHITBL KI0Y Q¢ = [sc]P.

[TonbzoBaress A obsragaer KiodeBoil napoit (ska, pka) = (sa, [sa|P). Jas moayderust
ceprudukata o obparraerca B nentp CA, ornpasigs Tyaa coobmenue infoA, conep:karree
3HAYEHNEe OTKPBITOrO KJio4a Q4 = [sa|P u apyryto naeHTHGUKAIMOHHYO HHMDOPMAIHIO.
[entp CA Boraucaser Q4 = hi(Qa ||infoA) u Bosspamaer ceprudukar certy = [s¢|Qa.
B kadecTBe JOMOJHATEIHLHOTO apryMeHTa JJst h; MOXKEeT OBITh BKIIOUEH MEPUOJ, TeHCTRUS
cepTudHuKaTa.

Temepp A mnommuceiBaer infoA, dopmupys 3Hauenune [s4]P4, tne Py = hy(infoA), u
BBIYHCJISIET JIMYHBI K04 Sy = certy + [s4]Pa. 3amerum, 910 910 3HaYeHHe 06pPA30BAHO
u3 noanuceit mearpa CA u nmoabzosarens A mox coobmennavu Q4 u P4 cOOTBETCTBEHHO.

SammudpoBanne coOOIIEHNS M ¢ UCTO/Ib30BaHueM infoA BBRITIOIHSIETCS CIeyIOMuM 00-
pazom: Beramcssiercss Qa4 = hy(Qa ||infoA) u Py = hy(infoA), BeiGupaercs cirydaiinoe
t €r Z;, n dpopmupyercs mudprexcT

(U, V) = ([t]P, M & ha(e(Qc, Qa)'e([sa]P, Pa)"))-

Pacimudposanue coobienns (U, V'), sammdpoarnoro ¢ momoripbio infoA u oTkpsIToro
K098 Q 4, OCYIIECTBIISIETCS ¢ IOMOIIBIO JTHIHOIO KIoda Sy 10 dopmyie

M=V S5 hQ(G(U, SA))
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CLC-cucremsb! mmndpoBaHud

Pacemorpum  tpumep  cucmemn,  wugpposanus 6bes  cepmuguramos (Certificateless
Cryptosystem), npeio:kernsiii B pabore [2]. IlycTh, Kak u BbIIlle, IMEETCS ONMEPAIHsT CHM-
MeTPUUYHOrO GusnHeiiHoro cnapuanus i rpyunsl G; = (P). IlenTp BbhIOHpaeT 3aKpbi-
TRt K109 5 €p Zy, W MycTh OTKpHITHi Kmiod @ = [s|P. Ilyers hy @ {0,1} — Gy n
hy : GT — {0,1}" — xem-byHKIMM; 17— IIHHA OTKPHITOIO COOOIICHHs, TOTCKAIIEr0 3a-
muPOBAHUIO.

N3Bedenne 9acTUYHOTO JIUYHOTO KJIIOYA, TMOJIB30BATENsST A OCYIECTBISIETCS COTJTACHO
asropurmy BF-IBE Bone — @pankiuna: ais uaentudukaropa ID 4 anrroputM Bo3Bpaliaer
suavenue [s|Hi(IDy).

[Tosnb3oBaTe b BeIpabaTHIBAET CEKPETHOE 3HAUEHHE T €p Z,, u dbopmupyeT neicTBYIO-
muit smanetit ko4 sky = [vs]Hy(ID4) n orxpsrrsiit kmou pky = (X,Y) = ([z] P, [2]Q).
KoppeKkTHOCTb OTKPBITOrO KJIH09a MOXKeT ObITh mpoBepeHa paBeHcTBoM e( P Y) = e(Q, X).

3ammdposanue n-6MTOBOrO coobImeHnd M € Z, ¢ nmoMompio uaeaTndukaropa 1Dy n
OTKpBITOro Kitoda (X, Y') BEIIOJHSIETCsI CJIeYIOIIM 00pa30M: TPOBEPsieTcsi KOPPEKTHOCTh
OTKDPBITOTO KJTI0Ya, BRIpabaThIBaeTCs Clydaiinoe sHadenue ¢ €g Z, u dpopmupyercs mucp-
TEKCT

(U,v) = ([t]P, m @ ha(e(hi(ID4), Y)").

s pacimudposanust mudprekcra (U, V) ucnoabsyercst TudHbIi K049 Ska:
m = v ® ha(e(ska,U)).

32. IBE-cuctemMb ¢c nponeaypoit or3bsBa KJa04Yei

Haubojiee ymobHBIM cr1OCOOOM OOHOBJIEHUS KJIIOUEHl SABJIACTCA TPUHYAUTENIbHAS TePHO-
JuYecKas 3aMeHa KJIoUei MyTéM IPUBA3KH UX K ONPEeJeJEHHOMY IIEPUO/Y BPEMEHHU, Ha-
NMpUMEP K OAHOH HeJiesie.

Hentp KGC, BHICTymaOmuii B TaHHOM CJIydYae B POJIH IEHTPa YIPABICHUS KJIIOTAMHA,
JIOJIZKEH DEeryJisipHO TPOU3BOAMTHL OOHOBJIEHHE K/II0Uell BCexX mosb3oBaresieiil. [Ipum meBo3-
MOXKHOCTH HETIOCPEJCTBEHHBIX KOHTAKTOB JJIs 3TOT0 HEOOXOAMMO OPraHW30BATH PACCHLI-
Ky 3amudpoBaHubIX Kaodeil. Oanako Takoil criocod oKa3bpIiBaeTcsd HEYA00HBIM JIJId CHCTEM
¢ OOJIBIINM YHCJIOM HOJb30BaTe e, TOCKOIbKY 1eHTpY KGC B 3TOM cilydae NpHXOIUTCS
PEry/asipHO BBHIMOJIHSITH MACCOBYIO PACCBHLIKY 3aIiudpPOoBaHHON KI0UeBO#H HHMOPMAIUN.

B pabore |6] nmpejyiozkena opurnHaIbHasE CXeMa, TT03BOJIAIONas H36eKaTh MacCOBOI pac-
CBLIKH, B KOTOPOil moJb30BaTe/ i 00paImaTcsa K obmenoctynaoMy cepsepy nenrpa KGC
TOJIBKO B ¢JIy4dae HeoOXOouMOoCTHU. i 9TOro ucro/ib3oBana KOHCTPYKIIAS, IOCTPOCHHAs Ha
OCHOBe HeYETKOM cucrembl mudpobanus Fuzzy IBE u crpykrypbl 6unapsoro nepesa [38].

[IpermytiecTBoM cucTeM M poBaHus Ha ocHOBe KOHCTpYKIuu Fuzzy IBE gaBiasercs To,
9T0 MU@GPTEKCTHl MOIYT XPAHUTbCH HA OOIIEJOCTYIIHOM OTKPBITOM cepBepe. B KoHCTpYyK-
mun Fuzzy IBE u3 [56], onucannoit B m. 3.1, moip30BaTebCKue KAIOYH U KJIOUH, HCIOIb-
30BaHHBIE JIJI 3alTM(PPOBAHU TEKCTOB, CBA3aHBI ¢ HADOPAMHU ONMHCATETHHBIX aTPUOYTOB.
Kutiou mosib3oBaTesis MOXKeT pacindpPoBaTh TOT WX KHOM 3aIU(POBAHHBIN TEKCT TOJIBKO
B TOM CJIVUae, eCJIM Y KJII0Ya 3aIu(poBaHus U K049 IOJIH30BATEIsI COBIAIAET OIPeIe16H-
HOE KOJIMYECTBO arpubyTOB (Tak HasblBaeMasi «yCTOHYMBOCTH K omubkam» ). KomaudecTso
aTpudyTOB, UCIOJIb3YEMbIX [Ijid MUMPOBAHUS, U CTEIEHb YCTONIUBOCTH K ONIUOKAM OIpe-
JIGJIAIOTCS 3apaHee.

s 3amuiéHHOCTH OT CroBOpa TpebyeTcst, YTOObI pasHble IOJIb30BATEIN, 00beIMHIB
CBOM aTpuUOYTHI BMeCTe, He CMOIVIH pacmudpoBaTh 3amudpPOBaHHBIA TEKCT, KOTOPBIH HH
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OJIMH M3 HUX HEe CMOT PacIIndpoBaTh M0 OTAEIbHOCTH. YTOOB TPeI0TBPATUTH CTOBOPHI, aJl-
roputM renepanuu kiaoveit Fuzzy IBE g kaxK10ro moJib30BaTesisd reHepupyeT Ciy YaiHbiil
MOJIMHOM, CTeIIeHb KOTOPOT0 Ha €JIWHUILY MEHBIe, YeM CTeNeHb YCTONUNBOCTH K ONMIOKaM,
JUIS KazKJIOro IO0JIb30BaTeIsd. DTOT MHOTOYJIEH HCIOJb3YeTCd JIId BBIYUCACHUS KJIIOYeE,
COOTBETCTBYIOIUX HaOOpy aTpuOyToB. 1T0CKOMBLKY BCe KJIIOUU BBIYUCIASIOTCA HA Pa3HbBIX
HOJIMHOMAX, OHH HEe MOT'YT OBITH 00beIUHEeHb KAaKUM-THO0 3SHAYUMBIM 00OPA3OM.

B cxeme IBE coobmenuns mmudpyores mo aByMm arpubyram: MAeHTU(MUKAIMOHHON WH-
dopmarun moaydaTenas u nepuoay spemenn. Kioua pacmudpoBaHuS TaKyKe BBIYHCISETCS
Jis uieHTuUKAnOHHO# nHpopMauun arpudbyToB U BpeMeHH ¢ IOMOIIBIO IIOJTHHOMA, Iep-
BOHl cTelleHH, YTO O3HAYAET, YTO 00a aTpudyTa KJII04a pacirndpoBanns JT0JKHBI COBIIAIATD
¢ arpubyTaMn 3amudpoBaHHOTO TEKCTA.

Kutrou pacmmdpoBaius KazKk10ro MoJab30BaTe g, COOTBETCTBYIOIIHI UIeHTH(MUKATOPY 1
BPEMEHH, Pa3/Ie/IeH Ha JBa KOMIIOHEHTA: JUIHBI K04 1 OOHOBJIEHNE KJII09a. UTOOBI HMETH
BO3MOYKHOCTH pacmudpoBaTh 3amudpoBaHHbIi TEKCT, TMOJIh30BATENI0 TPEOyeTCsT KaK Jnd-
HBI{ KJII0Y, TaK M OOHOBJIEHUE KJIIOYa. JIMUHBIH KJIIOU BBIIAETCA KazKJIOMY IOJIb30BATEJIIO
neatpoMm KGC Tak ke, Kak u o0branbIe Juunable Kaoun B IBE. O6nosienne kiao4a my6.iu-
kyercsa nearpom KGC u sBisieTcst 001e10CTyIHBIM JIJIS BCEX TOJIb30BaTe eI,

Taxmm obpasom, Koraa neHTpy ynpasaerns Kiaodamu KGC #e00X0a1uMo 0TO3BaThH K0
MOJTb30BATE/Is, OH MOYKET ITPOCTO MPEKPATUTH MyOJTUKAIMIO OOHOBJICHUH K/II0YeH /st 3TOro
OJTb30BATE/I.

Yro0bI n30e2KaTh HEOOXOIUMOCTH BBIYNCACHUS OOHOBJICHUH KIIIOUeH 114 KasK 00 IOJIDb-
30BaTe/Isl OTJIEJAbHO, B [6] ncnosbsyercs crpyKTypa ABOMYHOIO CUMMETPHYHOTO JEPEBA Bbl-
cOTOf h, B KOTOPOM KazK/IOMY TOJb30BaTEII0 COOTBETCTBYET YHUKAJIbHbBINH KOHEUHBIH y3e/1 —
JmcT Jepena. KakjioMy y3.Iy jiepeBa NPUCBOEH CAydYailHbIfi MHOTOUJIEH.

Kazkiplii mos1b30BaTe b MOIYyYaeT KUK, COOTBETCTBYIONIHE €r0 UACHTU(DUKATTMOHHOM
uHGOPMAIMHE U BBIYUCICHHDIE 110 TOJHHOMAM BCEX y3JI0B HA IYTH OT JIUCTA, COOTBETCTBYIO-
IEr0 STOMY MOJIb30BaTEII0, K KOPHIO JepeBa. UToObI UMeTh BO3MOXKHOCTD pacinugpoBaTh
TEKCT, 3aImudPOBAHHBII B IIEPHOJI BpEMEHH t, 110J1h30BaTEII0 JOCTATOYHO ITOJIYIUTH OOHOB-
JIEHUsT KJII0Ya, COOTBETCTBYIOIIME t, JJIs BCEX HMOJMHOMOB BEPIMTHH HA 3TOM myTH. Takmm
o0pa3oM, KOIyjia HU OJIMH II0JIb30BaTEIb HE OTO3BaH, NEHTPY KJIOYel JOCTaTOYHO OILyO.Iu-
KOBaTh OOHOBJICHHE KJII0YA, BLIYMCJICHHOE Ha IOJUHOME KOpHs jepeBa. Korma or3bsiBaeTcs
HOIMHOYKECTBO TOIb30BaTe e, MeHTP CHaYaJIa HAXOIUT MEHAMAJIbHBII HAOOp BEPIINH B Jie-
peBe, KOTODBIN COMEPKUT NpejKa (MM caM y3es1) CPejid BCeX JIMCThEB, COOTBETCTBYOMINX
HEOTO3BAHHBIM IOJIH30BATEISAM. 3aTeM HEeHTP MyOJuKyeT OOHOBJIEHUs KJIUeil 110 TMOJHHO-
MaM JIJIsi BEPITUH U3 TOTO HAOOPA.

Havanvran yemanosxa.

[Iycts G — rpymnma npocToro mopsgika p ¢ obpasyomuM P u omnepalueil OUINHEHHOrO
cuapuBanusi. Oupeneanm GyHKIUIO

J
Fpym,..m,(x) = [&%]P 4+ Y6, ()] H;,
=1

e 0; j(x) ompesensiercst paBeHCTBOM (2).

[IycTh umeeTcs bunapuoe apeBo 1. Kaxkmoit BepIuHe COOTBETCTBYeT HEKOTOpasl CTPOKa,
onpegensemas nyrém Path(v) or v k kopHio root gepesa T. Eciu Bepumna v He siBisteTcs
JIMCTOM JIepeBa, TO 0OO3HAYNM Yepe3 U; U U, COOTBETCTBEHHO eé JIEBOTO U IIPABOTO CHIHA.

O6o3naunm gepe3 1l = {(v;,t;)} CUCOK BepIiH, KJIOYX KOTOPBIX OTO3BAaHBI. B 3TOM
CITHCKE I KasKJIO0H BEPIMUHBL U; YKA3bIBACTCSA BPEMs t;, KOIJIa HPOU3BEIEH OT3bIB KJIIOUA.
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Tpedyercsa pacuindpoBaTh TEKCT B TEPUO, BPEMEHHU ¢ TaK, YTOOBI KJIIOUH PACIIH(POBa-
HHUA HE 3aBUCEJIN OT BEPIINH, KJIIOYN KOTOPbIX 6BIJII/I OTO3BaHbI JO 9TOT'O MOMEHTa BpEMEHU.

Omnpenenum pyurnuio KUNodes, KOTOpas BBIYUC/ISIET MUHUMAJIbHOE MHOXKECTBO Bep-
IITUH, 171 KOTOPOro TpedyeTcs OOHOBUTH KJIFOUH TaK, YTOOBI MOJb30BATEIN, KIOUH KOTO-
PBIX He OTO3BAaHBI 10 MOMEHTa BpeMeHH ¢, Moruin pacmudpoBaTh mudpTrekcT. B KadecTse
Bx00B (pyHkiun KUNodes BbIcTynaioT OMHAPHOE IepeBo 1', BpeMs t U CIHCOK 1| BepIINH,
KJ/IIOYM KOTOPbLIX OTO3BAHDLI. B ITOM CIINCKE OJIA Ka}K,ZLOIU/I BEPIIHUHBI YKa3bIBa€TCAd BpEMI,
KOT'la IIPpOM30IIeJI OT3bIB KJI0Ya. BBIXO,ZLOM ABJIAETCA MHHHUMAJIBHOC MHOXKECTBO BEPIINH
nepeBa 1T’ myig KOTOPOrO HUW OJTHA U3 BEPIINH W3 CIUCKA 7[, y KOTOPOIl BpeMsd OT3bIBa He
MIPEeBOCXOJUT ¢, He UMeeT MPeJIIeCTBeHHUKOB B 3TOM MHOXKECTBE U BCE OCTaJIbHbIE JIMCTh
AMEIOT B 9TOM MHOXKECTBE B TOUYHOCTH OJTHOIO IIPEIIIeCTBEHHUKA.

Agropurm Beruucsienns ¢gpynkinun KUNodes cocrout B caemyomem. CHada a momMeda-
I0TCd KaK OT3bIBa€MbI€ BCe NIPEeAIICCTBEHHUKHN OTO3BaHHBIX JO MOMEHTa BpEMEHH t BEPIIIHWH,
a 3aTeM W Bce JeTH OoT3biBaeMbIX BepriuH. Ha puc. 2 nmokazan npumep padOTHI aJropuT-
Ma BbiuHcaeHns ¢yHkiua KUNodes 1ipu OT3bIBE KJI0Uei 110JI30BaTE s, COOTBETCTBYIONIErO
BepruHe u3. CUMBOJIOM X MOMEYeHBl BEPIITHHBI, KIIOUYH KOTOPBIX OT3BIBAIOTCS, a CHMBO-
JIOM \/ — BEPIIHHDbI, KJIOYHU KOTOPbIX IIOJJIC2KaT O6HOBJ’I€HI/IIO.

(3 U2 us U4 Uus

Puc. 2. Pesysnbrar paborsl by KUNodes mpu 0T3bIBE KJTHOU€i mOTh30BaTe s U3 [6]

HpI/IBe,ZLéM OIInCaHne aJII‘OpI/ITMa OT3bIBa. HOMI/IMO JOIMOJIHUTEJIBHBIX BBIXOI0B T'l 148 St,
OHO B TOYHOCTH TOBTOpdeT mponenypy ns Fuzzy IBE.

[Tonaraem rl = &, u nyctb 1 — 6uHAPHOE JIEPEBO € N JUCThbIMH. LIycTh g nmpuMepa
G, =(P), |G| =p, J €{1,2,3}, a €p Zp, P, = [a] P, P», H,, Hy, H3 € G;.

Tenepayus saxpvimozo xaroua SK(pk, mk,w, st):

1) nonoxurs pk = (P, Py, Py, Hy, Hy, H3), mk = a, st =T}

2) B3dTh HEIOMEUEHHYIO BEPIIMHY-JMCT U U3 jepeBa T M UPUIMCATH W K ITOI BEPIIUHE;

3) ang Beex x € Path(v):
ecsu a, He OnpejeseHo, TO IPUHICATE BePHINHE T 3HAYCHUE Oy € R Ly;

Ty €R Zpa
D, = la,w + a|Ps + [1] Fp, g, 115,105 (W);
D!, = [ry]| P;

4) Bossparuthb sk, = {(x, Dy, D})}zcPath(v), St-

BaMeTuM, 9TO a, (PUKCHPYET MHOTOUJIEH NEepBOil cTenenn ¢,(y) = a,y + a ¢ ycaoBuem
¢:(0) = a, cooTBercTBYOMUiI BepuHe r. AJTOPATM BBIYUCIAET W-KOMIOHEHTHI KJIIOUA
pacmu@poBaHus ¢ IOMOIIbID MHOIOY/ICHOB BCEX BEPIIUH HA IyTH OT JIACTA, COOTBETCTBY-
IOIEro W, K KOPHIO JIepeBa.
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Tenepayua obnosaénnozo karoua KU(pk, mk, t,rl, st):
1) nonoxuts pk = (P, Py, Py, Hy, Hy, H3), mk = a, st =T}
2) ans Beex x € KUNodes(T', rl, t):

— Tz €R Zp;
— B, = lagt +alP + 1) Fpy g my 105 (1);
— L = [r] P

3) Bosspatuth ku; = {(z, E,, E.) : x € KUNodes(T,rl,t)}.

AsropuTM CHAYAIA HAXOAUT MUHUMAJILHOE MHOYKECTBO BEDIIHH, COAEPIKAIIee MPeIIe-
CTBYIOILYIO BEPITHHY (WM CaMy BepIIHHY) JJisi BCEX HEOT3bIBAEMBIX BEPITHH. 3aTeM BbI-
GUCJIAET t-KOMIIOHEHTY KJII09a paciindpoBaHUs ¢ MOMOIHI0 MHOTOUICHOB BCEX BEPIIHH U3
9TOrO MHOZKECTBA.

T'enepayus xmoua pacwugposanus (Decryption Key Generation) DK (sk,,, kuy):

1) momoxurs sk, = {(i, Dy, D;) : i € I}, kuy = {(j, Ej, E) : j € J} 119 HeKOTOPHIX

MHOKecTB BepmuH [, J;

2) s seex (i, Dy, D)) € sk, (7, B, B) € kuy:

— ecmm cymectyior i € I, j € J, Taxume, uro i = j, o dk,; = (D;, Ej, D;, EY)
(k09 co3man);

— B mpoTuBHOM ciaydae (T.e. sk, u ku; He UMEIOT HU OJHON OOIIeH BePIIUHBI)
dk,+ =1 (cumBosn L yKaspBaer, 9TO KJII0Y OTO3BAH);

3) Bossparuth dk,: = (D, E, D', E') (1anee HHACKCH 7, j OLYCKaeM).

AJTOpUTM HAXOMUT KOMIOHEHTHI K09 sk, U Kz, KOTOPbIE MOTYYEHBl ¢ HCIOIb30Ba~
HHEM OJMHAKOBBIX MHOTOWJICHOB.

Sawugpposanue E(pk,w,t, m):

1) nonoxuts pk = (P, Py, Py, Hy, Hy, H3);
2) z €Er Ly;

3) ca=m-e(Py, P)%

4) Cy = [2]P;

5) Cu = [21Fpy 0y 1,15 (W);

6) Ci= [2]Fpy,0m,, 1o, (1);

7) Bosspatuth C' = (w,t,C,, Cy, ¢, Cy).

Anropurm mudpoBanus B Toanoctn nopropsiet IBE.

Pacwugposanue D(dk,:, C):

1) monoxurs dk,, = (D, E,D"|E'), C = (w,t,C,, Cy,c1,Cy);

%) m— (e(Dfpw))t/(t—w) (e(E’7C’t)>e(D7CQ)/(W—t) o

€<D,CQ) €(E,Cg)

3) BO3BpATHTH M.

Anropurm pacimmdpoBanus Takoii ke, Kak y Fuzzy IBE.

Omaswe (Revocation) R(w,t,rl, st):

1) anst J1060# BEpIIUHBL v, ACCOMMUPOBAHHON ¢ MAeHTH(hUKATOPOM w, 100aBUThH (v, 1)
K CITUCKY OTO3BaHHBLIX K.JIIOUeil 7(;

2) BO3BpaTHTH 1.

Oynkmua KUNodes T02KHA BRIYHCIATHCS, TOJBKO €CJIM U3MEHSIEeTCs CO/lepKaHue CITHC-
ka rl. [ToaTomy eé 3HaUeHmne JOJKHO OBITH COXPAHEHO M UCIOJIB30BATLCA JIO CJIEIVIONIEro
U3MEHEHUs CIUCKa 7.

Ecim yuciio mosb30Bareseii mpeBbiiaeT EMKOCTh TEKYIINEro JepeBa, TO HeoOX0IuMO J10-
IMOJIHUTH €0 HEIIOMEYE€HHBIM J€PEBOM TaKOT'O 2Ke pa3Mepa HyTéM npucoeJuHEeHU A KOPHEBbIX
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BEpIINH 000UX JepeBbeB K HOBOI KOpHEBOil BepIune. TeM caMbiM YHCIO MTOJIb30BaTe e Mo-
KeT ObITh YBeJIM4eHo B 2 pasa. KaxKapiilt HOBbBIH 10/Ib30BATE/b MOIYYaeT JOTOJTHUTE/THHY IO
KOMITOHEHTY JIMNIHOTO KJII0Ua, ONPEIEIEHHYI0 M0 CTaApOMYy WM HOBOMY JI€PEBY, KOTOPas
JIOJIZKHA, OBITH 3amudpoBaHa ¢ IOMOIIbIO COOTBETCTBYIONIEH HAeHTH(MUKAIIMOHHONR HHPOP-
MaIlM ¢ YKa3aHHeM BpPeMeHH U OMyOJMKOBAHA.

33.1DB-cucrtembs nudpoBoit nognucu

IDB-cxema noanucu ITTamupa ma ocaoBe RSA

A. [Tamup mpemaoxua cxemy mudposoit IDB-moanucu Ha ocaope RSA. Jlng moamucu

coobmenust m nosnbzosBaremio A ¢ orkpsiTeiM KiaodoM pk = h(ID,4) u aumambM KII0YOM
sk = h(ID4)? mod n wamo:

1) BBIOpaTH CaydaiiHOe YUCTO 7 € Ly

2) Bbraucaurh t = r° mod n;

3) Bbrancaurh f = h(t,m), rne h— ogHoHaTpaBIeHHAST QYHKIINA;
4) perauenuth s = sk - v/ mod n.

3unauennem nognucu Gyzer (s,t).
J1yist IPOBEPKHU IHO/IICH HAJI0 IPOBEPHTH BBIIIOJIHEHHE DABEHCTBA,

s = pk - "™ mod n.
IDB-cxema nmognucu GQ I'mity — Kuckarepa Ha ocaoBe RSA

L. C. Guillou u J.-J. Quisquater B 1999 r. [30] npeanoxuan momudukanuo cxembr [11a-
mupa. Ilycrs mentp KGC obiamaer 3akphITBIM MaCTEP-KJIOYOM d W OTKPBITBIM KO-
oM (n,e), ed = 1 (modn). [Torb3oBarens A momydaer B HeHTPe «TeHb» J4 CBOETO HICHTH-
dukaropa ID 4 B KauecTBe OTKpHITOrO Kaoda u RSA-nmonnucs Sy = Jgd mod n B KauecTBe
JimaHoro Kitova. Kitou J4 dpopmupyercs ¢ yuérom BHeceHus U30bITOYHOCTH B MJIEHTU(DUKA-
nmornyto nadopmanuio 1D 4 17 Toro, 9Tobb He MPOXoauIa (IK3UCTEHINOHATbHAST) ATAKA,
MO3BOJISIONIAST CTPOUTH HOBBIE KJIIOUEBBIE MAPHI MYTEM BO3BEIEHNUS B CTETIEHb U yMHOYKEHUST
3HaYeHUH U3 U3BECTHHIX MPOTHBHUKY KJIOUEBBIX Tap.

AJTrOpuTM BBIYHCIEHUS TOANUCH 0 = (S, 1) TOI COODIIEHUnEM 1M

1) 7 € Zy;

2) u=r®mod n;

3) t= J;‘”uek mod n, Tie k BeIOHpaeTca w3 yeaosua eF Tl < m < eF;

4) s=rS,.

J1J1st POBEPKH HO/IIACH HA/I0 BEIYHCINTD U = J4 ¢ 1 IPOBEPHUTH BBHIIIOTHEHAE PABCHCTBA
? k
t=Jyu".

MonundunupoBanubiii BapuanT 310l cxembl [30| BOIIEN B MeXKIyHAPOIHBI CTaHIAPT

[SO/TEC 14888-2: 1999.
IDB-cxema noanucu GQ1 Ha ocaoBe RSA u3 ISO/IEC 14888-2: 2008

Pacemorpum Bapuant GQ1 IDB-cxeMbl mudgpoBoit nognucu u3 mocjaeneir BEpcuu 3Toro
cragaapta. Ilycte n = p; ... p; — OpousBegeHne PA3INIHBIX IPOCTBIX YHCET; U — IPOCTOE
qucsio (BepudUKAIMOHHAS SKCIIOHEHTA), U < M.
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Dopmuposarue Ka04el 64adeavya NOONUCY.

Kiroa npoBepku nogmucu (opmupyercs kak vaemedT G € Z,, KaKuM-10 06pa3oM co-
MOCTABIEHHBI WIeHTH(OUKANUOHHON nH(OpManun nosb3oBareis: 1D — G.

Kimiou nogmucu () € 7, MOXKHO BBIYUCTIUTD JBYMs CIIOCODAME TaK, YTO HOJyYeHHbIE B
pesyabTate unciaa G 1 () yIOBIETBOPSIOT YCJIOBUIO

G-Q"modn=1.

Cnoco6 1 (c npumenenmem kuraiickoii Teopembl 06 ocrarkax (CRT, Chinese
Remainder Theorem)):

1)

2)

ansg i =1,..., f:
— HAlTH Y9HMCJIO S; KAK HAUMEHBINEEe TOJI0KUTEIHHOE JUCJI0, TAKOe, 9T0 U S; — 1
KpaTHO p; — 1;
— BBIYHCIATH U; = p; — 1 — 8;, G; = G mod p;, Q; = G} mod p;;
naiiru () = CRT(Q1, ..., Q) ¢ MOMOIIBIO KUTAHCKOH TeopeMbl 06 OCTATKAX.

Cnoco6 2 (6e3 mpumenenust CRT):

1)

2)
3)

HAWTHU 9UCJI0 S KAK HAWMEHbIIee MOJIOKUTETLHOE YUCI0, TAKOe, 9T0 v § — 1 KpaTHO
HanOOIbIIIeMy 00IIeMy memutenato (py — 1,...,py — 1);

BorAuCnTh U = (p1 — 1,...,pf — 1) — s;

BBIUHCTIUTH () = G* mod n.

Aneopumm nodnucu:

1)
2)
3)

4)

BBIOpATH CoIydaiibie aucyaa r = (11, ...,7);

s ¢ = 1,...,t BBIYUCAHTE 1} mod n W CONOCTABUTh UM OHTOBYIO cTpOKY W'
serancnte H = h(W||M), nycts R — naganbubit orpesok u3 t(l(v) — 1) 6utos
crpoku H, rae [(v) —Ourosast JjuHa v;

g i = 1,...,t Beraucauts r; - Q% mod n, comocTaBuTh WM GHTOBYIO CTPOKY S.

[Toanuceio aBaserca napa (R, S).
Anzopumm nposepru nodnucuy:

4)

pazaennTh OuToBbie CTPOKH R 1 S Ha KOMIIOHEHTHI U BBIJIEIUTH COOTBETCTBYIOIINE
qucaa r; m S, ¢ = 1,...,t;

ans i = 1,...,t Beraucauts SY - GB mod n, conocraBurh UM 6uTOBYIO CTPOoKy W*;
porancauth H* = h(W*||M), nycts R* — nadanbusiii orpesok u3 t(l(v) — 1) 6utos
crpoku H*;

?
MPOBEPUTH paBeHCTBO R* = R.

IBS-1-cxema noanucu Ha ocHoBe ECDLOG u3 ISO/IEC FDIS 14888-3: 2018

IDB-cxema noanucu 1BS-1 cTpouTcss Ha OCHOBE TPYIIIBI TOUYEK STIUNTHIECKONR KPHBOIi
u onepanun OUJIUHEITHOrO CIIapUBAHUs. DTOT MEXaHH3M OCHOBAH Ha AJTOPUTMeE, pa3pa-
6orannoMm B [35]. Tlyets Gy = (P) — nukJmdeckas MOArPYINa MOPsiKa ¢ TPYIIEl TOYEK
LIMNTHICCKON KpuBoii E nan nogem GF(p™).

Macrep-kmodom tenrpa KGC sgpasercss wimoueBas mapa (U,V), rme OTKpBITHI
kiaou U — caydaiinoe ynciao B unrepBaige 0 < U < ¢, a 3aKpbITBIl KJII0Y BBIYUCISIETCS
o dopmyse V = [U]P.

Knaoa ¢dopvupoBannsgs u TpPOBEPKU MMOIAINUCH TOJH30BATEsI — 3TO KJOYEBas Ia-
pa (X,Y), tne Y = hy(ID) — ki1t04 mpoBepKU HOAMUCH, Oy I€HHBINH U3 UIeHTH(DUKAIMOH-
HBIX JaHHBIX BJaajeabla ID ¢ moMomipio xem-pyuknuu hy, a X — JHYHBIA KJII0Y TOJIIHCH,
Borancasgemerit mearpom KGC: X = [U]Y.
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Koukperusie mapamerpst cxembl mogmnucu — Gy, Go, P, q,e(,),hy m hy — omnpenesenst
B [70]. 3nech e(,) obosnadaer onepamuio oummneiinoro cnapusanus e : G — Gy, koTopas
peIo/iaraeT HaJuunue B MyIbTUILIMKATABHON TOATrPYIIE T/, ABISIOMErocs HEKOTOPhIM
paciupennem noas GF(p™), mukiaudeckoit noarpymmsl Gy mopsiika q.

Anzopumm popmuposanus nodnucu:

1) BeIGpaTh cayuaiinoe nesoe k, 0 < k < ¢, ¥ COXPAHUTD €r0 B CEKPETE;

2) soraucauts 11 = e( X, P)*.
Bamedqanue. Diement 11 npunamexur paciupennto moas GF(p™) crenenn 4
JJ1S XapaKTepUCTHKN p = 2, cTenienn 6 JJ1g XapaKTEepUCTHKU p = 3 W ¢TeleHn 2 JijIs
XapaKTepUCTUKHA P > 3;

3) upu p > 3 BBIUUCIUTH

R = hy(M||IL,|[11;) mod ¢,

rie 11 = (T1,, ITy) € GF(p*™). Ecin R = 0, To nepeiitu x 1. 1.

st moJieit 60J1€€ BBICOKO# CTEIIeHH PACIIMpeHHUsi CJIejIyeT PacCMaTPUBATDL OOJIbIIE
koMmmoHeHT B crpoke II. Hampuwmep, mans cremenw pacmmpenus 4: 11 = (I, Iy,
HC> Hd)7

4) BBIYHCIEHNE BTOPOH YacTH MOAMUCH:
S = [k — R|X.

[onmuceio siBaserca ¥ = (R, S).
Aneopumm nposepku nodnucu:

1) uposepurs S € Gy; ecam HET, TO MOIUCH HEBEPHA;
2) seraucanth 11 = e(S, P) x e(Y, V)E.

Bameuanune. 3unadenue cnapusanus e(Y, V) MoxkeT OBITH BBIYHCICHO 3apamee;
3) BBIYHCJIUTD

R = hy( ML, |T) mod g;
4) TmpoBepHUTH CBUIETENbCTBO R/ ~ R. Eciu J1a, TO TMOJINCH BepHA, HHAUe HeBepHA.
IDB-cxema moanuncu BLMQ

Dra cxema, OCHOBaAHHAs Ha ONEPaIMu OMJIMHEHHOrO CIapUBaHWA W ONMUCAHHAS B Pa-
6ore II. Baperro, B. JluGepra, H. MakKynaxa u T:k. Kuckarepa (P. Barreto, B. Libert,
N. McCullagh u J. Quisquater) [5] B 20051., Gbu1a OMyGJIMKOBAHA, & 3aTe€M MPEJJIOKEHA
uMu Jist BRIodenns B crangapt IEEE P1363.3 [4].

CToiKOCTH ¢XeMbl OCHOBaHA Ha TPYAHOCTH pobiembr k-obpamienns Tuddn — Xeaava-
ua k-DHI (k-Diffie-Hellman Inversion) maa rpynn (Gq, Ge): st 3agannoro (k + 2)-wabopa
(P,Q,aQ,a*Q,...,a"Q) naiitu a™'P, rae P € Gi; Q € Gy; a €g Z}; q— NOPHAIOK TUX
IDYIIIL

Iycrs hy, by 2 {0,1}" — Z) —xem-byukuun, ¢ : G; X Gy — G — onepanus 6um-
Hefinoro cnapupanusi. OTKpeITHI K04 nieHTpa: P, Q), sQ, g = e(P, Q). 3akpbiThiii K104
neHTpa: s € Z,. Ilonp3oBarens A monxydaer B meHTpe JUIHBIH K0T

SIDA = (hl(IDA) + S)_IP.

[Toamuces K coobmenuio m —sro (H,S), tne H = ho(m,r); r = ¢*°; S = (v + H)Sp,;
x €R Zy. IIpoBepka noamucu (H, S) 3akmovaercs B IpOBEpKe PABEHCTBA

H < hy(m, e(S, hi(ID4)Q + sQ)g ™).
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IDB-cxema moanucu Yorepca

Cxema IDB-mudposanus, ocHOBaHHAST HA CHMMETPUYHOM CIAPUBAHUN, TPEII0KEHHAST
B pabore B. Waters B 20051. [66] u paccmorperHas B 1. 3.1, MoxkeT GbITH Mpeobpa3oBaHa
B cXeMy Iu(POBO# MOAIUCH CJAETYIONUM 00pa30M.

[Iyctb mMeercst omepaiiust bunwHelinoro cnapuBanus e: Gy X Gy — Gr, Gy = ().
SakpbITBIl KJTI0Y MEeHTPa — CJAYIaHbINA 9JeMeHT T € L,

[enrp KGC BoipabarsiBaer cayuaiinbie Py, U', Uy, ..., U, €r Gi n Bblgaér nosb3osa-
TeJI0 JTHIHbI K04 2] P;.

st dbopmuposanust oamucu coobiienne m € {0, 1}* cHavaga czKUMaeTcst KpUITorpa-
dbugeckoit xem-bynkmueit h: {0, 1} — {0, 1} h(m) = (mq, ..., m,), 3aTeM MOIL30BATED
BBIDA0ATBIBACT CIAy4YailHBIIl 371eMeHT © € Z, u ¢ IoMollbio mojaydennoro B nenrpe KGC
JINYHOTO KJIFOYA BBIYUC/ISIET

Sig(m) = ([2]P + [ (U’ > Ui) eI

i:mizl
s nposepku noxnucu Sig(m) = (01,03) K COOBIMEHUIO M ¢ TOMOIIBIO OTKPHITOTO
kiatoda P, U’ Uy, ..., U, HaJI0 NPpOBEPUTH PABEHCTBO

e(o1, Py)/e (UQ,U'+ ) Ui> — ¢(Py, P»).

Z‘:mi:l

Omnucanne IpyTrux CXeM MOINCH Ha OCHOBE ONepaIini OWJIMHEHHOTO CIIAPUBAHUSI B TPYII-
11 TOYEeK F/LUIMITHICCKON KPUBOH, HapuMep pe/yioxkennsie [larepconom (Paterson) u jp.,
MOYKHO HaiiTn B 0630pe [27].

IDB-cucrema noanucu ¢ HegoBepeunubiM meHTpoMm KGC

B patore [18] Y. Yen, ®@. 3anr u K. Kum (X. Chen, F. Zhang u K. Kim) npemnoxuin
BapUAHT CXeMbI MOJIICH, MO3BOJAIONII MOJH30BATEII0 JT0KA3bIBATH C HYJIEBBIM pa3rjia-
merneM apoutpy, 4to nenrp KGC coBepmmi ataky mo (9K3UCTEHIMOHATIBHON) HOIMeHe
MOIIHCH.

Ilycts umeercsa onepanusi 6ununeitnoro cnapusanus e: Gy x Gy — Z,, G; = (P), ase
xenr-pyukuuu by 1 {0,1} X Gy — Gy u hy : {0,1}* x G — Z,.

[onbsoBarens A Beilbupaer r €g Z; B KauecTBe CBOErO JOJTOBPEMEHHOIO CeKpera H
OTTIPABJISIET IIEHTPY 3HaUeHUe r P B KauecTBe OTKPHITOro Kito4a. LleHTp Beruncaser Q4 =
= hi(IDal[t,7P) u Sa = sQa, vJie t — CPOK JefcTBUs, a 3aTeM MepeJaéT UX MOTb30BATEIO.
OTKPBITBIM KJIIOUIOM T0sIb30BaTets Oyaer 1D 4, a muanasiM kiaodom — (Sy, s).

Asreopumm Bopmuposanus nodnucy 0af coobUEHUA M

1) a€rZy U=aQa;

2) V =rhy(m,U);

3) h=hy(m,U+V);

4) W = (a+ h)Sa.

[Toamuceio asagerca nabop o = (U, V,W,t,rP) € G3 x {0,1}* x G;.

st uposepku noganucu Hajo Boiuucautb Qa = hi(IDal||t,rP), hi(m,U) u h =
= ha(m,U + V), a 3aTeM TpOBEPUTH BHITIOTHUMOCTD DABEHCTB

e(W,P) = e(U + hQ4,Q), e(V,P) = e(hi(m,U),rP).
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EcJii HeHTp BBHIOJIHAT aTaKky Mo MOAMEHE TOIINCH I COOOIICHIA 1M CJIeLY FOITIM 00pa3oM:
Boraucautr 1’ €x Z, u Q'y = ho(ID4||t, 7' P), a 3aTem cdopMupyer moAmICH B COOTBETCTBUM
C TIPUBEIEHHBIM AITOPATMOM

o = (U, V' W' t,r'P),

TO IIPOBEPKA MOAIKUCH Oy/IeT YCIENIHOW, O/IHAKO I0JIb30BaTe/ib CMOXKET J0Ka3aTh apOuT-
Py € HYJEBBIM pa3TjallleHneM Ha OCHOBE 3HAHWS CBOErO JIMYHOTO KJYa, YTO 3TO HE ero
MOJIITUCH.

IDB-cucreMbl OMHOBPEMEHHOTO BhIYHNCIEHUs MU(POBOI MOANMUCH
u mndposanus (IBSigncryption)

IIporokoa 3enra. B 1997r. Zheng B paGore [68] mpe oK ofHy U3 MEPBBIX CXEM
OJIHOBPEMEHHOI'0 BBIUKC/IeHus MudpoBoi moanucu u mudpoBaHusd, Oojee OBICTPOro, dem
UX I[IOCJIeI0BATEIbHOE BBIUNC/ICHUE.

OOIuMHU TapaMeTpaMu SIBJISTIOTCSI:

p — OOJIBIIIOE ITPOCTOE YUCJIO;

q — neaurend (p — 1);

g €r Ly, g = 1 mod p;

h — omHOHANpaBIeHHAsT Xell-DYHKIHs (¢ He MeHee deM 128-OGHTOBBIM BBIXOJIOM );

KHy () — xenr-pyHKIMs, 3aBUCAIIAS OT KJII0UA;

(E, D) — ajJropurMbl CUMMETPUIHOTO 3auPOBAHUS 1 PACHII(PPOBAHUSL.
[TycTs TakzxKe:

— am4HbIM KJodoMm A ssisiercst x, € {1, ..., ¢ — 1}, oTKpBITHIM — ¥, = ¢** mod p;
— JMYHBIM KJI0YoM B sBasercs xp €g {1,...,q — 1}, orKpBITBHIM — ¥, = ¢g** mod p.

[TpoTokout mepejadn coobIeHns: M UMeeT BHJL
A— B: (cr,s).

Asnzopumm Gopmuposarus nodnucy u 36 UUPPOSAHUAL:

1) cropona A seibupaer x €g {1,...,q — 1}, Boruucasger k = h(yf mod p) u BolmesAeT
u3 k ximoun k = k|| ko;

2) Boraucasier ¢ = Ey (m), r = KHy,(m), s = z/(r + x,) mod ¢;

3) ormpamisier cropore B noamucasHbil mudprekcer (¢, 7, s).

Aneopumm pacuwudposanus u nposepry nodnucy:

1) cropona B BOCCTaHABIUBAET k U3 ¢, T, S, G, P, Ty U Tp:

k= h((y,-g¢")* mod p)

U BbLAeseT u3 k Kiaodu ki u ks;

2) Boraucaser m = Dy, (c);

3) OpU3HAET M TMOJJIMHHBIM COOBIIEHHeM OT A B TOM U TOJIBKO B TOM CJIydae, KOTJa
r = Ksz (m)

DTOT MPOTOKOJI HE 3AIIUIIEH OT YTEHHS HA3a/], TAK KAK €CJU HPOTUBHUK BOCCTAHOBUT
JOJITOBPEMEHHBIN KJI0Y Xy, TO B CHJIY PABEHCTBA

h((ya - g7)*™ mod p) = h((y7*™)* mod p)

OH CMOZKeT BBIIUCAHTD Kmiod k = h((y7*™")* mod p).
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ITporokon Hsiina — Puaau. Ha 6aze mamnoit cxemsr D. Nalla u K. C. Reddy B pa-
bore [47] npenoxkuaun IDB-cxemy omHOBpeMeHHOrO Bbruuc/aeHHs MudPOBOH MOIINCH 1
g poBaHms, OCHOBAHHYIO Ha oneparuu OminHeitHoro cnapusanus. [lycrs Gy — moarpym-
I8 IPYIIIBI TOUEK SJLUIMIITHIECKON KPUBOH MOPAIKa ¢, IJIsI KOTOPO ONpeIeeHa Olmepalus
ounmuneiinoro cnapuanus Beitng é: Gy X G; — Gg; Gy — MyIbTUIIMKATHBHAS IPYIIIA TO-
ro ke mopsaaka ¢. Ilpeanomoxum Taxze, uto umeiores xemt-pynxmua h': {0, 1} — Z7,
byukius ppraucienus kmova mudposanus h': Zy — {0,1}* u ncepmocnyuaiinas yHK-
st hy: Gy — {0, 1}".

Cropoubt A u B noyuator B neurpe KGC knouesbie napst (Q 4, S4) u (Qp, Sg), chop-
MHEPOBaHHBIE Ha OCHOBE CBOMX MICHTH(PHUKATOPOB, Sy = [s|Qa, Sp = [s|Qp, rae s €r L —
3aKPBITHI MaCTeP-KJII0Y IIeHTPA.

st ornpasienusi cropone B mopmucanuoro coobmenust m € {0,1}* cropona A wuc-
HOJIb3yeT OTKPbIThie KA04dl (@4, Qp) U CBOI JUYHBIH KI0OU S 4.

Aneopumm popmuposanus nodnucu u 3auupposanu:

1) cropona A BeiOupaer CaydaiiHbI J1€MeHT a € g Ly;
2) BBIUUCIAET

R =[a]Sa, d=N(R||h(e(@p,Sa))llm), S = ad]Qua,
ka=h"e(Qp,S1)™), c=ki®m;

3) ormpasisier (R, S, c) ctopone B.
Anzopumm pacuu@posanus u nposepky, noonucy.
JJ1st TpOBEPKHU MOJIYYEHHOTO COOOIIeHUsI CTOPOHA B, UCHOJIb3Ys MOy YeHHbIe 3HAYEHH s
(R,S,c,Qa,Qp) u cBON JIUIHDIH K0T Sp:
1) soraucasger kg = h"(é(Sp,S)) um = kg @ ¢
2) soraucasier d' = h'(R||h1(é(Sp, @Q4))||m) u mpuHEMaeT M, TOJBKO €CTH BBIIOTHEHO
pasencrso é(Sg, S) = é(Qp, R)?. B uporusnom ciaydae B npepsBaer IpoTOKOIL.

JlaHHBII TPOTOKOJI 3aIMMINEH OT YTEHHS HA3aJ U sSIBJISAETCS BBIUYHUCIUTE]IBHO DoJee 3-
PEeKTHUBHBIM.

IDB-cucreMmbl OTHOBpEMEHHOTO BhIUUCIEHNS MTU(POBOI MOAIINCH
u mudpoBaHUA C COKPBITHEM HIAeHTU(MDUKATOPOB

Pacemorpum porokos IBHigneryption (or Id-Based Higneryption). Tepmun <higneryp-
tion» osnadaer identity-hiding signcryption, T.e. ogHOBpeMeHHOE BBIUHCJICHHE IIHMDPOBOit
HOJUCH U MU(POBAHKS ¢ COKPBITHEM UACHTU(DUKATOPOB.

[TycTs mMmeeTcs onepanust CHMMETPUIHOTO OmwtmHelHOTO cnapuBanug ¢: Gy x G; — Gr
qist rpynnel G; = (P) nopsinka g w b : {0,1}* — Gy — kpunrorpaduyaeckas xer-hyHKIHs.
LlenTp BRIOMpaeT 3aKpHIThI K104 msk = s €g Z;. OTKPBITHIMA TTAPAMETPAMH ABJIAIOTCH
(q, Gl, GT, €, P, h)

[Tonb3oBaresb A npuMensier B Ka4ecTBe OTKPHITOTO K104 uiaeHTudurarop pka = 1D 4
u nosxyuaer B nenrpe ska = [s|h(ID4) B kagecTBe IUUHOIO KII0YA.

[Tycrs (k, E, D) — HekoTopasi cxeMa ayTeHTHhDUIMPOBAHHOIO MHGPOBAHUST € aCCOIIHT-
POBaHHBIMHU JAaHHBIMU. K104 k& BhIpadaThIBaeTCs ¢ UCHOAb30BaHuEM (DYHKIIUU BHIPAOOTKH
npou3BoHOro Kioda KDF: G x {0,1}* — K.

s samudposanust u nognucu coobrmenusi n € {0, 1}* ¢ cokpbITHeM HIeHTHGUKATOPOB
oTupaBuTeab A:

1) Bwibupaer cayvaiinbiit @ €g Z; u spraucager X = [v]h(IDa) € Gy;
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2) BBIYHCJsIET TpeaBapuTenbublii cekper PS = e(ska, h(IDg))* € Gr;

3) Bbrancaser ka4 s AE mudposanus k = KDF(PS, X||ID4);

4) soraucaser cap = Ei(H,ID4||n||z) ¢ accommuposanneivu nannsivu H € {0, 1}%;
5) ormpasiser moiy4darenio B coobmenne C' = (H, X, cap).

st pacimudposanust nojydentnoro coodmenuss C' = (H, X, cap) U 1POBEPKU 1HOAIKCH
nojydaresnb B:
1) sorancaser PS = e(X, skp) € Gr u xiaou k = KDF(PS, X||IDp);
2) pacumdpossiBaer Dy(H, cap) ¢ IPOBEPKOIii 1ET0CTHOCTH;
3) mnouayuaer ID 4, n,z u uposepsier pasencrso X = [z]h(IDy4). Ecan Bcé nupasusibho,
TO NPHUHUMAET COODIIEHUE 71, B IPOTUBHOM CJIydae IMPEPhIBAET MPOTOKOJI.

Iloanmucu Ha ocHOBe cepTudUKATOB

Hugposvie nodnucu na ocnose cepmuguramos (Certificate-Based Signature, CBS)
crpositca ananornano CBE-cucremam. B mHux ceprudwmkar, mocTpoeHHBIT HA OCHOBE OT-
KPBITOI'O KJ04Ya U HAEHTU(PUKAIMOHHON HMHMOPMAIUU II0JIH30BATE s, UCIOJb3YeTCsS KaK
cOCTaBHAsS YaCTh KJIIOYa MOJAMHCH, COCTABJIEHHOTO HEIOCPEJICTBEHHO U3 CreHEePHPOBAHHOIO
OJIH30BATEIEM JTUIHOTO KJII0Ya, ¥ MOJIYIeHHOTO cepTrduKara.

Buepsbie Takast cuctema npe/jioxkena B [37], onnako nosnnee B pabore [41] naiigena ara-
Ka ¥ TMOCTPOEH UCIpaBaeHHbIl BapuanTt. B [3] peJJIOZKEeHa CXeMa AaHOHUMHONW IUKJINYIECKON
IIO/IMACH Ha OCHOBe cepTuduKaToB. Bee yKa3aHHbBIE CXeMbI OCTPOEHBI ¢ HCIOJIb30BaAHIEM
oneparuu OHINHEHHOrO CHapUBAHUS.

Pacemorpum npejioxkennyio B padore [43] CBC-cxemy 1mudpoBoit o nucu, He UCIoib-
3YIOILY IO oreparuio buauneitnoro cuapusanus. [lycrs G — MybTuiLinKaTUBHAS TPY A O~
panka q. llearp KGC Boibupaer ciyuaitaeii odpaszyromuit siement ¢ €g G u caygaitnoe
qucio ¥ €g Zj, asngomeecs ero mactep-kmodom. Ilyers X = ¢g” w h 1 {0,1}° — ZF —
kpunrorpadudeckas xem-pyukius. [Tapamerpamu cxemsl sissiores (G, q, g, X, h).

[Tonb3oBaress A BbIOUpaeT u €p Z; B KadecTBe CBOErO JINYHOTO KII0YA sks U BBHI-
YUC/IAET OTKPLITHIA Kiatod pka = (g%, X%, m,), 1€ T, — HEHHTEPAKTUBHOE JI0KA3ATE/IbCTBO
3HAHMUS 3HAYEHUS AUCKPETHOro jorapudma u = logg U, = logy Us a4 snementos Uy = g*
u Uy = X" (manpumep, Ha ocHOBe nporokosa aytentudukannu [1THoppa).

N nerTudukaimonnoit nHGOpMaIueil mob30BaTe s CIYKAT 3HAUCHAEe H= h(pka,ID4),
rae pky u ID 4 — OTKpBITHIH K04 U naeHTHdUKaTop noab3oBarens A. CeprudukaimoH-
uptii entp CA Beibupaer ciaywaiino r €g Z; u Beraucager ceprudukar (I, s) moabzopa-
tenst A (bakruyeckn ceprudbukar (R, s) sasiserca nndpoBoit moanucho Dib-lamasts mogm
CcoODIIeHneM H , CBsI3bIBAOINM 3HadeHust pky n 1D 4):

R=y¢g", s =r '(H — zR) mod q.
KoppekTHocTh cepTudukaTa mpoBepsieTcsi paBeHCTBOM
RSXR — gﬁ

st noxmucanus coobmenns m € {0, 1}* moan3oBarens ucnoansyer ceprudurar (R, s)
M JIMMHBIH KJTIOY U, & TAKZKe CTyIalHbI 3JIeMEHT y €R Z; 1 BRITUCTACT 3HAYEHHE HOJITHCH
o= (Y, H,z):
Y=R"Y, H=hY,Rm), z=(y+ Hsu)modyq.
[IpoBepka HOMIIMCH OCYIIECTBJSETCS cJaeayionuM obdpasom. (CHadana IpoBepsgeTcs,

qTO T, JIEHCTBUTENBHO SIBJIAEeTCs HEeMHTEePAKTUBHBIM J0KA3aTebCTBOM 3HAHUSI MOJb30Ba-
TeseM ¢ uaeHTudukaTopoM D4 B OTKPBITHIM KJIIOYOM pky 3HAUYeHHs KJI04a u. Ecam ono
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MPOIILTO TIPOBEPKY, To Bhrancisiorcss H = h(Y, R,m) u H = h(pka, IDy4), a 3aTeM npose-
PAETCH PABEHCTBO

u\ H l z u\HR
(9")" = RFY (X")"T.
Ecsin oHO BBINIOJIHEHO, TO MOAINCH TPU3HAETCS UCTHHHOIA.
34. IDB-cuctemb ayTeaTuduUKaANMUUd CTOPOH

[Iporokobl ayTeHTUMUKAITE CTOPOH 0O0BIYMHO CTPOATCH Ha OCHOBE MPOTOKOJIOB UG PO-
BOI TIO/IMKMCH, UCIOJIB3YIONNX TEXHUKY JIOKA3aTe/IHCTBA 3HAHUS O€3 pa3ryallenns CEKPETOB.
PacemoTpuM mpuMep TaKOro mpoToKoJIa.

IDB-cucrema ayrentudukaiuu cropoas GQ

B 1988 r. JI. T'mity u 2K. Kuckarep [29] npeaioxuwim npoTokos ayTeHTuhUKAINE CTOPOH
ra ocuose cxembl RSA| Bapuant GQ1 KoToporo |31] mo3zxe BOIIEN B MeK /Iy HAPO/HbI CTaH-
gapr ISO/TEC 9798-5:2009, a coorsercrByiomuii emy IDB-nporokos nudposoii nommmc —
B paccMoTpenHbiit Boime crangapt [SO/TEC 14888-2:2008.

[Iyctb n = pg u uucaa e, d ynosaerBopsiior yeaosuto ed = 1 (mod p(n)). Yucao d
H3BECTHO TOJIBKO HEHTPY, BBIAAIONMIEMY KJouH. IlycTh h — Xem-byHKINS, U3BECTHAS BCEM
yaacTHuKaM. Kaxpiit yuacTHuk A 1nojydaer B nenTpe judnbiii kmod u = h(ID4)~% € Z,
u oTkpbiTHil K104 v = A(ID4). Tem cambim BbImoOsIHAETCH paBeHcTBO v = (u~1)¢ mod n, u
MBI MOYKEM HCIIOJIb30BATH PaHEe PACCMOTPEHHBIH MPOTOKOJ:

A— B: A,vy=r°modn,
A+~ B: =,
A— B: y=ru® modn.

s mpoBepKN MPABWIHLHOCTH B MCIOIb3yeT PaBeHCTBO
_ .z, b
v = v"y” mod n.

35.IDB-npoTokoab BEIpaboTKu 0OIIero KJYa

IBKE-nporokon OkamoTo Ha ocaoBe RSA

[Tepssiit IDB-nporokos Beipaborku obmero kiaoda (Identity-Based Key Exchange) na
ocuose RSA npegnoxen E. Oxamoro (E. Okamoto) B 1987r. [48]. KGC nmeer oTKpuITHI
kato4d (e,n), a qucyio d, takoe, uro ed = 1 (mod ¢(n)), KGC xpauur B cexpere. ITycrh
go — 0Opa3yoIIuiil JIeMeHT MYJIbTHILIHKATHBHOM TPYIIbL Z .

[TonbzoBaress X € {A, B} umeer orkpbiThiii k104 [Dy u noiaydaer B nearpe KGC
JIMYHBIH KJIOY Sy, yaoBaerBopsiouuii yeaosuio (Sx)°IDx = 1 mod n. SHauenue sy neHTp
KGC surauncaser o gopmyne sy = (1/IDy)? mod n, rae IDx — mientudukannonmbie 1aH-
HbIe MoJib3oBaTeass X .

IIporokour:

A TA €R Z;,

A— B: ty=549"4 modn,
B: rpeg Z;,

A+ B: tg=sgg"® mod n.

Teneps A u B BeIUHCIAI0T 00Ul K104 k = g¢"A™8 cOOTBETCTBEHHO O hOpMYJIaM

ko= (t5IDp)™, k= (t9ID4)"®.
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IBAKE-ipoTokoJ1 ¢ obecrieueHneM 4acTUIHON ayTeHTU(PUKAINN KI0Ya

[Tporokos, mpemnoxkennsiii E. Okamoro u K. Tamaka (E. Okamoto, K. Tanaka)
B 19891. [50|, stBistercst BapmaHTOM Upesblayiiero. B uém ucmosb3yercs xemi-yHKIHs
h = {0,1}* — Z | nng obecuedenusi dacTH4IHON ayreHTndukannn kiaoda. O6Go3HATHM
qepe3 Ty, T MeTKH BpeMeHN.
IIporokour:
A ra €Er L), us = g“* mod n,
A: CA:h(uA,IDA,IDB,TA),
A— B: us,vs= 5494 mod n,
B: CA:h(uA,IDA,IDB,TA),
B: mposepster 1D 4 — ut v,
B: rperZ;,up = h“? mod n,
B Cp :h(uB,IDB,IDA,TB),
A<« B: up,vg = sgg°®"® mod n,
A Cp :h(U,B,IDB,IDA,TB),
A uposepsier 1D g - uy v

Tenepp A u B BbrancjsaoT oomuit Kiaod k = ¢¢"4"8 coOTBETCTBEHHO 10 (POpPMYyIaM
— A — "B
ky=ug, kp=u.

JIBa mpeapIAyIIAX MPOTOKOJIA He 3alruineHbl or HedecTHOro meaTpa KGC, rak Kak oH
UMeeT BO3MOYKHOCTH BOCCTAHOBUTD JIMYHBIE KJIIOUM BCEX IOJIb30BaTe/Iel, a TaK:Ke He obec-
HEYUBAIOT 3AIMTLI OT YTEHHsl Ha3aJ IIPU KOMIIPOMETAIIMU MacTep-kJoda mnenrpa KGC.
[TosToMy HEOOXOANMO 00ECTIEUNTH 3AIMUTY MOJAb30BATENS OT IEHTPA, MPEJOCTaABUB €My BO3-
MOXKHOCTH CaMOMy (POPMUPOBATH JIUYHBIE KJIIOYH.

IBKE-npoTokoJ ¢ 3ammuToii INYHOTO KJIF04Ya IoJib3oBaTtesida oT nearpa KGC

M. Tupo u /Ixx. [ane (M. Girault, J. Pailles) B [25] npemmoxunmn MoquduKauo mpo-
Tokoa OKaMoTO, B KOTOPOHl MpEIyCMOTPEHA 3aIluTa JUIHOTO KJI0Ya MO0JIB30BATE s
or meatpa KGC. Tlosp3zoBarens A mnepenaér B mearpy KGC 3zmagenme g”4 mod n, rae
ska = x4 € Z) — BbIOpaHHBII UM CAMOCTOSATENBHO U COXPAHAEMBIIl B CeKpeTe JIMYHBIII
KJII0Y, M TIOdy9aeT OTKPBITHIH Kmod pky = y4 = 1D;% %4 mod n, KOppeKTHOCTH KOTO-
pOro OH MOKeT mpoBepuTh u3 yeaosus (y4)ID4 = ¢4 mod n (3amernm, 9410 A MOKeET
BBIYHCJIATD Y4 CAMOCTOSITEJBHO [0 3HAYEHHIO S4 U3 MPOTOKOJIa OKaMOTO).

[Tporokoit:

A: TA €ER Z;,

A— B: ta=yag*™ " modn,
B: rpeg Z:,

A« B: tg=ypg“® "8 mod n.

Temepsr A u B BIUUCASIOT 00IMMi K049 k = g~ “"4"8 aHaorndHo npoTokoTy OKamMoro
o popmyIam
ka= (t51Dp)"™, kg = (t51DA)"2.

B pe3yJjabTaTe BBINOJHCHHA ITPOTOKOJIa ITOJYyYHYaeTCd KJII0Y, OTJ'II/I“IaIOH_[I/H;‘ICH 3HaKOM OT
TOr'0, KOTOPBIA BbIUHCIdgeTcd B IpoToKoae Okamoro. OJIHAKO TaK KaK KJIIOY HE 3aBHCHT
OT JIUYHBIX KJII0UYell yIaCTHUKOB, JaHHBIH TPOTOKOJ HE HMeeT MPEeUMYIIEeCTB 10 CPABHEHHIO
¢ mpoTokooM OKaMoTo.
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IBKE-nipoTokos ¢ camocepTuduiiupyeMbIMi OTKPBITHIMI KJIIOYaMU

B 1991 r. M. T'uposr (M. Girault) npemnoxkun ciaegyromuii mporokos [26]. Tloabssosa-
reib A nepenaér nenrpy KGC 3nadenne g4 mod n, rjae skq = v4 € Z; — BeIOpaHHBI UM
CaMOCTOSTeJbHO U COXPAaHdAEeMBbIHl B CeKpeTe JIMUHBII KJII0Y, U IOIydaeT OTKPBITBIR K04
pka = ya, YIOBITBOPsIOMuii yeaosuio ya = (g°4 — ID4)? mod n.

Ilentp KGC Takke He MOXKeT y3HATH 3HAUYEHHE X4, HO Telepb ¢ MOMOIIbIO TPOBEPKH
paBercTBa ¢°4 = y5+1D4 (mod n) Kaxkapiii MOKeT yOeuThCsl B IPABUIBHOCTH OTKPBITOTO
KJIIOYA.

[Tporokour:
A: T4 €R ZZ,
A— B: ty=g¢g" modn,
B: rp€eri;,
A<+ B: tg=g"8 modn.
Teneps A m B Boramcagior obmuit kmou k = ¢rA*BTTEYE qaIOrHIHO TPOTOKOJLY

MTI/A0 [44] no dbopmyram
ka=1t5(yg +1Dg)™, kg =t5(y5 +1D4)" 5.
IBKE-npoTokosa BbIpaboTKu 00IIEro KJap4va Ha OCHOBE MuQPOBOil MOAIINCH

K. I'onrep (C.G. Giinther) B [32] mpeaoKmT TpoTOKOT BHIPAGOTKH OOIIEro KIioda
Ha ocHoBe nuppoBoil moanucu, chpopmupoannoit meaTpom KGC. 3akpbIThIM U OTKPBITHIM
KJTI0YaMH TeHTPa ABIA0TC sneMentl 2p € {1,...,p — 1} uw ypr = ¢*7 € Z;, e p—
OOJIBIIIOE TTPOCTOE TUCJI0; g — OOPA3YIOMKi 9IeMeHT TPyITbl Zj.

[TonbzoBaresns A noaydaer B KGC nudposyto moanuch (ua,v4) 10 cxeme Diib-Lamastst
11 ceoero uienTudukaropa IDy € Z;:

ug =g, vy = (ID4 — xTuA)lﬁl mod (p — 1),

rie ka €r Z; (ka,p — 1) = 1. Tlposepka MOANNCH NPOBOJUTCS € TIOMOIITHIO YPABHEHHST

va _ IDa,,—ua
uit =g “typ .

B posm orkpwmiTOro KiHOUa mOab30Baresns A BoicTynaer ero maentuguratop ID4 u
nepBast MOJOBAHA MOJNNCH U4, & B POJAU JUIHOTO KJIFOYA — BTOPAS MOJOBHHA MOIMUCH
vg = log,  (¢"™4y, "*). das BepabOTKH 061Iero Kioda cropousl A u B BeGHpaloT ciiydaii-
HBIE JIEMEHTBI T4, 7' €R Z, U BBIIOJIHAIOT CJIEAYIONHUH ITPOTOKOJL:

A—B: ID A, w4,
A+ B: IDg, ug,
A— B: wy=upy,
A+ B: ’LUB:’UZ‘B.

Temeppr A 1 B MOryT BBIYHCIHTDH OOIIHil KJIFOY COOTBETCTBEHHO 110 (DOPMYJIaM

IDp *UB)TA
)

Yr

ID4 *’U«A>TB.

ka=w (g kg =wi(g *yr

B pesyibrare dbopMupyerca obumit Kiod k = wiiw' = gkeravstkavars,
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JlanubIii MPOTOKOJT TaK:Ke HECTOEK K aTake YTEeHWs Ha3aJ, TaK KaK MpPHU KOMIpOMeTa-
UK JTIOJITOBPEMEHHBIX KJIIOUeH U4, Ug UMEEeTCsl BO3MOYKHOCTH OIPeIeIeHIs PA30BbIX 00X
KJIFOUeil 110 TlepeiaBaeMbIM COOOIIEHUSIM WR, W A':

— VA ,,,UB
kE=wgw,’.

B kauecTBe yIydlIeHns 3TOrO IMPOTOKOJIA ¢ OJHOBPEMEHHBIM COKDAIIEHHEM YHCJIA ITe-
penasaeMpix coobmenuit C. Caequuna (S. Saeednia) B20001. [52] mpetoxKuI CIIeLyIoNnyio
MOIU(PUKAIUIO:

A— B: IDg,up, ta = g,
A+ B: ID37UB,tB = gTB.

Virydienue TOCTHTHYTO 3a CUET m3MeHeHnst (DOPMYJIbI JJIst BRIYHCIEHUsT BTOPOl 4acTh
noanucu DJib-l'amass
va = 1D aks — zruys mod (p — 1)

" MpOBEPOYHOT'O COOTHOIIICHM A

VA IDg, ua
q —UA yT'

Cropoubl A 1 B MOryT BBIYHCAATH OOIMUH K0T COOTBETCTBEHHO 1O (DOpMyJIam

Ba = 0 PPy, k= 0 iy

B pesyabrare nmosydaerca k = gUBTATVATE,

ITpomoxoast evipabomru obuLe20 KAMOUG HA OCHOBE ONEPAUUU busuHetiHo20
cnapusarHus

IBKE-nporokon Cakan — Orummu — Ka3zaxapa

[Tporokon Tuna SK npennoxen R. Sakai, K. Ohgishi w M. Kasahara B 2001 1. [54]. B
HEM HCIIOJIB3YeTCs onmepalysa OWIHHEeHHOro crapuBaHus ¢ pasHowmy Tpytnmnavmu Gy u Go,
JJ1st KOTOPBIX nMetorest xer-byaknun hy: {0, 1} — Gy u hy: {0,1}* — Go.

Henrp KGC obragaer kmodesoit napoit (s, Qpub); Qpub = [s]P, P € Go.

[TpoTOKO SBASETCA HEMHTEPAKTUBHLIM M HE TIPEIIONaraeT 00MeHa COOOIEHNAME, aHa-
JIOTUYHO cTaTudHOoMYy 1porokoay duddu — Xeramana.

[TepBblit BApHAHT TPOTOKOJA KCIOIB3YET TOJIHKO OJHY Xell-hyHKIUI ho
U npeanosaraeT Hajaundue romomopdusma U: Gy — Gy. Cropona A moaydaer OTKPBITHIA
K109 Q4 = ho(ID4) u muumstit kmoa Sy = [s]Q 4.

O6muit ko4 k = e(Y(Qa), @p)® BoancasieTcs cropoHamu 1o GhopMyIam

k=e((Sa),Qp) = e(¥(SB), Qa).

Bropoi# BapmaHT mPOTOKOJA He HCHOJb3yer romomopdusm. Cropona A
nosiydaer oTkpbIThiil K04 (Qa, Q) = (h1(IDa), he(ID4)) n swansiii kaow (S4,S%) =

= ([s]Qa, [s]Q%)-

O6umit knwod k = e(Qa, Qs)° - e(@p, Q'y)* BeIUKCITETCS CTOPOHAME 1O HOPMYJIAM

ka=e(Sa, Q) e(@p,5h), kg = e(Sp, Q) - e(Qa, Sp).
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IBKE-nporokoa CmapTta

B 2002r. H. Cmapr (N.P. Smart) [61] mpemiozkua mepBelii HHETEPAKTUBHBL IPOTOKOJL
BLIDAOOTKHM OOIIEro K/II0Ya Ha OCHOBE ONepaluy OMIHHEeHOrO ClapuBaHHs, aHAJOTHIHBIIR
nporokosy MTI/AQ [44]. 910 nporokos tuna SOK, B KoTopoM eHTp 06J1a1aer KIH0IeBoil
napoit (s, Qpu), Qpun = [s]P, s €r Z;, (P) = G, |G| = ¢, a ysactauk A momydaer
kmouesyio napy (Qa = hi(ID4), Sa = [s]Qa).

s BEIPabOTKM 00IIEro KJ0va CTOPOHBI BBIOMPAIOT CIIyIaliHO 74, T'p €R Zy W BBIIOJ-
HAIOT CJACAYIOUUA MPOTOKOJ:

A— B: TA:[TA]P, (3)
A+ B: TB:[TB]P.

Temepsr A 1 B MOIyT BBIYHCIUTDH OOIIHil KJIFOY COOTBETCTBEHHO 110 (DOPMYIaM

ka=e([ral@p, Qpuv) €(Sa,Tp), ki =-e([r]Qa, Qpuw)e(Sr,Ta).

B pesynpraTe nosydaercs K04

= e([ral@s, Qpub) ([ 1Qa, [rB]P) = e([ral@s, Qpu) e([rB]Qa; Qpub) =
= e([ra]@p + [rB]Qa, Qpub)-

Januwiit npoTokos, moaooHo nporokoay MTI, zamuiién or arakm <«IIPOTUBHUK-B-Ce-
peJinHes, HO OH HE CTOEK K aTake YTEHWS Ha3a/, TaK KaK MPU KOMIIPOMETAIUH JOJITO-
BpeMeHHBbIX Kitodeit S4 u Sp moabp3oBaTeseil MPOTUBHUK WMeeT BO3MOYKHOCTH BBIUUCISTH
JefcTBYIONINE KON JJIs JTII0OOTO ceaHca

k= G(SA, TB)G(SB, TA)
IBKE-nporokoa Ckorra

B 2002 1. M. Ckorr (M. Scott) B [59] npeayoxua xpyroii ciocob obmeHa coodIeHIsIMY,
3aBUCSIIIMA OT MIeHTHDUKATOPOB CTOPOH, aHAJornIHbIi mpotokoay MTIT/C1:

A— B: ps=e(Ss,Qp),
A+ B: pg=¢e(Sp,Qa)"

Terepp A 1 B MoryT BhramucanThb o0mmit ka4 k = e(Q 4, Q)" 4"™8 cOOTBETCTBEHHO IO
dopmyTam
— A — )'B
ka=pg, kp=p4

IBKE-nporokoa IIuma

B 2003r. K. [ITum (K. Shim) [62] npeioKuia 3amuinéHubiii 0T YTeHus] Ha3a/ BapH-
aHT mporokosa. OH TakyKe OTANYAETCS TOJBKO CIOCOOOM BBIYHCIEHHUS OOIIEro KJda

k=e(Ta+Qa,Tp+ Qp)° mo dopmyram

ka = e([ra]Qpub + 5S4, T8+ Qp), ks =e([rs|Qpuw + S8, Ta+ Qa).
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Opmnako B [63] HaiizeHa aTaka «IPOTUBHUK-B-CEPEINHE» HA STOT TPOTOKOJ. [IporuHuk C'
BeIOMpaeT cirydaifnnie wnciaa ¢’ u b’ u mogMenseT coolenns B mpoTokose (3):

A— O(B) TA:[TA]P,
C(A) - B: T, =[d]P—Qa,
C(A) «~ B TB = [TB]P,

A« C(B): T = [V]P — Qp.

Teneps A 1 B BBIYHCJIAIOT pa3IHIHbIE KIOUH 0 (hOpPMYIaM

€(P, P)TASble(QA,P>Sb/,

e(P,P)"*8¢(Q 4, P)*.

ka = e([ra]Quus + Sa, Ty + Qr) = e([ra]Qpub + Sa, [d'] P)
kp = e([rs]Qpub + S, Th + Qa) = e([rB]Qpub + Sp, [V']P)

[Tpu srom nporuBHuK C' MOMXKET BLIYUC/IMTH 9TH 3HAYEHUS 110 POPMYJIam
k;l = e(TA7 b/QpUb)e(be b/qub) = G(P, P)TASb/e(QAa P)Sbl = ka,
Ky = e(Tp,d Qpuv)e(Qp, ' Qpup) = (P, P)""5e(Q4, P)** = kp.

IBKE-nporokoa Pou — H0a — Oy

SanmuméHuplii 0T TUX arak BapuaHT nporokosa Cmapra tuna SOK mpepio:Kuiu
B 2004 1. E. Pron, E. 0 u K. Oy (E. K. Ryu, E.J. Yoon u K. Y. Yoo) [51]. On otauaaercs
TOJIBKO CIOCOOOM BBIUuCIeHus obmero kiaoda k = ([rarg|P, e(Qa, @p)*) no dopmytam

ka= ([r]Ta,e(Sa,Qn)), kp=([ra]Ts,e(Sp,Qa)).

B 20091. C. Banur u jp. [64] npemioxuim HOBbI cIOCO6 BBIYUCICHUsT OOIIEroO KIHOYA,
OCHOBAHHBIN Ha IIPUMEHEHUH Xell-(DyHKITUN

k= h(IDA7 IDB7 [TATB]Pv e(QA> QB)S7 TA7 TB)
IBKE-nporokos Banra

B 2013 r. O. Banr (Y. Wang) [65] mpeatozxut HoBbIi ay TeHTHOHIIIPOBAHHELIH TPOTOKOJT
BH/IA
A— B: TA = [’I"A]QA,
A+ B: TB = [TB]QB

tuna SOK, Ho oryimdaionmuiicss criocoboM BEIpAOOTKH OOIIEro KIi04a
t tp+
k= e(Q/b QB)S( atsa)(ts 83)7

tie sqg = h(Ta,Tg); s = h(Tg,Ta); h : Gy x Gy — Gr. [Toap30BaTesd BEIYHCIAIOT OOTITHIA
KJII0Y 110 (bopMyJIaM

Ka=e((ta+s4)Sa,58Qp +1B)), Kp=-e((tp+sB)Sp,54Qa +T4)).
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IBKE-nporokon MakKamaxa — Bapero

B 2005r. H. MakKanax u II. Bapero (N. McCullagh u P.S.L. M. Barreto) [45] npes-
JIOZKHUJIN TIPOTOKOJI BHIPAOOTKH OOIIMEro KJdYa Ha OCHOBE HACHTH(MUKATOPOB, MMEOIIHii
aHAJIOTHHU ¢ IPOTOKOJO0M IupoBoit moanucu BLMQ. Ilycts P — TO4YKa S/UIMITHYECKO
KpuBoi#t Haj monem Z,, (P) = G, h : {0,1}* — Z;— xem-cbynkmusa. Llenrp obmanaer
3aKPBITBIM KJIIOYOM S U OTKPBITBIM KJt049oM [s]P. Tloap3oBaress A mosrydaer B yI0CTOBe-
pstioem nentpe oTKpHIThiil K04 Q4 = [h(ID4)|P +[s|P = [h(ID 4) + s| P u suunbrii ko4
Sa = [(h(ID4) + s)7'|P. Tlonbzosatenn A u B BLIGHpAIOT CaydaiiHbie 3/IeMEHTHI HOJIS T 4
¥ 7B COOTBETCTBEHHO M BBIMOIHSIOT MPOTOKOT

A— B: NA: [TA]QB,
A<+ B: NB = [T’B]QA~

Tenieps A u B moryT BeraucanTh obmmit kmod k = e( P, P)*"4+78) no dopmynam

ka=e(Sa,Np)™, kp =e(Sp, Na)™®.

IBKE-npomokxoast ewvpabomru obuie2o KA04AG HA OCHOBE IAAUNMUUECKOU
Kpusol 6e3 onepauuu HUAUHETHO20 CNAPUBAHUS

IBKE-porokon Kao — Koy — ly

[Tporokon mpenoxken X. Cao, W. Kou, X. Du. B 20101. [11]. ITearp KGC renepu-
pyeTr jyid mosb3oBaTesid ¢ ujaeHTudukaropom ID4 caydaifHOe YUCTIO S4, BBICTYIAIOIICE
B pPOJIM CJYYAHHOrO MapaMeTpa i TEeKyIIe#d KJIIOUeBOH Tapbl, ¥ BBLIYHCJISIET OTKDPHI-
THI K009 Q4 = S4AP u audaHblil K101 04 = S4 + has mod g, tne hy = hy(IDal[sa),
hl : {O, 1}* X GT — Zq.

Jlns BeIpabOTKH 0011ero KJto4a moab3osarean A u B BoIOUpAIOT caydaiiHble 9ucia 14
U 7'p U BBIIOJTHAIOT MPOTOKOJI

A— B: TA: [TA]P,QA,
A<+ B: Tg = [TB}P,QB.

Temepp A u B MoryT Bbraucauth obmuii kiwod K = [rarg] P mo dbopmynam
Ka=Qa+ [ral(Tp + [hB]Qpub), Kp = Qp + [re|(Ta + [halQpup)-
IBKE-nporokoa NUcnama — BucsBaca

[Tporokon npegroxkunu H. Islam u G. P. Biswas 8 2010 . [36]. On orinaaercs or mpesi-
JIYIIEr0 BUJOM TIEPEChLIAeMbIX COODIeHnit u pOpMYyJIoi Jijisd OOIIero KImva:

A— B: Ta=[ra(Qa+ [halQpu), Qa,
A« B: Tg=rp)(@s+ [hs|Qpw), @5-

Temepp A u B MoryT Boraucauth obmuii kiawod K = [(rq + rg)oaog|P no dopmyaam

Ka=oal(Tp + [ral(@Qp + [hB]Qpuw)),  Kp = [os](Ta + [r](Qa + [hB]Qpub))-
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IBKE-nporokoa L'opeitmu u gp.

[Tporoxon mpeoxen B 2015 1. [24]. Tlyers by : {0, 1} X Gr — Zg, ho 1 {0,1}" — Z;.
[Tomumo KitoueBoii mapsl (Q4,04), MOIB30BaTENh A BEIONpAET CIydaifHOe YHCJI0 T4 €R Z,
u Borancasger X4 = xaP, ya = 04 + hao(IDg)z 4 mod q, Y4 = [ya|P. IIpoToko. mpesmoa-
raeT BBIMOJTHEHHE MPeIBAPUTENHLHOrO Tamna obMena 3uadenusMu (Q a4, Pa) u (Qp, Pp):

A— B: QA;XAa
A+ B: QB,XB,
A= B: Ty=[racayal¥s,
A+ B: Ts = [TBUBZ/B]YA-

[MonbzoBaresn A u B Borancastor mo dbopmyaam Ky = [raoca|Tp uw Kg = [rpop|Ta
o0IIHi KJII0Y
K = [TATBO'AO'ByAyB]P‘

Jlanubpiit IpoToKoJI DoJ1ee OBICTPBIM, TaK KaK B HEM TpeOyeTcsT TOJBKO JIBA Pa3a BHIYUCIATD
KpaTHbIe TOUYKH BMECTO TPEX.

Brisoasl

B pabore npoanau3upoBaHbl OCHOBHBIE MOJOXKHTEILHBIEC U OTPUIATEIbHbIE CBOUCTBA
KPHITOIPaUICCKUX CHCTEM ¢ OTKPBITBIMH KJIIOYAMH, BEIUYUCAIEMBIMA HA OCHOBE MJICHTHU-
dbukanuonnoii mudopmanuu. HecMoTpst Ha oueBHIHBIE JOCTOMHCTBA, CBA3aHHBLIE C YIIPO-
IIEHHOW IIPOIeyPoil pacipeseeHus Kadeil, TaKue CHUCTeMbl 00JaJai0T IMeJbIM PsiIOM
OrpaHuYeHUil, BHITEKAIONNX M3 crocoba ux mnocrpoenusd. K WX YUCAYy OTHOCATCS: TPY/I-
HOCTH MaCHITaOMPOBAHMS HA PACIPEICTEHHBIE CHCTEMBI ¢ OOJIBIIUM YUCJIOM I0JIHL30BATEIE],
HEeOOXOIUMOCTD HAJUYHS 3AIMMIIEHHOr0 KaHaJIa JIjIsd IMOJyYeHns KIIo9el Moab30BaTe/IsSIMU,
BBICOKAS CTeNeHb JOBEPUd K IMEHTPY TeHepallul KJIIo4Yell, TMeIoNeMy BO3MOYKHOCTD B JIIO-
60171 MOMEHT BOCCTaHaBJIMBATb BCE paHee UM BblJaHHbIC JIMYHbIC KJIIOYU HOﬂb3OBaTeJI€I7I,
CJIOZKHOCTH MPOIEIYP OT3bIBA M OOHOBJIEHUs Katodeil u ap. OnucaHbl ¢lOCOOBI 3AIUTHI OT
BO3MOZKHBIX YA3BAMOCTEH! W MEPEYHUCIIeHbl IPUMeHdgeMble IPU 3TOM MaTeMaTHYeCKue KOH-
CTPYKIIAM.
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B paMkax cy6beKTHO-00BEKTHOM (DOpMATU3AINNYT KOMITBIOTEPHBIX CUCTEM BBEJIEHBI T10-
HATHS TOTEHITHATBHON 1 (haKTHIECKO 0CBEIOMIEHHOCTH TIOIb30BaTe el B KOHMM,TeH-
nuaabHoi nndopmamyu. I[loTeHnasbHas 0CBeIOMIEHHOCTE PACCMATPUBAETCS KaK Be-
JIMUWHE,, OTIPEJESIAIONIALCT UMEOIIIUMECS Y TIOJIB30BATE I TIPABAMHU JOCTYIIA K 00heK-
TaM, COJEPKAIMUM KOHMDUIEHITNAIBHYO HHPOPMAIIUIO, 1  06bEMOM KOHMDUIEHIINATH-
HOM WHMOPMAIUH COOTBETCTBYIONIMX 00beKTOB. O0béM KOHMDUISHINATLHON HHPOP-
MaIuu 00beKTa PEJJIOKEHO OIIPEEISITh HA OCHOBE KOJIMYECTBA, CJIOB, COJIEPKAIITUXCS
B TeKCTe 00bEKTA, U BeJIMINHBI HHGOPMATUBHOCTH 00bEKTA, KOTOPAS YCTAHABINBAETCS
BHEITHUM (DaKTOPOM, HATIPUMED aBTOPOM U/ HJIH BBIICJIEHHBIM OIb30BaTeIeM (aHaIN-
TukoM). JIjist OCHOBHBIX MOJIE/IeH yIPaBJIeHHsl JJOCTYIOM (JIMCKPEIMOHHON, MaHIATHOI,
TEMATUKO-NEPAPXUIECKON W DPOJIEBOT) MPEJICTABIEHDI AHAJIUTUIECKUE COOTHOIIEHNS,
ONpeJIe/IAOIINe B KOJHIECTBEHHOM 1mKaste quana3ona [0, 1| BeudnHy moTeHnnaabHol
OCBEJIOMJIEHHOCTH MOJIb30BaTe el B KOHMUISHITNATBHOM HHMOPMAIINHT, COep KaIeics
(obpabarbiBatoIeiicss) B KOMIIBIOTEPHOH crcTeMe. JloKa3aHo yI0BI€TBOPEHUE COOTBET-
CTBYIOIINX BEIUYNH TPEOOBAHUIM METPUKH.

KiroueBbie caoBa: Kon@uieHuuaAbHaa UHPOPMAUUA, 0CEEIOMAEHHOCTID, NOMEHUU-
AAOHAA 0CBEOOMAEHHOCTD, MOOEAD 0CBEIOMAEHHOCTNU, MEMPUKY O0CEEIOMAEHHOCTU,
ynpasaenue docmynom, npasa docmyna, cybsexmor docmyna, 06seKmMBL QOCMYNG.

THE MODEL AND METRICS OF AWARENESS IN CONFIDENTIAL
INFORMATION. PART 1. POTENTIAL AWARENESS

N. A. Gaydamakin

Ural Federal University named after the first President of Russia B. N. Yeltsin, Ekaterinburyg,
Russia

As part of the subject-object formalization of computer systems, the concepts of po-
tential and actual user awareness of confidential information are introduced. Potential
awareness is considered as a value determined by the user’s access rights to objects
containing confidential information and the volume of confidential information of the
corresponding objects. The volume of confidential information of the object is pro-
posed to be determined on the basis of the number of words contained in the text of the
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object and the amount of information content of the object, which is determined by
an external factor, for example, the author and/or a dedicated user (analyst). For the
main access control models (discretionary, mandatory, thematic-hierarchical and role-
based), analytical relations are presented that determine, on a quantitative scale of the
range [0, 1], the amount of potential awareness of users in confidential information con-
tained (processed) in a computer system. The satisfaction of the corresponding values
to the metric requirements is proved.

Keywords: confidential information, awareness, potential awareness, awareness
model, awareness metrics, access control, access rights, access subject, access objects.

Bsenenue

AHanmm3 ocBeIOMIEHHOCTH B KOH(MDUICHIIHAILHOW HHAMOPMAINH SBJISETCI BayKHOU CO-
CTABJILIONICH MOHUTOPHUHTA IIPOIECCOB odecriedeHns: NH(MOPMAIMOHHOH 06€30MacHOCTH.

B rosikoBoM ciioBape Yirakosa [1]| «oceedomaérnocmos onpenensercs Kak sHaHue, Ha-
Auvue ceederut o wem-Aub0. B IpakTHIecKoit 1 HOpMaTUBHOM cdepe yrnoTped/isiercs CMezK-
HBI{, BO MHOTHX CJIyYasiX CHHOHUMUYHBIM, TePMUH «g8aaderue ungopmayuet;». nade ro-
BOpsI, OBITH OCBEIOMJIEHHBIM O3HAYAET BJIAJETH ONpeaeNéHHOl mHMOpMAaIUei, T.e. 3HATDH
COOTBETCTBYIOIIHE CBEJICHHUsI, COODINEHNUS, JAHHBIE, COCTaBJsONNe (BbIpazkaomue) nHbop-
MAaIHIO.

B kauecTBe cyObekTa BIaJIeHUs] PACCMATPUBAETCS UEIOBEK, ABJSIONINNCT B KOHTEKCTE
KOMITBIOTEPHOI cpepbl MOJIb30BaTEIEM, OCYIIECTBIIAIONINM JTOCTYII K HH(MOPMAIIUK, TOUHEe,
K 00bEeKTaM, COepKaIIIM KOH(MUICHIHAILHYIO HHMOPMAIHIO.

Mojein yupas/ieHns: JOCTYIOM IOJIb30BaTe el K mH(OpMalun B KOMIBIOTEPHBIX CH-
cremax |2, 3| pernmaMeHTHPYIOT IpaBUJIa CAHKIIMOHWPOBAHHS JOCTYIOB B COOTBETCTBHH
C mpaBaMu, 3ajaBaeMbiMu siBHO (jmckpermonHas wmoaeab — DAC, Discretionary Access
Control) niu mocpeicTBOM COOTHOIIEHHsT MeTOK He3omacHocTu (MaugaTHas Moaeas — MAC,
Mandatory Access Control). B paMKax UMeIONUXCs IPAB TOJb30BATEH OCYIIECTBIISIOT J0-
CTyIbl K 00bEKTaM, B pe3yJibTare KOTOPHIX (POPMHUPYETCS UX OCBEIOMJIEHHOCTH B KOH(DU-
JeHnmanbHol naopmarmm, cofepzxkanieiics (06pabaThiBaOIIEics) B KOMIIbIOTEPHOI cucTe-
me. COOTBETCTBEHHO MOYKHO BBIIEINTDH «IOTEHINAIBHYIO» U «(DAKTHIECKYIO» OCBEIOM/IEH-
HOCTb.

Ilomenyuasvrasn oceedomaérnnocms (Potential Awareness) mosib30BaTesist OMpeeIseTCs
AMEIOIIUMUCS Y HEro MpaBaMU JIOCTYIIA, Pean3ys KOTOpbIe, MOJIb30BATEIb MOMKET CTaTh
OCBEJIOMJIEHHBIM B KOH(MpUIeHITNAJILHOT nH(OpManum.

Daxmuneckan oceedomaénnocmo (Actual Awareness) morb30BaTesIsI SIBISETCS PE3Y/Ih-
TaTOM OCYIIECTBJICHUS JOCTYIOB K KOH(DUICHIIUAILHON HH(MOPMAIINH.

Paccemotpenne (popMaanzoBanHoi U TPOIELY PHO-AHAJIUTHIECKON CTOPOHBI IIOTEHIAA b
HOI OCBEIOMJIEHHOCTH SABJSETCS IPeIMeTOM JTaHHOM pabOoTHI.

1. Hcxoaupie moJoxKeHnusd

Bymewm ncmosib30BaTh pacnpoCTpaHEHHYIO MApaJIurMy B cdepe KOMIbIOTEPHOH be3omac-
HOCTH, B paMKaxX KOTOPO# KOMIBIOTEPHAs CHCTEMa PACCMATPUBAETCA KAK COBOKYIITHOCTD
cyOBbEeKTOB U 00BbeKTOB mocTyna. llom cybsexkmamu, IMEHYeMbIMH aKTHBHBIMHU CYITHOCTSI-
MU, TOHUMAKOTCS BBIIOJIHSIOIIMECS 110 KOMAHIaM T0JIb30BaTe el KOMIIBIOTEPHBIE [TPOrPaM-
mblL. [Tojt 06Bekmamu, MMEHYEMBIME ACCUBHBIME CYTITHOCTSIMU, TIOHUMAIOTCSI SJIeMEHTaPHBIE
uHbOpMAIHOHHBIE CTPYKTYDPbI (bailsibl, TabIuIbl 6a3 JAHHBIX, UX CTPOKH, IIOJisl, 3AIUCH)
W COCTaBHBbIE (KATaJIord, 6a3bl JTAHHBIX), K KOTOPBIM IOJb30BATENSIMHI OCYIIECTBISIETCS
JOCTYTI HA YTE€HUE WU 3alUch (M3MEHEHHUE).
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B pamkax cy6beKTHO-00HEKTHOTO TIOIXO0/1a CIe/IaeM HeCKOTBKO HCXOTHBIX MPEITOTI0MXKe-
HUIA 1 oupeje/ieHui.

ITonoxkxenme 1. KomnbiorepHasi cucreMa MpeJICTABIACTCAS MHOXKECTBOM O0BEKTOB JI0-
cryma o € O U MHOXKECTBOM CYOBEKTOB JIOCTYIIA § € S, KOTOPBIE YIIPABJILIOTCS MOJIb30Ba-
teasgmu u € U.

B nanpueiiiem B mporieccax aHaJIu3a JOCTYIIOB K 00beKTaM OyIeM OTOXKIECTBISATH TO-
HaTHE CyObeKTa U I0JIb30BaTe/sd, OrOBAPUBasd OCOOEHHOCTH TAKOI'O JONYIIEHUS B HEOOXO-
JUMBIX CJIyYasiX.

Ilomoxxenme 2. B KoMIbIOTepHO# crucTeMe JelCTBYeT JUCKPETHOEe BpeMsd, B KarKJIbIi
MOMEHT 1} KOTOPOTO ToJib30BaTenu u € U mocpeacTBOM cyOBeKTOB S € S OCYIIECTBIISIOT
JIOCTYTBL K 00bekTaM o € O.

Omnpenenenne 1. Tlox docmynom Oyaem noHNMATH UMEIOTITHIT BpeMEHHBIE PAMKH MTPO-
necc Bo3jeiicTBus cyobekTa s € S Ha 00bekT 0 € O, B pe3yabraTe KOTOPOro (pOpMHIPYETCs
HOTOK HHMOPMAINKA — OJHOHAIIPABICHHDIN, T.€. 0T 00beKTa K CYObEeKTy WU OT CyObek-
Ta (depe3 cyObeKT) K O0beKTY, JTUOO JBYHANPABIECHHBIH, T.€. OJHOBPEMEHHO OT CyOheKTa
K O0'bEKTYy M OT 00beKTa K CyObheKTy.

O iHOHAIPABJIEHHBIII OTOK 0T 00bEKTa K CyObeKTy pealu3yercsd B paMKaxX JOCTYIA
Buga «Urenue» (Read), or cybbexra K 06bekTy — Bua «3amuchy (Write). JIByHamnpasiien-
HBIH TIOTOK pean3yercd B paMKaX JOCTYHOB BuAa «UreHue» u «3amuchb», OTHOBPEMEHHO
OCYIIECTBJISIEMbIX CYOBEKTOM K COOTBETCTBYMOILIEMY 00bekTy. /lajiee B KOHTEKCTE aHAIM3a
OCBEIOMJIEHHOCTH OIPAHUIUMCS PACCMOTPEHHEM TOJIBKO J0CTYIOB BUjAa «UTeHnes K 00b-
eKTaM, COJIEPKAIIUM TEKCTOBYI0 HH(MOPMAIMIO.

CymiecTByIOT pasJddHble MOJAXOAbI K MNOHATHIO UHBOPMAUUOHH020 nomoka. B dact-
HOCTH, B «JI€TEPMUHHCTCKON» TPAKTOBKE MHMOPMAIMOHHBIN IIOTOK PAcCMATPUBAETCA KaK
IPOIECC U3MEHEHHUS CJIOBA, XaPAKTEPU3YIOMEro (OMUChIBAIOIIET0, COCTABIISIONIEr0) 00heKT-
NPUEMHHUK, B KOTOPBIA mocTynaer uHdOpPMalig B BUJE CJI0BA, XapaKTePHU3YIOMIEro 00b-
eKT-HCTOYHHUK WHMOPMAITMOHHOTO TOTOKA [4]. B TeopeTnko-nubOpMaInoHHOM CMBICTE 00
eKT JOCTYIa PacCMaTPHBAaeTCs KaK CJI0BO HEKOTOPOIO s3bIKA B OIPEIENEHHOM ajihaBuTe.
B paMKax oTMeueHHBIX OrpaHHYeHnii (paccMoTpeHne TOIbKO T0CTy OB Bujia «Read» K 00b-
eKTaM, COJEPKAIIUM TEKCTOBYIO HHMDOPMAIMIO) COOTBETCTBYIOIIAM S3BIKOM OY/I€M CYHTAThH
eCTeCTBEHHBIH sI3bIK TUCbMEHHOMN peun. [10j1 «C/I0BOM» TIOHUMAETCS B TOM YHCJIE U COBOKYII-
HOCTB CJIOB, XaPAaKTEPU3YIOIIUX, BbIPAYKAIOIINX HH(OPMAIUIO UK 9acTh HH(OPMAIUT 00b-
eKTa. B TeopeTnKko-BepoOATHOCTHON TPaKTOBKE MH(MOPMAIIMOHHBIA IOTOK PACcCMaTPUBAETCH
KaK MPOIECC M3MEHEHUsI HEONPeIeJEHHOCTH COCTOSTHUST 00beKTa (M3MEHEHUs] MHOKECTBA
ero BO3MOXKHBIX COCTOsHUIA) [5].

OTMeTum, 94TO NPHU «JIETEPMUHUCTCKOM»> HOJAXOJE B CJAYUYae YTeHUs 00'beKTa U3MEHAeT-
Csl CJIOBO, XapaKTePHU3YHIIee COCTOsIHNE CYyObeKTa, TOUHee, JIOMEHa, BbIJIEEHHOTO CyObek-
Ty [4], 1. e. obaacreit (GydepoB) onepaTuBHON MAMITH KOMIBIOTEPHOIO YCTPOHCTBA, B KO-
TOPBIX Pa3MEINAIOTCHd UCHOTHAEMBIH KOJ M JIAHHBIE COOTBETCTBYIOIIETO BHIYMCIUTEIHLHOTO
IIPOIECCa U BU3YAJIbHOE OTOOParKeHHe KOTOPHIX HEMOCPEICTBEHHO BOCIPUHUMACTCH MOJh-
3oBaresieM. VHaye roBOpsi, B yIPOIIEHHONW TPAKTOBKE OObEKTOM-IPUEMHUKOM DU ITEHUH
00'beKTa MOYKHO CYHTATH 00JACTH OHEPATUBHON BUIEONAMSITH, BbIIEJEHHON BHIYHCTUTE Th-
HOMY IIPOIECCY CYyObeKTa.

Onpenenenune 2. Ilox obsémom (roauvecmeom) V (o, ty) kondudenyuasvonot un-
popmayuy 0ObEKTA 0, HOHUMAETCS BEJIUYHHA, [POINOPIUOHAIBHAS KOJUYECTBY CJIOB
Q(0n, tr), COIEPIKAIMMXCS B MOMEHT BPEMEHH 1 B TEKCTe 00bEKTA Oy

V(On’ tk) = Q(Ona tk)0(0m tk),
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e 0(on, ty) — m3mensiomuiics B quanaszone [0, 1] kosddument nudopMaTHBHOCTH 00HEK-
Ta, 0, B MOMeHT BpeMmeHH ty, (1 — MakcuMasabHas HHGOPMATHBHOCT).

Beenenne koabdurmenta uubopmarusnoct 0(0,,tr) 00yCIOBICHO TEM, UTO S3BIKOM
HUCbMEHHOM Pevu OJIHY U TY 2Ke MH(OPMAIUIO MOXKHO BbIPA3UTh 110-PA3HOMY, C Pa3HOI
SICHOCTBIO, IETKOCTHIO, MOJTHOTON, «IMOHSITHOCTHIO» W, CJAEI0BATE/NIbHO, C PA3JIUYHBIM CJIO-
BeCHBIM 00bEMOM. OueBUIHO, 9TO HH(OPMATUBHOCTH ABJISIETCS CKOPEe KadeCTBEHHBIM T10-
HSITHEM, HO Oy/IeM CIUTATh, YTO CYIIECTBYET BelleCTBeHHO3HAYHASA (DYHKIINS, BHIPAZKAIOIIAS
JAHHOE CBOHCTBO 00BEKTOB B YHCJI0BOM jauanasone [0, 1].

OyHIaAMEHTAILHBIM B cepe KOMIbIOTEePHOH 0e30HaCHOCTU SBISETCS MOHATHE KOH(U-
JICHIIMaJIbHOCTH uH(popManu. B crnenuaibHol JuTepaType U HOPMATUBHBIX JTOKYMEHTaX
NPUBOJATCS PA3IUIHbIE OTPeeJIeHNsT OHsITHs KoHuaeHnatbHocTn nHdopmaryn [6-8],
OTTAJIKHBASICh OT KOTOPBIX JIAIUM CJIeIyIONee OlIpeIe/IeHue.

Onpenenenune 3. Ilox kongudenyuarvrocmoto nadopManu OyIeM TOHIMATH TAKOe
cBoiicTBO MHGOpPMAINN, YyCTaHaBInBaeMoe deaepaabHbIM 3aKOHOM JTUO0 0013 aTe/ieM WH-
dopmanuu, Korjga MoxkeT ObITH HPUYMHEH yIepd rpakjaHaM, OpraHu3alusM, OOIIeCTBY,
rocyIapcTBy J0O0 0bJIaaTe/I0 HHMOPMAIIUK IIPU ¢BOOOIHOM 000pOTe TaKOBO# mH(pOpMa-
nuu (CBOGOJHOM JOCTYTIE K Hell B COOTBETCTBEHHO OCBEJIOMJIEHHOCTH B Heil HeompeenéH-
HOTO KpyTa JINIL), IPU YCJOBHH TOPO, 9TO HHGOPMAIUSA U3BECTHA TOJIBKO YIOJTHOMOYCHHBIM
aunaM u obagareseM wHGOPMAINA TPHHIMAIOTCA U PEATN3YIOTCS MEPHI 10 OTPAHUIEHITIO
JIOCTYTa K 9TOi HHMOPMAINT HEYIIOTHOMOYEHHBIX JIAII.

Taxum oOpa3zoM, KOHPHUIACHINATBHOCTD ABJISETCS CBOWCTBOM ONpee e HHoi nndopma-
nun. MHadve ropopsi, He Bce 00bEKTHI JOCTYIIA CO/ePrKAT KOH(PUACHINAIHHY O NH(OOPMAIIIIO
win He Besg mHMOpMAIUg 00beKTa AB/IsgeTca KOH(MUIeHINAIbHOI.

KondunaeHnuaabHOCTh KaK CBONCTBO HH(MPOPMAIIMH SIBJISETCI KAUeCTBEHHBIM IMOHSITHEM
U B JUCKPEIMOHHOM MOIe/ N YIIPABIEHUs JOCTYIIOM PACCMATPUBALTCS KAaK JUXOTOMUYECKAST
xapakrepuctuka (nadopmanus «KoHbHIeHIHATBHA/ HeKOH(DUACHIMATBHAY ), B MaHIATHO
MOJIEJIN — KaK XapaKTePHCTHKA B MOPsIKOBO-BepOaIbHOIT MKaie (KakK IMPABUIIO, B TPEX Tpa-
JAIUSIX — «BBICOKAs KOHMDUIEHIUATBHOCTDY, «CDEIHAsI», <HH3Kasi» ). B MPaKTHYeCKUX MpH-
JIO?KEHHSIX MOTYT MCIIOJIB30BATHCS PACIHIAPEHHBIE CHCTEMBI KJacCH(PUKAIUN KOHMUICHITH-
AJIHLHOCTH UHAMOPMAINK ¢ OOJTBIIAM KOJHIECTBOM I'paJaliii ¢ KBATUMETPUIECKUMHI XapaK-
TepUCTHKAMU Kazkaoro yposHs |9, Ipuioxkenne Al.

N3 onpenenenns 3 ciemayer, 4T0 KOHPUAEHITHATIHHOCTD HH(POPMAITUN MOYKET H3MEHSIThCS
C T€YEHNEM BPEMEHH.

ITonoxenme 3. CyiecTByeT BeleCTBeHHO3HAYHAST (DYHKIMS feon(On, tg), KOTOpast
KayKJIOMY O0BEeKTY KOMIBIOTEPHOH cucTeMbl 0, € O B KayKJbIii MOMEHT BPeMeHWU tj CTaBUT
B COOTBETCTBHE HEKOTOPYIO Besmdnny (3Hadenne) KoHduaeHuaabnoctu K = feont(0n, tr).

Oynknuio KOHGUACHIUATBHOCTH feont(Op, tn) B CHCTEMAX JAMCKPEIHOHHOTO W MaHIAT-
HOTO YIPABJIEHUS TOCTYIIOM MOYKHO PACCMaTPUBATH KaK KYCOUHO-TIOCTOSHHYIO (DYHKIIHIO,
3HAYEHUsI KOTOPOH B HHTepecax HOPMUPOBAHUsI yCTaHABINBAOTCA B quanaszone [0, 1] (puc. 1
u 2). B obuiem cayuae Bug u napaMerpbl bYHKIHA feon(On, trx) OMPEIEISIOTCST 0COOEHHO-
CTSIMU TIpeIMETHOI obsacTu 1 obnagareiem nabopMaIyn (COGCTBEHHIKOM KOMITbIOTEPHOI
CHCTEMBI ).
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fc onf [”a t.’f}“

HonduasHuManoHo, T.0.
NOAAEAT OrpaHAY e HAK
[paarpaHmMue HMIO) AOCTYNA

1

B auol-TO MOoMEHT
ppemedu {, mudopmauma
nepectaeT BuiTh
HOHGHUOSHUMANBHOR

He koHduasHUMANsHO, T.8. He
NOLAEHMKAT OPaHMHE HHIO ]’,'“ ¥ ]“,‘;‘,
(paarpaHMue HMIO) AOCTYNA 0 I I I I I I | -

Puc. 1. Ilpumep dbysKINE KOHDUICHTHATHEHOCTH 00BEKTOB feont(0, L) TPU THCKPEITHOHHOM YIIPAB-
JIEHUW JOCTYIIOM

Fod

fn:n:nn_f [”; t.’f}.ﬂ

Beicoknii ypoeeHs |
[konduaeHuMansHOCTH]

CHMMeEnWe ypoBHA
. HOHPHACHUMANBHOCTH
=7 HHGOpMaLMK

CpeaHui _

Huarmi

t

He konduaeHumanoHo ()

Puc. 2. Tlpumep dyHKmn KOHOUACHTNATBHOCTH OOBEKTOB feonf(0, L) NPU MAHIATHOM yIIDAB/IE-
HUU JIOCTYIIOM

2. IloTennuajgbHag 0oCBeIOMJIEHHOCTDL IMOJIb30BaTejeii
B KOH(UIAEHIUAIbHON mHPOpMAINN B CHCTEMAX
AUCKPEIMOHHOTO YIIPABJEHUS JOCTYIIOM

B auckpenmonnoit mogenn ynpasienus gocrynom (DAC) mpasa nosnb3oBartesteii Ha 110~
CTYyI K OOBEKTaM YCTAHABJIWBAIOTCHA SBHO B BHUJE TPOEK <IOJH30BATE/b — PA3PEIIEHHAS
oleparysa JI0CTYIIa — 00beKT» U (PUKCUPYIOTCI B Te€X HJIM MHBIX HH(MOPMAIMOHHBIX CTPYK-
typax (ACL, Access Control List — crucku ynpapienust JocTymnoM K daifiaM B omeparu-
OHHBIX CHCTEMAaX; CHCTeMHBIe TabJuIbl Ipas goctyna 6a3 nanubix B CYB/I).

Maremaruaeckum 006pa30M COOTBETCTBYIONIUX CTPYKTYDP, B YACTHOCTH COBOKYIHOCTH
ACL ¢aitioB B omepamuoHHbIX CUCTEMAX SBJISIETCS MATPUIA A0CTyma A, CTPOKH KOTOPOii
COOTBETCTBYIOT MOJIb30BaTes aM u; € U, cTosbIBl — 00beKkTaM gocTyna o, € O, B sueiikax
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3aMMUCHIBAIOTCS UACHTH(MUKATOPHI PA3PENIEHHBIX MPOIEAYP JOCTYIIa, HalpUMep:

01 09 N ON
u; [ Read — o -
AL W — Read, Write ... Read ‘ (1)
ur, \ Write — ... Read, Write

Kawx it ACL paccmarpuBaercss Kak CTOJIOEI] MATPHUIBL JOCTYHA, U3 KOTOPOTO Y/IAeHBI
BCe mycThie gueiiku. [lockoyibKy B mporecce anaan3a OCBEIOMIEHHOCTH Mbl OIPAHUYUINCD
TOJIBKO JocTynamu « Urenue» (Read), To s/ieMeHTbI MATPHIIBL JOCTYIIA dy, OYIEM MPEICTAB-
JSATH IBOMYHBIMH IUCTAMMA:

1, ecmm Read € (A),;
0, eciu Read ¢ (A),.

A =

B rakoii KomupoBke MaTpuiia A0cTyna (1) BRINIAIUT CJIeIYIONUM 00pa3oM:

1 0 0
A:Ol 1
0 0 1

Kak B TeopeTwdecKnx MOIEISX YHOPABICHHS TOCTYIIOM, TaK M IPH UX NPAKTHICCKON
peajin3aluu B KOMIIBIOTEPHBIX CUCTEeMaX IIpaBa JOCTYIIa 0JIb30BaTENEe K O6'beKTaM MOT'yT
N3MEHATHCH. OTCIOZL& C yqéTOM ITOJIOZKEHU A 2 MaTpulla JOCTYIIa ABJAETCA TUHAMUYICCKHUM
OOBEKTOM, T.e. €€ CTPYKTypa (pa3Mepbl) U 3HAYEHHsI HJEMEHTOB MOIYT ObITh Pa3IHIHbBI-
MU B pa3Hble MOMEHTHI BpeMeHH. JlaHHOe 00CTOSITeIbCTBO OymeM 0TOOpaKaTh BPEMEHHOI
3aBHCAMOCTBIO MATPUIIBl JOCTYTA U €€ 3meMeHTOB — A (1), ay, (tr).

Cretaem cjieayoriee O9eBHIHOE MIPEIITOI0KEHHE.

ITonoxxenmne 4. [Tomenyuarvhasn oceedomaénnocmo (Potential Awareness) noiap3oBa-
Tesid B KOHMpUAEHIUATbHON nHMOpMaun TeM 00JIbile, 4eM 0O0JIbIIe Yy Hero mnpas JOCTYIIa
K 00beKTaM KOMIIbIOTePHO cucTteMbl U ueM 00JbIine KOH(MHIeHITHAIbHON nHMOpMaLKT HMe-
eTCs B COOTBETCTBYIOIMUX OOBHEKTaX.

O4eBUaHO, CHUTYalMiO, B KOTOPOH IIOJIB30BATEIb HMEeT IIpaBa JIOCTYIa Ha YTEHHEe
KO BCEM O6”beKTaM KOMHbIOTepHOfI CUCTE€MBbI, MO2KHO OXapaKTepH30BaTb KaK MaKCHUMaJlb-
ayto (100 %) moreHImATBHYIO OCBETOMIEHHOCTD.

Torya, OCHOBBIBASICH Ha MOJIOKEHUH 4, TOTEHIUATBHY IO OCBETOMIEHHOCTD Apac pot (U, k)
OJIB30BATEIS 1 B KOHMDUICHINATEHON HHMDOPMALNH KOMIBIOTEPHON CHCTEMbI B MOMEHT
BpeMeHu tk Ipu JUCKPEHNUOHHOM YIPaBJICHUU JOCTYIIOM MOZKHO OIlIpeAe/iAThb KaK

1 Nu
Abac_pot (U, tr) = m > ain(tr)V (0n, tr),
) n=1

riae V (O, t) — 00béM KoHMUICHITHATBHONR HHMDOPMAIINH, COJepKAIIEics BO BCeX 00beKTax
KOMITBIOTEPHON CHCTEMBI B MOMEHT BpPEMEHH {:

Nty

V(O,t) = ;V(Omtk); (2)
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Ny, — xoamiecTBO 00BEKTOB ¢ KOHMDUIEHIHAAbHON nHMOpManueil B MOMEHT BpeMeHH 1.
Hepr,ZLHO BUAETHb, YTO €CJIN I10JIb30BaTeJ/Ib UMeeT IIPpaBO JOCTYIIa Ha YTeHHE BCEX O6T)€KTOB
KOMIIBIOTEPHOIi CHCTeMBI, TO ero NOTEHIHAIbHAS 0CBeAOMIEHHOCTh Apac pot(w, tr) = 1,
T. e. 100 %. Ilpu noaHoM OTCYyTCTBUM HpaB HA JOCTYH K 00BLEKTaM KOMIBIOTEPHON CHCTEMBI
(BCe 97IeMEHTHI COOTBETCTBYIONIEH CTPOKH MATPHILL 10CTyNA a1 = 0) Apac pot (U, tr) = 0.

3. IloreHnumajbHas OCBEIOMJIEHHOCTH TTOJIb30BaTejielli B KOH(PUIEHIINATIbHOM
nHOpMaANA B CUCTEMAX MAaHJATHOIO YIIPABJEHUH JTOCTYIIOM

B mammarHoit Mogesn ynpasierus goctymom (MAC), Kak yze 0TMeYaIoCch, IpaBa Jio-
CTyIa HOJb30BaTeneil K 0ObeKTaM OIPEIeIsIIOTC 10 COOTHONIEHUI0 METOK 0e30macHOCTH
cyOBeKTOB 1 00BeKTOB jtocTyna. Merku 6esonacuoctu confy, i = 1,2, ... I (I —KoauIeCcTBO
ypoBHeil KOHMUJACHINATBHOCTH ), ABASIOTCS SJTeMEHTaAMHU MOPSIAKOBOI MIKAIbl a0CTPAKTHBIX
ypoBHeil 6e3onacHocTu. B Kaccuyeckoit Mojie/ i MaHIaTHOTO YIpaBJAeHUs JOCTYIIOM MHO-
JKeCTBO yPOBHeli 6€30IIaCHOCTH pacCMATPUBAETC KaK JUHEITHO YIIOPSII09eHHOe MHOZKECTBO
(muneiinas pemérka). Merku (yposuu) 6e3onacuoctu conf(u), XapaKTepusyOIye moab30-
Bateseit u € U M COOTBETCTBEHHO UX CYOBEKTOB s € S, HMEHYIOTCI YPOSHAMU Q08EPUA.
Merku (yposum) 6Gezomacuoctu conf(o), xapakrepusyonue o0beKTh gocTyia o € O, uMe-
HYIOTCS YPOSHAMU KOHPUIECHUUANDHOCTA.

[TpaBa gocryna na urenne onpejessitorcs npasmiom NRU (No Read Up, «Her urenus
BBEDX» ), T. €. TOJb30BATEIb U, HMEET MPABO YTEHUsT OObEKTA 0, €CIH ero MeTKa Ge30rmac-
HOCTH (YPOBEHb JIOBEPHUsl) PABHA WJIM BBIIIE METKU 0GE30MacHOCTH 0bbekTa (rpuda KoHbu-
JCHIHATBHOCTH ):

conf(u;) > conf(o,).

JlaHHBIH TOPSIIOK ONpEIe/IeHHS IPAaB JOCTYIIa OCHOBaH HA MJIEOTOTHH IPAIyHPOBAHHOTO JI0-
BepHsI TOJIb30BATEISIM U COBEPIIIEHHO He YINTHIBAET peaJibHble MOTPEOHOCTH IMOIb30BaTe el
B JIOCTyIe K 0ObeKTaM, UCXO01d U3 UX (PYHKIMOHAJIBHBIX obs3anHocTel. ClieicTBIEM 9TOro
SIBJISIETCST B OOJIBIMITHCTBE CJAyYaeB M30BITOYHOCTH IpaB JAOCTYIIA, T.€. HEOOYCIOBJIEHHOCTH
UMEIOIUXCS MPaB JIOCTYIA K 00beKTaM C COOTBETCTBYIONUME rpudaMu KOHMUIEHITUATb-
HOCTHU CbaKTI/ILIeCKI/IMI/I HOTpe6HOCTHMI/I KOHKPETHBIX 0JIb30BaTeJIen.

Jns ycrpanenus u30BITOYHOCTH IIPaB JOCTYHA, ycTaHaBauBaeMblX mpasuiaom NRU,
B MaHJIATHON MOJIEJIH YIIPABJIEHHs TOCTYIIOM IOIOJHUTEIHHO BBOIAT JTUCKPEIHOHHYI0 MaT-
puity moctyna A(ty). 3HAUEHUST MATPUIB TOCTYTA Ay, (t)) OMPENESTIOTCsI, BO-TIEPBBIX, Mpa-
BusioM NRU, 410 gBgeTcsd HEOOXOAUMBIM YCJIOBHEM:

Vi, n (aln(tk) # & = conf(u;) > conf(on)),

a BO-BTOPBIX, KaK U B JIMCKPEIMOHHON Moe/u, (PaKTUICCKUMU IOTPEOHOCTAME M0JIb30Ba-
Teas U; B JIOCTYIIe K OOLEKTY 0,. B pesyibraTe HpH MaHIATHOM YIIPABJICHUU JOCTYIIOM
dbaxkTuyeckne mpasa mocryna mosb3osareneil v € U K oobekram 0 € O <IPOIHCAHBI»
B siuefikax Toli ke MaTpuinl gocryma A (ty).

[Tpu 3TOM KOH(DUACHIHATBLHOCTh OOBEKTOB ABIACTCA HE JBOMIHON BeJMUUHON (KOH-
dbueHmanbHO /HeKOHDUIEHIMATBHO, feont(0n, tx) € {0,1}), a mopsiakoBoii (mopsiakoBo-
BepOATBLHON — feont(0n, tr) € [0, 1].

Vcxons m3 9TOrO, MOTEHIMATBHYIO OCBEIOMIEHHOCTh Anac pot (U, tk) TOTB30BaTE N E!H
IPH MAHJATHOM YIPABICHUH JOCTYIOM MOYKHO OIPeJeIATh Ha OCHOBE CJCIYIONEro COOT-

HOIIICHUA:
1 W

Z aln(tk>v<0n7 tk)fconf(onu tk)y

AMAC_Pot<ul>tk) = m
y k) n=1
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rae
N,

V(O7 tk) - Z V(Om tk)fconf(am tk)- (3)

n=1

OrmernM, 910 byHKINS KOHGUIECHINATBHOCTH B BhIpaXKeHUH (3) OTpaskaeT He JIOJI0 KOH-
dugenuaIbHON HHAOPMAIIME B COOTBETCTBYIOIIEM OObEKTE, & MMEHHO YPOBEHb KOH(HU-
JIEHIINAJIBHOCTH.

Taxum 0Opa30M, TPy MaHAATHOM YIIPABJIEHUU JOCTYIIOM YPOBEHb HOTEHIINAIbHONR OCBe-
JOMJIEBHHOCTH TI0JIb30BaTe el B KOH(DUAeHIHAIbHOW HH(OPMAIUN BhIIIe HE TOJBKO TOI/IA,
Koraa 0oJbIe 00bEM HOCTYITHON IMOIb30BATEII0 KOH(MUIACHIHATIbHOW HHMOPMAIUN, HO |
KOI'/Ia BBIIIE YPOBEHb €€ KOHMUIeHIIHAJIbHOCTH. IHade roBopsi, MOJIH30BATE/b, KOTOPBIil
HOTEHIINAIBHO MOXKET BJIAIeTh OOJIbIINM 00bEMOM KOHMDUIEHIINAIBHON HHMOPMAaIINT HEBbI-
COKOTO YPOBHS, MOYKET OKA3aThCsl MEHEEe OCBEIOMIIGHHBIM (B CEKPETax ), UeM MOJIb30BATe b,
KOTOPBIH MOKEeT MOTEHINAIbHO BJIAIETh MyCTh I MEHBIITUM 00BEMOM, HO CYIIECTBEHHO 0O-
Jiee KOH(UIEHTINAIBHOI nHMOpMAIreit.

B pamMkax aHanam3a oCBeJOMIEHHOCTH MOJIb30BaTe/ell B KOHMUAEHIIHATILHON nHPOpMA-
uu paceMoTpuM Bemauny AAnac pot (U s Uiy, Tr):

AAvac pot (U, s Uiy, tr) = |Amac ot (Ui s te) — Amac pot (Ui, tr)|- (4)

Jlemma 1. Besnwuuuna (4) HeoTpHUIIATEbHA, YIOBJIETBOPSIET CBOUCTBAM CHMMETPHYHO-
CTH U HEPABEHCTBA TPEYTOJbHUKA, ABISIETCS JaCTHBIM CJIYyYaeM PACCTOSHUS XEeMMUHTA.

Hoxaszameavemeo. Heorpunarenbuocts (AAymac pot (Ui, Ui, tr) = 0), cumveTpud-
HOCTB (AAMAC Pot (U, Uiys te) = AAMAC Pot(Uty, Ury, T)) U BHIIOIHEHHE HEPABEHCTBA Tpe-
YTOJLHAKA,

AAvac pot (Ui s Uiy, th) < AAMAC Pot (Ui, Uiy, tr) + AAvac pot (Ui, Uiy, tr)

OYEBHIJIHBI TI0 CBOficTBaM omeparuu |a — b|. [TogcTasisisg B cooTHomenne (4) BhIpasKeHUs 75t
Besmaut Anac pot (U, tr)s AMAC Pot(Ut,, tk) U IPOU3BOS HECJIOKHBIE PEOOPA30OBAHUS,
HOJIy9aeM

1 W
AAviac_pot (Ui, Uiy, tr) = V(0.4) > V(0n, tr) feont(Ons tr) |1y n (tr) — @upn(tr)]-
sy k) n=1

Herpyano Buyierb, uro cymma B 310it popmysie gBJISIETCS U3BECTHBIM PACCTOSHUEM XeM-
muHTa [10] MeKIy JBOMYHBIME BEKTODAMHU IPaB AOCTYTIA MOJab30BaTeseil u;, u u,, o0pa-
3yEMBIMH COOTBETCTBYIOIIMMH CTPOKAMH MATpHUILI jocTyna A (fx), KOOPIAUHATH KOTOPHIX
«B3BEIIIEHbI» [TPOU3BEIEHUAME TApAMeTPOB V (0, tr) U feont(On, tx) 0OOBEKTOB J0CTYNA. W

OTMeTnM, 4T0 AHAJOTHIHBIMA CBOHCTBAME MeTPHKH o01anaer Bemana Apac pot (U, L)
Ocobennocru mMerpuxu Anac pot (U, tr) WIIOCTPUPYIOTCS CAELYIONIMM IPUMEPOM.

IIpumep 1. Ha pwuc. 3 mpusenensl pacaérol Anac pot (Ui, tx) s TMIECTH OOBEKTOB
J0CTYIA ¢ PA3IHYHLIME IapaMeTpaMu 06béMa U KoHpuieHIHaIbHoCTH HHGOPMAIIE |
I/IHCI)OpMaTI/IBHOCTI/I O6'beKTOB n AeBdTH 110JIb30BaTeJIel ¢ pa3/iM9YHbIMU YPOBHAMMU JJOBE-
pusg B CHUCTeMe € MaHJIATHBIM yIIpaBjeHHeM JA0cTynoM. /[ljast mepeBoja mOpsiIKOBO-Bep-
DAJBHBIX XaPAKTEPUCTAK KOH(PUICHINAILHOCTH B YHCIOBBIC HMCIOIL30BAHA, CJICLYIOMAd
IBPUCTUKA: <«BBICOKAS CTEeHb KOHMDUIEHIUATBHOCTHY — feonf(On, ) = 1, «cpeasisay —
feont(0n, tr) = 0,809, «nuskasg» — feont(On, tx) = 0,5.
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Cnoe (Q) — 3000 300 1000 200 2000 3000
MHbopmaTtusHoCcTh (B) — 0,5 0,9 0,7 0,9 0,7 0,4
HKoHduaeHumanbHocTe — CpepnHaa CpepHAas Bbicokas Huskaa  Huskaa  Hwuskas
Avac pot (U ti)

100%
20%
80%
41%
39%
37%
20%
17%

3%

YpogeHb gosepus 4 0,

=]
w

[e]
-

=]
0]

Bbicokui U ;
Bbicokmi U 5
CpegHuih U4
CpegHuii U 4
Huskuit  u 5 A(tk) =
Huskmin U g
Husknin  u 5

Husknin  u g

o ooookrror’
O O 0O O 0O O O ~ K
P OO O R O R O R
O O R, P B O R O R

Husknin  ug

goooon-h»-ho}
(»—lo»—-n—-ouojf

Puc. 3. llpumep moTeHnmabHON OCBEIOMJIEHHOCTH TOJB30BATEICH MPHU MAHIATHOM yIIPAB/JICHUH
JOCTYTIOM

Kak Bugno w3 puc. 3, npu HaJUYUU [pPaB JIOCTYIAa KO BCEM OOBEKTaM, COJEPKaIlAM
KOHMDUIEHITMATBHY 0 HHMDOPMAIHIO, TTOJb30BaTE b (Ha PUC. 3 MOJb30BATENb 1) XapaKTe-
PH3yeTcsd HAUBLICHICH CTENEHBIO MOTeHIMAIBHOM ocsegomaénnoctu 100 %. 3amernm, 4aTo
o mpaBmiIaM MasgaTHoro goctyna jiist 100 %-it moTeHIuaIbHONR 0CBeIOMIEHHOCTH TI0JTh-
30BaTe/Ib JOJIZKEeH HMETh HAUBBICIITHI yPOBEHb J0BepHst (Ha pHC. 3 — «BbICOKHI» ). [Ipu sT0M
ecau ¢ yuéToM (pYHKIIMOHAILHBIX 00A3aHHOCTEH MU JIPDYTUX COODPazKeHUil MOIb30BaATE/ b
C HAUBBICIIUM YPOBHEM JIOBEPHS UMEET 10 MATPHIIE JIOCTYIIA IPaBa JIOCTYIIA TOJBKO K HEKO-
TOPBIM O0'bEKTaM, CKazKeM, TOJIHKO K 00bEKTaM CO CTEIeHbIO KOH(PUIEHIIHAJIBHOCTH «BBICO-
Kas», TO MOTEHIINAJIbHAS OCBEIOMIEHHOCTH TAKOTO MOJIb30BATE/IST MOYKET XapaKTepH30BaATh-
€SI HEBBICOKOW BEJIMYMHON M3-3a HEBBICOKOI0 00béMa mHMOpMAIn Win HHOOPMATHBHOCTH
COOTBETCTBYIOMNX 00beKTOB. HampumMep, MOJIb30BaATENb Uy TAK:Ke ¢ HAMBBICIITUM YPOBHEM
JIOBepHs, 00J1a/1asd 110 MaTPHILE JOCTYIIA IIPABOM JOCTYIA TOJbBKO K 00LEKTY ¢ CAaMBIM BBICO-
KHM YPOBHEM KOH(DUIEHIHATBHOCTH (03), XapakTepusyercs Beero jauirb 20 %-it BeTuauHoM
HOTEHIINAILHONR OCBEIOMIEHHOCTH BBUIY HE3HAYUTEILHOrO 00béMa nHMpOpMAIUNT COOTBET-
crByfomero oobekra. Ciemayer, OJHAKO, 3aMETHTb, YTO JAHHBII YPOBEHb MOTEHIIMAJIBHOI
ocegoMaénnoctu B 20 % aBasgeTcda mOCTATOYHO CYIMECTBEHHLIM OTHOCHTEILHO BEJIHMYHHDI
MOTEHIINAIBHONW OCBEIOMIEHHOCTH MOJIb30BaTe /e, 00/IaIal0InX TpaBaMi JOCTYIa K JIPY-
ruM 06beKTaM € CYIIECTBEHHO OOJIBIIUMU OO bEéMaMu HH(OPMAIUU, HO ¢ MEHBIIUMHU YPOB-
HIMH KOHMDUIEHITNAIHLHOCTH U WH(POPMATHBHOCTH.

YyBCTBUTEJLHOCTD METPUKH HMOTEHIHMAJIBHON OCBEJIOMJIEHHOCTH K OObEMY U ypOB-
HIO KOH(MDUIEHIIHAJIBLHOCTH OOBEKTOB JOCTYIIa TaKyKe HLTIOCTPHPYETCS MOKA3ATEIsIMH
Aniac_ pot (U, t) Ui IosIB30BaTE I C OJMHAKOBBIM YPOBHEM JIOBEPHSi, HO C PA3IMYHLIMU
bakTHIECKUMHE TIpaBAME JOCTYIA K 00beKTaM (110 MATpPHUIle JOCTYIA ) — MOJb30BATENH U3
u U4, IO0JB30BaTEIN Uy, Ug, U7, U, Ug.

Anasms nosesienns MeTpuKH Anac pot (U, L) TTO TPUBEIEHHBIM Ha PHC. 3 pacuéTaM H03-
BOJISIET CJI€JIaTh BBIBOJ O €€ COOTBETCTBHH MHTYUTHBHBIM HPEICTABICHHSIM O MOTEHIHATh-
HOW OCBEJOMJIEHHOCTH TIOJIH30BaTEAeH 1, CJAEIOBATEIBHO, O BO3MOYKHOCTH €€ TMpPUMEHEHUS
B IIPUKJIQIHBIX CHCTEMAaX.
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4. IloTeHnuaabHasg OCBEIOMJIEHHOCTDH II0JIb30BaTejieli B KOH(UIECHITHATIbHON
nHOpPMaANNU B CUCTEMAX TEMATUKO-NEPAPXWYIECKOTO YIPaBJJAeHU JOCTYIOM

Temaruko-uepapxuveckoe ynpasierne pocrynom [3, 11, 12] ocymecrpisercst Ha 0CHO-
BE CpaBHEHUd TEeMaTHUYCCKHUX METOK (I/IH,ZLGKCOB) O6’beKTOB JOCTyIla U TEMAaTHUYICCKHUX Me-
TOK (mostHOMOUHi) cyGbeKTOB jocTya (mosb3oBaresieii). B KauecTBe TeMaTHIeCKUX Me-
TOK O0BEKTOB U CyObEKTOB JIOCTYIIA HCIOJIB3YIOTCS TEMATHICCKUE MYJIbTUDPYOPUKH 7;(7”) =
= {TisTiys -+, Ti, }» KOTOPBIE HPEICTABIAIOT CO0ON HAGOPHI PYOPHK HEPAPXUICCKOTO Te-
mMaTudeckoro kiaaccudbukaropa Try = {r, 7,7, ..., Tk} (HepapXUIECKOro TEMATHIECKOTO
pyOpHKATOpA), IPEJACTABISIONIEro cob0i MHOKECTBO pyOpuK-TeMaTuk 7;, € Ty, Ha KOTO-
POM 3aJ]aHO OTHOIIEHNE YaCTHIHOTO MOPSA/IKA, BhIpazKaemoe rpadhoM BUIA «KOPHEBOE /epe-
BO» (r — KopeHb jepesa) [13]. CamMbIM H3BECTHBIM MPUMEPOM TAKOIO MEPAPXUIECKOTO Te-
MATHYECKOTO pyOpUKATOpA SIBJISIETCsl YHUBEPCaJbHAs ecaTnanast Kiaaccudukamus (VIK),
IpUMeHsieMasi B OuOJIMoTeIHOi cdepe 115 cucTeMaTH3aIui TPOU3BeIeHNH HAYKH, JTUTEPa-
TYPbl 1 UCKYCCTBA, [IEPUOJINYECKON 11ledaTn, pa3J/IMuHbIX BAJI0B JOKYMEHTOB U OPraHu3alluu
kaprorek. MyabrupyOpuku ﬁ(m) = {7y, Tins - -, Ti, } BKJIIOYAIOT HAOOPHI JIEMEHTOB T; ,
KOTOPhIE HE HAaXOIATCA MEXKJIy cO0O0W B MOTIYMHEHHOCTH 10 MEPAPXUYECKOMY pPyOpmKaTo-
Py, U HUKAKWe COBOKYMHOCTH (IIOJMHOYKECTBA) JEMEHTOB MYJbTUPYOPUKH HE COJIEpPIKAT
MOJIHBIE COBOKYITHOCTH 9JIEMEHTOB-CHIHOBEH KAKUX-JIH00 3JEMEHTOB-OTIIOB HEPAPXUIECKOTO
pybpukaropa.

ITpumep 2. Ha puc. 4 npuBejéH npuMep KOPHEBOIO JePeBa HEPAPXUIECKOIO TEMATH-
9eCcKOro pyopuKaropa u HaOOPHI €ro pyOpHK, COCTABIMIONIAX MYJIbLTHPYOPUKH. 3aMETHM,
YTO TOJIYCTEIeHb MCX0/Ia HEJMCTOBLIX BepIIUH TI'pada He MOXKET ObITh MEHbIEe JIBYX, IO-
CKOJIBKY JeJIUTh PYOPUKY-TeMATHKY Ha IHOAPYOpPHUKH-IOATEMATHKHA HMEET CMBICJ TOJIBKO
TOI/Ia, KOTIa YHCI0 MOAPYOPHK HE MEeHBIIE IBYX.

KopeHb (Bca Tematuka) r

Puc. 4. Tlpumep mepapxuaeckoro TeMaTHIecKoro pybpukaropa m MyabTUPyOpWK Ha HEM, sIBJIS-
FOIIUXC TEMATHIECKUMHI METKAMHU OOBEKTOB JOCTYIA U TEMATHIECKUMHU MOJTHOMOUUSIMU
cybbekToB jocrymna (noas3oBaresei)

MuozxkecTBO MyJIbTUPYOPUK 7;(7”) € T gpusercss PemtéTOMHO-YIOPSI0YeHHBIM 13, 11,
13] oTHOCHTENBHO CHENMUAIBLHOl Olepalui JOMHHIPOBAHHS MYJIbTHPYOPHK (TeMaTHKa OJi-
HOU MyJBTUPYODPUKHU IIWPe TeMATHKH JPYTOl, T.e. ¢ YIETOM MOTIMHEHHOCTH MOJTHOCTHIO
OXBATBIBaeT TEMATHUKY JPYTOil MyJIbTUPYOPHUKH, WM MYJIbTHPYOPUKN HECDABHUMBI 1O OT-
HOIIEHUIO «IUPe — yKe», B TOM UYHCJe KOTJAa UX PYOPUKU-TEMATUKU YACTUIHO TIepeceKa-



96 H. A. laiigamakun

forcst). Ecau Myasrupy6puka 7;(7”) = {Ti,, Tiys -+, Ti; } JOMHHUDYET HaJ MYJIbTHPYOPUKOIL
7;(’”) ={1,,7j,...,Tj,}, 10 Aug m060it pybpuku 7, € ’7;(m) Haitiérca pyopuka 7;, € ﬁ(m),
KOTOpas COBHAJAET C HEell WM SBJSETCS CTapIieil o KOPHEBOMY JIepeBy HepapXuIecKoro
pybpukaropa:

7;(m) > Tj(m) - Vij c 7;(m)37_in c T(m) (Tin > ij)v

(2

rJe =, — 3HaK TeMaTHIeCKOro JJOMUHUPOBAHUS MYJIBTUPYOPUK (TeMaTHKa IIUpe, T. €. TOJI-
HOCTBIO OXBATHIBACT TEMATHUKY JIPYTOii MyJbTUPYOPUKH); > — 3HAK MO{IMHEHHOCTH UJIH 9K-
BHBAJIEHTHOCTH (COBIaJeHNsI) PyOPHK [0 KOPHEBOMY JI€PeBY HePapXuIecKoro pybpuKaTo-
pa. Takum 0b6pa3om, OTHOIIIEHHE JIOMIHIPOBAHUS MYJILTUPYOPHUK KaK MOJIMHOXKECTB PyOpHK
He SBJIETCS OTHOIIEHHEM TEeOPETUKO-MHOKECTBEHHOIO BK/I0UYeHus C.

Ha puc. 4 mynbTupyOpuku Tl(m) = {m, T2} ® T;m) = {73, 77, T12} JOMHHUDYIOT HaJ
MYJITHPYOPUKOI 75(7”) = {70, T18, T19} 7'1(m) > E(m), T;m) > 7§(m), HO MEXKIY COoDOii
HECPABHUMBI, HECMOTPs Ha CYIIECTBEHHOE IIepeceuyeHre TeMATHK: 7—1(m) ><; 7’2(m), rJe 3HaK
><,, O3HAYaeT HECPABHUMOCTH MYJIbTHPYOPHK.

Kak u B MaHIATHBIX CHCTEMAX, MMOJIb30BATEb UMEET IIPABO YTeHNS 00HEKTa 110 MPABU-
iy, anagormanomy npasuay NRU, T.e. xorga mysabrupyOpuka nosb3oBaress (Habop pas-
PEIIEHHBIX eMy PYyOpPHUK) JOMUHUPYET HAJ MYJbTUPYOPUKON 06beKTa JOCTyIA.

AcnekT BO3MOKHOIO M3MEHEHHs COCTOSTHUSA CUCTEMBI TEMATHKO-HEePAPXUIECKOTO YIIPaB-
JIEHUS JTOCTYIIOM OyaeM oToOpazKaTh BpeMeHHOH 3aBUCHMOCTBHIO MYJIBTHPYOPUK CYObEKTOB
u obbexTon pocryna: T ™ (uy, ty), T (0, ).

B pesynbrare, ncxons u3 nosoxkenns 4, MOTEHIINATHLHASA OCBEIOMIEHHOCTD MOTH30BATE-
JIsT U; B MOMEHT BPeMeHU ty B KOHMDUIeHITHAIHHOW WHMOPMAINN TPU TeMATUKO-HepapXutie-
CKOM YIPAaBJIeHUH JTOCTYIOM ATpa pot (Ui, ) ONpeessieTcst Ha OCHOBE COOTHOIIIEHHST

1 M
ATHAfPOt(“h tk) - m Z V<OTL7 tk) 5(T(m) (Ul, tk)a T(m) (07” tk))?
9 n=1

rae
1, ecan T (u,ty) =m T("L)(On,tk);
S(T™ (ug, ti), T (0n, t)) = {0, ecamn (T (g, ty) < T (04, 11)) V
V(T (w, te) 2<im T™ (00, ) -

Herpyano Bugers, aro Besmauna Arpa pot (U, ) 00Ja1aeT CBOHCTBAME METPHKH.

TeMaTHKO-HepAPXHIECKOe YIPAB/ICHIe 0CTYIOM MPEIOCTABISCT I0IOTHATEILHBIE BO3-
MOYKHOCTH 110 aHAU3y IOTEHIHATBHON OCBEIOMJIEHHOCTH MOJIb30BaTe/ el B KOH(DUICHIIN-
anbuoit mudopmanuu. IlockonbKy koudwumeHMabLHAS HHPOPMaAIUs 00BHEKTOB JIOCTYIIA
IPOUHJIEKCUPOBAaHA (pa3MedeHa) TeMaTHYECKUMHI MYyJTbTHPYOPUKAMHU, TO HOSBIAETCS BO3-
MOKHOCTH aHAJIN3a OCBEJIOMIEHHOCTH MOJIb30BaTeeil He TIPOCTO B IEI0M 10 KOH(DUIEHIIH-
anbHON MHGOpManuu, 06pabaThiBAeMONl B KOMIBIOTEPHOH CHCTEMe, HO M TIO OTJEIbHBIM eé
TeMaTUKaM, 9YTO MOYKET ObITh BasKHBIM B TE€X WJIH MHBIX aCHEKTaX WHMOPMAIMOHHON 6e3-
onacHoctu. B wactHocTH, 10 s060ii pocToil TemaTnke (0fHA pyOpUKa-TeMaTHKA T; sBJISI-
€TCSA YaCTHBIM CJIyJIaeM MyJIbTHDYOPUKI: ﬁ(m) = {7;}) win mo KomILTeKCY PyOpHUK-TeMaTHK
(TemaTHYyecKast MyJIbTUPYOPUKA ﬁ(m) = {Ti,, Tiys - - -, Ti; }) MOKHO ONpPEJEIATH BEJIUIUHY

. . m
HOTEHIUAJBHONR 0CBeJOMICHHOCTH AT pot(ul,'ﬁ( ),tk) [OJb30BaTe/sl U; B MOMEHT Bpe-
MeHU ty:
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Arna pot (i, T 1) =

= 0T tk)ZV(on,tk)é(T(m)(ul,tk),T(m)(on,tk))(5<T( Y(on, 1), T )

rae V(O, 7;(m), t;;) — 00béM Beeil KoHDUIeHINAIBLHOT HHOPMATINT, TEMATHKA KOTOPOI Xa-
paKTepU3yeTcsd B MOMEHT BPEMEHH 1), MyJbLTUPYOPHKOIl ﬁ(m) ={Ti\, Tigs - -+, Tiy }:

Ni,

VO T™ 1) = 32 Viow )8 (T (0, 1) T™).
n=1

5. IloreHunmajpHasi OCBEIOMJIEHHOCTD II0JIb30BaTejiell B KOH(PIISHIINAIbHOMI
nHOpMaIUM B CICTEMAX POJIEBOTO yIPAaBJIEHUS JOCTYIIOM

Poneoe ympasienue gocrynom |14, 15] ocHOBBIBaeTCS Ha MOHATHH POJU (TOYHEE — PO-
JeBoro cyobekTa jgocryna) p € R (R — MHOZKeCTBO poJieii), aHaJI0rOM KOTOPOI B HEKOMIIBIO-
TepHOil cdepe ABAAETCS MOHATHE <JI0JKHOCTH> B OPTaHU3aIMOHHO-IITATHON CTPYKType
npenpustuit (opranusanuit) [3]. [Tonb3oBarenn momy4aior mpasa A0CTyNa K 00bEKTaM He
HAPSAMYIO, a TIOCPEJICTBOM pa3periennst UM paboThl B OJTHON WM HECKOJIBKHX possax. Posu
HAJIEISIOTCs (DYHKITMOHATIBHO OOOCHOBAHHOM (/17151 COOTBETCTBYIOIIEH JOJIKHOCTH) COBOKYII-
HOCTBIO 11paB Jocryna K oobekram. OyHKIIMOHUPOBaHNE KOMIILIOTEPHO cUcTeMbl pa30uBa-
eTCs Ha CeaHChl, PaboOTy B KOTOPBIX MMOJIb30BATEIN HAYUHAIOT C aBTOPU3AIUN B OJHOMN MIn
HECKOJTBKUX M3 PA3PENIEHHBIX UM B CHCTEME POJIAX U OCYIHECTBIAIOT JOCTYIHI K 00heKTam
[0 TPaBaM COOTBETCTBYIOIIUX POJIEii.

PosneBoe ymnpapiieHne J0CTYIIOM B CHCTeMaX ¢ OOJBITUM KOJHYECTBOM IOJIb30BATEIEH
1 00BEKTOB JIOCTYIIA TMO3BOJISET CYIECTBEHHO COKPATHTH KOJTHYECTBO HA3HAYEHUI JOCTYIIA
JUISL HAJIeJIeHs TOAb30BaTe el HeoOX0MuMbIMU UM Jijist paboThl IpaBaMU U B HACTOSIIEe
BpEMs IMHPOKO MPAMEHSIETCH B KOPIOPATUBHBIX CETAX.

Basosas momesb posesoro yupasienus goctynom (RBAC, Role Based Access Control),
IIOMHMO MHOXKeCTB noJib3oBaresieit u € U, obbekToB joctyna o € O u poaeit p € R, BKIo-
qaeT oTobpaskeHne MHOXkKecTBa U Ha MHOXKeCTBO R, HamboJiee MPOCTHIM M €CTeCTBEHHBIM
cocoboM 3amannst KoToporo ssisercs asondnas (L x M)-marpuna W «Ilosb3zoBaresn —
Posny (L — xoamdecTBo nosb3oBareseii, M — KoandecTBoO poseii):

Pr P2 . PM
ur \ 1 o ... 0

HemyseBble 9,1 MeHTDL Wy, MaTpuibl W o3nadaior pasperienne paboThl [-T0 IIOJb30BATES
B M- pOJIN.

[IpaBa poJeBBIX CYOBEKTOB JOCTYIA YACTO HMEHYIOTCS NOAHOMOYUAMU, TOCKOIBKY
B PACIIUPEHUAX POJIEBOI MOJEIN U €€ NPAKTUIECKUX TPUJIOKEHHUIX BKJIOYAIOT 1paBa 3a-
mycka (MCTOJHEHHsI) ONPeNeNEéHHBIX (DYHKITMOHATHHO-TEXHOJOTHIECKIX POELyD. YTPO-
MEHHBIM IPOTOTHIIOM TAKUX IIPONEAYD ABJIAIOTCS JIeMEHTapHble BUJBL JOCTYIA K 00DbeK-
tam — «Urenne» (Read), «Bamucs» (Write), «Bommosmenue» (Exec).
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Hanenenwe poseil mosHOMOUYHSIME (B yIPONIEHHON TPAKTOBKE — IpaBAMI  JIOCTYTIA
K O0BbEeKTaM) MOMKET OCYIeCTBIISIThCS HAa OCHOBE OJHOTO U3 JBYX HMCXOIHBIX HMPHUHIIH-
OB yTIPABJIEHHsI JJOCTYIOM — JIMCKPEIMOHHOTO JIH MaHIATHOTO (MaHIATHO-POJIEBBIE MOJIe-
m) [2, 3|, mosTomy poJieBasi MOJIEb YIIPABICHHsI JOCTYIIOM SIBJISI€TCA HEKOH HAJCTPOMKOiL
Ha HUMU. [Ipm 9TOM, KaKk oTMedasoch B .3, W IPU MaHAATHOM HPHUHIHUIE (aKTHIeCKUe
(MTOrOBBIE) MpaBa KOHKPETHBIX CYOBEKTOB YCTAHABIMBAIOTCS MATPHIEH TOCTYIIA, TOJBKO
B JIAHHOM CJIydae JJjIs POJIEBBIX CYObeKTOB gaocryma B ¢gopme marpuipl Ag «Pomm — O6b-
eKThI».

BBuiy paccMorpenus J0CTYIOB TOJBKO BHjia «UTenues, MaTpuily Ar MOXKHO CIUTATDH
JIBOMIHOII, HEeHYJIeBble 3JeMeHTHl ap,, KOTOPOIl OTparKaroT pa3pellleHHe YTeHH: POJIeBBIM
CyOBEKTOM p,,, 0O0BHEKTA Oy,

01 02 ON
m [0 1 0
AR _ P2 1 0 0
PM 0 1 1

C y4éroM mepapXUIHOCTU OTHOIIEHUI B CHCTEMaX OPraHU3aIMOHHO-TITATHON CTPYK-
TYPBl NpeanpudaTuii B Hanbojiee pacupoCTPAHEHHBIX HA MPAKTUKE PACIIUPEHUTX 0a30BOit
POJIEBOIT MOJIE/IN HA MHOYKECTBE POJIEl YCTaHABIMBAIOTCS OTHOIIEHUST YaCTHIHOTO TIOPSIIKA,
oTobpazKkaeMble rpadoM THIIA «KOPHEBOE IEPeBO».

IMTpumep 3. Ha puc.b npuBenén npuMep nepapxmwdecKoil OpraHu3alun CHCTEMBI PO-
Jielt, CTPYKTypa KOTOPOit mpejcTaBiser rpad BUa «KOPHEBOE JIEPEBO», TMOJIYCTETIEHb NCXO0-
JIa, HEJTUCTOBBIX BEPIIUH B KOTOPOM MOZKET OBITH paBHa 1, T.e. crapiias poJib (JI0JIKHOCTS )
MOKET UMETh B HOIIMHEHUH BCETO OJHY POJib (JIOJKHOCT).

KopeHb gepesa (camana ctapluias ponb-4O/KHOCTE) P

Puc. 5. Ilpumep mepapxuteckoit cucteMbl poseit

[Tpasa gocryna K 00beKTaM H IPOLELypaM CTAPIINX POJeil BKIIOYAIOT IPABa J0CTYIIA
BCEX MOMIMHEHHBIX POJIeil. DTO MO3BOIsIET eIé DOJIbINe CHU3UTh KOJTHYECTBO HA3HAYEHH
JOCTYTIA, TMOCKOJBKY TIOJHOMOYHS CTAPIIUX POJEH MOTYT aBTOMATHYECKH CKJIABIBATHCS
TOJIBKO U3 HOJHOMOYHH MOTIMHEHHBIX («JIMCTOBOY TPUHIAI [3]) WK W3 TOTHOMOYHH TTOJI-
IUHEHHBIX poJieil ¢ MoGaBIeHHeM UX CTAPIIEM POJISIM JIOTIOJHATEIBHBIX (<«HOMEHKIATYD-
HBIX» ) HOJTHOMOYHI (He CTPOro «JIMCTOBOH» HEePAPXHYECKU OXBATHLIN mpuHIui |3)).

Taxum 06pa3oM, B cucTeMax ¢ nepapxudeckoil opranu3aliyeii CHCTeMbl POoJieii eC/In MOThb-
30BaTeNIb B KAKOM-JTH0O0 CEAHCEe aBTOPU30BAH B ONPEIEICHHOI POIH p, TO COBOKYTHOCTD €r0
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IpaB JOCTYyIa OXBAaTHIBAET MpaBa JOCTYIa BCeX pojeit p; < p, TOTUYMHEHHBIX MO Hepap-
XU POJIH p (3HAK < O3HAYAET MOJINHEHHOCTD 110 BETBH KOPHEBOro jaepesa). Oupenenenne
WTOTOBBIX MPaB JOCTYNa IMOJb30BaTeId B 9TOM CJHyYae MOXKHO OCYIIECTBJIATH HA OCHOBE
matpunpbl gocryna Agr «Posm— O6beKThl» U MaTpPHUIBI CBI3HOCTH (gocTHzkuMocTH) H (s)
KOPHEBOTO JAepeBa HEPAPXUYECKON CACTEMBI POJIEH:

H® =H+ H>+ H>+ ...+ H?,

rae H — mMaTpuia CMeKHOCTH KOPHEBOTO JIepeBa MePapXUIeCcKOil CHCTeMBbl poseil; d — Bbl-
COTa IepeBa, T.e. MAKCUMAJbHAA JJINHA IIyTH OT JUCTOBOH BEPUIMHBI 10 KOPHS.

Kak u panee, Bpemennoit acrekT (pyHKIIMOHUPOBAHUS POJIEBON CUCTEMbl YIPAaBJICHUS
J0CTyTIOM OyieM 0ToOpazkaTh 3aBHCHMOCTHIO OT Bpemenu marpur, W(ty), Ag(ty), H(tx)

Hemnysiesble 31eMeHTBI hg)(tk) 03HAYAIOT IIOMYMHEHHOCTD j-ii BEpIIMHBLI 110 MEpPapXUu
KOPHEBOT'O JiepeBa i-il BepIIMHE B MOMEHT BDEMeHH lj — HEMOCPeJICTBEHHOW (JITMHA MyTH
MKy BepIIUHAME PaBHA 1) Jub0 MOAYUHEHHOCTH MO BETBHU JepeBa (JITMHA TyTH GOJIb-
mie 1). JluaronajabHbpie 9JeMeHThl MATPUI] CMEZKHOCTH M CBSI3HOCTH PaBHBI HYJIIO: Ny (t) = 0,
h) (t) = 0.

Torma utorosbie mpasa A0CTyNa poseii (10 HEMOCPeCTBEHHBIM HA3HAYEHUSIM U IPABaM
JOCTYTIA TOTIMHEHHBIX POJIEH) 33af0TCsl 37IeMEHTAMU MATPHUILI Ag;f) (tx), KOTOpast ABIACTCS
npousBesierneM MaTpuill Ag(ty) Ha MATPUIly CBA3HOCTH DOJeil H(S)(tk), JIOTIOJTHEHHY O
eIMHUYIHBIMA 3HAYCHUSMH 110 JUATOHAILHBIM 3JI€MEHTAM:

A5 = (((Ant)™ (H#Ow) +1)')

|1

1, ecmmzxz > 1;

rjie | — ejMHUYHAS MATPUIE; (1)) =
0, ecmmz < 1.

I/ICXOLLH U3 3TOr'o, UTOrOBLIE IIpaBa JA0CTYIIa oJIb30BaTeJaeil B Buae MaTpulbl JOCTYIIQ

(s) . .
«Ilonp3oBarenn — O6bekTel» Appy, (fk) B Hepapxudeckoil cucreMe posieil MOXKHO OIpe/e-
JUTH HA OCHOBE Tpou3BeeHus MaTpuipl W () Ha MaTpuiry Ag)(tk):

(s) _ (s)
ARW<tk) - W<tk>AR (tk> |1'
B pesyabrare, mCXoad n3 NOJOKEHHS 4, TOTCHINAIBHAS OCBEJOMIEHHOCTD OIB30BATE-
JI u; B MOMEHT BpeMeHH 1y B KOH(HIEHIIMAJbHON HHMDOPMAIMY IPH POJEBOM YIIPABICHUN
JIOCTYIIOM C HEPAPXUICCKH OPTaHU30BAHHON cucTeMoit posteit Arpac n pot (Ui, tx) Ompese-
JIIeTCA Ha OCHOBE CJIeAYIONEro COOTHOIICHUS:

1 Nu .
ARBAC_H_Pot(Ulatk:) = m > Vion, tr) agﬂ)/v(tk)'
) n=1

Herpynano mokasarh, 9ro Beawduua ARpac H Pot(Ui, Tk), KAK M aHAJOTHIHBIC BEJUIUHBI
MpHU JUCKPENTMOHHOM, MAHJATHOM U TEMATHKO-UePaPXUIecKOM YITPaBJIeHUN JOCTYIIOM, V0~
BJIETBOPsIET TPeOOBAHUSM METPUKU.
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3akJ4dyeHue

Ucnonpzosanue  merpuk  Apac pot(Ur; tk),  Amac pot(Ui, tr), Arma pot(ur,lr) n
ARBAC_H_Pot (U, tx) MOXKET ABJIATHCH OCHOBOM CHENUAILHOIO IIPOIPAMMHOIO HHCTDYMEH-
Tapus He TOJBKO JIJIS aHAJIN3a COCTOSHUS CyIiecTByomeil (byHKINOHUPYIOMeil) CHCTeMb
IpaB JIOCTYIIa MOJIb30BaTe e, HO U CPeJICTBOM MPOEKTHPOBAHUS CUCTEMBI YIIPABJIEHUS J10-
CTYTIOM TOJIb30BaTe el K KOH(DUICHITHAILHON HHpOPMAIUH. AJIMAHACTPATOPBI KOMITHIO-
TEPHBIX CHUCTEM, BBLICTPAWBAs CHCTEMY TpPaB JOCTYIa WJIN aHAJIU3UPYS €€ TeKyIee COCTO-
sgHie, MOI'YT BUJETh 3HAYEHUS] U TEHJCHIINH B IIOTEHIHAILHON OCBEIOMJIEHHOCTH T€X MUJIN
MHBIX TOJb30BaTeaeil U MPUHUMATL HA JTOI OCHOBE pEIleHusT B KOHTEKCTe 00eCrevdenust
nHGOPMAIMOHHON 6€30IaCHOCTH.

[Tapamerpbr 06béMa uHbOPMaIUU 06beKTOB nocTyna (0, ;) B cI0BaX, KAK MPaBUJIO,
ABTOMATWYECKH ONPEJIENIIOTCS U BKJIIOYAIOTCS B MeTaJaHHbIe TEKCTOBBIX (hallJIoB B COBpe-
MeHHBIX O(UCHBIX cHCTeMaxX paboOThl C JIOKYMEHTAMU U CHCTeMaX 3JIeKTPOHHOI'O JOKYMeH-
TO0OOpOTA.

[TopsiikoBo-BepOaIbHBIE  XapaKTEPUCTUKH  KOH(PUICHIHAILHOCTH  UH(POPMAIUH
feont(On, tx) B MaHIATHBIX CHCTEMax yIpPABIEHHs JOCTYIIOM YCTAHABIMBAIOTCS HA OCHOBE
IPOIEYP, 3aKPeIIsdeMbIX HOPMATUBHBIMY DPerjaMeHTAlusIMI JIeJTOMPON3BOICTBA, W TaK-
JKe, KaK 1PaBUJIO, BKJIIOYAIOTCH B MeTaJanuble (paityioB OPUCHBIX CHCTEM U CHCTEM 3JIeK-
TPOHHOIO JOKyMeHTooOopoTa. [lomobublie yKe M0 CMBIC/Y U COIEPZKAHUIO TTPOIEILYPbl MOTYT
OBITH perJiaMeHTHPOBAHBI JIJIsi OTPEJIEJCHNsT XaPAKTEPUCTHK WHMOPMATHBHOCTH 00HEKTOB
nocryna 0(o,,t;). K npumepy, ypoBerb HHGOPMATUBHOCTH JIOKYMEHTA YCTAHABINBAET €ro
MCTIOJIHUTETh M /WU BBIJEJeHHbBIH COTPYIHUK (QHATHTHUK).

OrJesbHO ciietyer OTMeTHTh IPOOJIeMbl TOCTPOeHus (0O0CHOBAHMUST) IBPUCTUK LEPEBO-
1a (orobparkeHHs) HOPSIKOBO-BePOAIBHBIX XapaKTePHCTHK KOHMUICHIIHATBHOCTH B YHC-
aoByto mkaiy [0, 1] B cucremax ¢ MaHIATHBIM ylpaBIeHHEM JOCTYIIA.

Hackoapko n3BeCTHO, CTPOTUX W KOPPEKTHBIX MPOIEIYP TaKOTo poja Ipeodpa3oBaHUit
He cymecTByeT. OOBeKTHBHOW NMPUIMHON ITOTO dBIsSETCS pa3indHas HWHOOPMATHBHOCTH
MOPSIIKOBBIX W KOJMYeCTBeHHBIX MmKal. [lokazanus koamaectsennoii mkasst [0, 1] momMumo
MOPSIJIKA 0TOOPAZKAIOT (BOCIIPOU3BOMSAT) PACCTOSIHUS MEKJLy OIeHUBAEMbBIMU OOBEKTAMHE 110
COOTBETCTBYIOIIMM XapaKTepucTukaM. Takum o0pa3oM, mepeBo/isd ONEHKH U3 HOPSIKOBOI
ITKAJIbl B KOJMYECTBEHHYIO, HEOOXOAUMO cOPMHUPOBATH JAOMOJTHUTEIBbHYIO HHMOPMAIIIO
0 PACCTOSTHUSIX MO COOTBETCTBYIOIIEMY CBOMCTBY /MOKA3ATENO MEKILY OIEHUBAEMBIME 00b-
eKTaMM.

O6patHbie npeobpazoBannst (13 4uca0BOM mKabl [0, 1] B HOPSAKOBYIO) OCYIECTBIISIIOT
Ha OCHOBe MHTEPBAJBHOIO MpHHIWIA, pa3bubas auanaszon [0, 1] Ha paBHBle WM Hepas-
Hble UHTEPBAJIbI, BCe YUCTIOBBIE JJTEMEHTHl U3 KOTOPHIX OOBbeTMHAIOTCA B COOTBETCTBYIOITHE
oTCuéThl (TOKa3aTe M) MOPSIKOBOH MIKabl. [Ipr 9TOM MPOUCXOAUT ToTepst WHMDOPMAIHH
O PACCTOSHHUSX W MPUMEHSIOTCS ONMATh-TAKH ONpejiesiéHHbIe 3BpucTuknu. Hambosee dacTto
TAKUEe IBPUCTHKM OCHOBBIBAIOTCS HA I'MIOTE3€ O PABHBIX MHTEPBaJaX, COIVIACHO KOTOPOM
muanaszon mkassl [0, 1] pazbuBaercs Ha OJMHAKOBBIE 110 BeJINIHHE WHTEDBAJHI, KayKIblii 13
KOTOPBIX COOTBETCTBYET CBOEMY OTCUYETY Ha TIKAJe TOPSIKA.

Hpyrum npunnunom pasbuenust mkaibl [0, 1] Ha MOPSIIKOBBIE HHTEPBAJIBI MOXKET OBITH
IPUHIAIT  «30JI0TOT0  CEYeHUsT» («30JI0TOH MPOMOPIIUK» ), COINIACHO KOTOPOMY MEHbIIast
9acTh 1EJ0ro (C/IeAyonuii, 6o1ee BHICOKUHA OTCYET MOPsiIKA M COOTBETCTBYIONIU HHTED-
BaJI) OTHOCHTCA K GOJIBINER 9acTh Meaoro (MepBhlil OTCUET MOPSIKA) TaK Ke, KaK 00sbIras
JacTh OTHOCUTCH K mejoMy. Torjaa AByM OoTcYéraM B TOPSIIKOBOM MKaJIe «HU3KHIT — BBHICO-
KHif» COOTBETCTBYIOT /Ba mHTepBasa ma mkase [0, 1] — (0, 0,618) u (0,618, 1). Oguum u3
BapUaHTOB pa3buenus mkabl [0, 1] Ha TPU MOPSIKOBBIX HHTEPBAJIA IO MPUHIIUILY «30JI0TON
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IPOTIOPIMK» MOYKET OBITh pa3duenune «Bepxuero» narepsaia (0,618, 1) Takzke Mo IpUHIAILY
«30J10TO mponopruny. B pesynbrare quanaszon mkassr [0, 1] pasbuBaercs Ha Tpu MHTEPBa-
na — uuskwii (0, 0,618), cpennmii (0,618, 0,854) u Boicoknii (0,854, 1). JIpyrum BapuasTOM
pa3buenus quanasona mkasbl [0, 1] Ha Tpu HOPSIKOBBIX HHTEPBATA MOXKET OBITh J00aB-
nerwe K orpe3ky [0, 1] TpeTbero orpeska, KOTOPBIH COOTHOCHTCS ¢ MEHBIIIUM HHTEPBATIOM
JIBYXYPOBHEBOTO pasbuenwusi, T.e. ¢ uaTepsasoM (0,618, 1), mo mpuHIUIY <«30J0TON TpO-
nopiuuy. nuua Takoro orpeska pasua 0,235999937. HopMupys yBeJM4YeHHbBINH AUAIIa30H
mkasabr (0, 1,235999937) Ha eqMHUYHYIO JJIMHY, HOJIyYaeM CJeLyloIne TpH HHTepBaIa —
auskuii (0, 0,499994), cpennmii (0,499994, 0,809), soicokuii (0,809, 1).

Wcxons w3 HHTEPBAILHOIO NPUHIUIIA, 9BPUCTHKH IIPeodpa30BaHus IMoOKa3aTe el u3 1mo-
PSLIKOBO-BepOATBHBIX TKaa B mKaty [0, 1] 3akm09aiTcss B NPUCBOCHUH BCEM OOBEKTAM
OLIEHKH, XapaKTEePU3YIOMMUMCS OIPEJIC/JIEHHBIM TOKA3aTeJ M IKAJIbl ITOPIJIKa, TAKOTO YUC-
a0BOTO 3HaveHus Ha mmkage [0, 1], KOTopoe cOOTBETCTBYET ONpeNeJEéHHO XapaKTepHCTHKe
COOTBETCTBYIOIIEr0o HHTepBasa (0OITHO JIeBOil /TpaBoii I'paHuIle MW Cepe/IiHe HHTePBAIa).
CoOTBeTCTBEHHO Pa3Iuius B KOHMDUIEHIIMATBLHOCTH B 1iKase [0, 1] Tex win uHBIX 06beKTOB
JIOCTyTNa BHYTPH WHTEPBAJIOB HUBEJIUPYIOTCS.

Takum 0b6pa3oMm, POrpaMMHO-TEXHUYECKAs COCTAB/ILIONIAs CUCTEM aHAJU3a HOTEHIU-
aTbHONH OCBEIOMJIEHHOCTH TOJb30BaTe el Ha OCHOBE NMPEJACTABIEHHBIX METPUK C yUETOM
OTMEUYEHHBIX IBPUCTUK MOYKET ObITh PEaJM30BaHa B COBPEMEHHBLIX O(PUCHBIX CHCTEMaX pa-
OOTBI ¢ JOKYMEHTAMHU M CHCTEMaX JEKTPOHHOI'O JIOKYMEHTO0DOOPOTA.
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A novel program code obfuscation approach involving the x86 mode switching is pro-
posed in the paper. The details and existing applications of x86 mode switching are
reviewed, as well as the possible consequences of using this switching to the reverse
engineering tools. Based on this approach, a few specific methods are proposed and
evaluated against the most popular reverse engineering tools of various purposes, in-
cluding disassemblers, decompilers, binary instrumentation and symbolic execution
tools. A method of seamless integration of these machine code level obfuscations to
the C, C++ and possibly other compilers is also proposed.

Keywords: code protection, reverse engineering, obfuscation, x86 mode switching,
disassembly, decompilation, symbolic execution.

NCIIOJIb3OBAHIUE IIEPEKJIFOYEHN A PE2XKMMOB X86
JJIA SAITIINTHI ITIPO'PAMMHOTI'O KOIA

P. K. Jlebenen

Hosocubupcrxut 2ocydapemsennndi yrusepcumem, 2. Hosocubupcer, Poccus

[Ipetozken HOBBIH 10/IX0/T K 00 yCcKalUU TPOrPpaMMHOIO KO/ C MCIIOJIb30BAHUEM 1€~
pexsrouenust pexkumoB x86. Paccmorpenbl sreraiv u CymecTByIONUe MPUMEHEHUS 1€~
PEKTIOUEHNST PEKUMOB X80, a8 TaKyKe BO3MOKHBIE TTOCTAECTBUSA €TI0 NCTIOJH30BAHUS TS
WHCTPYMEHTOB peBepC-NHAKMHNPUHTA. Ha 0cHOBe 3TOT0 MOAX01a MPEIIOKEHO HECKOTh-
KO METO/0B, TPOBEPEHHBIX MPOTHB PA3INIHBIX HANDO e TOMY/ISIPHBIX WHCTPYMEHTOB
PEBEPC-MHKUHUPHUHTA, BKJIOYAs 1U3acceMbaephl, JeKOMITMISTOPBI, HHCTPYMEHTHI Ou-
HAPHON MHCTPYMEHTAITMN W CUMBOJILHOTO HUCIOHeHud. [Ipemoxen MeTox HecimoBHOM
uHTerpanuu obdyckanuit Ha ypoBHE MAIIUHHOTO Koja B KoMmmwistopbl C, C++ u,
BO3MOXKHO, JIPYTUX A3BIKOB.

KitroueBbie cji0Ba: 3aujuma x£00a, PEGEPC-UHNCUHUPUHZ, 00PYCKAUUA, NEPEKAIOYEHUE
peorcumos 186, duzaccembAuPosarue, JeKOMNUAFYUA, CUMBOAOLHOE UCTIOANHEHUE.

1. Introduction

Program code protection is an important problem to solve currently due to the increasing
spread of information technology in our life. Programs can be considered as important
as hardware devices, so it is desirable for their authors to be able to leave some of the
implementation details unknown to prevent intellectual property theft and software patent
violations.

One of the commonly used approaches to the code protection is software obfuscation —
the process of program code replacement with some equivalent, but less readable one. It’s
applicable both on source code and machine code levels. Although absolute code protection
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(i.e., turning a program into a black box) is theoretically impossible in general [1], in
practice, there are various methods that can greatly increase the time and skill required for
reverse engineering, making it impractical.

Machine code level obfuscation is more practical for protecting the commercial software,
because it usually comes in a compiled executable form (unless it’s written in a language that
cannot be compiled). Furthermore, compilation itself can be considered as a kind of code
protection, for example IL2CPP AOT compiler of Unity engine makes games significantly
harder to decompile compared to the original .NET bytecode, so there is even a project
dedicated solely to revert this process [2].

Obfuscation methods can be divided into two types: generic and architecture-dependent.

Generic methods are those that can be performed at any level, including source code,
and can be applied to some extent to any platform on which the program can run. This
makes these methods particularly useful for cross-platform software development because
there are at least two popular processor architectures on the market: ARM and x86. The
aforementioned advantage is also significant for web applications written in JavaScript and
WebAssembly.

Here are some examples of these generic obfuscation methods:

— Control flow graph flattening is an approach that aims at the branches and loops of the
program, making the graph representation of the program “flat” and making it much
more difficult to study. One of the most common ways to implement it is to split the
program in basic blocks, which are branch or loop destinations, and place them as the
clauses of the switch-like structure controlled by some state in the loop. Branching,
looping and any other control flow altering is done by changing this state, effectively
turning the program into a finite-state machine [3].

— Opaque predicates —insertion of some conditional branches whose condition is always
constant, but is unclear during static analysis, thus being “opaque”. A branch that
is never taken can contain a fake code that may mislead the analyst: incorrect
implementation of the block, unrelated function calls or just random bytes. This
technique also makes control flow graph of the program more complex, independent
of the fake code used [4].

— Constant obfuscation is the replacement of numeric constants and literals with some
runtime-computed value, for example, a mathematical formula or string decryption
routine. Prevents some simple static analysis methods like strings extraction [5].

— Instructions Substitution is the replacement of standard operations such as arithmetic
or Boolean with some other instructions that produce the same result, but are written in
a less readable form. A simple example of such transforms for some Boolean operations
is the use of De Morgan’s laws, and some compilers may actually use similar transforms
for optimization [6].

While generic obfuscation methods are quite popular in the existing obfuscators, such
as Obfuscator-LLVM and Tigress |7, 8|, they have a significant downside: machine code
remains completely usual because it is generated by the compiler from source or intermediate
representation like LLVM IR. This means that any of the existing reverse engineering tools
are still applicable: disassemblers, debuggers and symbolic execution tools are available to
the attacker. The code may still be resilient to attacks on its own, but neutralising these
tools at the lower level may assist in protecting the program even more.

Here architecture-dependent obfuscation comes useful: it is possible to generate some
machine code that generic reverse engineering tools will process improperly or won’t process
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at all. This is possible because some processor instruction sets are extremely complex,
and reverse engineering tools may focus only on the machine code constructions that
compilers commonly use. As a variable-length CISC (complex instruction set computer)
instruction set, x86 is an architecture, where these methods can be particularly efficient.
Furthermore, x86-64 processors retain backward compatibility with 32-bit and 16-bit modes,
which complicates things more.

Here are some examples of architecture-dependent obfuscation methods for x86:

— Self-modifying code is a code that modifies itself at runtime. This technique makes
it possible to hide entire program logic from static analysis, since the executing code
may differ tremendously from the code available in the program image. Packers and
protectors, quite popular types of tools to do software protection, also use this approach
[9]. This method is only applicable to the von Neumann architecture, and some operating
systems may add additional data-code separation, making it impossible to be used.

— Instruction overlapping is a method that uses jumps to the middle of specially prepared
program instructions. As x86 uses variable length instructions encoding and doesn’t
require program counter alignment, it is possible to effectively hide one instruction inside
another: for example, in the case of a long (e.g. 64-bit) constant load, constant itself
may contain some meaningful machine code. So jumping in the middle of instruction
will execute this hidden instruction while it remains invisible to the disassembler, unless
it is manually disassembled at the right start position [10]. Furthermore, it is possible to
craft machine code that is impossible to disassemble correctly at all. This occurs because
one byte is shared between two instructions, both of which are actually executed in the
program [11].

— Rare instructions use is a method that involves replacing common instructions with
their less common alternatives, e.g. instructions from x86 extensions which could be
unsupported in disassemblers and decompilers. For example, constant loading may
be implemented via AES-NI instructions instead of plain MOV call, that effectively
prevents decompiler attempts to simplify the code and breaks symbolic execution in
some tools [12].

The obfuscation method proposed in this paper is also architecture-dependent.

2. Basics of x86 mode switching

Modern x86 processors are able to switch between 64-bit and 32-bit execution modes
during program runtime. This feature is particularly useful for running 32-bit programs on
64-bit operating systems, because kernel is always running in the native mode. A transition
should happen at system calls to execute 64-bit kernel code in the kernel mode, while the
reverse transition should happen to continue executing the program in the 32-bit mode.
One of the famous uses of this approach is the WOW64 (Windows 32-bit on Windows
64-bit) subsystem of Microsoft Windows, which allows 32-bit applications to run on 64-bit
operating system [13].

This switch is implemented by choosing a proper descriptor in x86 GDT (Global
Descriptor Table), which is initialized and set by the operating system, its scheme is
available in the Fig. 1.

The interesting bits of the GDT descriptor are . and D bits: when L bit is set, the
code is considered to be 64-bit, and the D bit should be unset. D bit set means that the
running code is 32-bit, while if both bits are unset, the code is considered to be running
in a legacy 16-bit mode. In both Windows and Linux there are corresponding 32-bit and
64-bit user-mode descriptors that have indexes 4 and 6 in GDT, respectively [14, 15].
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63 56 55 52 51 48 47 40 39 32
Flags Limit bit Access
. . imit bits : .
Base bits 31:24 = 19:16 Base bits 23:16
G|D|L \L/ PIDPL{1]1|CIR]A
Base bits 15:00 Limit bits 15:00
31 16 15 0
G — Granularity P — Present bit
D — Default operation size DPL — Descriptor privilege level
L — Long-mode code C — Conforming bit
AVL — Available for use R — Readable bit

A — Accessed bit

Fig. 1. Code-Segment Descriptor

Modern x86 operating systems are always running in the protected and long modes
only. In these modes, a GDT descriptor can be chosen by loading a new segment selector
value, that is stored in a Code Segment register (CS), to a proper value. A scheme of this
selector is available in the Fig. 2.

15 3 2 1 0

Index TI RPL

Tl — Table Indicator
RPL — Requested privilege level

Fig. 2. Segment Selector

To choose another descriptor, one can just change an Index part of the segment selector
leaving T1 and RPL the same. While the values of TT and RPL can be retrieved from the
running OS, according to the documentation for regular user-mode programs they should
be TT = 0 (as GDT descriptor is selected, not LDT) and RPL = 3 (because user-mode
programs are running in the “ring 3”, the least privileged mode).

Therefore, to select a GDT descriptor by index, we should set CS according to the
following simple formula:

CS = Index - 2% + 3.

So we can compute the CS values for 32-bit and 64-bit execution modes on Windows and
Linux using the respective GDT descriptor indexes 4 and 6:

CSSQ-bit = 0X23, CS64-bit = 0x33.

The last thing required to switch between 32-bit and 64-bit modes on x86 is the ability to
set the CS register. According to the x86 platform documentation, in user-mode this can
be done by the following instructions only [16, ch. 3.4.3, vol. 3A]:

1) Far Jump and Far Call: These instructions act like regular JMP and CALL
instructions, with the only difference: they not only change the instruction pointer,
but also change the code segment. They are available in both 32-bit and 64-bit mode,
but immediate values for the address are allowed in 32-bit mode only (EA cp and
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9A cp opcodes for JMP and CALL respectively), in 64-bit mode it is required to
store an address in memory first. Far Call also pushes the code segment on the stack
in addition to the return address.

2) Far Return: This instruction is a variant of a regular RET instruction that can also
change the code segment being complimentary to the Far Call instruction. It takes
both the target address and the code segment from the stack upon return.

3) Interrupt Return: While this instruction is designed for exception and interrupt
handling, in fact it is quite similar to the Far Return: it does the same thing, but
also restores EFLAGS register from the stack upon return.

3. Applications of 32-bit x86 mode for obfuscation
3.1. General lack of support in the reverse engineering tools

Mode switching is not common in the regular programs, so there is little demand for
supporting it in the reverse engineering tools.

For example, none of the two most popular disassemblers, IDA and Ghidra, can
automatically detect x86 mode switching, so the user has to specify 32-bit regions manually.
Furthermore, Ghidra is completely lacking mixed mode support [17], so a binary with such
switches will have to be divided in parts to be analyzed, that is rather time consuming
and inconvenient. IDA does have mixed mode support, which can be used by creating new
segments in the program, but it is impossible to use the decompiler with these segments,
because IDA requires a correct disassembler version (32-bit or 64-bit) to be launched to
decompile respective binary: if the binary uses both modes, this is clearly impossible.

Therefore, just adding mode switching along with some important 32-bit code to the app
alone may make it much harder or even impossible to analyze with the reverse engineering
tools even if the attacker is aware of it being used in the program.

3.2. Machine code mismatch

Assuming that reverse engineering tools are complicated to use with the mixed mode
binaries, one may try to disassemble any machine code as if it was 64-bit, this is also
what IDA and Ghidra do by default. This usually works, because most encodings of the
instructions remain unchanged in the 64-bit instruction set. Still, there are some exceptions
that may be made dangerous to the reverse engineering tools, because these tools will not
just fail to disassemble the code, but instead silently misunderstand it, possibly leaving the
attacker with incorrect decompiled code.

One of these exceptions is the family of one byte 4* (hex) machine codes [16, ch. B.1.2,
vol. 2D|:

— On 32-bit these machine codes are used for encoding the INC and DEC instructions,
one variant per register (16 total).

— On 64-bit they have been changed to encode the REX prefix. This is not an instruction
on its own, instead, it modifies the behavior of the instruction following it. Lower nibble
of its encoding is used as a bitmask with the following bits:

1) W —operand size override, makes operand size 64-bit;

2) R —extension of the ModR /M reg field, allows instruction use additional registers
introduced in 64-bit mode (R8-R15);

3) X —extension of the SIB index field;

4) B —extension of the ModR/M rm field or SIB base field, depending on the
instruction.
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If an instruction doesn’t require a prefix, for example, it is a no-op, the prefix is silently
ignored independent of the flags specified [16, ch.2.2.1, vol. 2A].

This ambiguity may be utilized to create machine code that executes different depending
on the mode it is executed in:

1) First, zero out some register, e.g. EAX by using XOR EAX, EAX. This instruction
has the same machine code in both modes.
2) Place a 40 (hex) machine code. It will decode as INC EAX in 32-bit mode and as
REX prefix otherwise. Here the difference appears: in 32-bit mode EAX will be set
to one, while in 64-bit mode it still remains zero.
3) Place a conditional jump depending on the zero flag, e.g. JZ label. Both XOR and
INC instructions affect zero flag, so it will be ZF=1 in 32-bit mode and ZF=0
otherwise, so the execution mode will define whether the jump is taken. REX prefix
will not affect this instruction in 64-bit mode.

An exact machine code illustration is available in the Table 1.

Table 1

Disassembly ambiguity

32-bit disassembly | Machine code, hex | 64-bit disassembly
XOR EAX, EAX 31 Co XOR EAX, EAX
INC EAX 40
J7 0x1337 OF R4 37 30000 | b JZ 0x1337

This jump may be utilized to mislead the reverse engineer by forwarding the reverse
engineering tools to the wrong code, creating an enhanced machine code-level version of
the opaque predicates protection method.

3.3. Deprecated instructions

Some of the 32-bit x86 instructions are interesting for obfuscation on their own, but
were removed from the 64-bit instruction set. The ability to switch to 32-bit x86 mode
provides a possibility to use these instructions in the modern 64-bit programs.

One of the notable removed instruction sets is the Intel BCD instruction set, which
contains six instructions, including AAM and AAD. These instructions are used to correct
the result of binary-coded decimals multiplication and division, respectively. As noted
in [18], although they are designed for binary-coded decimals, any other non-10 base can
also be provided in the machine code form of these instructions, including zero. Due to
assembly source form only supporting decimal base for AAM and AAD instructions, reverse
engineering tools may be expected to miss other bases support.

According to the documentation, these instructions have the microcode implementations
shown in the Listings 1 and 2 [16, ch. 3.3, vol. 2A|.

1 IF 64-Bit Mode

2 THEN

3 #UD;

4 ELSE

) tempAL := AL;

6 AH := tempAL / imm8;

7 /* imm8 is the second byte of machine code OxA by

default for AAM mnemonic */
AL := tempAL MOD imm8;

oo

9 FI;
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Listing 1. AAM implementation

1 IF 64-Bit Mode

2 THEN

3 #UD;

4 ELSE

5 tempAL := AL;

6 tempAH := AH;

7 AL := (tempAL + (tempAH * imm8)) AND FFH;

8 /* imm8 is the second byte of machine code OxA by
default for AAD mnemonic */

9 AH := 0;

10 FI;

Listing 2. AAD implementation

Using this information, one may easily implement some basic transforms of AX register.
One of the common register operations is zeroing, usually implemented as XOR EAX,
EAX for EAX register. Here we propose another implementation, done with AAM, AAD
and BSWAP use, it consists of the following steps:

1) AAM with base 1, which will set AL to zero (as anything MOD 1 is zero) and AH
will get the original AL value;

2) AAD with base 0, which will set AH to zero and AL will be increased by AH
multipled by zero, so it will keep its value;

3) BSWAP EAX, this is required because AAM and AAD instructions can only operate
on the lowest 16-bit half of the EAX register, so we swap these halves and continue
with another register half;

4) repeat steps 1-2 for another register half.

This implementation can also be used to zero other registers if needed, with an additional
pair of XCHG instructions required to swap target register with EAX and back. An example
implementation of this approach is available in the Listing 3.

1 /* Any register may be used here, or this part may be
omitted if EAX is to be zeroed */

2 XCHG EBX, EAX

/* Notation AAM (AAD) N is not official, but is supported
in some assemblers, N is used as imm8 value */

AAM 1

AAD O

BSWAP EAX

AAM 1

AAD O

XCHG EBX, EAX

w

© 00 ~1 O Ot =~

Listing 3. Register zeroing using AAM and AAD

4. Implementation of the proposed obfuscation methods
4.1. Mode switch scope and limitations

As with regular pure 32-bit programs, a processor running a part of a program in the
32-bit mode is limited to only have 32-bit memory accesses and 32-bit registers, this puts
significant limitations on the method applications, which we will review:
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1) First of all, the code running should reside in the lower 32 bits of virtual memory.
If executable is not built as a PIE binary (for Linux) or has no dynamichase option
set (for Windows), it is possible to set an executable base in the appropriate area.
Furthermore, for Linux it is being done automatically, because the default base
address for most Linux compilers on x86-64 is 0x400000, for Windows, though,
it is 0x140000000, which is beyond 32-bit range and should be changed. For PIE
executables this method can be still used as long as there is no need to protect the
whole executable and application can map appropriate memory pages using mmap
or VirtualAlloc calls.

2) Protected part of the code shouldn’t do any memory accesses to the heap or stack.
Both heap and stack are usually allocated above 4GB range, so they cannot be
accessed with 32-bit pointers. However, this limitation may not apply to the static
memory if it is allocated near executable code, e.g. in non-PIE Linux binaries, where
data usually starts at 0x600000.

3) Protected part of the code shouldn’t do 64-bit arithmetics or use newer instructions
introduced in the 64-bit ISA. However, operations that are known to zero out
the upper half of 64-bit registers are allowed because x86-64 has automatic zero
expansion for operations involving 32-bit registers [16, ch. 3.4.1.1, vol. 1]. One of the
notable exceptions is register zeroing, which is commonly implemented as XOR Exy,
Exy instead of XOR Rxy, Rxy.

4) Protected part of the code shouldn’t call any 64-bit functions and is recommended to
not use system calls. While it is possible to do syscalls from 32-bit mode sometimes,
for example, in Linux via x32 ABI, this may require changes in arguments and
system call numbers.

While these limitations seem rather strict, they are not very different from the
limitations put by virtualization —a method commonly used for protecting the most
sensitive code parts [19]. Therefore, methods are still acceptable for math and cryptographic
applications, like license checking.

42. Mode switch implementation

The most straightforward way to change execution mode is using Far Jump instruction
considered in the Section 2. In 64-bit mode, it has to be used as indirect jump with address
stored in memory and pointed by register, while in 32-bit mode it is also available as an
immediate jump. During experiments it turned out that the stack pointer register (RSP)
gets truncated to 32 bits regardless of stack usage in the code, so it can be safely used as a
scratch register for jumping from 64-bit mode, as it gets corrupted anyway. Its value can be
saved in the RBP register, which doesn’t get truncated and is closely related to the stack,
which shouldn’t be used in 32-bit mode anyway to comply with the mode switch restrictions.
Original RBP value can be stored on the stack, while 64-bit indirect jump location and code
segment value may be placed anywhere in the executable file. An implementation of this
method is available in the Listing 4.

1 PUSH RBP

2 MOV RBP, RSP

3 MOV RSP, offset bit32_data

4 JMP fword ptr [RSP]

5 bit32:

6 /* The following code is executed in 32-bit mode */
7 .code32
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8 XOR EAX, EAX
9 /* Return to the 64-bit mode */
10 JMP 0x33:0ffset bit64

11 bit64:

12 .codeb64

13 MOV RSP, RBP

14 POP RBP

15 /* Code execution continues as regular x*/
16

17 /* Location and CS value used for indirect far jump */
18 .section .rodata

19 bit32_data:

20 .int offset bit32

21 .short 0x23

Listing 4. Mode switch via Far Jump

43. Stealth mode switch

During the evaluation of the Far Jump method, it was found that some reverse
engineering tools are unable to process this instruction at all. While this still renders them
useless, it doesn’t allow one to apply the more advanced protection — fake disassembly and
decompilation, as proposed in the Section 3.2. While other methods noted in the Section 2
produce nearly the same results, there is one extra method that can be used —exception
handlers. Both Linux and Windows expose the processor context to the exception (signal)
handlers, so registers can be modified directly, and this also includes the CS register. This
eliminates the problems that can appear with rare instruction forms like Far Jump or Far
Return, because they are not used anymore.

It should still be noted that exception (signal) handler should preserve the stack pointer
address, and the stack used while calling the handler should differ from the current program
one, because the stack pointer is invalid due to truncation when the program is in the 32-bit
mode. In Linux, this can be done by using the sigaltstack system call that allows one to
specify the separate stack for signal handling.

However, causing exceptions in the code may look suspicious to the analyst and cause
problems in some reverse engineering tools, as they may seem to be unhandled. For example,
using the traditional UD2 instruction to throw an exception results in IDA setting function
end as soon as this instruction is encountered.

In this paper, we propose a stealth method to cause exceptions that doesn’t affect
program listings, that is based on the optimizers abuse. Usually, reverse engineering tools
simplify the code during processing to remove the junk code. While this is efficient against
constant obfuscation, this gives us a valuable opportunity: we can add an operation that
looks like a no-op to the optimizer, but still causes exception and so triggers our exception
handler.

The easiest way to achieve this is using some meaningless arithmetic operation, for
example, XOR some memory with zero. It is well known that applying XOR with zero to
the value doesn’t alter it, so the optimizer may remove this instruction if it doesn’t care
about possible side effects. The real processor, on the other side, will still try to read the
value from memory, and trigger an exception if the address is invalid.

An example implementation of this method is available in the Listings 5, 6 and 7.
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1
2
3
4
3
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21

N

© 0 1 & Ot

10

12
13
14
15
16
17
18
19

static void sighandler (int sno, siginfo_t *si, void =*data)

{

static uintptr_t stack;
ucontext_t *uc = (ucontext_t *)data;
// Adjust RIP to skip the length
// of wor byte ptr [021337], 0
// It’s 8 in 64-bit mode
if (uc->uc_mcontext.gregs[REG_CSGSFS] & 0x10)
uc->uc_mcontext.gregs [REG_RIP] += 8;
// It’s 7 in 32-bit mode
else
uc->uc_mcontext.gregs [REG_RIP] += 7;
// We’re switching from 64-bit, save stack ptr
if (uc->uc_mcontext.gregs [REG_CSGSFS] & 0x10)
stack = uc->uc_mcontext.gregs [REG_RSP];
// Restore otherwise
else
uc->uc_mcontext.gregs [REG_RSP] = stack;
// Switch 0z23 <-> 0z33
uc->uc_mcontext.gregs [REG_CSGSFS] ~= 0x10;

Listing 5. Signal handler implementation

static void prepare_sighandler ()

{

// Setup an alternative stack for signal handler
// It doesn’t matter 4if it 4s accessible from 32-bit
address space

char * stack malloc (SIGSTKSZ) ;

stack_t ss = {
.8s_size = SIGSTKSZ,
.ss_sp = stack,

s
sigaltstack (&ss, 0);

// Specify signal handler
struct sigaction action_handler;

action_handler.sa_sigaction = sighandler;
action_handler.sa_flags = SA_ONSTACK | SA_SIGINFO;

sigaction (SIGSEGV, &action_handler, NULL);

Listing 6. Signal handler setup
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X0OR byte ptr [0x1337], O
/* The following code is executed in 32-bit mode */
.code32

/* Return to the 64-bit mode x*/

X0OR byte ptr [0x1337], O
.codeb64

Listing 7. Stealth mode switch invocation

5. Software implementation

Being architecture-dependent, the proposed methods are difficult to be implemented at
the source code or intermediate representation level. Therefore, machine code and assembly
transforms are the only desirable solutions available. While machine code transformation
is the most direct way to do machine-level obfuscations, it comes with major tradeoffs:

1)

When working with machine code in the object file form, software should be able
to distinguish between code and data reliably, and find instruction boundaries
for variable length instruction encodings. This is a complicated task, especially
provided that for machines with variable length instructions, it may be impossible
to disassemble machine code correctly at all, as noted in the Introduction section.
Adding any extra code, or replacing existing code with a code of a different length,
is also extremely complex. While removing code (and replacing with a smaller one)
may be safely implemented by adding a corresponding number of one-byte NOP
instructions, adding extra bytes to the code requires recomputing all relative offsets
in the code, which include not only instructions but also data, which may have
addresses stored in an unpredictable format.

Considering these problems, assembly transform was chosen as an implementation
approach. It has other possible issues to consider, but they turned out to be manageable as
long as GNU Assembler is used:

1)

Assembler may be unable to produce mixed mode machine code, supporting only
one variant of x86 at a time. While this may also be managed by carefully choosing
instructions, so they match in both architectures, GNU Assembler provides a easier
solution by supporting .code32 and .code64 directives. These directives allow to
switch between 32-bit and 64-bit variant of x86, respectively.

Some machine code has no assembly representation, or there are multiple machine
codes equivalent to the same instruction. This may be solved by manually writing
machine code byte by byte using .byte directive.

For the easier integration with existing compilers and build systems, it was chosen to
implement obfuscation as a GNU Assembler proxy, which transforms the input and then
passes it, along with command-line flags, to the original GNU Assembler, a scheme of this
process is available in the Fig. 3. This allows the tool to be used with any compiler that
supports the use of an external assembly, including the most popular open source compilers
GCC and Clang.

The proxy was implemented in Python programming language, processing the assembly
code as text, with no additional assembly parsers involved. This decision was made
considering the relative simplicity of the assembly language and the transformations applied.
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Fig. 3. Obfuscating proxy diagram

It was decided to support the Intel x86 syntax only (not AT&T which some of the compilers
emit by default), but this is actually a limitation of the obfuscator prototype used in this
work, there is little problem in implementing support for other syntaxes if needed.

Another desirable property of the obfuscator is the ability to fine-tune it right from
the source code of the program, specifying which obfuscations should be applied to a
particular function or a place in the program. Some of the obfuscators, e.g. Tigress, are
using command-line flags for this kind of control, so the user has to specify all the functions
he would like to have obfuscated in these flags. This approach was found to be impractical
for the two main reasons. First of all, it is complicated to pass command-line flags to the
external assembler: while compilers may have options to pass flags to assembler, they don’t
really have to (there’s still an option to use environment variables, but this is harder to
debug due to their automatic inheritance). And secondly, this is boring if the project is
large enough.

So another approach was proposed: introduce special macros that user can utilize right
in the source of the program to configure how it will be obfuscated. While the obfuscator
doesn’t have direct access to the source code, because it works on the lower level, we may
define these macros to emit some inline assembly our tool may process. To our luck, inline
assembly (at least in C/C++) gets emitted right in the place where it was defined, so this
may even be a middle of the function, giving the most precise control possible.

To not introduce unnecessary compatibility breakage, it was decided to make these
macros emit assembly comments keeping backward compatibility with the original
assembler if the user would like to build an unobfuscated copy without having to bother
about any compilation defines. Example of macros implementing this approach is available
in the Listing 8, example of the usage is available in the Listings 9 and 10.

1 #define OBF_DEF_LABEL (name) \

2 asm ( "#0bf_label " #name ":" )

3 #define OBF_FAKE_FUN(funname) \

4 asm ( "#0bf_fake_fun " #funname )

5 #define OBF_FAKE_JUMP (funname, retlabel) \

6 asm ( "#0bf_fake_jumpback " #funname " " #retlabel)

Listing 8. Macros emitting assembly comments

printf ("This code is entirely visible\n");
OBF_FAKE_JUMP (fakefun, retlabel);

printf ("This is the code to be hidden\n");
OBF_DEF_LABEL (retlabel);

printf ("Code continues\n");

U s W N~

Listing 9. A code fragment using proposed macros
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0~ O O =~ W N~

SO W N =

lea rdi, .LCO[ripl

call puts@PLT

#0bf_fake_jumpback fakefun retlabel
lea rdi, .LC1[ripl

call puts@PLT

#0bf_label retlabel:

lea rdi, .LC2[rip]

call puts@PLT

Listing 10. An assembly code generated by the compiler

6. Results
6.1. Testing methodology

To check the impact of the proposed methods, the following test cases were chosen:

1)

2)

3)

A 64-bit program that implements the method described in the Section 3.2 using a
Far Jump instruction described in the Section 4.2. Tools that do not support mode
switching at all will also automatically fail this test.

A 64-bit program that implements the method described in the Section 3.2 using a
stealth mode switch proposed in the Section 4.3.

A 32-bit program that implements the method described in the Section 3.3. The
program is chosen to be built as 32-bit instead of 64-bit so that the tools that fail
the previous tests may still pass it independently.

The following reverse engineering tools were chosen for testing:

1)

IDA Pro—a popular commercial interactive disassembler with a decompiler [20].
Testing is done both for a disassembler and a decompiler.

Ghidra — a popular open source disassembler with a decompiler [21]. Testing is done
both for a disassembler and a decompiler.

Valgrind — a dynamic binary instrumentation framework [22|. During the test, it is
required to execute a program correctly.

Angr—an open source binary analysis platform for Python commonly used as a
symbolic execution tool [23|. During the test, it is required to reach a particular
path in the program. It was tested with two different binary lifters, default PyVEX
(based on Valgrind) and P-code (based on Ghidra).

The program chosen for the testing is available in the Listing 11. It imitates a very simple
license check with the use of obfuscation macros implementing the method used in tests 1
and 2, OBF FAKE JUMP macro inserts a jump intended to be seen by a decompiler
only, while OBF DEF LABEL defines a label where execution should return to. Due to
the availability of two different code paths, this code is also applicable for using with Angr,
and an explicit register zeroing also makes it possible to test the method from the test 3, so
this single code covers all scenarios required. The environment used for all tests was Linux
with the GCC compiler, and all 64-bit tests were compiled with “-no-pie” flag specified.

#include <stdio.h>
#include <obf_defines.h>

static int user_input;
static int check_result;
int main ()
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7 {

8 puts("Please enter license code:");

9 scanf ("%d", &user_input);

10 OBF_FAKE_JUMP (fakefun, retlabel);

11 // This is the real code supposed to be hidden

12

13 // We make sure that zeroing is done with a register
14 // so we can also apply a method described in 2.3
15 register int valid_value = O;

16 for (int i = 0; 1 < 10; i++)

17 valid_value += i * 1i;

18 check_result = valid_value == user_input;

19 OBF_DEF_LABEL (retlabel);

20 if (check_result)

21 puts("License check passed");

22 else

23 puts("License check failed");

24 return O;

25 ¥

26

27 void fakefun ()

28 {

29 // Fake code supposed to be seen by the decompiler
30 int valid_value = 0;

31 for (int 1 = 0; 1 < 1337; i++)

32 valid_value += 1 * 1i;

33 check_result = valid_value == user_input;

34 ¥

Listing 11. The code used for testing

6.2. Far Jump experiment results

The following results were observed for the program built with “machine code mismatch”
obfuscation enabled with Far Jump mode switching implementation:

— IDA Pro has successfully identified the Far Jump instruction, but it was unable to find its
destination, even though it was written in plain bytes. The code following this instruction
was considered to be data. After correcting this mistake, the code was disassembled as
a pair of XOR and JMP instructions, with no signs of REX prefix or INC instruction.
The decompiler has been unable to follow the function past the Far Jump instruction.

— Ghidra has successfully identified the Far Jump instruction and its destination. The
code following it was also disassembled, but the mode change was not noticed, so INC
instruction wasn’t found and REX prefix was omitted. Interestingly enough, Ghidra has
also been able to disassemble an immediate Far Jump (EA opcode) correctly despite
it being disallowed in 64-bit mode. The decompiler has been able to decompile the
whole function “correctly” respectively to the generated disassembly, effectively making
a decompiler show the fake program listing provided by the obfuscation.

— Valgrind has been unable to execute the program past the first (64-bit) Far Jump
instruction, reporting “unhandled instruction bytes” error, with its bytes followed.
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— Angr has been unable to execute the Far Jump instruction with an IR decoding error
when PyVEX was used. After switching to the P-code lifter, the execution has succeeded,
but the path found belonged to the fake code inserted by the obfuscator.

6.3. Stealth mode switch experiment results

The program was built in the same way as in the previous experiment, except that it
used the implementation of stealth mode switching, and this change had a big impact on
the results:

— Both IDA Pro and Ghidra have successfully disassembled the code in a 64-bit mode,
ignoring the REX / INC byte. Both decompilers have successfully decompiled the fake
function they were intended to show by the obfuscation, completely ignoring the XOR
operation causing the memory error, that is used for the stealth mode switching.

— Valgrind has been unable to execute the program past mode switch with multiple
“unhandled instruction bytes” and “invalid read” errors reported. Instead of crashing,
the program has stuck.

— Angr has successfully executed the code and found a path in the fake code with PyVEX.
In the P-code mode, execution has failed with error “CALLOTHER emulation not
currently supported”.

6.4. Deprecated instructions experiment results

In this experiment, the program was built with “deprecated instructions” obfuscation
enabled in 32-bit mode, so there was no mode switching in the program. The following
results were observed:

— IDA Pro has successfully disassembled the AAM and AAD instructions, along with
their machine code-level base arguments. The decompiler has failed to optimize this
construction, leaving it in the inline assembly form.

— Ghidra has successfully disassembled the AAM and AAD instructions, along with their
arguments. The decompiler has been able to optimize the construction to the variable
zeroing, beating the obfuscation.

— Valgrind has been unable to execute the program past the first non-standard AAM
instruction, reporting “unhandled instruction bytes” error, with its bytes followed.

— Angr has been able to find a correct answer with both lifters. This is surprising, provided
that Valgrind failed to execute the non-standard AAM / AAD forms, but as seen in the
warning logs, this support has been manually implemented in PyVEX in 2022, according
to the commit history [24].

6.5. Results summary and evaluation

Systemized results of the experiments are available in the Table 2.

Table 2
Observed results
Tool Far Jump Stealth Deprecated instr.
IDA Pro Failure Fake code Success
IDA Pro (dec.) Failure | Fake code Failure
Ghidra Fake code | Fake code Success
Ghidra (dec.) | Fake code | Fake code Success
Valgrind Failure Failure Failure
Angr (PyVEX) Failure | Fake code Success
Angr (P-code) | Fake code | Failure Success
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As can be seen in the table, mode switching defeats all the tools evaluated. Stealth
mode switching is particularly efficient against reverse engineering, because it allows the
attacker to see the fake code instead of a real one in most tools, as fake code is much more
dangerous to the reverse engineer than a not working tool, because it draws no attention
and possibly makes the attacker waste time on it.

Deprecated instructions obfuscation is not as efficient against modern tools, though:
it still breaks IDA Pro decompiler, making reverse engineering inconvenient, but has little
impact on the other tools. However, it may be effective against less popular and less actively
supported tools than those supported at the time of writing, since even Angr only recently
received proper support for these instructions (in PyVEX and general P-code support).

7. Conclusion

A novel obfuscation approach is presented, that is not only efficient against the most
popular reverse engineering tools, but also has some unique properties.

First, it allows one to build a code that looks different from a disassembler and
decompiler output dramatically without using any runtime code modification, an approach
commonly used for this task in packers and protectors. This opens an opportunity to use
this method on the most protected operating systems, which deny any modification of
executable code in runtime. It is also extremely useful against casual reverse engineers that
rely on the decompiler only: they have zero chance to know what is actually going on in the
protected parts of the program, because this information is not shown in the decompiler
output at all.

Secondly, fixing reverse engineering tools to fight this approach is complicated and
most possibly time-consuming, because it involves implementing a possibility to switch
architectures in the single program. While this was implemented in the past for the ARM-
Thumb transitions, a motivation to do so for x86 is incomparably less, as this feature is not
used in the real-world applications.

The deprecated instructions use doesn’t look as promising on its own in a 32-bit mode,
but it is still useful in combination with mode switching, because forcing the code to be
disassembled as 64-bit will make these instructions impossible to disassemble for a standard-
compliant disassembler, confusing the attacker.

While there is no performance evaluation of the methods in this paper, it is possible
to eliminate most of the possible slowdowns with the ability to fine-tune methods usage
straight from the source code, thanks to the proposed obfuscation control approach.
Nevertheless, it is possible to approximate the time of a mode switching by analyzing
the code to be equal to a few context switches worst case, which is barely noticeable unless
used in heavy cycles.
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Nzyuaercss reHepuyeckas CJI02KHOCTb 1pob/ieMbl (DAKTOPHU3AIME [€JbIX qnces. lan-
Has mpobjeMa, BOCXOSIas eré K ['aycey, mMeeT BaKHOE 3HAUEHUE IJIsT COBPEMEHHO
kpunrorpadun. Hampumep, Ha mpeamnomoxKennn 0 eé TPy THOPAZPEITUMOCTH OCHOBLIBA-
eTCsT KPUTITOCTONKOCTE CHCTEMBI TTH(MPOBAHNS ¢ OTKPBITHIM KaouoM RSA. B pa6ore
IIOKA3BIBAETCS, UTO TP YCAOBUAX TPYIHOPAZPEITUMOCTH ITOH TPOOIeMbl B XYIIIEM
conydae u P = BPP ana e€ pemenmnsa He cymecTByeT MOJHHOMHUAILHOTO CHUIBLHO Te-
HEPUUIECKOTO ajroputMa. CHIBHO TEHEPUUIECKUI aarOpUTM pernaer mpobjemMy He Ha
BCEM MHOXKECTBE BXOJIOB, a HA MOAMHOXKECTBE, TOCTAeI0BATETLHOCTh OTHOCUTEILHBIX
IJIOTHOCTEH KOTOPOTO MPK YBEJUYEHWH Pa3MePa DKCIOHEHITHAILHO OBICTPO CXOIMUTCS
K equnuIie. g qokazaTenbcTBa NCHOJIB3YETCS METO ] NeHEPUIECKON aMILTHDUKAIIIH,
KOTOPBIH TIO3BOJISET CTPOUTH FEHEPUIECKHU TPYAHBIE TPOOIEMbI 13 TPO0IEM, TPYIHBIX
B xyuiieM ciaydae. QOCHOBHBIM HHI'DEIUEHTOM 3TOI0 METO/[A ABJIgeTCs 00beIMHEeHNE K-
BUBAJEHTHBIX BXOJIOB B JOCTATOYHO OOJIBINNE MHOYKECTBA. DKBUBAJEHTHOCTH BXOIOB
03HAYaeT, YTO paccMarpuBaeMas npobjeMa Ha HUX PENTaeTCs OJINHAKOBO.

KiroueBbie cjioBa: cenepuMeckas CAOHCHOCMD, ¢a%m0pu3auu;z UEABIT HYUCEN.

ON GENERIC COMPLEXITY OF THE INTEGER FACTORIZATION
PROBLEM

A.N. Rybalov

Sobolev Institute of Mathematics, Omsk, Russia

In the paper, we study the generic complexity of the integer factorization problem.
This problem, which goes back to Gauss, has important applications in modern cryp-
tography. For example, the cryptographic strength of the famous public key encryp-
tion system RSA is based on the assumption of its hardness. We prove that under the
condition of worst-case hardness and P = BPP for the problem of integer factorization
there is no polynomial strongly generic algorithm. A strongly generic algorithm solves
a problem not on the entire set of inputs, but on a subset whose frequency sequence
converges exponentially to 1 with increasing size. To prove this theorem, we use the
method of generic amplification, which allows to construct generically hard problems
from the problems hard in the classical sense. The main component of this method is
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the cloning technique, which combines problem inputs together into sufficiently large
sets of equivalent inputs. Equivalence is understood in the sense that the problem is
solved similarly for them.

Keywords: generic complexity, integer factorization.

BBenenue

[TpobGutema dbakropuzanun (pasaoKeHHs] Ha MHOXKHTEN) MEJbIX THCEJT sIBIISIeTC KJIac-
CHUYECKOil alropuTMIIecKoil mpodaeMoii Teopun unces1, Bocxosineii emé k [ayccy. g neé
JI0 CUX [Op He HaiigeHbl 3dekTuBHbe (HoInHOMUATBHBIE) agroputMbl [1]. Ha mpenosno-
JKEHUU O TPYIHOPA3PEIIUMOCTH MPOo0IeMbl (haKTOPH3AIUKA OCHOBAHA 3HAMEHUTAs CUCTEMA,
mudpPOBaHUs ¢ OTKPHITHIM KIo9oM RSA [2].

B copemennoii kpunrorpaduu nHTEPECHBI TaKUe IPOOJIEMbI, KOTOPbIe, SIBJSISACH (THITO-
TETHYEeCKH) TPYAHBIMH B KJIACCHIECKOM CMBICJIC, OCTAIOTCS TPYTHBIMUA U B T€HEPHYECKOM
CMBICJIE, T. €. JIJIS MOYTH BCEX BXOJOB. JTO OOBSACHSIETCS TEM, UTO MPHU CJIyUailHON reHepa-
UU KJII04Yeil B KpUITOrpaduIecKoM aJITOPUTME MPOUCXOJIUT reHepalus BXOJ1a HEKOTOPOii
TPYIHON aJIrOpHTMHYECKO MpobaeMblI, JIexKallei B ocHoBe ajaropuTMa. Eciau mpobiaema Oy-
JIeT JIETKOPA3PEIMMOil IOYTH BCEIJia, TO JIId HOYTH BCEX TAKMX BXOJOB €€ MOXKHO Oy/er
OBICTPO PENIUThH W KJIIOYH [OYTH Bceraa OyayT Hecroiikumu. [osaromy mpobiema jozkHa
OBITH TPYAHOI JIJIA TTOYTH BCEX BXOM0B. Hampumep, Takum moBeeHHEM 00JIaa0T KJIac-
CHYECKHE aJrOPUTMHUYECKHE POOJIeMbl KpUIITOTpapuu: MpodIeMa pacio3naBaHus KBaJIpa-
TUYHBIX BBIYETOB [3], mpobiema guckperHoro jgorapudma [4], mpobiema u3BiedeHns KOpHs
B Irpynnax Bbraeron |5| (npobiema obpamenust pynkuun RSA).

Tenepuveckuii moaxos [6] —35T0 OfMH U3 TOIXOAOB K H3YUIEHHUIO AITOPUTMUYECKHX PO~
OJieM ST «IIOYTH BCEX» BXOJO0B. B paMkax 3TOro mojxo/a ajropuTMudecKas mpobdema
paccMaTpUBaeTCd He Ha BCEM MHOXKECTBE BXOJIOB, a Ha HEKOTOPOM IMOJAMHOXKECTBE <«IOYTH
BCceX» BXOHOB. Takue BXOJbl 00pa3ylOT TaK HA3bIBAEMOE IeHepHYecKoe MHOKecTBO. [long-
THE «IOYTH Bcey» (DOPMATU3YETCS BBEICHUEM eCTEeCTBEHHOH Mepbl HA MHOXKECTBE BXOIHBIX
nauabiX. C TOYKY 3peHust MPAKTUKA AJTOPUTMBL, PEIaiorine ObICTPO TPo0IeMy Ha TeHepH-
YECKOM MHOYKECTBE, TaK K€ XOPOIIHN, KAK W OBICTPHIE aJTOPUTMBI JIJIT BCEX BXOJIOB.

B nannoit pabore nuzydaercs renepudeckas CJI0KHOCTD ITPO0IeMbl (paKTOPU3AIUU TEIbIX
quces1. /JlokaspiBaeTcs, 4TO IPU YCJIOBHH TPYIHOPAZPEIIMMOCTH STOM HPoOIeMbl B XYJIIIIEM
cnydae u P = BPP a4 Heé He cymecTByeT TOJTMHOMHAATHHOTO CUJIBHO T€HEPUIECKOTO aaT0-
purma. CHUIBHO reHepUYecKuil aJIrOpuT™ pertaer npod/eMy He Ha BCEM MHOYKEeCTBE BXO/IOB,
a Ha MOIMHOYKECTBE, ITOCJIeI0BATETbHOCT OTHOCUTE/IBHBIX IJIOTHOCTEH KOTOPOTO MpPU yBe-
JIMYEHUN Pa3Mepa dKCIOHEeHInaIbHO ObicTpo cxoanTest K eanauie. Kiaacc BPP cocrount n3
npobJieM, pa3pelInMbIX 3a IMOJUHOMHAAIBHOE BpeMsl Ha BEPOATHOCTHBIX MamiuHaxX ThbiopuH-
ra. Cunraercs, uro Kjaacc BPP coBmamaer ¢ kinaccom P, To ecTh J11000# MOIMHOMUATBLHBIIH
BEPOSITHOCTHBIN aJITOPUTM MOXKHO 3(PDEKTUBHO JIepaHI0OMU3UPOBATD, ITOCTPOUB HOJIMHOMU-
aJIbHBII aJICOPUTM, HE HUCHOJL3YIOIUNA reHepaTop CJIy4YalHblX YMCed U PEeLIAOIUNA Ty 2Ke
camyto npobsemy. Xots paBenctBo P = BPP 1o cux mop He jgoka3aHo, MMEIOTCSI BECKHUE
OCHOBAHUSA B MOJIB3Y Hero |7].

1. T'enepudeckune aJropuTMbI
[Tycrs I — nekoropoe MuOZKeCTBO BX0J10B. JIj151 monmmuozxkecrsa S C I onpeesum nocae-
00684MEALHOCTND OMHOCUMENDHBLE NAOMHOCTET
_ [5h]
| 1]

Pn(S) ,n=123,...,



O reHepuyeckol COXHOCTY NpobaeMbl (haKToOPpU3aLmuu LeNbiX HUCen 123

rae [, — MHOYKECTBO BXOMOB pa3Mmepa n, a S, = S N [,. 3ametnm, 910 p,(S) —ITO BEpoOsIT-
HOCTb IIONACTh B S IPH CIydailHOW 1 paBHOBEPOSTHON reHepalun BxonoB u3 [,. B mannoii
paboTe MHOXKECTBOM BXOJO0B /IS aJTOPUTMOB SIBJISIETCSI MHOYKECTBO HATYPAJIbHBIX YHCEI,
3allMCaHHBIX B jBon4Hoit (popme. [log pasmepom HATypaJbHOTO YUC/Ia IHOHHUMAEM JIJTUHY
€r0 JBOMYHOI 3aIIUCH.

Acumnmomuueckoli nAOMHOCMDI0 MHOXKECTBA S HA30BEeM BEPXHUI HmpeIe

p(S) = lim p, (S).

MuoxkectBo S HasbiBaercsi eenepuueckum, ecan p(S) = 1, u npenebpescumvim, ecan
p(S) = 0. OueBuanO, 9TO S reHEpUIECKOE TOLJA U TOJBKO TOTJA, KOTJA €ro JIOMOTHeHUe
I'\ S npenebpeRuUMO.

Cnenysi [6], HA30BEM MHOXKECTBO S CUABHO NPEHEOPENHCUMBLM, €CITU TOCTETOBATE b
HOCTD Py, (S) 9KCIOHEHIMATBLHO ObICTPO CXOAUTCS K HYJIIO, T. €. CYHIECTBYIOT KOHCTAHTHI O,
0<o<1,uC >0, rakue, 9T0 AJs JI0OOTO N

pn(S) < Co™.

Tenepsb S HABBIBACTCSA CUALHO 2EHEPUYBECKUM, €Can ero aonoHerune [\ .S cuabHo npeneGpe-
JKAMO.

Anroputm A ¢ MHO)KecTBOM BX0m0B I 1 MHOXKecTBOM BhixomoB J U {7} (7 ¢ J) Ha3nl-
BaeTCsl (CUALHO) 2EHEPUHECKUM, ECIIH:

1) A ocramaBimBaeTcs Ha BCeX BXogax n3 [;
2) muoxkectBo {x € [ : A(x) # 7} aBagercs (CHIBHO) T€HEPUICCKHM.

leneputecknit anroput™ A Beraucaser oynknuio f: I — J, ecmn (A(x) =y € J) =
= (f(z) = y) nag Beex x € I. Curyanus A(x) = 7 o3nagaer, 410 A He MOXKeT BBIYHCIAUTD
dbyukuuo f Ha aprymenTe x. Ho ycioBue 2 rapantupyet, 9to A KOPPEKTHO BHIYHUCISIET f HA
HOYTH BCEX BXOJAX (BXOMAX M3 TeHEPUIECKOro MHOKecTBa). MuoxkectBo S C [ Ha3bIBaeTCA
(CunbHO) 2eHEPUYECKU PAZPEUUMBM 30 TOAUHOMUAABHOE BPEMA, €CIH CYIIECTBYeT (CHIIb-
HO) PeHePUUYECKUIl MOTMHOMHATBHbIH ATTOPUTM, BHIYUCSIONINI €10 XapaKTePUCTUIECKY IO

dyHKIMIO.

2. BepodTHOCTHBIE AJITOPUTMBI

HanoMHAM HEKOTOpBle NMOHATHS KJIACCHYECKOH TeOpUH CJOXKHOCTH BBIYUCJeHHil. Bpe-
ma pabomoi tyr(z) Mammusl Teiopunra M ma BXoge © € [ —9TO YHUCJIO MATOB MAITHHBL OT
Hadasa paborhl 10 octanoBku. Ecin M Ha x He octaHaBauBaercs, moJjaraeM ty(x) = oo.
Mammunaa Teiopuara M nosuHoMuaAbHE, €CAH CYIECTBYeT TMOJTHOM p(n), TaKOH, 9T s
moboro x € I mmeer mecto ty () < p(|z]). Kmace P cocrour n3 nogmmoxects I, pacimo-
3HaBaeMBIX MOJMHOMAAIBHBIMI MamuHaMu TbIOpHUHTA.

Bepoamwocmmuas mawurna Toropurea —3T0 MamuHa ThIOpHHTA, B TPOrpaMMe KOTOPOR
JOIIYCKAIOTCA TTapbl IPAaBAJI BUA

(Qi>a) — (qj>b7 51)7
(Qiaa) — (Qk,C, SQ)

B mporecce paboThl TaKOH MAIIAHBI ¢ BEPOSITHOCTHIO 1/2 BLIOMpaAeTCs mepBoe MPABUIO U
¢ BeposiTHOCTHIO 1/2 — Bropoe. Oboznaunm depe3 P[M (z) = y] BepoaTHOCTH TOrO, 9TO Ma-
mmaa M Ha BXOze  BBIIaéT oTBetr y. Bpemst pabotsl ¢y (x, T) BeposTHOCTHON MamuHbl T bio-
PHHTA Ha BXOJIe & 3aBUCUT OT BBIYUCIUTEBHOTO MyTH (IIOCTeI0BATETbHOCTH BHIIOJTHEHHBIX
koMmau) 7. [Ipobiema S C I npunasexut kiaccy BPP, ecsin cymiecTByer BeposiTHOCTHAS
mammuna Teopunra M u nmosmHOM p(n), Takue, IT0:
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1) mag moboro x m Jyis JTO60T0 BBIYACUTENLHOTO MyTH 7 MAmmuHbl M Ha & mMeer

mecto tyr(z, 7) < p(|z]);

2) ecam x € S, o P[M(z) =1] > 2/3;

3) ecam x ¢ S, To P[M(z) =0] > 2/3.

Bepograocrabie Mamuubl Thiopuara (hopMaM3yiOT TOHATHE AJTOPUTMAa, UCHOIb3YIO-
mero rereparop ciaydaitabix ynces. Kimacc BPP —sr1o kiace npobsaem, achdexrusno pera-
€MbIX TAKIMH BePOSITHOCTHBIMU aJTOPUTMAaMU. BOTBITUHCTBO CHEIUAINCTOB [0 TeOpeTHYe-
cKolf nH(popMaTUKe cefvac cauTaeT, 9To uMeeT MecTo papeHcTBo P = BPP. 910 o3nauaer,
YTO JII000 TOJMHOMHUAIHHBIT BEPOATHOCTHBINH AJITOPUTM MOYKHO 3P DEKTUBHO ITepPAHTOMU-
3UPOBATH, T.€. MOCTPOUTD TOJTUHOMHUAIBHBIN JeTePMUHUPOBAHHBIN AJITOPUTM, DEIIAIONTHIT
Ty Ke 3aj7a9y. XOTsl PABEHCTBO TOKa HE JOKA3aHO, NMEIOTCS CephE3HbIe PE3YABTATH B €0
noss3y | 7).

3. IIpobaema dpakTOpU3aUU MEJBIX YNCEJ

[Tpobsiema hpakTOpU3AIMY IIEJIBIX YACE/I COCTOUT B cjaejyiomeM. /lano marypasibHoe duc-
Jgo N, 3anucannoe B nBonvHoil cucreme. HeobxonuMo HailT ero pasjoxKeHue B IPOU3BE/Ie-
HEe cTereHeil mpocTex ancen: N = pht . phm,

Jlemma 1. CymecTByeT HOJHHOMEAJBHBIN aITOPUTM, KOTOPBIH /1715 JTIOOBIX HATY PaJib-
HbIx yucess N u M 10 pasjiokKeHWIO Ha TPOCTbIe MHOXKHUTEJ M WX mpoussejenus NM =
= plfl . pfn’" HAXOJIUT Pa3jIoyKeHHe Ha IPOCThble MHOXKUTENN OTAeJbHO ajid quces N u M.

Zloxaszameanvcmeo. VcKoMblil NOJMHOMUAJBHBIN aJrOpUT™M paboTaeT CJeyIOnuM
obpazoM. [Ig KarKJ0ro mpocToro 4uc/a p;, BXOASIIETO B CTeNeHu k; B Pa3JIOKEHUE YUC-
aa N M, nprraemes pazmennts N cnadana ua p;. Ecain N genurcs ma p; 6e3 ocrarka, to N/p;
JeauM Ha p;. U Tak masiee 10 TeX MOp, MOKa He MOJYYUM HEHYJIeBOH OCTATOK OT JieTeHUd.
Tem caMBIM HaXOINM MAaKCHUMAJILHYIO CTENeHb S; MTPOCTOTO P;, BXOASIIYIO B pa3IOKeHUE
YHCIIA i\f . [Iponenas 1o jyist Beex p;, Haiiaém nckomoe pasznoxenne N = pi'...pSm. Torga
M = phi=si . phm—sm,

[TommHOMPATBPHOCT AMTOPUTMA CJAEeIyeT U3 TOrO, YTO Omepanusd JeJJeHUus ¢ OCTaTKOM
MPOBOJUTCS 33 MOJMHOMHUAJIBHOE BpeMs W KOJTUIECTBO IMTPOCTHIX MHOYKHATETEH B PA3I0KeHNN
ancia N M orpanndeno Beawanuoii log(N M), To ecTh pazmMepom BXoaa. B

4. OcHOBHO#1 pe3yJbTaT

Teopema 1. Ecam cymecTByeT CHIBHO T€HEPUYECKUN MOJHMHOMUAIBHBINR AJITOPUTM,
pernaoIuii mpodsaemMy (GaKTOPU3AIMH [EJIBIX YUCETI, TO CYIIECTBYET BEePOSTHOCTHBIH MOJIH-
HOMHUAJTBHBINA AJTOPUTM, PEIIAIOININN 3Ty TPoOIeMy HA BCEM MHOXKECTBE BXOIOB.

Zoxazameavemeo. [onycruM, 4TO CyIIECTBYeT CHILHO T€HEPUYCCKUI HOTMHOMHE-
anpHbli anropurm A, pemaromnii mpobiaeMmy dakropusanun. [TocTpouM BepOATHOCTHBIM
HOJTMHOMUAJIBHEIA aIropuT™ B, pelramomuii 3Ty npodaeMy Ha BCEM MHOXKeCTBe BXomos. Ha
narypajibiom uuciae N pasmepa n (2" < N < 2" ajropurm B paGoraer cieayrouum
obpazowm:

1) remepupyer cjydaiiHO U PaBHOBEPOSTHO HATypaJjbHOe uucio M pasmepa n? — n;

2) sanmyckaer aaroputm A Ha anciae NM;

3) ecim A(NM) #?, 10 ecth amropury BeLIAéT pasaoxenne NM = pit . pkm 10 10
aeMMe 1 HAXOMUM 34 HOJHHOMHATBHOE BpeMs PA3/I0KeHHE Ha IPOCTHIE MHOXKITETH
A aucta N

4) ecmum A(NM) =7, 10 BBLTAET OTBET 2.
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3aMeTnM, YTO MOJUHOMUAJBHBII BEPOSTHOCTHBII aaropuT™ B BBIIAET TPABUILHLINA OTBET
Ha mare 3, a Ha mare 4 MOXKeT BbIJATh HEIPABWIbHBINA 0TBeT. HyKHO /0Ka3aTh, 94TO BEpO-
STHOCThH TOTO, YTO OTBET BbIJAETCs Ha rmare 4, Menbire 1/3.

OrneHnM BepoATHOCTD BBIIAYH OTBeTa Ha mare 4. Yucao M umeeT pasmep n?—n, 3HAUUT,
pasmep unciaa NM paser n? —n + n = n?. Bepoarrocts Toro, uto miag N M uMeer MecTo
A(NM) =7, ne 6osbiie

{K eN:AK) =?}e| _ {K eN: AK) =} IN 2| _
|{NM M e Nn2_n}n2| |Nn2| |{NM M e Nn2_n}n2’
K eN:AK) =7}, 27 on LK €N A(K) =7}
|Nn2| on?-n |Nn2’ ‘

Tak kak mMuoxkectBo {K € N : A(K) =7} cuipno npeneGpekumMoe, TO CYIMECTBYET KOH-
cranTa @ > 0, Takag, 9TO
HK e N: A(K) =7},2] 1
< 2
’an‘ 2an

Jis Jiio6oro n. [losroMmy nckomasi BEpogTHOCTH OTBeTa Ha 1are 4 He O0JbIIe
2" 1 1

2an2 - 2an2—n < 3

npu O60JIbIHX 1. W

Teopema 2. Eciu jyis mpobieMbl (pakTOpU3aIum He CYIECTBYET MOJHHOMUAJJILHOTO
anroputma u P = BPP, To a71g Heé He cymecTByeT CUJIBHO TeHEPUIECKOTO MOJTUHOMHUATb-
HOT'O AJICOPUTMA.

Zoxaszameavcmeo. llycTh cymecTByeT CHJIBHO TeHEPUUIECKUN AITOPUTM, PEIIAIOIITT
npobsaemy dakropusanuu. Torjga, 1o TeopemMe 1, CyIecTByeT BepPOSITHOCTHBIH MOJUHOMU-
AJIBHBII AJITOPUTM, DAl €6 Ha BCEM MHOXKECTBE BXOI0B. JTOT JKe aJTOPUTM pe-
IaeT CJAeIYIONyo IpobaeMy pacmo3HaBaHus A, KOTOpad IOJHHOMHAJIHHO SKBHBAJIEHTHA
npobJieMe pakTOpHU3auu: JaHbl HATypaJbHble yuciaa N u K, Hy:KHO OIpPEeJIeIUuTh, CYIIe-
CTBYeT JIi HeeAUHUIHBIH MHO:KHTeNb N Menbiie K. Takum obpasom, npobiaema A JIeKAT
B Kjacce BPP. Tak kak P = BPP, 1o ona siexxur u B xjiacce P, a 3nauur, st 1pobsiemMbl
dgakTopHU3aIUU CyIIECTBYeT MOJUNHOMHUAIBHBINH agropuT™M. [IpoTuBopedne. B

JINTEPATYPA

1. Adleman L. M. and McCurley K. S. Open problems in number theoretic complexity, 1T //
LNCS. 1994. V.877. P.291-322.

2. Rivest R., Shamir A., and Adleman L. A method for obtaining digital signatures and public-key
cryptosystems // Commun. ACM. 1978. V.21. Iss. 2. P. 120-126.

3. Puwbasos A. H. O reHeprdecKoil CI0YKHOCTH TMPOOJEMBI PACIO3ZHABAHUS KBAPATUIHBIX BBIUE-
roB // Ipukiajnas aguckpernas maremaruka. 2015. Ne2 (28). C. 54-58.

4. Puwbanos A. H. O renepnveckoit CJIOKHOCTH TPOOJIEMBI TUCKPETHOTO jiorapudma // Ilpukran-
Hag guckperHas matemaruka. 2016. Ne3 (33). C.93-97.

5. Pwbasos A. H. O renepuyeckoil CA0KHOCTH 1TPOOJIEMbl U3BJICUEHUST KOPHS B I'PYIIIAX BblUe-
to // Ipukaagnas auckpernas maremarnka. 2017. Ne38. C. 95-100.

6. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks // J. Algebra. 2003. V.264. No.2. P.665-694.

7. Impagliazzo R. and Wigderson A. P=BPP unless E has subexponential circuits:
Derandomizing the XOR Lemma. Proc. 29th STOC. El Paso, ACM, 1997. P. 220-229.



126 A. H. Peibanos
REFERENCES
1. Adleman L. M. and McCurley K. S. Open problems in number theoretic complexity, I1. LNCS,

1994, vol. 877, pp. 201-322.

Rivest R., Shamir A., and Adleman L. A method for obtaining digital signatures and public-key
cryptosystems // Commun. ACM, 1978, vol. 21, iss. 2, pp. 120-126.

Rybalov A. N. O genericheskoy slozhnosti problemy raspoznavaniya kvadratichnykh vychetov
[On generic complexity of the quadratic residuosity problem|. Prikladnaya Diskretnaya
Matematika, 2015, no. 2 (28), pp. 54-58. (in Russian)

Rybalov A. N. O genericheskoy slozhnosti problemy diskretnogo logarifma [On generic
complexity of the discrete logarithm problem|. Prikladnaya Diskretnaya Matematika, 2016,
no.3(33), pp-93-97. (in Russian)

Rybalov A. N. O genericheskoy slozhnosti problemy izvlecheniya kornya v gruppakh vychetov
[On generic complexity of the problem of finding roots in groups of residues|. Prikladnaya
Diskretnaya Matematika, 2017, no. 38, pp.95-100. (in Russian)

Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks. J. Algebra, 2003, vol. 264, no. 2, pp. 665—-694.
Impagliazzo R.  and Wigderson A. P=BPP unless E has subexponential circuits:
Derandomizing the XOR Lemma. Proc. 29th STOC, El Paso, ACM, 1997, pp. 220-229.



NMPNKNAOHAA JNCKPETHAA MATEMATUKA

2023 CeegneHusi 06 aBTOpax Ne 61

CBEJIEHNY OB ABTOPAX

BOJIOIIINH CasBa KoncTanTuHOBUY — acnupanT OMCKOTO TOCYIaPCTBEHHOTO YHU-
Bepcutera uM. @. M. /locTroeBckoro, r. OMck. E-mail: savva.voloshin@gmail.com

TAMIIAMAKIH Hukosaii AJeKCaHapOBHY — JOKTOD TeXHUUCCKHUX HayK, Hpodec-
cop, mpoceccop Kadeapsl aaredpsl 1 dyHIaMeHTAJILHON nHGOPMATHKE Y PaJILCKOro dhee-
paJabHOTO YHUBepcUTeTa nMeHHu nepBoro llpesuaenta Poccun b. H. Enbnuna, r. Exarepun-
oypr. E-mail: n.a.gaidamakin@urfu.ru

JIEBE/ITEB Poman KoHCTaHTHHOBHY — accucTeHT Kadepbl KOMIBIOTEPHBIX CUCTEM
dakysibreTa HHGOPMAINMOHHBIX TexXHo10THit HoBOCUOUPCKOTO rocy1apCTBEHHOTO YHIUBEPCHU-
tera, . HoBocubupck. E-mail: n0n3m4@gmail.com

MAPTBIHEHKOB Urops Baagumuposud — AO «KKBAHT-TEJTEKOM», r. Mocksa.
E-mail: mivpost@yandex.ru

POMAHBKOB Buranuii AHatosibeBu4 — JIOKTOp (PU3HKO-MaTeMaTHIeCKUX HAYK,
npodeccop, raaBublii HaydHbiit corpyanuk Wucrturyra maremaruku um. C..JI. Cobosesa
CO PAH (Owmckwnii dummain), r. Ovck. E-mail: romankov48@mail.ru

PBIBAJIOB Anekcanmap HukomaeBud — kanauiar (pU3HKO-MATEMATHUYECKHX HAYK,
CTapIuil HAYYHbIH COTPYAHUK JIAOOPATOPUN KOMOMHATOPHBIX U BIYUCTUTEIbHBIX METO/0B
asrebpsr u jioruku Nucturyra maremaruku um. C. JI. Cobomera CO PAH, r. Owmck.
E-mail: alexander.rybalov@gmail.com

PABOB Baaaguvmup I'eHHagbeBud — KaHugaT PpU3NKO-MATEMATHIECKUX HAyK, NeHe-
paabnblit qupekTop HII «I'CT», r. Mocksa. E-mail: 4vryabov@gmail.com

YEPEMVYIIKNWH Anekcanap BacuibeBud — JJOKTOp (DU3UKO-MATEMATHICCKUX Ha-
VK, akageMuk Akagemun kpunrorpadun Poccuiickoit @enepanun, r. Mocksa.
E-mail: ave238@mail.ru



Kypnuan «[lpuknannas aucKpeTHas MaTeMaTwKa» BXOIUT B mepedenb BAK perensu-
PYEMBIX HAY4YHBIX U3/aHWIT, B KOTOPBIX JOJIZKHBI OBITH OMyOINKOBAaHBI OCHOBHBIE Pe3yJibTa-
THI JIUCCEPTAINl HA COMCKAHWE YIEHON CTENeHW KAHIUIaTa W JOKTOPA HAYK TI0 CIernnab-
HOCTAM 2.3.5. «Maremarndeckoe u MpOrpaMMHOe OOecliedeHre BBIYUCIUTEIbHBIX CHCTEM,
KOMILIEKCOB M KOMIIBIOTEPHBIX ceTeil» (TexHmueckue Hayku), 2.3.6. «MeToipl U CUCTEMBI
3anuThl WHOOPMAIUU, WHOOPMAITMOHHAS Ge30MACHOCThY ((PU3UKO-MATEMATHIECKUE U TeX-
auveckne nHayku), 1.1.5. «Maremarudaeckas 1oruka, ajarebpa, TeOpusi YUCes W TUCKPETHAS
maTeMaTHkay (dbusnko-maremarndeckne Haykn), 1.2.3. « Teopernueckas nndopmarnka, Ku-
GepHeTnKay (pU3NKO-MaTeMATHIECKHEe HAYKM), & TaKXkKe B IepeYeHb JKYPHAJIOB, PEKOMEH-
nosanabix DYMO BO 1B B kadecTBe yueOHOI JTUTEPATYPHI IO CIIEMUATBHOCTH « KoMITbIO-
TepHas 6€30IMacHOCTD.

ZKypuan ungekcupyercs B 6azax nanubix Web of Science (Emerging Sources Citation
Index (ESCI) u Russian Science Citation Index (RSCT)), Scopus, MathSciNet u Zentralblatt
MATH. B crognom peiituare x)xypuamoB RSCI 2022r. on orHecéH K mepBOMY KBapTH-
o (QL).

Kypuan «llpukiagnas gucKpeTHas MaTeMaTHKa» PACHPOCTPAHSETCS IO TOIUCKE;
ero nojnucHoit uujekc 38696 B obObeuHéHHOM Katasore «lIpecca Poccums. [losnorex-
CTOBBIE 3JEKTPOHHBIE BEPCHH BBIMEIINMX HOMEPOB KypHAJa MOCTYIHBI HA €ro caiire
journals.tsu.ru/pdm u Ha OGrmepoccuiickoM MaTeMaTHYeCKOM Toprajie www.mathnet.ru.
Ha caifiTe xKypHaJia MOXKHO HAfiTH TaKzKe ITPaBU/Ia MOATOTOBKH PYKOIHCeH cTtaTeil s my6-
JUKAIAA B YKypHAJE.

TemaTuka nmybankanuii >KypHaJa:

e Teopemuueckue 0cHo8b, NPUKAGOHOT QUCKPEMHOT MAMEMAMUKL
o Mamemamuueckue memodu, KpunmMozpagduu

o Mamemamuueckue memodo, cmezaro2padui

o Mamemamuueckue 0cHoGb KOMNBLIOMEPHOT 6e30NaCHOCMU

o Mamemamuueckue 0cHo8bL HAOEHCHOCTIU BBIYUCAUMEALHOLET U YNPABAAIOULUL CUCTIEM
o [Ipuksradnas meopus KOOUPOBAHUA

o [Ipukaradnas meopus a8momamos

o [Ipuksadnas meopus epagos

o Jlozuueckoe npoexmuposatue UCKPEMHBLLT A8MOMAMOS

o Mamemamuueckue 0CHOBbL UHPOPMAMUKY U NPOZDAMMUPOSIHUSA
e Buuuciumenvrovie memoodv 6 QUCKPEMHOT MAMEMAMUKE

o Mamemamuueckue 0cHO8bE UHMEANEKMYAAOHUT CUCTTLEM

o lcmopuueckue ouepku no Juckpemuotl Mamemamure U e€ NPUAOHCEHUAM



