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The paper discusses the basic principles of construction and the main types of zero-
knowledge succinct non-interactive argument of knowledge (zk-SNARK) which is used
in the model of a three-way insecure computing environment and based on sets of poly-
nomials. A number of zk-SNARK cryptographic protocols with different algorithms for
generating public parameters (Trusted Setup) are given, constructing succinct proofs
of reliability calculations (Prover) and public/designated verification of proofs (Veri-
fier). The cases of satisfying the feasibility of discrete functions (arithmetic/ Boolean
circuits) using different polynomial sets are presented in quadratic arithmetic pro-
grams (QAP), square arithmetic programs (SAP), quadratic span programs (QSP),
square span programs (SSP), quadratic polynomial programs (QPP), etc., also the
use of authenticated data are described. The cryptographic transformations needed
to build zk-SNARKSs based on symmetric and asymmetric hash functions, exponential
knowledge problems, digital signatures, homomorphic encryption, bilinear pairings
based on elliptic curves, etc. are presented. Examples of multilateral verifiable calcu-
lations based on zk-SNARK are given.
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BBenenue

CucremMbl JOKa3aTeIbCTB JId 3a4a4 Kaacca NP m03BOISIOT J0Ka3bIBAIOLIEMY, B TOM
YUCJIe HeHAIE2KHOMY, YOeIUTh MPOBEPSIONIEro B TOM, 9TO 00 beKT w 00J/1a/1aeT cBoiicTBOM L
WU, YTO SKBUBAJIEHTHO, w € L, rae L — NP-noynbiit si361k. B ob1em ciydae mpoepsieTcs
BHIIOMHEMOCTD muckperroit dynxnma C @ {0,1}" x {0,1}* — {0,1}}, nmpeacrapasiomeit
ounapuoe ornomenne Re = {(z,w) € {0,1}" x {0,1}" : C(z,w) = 0'} ¢ aspikom Lo =
={z €{0,1}": Jw € {0,1}" (C(z,w) = 0")}. Ecn | = 1, To dpyukmua C(z,w) = {0,1} —
OyJsieBa cxema, ecsau [ > 1, To apudmernyeckasi. [IpeobpasoBanue B HEMHTEpPAKTHUBHBIM
PEeZKHUM BBITIOJTHIETCS 33 CUET JOBEPEHHOTO (POPMHUPOBAHUS MYyOJIUYHBIX 3HAYEHUI HA OCHOBE
CEeKPeTHBIX apaMeTpoB 3aiuThl. Hanpumep, B Kpunropaiore Zcash 3ToT sTan Ha3bBaeTcs
«uepemonus» [1].

Kak npaBujio, KpaTKne HeMHTePAKTHBHBIE aPIYMEHTHI ¢ HYJIEBBIM PA3LIAIICHIEM BKIIIO-
garoT Tpoiiky asropurmos (G, P,V'): dopmuposaress kmoueii (Key Generator), noka3pi-
Batotero (Prover) n Bepudukaropa (Verifier). Anropurm G npuanmaer A € N, nquckper-
nyio dynxmaio C : {0,1}" x {0,1}" — {0, 1} m npoBoANT 0HOKPATHYIO JTOPOTOCTOSTITYTO
HACTPOIKY OOINEMOCTYIHBIX HapaMeTpOB BBIBOJOM KJIO4ell gokazarTeabcrBa o (Proving
Key) u Bepuduranuu 7 (Verification Key). Ha ocnose o, myGJudHOrO BXOJA CXEMbI T H
CeKpeTa w, 3HAHHE KOTOPOrO JIOKA3BIBACTCH, AJrOPUTM P BBIYUC/IACT JI0KA3aTEJLCTBO T,
HNOATBepZKJAIONee 3HaHue w. JlId COracoBaHMA ¢ AHTIOA3BIYHBIME HCTOYHHKAME CEK-
per w, 3HaHue KOTOPOTO JOKa3bIBACTCs, OyIeM 0003HaYaTh KaK CeKPETHOE CBUICTEIHCTBO W.
Bepudukarop V nposepsier, 9To T ABJS€TCA JOIYCTUMBIM J0KA3aTeJIbCTBOM i © € Lo
i (z,w) € Re:

(0,7) < G(11,0),
7 P(o,z,w),
0/1« V(r,z, 7).

Jlns napamerpa zamutsl A € N, guckpernoit dyukmuu C' : {0, 1} x {0,1}" — {0, 1}
u napwl Kmoueit (0, 7) < G(1*,C) ecan BeiBoauTest mapa (1, T), Takast, 9TO He CyMEeCTBYeT
(x,w) € Re, To V (7,2, T) OTKIOHSAET N0KA3aTENbCTBO. [IPOTOKOJIBI ¢ HYJIEBBIM pa3riatie-
HHEM JIOJIKHBI 00J18/1aTh CBOHCTBAME MOJTHOTHI, KOPPEKTHOCTH U HYJIEBOTO pasralienus [2|.

B manbHeiimeM 11 KpaTKOCTH BMECTO HAMMEHOBAaHHUSI «KpPaTKHe HeMHTePAKTHBHbIE ap-
I'YMEHTBI C HyJIEBbIM pa3lJialieHueM» Oy/IeM UCIO/Ib30BaTh CTAH/APTHOE 0003HAYEHUE «IPO-
tokoJbl Zk-SNARK» (Zero-Knowledge Succinct Non-interactive Argument of Knowledge).
Koncrpyuposanue u npumenenne npotokoioB zk-SNARK skitowaer [3] onucanne dbyHK-
nmun F'(+) Ha s3bIKe MPOTPAMMUPOBAHUS, KOMIUJIAIMIO UCXOJHOIO KOJIA B apudMeTHdec-
Kyt0/0yJieBy cxemy, 3ajlaHie KAHOHUYECKOro TpejcTaBienus cxembl B R1CS-dopme, mepe-
X071 K osimHOMuasibuoMy mpeacrasiaennio (QAP, SAP, QSP, SSP, QPP u ap.) 1is cBeienns
JIOKA3aTehCTBA K BbIOOPOYHOIl IIPOBEPKE MOJMHOMOB B CEKPETHOW TOUYKE, BHECEHHE 3Ha-
YeHUH MOJIMHOMOB B CTEIIeHb TOPOKIAIOIINX 9JIEMEHTOB IPYIIN W BHITIOJTHEHNE OUINHETHBIX
cuapuBanuii. [logpobHOE ommcaHne OCHOBOIOJIATAIONINX STAIOB IIOCTPOSHUS W IIPUHITUIIOB
pabotsl mporokosos zk-SNARK mpencrasieno B [4].

[Iporokomasr zk-SNARK sIBIstioTcs cTpouTeIbHBIME OJIOKAMH MHOTHX KpHOTOIpaduie-
CKUX MPUJIOKEHUHN, B IUCJI0 KOTOPHIX BXOJAT 3alUMEHHBIE MHOTOCTOPOHHUE PACIIPE/Ie/IEH-
Hble BeIYHCIeHNs [5-8|, rpynmoBsie moanucu |9, rubkue cucremur nposepku [10], aHOHEM-
Hble yuéTHble Janubie [11], meserupyembie yuérabie msanubie [12], seKTpoHHOE TOIOCOBA-
uue |13, 14|, dpuHAHCOBBIE TEXHOJOIWH DACTIPEIEJEHHBIX PEECTPOB HA OCHOBE KPHITOBA-
ot [1,15-21], cxembl esilernpoBanus BEIYACTEHUN (DYHKIUI 110 38 JaHHBIM BXOJAM € JIOKA-
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3aTeILCTBOM KOPPEKTHOCTH PE3yJIbTaToB [22], KonduIeHnnaIbHble TOITBEPKICHUS Mepe-
ceuennii MmHoxkecTB (Private Set Intersection, PSI) Ge3 pasriamenus cBeeHuit o Hux (MOII-
HOCTB, cOCTaB 1 Ap.) |23, 24|, KoHbDUAEHIHATBLHOE CYMMIDOBAHNE JIEMEHTOB M0 MTPHBATHBIM
arpubytam (Private Intersection-Sum, PIS) [25-27|, ofpammenns B 6a3bl JaHHBIX HeJI0BE-
peHHOro mpoBaiifepa 6e3 pasrialieHds 3anpaiuBaeMbix uHjgekcop (Private Information
Retrieval, PIR) [28] ma ocHoBe amckpenuoHHBIX cxeMm mpocryma [29, 30] ¢ ucmonb3oBaHm-
€M <«IIYMOBOI'o» IIOAXOAa, IIO OTBETaM KOTOPbLIX HEBO3MOXKHO Bbl/JeJIeHHE CbaKTa IpucyT-
CTBHUS/OTCYTCTBHST KOHKPETHOTO 00bEeKTa, U JP.

VcuaepnsiBaroliiee onucaHme Bcex pasHoBuaHOCTeH mpoTokoa0B zk-SNARK He coorser-
cTByeT (bOpMaTy CTAThbH, IOITOMY B Hell pacCMaTpUBAETCs PsiJl HCTOPUIECKU OA30BBIX CXEeM
HA OCHOBE IOJTUHOMHAJIbHBIX HaOOPOB.

1. IIporokoa U. I'pora Ha oCcHOBE MEPECTAHOBKU 3JIEMEHTOB BEKTOPOB

IIporokon DV zk-SNARK I1. I'pora [31] ucmonb3yer mpennonoKeHne 0 BIYUCIHTE b
HOll HagéxkuocT 3a1aun Juddu — Xemwmana (g-Computational Power Diffie — Hellman
Assumption, ¢-CPDH). B [31| npuBomuTcst npuMep HCIOJIb30BAHUS MyOJUUHON Tepe-

CTAHOBKM p, KOTOpas YJIOBJIETBOPseT DaBeHCTBAM b; = a,q) ata @ € {1,...,n}. ia
kparkoctn obosmadnM {1,...,n} = [n]. Bosee mosHO maenm IpEMEHEHHS MEPECTAHO-
BOK DPackpbIThl B mporokoje X.Jlumvaa [32]. Paccmarpusaercs marpuna n’® suadenmuii
11, -+ Apny U115 -+ -+ Dy, COOTBETCTBYIOIIAX JIEBBIM /TIPABBIM BXOJIaM BeHTHJIEH Oy1eBoii cxe-
MBI. 3HAUeHHs B CTOIONAX (PHKCHPYIOTCS O0A3ATETBCTBAME C1,...,Cp, ¢ = ¢ [] g7,
1€[n]
3HAUEHUs B CTPOKAaX — obs3arenbcrBamu di, ..., d,, d; = g% [] ngjL ,1)- B pesyabrare sa-
i€[n]

uxcupoBannble n 3HaYEHHH B ¢; pacCIpeledioTcs MeXKIY Pa3iIHIHBIMU 7 3HAYCHHAMH
obs3arenbeTs d;. HeobXoquMo mocTpouTh J0Ka3aTeIbCTBO, MOATBepKIaomee, 9To (¢;, d;)
coJjiep KaT CTOJIOINbBI U CTPOKHU OJIHON M TOH K€ MapTHILHI.
Anropurm dbopmuposanus katoueit (o = (ck,5,5,0)) + G(1%)
1. @opmupyrorest mapamerpsl rpynnsl gk = (p, G, Gy, e), mopoxaaonuii 1eMeHT
g € G\ {1}, rae p—nopsanok rpynus G; e — OGusnHeiiHOe crIapuBaHue.
2. DuxcupyeTcs 4eTBEPKa OrPAHIIeHNI MHOKECTB Juid ¢ = n’ + 3n — 2 3HaUeHuii, rie
N — KOJIMYeCTBO MPOBOJIOB (MePEMEHHBIX) CXeMbl (TUCKPETHON GyHKINH):

S={1,....n}, S={(n+1),....n(n+1)}

: (1)
S={l€lq:1#0(modn+2)}, SClql.

B (1) mogmuoxkecTBO S C [g], npudém ¢ nmeer Takoil BUJI, 94TO HHIEKCHI HEHYJIEBBIX

3HAYEHW MPOBOJIOB CXEMbI ([TEPEMEHHBIX JUCKPeTHON (hyHKIMT) orpanndensbr S.

Boibuparorea ciyvalinble sHa1eHUA T, 0 € L.

4. @opmupyeTcs KI09 J0Ka3aTeabCTBa 3HAHH 1 ¢ = n’ + 3n — 2 3HaYeHHUIi:

@

n2+3n—2 axn2+3n—2)

ck = (gk,9,...,9¢:9:---,G9) = (9k,9,...,9 9% .9

5. C wucmosb3oBanneM moaMHOXKecTB (1) cTponTcst T/aBHAsi CCBIJIOYHAsI CTPOKA
(Common Reference String, CRS) 0 = (h, {h;}ics) = (9%, {9 }ics), KOTOpasg OTKPHI-
TO Iy GJIMKYeTCs JJTsl BCeX YIaCTHUKOB MPOTOKOJIA M HeobXoquMa Jijist POpMUPOBAHUS
1 BepuUKAINU JTOKA3ATEIbCTB:

5,5,6 < G(ck,S),G(ck,S),G(ck, S).
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6. st cxeMbl ToKa3aTe bCTBA (POPMUPYETCs CeKpeTHas «jaaseiika» tk = x, HeobXoau-
Mas BepuUKaTOpy /s UMHUTHPOBAHNS KOPPEKTHBIX JIOKA3aTe/IHCTB.
7. Ha Beixon momaércst CRS B Bune o = (ck,d,0,0).

AJropuTM IOKA3BIBAOMIETO T < P(0, 71, ... 75, Q11,5 Qupy S1y -+ -5 Sny D115+ -+ 5 D)
OTKpBITBI BXOJ UMeeT Buj 3adUKCHPOBAHHBIX 00S3aTENbCTB € = (C1,...,¢n), d =
= (dy,...,d,) € G", a cekpeTHOe CBHIELTEIHCTBO JOKA3BIBAIOIIErO BKIOUAET MOKA3ATEIH
9KCIIOHEHT T, ..., T, S1, - - ., Sy € Zyp 1 3HAYEHUSA BXOJOB A11, - . - , Ay, D11, - - - , by, HA OCHOBE

KOTOPBIX CTPOSTCS 00s3aTe/IbCTBA:

.. r- Qj 4 S bi'
Vi,j€n] {¢;=9" ] 7, di=g" 1_[[]9j(2+1)7 aij = bij | . (2)
Jj€E€n

1€[n]

Hanpuwmep, Ha ocuose (¢;,d;) € G? MOXKHO IPOBEPUTH KOPPEKTHOCTH 00SI3aTENBCTB 34 CHET
BBIIIOJIHEHHS ypaBHeHus e(g, d;) = e(c;, §). BeimonnsoTes cieayomue maru:

1. Bmibupaercs caydaitnoe ¢t € Zj,, ¢ IOMOIIBIO KOTOPOTO (pUKCHpyeTcd «Jia3efikay.
2. Boruncisiercd Habop KOMIIOHEHTOB JIOKA3aTEIHLCTBA:

m=9" 11 9550y mr=9" 11 0,
jE€[n]

i€[n]

ﬂ-L:g H g](n+1)7 7TR:g H "—Sz

1€[n]
7TL—h th(n—f—l ﬁ'R:}Nlt'H }le_sl
j€ln] i€[n]

3. Ha BBIX01 1IOMAETCH TOKA3ATEIBCTBO T = (7rL, TR, WL, TR, TL, TR)-

AaropurMm Bepudmukaropa 0/1 < V(o,c = (¢1,...,¢,),d = (dy,...,d,),T)

Bepudukanus moaTBepKaaeTcs, eCau ¢ UCIOIb30BAHIEM 00A3aTebCTB (2) BBIIOJIHS-
IOTCS BCEe paBeHCTBa:

( ﬁ-) (ﬂ-Rv )7 e(gaﬁPo):e(ﬂ-th)v e(gaﬁ-L) ( )
e(g, ) = e(mr,h), elg,m) T1 e(cs, gjtnrr) = e(g, Tr) l_[ (gz, i)

J€n]

2. IIporokosa P. /I>xkemnapo, C. >xxearpu u B. Ilapno

Bepudurnupyemvbie Bouiamciienusi TecHo cBsg3anbl ¢ nporokogamu zk-SNARK. B VC
(Verifiable Computation) P. /Tzxkernnapo, C. Txkenrpu u B. [1apuo [34] ucnosb3yercs mporo-
ko1 4o [35, 36|, mpeHASHAYEHHBIN J1JIsT IBYXCTOPOHHETO Bhiuucaenus dbyHkimun F cxembr C
0 YACTHBIM BXOJTHBIM JAHHBIM a, b. DopmupyeTcs 3amackupoBannoe 3uadenne cxemsl G(C'),
BxoJa G(a) u ornpasjsiercss Bropoit cropone. Bropasi cropona (opMupyer u HampasJisier
nepsoit cropoue G(b) u Boranciaser G(F(a,b)), a nepsast cauMaeT g pOBALIE U IOJLY IaeT
HCKOMO€ 3HAUYEHHE.

Hertanbuee, I KaskKJI0T0 IPOBOJA W BHIOMpAETCd JBa CAyYailHbIX 3Hauennsa kO, kl €
€ {0,1}*, upexncrapasiomux suadenus 0 u 1, rage A — mapamerp 3ammThl. CTpodTcd 3a-
MACKMPOBAHHBIC 3HAYEHHMS BEHTUJICH ¢ C BXOJHBIMU HPOBOJAMHU W,, W, U BBIXOIHBIM PO~
BOfIoM w,. st i, € {0,1} u cummverpuunoit cxembl mudpoBanns F 3aMacKupoBaHHAs
Bepcust G(g) mpeacrasiser coboii geTwipe mudpTrekcTa

Vi = By (B (k14)). (3)
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Cxema mmdpoBanus F 1oKHA TOAIEPKUBATH CBOMCTBO «MPOBEPSAEMOTO TUATA30HAY: CY-
mectByer Marmmua M, nas koropoit M (k,~v) = 1 npu v € Range, (k), aTo mo3Bossier pacio-
3HABATH CBI3AaHHBIE C KAXKJIBIM BEHTHJIEM IMHMPPTEKCTHI. J[JIsi CKPBITHST CTPYKTYPHI CXEMBbI
HOPSAJIOK 3aIu(pPOBAHHBIX TEKCTOB CJAYYaiiHO M3MEHSIeTCs, T.e. IMepBbIil 3aIudpoBaHHbIi
TeKeT He 0bg3aTebHO Kogupyer Boixon s (0,0). Ileppas cropona dbukcupyer coorBeT-
cTBuA Mexky ucruaHbiME Bxogamu (/1 u coorBercTByiomumu crpokamu kC /kl Tak, uro
BTOpAas CTOPOHA HE Y3HAET MCTHHHBIE BXOJHBIE OUTHI.

CTopoHBI OOMEHUBAIOTCST COOOIIEHUAME, 9TOOBI BTOPON YYACTHUK TOJIYUNT 3HATCHUS
POBOJIOB, COOTBETCTBYIONIUE €r0 BXOJHBIM JaHHbiM (Hanpumep, kY wiu k} ). Bropas cTopo-
Ha Y3HAET 110 OJIHOMY 3HAYEHHUIO HA IIPOBOJ, a IepBas CTOPOHA HUYEro He y3HAET O ero BBOJE.
Bropas cropona mcmoab3yeTr 3aMacKUpOBaHHbIE 3HAYEHUST IPOBOJIOB M BHIBOIUT PE3yJIbTHU-
pyforiee 3Hadenne BeHTUIIs1. [lepBasi cTopona conocrapiser Jaunbie co 3uadenusivu 0/1 u
OJIy9aeT pe3y/1bTar BeraucaeHus F.

AaropurMm dopmupoBanus kitodeiit cxembl (PK, SK) < KeyGen(F, \)

Ucnonb3yercs dyukus F cxembr C' ¢ coorBercrpytomieit QAP [37] pasmepa m u cre-
neru d. IosmuaoMmuasbubie 3a1aun QAP takxke pacemorpens! B [38]. st KazK0r0 MPOBO-
1a w; BHIGUpaloTes ciyuaiinbie Merkn nposonos wl, w} < {0,1}*. Jlaa seex senTuiieit g,
cornacHo (3), Berancasiiores 1o 4 mudprekcra (Y50, Yo, 1ios 711 )- B cxeme [37] ucnosbsyerca
OTKPHITHIH Kat0d PK nst nestoil hyHKINM, a He JIJIsT KarKI0ro oTaeabHoro sxomna [39]. Or-
KPBITBIM KJi09oM P K dBisercsa HaOOp MUMPTEKCTOB, a CeKPETHBIM KaiodoM S K — Habop
CAYYalHBIX METOK IPOBOIOB:

PK + U(’Yg(p ’ng ’Vfov 7?1))7
g

4
SK + Lij(w?7wi1)). @)

Aaroputm ¢opmupoBaHus KJir4deil cxeMbl roMoMopdHOro ImudpoBaHud
o, < ProbGengg ()

Dopmupyiores kiaoun (PKg, SKg) < KeyGeng(A) cxembl MOJTHOCTBIO TOMOMOPhHO-
ro mudposanuda. [lycrs w; C SK aBAA0OTCI 3HAYEHUAMH TPOBOJIOB, MPEICTABISTIONTINMA
JIBOMYHOE Bhipazkenue . Torga napa OTKPBITHI/CeKPETHBIN KJII0Y IPUHUMAET CJIeLy FOInii
BHI:

O, < (PKE, EncE(PKE,wi)),
Ty < SKE

(5)

Anroputm Beruncienusa pysknun o, < Comppy(o,)

Boiuucisiercst Encg(PKg, ;). Crpourcs cxema A, Koropasi Ha BXOJe W, W',y BbIBOJAUT
Dy(Dy (7)), tae D — anroputm pacimndpoBaHus, COOTBETCTBYIOMN aJroputmy mmudpo-
Bauust E nyia nckazkennii B mporokose fo [35, 36]. st pacimdpopanust mytu epes mudp-
TEKCThI, AaHAJOTHYHO OIEHKe 3aMACKUPOBAHHOH cxeMbl flo  [35, 36|, MHOrOKpaTHO BBIYHC-
nsiorest Evalg (A, Encg(PKg, w;) n Encg(PKg, ;). s 3snadenunit mpoBoIOB wW;, MPEICTAB-
jsoniux y = F(x) B gonunom dpopmare, pe3y/ibraroM BbluUCIeHUusl PYHKIMU BHICTY AT

o, « Encg(PKp,w;).

Anropurm Bepudukanun y/0 < Vergg (o)

Ucnonbsyercs cekperuniii Kiaod SKg (5) mag pacmudposanus w; <— Encg(PKg, w;),
a SK (4) — nas comocTaByieHnst 3HAY€HUI TPOBOIOB ¢ BBIXOAOM Y. Ecam pacmudpopanme
U CONOCTABJIEHHE YCIEITHbI, TO Bepu(pUKAISA BBIMOJTHSIETCSI.
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Ucrounuk [40] mpencrasiser nporokos zk-SNARK ma mo6oro NP-ga3bika ¢ HeGOIbIIT-
mu CRS u BK/II09aeT COOTBETCTBYIOIIHE KOMITAKTHBIE JIOKA3ATEILCTBA TOTO, YTO MH(PPTEKCT
IMOJIYYEH U3 OTKPBITOT'O TEKCTaA 0 nam 1, a TaKZKe JO0Ka3aTeJbCTBa BBIITOJIHUMOCTH CXEM.

3. Ilporokox II. ®ay3u, X. JIunmaa, B. Ykana

I1. ®aysu, X. Jluumaa u B. Ykan B |[41] BBesn HoBYI0 (A, v)-cXeMy 003aTEJILCTB € «J1a-
sefikoit», B xKoropoit n = poly(k), A = (A\1,...,\,) € Zj—wmmHOXKecTBO Ge3 mporpec-
cum, coorBercrByomee [32], npu A; < A1, A; = poly(k) mw v > max \;. Purcupyrorcs

7

mapaMerpbl IPYNbl gk, onpenensirorcst cekpersl (o, &) € ZI%, st i € [n] dopmupyer-
e HAGOD (Gans o) = (92,997 u yeramapmupaercst (ha, h.) = (g.,¢%)7". TlyGmransrii
KJIIOY, HpPUMEHsieMblii jijist GOpMUpOBaHUst 06s3aTe/IbCTB, onpejensercs kak ck = (gk,
(gz7,\i,§7Z7Ai)i€[n],hz,izz), «nazeiika» td = o. CRS oba3arenncTs ck n «naseiiku» ckyy dop-
MUPYIOTCS aHAJOTHIHBIME criocobamu. B pesyibrare (byHKIMU MOCTPOEHUS 00s13aTE/IHCTB
BeKTOpa a = (a1, ..., a,) € Zy, 0093aTeILCTB «Ta3efiKi» M PACKPHITHS 00A3aTeIbCTB «1a-
3eiikn» (coorBercTBYeT BhIMOIHEHUIO paBeHcTBa Com(ckyy, 0,7) = Com(ckey, a, 1yq) HCTIOTB-
3YIOT PAHIOMU3ATOD T € Z, U UMEIOT CJIeLYIONHi BII:

o

n

Com(ck,a,7) = (B, B) T](gons Gon )™ = A,

=1

Comtd(thdJ T) - Com(thd7 07 T) = (hzu ]A-LZ)T7 (6)

n
Open,,(ckig, td,a,r) =r — > a;o .
i=1

[Tporokosn zk-SNARK na ocnose npoussenenust Ajamapa 41| coBuagaer ¢ Bapuan-
toMm [32], HO BMecTo (A, 0)-cxembl mcmoabsyercst (A, v)-cxema csi3biBanust. Kak u mpex-
Jie, JIOKa3bIBaeTCsl, 9TO NP JaHHBIX obs3aresberBax A, B, C' (6) BBIIOJHSIOTCS paBeHCTBA
¢; = a;b; nag i € [n].

Ilo cpasrenwio ¢ [32] Beraucenns goKaspBatomero cokpammaiores 10 O(ry *(n) logry H(n))
B Z, 1 20(r; " (n)) Bo3Beennii B crement B Gy, Te r3(n) — MOMHOCTL HANGOBIIETO MHO-
kectBa 6e3 nmporpeccun A € [n|. Bepudukaius tpebyer msaTh OHIMHEHHBIX CIAPUBAHUI 1
onuo mponsseenne. CRS srmodaer O(ry ' (n)) saementos rpymmbr.

B [31, 32| pacemorpenst nporokosbl zk-SNARK Ha ocHOBe IepecTaHOBOK, KOTODBIE
TpebYIOT 3HAUYNTEIbHBIX BBIYHCINTENbHBIX pecypcoB. B mporokosae zk-SNARK ¢ ucmoms-

soBammeM mpasoro/qesoro capura na & (rsfte([(A, A)]) = [(B, B)]) [41] na ocmose 06s-
3aTesbCTB A, B J0KasbiBaeTcs 3HaHMe § JJIs BBINOJHEHHS DPABEHCTBA @; = bjp¢ IpPH
i€ mn—¢& uaanepn = ... = a, =0 (ap_gr1 = b1,...,a, = be). Takum oGpasom,

(an,...,a1) =(0,...,0,bn,...,be41) ((an, cooyar) = (bey oo by by, b5+1)). JlanubIit npo-
TOKOJI MMEET CJIeIyIOIUil B
Anroputm dopMupoBanus Kiatodeit crs.g < G (1%, 1)

1. BoiBomgaTcs mapamerphl rpynnb gk, caydaiinbe 3HaMenus o, & € Z, u g, = g% nid
z €{0,1}.

s 1 € {v} UA soraucasiores (g1, G14) = (91, 61) - VCTaHABIMBACTCA (26 = 93",
Tust i € {, ..., Ae, v, v + &} Boraucasorest (ga i, Go.i) = (92, G2)7 -

s i € [1,n — €] Boraucsores (ho, hog) = (92,92)0’““)—(‘””5).
VeTaHABINBACTCS K/IIOM, HEOOXOMUMBIHA st (hOPMHPOBAHHST 00sI3aTebCTBA: Ck =

= (gk, (g1, G1.1)1efv}un), 1 BoiBopurcs CRS:

Ol N

Crs <— (C~k7 g1, 91, 92, 92,6 (92,1'7 gQ,i)ie{)\l,...,)\g,v,v—i-&}7 (hz,z‘, ﬁQ,i)iE[l,n—g])-
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AnropuTM IOKa3BIBAIOIIETO T < P(crs, use = (A, A, B, B, B), we = (a,1q,
b,?"b))

Broraucsserca u mogaéTcsa Ha BBIXOM, HJ0KA3aTEJILCTBO CABHUIA BHIA G%:

n—¢ - £
Teste < (1, 7) = [T (hoy, hoi)?* T1(g20 G200) "2 (92,0465 G2,046) ™ (G2, Go,0) -
i=1 i=1
AaropurMm Bepudukaropa 0/1 < Vg (crs, tss, Trsie = (7, 7))
Bepuduxkarums noarBep:KaeTcs, ecii BITIOJTHSIOTCS PABEHCTBA

6<A7 92,5)/6<B7 92) = 6(917 7T)7 6<g17 ﬁ-) - e(gla 7T)'

st mokaseiBatorero Hanboee Tpyaoémku 2 0(n) npoussenenuii B Z,, (2 + O(1)) x
x log, B - n/log,n + O(n) bunuueitusix npoussegenuit, tae S < p. Bepudukarust BuImo-
HieTCsl UAThio Ounueitnbivu ciapuBanusmu. CRS cocrour uz O(n) 3/1eMeHTOB IDyIIIIbI.

4. IIporokoa P. xennapo, C. Ixeurpu, B. Ilapuo, M. PaiikoBoii

Paborsr [37, 42| npeacrasisier coboit passutue pesyiabraron (31, 43-45|, npu sToMm 3a-
naqan QSP/QAP dopmupyiores u3 morndyeckux /apudmernyeckux cxem C : F? x F* — F
SIBJISIIOIUXCsE OTOOpazkenueM ¢ (n+ h) suadenusvu nostst F u [ Berxogamu. Orobpaxkenue C
SIBJISIETCSL apU(PMETHUIECKON CXeMOIl, eCIi BBIXOBI ONPEJENSIOTCS BXOIAMHI, TTPOXOAATTUMI
1o pé6pam (poBoam) K BepruHaM rpada (BOMYHBIM BEHTHISM) B BUJE OMIEPATOPOB «-+5
WA «X>» (BEHTHJIM HEM3MEHHbI, CXeMa — AllMKIHnYecKuil opueHTHpoBanubiii rpad). Jdomy-

cTEMBIM 3ajanueM cxembl C sgpiagercsa Habop (ag,...,ay) € FY, rne N = (n+ h) + 11—

YKCJI0 BCEX BXOJOB U BBIXOJOB, 1ipu KOTOpbIX C(aq, ..., ayep) = (Anantts - - -, an). Ilpu smoMm

nesesoit moaunom t(x) = [] (z — 1), one r; € F—kopau; g € M — MyJIbTHILIHKATHBHbIE
geEM

BEHTHJIA CXEMBI.

Henocrarkom QSP siBjisieTcst TO, YTO OHHU OMUCHIBAIOT JIOTHYECKHE CXeMbl (OJUH GUT Ha
BBIXO/IE), B TO BpeMst Kak QAP Gosiee ya06H0 onmchBaior apudmerndyeckue cxeMbl (HaOOp
OMTOB HA BBIXOJE) U3 BEHTHJIEH CJIOKEHUST U YMHOKEHHsI B BHJIE YDABHEHMUIT 10 MOJLYJIIO MO~
paaka rpynnst p. [lo cpasaennto ¢ QSP mist QAP tpebyercss Tpu HAOOpaA MOTMHOMOB, UTO
IPHUBOJIUT K OOJIee NIHHHBIM J0Ka3aTeIbCTBAM MOCTOSTHHOTO pa3Mepa. OTHAKO BBIYUCTIeHUS
QAP 6osiee mpoM3BOIUTEIBHBI, TAK KaK JIOKA3BIBAIOIIUI BBIMOJHsIET KPUITOrpahuiIecKue
Olepanuy HaJjl HEeJbIMU JIeMEeHTaMu B Kousiblie F[x] BMecTo omepanuii Jyisi KazKIoro Jio-
rudeckoro Beatuig B ciaydae QSP. Jlamee paccmarpusaercs mporokos DV zk-SNARK wa
ocaoBe QAP [37, 42|, koropast paboraeT ¢ JTeMEHTAMH IOJS U MOITOMY SIBISETCS DOJiee
HPOU3BOJIUTE/IbHOM Bepcueil moduTosbix QSP.

IIporokon zk-SNARK ¢ anropurmamu (Gen, Regen,, P, V) n1a QAP ucnombsyer R =
= {(u,w)} —muo)kecTBO oTHOmeHU HAm F", U — OTKPBITHIA BXOJ, W — CeKpeTHOE CBH-
JereibeTBO. Bxogubie mHmekcs ¢ € {1,...,n'} cOOTBETCTBYIOT COCTOSHHUIO U, a HO3UIHH
i€ {n' +1,...,n}—cekpernomy cBugereqbcTBy W. OTHOIIEHHEe R MOKET HPOBEPSIThCS
C IOMOTIBIO apudMeTHIeCKOi cxeMbl HaJT F, 9T0 SKBUBAJIEHTHO CYIECTBOBAHUIO apupdMeTH-
qeckoit byuknun f(u,w) = 1 upu (u, w) € R. B mannom ciaydae paccMaTpuBaeTCs si3bIK L,
B KOTOpoM (X, W) € R npu f(x) = w. g storo tpebyercst moaubukanus f, 9T00BI MO-
CTPOUTH apUMDMETHUECKYIO CXEMY ¢, IIPUHUMAIOILYIO0 (U, W) B KAUeCTBE BXOJIHBIX JAHHbIX,
koropas BuiBoguUT 1 npu (u,w) € R u 0 B IPOTUBHOM CJIydae W 3aIlyCKAeT IPOTOKOJ zk-
SNARK c ucnonb3osanuem QAP st ¢. B cBoto ouepeib, ¢ 3amyckaer f ¢ BXoJoM U (ryTém
3ajieficTBoOBaHUs apudMeTHIeCKO# cXeMbl st f) JJisl TIOJlyYeHUs] BBIXOJHBIX 3HAYEHWH [
BUARA (W q, ..., W,). 3aTeM BRIIHCAAIOTCA (D1, ..., bn) = (Whyyq — Wprgr, ..., W), — Wy),
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KOTOpBIE JOJKHBl UMETh HYJIeBble 3HAUEHWs, €CJIM BBOJ CXeMBl U SIBJISIETCST VIOBJIETBOPU-
TEJTbHbBIM.

s ornomrenust R muorownens: QAP mpeacTaBiens ToOMOMOPGMHBIM a1 POBAHTEM
HX OIEHOK B HEKOTODPOii cekpeTHOl Touke s Haj nosnem F, nanpumep {E(vg(s))}. Jdas o6-
MIEeIOCTYIHON BepuHUKAIUUT MOYKET HCIOJIb30BATHCS BO3BEJICHUE B CTEIEHb BHYTPH OWJTH-
neitnoii rpymme [31, 32| B Bune E(vi(s)) = g% Ges pacmudposammsa. g dbukcuposam-
HOIO BepuUKaTOpa MPUMEHSETCS CXeMa a[INTHBHOIO roMOMOP(HOIO MudpOBAHUS THIIA
[Taite [46] wx RSA [47] B Bume E(vg(s)) = Epi(vi(s)) ¢ xpamernneM ceKpeTHOTo K09 pac-
mugposanua sk. B nanpreiinem s KpaTkocTn IpoTokobl zk-SNARK ¢ obmemocrymaoi
sepudukanueii 6ynem obosuadars PV (Public Verifiable) zk-SNARK, a ¢ dpukcupoBaHHBIM
sepudukaropom — DV (Designated Verifiable) zk-SNARK.

AnroputMm Gen ¢popmupoBanus CRS

Ha Bxox nogatorcst mapamerp 3amuThl A u Bepxugas rpanuna d crenenn QAP. JTna Gpysk-
nuil f BRIYHCIASETCS Mapa acMMMeTpUYHbIX Kitodeil (pk, sk), nanpuvep RSA. B mynbrn-
IJTHKATHBHON TPYIIE MOJIsT BEIOUPAIOTCS CIydaiiHble He3aBUCUMbBIE o, s € F* u BBIBOAATCA

priv = sk, crs = (pk, {E(si)}ie[07d], {E(asi)}ie[ovd]).

g nporokoso PV zk-SNARK cekperubiit k/1t04 priv = sk TakzKe He UCIOJB3YETCS.
Crnenuduunoe gaa byukmnuu popmupoBanue CRS anropurmom Regen
Ha Bxon nonatored crs, dynknug f co crporum QAP () pasmepa m cremennu He BblIe d:

Qf = (‘/7 WvKt(x)7]free7[labeled = U ]@j). (7)
i€[n],je{0,1}
Taxxke nomaérca n' € [1,n], I, = U Lij, Imia = I\ In = {1,...,m} \ Iin. B myp-
i€[1,n],7€[0,1]

TUIVINKATHBHOM II0JI€ BBIOUpAIOTCS Corydaiinbie He3aBUCHMBIE [y, By, By, 7 € F™* n rnaBHag
CCBLJIOYHAS CTPOKa s [ u n' IpuHUMaeT Caeayonui BuI:

crsy = (crs, Qp, ', {E(vk(8)) Yoermar {E(wi(5)) }reim), {EWr(8)) breimys {E(s)) Yic.a)s
{E(0wi(8)) }rermar {E(awi(5)) bremm), {E(ayn(s)) beemm {E(@s’) Yicto.a)»
{E(Bovr(8)) b rermar {E(Buwwr () brepm), {E(Byyr(8)) remm)),
shorters ;=(priv,E(1),E(c),E(7),E(8,7),E(Bu) E(By7) {E(0k(5)) brera E(wo(s)),E(t(s)))-

ITo cpasuennio ¢ QSP B QAP Q¢ (7) nobasien nabop MHOTOWIEHOB Y € COOTBETCTBYIONMUMA
sonermnsnin {E(ys (5)) el L0 (5)) el {E3,00(5)) brepm)- E8,7) B CRS.
AaroputMm pokasseiBaromiero P
Ha Bxom momatorcsa crsy, coctoguue u € {0,1}" u cekpeTHOe CBHJIETEIBCTBO W €
e {0, 1}”*”/7 HeoOXOIUMble JIJIsi TIPOBEPKH OTHOoIeHns: (U, w) € R, T.e. BBIIOJHHUMOCTH
f(u,w) = 1. P onenusaer ()y, 9T0OBI HOJIYIUTD (A1, ..., 0y,) B MHOTOWIEH h(T) A1 IPO-
BEPKHM PaBEHCTBA

A(@)t(x) = (0o(x) + 3 ax()) (o) + 3 axn(x) = (o) + 3 ougi(a).

k=1 k=1

(8)

Host vmia(z) = D0 apop(w), w(x) = > apwp(r) ny(z) = > apyp(x) amropurm P
k€lmia kE[m] ke[m}
BBIBOJIUT JOKA3aTeIbCTBO 3HAHULA

™= (7Tvmid7 Tws Tyy Th, WU;nid’ Tl Toyt s TRt 71—2) = (E(Umid<3))7 E(w(s)), (E(y(S)), E(h(S)),

E(0vmia (), E(0(5)), E(ay(s)), E(@h(5)), EButmia(s) + Buto(s) + ().
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Amasornuno gokasarenncrBy Bepenu QSP [37], s 3a1aHHBIX CrSy M OTKPBITOTO BXOJA
u € {0,1}" smementsl Vigq, W n Y, O,ZLHa}K,ZLbI 3a(pUKCUPOBAHHBIC B JI0KA3aTEILCTBE T,
OIpeesIsIioT Bee ocraabuble daementsr H, V) .\ W' Y' H' Z koropble TakzKe KOJAUPYIOTCS
B 7. lloaTomy mpu popMUPOBAHUM U UCIOJIL30BAHUU 3JIeMEHTOB Vinig, W u Y meobxomaumo
cobJII0IATh MOBBIIIEHHBIe TPeOOBaHUS K UX 3aIlUTe.

I[To cpaBuenuio ¢ mokaszarenbcrBoM s QSP [37] cayuaii QAP (9) comepxkur neBsaTh
9JeMEHTOB 10J1s1 BMecTo cemu. [lobasrenst E(y(s)), E(ay(s)) n «cmemenues [,y(s).

AaropurMm Bepudukaropa V

Ha sxon nonatores shortersy, sk, W m = (o5 Tus Ty Thy Tyl s Tt Tyt Tt Tz ). V 1071
TBEPZKJIAET, YTO UCIOIb3YIOTC JTOCTOBEPHBIE 3aIln(POBAHHBIE aﬂeMeHTbl.

J1st cooTBeTcTBYOMUX 3amudpoBaHHbIX 3HaMeHud Vg, W, Y, H, V... W Y' H' 7 an-

roputm V Beraucisier E(vy, (s)) miast v (s) = > ag vg(s). Vcnonbsys Beraucienne KBaapar-
ke]in
HBIX KOPHeH Ha 3amudpoBaHHBIX IepeMeHHbIX cTpororo QAP, Bepudukanus npoBoIuTC

CJIeAYIOIIUMU PaBEHCTBaMM:

(UO(S) + vin(s) + Vmid)(wo(s) + W) - (yo( ) + Y) =H- t( ), V/'d = onmid, (10)
W'=aW, Y =aY, H =aH, vZ = (By77)Vmia + (BuY)W + (8,7)Y.

[To cpaBhenuio ¢ BepudukanuonubivMu pasencrsavu QSP [37] cayuait QAP (10) momosHu-
TeJIbHO YUUTHIBACT 3HaUeHNe — (Yo (s)+Y') mis yemoBus aenmumoctn, KouTpoaupyer Y/ = aY
¥ IIPOBEPSIeT KOPPEKTHOCTh MCHOJIb30BAHUS BBEJGHHOTO MHOTOWJIEHA Y JIsi HOBOTO (bpar-
MEHTa, JOKA3aTeJAbCTBA T, = /.

HyneBoe pa3sriarnienue

CaoitctBo ZK obecnieunBaercs nobasiienneM B crsy 3nadenuit E(4(s)), E(at(s)), E(B,t(s)),
E(But(s)), E(B,(5)), E(uo(s)), Eco(s)), E(wio(s)), Eawio(s)), Eo(5)), E(ago(s)). Branom.
ercst caur 3nadennii E(vyq(s)), E(w(s)), E(y(s)) cayqaitnpim obpazom, kparabim E(t(s)),
JpyTHe 3HAYEHUsI W3MEHSIOTCsI COOTBeTCTBeHHO. Takum obpasom, 3uadenus {ak}y € Iy,
Vin (), Vmia(z), v(x) = vo(x) + vim(x) + vma(z), w(x), y(z), h(x) ocTalTCs TpPeRKHUMHE.
Bepudukarop soibupaer ciaydaiinsie d,_,, 0y, 0y € F', B pe3yabrare dero P cTpont nokasza-
TeJIbCTBO CO CBOMCTBOM ZK:

/ / / /
T =(m T 7rh,7r/d,7r

Umiq? "wr o Ty {u”ﬂy”ﬂ-h’ ) ( (mld( ))aE(w/(S))aE(y/(s))aE(h,(S))>
E(avyia(s)), E(aw'(s)), E(ay'(s)), E(ah'(s)), E(Byvmials) + Buw'(s) + ByYimia (),

rae Vg () = vmia(x) + 0y, t(2); W'(x) = w(z) + dut(x); ¥'(z) = y(z )+ dyt(z). Hosurit
9acTHBIH MHOTOUIEH o 3HadeHuaAMu v (x) = vo(x) + v (z) + vlq(2) = V" (x) + 0y, t(2),
v"(2) = vo(2) + vin(T) + Umid () 1 cooTBeTcTBYIOmMUMT W' (), w” (x), y'(z), y" (r) upuaEMaeT
CACAYIONINI BUJ;

W) = (o (2)u! () — o/ (2)) /H(ax) =
= (0"(2) + By (@)) (0" (@) + 8,t(2)) — (5" () + 3,1())) /1) = (11)
= () + 8yt () + 80" (&) + 6,y Sut(2) — 5,

ITo cpasuenuio ¢ gactubiM MuorowienoMm QSP [37] caywait QAP (11) orimdaercss TOIBKO
cocTaBdmoIeilt —d,.

Cornacuo [48], mporokon zk-SNARK na ocnose QSP u QAP MoxeT MOBTOPHO paH-
AOMU3UPOBATHCA HE TOJBKO HCXOAHBIM [JOKa3bIBalOIMIUM, HO U JAPYTIUMHU IIPOU3BOJIbHBIMHA
YIACTHUKAMHU TTPOTOKOJIA.
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5. IIporokoa B. Ilapno, Ix. Xaysana, C. Txxearpu, M. PaiikoBoii

[Tporokos VC B. IMapno, Tx. Xaysuia, C. Jxenrpu u M. PaiikoBoii [49] Buocur uzme-
Hennst B BapuanT |34, 37|. Teneps croporuuii paboTHUK TPOBOJANT J€IeIHPOBAHHBIE BBITHC-
JIeHUs HaJ| MyOJIMIHBIM BXOJIOM U B OTKPBITOM Bu/1e. VIcxoaublii u 60/1ee TpOU3BOIUTE/IHHBI I
IpOTOKOJBL TipesicTaniierbl B [49]. Tlo coobpazkeHusM BO3MOKHOIO MPAKTHYECKOTO TPUMe-
HEHUs HUZKe paccMaTpPHBAaeTcsl TOJBKO Oosiee TponsBouTenbHas Bepeus V.

Anaropurm dbopmupoBanus kKiaroueit KeyGen

Ha Bxox nopatorcst mapamerp 3amuthl A, byakius F' ¢ N BXOJHBIMHI /BBIXOTHBIMU 3HA~
gerusamu u3 [, 11g koropoii crpoutcs apudmerndeckas cxema C'. 3arem st C' hopmupyer-
cst QAP (7) pasmepa m u crenenn d. Kax u panee, usjgekcel Iiqg = {N+1,..., m} paccmar-
PUBAIOTCST KaK He CBsI3aHHbIE ¢ BXOJaMu /BbixogaMu. C HCIOJIb30BAHUEM CJTYYallHBIX CeKPe-
TOB Ty, Ty S, Oy, Oy, Oy, 3,7 € F ycTaHaBIUBAIOTCE Ty = T0T0, §o = G, G = 9", Gy = 'Y
Ha Brixose dpopmupyrorcest kiaouu nyoananoit oneikn FKp n Bepudukanun V Kp:

(EKp,VKr) < KeyGen(F,1%).
Koroun ny6bsmmanoit onienku K p u Bepudukanun V Kp TpUHAMAIOT CJISLYIONANR BHI:

EKF = {g;})k(S)}kelmid7 {gﬁk(S)}kelmid7 {ggk(S)}kelmid’ {ggtvvk(S)}kelmid7
{gGwmnts }ke]mld7{gyyyk }kelm,da {g* }ze[d]a {gZve(s) gunls )gﬁy" M he i (12)

VEKr = (9" 9,9, 9%, 97,97, g, {g*®), g g%}y cionom) -

Ilo cpasuennto ¢ EKp ncxomuoro nporokosa [49], coorsercrsyrontero crsy (8), monn-
dbunuposanubiit BapuanT (12) uck/I04aeT BHIYUCIEHHE ") gfgf;ﬂ, COKpaliiasl HaI'py3Ky
HA& UCTIOJTHUTEJIA.

AgropurMm ucnonnurens Compute

Ausroputm onenuBaer cxemy C' dynkmun F' Ha BXOAe U s Borumcienus y = F(u).
PesynanTaToM OIeHKH ABJIAeTCA 3HaHHEe PAOOTHUKOM 3HAYCHUH {C;}ic[m] TPOBOJOB CXEMBI:

(y,m,) < Compute(EKp,u).

Ucnonnaurens BoiBoaut h(z) ans nposepku p(x) = h(z)t(x) u HA OCHOBE Umiq(s) =
= > cpup(r), a TakXKe COOTBETCTBYIOUUX Wiid(S), Ymid(S), BBIYHCIAET JTOKA3ATEIb-
k€Imiq

CTBO Ty, OTIHTHOE OT (9):

T, = (gvmid(s)7 gwmld( ) gymld( )7 g ( ) gavvmld( )7 g’lo;wwnnd( )’ gayymid(s)

= (9, ° 7
BVmid(s) . meid(s) (13)

Yy
gy o gﬁymxd( ) )

JIoKa3aTeIbecTBO TEKYIEro npoTokota (13) mo cpaBHeHUIO ¢ HCXOMHBIM (9) COKPAIIEHO ¢ Jie-
BATH JI0 BOCBMH 3JIEMEHTOB rpyIibl. Tem He MeHee pabOThl 110 HCYEPIBIBAIOIIEMY 0DOCHO-
BAHWIO HAMEKHOCTH MOAMPUIMPOBAHHOTO MPOTOKOJIA OTCYTCTBYIOT.

Anropurm Bepudukamuu BpraucjaeHuii Verify

[IpuBeném popMaIbHYIO 3aIMCh (PYHKIUH BepUDUKAIIIH:

0/1 < Verify(VKp,u,y, m,).

IIpoBepka jgokazaTenbcTBa 7, ¢ sieMentamu g'mid, gWmia g¥mia gH gViia gWiia g¥mia, g7
OCYIIeCTBIseTCs Ha OCHOBe KJioua pepudukanun VKp 1 OWIMHEHHOTO CHapUBaHUS e.
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Konrpons penmumoctn QAP ucmonbsyer V Kp s BBIYUC/IEHHS ngi”(s) = ]I (gff’“(s))ck’,
ke[N]
gl'lﬁio(s) =11 (ggk(s))ck " gzy/io(S) = II (gzy/k(S))ck:
kE[N] ke[N]

UO(S) U'Lo(s) ‘/lnid ’Ll)o(s) wio(s) Wmid — t(S) H yO(S) yio(s) }/mid
(9" 9" g, ™, 9 G gy ™) = e(g, ", g7 )9y gyt g, g).
3aTeM BBITIOJTHSIETCS MPOBEPKa HAXO0XKIeHUS MOJTuHOMOB MHOXKecTB V, WY B cooTBeTCTBY-
IOIIAX AUAIIA30HAX:

!/ / ’

Vini i Oy Wmi mi Qi vai — mi Qy
e(go™, g) = e(g,™, g*), e(guw ™, g) = (g™, g™, elgy™, ) = e(gy™,g™).  (14)

B sakiouenue mpopepsiercst, 9To B (14) HCIOJB30BAIUCH OJUHAKOBBIE KO(DMUIHEHTHI
B KaxJI0# u3 JjimHelnbix kombunanuii V, W, Y:

e(g?,97) = e(g¥mid g"mia g¥mia go7),

Hynesoe pasraamenue lcnosnb3ys npunnunsl [37], pabounii BeiOupaer ciiydaiitbie
0y, 0, 0y € F U MaCKHpyeT MHOTOWIEHBI B BHJAE Umid(z) + 6,t(x), v(z) + §t(z), w(z) +
+out(z), y(x)+0,t(x). Jns yupornenns panIoMA3aINE JOKA3ATEIHCTBA B KJTIOW MYOIHTHON
onenkn EKp (12) BKIOYAIOTCS CJIEYIONHe BETHINHBI:

(s)

awt(s)

g (s)

(5) ,Btls) o BH(s).

got , gouts) glHs) gBls) gt

6. IIporokosa X. JIunmaa «c 06sa3aTEIHCTBOM U /10KA3aTEJIbCTBOM»

Kaxk npasuto, nporokosibl zk-SNARK crpost CRS s ogaoro Buga NP-a3bika, Hampu-
Mep JIJIsl 331491 BBIIOJTHUMOCTH cxeM ¢ ucnosib3osanuem QAP SAP, QSP, SSP [37, 50, 51]
u ap. [porokon zk-SNARK X. Jlunvaa [52] 3a cuér HOBOII cxeMbl 06S3aTeTBCTB CTPOUT
CRS, koropast MOKET HCIIOJAb30BATHCA MOBTOPHO U HE 3aBUCHT OT Bujga NP-s3bika.

Cornacuo mozenn CRS [53], B [52] crpontcsa cxema 006513aT€1bCTB ¢ BO3SMOKHOCTBIO H3-
BJICYCHNUST CBA3BIBAEMBIX (CKpbIBaeMbix) ganubix (Trapdoor Commitment Scheme), me 3a-
BHUCAIIAst OT OWHAPHOTO OTHOIIeHUs R, coctosiimast u3 aaroputma Geon (crpout CRS ck u
KII04U-«Ja3eiiky») u C (10 ck, coobImeHno m u paHIOMU3ATOPY I BBLIAET 00S3aTETHCTBO
C(ck,m,r)), 9ro obycaasauBaer ux HaszBanue — nporokobl zk-SNARK ¢ obsizareberBoM n
nokazarenscrsoM (Commit-And-Prove zk-SNARK, CaP zk-SNARK). CpasbiBatue 3nade-
nus w; suga u; = C(ck, w;, 7;) AoKasbiBaeT, aTo HAGODP U = (Uj;, Wy, Ty, )3”;(1") JUIst Iy OJIMIHO
M3BECTHBIX MHJIEKCOB 1 YJIOBJETBOPSAET TOMY, UTO U, SIBIAETCA 00A3ATEJIHLCTBOM JII W;;
¢ paHIOMH3aTOPOM 73, U (w;,) € R (n— pasmep Bxoma Zy, l,,(n) — HEKOTOPHII MOTHHOM).

Beoaurcs HoBas cxema 003aTeIbCTB ¢ «JIa3efiKoii» U BO3MOXKHOCTBIO U3BICUEHHUS TaH-
HBIX, B KOTOPOHl 71 — CTEMeHb 2; p — MOPSII0K TPYHIBI;, w — N-i IPUMUTUBHBIA KOPEHb II0
MOIYII0 p. OUpeaessaroTcss MHOTOUIEHBI

- | | (15)
rie Z(w™1) =0, a l;(X) — i-it 6azucubiii nomuoM Jlarpamka, T.e. [;(w™!) = 1, [;(w’ 1) =0

upu ¢ # j. C ucnonb3oBanueM 3uadenuii (gk, x,7y) u noauromos (15) seraucasiercs CRS

ck = (gk, (g1, g;)f(X))fE{Z,ll,...,ln}
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U OIIPEJIe/ISIETCS CXeMa, 00S3aTeNbCTB C «JIa3eiKoii»

Comfck, (ar,.. ., ac),r) = 1((g1 98)“@)% (g1, g5) %)) =

= (16)
rZ(a)+Z a;l;(o) .
= ((91793> =1 = (AlyAg) = (A,A) S Gl X Gl.

[Tpumeuaresnsuo, 1ro Com(ck, 1,,,0) = (g1, g ). [ommunocts obs3aresnbera (16) KOHTPO-
Jupyercs paBeHcTBOM e( Aj, 7Z(X)) elg? ) , AJ), packpbiTie 0043aTeNLCTBA TPEOyeT 3HA-
Hust a, 7. C y96TOM HCIONB30BaHusT cXeMbl 00s13aTesibeTB (16) paceMaTpuBaeMblil IPOTOKOJ
zk-SNARK [52] cosnagaer ¢ sapmanrom I1. por [31], rae moxaspiBarommuit oaTBepK Ta-
eT BO3MOXKHOCTEH packpbitus obsizatenncts (A, A7), (B, BY), (C,C7) ais BekTopos a, b, c.
Taxmm 06pa3oM, UCIOIL3YeTCsI ONHAPHOE OTHOIIEHHE

RX - {(uX7wX7TX) TUx = ((A17A’2Y)7 (Blng>7 (CbC;))? Wx = (a,b,c), s = (Ta77nb77nc)7

ck,n

(Ay, A7) = Com(ck, a,r,), (B, By) = Com(ck, b, 1), (C1,C]) = Com(ck,c,r.), aob =c}.

s dbopmuposanust nporokosia zk-SNARK Ha ocHOBe mpoussenenus [52| paccmarpuba-
orea nommaombl A(X), B(X),C(X) mpu A(w™') = a;, B(w'™) = b;, C(w™!) = ¢; na
i € [n]. lyers Q(X) = A(X)B(X) — C(X), A(X), B(X),C(X) Bxomar B {l;(X)}, u
m(X) = Q(X)/Z(X). B takom ciaydae BBIIOTHsIETCS TpeOyemMoe paBeHCTBO: a o b =
Hcnonb3yercs caepyomas Tpoiika ajaropuTMoB.

Anropurm dbopmupoBanus Kiatogeit crs, + G, (1%, n)

1. BriBoagTcsa napaMeTpbl rpynibl gk u cydaiinbie 3Ha9eHUS (gl, g2, X, ’y) € G} xG; x
2
x 72 upu Z(x) # 0, 7 #0.
2. B coorBercrBuu ¢ (15) ma ocnose Gasuca nomunomos Fo = (Z(X), (I;(X))r,) yera-
HasauBaTcd kKomnonenTsl CRS:

crsp = ck = (gk, (g1, 97)7 X)), crsy = (gk, g77N), crsy = (crsp,crsy).  (17)

Bxox uy = ((A1, A7), (B1, By ), (C1,CY)) aBasiercst 00IIMM U MCIOIB3YETCH JIOKA3bIBa~
IONIUM U BepU(DUKATOPOM.

AJropuT™M DOKA3BIBAIOLIETO Ty < Py (crsp, uy, wy = (a,b,c),rx = (ra, 7, 7c))

KondugennuaibaocTs obecrnedupaercs cIydaiiHbIMUA 3HAUCHUAMHU T, T, Te € L. Onpe-
nessiercst TOMHHOM Qi (X) = (La(X) + 7,2 (X)) Lp(X) 4+ 1 Z(X)) — (Le(X) + 7.Z(X)),
re jgononenus Buja rZ(X) rapaHTupyor ckpbitue; Qi (X) umeer crenens 2n u jeurcs
Ha Z(X), ectm c =aob:

1. @opMmupyercss KOMIIOHEHT J0Ka3aTe beTBa My (X) = Qui(X)/Z(X) = 3. m X" cre-

=0
IICHA N.
2. Jlng cokpalieHus COOOIIeHUI MPOBePAIOIIHil epe1aéT ONEeHKY 7Twi(X ) B CJIy4ailHoi
CEKPeTHOH Tque X. loKa3bIiBaronuii BBIYHCIASIET Ty = gﬂ“”(X) C UCMOJB30BAHUEM

snaverns gf u3 CRS (17) u koscbdbunuentos m;:
T = gﬂwi(X) — H(Qi( )T

AnropurMm Bepudukaropa 0/1 < Vi (crsy, uy, mx)
Bepudukarus noarsepKaeTcs, eCi BbITIOJTHIETCS PABEHCTBO

e(Ay, BY) = e(g1, CFe(mr, g3 7™ ).
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Jist mokaswIBaroIiero Haubosiee TpyaoéMKa mporeaypa (n + 1) Bo3BejeHHii B CTENEHD
B G1, TpU MOSIMHOMUATBLHBIX ONEHKH, OJHO POU3BE/ICHIE U O/IHO JIeJIEHIE OJINHOMOB. Bepu-
dukaTop BeITIOTHSIET Tpu OWTHHeHBIX crnapuBanus. Vckmogas gk, CRS moka3biBaroriero
u ck cocroat u3 2(n + 1) saementos rpyumnsl, CRS BepudukaTopa — u3 0JHOTO 3JeMeHTa
rpymmsl. C ucnosb3osanneM anropurMa [54] sorauciaenue CRS cocrasasier O(n) oneparmii.

7. IIporokoa X. JIumMvaa Ha OCHOBE ITUKJNYECKOTO CABUTa BEKTOPOB
X. JTunmaa [52] mpemnaraer pekoncrpykimio mporokoia zk-SNARK wa ocrose casu-
ra [41] ¢ ucnonb3oBanmeM 00s13aTesIbCTB (16), I TOKA3BIBAOIIUI OTBEPK AT BO3MOK-
HOCTb PACKPBITHA Takux obs3aresnscts (A, A7) = Com(ck,a,r,) n (B,BY) = Com(ck,
b,7),artoa=b > z, 1.e.a; = by, mpui € {1,...,n—z}ua; =0mnpui € {n—z+1,...,n}.
B 3Tom ciiydae OmHApHOE OTHOIIEHUE UMEEeT BU/I

RrSft = {(uX7wX7T><) : u>< = (<A17A’2Y)7 (BhB;)u w>< = (a7b>7 T>< = (7’@,7”(;),

ck,n

(Ay, A)) = Com(ck,a,r,), (B1,B;) = Com(ck,b,m,), a=b> z.

[Toy4uennsrit mocsie pexoucrpykmun mpoTokos zk-SNARK ¢ npaBeiv caiBurom mpecran/is-
eT coDOoi CJIeIyIONINe aJIrOPUTMBbI.
Anroputm dbopMupoBanus Kiawodeit crs.g < G (1%, 1)

1. @uxcupyercs nojunom Z*(X) = Z(X)?, BEIBOAATCA NapaMeTphbl IPYIIBL gk U CJIy-
aiinbie 3HATCHNs (g1, g2, X,7,0) € G} x G% X Z3 npu Z(x) # 0, v # 0.

2. B coorsercrsuu ¢ (15) ma ocnose Gasuca nomunomos Fo = (Z(X), (I;(X))r,) yera-
HaBJIUBAIOTCH KOMIOHEHTH CRS:

60Z(x)Z*
ck= (gk, (g1,93)"™), crsp = (gk, (g1, g5)™==0), crsy = (gk, (g1, g3) 7)), g3 V7" 1)

3. Ha Boixox momaérest crs,sre = (ck, crsp, crsy ).

Bxon uste = ((A1, A3), (B, By)) aBiagercsa obIUM U MCIOJIb3YeTCs JTOKA3BIBAIOIIUM 1
BepuUKATOPOM.
AnropuTM DOKA3BIBAIOIIETO Tt — Pisii(Crsp, Urst, Wiste = (2, D), Trsfe = (70, 7))

1. BeiBopaTca caydailHble CeKpeTHBIE 3HAYEHUS X, 0 € Zy.
2. Bprumcasercd u mogaércsa Ha BBEIXOJ, JOKA3aTEJIbCTBO CIBUIA:

n

Tt = (71, 75) = (91,95)" 0 = ] 1((917gg)li_Z(X)Z*(X)_li(X))biX
1=z+

< T ((91,99)"0) ™ (91,9707 00 (g0, ) 700)

Anropurm Bepudukaropa 0/1 < Vg (crsy, U, Trsfe = (71, 73))

Bepuduxanust noarsep:KiaeTcs, ecJIi BBIIOJTHSIOTCS PABEHCTBA
02 Z 87 §2(x)2*

Jst tokaseiBatorero Haubosee TPYIO0EMKH JiBe TPOIEAYPHI 110 (n+2) BO3BeIeHuil B cTe-
nenb (ogHa B Gy 1 o1Ha B Gy). O0BEM mepeadn JaHHBIX COCTABJSIET JBA 3JIEMEHTA TPYIIIIb.
Uckmouaas gk, CRS noxasbiBatomiero u ck cocrost u3 4n+ 6 sementos rpymms, CRS Bepu-
dukaTopa — U3 JIBYX 3JEMEHTOB I'pylIbl. BepuduKaTop BBHITIOJHAET YeThipe OUINHEHHBIX
CTIAPWBAHUSI.
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8. IIporokoa A. 3. Kocba, . ITanagonymnoca, C. IlanamauTty u ap.

Cucrema VC «TRUESET» A.3. Kocba, 1. [Tanagonysoca, C. [Tanamanry u ap. [55]
npejcTabisier coboit pacimuperne peanusanuu Pinocchio [49] va s3pike C++ ¢ mcnonb3o-
parnem 6ubimorexkn NTL [56, 57|, obecrieunparorieil Mpon3BOIUTENHHY IO TOJINHOMUAATHHY O
apudmernky Ha ocHoBe BII®, 6ubanoreku GMP [58] u 6Gubsmorekn Ate-crnapuBanus Has
kpusbiMu Bappero — Hepura [59]. Cucrema VC «TRUESET» cnocofHa JOCTOBEPHO BbBI-
YUCAATD JI00YI0 (DYHKIUIO MOJTUHOMUATBHOIO BPEMEHU ¢ TOJHBIM HAOOPOM JIOTUKH, T.e€.
BBIDAKEHHYIO B BHUJE CXEMBI JIEMEHTOB MHOZKECTBA O0'bE/IMHEHNUsI, IePECeUEHNUsI, CYMMBbI H
Pa3HOCTH, a TaK:Ke THOPUIHBIE CXeMbl 3 Oy/eBbiX n apudpmerndecknx BeaTuaeii. Odecre-
YUBAETCA 3aBHCUMOCTD BPeMEHH PadOTHI JIOKA3bIBAIONIEr0 U (POPMUPOBAHUA KJI04Ya, IPO-
HOPIMOHAIBHAA pa3Mepy BBOJIA. DTO JOCTUTACTCA MyTEM KOJUPOBaHUS HAOOPa MOIIHOCTH €
B BH/Ie MHOTOUJIEHA CTENeHN ¢, anaaorudno [60, 61], a HaGopa cxem — B BU/Ie MOJTMHOMUATb-
HOU CXeMBbI, T/I€ MPOBO/IA SIBJISIIOTCS MOJTMHOMAMU, 8 BEHTH/IU BBIITOJTHSIOT MTOJTMHOMHAIBHOE
CJIOZKeHHe / yMHOKeHHe.

st sroro seoasitest QPP, B KOTOPHIX HCMOJIB3YeTCsT MOJIMHOMHUATBLHOE YMHOKEHNE /CI10-
JKeHHe W MHOTOYWJIEHBI CBOJAATCA K HPOCTBHIM 3HAYEHUSIM IMPOBOJOB apudMeTuIecKon cxe-
MBI 33 CUYET UX OIEHKH B CEKPETHOH TOUYKe S. B aToM ciiydae moJumHOMHAJIbHAA cxeMa J
Ha 1 ojieM [F' mpejicTaBisieT CXeMy ¢ BEHTUJISIMU CJIOYKEHUsS] U yMHOXKEHUSI TIOJTIMHOMOB, T/e
d — KOMM9IeCTBO BeHTHUIeH yMHOXKeHHUs; N — KOJUYIECTBO BXOJHBIX M BBIXOIHBIX ITPOBOJIOB;

I, ={N+1,...,m} — vHAEKCH BHYTPEHHUX TIPOBOJIOB; N; — CTENEHb MOJHHOMA MPOBOJIA 7
N — HAMBBICIIAS CTEIeHb OJXHOMOB IIPOBOJIOB.
Hnst muoxkectBa A = {ay,as,...,a,} € F" onpejensiercs XapaKTepUCTHIECKHI TTOJTH-

HoM A(z) = (z+ a1)...(2 + ay,). Ouepanun HajJi MHOKECTBaMU 11PEOOPA3YIOTCs B HAOOD
cxeM 10 cieayomuM dpopmysiam. MuoxkecTBo nepecedenus: [ = AN B, ecan cymecTByOT

Takue TOJAUHOMB a(z), B(2),v(2),0(2), at0 a(2)A(2) + B(2)B(2) = I(2), v(2)1(z) = A(2),

d(z)I(z) = B(z). Muoxkectso obvemunenus: U = A U B, eciin Takzke CYMIECTBYeT Ta-
Koit mostmaOoM i(2), uTo a(z)A(2) + B(2)B(z) = i(z), 7(2)i(z) = A(z), §(2)i(z) = B(z),
d(2)A(z) = U(z). MuoxectBo pasuoctn: D = A — B, ecau BBHIIOJHSIOTCS DABEHCTBA

a(z)A(z) + B(2)B(z) = i(z), D(2)i(z) = A(z), 6(2)i(2) = B(z). B pesyabrare cxema C
¢ N Bxomamu, d; BEHTWJIAMHU TlepecedeHusi U dy BEHTHISIMH OObeIMHEHUS Mpeodpa3yeTrcs
B HNOJHUHOMHUAJBHYIO cxeMy JF ¢ 4d; + 5dy snementamu ymHOKeHud. JlaHHBII MOAXOM SB-
nstercsa npeobpasoBarueM m3 QAP B QPP ¢ BosaMoxKHOCTBIO BBIOOPa ypOBHeH abcTpakiiuu
B BHJIe Olepanuii Haji MHOKECTBAMHI WK apudMeTHUeCKUMI /GUTOBBIME OMEPATIUMEA 1Tt
Pa3HBIX YaCTEA CXEMBI.

Anropurm dhopmuposanus kaoueii (pk,sk) < KeyGen(F, 1)

Ucnonp3yercs nomHoMua bHas cxema J u coorsercrpytomas QPP Q = (V. W)Y, 7(x)),
ounmuneiinoe criapusanue e : G X G — G, mOPsIOK IPYIIT paBeH p, TOPOKIAIONIUN 3JIeMEHT
rpynisl g. Pukcupyorces caydaiinble 3HAUYCHUS S, T, Ty, Ty, Oy, oy, Oy, 3,7y € Ly, yCTAHABIIU-
BAIOTCA Ty = TyTw, §p = G, Guw = ¢, gy = g'¥. Kumoun onenkn FKr u Bepunduxanun
V Kz aBASIOTCS KIIOYOM J0Ka3areabcTBa pk aas mporokosaa zk-SNARK. B mamrOoM coy-
gae mpoToko siisiercst PV zk-SNARK, tak kak sk = pk. Kirroun npuanMaror cireyormmit
BH,I;

BKy = {g"), ghmel) gl o cpxnn,  {gh @), ghewn(®) ghovuy oo

{gzlﬂvk(S)’ ggﬁwk(8)7 ggtjﬁyk(S)}(i,k)E[n} <Ins {gtlsf }(z‘,j)e[Qn]x[d];

VEKr=(g", 9", 9", 9", g, 97, g, {gh ), gl gt vy b cpxin)-
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Taxkum obpazom, KeyGen cTpout 06g3aTeIbCTBO Tenu F MyTEéM BBIBOJA JJIEMEHTOB, OTHO-
CSIMUXCST K BHYTpeHHeMy Habopy npoBonos I, mis QPP Q = (V, W, Y, 7(x)). Tlosurombl
OIIEHUBAIOTCH B CJIy4aiiHO BHIOPAHHBIX TOYKAX t U S.

Crnoxuocts popmuposanus kiaouei cocrasiager O(n|l,|+nd+nN) = O(dn). Berauc-
aerus pokasbiBatorniero coctasasaior O(T + dvlog(dv) + mdv), rne T — Bpemsi BBIYHCICHUS
MHOTOUJIEHOB ¢;(2); ¥ — MaKCHMAJIbHAsI CTEMeHb TTOJMHOMOB MPOBOIOB. Bepudukamus nve-

et cioxknocts O [ Y n;
1€[N]

AnropurMm nokaswiBatouero m < P(pk,z, w)

BXo = comepKuUT BXOIHBIE U U BBIXOJHBIE Y IIOJHHOMBI, CEKDETHOE CBHIETEIBCTBO W
BKJIIOYAET HA3HAYEHHS [HOJHHOMOB BHYTPEHHUX IIPOBOJIOB CXeMbl F. 3HaueHus ¢y (2) SBis-
I0TCd IIOJIMHOMAaMM ITPOBO/OB ILelu, JJid KOTOPBLIX BbBIIIOJIHACTCA PaBEHCTBO Y = .F(U, w), a
h(x, z) — nomunom-vactaoe QPP mra pasencrsa p(z, z) = h(z, 2)7(x). Jokazareabcrso m
BKJIIOYAeT BhIYKMCJIEHNe Habopa IepeMeHHBIX JIsl CBOMCTBA M3BJIEKAEMOCTH, Habopa Hepe-
MEHHBIX IPOBEPKH COIVIACOBAHHOCTH IIeIM — HENPOTUBOPEYMBOCTU HA3HAYEHHs IPOBOJIOB
(MOTYT BBIYHCJSITHCS U3 IMyOJIHIHOIO KJII0Ya {gfjﬁvk(s), gf;’gwk(s) gfjﬁyk(s)}
e 3Havenns ¢M5Y s KoHTpOSS CBOMCTBA MEIMMOCTH:

3 (i,k)e[n]xlm)a a Tak-

Y

T = <(ggm(s,t)7g;}m(s,t%gggjm(sﬂf)?ggcvvm(s,t)’ggwwm(s,t)’gyayym(s,t))7 (ggvm(s,t)’ggwm(s,t)’ggym(s,t))

(gh(s,t) cUm(,2) = Y0 ap(2)ue(x), wn(x,2) = D0 cp(z)wi(x), (18)

ke[’rn ke[’ln

hnl2) = 5 al2)ulo)).
k€D,

Takum 06pazom, 9TOOBI JIOKA3aTh JOMYCTHMOCTh HA3HAYEHWsI BXOJHBIX /BBIXOIHBIX TPO-
BOJIOB ¢1(2),...,cn(2), JOCTATOYHO [OKA3aTh CYIIECTBOBAHHE JOIYCTHMbIX MOJHHOMOB
cn+1(2), .. em(2) IS COOTBETCTBYIOMUX BHYTPEHHUX MPoBOAOB. [Ipu sToM MHOTOUWIEH
p(x, 2) JOJZKEH UMETh KOPHU 11, T, . . ., T'q. JLJIs 9TOr0 JOKa3bIBAIOLIMI BBIUUC/ISIET KOPPEKT-
HbIE TIOJIMHOMBI-HA3HaYeHusI C1(2), C2(2), . . ., ¢ (2), KOTOpBIE HCHONB3YIOTCS ¢ KoM B K x
JIST BBITUCJIEHHsT KOMITOHEHTOB 7 (18) HA OCHOBEe MOJMHOMOB BHYTPEHHHUX TIPOBOJIOB HENH
U (2, 2), Wi (2, 2), Ym (2, 2).

Aaropurm Bepudukarmu 0/1 + Verify(pk, z, 7)

Bepudukarop mociegoBaTebHO pa3jiessier JIoKa3aTelbcTBo m (18) Ha KOMIIOHEHTHI
((Yos Yaos Yys Koy ks ky), Ay yn). Bepudunkanusa noarsep:kaaercs, eCIH BBIIOJHAIOTCA MIPO-

BEPDKH Ha OCHOBE (-TIEPEMEHHBIX, CBOHCTBA MOJUHOMUAIBHON JIEJIUMOCTH I N, =
> cr(t)vi(s) > cr(t)wi(s) > c(t)yx(s)
= ghetV] y, Ay = gFEY! , Ay = g , & TAKZKe HA OCHOBE [-TIePeMeHHBIX:

e(V0,9™) = e(kv, 9), €(Yw: 9*) = €(kw, 9), €(vy, 9") = e(ky, g),
eAYos Awr) /€Ay rys 9) = (s 7)), (v, 677) = e(A, g7).
[To cpasuennto ¢ VC ayis apudmernaeckux cxeM [49], Bpemsi paBoThl JOKA3BIBAIOIIETO
«TRUESET> [55] cokpammaercst B 30-150 pa3 /it IPOU3BOIBHBIX BXOJIOB.

9. TIporokou I. Tanesuca, K. ®ypue, M. I'pora, M. Koasseiica

Mporokon zk-SNARK T. danesuca, K. ®ypue, I1. ['pora, M. Koabseiica [51] crponres
JIF YAOBJAETBOPEHH BBIIIOJHAMOCTH OYIEBBIX CXeM C l,~-pPa3paIHBIM IyOJIITHBIM BXOJIOM I
l-Pa3pAIHBIM CEKPETHBIM CBHAETEILCTBOM. lcmoap3yerca 6GunapHoe oTHOIIeHHe 1R, 3aBU-
cAIee OT MapaMeTpa 3aluThl \, KoTopoe dukcupyer mapel (u, w) € {0, 11X x {0, 1} ™),
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BBIBOIMMBIE u3 cxeM ¢ m(\) mpoBomamu u n(\) BeHTWIssMu 00mero pasmepa d(\) =
= m(\) + n(\). Bosee npocras keaaparnunas dbopma SSP Tpebyer jyist IpOBepKH O/THH
MOJIMHOM BMECTO JBYX mosmHOMOB (QSP u Tpéx mommaomoB QAP, aro npuogut k Gostee
MMPOCTON M KOMIIAKTHOW NPEABAPUTEABHON HACTPONKE, MEHBIIUM pa3MepaM KJIIOYEH W KO-
JUYECTBY ONEPAIUil JIIsl JTOKA3ATeILCTBA U BepHU(MDUKAIIH.

Anroputm dbopMuposanus Kiawodeit (o, 7) < Setup(1*, R)

Ha Bxox nogatorcs nybamdaubie napamerpb gk u Muoro4wiens SSP suna (v, ) u Bbnos-
HSTIOTCSI CJIETYTOIIHe TITar:

1. Berancagercsa nybangustii napaverp gk = (r, G1, G, Gr, e), bopmupyemsbrii Ha oc-
HOBe MapaMeTpa 3alUThl \, Tjie 7 — TpocToit mopsaok rpyuir; Gy, Gy — myabrummm-
KATHBHBIE TTHK/THYeCKre IpyIsl Hopsaka r; G — rpymnma mopsaka r; e : Gy X Gy —
G — O6ununeitnoe criapuBaHHe.

2. Ha ocnose R dbopmupyercsa 6yesa cxema Cg : {0, 1} x {0, 1} — {0,1}.

3. Crpourcst SSP Buma @ = (vo(x),...,vm(x),t(x)), npeanaznadennas ajsi Bepudu-
kanuu Cr Ha Zy,.

4. Bwibupaiotcs nepoobpasubie sseMentot g1 € Gy, ga, g5 € Go. Obpasyromuii s;1ement
gh MOZKeT OBITh MOJIy4eH BO3BeJEHHUEM (o B CIYHAUHYIO CTEleHb & € Z,.

5. Beibupatotcs ciyqaiinbie 3, s € Z;, Takue, uto t(s) # 0.

6. Borumcsgdiorcs rjiaBHasi CCbLJIOYHAs CTPOKA 0 U «Jjazeiikay T:

s sd vils S
0 = (gkagl7927 <91 5,92 7{9{5 ( )}i>lu7glﬁt( )7gé7g;87Q>7 T = (0_767‘9)- (19)

7. Ha Beixon nomaéres napa (o, 7).

AnroputMm mokasbiBaroiero m < Prove(o, u, w)
Ha Bxoa mojarorcst K04 pokasareibetsa o (19), nybaudHblil BXOJ u, CEKPeTHOE CBU-
A€TeJIbCTBO W M BBIIIOJHAIOTCA CJIEAYIONIHUE HIaru:

1. OTKpBITHIA BXOJ pazbupaercs Ha OMTHL: U = (ay, ..., a;,) € {0, 1},
2. Ha ocHOBe CEKPETHOTO CBUETEIbCTBA W BBIBOAATCA TAKue (ay, 41, - - - ,0y), 9TO 1ie-

=1
3. Bribupaercs cirydaitHbIN 37eMeHT 0 € Z, 1 BBIYHCIAETCH HOTHHOM-YaCTHOE:

m 2
JIeBOH MHOTO™IEH t(X) Je/uT (vo(z) + > aivi($)) -1

h(z) = (vo(x) + i_ilaivi(x) + 5t(m)) — 1| /t(z).

4. C ucnosp30BamueM KJI0Ua J0KA3aTeIbCTBA (19) BOIYHCIAIOTCT KOMIOHEHTD JOKa-
3aTeNbCTBA!

B( 3 aivi(8)+5t(5)>

H— h(s) B — i>ly,

| g avi(s)+3t(s) vo(s)+ 3 asvi(s)+6t(s)
1>by =1
Vw =0 ) ‘/2 = 99

5. Ha Bbixos nogaercs jokazareibetso m = (H, By, Vi, Va) € G3 x Go.

JIoKa3are/IbCTBO COCTOUT U3 9€ThIPEX JEMEHTOB: TPEX j1eMeHTOB rpynibl Gy 1 0aHOrO
sstementa Go.

Aaropurm Bepudukaropa 0/1 < Vy(o,u, )

Ha Bxon nofatorest riaBHast cCblI0UHAdA ¢Tpoka o (19), Bxox u u qokazareabcrso m (20).
3aTeM BBIIOJHIIOTCS CJIEIYIONHe Taru:
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1. OrtkpwiThii BXO pasbusaercs Ha 6uTh: u = (ai,...,a;,) € {0, 1},
2. Jokazaresnncteo T (20) pazbusaercsa na xomuouentst (H, By, Vi, V2) € G? x Gs.

ly
UO(S)+Z a;v;(s)
3. Boramcaserca V = g, =t V.

4. B mopsike onucaHus TPOBEpPseTCs JTOCTOBEPHOCTH 00S3aTeTbCTB, (DAKT HCIOTB30-
BaHUS OJIMHAKOBBIX KOIMD@PUIIMEHTOB U YCJIOBUE BBIIMOJHEHUS jiejiuMocTu SSP:

e(V, g2) = e(91,Va), ¢(Vay, g8) = €(Buy, gb), e(H, g5”) = e(V, Va)e(gr, g2) " (21)

5. Eciuim nposepku (21) BoinosHsiorcs, 70 BepudUKaIs MOITBEPK IACTCSL.

Badukcupoantoe 3uaderue V,, (20) 0IHO3HAYHO OHpeessieT KOMIOHeHThl By, Va, H.
[Toaromy jist J1i060# mapel (u, w) € R ecyin JeficTBATEIbHbIE / AMUTHPOBAHHBIE TOKA3ATE b
CTBa BbIOMPAIOTCH CJIydailHbIM 00pa30M, TO IIPOBEPOUYHbIE yPaBHEHUS OYIYT BbIIOJIHATHCS.

Bepudukarus BuimosiageTcd 3a cYET MecTH OUJIMHETHbIX CIIapUBAHUN U OJIHOT'O YMHO-
KeHnud AJId KazKJI0T'0 HeHYJIEeBOIro BXOJHOT'O 6I/ITa7 HEe3aBUCUMO OT pa3Mepa CXEMBbI.

AJropuT™M MMUTHPOBAHMS JOKA3ATEIBCTB T — Sim(T, u)

Ha Bxoj mogaérces «aaseiikays 7 (19), BXOX u ¥ BBIIOJHSIOTCS CJIEIYIOIIAE [TATH:

1. OtkpwiTHIi BXOT pasbupaercss Ha 6uTh: u = (a1, ..., a;,) € {0, 1},
2. BoBomuTcd caydafiHblil 31eMeHT 0y € Zy,.
3. Borumcagercs oneHKa MHOTOYICHA-YACTHOTO B CEKPETHON TOUKE S:

h = <U0(S) +ilfjlaivi(s) + 6w>2 — 1] /t(s).

by
5 B8 vo(s)+ 3 aivi(s)+ow
4. Ha BbIxOJ IOJA8TCA JOKA3aTebCTBO T = <g{‘, 7 S A N )EG? X Ga.

10. ITporokoa C. Kocremno, C. @ypue, . Xaysaaa u ap.

[Tporokosn C. Kocresuno, C. @ypue, . Xaysmnaa u jap. [62] ucnoassyer nmporokoa zk-
SNARK Pinocchio [49] B koncrpykium mokasaresbers ¢ pasbuenunem ucxogporo QAP
apudMeTHIecKoi cxeMbl Ha GoJiee MPOCTBIE MEJKHE COCTABIAIONHE, KOTOPble 0OMEeHHMBa-
I0TCST COCTOSTHUSAIME TIOCPEICTBOM O0INeil MUHLI JAHHBIX. B OTIMYne oT CTaHZapPTHOTO TTO/I-
xoma [49], cnyuait [62] kommmiupyer otaesnbabie saeMenTHl QAP TOIBKO /7151 TUHAMAIECKHX
gacTell CXeMBI, 34 CYET 9ero S5KOHOMATCS TPYJOEMKHE KPUNTOrpadpUIecKUe ONePAIMH IPH
dopmupoBanuun 0011ero jJoKazaresibersa. [1oj1o00Hast JeKOMIIO3UIUS JIOKA3ATEIBCTB CIIOCO0-
CTByeT MacmTabupyeMOoCTH. JJOKa3bIBAIOIIUIT BEIIOIHACT TOJLKO KpUOTOrpabHIeCKyIo pa-
60Ty, TPONOPIUOHANBHYIO TTyTH, (PAKTUICCKN BHITIOJIHEHHOMY TIPOTPAMMOIL.

[To cpasrenuto ¢ [49] nporoko:n 62| BKItOUaeT He3HAUUTEIbHBIE JOpaboTKU. Hampumep,
MOJIEPYKUBAIOTCST MHIEKCH § € [I] 7/ BeeX MepeMeHHBIX, COOTBETCTBYIONUX OTIEJIbHBIM
QAP ;. Kpome Toro, KIod-«1a3eiikay 7 pa3aeIgerca Ha KOMIOHEHTH 119 IMATHPOBAHK
1 SKCIIOPTUPOBAHESA TOKA3ATCIbCTH:

(7—57 TE) - (3’ {av,ja Qa5 ay,j}je[lb Ty, Tw)a (Tva Tw)-

I[To cpasuennio ¢ kiaodom onenkn (12) [49] B rexymuit Bapuant EK; [62] nobasenst
3ammndpPOBAHHBIC 3HAYCHIS [EIeBOr0 MOIHHOMA t(s):

EE; = (..., gl gt9) gile) gunst(s) goust(e) gaut) gitls) ghie(s) ghstla)y

J w Y v w
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Honomaurensro kmoun Bepudukamun V K; BKIIOYAIOT IpoBepseMble BepudUKaTOpOM
nafimkecrsl aisa csaspiBannsg EK; suna C; = (EKj, uj,04), tae 0j = (0y, 0y, 0y) — CILy-
qaifubie sseMenThl mosts. Jadiazxecrsl C) HCIOJIB3YIOTCS B Ka4eCTBE OTKPBITOIO BXOJA JJIs
bynkmun sepuduranuu. Onpenengiorca KodbOUMUMERTH (Ck)rer; = Uj T AT TOTHHOMOB
sHavenuit obmieit muast QAP j € S (j ¢ S — MHIeKCH HeCBSI3aHHBIX JANIZKECTOB) BBIYHC-
JISIIOTCS CJIEIYIONIIe 003aTeIbCTBA:

j €S- gZ(j)(s)’ Sy,jy(ﬁ(s),gﬁj(ryy(j)(s))’

J S gt gue) ) gann ) a0 gay ) 8D e D)ty )

w ? Y )

rie v (s) = 3 cpup(s)+o,d(s) (mna w(s), y¥) (s) menonpsyiores oy, 0, COOTBETCTBEHHO).
kel;

11. IIporoxon M. Bakeca, M. Bapbo3za, /I. ®uope, M. Peiinryk

[Tporokosn M. Bakeca, M. Bap6oza, /1. ®uope, M. Peitniyk [63] npumensier QAP u npes-
craBJsieT coboit passurue uieit (64, 49, 65|, nozBoasoEe HOPMUPOBATH JOKA3ATEIHCTBA
¢ UCTIOJIb30BaHueM ayTeHTHhDUIMPOBAHHBIX JTaHHbIX (Authenticated Data, AD). Xapakrep-
HOI 0COGEHHOCTBIO cxeMbl (63| sBistercst To, uTo BepudHuKATOp MOTyIaeT UHGOPMAIUIO
13 HAAEKHOIO MCTOYHUKA W HAMPAB/ISIET €€ TPeTbeil CTOPOHE, KOTOPas B COCTOSTHUH TPO-
BEPUTH JI€HCTBUTEILHOCTD MPUHUMAEMBIX JTAHHBIX, ayTeHTU(DUITTPOBAHHBIX UCXOIHBIM HC-
TOYHUKOM. B namHOM ciiydae ayrenTudukaius ocHoBana Ha (opmupoBanun MAC-ko10B ¢
HCIOJIb30BaHueM cxeM roMomopdHoro mudposanus |66, 67]. B kiaccuyeckoM mpoToKoJe
zk-SNARK Bepudukarop Bcerma 3Haer oTKpeiToe cocTosuue, a B caydae AD zk-SNARK
ayTeHTH(DUIUPOBAHHBIE HEKOTOPHIM JIOBEPEHHBIM HCTOYHUKOM BXO/IHBIE COCTOSIHUSI BEPH-
dburaropy He packpoiBatorcs. [To cpasrennio ¢ Pinocchio [49] mporokoa AD zk-SNARK [63]
CTPOUT JIOKA3aTeJIbCTBA B 25 pa3 ObICTpee U COKpalaeT TpeOOBaHUSA K pa3sMepy HaMsaTH J10-
KazbiBatomux B 20 pas.

JI1s1 IPOU3BOJILHBIX apU(PMETHUYECKIX CXEM MOYKET CTPOUThCS Kak mpoTtokoa PV, tak
u nuporoko1 DV AD zk-SNARK. B ciyaae nporokosa DV AD zk-SNARK pa3smep pokaza-
TeTbCTB (PUKCUPYETCst KOHCTAHTOMH, a 115 mpoTokoaa PV AD zk-SNARK — pacrér uneitHo
kojimaectBy N < n ayTeHTHOUIINPOBAHHBIX YTBEPKAeHnit. AnroputM BepuduKammm pabo-
TaeT JIuHEeWHO 10 N.

1151 BepuuKaTOpOB, KOTOPHIM M3BECTEH CEKPETHBIN KJII0Y ayTeHTH(MUKAINN, HAIPHU-
Mep B CJaydae KpulnrorpapuyecKux yCTPOWCTB ¢ CUMMETPUYHBIM KJIIOUOM B 3aIlUNIEHHON
BHYTPeHHEe maMaTH, JoKa3zareabcTsa nporokosia AD zk-SNARK nmeror moctostHHbIT pas-
Mep W 3HaHWe Bepu(PUKATOPOM TAKOTO KUY HE CTABUT MO YIrpo3y KOHQWIEHIIHAIb-
HOCTH CXEMbI. SaIIMINEHHOCTh PACCMATPUBAEMOIO IIPOTOKOJIA OCHOBAHA Ha JIOMYIIEHUAX
¢-DHE [68] u ¢-PKE [31]| B Gununeiinbix rpynmnax. KondbugaeHnaabsHoCTh B BHIE CBOHCTBA
ZK TakiKe COXPAHSETCs MPOTHUB 3JI0YMBIINLICHHIKOB, KOTOPbIE 3HAIOT /(DOPMUPYIOT KII0UH
ayTeHTU(DUKAIIH.

Peannzamus nporoxkosa AD zk-SNARK [63| Briouaer cxeMmy DOAINCH Ha OCHOBE 3JI-
maunruaeckoii kpupoit ed25519 [69]. Ha Bxogq PRF, ocnosannoro wa AES, mogarorcs 128-
outHasg MeTka u 256-OUTHBIH K104, 3aTeM oj1HO Bhiuucsaenue AES-128 orobpazkaeT MeTKyY
B 128-6uTHOe ICceBIOCAyUIaiiHOe HAYAIbHOE 3HAUEHUE, MPUMEHSIEMOe BO BTOPOM SK3EMILI-
pe AES-CTR-128 njs pacimmpeHusi Ha9aJ bHOTO 3HAYEeHHUs 10 384 ICeBIOCIyYaiiHbIX OHT,
KOTOPBIE COKPAIIAIOTCS 110 MOILYJIIO 10 254-OMTHOTO 3JeMeHTa 1MoJid. BeicTpoeiicTBre Kpuri-
rorpadudecknx GyHKIU MOKET OleHUBATHCs Ha wiardopme Supercop [70].

Anropurm HasanbHO# ycranoBku Setup(1'). Ha ocHoBe A BBIUmMCIAIOTCS 1y -
HbIe apaMeTphbl oununeiinoit rpynmsl pp = (p, G1, Gy, Gr, e, Py, Py) < G(1%), rpynnn G;
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IMeIOT IIPOCTOl MopanoK p > 2%, Py € Gy u P, € Gy — 06pasyIomue 3JIeMeHTH TPYII, € —
POU3BOUTEIbHOE OuinHeiHOe crnapuBanue. PuUKCUpyeTcss KOHEYHOE 1oj1e F BBIYeTOB 110
MOJLYJTIO P.

AnropurMm dopmupoBanus kiodeii ayrearudukanuu AuthKG(pp)

DopmMupyeTca Kaouepas lapa cxembl nognucu (sk',vk,) < X.KG(1%). lna nces-
nocayuaitaoit dbynkmun Fg : {0,1}* — F (Pseudo-Random Functions, PRF) Bbi-
YHCJISIETC HAadaJIbHOE CeKpeTHoe 3amojiHenune S u nybanunblii napamerp prfpp B Buje
(S, prfpp) «x F.KG(1*). Bumsomutca cayuaiinoe smauenme k < F u Beraucasercs
Ky = kP, € Gy, Ky = kP, € Gy. @opMupyorcs CeKpeTHbIH KU ayTeHTH(MUKAIIT
sk = (sk’, S, k), my6mrunsiit Kmou Bepudgpukanun ayTentudpuraropa vk, = (vk,', Ky) u my6-
JTHYHBIE TapaMeTphl ayreHTudukanun pap = (pp, prfpp, K1).

B ciayuaae mporokona DV AD zk-SNARK dopmupyercs gonosHUTETbHBIT  BBIBOJ,
Fs : {0,1}* — Gy u Bwuncasercas K = e(P, P)* € Gp. Ha Boixon mogaiores cexper-
HbIii K04 ayrenTudukanun sk = vk, = (S, k) u mybananble mapaMerpsl ayTeHTHhOTKAITHT
pap = (pp, prfpp, K).

Aaropurm ayrenrudukanuu Auth(sk, L, )

Hust ayrenruduxanuu 3uadenust © € F ¢ merkoit L dopmupyercs ¢ = Fg(L) ¢ uc-
nonn3oBannem PRF, porancisierca = ¢+ kx € Fu & = ¢ P, € Go. Barem Boruncisercs
noxmnck o' < X.Sign(sk’, @ | L) w BeiBoaures 3navenmne-ayrentndunkarop o = (u, ®,0’)
(cuMBOJT «||» O3HAYAET KOHKATEHAIIUIO).

B caygae nporokosa DV AD zk-SNARK dopMmupyercs I0moIHATENBHBIH BBIBOL, 0 =

AaropurMm Bepudukanuu ayrentuduraropa AuthVer(vk,, o, L, )

Ucnonbayercs kaou Bepudukanuu ayrentudukaropa vk, = (vk,', Ky). Urober yoe-
quThest, 910 0 = (u, ®,0’) gBagercsa IOMyCTUMBIM TeroMm ayrentudukanuu s r € F
OTHOCHTEJILHO MeTKU L, mpoBepsieTcss BbIOJIHeHHE paBeHCTB P, = & + xKs B Gy u
Y Ver(vk,', @ || L,0’) = 1. B cay4ae cekpeTHoii TpoBepk# vk, 3aMeHsgeTcst Ha sk 1 ayTeHTH-
dbukaTop o nposepsiercst papencTBoM (= Fg(L) + kx.

B ciyuae nporokosia DV AD zk-SNARK Brirowaercst JTONOJHUTETbHAS TPOBEPKA BbI-
nosHeHus pasencrsa o = Fg(L) + xkPy.

Aaropurm dopmuposBauus kitodeir Gen(pap, C)

Ucnoapsyercs apudmermueckag cxema C @ F* x F" — T Ungekcsl mpoBomoB

cxembl {1,...,m + 3} mensitcs Ha N 3HaYeHUil MyGJMYHOTO COCTOSIHHS BXOJA/BBIXOJA
I, = {1,...,n} u h 3HaueHuii BHYTPEHHUX MPOBOJOB CEKPETHOIO CBHJIETEIHCTBA [iyiq =
={n+1,...,m+ 3}. Bemoansiorcs ciaeayolye marm:

1. s cxembr C soraucasiercs QAP Buga Qc = (a, b, ¢, z) = QAPInst(C') pazmepa m
u crenenn d. 3uauenns a, b, ¢ apsmorcs BekTOpamu 1o m+ 1 mosmromos B B
nesteBoit nosmaoM z € F[X] umeer crenenb d. BeKTOPBI paciimpsiroTcss TpeMsl MOJId-
HOMAaMH KazKIbIU:

m+1(X) = bng2(X) = Cpas(X) = 2(X),
m12(X) = am13(X) = b1 (X) = b3 (X) = i1 (X) = (X)) = 0.

2. Bwibuparorcs ciaydaitable 3HAYCHUS Pq, Pp, Ty Qg, W, A, 3,7 € F, pe = papp 1 A1
ke {O, oo, M+ 3} BBIYACJIAIOTCA KOMIIOHEHTHI KJIKOYEH:
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Z = 2(1)pcPy, Ko = 2(T)paK1,
Ap = ar(T)paPr, A}, = aaar(7)pa P,
By = be(T)pp oy, By, = by (1) P, (22)
Cr = cp(T)pePr, Cf = aecr(T)pePr,
By = B(ar(7)pa + be(T)pp + cx(7)pe) Pr.-

Pacmupenne mporokona AD zk-SNARK m1a k pa3zandubix KiIodeil ayTeHTHUKA-
IUH /MCTOYHUKOB HCIOJIb3YeT BujlonsMenénubrit anropurm Gen({pap;}, C) ¢ nabopom
OBIIEeIOCTYIHBIX MapaMeTpoB ayTeHTH(UKAIMA papy, .. ., pap,. lorga B EKqo (23)
BKouaercs Habop {K,; = 2(7)pa K1} e
B caygae mporokosa DV AD zk-SNARK Boruncisercs wosoe 3uadenme K, =
= (K)*™ € Gy (22).

3. Ha Bbixon nmogatorcs kiawoun onenku FKqo u Bepudukanun V Ko cxembr C:

EKC’ = (QCa A'J Ala B7 Bla C7 Cl? E7 {Tipl}ié{(),...,d}w KIL)?

i (23)
VKo = (P17P27Oéap2, apPr, . Po, v Po, By Pr, By P, Z, {A’f}k:())‘

Asaropurm nokazaresberBa Prove( EK o, x, w, o)

Ucnonbsyiorest kiod onenkn E Ko (23), napa «OTKpbITOE COCTOSHEE — CEKPETHOE CBH-
netebeTBo» (X, w) € " x F mabop reros ayrentudukamun aas x ujga o = (04, ..., 0,),
rJe IS BCeX i € [n| BBIMOJIHSETCS paBeHCTBO 0; = (i, ®;, 0l) mwim 0; = % (3nagenne «*»
o3HavaeT mycroit mapamerp). Oupenensitorcs uHaekcel [, = {i € I, : 0; # *} C I, nia
KOTOPBIX CYIIECTBYIOT ayTeHTHhUIUPOBAHHBIE TaHHbe, a Takke [, = I, \I, Kak WHIeK-
CBI TYCTOTO JOMOTHEHUs. [IpuMedaresbHo, 9TO 0 He 00SI3aTeNbHO COMEPIKUT Terd ayTeH-
TuduKAIUIN Ui BCceX no3uiuii. Ecin 3nHadenne B MO3WIMK ¢ HE ayTeHTH(MHUIUPOBAHO, TO
UCTOAB3YETCH IyCTOR Ter g; = *.

st k pasauvHBIX UCTOYHUKOB JIOMOJHUTEIHHO KazK/Iblil Ter ayTeHTUdhUKAIuI o; € o
VKa3blBaeT Ha COOTBETCTBYIONMI Kirou ayTeHTHduKanuu ak;, a Habop I, pasdusaercd
Ha k MOAMHOMXKECTB [, ; — O OJHOMY MHOXKECTBY JJIsl KarKJOrO KJIO4Ya ayTeHTH(hUKAINH.

Jlnst noyuenns gokazaresnbersa seinogamvoctu C(x, w) = 0' BHIIOIHAIOTCS CIe1y10-
IIue IMari:

1. Berancagerca s = QAPwit(C,x, w) € F™ (s; = x; nis Beex i € [n]).

2. Buibuparorcst cywaitabre 07,64 5, 5. € F, §, = 67 + 0™ u dukcupyercst BexTOp

u=(1,s,d,,0,0.) € F™H,
Jnst k pasiuvHbIxX Kao4Yel ayTeHTHdUKAINN/ MCTOYHAKOB JOTOJHUTEIBHO BBIBO-

koo .
JUTCsT HAOOD CIIyIAlHbIX 3HAYCHHT (6&1), e 5((119))7 0 = > 59 + ymid,
j=1
3. Pemraerca zamata QAP Q¢ s Bbramcienus xkosbdunuentos (hy, ..., hy) € Fit

nosmaoma h € F[X], coorBercrBytomiero Beimonnennio pasencrBa h(X)z(X) =
= a(X)b(X) — ¢(X), tme a, b, c € F[X] umeror caemyiontuii Bu:

a(X) = ag(X) + kez[: | spak(X) + 6,2(2),
b(X) =bo(X)+ > sibe(X)+ dpz(x),

ke[m]

(X)) =co(X)+ > spep(X) + 0.2(x).

ke[m]
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BareMm Buumcaserca H = h(7)P, ¢ mcmonbzoBanmeM 7'P; m3 KIioda ONEHKH
EK¢c (23). B urore Boramcasiiorest 3uadennss a(X) = (u,a), b(X) = (u,b) u
c(X) = (u,c).

Breruncisiiorcsgs KOMIIOHEHTHI JOKa3aTeJIbCTBa.

= {(u,B), m = (uB), 7= {(uC), 7w = (uC),
To = (W, A)f, + 00 A1, m, = (u, A, +07A ;.

g

_ o / _ / o Al
Tmid = <11, A>Imid - 5aAm+lv Tmid — <u7 A >Ia - 5(1Am+17
g = <u, E>
B caygae k pasaumdsbx Kiaodeil ayrenTuduKanuu/ucTO9HUKOB s j = 1,...k

JOIIOJIHUTECJIBHO BBIYUCIAIOTCA KOMIIOHCHTDBI J0KA3aTEJILCTB!

Moj = <uv A)Ly,j + 5<(1j)Am+17 uy <11, A/>Ia,j + 5(j) /m-l—l’

o, a

& (4) ’ / k (4) pr (24)
Tmid = <u7 A>Imid - Z da Am+17 Tmid = <u7 A >I<7 - Z Oa Am+1'
Jj=1 J=1
Boraucssitorcs ayTeHTHhDUKAITHORHBIE JaHHbIE sl T, (24):
m = (1 Ay, + 5K (25)

B cayuae k paznudaubix Kiaodeil ayTeHTH(MDUKAIIN /HCTOYHIKOB JTOMOJTHATEIBLHO BbI-
QUCITAIOTCS Ay TeHTH(HUKANOHHbIE TaHHbIe I T, (24):

ﬂ-ﬂ,j = </J,, A>[0,j + 5iKa,j-

B cay4gae nporokona DV AD zk-SNARK BbraunciiseTca HOBoe 3HaUeHHUE T, OTTHIHOE
ot (25):

T, = (k];ae(Ak,cbk)) (K.)% € Gr.

Ha BrIX0g momaércsa mokasaTeabCcTBO U, B ciaydae mporokona PV zk-SNARK, mabop
JOIIOJITHUTECJIbDHBIX 3HAYEHUN:

/ /
mids Ty Ty ey Ty TE, H)?

{q)k:a 0-,2;}]96](, .

B ciaygae k pasandaHbIX Kaodeil ayTeHTHOUKAINN /MCTOYHUKOB JOMOJHATEIBHO Ha

BBIXOJ] TTOfIaeTCA HaOOP KOMIOHEHT {7, 5, Mo j, Ty ;‘?:1.

/ /
T = (ﬂ-,LLJ Toy Ty Tmid, T

(26)

Aaropurm Bepudurkanmu Ver(vk,, VKo, L, {z;} 1, )
Ucnonb3yercsa Kaio4d Bepudukanuu ayrenTuduraropa vk,, KIod BepudHKaIUH CXe-

mbl VKo (23), Bektop metok L = (Ly, ..., L,), HeayTeHTHDUIMPOBAHHBIE KOMIIOHEHTHI
COCTOSTHUSI X; U JIOKa3aTeabeTBO T (26). Oupemessiioresl aHAJOTHYHbBIE JTOKA3BIBAIOIIEMY
UHAEKCH [, I, Boraucasiercs snadenne A, = Ag + (X, A);, ¥ BHIIOJHIIOTCA CJIEIyOIINE

nIarum:

1. Ucunonb3yercst cexpernsiii kiaou Bepudukanun sk = (S, k) st 1poBepKH NOJIHH-

HOCTH T, 10 MeTKaMm L 3a cuér BeimosiHeHus ypasHeruns B Gy:

Tu = (Fs(L), A)r, + ko = 3 Fs(Li)A; + ko (27)

i€l
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B cayuae nporokosa DV zk-SNARK Bmecto (27) BII09aeTCst IpOBEpKa, OITHHHO-
CTH TT5 3a CYET BBIIOJHEHHSI HOBOI'O paBe€HCTBa B GTZ

T, = < I1 e(Ak,FS(L,C))) e(my, kPy).

kel

2. B ciogae nporokosa PV zk-SNARK ucnosnbsyercs nyOoJuaHbIi K0T BepUMUKAIITH
vk, = (vk,', K3). CHaganma mpoBepsieTca paBUILHOCTD BCeX Py 3a ¢4ET KOHTPOJIA
Y Ver(vk,', @y || Li,0,) = 1 aua Beex k € I,. 3arem nposepsiercs HOJJIMHHOCTD Ty
3a CUYET BhINOJHEHUsT paBeHcTBA B G

e(mu, Po) = ] e(Ax, Pr)e(my, Ky). (28)

kels

3. IlposepsieTcst TOAIMHHOCTD 0OA3aTENBCTB I 8y TeHTU(DUIITPOBAHHBIX 3HAYEHMIA:
/
e(nl, Py) = e(my, g Ps). (29)

4. B nopsiake omucaHusi mposepsieTcst BuIIOJIHEMOCTH QAP, koppekTHOCTH 00s13a-
TEJILCTB U TO/ITBEPIKIEHNE MCIOIb30BAHNS OJMHAKOBBIX KOI(D(MDUIHEHTOB I BCEX
JuHeiHbIX KoMOuHanmit QAP:

e(A* + o + Tmid ﬂ-b) = 6(H7 Z)€(7TC, PQ)a
(e(Tia> Po) = €(Tmid; @aPa), e(my, Po) = e(awPr, ), e(m., Po) = e(me, aPs)), (30)
e(rg, YPy) = e(As + 7o + Tiia + e, By Ps)e(By Py, ).

5. Bepuduranns ycmemrna, ecan Bce ypasuennst (27), (28) u (30) BeIIOTHAIOTCS.
B cayuae k pasamuHbIX Kiodeil ayTeHTH(UKAINN/HCTOTHIKOB AJTOPHTM BepH-

dbuKauu JTOMOJHUTESHLHO HpoBepsieT ypasuenus (27), (28) u (29) mas mabopa

/ k
{0 T Mo jsj=1-

AnroputMm pepangomusanuu gokasareabcTB ReRand(EKq, L, {x;}p,—«, 7)

Ecau 7 (26) noxreep:kaaor HaGOpbl MeToK L u HeayTeHTHMUIMPOBAHHBIX 3HAYCHHUIL
{2} L,—«, TO T BO3MOKHO TIOBTOPHO PEPAHIOMU3UPOBATE. [1JIs 9TOr0 BBIMOTHSIIOTCS CIIELY-
IOTIUe TITaru:

1. Bwribuparorcs ciaydaiinbie 3HATCHUS Sg, Sgﬁd, Sb, 56 e F, Sa = SZ + Sznid.

2. B KOMIOHEHTHI JOKA3aTeIbCTBA BBOAATCS HOBBIE CJIydaifHble 3HAUECHU:

N ~/ / N /
Ty = Ty + 0y By, T, = m, + 0y m+2)

N ~/ / NVl
e = Te + 0cCpqs, T, =m, + 0.0, 3,

Ty = Ty + S;’AmH, T, =7 + SZALHH,
Fomid = Tmid + 0 A1, Thnid = Tigq + O GAL L, (31)
g =TE + 0aBmi1 + 0 Emiz + 6cEmys,
Ty = m + 67 K,
H = H + 0, + 0y + SagbZ<T)P1 — 5P
B (31) 3nauenue z(7)P; MoxeT BKIIOUAThCA B K104 onenku E K¢ (23).

3. Ha Brixoa nmomaércsa oOHOBIEHHOE IMOBTOPHO PaHIOMU3UPOBAHHOE 3HAYEHUE J0Ka3a-

~ ~ o~~~ ) B =
TeJNBCTBA T = (T, To, Ty Wemids Mogics Wbs Ty Wy Moy Tpgy H ).
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Jloka3aTeIbCTBO MOJHOTH paccMoTpennoro mporokoaa AD zk-SNARK npencrasieno
B [63].

[To cpaBHenmMIO ¢ TPOU3BOAUTENLHOI Bepeueii [49], npeacrasiennoii B [65], aaropurm Gen
npoTokosa 63| umeer onHO JOmMOJHUTEIbHOE BO3BeeHHE B crenedb B Gy misg dopmupo-
Barust K, = z(7)p,K1. Pazmep nosoro EKo (23) pacumupen wa omun snement K, € Gy.
JoxkazarenscTBo nporokoita AD zk-SNARK pacmmupeno va Tpu snementTa 7., m,, 7, € G,
Kaxkapiii ¢ N = |I,| BO3BeseHUAMHI B CTeleHb, a Takyke Habopom moamuceii {op} € I,
qutst mporokosia PV zk-SNARK. Bepudukarop nporokosa DV AD zk-SNARK sorauncsier
|I.| = n— N 3madenuit A,, aro menbiie ciaydad [49], a ypasuenne (27) TpebyeT MHOTOKPAT-
HOT'O BO3Be/eHUs1 B cTenedb ¢ N = |I,| 3HaYeHUsIME U JOTOJHATENbHBIX Bhruncaenuii PRF,
4TO B3aMMHO KOMIeHcupyercsi. B urore sepudukarop nporokoaa DV AD zk-SNARK [63]
HIIOJIb3YeT Ha JBa OWIMHERHbIX crnapuBanus B (29) Goubine, dem [49]. B ciayuae nporoko-
108 PV zk-SNARK nobasreno ypasuenne (28) ¢ aBymst OIINHEHHBIMI CHAPDUBAHUSMHE I
|I,| mpouspeaeHUAMY.

[Iporokoast |63, 71| ynaciaenosaau mpobsemsl 3ammménuoctu [72]. A. 'abuson [73] BbI-
ABJIsIeT ys3BUMOCTH mpotokosa zk-SNARK [72], cBasanuyio ¢ Briodennem B CRS n36bI-
TOYHBIX 110 CPABHEHUIO € HCXOAHBIM BapuanToM Pinocchio [49] ssementos kitoua Bepudu-
karuu. [Ipw HaAnYUN 10Ka3aTeIbCTBA HEKOTOPOTO 33aHHOIO OOIET0CTYTHOTO BXOAA ITO
MO3BOJISIET CO3/IaBATh JI0KA3ATEIbCTBA s JTIOOBIX JAPYTUX BXOJOB. JlIst caydast MCKIioO-
YeHUsl JAHHBIX JEMEHTOB U mpu yiaoBierBopennu QAP ompesenéHubiM yeaoBusm B [73]
IPEJICTABJIEHO JIOKA3ATEIbCTBO 3AIUIIEHHOCTH |72] B 001I€eil TPYIIOBOH MOIeTH.

12. ITporokoxa U. I'pora Ha 0OCHOBE aCHMMETPUYHOTO OUJIMHENHOTO ClTapUBaHUSA

Mporokon zk-SNARK I1. I'pora [74] crpoutcst ma ocnose QAP, 6uuneiinoro cnapnsa-
HUST ¥ YCTPaHseT BO3MOXKHOCTH packpeiTug uidopmanun u3 CRS. Paccmarpusaercs Bapu-
aHT HeCUMMeTpUUYHOro omauneitnoro cnapusanus e : G; X Gy — G, rame g — obpasyommii
ssiement Gi; h— obpasyowmuit sement Go; e(g, h) —obpazytomuit snemenr Gr, ojguako
cummerpuanblii ciay4dailt npu G; = Gy, u g = h BemoOTHSAETCST aHAIOrMYHO. J[oKa3aTebCTBA
3HAHUS COCTOSIT U3 TPEX 3 IeMeHTOB Ipynmbl. [Ipu pabore ¢ OUINHEHHBIM CIADUBAHNEM TH-
ma 111 [75] Bepudukamus B creneHsax TUCKPETHBIX J0rapudMoB Tpebyer yKa3aHus PYII
JUTS KaKI0r0 djieMenTa. [loaToMy ritaBHas cChbLIoUHAs CTPOKA M JIOKA3ATEILCTBO PA3IeIs-
I0TCST Ha, JIBE YACTH, B CBSA3HU C UeM SBJISIOTCS COCTABHBIMI: 0 = (07, 09), ™ = (71, Ta).

Takum obpa3om, cHadaja crpoutcs asa coobmenus mist QAP, koropas BwiBOAUT OU-
HAPHOE OTHOIITEHNE BUIA

R = (p,G1,Ga,Grp,e,9,h, 1, {u(z),v;(z), w;(x) }i2y, t(x)). (32)

Ornommenne (32) mpexycMaTpEBaeT 3aBHCHMOCTB |p| = A, 3amaér mosae Z,, SI3BIK CO-
crosiuuit (aq,...,aq;) € Zé) (OTKpBITBIE 3HAYEHUS] IIPOBOJOB) M CEKPETHBIX CBHJETEIbCTB
(@141, ... am) € Z7" (cexpernble 3HAYEHNS IPOBOJOB), yAOBIETBOPSIOUIMX BBIIOIHIMO-
cru apudMeTHIeCKOR CXeMbl (COMJIacOBAHHOCTh TTPOBOJIOB BBOJA/BhIBOMA). Apudmernde-
ckue cxeMbl (POPMUPYIOT COOTHOINEHHs, OLUChIBAeMble YPABHEHUSIMHU HAJl MHOXKECTBOM II€-
PEMEHHBIX YTBEPKICHUH M CEKPETHBIX CBUJIETEEl, YI0BIeTBOPAIOIINX BCEM YPABHEHUSM.
[Ipu sTom m1st ag = 1 BomoHsIeTcs cooTBeTCTBYIOMEe paBeHcTBO QAP ¢ deg(h(x)) =n—2
u deg(t(z)) = n:

Zf% a;u;(x) Zf% av;(x) = Zf% a;w;(x) + h(z)t(x).

B ypaBuennn Bepudukammm 1eMenTsl JoKasareaberBa T = (A, B, C) HCHoab3yoTcs
TOJIBKO OJUH pa3, IMOITOMY HX JIEIKO Pa3sHeCTH B pa3Hble YacTu OMJIMHEHHOro Tecta. Pa3me-
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JieHue o0Iel CChLIOYHOI CTPOKY HA JIBE YACTH TMO3BOJISIET BEITHCIATE OT/IEILHBIE KOMIOHEH-
ThI JOKa3aTeabcTBa. CocTaBHAS KOHCTPYKIUS TaKyKe YCTPAHIET BO3MOKHOCTH PACKPBITHS
nadoOpManny U3 00IIel CCHIIOYHONR CTPOKU n mo3dromy dopmupyer nmporokosa zk-SNARK
B 0011ei rpymmoBoii Mogesn. B pesyibrare crpontces mporokos zk-SNARK ¢ QAP-crerne-
HbIO d ¥ 3HAYEHUSIMUA [1, M, N, k, ) B BUIE KOHCTAHT WK (PYHKIHH OT apaMeTpa 3alluThl A.
Aaropurm dopmupoBauns Kiawueii (o, 7) < Setup(R)
Ha ocuoBe orHomenusi R (32) BbIpabATHIBAIOTCS KJIIOYN JIOKA3ATEIbCTBA U BepH(bUKa-
mun, e o = (0y,09) € F™ x F™ 7 € F" Kooy gokaszarenscrBa: o = (g7', h%) =
= ([o1]1, [2]2), Te g, h — cooTBeTCTBYOIINE NOPOKIAIOIIIE JIEMEHTHI TPYIIT OUTUHEHHOTO
cuapuBanus Gy u Go. YacTu o1 u 09 comep:KaT eINHAILY I NCKJIIOYEHAS PA3ININNR MEK Iy
adGUHHBIMA U JIUHEHHBIME GYHKIHAMHA. AropuT™m Setup BBINOIHSIET CJIEIYIONIAE MATH:
1. BoiBosgaTea cirydaifHble s1eMenTsl «, 3,7,0,x € Z;.
2. BoiBomures kiov Bepudukamuu st nporokoga PV/DV zk-SNARK 7 = («, 5,
7,9, 2).

3. Borumcisercs 1By XKOMIIOHEHTHBIH KJII0Y JOKa3aTenbcTBa 0 = ([01]1, [02]2), cooTBeT-
creytomuit CRS, comep:kaniuit MHOTOBapUaHTHBIE TTOJTHHOMBI JIOpaHa, oleHnBaeMbre
B 9JIEMEHTaxX U3 Z,, TJe

o = (0475757 {215, {(Bui(@) + avi(x) + wi_(x))/v}ﬁzo,)
{(Bui(x) + avi(x) +wi(x)) 0}y, {2t (2) /63155 )
oy = (8,7,6,{z'}})) -

4. Ha Bbixos nogaéres napa Kioueii (o, 7).

(33)

Crpoka CRS B BHge 0 (33) BKiIOUaeT ompejesenne bunapuoro oruomenus R (32), n
JIEMEHTOB Zy, m + 2n + 3 snementos G; u n + 3 ssnementos Go.

AnroputMm gokasbiBarowmiero m < Prove(R, 0, a1, ..., 41,0151, ..., Q)

Unes 3akarouaercsa B moctpoenun napsl marpur (117, I1s) <— ProofMatrix(R, x, w), rue
II, € Fkvma [T, € FF2Xm2  geobxomuMbIX 119 GOPMHEPOBAHNS JOKA3aTeIbCTBA BUNA T =
= (g™, h™) = ([m1]1, [m2]2) = (I1[o1]1, [13]02)2). Takum obpasom, miast ornomenus R (32),
Kaoua o (33), BXoJa ¢ u cekpeTHoro cruiaerens w, vae (¢ || w) = (ai, ..., a5, a1, - - Gm),
BBITIOJIHAIOTCA CJAEIYIOIINE MIaI]:

1. BoiBoasiTCst CIyvaifHBIe 97€MEHTHI QIUITHBHOTO OIS T, S € Zy.

2. Boeraucisierca marpuna II pasmepa 3 X (m + 2n + 4). B gannom ciydae, npu uc-

NOJTb30BaHUU cTpaTerun apUHHOTO J0KA3aTeTbCTBA MepBasg CTPOKA MarTpuibl [/
C M3BECTHBIMHE dJIeMeHTaMu noisd A,, Ag, Ay, As, A; u nommuomamu A(x), Ay (z) co-
OTBETCTBYIOIUX cTenenedi (n — 1) u (n — 2) umeer cuenyomuii BUI:

l
A = Aga+ AgB+ Ay + Asd + Alz) + X Ai(Bui(e) + avi(z) + wi(@)) 4+
1=0

m
+ > Ai(Bui(x) + avi(x) + wi(x)) /0 + Ap(z)t(z) /6.
i=1+1
Burpaxkenna g B](YQ) u C’I(?) dOopMHUPYIOTCS aHAJOTHYHBIM 00pPa30M M COJIEPIKATCH
BO BTOPOIl M TpeThell CTpoKaxX MapTUIlbl [ COOTBETCTBEHHO.
3. Borumcnstercs nokazarenscrso m = Ilo = ([A]y, [Ch, [Bl2), rae

A=a+ > aqui(x)+rd, B=LF+> aw(x)+ sd,
i=0 i=0

. (34)
C = ( > ai(Pui(z) + avi(x) + wi(x)) + h(a:)t(x)) /8 + As+ Br —rsé.

=1+1



44 Y. B. MapTbiHeHkoB

Buauenns [A]; u [C]; Berancasiores guueiino u3 I u [o1]; ([A,Cly = IIi[o1]1), a
[Bla Bbrancasercst auneitno u3 [y u [05]y ([Bla = [a]03]2).
4. Ha BbIXOJ TIOAAETCH JTOKAZATEIBCTBO .

BHaueHus T U § MCHOJB3YIOTC JJI paHjgoMu3ainun KoMinoneHT A, B u C' jokasaresib-
crBa 7w (34) —BBenenue cpoiictsa ZK. Bmavenust o u f B KI0Ue JOKa3zaTeabcrBa o (33)
npeaHasHaueHbl st cornacoBanust A, B u C' apyr ¢ Apyrom B JokazareabcTse 7 (34) mpu
BbIOODE (g, - . -, Q).

Pasmep nokazarenbcrBa 7 (34) cocrasisier nBa snementa Gy u onun snement Go.

Aaropurm Bepudukaropa 0/1 < Vfy(R,0,aq,...,a;,7)

Unest 3akmodaeTcs B BIpaboTke apudMerndeckoil cxembl t <— Test(R, @), Koropast
coorsercTByeT Marpumam 17, ..., T, € Fmtk)x(meths) ppe ¢ . Frathitmoths o o
KBaJPATHIHBIT MHOPOBApUAHTHBII 1e1eBoil nosmuoM. JlokaszareabcrBo m = ([m]1, [m2]2) €
€ G’fl X GSQ (34) mpurnmaercs, ecan ajs Beex marpui 14, . .., T, BBIIOIHSETCH PABEHCTBO
t(o,m) = 0 B caemymolem Bu/e:

1 2
rne [0]r = e(g, h)? coorBercrByer HefiTpa bHOMY 3JeMEHTY pe3y/IbTHPYIONIeH rpynb Gu-
muueitnoro cnapuBanusg Gp. Takum obpasom, anropurm Vfy BhIOSHSIETCS HA OCHOBAHUT
ornorrenus R (32), kmova gokasarenscrsa o (33), Bxoma ¢ = (ay,...,q;) # JOKa3aTeIb-
crBa 7 (34) B BUJIE CJIEIYIONIUX TIATOB:

1. Pazgenenue jgokasarenbcrsa Ha KoMnoueHTol: T = ([Al1, [C]1, [Bl2) € G1 X G X Go.
2. Ilposepka Bepudukanuonsoro ypasaenus t(o, m) = 0 3a cuér paBeHCTBA

A I A A e |

V2 +[Cla- 0]z (35)

3. B cayuae Boinosnenus recra (35) gokaszaresancrso m (34) mpHHEMAETC.

[Tpouseenenne off B Bepudukanuu (35) rapantupyer, 4to A 1 B BKIIOYAOT HETPHBH-
aJIbHbIe KOMIIOHEHTHI (v U [3. DTO O3HA4YaeT, 9To mpouspejgenne AB BrIOUaeT JUHEHHYTO
3aBHCHMOCTH OT (v U 3, KOTOpasi ypaBHOBeluBaeTcs 3a caér C' ¢ moc/ie10BaTeIbHBIM BHIOO-
poM (ag, ..., a1, i1, - - -, ay) B TPEX KoMTOHeHTaX A, B u C' mokazarenscrsa 7 (34).

Posib v m 0 cocrour B TOM, 4TOOBI CAE/IATH JIBA HOCJEIHUX MIPOU3BEACHUS [IPOBEPOU-
HOrO ypaBHeHHs (35) HE3aBHCHMBIMHU OT MEPBOIO MPOU3BEICHUS 3a CUET JeJEeHHs JIEBBIX
MHOXKHTe e Ha Y ¥ ) COOTBETCTBEHHO. DTO MPEIOTBPAIIAET CMEITUBAHUE U COTIOCTABICHUE
3JIEMEHTOB, MpeHA3HAYEHHBIX JIJIS PA3HBIX MPOAYKTOB B ypaBHeHuN Bepudukanuu (35).

Ecan nporokos zk-SNARK Brarogaer smeMeHTs TOIBKO ogHol u3 rpyni Gy i Gg, To
sepudukanus (35) mpeobpasyeTcst B CUCTEMY JTHHEHHBIX YPABHEHUH, UTO TOJHOCTHIO Pa3-
pyIaer 3aiuiéHHOCTh TPOoToKoaa. [Tosromy jurst GunamHeiinoro cnapusanust tuna 111 [75]
TpebyeTcst BKIYEHNE 3 IEMEHTOB 00eMX T'PYIIIL.

OOb1ast cChLIOTHASI CTPOKA He COMEPKUT PACKPHITHSI, TAK KAK KOMIIOHEHTBI 01 U 0y (33)
coziepzKaT MHOIOBapUAHTHBIE HOJUHOMBI JIopana, onenuBaeMble B o1eMenTax Z,. [Iposepou-
HOEe YpaBHEHHE PACCMATPHUBAETCS KAK PABEHCTBO COOTBETCTBYIOIMIUX MOJTMHOMOB JIopaHa.

Cornacuo semme [IBapia — [unmens |76], Bepudukanus BbImoJHSIETCS IPU PACCMOT-
peann A, B u C (34) xak ¢GopMasbHBIX MHOTOYJIEHOB B HEJIETEPMHHHUPOBAHHBIX TOYKAX
a, B,7,0 u x, unade BepudUKaIyd UMeeT peHeOPeKNMO MAIYI0 BEPOATHOCTD ycuexa. Te-
crupoBanue oy - 1'oy = () BBIIOJIHAETCSH, TAK KaK COOTBETCTBYIONHH (hOPMAIHHBIR MHOTOBA-
puaHTHBIH oanHOM Jlopana pasen myso. Cirydail BHIIOJTHEHUS] TECTUPOBaHUS 01 - 1’09 = ()
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JJIsT HEHYJIEBOTO TOJMHOMa JIopaHa mMeeT MpeHeGPEKNMO MAJIYI0O BEPOSITHOCTH, TaK Kak
OTpHuIlaTeJIbHBIC U ITIOJIOZKUTEJIbHbIC CYMMapHbI€ CTEIICHH ITOJHHOMHAJIBHO OI'DaHUY€HBL )\
AJropuT™M MMUTHUPOBAHHS JOKA3ATENLCTB T < Sim(R, T, ay,...,q;)
Crpontcs goKazarenncrBo m = (g™, h™) = ([m]1, [m2]2). Aag ornomenus R (32), iio-
da BepuUKAIMU T U OTKPHITOrO COCTOSHUSA ¢ = (a1, ...,a;) BBIIOJIHSIOTCI CJIEIYIOIIHE
IIATH:

1. Beibupatorca A, B € Z,.
2. Boruncasierca kommonenta C' oKa3aTeabCcTBa T

C= <AB —af — gai(ﬁui@) + avi(r) + wz(x))) /0.

3. Ha Boixox momaérest mokasarensctso m = (A, B, C).

13. IIporokosa . Ben-Caccona, A. Kbe3sni, /. 'enkuna u ap.

B mporokose D. Ben-Caccona, A. Kbespr, /1. lenkuna u ap. [54] dopmuposaTens Kiwo-
geit G(1*, C') poibupaeT coobienue pepucdbuKkaTopa q € F™ (koropoe 3aBucut ot cxembl C
HO He oT eé Bxoga) aus LIP (Linear Interactive Proof) m BBIBOAUT KII0YU J0KA3ATEIHCTBA
o = E(q) = (E(¢))7,. Hauunas ¢ 0 = E(q), wectnsiii goxassisaomuii P romomopdmo
sarmudpoBbIBaeT cKajgsgpHble mpousseaenus E((m,¢;)) mia i =1,... )k+1uxw € F" mia
JTMHERHBIX BEPOSATHOCTHO-ITPOBEpsieMbIX JoKa3aTeabeTs (Linear Probabalistically Checkable
Proofs, LPCP), Bbmostasist k+ 1 romoMopdubix 3amudpoBanuii CKATSPHBIX MPOU3BEIEHUI.
B kauectBe nokazaTebcTBa P BO3BpAIaeT MOy YeHHbIe 3aMUIIEHHbIe OTBeTH. [Iponeypa
sammdpoanus umeer Bux E(y) = (g7, hY), tae g, h aBasiorcs 06pa3yONUMU 3JeMeHTa-
mu rpynn Gy, Gy nopsiaka r coorBercTBerHO. CxeMbl TUHEHHOTO TOMOMOPGHOTO MH(PO-
BaHWsl BHIIOJIHAIOT npeobpasosanue Buga E(ay + bd) = E(v)?E(5)° ¢ mokoopauuaTHbIM
YMHOXKEHUEM H BO3BeJIeHHeM B crenetb. CXeMbl TOTHOCTHI0 TOMOMOPGhHOTO HbpPOBAHU
NpUBEJIEHBl, HAnpumep, B [77], rae obecnednBaercs ciaeayioniee CBOHCTBO KOPPEKTHOCTH:
Decy (Eval(F, Encox(z1), . . ., Encpk(n))) = F(x1, ..., x,), tue (pk,sk) < Gen(1%); k— napa-
MeTD 3aluThl (AJIMHA CeKPETHOrO KJIH0Ya).

B pab6ore [54] moctpoenne LPCP mas ornomennst Re ocHorano Ha QSP/QAP [37].
Ucrounuk [76] ormedaer, uro QSP mis ororienust Re naér LPCP ¢ Tpems 3anpocavu, a
QAP —LPCP c 4gersipbMe 3anmpocamu. B paceMarpuBaeMoM ciIydae IPUMEHSIETCS TOIXO,
QAP u3 |37] ¢ 5-3aupocapim LPCP st ornomenus Re.

Pasmep cxembl onpesiessiercst Kak obirnee Koam4aecTBo y3ios. Bynesa cxema C' @ {0, 1} X
x {0,1}" — {0,1} ¢ a coeaunrennsavu (rposogavu) u 3 (GUIMHEHHHIMT) BEHTUISAMA WHLY-
IUPYET COOTBETCTBYIONLYIO CUCTEMY KBaJpaTHBIX ypasuenuit S ¢ Ny, = o mepeMeHHbIMH U
Ny = B+h+1 orpanuuennsamu. Jononnurenbnele h+1 orpanuienuil rapaHTUPYIOT, UTO CO-
eJIMHEHNsI CEKPETHOTO CBUAETENBCTBA h MMEIOT JTOTHIecKne 3HAYCHUs U BBIXOTHOW BEHTUTH
soiBouT 0. Apudmerndeckas cxema C : F* x F* — F! ¢ a nposogavu u 3 (Gununeiinbivm )
BEHTHJIIMU WH/IYIIUPYIOT COOTBETCTBYIOINLYIO CHCTEMY KBapaTHbIX ypaBHenuii S ¢ Ny, = «
nepeMenHbIME B N, = 541 orpanmdenuaMu. Bes morepu oOIIHOCTH Jajiee pacCMaTPUBACTCA
ornomenne Re = {(x,w) € F*" x F": C(x,w) = 0(0)}.

DJIeMEHT ¢ BXOJIAMH T1, ..., T, € F Ha3piBaeTCs OMIMHEHHBIM, €CJTH BBIXOJIOM SIBJISIETCS
(a, (1, x1,...,2,)) - (b, (1,21,...,2,)) ans wekoropbix a,b € F"™ rue (-, -) obosnauaer
CKaJIIPHOE TIPOU3BEIEHNUE.

Jlist onipesiesieninst GMHAPHOTO OTHOIIEHUS R s PUKCUPYETCd CUCTeMa KBaIPATHLIX yPaB-
Henwii panra 1 Han F ¢ Habopom S = ((aj,bj,cj)jyjl,n), re a;,b;,c; € FFV un < Ny,
Takas cucrema S BBIMOTHUMA ¢ BXOAOM X € [ ecam ecTh CeKPETHOE CBUJIETETHCTBO
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w € FM mpu x = (wy,...,w,) u (a;, (1, w)) - (b;, (1,w)) = {(c;, (1, w)) a1s Beex j € [Ng].
B rakom cryuae S(x, w) = 1. [Tapamerp N, onpezessier KoandecTBO orpanudennii, Ny, —
KOJINYECTBO TIEPEMEHHBIX, 7 — Pa3Mep BXOJA.

Ouxcupyercs npousBobHoe noaMHOKecTBO S = {a,...,an,} BF, [S| = N,. [na i €
€ {0,1,..., Ny} onpegnensiercsa Tpoiika dyuknuii A;, B;, C; : S — F caenyomum obpasom:
JUIST Kazkoro j € [INg]

Ai(a;) = a;(1), Bi(ay) =b;(2), Ci(a;) = ¢;(i).

Kaxknas dyukmus A;, B;, C; pacimpsgercs 10 MHOTOYIEHA OT OJHOM IepeMeHHON CTeleHH
(Ng — 1) mag F. Onpenensercs Zg Kak MHOTOWIEH OT OJHOI HepeMeHHOH cTemeHn Ny
nazg IF, paBubrit myaio Ha S. HokazbiBatomuii P pcp Ha OCHOBE BXOJIHBIX JAHHBIX CTPOUT
JIOKA3aTeJbCTBO B BHJIE BEKTODA T JIEMEHTOB 1oJsd F (910 pesysibrar BeIOOpa YeCTHBIM
OPaKyJ/JIOM JIMHEHHOIO OKA3ATeIhCTBA).

Takum obpaszom, ua Bxozge (X, 7) Bepudurarop Vipep(z) = (Quecp, Dupcp) nenaer k
3aMpocoB K opakyity (AokazareabeTBy) 7. OCHOBBIBAsCH HA BHYTPEHHEH CIyIaifiHOCTH, He3a-
BHCHMO OT X popMHUPYeTCcs k 3alpOCcoOB qy, . .., qx € F" K 7 1 nundopMaIms 0 COCTOSTHIHA U.
Ha sagannbix (x,u, k) opaky. (jokaseiBaomuii) orsedaer a; = (m,q1), ..., 0 = (T, qk), &
Dy pcp Bepuduiupyer goKa3aTe bCTBO.

AaropuTM BBIYUCJIEHUS A0Ka3aTeJabCTBa P pcp

Jng Bxoga x € F™ u cexkpernoro ceugerenbersa w € FVv raxux, uro (x,w) € R,
AJITOPUTM P pcp BBIIOJIHSETCS CJIEAYIONUM 00pa30M:

1. CayuaiiHo u paBHOBEPOSTHO BHIOMPAIOTCS 1, 02,03 € [F.
2. Ilycrs h = (ho, ha,. .., hy,) € FNet! — kosddunmentsr miorounena H(z) or oxmoii
epEeMEHHOI:
A(z)B(z) — C(z)
Zs(z)
3necy A, B, C'— MHOrO4JIeHB OT OJIHO} TepeMeHHOl crenenn Ny, KOTOPbIe ompe/ie-
JISTIOTCSL CJIEIYIOTIIIM 00pPa30M:

H(z) =

Ny

A(z) = Ao(2) + Yo wiAi(z) + 61Z5(2),
i=1
Ny

B(z) = Bo(2) + > w; Bi(2) + 02 Z5(2),
i=1
Ny
i=1

3. BuBogurcs BekTop T = (61, 02, 05, 1, w, h) € F3+(NutD)+(Ne+1),

Anaroputm dopmupoBaHusi 3arrpocoB (J1pcp

1. Cuayuaiino u paBHOBepoOsSTHO BbiOUpaercs 7 € F.

2. BoiBoaurcs msith 3anpocos (qi, - .., qs), q; € IF‘5+NW+Ng, CJEYIONICIO BUJIA:
a1 = Zs(7),0,0, Ag(7), N (7),0,...,0;
QQIO,Zs(T),O,B()(T) BNW(T),O,...,O;
ds :070725(7_)700(7_) CNW<T)7O7"'7O;

q4:0,...,0,177',7' Y TNg;

q; =0,0,0,1,7,7%,...,7",0,...,0.
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3. Beomurces u = (Ug, ..., Ungo), ToC U = 7L g i € {1,...,n+1} u upyo = Z5(7).

B 3ak/iouyeHHe ajroOpuTM HPHHATHS pemieHuss Diypcp HPOBEPSET HMPHHAIEKHOCTD
X € Lg nyTéM IIOBTOPHOH NPOBEPKH MHMOPMAIMHA O COCTOAHUM U, CO3JAHHONU aJIrOpUT-
MOM 3alpoca QLpcp, & TAKZKe djieMeHTaMu nojisd a; = (7°,q1),...,a5 = (7%, qs), KOTOpbIE
SIBJISIFOTCSI OTBETaMU, CBA3aHHBIMHE C JIMHEITHbIM JIoKa3aTeabcTBOM ¥, B obiem ciaydae m10-
Ka3aTeJbCTBO T* PACCMATPUBACTCHA KaK MOTEHIHAJBHO OMACHOe, BO3MOYKHO ¢(hOpMUPOBAH-
HOE HEYECTHBIM JIOKA3BIBAIOIIUM.

Agropurm npuHaTus pemteHus Dipcp

Hnsg Bxoma x € TF" undopmarmum o0 cocToSHUE U = (Ug,...,Ups2) U OTBETOB
(ay,...,a5) = (m,q1),...,(m, q5) Bepudukarop Dypcp NPHHAMAET IOKA3ATEJbCTBO, €C/IH
BBITIOJTHAIOTCSA CJACAYIONIAE PABEHCTBA:

n
aias — a3 — Aqlpyo =0, as —up — z Tiuipr = 0.
i=1

Omucannerit LPCP nveer nsats 3ampocos 1o (54 Ny, + N ) ssementos F n nadopmanimo
o cocroguuu ¢ (n + 2) smementamu F. s Qppcp Kaykaas KOOpAHHATA 3aMPOCA SIBJISIETCS
oueHkoii nosmnoMos Zg, A, B, C crenenu ue sbiiie N, or ciyuaitnoro 7 € F, a Dy pcp upose-
pseT HOJIb 1BYX MHOro41eHoB crernenu 2. [Tosromy LPCP umeer crenens (dg, dp) = (N, 2).
3HaveHne a4 OMPENEISIeTCS OT Ay, Ao, A3, Uyt TEPE3 OTPAHUIEHUE AUy — A3 — Aqlnyio = 0,
[O9TOMY (4 TaKKe He PACKPBIBACT JTOMOJHUTEIbHON HH(MOPMAIUH. SHAYCHHE (5 COJIEPIKUT
HHGOPMALMIO 0 YACTH W, PABHON X, KOTOpas W3BECTHA BepH(MHUKATOPY IO ONpeIeIeHHIO.

Takum obpazom, (aq,. .., as, 1) UMEIOT HE3ABUCUMBIE OT W DACIPETCTCHHUS.

14. ITporokoa 3. Ben-Caccona, A. Kse3nl, 9. Tpomepa, M. Bupssi

IIporokon zk-SNARK [65] ocnoBan na [49] u ucnoab3yercs m/is 10Ka3aTeIbCTBA/ IPO-
BepKH BbimoTHUMOCTH T -apudmerndeckux cxem. Ommame ot [49] 3akaodaercss B oTcyT-
cTBUM Tpeanonoxkennit papercrBa G; = Gy, a TakKe B yBeJINYEHHH pa3Mepa KII0Ya BepH-
dbukauu B 3aBuCHMOCTH OT pa3Mepa n Bxoja X B Buje n+ O(n) smecro 3n+ O(n). Kpome
Toro, [65] ycrpausier obHapyzKeHHYIO ys3BUMOCTH |78, odbopmiaennyo kak CVE-2019-7167
B OTHOIIEHUU KpUnToBaTOTH Zcash: pk'y Temepp naumnaercs ¢ uugekca n+ 1, a pka, pl%;1
epeonpeaeeHbl COOTBETCTBYIONIUM 00PA30M.

[Iy6mmunble mapaMeTpsl BKIKYAIOT IPOCTOe TUCI0 T, ABe MuKandeckue rpynnbl G, Go
nopsiJika 1 ¢ obpasyomumu Py, Py coorBercrento u ciapusanue e : Gy X Gy — Gr (rne Gr
TaKzKe MUKJINIHA MOPsiiKa 7). SalUIEHHOCTh TIPOTOKOIA 3aBHCHT OT pa3Mepa TPYIIb ¢
asropurMma Jluddun — Xennmana, 3HAHUS ¢-CTEIIEHH SKCIOHEHTHI M (-CTPOIHUX IPEII0JI0-
wkenuit [uddpu — Xesmmana (31, 79, 80| st ¢, MOTMHOMHAIBLHO 3aBUCHMOTO OT pa3Mepa
CXEMBI.

AnroputMm ¢popmupoBanus Kiwudeit G

Ha Bxox npunnmaercs apudmerndeckas cxema C : F? x F* — F! i BeiBogaTcs Kiaodn
JiokasbiBatotero pk u Bepuduraropa vk.

1. Boraucsstores (A, B, C, Z) = QAPinst(C'), npu srom A, B, C pacuupsitorcs 3a cuér
CJACIYIONNX 3HAYCHNN]:

Am+1 = Bm+2 = C’m—&-3 = Z,
Am+2 = Am+3 = Bm+1 = Bm+3 = Cm,+1 = Cm,+2 = 0.

2. TlpomsBommTcs coaydaiiHast BEIOOPKA T, P4, PB, A, B, Qc, 3,7 € F,.
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3. Ycranapiusaetcs K04 pk = (C, pka, pk'y, pkp, pk's, pkc, Pk, Pk, pkr ), Tae

pka = {Az’(T)PAH Z-WLJB?’, Pk;x = {Ai(T)O‘ApAPI};ZJ;zih
pke ={Bi(1)psP2}15°, pky = {Bi(T)apps P},
pko = {Ci(1)paps PLYEE, pke = {Ci(T)acpaps PG, (36)
pkr = {B(Ai(T)pa + Bi(1)ps + Ci(T)paps) P Y25,
pky = {T'P}L, .

IIo cpaBHEHHIO ¢ COCTABJISIONIMME KJIIOUa, JOKA3BIBAIOIIEro IpoToKoaa P. IxkenTpu
u 1p. [37] B Bopakenusx (9) u (8) ko gokaseiBaiomero |65 B Berpazkenuu (36)
COJePZKUT HA TPH JIeMeHTa OOoJIblile i KaxKA0ro pka, pkp, pkc, pk'y, pk's, Dk, Dk Kk,
a CMeIIeHus (4, g, ac st pk'y, pkp, pki, TPUMEHSIOTCST TOJIBKO O WHIEKCAM | =
=0,....,m+3.

4. Ycranasmupaercs Kmod vk = (vka, vkp, vke, vk, vkéw vkév,vkz,vk:fc), rie

vka = aus P, vkp = apPi, vko = achs,
Uk:v = 7P27 Uk’é,y = W/ﬂpla vk%y = /YBPQv
vkz = Z(T)pappPs, vkic = (Ai(T)palPr)i,.

5. BeiBoagrcs Kiaroun gokasbiBaroriero u sepudukaropa (pk, vk).

IIpu Be130Be cxeMel C' : F? xF* — F! ¢ ¢ mpoBomaMu u b GHIHNHEHHBIME BeHTITSAMHA (HOP-
MHUPOBaTeNb Kiouei BBIBoAuT pk ¢ (6a+b—+1+25) sasnemenramu Gy u (a+4) snementamu Go,
vk ¢ (n + 3) snementamu Gy u msaTHIO SemenTamu Go.

Anropurm moka3spiBaroiero P

[Ipurumaercsa kaou pk, Bxox x € F
JTIOKA3aTeThCTBO T

1. Boraucasiores (A, B, C, Z) = QAPinst(C).

2. Boramcisiercsa s = QAPinst(C, x,a) € F.

3. IlpousBoaurcs ciaydaiinast BBIOOpKa 01, 09, 01 € IF,.

4. Bwraucaserca h = (hg, hi,..., hy) € FIL xoropwrii comepmut k03 buIIEHTH

H(z) = (A(2)B(z) — C(2))/Z(z), tne A,B,C € F,[z] (F,[z] —konbo MHOTOUYIE-

Hos Had F or oxgHoit HepeMeHHOﬁ) CJEAYIONUIero BU/IA:

n
[

CeKpeTHOE CBHUIETEIBCTBO A € Fﬁ 1 BBEIBOIHUTCH

A(2) = Ao(2) + fjl sidi(2) +8,2(2),
B(2) = Bo(2) + fjl siBi(2) + 627(2),
C(2) = Col2) + gjl siCi(2) + 8:2(2).

5. YcranaBnuBaeTcda K04 pks, cooTBercTByIonuit pky ¢ obmynenuem pks, = 0 g1sa
i1 =0,1,...,n. Kimmou pk/; coorsercrsyer pk'y, Ho ¢ gobasaennem n + 1 myseit.
6. ®ukcupyercs ¢ = (1,8, 01,02, 03) € FA™ u ppraucistiores

T = <C7pl;:x4>7 7T£4 = <C,p/%f4>, B = <Capk3>7 7T,B = <C,pl€lB>,
e = (¢, pkc), 7o = (¢, pke), T = (¢, pkk), 7u = (h, pky).

7. BBIBOAUTCS TOKA3ATENBCTBO T = (Ta, Ty, T, Ty, TC, Wiy i, TH ), COMEPIKAIIECE CEMb
sieMenToB G 1 onun ssemenT Gy,
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A nroputMm Bepudukaropa V
[Ipuaumaerca kmod vk, Bxox x € I, 10Ka3aTeaIbCTBO T U BBIBOAUTCS OUT peIIeHus:

1. Boramcastercest vkx = vkioo + >y 2ivkic € Gy.
2. Tlposepsiercst ojiMHHOCTD 00st3aTenbeTB i A, B, C:

e(ma,vka) = e(ny, P), e(vkp,mp) = e(ny, P2), e(nc,vkc) = e(ng, P2) .
3. IIposepsiercst, 4TO UCIOJIH30BAINCH AHAJIOIUIHBIE KOIMDPUIUTEHTbI:
e(mi, vky) = e(vkx + T4 + e, vkév)e(vkéw B) .
4. Tlposepsiercs gpenmmocts QAP:
e(Vkx + ma, mp) = e(my, vkz)e(ne, Py).

5. Jlokazare/ibCTBO IIPUHUMAETCH, €CJAU BCE IE€PEYUCIEHHbIE IPOBEPKHU BEPHbI.

3akJJdyeHue

Pacemorpensl 6a3oBble mpuMepbl mpoTokoaos DV [22, 31, 32, 37, 42, 55, 63| u PV
[37, 49, 55, 63| zk-SNARK, /151 KOTOPBIX MpeJICTABIEHBI AJITOPATMBI (DOPMUPOBAHUS KJTHO-
qefl, I0Ka3aTe/IbCTB JOCTOBEPHOCTH BBIYUC/ICHAN U uX Bepudukanun. Onncano GopMupoBa-
HUE MyOJIMYIHBIX U CEKPETHBIX MapaMeTPOB B BUE KJIIOUel JOKA3aTeIbCTBA U Bepu(hUKAINH,
myOInKyeMbIX B (popMe TIaBHBIX CCBIIOTHBIX CTPOK [32, 37, 41, 52, 63, 74, 81| u ap. TIpes-
CTaBJIeHbl BapuaHTHI MPOTOKOJIOB zKk-SNARK /15 BBIIOJHUMOCTH JUCKPETHBIX (DYHKITHIT
C 3aJIAHHBIMHM 3HAYECHHUAMHU BBIXOJIOB, CBA3AHHBIMU C OTKPBITHIMH U CEKPETHBIMU BXOIAMHU.
Paccmorpensl ajirebpanyeckue 11peodpa3oBaHusd, CBOJMIINE 33/1a4y IPOBEPKU KOPPEKTHO-
CTH BBIYHCJIEHUS TUCKPETHBIX (PYHKIHMI K MPOBEPKE MHOYKECTBA, IMOJHMHOMHAIBHBIX yPaB-
HeHWil HU3KO# cremenu, kKoropbie moayuman HanMenoBanus QAP, SAP, QSP, SSP, QPP
[37, 50-52, 55| u ap. dag nepenadu urdOpMAIUTE O MOJTHHOME JOCTATOYHO MEPEJIATH €ro
3HAUEHWe, BBIYUCJIEHHOE B CEKPETHOl TouKe [4], B pe3ysibraTe 4ero moJuHOM TPOU3BOIBHOl
CTeIeHN CBOIMUTCA K OTHOMY 3HadeHnto moss. [Iporokoast zk-SNARK Tak:ke crposTes 1
CXeM C PaCHpe/IeJIEHHBIME B ay TeHTHhDUIIPOBAHHBIMA JaHHBIME [63].

[IpumeHsteMble aIrOPUTMBI UCIOJAB3YIOT IMTUPOKUIl CIIEKTP Pa3IndHBIX KpUOTOrpadude-
CKHUX Ipeobpa3oBaHMii, OCHOBaHHBIX Ha 3aja4dax RSA, Jludpdbu — Xemrmana, a Tak:Ke Ha
Pa3IMYHBIX BapUAlUsX 3334 O 3HAHHU dKcrnoHeHT [37, 76]. Kpome Toro, ucmoab3yrorces
nudpoBbie TOANUCH, cXeMbl ToMoMopdHOro mudposanus [44, 67, 77|, GunuHeiinble cnapu-
BaHUs HA /JIMNTHYECKUX KPUBBIX H JAPYrHe KPUITOrpaduIecKue IMPUMATHBBI.

B tabaune pacemorpennbie nporokosbl zk-SNARK kiraccudunupoBatbl M0 npuMeHs-
eMoMy JI0 Kpunrorpaduieckux mnpeobpa3oBaHuil MaTeMaTUIeCKOMY alllapary, UCIOb3Y-
eMBbIM KPHUITOrpapuIecKuM HNPUMHUTHBAM, CXeMaM BepU(PUKAIUH W PEIIaeMbIM 33JIadaM.
J11s1 HANISIAHOCTH BapuaIlii KpUNTorpaduiaecKuxX npeodbpa3oBaHuii, CBI3aHHBIX ¢ 3aa4ei
uddu — Xesimana u 3nanueM 3KCHoHeHT, obo3navenbl DH, 6uinneiinoe cuapusanue —
BP, snnmunrraeckue kpusbie — ECC, momnocTbio romomopdnoe mudposanne — FHE, cek-
pernas /nybananas Bepudukanus — PV /DV. Pemaenmbre nporokoravu zk-SNARK 3amaun
HIpeJICTaBICHbl BepUPHITUPYeMbIMU BhluucaeHussMA VC U JJ0Ka3aTe/IbCTBAMU 3HAHUS.

Ob0muM 1719 BCeX paccMOTpeHHBIX MpoTokoI0B zk-SNARK saBisercs mcmosib3oBaHue
nyomanoit CRS, kioueit qokazarebersa u Bepudukanuu. 3anuinéHHOCTb TPAKTUICCKH
BCEX PaCCMOTPEHHBIX HMPOTOKOJIOB OCHOBaHa Ha BapuaHTax 3ajaqdu /Iuddn — Xennmana,
3HAHWW KCIOHEHT W OWInHEHHOM crapuBaHuu. TeMm He MeHee IS PEIeHUs MPUKJIATHBIX
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3a/1a4 C UCIHOJIH30BAHUEM TOPA3PSIIHBIX ONMEpaIuii mejaecoodpasnee BHIOUPATH MPOTOKOILI
zk-SNARK ¢ nommnomuanbasivu Habopavn QSP /SSP. Habop nosmromos QAP noseiiaer
ObICTpOIEHiCTBIE IS CJIydas PaboThl ¢ MeJbIMH djIeMeHTaMu 110Jid. bosee crenmuduaHbIM
BapuaHToOM sBJjsgercd Habop QPP, rie mpoBoja mpejacTaB/ieHbl MHONOYJIEHAMH, UTO TaKKe
MOXKET MOBBICHTH IIPOU3BOIUTEILHOCTD.

CpaBHUTeJIbHBINI aHAJIN3 PacCMOTPEeHHBIX MpoToKoJioB zk-SNARK

IIporokon Marem. anmapar Kpunronpumuruser | Cx. Bepud. | Permr. 3amaga
I1. T'por |31] ITepecranoska DH, BP, ECC PV Suanwusi
P. Txennapo u ap. [34] QAP FHE, cummerp. anr. DV vC
1. ®aysm u ap. [41] Hukaugeckuit capur DH, BP, ECC PV Buanns
P. Mxennapo u ap. [37] QSP, QAP RSA, DH, BP, ECC PV, DV Suanwust
B. ITapro u mp. [49] QAP DH, BP, ECC PV vC
X. Jlunmaa [52] QSP, SSP, QAP, SAP DH, BP, ECC PV Suanwust
X. JIunmaa [52] HMukauveckuit capur DH, BP, ECC PV Buanus
A. Kocba u ap. [55] QPP DH, BP, ECC PV, DV Suanwust
I. Tanesunc n ap. [51] SSP DH, BP, ECC PV Buanus
K. Kocresno u ap. [62] QAP DH, BP, ECC PV vC
M. Bakec u ap. [63] QAP DH, BP, ECC, FHE PV, DV Buanus
I1. Tpor [74] QAP DH, BP, ECC PV, DV Buanns
9. Ben-Caccon u zp. [54] QAP FHE PV 3uanns
9. Ben-Caccon u ap. [65] QAP DH, BP, ECC PV Suanwust

HecMmoTps Ha 0OIMMPHBIN COUCOK MpeacTaBIeHHBIX TpoToKoI0B zZK-SNARK, on He aBiig-
€TCd MCHEPIbIBAOIIUM, & COACPZKUT UCTOPUIECKHU 6&30Bble KOHCTPYKIIUHU. OTﬂeﬂbeIMI/I BO-
HPOCAMH SIBJISTIOTCSI aHAJIN3 CIIOCOOOB MOBBINEHNS TPOU3BOAUTEIBHOCTH U BHIOOD HamboIee
UCCJEJIOBAHHOTO C TOYKHU 3peHusi Oe30MacHOCTH NPOTOKOIa. B paMKax MpakKTUIeCcKoil pea-
nuzanun Heodxonum BeIOOp mpoTokoa zk-SNARK ¢ yaéroMm pecypcoB KOHKPETHOM pacipe-
JICJIEHHOU BBIYMCJIUTEIHLHOM CUCTEMBI 1 HA, OCHOBE TAKHX ITapaMeTPOB, KaK TPYI03aTPaThl Ha
dopMuUpoOBaHHe IVIABHOI CCBHIIOYHON CTPOKHU, TOCTPOECHHUE U BEPUMHUKAIINIO T0KA3ATEIbCTB,
a TakKe pa3Mep IVIaBHOHM CCHLIOYHOI CTPOKM M JIOKA3aTe/IbCTB.
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