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Ðàáîòà ïîñâÿùåíà îáîáùåíèþ ëåììû î ðàçâëåòâëåíèè íà ñëó÷àé, êîãäà õåø-
ôóíêöèÿ âîçâðàùàåò íàáîð òðèòîâ, è ïðèëîæåíèþ ëåììû ê àëüòåðíàòèâíîìó äî-
êàçàòåëüñòâó ñòîéêîñòè â ìîäåëè SUF-CMA îäíîé êîäîâîé ñõåìû ïîäïèñè, îñíî-
âàííîé íà ïðîòîêîëå èäåíòèôèêàöèè Øòåðíà.

Êëþ÷åâûå ñëîâà: ëåììà î ðàçâëåòâëåíèè, ýëåêòðîííàÿ ïîäïèñü, äîêàçóåìàÿ

ñòîéêîñòü.

TERNARY FORKING LEMMA AND ITS APPLICATION
TO THE ANALYSIS OF ONE CODE-BASED SIGNATURE

K.D. Tsaregorodtsev

JSC �NPK �Kryptonite�, Moscow, Russia

The paper is devoted to the generalization of the so-called “forking lemma” to the
case when the hash function returns a tuple of trits (trit is a variable that can take
one out of the three values 0, 1, 2). It can be stated as follows. Let A(par, b) be an
algorithm that, when run on randomly chosen par ←R Params and b←R {0, 1, 2}δ,
successfully stops and returns the correct answer x with probability ϵ. Then there ex-
ists an algorithm B that uses A as a subroutine and returns a triple (x1, x2, x3), where
xi ← A(par, bi), i = 1, 2, 3, with the additional condition that there exists a position j
such that {b1j , b2j , b3j} = {0, 1, 2} (i.e., all trits in this position are different); the success

probability of B can be bounded from above as follows: pB ⩾ ε3 − ε (17/27)δ/2, and
the running time of B does not exceed 4 tA, where tA is the time complexity of A.
The lemma is then applied to the analysis of code-based signature based on Stern
identification protocol in the (standard) SUF-CMA model (with the outer hash func-
tion modelled as a programmable random oracle). First, we show that the SUF-CMA
model can be reduced to the NMA model (in which the adversary makes no sign
queries, only random oracle queries), thanks to the zero-knowledge property of the
original Stern identification scheme and the programmability of an oracle. We then
show that in the NMA model we can restrict attention only to the case, where the
adversary makes a single random oracle query. The b value from the forking lemma
acts as the random oracle’s answer to the adversarial query. Using the lemma, we
are able to fork the process of forging a signature. Having three valid signatures for
the same message, we can to extract a secret key (or to find a collision of an inner
hash function). Hence, we can bound from above the probability of successful forgery
in terms of the probability of successful execution of collision finding and syndrome
decoding algorithms.

Keywords: forking lemma, digital signature, provable security.
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Ââåäåíèå
Ëåììà î ðàçâëåòâëåíèè (forking lemma) [1] ÷àñòî èñïîëüçóåòñÿ äëÿ äîêàçàòåëüñòâà

ñòîéêîñòè ñõåì ïîäïèñåé, ïîëó÷åííûõ èç ñõåì èäåíòèôèêàöèè (ñèãìà-ïðîòîêîëîâ) [2]
íà îñíîâå ïðåîáðàçîâàíèÿ Ôèàòà �Øàìèðà [3]. Îñíîâîé äëÿ å¼ ïðèìåíåíèÿ ÿâëÿåòñÿ
ñëåäóþùåå ñîîáðàæåíèå. Áàçîâàÿ ñõåìà èäåíòèôèêàöèè, êàê ïðàâèëî, îáëàäàåò ñâîé-
ñòâîì êîððåêòíîñòè (soundness) [4]. Íåôîðìàëüíî, äàííîå ñâîéñòâî ãëàñèò, ÷òî åñëè
ïðîòèâíèê ìîæåò ñ áîëüøîé âåðîÿòíîñòüþ êîððåêòíî ïðîéòè àóòåíòèôèêàöèþ íà îñî-
áûì îáðàçîì ñâÿçàííûõ çàïðîñàõ, òî ôàêòè÷åñêè îí äîëæåí çíàòü ñåêðåòíîå çíà÷å-
íèå (áîëåå ôîðìàëüíî: ìîæíî çàïóñòèòü ïðîòèâíèêà äâàæäû, ïîëó÷èòü äâà îòâåòà
è èçâëå÷ü èç íèõ ñåêðåòíîå çíà÷åíèå). Ïðè ýòîì â ñòàíäàðòíîé âåðñèè ëåììû [1, 5]
ïðîòèâíèêó, ïî ñóòè, íóæíî óñïåøíî ïðîéòè àóòåíòèôèêàöèþ íà ëþáûõ äâóõ íåðàâ-
íûõ çàïðîñàõ. Ýòîãî îêàçûâàåòñÿ äîñòàòî÷íî äëÿ ïðîòîêîëîâ, â êîòîðûõ âåðîÿòíîñòü
ïðîéòè ðàóíä ïðîòîêîëà áåç çíàíèÿ ñåêðåòà ñîñòàâëÿåò 1/2 (ñì. òàêæå ñâîéñòâî ñïå-
öèàëüíîé êîððåêòíîñòè (special soundness), íàïðèìåð, â [2]).

Äëÿ ðàññìàòðèâàåìîé â ðàáîòå [6] êîäîâîé ñõåìû ïîäïèñè îñíîâîé ÿâëÿåòñÿ ïðîòî-
êîë èäåíòèôèêàöèè Øòåðíà [7], âåðîÿòíîñòü ïðîéòè ðàóíä ïðîòîêîëà áåç çíàíèÿ ñåê-
ðåòà â êîòîðîì ðàâíà 2/3. Â ýòèõ óñëîâèÿõ äëÿ èçâëå÷åíèÿ ñåêðåòà íåîáõîäèìî, ÷òîáû
ïðîòèâíèê òðèæäû óñïåøíî ïðîøåë àóòåíòèôèêàöèþ, ïðè÷åì òðåáîâàíèå ïîïàðíîãî
íåðàâåíñòâà çàïðîñîâ íåîáõîäèìî óñèëèòü ñëåäóþùèì îáðàçîì: äîëæíî íàéòèñü òàêîå
÷èñëî j, ÷òî âñå òðèòû â j-é êîîðäèíàòå çàïðîñîâ ïîïàðíî ðàçëè÷íû (òðèò � âåëè÷èíà,
êîòîðàÿ ìîæåò ïðèíèìàòü îäíî èç òð¼õ çíà÷åíèé 0, 1, 2). Â îïèñàííûõ óñëîâèÿõ ñòàí-
äàðòíàÿ ëåììà î ðàçâëåòâëåíèè íåïðèìåíèìà. Â íàñòîÿùåé ðàáîòå ðàññìàòðèâàåòñÿ
îáîáùåíèå ëåììû î ðàçâëåòâëåíèè íà òðîè÷íûé ñëó÷àé.

Â ï. 1 ïðèâîäÿòñÿ êðàòêîå îïèñàíèå ðàññìàòðèâàåìîé ñõåìû ïîäïèñè, ìîäåëè
SUF-CMA è NMA äëÿ èçó÷åíèÿ ñòîéêîñòè ñõåì ïîäïèñè, à òàêæå èñïîëüçóåìûå îáî-
çíà÷åíèÿ. Ïóíêò 2 ïîñâÿù¼í ôîðìóëèðîâêå è äîêàçàòåëüñòâó òðîè÷íîé ëåììû î ðàç-
âëåòâëåíèè. Â ï. 3 äîêàçàííàÿ ëåììà ïðèìåíÿåòñÿ ê ñõåìå ïîäïèñè äëÿ äîêàçàòåëüñòâà
ñòîéêîñòè â ìîäåëè SUF-CMA; ïîêàçàíî, ÷òî îöåíêà èç ýòîé ðàáîòû àñèìïòîòè÷åñêè
(ïðè ñòðåìëåíèè ÷èñëà ðàóíäîâ δ →∞) ïðåâîñõîäèò îöåíêó, ïîëó÷åííóþ â ðàáîòå [6],
íî äëÿ êîíêðåòíûõ çíà÷èìûõ íà ïðàêòèêå ïàðàìåòðîâ îêàçûâàåòñÿ áîëåå ñëàáîé.

1. Îïðåäåëåíèÿ è èñïîëüçóåìûå îáîçíà÷åíèÿ
1.1. È ñ ï î ë ü ç ó å ì û å î á î ç í à ÷ å í è ÿ

Îïðåäåëåíèå 1. Ñõåìîé ïîäïèñè áóäåì íàçûâàòü òðîéêó âåðîÿòíîñòíûõ àëãî-
ðèòìîâ [8, ðàçä. 13]:

1) Àëãîðèòì ãåíåðàöèè ïàðû êëþ÷åé (pk, sk)←R KGen().
2) Àëãîðèòì ãåíåðàöèè ïîäïèñè äëÿ ñîîáùåíèÿ m:

τ ←R Signsk(m).

3) Àëãîðèòì ïðîâåðêè ïîäïèñè τ äëÿ ñîîáùåíèÿ m:

res← Verifypk(m, τ) ∈ {0, 1}.

Ê ñõåìå ïîäïèñè ïðåäúÿâëÿåòñÿ (ñèíòàêñè÷åñêîå) òðåáîâàíèå êîððåêòíîñòè: äëÿ
ëþáîãî ñîîáùåíèÿm è ëþáîé ïàðû êëþ÷åé (pk, sk)←R KGen() âûïîëíÿåòñÿ ðàâåíñòâî

Verifypk(m, Signsk(m)) = 1.
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Îïðåäåëåíèå 2. Êîä (ëèíåéíûé äâîè÷íûé êîä) � ëèíåéíîå k-ìåðíîå ïîäïðî-
ñòðàíñòâî C âåêòîðíîãî ïðîñòðàíñòâà Fn

2 .

Îïðåäåëåíèå 3. Ïðîâåðî÷íàÿ ìàòðèöà H êîäà C �ìàòðèöà ïîëíîãî ðàíãà ðàç-
ìåðà (n− k)× n, òàêàÿ, ÷òî Hx = 0 äëÿ ëþáîãî x ∈ C.

Îïðåäåëåíèå 4. Çàäà÷à ñèíäðîìíîãî äåêîäèðîâàíèÿ [9] ôîðìóëèðóåòñÿ ñëåäóþ-
ùèì îáðàçîì. Ïðîòèâíèêó äàþòñÿ ïàðàìåòðû (H, y, ω):

� H ∈ Matn−k,n(F2): ïðîâåðî÷íàÿ ìàòðèöà äâîè÷íîãî êîäà;
� y ∈ {0, 1}n−k: íåíóëåâîé ñèíäðîì;
� ω > 0: ÷èñëî, âåñ âåêòîðà îøèáîê.

Åãî çàäà÷åé ÿâëÿåòñÿ íàõîæäåíèå âåêòîðà s ∈ {0, 1}n, òàêîãî, ÷òî wt(s) = ω è Hs = y.

Ââåä¼ì âåëè÷èíó InSecSD(t)�ìàêñèìàëüíóþ âåðîÿòíîñòü óñïåøíîãî ðåøåíèÿ ïðî-
òèâíèêîì çàäà÷è SD (ïðè çàäàííûõ n, k è ω), ãäå ìàêñèìóì áåðåòñÿ ïî âñåì ïðîòèâ-
íèêàì, âðåìåííûå ðåñóðñû êîòîðûõ îãðàíè÷åíû t òàêòàìè âû÷èñëåíèé.

Îïðåäåëåíèå 5. Çàäà÷à ïîèñêà êîëëèçèè ôîðìóëèðóåòñÿ ñëåäóþùèì îáðàçîì [8,
ðàçä. 6.1]. Â íà÷àëå ýêñïåðèìåíòà âûáèðàåòñÿ ñëó÷àéíàÿ ôóíêöèÿ h←R Hash èç íåêî-
òîðîãî ñåìåéñòâà õåø-ôóíêöèé Hash = {h}, h : {0, 1}∗ → {0, 1}ℓ, å¼ îïèñàíèå ïðåäîñòàâ-
ëÿåòñÿ ïðîòèâíèêó (ìîæíî ïðåäïîëàãàòü, ÷òî ñåìåéñòâî õåø-ôóíêöèé ïàðàìåòðèçîâà-
íî íåêîòîðûì êëþ÷îì-ñòðîêîé s è ïðîòèâíèêó ïðåäîñòàâëÿåòñÿ êîíêðåòíûé èíäåêñ
ôóíêöèè). Çàäà÷åé ïðîòèâíèêà ÿâëÿåòñÿ íàõîæäåíèå âåêòîðîâ x′, x′′ ∈ {0, 1}∗, x′ ̸= x′′,
ñî ñâîéñòâîì h(x′) = h(x′′).

Ââåä¼ì âåëè÷èíó InSecColl(t)�ìàêñèìàëüíóþ âåðîÿòíîñòü óñïåøíîãî ðåøåíèÿ ïðî-
òèâíèêîì çàäà÷è Coll (äëÿ çàäàííîãî ñåìåéñòâà Hash), ãäå ìàêñèìóì áåðåòñÿ ïî âñåì
ïðîòèâíèêàì, âðåìåííûå ðåñóðñû êîòîðûõ îãðàíè÷åíû t òàêòàìè âû÷èñëåíèé. Âî âðå-
ìåííûå ðåñóðñû òàêæå ÷àñòî âêëþ÷àþò ðàçìåð ïðîãðàììû ïðîòèâíèêà.

Áóäåì èñïîëüçîâàòü ñëåäóþùèå îáîçíà÷åíèÿ:
δ � ÷èñëî ðàóíäîâ â ñõåìå ïîäïèñè;
H � ïðîâåðî÷íàÿ ìàòðèöà êîäà, èñïîëüçóåìîãî â ñõåìå ïîäïèñè;
h � ¾âíóòðåííÿÿ¿ õåø-ôóíêöèÿ â ñõåìå ïîäïèñè;
f � ¾âíåøíÿÿ¿ õåø-ôóíêöèÿ â ñõåìå ïîäïèñè;
B � ìíîæåñòâî {0, 1, 2}δ; õåø-ôóíêöèÿ f ïðèíèìàåò çíà÷åíèÿ èç B;
n � äëèíà èñïîëüçóåìîãî â ñõåìå ïîäïèñè êîäà;
Sn � ãðóïïà ïîäñòàíîâîê íà ìíîæåñòâå {1, . . . , n};
σ(x) � âåêòîð (xσ(1), . . . , xσ(n)), σ ∈ Sn;
I[A] � èíäèêàòîð ñîáûòèÿ A;
⟨U | V ⟩ � ñêàëÿðíîå ïðîèçâåäåíèå âåêòîðîâ U è V íàä ïîëåì âåùåñòâåííûõ ÷èñåë R;
x←RX � âûáîð ñëó÷àéíîãî ðàâíîâåðîÿòíîãî ýëåìåíòà x èç êîíå÷íîãî ìíîæåñòâà X;

åñëè X � âåðîÿòíîñòíûé àëãîðèòì, òî ïðèñâîèòü ïåðåìåííîé x ñëó÷àéíûé
âûõîä àëãîðèòìà X;

x← y � ïðèñâîèòü ïåðåìåííîé x çíà÷åíèå ïåðåìåííîé y;
Λ � íåèíèöèàëèçèðîâàííîå çíà÷åíèå ìàññèâà (ïóñòàÿ ñòðîêà).
1.2. Ñ õ å ì à ï î ä ï è ñ è í à î ñ í î â å ñ õ å ì û è ä å í ò è ô è ê à ö è è Ø ò å ð í à

Â ðàáîòå [6] îïèñàíà ñõåìû ïîäïèñè íà îñíîâå ñõåìû èäåíòèôèêàöèè Øòåðíà. Ïðè-
âåä¼ì å¼ êðàòêîå îïèñàíèå è íåêîòîðûå ñâîéñòâà.

Àëãîðèòì ãåíåðàöèè êëþ÷åé. Äàíà ïðîâåðî÷íàÿ ìàòðèöà H íåêîòîðîãî êîäà.
Àëãîðèòì KGen() çàäà¼òñÿ ñëåäóþùèì îáðàçîì: íåîáõîäèìî âûáðàòü ñëó÷àéíûé âåê-
òîð s ∈ {0, 1}n, òàêîé, ÷òî wt(s) = ω, çàòåì âû÷èñëèòü âåêòîð y ∈ {0, 1}n−k êàê y = Hs.
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Âåêòîð y ÿâëÿåòñÿ îòêðûòûì êëþ÷îì ïðîâåðêè ïîäïèñè, âåêòîð s� ñåêðåòíûì êëþ-
÷îì ïîäïèñè.

Àëãîðèòì ïîäïèñè. Äàíû: êëþ÷ ïîäïèñè sk = s, ïîäïèñûâàåìîå ñîîáùåíèå m.
Äëÿ âû÷èñëåíèÿ ïîäïèñè íåîáõîäèìî ñäåëàòü ñëåäóþùèå øàãè:

1) Äëÿ âñåõ ðàóíäîâ i = 1, . . . , δ:
� âûáðàòü ui ←R {0, 1}n, σi ←R Sn;
� âû÷èñëèòü ci0 ← h(σi∥Hui), ci1 ← h(σi(ui)), ci2 ← h(σi(ui ⊕ s)), Ci =

= (ci0∥ci1∥ci2).
2) Âû÷èñëèòü challenge: b = f(m∥C1∥ . . . ∥Cδ) ∈ B.
3) Âû÷èñëèòü response: äëÿ âñåõ ðàóíäîâ i = 1, . . . , δ:

� åñëè bi = 0, ïîëîæèòü Ri ← σi∥ui;
� åñëè bi = 1, ïîëîæèòü Ri ← σi∥(ui ⊕ s);
� åñëè bi = 2, ïîëîæèòü Ri ← σi(ui)∥σi(s).

4) Ñôîðìèðîâàòü ðåçóëüòàò-ïîäïèñü:

ζ = (C,R) = (C1∥ . . . ∥Cδ∥R1∥ . . . ∥Rδ).

Àëãîðèòì ïðîâåðêè ïîäïèñè. Äàíû: îòêðûòûé êëþ÷ y, ñîîáùåíèå m, ïîä-
ïèñü ζ = (C,R) = (C1∥ . . . ∥Cδ∥R1∥ . . . ∥Rδ). Äëÿ ïðîâåðêè ïîäïèñè íåîáõîäèìî ñäåëàòü
ñëåäóþùèå øàãè:

1) Âû÷èñëèòü b = f(m∥C1∥ . . . ∥Cδ).
2) Äëÿ âñåõ ðàóíäîâ i = 1, . . . , δ ïðîâåðèòü:

� åñëè bi = 0, òî ci0 = h (Ri0∥HRi1), ci1 = h(Ri0(Ri1));
� åñëè bi = 1, òî ci0 = h (Ri0∥HRi1 ⊕ y), ci2 = h(Ri0(Ri1));
� åñëè bi = 2, òî ci1 = h(Ri0), ci2 = h (Ri0 ⊕Ri1), wt(Ri1) = ω.

3) Åñëè âñå ïðîâåðêè óñïåøíû, òî âåðíóòü 1 (èíà÷å 0).

Ñâîéñòâà ñõåìû ïîäïèñè. Îáîçíà÷èì íåêîòîðûå ñâîéñòâà ïðåäñòàâëåííîé ñõå-
ìû ïîäïèñè:

� Ñèìóëÿöèÿ ðàóíäà ïîäïèñè áåç çíàíèÿ ñåêðåòà [6, 7]: ñóùåñòâóåò àëãîðèòì Sim,
êîòîðûé ïî çàäàííîìó b ∈ {0, 1, 2} ìîäåëèðóåò òàêèå ñëó÷àéíûå âåëè÷èíû (C ′

i, R
′
i),

÷òî èõ ðàñïðåäåëåíèå ñîâïàäàåò ñ âåëè÷èíàìè (Ci, Ri), ïîñòðîåííûìè â ñîîòâåò-
ñòâèè ñ ¾÷åñòíûì¿ àëãîðèòìîì ïîäïèñè. Ýòî ñâîéñòâî ñëåäóåò èç ñâîéñòâà íóëåâîãî
ðàçãëàøåíèÿ ïðîòîêîëà èäåíòèôèêàöèè Øòåðíà.

� Ïîääåëêà ïîäïèñè áåç çíàíèÿ ñåêðåòà: ïðîòèâíèê ìîæåò ïîääåëàòü ïîäïèñü ñ âå-
ðîÿòíîñòüþ íå ìåíåå ÷åì (2/3)δ.

� Èçâëå÷åíèå ñåêðåòà (ñì. ðàáîòó [6], à òàêæå äîêàçàòåëüñòâî òåîðåìû 3): åñëè ïðî-
òèâíèê ìîæåò ïîñòðîèòü òðè ïîääåëêè ïîäïèñè (Ci, Ri), i = 1, 2, 3, òàêèå, ÷òî ñî-
îòâåòñòâóþùèå èì âåêòîðû òðèòîâ bi èìåþò ïîçèöèþ j, â êîòîðîé âñå òðè âåêòîðà
ïîïàðíî ðàçëè÷íû (ò. å. {b1j , b2j , b3j} = {0, 1, 2}), òî ñóùåñòâóåò àëãîðèòì Extract,
êîòîðûé ñ âåðîÿòíîñòüþ, ñòðåìÿùåéñÿ ê 1 ïðè ñòðåìëåíèè ÷èñëà ðàóíäîâ δ ê áåñ-
êîíå÷íîñòè, èçâëåêàåò ñåêðåòíûé êëþ÷ s ñõåìû ïîäïèñè ëèáî íàõîäèò êîëëèçèþ
âíóòðåííåé õåø-ôóíêöèè h.

Çàìå÷àíèå 1. Îïèøåì ïîäðîáíåå ñâîéñòâî ñèìóëÿöèè. Äëÿ ñèìóëÿöèè ïîäïèñè
ãåíåðèðóåòñÿ îáùèé äëÿ âñåõ øàãîâ i, 1 ⩽ i ⩽ δ, ñëó÷àéíûé ðàâíîâåðîÿòíûé âåêòîð s′

èç ìíîæåñòâà Fn
2 ñ äîïîëíèòåëüíûì îãðàíè÷åíèåì íà âåñ. Íà êàæäîì èç øàãîâ i =

= 1, . . . , δ íåîáõîäèìî:

1) ñãåíåðèðîâàòü ui ←R Fn
2 , σi ←R Sn;
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2) â çàâèñèìîñòè îò bi ñãåíåðèðîâàòü ñëåäóþùèå âåëè÷èíû:
� åñëè bi = 0, ïîëîæèòü

ci0 ← h(σi∥Hui), ci1 ← h(σi(ui)), ci2 ← h(σi(ui ⊕ s′)), Ri ← σi∥ui;

� åñëè bi = 1, ïîëîæèòü

ci0 = h(σi∥Hui ⊕ y), ci1 = h(σi(ui)⊕ s′), ci2 = h(σi(ui)), Ri ← σi∥ui;

� åñëè bi = 2, ïîëîæèòü

ci0 = h(σi∥H(ui⊕s′)), ci1 = h(σi(ui)), ci2 = h(σi(ui⊕s′)), Ri ← σi(ui)∥σi(s′).

Çàìåòèì òàêæå, ÷òî ïðè ãåíåðàöèè cij â êàæäîì èç Ci åñòü ïîäñòðîêà âèäà h(X),
ãäå X âûáèðàåòñÿ ñëó÷àéíî ðàâíîâåðîÿòíî èç ìíîæåñòâà {0, 1}n.

1.3. Ì î ä å ë è SUF-CMA è NMA

Ðàññìîòðèì ñëåäóþùèå äâå ñòàíäàðòíûå ìîäåëè, èñïîëüçóåìûå äëÿ èçó÷åíèÿ ñòîé-
êîñòè ñõåì ïîäïèñè. Ïðîòèâíèêó ïðåäîñòàâëÿåòñÿ äîñòóï ê îðàêóëó ïîäïèñè Sign, åãî
çàäà÷åé ÿâëÿåòñÿ ïîääåëêà ïîäïèñè äëÿ íîâîãî (ðàíåå íå çàïðàøèâàåìîãî) ñîîáùåíèÿ.
Â ñëó÷àå ìîäåëè ñî ñëó÷àéíûì îðàêóëîì (ROM, Random Oracle Model, ñì. [10, 11]
è [8, ðàçä. 6.5]) ïðîòèâíèêó òàêæå äà¼òñÿ äîñòóï ê ñëó÷àéíîìó îðàêóëó f (ñëó÷àé-
íîé ôóíêöèè, ìîäåëèðóþùåé ïîâåäåíèå ðåàëüíîé õåø-ôóíêöèè). Ïðèâåä¼ì ïñåâäîêîä
ýêñïåðèìåíòà, èñïîëüçóåìîãî â ìîäåëÿõ SUF-CMA è NMA:

ExpSUF-CMA(A)

(sk, pk)←R KGen()

sent = ∅
(m, τ)←R ASign,f (pk)

if ((m, τ) ̸∈ sent)

return Verifypk(m, τ)

else

return 0

fi

Sign(m)

τ ←R Signsk(m)

sent← sent ∪ {(m, τ)}
return τ

Îïðåäåëåíèå 6. Óðîâíåì íåñòîéêîñòè ñõåìû ïîäïèñè â ìîäåëè SUF-CMA
(Strong UnForgeability under Chosen Message Attack) ñî ñëó÷àéíûì îðàêóëîì áóäåì
íàçûâàòü ÷èñëî

InSecSUF-CMA(t, qf , qs) = max
A∈A(t,qf ,qs)

P[ExpSUF-CMA(A)→ 1],

ãäå çà A(t, qf , qs) îáîçíà÷åíî ìíîæåñòâî àëãîðèòìîâ, ðàáîòàþùèõ íå áîëåå t òàêòîâ è
äåëàþùèõ íå áîëåå qf çàïðîñîâ ê ñëó÷àéíîìó îðàêóëó è qs çàïðîñîâ ê îðàêóëó ïîäïèñè.

Îïðåäåëåíèå 7. Íåñòîéêîñòüþ ñõåìû ïîäïèñè â ìîäåëè NMA (No Message
Attack) ñî ñëó÷àéíûì îðàêóëîì áóäåì íàçûâàòü ñëåäóþùåå ÷èñëî:

InSecNMA(t, qf ) = InSecSUF-CMA(t, qf , 0).

Äðóãèìè ñëîâàìè, ïðîòèâíèê â ìîäåëè NMA íå äåëàåò íè îäíîãî çàïðîñà ê îðàêóëó
ïîäïèñè, è åãî çàäà÷åé ÿâëÿåòñÿ ïîääåëêà ïîäïèñè äëÿ ëþáîãî ñîîáùåíèÿ.
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2. Òðîè÷íàÿ ëåììà î ðàçâëåòâëåíèè
Ñôîðìóëèðóåì è äîêàæåì îñíîâíîé ðåçóëüòàò ðàáîòû.

Ëåììà 1. Ïóñòü A(par, b)� àëãîðèòì, êîòîðûé íà ñëó÷àéíî âûáðàííûõ âõîäàõ
par ←R Params è b ←R B óñïåøíî çàâåðøàåò ðàáîòó ñ íåêîòîðûì âûõîäîì x ñ âåðî-
ÿòíîñòüþ ε. Òîãäà ìû ìîæåì ïîñòðîèòü àëãîðèòì B, èñïîëüçóþùèé àëãîðèòì A êàê
ïîäïðîöåäóðó, êîòîðûé âîçâðàùàåò òðîéêó (x1, x2, x3), ãäå xi åñòü ðåçóëüòàò ðàáîòû
A(par, bi), ñ äîïîëíèòåëüíûì óñëîâèåì, ÷òî â (b1, b2, b3) íàéä¼òñÿ òàêîé íîìåð i, äëÿ
êîòîðîãî âñå òðèòû â ýòîé ïîçèöèè ðàçëè÷íû ({b1i , b2i , b3i } = {0, 1, 2}), ïðè÷¼ì âåðîÿò-
íîñòü óñïåøíîé ðàáîòû àëãîðèòìà B îöåíèâàåòñÿ ñíèçó êàê

pB ⩾ ε3 − ε (17/27)δ/2 ,

âðåìÿ ðàáîòû àëãîðèòìà B îöåíèâàåòñÿ ñâåðõó êàê 4 tA, ãäå tA � âðåìÿ ðàáîòû àëãî-
ðèòìà A.

Äîêàçàòåëüñòâî. Ïîñòðîèì àëãîðèòì B ñëåäóþùèì îáðàçîì:

� Â íà÷àëå ýêñïåðèìåíòà àëãîðèòì B ãåíåðèðóåò ïàðàìåòðû par ←R Params è òðè
ñëó÷àéíûõ íåçàâèñèìûõ ðàâíîâåðîÿòíûõ ýëåìåíòà bi ←R B, i = 1, 2, 3.

� Àëãîðèòì B òðèæäû çàïóñêàåò àëãîðèòì A íà âõîäàõ (par, bi) è ïîëó÷àåò ðåçóëü-
òàòû ðàáîòû xi, i = 1, 2, 3.

� Åñëè âñå òðè çàïóñêà çàâåðøèëèñü óñïåøíî, à òàêæå íàéä¼òñÿ òàêîé íîìåð i, äëÿ
êîòîðîãî âñå òðèòû b1i , b

2
i , b

3
i ðàçëè÷íû, òî àëãîðèòì B âîçâðàùàåò òðîéêó (x1, x2, x3)

â êà÷åñòâå îòâåòà.

Àëãîðèòì B òðèæäû çàïóñêàåò àëãîðèòì A è ãåíåðèðóåò ïàðàìåòðû par, äëèíà
êîòîðûõ íå ìîæåò ïðåâûøàòü tA, ÷òî äà¼ò îöåíêó ñâåðõó íà âðåìÿ ðàáîòû tB ⩽ 4 tA.

Íàéä¼ì âåðîÿòíîñòü óñïåøíîãî çàâåðøåíèÿ ðàáîòû àëãîðèòìà B. Ââåä¼ì ñîáû-
òèÿ A� âñå òðè çàïóñêà àëãîðèòìà A óñïåøíû; B � â âåêòîðàõ òðèòîâ (b1, b2, b3) íàé-
ä¼òñÿ ïîçèöèÿ i, â êîòîðîé âñå òðèòû ðàçëè÷íû (â òàêîì ñëó÷àå ñîáûòèå B çàêëþ÷à-
åòñÿ â òîì, ÷òî äëÿ êàæäîé ïîçèöèè i õîòÿ áû äâà èç òð¼õ òðèòîâ ñîâïàäàþò). Â òàêîì
ñëó÷àå âåðîÿòíîñòü pB ìîæíî îöåíèòü ñëåäóþùèì îáðàçîì:

pB = P[A ∩B] = P[A]− P[A ∩B].

Äàëåå ìû ââåä¼ì ñëó÷àéíóþ âåëè÷èíó X, âûðàçèì âåðîÿòíîñòü êàæäîãî èç ñîáû-
òèé A è A∩B ÷åðåç ìàòåìàòè÷åñêèå îæèäàíèÿ ôóíêöèé îòX è ïðèìåíèì ê ïîëó÷åííîé
îöåíêå íåðàâåíñòâî Éåíñåíà. Îïðåäåëèì èíäèêàòîð I(par, b) è ñëó÷àéíóþ âåëè÷èíó X
íà ïðîñòðàíñòâå Params ñëåäóþùèì îáðàçîì:

I(par, b) = I[A(par, b) çàâåðøàåòñÿ óñïåøíî],
X(par) = P[b ∈ B : A(par, b) çàâåðøàåòñÿ óñïåøíî].

Â òàêîì ñëó÷àå èìååì (ïî îïðåäåëåíèþ ìàòåìàòè÷åñêîãî îæèäàíèÿ è âåëè÷èíû ε êàê
âåðîÿòíîñòè óñïåøíîãî çàâåðøåíèÿ àëãîðèòìà A):

E[X] =
∑
par

P[par] ·X(par) =
∑
par,b

P[par] · P[b] · I(par, b) = ε.
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Çàìåòèì, ÷òî âåðîÿòíîñòè ñîáûòèé A è A∩B âûðàæàþòñÿ ÷åðåç ââåä¼ííûå âåëè÷èíû
ñëåäóþùèì îáðàçîì:

P[A] =
∑
par

∑
(b1,b2,b3)∈B3

P[par] · P[b1, b2, b3] · I(par, b1) I(par, b2) I(par, b3) =

=
∑
par

P[par]

(∑
b∈B

P[b] · I(par, b)
)3

= E[X3];

P[A ∩B] =
∑
par

∑
(b1,b2,b3)∈B′

P[par] · P[b1, b2, b3] · I(par, b1) I(par, b2) I(par, b3) =

=
∑
par

P[par]
1

|B|3
∑

b1,b2∈B2

I(par, b1) I(par, b2)S(b1, b2).

Çäåñü B′ �ìíîæåñòâî òàêèõ òðîåê (b1, b2, b3) ∈ B3, ÷òî äëÿ êàæäîé ïîçèöèè ïðèíè-
ìàåòñÿ íå áîëåå äâóõ çíà÷åíèé òðèòà èç òð¼õ âîçìîæíûõ (â ÷àñòíîñòè, |B′| = 21δ), à
S(b1, b2)� âåëè÷èíà, ðàâíàÿ êîëè÷åñòâó òàêèõ âåêòîðîâ b3, ÷òî äëÿ òðîéêè (b1, b2, b3)
â êàæäîé ïîçèöèè i = 1, . . . , δ âñòðå÷àþòñÿ íå áîëåå äâóõ òðèòîâ èç òð¼õ âîçìîæíûõ
(ãðóïïèðîâêà ñóììû ïî (b1, b2)).

Îöåíèì ñâåðõó âåðîÿòíîñòü P[A∩B] ñ ïîìîùüþ íåðàâåíñòâà Êîøè�Áóíÿêîâñêîãî.
Äëÿ ýòîãî ââåä¼ì âåêòîðû U(b1, b2) = I(par, b1) I(par, b2) ∈ {0, 1} è V (b1, b2) = S(b1, b2),
à òàêæå ñêàëÿðíîå ïðîèçâåäåíèå âåêòîðîâ ⟨U | V ⟩ =

∑
b1,b2∈B2

I(par, b1) I(par, b2)S(b1, b2).

Òîãäà ∑
b1,b2∈B2

I(par, b1) I(par, b2)S(b1, b2) = ⟨U | V ⟩ ⩽
√
⟨U | U⟩ ·

√
⟨V | V ⟩.

Ðàññìîòðèì îòäåëüíî êàæäîå èç ñêàëÿðíûõ ïðîèçâåäåíèé. Äëÿ âûðàæåíèÿ ⟨U | U⟩
âûïîëíåíî ñëåäóþùåå (èñïîëüçóåì òî, ÷òî U(b1, b2) ∈ {0, 1}):

⟨U | U⟩ =
∑
b1,b2

(U(b1, b2))
2
=
∑
b1,b2

U(b1, b2) =
∑
b1,b2

I(a, b1) I(a, b2) =
(∑

b

I(a, b)
)2

.

Äëÿ âåëè÷èíû ⟨V | V ⟩ íàéä¼ì òî÷íîå çíà÷åíèå:

⟨V | V ⟩ =
∑
b1,b2

S(b1, b2)2 =
δ∑

t=0

(
δ

t

)
3δ · 2t(3δ−t · 2t)2.

Äàäèì ïîÿñíåíèÿ:

� åñëè â (b1, b2) ðàçëè÷íû t ïîçèöèé, òî S(b1, b2) = 3δ−t · 2t (åñòü äâà âàðèàíòà çàôèê-
ñèðîâàòü òðèò â b3, â êîòîðîì b1 è b2 íå ñîâïàëè, è òðè âàðèàíòà çàôèêñèðîâàòü
òðèò, â êîòîðîì îíè ñîâïàëè);

� âñåãî èìååòñÿ

(
δ

t

)
3δ · 2t ñïîñîáîâ âûáðàòü äâà âåêòîðà èç òðèòîâ òàê, ÷òîáû ó íèõ

áûëî n ðàçëè÷íûõ ïîçèöèé:
1) ïåðâûé âåêòîð âûáèðàåòñÿ ëþáûì èç âîçìîæíûõ 3δ ñïîñîáîâ,
2) âòîðîé âåêòîð âûáèðàåòñÿ îòëè÷íûì îò ïåðâîãî â t ôèêñèðîâàííûõ ïîçèöèÿõ,

÷òî äà¼ò ñîìíîæèòåëü 2t.

Óïðîùàÿ ïîñëåäíþþ ñóììó, ïîëó÷èì

⟨V | V ⟩ = 33δ
δ∑

t=0

(
δ

t

)(
23

32

)t

= 33δ
(
1 +

8

9

)δ

= 51δ.
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Òàêèì îáðàçîì, èìååì

P[A ∩B] =
∑
par

P[par]
1

|B|3
∑

b1,b2∈B2

I(par, b1) I(par, b2)S(b1, b2) =
∑
par

P[par]
1

|B|3
⟨U | V ⟩ ⩽

⩽
∑
par

P[par]
1

|B|3
√
⟨U | U⟩

√
⟨V | V ⟩ ⩽

∑
par

P[par]
1

|B|3

√(∑
b

I(a, b)
)2√

51δ =

=
(51)δ/2

32δ
∑
par

P[par]
1

|B|
∑
b

I(a, b) = E[X]

(
17

27

)δ/2

.

Ñëåäîâàòåëüíî, âåðîÿòíîñòü óñïåøíîãî çàâåðøåíèÿ àëãîðèòìà B îãðàíè÷åíà ñíèçó ñëå-
äóþùèì îáðàçîì:

pB = P[A ∩B] = P[A]− P[A ∩B] ⩾ E[X3]− E[X] (17/27)δ/2 .

Ôóíêöèÿ ϕ(x) = x3 − αx, α = (17/27)δ/2, ÿâëÿåòñÿ âûïóêëîé ïðè x ⩾ 0, è äëÿ íå¼
âûïîëíÿåòñÿ íåðàâåíñòâî Éåíñåíà ϕ(E[X]) ⩽ E[ϕ(X)], à çíà÷èò,

pB ⩾ (E[X])3 − E[X] (17/27)δ/2 = ε3 − ε (17/27)δ/2 .

Ëåììà 1 äîêàçàíà.

3. Ïðèëîæåíèå ëåììû ê àíàëèçó ñõåìû ïîäïèñè
Ïðèìåíèì ëåììó 1 ê àíàëèçó ñòîéêîñòè ñõåìû ïîäïèñè íà îñíîâå ñõåìû èäåíòè-

ôèêàöèè Øòåðíà. Äîêàçàòåëüñòâî ñîñòîèò èç íåñêîëüêèõ øàãîâ:

1) Â ìîäåëè ïðîãðàììèðóåìîãî ñëó÷àéíîãî îðàêóëà (ïîäðîáíåå ñì. [11]) çàïðîñû
ïðîòèâíèêà íà ïîëó÷åíèå ïîäïèñè ñîîáùåíèÿ ìîæíî ìîäåëèðîâàòü (ýòî ñâîé-
ñòâî ïî ñóòè ñëåäóåò èç ñâîéñòâà íóëåâîãî ðàçãëàøåíèÿ ïðîòîêîëà èäåíòèôèêà-
öèè è âîçìîæíîñòè çàäàòü îòâåòû ñëó÷àéíîãî îðàêóëà íà âûáðàííûõ âõîäàõ).
Òàêèì îáðàçîì, âîçìîæíî ïîëó÷èòü ñâåäåíèå ìîäåëè SUF-CMA ê ìîäåëè NMA.

2) Ìîäåëü NMA ñ qf çàïðîñàìè ê ñëó÷àéíîìó îðàêóëó ìîæåò áûòü ñâåäåíà ê ñëó-
÷àþ îäíîãî çàïðîñà. Òàêàÿ ìîäåëü ïðîùå ïîääà¼òñÿ àíàëèçó.

3) Åñëè ïðîòèâíèê â ñëó÷àå îäíîãî çàïðîñà ê ñëó÷àéíîìó îðàêóëó ñ âûñîêîé âå-
ðîÿòíîñòüþ óñïåøíî çàâåðøàåò àòàêó, òî åãî ìîæíî ïåðåçàïóñòèòü íåñêîëüêî
ðàç (ñì. ëåììó 1) è ñ âûñîêîé âåðîÿòíîñòüþ ïîëó÷èòü íåñêîëüêî ¾ñóùåñòâåí-
íî ðàçëè÷íûõ¿ ïîääåëîê ïîäïèñè. Â íàøåì ñëó÷àå ýòî îçíà÷àåò, ÷òî, èìåÿ òðè
ðàçëè÷íûå ïîääåëêè ïîäïèñè, ìîæíî ëèáî íàéòè êîëëèçèþ âíóòðåííåé õåø-
ôóíêöèè h, ëèáî ðåøèòü çàäà÷ó ñèíäðîìíîãî äåêîäèðîâàíèÿ. Ïîñêîëüêó îáå
çàäà÷è íà äàííûé ìîìåíò ñ÷èòàþòñÿ ñëîæíûìè, îòñþäà ìîæíî çàêëþ÷èòü, ÷òî
ñõåìà ïîäïèñè ÿâëÿåòñÿ ñòîéêîé â èñõîäíîé ìîäåëè SUF-CMA.

Ïåðâûå äâà ýòàïà óæå ðàññìàòðèâàëèñü ðàíåå â [6], çäåñü ìû ïðèâåä¼ì àëüòåðíà-
òèâíîå äîêàçàòåëüñòâî ýòèõ ôàêòîâ.

3.1. Ñ â å ä å í è å ì î ä å ë è SUF-CMA ê ì î ä å ë è NMA

Îñíîâíàÿ èäåÿ äîêàçàòåëüñòâà çàêëþ÷àåòñÿ â ñëåäóþùåì: åñëè áû ïðîòèâíèê çíàë
çàðàíåå, êàêèì áóäåò áèò bi äëÿ êàæäîãî ðàóíäà ñõåìû ïîäïèñè (ò. å. çíàë áû âûõîä
âíåøíåé õåø-ôóíêöèè f(·)), òî îí ìîã áû ñàìîñòîÿòåëüíî ñìîäåëèðîâàòü ïîäïèñàíèå
ñîîáùåíèÿ, íå çíàÿ ñåêðåòíîãî êëþ÷à (ñâîéñòâî íóëåâîãî ðàçãëàøåíèÿ ñõåìû èäåí-
òèôèêàöèè Øòåðíà). Â ìîäåëè ñëó÷àéíîãî îðàêóëà ìû äåëàåì èìåííî ýòî: ñíà÷àëà



66 Ê.Ä. Öàðåãîðîäöåâ

çàðàíåå âûáèðàåì çíà÷åíèå âûõîäà b, ãåíåðèðóåì êîððåêòíóþ ïîäïèñü (C,R) äëÿ âû-
áðàííîãî b, à çàòåì ïåðåïðîãðàììèðóåì ñëó÷àéíûé îðàêóë òàê, ÷òîáû íà ñôîðìèðî-
âàííîì âõîäå (m∥C) îðàêóë âûäàâàë áû çíà÷åíèå b: f(m∥C)← b.

Òåîðåìà 1. Âûïîëíÿåòñÿ íåðàâåíñòâî

InSecSUF-CMA(t, qf , qs) ⩽ InSecSUF-CMA(t+ TSIG · qs, qf ) +
(2qf + qs)qs

2δλ+1
,

ãäå èñïîëüçóþòñÿ ñëåäóþùèå îáîçíà÷åíèÿ:

� qf : ÷èñëî çàïðîñîâ ê ñëó÷àéíîìó îðàêóëó F ;
� qs: ÷èñëî çàïðîñîâ ê Sign;
� δ: ÷èñëî ðàóíäîâ â ñõåìå ïîäïèñè;
� λ: min-ýíòðîïèÿ âåëè÷èíû h(X), X âûáèðàåòñÿ ñëó÷àéíî ðàâíîâåðîÿòíî èç ìíîæå-

ñòâà {0, 1}n;
� TSIG: âðåìÿ âû÷èñëåíèÿ ïîäïèñè (êîëè÷åñòâî ýëåìåíòàðíûõ îïåðàöèé, íåîáõîäèìûõ

äëÿ âû÷èñëåíèÿ).

Äîêàçàòåëüñòâî. Ïóñòü A�ïðîòèâíèê äëÿ ñõåìû ïîäïèñè â ìîäåëè SUF-CMA.
Ïî íåìó ìû ïîñòðîèì ïðîòèâíèêà B â ìîäåëè NMA äëÿ ñõåìû ïîäïèñè. Ïîñêîëüêó
â ìîäåëè NMA îòñóòñòâóåò îðàêóë ïîäïèñè Sign, ïðîòèâíèê B äîëæåí ìîäåëèðîâàòü
îðàêóë Sign ñàìîñòîÿòåëüíî. Äëÿ ýòîãî ïðîòèâíèê B áóäåò âåñòè òàáëèöó çàïðîñîâ
ê ñëó÷àéíîìó îðàêóëó F [·].

Ïðè çàïðîñå ïðîòèâíèêà A ê îðàêóëó ïîäïèñè íà âõîäå m:

1) B ãåíåðèðóåò ýëåìåíò b←R B;
2) B ãåíåðèðóåò âåêòîðû ui è ïåðåñòàíîâêè σi â ñîîòâåòñòâèè ñî çíà÷åíèåì bi è

âû÷èñëÿåò Ci è Ri. Ýòî ìîæíî ñäåëàòü â ñèëó ñâîéñòâà íóëåâîãî ðàçãëàøåíèÿ
ñõåìû èäåíòèôèêàöèèØòåðíà (ñì. [7] è ðàçä. 1.2), ïðè÷¼ì ðàñïðåäåëåíèå ñãåíå-
ðèðîâàííûõ (áåç çíàíèÿ ñåêðåòà) ýëåìåíòîâ (Ci, Ri) ñòàòèñòè÷åñêè íåîòëè÷èìî
îò ðàñïðåäåëåíèÿ ýëåìåíòîâ (Ci, Ri), ñãåíåðèðîâàííûõ ïî ñåêðåòíîìó çíà÷åíèþ;

3) åñëè çíà÷åíèå m∥C óæå çàïðàøèâàëîñü ðàíåå (ò. å. F [m∥C] ̸= Λ), òî B ïðå-
ðûâàåò ýêñïåðèìåíò (âûäà¼ò îøèáêó). Åñëè F [m∥C] = Λ, òî çàäàòü çíà÷åíèå
F [m∥C]← b (ïðîãðàììèðîâàíèå ñëó÷àéíîãî îðàêóëà f).

Ïðè çàïðîñå x ïðîòèâíèêà A ê ñëó÷àéíîìó îðàêóëó F :

� åñëè F [x] ̸= Λ, òî âîçâðàùàåòñÿ F [x];
� â ïðîòèâíîì ñëó÷àå B çàïðàøèâàåò çíà÷åíèå íà âõîäå x ó ñâîåãî ñëó÷àéíîãî îðàêó-

ëà, åãî îòâåò b çàïèñûâàåò â òàáëèöó F [x]← b è âîçâðàùàåò âåêòîð b ïðîòèâíèêó A.

Âûïèøåì ïñåâäîêîä ïðîòèâíèêà B (ãåíåðàöèÿ (Ri, Ci) îïèñàíà â çàìå÷àíèè 1):
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BF(A)

F ← [ ]

(C,R)←R ASimSign,F

return (C,R)

F (x)

if F [x] = Λ

F [x]←R F(x)
fi

return F [x]

SimSign(m)

b←R {0, 1, 2}δ

for (0 ⩽ i < δ)

generate Ri, Ci

endfor

x← m∥C0∥ . . . ∥Cδ−1

if (F [x] ̸= Λ)

flag ← true

return ⊥
else

F [x]← b

return (C,R)

fi

Êàê ïîä÷¼ðêèâàëîñü ðàíåå (ñì. çàìå÷àíèå 1), ðàñïðåäåëåíèå âåëè÷èí Ci è Ri òàêîå
æå, êàê è â ñëó÷àå çíàíèÿ ñåêðåòà. Äî òåõ ïîð, ïîêà íå ñëó÷èëàñü êîëëèçèÿ (ñòðîêà
flag ← true), ðàñïðåäåëåíèå îòâåòîâ â ¾íàñòîÿùåé¿ ìîäåëè SUF-CMA íå îòëè÷àåò-
ñÿ îò ðàñïðåäåëåíèÿ îòâåòîâ â ìîäåëè NMA, ãäå îðàêóë Sign çàìåíÿåòñÿ íà îðàêóë
SimSign. Ïðè ýòîì äëÿ êîððåêòíîé ñèìóëÿöèè íåîáõîäèìî çàòðàòèòü ïîðÿäêà TSIG · qs
ýëåìåíòàðíûõ îïåðàöèé (ñèìóëÿöèÿ ïîäïèñè qs ðàç).

Íàéä¼ì òåïåðü âåðîÿòíîñòü êîëëèçèè. Êëþ÷è ìàññèâà F ôîðìèðóþòñÿ ñëåäóþùèì
îáðàçîì: ëèáî îíè áûëè çàïðîøåíû ÷åðåç îðàêóë F (x) ó ñëó÷àéíîãî îðàêóëà F , ëèáî
ñôîðìèðîâàíû ïðè ñèìóëÿöèè ïîäïèñè â SimSign. Êëþ÷è ïðè ôîðìèðîâàíèè ïîäïèñè
â èíòåðôåéñå SimSign èìåþò âèäm∥C1∥ . . . ∥Cδ. Â êàæäûé èç Ci âõîäèò ïîäñòðîêà âèäà
h(X), ãäå X âûáèðàåòñÿ ñëó÷àéíî íåçàâèñèìî ðàâíîâåðîÿòíî èç ìíîæåñòâà {0, 1}n (ñì.
çàìå÷àíèå 1). Äëÿ òîãî ÷òîáû ñëó÷èëàñü êîëëèçèÿ, íåîáõîäèìî, ÷òîáû âñå δ ðàóíäîâûõ
çíà÷åíèé Ci ñîâïàëè êàê ïîäñòðîêè ñ ïîäñòðîêàìè çàïðàøèâàåìûõ ðàíåå ó îðàêóëà F
çàïðîñîâ.

Îáîçíà÷èì y ← C1∥ . . . ∥Cδ. Ïóñòü ñðåäè êëþ÷åé ìàññèâà F íà î÷åðåäíîì øàãå óæå
ñîäåðæàòñÿ q íåêîòîðûõ çíà÷åíèé x1, . . . , xq, òîãäà âåðîÿòíîñòü êîëëèçèè íå ïðåâûøàåò
q · P[y = x] äëÿ íåêîòîðîãî x ∈ {x1, . . . , xq}. Ýòó âåðîÿòíîñòü (â ñèëó íåçàâèñèìîñòè
ïîäñòðîê âèäà h(X) â ñòðîêàõ Ci) ìîæíî îöåíèòü ñâåðõó ñëåäóþùèì îáðàçîì:

P[y = x] ⩽
δ∏

i=1

(P[h(X) = x′]) =

(∑
c

P[h(X) = c]P[x′ = c]

)δ

⩽

(∑
c

2−λ P[x′ = c]

)δ

= 2−δλ,

ãäå λ�min-ýíòðîïèÿ âåëè÷èíû h(X), X ←R {0, 1}n.
Â òàêîì ñëó÷àå âåðîÿòíîñòü êîëëèçèè êëþ÷åé F ìîæíî îöåíèòü êàê

P[F -coll] ⩽ (qf + (qf + 1) + . . .+ (qf + qs − 1)) 2−δλ ⩽
(2qf + qs)qs

2δλ+1
,

ïîñêîëüêó ïðè ïåðâîì çàïðîñå ê îðàêóëó SimSign â ìàññèâå F [·] ñîäåðæèòñÿ íå áîëåå qf
êëþ÷åé, ïðè âòîðîì� íå áîëåå qf + 1 êëþ÷åé è òàê äàëåå.

Òàêèì îáðàçîì, ïî ëåììå 1 èç ðàáîòû [12] èìååì

InSecSUF-CMA(t, qf , qs) ⩽ InSecSUF-CMA(t+ TSIG · qs, qf ) +
(2qf + qs)qs

2δλ+1
.

Òåîðåìà 1 äîêàçàíà.
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Çàìå÷àíèå 2. Çàìåòèì, ÷òî â äîêàçàòåëüñòâå òåîðåìû 1 ìû íå èñïîëüçîâàëè
óñëîâèÿ (íå)ðàâåíñòâà ðàçëè÷íûõ çíà÷åíèém. Ýòî ñîîòâåòñòâóåò òîìó ôàêòó, ÷òî â ìî-
äåëè SUF-CMA ïðîòèâíèêó äëÿ óñïåõà íåîáõîäèìî ïîääåëàòü íîâóþ (íå çàïðîøåííóþ
ðàíåå) ïîäïèñü ïîä íåêîòîðûì ñîîáùåíèåì m (ïðè ýòîì, âîîáùå ãîâîðÿ, íå òðåáóåòñÿ,
÷òîáû ñîîáùåíèå íèêîãäà ðàíåå íå çàïðàøèâàëîñü ó îðàêóëà ïîäïèñè).

3.2. Ñ â å ä å í è å ñ ë ó ÷ à ÿ q ç à ï ð î ñ î â ê î ä í î ì ó ç à ï ð î ñ ó

Òåîðåìà 2. Âûïîëíÿåòñÿ ñëåäóþùåå íåðàâåíñòâî:

InSecNMA(t, qf ) ⩽ qf InSec
NMA(t+ δ · qf , 1).

Äîêàçàòåëüñòâî. Áåç îãðàíè÷åíèÿ îáùíîñòè ìîæåì ñ÷èòàòü, ÷òî ïðîòèâíèê A
íå ïîâòîðÿåò çàïðîñû ê îðàêóëó. Ïåðåä íà÷àëîì ýêñïåðèìåíòà ïðîòèâíèê B âûáèðàåò
l←R {1, . . . , qf}�íîìåð çàïðîñà, êîòîðûé îí ïåðåíàïðàâèò ¾íàñòîÿùåìó¿ ñëó÷àéíîìó
îðàêóëó. Íà i-é çàïðîñ mi ê îðàêóëó õåøèðîâàíèÿ îò ïðîòèâíèêà A ïðîòèâíèê B:
� ïðè i ̸= l âîçâðàùàåò çíà÷åíèå b←R B;
� ïðè i = l âîçâðàùàåò îòâåò îðàêóëà F(mi).

Â êîíöå ýêñïåðèìåíòà B âûäà¼ò ïîääåëêó (m, τ), ïîëó÷åííóþ îò A. Íàéä¼ì âåðîÿò-
íîñòü óñïåøíîé ïîääåëêè ïîäïèñè ïðîòèâíèêîì B. Åñëè m ∈ {m1, . . . ,mqf}, òî m = ml

ñ âåðîÿòíîñòüþ q−1
f , ïîñêîëüêó ðàñïðåäåëåíèÿ âñåõ F(mi) îäèíàêîâû è èíäåêñ l âûáðàí

ñëó÷àéíî íåçàâèñèìî. Åñëè m ̸∈ {m1, . . . ,mqf}, òî âåðîÿòíîñòü óñïåõà ïðîòèâíèêà A
ðàâíà âåðîÿòíîñòè óñïåõà ïðîòèâíèêà B, ïîñêîëüêó äëÿ êîððåêòíîñòè ïîäïèñè íåîá-
õîäèìî, ÷òîáû õåø-çíà÷åíèå b, çàäåéñòâîâàííîå â ïîäïèñè, ñîâïàëî ñ f(m), íå çàïðà-
øèâàåìûì ðàíåå. Îòñþäà ñëåäóåò óòâåðæäåíèå òåîðåìû.

3.3. Ï ð è ì å í å í è å ò ð î è ÷ í î é ë å ì ì û î ð à ç â å ò â ë å í è è
ä ë ÿ ñ õ å ì û ï î ä ï è ñ è

Òåîðåìà 3. Âûïîëíåíû ñëåäóþùèå íåðàâåíñòâà:

InSecSUF-CMA(t, qf , qs) ⩽ qf InSec
NMA(t+ TSIG · qs + δ · qf , 1) +

(2qf + qs) qs
2δλ+1

; (1)

ε3t − εt (17/27)
δ/2 ⩽ InSecSD(4t) + InSecColl(4t) + 31−δ, (2)

ãäå εt = InSecNMA(t, 1); îñòàëüíûå îáîçíà÷åíèÿ òå æå, ÷òî â òåîðåìå 1.

Äîêàçàòåëüñòâî. Èç òåîðåìû 1 ñëåäóåò

InSecSUF-CMA(t, qf , qs) ⩽ InSecNMA(t+ TSIG · qs, qf ),

èç òåîðåìû 2 ñëåäóåò îöåíêà (1).
Íàéä¼ì îãðàíè÷åíèå íà âåëè÷èíó εt. Ðàññìîòðèì àëãîðèòì A(par, b), ãäå b ∈ B�

îòâåò ñëó÷àéíîãî îðàêóëà F íà åäèíñòâåííûé çàïðîñ îò A; par� îòêðûòûé êëþ÷
par = pk = Hs ðàññìàòðèâàåìîé êðèïòîñèñòåìû (çàôèêñèðîâàí â ýêñïåðèìåíòå).
Ïóñòü ρ� ñëó÷àéíàÿ ëåíòà ïðîòèâíèêà A. Âûõîäîì ïðîòèâíèêà x ÿâëÿåòñÿ ïàðà
(m, τ)�ïîääåëêà ïîäïèñè ñîîáùåíèÿ. Ñîãëàñíî òåîðåìå 1, íàéä¼òñÿ ïðîòèâíèê B, êî-
òîðûé âûäà¼ò òðè ïîääåëêè (m0, τ0), (m1, τ1), (m2, τ2), τi = (Ci, Ri), ïîëó÷åííûå íà
íåêîòîðûõ çíà÷åíèÿõ b0, b1, b2, â êîòîðûõ íàéä¼òñÿ ïîçèöèÿ j, òàêàÿ, ÷òî (áåç îãðàíè-
÷åíèÿ îáùíîñòè)

b0j = 0, b1j = 1, b2j = 2.
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Ïðè ýòîì äëÿ ñîîáùåíèé mi âûïîëíÿåòñÿ ðàâåíñòâî F(mi∥Ci) = bi (â ïðîòèâíîì ñëó-
÷àå ïîäïèñü τi íåâåðíà). Ñëåäîâàòåëüíî, ñîîáùåíèå mi∥Ci ñ áîëüøîé âåðîÿòíîñòüþ çà-
ïðàøèâàëîñü â êà÷åñòâå åäèíñòâåííîãî çàïðîñà ê îðàêóëó (â ïðîòèâíîì ñëó÷àå êàæäàÿ
ïîäïèñü âåðíà ñ âåðîÿòíîñòüþ íå áîëåå ÷åì 3−δ). Íî ïðè ýòîì çàïðîñ ê îðàêóëó F (çíà-
÷åíèåm∥C1∥ . . . ∥Cδ) çàâèñèò òîëüêî îò ëåíòû ïðîòèâíèêà ρ è îòêðûòîãî êëþ÷à pk (ò. å.
îò ïàðàìåòðîâ par), à ñëåäîâàòåëüíî, íå ìåíÿåòñÿ îò çàïóñêà ê çàïóñêó. Òàêèì îáðàçîì,
ñ âåðîÿòíîñòüþ íå ìåíåå ÷åì 1− 31−δ âûïîëíåíî ðàâåíñòâî m0∥C0 = m1∥C1 = m2∥C2.
Åñëè ðàâåíñòâî íå âûïîëíåíî, òî ýêñïåðèìåíò ïðåðûâàåòñÿ.

Ðàññìîòðèì ñîîòâåòñòâóþùèå ïîçèöèè j çíà÷åíèÿ ïîäïèñåé (C0
j , R

0
j ), (C1

j , R
1
j ),

(C2
j , R

2
j ). Ïî îïðåäåëåíèþ ñõåìû ïîäïèñè èìååì

� R0
j = (σ∥u) : h(σ∥Hu) = C0

j , h(σ(u)) = C1
j ;

� R1
j = (π∥v) : h(π∥Hv ⊕ y) = C0

j , h(π(v)) = C2
j ;

� R2
j = (w1∥w2) : h(w1) = C1

j , h(w1 ⊕ w2) = C2
j ,wt(w2) = ω.

Åñëè ïðè ýòîì áûëà ïîñòðîåíà êîëëèçèÿ äëÿ âíóòðåííåé õåø-ôóíêöèè h, òî ýêñ-
ïåðèìåíò ïðåðûâàåòñÿ. Âåðîÿòíîñòü ýòîãî ñîáûòèÿ ìîæåò áûòü îöåíåíà ñâåðõó âåëè-
÷èíîé InSecColl(tB).

Â ñëó÷àå îòñóòñòâèÿ êîëëèçèé B âîññòàíàâëèâàåò âåêòîð s = π−1(w2). Èç óñëîâèé
îòñóòñòâèÿ êîëëèçèé ïîëó÷èì

Hπ−1(w2) = H(v ⊕ π−1(w1)) = H(v ⊕ u) = Hv ⊕Hv ⊕ y = y,

ïðè÷¼ì wt(π−1(w2)) = wt(w2) = ω.
Âåðîÿòíîñòü âîññòàíîâëåíèÿ âåêòîðà s (ñåêðåòíîãî êëþ÷à) ìîæåò áûòü îöåíåíà

ñâåðõó âåëè÷èíîé InSecSD(tB). Îòñþäà ñëåäóåò, ÷òî âûïîëíåíî íåðàâåíñòâî

ε3t − εt (17/27)
δ/2 ⩽ InSecSD(4t) + InSecColl(4t) + 31−δ,

÷òî è òðåáîâàëîñü äîêàçàòü.

3.4. Ï ð à ê ò è ÷ å ñ ê à ÿ ç í à ÷ è ì î ñ ò ü î ö å í ê è

Àñèìïòîòè÷åñêîå ïîâåäåíèå îöåíêè
Ïðè áîëüøîì ÷èñëå ðàóíäîâ δ ⩾ ∆ ñëàãàåìîå âèäà εt (17/27)

δ/2 âíîñèò âñ¼ ìåíüøèé
âêëàä, è â ïðåäåëå íåðàâåíñòâî (2) ïåðåõîäèò â àñèìïòîòè÷åñêîå íåðàâåíñòâî âèäà

InSecNMA(t, 1) ⩽ 3

√
InSecSD(4t) + InSecColl(4t) + 31−δ.

Ñîâìåñòíî ñ îöåíêîé (1) ïîëó÷àåì ñëåäóþùóþ îöåíêó ñâåðõó íà âåëè÷èíó InSecSUF-CMA:

InSecSUF-CMA(t, qf , qs) ⩽ qf
3

√
InSecSD(4T ) + InSecColl(4T ) + 31−δ +

(2qf + qs) qs
2δλ+1

,

ãäå T = t+TSIG·qs+δ·qf , ÷òî ìåíüøå îöåíêè, ïîëó÷åííîé â [6], ïðèìåðíî â 14· 3
√
δ2/4 ðàç

(âðåìÿ ðàáîòû ïðîòèâíèêà, ðàññìàòðèâàåìîãî â [6], ïðè qf , qs ≪ t, ïðèìåðíî ðàâíî δ2t,
òàêæå â îöåíêå [6] ïðèñóòñòâóåò ñîìíîæèòåëü 3

√
1920/(1− e−1 ≈ 14).

Ñðàâíåíèå îöåíîê ïðè êîíêðåòíûõ çíà÷åíèÿõ ïàðàìåòðîâ
Ê ñîæàëåíèþ, äëÿ èíòåðåñíûõ íà ïðàêòèêå çíà÷åíèé ÷èñëà ðàóíäîâ δ îöåíêà äëÿ

InSecNMA(t, 1), ïîëó÷åííàÿ â íàñòîÿùåé ðàáîòå, íàìíîãî õóæå ïîëó÷åííîé â [6].
Ïðèìåì ñëåäóþùèå çíà÷åíèÿ ïàðàìåòðîâ çàäà÷ SD è Coll:

n = 2896, k = 1448, ω = 318, ℓ = 512.
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Ñîãëàñíî ðàáîòå [13] è ïðîãðàììíîìó êîäó [14], îïòèìàëüíûé àëãîðèòì äëÿ çàäàííûõ
(n, k, ω) ðåøàåò çàäà÷ó SD ñ âåðîÿòíîñòüþ 1 çà TSD = 2323 áèòîâûõ îïåðàöèé.

Ïóñòü
InSecSD(t) = t/TSD, InSecColl(t) = t2/2ℓ.

Ïðèìåì (ñëåäóÿ ðàáîòå [6]) ñëåäóþùèå çíà÷åíèÿ ïàðàìåòðîâ: t = 270 ýëåìåíòàðíûõ
îïåðàöèé, ℓ = 512. Â òàáëèöå â ïåðâîì ñòîëáöå óêàçàíî ÷èñëî ðàóíäîâ â ñõåìå ïîä-
ïèñè δ, âî âòîðîì è òðåòüåì� äâîè÷íûé ëîãàðèôì îò îöåíêè ñâåðõó äëÿ âåëè÷èíû
InSecNMA(t, 1) (äëÿ âòîðîãî ñòîëáöà èñïîëüçîâàíà îöåíêà [6, òåîðåìà 1], äëÿ òðåòüå-
ãî � îöåíêà (2)). Çàìåòèì, ÷òî îöåíêà (2) ñòàíîâèòñÿ ëó÷øå ïðè δ = 414 ðàóíäàõ ñõåìû
ïîäïèñè.

δ Ïðîøëàÿ îöåíêà Òåêóùàÿ îöåíêà
100 −58,5 −16,69
137 −71,16 −22,86
200 −70,43 −33,37
300 −69,65 −50,06
500 −68,67 −83,21

Çàêëþ÷åíèå
Â ðàáîòå äîêàçàíà òðîè÷íàÿ âåðñèÿ ëåììû î ðàçâëåòâëåíèè. Ïîëó÷åííàÿ ëåììà

ïðèìåíåíà äëÿ àíàëèçà ñòîéêîñòè ñõåìû ïîäïèñè, îñíîâàííîé íà ñõåìå èäåíòèôèêàöèè
Øòåðíà, â ìîäåëè SUF-CMA. Íàïðàâëåíèåì äàëüíåéøèõ èññëåäîâàíèé ìîæåò áûòü
ïîëó÷åíèå áîëåå ñèëüíûõ îöåíîê äëÿ ïðàêòè÷åñêè çíà÷èìûõ ðåçóëüòàòîâ ïðè ìàëîì
÷èñëå ðàóíäîâ, à òàêæå îáîáùåíèå äîêàçàòåëüñòâà íà ìîäåëü êâàíòîâîãî äîñòóïà ê
ñëó÷àéíîìó îðàêóëó QROM.

Àâòîð áëàãîäàðèò Àëåêñàíäðó Áàáóåâó è Âèêòîðèþ Âûñîöêóþ çà ïîëåçíûå îá-
ñóæäåíèÿ â õîäå ðàáîòû, à òàêæå ðåöåíçåíòà, çàìå÷àíèÿ êîòîðîãî ïîìîãëè óëó÷øèòü
ñòàòüþ.
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