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NMPNKNAOHAA ONCKPETHAA MATEMATUKA

Ne 16 NPNJTOXXEHUNE CenTs6pb 2023

Cexknmusga 1

TEOPETNYECKUNUE OCHOBBI
IMTPNKJIAJHON INCKPETHOV MATEMATUKUA

YAK 519.115.4 DOI 10.17223/2226308X/16/1

OLIEHKU YHNCJIA PASBUEHII BEKTOPHOI'O I[IPOCTPAHCTBA
HAJI KOHEYHBIM IIOJIEM HA A®PVNHHBIE ITOJAIIPOCTPAHCTBA
OJINHAKOBON PASMEPHOCTU

. II. Bakcosa, FO. B. Tapanaukos

HOﬂyqubI HUXKHNE 1 BEPXHNE OINCHKW Ha YUCJI0 YHOPDAJOYECHHBIX U HCYIIOPAJOYCHHBIX
o m I
pasbuenuit npocrpancrea Fi' ma adbduumnbe noampocrpancTsa 0 uHAKOBOI pasMep-
HOCTU. B HaCTHOCTH, YCTAHOBJ/IEHA aCUMIITOTHUKA ﬂOFapI/ICbMa qucjia HEYIIOPAAOYCHHbIX

I m
pasbuennit mpocTpancTsa F5' Ha onroMeprbie addUHABIE TTOIMTPOCTPAHCTBRA.

KiroueBbie cioBa: agiunnvie noonpocmparcmesa, pasbuenui npocmpancmea, 0ueH-
KU, 6enm-PpynKyuy.

[lycts g — crenenn npocroro unciaa. Oboznauum depes N¥ (g) uucio pasbuennit npo-
m m—k
crpancrsa )" Ha ¢ YHOPSAI0YEHHBIX adOUHHBIX TOAMPOCTPAHCTB PA3MEPHOCTH Kk KazK

noe, a depes NF (q)—4ucio pasbuenuii npocTpaHcTBa Fy ma g™ * HeymopamoueHHBIX

k
a(bg)I/IHHbIX MOIIPOCTPANCTB pa3Meproctn k kaxkaoe. OueBuano, 9to Besmaunsl N, (q)
u N* (q) ceszanbr cooTHOMmEHTEM

NE (q) = ™" NE (q). (1)

B [1, 2| npemioxensl (B pasabix (OPMYJUPOBKAX, HO MO CYTH SKBHBAJEHTHBIE)
KOHCTDPYKIHU OeHT-DYHKIMA OT 71 TepeMeHHbIX, OCHOBAHHBIe HA Da3OHEHUH BEKTOPHOTO
npoctpancTBa HaJ Fo ma addunmpe moAIpoOCTPAHCTBA OJAUHAKOBONH DAa3MEPHOCTH, IIPH
9TOM OOJIBIION BKJIAJ B ONEHKY 4HCJIA OGeHT-YHKIHHA, TOPOKIAEMBIX MPETOZKEHHBIMH
KOHCTPYKIMAMH, BHOCAT oneHkn seauann NP (2). B [1] nomydenst Toumbie opMyibt
g N'7Hg) m N"2(2). B |2] upusesena (6e3 jokasare/ibcTBa) BepxXHsisl OlEHKA BeJd-
aunbr NF (2).

B [3] yrounenst onenku na sesmautnt N (2), a B pabore [4] yeranosien Bui acuMuToTH-
ku Bemuaunbl NP (q) mpu m—k = const, m — oo. B [5] mostyuensr copnaiaonue B rIaBHOM
JICHe HUZKHSS 1 BEPXHAS ACHMITOTHUCCKHE ONCHKH Ha Jorapudn seamanmub N2 (2):

% 2™ 4 2™ 4 0(2™) < logy N2(2) < % 2™ 4oy 2 4 0(2M),

11
e ¢ = —1 — Zlog2e ~ —2,08; ¢ = 6~ 1—610g23 ~ —0,65, a TakXKe aCHMITOTHUKA

norapudma gncna W, HeymopsaaoueHHBIX pa3buenuii npoctpancrsa FL', m 4éTHO, Ha JTH-
HellHbIe TOANMPOCTPAHCTBA PA3MEPHOCTH 2:

log, W, = % 2™+ o(m2™).
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. k N

B macrogmeit pabore paccMarpuBaioTes onenkn ua seanaunsl N (q) u Ny (q) mms pas-
JIMYHBIX ¢, TIPH 9TOM OCHOBHO€ BHHMAaHHE yJeasercs caydaio (m — k) — oo.

Ouesunno, uro NP (q) = ¢™!, Tak kak, pa3buBasi MPOCTPAHCTBO PA3MEPHOCTH 1M Ha
addunHBIE TOAIPOCTPaHCTBa pasMeprocTd 0, moaydaeM ¢! yIOpsIOYeHHBIX pa3OueHMil.

Pacemorpum N1 (q). Ilpu ¢ = 2 pasOuenne F," Ha adpdbunnbe mogmpocTpancTea pas-
MepHOCTH 1 mpecTaBisier coboil yHOpsiIoueHHOe pa3bueHne Ha Mapbl HEYHOPSTIOYeHHBIX
HaboOpoOB, OTKY/1a

om (2m — 1) (2m — 2) (2™ — 3) om|

N (2) = = T
m() 2 2 22'm—1

Ilpu q¢ > 2 onenku Bemauuabl N) (¢) mpeacraBagior coboii HETPUBHAIBHYIO 3a/1a4dy.
B macrogmeiil paboTe Mbl yCTaHABIMBAEM ACHMITOTHUKY Jorapudgma sesmaunst N (3).

Teopema 1. Yucmo meynopsmouenusix pasouennii N} (3) mpocrpancrsa FY' na ad-
GpUHHBIE MOATPOCTPAHCTBA PA3MEPHOCTH 1 YIOBJIETBOPSET CJASAYIONEMY HEPABEHCTBY:

%-3m+cl 3™ 4 0(3™) < logs N (3) <%-3m+02-3m+0(3m), (2)
1 2 1 1
e ¢ = —3- glogge ~ —0,94; ¢y = —glog3e— §log32 ~ —0,51.

JlokazaTesibCcTBO HUZKHET OIEHKN TeopeMbl 1 OCHOBaHO Ha Tmojxoje u3 [5].
[Iycts @), —aTuHCKuil KBajapar mnopsika 3", dpisdiomuiicsa Tabiauieit Ksaum rpyn-
ubl Z3'; 1), — aucyo Tpancsepcaeil B Q).

Vreepxaenne 1. N (3) > T,y
Acumvnroruka BesmauHbl 1), moaydena B [6]:

3m|2

W npu m — OQ.

T, = (6_1/2 +o (1))

B [5] asist mostyuenuns HuzkHeil oneHkn Besmanabl W, MCIOAB30BaHA acHMOTOTHKA U3 6]
JIIg 9ucIa TpaHCcBepcasteit B TaOmume Ksmm rpynner Z3', a a1 HAKHeil ONEHKH BeJIHdH-
mer N2 (2) — acuvmroruka n3 [6] i uncaa pancsepcaneii B rpéxmepuoii Tabmume Kom
Ipynusl Z3'.

BepxHsist ornieHKa TeopeMbl 1 BBITEKaeT U3 TeopeMbl H (cM. jaJee).

Temepb mepexoauM K PeKYPPEHTHBIM OIEHKAM.

Jlemma 1. Imeer mMecTo HepaBeHCTBO
NET () = NE (q). (3)
Teopema 2. liMeeT MecTO peKyppeHTHOE HEPABEHCTBO

Nk: ( ) - (Nk ( ))q qm—k-i-l
m+1\4) Z m \4 quk quk ’quk ’

CrpaBeJ/IUBBI CJICIYIONIHEe HUKHUE OINECHKH.
YrBepkaenne 2. lMeoT MecTO HepaBeHCTBA
Ny (@) = ¢™ ",
log, Ny, (q) Z (m — k)" *, m —k — oo.
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oxaszameavemeo. U3 onenkn (3) u coornomenns (1) BHITEKaeT CIpaBeInBOCTD
[MEeIIOYKHN HEPAaBEHCTB

q" M =ND (@) S N1 (@) S N2 _jin (@) ... S N (@) S NE (g)

YTBepKaeHue JIOKa3aHo. W

[Ipu ¢ = 3 omeHKy yTBep:K/IeHNd 2 MOYKHO YCUJIHTH C MOMOIIBIO TEOPeMBI 1.

Teopema 3. llpu k > 1, m —k+1 — oo u ¢ = 3 UMeeT MeCTO ACHMITOTHIECKOE

HEePaBEHCTBO
logs N¥ (3) > 2(m — k) 3™,

Hoxazameavemeo. 13 onenkn (3) u coornormenus (1) BBITEKAET CIPaBEIIHBOCTD
IETOYKY HEPABEHCTB

3" N s (3) = N 4y 3) S N2 ia (3)... < NA(3).

orctoza, gorapudmMupyst, ucnosb3ys (2) u dopmysay Crupsmsra, nosydaem

logy NV (3) 2 log 3741+ logg N}, (3) Z (m — k)3 4 "= P Dgnoien
~2(m —k)3m .
Teopema nokazana. m
BameTum, 4To s ¢ = 2 BBINOJTHEHO |3
logy Ny (2) 2 3 (m — k) 2" ™", (4)

Cremyrorias HUXKHAS ONEHKA, BEJHIHHBI ]V,’fl sBJIsieTcsi 0000IeHIeM pe3yabrara u3 [3).
Teopema 4. Imelor MecTo HepaBeHCTBA,
N @)z (@ -)"
log, NE (@) =k g™ %' k— oo,
log, Ny, (4) 2

Y

-1
(m—q—k> g k= oo, m—k— .
q
3ameuanume 1. JIerko BuJeTh, YTO aCUMITOTUYECKAA OIEHKA TEOpEeMbl 4 BCErJia, JIyd-
e, 4eM OIeHKa YTBepxXKIeHud 2. A BoT mpum ¢ = 3 OIEHKa TeopeMbl 3 JIydUIle, eCc/Id
k < 3m/4, a mpu k > 3m/4 nyume onenka Teopembl 4. Hamomuuwm, aro mpu ¢ = 2 omnen-
Ka (4) |3] ayume, ecoun k < 4m/5, a eciim k > 4m /5, 1o sydiie oneHKa TeopeMbl 4.

B saxmouenne IpuBeIEM BepXHHE ONEHKH BeqwanHbl N | sapisomuecs 0600meHnsaMu
pesy/abTaroB u3 3.

Teopema 5. lMeeT MecTO HEPABEHCTBO

quk m . 1 k
NE(q) < T Ci rae G =12 (Zk i
i=1 q

(¢"—(i—1)g" —¢")
qF — ¢! '

k
[1
j=1

Cnencreue 1. Crpaseammso nepasernctso NX (q) < (k+1) (m — k) g™ .

Teopema 6. Tlpu (m — k) — 0o crpaBeyinBo HEPABEHCTBO

log, Ny, (q) < (k +1)(m — k —log, e)¢™ " + O(¢" %) + O(k(m — k)).
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MVYJIBTUIIOJICTAHOBKU I COBEPIIIEHHA I PACCEUBAEMOCTD
PA3BUEHUI

B. A. Tloropenos, M. A. TlynoBkuna

KOHHGHHI/IH MYJBTUTTOACTAHOBOYHOCTU ABJIACTCHA OﬂHOﬁ N3 TEePBBIX, TTO3BOJIAIOIINX
dopMaII30BaTh «COBEPIIEHHOEY PACCEHBAHNE B AATOPUTMAX OJIOUHOTO ITH(MPOBAHNA.
Jlts korewHoM abeseBoit rpymnbl X paccMaTpPUBaeTCd KJacc mpeobpasoBanunit H rpym-
bl X 2, npennoxkennniii C. Bamenay st peanmsamun 370 Konnenimu. Kaxxmoe drek-
THUBHOE TIpeobpaszoBaHme n3 H SBSIETCS MYJIBTUIIOICTAHOBKOM. YCTaHOBIEHO COOTBET-
CTBHE MeXK/y MyJbTuroacranopkamu u3 H u opromopdusmamu. Paccmarpusatorcs
pasbuenus, 3a7aBaeMble MHOXKECTBOM CMeXHBIX KjaccoB Wy, ..., W,._1 mo moarpym-
me Wo < X, W = {Wy,...,W,_1}. Onncanbl MHOYKeCTBa MYJIBTHIIONCTAHOBOK u3 H,
COBEpIIEeHHO paccenBaromux pastuenns suga W2 u X x W. Jloka3aHa COBEpIIEHHAS
paccenBaeMoCTh Takux pazbuenuit 8- u 16-OurTHbIMEU Pe0OpPA3OBAHUAMU AJTOPUTMA
Bstounoro mudposanus CS.

KiroueBbie CJI0Ba: MYyAbMUNOOICTNAGHOEKA, OPMOMOPPUIM, KEA3UAIAMAPOSO NPEOs-
PASOBAHUE, COBEPULEHHOE PACCEUBGHUE, AA20PUMM OaouHo20 wudposarus CS.

TpaaunuoHHO IPH CHHTE3€e AJTOPUTMOB OJOTHOrO MIH(pPOBaHUA CIeayI0T HedOpMab-
1O copmyuposanabiM K. IIIeHHOHOM TPUHIUNAM PACCEMBAHUS U TepeMernuBanust [1].
[Tox pacceuBatonum npeodopaszopanueM K. [llennon nonumaer HEKOTOPOe 0TOOParKeHUe BEK-
TOPHOTO MPOCTPAHCTBA Ha cebsi, IPH KOTOPOM KazKJAas WM MOYTH KarxKJ1asl ero «KOMIIAKT-
Hasgy» 00acTh B oOpa3e pacupejenasercsd B OOJIBIIYIO, «HEKOMIAKTHYIO» C TOYKH 3PEHUS
METPUKH, 001acTh. KOHIENIs My IbTHIIONCTAHOBOYHOCTH ABJISETCA OHOM M3 MePBHIX, 03~
BOJIAIOIINX (POPMATH30BATH «COBEPIIEHHOE» PACCEMBAHME B AJIrOPUTMAX OJJOYHOrO mudpo-
BaHUsS, U OTHOCUTCS K KOOPAMHATHOMY PaCCEMBAHNIO. Peanns3yiomnme JaHHYIO KOHIIEIIIIIO
oTobpazkeHusi BBeJeHbI B |2, 3| u Ha3BaHBI MyJbTHIOACTAHOBKAMH, & TAKZKe COBEPIICHHO
paccenBaromumu (perfect diffusion).

B [3] (n,d)-mynabsrumoacranoBkoii naj andasurom X HA3BIBAETCH TaKOe OTOODAYKEHHE
h: X™ — X9 uro npa pasmuunbix BekTopa (o, h(a)), (3, h(B)) € X™ x X< ne moryr coblia-
JIaTh HA B KAaKUX N KoopauHaTaxX. My/l1bTUIIOICTAHOBOTHOCTH TecHO cBa3ana ¢ M JIP-konamn,
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JATUHCKAMHU KBAJPATAMU, KBA3UTPYIIIAMU ¥ OPTOTOHAJILHBIME Taburamu. Tak, CymecTBy-
eT OJHO3HAYHOE COOTBETCTBHE MKy (n, d)-myabrunogcranoskamu u (| X" n +d, | X|,n)-
OpTOroHaJbHBIME Tabuamu |3

Ompenesrenne (2,2)-MyJIBTHIONCTAHOBKA [2| paBHOCHIBHO ciaemyiomeMy. OTobpazkenue
h: X? — X? maspiBaerca (2,2)-MyJbTUIOACTAHOBKOM, €C/IM YacTHIHbIE (DyHKIHEA

hiD (@) = h9(a,2), B2 () = 2 (z, a)

ecTh MoAcTaHoBKH Ha X s Kaxkapix a € X, i € {1,2}. Ormernm, 9to Kaxkmas (2,2)-
MY/IbTUIIOACTAHOBKA €CTh NOACTaHoBKa Ha X 2. OIHAKO He KaKIas MOACTAHOBKA ABJIICTCA
(2,2)-mynbrunogcranoBkoit. B ganuoil pabore GymeM 110/, MyJIbTHIOACTAHOBKONH TOHUMATH
(2,2)-MyJIBTUIIOICTAHOBKY.

B nacrogiee Bpema Ha X2 (Kpome MyJILTHIIOACTAHOBOK) JId yJydlIeHHs DaccerBa-
ONIUX CBOHCTB TaKKe PACCMATPHBAIOTCS ICEBI0AIAMAPOBHI [4], KBazuaJlaMapoBbl MPeos-
pazoBanus [5] n ux o6obmenus |6, 7|. Tak, B [8] Haiigen xkoaddurment (KoopIHHATHOIO)
paccenBanus KBa3HaJlaMapOBbIX IIPeoOpa3oBaHmil, OIIMCAHBI MX CBOWCTBA OTHOCHTEIHLHO JIU-
HEHHOTO M Pa3HOCTHOTO METOJOB.

[Tycrs (X, +) — xkoHeunast abesieBa rpymma ¢ GuHapHoil omeparueii +, S(X) — cummer-
puueckad rpynna Ha X, o’ = b(a) mig kaxapix o € X, b: X — X, Aut(X)—rpyn-
na aromopdusmos Ha X, V,(2) —n-mMepHOe BeKTOpHOE MpocTpancTBo Ha nogem GF(2),
W (P) — MHOXKeCTBO Beex pasbuenuil Muoxecrsa P ¢ r GJIOKaMH MOIIHOCTH W KaXKIbLi,
|P| = w - r. OrmeTuM, 9T0 B aaropurMax 0JoIHOrO mudpoBaHus daie Beero X — ain-
THBHAS IPYITIA KOJIBIA BRIYETOB WM BEKTOPHOTO IpocTpancTsa V,,(2), vanpumep, X = Zos
B aiaroputMe Safer [4].

B nmaumnoit pabore 11 IpOU3BOIBHON KOHETHO abeneBoii rpymmst (X, 4) paccMaTpuBa-
ercst Kaace orobpazenuii Bua hy g, X2 — X2,

hago: (a1, a2) = <<04i\1 + 0421)y17 (a7? + 0‘22)112) )
sagasaemblit nabopamu \, Y, 7 € S(X)2, tue A = (A, \a), ¥ = (1,1), v = (11,1n),
npefioxKennbit B [3]. 3 ycaosus 6mekTuBHOCTH 0TOOparKenus hy ; , BRITEKACT €ro MyJib-
TUHOJCTAHOBOYHOCTb.

Iloncranoska b € S(X) apnagerca oproMopdu3MOM, ecn Ipeobpasopanme T — 1° —
ecThb nojcranoBka ma X [9].

Jlemma 1. Tlycrs (X, +)— npomsposibHas abemesa rpymma, A\, 7 € S(X)? m
)\1_1)\2 € Aut(X). Torga Jyisi MyJBTHIIONCTAHOBOYHOCTH h3.5» Ha X JOCTaTOYHO OPTO-
MopdHOCTH Ay 'A19] M),

Xoporo uzpectHo [10], aro ecam cumoBekas 2-noarpynna rpymibl X sBJSETCs HETDH-
BUAJIBHOM M IUKJIHYECKOMN, TO He CyIecTBYeT 0pTOMOPGU3MOB (MOIHBIX MpeobpasoBaHuii)
Ha X, a MO3TOMY HE CYIMIECTBYeT MyJbTHIOJACTAHOBOK THNA hy ;. Tak Kaxk ajgmuruBHag
IPyNIa KOJblla Zgom UMeET HETPUBHAJIBHYIO MUKJIHYECKYIO CHIOBCKYIO 2-MOATPYTIY, TO HE
CYMIECTBYET MyJIbTHIOACTAHOBOK THUIA Ny 5 Ha Zgm, HO OHA CYMIECTBYIOT Ha Z2,..

B [11| mus xapakrepusaiun paccemBanus mojctanokoit g € S(X) pasbuenns W =

w w
(9)] rae o (9) =

=|WsNW;| pna i, j € {0,...,r — 1}, w = |Wy| = ... = |W,_4|. C nomoImpio 31eMeHTOB
MaTPHITHI TAKZKE ONEHUBACTCsI paccTosHue (XeMMHUHTa) OT MOACTAHOBKH ¢ 10 rpyibl IGyy,

= {Wo,...,W,_1} muoxecrsa X ssepena marpuna c)(g) = ‘
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COCTOSTEl U3 BCeX TMOACTAHOBOK u3 S(X ), KoTopbie coxpansioT pasbuenune W. Boiaeasior-
CsI MOJICTAHOBKH, MAKCHMATHHO MajIéKue (OTHOCHTEJBHO PACCTOSIHUS XEeMMEHIA) OT TPYI-
bl |Gy, OHn uMeroT HaWIydIme paccenBaloline CBOWCTBA pa3dbuenust W u Ha3BaHBI CO-
BepIeHHo paccenBaiommmu pasbuenue W. B [11] nokazano, 910 1715 KazK10ii M0ICTAHOBKH
g € S(X), coBeprenno paccenpaiorieit paszouenue W, sseMenTsI CZ(?/) (9) marpumpr ¢W)(g)
VIOBIETBOPSIOT HEPABEHCTBY

mg Beex 4,5 € {0,...,r — 1}
B nacrosieii pabore noyuenst yciosust Ha A, 10, 7 € S(X)?, npu BBINOJIHEHUH KOTOPBIX
MY/IBTHIIOJCTAHOBKA N5 j ;, COBEPITEHHO paccenBaer pasbuemnne

WXW:{WzXWJZ,]E{O,,T—l}}

Yreepxkaenue 1. Ilycrs w,r € N, |[X| = w-r, {0} C Wy C X, w = [Wy,
W € Wy, (X), 11,2 coBepiienno paccensator pasouenune W, A\ ¢ € IGy x IGy. Torga
MyJIBTUIOJICTAHOBKA, N3 ; » Ha X coBepmIeHHO paccenBaeT pasouenne W x W, mpuaém

W) 1, ecmm w < T,
c hson) <
(i1,i2),(t1,t2) ( Aﬂl&u) A {[w2/7"2—‘, ecam w > T,

ITycteb 0,, — n-MepHBIH BEKTOP € HYJIEBBIMH KOODIMHATAMH.

Vreepxkaenue 2. Ilycrs d € Ny n = 2d, Wy = Vy(2) x {04}, W — dakrop-pocrpan-
crBo mipocrpancria V,,(2) mo moanpocrpanctey Wy, w = |Wy|, r = |W/|. Torma cymiecryer
K/IacC MyJIBTHIOJCTAHOBOK hy ; ; Ha V;,(2), coxpararomux pasbmenne W x W, no ¢ mpeobpa-
30BaAHUAME V;, \;, 1; € S(V,(2)), coBeprmenno paccenBaomumu pasouenne W mpn ¢ = 1, 2.

[Tycrs npeobpazoBanus gl(,l), gqu) na V,(2)? ¢ dynxuueit yeaoxknenus v: Vy,(2) — V,(2)

3aJIaHBl COOTBETCTBEHHO Jid Beex (aq, ) € V,(2)? yenosuamu
1 2
W (o, ) = (g + a8, ), g2 (ag, a0) = (o1, a0 + aY).
1) @) s )
SamMerum, 910 ¢y ', Gy QeiicTe 1b-110/100HbI€ NHBOJIIOTUBHbIE Hpeo6pa3013aH(H)ﬂ. o @
) (1) (2

Has b: Vo (2) — Va(2), s € S(Va(2)) pacemorpum jiBe TOACTAHOBKI Uy, = gy Js

Ul(;Z) = gél)gg) gél) na V,,(2)%. 3amerum takske, 4To 8-6MTHAs 110/ICTAHOBKA ul(fg (n = 8)

S

HCIOJB30BaTach B aaropurme 610uHoro mmudposanus CS [12].

YrBepxkaeune 3. Ilycrs Uy — noampoctpancTso mpoctpancTsa Vi, (2), Wy = V,,(2) x
x Uy, U = {Uy,...,Uj_1} — MHOKECTBO BCEX CMEXKHBIX KJIACCOB a UIUTHBHON IDYIIIbI
(Vii(2), +) no moarpymme Uy, W) =V, (2) x U. Torna:
1) anst kaxmporo mpeobpaszosanust b : V,(2) — V,(2) u Kaxk10ii MOJACTAHOBKH S €
€ S(V,(2)) npeobpazoBanust ul()ls), ul(fs) cOBepIIeHHO paccenBaioT pazduenme W (V)
2) AT KayKABIX TaKWX TOACTAHOBOK U1,V A1, A2 € S(V,(2)), uto A\, ' — opromop-
dbusm na V,(2), MyJIbTHIONCTAHOBKA,

Rag ha)(ese),(vis) = (01, Q) ((0@1 + ), (@2 + Oéz)yz)

coBepIIeHHO paccenBaer pazouenue W ().,
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[Iycts n = 0 (mod 4), mogactanoBru Aj, Ay € S(V,,(2)) 3amamsl ycaoBusMn

At (o, g, o) > (0, 0 4 a3, a3, Qi + s, Qs Qg Q1 Q1 O+ 1),

>\2: (()él,OQ, . ‘7aTL) — (0527 cee 7a7L7a1)7

r7ie Ao — IpeoOpa3oBaHue JeBOro IMUKINIecKOro caBura. HecaokHo yoeuThes, 910 A A, -
opromopdusm Ha V,,(2) 1 A A, € Aut(V,(2)).

Ilpu n = 8 m 1y = 1 = ug B paymmopoit dbynkmun f: Ves(2)2 — Veu(2)
anropurma CS [12| kKoMIOHEeHTAMHU SBJSIOTCH deTbipe 16-OUTHBIE MYJIBTUIIOICTAHOBKH

h @ (2),, 0DeCIIeUNBAIONIAE PeaTU3aIMI0 CBOIMCTB HepeMelnBaHus 1 PaccenBa-
(>\1,)\2)7(€,€),(Ub’s7ub7S)

nus K. [lennona. 13 yrBepxkaennusd 3 ciaeyer, 4TO MYJIbTUIOACTAHOBKA h @) (@)
()\1,)\2)7(376):(11'{,’57“1),5)

anropurma CS coBepureHno paccembaer pasbmenus suga W) =V, (2) x U.
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CBOICTBA KJIACCOB BVJIEBBIX ®VHKIINA,
IIOCTPOEHHBIX 13 HECKOJIBKUX JINMHENHBIX PEKYPPEHT
HAJI KOJIBIIOM BBIYETOB Z,-

A. 1. Byrpos

Ompemenén kmacc OyaeBbIX (PYHKIWI, MTOCTPOEHHBIX W3 CTAPIIUX PA3PSAIHBIX TTOCTIE-
oBaTeNbHOCTEN JUHEHHBIX PEKYPPEHT HAJ KOJLIIOM Zon. 71 BLITETeHUS CTApITNX
Pa3PAIHBIX TOCTIEI0BATEILHOCTEN MCHOIB3YIOTCI PA3INIHbIe KOOPANHATHBIE MHOXKE-
ctBa. [lokazano, 4To yKazaHHBII KJaacc cOCTOUT U3 DYHKITNH, 3HAYUTEIBHO YIAIEHHBIX
0T Kjacca Bcex aduHHBIX (DyHKIWH.

KroueBble C/I0Ba: AuHeliHble PEKYPPEHMHBIE NOCAEI0BAMEALHOCTNU, PA3PATHVLE 1O~
caedosamenvHocmu, byaesv, GynKuus, HEAUHETHOCTL 6yaesbir GYHKYUT.

BBenenue

[Tycts n— HarypanbHoe 4qucio, R = Zgn = {0,1,...,2" — 1} — KOJIbIIO BBIYETOB MO
momystio 2", P = Zy = {0, 1} — nose u3 aByx s1emenToB. Oneparuio cJIoKeHnst B Kojbie R
0603HAYHM +, & OlepaIuio caoxkenus B moje P depes @. Ilycts F(r) — yHUTAPHBIH HEIPH-
BOJAMMBIN MHOIOYJIEH CTeleHd m Hal nojeM P. Beioay B manbHelinmem GyaeM cUTaTh, 9TO
F(x) # z, 1.e. F(x) saBgercsi peBepCUBHBIM HENPUBOJAUMBIM MHOI'OYJIEHOM HAJ 110jieM P.
[Mepuog T'(F') Takoro MHOrO4YJIeHa DaBeH

T(F)=@2"-1)/d,

rae d — HeKOTOpHIi jeauTesnb aucaa 2™ — 1.

Corstacuo [1], HaiiaéTca euHCTBeHHBIH yHUTAPHBINH MHOTOWIeH G (1) € R[], Takoii, uTo
G(z) = F(z) u T(G) = T(G), rne G(x) — muoroden naj nosem P, noayuenusiit u3 G(z)
npuBejieHreM Beex ero koadbduiuentos 1o moayiio 2. Takoit muorowien G(z) nasbiBaercs
OTMEYEeHHBIM MHOTOYJIEHOM Haj KoabiioM R. Kpowme Toro, kak mokasaHo B [1], cymecrsyer
IPOCTO¥i PEKYPCUBHBIN €1I0cO6 mocTpoennst Muorodaena G(x) no muorowreny F(x).

O6o3naunm depe3 Lp(G) MHOXKECTBO BCEX JHHEHHBIX DPEKYPPEHTHBIX MOCJEI0BATE b
nocreit (JIPII) v man xoibmom R ¢ xXapakTepucrudeckuM MmuorowienoMm G(z), a depes
Lg(G)* — ero mogMmuOKeCTBO, cocTosee n3 Beex JIPII, comepxkamux B ¢BOEM HaYAILHOM
BekTope (v(0),...,v(m — 1)) xors 66 OUH OOPATHMBIiT 3JeMeHT KOIbla K.

Bamamum Ha MEOKecTBe Lp(F') Beex JIPTT van nosem P ¢ XapaKTepHCTHIECKUM MHOTO-
wienoM F'(x) GUHApHOe OTHOIIEHHE ~, HOJIOKUB JIJId TocaeoBaTeabHocTel u, u' € Lp(F)
u ~ u' TOTJIA ¥ TOJILKO TOTJIa, Korua Hailiéres ¢ € N, takoe, uro v’ = x'u, 1. e. v/ (1) = u(i+t)
npu Beex ¢ > 0. B cuny peBepcuBHOCTH MHOTOWIeHA F(2) 3TO OTHOIIEHUE SIBJSETCS SKBU-
BAJIEHTHOCTBIO Ha MHO)KecTBe Lp(F').

Bribepem u 3acdukcupyem Heny/ieBbie nmonapHo HesksuBasenTubie JIPII:

Uy - - -, Ug—1 € Lp(F)
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B cuny Toro, uto T'(ug) = ... = T(ug—1) = T'(F') un mocienoBaTeIbHOCTH BEIOPAHBI TOTAPHO
HEIKBUBAJICHTHBIMUA, BEKTOPBL
(uo(2), ..., up(i +m—1)), ..., (ug—1(4),...,ug—1(i+m—1)), i=0,1,...,T(F) — 1,

IpoberaloT MHOYKECTBO BCEX HEHYJIEBBIX BEKTOpPOB u3 P™.

Jliist kaxka0ro sjieMeHTa a € R 0003HaYMM 4Yepe3 @ ero OCTaToOK IIPU JieJeHUH Ha 2.
PaspsiiHbiM MHOZKeCTBOM KoJIbIla R HazbiBaerca momamuoxkectBo K = {ko, k1} C R, Takoe,
aro ky = 0 u ky = 1. Kasksrit ssieMent @ € R 0THO3HATHO npeJcTaBuM B BHIE

a=aog+2a; + 2%as + ...+ 2" a,_,

rme a; € K,i=0,1,...,n— 1. Paccmorpum otobpamenue »~ | : R — P, aeiicteyiomee 1m0
npasuiay >~ (a) = @,_;. Sadgukcupyem paspsiasie Muoxectsa Ky, ..., K4 1 koabua R.

Bei6epem npouspoabibie JIPIT vy, ..., v4-1 € Lgr(G)* u mocrpoum GysreBy byHKIHIO
f: P™ — P or m nepeMeHHBIX 10 CJEAYIONIUM IIPABHIAM:

£(0,...,0) =0
u ais seex 1 =0,1,... ., T(F)—1

Fluo(i), ... ug(i+m — 1)) = 51 (vo(4)),
Flua(@), .. un (i +m—1)) = s, (v1(4)),

F a1 (@), - (i 4 m = 1)) = 30,2 (041 ).

JIPII wg, ..., uq_1, a TakzKe pa3psiaHbie MHOKecTBa Ky, ..., Ky 1 OyaeMm cautarh (pukcu-
poBaHHBIMHU. B ¢BsI3u ¢ 3TUM OyIEM UCIOIH30BATH 0O03HAUEHHE

Fx) = fuo,ovar (%)

U U3y4JaTh KJacc Oy/aeBbIX (hYHKIUI

D (F) = {fog,wg, (X) 00, ..., v4—1 € Lr(G)*}.

Mg caygas d = 1 amanorwdanblie (GyHKIUM HccaenoBaanch B paborax [2-5]. Jokaszawo,
4TO JaHHBIe (DYHKIIMH JOCTATOYHO YJIAJeHbl OT KJjaacca BeceX adpUHHBIX OyIeBbIX hYHKITUI
OoT m nepeMeHHBIX. [[pecTaBisger nHTEepec uccIeI0OBaHe CIydas, KOraa d — MPOU3BOJIbHBII
Jeanresib yncga 2" — 1.

Jlannasi pabora npojo/IzKaeT aHAJOIHYHbIe UCCAe0Banusd ciay4dasd d > 1, HayaTbie B pa-
Gore 6], rme paccmorpena curyanus, korga Ko = ... = K31 = {0,1}. Tlonyuena ornenka
HeuHedHOCTH [Tt byHKuuit u3 kiaacca D, (F).

[IpuBenem HEKOTOpBIE BeIOMOraTesbHbIe pe3yabTarsl. Llyets x : R — C* — amngutus-
HBIH XapakTep Koablia R, ompeneJ éHHbIN PABEHCTBOM

x(z) = *™@/?" g e R.
g kaxgoro s = 0,1,...,d — 1 paccmorpuM otobpaxkenue jis : R — C*, neiicTByloinee 1o
MPABUITY
Ks
ps(a) = (=1)=1@ g e R.

s KaxK 01 1M0oc/1e/10BaTe/IbHOCTH ¥ HaJ KOJIBIOM R 0003HaYUM 4Yepe3 ¥ MOCe0BATEb-
HOCTb HaJl oJieM P, MOJy9YeHHYI0 3aMeHOi KazKI0To aeMenTa v(i), ¢ > 0, Ha ero ocTaTok
IIpH JeJeHud Ha 2.
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Henuneiinocts dyHKIMit

Hesueitnocrs nl( f) dyukuuit f us kiaacca Dy, (F) oupejeisiercst Kak paccrosinue Xm-
muaTa 0T QyHKIEH f 710 Kaacca Bcex adduHHBIX Oy/aeBbIX (DYHKIUH OT 1M MePEMEHHBIX.
JIiist HaxOXKIeHnsT HeJIMHEHHOCTH YI00HO BOCIIOJIBL30BATHCST (DOPMYJIO

1
I(f)y=2m"1—-2
nl(f) 5 nax [Wy(a)],
rae Wy(a) —koadduiuent Youma — Anamapa dbyskuun f, onpeuesseMblil 11 KazKI0ro

BeKTOpa a = (ay, ..., a,) € P™ uo upasuiy

Wf(a> — Z <_1)f(b)@a1b1@---@ambm.
b=(b1,...,bm)EP™

Teopema 1. Ilycrb R = Zgn, n > 2, G(z) € R[r| —ormedennpiii MHOTOU/ICH IIEPHO/IA
T(G)=(2"-1)/d, G(z) = F(x), us(0) = 1 amst Bcex s = 0,1, ..., d—1. Torma st kax1oii
dbyuxunu f € D,,(F) BBIIOJHEHO HEPABEHCTBO

2(n—1)
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O JOCTUKMMOCTHU HUYKHEN OITEHKU YNCJIA BEHT-OYHKITUI
HA MVIHVMAJIbHOM PACCTOAHNN OT BEHT-@YHKIIVN
13 KJIACCA MSIIOPAHA — MAK®APJIAHIA!

1. A. Beikos

Uccrenyercst auxnss ornenka 2271 — 27 auca GenT-byHKImil Ha MHHUMAILHO BO3-
MOXKHOM PaCCTOIHUHU 2" 0T HEKOTOPOH MCXOoAHo# OeHT-QyHKINN n3 Kaacca Mbaitopa-
na — Mak®@apnanga Ma, ot 2n nepemenubix. ChopMyInpoBan KpUuTepuit eé 10CTu-
KUMOCTH Jijist (bYHKINN B anrebpandeckoM npejacraBieHun. KOHCTPYKTUBHO JOKa3a-
HO, 9TO B C/Aydae n = p* s mpocroro p =% 2,3 ¥ HATYPaJbHOTO k OI€HKA TOYHA.

! PaboTa BBEITOMHEHA IIpH HOJAEpKKe MaTeMaTHuecKoTo IeHTpa B AKaJeMTopoaKe, coryamenne ¢ Mu-
HHUCTEPCTBOM HAYKHU U BbICHIEro obpaszoBanus Poccuiickoit @enepanun Ne 075-15-2022-282.
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HOKaBaHO, 4qTo HeO6XO,ZI;I/IMbIM yciaoBueM AJOCTU2KUMOCTU OLEHKU fBJIACTCH IIOCTPOCHUE
dyukimn u3 Mo, mo APN-nepecranoBke, MHOXKECTBO 3HAUEHUN KOTOPOH Ha JIF0O0OM
aPUHHOM TOATPOCTPAHCTBE PAa3MEePHOCTH 3 He dBJsgeTcd ahdUHHBIM TOANPOCTPAH-
CTBOM.

KmroueBble ciioBa: benm-gpyrryusa, 6yie6a Gyrkuyus, MUHUMGALHOE PACCMOANHUE,
xaacc Matiopana — Max@apranda, nudichas ouenka.

Bsenenue

[Iyctb Fon — KOHEUHOE TTOJIE U3 2" 3j1emenToB. lajee pyHknum paccMaTpuBaioTcs HaJl
nosigMu. OTMeTHM, 9TO JJIs Hepexoja K 6ojiee TPUBBIYHOMY ITPEJICTABICHUIO HAJl BEKTOD-
HBIM TpocTpancTBoM FJ mocraTouno 3adukcnpoBath B nose Fon HEKOTOPHIH Oa3uc Ha Fy.
Oyukiust f : Fon — Fy HasbIBaeTca 6yaesoli gyurxyuetd or n mnepeMeHHbIX. Paccmoanu-
em XommuHza MexRTy nByMs OyaeBbIMU (DYHKIUAME f, ¢ HA3BIBAETCS YHCJIO apTyMEHTOB,
HA KOTOPBIX WX 3HAUYeHWs pazandatorcs. Addgdunnot HasbiBaercs OyaeBa (yHKIuUs, cTe-
eHb KOTOPO# He npeBocxoauT 1. ByneBa ¢pyHKmusg or 9éTHOTO YucIa MepeMeHHbIX 2n Ha-
3bIBaeTCs benm-dynryuet, ecii paccTosgHue oT Heé o OamzKaiiieit adpdunnol GYHKIUN
MaKCHMabHO 1 pasHo 22771 — 27~1 B jangbmeiimenm OygeM paccMarpuBaTh OeHT-(DyHK-
muu ot 2n nepemenubiX. [lycrs mn, dyukmus trl : Fon — Fom, onpegenénunas kax
tr? (2) = ¥ + 22" + - + 22", naseBaerca wacmuunbim caedom u3 monst Fan B ero
noamnose Fom. Knace 6ent-pynknuit Msiiopana — Mak®@apaanga Mo, coctout us (yHK-
IAHA BUOA

trf (z7m(y)) + ¢ (y),

rje 7 : Fon — Fon B3aummuo onpozunauna u ¢ : Fon — Fy — npousBosbuag OysieBa (pyHKIuS.

Mwurumasipabie  dyukiun udydanuch B 1960-x tr. B8 CCCP B. A. EnuceeBbim  u
O.II. CremvenkoBbiM [1], a Tepmun «bent-pyuxuuy 11 nux seeaén O. Porxaycom B [2].
Otmerum, uTo EnnceeBbiM HecsteioBasics u kaace Maitopana — Mak®Papianga. benr-dynk-
A UHTEPECHBI KaK CBOMMHU SKCTPEMAIbHBIMU 3HAUECHUSIMH HEJINHEHHOCTH, TaK W MPHIO-
JKeHUSIMHA B KpUITorpadun, TeOPUN KOJAUPOBAHUSI, TEOPUH CUMBOJIBHBIX IIOCJIEI0BATEIbHO-
creit. B pabore uccienyrorca oanzkaiiime 6eHT-QyHKINT K GYHKIAAM U3 Kjiaacca Maitopa-
na — Mak®@apJstania. VI3BecTHo, 9TO pacCTOSHUE MEXKTY ABYMS Pa3IudHbIMU OeHT-(DYHKITH-
SIMU OT 2n TepeMeHHbIX He MeHee 2" (DYHKINYM HA JTAHHOM DACCTOSHUY U3YYaJuch B [3-7).
B [6] nostyuen siBHBI BU Beex yHKIMI u3 Moy, HA MUHEMATHLHOM DACCTOSHUU OT MCXO/I-
HO¥ hyHKIME U3 Moy, 1 JaHa CJIEeAYIONas HUZKHSIS OIEHKA 9HCIa BCeX OeHT-DYHKIUIA Ha
9TOM PACCTOSIHUM:

Vreepxkaenue 1 (H. A. Komomeen, 2017). Nmeerca me mMenee 227! — 2" Genr-dynk-
Uil Ha MUHEMAJIBHOM paccTosunn or hyHKnuu u3 Mos,. Bee yurénnnie 31ech GenT-pyHK-
UM TAKKe JIeXKAT B KJjacce Mao,.

B [7] yrounén kpurepuii npuHaiekHocTH DYHKIUN HAa paccTossaun 2" or dbyHKIUI
3 Ms, K Kaaccy 6eHT-QYHKIUI 1 JT0Ka3aH0, YTO HUKHASA olleHKa 22T — 27 jocTmxknma
B ciydae npoctoro n > 5. HeobxomumbiM yea0BHEM JIOCTUZKUMOCTH ONEHKH Jijisi (pyHKIUN
tr] (xm(y)) + ¢(y) € My, aBisiercst UCIOIB30BAHUE B KAYECTBE T B3aUMHO OJHO3HATHOI
APN-dyuKIUNI.

B nacTosamieii paboTe moKazaHo, UTO ONeHKa JOCTHTaeTcs H B ciydae n = p¥ mis mpo-
CTOTO p U HATYPAJBHOTO k, & TaKzKe TO, UTO JJI €€ JOCTHZKEeHUs HeoOXOINMMO, 4TOOBI Tepe-
cranoBka B Oenr-gyuknuu u3 May, Obuta APN-dyHkneil, MHOZKECTBO 3HAYEHHIT KOTOPOi
Ha JII060M aHUHHOM TOANPOCTPAHCTBE PA3MEPHOCTH 3 He ABJsdeTCsd adOUHHBIM MOAIPO-
CTPAHCTBOM.
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1. JoCcTHKUMOCTh OIEHKH B ciaydae n = p*

Bseaém neobxomumbie onpeesienus. Jlobas Oyiesa dyukims f OT n epeMEHHbBIX [IPe/I-
on _

1
craBuma B Buje f(x) = tr} < ckxk), rae ¢ € Fon. Takoe npejcraBieHne He e UHCTBEH-

k=0
HO, OJJHAKO ero MOXKHO ciejaarh TakuM [8]. @yukuus F : Fon — Fon, onpenenénnas kak
n—1
k . .
F(x) = > apz® + ag, tae ag,. .., q,, nassiBaercs aggunnot. Tox aunetinvm nodnpo-
k=0

cmparcmeom noas Fon Oyaem nMeTh B BULY aJINTHBHBIE TOATPYIIH Fon. COOTBETCTBEHHO
agppurnvim noonpocmparcmeom U noas Fon HazoséMm U = a+ L, e a € Fon u L — niuneii-
HO€ MTOIIIPOCTPAHCTBO Fon. YHKIMS HA3BIBACTCS adihurtotl Ha nodnpocmpancmee, eCin eé
cyzkeHue Ha nojupocrpanctso U coBlajaer ¢ cyxkenueM HeKOTOpoit adpdunnoit dpyuxkimn
Ha U. Onpenennm muoxkectBa F'(S) = {F(x) : x € S} u ¢S = {qy : y € S} s nobwix
S C Fon, ¢ € Fon w F' : Fon — Fom. Ormernm, uro B mose Fon dyHKIHMS oOpalmeHus
snemenTa F(z) = 2" 72 gapiagercsd B3auMHO OJIHO3HAYHOI.

OcHOBBIBasICh HA KpuTepuu u3 paboTsl [7], cchopmynmupyem Kpurepuii JTOCTHKHUMOCTH
HUXKHEH OIlCHKH.

Vreepxkaenune 2. Ha paccroguun 2" or 6enr-bynkuuu f(x,y) = tr} (x7(y)) + ¢ (y)
3 My, ae:kuT B TouHOCTH 22" — 2" GenT-dyHKIMil TOrAA W TOJBKO TOTJA, KOTAA /IS
Jodoro adpdunnoro noanpocrpancrsa £ C Fon pasmeprnoctu k, 2 < k < n, BBIIIOJHEHO
OJIHO M3 CJIEAYIONINX YCJIOBMHIA:

1) 7(E) ne spasercs adpDuHHEBIM TOIPOCTPAHCTBOM Fon;
2) tr? (H(y)r(y)) + »(y) nme addunna wa E nag moboii addunaol byHKIMK
H . F27l — F27L.

Temeps Mozkem 000OITUTH JOCTATOUHBIE YCJIOBUS JOCTUKUMOCTU HUXKHEH OIEeHKHU JIIs
dbyuKIIN U3 My, OT cIydas mpocToro n > 5 1o caydas n = p¥ s npocroro p # 2,3
1 HaTypajbHOro k. llpw TOM, Kak M mpexk/e, B KadecTBe IMEePECTAHOBKH HCIOJIb3YeTCsI
byHKIIHUA 0OpaIeHns JIeMeHTOB B TOJIe.

Teopema 1. Ilycrn n = pF, tme p # 2,3 —1upocroe, k— narypaibnoe u yHKIHs
§ : 5, — T3, makas, uro §(z) = 6(y) s 00bix z,y € F,, yiosiersopsiomux vy~ 1 € Fop.
IMycre takxe f(z,y) = tr] (zy*" 72) + p(y) € My, raxas, uaro ¢(gz) = ¢'(6(¢)z), rae
z € Fop, q € F5, u Oynesa dyuknus ¢ : Fop — Fy me apaserca dbyuknueit Buga

V(z) = co + trf (clz21*1 S cp,lzﬂ_l*l) X szQp,ly 0

2 € Fop, co,¢p € Fo, ¢1,C0, ..., Cn1 € Fop. Torga auist f cymectsyer posro 227+ — 2™ Genr-
bYHKINI Ha MEHEMAJIBHOM PACCTOSHUM OT Heé, T. €. PACCMATpUBaeMas OlleHKa, JOCTUTACTCH.

3ameuanue 1.

*

1) TIpocrpancTBo Forn MOXKHO pa3burh Ha JuHeRHBbIE nognpocTpancTBa ¢Fop, ¢ € F3,,
IIEPECEKAIOIIUECs TOJIBKO B HYJIE, IPUIEM OJHO M TO K€ MOJIPOCTPAHCTBO MOXKHO
OIKCATh ¢ MOMOIIBIO JIIDGOI0 HEHYJIEBOIO ¢ U3 ITOTO MOIIIPOCTPAHCTBa. Ilpu sTOM
dbyukuus § obecneduBaer, YTO BCe HEHyJIeBbIe JIEMEHTHI KazKIOTO MOAMPOCTPAH-
crBa qFop 0TOOpAZKEHBI B OINH U TOT 2Ke 3j1eMeHT [, nHe3aBucumo or BeIOOpa ¢ € I,
g qFop. TloaTomy onpenesienue (yHKIUA (0 KOPPEKTHO.

2) Hng dyukuuu ¢ BepHBI pe3yabTaThl, J0Ka3aHHbIe B |7|. B 9acTHOCTH, MOKHO HOKa-
3aTh, 4T0 (bYHKIIUI, He yI0BJIeTBOpsAIomuX yeaosuio (1), B Tounoctu 22 — o' P2 o
pu JIOGOM MPOCTOM P > 5 MOKHO HCToNb30Bath ¢ (y) = tr] (y°) m ¢’ (y) = trf (y').
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3) TTockoabKy cyrmecTBYIOT GYHKIUH 0 U ', TO CYMECTBYIOT U (DYHKIUA @, YIOBIe-
TBOPSIONINE YCJIOBUIO.

Takum obpaszoM, myTém mnepebopa 0 u ¢’ TeopeMa 1 IMO3BOJILET IBHO KOHCTPYHPOBATH
GYHKIMH, I KOTOPBIX OIEHKA JIOCTHIAETCS.

2. YcuneHue HEOOXOAUMOTO yCJIOBUSA JOCTUYKUMOCTH OIEHKU

[Tpuseném oxuo u3 onpenenennit A PN-gynxyuu — 1o dyuknus Buga F : Fon — Fon,
Takasg, 9TO HU JId Kakoro addunnoro noamnpocrpancrsa U C Fon pasmepnoctu 2 06-
pa3 F(U) ue apusiercs adGUHABIM TOATPOCTPAHCTBOM Fon.

B pa6ote [7| mokazano, 4T0 HEOOXOIMMBIM YCJIOBHEM JOCTHKUMOCTH HUYKHEH OIEHKH
siByIsteTcst ncnob3opanne APN-niepectanopku B ucxoanoit 6enr-pyukinnn u3 Mo,. s ycu-
JIEHUSI 3TOTO YCJIOBUsI HAM TOoTpedyercs ciaeayiomiee cBoitcTBo APN-dyHKImii.

Teopema 2. Ilycrs F' : Fon — Fon — APN-dbyukius, ¢ : Fon — Fy — OysieBa dynk-

nust, U — adbduunoe noaupocrpanctBo Fon pazmeprocru 3 u >, F(x) = 0. Torma cyrie-
zelU
creyer adpdunnas Gyuxmus H : Fon — Fon, Taxas, aro ¢(z) + tr} (F(z)H (x)) asiserca

appunnoit pynknueit na U.

OrmeruM, 9To B 9T0i1 hopMyIupoBKe BMecTo yeaosus y . F(x) = 0 MOXKHO HCIIOTB30-
zelU
BaTh Oostee cuibnoe yeaosue: F(U) — adbdunnoe noanpocrpanctso Fon. C moMompo 31oro

croiicrBa cyxennsi APN-dyHKnmit Ha moampocrpancrsa pa3sMepHOCTH 3 MOXKHO YCUJIUTD
HEOOXOIMMOEe YCJIOBHUE JIOCTHKUMOCTH HUZKHEH OIMEHKH.

Teopema 3. Ilycts f(z,y) = tr] (x7(y)) + ¢(y) € Moy, x,y € Fon u a1 HEKOTOPOTO
addunnoro nopnpocrpancrea U C Fon pasmepnoctu 2 wiu 3 Bepuo, uro 7(U) — rakke
acppunnoe noganpocrpancTBo Fon. Torma uncio 6eHT-QyHKIHI, JezKANNX HA MUHIMAJIbHOM
PaCCTOSHUT OT f, CTPOTo OObINe HuzKHeil onenkn 227 — 27,

Takum ob6pazoM, HEOOXOIUMBIM YCJIOBUEM SBJIAETCS TO, UTO 7 He TEePEeBOIUT HUKAKUE
apduHHBIE MOJAIPOCTPAHCTBA pa3sMepHocTu 2 u 3 B adpdunnble nojaipocrpancrsa. JApyruvu
ciaoBamu, T nokHA 06T APN-1IepecTanoBkoii, KoTopas He mepeBoauT HuKakne ad)puHHbIE
HO/ITPOCTPAHCTBA pa3MepHOCTH 3 B apPUHHBIE TTOIMTPOCTPAHCTRA.

OTcro1a MOXKHO TIOJTYIUTh TaKyKe HeJOCTHKHUMOCTH ONEHKHU mpu n = 2, 3.

CnencrBue 1. lasn = 2,3 ue cymectByer 6enT-dyHKInn n3 Mo, HA MUHIMAJIbHOM
PACCTOSHUT OT KOTOPO#t JIesKUT B TouHocTH 227+ — 2" Genr-ynxmmit.

OrMmeruMm, 9To Bonpoc cymecTBoBanus APN-nepecTaHoBOK mpu 9ETHOM 1 2> 8 ABJISI€TCS
orkpeiThiM u u3Becren Kak «The Big APN Problems. B To ke Bpemsi Mbl niojiaraem, 4to
paccMarpuBaeMas OINEHKA JIOCTUTACTCS MPH HEYETHLIX N > 5.

Il'umoreza 1. s yoboro HewéTnoro n > 5 cymecTsyer OeHT-pyHKIHS u3 Mo, 115

KOTOPOH KOJIn4ecTBO OeHT-DYHKIUI, JIeyKAIUX HA MUHUMAJILHOM PACCTOSHUU OT HEE, PABHO
22n+1 —_9n,
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HEKOTOPBIE KJIACCHI YCTONYNBHLIX ®YHKIII
HAJI KOJIBITAMMU TAJIVA I X JINHENHBIE XAPAKTEPUCTUKUI

O. B. Kamnoscknit, K. H. [lankos

OmpeesisteTcs TuHEHHAST XapaKTePUCTUKA (DYHKINH, 3aJaHHBIX Ha, KOJbIle [anya, Ko-
Topas 33TaéT «OJUM30CTH» PACCMATPUBAEMBIX (PYHKINNA K KJIACCy BCeX adPUHHBIX
QyHKIME FaHHOTO KOIBIA. CTPOSTCS HEKOTOPBIE KJIACCHI YCTOMYMBBIX (DYHKIUH HaT
xoJibltaMu ['ajiya u oneHuBarOTCS WX JHHEHHBIE XapaKTEePUCTHKH.

Kimrouesbie ciioBa: duckpemuvie pynxyuu, yemotuusve Gynxyuu, xoavya laaya,
AUHETHAA TAPAKMEPUCTIUKG DYHKUUTL.

Bsenenue

Bazxxnoit 3amadeit kpuntorpaduu SBIAETCA MTOCTPOEHHE YCTOWYIUBBIX JUCKPETHBIX
dyHKIMH, 10CTATOYHO <«YJAAJIEHHBIX> OT KJjacca Bcex adduuubix QyHKiuit. Yeroiiuupbie
JABonYHbIE (DYHKIMH HCHOIB3YIOTCA B IIPOTOKOJAX KBAHTOBOIO pacipeesenns Kiaodei [1].
Taxwme (yHKIMN 329aCTYI0 YIACTBYIOT MPHU MOCTPOEHUH KPUTITOIPADUIECKUX TTPUMUTHBOB
COBPEMEHHBIX CHMMETPUYHBIX AJIIOPUTMOB IH(PPOBAHUSA U IPEJICTABIAIOT HHTEPEC IIPH CO-
3JaHUU TTOCTKBAHTOBBIX MEXaHU3MOB 3alTUTHI HHMpOPMAIUN.

Temaruka, cBsg3aHHas C MOCTPOEHUEM 110/00HBIX (DYHKIMH, 3HAYUTEIHLHO LpopaboraHna
It carydasi QYHKIU, 33JaHHBIX Ha KOHEYHBIX NossiX [2-5|. Veroiiuusbie DyHKIMN HaT
KOJIbIIaMu [aya, KOTOPhle BKJIIOYAKOT B ce0sl BCE KOHEUHBIE TOJIST U IPUMAPHBIE KOJIbIA
BBIYIETOB, H3YUeHBl 3HAYUTEIHHO Menbiie [6]. B pabore [7] mosydeno onucanne Koppessau-
OHHO-UMMYHHBIX U YCTONYUBBIX (DYHKIMIA, 33 IaHHBIX Ha MPOU3BOJBLHBIX KOHEUHBIX ajida-
BHTAX B TEPMUHAX CIEKTPaIbHBIX Ko3dduimenTop ¢pyuknuit. Kpome Toro, B 3Toit padore
HOCTPOEHBI KJIACCH YCTONYUBLIX (DYHKIHI HAJ KOHETHBIMU TIOJISIMIA, HMEIOITUX MAKCHMAJTh-
HO BO3MOYKHYIO aareOpandecKyio CTeleHb.

Jlannas paboTa IOCBSIIEHa BOIIPOCAM IOCTPOEHUS YCTORIUBBIX (DYHKIUN HAJI KOJTbIAMA
[astya, mocraTodno yaaJéHHBIX OT adpduHHBIX PyHKIUi. B KadecTBe Mepbl MPUOIHKEHHS
UCIIOIB3YeTCsI JIMHEeHHAasd XapaKTepUCTuKa, KoTopas i (hYHKIUHA HaJl KOHEUHBIMHA I10.I5-
mu npejioxkena B [8]. JluHeiinas xapakrepucTuka, Kak u (yHkius «bamzoctby u3 9] un
dbyukius «cormacue» u3 [10], ocHOBaHA Ha MOXOXKHUX CBOMCTBAX, OJHAKO JMHEHHAS Xapak-
TePUCTUKA BBHILJIAAUT OoJjiee ecTecTBeHHO U Ipoine. OHa COBIaaeT ¢ MaKCHUMAJIbHBIM II0
MOYITI0 KoabdurmenToM Koppesiuu [11] Mexk iy ¢ToabmoM 3HaueHuil TucKpeTHOi (hyHK-
UK U cTOJI0IaMu 3HadeHuil BcexX ahGUHHBIX DYHKIHIA.
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1. JIuneiinas xapakrepuctnka pyHKHuii u ee cBoiicTBa

[Iycrs R = GR(q¢!, p') — npoussonbnoe xoubuo lanya us ¢! siemenros, umeromee xa-
pakrepuctuky p', rme ¢ = p'; p—upocroe WHcIo; t, | — HATypaJbHBIE YHCIA [12, 13].
Paccvorpum dyukmuio f @ R" — R 0T n mepeMeHHBIX, 33JaHHYI0 Ha Kojbie R. Bymem
HCI0JIb30BaTh 00o3Hadenue [ = f(xy,...,2,) = f(X), nae x = (x1,...,2,).

[pynma Beex aJIUTHBHBIX XapaKTepoB Koubia R (romomopdwusmos rpymmsr (R, +)
B MYJbTUILIHKATHBHYIO TPYIINY TOJS KOMILIEKCHBIX YHCET) COCTOHT W3 TOMOMOp(dhH3-

MoB |14, 15]
tr (az
Xa(T) = exp {QWiM} , TER,
p
rie a € R; Ry = {0,e,2e, ..., (pl —1)e} —noaKobI0 KOTbIA R, MOPOXKIEHHOE eUHUIIEH €;

R o
try, — byHKIEA «cen» u3 Kombla R B moakombio Ry. B qanapreitmem Gyem HCmomb30BaTh
0003HAYEHNE Y = X, /I KAHOHUYIECKOI'O IIMTUBHOIO XapaKTepa.
Koaddunmenrom kpocc-koppessamun Mexay dynknuavu f(x) n g(x), cOOTBeTCTBYO-
UM JIEMEHTY @ € R, Ha3bIBAIOT KOMILIEKCHOE THCJIO

Colfr9)= 22 xlaf(x)—g(x)).

T1,...,2n€ER

Monyiab koadbdunuenta C,(f,g) xapakrepusyer «Bam30cTb» Mexkiay byHKuuaMu af (X)
u g(x). Yem mennbmie Bequauna |C,(f, g)|, Tem Gosble OTIHYAOTCS APYT OT APYTra Pac-
cvarpuBaembie dyukun [11].

O6o3naunm depe3 A, (R) MaO)KecTBO Beex adduaHbIX QYHKIHIT ¢(X) OT 1 mepeMeHHbIX
HaJ[ KOJBIOM R, T.e. dyHKINil Buga

g(X) =ag+ a1+ ...+ a,Ty = Qg + <a,x>,

rie ap € Ry a= (ay,...,a,) € R™
JIuneitnoit xapakTepucTHKON (pyHKIHN f HA30BEM YHCJIO

C(f) = Calf.9)l.
(f) = max  max [Calf.9)l

PaccmorpuM, kak Begér cebs mapamerp C(f) B wactaHoM ciyuae R = GR(2,2) =
= GF(2) = {0, e}. B sroit curyanuu | =1, a = e,

Y

R _ _ _ _
exp {27TiTrR0 (le(X) o lalxl - anxn) } = (—1)f(X)®ao@a1x1®...EBanrn
p
Mo ysb Koaddurmenta Kpocc-koppessinnu Ce(f, ag® (a, X)) paBen Mouy/o koabdurmenra
Yoama — A gamapa

Wf(a) = Z (_l)f(x)€9a11’169-..€9ana:n
21,0y 2n €GF(2)

Oynesoit (byHKIHKH [ W CIpaBeIINBO PABEHCTBO

C(f) = max |Wy(a)l.

acGF(2)»

OTMmeTuM, YTO B JIBOMYHOM CJIyYae JIJIsT U3MEpPeHUs YAATEHHOCTH (DYHKIUU OT KJiacca
Beex adbuHHBIX QYHKIMA 4acTo MCHoab3yIOT HesmuHeiiHocTh nl(f) Gynesoit dyukiun f.
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Ona paBHa PACCTOAHUIO XIMMHUHTA MEXKIY CTOJONOM 3HAUYeHWH (DYHKIUU f U cTOJOIaMU
sHaveHnii Bcex adpOUHHBIX MBOMYHBIX (DYHKINHA OT 1 epeMeHHbIX. M3BectHo [16], 4To

1
1 — 2n71 _
i) 2 iy

Wi(a)] =271 = C(f)/2.

YKaxKeM HeKOTOpbIe CBOMCTBA JTUHeHHON XapakTepucTuky dhyHKIuH. O003HAUYNM depes
N(f,g,b) aucao Bcex BekTOpoB X € R", Takux, uro f(x) — g(x) = b.

Vrepxkaeuue 1. Jlus Becex g € A,(R), b € R ciipaBe/yiuBa OlEHKA
I(n—1 ¢ —1
IN(f,9,b) — ¢V < ——=C(f).

Takum obpasom, deM MeHbIe JguHeiiHas xapakrepuctuka C(f), Tem GamKke BeIUITHA
N(f,g,b) x cBOEMY ecTecTBEHHOMY <«Cpejimemys 3Hadenuio ¢/,
[IpuBenéM HUKHIOW OIEHKY /sl JIMHEHHON XapaKTePUCTUKN.

Vreepxkaenue 2. Bepna omenka C(f) > ¢"/2.

Jamum onmcanne GeHT-(YHKIUA B TepMHHAX JIMHEHHOH XapakTepuctuku. OyHKIUIO f
nazosém Genr-yukiueii |9, 10, 17|, eciu |Cy(f, 9)| = ¢"/? mns Beex a € R\ {0} u g(x) €
€ A,(R).

YrBepxkaenue 3. Dyukius [ saBiagercsa OeHT-QYHKIHEH TOrIa U TOJBKO TOIa, KO-

rna C(f) = ¢"/?, 1. e. HepaBeHCTBO U3 YTBEPKICHIA 2 OOPAIIACTCH B PABEHCTBO.

2. KoppeadaimoHHO-UMMYHHbIE€ U yCTOWYnBbie (DYHKIUN

[Iycte k —narypasbaoe [ucsio. Jasg J0ObIX 3J€MeHTOB ai,...,ar € R u pasand-
. . al,...,0k
HBIX 9HCeNT iy,...,10, € {1,2,...,n} obosHaumm depes fi """ dyHKIHIO, TOTYUeHHYTO U3
f(z1,...,2,) duKcanueit nepeMeHHBIX T;,, . .., %;, 3HAUEHUAMH A, . .., Ay COOTBETCTBEHHO.
Hazosem dpyakmmio f KOppeISIUOHHO-UMMYHHOR TOPsiiKa k, €CIu 11 BCeX g, . . ., ax € R,
U1y, 1, TAKUX, 9T0 1 < 17 < ... < 1 < N, ¥ Bcex 2z € R jig npoodpa3oB 3JeMeHTa 2 1pu
Jeficrpuu orobpazkenuit [ u f BepHo paBeHcTBO
-1
(fa1,...,ak)*1 (Z) _ ’f (Z)|
(AR - gl )

Hazosém dyuknmio f cOajaHCHPOBAHHOMN, €cu Jjid BCeX 2 € [ BBINOJHEHO COOTHO-
menne |f71(z)] = ¢'" V. Koppensiuonno-ummynnyio nopsaxa k dbynkmmio f, Koropas
sABJIgeTCd cOAJaHCUPOBAHHOM, HA3BIBAIOT eIlé k-ycTolduBoil (byHKIHEI.

Herpynno 3ameTuTsh, 9TO ecin GpyHKIUS SABJIAETCS KOPPEIIITUOHHO-UMMYHHON MOPS/I-
Ka k, TO OHAa SBJIAETCA KOPPEIAdNMOHHO-UMMYHHON mopsiaka k — 1. Ecom dyakmusa f
sBjisiercst 1-ycroitamBoit, To f cbamancuposana. CbOasancupoBaHHbie (DYHKIIUH CUATAIOT
O-ycroituuseivu. O6o3Ha4uM 4epe3 ||al| 4uc/ao HeHyaeBLIX KOOPIHHAT BEKTOPA .

[TpuBeiéM HECKOIBKO M3BECTHHIX (DAKTOB, CPOPMYIUPOBAHHBIX B TePMHUHAX KOdDDu-
IMUEHTOB KPOCC-KOppeasdnuu hyHKIHH.

Teopema 1 [7]. Pyskums f : R" — R saBasgercs KOPpeJsIuOHHO-UMMYHHON MOPsi/i-
Ka k Torja W TOJBKO TOIJa, KOrja Juisi Kaxkaoro a € R, takoro, uto 1 < ||al| < k, npu
Beex a € R\ {0} umeer mecro pasencrso Cy(f, (a,x)) = 0.

Vreepxkaenue 4 |7|. @yukuus [ saBiasgercs cGaTaHCHPOBAHHONW TOLJA M TOJBKO TO-
raa, korga C,(f,0) = 0 g Beex a € R\ {0}.
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Takum 00pa3oM, CpaBeIUB CACTYIONNN KPUTEPU k-YCTONINBOCTH (DYHKITHH.

CaencrBue 1. |[7| ©yuknus f : R" — R sBasercs k-ycToH4uBON TOrJA M TOJBKO
TOrJa, KOrAa s Kaxaoro a € R™, rakoro, aro 0 < ||a|| < k, upu Bcex a € R\ {0} umeer
mecro paseHctBo Cy(f, (a,x)) = 0.

Ilyets g1, ..., gp+1 — NPOU3BOJIBHBIE TIOJCTAHOBKU Ha MHOYXKeCTBe R,

f(xlv R ’xn) = gn—l—l(gl(xl) +...+ gn(xn»

Hecsioxxuo nokasarb, 4ro takast Gynkuus [ ssisercs (n — 1)-ycroiiuumBoil u kjacc
k-ycroitunBbix (DyHKIIMI HE TYCT TPH KaXKJIOM k < n.

3. HekoTopbie KOHCTPYKIIUU k-yCcTOHUYUBBIX (DyHKITHH
IIycrs R = GR(¢', p') = {r1,...,r4}, fr, : R*' = R— dyukuun or n— 1 nepeMeHHbIX,
rne i =1,...,q¢". Sagamum dyukmuio f : R" — R no npasuiy

fr(@a, ... xy), ecam zq =11,
flxy,zo, .. ) = Q' O
frqz(x%---,ﬂl?n), eCII T = Ty,
Oynkmuio f OyneM HasbBaTh pa3perTBieHWeM GYHKIUH fr, ..., frql. Ananornuynag KoH-

crpykiust [yt 6yaeBbix (yHKIuiA paccMoTpera B padore [2].
Teopema 2. Tlycrs dbyukius f mocrpoena 1o npasuiy (1). Torma:
1) dyuknus [ cbasancnpoBaHa TOTAA M TOJIBKO Toraa, Korga st Beex a € R\ {0}

Ca(fTUO) +...t Ca(f?“qzﬂo) =0;

2) ecan bysRIMA fio, ..., frqz SIBJISIIOTCSL KOPPEJISIIIUOHHO-UMMYHHBIMI TOPsiIKa Kk |
Co(fry,0)=...= C’a(frql ,0) mst Beex a € R\ {0}, o dyukmus f apasercs Koppe-
JISIITIOHHO-MMMYHHO# TIOpsiIKa K;

3) ecau byHRIMA fof) ..., qul ABJAAIOTCH k-yCTONYUBBIME, TO U DYHKIUA f ABIgeTCA
k-ycTOiR4InBOIA;

4) nuHeiiHbIe XapaKTePUCTUKN (DYHKINI CBA3aHBI COOTHOITEHHEM

C(f) S CUfn) 4.+ C(f)).

CaencrBue 2. Ilycrs dynkuus f mocrpoena mo npasuay (1), vae f. ..., qul — OeHT-
dyHKIUA, TOT/A JUHEHHAS XapakTepucTuka (pyHKIun f yI0BIETBOPSET HEPABEHCTBY

C(f) < q(n+1)l/2.

[Tpumenum xoucTpykmuio Maiiopana — Mak®@apiana Jjasi TOCTPOCHUS YCTORUUBBIX
dbynknuii. [Iycrs R = GR(¢', p'), n = 2k, ¢ : R¥ — RF —npeobpazopanue Ha MHOKe-
cre RF ¢ xoopauHATHBIME (DYHKIUAMEA Q1 . . ., Pk, T. €.

p(x) = (p1(x), ..., u(x)), x€R"

Jng npoussoabnoil pyukmun b : R¥ — R u Beex x, y € RF onpegennv dpynkmuio f : R® —
— R paBeHcTBaMu

f(xy) = {p(x),y) + h(x) = er(X)y1 + .. + @e(X)yx + h(x). (2)

B [6] mokazano, uro ecin (R*) C (R*)*, rae R* — My/IbTHIUIMKATHBHAS IPYTITIA KOJIb-
na R, to dyukmus [ asasercsa (k — 1)-ycToituuBoit.
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Teopema 3. Ilycts dyukuus f onpenenena pasenctsom (2). Torma ecn [ (c)| <t

nuisg Beex ¢ € R, 1o nmueiinas xapakrepucruka GyHKIHN [ yIOBJIETBOPSIET YCIOBUIO

C(f) < tg"®=".

OneHkK# U3 TeopeMbl 3 SBJIAI0TCs Haubosee TOUYHBIMU B caydae, Korma [ = 1, .e. R =

= GF(q) —noute u3 ¢ snementos. Ecim npu stom ¢ = 1 (¢ —nojcranoBka Ha R), 10 mosy-
auTCsl W3BeCTHBIN Kaace GenT-dynknunit Maitopana — Mak®@apaana [18, 19).

10.

11.

12.

13.

14.
15.

16.

17.

18.

19.
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VIIK 519.7 DOI 10.17223/2226308X /16 /6

O COXPAHEHUN CTPYKTVYPHI IIOAIIPOCTPAHCTB
BEKTOPHBIMUI BYJIEBBIMU ®YHKIINAMN!

H. A. Kosomeer

PaccmarpuBaerca coxpanenne dynkmueit F': [y — F5' ctpykTypsl adpdunHOTO IOI-
upocrpatcrea U C FY, 1. e. cayuau, xorga F(U) = {F(z) : © € U} asasierca ad-
durEBIM mOgTpOcTpancTeoM F5'. IlpuBoguTCs ¢BA3L MaHHOTO CBOMCTBA C HATHYHEM
y F KOMITOHEHTHBIX (DYHKIIUN, OrPAHUYEHUs] KOTOPBIX HA PACCMATPUBAEMOE OJIIPO-
CTPAHCTBO SBJIAIOTCs [MOCTOSIHHBIMU, 3 TaKXKe C OIEHKAMU HEJMHEWHOCTH U THOPS-
xa auddepernraabaoil paBaoMepHOoCcTH F'. Jl0Kaz3aHo, YT0 MHOXKECTBO Pa3MepHOCTEH
apGUHHBIX TOATPOCTPAHCTE, CTPYKTYPY KOTOPBIX coxpaHseT (pyHKIWT OOpaIIeHus
SJIEMEHTOB TI0JIs Fon, SIBASETCS HAMMEHBIITUM CPEIU BCEX B3AUMHO OJIHO3HATHBIX MO-
HOMUAJBHBIX (DYHKITHIA.

KiroueBbie caoBa: agurtvie nodnpocmpaHcmen, UHEGPUAHMHBIE NOONPOCTNPAH-
cmea, neaunetinocms, Juddepenyuanrvras pasnomeprocms, A PN-dynxyuy, monomu-
aAALHBIE PYHKUUU.

Bsenenue

Bynem nazwiBaTh nodnpocmpancmeom adpdbunnoe noanpocrpanctso U C FI T.e. U =
=a@® L ={adx:2 € L} tne L—nuneiinoe nogupocrpauncrso Fy u a € F}. Byunem
TOBOPHTH, YTO BeKTOpHas Oynesa dyuknua F' : FY — FI' coxpansem cmpyxmypy U, ecan
F(U) = {F(z) : + € U}—mnonupocrpauctso Fy'. Ananoruuno, F paspywaem cmpyx-
mypy U, ecin F(U) ue sBasercst mognpocrpanctsoM F4'. Hazosém momampocrpancrsa Fh
pazmeprocTH 0, 1 1 n mpusuasvHvLMu, TOCKOIBKY JTIOOBIe MoaMHOKecTBa [F) MormaOCTH 1, 2
u 2" gapjistiiorcs nognpocrpancreamu. O6o3nadnm yepes3 (S) MUHEMAJIBHOE 1O BKJIOUYEHUIO
noanpocrpancTso 4, conepxariee MHOxkecTBO S C [F5.

urepec K COXpaHEHUIO /PA3PYIEHUIO CTPYKTYPHI MOAIPOCTPAHCTBA BEKTOPHON OyJie-
BO#l (pYHKIMEH 00YCIOBIEH CBA3BIO ¢ MHBAPHAHTHBIMU HOIIPOCTPAHCTBAME OTOOPaKeHHiA.
3Has Bce IMOAIPOCTPAHCTBA, CTPYKTYPY KOTOPBIX COXPaHseT B3aUMHO OIHO3HAYHAS F, MOXK-
HO OIIPEJIEJNTH BCE MHBAPHAHTHBIEC IOAIPOCTPAHCTBA KAK CamoOil (PyHKIUH, TaK U BCEX
dbynxmuii, adbdunno sxBusasenTbix eif. Hanmomunm, aro muoxecrso S C FJ nassiBaercs
uneapuarmusm oTHOCHTEbHO F) eciim F(S) C S. B [1| npemioxkena ataka, HCIOIb3YTO-
masi HaJmaue y payHaoBoit pyHknun G HeKoTopoit SP-cetn ¢ nk-OUTHBIM OJIOKOM JIMHEN-
noro noanpocrpancrsa L C F5* u a,b € F3*, rakux, uTo

Gla® L)=bo L.

Eciu G — komnosumus ciost S-010koB Sy, . .., Sy, Buga F) — 4 u nuneiinoro npeodbpasosa-
nns Ha F5F 7o HEOOXOMMMBIM YCIOBHEM CYIIeCTBOBAHNS TAaKOTO @D L sBISeTCs cOXpaHeHme
KazKJIbIM S-0JTOKOM S; CTPYKTYPBI IOAIPOCTPAHCTBA

{(1'14_”(1‘_1) . l'n—i-n(i—l)) read L}

jist Beex @ € {1,... k}. D1y noanpocrpancTBa siBIsIOTCs poeKuusMu a® L Ha BX0j1 COOT-
BeTCTBYOMEro S-6/10ka. B 3T70M KOHTEKCTE MOTYT OBITH HHTEPECHBI S-0JI0KH, COXPAHIIOTNE
CTPYKTYPY MHHUMAJIBHOIO YUC/IA TOAMPOCTPAHCTB M T€M CAMBIM YIPOIIAIOIIHE TTPOBEPKY
CYIIIeCTBOBAHUS TaKUX WHBAPUAHTHBIX a B L.

'PaBora somonnena B pavkax roczaganus UM CO PAH (npoekt Ne FWNF-2022-0018).
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Nudopmarusg 06 MHBApUAHTHLIX MOANPOCTPAHCTBAX S-OJIOKOB TAK¥Ke TOJIE3HA B CHJIY
bosibiiero ypoocTa padornl ¢ HuMu. Hanpumep, Bompoc nocrpoenud L Jijisd YIIOMSHYTOM
aTaKM, HAdMHAs C MHBAPUAHTHBIX TOIIPOCTPAHCTB S-0,10K0B, paccMarpuBaercs B [2]. Ecthb
obobIenne JaHHOM aTtaku [3|, mocTpoeHHe HHBAPUAHTHBIX MHOYKECTB JIJisl KOTOPOH MOZKHO
TaKyKe HAIMHATH ¢ S-0J0KOB [4].

Ormernm u mpsimyio cBsizb ¢ APN-dbyukmusamu [5]: F : Fy — FY asasercs APN-byHk-
mueil, ecJin U TOJIBKO ecn [’ pa3pymaer cIrpyKTypy Ja0boro nogupocrpancTsa i pasmep-
HocTu 2. MHOXKECTBO OTKPBITHIX BOIMPOCOB, CBA3AHHBIX € 3THM KJIACCOM (DYHKIUH, MOKHO
Haiitu B [6].

B nmamnnoit paGore MpOIOIZKAIOTCS HCCACIOBAHUSA COXPAHEHHUS CTPYKTYPBI HMOIIIPO-
CTPAHCTB OTOOpayKeHUsIMH, HadaThie B [7, 8]. TIpuBOAUTCS CBSI3b 3TOrO CBOMCTBA € OIIEHKAMHU
Ha HEJUHEHHOCTH U MOPsI0K jiunddepeninaibHoil paBHOMEPHOCTH (DYHKITHH, TTPE/JIOZKEHbI
npuMepbl GYHKINH, rapaHTHPOBAHHO PA3PYIIAIONINX CTPYKTYPY MOAIPOCTPAHCTB HOIBITHX
pa3zMepHoCcTeil, a TakyKe MOKa3aHO HAJMYNE TAKUX TMOANPOCTPAHCTB Yy B3aWMHO OJHO3HAY-
HBIX MOHOMHATHHBIX (DYHKIHHA.

1. HeauneitHOoCTh 1 nmopa1oK nudepeHnnaIbHO PAaBHOMEPHOCTH
Komnonenmuot ynkuneit noisa F' @ FY — F5 wassiBaercs dyukius suga x — (a, F(z))
st Beex a # 0 w3 FY'. Bnecw (a,y) = a1y1 @ ... D apym nipn y € FL
YrBepxkaenue 1. Ilycrs [ : Fy — F' u U — noanpocrpancrso Fy, Torma kak mu-
aivmyM 2M~IEW) _ 1 gommonenTHbx dyrKImit F nocrosHEs Ha U

BouJtee Toro, g B3auMHO OJHO3HAYHBIX (PYHKIIUI CIIpaBeIuB CJIeIVIOMMHA KPUTEPHIA:

Yreepxkaenne 2. Ilycrs F' @ Fy — F3 s3ammuo oxnosnauna m U — mogmpocTpan-
crpo Fy. Torma F' coxpander crpykrypy U, eciium U TOJIBKO €ClIH CPeJd KOMIIOHeHTHBIX
dbyuxuunit F posro 2"~ 4mY 1 nocrognus na U.

Ormernm, uTo OysaeBbl (DYHKIME, MOCTOSHHBIE HA HEKOTOPOM HOIIPOCTPAHCTBE Pa3Mep-
HOCTH k, Ha3bIBAIOTCS k-HOPMATbHBIME [9).

Iopsadkom duddepenyuanvroti pasnomeprocmu 6(G) byurmun G @ u® L — u' & L,
rne L u L' — nuneiinbie mognpoctpanctsa Fy u FL' coorBercrsenno, u € Fy u v’ € FY,
HA3LIBACTCS MUHHMAJBHOE t, Takoe, UTO MpH JIOOBX mapamerpax ¢ € L\ {0} u b € L’
ypasuenue G(x) ® G(r @ a) = b umeer He Gojiee t perieHuil OTHOCUTEJBLHO T € u B L.
MpbI paccMarpuBaeM NOAIIPOCTPAHCTBA MCKIIOUATEIHHO /I KOPPEKTHOIO MCIOJb30BAHEA
napamverpa 0(F|y) asst orpanndenusi GYHKIMA, BCE €10 CBOWCTBA TIOJHOCTBIO COOTBETCTBY-
foT cpoiictBaM O(+) ais dbynrxmmit suga FImL — Fdm LY Benn L] = |/ u §(G) = 2, 10 G
HaspiBaeTcss APN-dbyHKImeii.

YrBepxkaenne 3. llycts F' : F) — FI' coxpangeT CTPYKTypy IOIIPOCTPAHCTBA
U CTFy. Torma 0(F) = 0(Fly).

B obmiem ciydae coxpanenue CTPYKTYPbI HOJAIPOCTPAHCTB ONPEIEJIEHHBIX Pa3MepHO-
cTell He OrpaHuYuBaeT MOPAIOK JudepeHInaIbHOl pABHOMEPHOCTH (DYHKIHH, TPUMEPOM
qero sBageTcs yHKIMsT OOpAIeHNsl JIeMEeHTOB KOHETHOTO TT0JIsT (CM. CJIe YOI MyHKT).
OnHAaKO yTBepXK/IeHHe 3 MOXKeT cpaboTarTh, HAIIPUMED, B CIAEAYIONEM CIyYIae.

IIpumep 1. Ilycts F' : Fy — FY' coxpamar crpykrypy nognpocrpasnctsa U C Fh
pasmeproctu 4, npuaém dim F(U) = 4. Torna F we asasgerca APN-dyHKknueii.

B nomosnHenme K moAIpoCTpaHCTBAM Pa3MEPHOCTH 2, B3aUMHO ofHo3HauHble APN-
dyHKIIMN HE MOI'YT COXPaHATh CTPYKTYPY TaKzKe IMOJAIPOCTPAHCTB padMepHocT n — 1.
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YrBepxkaenue 4. llycrs F': F} — [} B3anMHO 0HO3HAYHA U COXPaHAET CTPYKTYPY
HexoToporo noanpocrpancrsa Fy pasmepnocru n—1. Torna F' ue asisgerca APN-byuknuneii.

OTmeTnM, 4TO cOXpaHeHUe CTPYKTYPHI TOAIPOCTPAHCTB PA3MEPHOCTH 1 — 1 MOXKHO pac-
cMarpuBarh B KoHTeKcTe ¢BoiicTB nojdyukimit APN-byukuun [10].

Ucnonb3ys pesyabrarsr [11] (cm. Takzke [12]), MOKHO ONEHUTH U HeAuHEUHOCMb DYHK-
U, KOTOpas OIpeiessdgeTcd KaK paccTogHne XIMMITHTA MeKTy OMUKaRIIIMu APYT K APYTY
eé KOMIIOHEHTHOU pyHKIMeH 1 adpdunHOi PYyHKIHEH OT TOro »Ke 4uc/ia nepeMeHHbIX.

YrBepkaeHune 5. HYCTB.F : Fy — [FI' coxpansgeT CTPYKTYpPY NOAIPOCTPAHCTBA
U C F3. Torma Np < 271 — 2dimU=1

Taxum obpazom, (pyHKIHME ¢ BHICOKON HEJTHHEHHOCTHIO pa3pyIIaioT CTPYKTYPY HOAIIPO-
cTpaHcTB OosiblnX pasmepHocreit. Hanpumep:

— ecau n HeuéTHOE, TO AB-bynknun (manpumep, dynknun longa u Kacamun) pazpymator
CTPYKTYDPY moampocTpancTs FY, pa3MepHOCTh KOTOPHIX GoJibIe n/2;

— ecau n 4éTHOe, Te ke yHknuu loama m Kacamm paspymaroT CTPYKTYPY HOAIPO-
CTPAHCTB, PA3MEPHOCTD KOTOPLIX Gosbiie n/2 + 1.

2. MounomunagbHbIe (DYHKIIUN

Oyuxmust F : Fon — Fon, rae depes Fon 0603HAUEHO KOHEUHOE T10J1€, COCTOsIIIee n3 2™
9JIEMEeHTOB, HA3BIBALTCI MOHOMUAAbHOT, eCln 1 BeeX x € Fon crrpaBeryinBo

F(x) = az”, tne a € Fon m k € N.

Hamomunwm, 9To Takme (bYHKINM MOXKHO pacCMaTpuBaTh M Kak GyHkun suga Fi — K7,
3adukcupoBap B noje Fon HEeKOTOPBIH Oasuc.

B [7] (em. Takxe [8]) mokazamno, uro (yHKIHsT 0GpAEHHsT JIeMEHTOB 105 Fan, B MOHO-

n __ ..

MHUAJLHOM BHUJIE 3allUChIBAIONIAACA KaK T2 2, cOXpaHsieT CTPYKTYPY TOJbKO OLpeIe e HHBIX
noanpocrpaHcTs Fon pasmeprnocreii k st o6oro k | n. Tlpn He9éTHOM n OHA SIBIISIETCS
APN-dyuknueit. Takum ob6pazom, APN-dyHKIHT MOTYT COXPaHATH CTPYKTYPY MHOYKECTBA
HOJIPOCTPAHCTB Pa3HON pasMepHOCTH. B To yKe BpeMd cieayonias TeopeMa FTOBOPUT O TOM,
97O (DYHKITNIO OOpATeHUS 3JIEMEHTOB KOHETHOT'O OIS MOXKHO CUUTATH OJTHON U3 «JIYUITUX »
CpeJi BCeX MOHOMHUAJIBHBIX (PYHKIUIA.

Teopema 1. Ilycts F' : F} — FJ B3auMHO OJHO3HAYHA W HOCTPOEHA IO HEKOTOPOI
mMonomuanbHOi dyrkunn. Torma ayist Beex k | n dynknus F' coxpaHser CTPyKTypy HEKO-
TOPOro moanpocTpancTsa [y pasmeprocTH k.

Taxum obpazom, hyHKIUS 0OpaIeHs JIEMEHTOB KOHEYHOTO IO/ pa3pyliaeT CTPyKTY-
Py HOIPOCTPAHCTB MAKCHMAJBHOT'O KOJTUIECTBA pa3MepHocTeil. OTMeTUM TaK:Ke, ITO MO-
HOMHUAJIbHBIE (DYHKIIUH — OJIHA U3 CAMBIX PACIPOCTPAHGHHBIX KOHCTPYKIuit APN-byHKInit.
[Ipu 3TOM cpen HUX HeIb3s HAUTH B3AUMHO OJHO3HAYHBIE (DYHKIIUH, KOTOPBIE PDA3PYIIAIOT
CTPYKTYPY BCEX HETPUBHAJILHBIX IIOJIIPOCTPAHCTB IIPU COCTABHBIX M.
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MATPUIILI TPAMA BEHT-®YHKIIUI I CBOICTBA I1OA®YHKIINI

KBAJIPATUYHBIX CAMO/JIVYAJIbBHBIX BEHT-®YHKIINIT
A. B. Kymenko

Bynersa dynmusa or 4€THOTO YHMCHA TNEPEMEHHBIX 1 Ha3biBaeTcs OeHT-(YHKIINEH, ec-
1 oHA uMeer cuekTp Yousma — Agamapa, cocrosumuit u3 auncen +£27/2. Benr-dyukims
Ha3bIBAETCI CAMOJIYaJIbHOMN, €CIM OHA COBIAMAET CO CBOel nyaJbHON GeHT-DyHKITHEId.
Panee aBropom 0b1710 ¢HOPMYTUPOBAHO AOCTATOUHOE YCAOBUE TOTO, UTO MOAMYHKIINN
OT M — 2 NEPEMEHHBIX CAMOJIyaIbHON OeHT-(DYHKIUU OT 1 EPEMEHHBIX, IOy IEHHBIE
bukcaryell MepBbIX JIBYX IEPEMEHHBIX, ABIA0TCH OenT-pyukmusamu. B nacrosmeit pa-
Hore /0Ka3aHO, YTO [JIsi KBaPATUIHBIX CAMO/yaJbHbIX OeHT-(DYHKIINY JTAHHOE yCJI0-
Bue TIpu N > 6 He ABJIgeTCss HeoObxoauMbIM. BBegeno nmoustue «Marpura I'pama OeHT-
dbyHKIMNY, yCTaHOBIEH 00Nt BUI MATPUIILl | paMa OeHT-(DyHKINT W AyaAJIbHON K Heil
dyuxiuu. lokazano, uro ecanm marpuiia ['pama 6eHT-QYHKIUT OT N TEPEMEHHO sB-
Jigerca HeoOpaTumMoii, eé mondyHKIMu 0T N — 2 MePEeMEeHHBIX, oIy IYeHHbIe (brKcarmeit
MEPBBIX JIBYX MEPEMEHHBIX, ABJSIOTCSH OEHT-(DYHKIUAMU. YCTAHOBJIEHO, UTO B 3TOM
caydae moAQpYHKIWN AyaabHON K Hell (PDYHKIMU TAKXKe SIBIIIOTCT OeHT-QYHKITMIME.

KiroueBbie cjioBa: camodyasvHan benm-@ynryus, noddynkuus, mempuyae I'pama,
Keadpamuunas benm-gpynryus, xouxamenauyus benm-pyrryud.

Yepes F ob6o3naunM JuHENHOE TPOCTPAHCTBO BCEX JBOMYHBIX BEKTOPOB JITUHBI 1 HAJ,

nosem Fo. Byaesotl pynkyued or n nepeMeHHbIX Ha3biBaeTcs: orobpazkenne Bujga Fy — [Fo.
MuozxkecTBo Bcex OysieBbIX (DYHKIMH OT n mepeMeHHBbIX obo3HadaeTcd uepe3 F,. Xapak-
MEPUCMUNECKUM 6eKMOoPpom (XaPAKTEPUCTHIECKON OCIeI0BATEIbHOCTBIO) By1eBoil hyHK-

'Pa6ora soimonuena B pamkax roczaganus IM CO PAH (npoekt Ne FWNF-2022-0018).
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mun f € F, Ha3BIBAETCS BEKTOP
F= (_1)f = ((_1)f(0)7 (_1)f(1)7 R (_1)f(2"—1)) € {il}zn )

e (f(0), f(1),...,f(2" —1)) € F3" — wexrop 3nadenuii bynxuun f. Kaxnas Gynesa
GYHKIMS OT N NEPEMEHHBIX MOYKET OBbITh €JIMHCTBEHHBIM 0Opa30M IIPEJCTAaB/ICHA B BHJIE
MHOTOYJICHA HaJ mojaeM [Fo:

_ 11 .02 i
fx1,ma,. . x,) = B ai,. i, ria . xl
11,12,...in €F2

3nech a, € Fy nna Beex z € FY (¢ cormamenuem 0° = 1). Jlannoe mpejacrapieHue Ha-

3bIBAETCS MHO20uAeHOM MKezarkuna Oyseoit dyukuun f. Crenenbto deg(f) dyukmuu f

Ha3bIBaeTCd MaKCHUMAaJIbHAas U3 CTeleHell CJlara€MbIX, BXOAAINX B MHOT'OYJICH }I{el—‘aﬂKI/IHa

¢ nenyaeBbivu Koaddunmentavu. Ecau deg(f) = 2, dyHkiumst HazpiBaeTcst K6a0pamuuHo.
n

st kazknoit mapet x,y € Y gepes (x,y) obo3naunm 3uavenue P x;y;. [peobpasosaru-

=1
em Yorwa — Adamapa OyaeBoit pyHKIEH f OT N MEPEMEHHBIX HA3BIBAETCS MEJOUNCICHHAS

dynxmua Wy : Fy — Z, 3anannasd paBeHCTBOM

Wf(y) — Z (_1)f(06)69<:my>7 y € Fy.

z€Fy

Bynesa dbynkumsg f or 4éTHOrO YHMCIa IMEPEMEHHBIX 7T HA3bIBACTCA OeHm-dyrkyuerd,
ecmtu |Wyi(y)| = 2% ans xawmoro y € Fy [1]. Jlna mumokectsa Gent-byHKImit
OT N TepeMeHHbIX HUCToJjib3yercs obosHauenue B,,. g kaxjoit f € B, u3 coornore-
wus Wi(y) = (—=1)7W2"2 onmnosnaunsiv obpasoM onpesensercs dyaavhas K Heil Gent-
dyHKITHIST f € B,,. Benr-byuxius [ HasbiBaeTcs camodyanvhol (aHmucamodyaivrot), ecian
f = f (coorBercrenno f = fao 1).

N3ydennro JaHHOTO MOJIKIacca OeHT-(PYyHKINI MOCBSIIEHO MHOXKECTBO pabor. B yacTHO-
cru, B [2-4] ncenegoran Bonpoc adduHHON KaaccnduKannm caMoayaIbHbIX OeHT-QyHKIHi
0T n < 8 mepeMeHHBIX, a TaKzKe KBaIPATHIHBIX CAMO/IYAJbHBIX OeHT-DYHKINI OTHOCHTE b~
HO MPeobpa30BaHuil, COXPAHSIOINX (AHTH-)CAMOLYATBLHOCTE. ICOHCTPYKITMH CAMOTyaIbHBIX
Genr-pynknuii npeacrasiens B padorax [5-7|. O630p u3BECTHBIX METPUUYECKUX CBOMCTB
upusesign B [8).

N3BecTHo, 4To Bee noadyHKIUT OT N — 2 NePpeMEeHHBIX OeHT-(DYHKITUN OT 71, lIepeMEHHbIX
HMEIOT OJIMHAKOBBIE cIeKTphl Youua — Anamapa [9]. CrenoBarenbro, ubo Bee moadyHK-
uun sBsores Gent-pynkuuamu, 6o Wi(y) € {0, 2207272} nng kaxaoro y € Fy (1o
ecThb Bee MOAMDYHKIUUA — N0UTH GeHT-DYHKIUT), TUO0 UX CIEKTPBl Youma — Axamapa co-
crost u3 unces 0, £27=2/2 £91/2,

Hanee nas Gynesoit dynkuuu f or n nepemenusix depes (fo, f1, fo, f3) Oynem obo3Ha-
YaTh pa3JoyKeHWe eé BeKTOpa 3HAUYeHN! Ha YeThIPe MOJABEKTOPA, ABISIONINXCSA BEKTOPAMU
3HavYeHUl eé MOAMYHKIUN OT N — 2 mepeMeHHbIX, MOJYYeHHBIX (pUKcalueil TepBhIX JABYX
nepeMenubiX. Cilydail, Korga gaHHble TOIMYHKINNA SIBIASIOTCI OeHT-(DYHKIUSIMHU, BEJIET,
B CBOIO O4Yepejib, K UTEPATUBHON KOHCTPYKIUU OeHT-(DYHKIUU, BEKTOP 3HAUYCHUIT KOTOPOi
ectb (fo, f1, f2, f3). B |10] Haiigensr HeoOXomuMbIe 1 TOCTATOUHBIE YCIOBUS, HAKJIA[bIBAEMbIE
Ha noadyakunu f;, i = 0,...,3. B paborax [11, 12| nanupre moadyHKIMH PACCMOTPEHBI JIJIs
caydasi, Korua f sBisieTcss caMoaLyaJIbHoil 6eHT-(DyHKIITEeH.
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1. JIuneiitHag HE3aBUCHUMOCTb XapAKTE€PUCTUIECKNX BEKTOPOB
noapyHKIu KBaAPAaTUIHON CaMOIyaJbHOI OeHT-(pyHKIun

B pa6ore [12] nokazano:

Teopema 1 [12|. Ecaun xapakrepuctuueckue BeKTOpbl OAMYHKIWI fo, f1, f2, f3 camo-
JnyajbHOil benT-pyHKnun f JMHEHHO 3aBUCUMBI, TO JAHHBIE TOAMPYHKINU SIBJISIOTCS OEHT-
PYHKIIIAMA.

DTOT Pe3yIbTAT ONHUCHLIBAET JOCTATOYHOE YCJIOBHE TOTO, YTO BCE MOAMYHKIIAUA CaMO-
JyabHON OeHT-DYHKINY, MOTydeHHble (DHKCANneil TePBBIX JIBYX MePEMEHHBIX, SIBJISIOTCS
oenr-pyuknuavu. [Ipu sTrom a1g caydas n = 4 maHHOe YCJIOBUE TaK¥Ke SBJSIETCS HEOO-
XOAMMBIM. XOPOIIO U3BECTHO, YTO BCe (caMo/iyasbHbie) GeHT-GYyHKIMH OT 4 nepeMeHHbIX
SIBJITIOTCST KBAIPATHIHBIME, 9TO TTO3BOJIILIO 0003HAYUTS CJAEAYIOMINI BOIPOC: STBJISIETCS JIN
JUHelHas 3aBUCUMOCTD XapaKTePUCTUIECKUX BEKTOPOB HEOOXOJIUMBIM YCJIOBUEM JIJI KEa0-
PAMUYHBLET CAMOLYAJIBHBIX (DYHKIIHH?

OTBeT Ha JAHHBIN BOTPOC JAET CJIEAYIONIEE

YrBepxkaenue 1. g Kaxkmoro 9€THOro n > 6 CymecTBYIOT KBaJpaTHIHBIE CaMO-
JyaJbHble OeHT-(PYHKIUK OT 1 MEePEeMEHHBIX, MOMMYHKINH KOTOPBIX 00Pa3yloT JIMHEHHO
HE3aBHCHMBIE MHOYKECTBA XapaKTEPUCTUICCKIX BEKTOPOB.

Takum obpazom, obpaiiieHre TeopeMbl 1 He uMeeT MecTa pu n > 6 u JJIg KBaIpaTud-
HBIX CAMO/IYAJIbHBIX OeHT-(DYHKIU, TO €CTh JHHEeHHAsA 3aBUCAMOCTD XaPAKTEPUCTUIECKUAX
BEKTOPOB He sIBJSIETCA HEOOXOIUMBIM YCJIOBHEM U, KaK W B cjaydae 6e3 OorpaHuveHus Ha
CTeIleHb, 00eCIeUNBAeT JUIIb JOCTATOYHOE YCJIOBUE TOro, UTo noadyuknun fo, f1, fo, f3 8-
JIAIOTCS OeHT-(DYHKIUSIMH.

2. Marpumna I'pama npou3Bo/ibHOI OeHT-DyHKIINN

llycrs f € B,. Mampuuedi I'pama Gram(f) = (gij) dyukuu f HA30BEM KBaJIPATHYIO
MaTpHIly pasMepa 4 X 4, eMeHTaMu KOTOPOH SBIAIOTCS IHCTA

gij = Z (_1)fi(x)€9fj($)’ i,j=0,1,2,3,

I€F§72

KOTOPBIE SIBJISIIOTCS] CKAJIPHBIMI TTPOU3BEICHUSIMI XaPAKTEPUCTHIECKAX BEKTOPOB €€ TO/T-
dyuKImii.
O6muit Bux MaTpuil 'pama 6eHT-OyHKINE U JyaJbHOM K Hell OMMCBIBAECT CJIeIYIOIasd
Teopema 2. Marpurp I'pama Gent-dynKImu f oT 1 IepeMeHHbIX U JyaabHOll K Heii
dbyuKIUN f TMEIOT BUI

2n=2 )} c  —a =2 ¢ b —a

b 272 g —c ~ c 272 g —b

Gram(f) = c a 272 b |’ Gram(f) - b a 2% —¢
—a —c —b 2"? —a —b —c 22

JUIS HEKOTOPBIX TIEJIBIX UCENT @, b, ¢, TAKUX, 9TO
2" 2 4 b4 <a<2"?—|b—¢|
Oupe/e/iuTe/ i JAHHBIX MATPUIL COBIAJIAIOT, B YACTHOCTH, JIIsl f OIpe/Ie/IUTe b UMEeeT BH/|

Gramian(f) = (2" > —a+b—c) (2" *—a—b+c) (2" *+a—-b—c) (2" +a+b+c).
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Teopema 1 B Tepmumnuax Matpuil ['pama o3Hadaer, 4To ecaum Martpuna ['pama camo-
JnyaabHONl OeHT-DYHKIUHU SBAATCA HeoOparumoii, 1o unoadyukuun fo, f1, fo, f3 aBas-
iorcd OenT-pyHKIUsIMEA. J[pyruMu cjaoBamu, Jjis CaMOJyaJbHBIX OeHT-(QPYHKIUH paBeH-
cro Gramian(f) = 0 Baeuér Tor dakr, 4T0 yKasaHHbIE HOMMDYHKINH SIBJISIIOTCS OeHT-
dyurmuamu. Janubli pe3yabTaT MOXKHO O0OOIIUTH TaK:

Teopema 3. Eciu xapakTepucTudeckne BeKTOpbl HOAMYHKIUN fo, f1, fo, f3 OeHT-
dbynkEn [ TUHEHHO 3aBUCHMBI, TO JaHHbIC TOA(PYHKIUH ABAAIOTCA OCHT-QYHKIUAMHE.
Benr-dyukmusavu aBiasgroTea Takke moAQpyHKINN AyaTbHON GyHKIHNA f.

Taknm 0O6pazoM, JaHHOE YTBEPXKIeHNe O3BOJIeT HOJYIUTh JOCTATOYHOE YCJIOBHE TOTO,
9TO HOAPYHKIUNA pacCMaTpUBaeMOil OeHT-(DYHKIIMH TaKzKe SIBJISIOTCS OeHT-(DYHKINAMEA |,
KPOMeE TOr'0, OTOOParKeHre JAyaTbHOCTH COXPAHACT UX MAKCUMAJIHHYIO HEJUHEHHOCTD.
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IIOCTPOEHUE IIOJICTAHOBKU HA F?
HA OCHOBE OIHOM BVYJIEBOMN ®YHKIINUN

M. A. Ilankparosa, A. A. Mensenes

[IpuBenennl HEKOTOPBIE HEOOXOANMBIE YCIOBHA TOTO, UYTO BEKTOPHAsA Oy/IeBa (DyHKIINA,
KOOPIMHATHI KOTOPOH MOIYYeHBI U3 OfHON OyIeBOil PYHKIUMN C TOMOIIBIO TEPECTAHO-
BOK IE€PEMEHHBIX, ABJIACTCS IMOJCTaHOBKOM.

KimroueBbie cjioBa: nodcmanosku, sexmopHsie byaesss GyrryuL.
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[Toncranosku Ha FY (o6parnmbie BekTopHbIe Gynensl dbynknuu F : FY — FJ) ucmonb3y-
IOTCSL BO MHOIHX KPUITOCHCTEMAX, B YACTHOCTH B KPUITOCHCTEMAX ¢ (DYyHKIHOHATLHBIMI
kaodamn |1, 2|. Oano u3 TpeGoBaumil (SKCIUTyATANMOHHBIX) K HOJCTAHOBKE KAK KJIIOTY
KPHIITOCHCTEMBI — 9TO BO3MOZXKHOCTH €€ KOMIIAKTHOI'O 33aHHsd: HALPHUMED, MOMKHO CTPO-
UTh KOOPAWHATHBbIE (DYHKINH I[OJCTAHOBKM HA OCHOBE NpeoOpa3oBaHUil OJHON OysreBoif

dyHKIIH.
B pa6ore [3] npemioxena cieayromas KOHCTPYKIUS BEKTOPHOIT OyneBoil dyHKImn:

F(z) = (f(z), f(r(z)), f(7*(2)),..., f(7"" (@), (1)

rae f(x) — GyneBa GyHKIUS OT N IEPEMEHHBIX; 7T — IUKIMIECKUAN CABAT BEKTOPA IIEPEMeH-
HbIX BJeBO Ha 1. Hampumep, npu n = 3 noaydaem

F(Zﬂl,ﬁg,wg) = (f(l'l,.l’g,l'g), f(l'g,CCg,.fL’l), f(l’g,l'l,l'g)).

B nannoii pabore paccmorpum 06001IeHTe 3TOH KOHCTPYKIUU: IIYCTh T € S,, — J100as mojI-
CTAHOBKA CTeNeHN n; i T = (T1,...,%,) € Fy oboznaunm 7(x) = (Tra), .- -, Trn). Hlog-
CTAHOBKA T € S, MHAynUpyer mojcTanoBky 7' na Fy mo mpasuiy

(a1 ... an) = (A1) - Ar(n)); Q1.0 € Fy. (2)

1 2 3
Hanpumep, gian =3 u 7 = 9 3 1 ) moayunMm

, (000 001 010 011 100 101 110 111
000 010 100 110 001 O11 101 111 /°

Vreepxkaenne 1. [loACTaHOBKA T U T HMEIOT OJMHAKOBBIH MOPSIOK:
ord(n") = ord (7).

Hoxazameavemeo. Hepasercrso ord(n’) < ord(7) crenyer u3 (2).

Jlns mokazaresbeTBa 0OPATHOTO HEPABEHCTBA MOCTPOUM BEKTOp a = (aj ...a,) € FY
TaK: JJIsl KazKJA0ro TUKAa (i1, .. .,45) MOJACTAHOBKH T MOJOXKHUM @;; = 1 U a;; = 0 aa Beex
j=2,...,s Torma manMenninee 3Hadenue k, npu koropom (m')*(a) = a, pasno ord(r). m

CdopmynupyeMm HeKOTOPBIE HeOOXOIUMBIE YCIOBUALA TOTO, UTO (pyHKIMS F', MOy deHHAs
110 opmyite (1) 1ist HeKOTOPO# T € S,,, siBasieTcs mozcTanoBKoii Ha Fy. Yepes ¢, ¢ € {0, 1},
Hysem obo3HavaTh OYJIEB BEKTOP JIJIMHBLI 7, BCE KOMIIOHEHTBI KOTOPOTO PaBHBI C.

VYrBepxkaenune 2. llycrs f € Py(n), 7 € S, u dyuxius

F(z) = (f(z), f(n(2)), f(7*(2)),.... [(7""}(2)))

daBJideTcd 1ojAcTaHoBKoi Ha 5. Torma:

1) dyuknus f ypaBHOBeleHHAs;

2) wuHIynUpoBaHHAas MoAcTaHOBKA 7' Ha 4 MMeeT TOJBKO JiBe HEMOJBUMKHBIE TOUKH —
0w 1% £(O7) # F(1M); {F(0"), F(I")} = {07, 17);

3) T — NOJHONUKJIOBAsI OJCTAHOBKA;

4) f # const HEH Ha OJHOM ITHKJIe TOJACTAHOBKH 7' (KpOMe HEeIOBHKHBIX TOUYEK ).
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loxazameavcmaeo.

1) Dyuknus F aBasgeTcs MOICTAHOBKOM, €CJTH U TOJBKO €CJIH BCe €6 KOMIIOHEHTHI (HeHY-
JIeBbIe JIMHEeHHbIe KOMOUHAIIMN KOOPIAMHATHBIX (byHKIHMIT) ypasHoBetens [4]. Orcio-
JIa, CJIeyeT YPaBHOBEIIEHHOCTD f.

2) Tor dakt, aro 7'(0") = 0" u 7'(1") = 1™, caenyer HEMOCPEJACTBEHHO W3 OIpe/ese-
aust (2). Io dopmyre (1) nomyaaem: F(0™) = (f(0™))", F(1™) = (f(1™))™. TTockoan-
Ky F' —mogcranoska, To F'(0") # F(1"), smaqur, f(0") # f(1™) u {F(0"), F(1™)} =
={0™, 1"}.
[TpeamonoKuM, 9TO ITIOACTAHOBKA 7' HMeeT emié OHY HEeIOABUKHYIO TOUKY —
m'(a) = a. Ho rorma F(a) = (f(a))" € {0",1"} = {F(0"), F(1")}, aro nporuso-
pednT ToMmy, 4TOo I — rojcraHoBKa.

3) TlpeamosoKum, 9TO T PACKIAIBIBAETCS B MPOU3BEIeHNEe HECKOJbKUX TUKJIOB. [o-
CTPOUM BeKTOp a = (ay ... a,) € FY Tak: 1yist Kayk10ro nukia (i, . . ., i) TOJCTAHOB-
KH 7 MOJIOKUM @ = ... =a;, 1 a ¢ {0", 1"} (970 MOKHO ¢e1aTh, TAK KAK IHKJIOB
Goabitie onHoro). Ho rorpa 7'(a) = @ — mosty 9uin TpeThbio HENOABHZAKHY IO TOUYKY, 4TO
MPOTUBOPEYHT TI. 2.

4) Tlpemnonoxum, uro f = ¢ € Fy Ha Bcex sjemeHTax mukaa (iq,...,I) HOJICTA-
wopku 7', tme i; ¢ {0",1"}. Torma no dopmyne (1) monyumm F(i;) = " €
e {F(0"), F(1™")} — nmpoTuBopeune ¢ TeM, 9T0 I’ — HONCTaHOBKA.

YTBep:KaeHue 2 10Ka3aHo. i

3ameuanme 1. B coorBercTBuH ¢ 1.3 yTBepxXKjeHHsS 2, eclu [ — 1oJcTaHOBKA, TO
T — HOJIHOIMKJIOBast. [I0OCKOJIBKY TepernMeHoBanue (epeHyMepanus) MepeMeHHbIX He BJIU-
dger Ha Kpunrorpaduieckue cBoiicTBa DYHKIMH, I8 UX M3y4YeHUS MOXKHO OFPAHUYUTHCS
pPacCMOTpEHHEM IMOJCTAHOBKH YACTHOIO BHJA, MPeJIoKeHHO# B [3] (rmukamdeckuii casur
B1eBO): m(1) =i mod n + 1, rae n — KOJUIECTBO HEPEMEHHBIX.

Sameuanue 2. [ToTHOIUKIOBOCTH MOACTAHOBKU 7 ABISCTCA HEOOXOIMMBIM YCIOBHEM
TOro, 4ro (PyHKIMA [ mMeer MakCMMaIbHO BO3MOKHYIO KOMIIOHEHTHYIO aJre0pandecKyio
UMMYHHOCTH |[3].

B nanpHeiineM IaHAPYeTCs PACCMOTPETH BOIIPOC BEIGOPA (IOCTPOEHN ) TAKOM OyIeBoit
byukiun f ang ganuoit m (WIH, ITO 9KBHBAJIEHTHO, JUIA 7, SIBJIAIOMEHCS ITUKIHIECKIM
cABUIOM BjeBO Ha 1, cM. 3amedanue 1), arobsr dynkius F' B (1) Oblia GHeKTHBHOI.
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ATAKA PA3JINMYEHNA HA YETBIPE PAYHIA IIIN®PA
JIIOBU — PAKO®® 110 PASHOCTAM JABYBJIOYHBIX TEKCTOB!

O.B. [enucos

Yceranosieno, uro mudp Jlwbu — Pakodd spasercs MapKOBCKUM, HANJIEHBI €M0 MaT-
PHITBI IEPEXOTHBIX BEpOsaTHOCTEN pasuocrei 3a 1, 2 u 4 payuga. Ha ocrose craTuctukn
JiorapudMa OTHOIIIEHUS TIPABIONOI00U TOCTPOEHA, [T0C/IeI0BATE/IbHAS aTaKa Pa3Jintie-
HUd Ha Y9€ThIPE PayHa mudpa 1mo Pa3HOCTAM 3aIaHHOIO TUIA HE3ABUCUMbBIX JIBYDJI0U-
HbIX TeKCTOB. IlojrydeHbl OIEHKN CPEeJIHEro YUC/Ia UCIIOJIb3yEMbIX TEKCTOB, IPOBE/IEHBI
SKCIIEPUMEHTRI Ha mudpax ¢ JimmHamMu 0710KoB oT 12 10 44 6ut.

KiroueBbie caoBa: maprosckuli wudp, cemv Deticmenn, wudp Jobu — Pakxogpd,
dusepzenyua Kyavbara, nocacdosamesvhan pasHoCTHAL aGmakd.

Pacemorpum R-paynaosyio cets Deiicrens ¢ andasurom noxybiaokos (Z5', @), & — no-
KOOPJAUHATHOE CJIOXKEHHE IO MOJIYJIIO 2, U PayHJIOBBIME MPeoOPA30BAHUSIMHU

(2" 12" = (2" 2" e f1(2"), 1<r<R (1)

B 1988 1. amepukanckue kpunrorpadst M. Luby u C. Rackoff BBesin 1] BeposiTHOCTHY 0
Mozesb cetu (1), B KOTOPO# payH/1oBble (DYHKIMU YCJIOKHEHUS] BBIOUPAIOTCS HE3ABHCHMO
PaBHOBEPOATHO N3 MHOXKECTBa BCEX ABOMYHBIX BeKTOp—beHKL[I/Iﬁ OoT ™ NnepeMeHHbIX:

flo S~ U(Fn), T ={f 1] 25 — L7} (2)

Jlna Takoit coydaiinoit cetu npu R = 3,4 B pa3HbiX MOJAEAAX 3aIPOCOB MOJYUYEH Pl HUZK-
HUX OIEHOK CTOMKOCTH K GMaKaM DA3AUMEHUA, T.€e. aJTOPUTMaM d MPOBEPKN THIOTE3 O
cIydaiinoii moacTanoBke F' Ha MHOxkKecTBe X = Z2™:

H, : F BoiOpaHa paBHOBEPOSITHO U3 MHOXKECTBA, BCEX MOJICTAHOBOK,

H, . I nony4uena B R-payunosoit mojenn JIobu — Pakodd.

3anpocamu anropuT™a (paszananTesis) d Ha3bIBAIOTCS TaAKHe MOCIeI0BATEIHHO MOIaBa-
eMble apryMEHTHl Tq,...,T, € X, ITO eMy CTAHOBSITCS JIOCTYNHBI 3HadeHus y; = F(xy),
1 <t<gq, e mabop Y = (y1,...,Y,). IIpeumywecmeom pazmmauresns d HA3BIBAETCS

Adv(d) = |P1[d(Y) = 1] = Po[d(Y) = 1]| = |1 — a1 (d) — az(d)].

3aech u ganee depes P; u o;(d) obo3ragaeM COOTBETCTBEHHO BEPOATHOCTHOE PACTIPETCTICHIE
U BEPOSITHOCTH OMINOOK Kputepus d upu rumnorese H;, i = 1,2.

O/uH U3 IIABHBIX PE3yJIBTATOB B 9T0i obiactu cieayonuit |2, ¢. 50| upu R = 4 wia
aoboro pazmuunTenss d B moxean 3ampocoB “adaptive Chosen-plaintext and Ciphertext
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Attack”, xorma d moxkeT (POPMHPOBATHL 3aIpPOC T; € YIETOM BHAUCHUN ¥q,...,Yi—1, 2 <
< t < g, Bomommeno AdvO(d) < ¢?/2™. Orciona caenyer, aro ecau ¢(M) = o(v/M) mpn
M = 2™ — 00, TO TUMIOTE3bl ACUMITOTHYIECKN HEDPA3JIMYUMBI, T.€. CyMMa BePOSTHOCTEH
omubOK J1I000ro KPpUTepus CTpeMuTCs K 1.

Pacemorpum Mojens HabII0deHIN MOCAeI0BATEILHOCTH TOACTAaHOBOK F1, Fy, .. ., TOJIY-
YEHHBIX HE3aBUCUMO JIPYT OT APYTa OJHUM (PUKCUPOBAHHBIM CIIOCOOOM U3 JIBYX, HO 3AIIPOCOB
BCero nBa (ABYOJOTHBIN TEKCT), M 9TH apbl BXOAHBIX OJOKOB BHIOHPAIOTCS 13 X ¢ OrpaHu-
YeHneM Ha UX Pa3sHocTh. [Ipm Takux ycjaoBusax nabsrojgenuit mocrpouM Kpurepuii Bajibaa
IPOBEPKY TUIIOTE3 110 IapaM BXO/[HAsI /BBIXOHAsI PA3HOCTD

AX, =X ® Xoy, AV, =Y, 0Yy, t 21,

C BEePOATHOCTAMH OIMNOOK, OJU3KUMHI K 33JaHHBIM 3HAYEHUAM «, (3.

1 . .
Hanee e; (e;) obosHauaer j-i BeKTOP-CTPOKY (cTosGen) cTanzapTHOTO 6asuca, j > 0.
Yepes a n at 0603HAMAEM BEKTOP-CTPOKY M BEKTODP-CTONOET (pa3MepHOCTH, ONpeIeisaemMoil
KOHTEKCTOM ), BCe KOMIOHEHTHI KOTOPBIX paBHBI KOHCTaHTe a, a € {0,1}.

Teopema 1. Eciu B mozenn Jliobun —Pakodd (1) u (2) masanbnas mapa 6710K0B
(X0 X%) pmibupaercs mesasucumo ot f1, ... fE 1o paymmoswie pasmoctn AX" = X" @
d X™, 0 < r < R, obpa3yoT 0ZHOPOAHYIO Ienb MapkoBa ¢ MaTpuiieil mepexoaHbiX Bepo-
araocteil pasnocreit (MIIBP) 3a 1 miar, paBHoii

P Qy ... Qum
IP’(M):% 1?2 C%Q Q:M ’
Py Q2 ... Qum

rae P; = Me%ej, Qr = eil—KﬂeTKH panra 1 pa3zmepa M magBecex 1 < j < M,2 < k< M,
Bcero M + (M — 1) = 2M — 1 BUIOB KJIETOK.

2 000

110 0 1 1

Hanpumep, P(2) = 510 2 0 0
0011

13 Teopembl 0 6ioaHOM ymMHOXKeHuu [3, c. 21| ciaenyer, uro Bee crenenu MITBP coxpa-
HAIOT Takoe pasbmenne Ha M? kietox pasmepa M. C MOMOIILIO 3TOH TEOpeMbl ONHCAHBI
BCe KJIETKH IeJI0UNCIEHHO MaTPHUITHI

By Bz ... B
B(M) = (up(uyy = | O PR Py
321 312 322
rie auaroHaabHble Kiaetkn By = M diag(vyy), var = (M, 1,...,1) u By = M diag(vy),
vo = (0,1,...,1) cOCTABIAAIOT JIEBYIO TOPU3OHTATBHYIO TIOJOCY, & OCTANbHbIE KIeTKH By =

= vgl, By = v}wl OJIHOPAHI'OBbIE.

AHATOTHYIHO, KAK CYMMBbI MPOU3BEJIEHWH KJIETOK MATPUIBI B, HailIeHbI MITh BUJIOB
kaerok Cy; marpunsr C(M) = (MP(M))* = B(M)?. YcraHoBI€HO, 9TO CTPOKH MATPHIIBI,
nosyuennoii uz C' (M) ynaneHuem BepxHeil CTPOKH U JIEBOTO CTOJIOIA, MOTYT OBITH pa3tuThl
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Ha ABa THIIa IO CBOEMY COCTaBYy, T. €. 4aCTOTaM 3HAUYECHUN 3JIEMEHTOB CTPOKH:
ecJin

(3TO ¢TPOKM BepXHEil MOJIOCHI, & TAKzKe BCe CTPOKH, KPOMe BEePXHUX, U3 OCTAJBbHBIX MOPU-
30HTATBHBIX MOJIOC), TO UMEeM

3H8H€HI/I€‘2M2—M‘M2—M‘ M? +1 _
qaCTOTa‘ 1 ‘ M —2 ‘M2—M’

eCJIn

Ay # 0, Azy =0, (4)

(3TO BepxXHHE CTPOKHU BCEX TOPHU3OHTAJIBHBIX TOJIOC, KPOMe BEpXHEii), TO uMeeM

3Haqu1/1e‘ M? ‘2M2—M‘ M? — M
Yacrora ‘M—l‘ M ‘M2—2M'

OTciofa, B 9aCTHOCTH, CJIEIYET, YTO MATPHUIHI MEPEXOIHBIX BEPOSATHOCTEH HEHYJIEBHIX pas-
HOCTEH 38 YeThIpe PAyH/Ia MOJOKUTEIbHbI U TAKUE MUMPDI JIBAXKIB TPAHZUTUBHDI.

[Ipu runoreze Hy BBIXOHBIE PA3HOCTH UMEIOT PABHOMEPHOE PACIpPE/IeIeHAe HA MHOKe-
cree X' = Z2™ \ {0} memynesbix 610k0B. O603HAMHM 3TH BepoarnHocTh [epes pi(Ay) =
= (M? — 1)7'. Yepes po(Ay) 0603HAUNM BEPOATHOCTH DACHpPEIESeHUs 4-DayHI0BOI Bbl-
XOHON PA3HOCTU NPH (PUKCHPOBAHHOI BXOMHON paszHocTn Axr W PacCMOTPUM JIHBEPTeH-

. . (A
mun Kynsbaka mexxay srumu pacnpegetenusvu: K(i @ 3 —1) = > pi(Ay) IHM,
Ayex/ ps—i(Ay)
1 = 1,2. BepodTHOCTHBII CMBICJI 3TUX BEJIUYUH CJAEAYIONU: MaTeMaTHYeCKOe OYKUIaHue
CJIAraeMoro CTATHCTHKY Jiorapudma oTHOIeHns npapaononobuii passo K (2 : 1) > 0 npu

runorese Hy u —K (1 :2) < 0 mpu rumorese H;.

Teopema 2. Tlpu BxoxHoii pasnoctu Az = (Axg, Azy) € X' u M — oo nasa guBep-
reanuit Kyanbaka Mexky pactupe/ie/IeHUsIMU Dy W P1 BBINOJTHEHO:

1) mpu ycaosuu (3)

K(2:1) = 2M]2\41 M. (20?2 — %)4(M2 —1) N (M_Q)M2M_4M1n (M? — ]\QEMQ B 1)+
+(M2_M)M;41rlln (M2+1]\)4(i\42_ D (22— 1)M 2,
e MQl— 1 n i ¢ ]\]\4/[2_—21 " arE - J\%EM? "
+M2 — M n M4 (-2

M?2—-1  (M*-1)
2) mpu ycaosun (4)

1. M2-1 2M —1, (M = )M —1) |

K(2 . ]_) = (M — ].)Wh’l M2 + M M3 hl M3
M—1_ (M-1)(M?-1) .
+(M?* — M) e ln( e ~((2In2-1)M,
1 M? 1 M3
K(1:2)=(M -1 1 M 1
(1:2)=( Y e VER R Ve R R Ty v YO VeV
2 1 M? -1
+(M* — M) In ~(1—I2)M~".

M2 1 (M- D)(M2—1)
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Oba acUMIOTOTHYECKUX 3HAUCHUS MUBEPTeHNINU B 11. 1 poBHO B M pa3 0oJiblle, YeM CO-
OTBeTCTBYyIOIME 3HAaUYeHus B 11. 2. [ToaroMy arakm pasjaudenus OygayT 3HAYUTETHHO 3P dex-
THBHEe TP BHIGOpe THIa (4) BXOMHBIX PA3HOCTEH.

[IpoBeiéM cTaTHCTHYECKHE IKCIIEPIMEHTHI (ATAKH PAa3InIeHusl Ha YeThipe payHa mrd-
pa Jlwbu —Pakodd) 1o BxogHbIM pasHOCTSM (4) BTOPOroO THIA, UCHOJIB3Ysl KPUTEPHH
Basnbaa (kak 6oJiee SKOHOMUIHBIE B CMBICTE 00bEMa MATepHaa) I TPOBEPKHU CJIEIYIO-
IIUX TUTOTE3 O TOCIe0BATE/IHHOCTH CJIy ailHbIX HE3aBUCUMBIX OJIMTHAKOBO PACIIPeIeIEHHBIX
nojcranosok F1 F? ... ma muoxecrse Z3™:

H, : F; BoiOpanbl paBHOBEPOSITHO M3 MHOYKECTBA, BCEX MOJICTAHOBOK,

(5)

H, . I, — noacranoBku 4-payuaoBoit mogenn JIwobu — Pakodbd, t > 1.

1 KOppeKTHO# paboThl KpUTepHus TpeOyeTcs He3aBUCUMOCTb JABYOJOYHBIX TEKCTOB
(3aIPOCOB € PA3HOCTHIO BTOPOTO THUIA MEKLY OJIOKAMHE ), BEIOUPAEMBIX JIJIsT KAXKI0H TOICTa~
HOBKU. Mosiesib He3aBUCHMBIX JIBYOJIOUHBIX TEKCTOB BBejeHa B pabore asropa [4]. B sroii
MOJIeJIN MPOBEJEHBl aTaKN PA3JINYeHns, OCHOBAHHBIE Ha CTATHUCTHKE OTHOIIEHUS HPaBIO-
nojioouit npu (puKCHpoBaHHOI BXOJHON Pa3HOCTU, HA MAPKOBCKHWE MOJenu Imudpcucrem
SmallPresent ¢ gaunoit 6710Ka 10 28 OUT.

Kpurepuii o6ecrieunBaeT BepOSITHOCTH ONTHOOK MEPBOTO U BTOPOTO POJIOB, OTU3KHUE K (v =
= [ = 0,1, upu Bbibope Takux rpanui A, B, uro |5, c. 150]

CmA—B -l

=1n9 = 2,197.
(6%

CpesHee qucsio uenbiTanuii (map oTKpBITHI /i pOBAHHbIN ABYOJIOUHBIH TEKCT) 10 TpH-
— . N\ —
(K(i:3—1)) ' [5, ¢. 152], ato

npu Goabiux M, coriacuo Teopeme 2, 6umsko K T; (M), i € {1,2}, tae

HATHUS pertennst nupu runorese H; 6umsko k (1 — 2a) In

~ 0,8In9
 1—1n2

0,8In9

T (M _ Yoo
1(M) 2In2— 1

M =572M, T5(M) M = 455M.

B rabauie npejcrasiaens pesysabrarhl 20 atak pasiamdenus runores (5) ¢ pac4éTHBIMU
sHadeHuamMu omubok o = = 0,1 npu aanae moayOa0Ka m OUT: OMeHKH 1; W AMIUpHYe-
cKue 3HaUeHns E;7 quc/Ia T HCIOMb30BAHHBIX kputepueM Basibia AByOJI0OIHBIX TEKCTOB IIPU
runore3e H;, SMIUpPUUIECKHE BEPOSTHOCTH OIMHOOK (v;. IMIIMPUUIECKUE BEPOATHOCTU OIIHU-
OOK, & TaK:Ke CpeJHue JIUHBI MPOIOJIKUTEIHHOCTH SKCIEPUMEHTOB MOKA3BIBAIOT XOPOIIee

COOTBETCTBUE TEOPHUU U IPAKTUKH.
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m T1 ElT dl T2 EQT dg
6 || 366,6 | 4365 291,2 | 348,8 | 0,05
7
8

733,2 | 631,6 5824 | 696,7 | 0,1
1,4E3 | 1,4E3 | 0,05 || 1,1E3 | 1,2E3 | 0,1
9 || 29E3 [3,7E3| 0,1 || 2,3E3 | 2,7E3 | 0,05
10| 58E3 | 59E3 4,6E3 | 75E3 | 0,1
11| 1,1E4 |1,0E4| 0 | 9,3E3|7.6E3| 0,2
12 || 2,34E4 | 29E5 | 0,1 || 1,8E4 | 1,6 E4 | 0,05
13 || 4,6E4 |58E4| 0 | 3,7E4|4,9E4 | 0,05
14| 9,3E4 | 9,7E4 | 0,05 || 74E4 | 1,1E5 | 0,2
15| 1,8E5 |2,1E5| 0,2 || 1,4E5 | 1,6E5 | 0,1
16| 3,7E5 |42E5| 0 | 29E5|3,5E5]| 0,1
17| 7,5E5 | 7,2E5 | 0,05 || 5,9E5 | 6,3E5 | 0,1
18| 1,5E6 | 1,3E6 | 0,1 || 1,1E6 | 1,3E6 | 0,05
19 || 3,0E6 | 3,4E6 | 0,05 | 2,3E6 | 1,7E6 | 0,05
20 || 6,0E6 | 6,3E6 | 0,1 || 4,7E6 | 4,4E6| 0
21 || 1,2E7 | 1,0E7 | 0,05 || 9,5E6 | 1,1E7 | 0,1
22 || 2,4E7 | 2,6E7 | 0,15 || 1,9E7 | 2,1E7 | 0,1
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OBPAILIEHIUE 29-IITATOBOII ®YHKIINN C2KATISI MD5
ITPU IIOMOIIIN AJITOPVTMOB PELITEHUM 1
ITPOBJIEMEI BYJIEBOM BEIIIOJITHUMOCTHI!

0. C. 3aukun

Kpunrorpaduueckas xem-gyukius MD5 npemnoxkena B 1992 1. KimtoueBbiM KOMITO-
menTom MDb5 aBngerca 64-mraroBas dyukima cxkartust. J[o cux mop He PeICTaBIgeT st
BO3MOXKHBIM 00paTuTh (byHKIHIO c2katus MDb 3a peaabHOoe BpeMst, TO3TOMY 3a4aCTYI0
B JAaHHOM KOHTEKCTE aHAJU3NPYIOTCA BEpCUU C COKpaH_LéHH])IM KOJIMYEeCTBOM ITIIAI'0OB.
B 2007 r. ¢ moMoIIIb0 aarOpUTMOB peltieHust TpobJieMbl Oyiesoit BeimoanMocTH (SAT)
6oLta obpartena 26-mmarosaga dyukmun cxkatug MD5. B 20121, ¢ momoreio SAT 6wi-
s obpamiensl 27- u 28-IaroBble Bepcuu. B HacTosgmmeM mccieIoBaHUN IPeiaraeTcs
OAX0 K (POPMUPOBAHUIO 32 MPOMEXKYTOIHBIX 33149 0OpaIeHnst MeXK 1y mapoii mocie-
JloBaTenbHbIX maros dyaxnun cxarud MD5. C moMoIbsio 9Toro moxo a moCTPOEHbI
IPOMEKYTOUHbIE 33 1a9u obparierus Mexkay 28 u 29 maravu. Heckosibko mpocTbix 3a-
JIa’ UCIOTB30BAHBI /TSI TapaMerpusanuu coppementoro SAT-permarend, B pesynbraTe
1ero BIiepBhie oOparena 29-marosas dyHkns cxkatus MDS.

KiroueBbie cJjioBa: xpunmozpaguseckas xrew-pynkuyus, MDS, anszebpauveckud
KPUNMOAGHAAUS, A02UNECKUTE KPUNMOGHAAUS, NPOOAEMG OYAEBOT EDIMOAHUMOCTIU.

! Pabora BBIMONHEHA 32 cuéT cybenamn Munobprayku Poccnn B pamkax mpoexTa Ne 121041300065-9.
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BBenenue

[Ipunumasi Ha BXOJ COODIIEHUE TTPOU3BOJIBHOMN J/IMHBI, OECK/II0YeBbIe KpunTorpadute-
ckue xerm-byHKIMH reHepupytoT Xern dukcupoannoii amunbt [1]. Takne dyHKIN nMe0T
HECKOJTbKO 00513aTeIbHBIX CBOMCTB, CPeIu KOTOPHIX JIETKOCTD BRITUCIeHn. VI3 moTeHna b
HBIX CBOMCTB OTMETUM YCTONINBOCTD K MOUCKY KOJIIN3UI U K TIOUCKY poobpasa. [locaennee
CBOMCTBO 03HAYAET, YTO JIJIsI MPOU3BOJIBHOIO Xellla TOUCK ero mpoobpasa (T.e. obpaiieHune
cOOTBeTCTBYIOMIEH Kpunrorpadbudeckoil Xem-hyHKIMA) HE MPEJICTABISIETCS BO3MOXKHBIM
OCYIIECTBUTH 3a peajibHoe Bpems. B 1992 1. Oblia mpe yioxkeHa OecKJIioUeBast KPUITOTPa-
dbuaeckas xem-gynknns MD5, koropast remepupyer xemnt jyuaoi 128 6ut [2|. TraBHBIM
komnonenToM MDb5 gpiserca dyHKIus c:kaTus, KoTopad cMmernruBaeT H12-6uTHBINE 010K
COOOIIeHNs CO CeNUATbHBIM 128-0MTHBIM PErUCTPOM B TedeHue 4 PayHIOB, KayKIbIi U3 KO-
TOpbIX cocTouT u3 16 maros. C 20051. MD5 He siisiercs CTONKO K MOMCKY KOTH3MA [3].
Hecmorpst Ha 310, nannas pyHKIUS BCE €MIE TIMPOKO MCIIOIb3YeTCsl JIjIsl XeITUPOBAHUS T1a-
poJieit U MPOBEPKHU MEJOCTHOCTH AaHHbIX. OHA U3 TPUYIUH COCTOUT B TOM, 4o MD5 eré
HE CKOMIIPOMETHUPOBAaHA B KOHTEKCTE TOWCKA TPoodpa3a.

B mocnennme rompl momyJasapHBIM HapaBJIeHHEM WCCJIeTOBAaHUN dABJIdgeTcs obpalleHue
HEeTIOJHOPAYHIOBBIX Bepceuit dbyHknuu cxkatusg MD5. IIpu sTom warme Bcero mcnosib3yercs
JIOTHYECKUH KPUIITOAHAIU3, T. €. UCXOHAs 331498 CBOAUTCI K IK3EMILISIPY MpobieMbl Oy-
JIEBOM BBITIOJTHUMOCTH, JIJIs perennst Kotoporo npumengercs SAT-pemraress [4]. Ormernw,
9TO JIOTHIECKHH KPUIITOAHAIN3 SBJSETCST MOABUIOM ajrebpandeckoro Kpunroanannsa [5|.
B 2007 r. 6b11a Briepsbie obpaiinena 26-marosas dyukiuu cxkatusg MD5 [6]. [Ipu srom uc-
noJsib3oBasica SAT-pemrarens, ochoBanublil Ha aaropurme Conflict-Driven Clause Learning
(CDCL) |7]. Baech u jgasee umerorcst B BuJy nepsbie maru (yHkinum cxkarus, T.e. B |6]
HnpeJICTaB/IeH pe3yabraT obpainenns cokpariénuoil pyuknun cxkarusg MDDS, cocrosimeit u3
16 mraros neproro paymnjaa u 10 maros Broporo payuja. B 2012 r. 6b11u Briepsbie 0Opalienbt
27- u 28-maroebie Bepcun dynknumu ckatug MD5 [8]. st 917010 Tak)Ke ObLI TPUMEHEH
CDCL-pemarens. C Tex mop HUKOMY He yAaJ0Ch 0OpaTuTh 29-aroByro (OYHKIWIO C¥Ka-
tug MDb. Hacrogiee ucciemoBanue HalleJeHO Ha, pellleHre IMEHHO STOH 33 a4n.

B 20221. ¢ momompio meroga Cube-and-Conquer 6bin Brepsbie obparnensr 40-, 41-,
42- w 43-maroBeie Bepcun bYHKIHH cxKaTHs Kpunrorpadudeckoit xem-byukmun MD4 [9)].
CorsiacHO TOMY MeTOJY, IPEAIHA3HAYCHHOMY JIJIsI PEIIeHus TPYAHBIX dK3eMIuisaipoB SAT),
cHadaJa ¢ rnoMombio lookahead-pemarens 3amada paszdbupaercs Ha 6oJiee IPOCTHIE O34~
Jgadn, a 3areM Ha Hux 3amyckaercs CDCL-pemarens [10]. Kpome Cube-and-Conquer, B [9]
HCHosb30Banbl yeaosust J{o66epruna [11], KoTopbie panee ObLIM YCIENIHO IPUMEHEHbI s
obparrenus 39-mmaropoii dyukimn cxkarug MD4 [6, 12]. K coxanennio, coriacHo mpeapapu-
TeJIbHBIM HCCJIe/IOBaHUuAM, yeaoBud /lobbepruna ne 3(pOeKTUBHBI B KOHTEKCTe OOpaIieHus
HeToJHOPayHI0Bo# dyuKImn cxkatud MD5. Vexonsg us sToro, /s pelreHnst JaHHOM 3a/1a91
TpebyeTcs ApyTroi MOAXO.

1. IIpomexkyTouHble 3a/aun obpareHusa pyukiuu cxkatus MD5

PaccmotpuMm napy mocsiejioBare/ibHBIX maroB pyukiuu cxkarud MD)S ¢ Homepamu ¢ — 1
i, 2 < i< 64, gesg cocTouT B MOCTPOCHHH IMPOMEXKYTOUYHBIX 3a/1a9 OOpaIleHHsT IyTEM
[MOCTEIEHHOI0 OCJIabIeHus 1-TO IIMara, IpH TOM YTO IepBble ¢ — 1 maros paborTarT Kak
obbrano. ITlar ¢ HoMmepom ¢ MOXKeT ObIThH IPeJACTaBJIeH B BUJIE CJIE/LYIONIEr0 IICEeBIOKO/IA;

a < b+ ((a+ Func(b,c,d) + M[j] + K[i]) <<< s).

31ech a, b, ¢ ¥ d — 3HaYeHUs YETHIPEX CHENUATBHBIX PerucTpoB; F'unc — HesmnHeftnas pyHk-
uust; M[j] —32-6urHoe €JI0BO, KOTOpOE sBJIsieTcs j-it yacTbio 512-6utHOro coobienust M
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K [i] — n3BecTHAst KOHCTANTA; < << — NUKJIXYECKHN CIBUT BIeBO. OTMETHM, UTO HA KaXKI0M
U3 9eTBIPEX PAyHIOB /I CMEITHBAHNS UCIOJIb3YeTCs COOCTBEHHAsT HeTnHeiiHas (pyHKIus.
B xoze npeaBapuTe/IbHBIX SKCIIEPUMEHTOB JI/TsI PA3HBIX 3HAYEHU ¢ OBLIN CJIeJIAHBI TOTBIT-
KU 0CJIAOUTH IMar myTéM oTOpachiBaHUS OHOM MM HECKOJIBKUX omeparuii. OKa3aaoch, YTO
Jlayke ecJiM OTOPOCUTH MCIIOJIb30oBaHue HesguHeitnoi dyuknuu, pius CDCL-pematesieii 3a-
Jlava He CTAHOBUTCS CYIIECTBEHHO mportre. [Ipu srom ecan ot6pocuts ciaaraemoe M [j], To
st CDCL-pemrareist Takast 3aja9a CTAHOBUTCS COMOCTABUMON 110 CJIOZKHOCTHU C 3aa4eit
obpartennst ¢ — 1 1aros.

[Ipenmaraerca bopMUPOBATH 32 MPOMEXKYTOUHBIE 3a/1a9H OOpAIeHns MeyKIy ImaraMu
i—1 i nocremeHHO 3aMeHOl Ha i-M 1mare M [j] Ha CJI0BO, YACTHIHO COCTOSIIEE U3 HYJIEBBIX
outoB. B nepsoii npome:kyTouHoil 3agade M |[j] 3amensiercs Ha 32 Hysesbix Guta. Ciegyer
IO{YEePKHYTh, YTO 3/€Ch U Jajee uMeercs: B Buy 3amena M[j] TosbKo Ha 1mare i, a He Ha
BCeX Trmarax MYHKIWMH C:KaThs. BO BTOPOil MPOMEKYTOTHON 3a/1ade 3aMeHa MPOU3BOIUTCS
Ha CJIOBO, B KOTOPOM 31 cTapiinii OUT paBeH HYJIIO, a OCTABIINANICST OUT — COOTBETCTBYIOIIEMY
(memsBectHOMY) Muajniemy outy B M [j]. Hakowern, B 32-if mpoMe:KyTOYHON 3aja4e HaA i-M
mare M[j] 3ameHsieTcst Ha CJI0BO, B KOTOPOM crapiiuii 6uT paBer 0, a oCTaBIIAECs GUTHI
paBubl coorBercTByiomuM 6utam M [j]. Takum o6pazom, mnceBaoKox MOAUMHUIUPOBAHHOTO
1-T0 mara JJjisi p-it TPOMeKYTOIHOI 33 1a9u 0OPAIIEHUsT BBITJIAAUT CJIETYIONIIM 00pa30M:

a<+ b+ ((a+ Func(b,c,d) + (M[j] << (32—=p+1)) >> (32 —p+1)) + K[i]) <<< s).

[Ipemnosaraercs, aro giasa coppeMennblx CDCL-pemareseil mepBas IpoMesKyTodHas 3a-
Jada obOpallleHus] cpaBHUMA II0 CJ0XKHOCTH ¢ 3ajadeil odOpamienns ¢ — 1 maros yHKIUNA
cxxkaruss MD5, a 32-g 3a1aua cpaBHuMa ¢ oOpallieHueM ¢ Iaros.

2. Ob6pamenue 29-marosoit pyHknun cxkatua MD5

Ha neppowm sTame 6buin mocrpoensl e KH®, kogupyiomue 28 marop (pyHKIUT CKa-
st MD5. Ijist ©X MOCTPOEHUsI MCIOJIb30BAHBI IIPOrpaMMEble KoMILteKehl Transalg [13] u
CBMC [14|. BbL10 crenepupoBaHO HECKOJIBKO CJOydailHbiX 128-OUTHBIX CJI0B U IIyTEM I10/I-
CTAHOBKU B Kaz1yio u3 aByX KH® 128 cooTBeTCTBYIONNUX OJHOIUTEPAIBHBIX U3 HIOHKTOB
oL ostydensl KH®, koaupylomue 3a1a4u oOpalieHus JIjid KOHKPEeTHBIX xerreir. Bo Bcex
skcrepuMenTax ucnosb3osaics CDCL-pemrarens KISSAT [15] Bepcuu 3.0, Tak Kak OH MOKa-
3aJ1 OTJIHYHbIE Pe3YIbTAThI Ha copeBHOBaHUAX SAT-pemareneit B 20202022 rr. Okaszajioch,
q10 Ha Kaxoit KH® KISSAT naxoauT perieHue Ha 11ePCOHAJILHOM KOMIIBIOTEPE HIPUMEPHO
3a 1-3 gaca, HO IpK ATOM cpejiHee BpeMs periterusi ObL10 Huzke HA KH®, crenepupoBaHHbIX
¢ nomorbio CBMC. Ormernm, 9o Ha 3a1adax oOpalleHnss HEMOJTHOPAYHI0BONH (DYHKITHH
ckarug MD4 curyarnus obparnas — tam Transalg myuqrme, vem CBMC [9].

Ha Bropom u mnocieayionux sTamnax pacCMaTPUBAJIMCH 3a0a91 0OpaIeHusl TOJIbKO €/T1-
HAYHOTO XeIla, T.e. 128-0UTHOTO ¢JI0Ba, cocTrodiiero u3 equnni,. beumn cnenansr 32 KHO,
KOJIMPYIOIIE MIPOMEXKYTOUHbIe 3a/iauu obparnenns Mexkiay 28 u 29 maramu. KISSAT ObLi
3allyIleH Ha NePCOHATHLHOM KOMIBIOTEPE C IUMUTOM BpeMeHu 48 4acoB Ha KaxKJ0# u3 mpo-
MEXKYTOYHBIX 33ja4. TOJbKO IepBble BOCeMb U3 HUX ObLIH perieHbl. [locse sToro 6ni1a mpo-
BeJleHa napaMeTrpusanus KISSAT Ha MepBbIX YeTHIPEX MPOMEXKYTOUHBIX 3aJa4dax. B pe3yib-
TaTe ObLIM HalJIeHbl HOBBIE 3HAUYEHHs HmapaMeTpoB KISSAT, KOTOpBIE MO3BOJSIOT OBICTpee
pemarb 3aja4u U3 3roro Kiaacca. [lapamerpusosannas Bepcus KISSAT pemmia 13 npome-
JKYTOYHBIX 33JIa4 C TeM YKe JIIMUTOM BPEMEHHU.

Ha Tperbem 3Talie Jijis pelieHus OCTaJIbHBIX ITPOMEXKYTOYHBIX 38129 IPUMEHAICST METO/T
Cube-and-Conquer [10], npu sToM Ha BTOpPOii ero crajuu paboTan TOT Ke HapaMeTpu30-
BaHHBINA KISSAT, KOTOPBIIt HCIIOIB30BAJICS Ha MEPCOHATBHOM KOMIbIOTEpPE. DKCIEPUMEHTHI
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IPOBEJICHBI HA BBEIYUCINTETHHOM KiaacTepe «Axamemuk B. M. Marpocos» [16]. Kaxkmoit 3a-
Jlade BBIAECAI0CH 7 JHel Ha O y3jax Kjacrepa. B pesysnbrare u3 ocrapmmxcs 19 mpome-
JKYTOUYHBIX 3a/1a4 oOpalienus ObLIM perenbl 13, BKovdas 31-10 3a7a4y, B KOTOPoii Ha 29-Mm
mare M[13] 3amensiercs ma (M[13] < 2) > 2.

Ha derBeprom stame ¢ momornbio CBMC 6bi1a crenepupoBana KH®, koaupyiomas
3asady obpamenus 29-marosoit dpyukmun cxkatusg MD5. Ha Heit B Tex e ycaoBugax Ha
kaacrepe Obr1 3amytnern Cube-and-Conquer. Pemenne naiigeno ne 6p110. Hamomuamm, aTo
B CAMOI CJIOXKHON M3 PEIIEHHBIX IPOMEKYTOUHBIX 3aaa4 Ha 29-m mare M [13] 3amensercs
Ha CJIOBO, B KOTOPOM /JiBa cTapiux 6uta paBubl 00, a octagbable 30 OUT paBHBI COOTBETCTBY-
oM Guram M[13]. IIpu 9T0oM HaiijleHHOE pelleHne MOTJIO TaK¥Ke OKA3aThCs Poodpa3oM
29-marosoii dhyHKIWME cxKaTust, Ho 'y M[13] 6111 pyrue 3HAYEHUs] CTAPIIUX OUTOB. BhLIn
caenansl emé 3 KH®, B kKoropbix JiByM crapiiuM outam Ha 29-M 11are mpucBanBalOTCs 3Ha-
qenus He 00, kak B 31-it nmpomerkyrounoit 3ama4e, a 01, 10 u 11 coorBercrBenno. Ha Bcex
srnx KH® rmakyke ob1 3amymen Cube-and-Conquer Ha Kiaacrepe, W B pe3y/abTare TOJIBKO
Ha BapuanTe 10 6bL10 Haiieno pernrerne. Ha sror pas y M |[13]| sHauenus aAByX cTapiiux O6u-
ToB ObLn paBHbl 10. Takum obpasom, ObLI HaiieH Mpoobpa3 eTUHUIHOIO XeIlla, KOTOPBIi
cremepupoBan 29-marooit gpyukiueit cxkarusg MD5. KoppekrHocrs jgaHHOrO 1npoodbpasa
nposepena Ha peasmzanuun MD5 u3 paborsr [2].
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CPABHUTEJIbHBIN AHAJIN3 KAUECTBA ITPEOBPA3OBAHUYI
TPAGUYECKOU MHOOPMAIIUU C TIOMOIIBIO BJIOYHBIX
oIrMeproB

E. A. Nmyxkosa, P. P. Bopiakos

HpeﬂCTaBﬂeHBI PEIYIBTATHI MPAKTUYICCKUX IKCOEPUMEHTOB TI0 BJIUAHWUIO PA3JTUIHBIX
anroputmoB mudposanus (DES, AES, Marma) B peskuMe 971eKTPOHHOIN KOJOBON KHU-
ru (ECB) ma kauecTBo nmpeobpazosanus rpadudeckoii mHGOPMATAN B 3aBUCUMOCTH OT
eé cpoiicTB. B xo/ie sKcIiepuMeHTa IIPOBEPEHA THIIOTE3a, COIVIACHO KOTOPOU KadecTBO
muPOBAHNS 3ABUCUT HE TOJIBKO OT aJIrOPUTMa MM(PPOBAHAS U €r0 PEKUMA, HO U OT
cBO#CcTB camoil mpeobpasyemoit nHbOpMaIuu. DKCIEPUMEHTAIBHO HPOJIEMOHCTPUPO-
BAHO, YTO HA KAYECTBO IPeobpaz3oBaHust HHMOPMAINN BAUIIOT TAKUE TTAPAMETPbI, KaK
KOJINYECTBO I[BETOB B I[BETOBOIl IMAaUTpE, KOJUYECTBO KPYIHBIX U MEJIKUX 00bEKTOB
Ha PUCYHKE, KOJIMYECTBO TUKCeell, Hajn4ane uiv OTCyTCTBrE (POHA, & TAKKE JIPYyTHE.

KroueBbie cimoBa: wudposanue, 6A0%Hoil wudp, pescum WuPposanus, s4exmpon-
HAA K00068G7 KHU2G, 2PAPUYUECKA UHPODMAYUS.

BBenenue

N3Bectro, ut0 pexum mupposanns ECB, kak npaBu/io, ucnob3yerca He st mud-
poBanug (ailjioB, a KaK COCTaBHAs YacTh JPYIUX PEKUMOB MudpoBaHus, KOTOpbie 0bec-
IEYUBAIOT CBA3b OJOKOB MEKJly cODOi 1 paBHOMepHOE IepeMelnBanue nndopmanuu. Tem
He MeHee HUCCIeJIOBaHus HaAEKHOCTH MudPa BCera HAYMHAIOTCA ¢ U3YUEHHS ero paboThI
B pexxume ECB. OTnenbao obcyKaaeTcs BOIPOC O TOM, KaK BIUSET PEKUM UM POBAHUS
Ha npeobpa3oBaHue Pa3HbIX TUIOB AaHHBIX. Tak, misa aaropurma AES Ob1o mokazano, 4to
mugposanne rpadpudeckoil nagopmanunu B pexkuve KCB mpuBoanT K COXpaHeHUIO CTPYK-
TYpbl PHCYHKA TaK, YTO MOXKHO ONPEJEJUTh COJEp:KUMOe 3Toro pucyska |1, 2|. Pagom
uccaeoBaTe el TpeJIPUHIMAIOTCS ITONBITKA CO3JaTh HOBbIE AJTOPUTMBI MIH(PPOBAHUS,
KOTOpBbIe OBl TO3BOJIHIN Ka4eCTBEHHO TpeoOpa3oBhIBATH JII0OYIO Ipacdudeckyio nHOpMa-
muio |3, 4]. B nacrosiieit pabore Mbl IIPOBEJIN CPABHUTEJIbHBII AHAIN3 BIUSHUSA DA3THIHBIX
aJTOPUTMOB MH(POBAHNS, UCIOIb3yeMbix B pexkume ECB, na kadecrso mpeobpazoBanus
rpadguyecknx u300parkeHnit B 3aBUCUMOCTH OT CBONCTB caMoro m3obparkenns. B kadecTne
AJIrOpUTMOB MM POBAHU JIJIsI UCCJIe0BAHUs ObLIX BHIOpaHBI OBIBIIUN CTAHAAPT IIHQPO-
Barusa CIIA DES, neiticrBytomuii crangapr mudpopanus CIIA AES u oredecTBeHHBIIH
ajiropurm 1mugposanus Marma.

1. MeToapl nccijaegoBaHns

Aurropurm DES [5] aktusrO ncenosb3obadicst 1o Hadata 2000 rogoB, B HACTOSAIIEE BpeMs]
SABJIIETCS YCTaPEBITUM, XOT4 JI0 CHX MOP B PeATU3ANUIX HEKOTOPBIX TTPOTOKOJIOB MPUMEHS-
forcst ero mogudunuposanubie Bepcun. Hanpumep, B cranmaprax ANSI X9.17 u ISO 8732
ucnonb3yercs tpoitaoit DES ¢ npywms kmogamu (Tripple-DES). Anropurm DES npeacras-
JisieT coboft cuMMeTpUYHbIi 6,109HbIH TTHd P, TocTpoeHHbIi 10 cxeme PeficTesnsa. Ha ero Bxos
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mocTynaer 64-OUTHBII TEKCT, KOTOPBIiT 00padaThiBaeTCs MO, Bo3AeiicTBrueM H6-OMTHOTO CeK-
PETHOr0 KJII04a MudpoBaHUS.

Cranmapr AES 6sur npunsar #a cmeny craugapry DES. B ero ocuose nexut aaropurv
mudpoBanusa Rijndael, koTopwiii mpejacrasiger coboil cUMMeTPUUYHBIH OJIOYHBIH MHD,
HOCTPOEHHBIN IO MPUHIUIY HOACTAHOBOYHO-IIepecTanoBouHOM ceru. Illudp obpadbarnipa-
eT OJIOKH pa3MepHOCTbIO 128 OWUT Mo BO3JEHCTBHEM CEKPETHOIO KJII0Ua, KOTOPBIA MOXKeT
IPUHUMATH pa3Hble pasMepsl: 128, 192 nsm 256 6ut [5]. B 3aBucumoctn ot pazmepa Kioda
U3MeHsIeTCS KOJIMYeCTBO payHa0B mudpa. B nacrosiieii pabore Bce SKCIepUMEHTHI ITPOBO-
JIJIACH ¢ UCIOJIb30BaHueM Bepcun mmmdpa AES-128.

Tperuit paccMOTPEHHBIN AJITOPUTM — 9TO OTEYeCTBEHHBIH aJroputm mudpoBanus Mar-
Ma, KOTOPBIH SIBIsI€TCs OJHUM U3 ABYX (OB, cocTaBasonux ocuoBy craggapra I'OCT P
34.12-2015, u npejcraniisier cob0i cUMMeTPpHUHbIH 0J1049HbBIH 1TUGP, TOCTPOEHHBIN 110 CXeMe
Deiicrens. Baok ganHbIX y Hero cocrabiser 64 6ura, a cekpeTHbIil K01 — 256 6ur [5]. AJj-
roputm Marma smisiercs ocuoBoit cranmapra ['OCT 28147-89. Ocuorroe oTmamem Mar-
Mbl o1 'OCT 28147-89 —B I'OCT 28147-89 6Jioku 3aMeHBbI He 3a(PUKCHPOBAHBI U MOTYT
HCIIOJIB30BAThCS B JIOOBIX KOMOHUHAIMSIX; Mg aJaropurMa Marma 670Ku 3ahuKCHpOBaHbI
OJIHO3HAYHO [5].

[Ipu mudpoanun G0AbMIIX 0OBEMOB JAHHBIX C MOMOIIBIO CUMMETPUYHBIX OJIOYHBIX
mudpoB PEKOMEHIOBAHO WCIOIb30BATH PA3JIMYHBIE PEKUMbI, HAIIPABIEHHBIE HA CIIETLIe-
Hue OJIOKOB M IepeMellnBaHue HHMOPMAaIUU TaKUM oOpazoM, 4To0bI ITUGpPOBaHUE KarK-
JIOTO TOCJIEIVIONEero OJI0Ka 3aBUCETI0 OT TOr0, KaK ObLI 3amudpoBaH Hpeabl Ay 6JI0K.
K rakum pexkumam ornocsitest: pexkum cremienust 6s10koB (CBC), pasiudabie pezkuMbl
raMMHpOBaHus, pe:kuM obparHoil cBszu no mudprekcry (CFB), pexum obpaTHoii cBsizn
o Beixoay (OFB) u apyrue. OcHOBOI 7151 BCeX PEKNUMOB SIBISIETCS PEIKUM SJIEKTPOHHOM
kogoeoii kauru (ECB), npu koropom Bee 610Ku mHdPYIOTCS HE3ABHCHMO JPYT OT JIPYTA.
J1s1 oTevecTBEHHBIX AJTOPUTMOB PEXKUMBI MIU(MPOBAHKUS OIPEIEISIIOTCI B COOTBETCTBUU
c 'OCT P34.12-2015.

[Mesibio nacTosieil paboThl dBIIETCH MCCJIe0BAHIE KavyecTBa IpeodpaszoBanus rpadu-
9ecKOil mHMOPMAINN B 3aBUCHMOCTH OT MCXOJTHBIX XaPAKTEPUCTUK U300PAKEHUA U OT UC-
HOJIb3YEeMBIX aJrOpUTMOB Iudpobanud. J[ng paboTsl Hajl n300parkeHUIMU ObLT BBIOpaH
dopMar .ppm, Tak KaK OH OTJIHYAETCS yI0OCTBOM, IPOCTOTONH M XOPOIIO MOAXOTUT JIIs
SKCIIePUMEHTAIbHBIX HccaegoBannii. [lepen ragansom mpeodbpasoBanus rpadpuiaeckoro n3ob-
pazkeHusi HeOOXOAMMO IPOU3BECTH OLEPAIMIO OTIEJICHHs ero 3arojJoBKa oT Teja (puc. 1),
TaK Kak npu mu@gpoBaHUE 3ar0j0BKa €ro CUTHATYpa OyaeT HApyIIeHA W MbI OOJIbINE He
CMOXKeM MPOocMOTpeTh (aiiyi B popmare uzobpaxkenus. [losromy mudpyercsd TOJIBKO Te-
J0 (baitna, moce 4ero oHO 0OPATHO COEJNMHSIETCS ¢ 3ar0JJOBKOM. 3JeCh CJeIyeT OTMETHUTD,
YTO CTAHIAPTHBIA 3arojIOBOK /s ¢popmara .ppm cocTapiser 16 0aiT, To ecth 128 Our.
DTO YKJIAJABIBACTCS B JIBA OJIOKA JAHHBIX JIJIsI TEX aJTOPUTMOB, ¥ KOTOPBIX UJIeT 00pabOTKa
64-6utHbix 610K0B (DES 1 Marma), u B ogus 6s0k s anropurma AES) y koroporo 06-
pabarbiBaeMblit 010K KpateH 128 duram. B ¢BA3uM ¢ 3TUM HeT OOJIBINON pa3HUIIBI: CHAYA/IA
yOparh 3aro/oBOK, 3amudpoBaTh (pailyi U 3aTeM COCJUHUTD €ro CO CTAHJAPTHBIM 3aI0/10B-
KOM (9T00bI rpadudeckuii peakTop cMOT 0TOOPa3UTh WHMOPMAIHMIO) WU CHAYANA 3anud-
poBarh (pailyl MEJUKOM, a 3aTe€M 3aMEHUTH 3aImuPOBAHHBIA 3ar0JI0BOK HA CTaHIAPTHBI
HenugPOBaHHbBI.
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LeoSmall.ppm

[elefejelelolele]

6.225 158.255.7

00000010 TTTTTTUTUCICIOIOI
00000020 E3 E3 E3 E3 E3 E3 E3 E3 E4 E4 E4 E4 MMME S EE S
Headef |E3 F3 F3 E4 E4 E4 E4 F4 £4 FO EO FO D8 DC DD CE| mmmaszzssoco {}
eACEL o6 ps BF D2 D6 AB CE DO 9B CD CE 91 CA DI 8A C9| oyl ¢—1
00000050 (D2 89 C7 D4 8A C9 D8 86 CB DA 7C C9 D3 72 C5 CB —ﬂ;e rl 1-[
00000060 |70 C1 C4 7D C3 C3 94 CA CC B2 DO D8 C3 D4 DB D3 pJ—}L L.J‘ikk.
(BodyJe |DB DE DC E® E1 E2 E6 E7 E5 E9 EA E7 E9 E8 E6 E8| Hlmofrutoentosus
0000008OJE7 E7 E7 E7 E7 E7 E7 E9 E7 E8 E9 E7 E8 E9 E7 E8| trtritrereeteets
00000090 [EA E8 E9 E9 E9 E9 E9 E9 E9 E9 E9 EB EA EA EC E9| Qseecseeeasesanws
000000A0 |E9 E9 EA EA EA EA EA EA EA EA EA E9 E9 E9 E9 E9| secccancanesees
000000B0 |E9 EA EA EA EB EB EB EA EA EA EA EA EA EA EA EA| 9200555000000000
000000CO |EA EA EA EA EA EA EA EA EA EA EA EA EA EA E8 EB| ceooocaoeancanss
00000000 |EB E9 EB EC E7 EB EB E9 EB EB E9 EA EC EB EA EC| seswtssesseqwmsom
000000E® |EB EB EB EB EB EB EB EB EB E9 EA EB E6 EA E7 E2| 5555555556Q5pQ1T
000000F0 |E4 E1 D8 E2 DE D3 DF DB CF DA D4 C6 D2 CB B9 D5| zfdr Jlmgt LL
00000100 |C7 AD D1 C2 A3 CF BF 9E CF BF 9D CE BE 9A CD BD| |ipridy? o
00000110 (9B D2 C3 A2 D9 CB AE D7 CB B5 D6 CE BB DA DO C6 ¢”—E‘T« [”JL|=
00000120 |DC D3 CA DB D4 CC DC D5 CD EO D7 CE E3 DC D4 E2| u L],. [T LT
00000130 DD D7 E4 E1 DC E7 E4 DF E7 E4 DF E7 E6 E2 E9 E8| |{zRmrz®:z®rpres
00000140 |E4 E9 E9 E7 E8 E8 E6 E5 E5 E5 E6 E6 E6 E3 E3 E5| 2€€18¢UGOOUUMTTO
00000150 |(E1 E1 E3 E1 E1 E3 DE DE EO DD DD DF DF DF DF E4| RBnRGm | Jof | ™=
00000160 |EO E1 E2 DE DD E1 DF EO E2 EO E1 E@ DE DF E3 E1| ofT il R%™arofc [k
00000170 |E2 E6 E4 E5 E2 E@ E1 E2 EO E1 E6 E4 E5 E6 E4 E5| ruzoraRrafusopzo
00000180 |E5 E3 E4 E3 E3 E5 E2 E2 E4 E2 E2 E4 E4 E4 E6 E4| onzmmorTsITsIzps
00000190 |E4 E4 E4 E4 E4 E4 E2 E3 E4 E2 E3 E5 E3 E4 E5 E3| sZEsssrmermonzon
000001A0 |E4 E4 E2 E3 E2 E@ E1 E2 EO El E2 E@ E1l DF DF DD| sZTMrafTrofrcRm
Puc. 1. Header u Body dopmara .ppm

2. Pe3ynpTaThl 9KCOEPUMEHTOB
OrkcnepumenT 1. CpaBHenue pe3yabTaros mndpoBanus s pororpaduii u pu-
cyHKOB. /I1g JaHHOTO 3KCIepuMeHTa ObLIN BRIOPAHBI JIBE KAPTHUHKHU ¢ KPYITHBIM U300pazKe-
HueM, nepBasg — ¢gporounsobparkeHue, BTopas — HApUCOBaHHAsA. Y 00euX KapTUHOK 3a/IHHIi

bon 3amenéH GestbIM BeTOM (pHC. 2).

el

AES

£ H

Puc. 2. Qkcnepumvent 1

Marma

Ha puc. 2 MOXKHO OTUeTJIMBO YBUIETh OUepTaHUs 3audPOBAHHBIX H300paKeHnit, COOT-
BETCTBYIOINIUE OPUTHHAJIBLHOMY. MOXKHO 3aMeTUTh, YTO OUYepTaHus 3aliudpoOBaHHOIO N300~
pasKeHus JIJI PUCOBAHHON KapTUHKH 00Jiee ABHBIE IO CPABHEHUIO ¢ (POTOU300PaKEHUEM.
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CBsI3aHO 3TO ¢ TeM, UTO MepBOE M300pPaKEHNe CHIATO HA KaMepy B PEKUMe PeabHOTO Bpe-
MEHH, TJ/ie HAa KOHEYHBIH I[BET MUKCEJI BIUAIOT Takue (pakTopbl, KAK CBET, TeHb U T.J., a
BTOpOe M300pazkKeHne HAPUCOBAHO C MCMOJH30BAHUEM MHCTPYMEHTOB BEKTOPHON rpaduku,
IJle CJI0YKHO CBIMUTHPOBATH PA3HOPOTHOCTH nuKceseil. [lomydaercs, 9To 4em OoJTbIlIe HEOTU-
HAKOBBIX MUKCeJeH COMepKUT H300pazKeHue, TeM JIyUIlle TTPOUCXOIUT Mpeodpa3oBaHue.

DKcnepuMeHnT 2. Baugauaume doHa Ha KadecTBO mpeobpazoBanus. [las gaHHOrO
9KCIIEPUMEHTA UCIOJIb30BaHa OJHA U Ta Ke pororpadusd ¢ OTCYTCTBYIONUM 33 HUM (POHOM
W ¢ Hem3MeHEHHbIM (boHOM (pHc. 3).

gl =19

AES Marma

5 EEanEs

Puc. 3. dxcnepument 2

W3 puc. 3 Buano, 4ro Hasgumdue ¢pona obecreduBaeT 0ojiee paBHOMEPHOE paclpejiesie-
Hue 3amudpoBaHHbIX nukceaeil. PoH NPaKTHIECKH CJAUBAETCS ¢ CAMUM H300pakKeHueM, H
OHO CTaHOBUTCA HEPA3JIMIUMbBIM. BI/I,ZLHO, YTO HauJrydliee 1nmepeMeiiuBadue JOoCTUraeTcd Ajid
aaropurma AES.

DdxkcnepuMeHT 3. BiausHue paspenteHusi WCXOIHON KAPTUHKU HA KATECTBO Ipe-
obpazoBanust rpadudeckoit naHdoOpMamuu. BTN HUCIOIb30BAHB M300parKeHus U3 JKCIIe-
pumMenTa 2 ¢ ¢honoMm u 6e3 dhona B ABYX pasHbIX paspemenngax: 1200 x 798 u 300 x 200.
Pesyiibrarel upejicrasienbl Ha puc. 4. BujiHo, 4ro Ha BOCHpUATHE KOHTYPOB I'PaUvdecKo-
ro n300pakeHus pacIIMpeHne OKa3aJ/0 BJAUIHUE TOJbKO g n3obpaxkenns ¢ HOHOM, KO-
Topoe u 6e3 TOro 0DecIeYnBaeT JTOCTATOYHO PABHOMEDHOE TepeMentnBaHne nHMOPMAINH.
s m3o0pazkenud 0e3 ¢oHa M3MeHEHHe pa3pelleHus MPAKTHYeCKH He OKa3aJ0 BIUSHUA
Ha pe3yJIbTAT IIH(ppPOBAHUS.

DKcnepuMeHnT 4. Baugnue pazMepoB 1 KOJTHIECTBA JeTasaeil HA pUCYHKe Ha Kade-
cTBO 1IpeoOpazoBanus. Vcnob30BaHbl ABa W300paKeHUsI ¢ MHOYKECTBOM TIpemMeToB. [lep-
BOe M300pazkKeHne HapucoOBaHO rpaduiecku, Bropoe — ororpadusa. Pe3yabrarsl IKcnepu-
MEHTa IPEeJICTaBJIeHbl Ha pUc. 5. BugHO, 910 OOJIBINIOE KOJUIECTBO MEJIKUX JeTajeil Ha uc-
XOJHOM H300ParKeHHH MPHBOJUT K XOPOIIEeMY IpeoOpa30BAHHUIO JAHHBIX JaxKe B PEeXKIMe
ECB. Ilpu stoMm ais rpadpudeckoro n3obparkeHus MpeodOPa30BAHUE BBLIIOJIHSIETCS Kade-
CTBEHHee 110 cpaBHeHuIo ¢ (pororpadueii.

OrxcnepumernT 5. KagecrBo mpeobpaszoBanus TeKCTOBOH NH(MOPMAIIH, TTPEICTAB-
JIEHHON B BuJe m300pakenus (ckaH-komun). Ha puc.6 BHAHO, 9TO /i BCEX AJTOPHUTMOB
U POBAHUA MOXKHO IPOCTIETUTH CTPYKTYPY TekcTa. JlazxKe eciin HeJib3s paclo3HaTh TEKCT,
TO MOYKHO BBLJEJIUTE €r0 OTIHIHTEbHBIE JEMEHTHI (INAIKY, 3ar0JI0BOK, MOJAMUCH W T. I1.).
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Marma

1200x798 o
300x200 o

H?L
£ 2

S N

300x200

Puc. 4. Dxcuepument 3

AES DES

Puc. 5. Dkcnepument 4

AES DES

Puc. 6. dxcepument 5

Marma
Marma
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OkcnepumenT 6. KadecTBo mpeobpa3oBanuss TEKCTOBON MH(MOPMAINH, €CJIU OHA
COJIEPKUT CcTerokouteiinep. /[y JaHHOro sxcnepuMenTa ObLIO ITPOU3BEIEHO IPeodpa3o-
BaHWe NPOCTOil rpaduueckoit madOpMaNuu, MOCTe Yero B n3odpazkeHue ObLIT BCTPOEH
TEKCT € HCIOJb30BaHUEM CTeroKoHTefiHepa (MOJOHIET 000 OHIANH-CepBUC, HAIPHIMED
Steganography Online). Pesynbrarer mudpoBanus mpejcTaBieHbl Ha puc. 7. Bugho, 4to
HAJIMYNEe CTerOKOHTeHepa BHYTPH M300paKeHusl CUIbHO NCKAYKAET pe3yJIbTaT Ipeobpaso-
Banus rpacduyeckoit uudopmaruu. [lo pesyabrary mmdpoBanus MOXKHO HPEJINOIOKUTD,
BCTPOEHO JIM CTErOM300parkeHrne B KAPTUHKY C MPOCTBIM PHCYHKOM.

DES Marma

ITz00paxeHne

Bez dopmaTHpoBaHIs,
00BIIHOR H300paKeHIe
0e3 oHa

To e m200paKeHIIe, HO ¢
3aKOIIPOBAHHBIM
coo0IIeHIIeM BHYTpPH

Puc. 7. Dxcuepument 6

OrxcnepumenT 7. KagecTtBo npeobpaszoBanust nHGOPMAINH B 3aBUCHMOCTH OT HC-
OJIb3yeMOro pexkuMa, mudpoBanusd. /g 1aHHOro SKCIepuMeHTa OJHO W TO Ke H300pa-
JKeHre OBbLIO 3alidpOBAaHO ¢ UCMOJIb30BAHUEM PA3JUYHBIX AJTOPUTMOB MHUMPOBAHUS KAK
B pexkume ECB, tak u B pexxume CBC (pwuc. 8). BujaHo, 9T0 HE3aBUCHMO OT AJITOPUTMA
mudposanus npumenenne pexkuma CBC peraer mpobsieMy HEPABHOMEPHOTO HEPEMEInBa-
HUd U obecriednBaeT Xopoiiee Iudpopanne rpadgpuieckoii mHGopMaIum.
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H3obpakenne DES Marma

ECB ECB

CBC CBC CBC

Puc. 8. Dkcrnepument 7

3akJJdyeHue

B pabote npoBenéH psia dKcIepuMeHTOB 10 mudpoBaHuio rpadpudeckoit nndopmamnn
C UCHOJIb30BAHWEM pasaudHbix ajaropurMos mudposanus (DES, AES, Marma) npenmy-
IIECTBEHHO B PeKnMe 3J1eKTpoHHOI KomoBoil kuuru (ECB). DkcnepumenTanbHO MOKa3aHo,
9TO Ha KadecTBO NpeobpazoBanus WHAMOPMAIUE MOTYT OKA3bIBATh BJIUSHUE CJIETYIOIIHE
dakTOpbI: pasMep H300pakeHus, KOJUIECTBO KPYIIHBIX U MEJKUX JeTaJieil, 3ajHuil (oH.
[Ipu sTOM paspelnrenne n300pazkeHuss TPAKTHIECKH HE OKA3BIBAET BJIMSHHUS HA KAadeCTBO
npeobpazoBanus. [loydensl nHTepecHbIe SKCIEePUMEHTAJIbHbIE JaHHbBIE B YaCTH MIH(POBa-
HUsI W300parKeHnit CO BCTPOEHHBIME CTETOKOHTEHHEPAMU, KOTOPbIe MOI'YT OBITH HCIIOJIB30-
BaHbI JI)Is JIETEKTHPOBAHUSA CTErOKOHTeiHepoB. [Ipeamnosiaraercs, 4ro pannag pabora Oy/er
MPOJIOJIZKEHA B KCIEPUMEHTAJbHON YacTu. [LIaHupyeTcss JOMOTHUTH IKCIEPUMEHTHI IS
BCEX IIPEJICTABICHHBIX H300pasKeHUU ¢ UCIOJIb30BaHUEM aJropurma Iudpoanus Kysne-
YUK, KOTOPBIH SBJIAETCA YacThI0 OT€YEeCTBEHHOTO cTangapTa mudpoBanus ganasix 'OCT
P 34.12-2015. Takeke mjaanupyercs IIPOBECTU PsiJi IKCIEPUMEHTOB 1O UCIOJIL30BAHUIO MO-
HOXPOMHBIX M300pazKeHuii n n3006pazkeHunii ¢ pa3HbiM 00bEMOM BCTPOEHHOM cTeranorpadu-
4ecKoil mHpOpMaIyy.
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0 KOJIMYECTBE HEBO3MOXKHBIX PASHOCTEMN I10 MO/IYJIIO 2"
IJId ARX-IIPEOBPA3BOBAHUA!

H. A. Kosomeer

Wcenenyercst pasHOCTHAsT XapaKTEPHUCTUKA 110 MOAY/I0 2" mas mpeobpa3oBaHms
(xdy) K r, e x,y € ZF ul < r < n. OHa npejcrasisier HHTEPEC B KOHTEKCTE
Pa3HOCTHBIX aTaK Ha MHIMPLI, CXeMbl KOTOPBIX COCTOAT U3 CJIOXKEHHH 110 Momy/ano 27,
noburosbix XOR u nukamyeckux casuros 6uroB Ha, r mosunmii. Ilogcumrano ymcio
HEBO3MOXKHBIX Pa3HOCTEN, T.e. pa3sHOCTell ¢ BepOATHOCTbIO (), IPH BCEX BO3MOXKHBIX
3HaueHUAX r u n. HalijeHa Tak>Ke UX J0Js TIPH 7, N — I — 00 U TIPUBEIEHO CPABHEHNE
C KOJIMYIEeCTBOM HEBO3MOKHBIX PA3HOCTEl /I IIpeodpa3oBamus £ @y 6e3 MUKIHIeCKOT0
CIBUTA.

Kirouesbie caoBa: ARX, pasnocmuwve zapaxmepucmuru, XOR, caoorcenue no mo-
AYat0, YuKAUNECKUT cOB8UZ DUMOB, HEBO3MONCHDIE PAZHOCTU,

BBenenue

Cospemennbie kpunrorpadudeckue npumuTupbl, takue, kak CHAM [1], Sparkle [2],
Speck [3], Salsa20 [4], ChaCha [5], npencraBienHble B BHe CXeM, COCTOANINX TOJbKO U3
caoxkenuit mo Moxymmio 2" (H), mobutosbix «uckaodaomux unny» (XOR, @) u nuxinde-
CKUX CIBHIOB OMTOB Ha 7 IO3UIHI B CTOPOHY CTapIIUX Pa3pdAIOB (<<< r), Ha3bIBAIOTCA
ARX-mudpamu. ITocTpoeHune ONEHOK UX CTOHKOCTH K PA3HOCTHBIM artakam |[6-8| mpuso-
JHUT K HeOOXOMMMOCTH aHaIn3a pa3sHoCTHHIX xapakrepuctuk ARX-npeobpaszopanmii. /lastee
U3y4aloTCd PA3HOCTH OTHOCUTEIbHO omepanuu H, B obiem ke oHM MOTYT OBITH BHIOpa-
HbI 1 uHbIMHA criocobamu [9-12]. CooTBeTcTByOIINE PA3HOCTHBIE XaPAKTEPHCTHKH GA30BBIX
onepanuii UCcJIeI0BATUCh, HAIpUMeD, B [13-16].

Bynem paccmarpuBaTh apryMeHTHI BCeX IpeoOpa30BaHUil KaK 3€MEHTHI ITPOCTPAH-
crBa ZY JBOUYHBIX BEKTOPOB PA3MEPHOCTH 7, ACCOLUUPYSL ¢ BEKTOPOM & = (L1, ..., Ty) € Z4
eJI0€ THCJIO

2l + 2" 2y o+ 20,

Yepes z By, toe x,y € Z5, 0603HaYUM CJI0KeHTE 10 MOTYIIO 2" acCOIMUPOBAHHBIX C T U Y
qpcell. SHAUCHHS PAsHOCTHOH xapakrepucTuxu adp’ mo Momaymio 2 1is mpeoGpasoBaHmst
[ (Z3)F — Z3 onpenensiorcs caeyonuM 06pasoM:

adp’ (o, ..., o = ofth)

=2kl db e Zy: f(et Bt 2R BN = f(2t, .., 2F) B

Yepes adp™t 0603HAUMM PA3HOCTHYIO XAPAKTEPUCTHKY /ISt IPEOBPA3OBAHMISI (x@y) K,
rnez,y € Zhul < r < n,adepes N — KOJIMIECTBO €6 HEBO3SMOKHBIX pasHocTeil. [pyrumvu
CJIOBaMH,

Ny =#{a, B,y € Zy : adp™(a, f = 7) = 0}.

Ormernm, aTo cBoiicrsa adp™ uccaemosamuce B [17, 18]. TIpu stom B [18] yeranosieno,

5 6
qToNT}ZQS”—?HN;;<N£ upu r > 1.

IPaBoTa BBITIONHEHA TTPU TIOAIep KKe Maremarndyeckoro nenTpa B AKageMroposke, coriatienne ¢ Mu-
HUCTEPCTBOM HAYKHU M BBICIIETO O0Opa3oBanus Poccuiickoit @emepanuu Ne 075-15-2022-282.
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Jlannas paboTa MpoIoIKAET UCCAeTOBAHUS B STOM HanpaaeHuu. Mbl mogcuuTaeM TOY-
noe 3Havenne N u mokazkem, 4To B GOJIBINMHCTBE CJIy4aeB yIOMSHYTas ONEHKA sIBJISETCS
rpy6oii.

Kosnm4yecTBO HEBO3MOXKHBIX PAa3HOCTEN
o T
B caeaymoueit Teopeme npusoaurcest Tounoe 3nadenue N s BCex BO3MOXKKHBIX 1 1 T

Teopema 1. Ilycts n > 2. Torma ggs awboro r, 2 < r < n — 3, clipaBe IJINBO:

1.3 1 1
T’:_ n _41” TL—T‘__ T _41”
N; =28+ 478 =87+ 4T+
6 10 8 2\ /1 1 5
. n—r _4TL—7”_ _ n—r . . 7”_ _47”_ . .
+(358 3 53 +21> (148 12 21)

Kpaiinne 3nadenus BoIpazKaioTcs CAEAYIONUM 00pa30M:

11 35 250 3 2 50
n72:_ n _4n__ 2 n71:_ n _4n__‘
N 568 +24 T 3 u N/ 148 —1—3 o

B rab.1. 1 npejcrasienst 3nadenns N npu HeGOIBIINX 7, & TAKKE JOJH HEBO3MOKHBIX
Pa3HOCTEl MO OTHOMIEHUIO KO BCEM PA3HOCTAM. B Tabj. 2 npuBeeHbl aHAJOTUYHBIE JOJIH
IpPU CAMOM BOCTPEOOBAHHOM 3HAYEHUU N = 3J2.

Tadbaunma 1
Buauvenus N npu 3 <n < 10

nlr| NI | NT/8-100% | n | r NT NT/8% - 100%
1| 182 35,5469% 3| 3563358 21,2393%
2 150 29,2969% 1| 3232014 10,2643%
1| 1462 35,6034% 8 [5 | 3198622 19,0653%
4 [2] 1166 28,4668% 6 | 3391086 20,2124%
3] 1046 25,5371% 7| 3638806 21,6890%
1| 11702 35,7117% 1| 47934902 | 35,7143%
s [ 2] 8958 97,3376% 2 | 34786302 | 35,7143%
3 7918 24,1638% 3| 28144334 | 20,9692%
i 7702 23,5046% o [ 4] 25110494 | 18,7088%
1| 93622 35,7140% 5 | 24182542 | 18,0174%
2 [ 69806 26,6289% 6 | 24778398 | 18,4613%
6 [ 3] 59422 22,6677% 7| 26746478 | 19,0277%
1| 57454 21,9170% 8 | 28935702 | 21,5588%
5[ 58902 22,4693% 1| 383479222 | 35,7143%
1| 748082 | 35,7142% 2 | 277687598 |  25,8617%
2 [ 550206 | 26,2359% 3 [ 223642910 | 20,8284%
o [ 456078 | 21,7475% 1 197714510 | 18,4136%
1] 425118 | 20,2712% 10 [ 5 | 187255262 | 17,4395%
5| 435822 | 20,7816% 6 | 186758926 | 17,3933%
6 | 460310 | 21,0493% 7 | 104983582 | 18,1593%
o | 1| 5991862 | 35,7143% 8 [ 212442734 | 19,7853%
2 [ 4366574 | 26,0268% 9 | 230786582 |  21,4937%

Bosburyio yacts N MOKHO ONEHATDL CBepXy He TojbKo uepes AL no u wepes N1,
Caencreue 1. Ilyers r > 5un—r > 5. Torma N < N1,

BoJiee Toro, skcrepuMenTajibHbIe Januble ToKasbisaor, 1uro N7 < Nt npn 2 < r <
<n—1, saunHag c n = 7.

B ciydae nanéknx or KpalHUX 3HAYEHUH T HETPYIHO BBIYUCIUTH, K YEMYy CTPEMUTCH
JOJIST HEBO3MOYKHBIX PA3HOCTEIH.
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Tabawma 2
Hona NI, x 82 npu 2 < r < 32

r | Nip/8%2-100% || » | Niy/8%2-100% || r 15/8%2 - 100%
2 25,8036% 12 15,5203% 22 15,5328%
3 20,6808% 13 15,5153% 23 15,5550%
4 18,0985% 14 15,5128% 24 15,5987%
5 16,8047% 15 15,5116% 25 15,6843%
6 16,1575% 16 15,5112% 26 15,8504%
7 15,8339% 17 15,5112% 27 16,1691%
8 15,6720% 18 15,5118% 28 16,7690%
9 15,5911% 19 15,5132% 29 17,8571%
10 15,5507% 20 15,5160% 30 19,6429%
11 15,5304% 21 15,5216% 31 21,4286%

CnencrBue 2. CupasejinBo

. /\/;’; 38
lim = —
r—0o0 - 8n 245

n—r—oo

3
Ormernm, ato —— =~ 15,5 %. B 10 ke Bpems 10715 HEBO3ZMOXKHBIX PA3HOCTEil 10 MOJLY-
245

0 2™ st npeobpaszosanust x G y pasaa 4/7 [14], aro cocrasaser npumepro 57 %. Takum
obpazowm, jobaBjieHrue MUKJINIECKOI0 C/IBUT'a K IPe00PAa30BaHUIO XPY CYIIECTBEHHO CHUKAET
9UCJI0 HEBO3MOYKHBIX PA3HOCTeH, 0COOEHHO MPU 3HAYEHUSX CJIBUTA, JAJEKUX OT KpalHUX.

[TonyuenHble pe3yJabTaThl MOXKHO IPUMEHHTH TaKKe K peobpazoBanusiM (r < 1) @ v,
((rBy) <« r) @ z U T. 1., MOCKOIBKY HX pasHOCTHbIe XapakTepucrukn adp™ u adp”f*
BBIPAKAIOTCS depe3 adp ' cIeqyiommM 06pasom:

adp™ (o, B 5 ) = adp™(v, 85 ),
adp™ (o, 8,7 5 0) = adp™ (@ B 3,7 5 9),

e a, 87,4 € Z.
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AHAJINGE 90PEKTVBHOCTU KPUIITOI'PAOPNYECKNX
AJITOPUTMOB IJIdd TTIPUMEHEHUY B ZK-SNARK!

J1. O. Konapipes

[Iposenén cpapuuTebHBIN aHaau3 3O MEKTUBHOCTH PA3IUYHBIX KPUTITOIPADUIECKIX
AJITOPUTMOB ¢ TOYKH 3PEeHUd MpuMeHuMoCcTH B cucteMax Ha ocHobe zk-SNARK. Pas-
paborana nadpacTpykTypa Ha ocHoBe ZoKrates jist mpoBejieHIs SKCIEPUMEHTOB C 3a-
MepoM napaMerpoB. Onpee/ieHbl TPAHUITE TPAKTUICCKON MPUMEHIMOCTH AJITOPUTMOB
B PACIIPEIEJIEHHBIX PeecTPax.

Kimrouesbie ciioBa: pacnpedeaénmvie peecmpol, 00KA3AMEABCMNEO ¢ HYAEEHIM PA32AA-
wenuem, zk-SNARK, R1CS, sppexmusrocms asz2opummos.

OpauM 13 (HaKTOPOB, CYIIECTBEHHO OIPAHUYUBAIONINX IIPUMEHEHHE PaCIpeIeIéHHBIX

PEecTpoOB B IPOMBIILJIEHHBIX ITPOIPAMMHBIX CHCTEMaX, sBJjseTcs 0e301acHoCTb nHGPOpMa-
UK, KOTOPas JA0JIZKHA 00ECHeYNBATHLCH TAKUMHU CUCTEMAaMU.

s perienust pobJieMbl TPUBATHOCTH TPAH3AKIIMI U CMAaPT-KOHTPAKTOB MPUMEHSIOT-

¢ HeMHTepaKTUBHBIE ITPOTOKOJIBI JIOKA3aTEIbCTBA ¢ HYJIeBbIM pasriamenueM. Haubolibinee
PacCIpoCTpaHeHne B PACIPEIETIEHHBIX peecTpax moury g mpotokos zk-SNARK [1]. TTpenwmy-
mectBo zk-SNARK Ha gpyruMu HpOTOKOJIaMHU JI0KA3aTEIHCTBA ¢ HYJIEBBIM PA3L/IAIlIeHIEM
3aK/JII0YaeTCsl B TapaHTusaX 3MEGEKTUBHOCTH: JIJINHA JI0KA3aTeIhCTBA 3aBUCHT TOJBKO OT Ta-
pameTpa 6e30MacHOCTH, & BpeMs HPOBEPKH HE 3aBUCUT OT Pa3Mepa CXEeMbl U CEKPETHOTrO
napamMerpa.

IPabora BBIONIHEHA ITpU MO IepzKKe MaremMarndyeckoro nenTpa B AKajeMropojxe, corsaiiexue ¢ Mu-

HHUCTEPCTBOM HAYKHU U BhICHIEro obpaszoBanus Poccuiickoit @enepanuu Ne(075-15-2022-282.
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Teoperunuecku zk-SNARK mosBosisier 3aaBaTh IpON3BOIbHBIE orpannyenus [1], Ho Ha
IPAKTUKE BO3HUKAIOT OI'PAHUYEHUs 1O BpeMeHW PaboThl u 1o mamsatu. [Ipw sTom Tpau-
[IHOHHBIE AJITOPUTMBbI, ONITHMU3UPOBAHHBIE JIT 3DMOEKTUBHOTO MPOTPAMMHOTO BBHIUNCICHUST
WM peAJU3alliy B BU/IE alllIapaTHOr0 0beceveHns, OKa3bIBAIOTCA He HACTOJNBKO 3P HeKTUB-
HeMu 171 npuMenenns B zk-SNARK. B ¢Bs3u ¢ 91uM BeTaoT 3a1a49u pa3pabOTKH CIIEIH-
AJIBHBIX AJCOPUTMOB, ONTHMI3NPOBAHHBIX 11 npuMenennst B zk-SNARK, u onrumusammn
CYIIECTBYONIUX AJTOPUTMOB.

JLs1 ToKa3aTe/bCTBA ONMPe e IEHHOTO yTBepZK AeHnst ¢ moMmoribio zk-SNARK ono momxHO
OBITH cPOPMYIUPOBAHO B popMe, YA00HOM 11 gasibHeiineit adpdekrusnoit oopaborku. O1-
HUM U3 TAKUX IPEJICTABICHUI SABJISTIOTCS cucTeMbl orpanndenuii panra 1 (Rank-1 Constraint
Systems, R1CS). Baiarogapst kparkocru u jakorngnoctu R1CS npesparuiuch B je-bakTo
crangapt ais peanmsarnuit zk-SNARK. Tlockonbky B R1CS wmcnosb3yercst crangapraast
JuHefiHAs aaredpa, OHU TAKYKe XOPOIITO MOAXOAT JJIsl ONMUCAHNS KPUITOTPpaduIecKux mpo-
TOKOJIOB M TEOPETHUYECKOTO aHam3a [2|.

Db deKTHBHOCTH AJTOPUTMOB YCTAHOBOUYHON ha3bl M TeHepaluu J0Ka3aTeabcTBa, zk-
SNARK 1o BpemeHn padbOTHI U [0 MAMSTH HAIIPAMYIO 3aBUCHT OT KOJIUYIECTBA OrPAHMYCHUH
B R1CS-npesacrapiennn. Takum oOpa3oM, OnTuMU3aIMs, KOTOPAsd YMEHbIIAET KOJUIECTBO
orpannvennii B R1CS 0e3 m3meHeHns: €€ BBIIOJHIMOCTH, HMEET PENTaioliee 3HAUeHue s
3 dpeKTUBHOCTH.

B konrekcre peanbHbix npuioxkennit zk-SNARK addekTuBHOCTE HMMeeT pemnaroinee
3HAYEHHE I o0ecedeHus NpakTHIecKoi npuMeHuMocTr. OcoOeHHO 9TO aKTYaaIbHO B pac-
HPEJIC/ICHHBIX PEECTPAX € UX JIOMOJTHUTE/IbHBIMU OIPAHUYCHUSIME 110 BPEMeH PabOThl U 110
mamMsiTH. [103TOMYy J1/1sT KOHKDETHBIX aJIrOPUTMOB ¥ 33129 (CHCTeM OrDAHUYEHHH) BaZKHO M0~
HUMATh, HACKOJIHKO OHU 3(PPEKTUBHBI ¢ TOUYKH 3peHust KomdecTBa orpanndenuii 8 R1CS-
HpeJICTaBJICHHIH.

Hess pammoit paboThl — clie/1aTh HOJTHBINA CPABHUTEILHBIN aHAJIH3 ITPOU3BOAUTEILHOCTH
HanboIee JacTO IPUMEHSEMbIX B PACIpefeIéHHBIX peecTpax KpHITOrpapuIecKux MIpoTo-
KOJIOB M OTIPEJIE/IUTH IS HUX TPAHUILI MTPAKTUIECKON TPUMEHHMOCTH.

st mpoBeieHnsT BBIYUCJIUTEIHHBIX IKCIEPUMEHTOB UCHOIb30Bajcsa ZoKrates — mabop
HPOTPAMMHBIX HHCTPYMEHTOB JIIsd CO3JIaHus JJOKA3aTeJIbCTB 3HAHUA C HYJIEeBbIM pa3rJialle-
HueM, ucnobsytormuit zk-SNARK B kadectse cucrembl mposepku [3|. Ha ero ocuose GbLia
paspaboTaHa HmporpamMMHuasl HH(ppaCcTpyKTypa s aBTOMATH3AIUN TeHepaluu CXeM U 3a-
Mepa mapaMeTpoB.

Paccvorpenst Hanbosiee gacto mpumensembie B cxemax zk-SNARK B pactpegenénnnix
peecTpax aJaropuTMbl, peaqn3alns KOTOPhIX B3sATa U3 cTaHaapTHO 6ubinorekn ZoKrates.
[IpoBeeHbl SKCIIEepUMEHTHI ¢ aJropuTMaMu xemuposanud sha256, sha3, blake2, poseidon,
mimec.

[Iporokos zk-SNARK rapantupyer, 9ro pa3Mep J0Ka3aTeIbCTBA U BPEMsl €0 IIPOBep-
KN HE 3aBUCAT OT CJIOKHOCTH CHCTeMbI orpanuderuii. OgHAKO APyrue mapaMerpbl MOTYT
OTJINYATHCS, MO0 HUM MOYKHO OTPeNeJuTh 3PHEKTUBHOCTD TOTO WM WHOTO AJTOPUTMA H
BO3MOXKHOCTD €0 NMPUMEHEHU JIJIsI OLpE/IeJIEHHON 3a1a4uu. B sKcnepuMenTax u3Mepsiiuch
caeyIoNue mapaMeTphl CpaBHUBAEMBIX aJTOPUTMOB:

— JIIMHA KJII0Ya JIOKA3aTeIbCTBA U KJI0Ua BepuUKaIlnuy;

— BpeMsl YCTAaHOBOUHOIM (pasbl MPOTOKOJIA (AJITOPUTMA TeHepalul KIueil);
— KoauvecTBO orpanndenuii B R1CS-npejgcTaBaeHnu aJropuTMa;

— BpeMsd I'eHepallny J0Ka3aTeJ bCTBA.
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19 KazK/I0TO aJTOpUTMa MPOBOJIMIACH CEPUS 3aMePOB ¢ PA3THIHBIMUA BXOMTHBIMU JaH-
HBIMH. YTOOBI TOBLICUTH TOYHOCTD, KayK/Iblil IKCIIEPUMEHT ¢ 3aMEPOM BPEMEHHU MOBTOPSLI-
ca N = 10 pa3, mocje dero nojydeHHble 3HAYEHUS BPEMEHHW YCPeJTHSIINCh. B pe3ynabrare
9KCIIEPIMEHTOB OIpe/ieJIeHbl 3aBUCUMOCTH U3MepseMbIX ITapaMeTpoB OT pa3Mepa BXOIHBIX
JIAHHBIX.

[Tonydennble JaHHBIE TO3BOJISIOT CIETATH BBRIBOJIBI 00 3(DMEKTUBHOCTH KOHKPETHBIX aJI-
rOPUTMOB U MOHATH TPAHUITHI UX IIPUMEHUMOCTH IPU UCIOJIb30BaHnu B cxemax zk-SNARK.
[Tokazano, 4T0 KJIacCHYECKHE Xel-(PYHKINHU, Takue, Kak sha2b6, 1mioxo onTuMu3upOBAHBI
st zk-SNARK u mMoryT orpanudeHHO HPHMEHSTHCS TOJBLKO MPUH OTHOCUTEIBHO HEOOJIb-
MIAX pasMepax BXOIHBIX JAHHBIX (MOPsIKa HECKOJIbKUX KuaoGaiit). Jlydrime pe3yiabrars
MOKA3bIBAIOT AJITOPUTMBI, U3HAYATHLHO PAa3pabOTAHHBIE C MEJbI0 ONTHMHU3ANUN KOJTUIECTBA
orpanmndennii B R1CS-upeacrapienun (Hanpumep, xemn-pyHKius poseidon).
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Ob OAHOM PE2KVIME PABOTbHI BJIOYHbBIX IIIN®POB
AJI1Ad SAIIINTHI CUCTEMHBIX HOCUTEJIEN
C BJIOYHO-OPUEHTHUPOBAHHOII CTPYKTYPOI

A. M. Kopenesa, I'. B. ®upcos

B 2022r1. npuHATH peKOMEHIAINN IO CTAHIAPTU3AIINN, ONPENedionIne PexXuM pa-
6oTel Oounbx mudpos DEC, ucmoap3yemblit st 3ammThl HOCUTe el wHbopMannm
¢ 6y109HO-0pueHTUPOBaHHON cTPYKTYpOoil. Pexxum DEC umeer skcrryaraliuoHHbIe 0CO-
OEHHOCTH, YCIOXKHIIOIINE €r0 MCIIOIb30BAHMNE [id TMH(pPOBAHNA CUCTEMHBIX TUCKOB,
13-3a 9€ero BocTpebOBaH CUHTE3 AJIbTEPHATUBHBIX PEKUMOB JIJIsl IO THOIUCKOBOTO T (D-
poBanuga. B 6ospmmacTBe cyiectBytomiero 11O mjist mmdpoBanust CHCTEMHBIX JINCKOB
ucnosib3yercs pexkum XTS, HO oH uMeeT 0CODEHHOCTH, YXY/IMIAIONINE €I0 KPUITOTPa-
buueckune kauecrsa. [Ipepnaraerca mogudukanus pexxuma XTS — pexum XEH (Xor-
Encrypt-Hash), aas xoToporo mosyvena HUKHSS OIEHKA YPOBHS MHMOPMAIIMOHHOT
He30MacHOCT U UCCJIEIOBAHBI HEKOTOPBIE SKCILTYATAITMOHHBIE XaPAKTEPUCTHKH.

KitroueBbie cJ10Ba: noanoducko60e wWudposarue, pPeENCUM pabomot OAOUHBLT wWup-
P0G, CUMMEMPUUHAA KPUNIMOLPAPUA, KPUNMOLPAPUYECKAA 30UUMNG UHPOPMAUUY, CU-
CEMHDBIE HOCUTNEAU UHPOPMAUUL.

Bsenenue

W3BecTno, 49TO0 JI/Id KJAACCOB CHCTEM KpUNTOrpadudYecKoil 3amnuTbl UHMOPMAIHH
(CK31), naunnas ¢ KC2 u Bbimte, TpeGyercst 0GeclednTh 3aIliuTy OT JefcTBUil Hapy-
IUTENIsI, KOTOPBIHA, HAXOISICh BHYTPH KOHTPOJHUPYEMOH 30HBI, MOXKET pean30BaTh yIPO-
3y Kpaxku Hocute s uHdopmaruu. B cBa3u ¢ 3rum Tpebyercst obecneduTh KOHMUIEHITH-
AJIbHOCTDh XPAHUMBIX JAHHBIX TPU HAJUYUHM Yy HAPYIIUTEIS HENOCPEeJICTBEHHOTO JIOCTYyIIa
K jucky. s storo B CK3U ucnoss3yercst kpunrorpadpudeckass moAcucTeMa ¢ (hyHKIH-
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eit mostHOMCKOBOTO THdpoBanus (I[TIIII), To ectb mosHOro mMudpPOBAHUs BCEX JTAHHBIX,
PACIIOJIOKEHHBIX HA HOCHTE . B CyIecTBYIONNX TeXHIIECKUX PEIIeHUIX, HCIOIb3YEMbIX
g TLIIT, gamie Bcero NpuUMEHSIOTCS CUMMETPHYHBIE OJI09HbIe Mudpbl, PYHKIHOHUPY-
IOIEe B CIENHAIBHO Pa3pabOTaHHBIX pPe:KHMaX, KOTOPbIE YUUTHIBAIOT SKCILIyaTaIl[MOHHBIE
OrpaHUYeHHs, BO3HUKAIONIUE TPU MIH(POBAHUK HOCHTEIeH HHMOPMAIIIH.

B 2021 1. B TK 26 (TexHuueckuii KoMuTer 10 crasgaprusanun « Kpunrorpadpudeckas 3a-
muTa HHGOPMAIUK» ) 3aBEePIIIIACH Da3paboTKa pezKuMa paboThl 6J10YHBIX MTHGPOB s 3a-
MUTH HOcuTe el nHpopManuu ¢ 6J10MHO-OPUEHTUPOBaHHOI cTpyKTypoit — Disk Encryption
with Counter (DEC) [1]. Pe:xxum DEC Tpebyer, moMuMo mudpTeKcTa, XPAaHUTD JTOMOTHU-
TEJIbHO CYETUNKH, HEOOXOTUMBIe JIJIs ero (DYHKIIMOHUPOBaHus |2, 3|, 410 yXy/maer sKCIy-
aTallMoOHHbIE KadecTBa. B ¢Ba3u ¢ 93TuM BocTpeboBaHa pa3paboTKa aabTepHATUBHBIX pelle-
HU Jj1s 32U Thl WHQOPMAIUN HA HOCHTEIIX. BO MHOTHX CYIIECTBYIOMIUX PEITeHUIX ISt
[TJIIIT uctonip3yercst pexkum XFEX-based Tweaked-codebook mode with ciphertext Stealing
(XTS), onucannwrit 8 NIST SP 800-38E «Recommendation for Block Cipher Modes of
Operation: The XTS-AES Mode for Confidentiality on Storage Devicess. IIpu sToMm pe:kum
XTS obaamaer caabocTsiMu, JIeXKAITUMA B OCHOBE M3BECTHBIX arak [4, 5|. Ograko mmpora
pacupocrpanenus pexkuma X 1S B mpukiagaom 110 grs T crama ocHoBaHueM st €ro
BBIOOpa B KadecTBe 0A30BOI0 IPH MOCTPOEHUHU Hpe/jiaraeMoro pexknma XEH.

1. IleneBrie xapakKTepHUCTHKN npeajaraemMoro pexxmma XEH

[esreBble SKCILTyaTAIIMOHHBIE XaPAKTEPUCTUKT POPMYIUPYIOTCS ¢ YIETOM MOBBITIIEHHBIX
rpeboBanuit K npousouTesbHocT nojacucremol [, a TakzKe orpaHM4eHHOCTH JIOCTYII-
Hoit mamaru pazzaena EFI cucremuoro nocuressa. K nanubiM XxapakTepucTuKaM OTHOCATCS:

— MHHHMAJbHO BO3MOXKHOE KOJMYECTBO OOPAIeHHH K NPUMUTHBY OJIOUHOTO IIHdpa;
— OTCYTCTBHE JIONOJHATEIbHBIX JIAHHBIX, HEOOXOIMMBbIX JIJIsI PAOOTHI PEKUMa U XPAHUMBIX
Ha JIICKE.

[HemeBble KpunTorpaduieckne XapakTepUCTUKA (DOPMYTUPYIOTCA HA OCHOBAHUU MOJIETTN
¥ BO3MOXKHOCTEI HapymuTesisi, paccMOTPeHHBIX B [5]. B 910ii 2Ke pabore npoaHaJ n3npoBaHbl
HEKOTOpPhie aTaku Ha pexkum X 1S. K memeBbiM KpunrorpaduaecKuM XapaKTePUCTHKAM
IpeIaraeMoro pexKuMa OTHOCATCH:

— croiikoctb B Mogesn RND-fdeCPA-sector [5] (dbopmasmsanus obecnedennsi Kouduaen-
IHATHHOCTH )
~— HEBO3MOXKHOCTB IIOCTPOEHHUsSI aTaK, K KOTOPBIM y43BUM pexkuM XT'S.

2. Omnpepnenenne pexkuma XEH u onenka ero ypoBHA
nHOpMannOHHOI 6e30macHOCTHI

O6o3naunm depe3 | aguay O60ka B OuTax, n— KOJIXYIeCTBO 0JIOKOB B cekTope (0 <
< n < 2. Baech u manee V; — MuoxkecTBo 6uToBbIX cTpoK jymEb [, F = GF(2)[z]/p(z),
e p(z) =B + 2"+ 22+ + 1 ana l =128; p(z) =2 + 2 + 23 + 2+ 1 nua | = 64.

B npetaraemom pexkume XEH npumenserca dbynknug suja g : F2 x F* — ", koropad
pu (PUKCHPOBAHHBIX IEPBBIX JBYX apryMeHTax (KX Oy/eM Ha3bIBATH HOJKJIIOYAMHU) sIBJISI-
ercst obparumoii. O6o3nadnm depes ¢y, -, (y) snadenne bynkuun g((7, 73),y) A1 72, 73 € F,
y € F". Onpenennm g, -,(y):

Grams(¥) = (1 + Yoy + 70y o+ Yy 720y ooy Ypa + Yoy + 10" Yy 4 a7

n . n—1
Y:Fsz Zyj'T:;h] + Zngl(j) )
j=1 j=1



54 lNpuknagHas auckpetnas matematuka. [punnoxerne

rae o = I — IPUMHUTHBHBINA 3j7eMeHT mosas F; + — caoxkenue B F; - — ymuoxkenue B IF;
-1
S : Zy — F— orobpazkenne, COMOCTABISIONIEE ITEMEHTY T = »  @;2" KOJbIA Ly JIEMEHT
i=0
-1
7=> ax' nonsa F, a; € {0,1},i=0,...,0— 1.
i=0

[ToMmumo ¢, B mpejjlaraeMoM pe:KHMe HCIIOJib3yercd dpyHkiug ¢ : F x F* — F" gs-
JSAOMAACT 00pATUMOM TpH (PUKCHPOBAHHOM TepBoM aprymenTe. O6o3Hauum depes .. (y)
snavenne ¢(73,y) 1 73 € F uy € F”. Oupenennm ¢, (y) caeayomum o6pas3oM:

(p’l'g(y) = (ZT37 y2+ZT3’ Tty yn+ZT3)7

n
_ j—1
ZTs - Z Yj - T3 -
Jj=1

[Iycte € — cuvmerpuunsiit Ggouneii mudgp; M, C, K — MHOKeCTBa OTKPBITHIX TEKCTOB,

mudPTEKCTOB M Kiaioveil coorBercTBenHo; F @ K x M — C — dyuknusg 3amudpoBanus

mubpa £ (6yaem obosnadars F(K,m) yepes Ex(m) nua K € kK, m e M); AV, — F—
1

OTOOpaKeHHe, COMOCTABIAIONCE CTPOKE @ = (dg, ..., a;_1) W3 V] 3MeMeHT a = Y a;x" no-
i=0
ag Fya; € {0,1},i=0,...,1—1; V;: F — V, — orobpazxenue, obparaoe K A;.
Kak u pexxum XTS, XEH ucnonssyer jaBa Hesasucumbix kiatoda K, K’ € K. I3 nHomepa
cekTopa SN BbIpabaTHIBAIOTCS TPHU HOJAKJIIOYA:

T = N(Eg(SN)), 7o = Ai(Ex(Vi(11))), 73 = Ai(Eg(SN)).

[Iponenypa 3amudposanusa B pexxume XEH ¢ mcmoip3oBanmem 6sounoro mudpa £
COCTOHUT B CJIEIYIOIIEM:

(w1, .. wn) = @r(Ar(my), ..., Ay(my)),
y;i = M(Ex(Vi(wj +1 -0 ), j=1,...,n,
(210 2n) = G (W1 - - ),
c=(Vi(z1),...,Vi(zn)),

rae ¢ = (¢q,...,¢,) —mmdprekcr; m = (Mmyq,...,M,) — OTKPBITBII TekcT; mj,¢; € V),
17=1,...,n.

[Ipu onenke ypoBHd HHMOPMAIMOHHONE 0€30IIaCHOCTU UCIIOJIb30BaJIaCh METOIUKA, OIHU-
caHHag B paborax [6, 7|, B KOTOPBIX Tak:Ke BBEJIEHbI OCHOBHbIE TEPMUHBI, 0D03HAYECHUS U
ompeIeIeHusI.

Teopema 1. Ilycrs m — caydaiinas mojcranoBka Muoxkecrsa V;. [Ipu dpukcupoBannbix
HATYpPaJbHBIX YUCIAX [, N, ¢ BepHA CJIeAYIONAs HUKHss OICHKa YPOBHS HH(MPOPMAIIMOHHOR
be3zonacHocTu pexknma XEH:

2 1 2.2
Adv%gg;fdeCPA—sector(q> < (n _;l ) q 7

rje ¢ — KOJHUYeCTBO 3ampocoB K 3kcrnepumentaropy B 3kcnepumente RND-fdeCPA-
sector [5].
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3. CpaBHeHUE C CYHIECTBYIOMINMEU PeXXUMaMu pPaboThbl OJIOYHBIX I POB
s TTJIITT

N3 oupenenenns pexxuma XEH caemyer, uro g ero paborbl He TpedyeTcs: COXPAHATD
Kakne-1n00 JaHHbe Ha HocuTesae madopmamuu. nsg cpashenns, pexkum DEC Tpebyer
XpaHeHHsl OTJIEbHOrO CUYETUNKA HA KAXKJIbI CeKTOp U pasies (Habop MOcC/ie10BATebHBIX
CEKTOPOB OJIHOTO JHCKA, 0ObeIuHEHHbIX Jgorudeckn) [3]. Takum obpazom, npu mrudposa-
HUU pazzena oobéMom 32 ['GaiiT ¢ mcmoab3oBanueM 07109HOTO mudpa ¢ pa3zMepoM OJI0Ka
128 6ur norpedbyercst xpauuth H12 MOaliT HOMOJSHUTEIbHBIX JIAHHBIX [IPU Pa3Mepe CeKTopa
512 baiiT b0 64 MbaiiT npu pasmepe cektopa 4096 6aiit. /Ist 3a1uThl CHCTEMHBIX HOCHU-
Tesiel mHGOPMAIUKA 9TO MOXKeT OBITb 3aTPYIHUTE/JIHLHO B CBA3K C OI'PAHHYCHHBIM 00HEMOM
cucremuoro pasiera EFL (100 M6aiir).

[Ipemrnoxkennniit pexkum XEH peanmuszoBan na g3bike C ¢ HCIOJB30BAHHEM BCTPOEH-
HBIX B KOMIUIATOP (DYHKIHIA, COOTBETCTBYIONUX WHCTPYKIIMN YMHOXKeHUsi Oe3 mepenoca
(PCLMULQDQ), a Takzke Habopy mHCcTpyKumii SSE2, u BmocsenacTsBum MHTErpUPOBAH B MO-
nuduimposannyio coopky 1O VeraCrypt. [Iposeero cpaBHeHne TPOU3BOINTETHHOCTH 32~
mudpoBaHusa U paciiudpPoBaHus JAHHBIX OJHOr0 cekropa B pexkume XEH ¢ pexumamn
XTS, CMC (CBC-Mask-CBC) u HEH (Hash-ECB-Hash). /Taunbie pexkuMbl BBIODAHBI JTs]
CPaBHEHHS, TAK KaK HE TPEOYIOT XPAHEHUs JOMOJTHUTEIbHBIX JAHHBIX, KPOME HOMEPA CEK-
TOPa, TO €CTH YAOBAETBOPAIOT MPUHATHIM IKCILTYATAINOHHBIM OrpaHndeHusaM. C peskuMom
DEC cpaBHernme mpou3BOANTEIHHOCTH HE TPOBOIUIOCH MO MIPUINHE HEBO3MOYKHOCTH 00eC-
HEYUTH OJUHAKOBBIE YCJIOBUA (DYHKIIMOHUPOBAHUA PEKUMOB B ITPOBOJIMMOM SKCIIEPUMEHTE.
HeobxoaumocTs xpanenus cuéraukop pexkuma DEC He mo3BoJiger cMOIeInpoBaTh MPUHS-
THIE YCJOBHS MUQPPOBAHKS CUCTEMHOTO HOCHTE/ st nHpopMaruu. Pe3y/ibrarsl mpeicTaB/ieHbl
B Tab/inie, 3a eIUHHIY HPUHATO BpeMst paboThl pexknma X 1'S. Vcmoab3oBasics OJ09HBI
mudp Kyzuneunk w3 TOCT 34.12-2018. DxcmepumenTt npoBoauscs ua [I19BM ¢ mpomecco-
pom Intel(R) Core(TM) i7-9750H ¢ mocrogmuoit TakToBoit gacroroit 2,6 I'T', O3Y tuna
DDRA4 o6bémom 8 ['GaiiT, 64-6uTHOl oneparmonHoi cucremoit macOS 13.1.

OrHocuTenbHOE Bpems 3amimdpoBaHus u pacim@poBaHus CEKTOPOB

Posknr Sammdposanue, Bamudposanne, Pacmudposanue, Pacmmdposanue,
512 Gaiir 4096 Gaiit 512 Gaitr 4096 Gaiir
XTS 1 1 1 1
XEH 1,087 1,046 1,092 1,069
CMC 1,351 1,409 1,533 1,431
HEH 0,670 0,812 1,022 0,994

Pesynbrarhl 9KcIepuMeHTa MOKa3bIBAIOT, UTO MpeaoKeHHbld pe:xknm XEH yerymaer
B npousBoguTeanbHocTn pexkumy XTS me Gosee 10 %, 4T0 cBg3aHO ¢ yBeIUYICHUEM KOJIU-
YeCTBa BBITTOJTHAECMBIX OHepaHI/Iﬁ. B TO Ke BpeMd HpeﬂﬂO}KeHHBII';I pexXKuM He IIO3BOJIAdeT
IPOBECTH HEKOTOPbIE BLHIYUC/ICHHUS €IMHOXK/IBI 3apanee, B orin4due oT pexkuma HEH, u3-3a
9ero mocjeJHuil OKa3pIBaeTcs 0oJiee MPOU3BOIUTEILHBIM. [IpeI/I02KeHHBIH peKIM cOBepIiIa-
eT n—+3 BeI30Ba 0,109HOTO mudpa npotus 2n+1 115 pexxkuma CMC, 9T0 1aéT NpenMyIecTBO
oonee 35 %.

[Tony4yennbie pe3yabTaTbl MOTYT OBITH BOCTPEOOBAHBLI MIPH COBEPIICHCTBOBAHUN U Pa3-
paboTKe IMOJICUCTEM MTOJTHOIMCKOBOIO MHU(MPOBAHU B COCTABE CPEJICTB KPUITOI pAhUIeCKOi
3aIUThl *HHOPMAIUH.
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IIOCTPOEHUNE PASHOCTHOI'O COOTHOIIIEHN A
AJId AJITOPUTMA KB-256

A.B. Kypoukun, A. Bb. Yyxno, /1. A. Bo6poBckmuii

[TocTpoeno pa3uocTHOE COOTHOIIEHUE Jijid ajropurMa mmudposanns KB-256. Bepost-
HOCTB €T0 BEITIOJIHEHHUs 11a 15 u3 16 paynmos He MeHbIIe wem 27134,

KitroueBbie cJjioBa: pasnocmmsili U AUHETHBT METOdbl KPUNIMO2PAPUHEcKo20 aHa -
sa, KB-256.

B nannoi#t paboTe OCTpOEHO PAa3HOCTHOE COOTHOIIIEHNE JIsi OJIOYHOrO aaropurMa mmud-
posanust KB 256-3 na ocnoe 0606miénmnoii ceru Deiicrens [1].

[TpuMeHeHHe PA3HOCTHOrO MeToJa [2| K aaropurmy GJ0YHOrO IMUMPOBAHUSI COCTOUT
U3 JIBYX 9TallOB. Ha 1IepBoM, IOAI'OTOBUTE/JIBHOM, dTalle AJid CXEeMbl CTPOATCA PA3HOCTHbLIE
cooTHomeHus. Ha BTOpOM 3Tare mo UMEIIEeMyCsl MaTepuaIy MpOBEPSeTcs IInoTe3a O Be-
POSITHOCTH BBITIOJTHEHUS COOTHOIIEHUS — OTJINYHE e€ OT PAaBHOBEPOSATHON MPH OMTPOOOBAHUH
KJIFO4a MU POBAHUS.

Ilycts h @ V,, — V,,, — npeobpazoBanue, a € V,,, b € V,,, — bukcupoanubie BeKTOpHI. To-
raa mapa (a,b) HA3BIBAETCS] PA3HOCTHBIM COOTHOIIIEHUEM, €CJIU CYIIeCTBYIOT = € V,,, Takue,
9TO BEPHO PABEHCTBO

h(zx @ a) ® h(z) = b.

BeposiTHOCTh PA3HOCTHOIO COOTHONIEHUST PABHA
Pap =Plh(z®a) @ h(z) =b] = |{z: h(z & a) ® h(z) = b}|/2".

[Tocsie BbIIEI€HAA HETUHEHHBIX ITPE0OPA30BaHN U ONEHKH UX PA3HOCTHBIX XapaKTepu-
CTUK CTPOUTCS TTOCJIEM0BATEBHOCTD COTVIACOBAHHBIX COOTHOIIEHUH, TTO3BOJISIIONIAA OIIEHUTH
BEPOSTHOCTH BBIIOJIHEHUST PA3HOCTHOTO COOTHOTIEeHUs [2].
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g 15 payaaos anroputma KB-256 mocTpoen pa3HOCTHBIN MYTh B TPENOI0KEHAN, YTO
KazKJiash TPOiKa payH OBbLIX KJII04Yeil BbipaboTaHa Coy4ailHO U paBHOBEPOATHO. /L 1oiHO-
paymnjioBoro ajropurma mudposannsg KB-256 mocTpoenb coryiacoBaHHBIE JIOKAJIBHBIE Pa3-
HOCTHBIE COOTHOIIeHU. /719 KaxK/10ro payH/1a BbIYNC/IeHa BePOITHOCTh BOSHUKHOBEHHUS JIO-
KaJIbHBIX Pa3HOCTHBIX COOTHOIIEHUN U T8 KayKJ0TO TAKOTO COOTHOIIEHU TTOCUYUTAHA OIS
KJIOUell, /11T KOTOPBIX OHO BBINOJHUMO. JlaHHble TpPUBEIEHB B TaOJINIE; BXOIHBIE U BbI-
XOJHBIE PA3HOCTH IIPEJICTABIEHBI B HEell ceaytomumM obpasoMm: st A, B € Vasg 3amuceiBaem

A @ B kak BekTop (Cg,C1,...,C7), Tae ¢; € Vip 3a7a6TCsI CIMCKOM HOMEDOB eMHUYHBIX
OUTOB [i1, 1, . ..]; HyJIeBOI BeKTOp ¢; Oynem obo3HavaTh Kak &, i = 0,...,7.
N a b Pa.,b
payHIa ’
1 (2,[31],2,2,0,,[31],9) ([31],9,2,2,2,[31], 2, D) 1
2 ([31],9,9,2,9, [31] a,9) (9,2,9,9,31], 9,9, [31]) 1
3 (2,2, [31] ,[31]) (0,2,2,[31],2,2,[31], @) 1
4 (@,9, [31] Z,[3 ] &, ) (9,9,[31],2,2,[31],, @) 1
5 (9,9,(31],2,9,[31],2,9) (2,[31],2,2,[31],2,9,9) 1
6 (o,[31 ] [ 1], 2,9, 9) ([31],2,2,[31),2,9,9,9) 1
7 ([31], @ [31] 2, 9,5,0) (2,[17,15],[31], @, [17], @, &, [31, 15]) 279
([ 7 ]7[3 ’ 7’ 15] [17]’ —11
8 (2,17, 15],[31], ,[17], 2,2, [31,15)]) (17.15], 2. 31,15, &) 2
9 ([17,15],[31,17,15],@, [17], ([31,17, 15},@,[17] [17,15], o4
[17,15], @, [31,15], @) 2,[31,15],[17,15], [17,15])
10 ([31’ 17, 15]a , [17]7 [17, 15]7 ( [17 2] [ 7,1 ] 7[313 1532]7 9—-10,42
@,[31,15],[17,15], [17,15]) [17,15],[17, 15]7[ ,17,15,2))
11 (2,17,2],[17,15], 2, [31,15, 2], ([17,2],[19,17, 15,2], 9, [31,15,2], 9—20,62
[17,15],[17,15],[31,17,15,2]) [19,17,15,2],[17,15],[31,17,15,2], 19, 2])
([17,2],[19,17,15,2], @, ([19,17,15,2],[19, 3], [31, 15, 2],
12 [31,15,2],[19,17,15,2], [17, 15], [19,17,15,2],[19, 17,15, 3], 223,51
[31,17,15,2],[19,2]) [31,17,15,2],[19,2],[19,17,3,2])
([19,17,15,2],[19, 3], [31, 15, 2], ([19,3],[31,19,15,3,2],[19, 17, 15, 2],
13 [19,17,15,2],[19, 17,15, 3], [19,17,15,3],[31,19, 17,15, 3,2],[19, 2], 27231
[31,17,15,2],[19, 2], [19,17, 3,2]) [19,17,3,2],[17,15,3,2])
([19, 3], [31,19,15,3,2],[19, 17, 15, 2], ([31,19,15,3,2],[19,17,15,2],
14 [19,17,15,3],[31,19,17,15,3,2],[19,2], | [19,17,15,3],[31,19,17,15,3,2],[19,2], 26,98
[19,17,3,2],[17,15,3,2]) [19,17,3,2],[17,15,3,2], 19, 3])
([31,19,15,3,2],[19,17,15, 2], ([31,22,15,3,2,0],[19, 2]
15 [19,17,15,3],[31,19,17, 15,3, 2], [19, 2] [31,22,20,19,15],[22, 19, 3], @, 224,55
[19,17,3,2],[17, 15,3,2] [19,3]) [22,3,1,0],]20, 15], [31, 20, 15])
3akJja4YeHne

[TocTpoeno pa3zHocTHOE COOTHOIIEHHE JIjid TOJHOpayHIoBoro aaroputma Kb-256. Mrto-
roBasd BE€POATHOCTDH BBIINIOJHEHUA PA3SHOCTHOT'O COOTHOMICHHA [JJId PayHIa C HOMEPOM 1 €

€ {1,...,15} paBHA NPOU3BEEHHUIO BEPOSITHOCTEN BBINIOJHEHHs] PASHOCTHBIX COOTHOIICHHUIA
JJI payHJI0B ¢ HoMepaMmu 1,2, ...,7 — 1, B yacTHOCTH /1 15 payHioB oHa pasHa 271332,
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1. Fomichev V. and Koreneva A. Encryption performance and security of certain wide block
ciphers // J. Computer Virology Hacking Techniques. 2020. V. 16. P. 197-216.

2. Malyshev F. M. and Trishin A. E. Linear and differential cryptanalysis: Another viewpoint //
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OCHOBHBIE I10AXO0Abl K IIOCTPOEHUNIO
ITOCTKBAHTOBBIX KPUIITOCNCTEM:
OIMNMCAHUE, CPABHUTEJIbHA I XAPAKTEPUCTUKA'

E. C. Manwiruna, A. B. Kynenko, C. A. Hosocesios, H. C. Kosiecuukos, A. O. Baxapes,
1. C. Xunwpuyk, A. C. Illanopenko, H. H. Toxapesa

[TocTtkBarTOBast Kpunrorpadnusa sSBAsSETCA 0OJACTHI0 TEOPETHUECKUX W TPHUKJIATHBIX
UCCAe0BAHNN, BKIOYAOIIEN pa3paboTKy U aHaIu3 MeTOI0B KpUITorpadudeckoi 3a-
IIHTHI I/IH(i)OI:)MEL]_[I/II/I7 AKTYaJIbHBIX B YCJOBUAX IMUPOKOTO HCIIOJIH30BaHNA KBAHTOBBIX
BhIUKCJIEeHUl. B HacTosIee BpeMst HAaubOJIbIINN NHTEPEC IPEICTABISIOT HAIIPABIEHUS,
B PaMKaX KOTOPbBIX IIPpEAJIaraldTCd KPpUIITOCUCTEMBbI, CTOMKOCTDH KOTOPbIX OCHOBBIBACTCA
Ha BBIYUCIAUTETHHON TPYAHOCTH P 33/a W3 TEOPUN PENTETOK, M30TeHNH W KOJ0B,
uctpapisionux omubku. Jlannas pabora sBisieTcss 0030pHO#, OHA BKIIOYAET KPATKOE
U3JIOZKEeHNE ABYX HOBBIX pa60T, TTOATOTOBJIEHHBIX aBTOPaMMW M HOCBHH_LéHHbIX OIIucCa-
HUIO0 OCHOBHBIX TIOJIX0/IOB K IMTOCTPOEHUIO TOCTKBAHTOBBIX KPUMTOTIPAMDUIECKUK CUCTEM.
PaccmoTpennb! BEITUCINTEIBLHO TPYAHBIE 331891 W3 JAHHBIX HAMPAB/ICHU, TPOAHAINI-
3UPOBAHBI U3BECTHBIE PE3YJIBTATHI O CTOHKOCTH U OBICTPOIENCTBUN COOTBETCTBY FOIITIX
KPUIITOCUCTEM.

KitroueBbie cJI0Ba: NOCmMESaHMOBaAA KPUNIMOZPGPUA, MEOPUA PEULEMOK, AUHCTHDIE
K0Obl, UB02EHUU IANUNIMUNECKUT KPUSHIT, KEAHMOGHIT KOMNLIOMED.

1. ITocTkBaHTOBasi Kpunrorpadus

Tepmun «mocTkBaHTOBasi Kpunrorpadusy mnossuiacs B cepeaunae 2000-x romos. Ou uc-
noJib3yeTcd i 0003HaYeHHd O0JacTH KpunTorpaduu, KOTopas OXBAaThIBaeT HCCIEIOBa-
HUEe MEeTOJ0B TOCTPOEHHS KPUITOCHUCTEM, KOTOPBbIE OCTAHYTCS aKTYAJbHBIMH H IIOCTE TIO-
SIBJEHUsS KBAHTOBOTO KOMIIBIOTEPA, JTOCTATOYHO MOITHOTO /I peaJu3alliil aJrOPUTMOB
KBaHTOBOro Kpunroanain3a. B 2009 . Obl1 onybankoBan cbopHuk pador «Post-Quantum
Cryptography», siBuBIIHiiCsI TTIepBOH TONBITKON COOPaTh, MPOAHATU3UPOBATH W CTPYKTY-
pupoBaTh WHOOPMAIMIO O JaHHOM Hampabjennn Kpunrorpadwun [1]. Pacrymmii wHTEpec
K MOCTKBAHTOBOM Kpunrorpaduu oOyCJIOBEH CTPEMHUTETbHBIM PAa3BUTHEM KBAHTOBBIX BbI-
JUCTEHWH U YBETUYEHUEM YHCJIa JIOTHIECKUX KYOUTOB, C KOTOPBIMH MOXKEeT paboTaTh YHU-
BepCaJIbHBIN KBAHTOBBIA KOMIIBIOTED.

OreHka BO3MOYKHOCTEH KBAHTOBBIX BBIUUCICHUN SIBISETCS aKTYAJTBHON OTKPBITONH TPO-
bsiemoii. BaykKHO OTMETHUTD, YTO Ha JAHHBIE MOMEHT HE W3BECTEH MOJUHOMUAIBHBIN KBaH-
TOBBIIl AJITOPUTM peltenusd Kakoit-nmu6o NP-nosaoit win NP-TpymaHoit 3agadu, 94To J01Iyc-
KaeT BO3MOYKHOCTH CYIITECTBOBAHUS MTOCTKBAHTOBBIX KPUNTOTpaduIeCKUX CHCTeM, OCHOBAH-
HbIX, B YaCTHOCTH, HA PA3/IMYHbIX BAPDUAHTAX TAKUX 3a/a4. TakuM 00pa30M, HOCTKBAHTOBAS
Kpuntorpadus mogapa3yMeBaeT Pa3BUTHE UMEHHO KJIACCHIEeCKOil KpunTorpaduu, mpu 3ToM
C TOYKH 3PEHUS CTONKOCTH MOCTKBAHTOBBIE KPUITOCUCTEMbBI JOJKHBI 00/1a/1aTh yCTONIN-
BOCTBIO YIKe K KB8AHMOB0-KAACCUMECKOMY KPUITOAHAINASY.

B 2016 r. Harmonanbubiit wactutyT crangapros u texuonaoruit CILIA omybimkoBas ot-
aét «NISTIR 8105: Report on Post-Quantum Cryptography» [2], B KoTopoMm mpoanain3u-

!PaBoTra BTOpOro, IATOro, IECTOrO, CEIBMOTO B BOCBMOIO aBTOPOB BBLIIOIHEHa, IIPU MOIepKKe MaTe-
MaTHUYeCKOro IeHTpa B AkajgeMropojke, corjamiedue ¢ MUHHCTEPCTBOM HAYKH W BBICIIEr0 0OPA3OBAHUS
P® Ne 075-15-2022-282. Pabora 1mepBOro, Tperbero u 4eTBEPTOr0 ABTOPOB BBIMOJHEHA IIPHU IOIIEPIKKE
Ceepo-3anaHoro meHrpa mMaremarudeckux ucciaepopanuit umenu C. Kosanesckoit, BOY um. U. Kanra,
coryamtenne ¢ MuHHCTEPCTBOM HAYKW U BbIciiero obpasosanms P® Ne 075-02-2023-934.
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pOBaHO BJIUAHNEC KBaHTOBLIX BLIYUCJIEHUI H8 TOT MOMEHT (Ta6HI/IHa> 1 OIIMCAaHBbI OCHOBHLIE
IMOJAXOAblI K ITOCTPOEHHUIO IMMOCTKBAHTOBLIX KPHIITOCUCTEM.

Biimgaue KBaHTOBBIX BBIYNCJIEHUI HAa HEKOTOPHIE M3BECTHbIE KPUIITOCUCTEMBI,
WCIoJIb3yeMble B HacTosilee Bpems [2]

BaungHue KBaHTOBBIX

HazBanue Twun IlpeagnasHavenue “
BBIYUCJIEHUH
Tpebyercs 66bIIAA
AES CummMerpudHas IMudposanne Pevy
JUTHHA K093,
Tpebyercs 66abIIASA
SHA-2, SHA-3 Xer-yHKIws XemmpoBanne JIJTMHA BBIXOTHOM
MOCTIEIOBATEIbHOCTH
Iloanucs,
RSA Acummerpuanas He 6e3omnacen
dopMupoBaHue OOIIEro Kanda
ECDSA, ECDH
Kpunrorpadus na Iloanuch
(Kp pac Acummerpuunas . ’ He 6e3omnacen
SJITATITHIECKUAX oOMeH KJII0YaMu
KPHUBBIX)
DSA
Iloanwucs,

(Kpunrorpadus wazx | Acumverpuunas He 6e3omacen

0OMEH KII04YaMu
KOHEYHBIMU HOJISIMH)

B xonme 2017r. HarmumonanbabiM mHCTHTYTOM cTaHmaproB n Texuosornit CIITA Owin
OKOHYEH TPUEM 3asTBOK HA yYACTHE B MEPBOM PayHJIe KOHKYPCa, IO UTOTaM KOTOPOTO JI0JI-
JKeH OBITH BBIOPaH CTaH/IAPT MOCTKBAHTOBOIO aCHMMETPHUYHOIO KPHUITOIPApUIECKOro Me-
XaHU3Ma JIJId pelleHud 3a7a4 mudpoBanus, GopMUpOBaHus 0OIIEro CeKpeTHOro KJo4da U
JIEKTPOHHOIT 1 poBoit moucn 3.

B 2022r1. 6bur 3aBepiién Tperuil payHa KoHKypca [4], mo mroram koToporo jyist mud-
poBanust u (popMupoBaHust 061Iero Kao4a 061 BeiOpan agroputm CRYSTALS-Kyber, oc-
HOBAHHBII HA TEOPHM PEIIETOK, a /s JeKTpoHHO# moamucu — aaropurmbl CRYSTALS-
Dilithium, FALCON u SPHINCS-, 6a3upyioliuecs Ha pelréTkax W UCIOJb30BAHHHU XeIll-
dyukmuit. B 3agBKy Ha 4€TBepTHIH payHI KOHKYPCa BOILIH aJbTePHATUBHbIC KAHIMIATHI,
Cpe/i KOTOPBIX MPUCYTCTBYIOT KPUIITOCUCTEMbI, OCHOBAHHBIE HA MCIIOJIb30BAHUN KO/IOB, UC-
MPaBJSIIONIAX OMINOKMT.

B pabore npuBejién anau3 TEKyIeil CUTyauu B 00JIACTH MOCTKBAHTOBON KPHUIITOIPa-
¢dun, onMcanue OCHOBHBIX HAIIPpABJICHUHN, aKTyaJIbHBIX Ha CENOIHSINHUI JeHb, UX CpABHEHHE
C TOYKH 3PEeHUs] CTOMKOCTH U OBICTPOIEHCTBHS.

2. Pemérknu

PeméTkn ncmosb30Ba/inCch B MaTeMaThKe, 1Mo MeHbIelr mepe, ¢ XVIII B., omHako aumb
B 1990-e roapl HaILIX TpHMeHeHWe He TOJIBKO JIJI B3J0Ma y2Ke CYIIeCTBYIONNX KpHII-
TorpapuvecKux CHCTeM, HO U JJI cO3JaHus HOBBHIX. Hawamno sToMy mosoxkmia paboTa
M. Aiitan |5], B KOTOPOIi HOKa3aHa CBSA3b MEKJY CJIOKHOCTBIO B CDEIHEM M CJIOKHOCTHIO
B XYM CJydae JJid HEKOTOPHIX 3a/a49 U3 TEOPUH PEIIETOK, YTO MO3BOJIIIIO UCITIO0IH30BATH
STH 33/1a49U B IPUIOKEHUSIX KPUITOrpahun.

[IycTh BEKTOPHI vy, . .., v, € R JuHEHHO He3aBUCUMBI. Pewémroti, noposcdénnot eek-
Mopamu v, . . ., U,, HaA3bIBAETCA HAOOD JIMHEHHBIX KOMOUHAIIAA BEKTOPOB U1, . . . , U, C KO-
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dunuentamu u3 Z:
L ={ayv, + agva + ...+ ayv, : ay,aq,...,a, € Z}.

Basucom nuist L siBasiercst Jito00# JIMHEHHO HE3aBUCHMMbBIH HAOOp BEKTOPOB, MOPOZKJIAI0-
muit L. Jliobbie ngBa 6a3uca L cBg3anbl npeobpa3oBaHueM C IEJIOYUCICHHON MaTpHIei,
orpejieJinTe/ b KOTopoit paped 1. Pane pewémru L — auciio BeKTOpoB B Da3uce L, pazmep-
nocmos pewémyy L paBHA m; B caydae, KOIJa N = m, peméTka L Ha3bIBaeTCd PeIréTKON
nostHoro panra. Onpedesumenem peméTKkn L Ha3bIBaeTCS MOLY/Ib OIPEICTUTEISI MATPHILBI,
CTOJIOIBI KOTOPOIl sIBJISIIOTCST 6A3UCOM.

Munumarvroim paccmoanuem A\ B pemérke L Ha3zbIBaeTCd €BKANI0BA HOPMa KpaTyaii-
IIero HeHyJIeBOTO BEeKTOpa B L:

A(L) = min [fvf], v # 0.

Boobie, \;(L) —HanMeHbImit paguyc r, Takoil, 9T0 B L CymeCcTBYIOT i JUHEHHO He3aBHU-
CUMBbIX BEKTOPOB, HOPpMa KOTOPBLIX HE IIPEBOCXOJUT T. I/ISBGCTHBI cjaeaymue ONCHKW MUHU-
MaJIbHOT'O PACCTOSTHUS:

M (L) < v/n(det L)Y™ (cencrsue u3 Teopemsl MEHKOBCKOTO).

Kiraccuaeckne TpyIHOBBITUCIMMbBIE 33/1a91 B TEOPUHU PEITETOK — MOUCK HEHYJIEBOTO BEK-
Topa HamMeHnbIeil pauabl (SVP) 1 mouck BeKTOpa B pemérke, OJnKaiiiero K 3aJaHHOMY
sekTopy (CVP):

The Shortest Vector Problem (SVP). Haiitu HenyieBoii BEKTOp HANMEHbIIIEH J17TH-
HbI B pemérke L, TO ecTh HaflTH HEHY/IE€BOI BEeKTOp v € L, /jig KOTOPOTO BBIMOJIHSIETCS
ol = A (L).

The Closest Vector Problem (CVP). [Ipu 3agannom Bektope w € R™, He npunai-
JlexkalneM perérke L, Haiitu BeKTop v € L, bamzKaiimmii K w, To ecTh HAUTH BeKTOp v € L,
KOTOPbIii MUHUMHU3UPYET €BKIUI0BY HOPMY ||w — v||.

B npunoxenusx kpunrorpadgun ucoib3yorcs npubInKEHHbIe BEPCHH yKA3aHHBIX 3a-
/a9 M HEKOTOPBIX JApyruX. TOYHOCTH TPHOIMKEHWS Peryaupyercs mapaMerpom vy > 1,
KOTODBIi, KaK MPaBUJIO, sIBJIsieTCs] HeKOTOpoil dbyrkimei (L) or pemérku L.

Approximated Shortest Vector Problem (SVP.). Ilpu 3amanHoM mapamerpe
HaWTH HeHy/IeBoit BekTOp v € L, g koroporo Beinosnsercs ||v|| < v - A (L).

Kpunrocucrempl, OCHOBaHHbBIE HA 33/[@9aX U3 TEOPUHU PEIIETOK, SIBJISIOTCS HOIYJISPHbI-
MU KaHIIIATaMU Ha POJIb MIOCTKBAHTOBBIX KPUIITOCUCTEM. JTO OOYCJIOBIEHO TEM, UTO TAKHUE
kpunrocucrembr, Hanpumep NTRU [6], nccmenyrorest yzke MHOTO JIeT U 0 CHX TTOP CUHTA-
I0TCH BAIMUIIEHHBIMA OTHOCHTEIBHO KJIACCHYECKOI0 M KBAHTOBOTO KpHUIITOoaHam3a. Kpome
TOr'0, OHHU JIET'KO Peau3yIoTcs, 3OMEKTUBHBI B XOPOIIO MapaJLIe u3yI0TCs.

Croitkocte NTRU ocHOBbIBaeTCa Ha CIOKHOCTH 33734 (haKTOPH3ANNANA MOJTHHOMA
B KOJIbIIE MOJIMHOMOB, MPUBEAEHHBIX IO MOAYAI0 T — 1, HA ABa MOJMHOMA C MaJeHHKHU-
v koadpdunmentavn. Onnoit n3 atak na kpunrocucremy NTRU asrserca perenne SVP,
B PENIETKE PAa3MEPHOCTH 27,

CymrecTByeT MHOZKECTBO aJrOPUTMOB, pematomux SVP., 11a peméTok pasMepHOCTH n.
[IppMepoM TAKOro aJaropuTMa ¢ IMOJHHOMHAJBHBIM BpeMeHeM pabOThl U IKCIOHEHITHAThb-
HOM TOYHOCTBIO siBiisiercst aaroputy LLL |7]. M3Becten anropurm nepeuncienus [8], koto-
porit i pererns SVP 3a7eficTByeT MOJIMHOMHUAJBHYIO MAMSITh, HO €70 BPEMEHHAS CJI0K-
HOCTH mMeeT mopganok 29198 - Anropurmer BKZ u BKZ 2.0 [9] asnatorcs obbemumne-
HAeM aaroputMmoB LLL um mepeuncnenus. lanHble aaropuTMbl UMeOT BPEMEHHYIO CJIO0XK-
roctn 29081088y roqnocTs TTOJIYIEHHOTO PeIeHns COCTaBIdeT BOM/B) | rre [ — mapameTp
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M3 MHOXKeCTBa {2,...,n}. Tak:ke aKTHBHO Pa3BUBAIOTCS AJTOPUTMBI TIPOCEUBAHMUST, NMEIO-
IHe HKCIOHEHIINAIbHYO 110 BPEMEHU W MaMsITH CJIOKHOCTb OTHOCHUTEIbHO perrenust SVP.
Ha jgaHHBI MOMEHT MOYKHO BBIJIEJIUTH J1Ba W3BeCTHHIX ajgroputma: Spherical LSF [10], sB-
JISEOTIHACST ONTUMAJBHBIM 110 BpeMeHHGH cozkHocTH, U Triple sieve with NNS [11], saBs-
OIINNACA ONTUMAJIBHBIM 10 UCIOJIb3YEMOU MaMSATH.

Cxempt CRYSTALS-Kyber, Saber 1 NTRU, npeacraBiaeHHbie B TpeThbeM payHIe KOH-
kypca NIST [4], umeror ouenb BBICOKYIO CKOPOCTb MHKATICYJISIIIAK U JACKACYIAIIN KJIIOUeii.
O0béM TpedyemMoil TaMaATH TTPU UCIOAb30BaHusa Saber Huzke, yem y Kyber, 3a caér menb-
IIUX Pa3MEpPOB OTKPBITOTO KJIIOYa M MIK(PTEKCTA, OJHAKO Ta pa3HHUIA He3HAYUTEIbHA.
B cBoio odepenn, 3aTpaThl Ha reHEpaIWio KJIOYa M, CJIeJI0BaTeJIbHO, OOIIHe 3aTpaThl Ha
ucnoab3oBanue cxembl NTRU 3HaunTe/1bHO BBINIE, YeM aHAJOTHIHBIE 3aTpaThl A1 Kyber.
Cxema NTRU takke mmeer HamboJibIIHe pa3Mepbl OTKPBITHIX KJIO4eil u MmudprekcToB
cpean yKa3aHHBIX TPEX CXEeM.

[Tosiryto Bepcuio 0030pa TOCTKBAHTOBBIX KPHUIITOCHCTEM Ha PEMETKAX MOYKHO HaiiThm
B [12].

3. Koapl, ncnpasagdioinne ONmmoOKT

Konpr, ucnpasigtomnine ommubKN, UCIOAB3YIOTCS JIId Iepeaadn nHGOPMAIIi B KAHAIAX
CBSI3U, B KOTOPHIX WHpopManms uckaykaercs. Omnpeneséaaas n30BITOTHOCTh B MepegaBa-
eMBIX KOJIOBBIX CJI0BaX (BJIOKAX) MO3BOJISET OOHAPYKUBATH OMMOKH B TPUHSITHIX CJIOBAX
(610KaxX) W UCIpaBIsITH UX, BeIOUpas OiuzKaiinme Koaoseie cioBa. Ocoboe pacmpocTpaHe-
HUE TOJIYYW/IN JIMHEHHbIE KOJb B cmty 0ojiee 3(pHeKTUBHBIX AJITOPUTMOB KOAUPOBAHUS H
JIEKOTUPOBAHUS.

[Tycrs F, — KOHewHOE TOJTE, COCTOAIIEE N3 ¢ SJEMEHTOB, [F)) — BeKTOPHOE MPOCTPAHCTBO
aag [F,. Junetinom [n, k]-xodom C HaspiBaeTcs k-MepHOE BEKTOPHOE HOAIPOCTPAHCTBO B Fy.
[Ipu stom BekTOp (C1,C2,\ - . ., C) € C HABBIBACTCS K0d06bM CA060M C.

Bazkubim KauecTBOM KOJ/Ia SIBJISIETCS BO3MOXKHOCTD MUCIIPABJICHUSI TPUOOPETEHHBIX B XO/1€
nepegadn nHAMOPMAINHE 10 3AITyM/JIEHHOMY KaHAay ormubok. /s omnpememeHnst KOI0BOTO
PAcCTOSHAA BBEJEM METPUKY Ha BEeKTOPHOM npocrpanctse Fy. Paccmoanuem Xommunza
MeK1y BekTopamu z,y € K7 HaspiBaeTcd IMCIO KOOPJMHAT, B KOTOPBIX BEKTOPHI Pa3JiH-
qatorest: dg(z,y) = [{i : 2 # yi}|. Becom Xommunea sexropa x € Fy HaspiBaeTcs aucao
ero HeHyseBbIX KoopauHat: wty(x) = |{i @ z; # 0} = dg(z,0). Kodosvim paccmosnuem
koga C Ha3BIBAETCS MUHUMAJIbHOE PACCTOSTHHE XIMMUHTA MEXKIYy €ro Pas/ImdHbIMEA KOJ0-
BeiMu ciaoBamu: d = min{dy(x,y) : z,y € C,x # y}. B ciydae JIuHeHHBIX KOJIOB HMeeM
d = min{wty(z) : © € C,xz # 0}. IIpu sTOoM Uncja0 ucnpasasgeMbix KogoM C OMIOOK PABHO
t=L(d—1)/2].

Aexoduposanuem xoma C maswiBaerca orobpaxenme De : Fy — C. Ko ucnpasas-
em t owubox, ecrm s Beex e € Fy u Beex ¢ € C, Takux, uro wty(e) < ¢, umeer me-
cro De(c+e) = c.

[IepBoii K0/mOBOM KpHITOCHCTEMO# ObLia cxema IIH(GPOBAHUA C OTKPBITBIM KJIOUOM,
npepiokennas B 1978 r. P. Mak-Daucom [13]. OHako mpakTudecku Bce aCHMMETPUIHbIE
MoauduKanun Ha 0a3ze KOI0B, IpeII0KeHHbIe I032Ke, HMEIOT OOIMUi HeT0CTaTOK — 00JIb-
mue Tpebopanust K namsatu. Corsacuo |14, cyrmecrByfor aBa OCHOBHBIX IIPEIHOIOKEHUS
OTHOCHUTE/ILHO Oe3omacHocTn cxembl Mak-Duca:

1) CI0XKHOCTD 337291 JIEKOUPOBAHUS OOUIET0 HEM3BECTHOTO KOJA, KOTOPAs SBJISETCS
NP-rpyuoit [15];
2) CJI0KHOCTH aTak, BOCCTAHABIUBAIONINX CTPYKTYDY 6a30BOIr0 KOJa.
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Opmoit M3 OCHOBHBIX 3a/1a4, 00ECIIeUYNBAIONINX 0E30MaCHOCTH KOJTOBBIX KPUITOCHCTEM,
ABJIAETCA COKPBITHE CTPYKTYPBI UCIOJIB3YEMOT0 KOJA.

Ncexomst m3 pasmMepoB OTKPBITOTO U 3aKPHITOTO KJIIOUEH, Kaaccndeckast cxema Mak-Dnca
cymecTBenHO npourpeiBaeT u cxeme BIKE [16], u cxeme HQC [17]. Heemorpst Ha TO, 9TO cXe-
ma HQC obecnieumBaer 10CTATOYHBIN YPOBEHb 0€30MACHOCTH, a TaKXKe PA3yMHYIO YacTOTY
0TKa30B Ipu pacinudpoBannu, oHa npourpeiaer BIKE orHOCHTEIbHO pa3sMepoB OTKpPHI-
Toro kJo4da u 3amudposanuoro tekcra. A moromy cxema BIKE nokazasna cebs mambosree
KOHKYPEHTOCIIOCOOHOT].

[Tonnyto Bepcuio 0630pa MOCTKBAHTOBLIX KPUITOCHCTEM Ha KOJaX MOXKHO Haiitu B [18].

4. N3orenun

darunmuyeckot kpueol nad nosem F naspiBaercs riajikas kpusas F, 3ajiannas ypas-
HEHUEeM
2 3 2
Y + axy + asy = 7 + axx” + a4x + ag,

rJe ai, s, as, aq, ag € F. YcaoBue riagkoCcTH 03HAYAET, YTO KPUBAS HE UMEET CHHIYIAPHBIX
TOYeK, T. €. TOUeK, B KOTOPBIX 00e YacTHble IPOU3BoAHbIe DYHKIMA Y2 + a2y + a3y — (x3 +
+ ay2® + aux + a6) paBHBI HyM10. B caydae, ecanm xapakTepucTuka nojs [F we pasna 2 n 3,
TO KPUBYIO MOYKHO mpuBecTu (n30MOphHBIM 1peobpaszoBanneM) K GoJee npoctoii popme

y: =23 + ax + b,
KOTOpasd Ha3blBaeTcd kpamkot gopmoti Betepwmpacca.

MuoxkecTBO TOUeK KpuBOil £ BMecTe ¢ GecKOHeUHO yaaaénHoit Toukoit O obo3ravdaeTcs
kak F(F). 3amernm, 4ro KpuBast MOXKeT ObITH 3a/1aHa HaJ ogHuM 1ojeM I (1. e. koaddurn-
eHTHI a1, A2, A3, Ag, A WK a, b exkar B F), HO IpU 9TOM TOYKM KPUBOI MbI MOXKeM OPATh HaJl
HEKOTOPLIM €0 PACIIHPEHHEM, HAIpUMeD ajgreGpamdecKuM 3aMbikanmeM F. Takme TOUKH
MOJIy9aI0TCS U3 PEIeHnii ypaBHeHNsT KPUBO HaJI aJreOpanvdecKuM 3aMbIKAHUEM OISt WJIH,
B O0IIEM CJIydae, HaJl pACITHpeHneM 1oJist. MHOKecTBO ToYek KpuBoii F (3amanuoit vHa IF),
KOTOPBIE HMEIOT KOOPAMHATH 3 1o I, obosnadaerca kak E(F).

QuumnTudecKas Kpusag I, 3ajannas Hal KoHednelM nosem Iy, roe ¢ = p" — crenenn
IPOCTOTO YnC/Ia, Ha3bBaeTcs cynepcuneyaaprot, ecan |E(F,)| =1 (mod p).

H3zo02enueti AByX 3AIANITHYECKUX KPUBBIX Fq, By HAA OHUM U TeM ke nojeM [ Ha3wi-
BaeTCs HEHY/JIeBOH TroMOMOpP(MU3M SIUINTHICCKAX KPHUBBIX, 33/ 1aBAeMblil paIlMOHAIHLHBIME
O0TOOPaKeHUIMHU. fIBHO M30T€HUHN 33IaI0TCS B BUJE PAIMOHAJIBLHBIX (PYHKITHI

filz,y) gi(z,y)
fo(z,y) g2, y)

@ (v,y) =

IS HEKOTOPBIX f1, f2, 91,92 € Flx,y]. Ucnonnsya sameny y° — x° + ax + b, u30orennio

MOKHO TIPUBECTH K BHJLY
_ u(z) s(r)y
p:(z,y) — , ,
()" t(x)
rie u, v, s,t € Flx]. Takas dopma u3orennun HaspiBaeTcs crangapTHOl. Cmenens H30reHun
onpegensercs kak deg ¢ = max(degu, degv).
[Tycte X — mexoTopoe muOxkecTBO, a G — rpynna. Byaem roBoputsh, uro G aeiictByer
Ha MHOXKecTBe X, ecju 3a7aH0 orobpaxkenme * : G X X — X, Takoe, 910 s JTHOOBIX
91,92 € G u x € X Boimoansiercs gp * (g2 * ) = (g192) * .
B tepMunax geiicTBus TPYIIBI HA MHOXKECTBE MOYKHO OIMUCATH MHOI'HE CXeMbl ITHh-
POBAHUS ¢ OTKPBITHIM KJIOUOM, TPOTOKOJIBI PACTIPE/IEJIEHIsT W MHKAIICYIAun Kiaoda (Key
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Encapsulation Mechanism — KEM). Ilpu sTom feiicTBre TpymIbl TOZKHO 00J1a7aTh HEKO-
TOPBIM KpUNTOrpadudeckKuM («TPYJHOBBIYHCINMBIMY ) CBOICTBOM, HAIpHMEp:

— rpynmna G gedcTByeT Kak OJHOCTOPOHHsST (PYHKIHS, T.e€. JJIsd JIOOBIX T1,ry € X Ha-
XOK/IeHue jteMenTa g € G, TaKOro, 4To Ty = g * T, sIBJISIETCS TPYAHOI 3a1a4eii (razxe
noJsiarasi, YT0 TAKOH 3JI€MEHT CYIECTBYeT);

— JeiicTBHe Tpymnnbl 001a7aeT CBOWCTBOM ICEBAOCAYUYANHOTO TeHeparopa, T.e. s CJIy-
JaiiHO BBHIOpAHHOTrO daeMeHTa ¢ € (G 3JIOYMBINLIEHHAK HE MOYKeT OTJNIUTH MHOXKECTBO
IPUHSITHIX BEKTOPOB {(Z;, g * x;)}; OT MHOXKecTBA BeKTOPOB BUAa {(;,u;)}i, rie u; —
PaBHOMEPHO pacipeneaéHube Ha X CaydailHble BeJHMIHHbBL.

O/tHO#t 3 caMBIX HOIY/ISPHBIX CXeM Ha H30reHusx spisgercs cxema SIDH (Supersingular
I[sogeny Diffie — Hellman), npeanoxkennast B 2011 1. JI. 1e ®@eo, . o u Ix. Ilayrom [19].
Omna npejcranisier coboit TPOTOKOJI OOMeHa K/II0YaMu, aHAJIOTHIHbIH 1pOTOKOLY [luddu —
Xemnimana, T/1e B KadecTBe X HCIIOIb3YeTCs] MHOXKECTBO CYTIEPCUHTY/ISIPHBIX S/ITHITHIeCKUX
KPHUBBIX HAJ[ KOHETHBIM TIOJIEM, 8 JJIEMEHTHI 04, ¢, € (G — M30TeHUH CYTTePCUHTYISIPHBIX KPHU-
BeiX. Orako B 2022 1. B. Kactpuk u T. Jlekpy ony6sinkoBasau npenpurt paborsr [20], B KO-
TOPOM ONHUCHIBAETCS MOJMHOMHATbHAs ataka Ha kpunrocucremy SIKE (Bepcuto SIDH) —
KaHgugara Ha crapgaprusamnmio NIST.

Cxema CSIDH (Commutative Supersingular Isogeny Diffie — Hellman) — emié oxun npo-
TOKOJT OOMeHa K/IdaMu, 0e30MacHOCTh KOTOPOTO OCHOBAaHA HA CJIOXKHOCTH HAXOXKIEHUS
U30TeHNN MeXK/Iy NBYMS CYIEepPCHHTYJIIPHBIMU KpUBbIMU. JlaHHAA cxema gBJsgeTcs yCTOM-
qnBoit K atake Kactpuka — /lekpy. KoHCTpyKIng cxemMbl ocHOBaHa Ha KpunTocucTeme Po-
cToBreBa — CToJIOYHOBA, OJHAKO BMECTO OOBIYHBIX JIUNTHYECKUX KPHUBBIX MPUMEHSIOT-
Csl CYNEPCUHTYJISIPHBbIE d/IunTH4YecKue kKpusbie. Kpome Toro, B ormuune or cxembr SIDH,
B CSIDH wucnosp3yercs neiictBue KOMMYyTAaTHBHOI rpymmbl. Buepsoie mporokon CSIDH
ommcan B 2018 1. B. Kacrpukom, T. Jlanre u ap. [21], BriociaeacrBun K Hemy omyOGJIMKOBaHO
MHOKECTBO TEXHHYECKHX ONTHMU3AImii [22].

B kpunrtocucremax Ha M30reHUSX, HECMOTPS Ha MAJBI pa3Mep KJ04a, TVIABHON TPO-
OJsieMoit ocTaéTest MeJIeHHasE CKOpocTh paborsl cxem. Araka Kacrpuka — Jlekpy BbiBesia
M3 PacCMOTpeHUsT HanboJiee MepCneKTUBHYI0 ¢ Toukn 3penust npakTuku cxemy SIDH/STKE
U BCE CXEMBbI, JIJIs ONTHMHU3AINN KOTOPBHIX UCIO/Ib30BAINCH 3HAUYCHUST M30TEHUH B TOYKAX
kpydernnd. [losTomy Hambosee BaKHBIM HaIpaBIeHHEeM B O0JACTH W3OTE€HHH ABJISEeTCS HC-
CJIeIOBaHUE BOIPOCOB ONTUMHU3AINN UMEIOITUXCS CXEM.

[Tosnyio Bepcuio 0630pa HOCTKBAHTOBLIX KPUITOCUCTEM Ha M30M€HMAX MOXKHO HaiiTu
B [18].

3akJJdyeHue

Ha ocnoBe npoBeéHHOrO aHaIn3a MOXKHO CJ€JaTh BBIBOJ, YTO ¢ TOYKH 3PEHUs] OBICT-
poJielicTBUSl CAMBIMU 1IEPCHEKTUBHBIMU KaH/IMJlaTaMU Ha POJIb CTaH/apTa 110CTKBAHTOBO
KpUOTOrpadun SB/ISTIOTCS KPUTTTOCHCTEMBI Ha, OCHOBE PentéToK. OHM UMEIOT CPABHUTEIHLHO
HeOOJIBINOI pa3Mep KJroveil, B TO BpeMs KaK KPUITOCUCTEMbI, OCHOBAHHBIE Ha, KOJIAX, HMEIOT
OOJIbIIKE pa3Mep KJII0Uei U XYAIIVIO IPOU3BOAUTEIbHOCT. CXeMbl Ha U30T€HHUSAX, HECMOT-
pd Ha HAUMEHBIHAH Cper TPEeICTABIEHHBIX TOAXOO0B pa3Mep KJIoUel, IMeIoT HAUXYIIIY IO
MPON3BOIUTETHHOCTD. [IpH 3TOM CTORKOCTH aKTyaIbHBIX TTOCTKBAHTOBBIX KPUIITOCUCTEM OC-
HOBAHA HA BBIYUC/IUTEJIbLHON CJAOXKHOCTU PgJia YacTHBIX ciaydaeB NP-rpyanbix 3a/a4, u Ha
JIAHHBIT MOMEHT He M3BECTHBI aTaKU, KOTOPbIe Obl MOHUZKAIN €€ CePHbE3HBIM 00Pa30M.
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AJITEBPANYECKUN KPUIITOAHAJIN3 9 PAVH/IOB
HU3KOPECYPCHOTO BJIOYHOT O IIIN®PA SIMON32/64'

E. A. Mapo, O. C. Baukun

Paccmarpusaercst HuskopecypcHbiii 610uanbIi mmdp Simon32/64 w3 cemeiicTsa Simon.
[Monmast Bepcus 3Toro mmdpa cOCTOUT U3 32 PAyHIOB. 3aJaund KPUITOAHAIU3A, JIJIs
8 paymrmos Simon32/64 6bLIH HEOTHOKPATHO pereHbl ¢ moMorbio SAT-moaxoma, T.e.
TyTéM CBeJIeHNA K mpobiieMe OYIeBoOil BRITOMHUMOCTH U ucmosb3osanng SAT-permare-
geit. st 9 paynmos 3agada Bee emng apistercss caoxkuoii mist SAT-nmogxona. Ilocrpoena
SAT-kosupoBka kpunroanaausa 9-payuosoii Bepcun Simon32/64. Cdhopmuposasl
TPHU KJIACCA TECTOB B 3aBUCUMOCTU OT ciiocoba Bbibopa oTKpeITOro Tekcra. C momo-
mpi0 mapasteabaoro SAT-pemarens BO BCeX CAydasx yaaJ0Ch YCIEITHO PEIATh 3a-
Jlaqy KPUITOAHAJIM3A, [IPU YCI0BUH, 4T0 16 u3 64 GUTOB CEKPETHOT'O KJIF0Ya, U3BECTHBI.

KiroueBbie cyoBa: Hus3kopecypcHuiti oaounbili wudp, cemelticmeo wudpos Simon,
aszebpauneckul kpunmoanasus, SAT-pewamens.

BBenenue

Huskopecypcubie mudpbl mo/IydaiorT BCé 0oJibliee pacipocTpaHeHne B MAJIOPECy PCHBIX
[oT- yerpoiicrBax, Takux, kak RFID-cauTbiBaTenun, ceHCOpbI, HMHANKATOPHI, TATINKH, KOH-
TpoJLIepbl. 3a1ada obecrnevdenns 0€30IMACHOCTH XPAaHEHUS U IepeIadd JTAaHHBIX JJId I10100-
HBIX YCTPOMCTB MOYKeT OBITH pellleHa MPUMeHeHUEM CHelHaJbHbIX KPUTITOrPADUIECKUX al-
TOPUTMOB, PACCIYUTAHHBIX HA IDDEKTUBHYIO PEATHIAINIO B YCIOBUSX OIPAHUYEHHBIX BbI-
YUCTUTEbHBIX pecypcoB. OHUM U3 aJrOPUTMOB HU3KOPECYPCHOTO MmuPOBAHUSI, TPUHSI-
TBIM B Ka9eCTBE MEK/IyHAPOHOI'O CTAHAAPTA JJId CUCTEM CBA3H 10 pajuonntepdeiicy, aB-
JsIeTest ceMeficTBO cuMMeTprUIHbIX O0unbxX mmdpos Simon (ISO/IEC 29167-21:2018) [1].
[IpoekTupoBaHe HU3KOPECYPCHBIX MUMPOB € yCJI0BHEM UX NPUMEHIMOCTH B MAJIOPecypc-
HBIX CHCTeMaX 0OYCJIaBIMBAET HEOOXOTMMOCTH COKPAIIEHNs THIIOB HCIOIB3YEeMBIX TTPeodpa-
30BaHUil U, KAK CJIEJCTBHE, MPUBOAUT K HU3KONH MYJIbTHIVIMKATHBHOM CJIOKHOCTH (HU3KO
HEJIMHEHHOCTH ), 9T0 0DOCHOBBIBAET BAKHOCTH HCCJIEI0BAHMs CTORKOCTH HH3KOPECYDPCHBIX
aJITOPUTMOB T poBaHusa K aaredpandecKuM MeTojaM Kpunroanaania. B aarebpande-
CKUX MeTOJIaX aHaJu3a HUCIOJIb3YeTCs MpecTaBlIeHne KPUITOrpaduiecKoro mpeodpa3oBa-
HUS B BUJIe CUCTEMBI HEJTHHEITHBIX YPABHEHU{, CBA3BIBAIONINX HAOOPHI U3BECTHHIX TAHHBIX U
CEKPETHbIN KJIIOY 1M(pPOBaHUsd, U IPUMEHLAIOTCS Pa3/IMuHble aJIIOPUTMbI [IOMCKA PellleHuit
CHUCTeMbBI ypaBHeHUI. B KauecTBe pacipoCTpaHEHHBIX MOIX0/I0B K PEIIEHUI0 OITMCHIBAIONITUX
mudpbl CUCTEM yPaBHEHUN MOYKHO BbIJICJIUTD:

— MeToJ| JIMHeapusanuu u ero pactmpensabie Bapuanthl (eXtended Linearization (XL),
eXtended Sparse Linearization (XSL), Fix eXtended Linearization (FXL), ElimLin);

13auxua O. C. BBITIOIHII CBOIO 9aCTh PabOTHI 33 CUéT cybemnmy Munobpraykn Poccun B paMKax mpo-
exkTa Ne121041300065-9.
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— MeTOJ[ CBeJIeHHsI K 3aJ1a9e BHIOJTHUMOCTH Oy/eBbX (opmyn (SAT-3amaue) ¢ mpumene-
auem 3¢ pexruBabix SAT-pemrareeii.

AHann3 HAyIHBIX MCCIEOBAHMUI, MOCBSIMIEHHBIX alIreGpanvIecKoOMy KPHITOAHATH3Y HH3KO-
pecypcHbIX mudpPoB ceMeicTBa Simon, MokKa3al HOTEHIMAIBHYIO EePCIEKTHBHOCTD I10/[X0-
JIOB, OCHOBAHHBIX Ha CBeJEHHH K 3ajade OyaeBOil BBIMOTHUMOCTH (hOPMYI U MOCIIEIY FOIeM
ucnonb3oBarnn SAT-permareseii [2-5].

1. CewmeiicTBOo HU3KOpEeCYPCHBIX mudpoB Simon-2n/nm

Huskopecypcubiit 6s1ounbiii mudp Simon npejgioxen B |6] u npejcrapiser coboii ce-
MelicTBO HU3KOpecypcHbIX 1udgpoB LRX-apxuTekTypbl ¢ BbIOMpaeMbIMHU JJIUHAME OJIOKA
TEeKCTa U KJA09a mudpoBanus, 06eCednBaIONIMI BO3MOKHOCTD ONTHUMU3AINN apaMeT-
POB HOJl KOHKPETHYIO annaparnyo peanusanuio. [1Tudp Simon (puc. 1) ocHoBaH Ha cxeme
cetu DeiicTess, B payHI0BOH (DYHKIUH KOTOPOH HCIOIB3YIOTCS OMEPAIUN IMUKJINIECKOTO
capura BiaeBo Ha 1, 2 u 8 6ut, moburoBoro ymuoxkenus (AND) u moGHTOBOrO CJIOXKEHUST

(XOR).

(O—D

Li+1 Ri+1

Puc. 1. Crpykrypa paysaoeoii ¢pyHKImy mmdpa Simon

[[Mudp Simon ¢ n-OMTOBLIM CJIOBOM 0003HAYaETCs Simon-2n, e 7 MOKET NPHHIMATD
3nadenus 16, 24, 32, 48 u 64 Oura. [l1g 3a/1a0ust UCHOAB3yeMOIl J/IMHbI KJII0Ya m 1mudpa
Simon npumensiercs 3anuch Simon-2n/mn. CooTHOIIEHNs JIUHBL OJI0KA U JJIHHBI K098
mugpoBaHs /s ceMeicTBa Simon mpuBeieHbl B Ta0I. 1.

PaynoBoe mpeobpasoBanue mrudpa Simon uMeeT BHIL

F(Lisy)=(Lioy <K D) A (Lisy << 8) @ (Li—y < 2).
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Tadbawuma 1
CooTHoulenne AJuHbI 6JI0KA U OJIMHBI KJIYa mmdpoBaHus aJjisd cemeiicTBa Simon

Hnuna 6soka | iuaa kimoga Pazmep Yucsio ciioB Suauenue Yucio
2n mn cJIoBa 1 B KJIIOYE M KOHCTAHTBI 2 payugos T'
32 64 16 4 20 32
48 72 24 3 20 36

96 4 21 36
64 96 32 3 Z2 42
128 4 z3 44
96 96 48 2 2z 52
144 3 z3 54
128 128 64 2 Z2 68
192 3 23 69
256 4 Z4 72

JleBast m mpaBasi OJOBHHBI BXOJHOTO BekTopa L;||R; i-ro payuma mudpa Simon moryr
OBITH TIPEe/ICTaBIeHBI B BHIE (POpPMYJI

Li=Ri 1 ® F(Li—1) ® K;_1;
Ri - Li—1~

[TepBbie m payHIOBBIX KII0UEil Mg pa Simon COOTBETCTBYIOT CEKPETHOMY KJTIOUY TTud-
poBanus Ky, Ky, ..., K,,_1, a nocjeayooIme payHIoBble KJIIOYH B 3aBUCUMOCTHU OT Tapa-
MeTpa m BBIPAabaThIBAIOTCA 10 cJIeayolei dopmyie:

c®(z), @K ([ dS1)S 3Ky,

m
Kitm=qc®(2), ®K;® (I ®S™) S Ky, m
c®(2), K@D (ST Kipy ® Kina), m

Y

Y

I
INQISUIN N

2. SAT-komuposka mudpa Simon 32/64

Ha ocnoBe pe3synapraToB ajiredpandeckKoro aHajau3a 8-payHJIoBOro Immdpa Simon
32/64 [2| B KagecTBe HCCIEIYEMOTO HU3KOPECYPCHOrO GJiouHOrO mimdpa BeIOpaH 9-payH-
JoBbiit Simon 32/64. Ouucanue T payunos mudpa Simon 2n/nm copepzxur n1 kBajpa-
THUYHBIX ypaBHeHuil ¢ qnciaom HeusBecTHbIX n(1T — 2) + nm. B xome onucanug 9-payHaoBoii
Bepcun Simon 32/64 chopmupoBano 144 kBajpaTHUHBIX ypaBHeHHsi cO 176 mepeMeHHbBI-
mu. CTpyKrypa cucreMbl ypaBaenuil mudpa Simon 2n/nm npu agrebpandeckoM aHATH3e
noapoGHo mpecrasiaena B 7). [losydenHas cucrema MozKeT OBIThH 3ajaaHa hOpMYJIoit

(k?o,o @ 220D 1=0,
koq @ 791 =0,
koo ® w22® 1=0,

ki@ 22 @ To1 * Tag D w30 =0,

kos@kio@ki1a@kisDkieDFEiia®kiis® koo ®hkaog®hkor ®hkag® koiz®
(2,15 D k3,0 D k36 D k37 D kg @ k3o ® k311 D k312 D k315 D xg15 =0,

rie k; j COOTBETCTBYeT j-My OUTY i-TO PayHJIOBOI'O KJIIOYa.
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J11st mpoBeIeHNs SKCIEPUMEHTOB OBLJIM COCTABIEHBI CUCTEMbl HEJTMHEHHBIX YpaBHEHUIA,
onmchBaomux mudposanne 9-paynooro Simon32/64 Ha TPEX pas3IHYHBIX 3HAYEHHIX
cekperroro kiova: Key, = (0xb2fe,0x7c97,0xa734,0x8a7f); Key, = (0xebel,0x3ebc,
0xfe34,0x7a47); Key, = (0xd8a6,0x28£0,0x4c35,0xac81).

Paccmotpensl ciieyionue ciieHapHy MeHePaliil CUCTEMBI, B KayKJIOM U3 KOTOPBIX IIHp-
pyetcs 64 6UTa OTKPBHITOTO TEKCTA:

— creHapuii «rand» —cucreMa ypaBHeHHUl popMHpPYeTcd I JABYX CJAyYaiiHBIX 3HaYe-
HHUl OTKPBITOrO TeKcTa (HCHOJb30BAIUCH TPH Hapbl TEKCTOB: P; = 0x65656877 u
P, = 0x34895467; P, = 0x30d7f42b m P, = 0x591a97c5; P, = 0xd19al13c4 u
P, = 0x0b597351);

— crenapuii «nulldisty — cucrema ypasuenunit popmupyercsd Jjisi JBYX BLIOPAHHBIX 3HA-
9eHUil OTKPBITOrO TEKCTa: MEePBBIl TeKCT MpUHUMaeT HyjieBoe 3Hadenuwe (P = 0x0),
BTOPO¥ OTJIMYAeTCsT TOJIBKO B MJiafieM obure (P, = 0x1);

— cuenapuii «<randdisty — cuctema ypapueHuit hopMUpyeTCs 115 IBYX BHIOPAHHBIX 3HAUE-
HUN OTKPBITOTO TEKCTA: EPBbI TEKCT BIONPAETCS TPOU3BOILHO, BTOPO TEKCT OT/IMYa-
eTcsl TOJBKO B MJIAJIIEeM OuTe (HCIOIh30BAINCH TPH Taphl TeKCToB: P; = 0x65656877
nu P, = 0x65656876; P, = 0x30d7f42b u P, = 0x30d7f42a; P, = 0xd19al3c4 u
P, = 0xd19a13c5).

Kounepratus cucreMbl HeJTMHERHBIX YPABHEHUN B 33124y BBITOJTHUMOCTH OYJI€BBIX (hOP-
MyJI B KOHBIOHKTHBHON HOpMaJbHO# (opme (KH®D) ocymiecrsisiiachk ¢ cpege SAGEMATH
¢ ucnosrb3opanneM nacTpyMenTa ANF2CNFCONVERTER. Utoropere SAT-3a1a4n 115 Beex
JeBaTu onucanuii mudposanus 9-payuaosoro Simon32/64 cogepxar 1216 nurepaos u
20512 An3bHIOHKTOB.

3. Kpunroanamms 9 paysmaos Simon32/64
C TIOMOIIbI0 napajieibHoro SAT-penrarenas

OcHOBHBIM TOJTHBIM aaropurMmoM pemrenns SAT-3amaq asiasgerca Conflict-Driven Clause
Learning (CDCL) [8]. Ha nepsom srtame sxcrnepuMenToB Ha Kaxaoi uz gesaru KH®, mo-
CTPOEHHBIX B 1.2, Obl1 3amyrien coppemernbiit CDCL-pemarens KISSAT [9] Bepcun 3.0
¢ JINMHTOM BpeMeHH 24 9 Ha IIepCOHATBHOM KOMIbIOTEPe, OCHAIIEHHOM mpoteccopom AMD
Ryzen 3900x. B pe3yabpraTe pemniaTesib He CMOT PEIIUTh HU OJIHY U3 33J1a9 B YCTAHOBJIEHHBI I
JIMMUT BPEMEHH.

Ha Bropom 3rame 0bl1 npumenén mnogxoxn Cube-and-Conquer, corjiacHo KOTOPOMY Ha
nepBoil crajanu 3aja4da pazbuBaercs Ha OoJiee MpocThie Moj3agaqn ¢ momolnbio lookahead-
permaresisi, a 3arem Ha Hux 3amyckaercs CDCL-pemmarens [10]. 9ToT moaxom 06b9HO IpHMe-
HSETCS JJIsl PEIeHns 33129 KOMOMHATOPUKY U BBIYHCIUTENbHO reoMerpu, HO B [11] ¢ ero
MOMOIIBIO BIEPBBIE PelleHbl 3a/1a9u Kpunroanaan3a. B [11] mpejoxken Takxke aJropuTM
nocrpoenusi nporuo3os Bpemenu permenust SAT-3aaq. B srom asropurve Bapbupyercs
3HaYEHHe OCHOBHOTO mapamerpa mepsoit cragun Cube-and-Conquer u s KazK10ro 3uaxde-
HUsI CTPOUTCSI MTPOTHO3 HA OCHOBE peleHnsi BRIOOpKH 10/3a1a49. C TOMOIIBIO 3TOTO aJIro-
pUTMa Il KaxKI0# U3 1eBaTu paccMarpuBaeMbix SAT-3amad mocTpoeH IpOrHO3 BpeMeHn
pemenusi, B KauectBe CDCL-pemarens aig sropoit ¢assl Cube-and-Conquer ucmosib3o-
BaH KISSAT. CoracHO MpOTHO3aM, M1 PeIIeHus STHX 337249 JAHHBIM MOIX0I0M TpedyeTcs
HepeajabHO MHOTO BpeMenu. [loaromy s Kazkaoil 3aa4m ObL pacCMOTPEH YHPOIIEHHBI I
BAPHWAHT, B KOTOPOM W3BECTHHI MpaBHIbHbIE 3HAYEHWs TepBbIX 16 (13 64) mepeMeHHBIX,
KOJIUPYIONINX CeKPETHBIN K09,

DKCIepUMEHTH MPOBeJIeHbl Ha BBIYHUCIUTEIbHOM Kiaacrepe «Axamzemuk B. M. Matpo-
coB» [12]. cmoap30Banuch 5 y3/10B, B COCTAB KAXKJIOTO U3 KOTOPHIX BXOAUT JBa 18-siaep-
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uerx mporeccopa Intel Xeon E5-2695 v4. MTtoro B KaxkaI0M 3amycKe OBLIN 33efiCTBOBAHBI
180 siytep. B pesyabrare s kaxkoit u3 jgepsatu KH® Obin Haiiien BuIIOIHAIONMI HADOD,
a COOTBETCTBYIOIINe 48 3HAYEHUT TepeMeHHBIX COBIAJN CO 3HAYEHUSIMU UCKOMOTO CEKPeT-
HOTO KJrtoda. B tadur. 2 g kaxkiaoin KH® ykazano Bpems pellleHHs, HPOIEHT PEIIéHHbIX
0337849 Ha MOMEHT HAXOXKJIEHHS BBIIIOJHAIONIEr0 HabOpa, a TakKe MPOrHO3 BPEMEHH,
HEOOXOIMMOTO Ha peleHne BeeX MoA3aaad B XYIAIIeM CIydae.

Tabaunma 2
Bpems pemenus 3aga4 kpunroananausa Simon32/64,
B KOTOPbIX n3BeCTHbI 16 13 64 OUTOB CEKPETHOro KJII0Ya

Banaua Bpems Pemeno nomzanaq, % | IIpornos na 100 %
rand-Key, 10 u 37 mun 7,03 151 1 6 Mun
rand-Key, 29 v 33 munH 31,57 93 1 36 MuH
rand-K ey, 12 9 30 mun 17,17 72 9 50 MuH

nulldist-Key; | 33 4 52 mun 91 37 1 13 mun
nulldist- K ey, 4 9 10 mun 54,35 7 1 40 mun
nulldist- K ey, 19 10,82 9 4 18 MuH
randdist-Key, | 2 4 54 mun 75,21 3 4 51 mun
randdist-Key, | 1 9 18 mun 46,08 2 1 49 muH
randdist-Key, 34 muH 3,6 16 9 4 mun

CoryracHO TOJTyYeHHBIM Pe3y/IbTaTaM, 33/1a9% ¢ BHIOPAHHBIM OTKPBITHIM TEKCTOM CyIIie-
crBerHo npoiie g Cube-and-Conquer, gem 3aJ1a9u €O CJIYIailHBIMH OTKPBITHIM TEKCTOM.

3akJrouyeHue

Buepsoie ocytecTsiién aaredbpandecknit Kpunroanaans3 9-paynaoBoro 6,i09HOrO mnd-
pa Simon32/64 ¢ 64 Guramu nrdpTEKCTa W OTKPHITOrO TEKCTA B MPEINOTOKEHHH, YTO
U3BeCTHHI IepBble 16 u3 64 6uTOB ceKpeTHOro Kjaoda. Ha cymepkoMibiorepe BpeMs perie-
HUsI BapbUPYyeTcsl OT IoJydaca /10 349 B 3aBHCHMOCTH OT TOTr'O, KaK BBIOpAH OTKPBLITHIM
rekcr. Ha ocHOBe IpeJIcTaB/IeHHBIX PE3y/IbTaTOB MOXKHO CJIe/IaTh BbIBOJL, YTO, Pa3BUBas UC-
HOJIb3YEeMbIfl TIOJIXO/I, BO3MOZXKHO OCYIIECTBUTH KPUITOAHAAN3 9 PayHIOB HPU MOJTHOCTHIO
HEU3BECTHOM CEKPETHOM KJII0Ye.
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O PA3BHOCTSIX I10 MOIYJIIO 2", C BEICOKON BEPOSITHOCTBIO
MMPOXOOAIINX YEPE3 ARX-TIPEOBPA3OBAHUE!

A. C. Moxkpoycos, H. A. Konomeert

Nccnenyrorca BbICOKHWE 3HAYEHUS PABHOCTHON XAPAKTEPUCTUKU IO MOAYI0 2" s
npeobpazoBaHud (1: ©® y) Kr,raex,yc€Zinl<r<n. OHU MHTEpeCHbI B KOHTEK-
CTe PA3HOCTHOTO KPUITOAHAIN3E MUQPPOB, UCIOIL3YIONNX CA0KEHNE 10 MOAYI0 27
nobuToBnii XOR u mukandeckuit capur OMTOB Ha r HO3HMIHI Kak 0a30BbIe Olepa-
myu. Onmcanbl BCe PA3HOCTH € BEPOATHOCTHIO 60sbIe 1/4 ¢ TOUHOCTBIO 10 CUMMETpuii
apryMeHToB. BO3MOXKHBIMY 3HAYEHUSIMU BEPOSTHOCTH ITPU 3TOM YCJIOBHUH SIBISIOTCS
1/344%277/6 nua Beex i € {1,...,n}, 9T0 COBIAIAET C AHAIOIHYHBIME BEPOSTHOCTIMI
Juts mpeobpazoBanus T @ y. Ouucanbl pa3HOCTH, HA KOTOPBIX JOCTUIAETCA KayK10€ U3
BHAYEHUN, W MOACUUTAHO WX KOJHUECTBO. YCTAHOBJEHO, UTO 00INEe YUCI0 PasHOCTEH
C TIPUBEIEHHBIMU BEPOSITHOCTAMU paBHO 48N — 68 mpu n > 2.

Kmrouesbie caoBa: ARX, pasnocmuwie zapaxmepucmury, XOR, caooicernue no mo-
dyao, yurxsudeckuli cosuz 6uUmMos.

Bsenenue

ARX —kirace kpunrorpadudeckux TPUMUTHBOB, OA30BLIMHU ONEPAIUSIMU B KOTOPDLIX
SBJISAIOTCS CaIoKeHne 1o momymio 2" (H), moburosoe «uckiovaomee mwin» (XOR, @) u
MUKJIMIECKUI CABAT OUTOB HA 1 MO3UINNE B CTOPOHY CTApPIINX Pa3PsIIOB (<<< T) — CM., Ha-
npumep, FEAL [1], Speck [2], Salsa20 [3] u ChaCha [4].

Bazkuo, 9To06bl mudp 6611 CTORKAM K Pa3HOCTHOMY KpUITOaHAIU3Y [5], 0cHOBa KOTOPO-
ro — u3ydenue npeobpa3oBaHus pa3HocTell aJaropuT™Mom mudposanus. KirodeBbiM marom
IPH PeAJU3alUUd METO/IA SBJIAETCS BBIYHCICHUE PA3HOCTHBIX XapaKTEPHCTHK U UX MAKCH-
MAJIbHBIX 3HAYEHUil ¢ yuéToM bUKcAIuil aprymMenToB. PazHocTn MOTyT paccMaTpuBATHCS,
HaIpuMep, oTHOCUTE/IbHO 6, H, kKakoit-mnbo apyroit onepanuu uin BooOIe ObITH CMelaH-
HbIMHE [6-9].

Bynewm paccmarpuBaTh apryMeHTBI BCeX Olepanuii Kak 3J1eMeHThl ZY, T. €. IPOCTPAHCTBA
JBOMYHBIX BEKTOPOB pasmepHoctu n. C BekTOpoM x = (x1,...,%,) € Z5 MBI acconuupyem
eJI0e IUCyI0

2" g 4+ 2" 2y + - 4+ 202,

! PaboTa BBEITOMHEHA IIpH HOJAEpKKe MaTeMaTHuecKoTo IeHTpa B AKaJeMTopoaKe, coryamenne ¢ Mu-
HHUCTEPCTBOM HAYKHU U BbICHIEro obpaszoBanus Poccuiickoit @enepanun Ne 075-15-2022-282.
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T. . OUTHI CJIeBAa COOTBETCTBYIOT cTapimuM pa3panam uuciaa. [lox By, rae y takxe n3 Z7,
MOJIpa3yMeBaeM CJOYKEHWe TI0 MOJIYII0 2" acCONMUPOBAHHBIX ¢ HUMHU 9HCEJ, —T SBJIIET-
cs 0OpPATHBIM K aCCOIMUPOBAHHOMY C X YHCJIY 10 Mojyaio 2". Kak mpaBujio, 3aIMchiBaTh
s/1eMeHThl Z3 GyJeM Kak nesble ducia, Hampamep 0, 271 u T. .

s npeobpazoBanuit x Gy u (a:@y) K r,rae 1 < r < n, pa3HOCTHBIE XapPaKTEPUCTUKH
OTHOCHUTEJILHO CJIOXKEHHS TT0 MOIYII0 2" OIPeaeasioTca CAeIyIONuM 00pa30M:

adp®(0,5 =) = A4y €23 - (¢ Ba)@ (B S) =B (r o),

adp™(a, 5 ) = %#{w,y €Zy : (zrBa)d (yHP) Kr=yBH(zdy) )}

Ormerum, uro coiictsa adp® ucereopamst B [10-12], a adp™® — B [13, 14]. Onpesesum
cJIelytolue mpeobpa3oBanust Ha Tpoitkax (a, (3,7) € ZY X 75 X Z4:

— Tap : (o, B,7) — (B, a,7), ananoruauo onpeeasaiorest To, 1 Ty
— 8ot (o, 8,7) — (—a, B,7), anamornaso onpenessiores Sg u S,

O6o3nauum vyepes £ u £ rpyuinsl npeodpa3zoBaHuil, HOPOXKJIEHHBIE MHOKECTBAME
{7;/37773777;’7’1—7 Smsﬁ’g’y} n {7;571'7 Sa’Sﬁ>S’Y}

3aMblKaHHUEM OTHOCHTEC/JIbHO KOMIIO3UIIMH. OHI/I HUHTEPECHbI T€eM, 4YTO COXPaHAIOT 3HAYCHUA
adp® u adp™® coorsercrrenno [12, 14].

Vreepxkaeuue 1 [12]. s moboro £ € £ u mobbix «a, 3,y € ZY cupaBeiiuBo
adp®(a, B — ) = adp®(a’, B’ = ), rae (¢, B',7') = {(a, B, 7).

Vreepxkaenue 2 [14]. g awboro & € & u mobbix «,f,y € 75 cupaBeniuBo
adp™ (o, B = ) = adp™ (o, 5" > ), 1ze (o, B,7) = &, B, 7).

Hnst o, B,y € 73 BBeném rakxke E(a, 5,7) = {£(a, 5,7) : £ € £}. Ananornanoe 0603Ha-
yeHne OyJeM UCroab3oBaTh u jyis £
Oupeaennm 6eCKOHEUHYIO OCIeI0BATEILHOCTD PAMOHAILHBIX YUCE P1, P2, P3, . . . CJIe-

JIYIOIIHM 00Pa30M:

1 e
pi=3+ ¢

Eé TaxzKe MOXKHO 33/1aTh PeKypPPEHTHBIM COOTHOIIeHUEeM p; 1 = p; — 2 - 47°.

B pabore [15] mrst pasnocTHO# Xapakrepuctuku adp® omucanbl Bee 3HAYEHUsI, TPEBbI-
matorue 1/4. TIpuBeéM cOOTBETCTBYIOIIYIO TEOPEMY, UCIOIB3YS YiKe BBeISHHBIE 0003HA~
YeHMA:

Teopema 1 [15]. Ilyctb «, 3,y € ZF u P = adp®(a, 8 — ) > 1/4. Torma P €
€ {p1,...,pn}. Bosee roro, P =p; <= («,,7) € (2", 2", 0), e 1 <7 < n.

, TIe ¢ > 1.

I/ISBGCTHBI n KOJIn4eCTBa paBHOCTefI, Ha KOTOPBIX AOCTUTAETCA KaxKJ10€e U3 3HAYEHUI.
CaencrBue 1 [15]. O6o3naunm yepes C; koauaectBo Tpoek (a, B,7) € Z5 X 7 X 73,
raknx, uro adp®(«, 8 — ) = p;, vae i € {1,...,n}. Torma:
- 01:4, 02:24;
— C3=Cy=...=C, =48.

Herpyano nogcaurars obiree KOJINIECTBO TAKUX TPOEK.
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CaencrBue 2. Ilycrs n > 2. Torma umeercst pouo 48n — 68 Tpoex (o, 5,7) € Z X
X 7% x 7, taknx, aro adp®(a, 8 — ) > 1/4.

B nanHo# patore omucanbl Bce TpoiKH, 3HaueHne adp HA KOTOPHIX Gosblre 1 /4. To-
Jy9eHHbIe Pe3yJIbTaThl PEICTABICHB AaHAJIOIMIHO Teopeme 1 u eé ciaeacTBusM. pyrumu
CJIOBaMHU, MBI PACCMATPUBaeM, KakK m00aBIeHHe NUKJINIECKOrO CIBUTA K OIEPAIud T &P y
BANSET HA BHICOKHE 3HAUYEHUS €€ PA3HOCTHON XapaKTEPHUCTUKH 1O MO0 2.

Buavenns adp ", npesplmaronme 1 /4

Cliienyiommast TeopeMa [I0Ka3aHa ¢ HCIOIb30BaHIeM GOpMYIbl 1Ist adp ™, IpeIoKeH-
HOll B [14].

Teopema 2. Ilycrs a,(,7 € Z2 u P = adp™ X (a,f = 7) > 1/4, rme 1 < r < n.
Torna P € {p1,...,pn} Boiee Toro, P = p;, ecid U TOJBKO ecu TPOUKY (v, [3,7) MOKHO
upuBecTn npeobpaszosanuamu u3 £ K OJHON U3 CJICLYIOIINX:

1) (242" 0) mpn 1 <i < m

2) (0,271, 27+ HpI/I2<2 1
3) (2m7 ”1,0,2” THupn2<i<n—r+1.

3ameuanme 1. Tpoiiku 1, 2 u 3 U3 ycjOBUS TEOPEMBI C YUETOM OI'DAHUYCHUN HA
He NMPUBOJATCS JAPYT K Apyry npeobpasosanusyu u3 E'. Bojee Toro, OHH HE TPHBOIATCS
JIPYT K JIPYTY U npeoOpaszoBaHusMu u3 &, 3a UCKIIOUEHUEM CJIydasl MpUBeIeHusd TPOUKN 2
K Tpoiike 3 upu n = 2r.

Ormernm, 910 ¢ = 2 yAOBJIETBOPSET OrPAHUYEHUIM HA BCe TPOWKW mpu n > 2. Takum
o6pa3oM, 3HaYeHHe Py = 1/2 rapaHTHPOBAHHO JOCTUTAETCS HA TPEX TPOHKAX, HEHPUBOJIU-
MBIX JAPYT K Apyry npeodpasoBanuamu u3 . IlepeiliéM K KOJIMIECTBY TPOEK.

CaencrBue 3. Jlng tpoek Buja 1, 2 u 3 U3 ycJIOBUS TEOPEMbBI CIIPABEJITHBO:
|E/(2n=1 271 0)] = 8 nupu 2 < i < n, a TakKe paBHo 2 u 4 upu 1 = 1 u i = 2
COOTBETCTBCHHO;

1£7(0, 2n L or ZH)] =16 npu 2 < i < r+ 1, a Takxke paBHO 4 1pn i = 2;

|5’(2” T ““1,07 20| =16 mpum 2 < ¢ < m — 7+ 1, a Tak:ke paBHO 8 TIpH i = 2.

TOF,ZLa AJId KazK10I'0 U3 paCCMaTpPpUBACMbIX 3HAYEHUN BEPOATHOCTHU KOJIMYECTBa TPOEK
OyyT CJIeLyIONIIMMT:
CaencrBue 4. Ilycrs C; —komndectBo Tpoek (o, 5,7) € Z5 X Zy X 7Y, Takux, 9T
adp™®(a, B 5 7)) = pi, tme i € {1,...,n}. Torma C; pasuo:
— 2,ecmm i = 1;
— 16, ecnu ¢ = 2;
— 40, ecim 2 < i < min{r+1, n—r+1};
— 24, ecmm min{r+1, n—r+1} <i<max{r+1, n—r+1};
— 8, ecmmmax{r+1, n—r+1} <i < n.

B gacraocrun, C5=Cy=---=C,=24dupur=1unr=n—1.

Herpyano nojcuutars u obIIee KOJUIECTBO TPOEK.

Caenctsue 5. Ilycrs n > 2. Toma umeetcst posuo 24n — 30 tpoek (o, 3,7) € Z§ %
x 7 x 73, Takux, uro adp™ ( B y) > 1/4.
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3akJ4dyeHue

Taxum obpaszom, snadenust adp® u adp™t, upesbliaomue 1 /4, couagator. OjHako

B caydae (PyHKIUN (x © y) <X 7 Pa3HOCTH, HA KOTOPLIX JOCTUrAIOTCH JaHHBbIC 3HAYCHUSI,
HeJIb3sl ONKCATh OAHUM HAOOPOM apryMeHTOB (c TOYHOCTHIO 10 CHMMeTpI/Iﬁ). Kpowme Toro,
CYMMapHOe KOJIHIeCTBO TPOEK, BEPOATHOCTb KOTOPBIX OoJibIe 1 / 4, mo4YTHu B 2 pa3a MeHbIITe
IpH HAJIUYUW MUKJIAIECKOTO cABuTa. [Ipm sTOM, aHATIOTHYHO pe3yabTaTaM W3 [14], MUHU-
MaJIbHBIE Pa3AUYUd MOJIYyUYAOTCS MPU MUKJINICCKOM CIABUTe Ha OJHY MO3UIUIO BJEBO WIH
BIPaBo.

[Tony4yennbie pe3ysibTaThl MOXKHO TPUMEHHTL K 00Jiee MHUPOKOMY KJaccy peobpaso-

Baunii, Hanpumep K GysknuaM (z < r) @y, (¢ By) <« ) @ 2z U T. 1., HOCKOJIbKY HX
Pa3HOCTHBIE XAapAKTePHCTHKH MPAMO BHIPArKAIOTCA depes 3HaueHus adp .

10.

11.

12.

13.

14.

15.
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HU3KOPECYPCHAS CUMMETPUYHASA KPUIITOTPADISI:
IIPUHIINIILI, II0IX0OIbBI I KOMIIPOMICCHI

C.II. Ilanacenxko

Hacrostiast pabora stBiisiercss 0030pHON W MOCBSIIEHa BompocaM pa3paboTku u
CTAHIAPTHAZAINN HUBKOPECYPCHBIX CHMMETPUIHBIX KPUITOTPADUIECKUX AJITOPUTMOB.
Kparko ormcanbl TPUYUHBI BBIIEIEHUA HU3KOPECYPCHBIX KPUIITOAJTOPUTMOB B OT-
JEJIBHBIA KJIacC aJIrOPUTMOB, PACCYUTAHHBIX Ha NPUMEHEHHE B yCTPOHMCTBAaxX € Orpa-
HUYEHHBIMU pecypcamu. [lepednciienbl OCHOBHbIE HAPABJIEHUs] CTAHIAPTU3AIINNA HU3-
KOPECYPCHBIX KPUIITOAJITOPUTMOB KAaK Ha YPOBHE ODIIEMUPOBBIX, TAK W HAIUOHAb-
HBIX CTaH/JAPTOB psijia crpan. Onucanbl OCHOBHBIE METOJIBI Pa3paboTKu HU3KOPECYPC-
HBIX KPUMTOAJITOPUTMOB KAK HA OCHOBE CYNIECTBYIONINX AATOPUTMOB ODIMEro Ha3Ha-
UEHUsI, TaK U OPUTHHAJBHBIX. ChOpMyIHpPOBAHBl OCHOBHBIE TEHIEHIIMH MPEINoIara-
eMOr0 JaJbHENINero pa3BUTUsI HANPABJIEHUsST HU3KOPECYPCHOM CUMMETPUYHON KpPHII-
Torpaduu: BO3MOXKHBIN YXOI OT YHUBEPCAJIBHBIX HU3KOPECYPCHBIX KPUTITOCTAHIAPTOR
B CTODPOHY CIIENMAJH3UPOBAHHBIX, YCUIeHHEe TPeOOBAHNI K HU3KOPECYPCHBIM KPHUIITO-
Fpa(quGCKHM AJITOpUTMaM B 9aCTHU HUX KpI/IHTOCTOfIKOCTI/I " IIOABJICHNE HOBBIX IIDH-
MEHEHUH MOOOHBIX AMTOPATMOB, UTO MOXKET MOBJIUATH HA METOIBI UX pas3spaboTKu u
opeabdaB/IdeMble K HUM Tpe6OBaHI/IH.

KitroueBbie Ca0Ba: HUSKOPECYPCHAA KPUNMOPAPUA, CUMMEMPUNHOE WUPPOSAHUE,
TEWUPOBAHUE.

Brenenue

[TosgB/ileHMe W TUPOKOE PACHPOCTPAHEHUE PA3JIUYHBIX BUIOB BBIYUCIUTEIHLHBIX YCT-
POHCTB, 0618 MAI0NHX HeGOMBIIUMI PeCypcaMi (3T0, B 9aCTHOCTH, METKH PAHOYaCTOTHON
unentudukanuu (PYUNM), uMmianTupyeMble MeIUITHCKAE TPUOOPDI, CEHCOPBI U AKTYaTO-
DBl PA3TMIHOTO HASHAUEHUS), IPUBEJIO K BBIJIEJEHUIO KIACCA HU3KOPECYPCHBIX KPUIITOTPA-
duveckux aaropur™moB. B kadecTBe IPUMEpPOB BbIYHUCAUTENCH ¢ KpaiiHe OrpaHUYeHHbIME
pecypcamu B [1| npuBogsaTest 4-6uTHBIE MEKPOKOHTPOJLIEDHI, & TAK:Ke MUKDPOKOHTPOJIEDBI
¢ Kpaiine MaJbiM 00HLEMOM orepaTuBHON TaMATH — oT 16 OaiiT.

HecMmoTps HA OTCyTCTBHE 3HAYUTEBHBIX PECYPCOB Y MOJOOHBIX YCTPOWCTB, BO MHOTHX
u3 objacteil UX mpuMeHeHUs Tpedyercs obecnedeHue 6e30IacHOro oOMeHa JTAHHBIMH, IT10-
9TOMY HPUMEHEHUEe KPUIITOIpadpUIecKuX ajJrOPUTMOB B TAKUX yCTPOHCTBAX OCTAETCH BOC-
TpeboBanubIM. OHAKO, KAK CKa3aHO B |2, «B GOJBIIHHCTBE OOBIYHBIX KPUITOTpadHIeCKHX
CTAHIAPTOB KOMIPOMHUCCHI MEXKy 0e30MaCHOCTHIO, TPOU3BOIUTEIHHOCTHIO U TpebOBaHU -
MU K pecypcaM pelleHbl TYyTéM ONTHMHU3AINUN g JTeCKTOIHBIX U CepBEPHBIX TPUMEHEHUIT,
9TO JleJlaeT CTAHIAPTHI CJOXKHBIMEA WU HEBO3MOYKHBIMHU JIJIs IPUMEHEHUs B YCTPOHCTBAX
C OTpaHUYEHHBIMU pecypcaMmy. /lake B caydasx, KOT/Ia PeaJrn3allusd CYIecTBYIONIX KPUTI-
TOCTAHJIAPTOB B TOJIOOHBIX YCTPOHCTBAX BO3MOKHA, UX OBICTPOJIEHCTBIE MOXKET OBITH HEI0-
yCTUMO HU3KAM (MJIH 3aTpaThl SHEPTUH — CJIUITKOM OOJIBIMTIMHA 7T yerpoiicTsa). 11 1o n
JIpyroe, B YaCTHOCTHU, OCOOEHHO KPUTUYHO /i maccuBHbIX PYll-Merok, paboraromux Ha
SHEPTHH JIEKTPOMATHUTHOTO TI0JIsl, TEHEPHPYEMOTO CUUTRIBATEIEM, TTPU ITOM METKa JTOK-
Ha ycreTb ¢hopMUPOBATH U EPeIaTh OTBET 3a (BO3MOYKHO, KOPOTKOE) BPEeMsl HAXOZKICHUSsI
B 30HE JICUCTBUSA CUYUTHIBATEIS.

COBOKYIHOCTD M3JI02KEHHBIX (DAKTOPOB U CTAJIa TPUINHON BBIJIEJTEHUsT HU3KOPECYPCHBIX
KPUOTOAJTOPUTMOB B OTJEIbHBIN KJIacc, a TaKzKe 000CHOBaHIEM HeOOXOJIUMOCTHU pa3paboT-
KU HU3KOPECYPCHBIX KPUNTOrpaduiecKuX CTaHIAPTOB, OMUCHIBAIOININX KPUITOAITOPUTMBI,
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CHEeNUAIbHO TIpeTHA3HAUYeHHBIe IS UCIOIb30BAHUA B YCTPOMCTBAX C OTPAHUYEHHBIMU pe-
cypcamu.

1. CrammapTu3alinsg HU3KOPECYPCHBIX KPHUIITOAJITOPUTMOB

Kak u paspaboTka OOBIYHBIX KpUNTOTpadpUIECKUX CTAHIAPTOB, CTAHIAPTU3AIMS HU3-
KOPECYPCHbIX KPUIITOAJTOPUTMOB LIPEC/IELYeT 3a/a41 BbIOOPA XOPOIIO U3y YEHHbIX U UCCJIe-
JIOBAHHBIX AJITOPUTMOB C OIPEIEJIEHHLIM YPOBHEM KPHITOTPaUYECKOH CTORKOCTH U JI0-
CTATOYHBIMU MOKa3aTEIdAMU 6bICTpOﬂeﬁCTBI/IH7 a TaKzKe IJId O6eCHequI/Iﬂ COBMECTUMOCTH
Pa3IMYHBIX peaTn3aliii, OCHOBAaHHBIX HA CTAHIAPTHBIX KPUITOAITOPUTMAX.

Ha tekyuuii MOMEHT CYIIECTBYeT CeMelicTBO MexXIyHapoaHbix crasgapros 1SO/TEC
29192 (Information technology — Security techniques — Lightweight cryptography), onucsi-
BAIOIIUX HU3KOPECYPCHbIE KPUTITOrpadUIeCKHe aJrOPUTMbl M TPOTOKOJIBI CJIE/ Y IOIIIX KaTe-
rOpHii: AATOPUTMBI CHMMETPUIHOTO Mg poBanus (6JI0UHBIE U TTOTOYHbBIE), ACHMMETPHIHbIE
KPHUITOAJITOPUTMBI, (DYHKIUH XEIIMPOBAHUsI, KOIbI ayTeHTH(MOUKAIUN COOOIIEHNN U IPOTO-
KOJIbI ayTeHTUdUKamumn. B EBpocoose u B psige ¢TpaH Ha HAIMOHAJIHLHOM YPOBHE TaKiKe
BeyTCs pabOTHl 0 CTAHIAPTH3ANUN HI3KOPECYPCHBIX KPUITOAJITOPUTMOB, B YACTHOCTH:

— 3apepmuBmriica B 2023 1. KoHKypc HarnmonaabHOTO HHCTUTYTA CTaHIAPTOB U TEXHOJIO-
ruit CIITA (NIST — National Institute of Standards and Technology) mo BBIGOPY aJ-
TOPUTMOB XEITUPOBAHUS U OJOYHOrO MU(pPOBAHUS B peKuMe ayTeHTH(MHUITHPOBAHHOTO
mudPOBAHUS ¢ HCIOAB30BaHHeM accornuupoBaHubix JaHHBIX (AEAD — Authenticated
Encryption with Associated Data);

— npotreamuii ¢ 2013 mo 2019 . 6ostee mmpoKuii o messM eBporneiicknii mpoekT CAESAR
(Competition for Authenticated Encryption: Security, Applicability, and Robustness) mo
BBIOOPY MOPTHOINO AJTOPUTMOB ayTeHTUDHUIUPOBAHHOTO TIH(MPOBAHU; OTHO U3 TPEX
HAIIPaB/IeHUNl KOHKYPCa ObLIO IMOCBSIIEHO BHIOOPY HU3KOPECYPCHBIX aJIlOPUTMOB;

— B pamkax paborel opramm3arnuu 1m0 Beibopy kpunrtoctangapToB Anonun CRYPTREC
(Cryptography Research and Evaluation Committees) Tak»ke TTpOBOJAMTCS OIEHKA HU3-
KOPECYPCHBIX KPUITOAJITOPUTMOB € IIEJIBIO BHIPADOTKH PEKOMEHIAIUN 110 UX HCIIOJIB30-
BAHUIO B FOCYJAPCTBEHHBIX Opranu3anusax smnonun.

OTMeTuM, 4TO IepevrcaeHHble IIPOEKThl HMEIOT CUIBHO PA3IHYAIONIYIOC 3HAYUMOCTD!
0 pe3yJbraraM KOHKypca, nposejenHoro NIST, oxkujaercs BBIXOJ COOTBETCTBYIOINIETO
crangapra CIHIA wa ocHoBe BHIOpaHHOrO ceMmeiicTBa aaroputMon Ascon [3] (amasornumbie
IIPEJIbI LY IIHE CTAHIAPTH OTHOCUTEIBHO OBICTPO CTAHOBHJIUCH J1e-(haKTO MEUPOBBIMHE ), TOL/A
kak BeIBO/BI poekTa CAESAR gaBIgrOTCS TOIBKO PEKOMEH1ATeIbHBIMMA.

2. OcHOBHBIE MeTOABbI Pa3pabOTKN HU3KOPECYPCHBIX KPHUIITOAJITOPUTMOB

[Ipu pazpaboTke HU3KOPECYPCHBIX AJITOPUTMOB B KAYeCTBE <«CTPOUTEJNBHBIX OJTOKOB»
UCIOJB3YIOTCH KaK 3JIEMEHThl KPUITOAJTOPUTMOB OOIIEro Ha3HAYEHUS, TaK U crenuduye-
CKHUe Jisd HU3KopecypcHoit kpunrorpadun mpeodpazoBanusd. MoKHO BBIJIEJUTH HECKOJIHKO
OCHOBHBIX METOJIOB Pa3pabOTKU CUMMETPUUYHBIX HU3KOPECYPCHBIX KPUITOAITOPUTMOB:

1) DKCTeHCHBHOE <«YIIPOIIEHHe» CYIIECTBYIOIINX AJTOPUTMOB OOIIEro Ha3HAYECHUS —
CHIZKEHIE WX PECYPCOEMKOCTH 33 CYET YMEHBINEHHS Pa3MEepHOCTH OCHOBHBIX IIa-
paMeTpOB WJIN YIIPOIIEeHUdA NMCIOJbh3YEMbBIX B aJITOPUTMaXxX OHepaHHﬁ, B YaCTHOCTH:

— yMeHbIIeHHe Pa3MepoB KJ/deil, OJOKOB TAHHBIX, BBIXOJIHBIX 3HAYECHHN H
BHYTPEHHEIO COCTOSHHS;

— yYMEeHbIIEeHNEe PA3PHAIHOCTH U KOJIMIECTBa TabJIMI] 3aMeH, KOJIMIECTBA PayH,I0B
1peodbpa3oBaHMii.
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B kadecTtBe npumepa npupeném uzBecTubiit aaroput™ DESL — nuskopecypcublii Ba-
puanT aaropurma DES, nucnosp3yromniuit e THHCTBEHHY 10 TAOIHUITY 3aMEH BMECTO BOCH-
MU, 38 CYET 4ero JIOCTUTAeTCsl 3HAYUTEJbHAas SKOHOMES PECYPCOB, TPEOyeMbIX JIIst
xpanenusi Tabuur [4].

2) VrpoleHne Win MOJHOe OTCYTCTBHE MPOIEIYD PACIIUPEHUsT KII0Yel JIJIs aaropuT-
MOB CUMMETPUIHOTO MH(MPOBAHUST; B PSAJIE CJIYIAEB — OPUEHTAIUS HA «ITPOIIUTHIE
KJIIOUH, T.€. 3arPpy’KEHHbIe B YCTPOWCTBO H3HAYAIBLHO W HE MOJJIEZKAIUe 3aMeHe.
[TpormmThie KI0YH, B 9acTHOCTH, Hcnonab3yores B anropurve KTANTAN [5].

3) Vcmosb30BaHUe U3BECTHBIX (XOPOIIO MPOBEPEHHBIX ¢ TOYKU 3PEHUsI KPUITOCTORKO-
CTH TIPH OTHOCHTETHHO MAJOM MOTPeOJEHHH PecypcoB) KOHCTPYKIMH B KavdecTBe
BHYTDEHHUX TTPpeo0pa30BaHuii, B YACTHOCTH:

— Sponge-CTPyKTypa, CBOHCTBEHHAs] AJTOPUTMAM XEIIUPOBAHHS U JIeXKAllas
B OCHOBE, B YaCTHOCTH, cTaHnapra xemmposanns SHA-3 [6]; u3 Huskopecype-
HBIX KPUTITOAJITOPUTMOB € OJ0OHOM CTPYKTYPOl MOYKHO MPUBECTH B TIPUMED
asnropur™ Xoodyak [7];

— AES-nonobusie npeofpasoBanus (B psijie CAy4aeB WCIOJb30BAHUE DAYHJIOB
AES nesukom); npumep: psa Bapuantos agropurma COMET [8];

— ARX-koncrpykmuu (Add-Rotate-XOR), nogpasymesatoniie npuMeHeH#e mpo-
CTHIX PayHJO0B, BKJIIOUAIOIINX OEPAIUN CJIOKEHUS 10 MOJLY/II0, COOTBETCTBY-
I0IIEMY Pa3MEepPHOCTHU OTIEPAHIOB, MuKIndeckoro casura 1 XOR; mpumep: ce-
meiicTBo asropurmos Sparkle [9].

4) U3zuavyaspHasi OpUeHTANUS Ha HEOOJIBIIHE PA3MEPbl OCHOBHBIX [IAPAMETPOB, a TAKZKe
HCIIOJIb30BAHNE BHYTPEHHUX NPeoOPa30BaHUN ¢ HE3HAYUTEJbHBIMU TPEOOBAHUSIMU
K pecypcam, B YaCTHOCTH:

— CIBHUIOBBIX PEIHCTPOB ¢ JnHEHON o6paTHoii ¢Bsi3bio (LFSR);

— (bUKCHPOBAHHBIX WM YIIPABISIEMBIX OUTOBBIX MEPECTAHOBOK.

B kagecTBe mpumMepa TAaKOro aaropuTMa MOXKHO MPUBECTH AJTOPUTM CHMMETPHI-

Horo mudposanusg Hummingbird ¢ 16-6utnbiM pazMepom 0J10Ka, OCHOBAHHBLINH Ha
npuvernennn LFSR [10].

3. IlepcnekTuBbl JaJbHEMNIIIETO PA3BUTUA

B pesynbrare aHamm3a TeKymuX TpeOOBAHUHK K HU3KOPECYPCHBIM KPHIITOAJITOPUTMAM,
MOJIXOJIOB IO UX CO3JIAaHMUIO U YCHUJIUN 1O CTAHIAPTU3AINN KPUIITOAJTOPATMOB JIAHHOTO KJ1ac-
ca, a TaKyKe TMPOUCXOISINX B MOCAEHIE TO/Ibl M3MEeHeHU B JaHHONH 00JaCTH MOXKHO CJie-
JIATH PsJT IPEJIINOM0KEHUH O JJajibHEAIIeM Pa3sBUTHU HU3KOPECYPCHOH KpunTorpaduu.

Bo-nepBbIx, B TedeHue IOCJEJIHHX JET Mbl MOLIA HAOJIOZATH CMEIIeHHe CIIEKTpa
YCTPOUCTB, B KOTOPHIX MPUMEHSIOTCS HU3KOPECypCHble KPUITOAJITOPUTMBI, B CTOPOHY BCE
boJiee MIUPOKOI'O UX HMCIOJb30BaHUs B KubOepdu3ndIecKnx CHUCTeMaxX pa3/jndHOIO Ha3Hade-
HUS, T. €. PACIIUPSIETCH 00J1aCTh MPUMEHEHUsI KPUIITOAJTOPUTMOB B YCTPOHCTBAX, HAXO 15~
IMUXCS B HUKHEH YacTHU CIeKTpa YCTPOUCTB C TOUKU 3pEeHUs] HAJIUYUL Y HUX BBIUUCIIN-
TEJBHBIX PECypcoB. DTO HAET OCHOBAHUE IPEAIIoJaraTh MOABICHUE CJACAVIONUX TPEHI0B
B Pa3BUTUU HU3KOPECYPCHON KPHUITOTIPapUU, CBSI3AHHBIX C BO3MOXKHBIM YXOJIOM OT YHH-
BepCaJbHBIX HU3KOPECYPCHBIX KPUIITOCTAHAAPTOB B CTOPOHY CIENUAJIN3UPOBAHHbBIX:

~— BO3MOZKHOE BBIJIeJIEHHE OJIK/IACCA AJTOPUTMOB C KpailHe MaJIbiMU TpeGOBAHUSAME K pe-
cypcaM sl IpUMEHeHUs B MHUHUMAJIBHO OCHAINEHHBIX YCTPOMCTBAX; IOKA3ATENIbHBIM
SIBJISIETCS M3HAYAJDBHOE BbIJIEJEHHE HOJA00HBIX KPUITOAJITOPUTMOB B OT/AEAbHBIA MPO-
dbuab B pamkax koukypca NIST [11];
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— BO3MOKHOE pazfie/ieHre HI3KOPEeCYPCHBIX KPUTITOAJTOPUTMOB Ha peTHA3HAUYCHHBIE TS
HPOTPAMMHOI WX JIjIs AIIapaTHON pean3alni; 3/1eCh TAK¥Ke YMECTHO BCIIOMHUTDH PO
onuH u3 npoduei arropurMmoB KoHKypca NIST, moapasymesasiuii TpeboBaHUST TOJTHKO
110 annapaTHON peaTu3anuy aJIropUuTMOB — YIaCTHUKOB KOHKYypca [11]; dbyHaamenTa b-
HbIE PA3IUUAA MEXK/Iy HAIPABJICHUIMHA MUHUMU3AINA PECYPCOEMKOCTH IIPH MPOrPaMM-
HBIX WM AIlIapaTHBIX PeaJTu3alugaX KPUITOAITOPUTMOB ObLIH omucanbl emé B 2007 1.
B pabore [12].

Bo-BTOpbIX, 10 cpaBHEHHIO ¢ TPeOOBAHUAMHU 10 KPUITOCTOMKOCTH, MPEIbABISIeMbIMH
paHee K HH3KOPECYPCHBIM KPHUITOAJTOPUTMAM ¥ ITOAPA3YMEBABIIUMU HAJUYUNE KOMIIPO-
MUCCA MEXKJY yPOBHEM KPHUIITOCTORKOCTH W OBICTPOAEHCTBHEM MPH HU3KUX TPEOOBAHUSIX
K pecypcaM, COBpeMeHHbIe TPeOOBaHUS K HU3KOPECYPCHBIM KPHUIITOAJITOPUTMAM MO/ Ipa3yMe-
BAIOT JIOCTATOYHO BBICOKHH YPOBEHb KPUITOCTORKOCTH (HO HUZKE MPeTIbsIBISIEMBIX K KPHII-
TOAJTOPHTMAaM OOIEero Ha3HaYeHUs — B YaCTHOCTH, OJHO U3 TpeboBanmii konkypca NIST
noapasyMepano MuHuMyM 212 omepanuii gy yememmnoil araku Ha 256-OMTHBIR aIropuTM
XENMPOBAHKs WM Ha aaropuT™ mudpoBanus co 128-GUTHBIM KJIIOYOM) DU COXPAHEHUH
BBICOKUX TpeboBaHUil K CKOPOCTU 0OpabOTKH JaHHBIX. Kpome TOro, ecjii paHbIiie SKCIep-
TaMH MOLJIM BbICKAa3BIBATHCA MPeosIoKeHus (Hampumep, B [13]), uro ataku ¢ ucmonb3o-
BaHHEM yTedeK JAHHBIX M0 IMOOOYHBIM KaHaJaM He 00sg3aHbl HPUHHUMATbCS BO BHHUMAHHE
IpHU OIleHKEe HU3KOPECYPCHOIO KPHUITOAJITOPUTMA, TO TpeboBaHus TOro ke KoHkypca NIST
BKJIIOYAIOT B cebs Hajm4due y Oy/AyluX HU3KOPECYPCHbIX CTAH/IAPTOB BCTPOCHHBIX MEXaHU3-
MOB TIPOTHBOIEHCTBUS MOTO0HBIM ATAKAM.

B-tperhux, ¢ mosiBjieHHEM HOBBIX TEXHOJOTHH cdepa TPUMEHEHWsS HU3KOPECYPCHBIX
KPHUIITOAJTOPUTMOB PACIIHPAETCs, 9TO MOXKET B JIaJIbHEHIIeM MOBJIUATL HAa TpeOOBaHHS K
TaKUM aJropuT™MaM. B KadecTBe puMepa OTHOCUTEIBHO HOBOTO MPUMEHEHUsT HU3KOpecype-
HBIX KPHUITOAJIIOPUTMOB NMpHUBEAEM HU3Kopecypenbiit Ostok4eiin (lightweight blockchain),
OZHUM (HO He eJHHCTBEHHBIM) M3 METOJIOB IMOCTPOEHHs] KOTOPOTO SIBJSIETCSI MPHMEHEHHe
HHU3KOPECYPCHBIX KPHITOAITOPUTMOB [14].
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JAOITIOJIHUTEJIbBHAA OIITVUMW3ALINA AJITOPUTMA ITIONCKA
TAPAHTUPOBAHHOI'O YNCJIA AKTUBAIIUNI
B KPUIITOTPA®UNYECKUNX XS-CXEMAX!

. P. Ilapdenos, A. O. baxapes

[Ipennoxxena MOMOTHUTENBLHAS ONTUMU3ANNSA aJATOPUTMa BLIUHUCJIEHNS TaPAHTHPOBAH-
HOT'O YHCJIa aKTUBAIWH, IIPEJIIOIaraoIas 3aMeHy BbIUNCIeHNsT PAHTa MaTPHUITBl COOT-
BeTCTBYyMOMEH XS-cXeMbl Ha MPOBEPKY MpeduKca MyTH B JAepeBe mepedbopa. Anroputm
ObLI peanm30BaH ¥ JAJ JABYKPATHBIA TPUPOCT ITPOU3BOAUTE/ILHOCTH 110 CPABHEHUIO
¢ npeabIyuM BapuadToM. C UCIIO/Ib30BaAHUEM ONTUMU3NPOBAHHON BEPCUU AJTOPUT-
Ma MPOBEJIEHO HECKOJIBKO BBIYUCIUTENIHHBIX KCIIEPUMEHTOB, HAIIPABIEHHBIX Ha Iepe-
6op XS-cxem pa3sMepHOCTH MeHbITe 8 1 HalIeHbl X TapaHTUPOBAHHBIE UYNC/Ta aKTHBA-
nuii. Ha ocHOBE IOy YeHHBIX JTAHHBIX MPEJI0YKEHA KOHCTPYKITNS X S-CXeM MepeMeHHOil
paszmepHOCTH, 0613 TAI0MAA ONTUMATHHBIMY TUCAMYU AKTUBAINN.

KimroueBbie CJIOBa: 20paHMUPOSAHHOE WUCAO AKMUBGUUT, XS-cTemvl, pasHocmHbiil
KPUNTNOGHAAUS.

[Ipu mocTpoerHun OJI0YHBIX MIHU(MPOB UCIOIB3YIOTCS MPOCTHIE ONEePAIuN, UMEOIIHe O/I-

HOOyKBeHHbIe 0003HAYEHUS, TAKUE, KAK:

1) R — nuksmueckuit casur (rotation);

2) X — noburosoe nckawvarwriee NI (XOR);

) A — cJioXKeHHe CJI0B Kak HeJbiX gucea no moayiao 2™ (add);

4) L — noburosbie jorudeckue onepanuu 1 win WJIU;

) M — yMHOXKeHWe CJIOB KaK 3JIEMEHTOB TIOJIsI MOpsiIKa 2™;

6) S — B3aMMHO-OHO3HAUHBIE MOACTAHOBKHU (S-6s10KH, substitution).

o

Ot

KoncTpykimuu OJIOYHBIX IMH(POB, OCHOBAHHBIE Ha omepamusx X #n S, Ha3bIBAIOT-

cst XS-cxeMaMy ¥ TIOKPBIBAIOT JIOCTATOYHO IMUPOKUN CHeKTp OJ0YHBIX MH(POB, BKIYas
SM4, Skipjack, cerr @eiicrenss. B mannoit pabore paccMaTpuBaercs 3a/1a9a ONTHMEI3a-
IIUU aJITOPUTMA MOUCKA FAPAHTHPOBAHHOTO YHCJIA AKTUBAIHI [1], MO3BOJSIOIIEro MOy YUTh
oneHKy 3hGEKTUBHOCTH PA3HOCTHOrO KpunroaHaiusa [2] XS-cxem.

OTMGTI/IM, YTO aJTrOPpUTM CBA3aH € UCCJACJO0BaHUEM JUHEHHOTO KOIJa OHpe,HeJIéHHOI‘O BH-

Jla, KOTOPbIl CTpoOUTCd Ha OCHOBe paccMarpuBaemoro mudpa. s kaxjaoro mudpa us

IPabora BBIONIHEHA ITpU MO IepzKKe MaremMarndyeckoro nenTpa B AKajeMropojxe, corsaiiexue ¢ Mu-

HHUCTEPCTBOM HAYKHU U BhICHIEro obpaszoBanus Poccuiickoit @enepanuu Ne(075-15-2022-282.
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Kaacca XS-cxeMm (cxeMa HAXOMUTCS B MEPBOH KAHOHHYECKOH (hOpMe M OJHO3HAUHO 33/~
éTCsl IBOMYHBIME BEKTOPAMU @ U b JUTHHBI 1, TJi€ N — Pa3MePHOCTh XS-CXeMbl) CTPOHTCS
marpuna G = G(n,a,b,t) pazmepa (t +n) x 2t (noxpobuee cMm. B [3]).

OHEM U3 TOIXO0B K MOUCKY TapaHTHPOBAHHOIO UUC/Ia AKTHBAIMIA SIBJIS€TCS aJITOPUTM
GNA [3]. OcHoBHast ujest aaropuT™Ma — MOJIHbLH TepeGop paszduenuii marpunbl G Ha Go u Gy
TakK, 9TOOBI:

1) marpuma G comepxkaia k + 1 (k usHagaibHO u3BecTHO) nap crosdnos u3 G;

2) rank(Go) <t+mn — 1, nae t — 9uCI0 PAYHIOB; N — PA3MEPHOCTb BEKTOPOB a u b;

3) B Marpuie (G He OBLIO HU OJHOTO CTOJIONA, JHHEHHO 3aBUCAMOTO OT CTOJIOIOB B Gy.

B pa6ore [4] npeayoxken crocob ontuMusanuy pasbuenust MaTpuiibl (G, KOTOPBIi cyTie-
CTBEHHO YMeHBIIaeT BpeMs paboThl aaropuTMa. Ero ocHOBHAS Uest CTPOUTCS Ha MOIXOE,
OCHOBAHHOM Ha METOIEe BeTBEN u I'paHu1l, KOTOprfI ABJIAEeTCAd pa3sBUTUEM METOda 110JIHOI'O
nepebopa ¢ OTCeYeHneM MOAMHOKECTB JIOIYCTHMBIX PeIleHHi, 3aBeI0MO He COMePrKaInxX
OIITUMAJIBHBIX pe]l[eHl/Iﬁ. O,Z[HaKO ,ZLaHHbHU/I AJITOPUTM MOZKeET 6bITb yJjaydiieHn € IIOMOIIBIO
3aMeHBbl IIPOBEPKHU JHHEITHONH He3aBHCHMOCTH IOJMHOXKECTB CTOJIOIOB Ha 00Jee MpOCTYIO
OIIEePAIIHIO.

PaccmoTpuM aBomdHOE IepeBo, B KOTOPOM KasKIbId JIHCT 3aJa8T HEKOTOpOoe pa3dbueHne
nap crosonos marpunbl G Ha Marpunbl Gg u G1. Koperb jgepeBa COOTBETCTBYET IOJIHO-
CTHIO HEONpeneséHHOMY pasbuenuto. [Ipu nepexofe ¢ i-ro yposHs Ha (i + 1)-it mepexon
K IPABOMY IIOTOMKY COOTBETCTBYeT jiobaBienuto (i + 1)-it mapel cTosi6mos B Marpuiy Gy, a
nepexo BieBo — B (G1. TakuMm 0Opa3oM, KaxKIblil y3eJs J1epeBa COOTBETCTBYET HEKOTOPOMY
pa3bMeHuo MOAMHOXKECTBa, map cTo 0108 MaTpunsl (G Ha Marpunsl Go u (7.

[Ipemnaraerca caeayiomas ONTAMHU3ANKS, YIATBIBAIOIIAA CTPYKTYPY JepeBa mepedopa.
Bynem paccmarpuBaTh MyTh B JlepeBe KaK JBOMYHYIO CTPOKY, B KOTOpO#l Ha i-fl mO3UIUH
crout (), ecyIu mMocJe -T0 y371a OBLI ¢IeIaH mar BupaBo, u 1 — ecjan OBLI ¢JIeJIaH 1mar BJIeBO.

Onpenenenune 1. Bynem HaspiBaTh pazdouerue map crosbmnos Marpuilbl G Ha MOaMaT-
punbl Go u Gy «HeysesuuusaowuMy, ecan B (G1 COIEPKIUTCS ¢TOI0eI, TUHEHHO 3aBUCATIIIT
ot crosabnoB Gy.

YrBepxkaenue 1. llycTb p—nyTh 10 y37a JepeBa, KOTOPBI COOTBETCTBYET «HEYBe-
JIMYUBAOIEMy» pa3ouennto. Toraa Bee myTH ¢ cyd@PUKCOM p TaKKe COOTBETCTBYIOT «HEyBe-
JIMYUBAIOIIUM > PA3OMEHUSIM.

JlanHbIit haKT gBIAgeTCT B JOCTATOYHON Mepe odeBUIHBIM. [lo onpenenennio pazbuenue
SBJIETCS «HEYBEJIUIUBAIONINM», €U B moaMaTpuile (G CyIecTBYeT CTOIOeI, JITHEHHO 3a-
BUCUMBIN OT CTOJIONOB (Gg. A MOCKOJIBbKY mapbl cTOONOB (G OTIMYAIOTCS JIPYT OT JApyTra
TOJILKO OUTOBBIM CJBHIOM, TO MOJIMHOZKECTBO CTOJOIOB, U3-33 KOTOPOT'O <«HEYBEJIHYNBAIO-
UM SIBJISeTCS pa30ueHune, COOTBETCTBYIONIEE P, TO «HEYBEJIUIUBAIONIUM» Oy/1eT U pa3ou-
eHue, MyTh 0 KOTOPOTO COAEPKUT p. B cuiry mocsre10BaTeTbHOCTH 00X07a JlepeBa BMECTO
IPOBEPKW BXOXK/JEHUS p B TEKYIIUH MYTh B KadecTBe MOJACTPOKH JOCTATOYHO MPOBEPSTH,
41O P He sBjisiercd cydduKcoM myru.

[IpupocT npou3BOAUTE/NHHOCTH OT JAHHON OITUMU3AIMH HanbOoIee 3aMeTeH P BbIYUC-
JIEHWN TapaHTHPOBAHHBIX UHCEJ aKTHBAIME XS-CXeM MaJjblX pasMeprocreil (n = 2,3,4),
MOCKOJIBKY JIJIsT HUX HEBEJWKa U MOITHOCTH MHOYKECTBA Map CTOJIONOB, JAIOIINX JUHEHHYTO
3aBUCHUMOCTh, OJ1arojiaps YeMy ONPaKTUIeCKH BCe BBIYUCJIEHWS PAHTOB MOYKHO 3aMEHUTH HA
IpoBepKy cyddukca myTH, 9To HAMHOTO OBICTpee.

[IpupocT npou3BOAUTEIHLHOCTU JIJIA PA3MEPHOCTH N = 8 PACTéT C YBEJUYEHHEM YUC/IA
payumos n cocrasaser or 5 10 30%. B To ke Bpems g pasmepnHocTH n = 2 TOAXOJ
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¢ mocaéToM cydbdUKCOB TaéT NBYKPATHBI TpupocT mponssoanTeabroctu (tab. 1). Kak
BHJTHO I10 JAHHBIM TabJI. 2, JiIsi Pa3MEPHOCTHA N = 2 BLIYUC/JECHUE PAHTa HPOUCXOAMUT JIUIID
eJIMHOZKIbI, & BCE MPOYNE TPOBEPKHU 3aMEHSIOTCs Ha TPOBEPKY cydduKca myTH, B TO BpeMs
KaK I Pa3MepPHOCTH N = 8 cOXpaHdeTcsd JOCTATOYHO OOJBITOe KOJTMIECTBO OIepATIHil
BBIYHUCJICHUS DAHTA.

Tadbauma 1
Bpewms BbranciieHusi rapaHTUPOBAHHOIO YHCJIa aKTUBAU
aast belt WBL-2 (n = 2) u belt WBL-8 (n = 8) (B cekynmax)

Koma-so belt WBL-2 belt WBL-8

payumoB | Cymr. asr. | Ipemt. anr. | Cymr. aar. | [Ipemg. anr.
30 7,9 4,0 4,5 3,7
31 3,4 1,7 6,3 5,1
32 8,4 4.1 16,7 13,9
33 20,5 10,1 18,3 15,1
34 8,8 4.3 44,9 34,7
35 21,6 10,7 39,3 30,8
36 514 25,3 136,2 106,8
37 22,5 11,0 120,2 95,6
38 53,5 26,8 104,8 83,1
39 127.5 63,0 91,6 72,2
40 56,5 27,8 326,0 252,3

Tabauma 2
KosmyecTBo 1 Buabl IPOBEPOK MPU BbIYNCJICHAN

rapaHTHPOBAHHOIO YNCJIA AKTUBALWIA
nist belt WBL-2 (n = 2) u belt WBL-8 (n = 8)

Kon-8o belt WBL-2 belt WBL-8
payunos | Panr | Cybduke | Panr | Cyddukc

30 1 1022 328 535
31 1 510 431 510
32 1 1022 929 835
33 1 2046 861 1446
34 1 1022 1283 3942
35 1 2046 1187 3478
36 1 4094 2954 9783
37 1 2046 2720 8563
38 1 4094 2470 7373
39 1 8190 2176 6184
40 1 4094 5677 18305

C 1moMOIIBIO YCOBEPITEHCTBOBAHHON BEPCUU AJITOPUTMA BBIYUCIEHUS TaAPAHTHPOBAHHO-
ro YHCJIa aKTUBAIUI OCYIIECTBJIEH TOJTHBIN mepebop MpecTaBUTe el KJIacCOB PeryIspHBIX
XS-cxeMm 1 pasmepnocTeit 2 < n < 8 ¥ BBIYHCICHB MAKCUMAJIbHBIE ¥ MUHUMAJIBHBIE Ta-
PAHTUPOBAHHBIE YHCJIa AKTUBAIUN I PA3IUIHOTO YnCIa payHaoB. llonydennbie qaHHbIe
HO3BOJIMJIN TIPOBEPUTH paHee IPeJJIOKEeHHbIe peodpa3oBaHus, KOTOPble MOIJIU Obl OBbITDH
HCIIO/IB30BAHBI /TSl TOCTPOEHUsT XS-cxeM, 00718/ Taf0INX OHNHAKOBBIMA TAPAHTHPOBAHHBIMH
qucaMu aktuBanuit. OIHa U3 TAKUX KOHCTPYKIIWIA TTOJTHOCTHIO COOTBETCTBYET IKCIIEPUMEH-
TaJTbHBIM JAHHBIM U, BO3MOXKHO, MOYKeT OBITh MPUMEHEHA U JJIs OOJBIIAX Pa3MepPHOCTEH.

Tumore3a 1. XS-cxeMbl pasMepHOCTH 1, [JIsi KOTOPBIX BBINOJHsAETCA Wt(a + b) = n,
AMEIT OJNHAKOBOE TAPAHTUPOBAHHOE YNCTIO AKTUBAITUNA.
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Kpowme Toro, na 0cHOBE UMEIOMIUXCS JAHHBIX BO3ZMOXKHO TPEIOKATH CJIETYIONYI0 KOH-
cTPYKIMIo XS-cXeM nepeMenHoii pazmeprocTh. [ pasmMepHOCTH n = 2 OHA 3aa8TCsl BEK-
topamu a = (11) u b = (00). Tanee, ¢ yBesmuenuemM pa3sMepHOCTH 71, BEKTOP b ocraéres
HYJI€BBIM, a Ha MEHTPATbHYIO HMO3UIUIO BEKTOpa  jomuchiBaercd 0, ecau [n/2]| uérnoe,
u 1 — B nporusnoM cay4ae. Tak, a = (101) ana n = 3, a = (1001) mag n =4, a = (10101)
arsa n =5, a = (101101) ansg n = 6, a = (1010101) mag n =7, a = (10100101) nasa n = 8
u T. 1. JJaHHAs KOHCTPYKIUg 00/1a/aeT OOJIbIIMMEI TapAHTHDOBAHHBIMU YHCJIAME AKTHBA-
IIUH JIJI CBOMX PAa3MEPHOCTeH M PEeBOCXOUT MHOTHe H3BECTHBIE cXeMbl (Hampumep, SMS-4
win SkipjackG-4). B nanbHeiiieM [LIaHUPYeTCsT UCCIEI0BATH CBOHCTBA MOCTPOEHHBIX HA

eé¢ oCHOBe MIIQPOB U CPABHUTHL UX C JIPYTHMH KOHCTPYKIMAMHE HepeMeHHOH pa3sMepHOCTH
(manpumvep, Belt WBL).
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AHAJIN3 METOJ0OM BYMEPAHTA
4-PAYHIOBOTI'O AJITOPUTMA IMIN®POBAHNA LILLIPUT-TBC-1I-256

M. A. Tlynokuna, A. M. Cmupuos

Agnropurm ayrerrudgurmposantoro mudposarus LILLIPUT-AE — yuacTHUK KOHKYD-
ca Hanmowanwuoro wHetnTyTa crangapTos u Texuosornit CIITA ma cTangapT HU3KO-
pecypcroro aaroputMa mudgposanus. OCHOBY ero coctapjser OjouHas mumppeucTe-
ma LILLIPUT-TBC B pexume OCB ¢ mnnnoit 610ka 128 6T u mimHAMH KIO9ei
mudposanug 128, 192, 256 6ur, y koropoii ectt ape Bepcuu LILLIPUT-TBC-I u
LILLIPUT-TBC-II. B pabore mpemioxkena araka Ha 4-payHI0BbIil ajaroput mugpo-
Bauust LILLIPUT-TBC-II-256 ¢ kiatouom aauast 256 6ut meronom Gymepasnra. s mo-
CTPOEHUS Pa3IUIUTEN S TPUMEHSIETCS MTOJIX0/I «iH0-i10», IepBOHAYAIBHO UCIIOJIb30BaH-
Hblit B atake Ha ajroputm AES. OcHOBHOI pe3dy/ibrar mojiydeH Gjarogaps OJHOBpE-
MEHHOMY WCIOIL30BAHUI0O METOMa OyMepaHra W CBOWCTBA MATPUILI PACCEMBAIOIIETO
npeobpazosanus aaroputma LILLIPUT-TBC-IL. [Ixg peanuzanuu ataku Ha 4-payH-
nosetit asropury LILLIPUT-TBC-I1-256 rpebyercs 224 rexcros, 2243 6ur mamsru.
Eé tpynoémkocts pasia 2'89 sammdbposammit.

KimroueBbie cjioBa: Hu3KOpecypeHuill aszopumm  wudposanua, no0rod <«Go-1ios,
aymenmuduyuposannoe wudposanue, aunetnoe npeobpasosanue, S-60Kc, pescum
OFB, memod bymepariaa.

Auropurm 610anoro mmdposanns LILLIPUT [1], paspaGoramubiii B 2015 1., ocHOBaH
Ha pacipeHHoM o6obmménnoM npeobpasopannu Peiicrens (Generalized Feistel Networks
(EGFN)) [2]. Jnuna kiaroua mudposanus agroputma LILLIPUT pasaa 80 6ut, jyiuHa
osioka — 64 6ut, uynciao paynnos — 30. [logcranoBku S-60kca siBistioTcs 4-OuTHbIMEU. Pery-
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nuposanubiil aaroputy LILLIPUT anaiau3upoBaJcs HHTErpaJTbHBIM METOOM (3], MeTomoM
HEBO3MOXKHBIX pasuocreil [4] u pasnocrubiv Merogom [5]. OOnapyzKeHHbIe B XOJIe aHAIH-
3a CJa00CTH MPUBETN K CHHTE3Y CeMeilCTBa aJrOpUTMOB ay TeHTU(DUITTPOBAHHOTO TH(PO-
parust LILLIPUT-AE [6] ans yuacrus B kKorkypce NIST Ha crangapr HU3KOPECYPCHOTO
agropurma mudposanus CIHIA. Ocuopoit cemeiicrBa LILLIPUT-AE gapasiorcs 6o4dHas
mudpcucrema LILLIPUT-TBC B pexume OCB [7] (Offset CodeBook) ¢ mmunoii 610ka
128 our m mmaavu kawodeir mudposanus 128, 192 u 256 6ur, rae 6yksor TBC o3na-
qaoT Mojaudunuposannbie aaroputM mudposanusg LILLIPUT ¢ 8-6utHoil mojicranoBKOii
S-6okca 1 aaroputM passeproiBanus Kiaoda (Tweakable Block Cipher). B [8] na momammyio
Ha KOHKypc mepByio Bepcuio cemeiictBa LILLIPUT-AE npuBenena mpakTudeckasl aTaka,
MO3BOJISIONIAS TOIETBIBATH COOOIEHNST W3-3a BBISIBJIEHHBIX c1abocTeit MoaudunupoBaHHO-
ro aJropuTMa pa3BépreiBanus Kjao4a. B pesyabrare apropamu cemeiictsa LILLIPUT-AE
npesoxkena Bropas sepcus Oo0unoil g pceucremsr LILLIPUT-TBC, xoropast paccmar-
puBaeTcs JaJiee.

Hactoamasa pabora mnocesimeHa anaau3y 4-payHI0BOrO ajropuTva IMHGPOBAHU
LILLIPUT-TBC-II ¢ kmovom maunst 256 6ut (LILLIPUT-TBC-11-256) metomom Gymepan-
ra. st mocrpoennst pasimamuTestsi IPUMEHSeTCs: MoAXo/ «iio-iios [9]. Ou mcnosb3oBascs
JUTST aTakd Ha agropuTMm Ojodnoro mudposanng AES, npeacraBiennoil Ha KoH]epeHUN
ASTACRYPT’2017. OcHoBHOI1 pe3yabrar HACTOAIIEH paboThl MOIydeH Oaaromaps OJHOBpe-
MEHHOMY HCIOJIB30BAHUIO METO/Ia OyMepaHTa U BBISIBIEHHOT'O CBOWCTBA MATPHUIHI PACCEU-
Baiomero npeobpazopanus aaropurma LILLIPUT-TBC-II.

[Tycrb V,(2™) —n-mMepHoe BEKTOPHOE LPOCTPAHCTBO HaJl 1ojeM Fom, riae n,m € N;

@ — onepanus ciaoxkenust B V,,(2™); 0, — n-MepHbIii BEKTOP, ¥ KOTOPOrO BCE KOOPJAUHATHI
)

8
marpun, Hag noteM Fos; g: Vig(28) x Vi6(28) — V16(2°8) — paymuosas dyukius ajgropurma
LILLIPUT-TBC-II-256.

g npoussoibioro « = (apg, o1, --,033) € Vie(2®) pacemorpum orToGpazkenue

4
paBHbl HY/110; [ (A) — HHAMKATOD BBIOJHEHWs YCa0BUs A; Mlé — MHOXKeCTBO Beex (4 X 4)-

©o: Vig(28) — M]Si, 3aJlaHHOE YCJIOBUEM

Qo0 o1 Gp2 Qo3
Q1o G131 Q12 G713
Qoo Qg1 Qg2 (3
Q30 Q32 Q32 (33

[Iyctb h — (0, 1)-marpuna nopsaaka 16 Haj mosem Fos JTnHEHHOTO c10st payHI0BO# Dy HK-
uu g, a ™ — 8-6uTHas MMOJACTAHOBKa S-O0Kca

s = (8070, c 00380379530y 8373) € S(‘/l(g(QS))
HEJMHERHOrO CJ10g payHa0Boi (hYyHKIUN ¢, 3aJaHHOTO PABEHCTBOM
s: (0, .. a33) = (T(ao0) ® Y00, ---,m(as3) @ V33),

e s; (i) = m(j) @ vijs vi; — GUKCHpoBaHHAsT KOHCTAHTA, ;. € Fos, 4,5 € {0,...,3}.
Torna payunosas GyHKINS ¢ 3a0AETCA PABEHCTBOM

9o, k) = gi(e) = h(s(a @ k)"

g kKaxapix (o, k) € Vig(2%) x V16(2%), tne T — 3HAK TpaHCTOHHpOBAHUS.
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J17151 TPOM3BOIBLHBIX BEKTOPOB
a=(ag,...,a15) € Vig(2®), B= (Bo,---,Bis) € Vis(2%), O = (6o, ...,015) € Vie(2)

n kaxzoro i € {0,.. ., 15} onpeneamm orobpazenns pi : Vig(28)2 — Fo, w®: Vig(28) — F,
YCIOBUSMU

i Bi, ecmu 0; =1,
oy (a, ) :{

a;, ecau 0; =0,
w?(a) = I(a; #0).

Iomoxum

polcr, B) = (0 (@, B), s (. B) . py (e, B)),
w(a) = (w9 (a),..., w*™ (a)).

[TocTpoenue pazauyauTesis I aTakd METOJIOM OyMepaHra Ha 4-payHIOBLIH aJIrOpHTM
LILLIPUT-TBC-II-256 ocnoBaHO Ha cJIeAyoleil Teopeme:

Teopema 1. Ilycts g, aq, k1, ko, k3 — IPOU3BOJIbHBIE 3JEMEHTHI BEKTOPHOI'O IIPO-
crpanctia Vig(28), Bi = Gy Gk, (i), © = 1,2. Torma ana kazxaoro 6 € Vig(2) cupabenmso
PaBEHCTBO

W(Goyas (Po (0, 1)) B Goyus (Po(1, o)) = w(go,as (Po(Bo, B1)) @ go,2 (Pe(Br, Bo)))- (1)

3aMeThM, YTO JIJIs TIOCTPOEHUsI PA3IHIUTEs Ha OCHOBE UTPOBOTO MOAX0Ia «io-ifoy |9
Jist araku Ha agaroput™ AES npuMensiioch paBeHCTBO, cxoxkee ¢ (1).

Marpuie h nocraBum B coorBercrBue 0,10uny0 (4 X 4)-Marpuily h ¢ GroKaMu-10AMAT-
punamu h; ; nopanka 4, i,j € {0,1,2,3}, rae

il — b bl 9 b
hoo hei hoo hog
hso hss hsa hss
Paymnosoiit kimod k = (kog, ..., kogs, ..., kso,...,ks3) € ‘/16(28) TaKzKe IIPEJICTaBUM B MaT-

PUYHOM BUIE:
koo ko1 ko2 kos
> kio ki k12 ki
k=oplk)= ’ ’ ’

LAG Al S S A
kso k31 ksa kss

Teopema 2. Ilycrs cymecTByor Takue i, ji, jo, 7, t € {0,...,3}, Vj, jor € Fos, a10 3716~
MEHTBI HOAMATPHUIL 1; j, , N; j, MATPUILL A U IIOACTAHOBKU Sj, ., Sj, » adropuT™a LILLIPUT-
TBC-11I-256 ynoBieTBOPSIOT YCJIOBAAM

(hi,]d)t,T = (hiJz)t,T; (Ci,j1>t,7’ 7£ O,
Sjl,r(ﬂ) = sz,?“(ﬁ) D Yi1,jo,r AL BCEX 5 € ]F28-

Torma mra Kaxabix 0 € Fas, k € Vi6(2°%) cymecrByer BexkTOp

W € (jyr Oy D kjyr O Kjy ) DI,
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VAOBJIETBOPAIONINNA PaBEHCTBY

Sjv (e @ kjyr ©0) D 55, (g 0 © kjy ) D
B8y (W B Kjyr ® W B ) D 8jy (A @ kijpr Dw) = 0.

Ha ocnoBanum Teopem 1 u 2 mpejjioxkeHna araka MeTOJOM OyMepaHra Ha 4-payHJIOBBIi
LILLIPUT-TBC-II-256.

J1J1st BOCCTAHOBJIEHHSI IIEPBOIO CTOJIONA PAYHIOBOIO KJII0Ya HCIOJIb30BAJIOCH PABEHCTBO
(h370)371 = (h371)3’1 = 1, BTOPOToO CTOJ’I6H&* (hgyo)g}g = (h371)3’2 = 1, a TpeTbero CTOJ’I6H&*
pasencTBo (h3g)ss = (hs3)ss = 1. 3amernM, 9T0 He CYIIECTBYET AHAJIOIHIHOIO DABEHCTBA
JIJIST BOCCTaHOBJIEHUS HYJIEBOTO CTOJIONA Kiao4a k.

Ilokazamo, 9To A4 atakn Tpebyerca 224 Tekcros, 224 6ut maMarn. TpyaoéMKOCTD Ha-
XOzKJIeHnst 256-6utHoro Kmoda pasHa 2180 onepanuii 3ammudposanns, BepoaTHOCTD OIMTHOKH
mepBoro poja papHa 0.
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PEAJIN3AIINS IINTINO®PATOPA SD-KAPT HA IIJINC
C UCITOJIb3OBAHUVEM HHIN®PA MATMA
B PE2KVIME TAMMMPOBAHU{

C. U. Pazenkos

[Ipencrapmena peanmsanus ammapatHoro mudparopa SD-kapt obbémom g0 2 I'daiir
¢ ncnoik3oBanueM mudpa Marma B pexkume ramvuposanust. [losyuennsie va [TJINC
pas3Hol apXUTEKTyphl U ¢ ucmoab3oBanneM pasubix CAIIP peanmzarum mMeror ¢xo-
KV PECYPCOEMKOCTE 110 JIOTHYECKUM JieMeHTaM. ['eHepariust raMMbl HE 3aBUCHT OT
COZIEP2KIMOT0 OTKPBITOT'O TEKCTa WK MUPPTEKCTA, ITO TTO3BOISET TEHEPATOPY FaAMMBbI
paborath Ha cOOCTBEHHOI, H0/Iee BHICOKOIM TAKTOBON 9acTOTE, YeM OCTAJIHLHOE YCTPOTi-
ctBo. [lokazano, yTo Takum 06pa30M MOXKHO 3HAYUTEJBHO COKPATUTH BpeMs PaboThI
yCcTpoiicrsa.

Kirouessie caoBa: IIJIUC, wudp Mazma, pescum 2ammuposarus.

3ajada JaAHHOTO MCCIeOBaHNs — CO3/1aTh annaparHsiii mmdparop Secure Digital (SD)
Kapt [1], ocymecrBasgtonuii 3anmudposanue u pacimudpoBaHne BCEro aJipeCHOr0 IPOCTPAH-
cTBa SD-KapThl. AHAJOTHYHBIX YCTPORCTB, ¢ KOTOPHIMU MOXKHO OBLIO OBI IIPOBECTH CpaBHE-
Hue, 0OHAPYKUTH He yaaaoch. HecmoTps Ha Haanune B SD-Kaprax MexaHu3Ma o00ecIedeHusT
KOH(UIEHIUATBHOCTH JTAHHBIX, ITPEIOCTABISIONIEr0 JOCTYI K COMEP:KUMOMY KapPThI IO Ta-
POJITO, HET YBEPEHHOCTH B OTCYTCTBHH 3aKJ/IAJI0K, TTO3BOJISIONINX O0XOIUTH ITOT MEXaHU3M,
IOCKOJIbKY B OTKPBITOM JIOCTYIIE IPeJICTaBIeHA JIUIIb COKPAIIEHHASA CIIeIUu(UKaIus, OIlU-
ChIBAIOIIAs MoBeieHne SD-KapT.

B kauecTBe KpunrocucTeMbl BbIGpaH Oiounbiii mmdp Marma |[2|, KoTopbiii umeer
HeboIbIy 0 uHy 60Ka (64 6uT), 4TO MO3BOJIAET CJIeIaTh OYeHb KOMIAKTHYIO C TOY-
KW 3DEHNUs alapATHBIX PEeCyPCOB peannu3anuio. PeskiM raMMupoBaHust [3] B3gT B KadecTe
pekuma paboThl 6,I09HOTO THdPa B CUIIY CBOEil TPOCTOTH ¥ MJACHTUIHOCTH ONepaIuii 3a-
mudPoBaHuA U PacHinpPOBAHU, YTO MO3BOJISACT U30€XKATH YCIOXKHEHUS JIOTUKHA PAOOTHI
ycrpoiictBa. Kpome Toro, ramma mudpa MOKET HE3aBUCHMO T'€HEPpHPOBATHCS B IIPOIEC-
ce yrenusi OJIOKOB JIAHHBIX ¢ SD-KapTbi, MOC/I€ OKOHYAHUS KOTOPOTO MOXKHO HEMEJJIEHHO
OPUCTYNATH K 3aMUCH JAHHBIX, TOKOMIOHEHTHO CJIOZKEHHBIX ¢ raMMOil. Takoil moaxo/, mpu
KOTOpPOM paboTa mudpa He 3aBUCAT OT OJIOKOB JAHHBIX, TO3BOJISET W30ABUTHCS OT JIUITHET
3a/iepKKHU B pabore ycrpoiicrsa (puc. 1).

Crapt > 5 ?/LIJI/I6K8
Cbpoc SD LIJVIHa’ o
TakToBbIN CUrHaN —> <«—=CMD+>
Crapr 4 |Bnoku namstu RAM KoHToonne :
v no 1024x4 6ut |4 w:’bl SDp P
leHepaTop AnA AaHHbIX } CLKE—)( < 25 Mlw)
N rammbl 4 |Bnoku namatn RAM 4 Y 4 : :
Kniou Marma > n01024xa 6 AP > 4
Y, > ANA raMMbi <17 D>

Puc. 1. Crpykryphuas cxema mudparopa SD-kapr
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Omnucanue mudparTopa BBITOTHEHO HA sS3bIKe OMUCcaHus anmapaTypsl Verilog. Bzawmmo-
neficteue ¢ SD-KapToit OCYIECTBIISIETCS C TIOMOIIBI0 HA0OPA B3ANMOCBSI3aHHBIX KOHETHBIX
aBTOMaTOB. Peajmnszalys oCyIecTBasiach ¢ pacdérom Ha SD-kapThl Magoro obbéma (10 2
['GaiiT Braroanreabio) —SD Standard Capacity (SDSC) kaprThl, 9T00bI COKPATUTH BPEMsi
oriaKu mudparopa. B ganbHeiinmeM BO3MOXKHO Ao0aBeHne MOAAEPKKHA SD-KapT 60/1b-
mero o6béma. CoracHo crangapry [1], MO yMOJIaHUIO TaKTOBAs YaCTOTA JUisl MUAHBL SD
cocrapager e domee 25 MI'm.

Jlauubie ¢ SD-kapThl, COTJIACHO CTAHAAPTY, MO0 YMOTYAHUIO CAUTHLIBAIOTCA OJIOKAMU IO
512 Gaitt. Kpome Toro, urenue u 3allCh HECKOJIbKHUX IMOJPAJ] UIYIUX OJIOKOB OCYIIECTB-
JasgoTess SD-kapToii ObicTpee, YeM OJMHOYHBIX. BBHIY OrpaHMYeHHOTO KOJIHYeCTBa OJOKOB
namata RAM B [LJIMC, ucnosb30BaHHBIX IS peAJTH3AIMN YCTPONCTBA, IPU UCIHBITAHUIX
YCTPOHCTBO 3a TPaH3aKIHMIO CUYUThiBaJIO 8 u 16 mocjenoBaTe/ibHO WYX OJIOKOB, OJ[HA-
KO 9HCJI0 OJIOKOB HACTPAMBAETCS W MOYKET OBITh PAaBHO POU3BOJBHOI CTENEHU JIBOIKMH,
orpaHwIeHHOil Jumh nMmeonumucs pecypcamu ILJIUC. TlapajiensHo ¢ 3TUM Ha OCHOBE
(PUKCHPOBAHHBIX KJI0Ua U CHHXPOIIOCHLIKH T'€HEepUpPyeTcd TraMMa Toro xKe o0béma. llocie
YTEHHS JAHHBIX OHM IMOKOMIIOHEHTHO CKJIAJIBIBAIOTCS ¢ TAMMOIl M 3alHCHIBAIOTCS 0OPATHO
HA KAPTY HO COOTBETCTBYIOIIUM aIPECAM.

Cumyssnus TpPOeKTa OCYIeCTBIeHa ¢ MOMOIILI0 OTKpeToro [10: cumynaropa Icarus
Verilog u 6ubmmorexkn cocotb a3wika nporpammuposanus Python. ITludparop peaniuzosan
Ha [IJINC aByx pasmbix cemeiicrs: iCE40 dbupmbr «Lattice Semiconductor» u GW2A ¢dhup-
MbI «Gowiny. B mepsoMm ciydae B kadectBe CAIIP BBICTYIHIN HCKIIOYUTEIBHO IIPOIPAMMBI
C OTKPBITHIM UCXOHBIM KOJIOM — YOSYS 1 nextpr, a BO BToOpoMm ciiydae — rnpoupuerapuoe [10:
Gowin EDA Education Edition. Konuaectso ncnonbzosanusix pecypcos [IJINC npusemeno
B Tab. 1.

Taoauma 1
CpaBHeHNE KOJIMYeCcTBa MCITOJIb30BaHHBIX pecypcos IIJIVIC

Cewmeiictso IIJIUC | Baokos B Tpanzakimu | Jlormyeckue 3jmementsl | D-rpurrepst | Bioku RAM
iCE40 8 1111 513 16
8 1030 472 16
GW2A 16 1119 472 32

Peanmzanuu mudparopa na oboux cemeiicrsax [IJINC nporecruposansr Ha SD-kaprax
oobémom 1 m 2 I'GaiiT npu pasznom KojudecTBe OJIOKOB JAHHBIX B TAH3AKIMHU, & TaKKe
pa3Hoii yacToTe paboThl reHepaTopa raMMbl (Tabu. 2 u 3). Peannsanus na [TJIVC cemeiicTBa
iCE40 BzanmomeiicrByer ¢ SD-kaproit Ha gactore 18 MI'm, a GW2A — 25 MI'm.

Tabauma 2
CpaBHeHVEe BpeMeHM BbINOJIHeHNs 3amudpoBanns /paciimbpoBaHns
aJist peasnm3anuu Ha iCE40

TakToBast yacTora reHeparopa raMmmbl | Biiokos B Tpam3akiun | 1 I'6aitr | 2 ['6aiir

18 MI'n, 8 25Mm 50c | 82m 2¢
36 MI' 17Mm 25¢ | 35Mm 7c
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Tabawuma 3
CpaBHeHUe BpeMeHHU BbBINOJHEHNs 3ainndpoBaHus /paciundpoBaHust
ans peanusanun Ha GW2A

TakToBast yacTora rerHeparopa raMMmbl | Biiokos B Tpams3akmuu | 1 I'Gaitr | 2 ['GaiiT
8 19m 38c | 40m 2¢

25 MI'n 16 17m 20¢c | 33m 27¢

8 12m 34c¢c | 25M 53¢

100 MI'n 16 8m 48¢ | 16m 24c¢

[TokazaHo, 4TO yBesJMYeHHEe TAKTOBOW YACTOTHI T'€HEPATOpPa TaMMBbI MTO3BOJISET 3HAYUN-
TeJIbHO COKPATUTDh BpeMs PadoThl 1mudparopa.
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OLEHKU TPY/HOCTHN JOKA3SATEJ/ILCTB
11 KPUIITOTPA®UYECKUNX ATAK, OCHOBAHHBEIX HA JIABENKAX!

A A. Ceménos

PaccmarpuBaercs 3ajadya MOCTPOEHUS JAPEBOBUJIHBIX CEPTU(MUKATOB 10KA3aTE/bCTB
HEBBIIOJTHUMOCTH Oy/1eBbIX (DOPMYJI B IIPEIOJI0KEHNUM, UYTO TAKOE JOKA3aTEIbCTBO r'e-
mepupyercst SAT-pemarenem, ocaoarabiM Ha anropurMme CDCL. Taxoro copra apeso-
BU/IHBIE TTPECTABICHUS YI00HBI, KOTA /I KOHKPETHON (DOPMYIbI TpedyeTcst OIeHUTh,
HaCKOJBKO TPY/HO HOKA3aTh €€ HEBBIIOJHUMOCTE, JJUOO TPebyeTcss OIEeHUTh TPYI0EM-
KOCTH HEKOTOPOH KpHumTorpadudeckoi atakm, ocyrmecTBasgemMoii mpu momormm SAT-
pemaresns. [Ipegnoxkensl apesoBugHbie onucanud cienapues paborsl CDCL B npume-
HEHUU KaK K HEBBIIIOJHUMBIM (POPMYJIaM, BOSHUKAIONINM, HAIIPUMED, B 33Ja9aX CHM-
BOJILHOH BepupUKAINU, TaK U K BBIIOJTHUMBIM (DOPMyIaM, KOAUPYIOMAM 33aa9u 00-
palleHnst TUCKPETHBIX (B TOM ducie Kpunrorpadudecknx) dyukmmit. [Jokazan psi
CBOMCTB BBEIEHHBIX JPEBOBUIHBIX CTPYKTYP. B 9aCTHOCTH, HA A3BIKE TAKUX CTPYKTYP
copmynupoBano 6a30Boe CBONCTBO KJiacca KPUNTOIPAMDUUIECKUX ATaK, OCHOBAHHOI'O
HA WHBEPCHBIX J1a3eiKax.

Kutouesbie ciioBa: npobaema 6yaecoti svnosnumocmu (SAT), cucmema doxasa-
meavcmsa, saselixa, aszopumm CDCL.

1. CucTeMsbl OKA3aTEJbLCTBA, CIIOCOOBI MPEACTABJIEHUS JI0KA3aTEILCTB,
Ja3eilKnu
[Tycth U — HEKOTOPBIl MOJIHBINH aJITOPUTM, pemiaioniuii mpodaeMy OyJ1eBOii BBITOTHUMO-
cru, Hanpumep, U — meros pesostonuii [1], aaropurm DPLL [2] wiu anroputm CDCL [3].

'Hcenenoanue BuInoHeHo B paMkax Loczasanns Munobpuayku Poccun 1o npoexry «Teoperuueckune
OCHOBBI, METOJIbI ¥ BBHICOKOIIPOU3BOIUTEIHHBIE AJITOPUTMbI HEIIPEPBIBHOM M IUCKPETHON ONTUMU3AIAE 115
TIOAJEPKKN MEKIUCITUTIIMHAPHBIX HAYYHBIX MCCIETOBAHUIT», HOMep Toc. peructpannu 121041300065-9.
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B coorBercrBum ¢ [4] GymeM TOBOPUTE, UTO aaroput™ U 3a71aéT CHCTEMY TOKa3aTeIbCTBa,
eCJIM CYIIEeCTBYET BCIO/Y OlpejieiéHHast PyHKIUSA BUJIA

fu :{0,1}" x {0,1}* — {0, 1},

3a/laHHasi HEKOTOPBIM TOJHHOMHAJIBHBIM AJTOPHTMOM, Takas, 9to fy(x,y) = 1, ecan y—
JIIBOMYHOE ONMCAHUE HEBBIOIHUMOM OyieBoit ¢popmyssl B KH®, a © — aBonuHoe onucanue
paborst ajropurma U Ha BXOJE Y ¢ MOMEHTA CTAPTa 0 MOMEHTA 3aBEPIIEHNST; B TPOTHBHOM
cayuae fy(x,y) = 0. Takum 06pazom, MOXKHO CKa3aTh, YTO AJATOPUTM, 33JA0IIUH fi7, He
TOJIPKO PACIO3HAET T10 mape (&, y) HeBBIIOJIHIMOCTE (DOPMYJIBI, TIPEICTABIEHHO CJIOBOM ¥,
HO Takzke IpoBepseT cepTHudHUKAT €€ HeBBIIOJIHIMOCTH, IPeICTABJIeHHBINA CJIOBOM X, U TOT
dakT, 9TO ITO JOKA3ATEIHCTBO MOCTPOEHO agaropurMmom U.

Bomupocy Bbibopa criocoba npejicrapienus padorsl ajgropurma U Ha BXojHO# dhopmyJie
MOZKET HE MPHIABATHCS 0COOOTO 3HAYEHWSA, €C/IU PEUb HAET 00 ONMEHKAX CJAOKHOCTH JTOKa-
3aTebCTB HA OECKOHEUHBIX ceMeiicTBax (POPMyJI, JJIMHA KOTOPBIX PACTET B 3aBUCUMOCTH
OT HEKOTOPOIo HaTypaJbHOro mapamerpa (Haupumep, dopmyas Jupuxae PHP™ ! [4]).
B Takux cuTyammsx MOXKHO HCIOJb30BAaTh PA3IUYHBIE CIIOCOOBI IIPEICTABJICHHs I0Ka3a-
TEJILCTB — JINIIb OBl OHU OBLIH MOJHHOMUATLHO SKBUBAJEHTHBIMH, TO €CTh OOJIbINAs IJINHA
JIO/KHA OBITH OTpAHUYEHA TMOJUHOMOM OT MeHbImeil bl OJHAKO €CJIu HAC UHTEPeCy-
10T OOEHKU TPYAHOCTH BIIOJIHE KOHKPETHBLIX KOHEYHBIX CbOpMyJI, Ha OCHOBaHHUU KOTOPbIX
MOXKHO CpaBHHBATL IM(PEKTUBHOCTD PasJHUIHbIX Mojudukanuii 6azoporo anaropurma U
(HampuMep, B pe3yJbTaTe ero JOMNOJHEeHHs KAKHME-JTHOO HOBBIMU BPUCTHKAMH), TO BbI-
Oop crocoba onucanust paboThl ajgropurma U npuobpeTaeT BazkHOoe 3HadeHue. Bezme mamee
Oy/1leM UCIO0JIb30BATDH JIJIsl MPEICTABICHUSI I0KA3aTE/ICTBA T CIENUAIbHBIE IPEBOBOBUIHBIE
CcTPpYKTyphl. Vlaed mpejacTaBigarh T0Ka3aTe/IbCTBA PU IIOMOIIN J€PEBLEB HE HOBA U TITUPOKO
WCIOB3YETCsT BO MHOTHX CTaThsX 10 CJIOXKHOCTH JoKaszareabcTB [5-8|. B mawuoit pabore
MBI, OJTHAKO, JeTaJIbHO OIMCHIBAEeM HOBBIH KJIACC JIPEBOBUIHBIX CTPYKTYP, KOTOPBIE XOPO-
110 TOAXOMAT M1 MpeacTaBaeHnsa paboTel coBpeMeHHBIX SAT-pemareseil, oOCHOBAHHBIX Ha
asropurme CDCL. menno stu pernraresin ceifigac JOMIHUPYIOT B PEIIEHUH CJIOZKHBIX TPAK-
THYECKUX 33784 U3 MIIPOKOTO CIIeKTpa 00/1acTeil, BKIIOYAIONUX BepUMUKAIMIO JIUCKPETHBIX
YIIpaBJdi0Iux CUCTEM U KPUITOaHAJN3.

Emé oamu s/1€MeHT HOBHM3HBI IIPEIaraeMOro IOJX0Ja COCTOMT B TOM, UTO JJIs OIle-
HHBAHUS TPYIHOCTH (POPMYJ ¢ TOYKH 3PeHHs] pPa3Mepa JI0KA3aTeJIbCTBa MBI HCIOJb3YeM
crenuasbHble CTPYKTYDBI, u3BecTHble Kak Jasefiku (Backdoors). «Kiaccuueckues maszeit-
Ki (KOHKPeTHO, «CuibHBIe Jgazeiikuy (Strong Backdoors)) omucanst B [9]. Kak ormedeno
B pabore 8], sobast cubHas Jaseiika st HeBBIIOJIHIMON OysreBoii hopMyJIbl aBTOMATH-
YeCKH JTaéT HEKOTOPYIO BEPXHIOK OIEHKY TPYAHOCTH 3TOi hopmyssl. CuabHbIE JTa3eiiKiu,
pasMep KOTOPBIX MaJl OTHOCHTEJBHO OOIINEro 4Hc/a MePeMeHHBIX B (popMyse, TacTO MOIYT
OBITH HaliIeHbl Ha OCHOBe mHpoOpMaIuu o OyJIeBOil cxeme, O KOTOPOH maHHas (hopmysia
mocTpoeHa. Takue CUTyalnuu THITMIHBL /715 331249 Bepudpukanuu u Kpunroanasmn3a. OHa-
KO 3a9aCTYIO JaKe TaKue CUJIbHBIE JIa3eiiKi CAUNTKOM BEJTUKHU JIJIS TOTO, 9TO0BI MOCTPOUTH
Ha UX OCHOBEe HETPUBHUAJIBHYIO OIEHKY TPYIHOCTH paccMarpuBaemoi dpopmynasl. JIpyroit
MOIXOJ, COCTOMT B TOM, YTO MHOXKECTBO IT€PEMEHHBIX MOXKET He OBITH CTPOTOil JIa3efKoit
B cMbIcae (9], HO TeM He MeHee HCHOJb30BAHUE TOTO MHOXKECTBA MOXKET CYIIeCTBEHHBIM
0Opa30M COKpalarb BpeMs JI0KAa3aTeIbCTBA HEBBIITOJHIMOCTH (DOPMYJIbl KaKHUM-/TH00 1101~
HbIM anaropurMoM pererust SAT (manpuwvep, anropurmom CDCL). Takoro copra naszeiiku
uccnenosanbl B [10]. Hakoner, ais 3aga4 obpaiienus TUCKPeTHBIX (DYHKIHHA 13 KPUITOTPa-
duIeCcKIX MPHIOKEHNHE MOrYT ObITh HCIOJIH30BAHBI TAK HA3bIBA€Mble HHBEPCHBIE JTa3eiiKi,
BBesiéHnbie B [11]. JIOBOJIBHO MOHATHBIM SIBJSETCS TOT (GAKT, YTO MPOU3BOJIBHYIO Ja3eiiKy
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(KaK MHOYKECTBO, COCTABJIEHHOE W3 HEKOTOPHIX TMEPEMEHHBIX PACCMATPUBAEMON (HhOPMYJIHI )
MOZKHO HPEJCTaBUTHL B Bujie Jepesa. U, Takum obpazom, mporece J0Ka3aTeIbCTBa HEBbI-
HOJTHUMOCTH (POPMYJIBI /OO Kpunrorpagpudeckas aTaka, Kak HEKOTOPBIH YacTHBIN CJTydail
SAT, MOTyT OBITH OIHCAHBI IPEBOBUIHBIMU CTPYKTYPAMH, B KOTOPBIX MIPEJICTaBICHIE pAabo-
Thl asroput™a pemterus SAT KOMOMHHUpYyeTCs ¢ MpeCTaBICHHEM JIa3eHKU, UCIOIb3YeMOR
JII YIPOINEeHus paccMaTpuBaeMoil 3amaun. [lamee onucan oOImuit Kiace TaKuxX JIPEBOBUI-
HBIX CTPYKTYP U UCCJIEI0BAHbBI UX 0A30BbIE CBOMCTBA.

2. /ApeBoBuaHbIe CTPYKTYPBI, IPEACTABIILIONIE PADOTY
agroputmoB DPLL u CDCL

[Iycte C'—mexotopass HeBbimosHuMas KH® Hamx MHOXKECTBOM MHMEepeMEeHHBIX X =
= {z1,...,2x}. Besne najsee B posin MOJHOrO AJTOPUTMA, JTOKA3BIBAIOIIETO HEBBIIOIHI-
mocth C', mbl ucnoabzyem CDCL [12] u ero cmabywo Bepcuio DPLL kak 0oCHOBBI cucTeM
JIOKA3aTeJbCTB, KOTOPBIe TI0 MHEHUIO IEJ0TO pAa HCCJIe0BaTe el NMEIOT OTHOCUTEIbHO
XOPOIIYIO «aBTOMATU3UPYEMOCTh> (TO €CTh OTHOCHTENHHO 3(hDEKTUBHO HAXOIAT OTHOCH-
TEJIbHO KOPOTKHUE JOKA3ATeIbCTBA). JIJist MpecTaBIeHusl MPOIecca TOKa3aTeIbCTBa HEBbI-
nosauMocTr C ajgropurmamu DPLL u CDCL O6yaem uciosib30BaTh HOMEYEHHbBIE TBOMTHBIE
JIepeBbs CJIIYIONINX JIBYX THIOB. /lepeBo nepsoro Tumna, ceazannoe ¢ DPLL, aBigercsa noJi-
ubM (full, To ecTh Kaxkas ero HeTEpMUHATHHASI BEPITHHA UMEET J[BA MPSMBIX TTOTOMKA).
O06x011, TAaKOTO JlepeBa COOTBETCTBYET CTAHIAPTHOMY TOUCKY B Tiybuny. PEOpa, mpoiiaeHHbre
B HANPaBJEHUU OT KOPHA K TePMUHAJIBHON BepIIUHe, ITIOMeYAI0TCd KaK TpoiiieHnbie. Ectn
Hall/leHa TEPMUHAJIbHAS BEPIIMHA, TO BO3BPAT IIPOUCXOJAUT K OJinzKaliieil HeTepMUuHaJIbHOM
BEPITINHE, ¥ KOTOPOil MMeeTcs HerpoiitenHoe pedpo.

Tor ¢axT, aro crenapwuit paborsr agropurma DPLL #a mpouszsoasaoit KH® C' moxker
OBITH MpeJICTaBIeH JepPeBOM JAHHOTO THUMA, XOPONIO m3BecTeH. Tem He MeHee NMpUBEIEM
HEKOTOPBIe MOSICHEHU, MIOCKOIbKY aHAJOTHIHBIE PACCYK/IeHUs MOTpedyioTes nanee. Mrax,
nycrb A — asropurm DPLL u C' — upoussoibnas KH® waj nepemenubivu X . [Tocrpoum
JiepeBo, Koropoe obo3uaunM 1 4. JI1000it HeTepMuHAIBHON BEPIINHE U JAHHOIO JiepeBa Mpu-
nucana OyseBa nepemennas x, € X. Kaxaomy pedpy n3 HeTepMUHAJIBHON BEPITHHBI U COOT-
BETCTBYeT JIUTePas &, WA —X,. [IycTh r — Kopenb Ty u x, — nepeMeHHasd, TPUIUCAHHAL T
[TycTh v, v # r,— HEKOTOpast HeTepMHUHAIbHAS BepInHa B v’ — e€ mpsMoii motomok. Torma
HEKOTOPOE MHOYKECTBO JINTEPAIOB L,/ HaJ MEePEMEHHBIMA {Ty, ..., T,} COOTBETCTBYET MyTH
u3 r B v'. Haxomsich B v/, mpumenum npaBuiio exquandnoro qu3bionkra (Unit Propagation,
UP, [12]) k C' u nurepanam u3 L, 710 Tex mop, moka He GyaeT NOPOXKIEH KOHMIUKT UIN He
oyaer noaydena KH® ¢ HeonpeneéHHBIM CTATYCOM, B IOCJIEJIHEM CJydae Hepeiaém us v’
K caefyiomei Bepumune. Ecam nepexon mo pebpy (v, v’) aaér koudaukT, To v/ CTaHOBATCS
TepMUHAJIBHON BePIIMHON U ToMedaeTcd cuMBosoMm L. Ecam moumck HaxoauTes B TepMU-
HaJIbHOH BepIrHe | HEKOTOPOIo IyTH 7, TO Ha CJEAYIONIEM Iare JejaeTcs BO3BpaT K 0Jiu-
JKafineit K | HeTepMHHAJIBHONW BepIUHE v, UMEIOIeil HHIAeHTHOe eii pebpo, KoTopoe He
obL10 mpoiiaeno. Ecim Takoro pebpa He cymiecTByer, TO 06x01 14 3aBepliaeTcs.

BadukcupyeM Ha JepeBe 14 HEKOTOPBIH MOPSI0K €ro 00X0/la B COOTBETCTBHHU C AJITO-
purmom moucka B Taybuny (DFS) u ob6o3naunM mosydeHnoe jepeBo depe3 T7. 3ameTnm,
4yT0 JiepeBo 17} MokeT ObITb HCIO/IB30BaHO Kak ceprudukar nesbinosnumoctu C: Oyjem
o6xoauth 17 anropurmom DFS, npumensts npasuno UP k coorBercrByomuM JguTepaiam
u popmysie C. Jlerko mousiTh, aT0 C' HEBBITTOJIHUMA TOTA W TOJHKO TOT/JA, KOTIA KaZKIbIil
nyTh B 1, OKaHYMBaeTCs TepMUHATBbHONU BepmuHO# L. CyMMHpys Bce CKa3aHHOe, IMeeM
caAeYIONuN (haKT.
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YrBepxkaenue 1. Ilycts C' — mesnimonunmas KH®. Torma cymecTByer Takoe aepe-
B0 T}, HCIO/IB3Y sl KOTOPOE, MOYKHO BepU(DUIIPOBATH HEBLIIOIHIMOCTS C' JeTepMUHEPOBAH-
ubiM anropurmoM 3a Bpemst O(|C| - |T;]). Bee mucrba qepesa 1) B TaKOM CJIydae HOMEYEHDI
CHMBOJIOM L.

Bropoit Tun mepeBbeB, paccMaTpPHBAEMBIX JaJjee, —ITO JBOMUIHBIE JIePeBbs, KOTOPHIE
B 00IIeM ciaydae He 00s3aHbI OBITH IMOJHBIMH, TO €CTh JTOMYCKAETCsl, YTO HEKOTOpas HeTep-
MUHAJIbHAS BEPIIHHA MOXKET UMETh TOJBKO OJHOIO IPSMOr0 MOTOMKA.

OGo3snaunm uepe3 A SAT-pemarens na ocuose aaropurma CDCL, 10MOJIHATENLHO 110-
naras, uto A He coBepiIaer pecraproB B lpolecce ounposepxkenus C. Samermm, 4to A —
nosHblit, To ecrb A omposepraer C' 3a Konednoe BpeMs. CBSZKEM ¢ IPOLECCOM paGorsl A
clenuaJibHoe Jepeso 1'; Broporo tuna. Jdasee onumem ctpykrypy 1';. Huzke ucnosb3oBanbl
nousitust, cnenududnbie 11 CDCL, o0bsicHeHne KOTOPBIX MOYKET ObIThH HailijgeHo B [12].

ITycTh v — npousBosibHad HeTepMHHAJIbHAA Bepmmna B 1';. /lannoit Bepmune npunuca-
HA HEKOTOpas mepeMenHas u3 X, KOTOpyo OyaeM 0003HAYATH X,. [lepeMennas x, ABsIeT-
cst «mepeMennoit Bebopas (decision variable), uné 3nauenne (decision literal) BoiGupaercs
Ha HEeKOTOpoM yposHe BbiGOpa (decision level), nysi 0603HAUEHUST KOTOPOIO HCIOJIB3YET-
ca 3amuch Qk (k> 1) [3, 12|. g m06oii HeTepMUHATBHON BEPIIMHBI U UMEET MECTO:
1 < deg(v) < 2 (deg(v) o3nadaeT BHIXOAHYIO CTEIEHb BEPIIHHBI V).

TosibKO OTHO PeOPO, BHIXO/ISINEe U3 HETEPMUHAIBHON BEPIIUHBI U, MOYKET COOTBETCTBO-
BATh 3HAYEHUIO MEPEMEHHON T, BHIODAHHOMY Ha HEKOTOPOM ypoBHe BhiGopa @Qk (k > 1).
Bynem HasbiBaTh Takoe peGpo JeBbIM (COOTBETCTBYIOMIUM 00PA30M PACIIOJIArasi ero Ha Pu-
cyHkax). Ecim Beprinaa v nMeeT TOJBKO OJHO HCXOJIsIIee Pebpo (J1eBoe), TO 910 pebpo 00si-
3aTeJIbHO BEJIET B HETEPMUHAJBHYIO BEPIIUHY v’, COOTBETCTBYIONIYIO YPOBHIO BHIOOPA ¢ HO-
mepom @(k+1). Takas curyaryst COOTBETCTBYET TOMY (DAKTY, YTO PE3YIBTATOM HEKOTOPOTO
KOH(MDINKTA sBIsIeTCsT BO3BpaT Ha ypoBeHb Qj, j < k — 1 («Hexponosornvecknii 63kTpe-
kunry [3]). Paszbepem Teneps curyanmio, Korga deg(v) = 2. B 910M cirydae, HOMAMO JIEBOTO
UCXOIAIEro pedbpa, v UMeeT ellé OJHO UCXOIsdInee pedpo, HasbsiBaemoe mpasbiM. [IpaBoe ped-
PO COOTBETCTBYET CUTYAIIMH, KOTJIA B pe3y/jbTaTe aHaan3a KOHMIUKTA Ha YpoBHe Qk OBLI
IOCTPOEH «BBIydeHHBI Ju3bIOHKT» (learnt clause) Dy, comep:kammii e IMHCTBEHHBII JTHTe-
paJi, KOTophiii ObLT BEIOpaH (a He BhIBeeH) Ha ypoBHe Qk (mosmaraem, 94ro mist cuaTe3a Dy
ucnonb3yercs UIP (Unit Implication Point) aaropurwm [12]). B sTom ciayuae nmpasoe pe6po,
HCXOJISIIee U3 U, COOTBETCTBYeT cuTyaruu cpabarbiBanus nporeaypbl FDA (Failure Driven
Assertion [3]) na musbionkre Dy. Ilycts v* — kopens nepesa T;. He orpannunsast oOmno-
CTHU, HOJIOXKMM, ITO ¥ HMeeT JIBa UCXOANUX pedpa: JeBoe u MpaBoe. ITUM JIBYyM pedpam
COOTBETCTBYIOT ABa Hojgjepesa 1';, Koropble obo3HaunM 4epe3 1y m T, COOTBETCTBEH-
Ho. [TocTpoenne JepeBa ocTaHaBIMBAETCS, €CIM B MpoIecce MocTpoenus 1z, B pe3ybrare
aHaIM3a KOH(MIUKTA MOPOXKIAETCS BBIYUYEHHBIH JTU3BIOHKT, COCTOAIINNA M3 €IHHCTBEHHOIO
murepasa l(z,)Q1, rae [(z,+) — 910 MuTepas, Beibpannbiii Ha yposae @1. @parment gepesa
ONKMCAHHON KOH(MUI'YPAIUK MPUBEIEH HA pHC. 1.

YrBepxkaenue 2. llpou3BoabHOMY OIPOBEPKEHUIO HEBBIIOJIHUMOMK (hopmysibl C' 1o-
cpeactBoM anropurma CDCL 6e3 pectapToB MOXKHO HOCTABHTH B COOTBETCTBHE HEKOTOPOE
Jepeso 1'; onucannoit CTpyKTypHI.

3amernM, 4To gepeBo 1'; COOTBETCTBYET KOHKDETHOMY CIEHApHIO PabOTBHI aJarOpUT-
Ma CDCL 6e3 pecTapToB — B HpOIECCe €r0 BBINOIHEHHA AepeBo 1'; 0OXOAUTCA aaropuT-
mom DFS. Badurcupyem nopamox sepmun 1';, mpoitgennpix DES, n obo3HadnM JepeBo
¢ JaHHBIM nopsikoM T'5. OTmernm, 4To B JAepese 17 IPUCYTCTBYIOT TOJIBKO CUMBOJIBL TIepe-
MEHHBIX, TPUIUCAHHBIE BEPIIHHAM, CHMBOJ |, IPUINCAHHBIA TepMUHAJBHBIM BEPITHHAM,
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Puc. 1. @parment nepesa

CUMBOJIBI BBIOPAHHBIX JHTEPAJIOB, KOTOPbIe MPUIHUCAHBI JeBBIM PEOpaM HeTePMHHAJILHBIX
BEPIINH, U YHUCJIA, 33/Ia0IIHe TMOPSAI0K 00X0/1a BEPIIUH.

YrBepxkaenne 3. Ilycrs C'— neBbimonmaumasgs KH® u A — CDCL SAT-pemraresns, He
BbLIO/IHsOWMEE pecrapros. Toraa cymecrsyer gepeso 1'%, MCHOIB3Ysl KOTOPOE, MOKHO BePH-
unmposars nesbinommnmocts C' nerepvunnposannbiM anropurmom 3a pemsa O(|C|-[T7]).
Bce snucrbsa TAT B TAKOM CJIydae MOMedYeHbl CUMBOJIOM | .

Temepsb MpeaNoIOKAM, 9TO pentaTeshb A ua ocaose CDCL COBepITaeT B MPOIecce OMpo-
Bep:kerus C' PecTapThl, 8 TAKKe CTAHTAPTHBIE TTPONEIYPhl, TAKNE, KAK YUCTKA KOH(DIUKT-
HBIX 0a3.

ComoctaBuM KaxkjaoMy bparmMeHty padoTsl A MeXKJIy pecrapraMu ¢ HomMepamu d — 1
1 d J1epeBo OMMCAHHOTO THIIA, 0003HAYAeMOe depes (T}x) g (cauTaem, uro HaYATy PAbOTHI A
npejecTBoBas pecrapt ¢ HomepoM d = 0). Ilycts d* —HoMep pectapra, TOCTIe KOTOPOTo
HeBLINOJTHUMOCTH C' Oblj1a J0Ka3aHa. 1eM CaMbiM MbI CBSI3BIBAEM C IIPOIECCOM OIPOBEPZKE-
nust C' pemarenem A HEKOTODBIH J1ec F; = {(Tg)l, cee (TAT)d* }

Ormernm, 4To Jec F';, Tak xe Kak u jgepesbs 17, TAT, MOYKHO paccMaTpuBaTh KaK cep-
tudukar HeBbImoJIHIMOCTH C, TOCKOIBKY 7 3a1a6T KOHKPETHBI ClleHapHit pabOThI A na
dopwmyie C. OueBHIHO, 9TO pa3Mep BOZHUKAIOINIEH B 9TOM c/Iydae JIOMOJTHUTETbHOM HHEOD-
Manun (renepupyeMble A BEIydeHHbIe TH3BIOHKTH) orpammden noaunaomoM ot |C|-|F;|, nae
|F';| — cyMMapHOe 49uC/I0 JHCTbeB 10 BeeM jepesbam B F;. Takum obpaszom, F'j jmiib 3a-
JTaéT HEKOTOPYIO (DUKCHPOBAHHYIO TIOCIEI0BATEILHOCTE YPOBHEH PEIeHHsT, BCIO OCTATbHY O
nadopMaIyio BepudUIupyomuil aJrOpUTM BOCIIPON3BOAUT HA OCHOBe [';, momaBas aJro-
puTMY A YPOBHH PEIIeHHS B COOTBETCTBHE ¢ HOPsAKOM 7. Cireayionmil pakT HAIPIMYIO
cJeflyeT U3 aHajn3a CTPYKTYDPHI Jeca ;.

Teopema 1. Bemmuuna |F';| pasna unciay KOHQIUKTOB, KOTOPBIE HOPOXKIAET AJIIO-
put™m A, onposepras Hepbimoaaumyo KH® C.

3. IpeBoBuanbie cepTudUKaThl JOKA3aTEJIbLCTB HEBBIMIOJHUMOCTHI
Ha OCHOBe J1a3eek

CHoBa paccMoTpuM TpobaeMy JoKazaTeabcTBa HeBbimoaanMocTd KH® C wvax MmHOMXKe-
crBoM mepeMenubix X . Hamommum onpeenenue cuibaoit saseiiku [9]. B ero ocnose mexur
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MOHSTHE BCIIOMOTATETHHOTO TIOMMHOMUATIBHOTO aJiropuT™Ma (sub-solver B repmunosornn [9]).
Taxkoit ayiropur™, obo3HaYaeMblil Yepe3 P, uMeeT NOJUHOMUATBHYIO CJIOZKHOCTD U JIOJIZKEH
1o npou3zBostbHoil KH® C' 6o BHIATH KOPPEKTHBIN OTBET O BHITTOJHUMOCTH / HEBBITTOTHI-
moctu C', mubo orBeprayTh C' (Heompemeséunblit orser). [Ipocrefinmmm mpuMepoM TaKoro
AJITOPUTMA SIBJISETCS MTPABWIO € IHHHYHOTO JTU3BIOHKTA.

[IpousBosibHOE MHOKecTBO B C X Ha3zbIBaeTCs CUIbHOMN Jiazeiikoii 111 C' OTHOCUTETHHO
HOJITHOMUAJILHOTO ajiroput™a, P, ecin jjis j00oro Habopa [ 3HadeHunit mepeMeHHbx u3 B
(3 € {0,1}B)) anropurm P xoppekrno pemaer npobiemy suinomauvoctn KH® C[3/B],
nosydennyio u3 C' B pesyjbrare MOJCTaHOBKE B Heé Habopa [ (o6o3HavaeM JaHHBIH (akT
aepes C[5/B] € S(P)).

Crenyromiee HabroeHue [8] BHIMISLIUT BecbMa oueBUIHbIM. Ecin B — HEKOTOpast CHJIb-
Hasl Jia3eiika, TO UMeeT MeCTO BepxHsisl oneHka Ha Bpems permrenust SAT B ornomenun C:
poly(|C|) 28!, HeiictBuremnsho, 3a takoe spemsa SAT B ornomennn C' MoxKeT GbITH periena
3a cudt mepebopa Beex B € {0, 1HBl w mposepxu yenosus C[/B] € S(P). Takum o6pasom,
CUJIBHYIO JTa3efiKy B MOKHO CUHTATh CepTUMUKATOM JOKA3ATEIbCTBA.

Bo muOrmx 3amavax, ¢BA3aHHBIX CO CXeMaMW, H3BECTHBI CHJIbHBIE Ja3eHKU, pasMep KO-
TOPBIX MOZKET COCTABJ/ISTH JOJIM HPOIEHTA OT OOIIEro 4ucja nepeMenunix B popmyste. Pac-
CMOTPHM, HAIIPUMED, TPOBIEMY J0KA3aTeIhCTBA SKBUBATEHTHOCTH IBYX OyJieBbix cxem [13]
(Logical Equivalence Checking, LEC). B naunoii 3ajade paccMaTpuBaioTcs JBe CXeMbl U3
(YHKITHOHAIBHBIX JIEMEHTOB HEKOTOPOro HOJHOTO Gasmca (OyseBbl cxembl) Sy U Sy, 3a-
natomue bynkmun f : {0,1}" — {0,1}" u g : {0,1}" — {0,1}™; Tpebyercsa moka3arh
U/ OLPOBEPIHYTDH HPEANOJIOKEHNEe, 9TO f U g HA CAMOM JieJie sIBJISIOTCS OJIHOM 1 TOI ke
dbyuxmueit (f = g). 3BecTHO, 9TO JAHHYIO 33Ja4y MOXKHO 3a JHHEHHOe OT YHCJIA Y3J0B
B cxemax Sy u Sy Bpems csectn K SAT B ornomennn cnenmanbuoit KHO Cray: cxembr ax-
BHBAJICHTHBI (TO €CTh 33/Ia10T OJHY U Ty 2Ke (DYHKIUIO) TOTAA U TOJBKO TOraa, Korma Clra,
aesbinosianMa. KHO C~, crpoutces mo cxemam Sy, .S, (BBIXOABI KOTOPHIX 00beIHHSIIOTCH
CIEIUATBHBIM (DYHKIIMOHATBHBIM GJI0KOM — «MaiiTepomy (miter) [13]) mpu momornu mpeo6-
pazosanuii [leiiruna [14]. OcHoBbIBasCh Ha CBORCTBAX ITUX MPeobpa30BaHUIl, HECTOKHO M0~
Ka3aTh, 970 C'f~4 IMeeT CHIILHYIO Ja3eiiKy OTHOCHTEIHHO PABIIA e THHIIHOTO U3 BIOHKTA,
COCTOATIYIO M3 N IepPeMeHHbBIX, — TaKasd Jia3eiika obpa3oBaHa MepeMeHHbIMU, TPUIUCAHHbI-
Mu BxojaM cxeMm Sy, Sy, Hampumep, 171d 3a1aun IPpOBePKU SKBHBaJICHTHOCTH JIBYX CXeM,
pPeaTU3yIONNX PA3JIUYHbIE AJTOPUTMbBI YMHOKEHUs Tapbl 16-OMTHBIX HATYPAJIHHBIX YUCET,
JaHHAs Jla3efiKa COCTOUT U3 32 IepeMeHHBIX, TOr4a KakK obiree 4uc/io nepeMeHHBIX B Clray
cocrapister 9861, ecim paccMaTpUBAETCA 3313492 SKBUBAJIEHTHOCTH aIropuTMOB « CTOIONK »
u «Jekomno3unus Kapaiyonry Ha TPOM3BOJIBHBIX TTapax 16-0uTHBIX dncesi. Takum obpazom,
HEBBIIOTHUMOCTD C o~y MOZKET OBITH JOKa3aHa 3a 23% npuMeHeHu ! MOIMHOMUATBHOTO AJITo-
pur™a P (B poam Kotoporo Beictymaer UP) x dopmynam suga C' [3/B], 5 € {0,1}3%

Bamerum, 9ro OyJes runepky6 {0, 1}" Mozxer ObITh HPEJICTABICH B BUJIE MOJTHOIO 3aBeD-
ménHoro bunapuoro gepesa 1™, cocrosmiero u3 2" myTeil — KaXKIblil MyTh COOTBETCTBYET
KOHKpeTHOMY BekTopy n3 {0, 1}". KopHIo 1 BHYTpPEHHIUM y3J1aM TaKoOTO JePeBa MOYKHO CO-
OCTABUTH OyJIEeBBI IIepeMeHHble, & JUCTbAM — 3HAUeHHs MPOW3BOJIbHON OyIeBOil DyHKINH,
onpeneénnoit Berogy ma {0, 1} Ilyers X™® = {zy,...,2,} — IepeMenHbIe, IPUIUCAHHBIE
Bxogam cxem Sy, S,. Conocrasum X™ siepeso T™, upesicrasisioniee runepky6 {0,1}". Ce-
MaHTHKY TePMUHAJIBHBIX BepinH (ucrbeB) 1™ onpenenum ciegyrommm obpazom. Kaxkmo-
MY TIyTH U3 KOPHS B JiCT 1™ COOTBETCTBYET KOHKPETHBI HAbop 3Hadenuii a = (ay, ..., ay,)
nepeMeHHBIX 13 X '™, KOTOPBIii ecTecTBeHHBIM 00pa3oM 3a1aeT Habop JUTepaos o5, . . ., ron
(3mech u gastee 27 = xmpu 0 = 1 u 2% = —x upu o = 0 [15]). K gannomy Habopy JUTEpaIon
1 KH® C}~, npumensercsa npasmwio exnnndnoro an3wionkra (UP). U3 cBoitcts mpeobpa-
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3oBanmit LefiTuna cienyet, 9To cxeMbl Sy U S, 3KBUBAJCHTHBI TOTa U TOJLKO TOLJa, KOT1a
JIIs Kaxkioit BeTrBu jepesa 1" nupumenenne UP kK cooTBeTcTByIONEMy HabDOPY JIMTEPAJIOB
1 KHO® C~y naér kondamkr. CooTBETCTBYIONMIT TUCT JepeBa B 3TOM CIydae MoMedaeTcs
cuMmBosioM L. Takum obpazom, gepeo 1™ ¢ IUCTbAMU, HOMEUEHHBIME CUMBOJIOM |, MOXKHO
paccMaTpuBaTh Kak ceprudukar HeppinoJauMocTd KH® Cf,y, aHagoru4dublil B KOHIENTY-
AJIBHOM CMBICJIE PACCMOTPEHHBIM JiepeBbsiM Tuna Fy (A —anmropurm DPLL).

[Iycte C' — npoussosibnas webinoganMas KH®P nmax mepemenunivun X. Paccmorpum

npomsBoabHOe MHOKecTBo B C X m mpencrasum runepky6 {0, 1}Bl B Bune nepesa T°,
s = |B|, kak omucano Beimte. Ilycts 8 = (01, ..., fs) — npousBosbHblit Habop u3 {0,1}° u
2, P — MHOKecTBO JMTepaIoB Haj B, cooTsercTyomee Habopy (. Ecian npuvene-

aue npasuiaa UP k KH® xfl A A xf A C' mopoxjgaerT KOH(MIUKT, TO JUCT JaepeBa 1%,
COOTBETCTBYIONUI 1yTu [, CTAHOBUTCS TEPMUHAJBHON BEPIIMHON W mojydaer Merky L.
Ecyim ke npumenenune UP k KH® :U’fl A+ AP AC ne BoIBOIUT KOHIUKT, TO TPUMEHSIEM
K xf "A- - AzB AC anropurm CDCL, crienapuii paboThi KOTOPOTO TIpe/cTaB/sgercs jecom Fy.
Takum ob6pa3oM, MOKHO CKa3aTh, YTO K KazKJIOi BeplInHe JepeBa 1'°, He MOMeYeHHOU CHM-
BoJioM |, «mpukienBaercs» (IPU MOMOIIM BCIOMOTATENBHBIX HEIIOMEUEHHBIX PEGep) Jiec
Buna 7, omucsiBaromuii pabory asropurma CDCL A na coorsercrByoieit KHD suja
xf YA AaPs A C. Tlomyuennoe B pesynbrate sepeso (BoobIie ToBOpsi, He OHHAPHOE) 060-
sHaumM "epes Fp 5. Ecom jyia €' nveeTcst HEKOTOPOE JIOKA3aTEIbCTBO HA OCHOBE CHIIBHOM
Ja3efiKu, MpeCTABIEHHOe JIePeBOM ¢ 2" JTHCThAMHU (JJisi HEKOTOPOTO 1) — HAIPUMED, €C-
m C komupyer nekoropylo LEC samauy u n = |X™|, T0 oueBumHbI MHTEpeC BHI3BIBACT
BOLIPOC CYIIECTBOBAHUSL JiepeBa Buja Fp 7, 1uCII0 JIMCTHEB KOTOPOTO CYHIECTBEHHO MEHbIle
gem 2". Ecan Takoe 1epeBo CyIecTByer, TO MOKHO TOBOPHUTD, 9T0 C' UMeeT 10Ka3aTe/TbCTBO
HEBBITIOJTHUMOCTH, KoTopoe sdbderTnsHee Meroga rpy6oii cuibl (brute force). B srom ciy-
Jae TaKKe MOKHO cUMTaTh B, obecrneduBaloniee JaHHOe CBOMCTBO, HEKOTOPBIM BapHAHTOM
Ja3efiKu — Takue Jaseidku nccaenosauch B (10, 16].

4. JIpeBOBUOHBIE NIPEACTABIEHNS KpUNTOrpadpnIecKmx aTak
Ha OCHOBE NHBEPCHBIX Jla3eeK

Haxkomnern, mepenecéMm maero OIEHHBATH TPYIHOCTH JI0KA3aTeJbCTB Uepe3 pa3Mep jepe-
BbEB OIMCAHHOIO BHIA Ha OIEHKM TPYIHOCTH aTakK Ha KpUITorpadudeckue (PYHKIUHE C HC-
nosb3oBanneM SAT-pemareseii. 3a oTIpaBHYIO TOYKY BO3BMEM IIOHITHE HHBEPCHOI Ja3eii-
ku (Inverse Backdoor Set, IBS) [11]. Hamomumwv kourekcr mpobiemsr. PacemarpuBaercs 3a-
nada obpamenust ynknuu f 1 {0, 1} — {0, 1}™, 3a1aHHON HEKOTOPHIM U3BECTHBIM OBICT-
pbIM anroput™MoM A (HampuMep, reHepaTopOM KJIIOYeBOTO IOTOKA): H3BecTeH 7 € Range f,
Tpebyercst maiitu takoit a € {0,1}", uro f(a) = 7. Oguum w3 caegacTBuit Teopemnr Ky-
Ka — JleBuna [17| sBasercs ToT dakt, UTO MO TEKCTy Af M THCIY N MOKHO 3 dHEKTHBHO
IOCTPOUTH cXeMy Sy U3 (DYHKIMOHAJBHBIX 3/JEMEHTOB HaJ, IPOU3BOJIBHBIM IIOJHBIM 0a3H-
com, 3amamorntyo ¢yuknuo f. [lo mannoit cxeme mpu momomntn mpeobpaszosanuit [leiituna
spdexrusno crpourca KHP C, naseiBaemas ganee mabiaonnoit KH® dbymkuun f [18].
Eciu B Cf mopcrasuts (B cMbicae [19]) maGop v € Range f, to monydennag KHO Cy(v)
OyJeT BBIIOJHUMOM, U €CJIU YIACTCS HANUTH BBINOJHAIONINN €€ HAOOp, TO OyaeT HaiigeH H
a € {0,1}" : f(a) = ~. C mpyroii cropoust, npumenenune UP k npoussosbhoit KH® Buna
oA Axr ACy (X™ = {z1,...,2,} — UepeMeHHbIE, TPUIHCAHHbIE BXOJLY cXeMmbl Sp,
a = (ai,...,q,) —uaponssoabnoe cjaoBo u3 {0,1}") naér GeckoHMINKTHLINA BBIBOJ BCEX
nepemenuslx B Cf, B TOM dncie BeiBoj Habopa 7 @ f(a) = 7. Ilycrs X — mHOXKeCTBO Hepe-
menubix B KH® C| pacemorpum npoussoiabioe B C X. [las dbukcuposansoro o € {0, 1}"
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0bo3HaYNM uepes [, HabOp 3HAUEHU epeMeHHBIX U3 B, MoJyuYeHHbI B pe3yIbTaTe TpuMe-
uwernst UP k KH® 27" A--- Axom A Cr. Hazosém [, HabOpOM, NHIYyIHPOBAHHBIM BXOIOM (.

B [11] npeayioxken cienytomuii ciienapuii moucka mpoobpasoB st TPON3BOJIHHON Dy HK-
nun f, 3aganHoit cxemoit Sy. Samaaum Ha {0, 1}" paBHOMepPHOe pacipe/eeHne 0 IycTh o —
IPOU3BOJIBHBI BeKTODP, BHIOpaHHBIH u3 {0, 1} B COOTBETCTBUE ¢ ITUM PACIPETETCHHEM.
g xoukperHoro B C X paccMOTpPUM HHIYIIMPOBAHHBIN o HAOOP [, 3HAUEHUN HmepeMeH-
HbIX U3 B u mabop v, = f(«). [oxcrasum v, u f, B Cf, obozunauum noayvennyio KHD
aepe3 Cr(Va, Ba) 1 upumennm K Cr (Y, Ba) SAT-permaress A na ocnose aaropurma CDCL.
Ouesuano, uro KH® Cf(7,, f,) BomorHuMa. 3agaanM HekoTopoe ¢ > 0 I ompeeinM Be-
maanny gy : {0,1}" — {0,1}, koropas pasna 1, ecan A mamén Habop, BBIIOTHAIONITI
C¢(Vas Ba) 3a BpeMms < t, B IpoTUBHOM ciydae mostoxkuM Ep (o) = 0. Torma momo Takux
a € {0,1}", maa xoropsix p(@) = 1, MOXKHO PACCMATPUBATL KAaK BEPOSTHOCTDL YCIIE-
xa B Kcrnepumente bepry/uin, 0603HaYaeMyI0 Yepes3 p, U OIEHUBATH JAHHYIO BEPOITHOCTH
c Jiroboit Hamepé s 3aannoit ToUHOCTHIO, ucnoab3ysd meron Monrte-Kapso. Muoxkectso B
C KOHKDETHBIM 3HAYEHHEM BEDOSTHOCTH p HA3BIBAETCS WHBEPCHOH Jiazeiikoit (IBS) ¢ na-

pamerpamu s = |B|,p,t. B [11] onucana araka Ha f, KOTOpas aHAJIU3UPYET T BHIXOJIOB
vt .0, 9" dyHkmum f, IOCTPOEHHBIX 110 BBIOMPAEMBIM CAyYaliHO U HE3aBHCHMO BXOAAM
al, ..., a". Ecam norpe6oBaTh, 9TOOB BEPOATHOCTL OGPATUTEL XOTS ObI OTUH U3 I' 9THX BbI-

x0710B Oblna Gostbite 95 %, To BpeMmsi BbITIOJNHeHHs] Takoil ataku coctasur 2° - ¢ - [3/p].
Bpewms t B 11| u3mepssioch B ceKyHIaX, 94TO, BOOOIIE TOBODS, HE BIOJIHE YIATHO, €CJIU PAC-
CMATPUBAThH BHITIOTHEHNE ATaKN HA PA3JTHYHBIX IO MPOU3BOIUTETLHOCTH BRITUCTUTETHHBIX
nnardopmax. [IpepcraBum araku na ocnose IBS jipeBoBuiHBIME CTPYKTYPAMU OIMUCAHHOTO
BBIIIIE BHJIA.

Paccmarpusaem 3agady obpamenns dynkmun f: {0,1}" — {0,1}™. Ilycrs Cf — mab-
aonnag KH® dynknun f; X — muoxkectso nepemennbelx B C'y; 7 — IPOU3BOJIbHOE 3HAYe-

e f. Pacemorpum mpomssosbHoe B C X (nmosmoxkum B = {xy,...,xz,}). Ipeacrasum
runepky6 {0,1}5 B Buge mepesa 7°, s = |B|. C xaxmoii BerBbIo Oepesa 1°, KoTopasd
cooTBeTcTBYeT KoHKperHomy Habopy € {0,1}°, 8 = (B, ..., B;), ceaxem qec Fj, unrep-

nperupyromuii pabory CDCL-pemarena A ma popmyste :cfl A+ AabB AC (7). Anropurm A
OCTAaHABJIMBAET PabOTY, KAK TOJBKO JOKA3BIBAET HEBBIIIOJHIMOCTD COOTBETCTBYIOMIEH hop-
MYJIBl BHJIA a:lfl Ao AN xPs N Cp(y) 6o maxomuT BbImOJHsONME €8 HaGop. OrpaHudnm
Teleph MHOXKECTBO BeTBell jeca F'; nas xaxkaoit dbopmysaer xy!t A -+ A :L‘fs A C(v) nep-
Bpivu ¢ BerBamu. [lomywennoe gepeso obosnaunm vepes 1y i ;. Ilycrs m — npoussonbHbiit
nyTh B JepeBe TB7 At N3 ommcanus CTPYKTYPHI TB7 Ay CTIEIYeT, 9TO T 3a7aeT HEKOTOpoe
MHOKeCTBO nepemennbix X™ = {x7,..., 77} u MHOKeCTBO juTepa/ion Hajg X7, obozHada-
emoe L™ = [f,... [T, Takoe, uro mpumenenne UP x [T A -« AT A Cy(y) mubo BbiBOAUT
KOHMAUKT (B 3TOM CJaydvae JIUCT, 3aBepriatonuii 7, noaydaer Metky L), 1mbo maér BIBOJ
Habopa, somosHgamero Cr(7y). Ilocaennuit dpakT coorBeTCTBYeT pelneHuio 3aaadu obpa-
IMeHns paccMaTpuBaemoro v € Range f, u aucty, 3aBepliaonieMy TaKoi MyTh, TPUCBOUM
MEeTKY +.

Crienyrtoree yTBepKIeHIE ABJISIETCS, IO CYyTH, nepedOopMyIHPOBKONl OCHOBHOTO Teope-

THYeCKOTO pe3ysbrata [11] Ha sI3biKe JepeBheB, BBEJEHHBIX B HACTOMAIIE pabore.

Teopema 2. Ilycro B — unBepchas Ja3eiika ¢ mapamerpavu p, s,t u 7 € Range f —
3HaveHue f, moJydeHHoe Jyist Bxoga «, Beiopansoro u3 {0, 1}" B cooTBeTcTBHE ¢ PAaBHO-
MEpHBIM pacupejesienneM. Toraa BepOsSTHOCTb TOrO, 1T JiepeBo Tp 5, MOCTPOCHHOE JIIst
KH® C{(y), comepKur myTh 7, IICT KOTOPOT'O HMEET METKY -+, DABHA p.
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3aMeTnM, 4TO MPEeANIeCTBYONHE TeopeMe 2 TTOCTPOCHU, a TaKKe TeopeMa 1 03HAYaIoT,

B YACTHOCTH, 9YTO BpeMs t B aTakax Ha OCHOBE HHBEPCHBIX JIa3eeK yI00HO U3MEPSTh B THCJIE
KOH(PINKTOB, KOTOpbIe Topoxkaaer ocaoBauublit Ha CDCL pemarenb A.
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O CTOMKOCTH KJIFOYEBBIX XEIII-®YHKIII, OCHOBAHHBIX
HA T'OCT 34.11-2018 («CTPUBOI'»), K ATAKAM HA KJIIOY

A. M. Ceprees, B. A. Kupoxun

Beckutouenas xern-dyukums TOCT 34.11-2018 («Crpubors ) sipisiercsi OCHOBOH MHO-
MUX KJIIOYEBBIX KpUnToagroputmos, Bkaodas HMAC-Crputor u Crpubor-K. C wuc-
MOJIB30BAHUEM JIOKA3ATEJBHOTO MTOAX0a K ODOCHOBAHUIO CTOWKOCTH sl MOCTIETHIX
MOJTYIEHBI OTIEHKHU CBEPXY HA BEPOSITHOCTH BOCCTAHOBJICHNS CEKPETHOTo Kioda. [Ipe-
JIOXKEH crocob mpeobpaszoBamnus xer-pyaknun «CTpubors B KIIOUYEBOH KPHUIITOAITO-
puTM 1O cxeme «CaHABHY» (ycaoBHO HazbiBaemblii Ctpubor-C) 6e3 BHECEHMS M3MeHe-
Huii B camy xeri-yuaknuo. Ctpubdor-C saBisiercs: CTORKON MceBAOCayIaiiHoi (hyHKITH-
eil ¥ CTOMKUM aJIrOPUTMOM UMUTO3AIIUTEL. B otauune ot asnropurmos HMAC-Crpubor
u Crpubor-K, npu 1r060Mm 06bEéMe 06pabdaTbiBAEMOr0 MaTeprUaia eIMHCTBEHHBIM METO-
JTIOM OTIPesleNIeHrs CeKPeTHOTo Kiaroda aaropurma Ctpubor-C Gymer ToTambHOE OMPo-
HoBaHme B TIPEAMONIOKEHIH, 9TO AHAJOTHIHOE YTBEPKICHUE BEPHO s PYHKITAN C7Ka-
TS, UTEPATUBHO TPUMEHAEMON BHYTPU XeI-(DyHKITAN.

Kirouesbie ciaoBa: Cmpuboz, HMAC, doxasyemasn cmotikocms.

Xerm-pyukrust FOCT 34.11-2018 («Crpubors ) moctTpoeHa ¢ UCIOIb30BaHUEM MOUMU-
nupoBannoit cxembl Mepkia — lamrapaa. Xemupyemoe coobiienue M IOMOTHAETCA CTPO-
Kol 10..0 u pazbuBaercst ua [ 670k0oB my||...||m; mo n = 512 6ur. Ucxoanoe cocrosinue
xer-pyHKIUU paBHO N-OuTHON KoucTanTe [V. OyHKIMA CXKATUSA g UTEPATUBHO ITPUMEHSI-
ercs K OJIOKY COODIIeHust W Tpe bl AyIeMy cocTosinnio. Ha 3aBepriatoriem srare oOpaboTku
g MpUMeHseTCs ellé JIBa pa3a — K COCTOSHUIO «IOMEITUBAIOTCS» OUTOBAs JIJIMHA COODIIIe-
ausi L u KoutposbHas cymma sum(M|[[10..0) = (my B...BHm,;) Bcex 610K0B M0 MOIYIO 2",

Xenr-pyukims «Ctpubors CyKuUT OCHOBO Jijist Psijia KJIIOYEBBIX KPUITOAJITOPUTMOB,
cpean koropsix HMAC-Crputor [1] u Crpubor-K [2]. 9tu anropurMel He BHOCAT KaKHX-
b0 u3MeHeHui B Xem-QyHKIUIO H, a TOJIbKO TOATOTaBINBAIOT BXOIHbIE TaHHBIE:

HMAC-CrpuGor(K, M) = H ((K & opad)||H(K @ ipad||M)), ipad # opad,
Crpubor-K(K, M) = H(K||M),

k-6urnblit kaou K jionosHsercs mpu nHeobxoaumocTu ysiamu g0 n our: K = (K|[0...0).

B [2] ¢ ucnonb3zoBammeMm JoKazaTesbHOro moaxoga |3| k obocHoBaHMIO CTOHKOCTH 33
CUIET CBEJIEHUS K HEKOTOPHIM CBOHCTBaM (DYHKIHMH C:KATUs Mokazano, 941o Crpubor-K u
HMAC-Crpubor sistorcst croiikumu ncesaocaydaiineivu dyukimusvu (PRF) u, cienosa-
TEJbHO, CTORKUMHU CXEeMAMH UMUTO3AIMUTHL. [10700HbIe YTBEPAKIeHUS O CTORKOCTH BEPHBI
JIAIIH B YCJIOBUSX OMPAHUYEHUN Ha 00BEM MaTepuasa, 00pabaThIBAEMOTO Ha OJHOM KII0Ue.

[IpeBbinieHne 3THX OrpaHUIEHNIT HE TIO3BOJISIET TOBOPUTH 00 OTCYTCTBUU aTaK, 0013 at0-
X BBICOKOI BEPOSITHOCTHIO ycIexa. ATaku, HAPaBIeHHbIE HA BCKPBITHE CEKPETHOTO KJTIO-
Ja, ABJIAIOTCS [IPU ITOM HamboJIee ONaACHBIMU. Jlisd yIIOMAHYTHIX KJIIOUEBBIX Xenl-(DyHKIni
TaKie aTaKd CYIIECTBYIOT [4], HX CI0KHOCTH cocTaB/IgeT mopsaaka 2"/5 omepammii mpu co-
OCTABUMOM 00DbEMe MaTepHaJia, YTO ABISeTCs BepXHell OIeHKOH CTOMKOCTH.

B macrosmeit pabore mosrydena HUKHsIsSI OIEHKA — IIPH HAJIEKHOCTH, OJTU3KOM K €/ InHI-
e, U MPOU3BOJIHLHOM O0bEME MaTepuasa He CYIEeCTBYET METO0B BOCCTAHOB/IEHUS K/II0Ua
o CI0KHOCTBIO Menee 2°/2 onepamuii, k < n.

Pesynbrar nmoayden 3a caér ciaemyiomiero nabsonenus. «llogmenuanues KOHTPOJBLHOI
CYMMBI B mporiecce (bUHATH3AMUE TPUBOIUT K MOSBICHUIO TAK HA3BIBAEMBIX «CBSI3aHHBIX
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kaoueity. Tak, y anropurma Ctpubor-K mpu mepBom BbI30Be g paKTUUecKn 00padaThIBa-
ercs cam kmiod K, a npn nocaeanem — (K Bmy B ... Bmy), tae my, ..., m; BuGuparoTcs
nporuBHuKOM. V13-3a aBoitHOrO Xermmmuposanus B cxeme HMAC cBazannbie kiaoan y HMAC-
Ctpubor BOSHUKAIOT COOTBETCTBEHHO YeThIPe pa3a, MIPU ITOM CBA3b 33Ja8TCd KOMIIO3UIIHEH
onepanuii «®» u «H». YKazaHHble 0COOEHHOCTH MOTHBHPYIOT HOTPeOOBATH OT g CTOMKO-
CTH K aTaKaM CO CBSI3aHHBIMU KJIOUYAMH, UTO SIBISIETCS JOCTATOTHBIM YCJIOBHEM CTOWKOCTH
KJIIOYEeBOI Xel-(DyHKIIUH.

Omupenenenne 1. KonnuecTBeHHON XapaKTEePUCTUKOH YCIENTHOCTH NpOTHBHUKA A
B Mozesn KR-RK A, (Key Recovery under Related Key Attack) s xiarodeBoro Kpwuir-
roaaroput™ma F : K X X — Y Ha30BéM BepOATHOCTH BOCCTAHOBJIECHUS UCTUHHOTO KJIIO4a <

rje «*» — HEKOTopas u-apHas oneparus zHa K. 3ampoc npoTuBHUKA COCTOUT U3 3HAYCHUS
x € X u cBasu no xmody » € K¥ ! Pecypchl TpOTHBHEKA: ¢ BHIYHCIATEIBHBIX OTEPAIHif;
¢ 3aIPOCOB K OpaKyJ/y; He OoJiee [ OJIOKOB 110 . OUT B TEKCTE .

Mogesns KR (Key Recovery) onpejensiercst kKak Mojienb K R-RK A, npu yHAPHOR TOXK-
JIECTBEHHON OMEPAINH B KAYECTBE <.

B orcyrereue cnenmududaeckux ya3BuMOCTed Adv?R'RKA* (t,q)
CTHYECKH 3HAYCHHEM t - ¢ - 2%, KOTOpoe COOTBETCTBYeT BePOATHOCTH yTaAbIBAHUA XOTH OBI
OJIHOTO M3 ¢ CBA3AHHBIX KJIIOYeil 3a t onepanuii. B To ke BpeMa Advé{R(t, q) St-27"

MOZKHO OLICHHUTDL 3BPH-

Teopema 1. BepogTHOCTb ycmexa NIPOTHBHHKA, BOCCTAHABIMBAIOINIETO CEKPETHBIM
k049 kpunroaaropurma Crputor-K (mim HMAC-Crpubor), orpanndera 3HAYCHUSIMHA

t
AV gorc(t,0,1) < Advy RS (¢ g 4 1) £ 30,
KR-RK Ago th
Adleﬂ\]}AC—CTpI/IGOF (ta q, l) Ad o (t,7 2+ QQ) 2 t =t+ O(q l)

WHuTepec mpeicTaBiasgeT MocTpoeHne KIOUEBOH Xenl-byHKINH, I KOTOPOW JIyUIITHM
METOJIOM OIIpejiesieHus KJ04a ObLI0 Obl TOTaJbHOE OLPODOBaHMeE, T.€. 00ecleYnBaJiach Obl
k-Outnasi croiikocTh. BHecenne m3MeHEHHIT HEMOCPEJICTBEHHO B AJCOPUTM XEITHPOBAHUS
PU STOM TMPEJICTABISIETCA Heleeco00pa3HbIM B CUJIY TOTO, 9TO TMOCIEIHUN TTHPOKO Pac-
IPOCTPaHEH U 3aUKCHPOBAH COOTBETCTBYONIUM TOCYIAPCTBEHHBIM CTaHIAPTOM.

[Ipenmaraercss mpuCOeTUHATH K XEIHPYEMOMY TEKCTY CIelUaIbHBINA OJOK X, OOHYJII0-
muil B KOHTPOJIbHON cymme 3nadenue (my B ... Hm;). Torma npu nocrennem BeI30Be g 00-
pabaTbiBaeTCsl TOABKO caM Kitod K . [TojyduBInasics KOHCTPYKIIHS CX07Ka CO CXeMOfi «CIH/I-
BUd» [5| (k1109 B HAawase U K09 B KOHIIE), YCIOBHO Ha30BEéM eé «Crpubor-Cy:

Crpubor-C(K, M) = H(K||M||%),
% = 54|85 = Isb,(3)]|msb,_, (2),
S B sum(M|[10..0) = 0.

3nech p— mmana crpokn 10..0 (0 < p < n), a Isb,(X) (coorercrsenno msb, (X)) osmadaor
x wrammux (crapmux) 6uT B GJ0Ke 3. Crnyuail, Korga JInHa TONOJHEHUA DaBHA JITHHE
6s10ka (p = 1), TAKIKe ONUCHIBAETCS IPEICTABICHHOI (hopMyioii, X = Isb, (3) = .

N3 PRF-croiikocrn anropurma Ctpubor-K wenocpencrsenno ciaeayer, aro Ctpudor-C
TaKKe SBJIAeTCA CTOMKOM IceBocaydaiinoit pyHKueil 1 cTORKUM aJropuTMOM HMHUTO3a-

MU TDI:
Adv25£160r—c(t7 4, l) < Adv25§H6or—K (t/7 q, ! + 1)
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Teopema 2. BepodTHOCTHL ycmexa NPOTHBHUKA, BOCCTAHABIUBAIONIETO CEKPETHBIM
k04 Kpunroaaropurma Ctpubor-C, orpanmdena 3Ha9eHreM

t

AdvER sorc(t q,l) < AdvE (', g+ 1) £ o

st o6paboTku coobienud ¢ iauHoi meree n o6ut aaropurMmaM Crpubor-K, Ctpubor-C,
HMAC-Crpubor-256 1 HMAC-Crpubor-512 norpedyercs coorBercTBeHHO 4, 5, 8 1 9 BBI3O-
BOB (DYHKITUU g, UTO TOBOPHUT O CPABHUTEILHO BBICOKON BBIUYHCIUTEIbHOM YD (DeKTUBHOCTH
IPEIJIOKEHHOIO KPHIITOAJITOPUTMA.

[TporpaMMHbBIe pean3anii aHAJIH3NPYEMbIX KPHIITOAITOPHTMOB TIPE/ICTABIEHB! B [6].
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O CTONKOCTU 'OMOMOP®HON KPUIITOCUCTEMEI
JOMUHI'O-®EPPEPA ITPOTUB ATAKUA
TOJIBKO TIO IMIN®PTEKCTAM!

A.B. Tpenauena

[Mpennaraerca anann3 KPUITOCTONKOCTH TOMOMOPMHON KpumrocucTteMbl J[oMuHTO-
Qeppepa TPOTUB aTaKW TOJBKO MO MudPTEKCTAM. IDTa KPUITOCUCTEMA JAET XOPO-
it KOHTPIPUMEDP K TUMOoTe3e 00 YKBUBAJICHTHOCTH &TAKK TOJBKO IO ITU(PPTEKCTAM
U aTaK¥ C U3BECTHBIMU OTKPBITHIMU TEKCTAMU HA KPUITOCUCTEMbI, TOMOMOP(MHBIE HAJI
KOJIBIIOM BBIYETOB 110 MOJYJIIO TPYAHOMAKTOPUIYEMOr0 9UC/Ia.

KiroueBbie ciaoBa: 20mMomopditoe wudposarue, amaka e 0CHO8E MOALKO Wudpmer-
cma, KpunmoaHaus, daxmopusayua, xpunmocucmema Jlomunzo-DPeppepa.

BBenenue

Nzyuenne roMOMOPGHBIX KPUIITOCUCTEM aKTYAJIbHO B CBA3U C IIPUJIOKEHUSAME B 00J1a4-
HBIX BBIYUCJICHUAX, B KOTOPbIX HeO6XO,ZLI/IMO O6eCHe"H/ITb CJIOKeHEe U YMHOZXKEHHe ]HI/ICpreK—
CTOB Tak, 4TOOBI paciiudpoBaHue ObLIO0 rOMOMOPEMU3MOM IHIN(MPTEKCTOB HA KOJIbIIO BbIYe-
ToB [1].

! Pabora BomonHeHa npu GHHAHCOBOH mopaep:KKe mporpaMMer «I'pantsr UB MTYCH» ma 2022T., mpo-
ekt Ne49/21-k 1o morosopy 40469-49/2021-k.
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VnTepecHbIM HampaBJe€HHEM B 3TOH OOJACTH ABJAETCS TOCTPOEHUE TOMOMOPQHBIX
KPHUNTOCHCTEM, CTOMKOCTD KOTOPBIX OMUpaeTcs Ha 3ajady dbakropusanun dncen |2]. TIpes-
JIOZKEHO HECKOJIbKO TaKMX KPHUITOCHUCTEM, B KOTOPHIX MHOYKECTBOM OTKDPBITBIX TEKCTOB SIB-
asiercs Ly, tae n— rpyanodakropusyemoe auciao (RSA-moaynb). MHOrme U3 yIOMSIHYTHIX
KPHUIITOCUCTEM OKA3aJUCh HECTOHKHU K aTaKe ¢ U3BECTHBIMU OTKPBITBIMU TEKCTAMU, B CBSI3H
C YeM BO3HUK BOIPOC: MOXKET JU KaKas-TO U3 ITUX KPUITOCUCTEM, TeM He MeHee, ObITh
cTOMKON K arake TosibkO 1o mmdprekcram (anra. COA) u B kakom ciaygae? Vium, apyru-
MU CJIOBaMHM, SKBUBAJEHTHA JIN aTaka Mo mndpTeKcTaM aTake ¢ N3BeCTHBIMH OTKDPBITBIMH
TeKCTaMH [JIs YIOMSHYTBIX KpuntocucreM?! B ciyduae oTpuiiaresbHONO OTBETA HA STOT BO-
IpPOC JOCTATOYHO OJIHOTO ITPUMepa KPUIITOCHCTEMBI TAKOTO THHA, JJIs KOTOPOW 3TU aTaKH
He SKBHBAJECHTHBI [3].

B pabore [4] npeacraBiena cumMerprudHast aaredbpandecku romoMopdHasi KpUIITOCHCTe-
Ma, KOTOpyio Oyaem HazeiBaTh DF96. CTOfKOCTH 9TO# KpUNITOCHCTEMBI TPOAHATU3UPOBAHA
JJIST CJTydast aTakd ¢ W3BECTHBIMH OTKPBITBIMHU TekcTamiu |5, 6], oqrako anamnsa eé croitko-
CTH MPOTHUB aTaKW TOJbKO MO mMudpTeKcTaM TPOBeIeHO He OBLIO.

1. Onucanmne KpunrocucreMbr DF96

Bynem obosnadarb Kak s & s caydafiHblii BBIOOpD 3JIEMEHTa S W3 MHOXKeCTBa S 110
paBHOMEpHOMY pacnpesenenuto. [lycts n = pq, tae p u ¢ — npocreie ducia, p < ¢. Ipo-
CTPAHCTBO OTKPBITHIX TEKCTOB KpunrocucreMbl DF96 — Z,,, npocTpancTBo mudpreKcToB —
Zyp|x) X Zy[7], a mpocTpancTBo Kmodeit K — Zy X Z;. AIrOpaTMBI reHepanun Kiodeii, mud-
poBaHus U paciindpoBaHus TPUBEJICHBI Ha puc. 1.

KeyGenpggs (1) Encryptprog.qa(m. (rp,7q))
g . = _—
15 7, & z 1. dos ?CCX? 2,....d—1
) L — 2: a; +— L,
2: f'q — Zq ) 3 Z ()
3: BepuyTb (r,.7,) 3 aq < Ln\{0}

4 ay = (m— Z‘::Q a;) (mod n)

50 a(r) =aq-z8+ ...+ a; -z € Z,|7]
6: m(z) = [a(r, - )] (mod p)

7. p(x) = [a(ry - x)] (mod q)

8: Bepuytb (7(2). p(x))

Decryptprs.o((7(2), p(x)). (rp.74))
L ap(z) =7(r;" - z)

2 a,(z) = p(r;' - x)

3: my = [ay(1)] (mod p)

4: my = [a,(1)] (mod gq)

1

5. Bepuytb muq(q~" (mod p)) + myp(p~" (mod q))

Puc. 1. Anropurmbr kpunrocucrembl DF96

Cioxkenne u VYMHOKEHHE HII/I(i)pTeKCTOB OCYIIECTBJIAIOTCA IIOKOOPDAMHATHO:

Co =C10C = (771 O T2, P1 OPQ)'

[Ipu ymHOXKeHUN pasMep MHMPTEKCTOB PACTET SKCIOHEHIINAIBHO.
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2. OcHoOBHbBIE PE3YJIBTATHI

Onpenenenne 1 (3auaua COApposa(ci,...,)). Ilycrs uporusnuk A siajeer mudp-
rekcramu ¢; = (mi(x), p1(2)),...,c = (m(z), p(z)) kpunrocucrembr DF96, coznanubivu Ha
KJio4e (ry,r,) npu mapamerpe d. 3agada COAppgs 4(cq, ..., ¢) cocronT B TOM, 4TOOBI pac-
KPBITD D, (T, T)-

Jlemma 1. [lnga mob6oro f(z) € Z,|x] cymecTByeT HEKOTOPHBIH MHGPTEKCT KPUITOCH-
crembl DF96, Takoit, uro f(x) siBagercsa neppoii (mim Bropoii) KOOpamHATOil 3T0T0 1T p-
TEKCTA.

Aoxaszameavemaso. s 3anannoro f(z) Beibepem ciaytwaitastii 1, € Z. CuanraeM, 910
rp — IepBad KOOPIHHATa K/Itoua Kpunrocucrembl DF96, mudpyromas m € Z,,, KoTopblii 110
MOJIYJIIO P paBeH f (rp_ D). Tlpu sammdpopanun k03hPUIEEHTH TT0IMHOMA, TPUBOAATCS 110
MOJTYJTIO P, OJTHAKO MPH MPOBEIEHUN TOMOMOP(HBIX OTIepaInii IPUBEIeHUE TI0 P HE MPOMCXO-
JAT, OT 9ero 1MHudPTEKCT He TMepecTaéT ObTh KOPPEeKTHBIM (T. 6. KoadhdunueHTs noanHOMA
He 00s3aTe/IbHO JOJKHBI OBITH MEHbBIIIE P, YTOOBI OBITH IIePBOl KOOPANHATON KOPPEKTHOIO

mudprekcTa). AHATOTHIHO 11 1y € Z). |

Teopema 1. Ecau cymecrsyer anropurm A, pemaromuii 3aga1y COApros a(C1s - .-, ¢1)
3a 1 (1 < n) omepanuii ¢ mmdprekcramu DF96 1 ¢ BepoATHOCTBIO €, TO CYIECTBYET ajIro-
put™ B, KOTOPBIi, nMest OTKPHITHIA H0CTyT K A, HAXOIUT COMHOKUTEIb 1 33 [ OTePATTHil
¢ mHdPTEKCTAME € BEPOSTHOCTBIO €.

Hoxasameavcmeo. Paccmorpum anropurm 1 (aaropurm B dakropusanum n).

AgaropurMm 1. B(n,d, )

: g Bcex i1 =1,...,1[:
Hnaa Bcex j=1,...,d—1:

$ $
Y Zn, (5]' — Zn

Ya & ZNOY; da < Z\{0);

mi(z) == yaxd + .+ pi(w) = dgxd + ..+ Sy
(0, (ry 1) = AT (@), pi(2), - -+, (m(2), pu(2)))-
: Bepuytb p, n/p.

IR AN~ A T

Ecmu A ¢ upenmyiecTBoM € 3a p oneparuii HaxoauT cekperubiii ko DF96, To B
packpbIBaeT (DAKTOPU3AIMIO N 34 [ OIePAINil ¢ MPENMYTIECTBOM €. B

B anropurme 2 onucaHbl BO3MOYKHbBIE JefiCTBUS KPUNTOAHAJIUTHKA A [0 peIIenuio 3a-
naan COAprosa(ci, - .., c). Yepes Res(g(x), f(z)) obo3naden pe3ynbTanT moauHoMoB f(x)
u g(x).

[TpeamonokuM, 9T0 aaropuT™ 2 Jejaer 7 BHENIHHX wreparuii (crpokn 2-13), Tak 410
|L| =1+ 7. Torna obmee uncio onepanuii ¢ mudprekcravm p < 7(0+7)(1+ 7 — 1)?/2.

Korga crpoutcs aaroput™ (hakTopu3aium, OH J0MKEH UMeTh BO3MOXKHOCTD I'€HEPUPO-
BaTh MUMPTEKCTHI JIjId JanHoro n. Vexoas u3 jgeMMbl 1, creHepupoBaB 10 PaBHOMEPHOMY
pacmpenesenuio 7 (x), ..., m(x) u p1(x), ..., pi(x), MBI MOXKEM PACCMATPUBATD WX KaK IEp-
BbI€ U BTOPBIe Koopaunathl mudprekcto DF96. [Ipu sTom pacupeseenne 1) Ha MHOXKeCTBE
OTKPBITBIX TEKCTOB Oyzer pasHOMepHBIM (¢BoauMOCTH 0T COAppgs a(cy, ..., ¢) K 3ama4e
dakTopu3aIyMU CIpaBeIIHBa TOJIBKO /71T PABHOMEPHOTO 1)).

OrMeTuM, 94TO O6GpaTHas CBOJIMMOCTD He UMeeT MecTa. B caMoMm jiefie, ycThb aTaky oM
3HAeT Pa3/IoKeHHe 4HCIa N, HO He 3HaeT (7, 7,). Torna, moacrasisis a00ble 3HAUECHUS U3
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Anroputm 2. A((mi(z), p1(2)), ..., (m(x), p(x)))
L L:=m(x),...,m(z).
2: Tloka true

3 AL, L G L o & {4, -k

4 y(x) =m(z)omj(x); L:=LU{y(x)}.

5. Huas Bcex i,j € {1,...,|L|}:

6: Hnsa scex k,t € {1,...,|L|}:

7 § ==« HOA(Res(m;(x) — mj(x), mp(x) — m(x)), n).

8: Ecmu (1 <d <n) A (6 modn =0), To

9: p=0;

10 5 = HOJI((mi(x) — m5(x)) mod p, (mi(x) — m(x)) mod p);
11: q=n/p;

12: ry " =HOI((pi(z) — pj(x)) mod g, (p(z) — pi(2)) mod q).
13: BepuyTs p, (rp_l,rq_l).

Z,, n Zy BMECTO T, U T4 COOTBETCTBEHHO, Ha marax 1 m 2 anropurma Decryptpegg 4 aTaky-
IOIUH MOXKeT MOJIYYaTh HA BBIXOJE HEKOTOPBIl OTKPBITBIH TEKCT, U Y Hero HeT KPUTepHsd,
4TOOBI OTAEIUTH IPABUIBHBIN BaDUAHT 7', U 7, OT HEIIPABUIBHOTO B CJIydae PaBHOMEPHOTO
paciipeaeJseHnA OTKPbITBIX TEKCTOB.

ECJH/I paciipeaegenne OTKPBITHIX TEKCTOB OTJIHMYHO OT PaBHOMEPHOI'O W KOJHUYIECTBO
MU PTEKCTOB JIOCTATOYHO JIJI HAJIEKHOTO PA3JIHYCHUs ITUX PACIpEeeHUil, TO 3TO MO-
JKeT CJIYyZKUTh KPUTepUeM IIPABIJILHOCTH YTaJbIBaHud 1), U 7. Ho B 9TOM ciaydae cpennsas
CJIOKHOCTDH ATaKW AJTOPUTMOM 2 CHHUKAETCS 32 CUYET MOBBINMIEHWS BEPOSITHOCTH TOSIBJIE-
Hus MHPPTEKCTOB ¢; U ¢j, TaKuX, 9T0 Decryptpres 4(¢i, (1, 74)) = Decryptpegs 4(¢j, (1, 74))-
Takum obpa3om, 3HAHUE PA3JIOKEHUS N HEe UCKJII0YaeT rnepedopa MONapHbIX pa3HOCTel u
[OACYETa UX HAamOOJDBIIEro oOIIero JeTUTesl.

3akJroueHue

[Tokazana cBoguMocThb ataku Ha Kpunrocucremy DF96 Tosibko 1o mudprekcram K 3a-
Jlade pa3JiozKeHus YUCIa N Ha cOMHOXKUTE/ M. /lanublii hakT npejcrapiasgeT HHTEpeC ¢ TOU-
KU 3peHHs BBISICHEHHS SKBUBAJEHTHOCTH aTaK TOJBKO IO IMMU(MPTEKCTaM H ¢ U3BECTHBIMH
OTKPBITBIMH TEKCTAMH Ha FOMOMOPMHBIE KPUIITOCUCTEMBI, MHOYKECTBO OTKPBITBHIX TEKCTOB
KOTOPBIX — 3TO Z,,, a IMEHHO: 3TH aTaKW He SKBUBAJTCHTHBI JIIsI KPUTITOCUCTEM TAKOTO THUIIA.

B ob1iem Bujie MOXKHO cKa3aTh, 9TO JaHHBINA PaKT UCXOJIUT U3 TOIO, YTO IPH PUKCUPO-
BaHHOM CEKPETHOM KJIIo4e 3armdpoBanue AeficTByeT CIOPbEKTUBHO Ha MHOYKECTBE T p-
TeKCTOR. IHbIMU cjioBaMu, i1 TeHepaIui KOPPEKTHBIX MTUEMPTEKCTOB HET HEOOXOIMMOCTH
B 3HAHUHM CEKPETHOr'O KJI0Ya — JII0O0OMY MHMPTEKCTY HpHU JIIOOOM KJII0Ue COOTBETCTBYET
HEKOTOPBIN OTKPBITHIH TEKCT.
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OBb OJHOM KBA3UI'PVYIIIIOBOM AJITOPUTME HINN®POBAHINA,
COXPAHAIOIIIEI'O ®OPMAT

K. 1. Llaperopoames

PaccvmarpuBaeTcst BO3MOXKHBIN TTOAX0/ K MOCTPOEHUIO CXeM MH(MPOBAHMUS, COXPAHSIIO-
mero ¢opMaT, Ha OCHOBE KBA3UTPYNIIOBBIX MPe0Opa30Banuii (JIEBbIX M IPABBIX C/IBUTOB
HA MICeBIOCTy daiinbie 37eMenThl ). [Tokazano, uTo B ciaydae hyHKITMOHATBEHOTO 33,/ 1aHUsT
KBa3UTPYIIBI C TIOMOIIBIO TPABUIBHBIX CEMEACTB MUCKPETHBIX (DYHKIINH HAJ TPIMBIM
MPOU3BEIEHUEM TPYII 00PATHOE K JIEBOMY ([IPaBOMY) CIABHUTY TPeOOpa30BaHUE TAKKE
3aa6TCI TPABUIBHBIM CeMefiCTBOM.

KuroueBbie cioBa: FPE, xeasuzpynna, npasuivhoe cemeticmaeo.

[Mudposanue, coxpausitomee dopmar (FPE, Format Preserving Encryption [1], nanee
FPE-cxema) — anropurs, mo3BoJsionuii 3amudpoBbiBaTh COOOIIEHNS U3 IIPOU3BOJBHOIO
KOHEYHOro MHOKecTBa M Takum 0Opa3oM, 4TO pe3ysibTaT 3aiiudpPoBAHUS TAKAKE JIEKUT
B MHOYXKecTBe M. Takoit Tun ajropuTMoB JOBOJLHO BOCTPEOOBAH HA MPAKTUKE, O YEM CBU-
JIETeJIbCTBYET OOJIBIIOE KOJUYEeCTBO padoT, pacCMaTPHBAIONIUX CTOMKOCTh TAKHX KPHUIITO-
npuMuTuBoB [1-3]. TIpu 9TOM 10MOGHBIE AJTOPUTMBI YACTO TOIBEPIKEHBI CIENUMUIECKIM
aTaKaM, CBSI3aHHBIM, B TOM YHCJE, I ¢ BO3MO:KHBIM OTHOCUTEIHLHO MAJIBIM pa3MepoM 00.1a-
cru onpeenenus |4, 5|. VI3BecTHBI «0Ka3yeMo CTOMKHE» aJrOPUTMbI KaK JJIsl O9€Hb MAJIbIX
(|M] =~ 2'9), rax u ayis ovennb Gosbiux objgacTeil onpe/esnenus (pazMep KOTOPLIX TPUO,II-
JKaeTcs K pasMepy obJIacTH olpeie/IeHus CTaHIaPTHBIX OJIOYHBIX MU POB JTUOO IIPEBHIIIAECT
ux, wide-block encryption), B To BpeMst Kax Jisi «CpeJIHUX» 00J1acTell OpeieIeHust BCE enné
HE CYIIEeCTBYET OJHOTO MPEANOYTUTEIHLHOTO Moaxoaa. B 1ol paboTe MBI paccMOTPUM BO3-
MOKHBIN T10/1X0/1 K mocTpoernio FPE-cxem, ocHOBaHHBI HAa KBA3UTDYIIIOBBIX OMEPAIHAX.

Ounpepenenne 1. Kpasurpymmoii (), o) HasbiBaeTCsi MHOKECTBO () ¢ 33JaHHOI Ha HEM
OMHAPHOI omepalmeil o co CJaeAyIONIUM CBOUCTBOM: IS JIIOOBIX a, b ypaBHeHust a o x = b,
2 0 a = b OJHO3HAYHO PA3PEITUMbl (OTHOCUTEIHHO ).

Jpyrumu coBamu, omnepaiuu j1eBoro (r — Ly (z) = aox) u upasoro (x — R,(x) = xoa)
CIBUIOB SIBJIAIOTCA IIOICTAHOBKAME Ha MHOXKeCTBe ().

OcHOBaHHBIE HA KBA3UIPYHIOBLIX IPEOOPA30BAHMAX AATOPUTMBI MHTEHCHBHO H3yda-
auch [6-9], HEKOTOpbIe M3 HHUX MpeJIarajiuch B KadeCcTBE KAH/UIATOB Ha MEXKyHApPO/I-
Hyto crapgaprusaiuio (Hanpumep, [10]). B pabore [11] mperoxken cienyomuii TOIXO.
[Tpeo6pazyem snement m € M, rae (M, o) — HekoTOpas KBa3WUTpyIa, B 3jaeMeHT ¢ € M
CJAeAYIONUM 0Opa30M:

m—c= Ly (m)=ko(kso(. (kom)...)), (1)

TO €CTh IJEMEHT 1M IMOCJIeJI0BATEHHBIM IIPUMEHEHNEM JIEBBIX CJIBUTOB BHYTPHU KBa3UTPYII-
bl M nepeBogutcs B 3jeMeHT ¢. B [11] mpenmokensl Takzke BAPUAHTBI CXEMBI, B KOTOPBIX
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HICeBIOCTYIANHBIM 00pa30M B 3aBHCUMOCTH OT HapaMeTpPOB aJropUTMa MPOU3BOISITCS Jie-
BbIe 1 npasbie ¢aBurn. OTHOCHTEILHO TpuBeaeHHol FPE-cxeMbl MOXKHO 331aTh CJIeIyOIIIE
BOITPOCHI:

— HACKOJIbKO L-1ipeobpa3oBaHue «IOXoxKey Ha CJAydallHyio 1mojAcTaHnoBKYy Ha M7
— Kak ycrpoeno obpaimienne omepauun m — Ly, j,(m) (mamee ans kparkocTn Oymem
roBopuTh «L-tipeobpazoBanmes )?

YacTuunbiit oTBET Ha HEPBBIA BOIPOC ObLI JlaH paHee. L-1ipeobpa3oBaHus paccMaTpu-
BAJINCh, B YaCTHOCTH, B paborax |7, 9, 12|. Tak, B pabore [12| cpenn npodero mokazaxo, 94to
JUtst JTF000# KBAa3UTPYIIITOBOI OMEPAIMY O TPHU CIyIailHOM HE3ABUCHMOM BBIOOPE 3J1eMEHTOB
k; € M (upu ycioBuH, 9TO HOCHTENb PACHpeeseHus k; JOCTATOYHO GOJIBIION) pacipe-
JleJleHue dJeMeHTa ¢ SKCHOHEHIIHAJIbHO OBICTPO CXOJWTCSA K PAaBHOBEPOSATHOMY pacmpese-
genuto Ha Muoxkecrse M. [lpu s1om pesysbrarsl padorsl [12] HenpumenumMbl K cuTyanuu,
B KOTOPBIX IMPOTHBHUK MOYKET MOJIy4aTh 00Pa3bl PA3/JUIHBIX 3JANTHUBHO BBIOMDPAEMBIX M.
B [11] mokazaHo, 9T0 U MOPOKIEHUH TEMEHTOB k; ¢ TOMOIIBIO MCEBAOCTY YaiiHBIX (DyHK-
nuit (Ha OCHOBe MacTep-KJIro4a u HacTpoliku (tweak)) croiikocts moaydenuoii FPE-cxemb
B crangapTHoil Mogenun T PRP [13] MoxeT GBITH OlleHEHA Yepe3 CTORKOCTh UCIOIb3yeMOM
MCeBIOCTyYaiiHON (DYHKIUK, a TakkKe yepe3 CToWKocTh L-mpeobpasoBanus (1) B Mojenw,
rjie MPOTUBHUKY AA€TCs OO0 caydaiiHas mojcTaHoOBKa m € Sy, smbo L-nmpeobpaszoBanue
Ly, ...k, A0a ciaydaitno BeioOpannbix k; € M, n ero 3a1adeit apiagercsa pasandeHne STUX IBYX
curyanuii. B Toii ke pabore yKazaHO, 9TO CTOMKOCTD IOJIYYEHHOU CXEMbI CHJIbHO 3aBUCUT
OT CTPYKTYPBI KBA3UTPYIIIBI U €€ CBOUCTB.

B nacrosmeit pabore paccMOTpPUM OTpaHWYEHHBINH KJIACC KBA3UTPYII, MOPOKIEHHBIX
«IIPABUJIBHBIME CeMefcTBaMuy AUCKpeTHBIX DyHKImit [14].

Onpeaenenne 2. Orodpaxkenue F: M"™ — M™ GyneMm Ha3bIBATh ITPABUJILHBIM Ce-
MeifcTBoM (pasmepa n), ecm Jis JIOOBIX JIBYX HepaBHBIX HAOOpoB x,y € M™ wmaiinércs
TAKON MHJIEKC 4, 9TO X; # Y;, HO Fy(xq, ..., xn) = Fi(Y1,- -, Yn)-

ITycts F', G — aBa NpaBUIbHBIX CeMeHCTBa pasMepa n HaJ IpgaMbIM Ipou3seaenuem H"
rpynn (H,+). Torma omepanus mp(x), onpereéHHAsT KAK

= (x1+ Fi(x1, ..., 2), .., o+ Fu(x1, ..., 20))

SIBJISIETCsI TIOJICTAHOBKOI Ha MHOXKecTBe H™ [14, Teopema 8. B TakoM ciiydae MOKHO pac-
CMOTPETH CJEAYIONIYIO OTepaIuio YMHOXKeHnsd o Ha H™ X H™:

(2,y) = xoy=mp(zx) +ma(y), (2)

re + MOHUMAeTCsl KaK MMOKOMIIOHEHTHOE CJIOXKeHHe B rpymie H.

Omnpegenénnoe Takum obpasom ymuoxkenue B H™ moxer 0bITh obpanieno. Paccmorpum
IIOACTAHOBKY 7@1. MokHO mOKa3aTh, 9TO CYIIECTBYET MpaBuibHOe cemeiictBo G = F', Ta-
KO€, 4TO 7TE1 = 7¢ (TaKoe ceMeiicTBO MOXKHO Ha3BaTh «IyaJbHBIM», TIOCKOJIBKY JIBAZK/IHI
npuMeHEHHast onepamnusg F — F octapiser HCXOJTHOE CeMeiCTBO Ha MecTe).

Teopema 1. Eciam F — npaBuiabHOoe cemeiicTBo Ha rpyuie H™, To cemeiicTBO F , 3a-
JIAHHOE KaK N
F(z) = (~2)+ 75 (z), 7p(e)=a+F(z), veH" (3)

TaK2Ke ABJIdeTCd IIpaBUJILHBIM Ha H"™.



104 lNpuknagHas auckpetnas matematuka. [punnoxerne

Taxum o6pasom, ecu F u F — napa IpaBUIBLHBIX ceMeficTB, CBA3AHHBIX COOTHOMICH-
eM (3), u omepanus o 3amaercs Gopmysaoii (2), To omepanusg x o y 0OpAIIAETCs CIpaBa
CJIEIYIOIIIIM 00Pa30M:

v=np((xoy) —may)).

AHa/IOrHYHbIM 00pa30M oOlepaldd T 0 Y MOKeT ObIThb oOpallleHa cjleBa ¢ MCHOJIb30BaHUeM
«yanabHoroy K G cemeiictBa G.

13 Teopemsl 1 BRITEKaeT, 9TO Kak L-ipeobpaszoBanue, Tak 1 obpaTHoe K Hemy L~ moryT
OBITH 33aHBI C TTOMOIIBIO MPABUJIBHBIX CEMEHCTB JUCKPETHBIX (DYyHKIHUA. JTO MO3BOIAET
nepeiiTu 0T TabJIMYHOrO 3ajaHus KBA3UIPYIIIbl K (BbyHKIMOHATBHOMY [14].
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OB OJJHOM IIOJXO/E K IIOCTPOEHUIO
KJIFOUEBOI1 IICEBIOCJIYYAMTHOM ®YVHKIINN
HA OCHOBE BJIOYHOTI'O ITIN®PA MATMA

AL A. Illepbauenko

Paccmarpusaercst ciocob mpeotpasosanust 60wnoro mudgpa Marma (aaroputm ['OCT
34.12-2018 ¢ maummoit Gyoka 64 GurTa) B KIOUEBYIO IICEBAOCTyYaiinyto (DYHKIUIO
MAGMA-PRF. Ilokazano, uro MAGMA-PRF gBagercd crofiko#t K HEKOTOPHIM KOH-
CTPYKTHUBHBIM METO/JaM KPUITOAHAIN3A, KOTOPhIE IPUMEHUMBI K 0a30BOMY OJI0UHOMY
mudpy. [pemgaoxkens crocobs! ncnonak3osanns MAGMA-PRF u B pamkax mokazye-
MOT0 TIOIXOA K 0O0CHOBAHWIO CTONKOCTH MOKA3AHO, UTO B HEKOTOPBIX PEKUMAX Pabo-
o1 (CTR, CTR-ACPKM, GCM) MAGMA-PRF nmeer syumme kpunrorpadbudaeckne

cBoficTBa, YeM Oj0uHBbIE MHGPHI ¢ TAKON XKe JINHOM OJI0KA.

KimroueBbie cjioBa: 6ao0unbie wudpo, pescums, wupposanus, arzopumm Maema,
MAGMA-PRF, dokasyemasn cmolrxocmo.

B pabore [1| npeanoxken cnocob moCTpoeHHsT KJIOUEBOH mceBAocayvaiinoii dbyHkmn
(PRF) ma ocHoBe 6iounoro mmudpa, a TakKe HCCIeI0BaHbI CBoiicTBa KOHCTpYKimn AES-
PRF, B koTOpoii B KadecTBe H6a30B0r0 I pa ucmoab3opasca aaropurm AES. B nacrosimeit
paboTe UCCIeIyeTcs BOSMOKHOCTD IPUMEHEHHs JTAHHOTO cnoco0a K OTeYeCcTBEHHOMY 0JI0Y-
Homy mucdpy Marma.

Baounwtit  mmcpp Marma gBiagercd  MeKAYHAPOJHBIM — CTAHAAPTOM M OIUCAH
B [OCT 34.12-2018 [2] (anropur™ Grounoro mudpoBanus ¢ JIuHol O6j0Ka n = 64 6ura).
Marwma npejacrapiasier coboii IByXbAUencTyio coamancupopanuyio ceth Peiicresis, KoTopast
obpabarpiBaeT OJIOKH chaefyionmuM obOpasoM. Kimou K jummHON 256 6uT pa3duBaeTcs Ha
nonbnoku ky, . .., kg onmrakoBoit mmHel (32 Gurta). Bxogmoii 6ok x € VO (V™ = {0,1}")
pa3buBaeTCcs Ha JiBe PaBHble 110J0BUHbL: T = (¥}, x,). Paynjiosoe npeobpasosanue 0Ji0Ka
onpenensiercst kak Fy (x) = (x,.,2; & sz, B k;) <11), vae B —onepanus caoxeHus mo
Momymo 232; s— 3amena moay6aiiT 6ioKa Mo (BPUKCHPOBAHHBIM TaOINIAM 3aMeH; <&qj —
UKJIAYecKuii ¢apur Ha 11 B cropoHy crapmux 6ur (BiaeBo). OyHKIus 3amudpOBaHMs
onpenenserca kak Ex(z) = S o Fy,, o...0 F}, o Fj,(x), tae S 03Ha9aeT mepecTaHOBKY
nosioBun Osioka. PaynjgoBbie kitodn ki, ..., k3p BBIYUCASIOTCS 1O CJAEAYIOMIEMY [PABUIY:
kit = kiy16 = ki, Kiyos = ko mipmi =1,...,8.

Omnucanusiii B [1] croco6 3ak/ouaercs B 100aBIeHHN K BBIXOLY 0JOYHOrO mmdpa mpo-
MEKYTOYHOI'O COCTOSHMUS, IOJIYIeHHOTO Mocje 7 payHa0B mudpoBanus. O603HAINM depes
Eg)(x) = Fy, 0...0 F, o Fi,(z) dbyakuuio Ey, ycedennywo Jo r payuaos (1 < r < 31).
Pacemorpum nmpeobpazoBanne

MAGMA-PRF) (z) = Ex(z) ® EV(2), (1)

CcXeMaTU4IHO TTPeJICTaBIeHHOe Ha puc. 1.

] ] l

—> by, > Fpy, —> - —> F}, —> by > -0 —— Py,

Y
>N
~V

Y

Puc. 1. Koncrpykimsas MAGMA-PRF”
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Xoporo u3BecTHHIM (GAKTOM B TeOpUM J0Ka3yeMoii croiikocru [3| sBisercst To, 9ro
npu ucnosib3zoannn PRE Bmecto mogcranosku (PRP) pexnmbr mmudposanus, B KOTOPHIX
HPUMUTHB UCIOJb3YETCS /i BHIPAOOTKH OJHOPA30BOil raMMbl, He MojBepzKeHbl 3hdexTy
«IapaIoKca JHeN POXKIAEHUS», 9TO MO3BOJIeT MIMPOBATH HOIbIIee KOJIHIeCTBO MaTepHa-
Jla Ha OJHOM KJiove. /[aHHOe yTBep:KIeHne BEPHO B TOM cIydae, ecJiu ucnoabsyeMmasd PRE
SIBJISIETCS] CTONKOI K TOCTPOeHWIO 3hHEKTUBHOTO PA3JIUUUTENS: He JOTKHO CYIIEeCTBOBATH
aTak, BEPOSITHOCTH yCIieXa KOTOPBIX CYIIECTBEHHBIM 00OPa30M BO3PACTaeT B 3aBUCUMOCTH
OT KOJIMYeCTBA JOCTYITHOIO MPOTHBHUKY MaTepuaja ¢ (M3BECTHBIX WM aJAlTHBHO BHIOH-
paeMbIX map 6JI0KOB OTKPBITOrO TEKCTa/IHMPTEKCTa) U MPU HEKOTOPOM 3HAYEHUH ¢ U BbI-
JUCTUTETBHBIX Pecypcax t MpPeBBINIAaeT BEPOITHOCTh yeIeXa MPU TOTATBHOM OMPODOBAHUH
kmoueit (t/2%, roe k — GuToBag JaMHA KII0OYA).

[TporusHukom A GyjieM Ha3bIBATH MPOM3BOJIBHBIA BEPOATHOCTHBIH AJTOPUTM, PEIIA0-
Uil KOHKPETHYIO 33129y 10 B3/I0MY uccaeayeMoit kpumrocucrems. [lox opakymrom O mo-
HUMAETCS BePOSTHOCTHBIH WHTEPAKTUBHBIHM aJITOPUTM, MOJAETUPYIONINNH PAabOTy KPUIITOCHU-
CTeMBI, ¢ KOTOPBIM A B3auMoieficTByer (CoOBepIaeT 3ampochl) MO MPUHIUILY «YEPHOTO SIIH-
Ka»; 9TO B3auMoeiicTie 6yneM oboznadtars Kak AC"), rme cuMpos - o3nadaer untepdeiic,
K KOTOPOMY HMeeT jocTyn npoTuBHUK. COBOKYMHOCTD 3a/1a9M, PEIIaeMOil MPOTUBHUKOM,
U €ro BO3MOYKHOCTEH M0 B3aUMOJEHCTBUIO ¢ KPUNITOCHCTEMOl OyjeM Ha3bIBATbh MOJE/IbIO
yrpos. B 3ajiauax Tuia «pasjimdeHues MPOTUBHUK B3aUMOIECHCTBYET ¢ OJHUM U3 JIBYX Opa-

$ $ .. . "
kysnoB Oy, b < {0,1} (cumBosOM < 06O3HAYAEM COyUaiiHBI PaBHOBEPOSITHBIN BHIOOD n3
MHOYKECTBA), 3HAUYeHHe OUTa b NPOTUBHUKY HEM3BECTHO; pe3ysbrarT paboThl MPOTUBHUKA
6ynem obosragats A% = b, rme b € {0, 1} — npeamoaoxKenue TpOTHBHEKA O GuTe b.

Omnpenenenne 1. (PRF)-npeotrananmem npornsanka A, orpaHnIeHHOrO ¢ BHIYUC/IH-
TeJIbHBIMHU PECYPCaMU U ¢ aJAITHBHBIMUI 3aIIPOCAMI K COOTBETCTBYIOIIEMY OPAaKY/Iy B BHIIE
N-GUTHBIX 6JIOKOB, B 33Jade pas3Jmdenud Kiaodepoit Gyrkmmun F : VE x V" — V" n dynk-
AU p, BRIOUPAEMOil CIyIAHBIM PaBHOBEPOSITHBIM 00PA30M M3 MHOXKECTBA BeeX (DYHKIIMI
u3 V" B V" (mogens yrpo3z PRF), nazoBém Benmanmy

Advi™ (A) =P [K E vk ATKO = 1} —P [p & Fune(V", V) 470 = 1

Ha wxoucrpykumun tuna (1) waiigeHsl yHuBepcaabHble ataku pasandenus [1|. Tlpn g =
= 26 (nporuBHEK 06J1ajaeT JOCTYIOM K HOJHOI KOJOBOU KHHUIe) Hpeobajianue IPOTHB-
HHKa B pasiaudeHuH coctaBuT 1 — 2% 3a ¢ = 254 onepammit, uro mpakrmdeckn pasHO 1.
B cayuae q < 232 npeoGiaganue onennBaeTcs seamannoit ¢2 /2128 B caywae 232 < g < 204 —
sesmunnoit q/2%. Ormerum, 4rTo Jazke Npu 3HAYEHUSX ¢, OJIUBKUX K DAHUYHBIM, B TOM
quc/ie Korjga NpOTHBHUK UMeeT JOCTYH K noumu eceti koaopoil kuure (¢ < 25 — 1), npeo6-
JaJaHAe ero M0 YHRBEPCATbHOMY METOIy He MPeBOCXOMAT 2752,

PaccMOTprM HEKOTOpBIE KOHCTPYKTUBHBIC aTAKU HA aJIrOpUTM Marma, KOTOpbIe IIpe-
JIOXKEHBI B JIMTEpAType, a TakxKe uX BaugHue Ha KoHcTpykiuio MAGMA-PRF.

Mero Mcobe [4] ocnoBan Ha ucmoib3oBanum cBOHCTBA IMUbpPa «TOYKA OTPAZKEHHS».
O6o3HaunM E%’])(x) = Fy,0...0F,(x), 1 <i<j <32 3amernm, 4To B CHIy TOrO, 4TO
B payHaax 1-8, 9-16, 17-24 ucnoas3yorcd OAWHAKOBBIE TTOCTEI0BATEIBHOCTH PAayHIOBBIX
KJIIOUeii, 1ist J060ro T crpaBe/TnBo Eg) (x) = Eg’lﬁ)(x) = Eg7’24) (), m dynknuo Ex

MOYKHO IIepenucarh B Buie Fi(r) = Dg) oSo Eg) o EK8-) o E&s) (x), e Dg) — byHK-

nus, obparHas K E}?)

24
qTOo E% )(x) = (y, 1) (mOTOBUHBI GJIOKOB COBIIAJAIOT), TO HA MOCJEIHUX BOCBMH PayHIaX

HPOU30UIET YaCTUUHOE paclingpoBanue pesyiabrara 17-24 payHaoB, ¥ pe3yJbTaT BCEro

. Torma ecam maiinérca Takoe T, Ha3bIBaeMOe TOUYKOM OTparKeHH,
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sammudpoBanust OyIeT COOTBETCTBOBATDH IepBbIM 16 payumam: Ey(z) = Egﬁ) (x). dys cay-

qaiiHO BLIOMPAEMOI0o & BepOsTHOCTh BOSHUKHOBEHHUS OTPasKeHUs cocTaBideT P = 2732,

Koucrpykmus MAGMA-PRF!® («chaaHCHPOBAHHBII» BADUAHT) HE ABJSIETCSI CTORKOM
K Pa3/IMauTe/I0, OcCHOBaHHOMY Ha Merojie cobe. Ecau x sBisiercs ToOYKO# OTparkeHusi
s Ex, to MAGMA-PRF}(2) = Ex(2) @ ng(x) = 0. Cpeau ¢ JOCTYIHBIX TPOTUBHUKY
ap BO3HUKHET HMOPSAJIKA q - Prer HyJI€l, B TO BpeMs KaK I CJAYYalHONl (DYHKIIUKA 9TO IUCIIO
OIleHUBAETCH BeJTHIHHOM ¢ - 2764,

Meron, Jdunypa — lyukeasmana — [llamupa [5] ocHoBaH Ha MCHONIB30BAHWU CBOHCTBA
/)

mudpa «puKcupoBaHHas TOYKa». HemoaBuKHOU TOUYKON 11s E%’] Ha30BEM TaKOH =,

qro E\(2) = z. Torna eciu z— HemonpuxHas Touka mif E\, T0 ¢ yuéTOM Ipei-

K = Z. it a it K y pen
(25,32) y

craBiaenus nias Fg, ykazamnoro Bbime, uMmeeM Fy(x) = E;777(x). dna cayqaiinoro x

BEPOSITHOCTH OBITH HEIO/BUXKHOI TOYKOM OlleHnBaeTcst BeJIMInHoil Py, = 2764,

[Tpumenum mertox 5] k MAGMA-PRF" npu r € {8,24}. C BepositHocThIO Pjiy peasu-
3yeTcs «HEMOJBHIKHAA TOYKAY JIJIA ES), rorma K MAGMA-PRF npumennma ta ke araka,
aro u K Gounomy 1udpy. TpysoémkocTs atakn Ha 8 payHAOB [5| onenuBaercs: Besman-
noit 2'%%, mpu 9TOM NIPOTUBHUK He 3HaeT, IPH KaKol Hape pealn30Bajach HEeloIBUKHAd
TouKa, 1 onpobyer g = 25 map. BepoaTHocTh yemexa IIpH JOCTYIIHOM KOJIHYECTBe MaTe-
puasa ¢ < 2% onenum sesmunnoit min (¢/2192,¢/2%4), uro syume ynusepcasibHoro merosa
pazuyuenus (¢/2%) npu MEHIMAILHBIX BHIYUC/IUTE/ILHBIX pecypcax npotusHuka t > 2% /q.

[Mpu apyrux suagenusax r aas MAGMA-PRF" we 6b110 HaiiieHOo BO3MOXKHOCTEH TTpH-
MEHEHHUsI PACCMOTPEHHBIX METOJMIOB JiJisi TocTpoerus 6osiee 3bhEKTUBHON aTaku, YeM To-
TanbHoe onpoboBanue. llpeanosaraercs, 9To Jijisi TOroO, YTOOBI OTCJIACIUTH OJIATONPUSITHOE
JIUTST ATaKK COOBITHE THIIA «TOUKA OTPAKEHUs» WM «HEMOBUKHASI TOUKA», TPOTUBHUK BbI-
HYZKJIeH yrajbiBaTh 1160 F(x), 1mbo mpoMerKyTOIHOe COCTOSTHIE Eg) (x), 970 MOBBITIAELT
TPYIO0EMKOCTh MeTO0B 110 2296,

[IpencraBasercs, 4TO KOHCTPYKIUS $BJISeTCsS CTOWKOH K Kjaccmaeckomy ucdde-
PEHIIUAIBHOMY ¥ JIMHEHHOMY MeTOoJaM KPHUITOAHAIN3A, IMOCKOJBKY 3aJIeHCTBYIOTCS BCe
32 payuia u 3bdEKTUBHOCTD XapaKTepUCTUKHU (JuHeiiHoi wiu quddepeHnuanbHoil) 1s
MAGMA-PRF me upesbliaer TakoBoii Jijisi moJHOpayHa0Bo# Ex (31a rumoresa Tpeby-
er JajbHeltnx uccaenoBanuit). [Ipu 9T0M 0CTaéTCs OTKPHITHIM BOIPOC O CTORKOCTH KOH-
CTPYKIMHU K JIPYTEM MeToJiaM — HanpuMep, B pabote [6] mokazano, yro Koncrpykims AES-
PRF npu masnpix 3HaY€HUSX I HE SABJISETCA CTOWKOH K METOJaM, OCHOBAHHBIM Ha HEBO3-
MOYKHBIX jTu(hepeHnuasax u HeBOIMOKHDBIX JTUHEHHBIX aHAI0Tax.

[Tockosbky npu «kpaiinux» 3uadenusax r € {1,..., 7} wm r € {25,...,31} B BbIunC-
JIEHUW BHYTDEHHETrO COCTOsIHUS 3aefiCTBYIOTCSI He BCE PayHIOBBIE KJIIOYH (C HPSIMON I
06paTHON CTOPOHBI), JJIsT TPOTHBOAEHCTBUST BO3MOKHBIM aTakaM, He YUYTEHHBIM B HACTO-
et pabore, MpeCTaB/IsIeTCd MeaecO0OPAa3HbIM BHIOUPATH 3HAYCHUSA I U3 MTPOMEXKYTKA
{9,...,23}, 3a uckaouennem 16, araka Jjisi KOTOPOrO OMMCAHA PaHee.

Taxkum obpaszom, npu r € {9,...,15}U{17,...,23} Ham He yiajg0Cch BHISBUTH aTakK, KO-
topbie o3posin Obl ornanTh MAGMA-PRF ot cayuaiinoit pyukmun ¢ npeob/iaganmem
BBIIIIE, 9eM [IJIsT YHIBEPCATbHBIX METOIOB. /laiuM C/ie/1y oy o 3BPUCTUIECKYTO OIEHKY Mpe-
UMYIIECTBA IPOTUBHUKA, OTPDAHUYCHHOTO ¢ BHIYUCIUTEJHHBIMU OIEPANUIMA U ¢ aTAITUB-
HBIMHU 3aIPOCAME K OPAKYJI1y (aJanTHBHO BEIOUPAEMBIMEI HAPAMHI «OTKPBITHIH TeKCT /i p-
TekcT» ), B Mogenn PRF ana MAGMA-PRF” npu ykazanHbIX 3HaueHuax 7 u ¢ < 254 — 1:

. t q
AdV&iFGMA-PRF(R q) é min 57567 99 | ° (2)



108 lNpuknagHas auckpetnas matematuka. [punnoxerne

[TokazkeM, 9TO B CJydae, €CJIM IBPUCTHIECKAs OleHKa (2) BepHa (T.e. He CYIIECTBYET
METO/IOB, MO3BOJISIIOIINX IIPH TEX YKe PEcypcax JOCTHIh OOJIBIITEro mpeod/1aJanms; 3HAKOM
«5» 0603HaUaeM 3HAK «<» B MPEINOTOKEHHN, YTO MHOKECTBO aATOPHTMOB IPOTHBHUKA,
OrpaHUYIEHO KJIACCOM U3BECTHBIX MeTOJIOB), TO mpu ucnosab3oBanun MAGMA-PRF pe:kumbl
mudposannsa CTR, CTR-ACPKM, GCM gBisiorcs CTORKAMH Jake IIPH 3HAYEHUIX ¢,
om3kux K 204,

Ounpepenenne 2. (IND-CPNA)-upeobiaganueM nporuBHuKa A B 3a1ade pasiimde-
Hus pexknma mudpoanus MODE, B KoTopoMm ucob3yeTcs KIodeBoe mpeobpasopanue F,
u opakyia $ (mozmesnb yrpos IND-CPNA), HazoBéM Beudauny

AQREHIEN® (A) = P [K & v AMOPRIFKIE) o 1) = p [A5C) = 1].

3anpoc nporuBHuKa A K Opakyay cocTouT u3 coobmienusi M u yHUKaIbHON (HEMOBTODSI-
formeiicst) cuuxporocbiiku V. Opakyn MODE[F | wa 3ampoc A Bo3Bpamaer pe3yiabrar
sammdposanug coodbmennd M na cunxponocoLike IV, opakyn $ — cay4daiinyio paBHoBepo-
ATHYIO IIOCJIeJOBATEILHOCT OUT TaKoi »Ke JauHbl. K pecypcaM OpOTHBHUKA OTHOCATCS: ¢ —
KOJIMYECTBO BBIUUCIUTEILHBIX OIlepalmii, ¢’ — MaKCHMAIBLHOE YHCIO 3alPOCOB K OPaKy.Iy,
| — MakcHMaIbHAS JJIHHA COOOMIEHNS B 3a1poce (B n-OUTHBIX (I0KaX).

Hanee 6ynem obo3navarTh depes AdVI\T/Il\éDE[F}(t,q’ O I max AdVMODE 7 (A)
A ta<t, gy <q,.

HanbosibIIee Peod/IaIaHue CPEJIn BCEX BO3MOKHBIX IPOTUBHUKOB, ;LeﬁCTByIOHmX B HEKO-
Topoit Mozesin yrpo3 TM u orpannuenubix pecypcamu t, ¢’ (1 ApYruME BHJIAMA DECYpPCOB,
onpejiesisieMbIMI B paMKax Mojean yrpo3 TM).

Pexum CTR sBasieTcs oHIM U3 KIACCHICCKUX PEKUMOB IMHGPOBAHUS W ONMPEICTIEH,
B Tom uncie, B 'OCT 34.13-2018 [7]| (pekum rammvupoBanus). [Ipu ucmosib3oBannu B HEM
MAGMA-PRF Bepna caempyiomas

Teopema 1. s npeobiaganus IpoTuBHUKA B Mogesn yrpos IND-CPNA ns pexxu-
ma CTRIMAGMA-PRF| cupaseinBo HepaBeHCTBO

AdVENT%Ei/E)E(?MA-PRF](tv q,1) < AdVMAGMA pre(t’,q=d 1),
rae t' =t + O(q).

YTBepKIEHHE TEOPEMBI CJEyeT HEMOCPEJICTBEHHO U3 K/JAACCHIECKOrO pe3y/abTara JIIst
pexxuma CTR [3]. B cuny ocobennocteii pexkuma CTR mo T'OCT 34.13-2018, B KoTOpoM
VHHKAJIbHAS CHHXPOIOCHLIKA 3aHHMAeT MOJIOBHHY OJIOKa CYETYMKA, JINHA ITHGPYEeMOro
coobmenns | 10 cMeHBI CHHXPOIIOCHIIKH He JOJKHA IPeBHIIaTh 2°2 610KOB.

Pexxum CTR-ACPKM onpepenén B P 1323565.1.017-2018 (8] (pe:kumbl paboTsl 6104-
HbIX Mg pos co cmenoit kiwua). [Ipu ucnonb3osanun B HEM MAGMA-PRF Bepna ciemy-
OTIast

Teopema 2. [Ins npeobinaganus nporuBauka B Mogesan yrpo3 IND-CPNA s pexxu-
ma CTR-ACPKM|MAGMA-PRF| cupaBeninBo HepaBeHCTBO

IND-CPNA
AdVCTR—ACPKM[MAGMA—PRF (t,q, 1) <m- AdVMAGMA pre(t, ¢ =0 +4),

rae 0 = ¢ - N/64 — o06bém cekrun (B 610kax); m = [[ - 64/N| — Komn9ecTBo CeKkImii B 006~
mennn; N — qyiuHa oJHO# cexiuu B 6utax, mapamerp pexkuma CTR-ACPKM; ¢/ = t4+0(q).
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YTBepKIeHHE TEOPEMbI CJIEIyeT HeMOCPEeICTBeHHO U3 OKa3aTeIbeTna [9] s coayuas
PRP, upu srom npu ucnosnpzopannun PRE orcyrcTByoT KBajparudnbie cjiaraeMbie, OTBe-
garomne 3a nepexox or PRP k PRF B npornecce crenénns.

Pexxum GCM sBstercss pe:kumoM ayrentudunupobantoro mudpoanus (AEAD),
obecrevnBaroNIM OJHOBPEMEHHO KOHMUIEHITUATBHOCTD U TIEJIOCTHOCTD COOOITIeHUH, U OIpe-
nenén B NIST SP800-38D [10].

s AEAD-pexumos pacemarpusatorcs mogesnn yrposz Priv (IND-CPNA) u Auth.
B mozmenn Auth nporuBHEK B3amMoeficTByeT ¢ napoil OpaKkyJioB: JIeBbiil opakya Ency BbI-
noJIHAeT 3amndpoBanie U BEIYUCIEHEe IMATOBCTaBKY, a MpaBblil opakya Decy mposepser
IMUTOBCTABKY U BBINOJTHSAET PACIU(POBaHKe B caydae eé KOPPEKTHOCTH JUOO BO3BPAIIAeT
OIUOKY. Advﬁ%t}gD[F] (A) ompejensieTcst KaK BepOSTHOCTD MOJIEJKH UMUTOBCTABKU (HABSI-
3bIBAHUsI COOOIIEHHSI) TPOTHBHUKOM.

[Tpu ucnonpzopannn MAGMA-PRF B pexxume GCM Bepha cienyrommas

Teopema 3. [lns pexkuma GCM[MAGMA-PRF| cupasenuBbl HepaBeHCTBa

Advgr(i)\ll\/[[MAGMA—PRF] (t,q,1) < Adviﬁ&}MA—PRF(t/? q=4q 1),
v(l+1)

Advél(ljtl\hA[MAGMA-PRF] (t, ¢, v, 1) < Advifiouarre(t, ¢ = ¢ +v+o+1) + or

rJe V— 9UCJI0 3alPOCOB K MPABOMY OPakysry (MaKCHMAJbHOE YHCJIO MOMBITOK HABS3bIBA-
HUsI TPOTUBHHUKOM); 0 — 00IIast JUTHHA COOOIIeHnH B 6JI0KaX (¢ yI6TOM acCONMUPOBAHHBIX
JAHHBIX ); T — JJTMHA UMUTOBCTaBKH, napamerp pexuma GCM; t' =t + O(q).

YTBepzKeHue TeopeMbl cienyeT u3 pesyiabsraros [1] mig AES-PRF.

B nepeunciennpix pexkumax paborst MAGMA-PRFE paboraer mourm Takzke OBICTPO,
kak Marma. s eé Berauciaenust tpebyercs 64 6uta TOMOJHATEIBHOM TAMSITH, OTBEAEHHBIX
IO/, XpaHEHHEe IMPOMEYXKYTOUYHOI'O COCTOSHUA E}? (), m ofHA JOIOJHHUTEJbHAS ONEPAIHs
XOR 64-6utHbIX CII0OB Eg) (x) u Ex(x).

Taxum obpazom, nmokazano, uto ucnoab3oBanne koucTpyknun MAGMA-PRF B pexu-
max CTR, CTR-ACPKM u GCM mno3Bosser obpadbaThiBaTh KOJIXIECTBO MaTepHasa, Mpe-
BBIIIAIONIEE TPAHUILY <«HapajioKca ITHell poxkjieHus». KomamdecTBo OJIOKOB cOOOIIEHUM, KO-
Topble MOryT OBITH obpabotansl MAGMA-PRF na oxnoMm kimiode, 6;m3ko K 254, B 1o ke
BPeMs IIPU HCHOJIb30BAHUU HOJICTAHOBKH (B dacTHOCTH, GazoBoro Gjounoro mudpa Mar-
Ma) B JAHHBIX PEKHMaX KOJMUYECTBO MaTepHaJa, KOTOPbIii JA0mycKaeTcs o0pabaThiBaTh Ha
OJIHOM KJII04Y€, MHOT'O MEHbIIIEe 1, KaK IMpaBUJIO, OIIEHUBACTCA BEJIMYUHON 232.
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PUBLIC KEYS FOR E-COINS: PARTIALLY SOLVED PROBLEM
USING SIGNATURE WITH RERANDOMIZABLE KEYS

A.A. Babueva, S.N. Kyazhin

We give an example of an existing cryptographic mechanism that can be considered as
a partial solution to the problem “Public keys for e-coins” proposed at the International
Olympiad in Cryptography NSUCRYPTO’2022. This mechanism is used with the
class of signatures with rerandomizable keys and provides one of the two security
properties required by the authors of the problem. The results of this paper contain a
systematic description of security models that can be used to analyze signature with
rerandomizable keys, which is of independent interest.

Keywords: public key derivation, signature with rerandomizable keys, related key
attack, BIP32, NSUCRYPTO.

1. Introduction

The unsolved problem «Public keys for e-coins» [1] was given as one of the tasks at the
International Olympiad in Cryptography NSUCRYPTQO’2022. The problem is to propose a
way to calculate the public keys pky, .. ., pk,, (corresponding to the private keys sky, ..., sk, ),
which can be used to verify the transaction authenticity, based on a single master key pk,
(i.e., public key derivation scheme): pk; = f(pk,_1,7), i = 1,...,n. The proposed method,
according to the requirements proposed by the authors of the problem, should provide the
following security properties:

1) knowing pk,, f and T, it is impossible to find any private key sk;, i = 1,...,n;

2) it is impossible to recover sk;, if the secret keys sk;,...,sk;_;,sk; q,...,sk, are

known.

However, in general, such requirements are not enough for key derivation, since the
security of the mechanisms used to authenticate transaction is often analyzed under the
assumption of a random and independent key selection. The solution is to analyze the joint
security of such mechanism and key derivation process. The influence of key derivation on
the mechanism used for the transaction authenticity can be described with a well-known
type of attacks: related key attacks [2].

The problem does not limit the mechanism that is used to authenticate the transaction,
however, signature schemes are most often used for this purpose. In this paper, we describe
the interface of a modified signature scheme (the so-called signature with rerandomizable
keys), and also systematize security models for its analysis. All the models considered
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describe a stronger property compared to the property 1. In addition, we give an example of
the existing public key derivation mechanism for the ECDSA signature scheme [3] described
in Bitcoin Information Proposal BIP32 [4], as well as the results of the ECDSA security
analysis in one of the described models.

2. Signature with rerandomizable keys

Let’s describe the interface of the modified signature scheme using the standard
signature scheme interface. We adopt the definition of signature with rerandomizable keys
from [5, 6].

Definition 1. A signature Sig is a tuple of the following algorithms:

— Sig.Gen is the probabilistic key generation algorithm, takes as input public parameters par,
returns a pair (sk, pk) of secret and public keys;

— Sig.Sign is the probabilistic signing algorithm, takes as input a secret key sk and a
message m, returns a signature o;

— Sig.Verify is the deterministic verification algorithm, takes as input a public key pk, a
signature o, and a message m, returns 1 (accept) or 0 (reject).

Definition 2. A signature with rerandomizable keys RSig is a tuple of the following
algorithms:

— RSig.Gen, RSig.Sign, RSig.Verify are the algorithms as defined above;

— RSig.RandSK is the probabilistic secret key rerandomization algorithm, takes as input a
secret key sk and randomness p € €, returns a rerandomized secret key sk’;

— RSig.RandPK is the probabilistic public key rerandomization algorithm, takes as input
a public key pk and randomness p € €2, returns a rerandomized public key pk’.

Remark 1. The public key derivation mechanism defines the mechanism for genera-
ting p values and is not part of the RSig.

Remark 2. In general, the ) set from which the p values can be selected is limited.
But we did not include this in the system interface due to a remark 1.

3. Security models for signature with rerandomizable keys

The standard security requirement for the signature scheme is the unforgeability
property which is formalized by UF-CMA notion [7]. The adversary is allowed to obtain the
signatures for adaptively chosen messages. It’s task is to provide a forgery, i.e., (signature,
message) pair which is correct and non-trivial.

The rerandomizable key usage expands the ways to define both the type of attack and
the threat. In the current section we provide the survey of the known security models for
such class of signature schemes.

The attack. The adversary is allowed to obtain the signatures computed not only with
the original secret signing key sk, but also with the modified keys produced by RandSK
algorithm.

We define two types of attack depending on which keys can be queried for the signatures:

— keys produced with an arbitrary randomness p from the predefined set €2;

— keys produced with the randomness honestly chosen by the challenger during the game
processing. The ability of the adversary to know these randomness values is captured
by the access to the Rand oracle.
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Further we differ these types of attack in the model name by RKA (Related Key
Attack) and KRKA (Known Related Key Attack) respectively. Clearly, first type of attack
is stronger, i.e., the security in *-RKA model implies the security in *-KRKA model.

The threat. One way to define the threat is to do it similarly to the standard UF-CMA
notion, i.e., making the forgery (m*, o*) for the original public key pk. The only ambiguity
here is defining the triviality of the forgery.

We define two types of threat depending on the forgery for which message should be
done for winning the game:

— message m* should not be queried for signing;
— message m* should not be queried for signing with the original signing key sk.

Further we differ these types of threat in the model name by wUF (weak UnForgeability)
and UF (UnForgeability) respectively. Clearly, first type of threat is stronger (the model is
weaker), i.e., the security in UF-x model implies the security in wUF-x model.

The formal definition of the corresponding security models is presented in Fig. 1. Here,
the basic UF-CM-RKA model is defined by black color, it was introduced in [2|. The
modification of this model by adding blue color strings defines the UF-CM-KRKA model [7],
and by adding red color strings — wUF-CM-RKA model [8]. Finally, all strings together form
the wUF-CM-KRKA model.

Exp}%’gig'CM'KRKA(A) Oracle Sign(p,m) Oracle Rand()
1: (sk, pk) < RSig.Gen( ) 1o if (0 QV(p ¢ R): 1 p&

2: LR+ O 2: return L 2: R+ RU{p}
350 (m*,o") & Asz‘gn,Rand(pk) 3: sk’ + RSig.RandSK(sk, p) 3: return p

4: o <+ RSig.Sign(sk’,m)
50 if (sk’ = sk)V(sk’ # sk):
6: L+ LU{m}

7: return o

4: if m* € L :return 0
5: res < RSig.Verify(pk,m*, ")

6 : return res

Fig. 1. UF-CM-RKA, UF-CM-KRKA, wUF-CM-RKA, wUF-CM-KRKA models definition

Another way to define the threat is to allow the adversary to make the forgery for
any public key, not only the original key pk. In this case, the adversary returns the
triple (p*, m*,o*), where p* defines the public key pk* for which the forgery is made. The
randomness p* should belong to the set {2 or should be obtained as a result of query to the
Rand oracle (depending on RKA or KRKA attack type). Following the paper [7], we refer
to the models with such definition of the threat by adding “s” (strong) before the attack
type. Clearly, such models are stronger then the corresponding models without “s”, i.e., the
security in *-sRKA (x-sKRKA) model implies the security in «-RKA (x-KRKA) model.

Similarly to the previous models, there are two possible ways to determine the triviality
of the forgery:

— pair (p*, m*) should be fresh, i.e., should not be queried to the Sign oracle (UF-* model);
— message m* should be fresh, i.e., should not be queried to the Sign oracle (wUF-*
model).

The formal definition of the corresponding security models is presented in Fig. 2.
Here, the basic UF-CM-sRKA model is defined by black color, it was introduced in [2].
The modification of this model by adding blue color strings defines the UF-CM-sKRKA
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model [7], and by adding red color strings —wUF-CM-sRKA model [6]. Finally, all strings
together form the wUF-CM-sKRKA model |[5].

Expf{gig'CM'SKRKA(A) Oracle Sign(p, m) Oracle Rand( )
1: (sk, pk) < RSig.Gen( ) 1 if (p2 QV(p ¢ R): 1 p&a

2: LR+ O 2: return L 2: R+ RU{p}
50 (o, m*,0%) & Asz‘gn,Rand(pk) 3: sk’ + RSig.RandSK(sk, p) 3: return p

. . . /

i i (0 € V(0 ¢ R): 4: o < RSig.Sign(sk’,m)

5 return | 50 L LU{(p,m)}

6: if ((p*,m*) € L)V((,m*)eL): 6 returno

7: return 0

8: pk" < RSig.RandPK(pk, p*)
9: res < RSig.Verify(pk*,m*, c")

10 : return res

Fig. 2. UF-CM-sRKA, UF-CM-sKRKA, wUF-CM-sRKA, wUF-CM-sKRKA models definition

4. BIP32 scheme and its security
Let P be the generator of the elliptic curve point group, (sk, pk = skP) —the ECDSA
signature key pair, K —the HMAC [9] key.
The scheme described in BIP32 assumes the use of signature with rerandomizable keys
based on ECDSA, where

RSig.RandSK(sk, p) = sk + p,
RSig.RandPK(pk, p) = pk + pP,

and the mechanism for generating p based on the algorithm HMAC.

Denote by HMAC, »(K, m) a function that returns the left [/2 bits of the [-bit result of
the function HMAC(K, m). For simplicity, we will further omit the functions of converting
a bit string into a group element and vice versa.

The mechanism of generating p;, used to calculate the ith key pair (sk;, pk;), i =1,...,n,
from the key pair (sky, pk, = sk, P), is defined by the following function:

pi = HMAG, )5 (K, pk, ||7).

Thus, in terms of the original problem, the key K plays the role of an parameter T, and
the function f is represented as follows:

pk; = f(pk;_1, K) = pk;_; + HMAC; )5( K, pko||i) P — HMAC, (K, pkyl|i — 1) P.
Among the models described in the section 3, the UF-CM-sKRKA model seems relevant

for analyzing this scheme, because:

— an actual threat is forgery with respect to at least one key pk;, i € {i,...,n} (strong
threat is relevant);

— the adversary has the capability to get the p values, only calculated using the HMAC
function (known related key attack is relevant).
The paper 7] shows that the ECDSA signature with rerandomizabe keys is secure in

this model.
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5. Conclusion

In this paper, we give an example of an existing cryptographic mechanism that can
be considered as a partial solution to the problem “Public keys for e-coins” proposed at
the International Olympiad in Cryptography NSUCRYPTO’2022. This mechanism is used
with the class of signatures with rerandomizable keys and provides one of the two security
properties required by the authors of the problem. The existence of mechanisms with the
second property remains (hopefully temporarily) an unsolved problem.

The results of this paper contain a systematic description of security models that can
be used to analyze signature with rerandomizable keys, which is of independent interest.

REFERENCES

1. Problem 10. “Public keys for e-coins”. International Olympiad in Cryptography NSU-
CRYPTO2022. https://nsucrypto.nsu.ru/archive/2022/round/2/section/0/task/10/.

2. Bellare M., Cash D., and Miller R. Cryptography secure against related-key attacks and
tampering. LNCS, 2011, vol. 7073, pp. 486-503.

3. FIPS 186-5. Digital Signature Standard. https://csrc.nist.gov/publications/detail/
fips/186/5/final.

4. BIP 32. Hierarchical Deterministic Wallets. https://github.com/bitcoin/bips/blob/
master/bip-0032.mediawiki.

5. Das P., Faust S., and Loss J. A formal treatment of deterministic wallets. Proc. ACM SIGSAC
Conf. CCS’19, N.Y., ACM, 2019, pp. 651-668.

6. Fleischhacker N., Krupp J., Malavolta G., et al. Efficient unlinkable sanitizable signatures from
signatures with re-randomizable keys. LNCS, 2016, vol. 9614, pp. 310-330.

7. Yuen Y. H. and Yiu S. M. Strong known related-key attacks and the security of ECDSA. LNCS,
2019, vol. 11928, pp. 130-145.

8. Morita H., Schuldt J. C. N., Matsuda T., et al. On the security of the Schnorr signature scheme
and DSA against related-key attacks. LNCS, 2016, vol. 9558, pp. 20-35.

9. Bellare M., Canetti R., and Krawczyk H. Keying hash functions for message authentication.
LNCS, 1996, vol. 1109, pp. 1-15.

UDC 519.7 DOI 10.17223/2226308X/16/29

EFFICIENT MATRIX MULTIPLICATION FOR CRYPTOGRAPHY
WITH A COMPANION MATRIX OVER F,!

S. Pal

A number of schemes in cryptography and other allied areas require operations
on matrices that are computationally expensive. However, the computational load
due to standard operations like multiplication can be drastically reduced by the
choice of special matrices. One such special matrix is the companion matrix of a
monic polynomial of degree n over a finite field. Due to its cyclic structure and
sparseness property, such a matrix not only helps us to reduce the complexity of
matrix multiplication but also can be applied for cryptographic purposes. In this
paper, an algorithm is proposed for the multiplication of an arbitrary matrix with
a companion matrix over a finite field of order p. In our algorithm, we not only reduce
the complexity but also minimize the number of multiplication operations as much
as possible. The complexity of multiplication of any n x n matrix with a companion

!The work was supported by the Mathematical Center in Akademgorodok under the agreement No. 075-
15-2022-282 with the Ministry of Science and Higher Education of the Russian Federation.
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matrix of a monic polynomial of degree n is O(n?), whereas the complexity of standard
matrix multiplication is O(n?®). Moreover, the number of multiplication operations is
n? —nt, 0 <t < n, and 0 for the fields F, and IFy of order p and 2, respectively, which
is far less than n3 multiplications required for standard matrix multiplication.
Keywords: companion matriz, matriz multiplication, cryptology.

1. Matrix Multipication with the companion matrix of a monic polynomial
1.1. Motivation

Due to the rapid increase in 5G and 6G technologies, ARX (Addition, Rotation and
XOR)-based schemes are more popular nowadays. Avoiding the multiplication operation
provides the efficiency in the lightweight system. This is the reason why we focus on
reducing multiplication operations as much as possible. Matrices are not generally used for
cryptographic purposes due to their expensive operations like multiplication. Researcher [1]
tried to find a suitable way to reduce the expensive operations by searching for special kinds
of matrices. Our goal is making the matrices useful for cryptographic purposes. In the case
of the multiplication of two matrices, all elements of both of these matrices are required.
But the operations can be reduced by observing the elements and structures of the matrices.
Moreover, multiplying a companion matrix of a monic polynomial over a finite field with
another matrix does not require all elements of the companion matrix. It is explained in the
contribution section that the new matrix will be obtained after multiplication by observing
only the second matrix and the coefficients of the monic polynomial. For the sake of the
simplicity of our work, we provide a modified definition of matrix multiplication, which is
given below.

Definition 1. Matrix multiplication of the two n X n matrices involves the
multiplication of i** element of k' row of the first matrix with i row of the second matrix,
provides n new rows and the k% row of the new matrix is obtained by adding them, where
1<, k< n.

Definition 2. The companion matrix |2, 3] of a monic polynomial of degree n, i.e.,
f(x)=ag+ax+ ...+ a,_ 12" + 2" over a field of order p is the n x n matrix

0 0 c 0 —Q
C; = 10 ... 0 —-a
0 0 ce 1 —Qp—1

1.2. Contribution

Theorem 1. Multiplication of a companion matrix of a monic polynomial of degree n
over finite field of order p by a second matrix gives a new matrix whose rows are as follows:

— The first row of the new matrix is equal to the r times of n* row of the second matrix,
where the constant coefficient of the monic polynomial is r, 0 < r < p.

— The k™ row is equal to the (k — 1)"" row of the second matrix, if the k' coefficient of
the monic polynomial is zero, where 2 < k < n.

— The k™ row of the new matrix is equal to the summation of the (k — 1) row and r
times of n*" row of the second matrix, if the k" coefficient of the monic polynomial is 7,
where 2 < k<nand 0 <r <np.

Corollary 1. Multiplication of a companion matrix of a monic polynomial of degree n
over a finite field of order 2 by a second matrix gives a new matrix whose rows are as follows:
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— The first row is equal to the last, i.e., n'" row of the second matrix.

— The k™ row is equal to the (k — 1) row of the second matrix, if the k' coefficient of
the monic polynomial is zero, where 2 < k < n.

— The k™ row is equal to the summation of the (k — 1) row and n'® row of the second
matrix, if the k™" coefficient of the monic polynomial is one, where 2 < k < n.

Now, we can explain our Algorithm 1 to calculate an nxn new matrix D = Cyx B, where
d;; and b;; are the coefficients of n xn matrices D and B over any field respectively, 1 < 7, j <
< n; Cf is a companion matrix of a monic polynomial f(z) = ag+a1x+.. Aa, v
over field IF, of order p. For the sake of applicability, we take the constant term of the
polynomial as non-zero for our work.

Algorithm 1.

Input: f(x) = ap + a1 + ... + a,2™ be a monic polynomial and B be any n X n matrix
with coefficient b;;, 0 <i4,j <n — 1.
Output: New matrix D with coefficient d;;, 0 <¢,5 <n — 1.

1: Seta;:p—ai,Ogign—l.

2: Fori=0,...,n—1do:

3 For j=0,...,n—1 do:

4: If i = 07 then dz’j = (CL; : b(n—l)j);

5 else if a; = 0, then d;; < bi_1);;

6 else d;; := (a; - bin-1);) + bi-1);-

Example 1. Let C; be the companion matrix of a monic polynomial f(z) = 2 +

00 2
+ 4x? 4 3 of degree 3 over Fs, i.e., C; = |1 0 0|, and B be any 3 x 3 matrix over any
011
2 1 4 4 0 6
field, ie., B= |1 3 5|, then D = CyB = (2 1 4|. Here, Dy = 2- B3, Dy = By,
2 0 3 3 3 8

D3 = By + B3, where D; and B;, 1 < i < 3, are the rows of matrices D and B, respectively.

2. Complexity calculation for matrix multiplications

In this section, we calculate the complexity of matrix multiplication followed by counting
the number of operations required for multiplication of two n X n matrices using the
standard matrix multiplication method and our method, which includes a special matrix,
the companion matrices of a monic polynomial of degree n over a field of order 2 and p.
Multiplication and division operations are computationally expensive compared to addition,
subtraction, and shift operations. The table shows that only addition and multiplication
operations are required for standard matrix multiplication, whereas addition, multiplication,
and shift operations are required for matrix multiplication by our method over F,. Most
importantly, only addition and shift operations are required for matrix multiplication by
our method over Fs.
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Operations required for different type of matrix multiplications

Operations List
Matrix multiplication Number of Number of Number of
additions multiplications | shift operations
Standard n3 —n? n3 0
Using companion matrix over Fy | n? —nt —n 0 nt+n
Using companion matrix over F,, | n? —nt —n n? —nt nt

Lemma 1. Standard matrix multiplication of two n X n matrices requires n® multi-
plications, n® — n? additions, 2n® operations in total. The complexity is O(n?).

Lemma 2. Matrix multiplication by a companion matrix of a monic polynomial of
degree n over F, requires nt shift operations, n* — nt multiplications, and n*> — nt —n
additions, 2n? — nt — n operations in total. Here, ¢ is the number of rows of the companion
matrix of the monic polynomial whose t"* coefficient is zero. The complexity is O(n?).

Lemma 3. Matrix multiplication by a companion matrix of a monic polynomial of
degree n over Fy requires nt + n shift operations and n? — nt — n additions, n? operations
in total. Here, ¢ is the number of rows of the companion matrix of the monic polynomial
whose t coefficient is zero. The complexity is O(n?).

REFERENCES

1. Mahalanobis A. Are matrices useful in public-key cryptography? Intern. Math. Forum, 2013,
vol. 8, no.39, pp.1939-1953.

Herstein I. N. Topics in Algebra, 2nd ed. John Wiley & Sons, 2006.

Ghorpade S. R. and Ram S. Block companion Singer cycles, primitive recursive vector
sequences and coprime polynomial pairs over finite fields. Finite Fields Their Appl., 2011,
vol. 17, no. 5, pp.461-472.

UDC 519.7 DOI 10.17223/2226308X /16/30

CRYPTANALYSIS OF LWE AND SIS-BASED CRYPTOSYSTEMS
BY USING QUANTUM ANNEALING!

A. Qayyum, M. Haris

In the paper, we study lattice-based cryptographic problems, in particular Learning
With Errors (LWE) and Short Integer Solution (SIS) lattice problems, which are
considered to be known cryptographic primitives that are supposed to be secure
against both classical and quantum attacks. We formulated the LWE and SIS problems
as Mixed-Integer Programming (MIP) model and then converted them to Quadratic
Unconstrained Binary Optimization (QUBO) problem, which can be solved by using
a quantum annealer. Quantum annealing searches for the global minimum of an input
objective function subjected to the given constraints to optimize the given model.
We have estimated the ¢-bits required for the Quantum Processing Unit (QPU).
Our results show that this approach can solve certain instances of the LWE and SIS
problems efficiently.

Keywords: post-quantum cryptography, lattice-based cryptography, learning with
errorss, short integer solution, quadratic unconstraint binary optimization, quantum
processing unit.
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1. Introduction

Quantum computers hold a promise to solve many computational problems faster
than classical computers. Because of this potential, researchers are interested in exploring
quantum computing and their implications for different fields including cryptography.
The advent of quantum computing has a serious threat to many cryptography foundations.
Because of this concern, many researchers have started looking at Post Quantum
Cryptography (PQC). In this scenario, the National Institute of Standards and Technology
(NIST) motivated and invited researchers to submit the PQC algorithms. After analyzing
these submissions, NIST announced the selected algorithms for PQC in 2022. The selected
algorithm for public-key encryption and key establishment is CRYSTALS-Kyber [1].
The CRYSTALS-DILITHIUM [2], Falcon [3] and the SPHINCS-+ [4] are selected for digital
signatures. Most of the selected algorithms are based on the lattice. Therefore, we are
exploring lattice-based cryptographic problems, specifically Learning with Errors (LWE)
and Short Integer Solution (SIS) lattice problems.

Lattice-based cryptography is an asymmetric cryptography that uses mathematical
structure called lattice to design cryptographic primitives. Its security is based on the
hardness of certain lattice problems, such as the Shortest Vector Problem (SVP), Shortest
Independent Vectors Problem (SIVP), Closest Vector Problem (CVP), Short Integer
Solution (SIS), and Learning with Errors (LWE) [5]. To solve these lattice problems, there
are several methods such as lattice basis reduction, sieving, and enumeration.

In the context of solving SIS and LWE problems, one method is known as lattice basis
reduction, which includes algorithms such as LLL [6] and BKZ [7] to reduce the input lattice
and extract short basis vectors that can be used to solve SIS and LWE. Another method
is sieving, which includes the Gauss-Sieve algorithm [8] and Block-Kannan algorithm [9].
This technique is used to exploit the statistical properties and do the sampling from a
high-dimensional lattice to find for the vectors close to the origin. The other technique
is enumeration, which includes Voronoi algorithm [10], Babai’s Nearest Plane [11]. This
technique aims to find all lattice points within a certain radius and eliminate the irrelevant
vectors.

In the thesis, we investigate the complexity of the implementation of LWE and SIS
problems using quantum annealing. We propose Mixed-Integer Programming (MIP) model
for SIS and LWE. MIP is a mathematical optimization technique which provides the solution
for both discrete decision and continuous variables problems. We used the PulLP library of
Python which is a widely-used tool for implementing MIP models. It offers efficient solvers
that can effectively address optimization problems, such as our model for SIS and LWE.
Furthermore, we convert them to their equivalent QUBO model and estimate the required
g-bits.

2. Quantum annealing and adiabatic computing

Quantum annealing is a type of quantum computing that aims to solve optimization
problems by minimizing the energy of a physical system. For optimization, quantum
annealing searches for the global minimum of the input objective function. Quantum
annealer put the states in superposition at the start. Then, these states alter by quantum
physics, which is beyond our control. So we give the Quadratic Unconstrained Binary
Optimization (QUBO) problem at the beginning, and the configuration at the end
corresponds to the solution [12]. Quantum annealing is related to adiabatic quantum
computing, which is a specific form of quantum annealing that works on the energy
minimization process.
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QUBO is a form of binary quadratic model which uses binary variables to represent
the problem. It involves finding the values of binary variables that minimize a quadratic
function. Tt is a unique class of equations that corresponds to the design of a quantum
processing unit (QPU). The QPU is made up of ¢-bits and couplers which connect pairs of
g-bits. We can consider the g-bits as variables in equation, and couplers as pairs of variables
that are multiplied together making up a quadratic equation [13].

3. Learning with Errors (LWE)

A lattice is a geometric structure which contains a set of points in n-dimensional space.
It is widely used in different areas of study including lattice-based cryptography. LWE
problem is one of the lattice hard problems. It is considered NP-hard. It is used in many
cryptographic schemes such as encryption, digital signatures, and key-exchange algorithms.
Formally, lattice and LWE are defined as follows:

A lattice £ in R" is a discrete additive subgroup of R™. It is generated by a set of linearly
independent vectors by, b, ... b, called a basis for the lattice [14]:

L= {Za,bl L a; GZ}
i=1
In the LWE we have a list of “equations with errors” such that
> a1 Ry by (mod g),
j=1

> agj8j ~y by (mod q),
=1

2. mjSj Ry b (mod g),
j=1

where i = 1,2,...,m, ¢ = q(n) < poly(n) is prime integer, ai;, ay; ... ay; € Z; are chosen
independently and uniformly, s € Zj, and b; € Z,. The errors ¢; € Z, in the equations
are specified by a probability distribution x : Z, — Ry on Z,. The e; € Z, are chosen
independently from x [15]. The goal is to find the secret key s given a set of noisy linear
equations.

LWE Problem Hardness

LWE is not proven NP-hard problem, but it is as hard as certain worst case lattice
problems, such as CVP or SVP. It is proven that LWE is at least as hard as SIVP NP-hard
problem [15]. We try to approximate the vector s; by z; by:

n
b; =) a;js; +e; mod g — actual value,
j=1

n

b; = ) a;;z;+r; mod g — predicted value.
j=1

Our goal is to minimize the difference between b; and EZ such that the vector z; becomes
close to the vector s;. We choose r; parameter from the same distribution as e;.
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Mathematical Model of LWE Problem
Objective function is

m
min Y t;.
i=1

The objective of our optimization model is to minimize the sum of ¢; variables which we
will define in (1) and (2), subjected to the following constraints:

— we ensure that for each j only one z;;, variable can take the value 1 and all other entries
will be equal to 0:

q—1
> Tjk =1
k=0
— we define the value of z; as a linear combination of the z;, variables:
q—1
zj :kzo(k'%'k);

— the main constraint, which defines the LWE problem, is the following:
Z Q525 +7r;, = Diq +Ez
j=1

Here, z; are the unknowns that we want to find, all the operations are made modulo ¢,
and we introduce additional variable D; to linearize it; B

— we define the value t;, that is the the difference between actual b; and predicted b;, which
we want to minimize. The variable C; is introduced to linearize the equation:

b — b = Ciq + ti; (1)
— we set the upper bound for g, B
bi<q—1;
— we set the upper bound for ¢;:

The variables belong to the following sets:
z,€{0,1}, C,,D; €Z, z,b; €,
The parameters belong to the following sets:
aij, bi,ri €Zg, 1=1,2,....m, 7=12,...,n, k=0,1,...,¢— 1.

To perform the experiments for the above mathematical model, we fix the parameters
Sj € Ly, a;j € Z; are chosen independently and uniformly, the parameter error e; € Z, is
chosen from the uniform distribution, and b; € Z, is calculated by the following equation:

Z Q;;S; +e = Eq—i— bz
j=1

where F; € Z,. After fixing these parameters, we ran our MIP model and obtained the
following results (the Table):
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n,m,q | No.of runs | Mean ) t; | Max Objective Function | Mean ) s; —z; mod ¢
3,4, 23 20 3.15 5 0.25
4,5, 23 20 2.05 4 0.15
5, 6, 23 20 1.9 3 0.9
6, 7, 23 20 1.75 3 0.45

After verifying our linear mathematical model, we converted it to QUBO model by
converting all the variables into binary variables and introducing the quadratic term in
the objective function. We also estimated the number of g-bits of our QUBO model by
calculating the g-bits for each binary and integer variables used in the objective function
and all the subjected constraints.

Proposition 1. The minimal number of qubits required for the implementation of the
considered QUBO model of LWE for QPU is at most

s s o () .
[n(q — 1)+ (¢ - 1)}
q

+4m x

+ 5m [log, ¢ + mn [log, g .

The above estimation of -bits is theoretical. In the future, we will convert our QUBO
Model into Ising Model to observe the practical number of g-bits required for QPU with
the help of D-wave Ocean Software.

4. Short Integer Solution (SIS)

SIS problem is one of the lattice hard problem. It is widely used in different cryptographic
schemes such as encryption, digital signatures, key-exchange algorithms. The security of
many lattice-based cryptographic schemes, such as the Ring Learning with Errors (RLWE)
scheme, is based on the hardness of the SIS problem. Formally, we can define SIS as follows:

Given a matrix A € Z™"™ with m > n and a positive integer (3, find a non-zero vector
z € 7" such that:

Izl < 8,
Az=0 mod gq,

where 5 > y/mloggq, ¢ is a prime integer and ||.|| is Euclidean norm [5].
SIS Problem Hardness
SIS problem is not proven NP-hard problem but it is as hard as certain worst case lattice

problems, such as CVP or SVP, which are known to be NP-hard problems [5]. We want to
minimize ||z|| under following constraints:

|zl < B, Az=0 mod q.
But ||z|| is non-linear function and we applied the techniques to linearize it.

Mathematical Model of SIS Problem
Objective function is

min ) (u; + v;).
J

The objective of our optimization model is to minimize the values of u; and v; variables,
which we will define in (3), subjected to the following constraints:
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— we ensure that for each j only one z;;, variable can take the value 1 and all other entries
will be 0:

q—1

>o(htay) =1, 1=12,....m
k=0

— we define the value of z;, which is a linear combination of the x;; variables:

qg—1
2 = Zk’(x;rk—xj_k), ji=12,...,n;
k=0
— we define the SIS problem, where z; are the unknowns that we want to find:

ZCLZ]Z]:CZC], 2:1,2,,m,
J

uj:Zk:x;fk, v =k, J=1,2,00m (3)
k k
— we ensure that at least one element of the vector z is non-zero:

2 (uy +vy) = 1

J

— we ensure the upper bound of u; + v;:
uj+v;<qg—1, u;+v; <G

— 2, C; € Ly x5, € {0,1}, uj,v; € Zyo—variables; ¢ = 1,2,...,m, j = 1,2,...,n,
k=0,1,...,q — 1 —parameters.

We converted the above model to QUBO model by converting all the variables into binary

variables and introducing the quadratic term in the objective function. We also estimated

the number of g-bits of our QUBO Model by calculating the g-bits for each binary and

integer variables used in the objective function and all the subjected constraints.

Proposition 2. The minimal number of qubits required for the implementation of the
considered QUBO model of SIS for QPU is at most

n(q—1)°

16nq + 2m x {
q

[+ Rogs a1

5. Conclusion

We have investigated the complexity of implementation of LWE and SIS problems using
quantum annealing. First, we introduced the Mixed-Integer Programming model for LWE
and SIS. Next, we presented our experimental results by using Python library called PuL.P.
Finally, we formulated our mathematical model into QUBO and estimated the number
of g-bits required for the Quantum Processing Unit to perform Quantum Annealing for
our QUBO Models. After analyzing the LWE and SIS problem, we can conclude that the
cryptanalysis on the certain instances of LWE problem is possible by using QUBO Model. In
future, we will consider the r; in terms of the probability distribution for the LWE problem.
We will convert our QUBO Model into Ising Model to observe the practical number of g-bits
required for QPU with the help of D-wave Ocean Software. We will also try to compare the
performance of our quantum annealing-based algorithm with classical lattice algorithms.
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MATEMATUYECKUWUE OCHOBHI
NMHOOPMATUKUN U ITPOI'PAMMUPOBAHUA

YIK 519.682 DOI 10.17223/2226308X/16/31

AHAJIOT TEOPEMbBbI KPOHEKEPA — KAIIEJIJIN
JJId CUCTEM HEKOMMYTATHUBHBIX JINHENHBIX YPABHEHIII,
IIOPOXKJAIOIINX JIMHENHBIE A3BIKN

O.U. Eropymkun, 1. B. Konbacuna, K. B. Cadonos

[Ipomonkaercst HccieloBaHNe CUCTEM HEKOMMYTATUBHBIX TOJNHOMUAJBHLIX YpaBHE-
HU, KOTOPBIE WHTEPIPETUPYIOTCI KaK TpPaMMAaTHKN (DOPMaTbHBIX T3BIKOB. Takme
CHCTEMBI pemaioTcst B Buje dopMmasbHbix creneHHbx psos (OCP), Beipaxarormmx
HETEePMUHAJIBHBIE CUMBOJIBI UY€DE3 TEPMUHABLHBIE CUMBOJIBI aa(paBUTa U PACCMATPHU-
BaeMbIX Kak (popmasibhbie g3bikn. Beskomy @CP nocrasiieH B COOTBETCTBUE €10 KOM-
MYTQTUBHBIN 00Pa3, KOTOPHIH OJIyYa€TCsd B IIPEAIIOJI0KEHUN, 9TO BCE CUMBOJIbI 060-
3HAYAIOT KOMMYTATUBHBIE TIEPEMEHHbBIE, JefiCTBUTEIBHbIE WM KOMILJIeKCcHbIe. Paccmar-
PUBAIOTCS YpaBHEHUS, KOTOPbIE JIMHEWHBI 110 HETEPMUHAJIBHBIM CUMBOJIAM C TIOJIMHO-
MUATBHBIMIA KOI(POUITMEHTAMT 0T TEPMUHAIBHBIX CUMBOJIOB, & 3HAYUNT, 9TH CUCTEMBI
MOPOK AT JuHelHbIe (hopMabHbIE A3bIKH. COBMECTHOCTH CUCTEMBI HEKOMMYTATHB-
HBIX MOJMHOMUAJHLHBIX YPaBHEHWIT He CBA3aHA HANPIMYIO C COBMECTHOCTBIO €€ KOM-
MyTaTHUBHOT'O 0bpa3a, U MOTOMY B KauecTBe aHaJiora TeopeMbl Kponekepa — Karesin
YAAETCS TIOJIYINUTh JIUIIH JIOCTATOYHOE YCI0BUE HECOBMECTHOCTH HEKOMMY TATHUBHOI CH-
CTEMBI.

KumoueBbie ciioBa: cucmembvt AUHETHBLT YPASHEHUT, HEKOMMYMAMUSHBIE NEPEMEH-
Hote, POPMAALHOIT CTENeHHOT PAJD, KOMMYMAMUEHT 00pas.

Teopust popMaIbHBIX SI3BIKOB HMeeT (DbYHIaMEHTAJIbHOe 3HAYEeHHe I IIPOrPaMMHUPO-
BaHusd U pa3paboTKu MH(MOPMAIUOHHBIX TeXHOJIoTHil. OHa sBJIseTCcs OCHOBON pa3spaboTKH
AJITOPUTMOB 1711 TOUCKa B VIHTepHEeTe, paboThl HOBOCTHBIX arperaropoB, MAIIMHHOTO Mepe-
BOJIa TEKCTOB, MOHUMAHUsI TeHETUIECKOT0 KOJa B OMOMH(OPMATHKE, Pa3pabOTK U aHAJIN3A
SI3BIKOB ITPOTPAMMUPOBaHUs. Bee 5TH NPUIOKEHHs HCMOIh3YIOT B3ANMOCBSI3U sI3bIKa (Kak
MHOKECTBA BO3MOYKHBIX TEKCTOB) € I'DAMMATHKOIN (CBOJOM (DOPMAIbHBIX MPABUJ, OMpPe-
JEJIIONIAX SI3IKOBbIE KOHCTPYKIUE U X PABHOZHAYMMOCTH). BoJjiee TOro, BCIOLY HYZKHBI
OBICTpBIE KadeCTBEHHBIE aJITOPUTMBI (POPMATBHBIX IMOCTPOEHMH IPAMMATHKH II0 S3BIKY H
SI3BIKA, 110 TPAMMATHKE U CHHTAKCHYECKOTO aHA/M3a KOHCTPYKIMHA, HEBO3MOXKHBIE 0e3 ce-
PBE3HOTO TEOPETUIECKOTO 0DOOCHOBAHMS.

KouTekcTHO-cBOOOIHBIE, B YACTHOCTH JIMHEHHBIE, TPAMMATHKNA aKTUBHO UCIOJIb3YIOTCS
JIJI peleHusl 33734, CBA3aHHBIX ¢ pa3pabOTKO#i (hpOpMaIbHBIX A3BIKOB M CHHTAKCHIECKHX
aHam3aTopoB [1-3]. OHUM U3 OCHOBHBIX JOCTOUHCTB KOHTEKCTHO-CBOBOIHBIX U JTUHEHHBIX
I'PAMMATHK SIBJISETCS BO3MOXKHOCTH 33/aHUs MUPOKOIO KJIACCA SI3BIKOB IPU COXPAHEHHUH
OTHOCHUTEIBHON KOMIAKTHOCTH IpejacTaBienus |4, 5.

[Tponoszkas uccaenoBanme, HadaToe B paborax [1, 2|, paccMoTpuM crueTemy JIHHEHHBIX
yPaBHEHHI ¢ IIOJTHHOMHUAIbHBIME K0I(MMUITHEHTAME

ain () z1bin () + .o+ Qi (2) 20bin () = di(x), i=1,... k, (1)



MatemaTudeckue OCHOBbI UHGPOPMATUKU 1 NPOrPAMMUPOBAHUS 125

KOTOpAasi peInaercss OTHOCUTEIHLHO HEKOMMYTATHBHBIX CUMBOJIOB z = (Z1,...,%,) B BUJE
®CP, 3aBHCANHX OT HEKOMMYTATHBHBIX CHUMBOJIOB & = (Z1,...,Ty), DA€ G, b;j, d; — MHO-
rOYJIeHBI. TaKne CHCTEeMbl UMEIOT NMPUJIOKEHNs B TeOpuu (POPMATBHBIX S3bIKOB, TIOCKOILKY
SBJISIFOTCST 'PAMMATHKAMMY, TOPOZKIAIONINME BayKHbI KJIACC JUHEHHBIX A3BIKOB |3, 4].

B pamkax Teopun hbopMaTbHBIX SI3BIKOB B I'PAMMATHK CHMBOJIBL X1, . . . , Ty, HA3BIBAIOT-
Csl TEPMHUHATBHBIME U 00Pa3yIoT ¢IoBaphb (andaBuT) JAHHOTO sI3bIKA, TOTJA KAK CUMBO-
JIbL 21, ..., 2%, Ha3bIBAIOTCA HETEPMUHAJBHBIMU U HEOOXOAMMBI JIJIs 3aaHUs IDAMMaTHIC-
cKUX mpaBua. HaJl BceMn CHMBOJIAME OIIPeJIeIeHbl HEKOMMYTATHBHOE YMHOKeHHe (KOHKa-
TeHaIWs1) U KOMMYTaTHBHOE (DOPMAIbHOE CJIOKEHHe, a TaKyKe KOMMYTATHBHAs OIepalius
YMHOXKEeHHUsI Ha IUCJIOBBIe KOA(DMUIMEHTHI, 1 TOTOMY MOXKHO PACCMATPUBATH CHMBOJIbHBIE
muOrouwteHsl 1 PCP ¢ meficTBUTEIbHBIME WM KOMILTEKCHBIME KO3 dunuentamu. Hako-
HeIl, MOHOMBI OT T€PMHUHAJBHBIX CUMBOJIOB HHTEPIIPETUPYIOTCSA KAK IIPE/IOKEHNS T3bIKa, &
kaxk bt DCP, koropwlil sBisierca perennem cucreMbl (1), paccMaTpUBaeTCs KakK MOPOZK-
JNEHHBI TpaMMaTUKONl (bOPMAIBHBIH A3BIK, T. €. (popMaIbHASA CYMMAa BCEX «ITPABUILHBIX>
Ipe/UTOZKEeHHH 9TOro sI3bIKa |3, 4].

HcenenoBarh CHMBOJIBHYIO HEKOMMYTATHBHYO cucTeMy (1) 10CTATOYHO TPYIHO, TOITO-
My PaccMOTPUM eé KOMMYTaTuBHbI 06pa3 |1, 2, 5.

[Mpemmonoxkum, ciaenyst [1], 910 Bce MOHOMBI OT X1, ..., T, 3aHYMEPOBAHbI B JIEKCHKO-
rpad>uUecKOM MOPAIKE 110 BO3PACTAHUIO CTENEHEH B MOCAeI0BATEILHOCTD Ug, Uy, . . ., ATPa-
IOTIY IO POJIb Oa3HCa, TOrIA KayK Bl PAJl S MOZKHO €TMHCTBEHHBIM 00pa30M 3alicaTh B BUIE
PA3IOKEHHUST IO ITOMY OA3HUCY € IUCTOBBIME KOIDPUImenTamu (s, u;) Mpu MOHOMAX 1U;:

o0

s = (s, u;)u. (2)

i=0

Tenepn moctasum B coorsercTBre PCP (2) ero koMMmyTaTHBHBIH 06pa3 ci(s) — crenennoii
PsiJi, KOTODbIH [OJYYaeTcss U3 S B HPEANOSOKEHUH, YTO CUMBOJBL X1, ..., Ty (PABHO Kak
M 21,...,%2,) ODO3HAYAIOT KOMMYTATHBHbBIE TIEDEMEHHbIE, IPUHIMAIOIIHe 3HAYCHNSI U3 OIS
KOMILIEKCHBIX guces [5].

O4eBUAHO, YTO KOMMYTATHBHBIM 06pa30M CHCTEeMbI (1) SBJISeTCa CHCTeMa KOMMY TATHB-
HBIX YpaBHEHUN

ci(an(z)) ci(bin(x))z1 + ... + ci(ap(x)) ci(bin(z)) 2, = ci(di(z)), i=1,...;k.  (3)

HazoBéMm parromM MaTpHIIH, 3eMeHTH KOTOPOH SABISIOTCS MHOTOYJIEHAMH OT KOMMYTa-
TUBHBIX II€PEMEHHbIX, YUCJI0 JIMHEHHO HE3aBUCUMBbIX CTOJIONOB MATPUIbl HaJI 110JEM KOM-
IJIEKCHBIX TUCEI.

JInst cucreMbl KOMMYTATHBHBIX ypaBHeHHH (3) paccMOTpUM €€ MaTpuiLy

(ci(ai;(x)) ci(b; (),

a TakzKe pacumpenHyo Marpuiy (ci(a;;(x))ci(bi;(z)) | di(z)).
HexommyTaruBHbIM anasorom reopembl Kponekepa — Kanesuin sBiisiercs cieryomast

Teopema 1. Ecau gra kommyTtarusaoro obpasa (3) cHCTeMBI HEKOMMYTATHBHBIX JIH-
HefiHbIX ypaBHeHnil (1) BBIIOJHEHO HEPABEHCTBO

rank(ci(a;(x)) ci(by;(x))) < rank(ci(a;(x)) ci(by;(x)) | ci(di(x))),

TO MCXOJHAsI CHCTEMa HEKOMMYTATHBHBIX JIMHEHHBIX ypaBHeHuii (1) HecoBMecTHA.
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3ameuanme 1. B ciaydae paBeHCTBa PAHrOB PacCMATPUBAEMBIX MATPUIL YTBEDKIC-
HHUE O COBMECTHOCTH UCXOJHOH HEKOMMYTATUBHOW CHCTEMbl HEBEPHO; HETPY/HO LPUBECTU
COOTBETCTBYIOIINIA IIpUMep.

[Tockonbky DPCP, KOTOpBIe SIBJSIIOTCSI KOMIIOHEHTAMH DellleHust cucTeMbl (1), WHTEp-
OpeTHPYIOTCs Kak (opMasibHbIe A3bIKH, TeopeMa 1 MO3BOoJIsseT YCTAHOBUTH CAyYaH, KOTIa
JIMHEMHAs IpaMMaTHKa He MOPOXKJIaeT HUKAKOT0 JUHEIHOTO SI3bIKA.
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YK 004.05 DOI 10.17223/2226308X/16/32
OB AJITOPUTMAX ITIONMCKA KOMIIbIOTEPHOI NMHPOPMAIINN

A.B. ZKapxkona, A.T. Mycyraimesa

NccnenoBanbl aJropuTMbl MOKMCKA TOACTPOKHW B CTPOKe: HamBHBIN, Boitepa —Mypa,
Kuyra — Moppuca — IIparra, Pabuna — Kapma, a Tak:ke TpUMEHUMBIE JIJIs HUX JI2KO-
Kepbl (CUMMBOJIBI TIOJCTAHOBKM, «COBIIAIAMONINES C JIOOBIM CHMBOJIOM WJIA UX TIOC/IEI0-
BaTEIBHOCTHIO). Peanmzosana mporpamma Ha s3bike CF# myid nowcka Gaitaos mo pas-
JIMYHBIM apaMerpaM, KOTOpasl MO3BOJIIET TaKXKe CKAaHWPOBATH 33 aHHYI0 JTUPEKTO-
PHIO C TIeJIBI0 [IOUCKA, BPEIOHOCHBIX 00beKTOB. [IpoBe/ieHbl BEIUNCINTE/IbHBIE SKCIIEPH-
menThr. Obree myqinee Bpems noucka hpaiaos (JI0CTATOYHO HARTH IEPBOE BXOXK ICHUE)
0Ka3aJ0Ch C OMOIIbI0 ajgropurma Botiepa — Mypa, xy/iiee — ¢ TOMOIIBIO aJropuUTMa
Pabpuna — Kapna. g nouncka daityioB mo xHebOJbIINM 33/[aHHBIM JAHHBIM U 1aPa-
MeTpaM MOXKHO HCIIOJIL30BATH HAWBHBIT TTOUCK, IJId CPEeJHUX " 6OJIBH_H/IX JaHHBIX 1
mapaMeTpoB TIPH MAaJBIX 00pasax Jydlle UCIoab30BaTh aaroputy Kuayra — Moppu-
ca— IparTa, mpu 6osbimux — Boitepa — Mypa.

KooueBbie cioBa: aszopumm Botiepa — Mypa, anseopumm Knuyma — Moppuca —
IIpamma, aszopumm Pabuna — Kapna, xubepbesonachocmov, nouck nodcmporu 6 cmpo-
Ke, nouck Patiig, CKAGHUPOSAHUE.

B cBs3u ¢ 60J1bITIIM pOCTOM 00bEMA JAHHBIX CYIIIECTBYET MHOTO TTPOGJIeM ¢ 06paboTKOit
uHGOpMAIMH. YCTPOUCTBO MOXKET COJEPKATh HECKOJIBKO COTeH ThIicad (halljioB, cpeau Ko-
TOPBIX YacToO Tpebyercs HaliTu HeoOxoaumblil. Celtdac (hyHKIINKT MOUCKA (DALIOB BCTPOEHBI
BO MHOI'ME CUCTEMbl, HO €CJIM IMOUCK MH(MOPMAIMHU SBJIAETCH KIIOYEBON 3aja4eil, Haupu-
Mep HpPU MOUCKE BPEJIOHOCHBIX 00bEKTOB aHTHUBUPYCHBIMH MPOI'paMMaMu, Tpedyercs 3HATD
IIPpUHOUIIBI €0 OpraHu3aluin.
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Henbio paboThl ABISETCA M3yUeHUEe PA3JIUUHLIX aJrOPUTMOB MOMCKA (paitioB ¢ 3a1aH-
HBIMHU IIapaMeéTpaMH W CO3JaHH€ IIPOIrpaMMHOI0 HNpoAYKTa AJd ITOUCKa I/IHCI)OpMaL[I/H/I Ha
YCTPOHCTBE.

[Iyctb 3aman obpaszen P[1...m] u tekcr T[1...n|, m < n. B 3a1ade noucka mojcTpoK
TpebyeTcs HAUTH BCe BXOXKIEHHSA 00pa3iia B TEKCT.

PaccMoTpens! cieayromiye aJIropuT™Mbl TOUCKA, TOACTPOKH B CTPOKE:

1)

Hawsnblit anroputM: JeBblil KoHel oOpasna PP cTaBUTCS BPOBEHB C JIEBBIM KOHIIOM
TEKCTa W BCe CUMBOJIBI PP CPABHUBAIOTCS C COOTBETCTBYIONIMMHU CHMBOJAMHU CJie-
Ba HAIIPABO MOKAa JTUOO He BCTPETHUTCH HECOBIaJeHue, TUOO He ucuepnaercs P, 4To
Oyzer o3HavyarTh, 4TO Hailjleno BXxOxkJeHue P B tekct. IIpocreitmuit ajroputm mo-
UCKa TOJCTPOK OKa3bIBACTCA HEIPMDEKTUBHBIM, MTOCKO/JIBKY HHMOPMAIUS O TEKCTE,
HOJTIyYeHHAad I OTHOTO HAllIEHHOTO BXOYK/IEHU S, He MCIIOIb3yeTcs TPU HAXOXK TeHUH
apyrux xoxaennii. Cnoxuocts axropurma O(mn) [1, 2].

Anroputm Boitepa — Mypa: mpukiagsiBaeM oOpasel] K HaYaJIy TeKCTa U CPABHUBA-
eM C KOHIA, IPU HEeCOBIAJIEHUN 0YEePEHOTO CHMBOJIA CABUTAEM 00pa3er] HA MaKCH-
MaJIbHOe 3HAYEeHHUe U3 JIeMeHTa MACCHBa CIBUTA (COMEDPKHUT BEJHUYUHbI, HA KOTOPbIe
MOZKeT OBITH CIBUHYT 00pasell IPH HECOBIAIeHUI 0YepPEeTHOrO CHMBOJIA) H JIEMEHTa
MACCHBA TPBIKKOB (COMEPKUT BEJIMIMHBI, HA KOTOPbIe MOYKHO CIBHHYTH 0Opasel,
YTOOBI COBMECTHUTH paHee COBIABIINE CUMBOJIBI C BHOBb COBMAAIONTUMH CHMBOJIAMHA
CTPOKH). SHAYEHHE JIEMEHTA MACCHUBA CABHIA BBIYHUCJSIETCS CJELYIONUM 00PA3OM:
s|P[i]] = m—i, i =1,...,m. DJeMeHThl MaCCHBA MPBIZKKOB H3MEHSIOTCS B 3aBUCHMO-
CTH OT TIOBTOPEHUIT TOCIeJHUX CHMBOJIOB, aJropuT™ paboraer 3a Bpemst O(m+n) [3].
Aurropurm Kuyra — Moppuca — I[Iparta (KMII): ucnonbsyercs npedukchas dbyHK-
st 7], 3HAYEHHe KOTOPOii paBHO JyinHe Haubo binero npedukca obpasua P, KOTo-
poiit siBisiercs cyddukcom crpoku P, rae P, — k-cumBousbustit upeduke P[1. .. k]
obpasma P[1...m]. B ocHOBHO#I (DbyHKIMN aaropuT™Ma CKAaHUPYeTCsl TEKCT CJIeBa Ha-
npaBo u nposepsiercst yeaosue Plg + 1) = Ti], tne ¢ = 1,...,n; ¢ — KOaWIeCcTBO
COBIIABIIINX CHMBOJIOB; BXOXKJIeHHe 0Opasia HafiaeHo, ecan ¢ = m. Bpems paboTsl
asnropur™a pasuo O(m +n) [2].

Anropurm Pabuna — Kapma: KaKaplii cHMBOJ IIpeacTaB/asgeT coboii mudpy B cucTe-
Me cuucjenus ¢ ocHoBauueM d, mycth d = 10. [laga 3agannoro obpasma P[1...m)|
0003HAYNM Yepe3 P COOTBETCTBYIOIIEE €My IeCSITUIHOe 3HAaUeHrne. AHAJIOIUYIHO JIIs
sajanaoro tekcra T[1...n| obosHaduMm depes ly JTCATUIHOE 3HAYEHHE MOICTPOKH
Tls+1...s+m] gmuast m, s =0,1,...,n —m. Takum o6pa3oM, § — IOMYCTUMBIii
caBur (HaleHO BXOXKJEHUE) TOTJIA W TOJBKO TOTJA, Koraa ty = p. Bpems paGoThl
B Hauxyaiem caydae pasao O((n —m + 1)m) [2].

JlaHHBIE AJTOPUTMBI PEAJM30BAHbI /IS MOUCKa (PAMJIOB, B CBSI3H C 9TUM JOCTATOYHO
HAWTH TOJBKO IEPBOE BXOXKIEHNIE 00pa3Ia B TEKCT.

ZLHH ITONUCKa TaKzKe MOXKHO BBECTHU CHeHI/IaﬂbHBIﬁ CUMBOJI, Ha3blBaeMBbIit AZKOKEPOM, KO-
TOPBI «COBHAAETY C JIIOOBIM CHMBOJIOM. FCIM 4ucjio pa3peréHubix zKOKePOB He OrpaHu-
YeHO, TO HEHM3BECTHO, MOXKHO JIM PEIIUTDb 3aJa49y 3a JimHeiinoe BpeMs. OHAKO eCJIu IUCJI0
JIZKOKEPOB OTpaHuveHO (DUKCHUPOBAHHOU TOCTOSIHHON (He 3aBucsInedl or pasmepa P), To
obpaser MOYKHO HalTH 3a JuHeliHoe Bpems [1]. B paspaboranHoii mporpamme mpu HeoGXo-
ANMOCTH OJId 3aMEHDL JHO6OI71 CTPpOKH CUMBOJIOB, B TOM 4HUCJIE l_IyCTOIvjl7 B Ha4aJIC UJIM B KOHIIEC
o0Opa3Ita UCIOJIb3YeTCs JTKOKED «*».

Cornacuo rocynapcrsennomy crangapry PO 'OCT P 51188-98 [4], npu ucnbiranusax
HPOTPAMMHBIX CPEJCTB Ha HAJAYHE KOMIBIOTEPHBIX BHPYCOB HCIOJIL3YIOT JIBE OCHOBHBIE
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I'PYIIB METOMOB WX OOHAPY:KEHUWs: MPOTpaMMHBIE W amlmapaTHO-IporpamMMmubie. K mpo-
IPAaMMHBIM METOJaM OTHOCITCH:

— CKaHUpOBaHHUe;

— obHapy:KeHHe U3MEeHEeHUIl;

— S3BPUCTUYECKUI aHAJIUS;

— PE3UJEHTHBIE «CTOPOIKAY;

— BaKIMHUPOBaHUE IIPOIPAMMHBIX CPEJICTB.

MeTo cKaHUPOBAHUS COCTOUT B TOM, UTO CHEIHAIbHAS AaHTHBHPYCHAsT MPOTPaAMMa, Ha3bi-
BaeMas CKaHePOM, IOCJIe0BATE/ILHO MPOCMATPUBAET IIpoBepseMble (pailjibl B IMOMCKE TakK
HA3BbIBAEMBIX «CHTHATYP» M3BECTHLIX KOMIIBIOTEPHBIX BUPYCOB. [Ipu 3TOM 101 curnaTypoii
HOHUMAIOT YHUKAJIBHYIO ITOCIEI0BATEIHHOCTD DAWTOB, TPUHAIIEIKAILYI0 KOHKPETHOMY H3-
BECTHOMY KOMIIBIOTEDHOMY BHPYCY M HE BCTPEYAOILYIOCS B APYIHX HporpaMmax [4].

Paspaborana u peannsoBaHa mporpamma Ha s3bike C# s moucka ¢ailoB mo pas-
JTUYHBIM napaMerpaM (uMst dbailia, ero paciuperne, pasMep U COJEPKUMOe) ¢ MOMOIIBIO
HEPEYUCICHHBIX AJITOPUTMOB IIOMCKA 00pa3lia B TEKCTe; IIPOrpaMMa MO3BOJISIeT TaKzKe CKa-
HHUPOBATh 33JAHHYIO TUPEKTOPUIO HA MOUCK BPEIOHOCHBIX OOHEKTOB.

[Tpose ieHbl BhIYHUCIUTEIbHBIE SKCIIEPUMEHTHI. B Tabs1. 1 npuBejieHO cpejiHee BpeMs pa-
60THI TONCKa (hailIoB 0 UMEHH U PACIITHPEHUIO ¢ TIOMOIIBIO PA3INYHBIX aJITOPUTMOB TIOHCKA
HOJICTPOKH B CTpOKe; [ — januna obpasna. [lonck nmpousBoguicd B JUPEKTOPUU PA3MEPOM
151 Mbaiit, B KoTOpOii HaxoauI0ch 412 daitjios.

Tabnuma 1
Cpeanee Bpemsi noucka ¢paiijioB 10 UMEHU U PACHINPEHUIO

Bpemsa paborsr, Mc
Asropur™m ITo nmenn paitna ITo pacmmpenuio | Ilo nmenn n pacmmupenuio ¢aiiia,
1<I<10 ] 11<1<50 daitna 3<1<20 21 <1<50
Hawupubrit 18,5 3,61 33,58 11,47 3,64
Boitepa — Mypa 19,11 5,22 34,75 12,28 1,02
KMII 19,47 4,42 34,83 12,58 4,47
Pabuna — Kapna 21,03 5,69 34,67 14,17 57

MozKHO 3aMeTUTh, YTO IPHU OUCKe (DailIoB B 33/ IaHHON TUPEKTOPUH 110 UMEHH U PACIIIH-
PEHUIO JIydIliee BpeMsl BO BCeX CIyYasdX MOKa3a/l HAUBHBIN aJITOPUTM. DTO MOXKHO 00bSICHUTD
TeM, YTO B OCTaJIbHBIX aJIlOpUTMax TpedyeTcs upejBapuTe/ibHas 0bpadorka obpasia, 4ro
3aHUMAET BPEMs TPHU BBIMOJHEHUN, a HAC WHTEPECYeT TOJHPKO HAJWYne JAHHOTO 00pasra
B TekcTe. B DOJBIIMHCTBE CJIYIAaeB XyKe BCeX OTPAbOTAJ MOWCK C MOMOIIHIO AJTOPUTMA
Pabuna — Kapmna, nmpu noucke mo pacurupenuio gaitia — agropurMm Knyra— Moppuca —
IIparTa.

B Ta6u1. 2 mpuBeseno cpearee BpeMst pabOTH OoUCKa (hailIoB O COAEPKUMOMY € TTOMO-
IBIO PA3JIMYHBIX aJTOPUTMOB ITOMCKA OJICTPOKK B CTPOKe; [ — jyuHa obpasna. [Touck mpo-
U3BOJAWJICA B jiupeKkTopun pasmepom 65,7 Mbaiit, B koropoit Haxoauioch 120 .txt-caitios.

MozKHO 3aMeTUTh, YTO HpHU MOUCKe (DAilIOB O COJEPKUMOMY JIJII KOPOTKUX 00pas3IoB
opIcTpee BceX 0TpaboTa I IMOUCK ¢ MCIOJIb30BaHueM ajropurma Kuayra — Moppuca — Ilpat-
Ta, JJId JIAHHBIX — aaroput™ Boitepa — Mypa, mosbime Bcex B 000UX CayYasX HAXOINIACH
daitibl ¢ momorpio aaropurma Paduna — Kapia.

Ob61mee sydrnree BpeMs moncka (ailjloB 0Ka3aaoCh ¢ MOMOIIBIO aaropuTMa boitepa —
Mypa, xyaiiee — ¢ momoibio ajropurma Paduna — Kapna. Ilpu 3ToM u3 npejicraBieHHbIX
cJAydaeB Yallle BCero Jydiine padoTa HAMBHBIM IMOUCK, XyKe — TaKKe aJroputM Pabuna —
Kapma.
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Tabawunma 2
Cpennee BpeMsi noucka ¢paiijioB mo coaepKkuMoMy

Asropiry Bpewms pabotsr, Mc
1<1<10 | 11 <1100
Haupnbrii 1471,39 1395,8
Boiiepa — Mypa 464,81 453,5
Kayra — Moppuca — IlparTa 4222 679,97
Pabuna — Kapma 2463,11 62336,02

Taxum 0b6pazom, j1ist OUCKa (PAIOB MO HEOOJIBITNM 33 JAHHBIM JTAHHBIM U apaMeTpam
(HampuMep, MOKMCK 10 UMEHH, [0 PACIITHPEHNIO) MOKHO BIIOJIHE MCTIOJIb30BATH HAUBHBI 110~
HCK, ISl CDeJIHUX M OOJIBIINX JAHHBIX U AapaMeTPOB (HAIPUMED, MOUCK IO COJAEPIKUMOMY )
IpU MaJbIX oOpa3nax JIydile HCIOJIb30BaTh ajroputMm Knyra— Moppuca — IlparTa, npu
boabimux — Boitepa — Mypa.

B mporpamme npeaycMOTpeHO TakzKe CKAHUPOBAHWE 33aHHOI JUPEKTOPHH HA BPEIO-
HOCHBIE O0bEKTHI. [lapaMerpnl Jij1s MONCKa BPEJIOHOCHBIX 0OBEKTOB XpPaHATCA B Dase jlaH-
HBIX, KOTOpas IpeJcTaBiasger co0oil TeKCTOBbIil daiiia, ocHOBHAas 0a3a JIjIsi KOTOPOI'O B3sTa
M3 OTKPHITOrO HeTouHuKa anTuBupyca ClamAV [5] u mepesenana nox popMar mporpaMmsl,
e€ MOXKHO JOMOJHATh. OcHOBHOE BpeMs pabOThl 9TOH YacTH IPOrPaMMBI —3TO padoTa C
AHTUBUPYCHON 0a30i, KOTOpas COAEPXKHUT 4 MJIH CTPOK, IIOTOMY CpeJHee BpeMsi PabOThI
COCTABJISIET OT HECKOJbKUX JECSITKOB /10 HECKOJBKUX COTEH CEKYHI.
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OBb OJHOM IIPEACTABJIEHVN 9JIEMEHTOB KOHEYHBIX 2-T'PVIIII
B BNJIE BYJIEBbIX BEKTOPOB

A.A. Ky3zuenos, A. C. Kysuemnosa

[Ipemiozken cnocob MpejcTaBIeHus] KOHEYHBIX 2-TPYIN B BHJE OYJIEBLIX BEKTODPOB.
Oycrs G — xoneunas (GepHcaiizosa) 2-rpyima, HOpsgzoK KoTopoit pasen 2F. Kax-
JIBI 9JIEMEHT TPYIIbI IPEJCTABUM YHUKAJIBLHBIM OYJIEBLIM BEKTOPOM Pa3MEpHOCTH k.
JIytst BBIYMCJICHS TPON3BEICHUS JABYX J€MEHTOB MCIOJIb3YIOTCA aHAIOIH TOJTUHOMOB
XoJ17a, TOJBKO TeIlepb B HUX BMECTO YMHOXKEHUs U CJIOKEHUS HaJl MoJeM Zg UCIOJb-
3YIOTCsI 9KBUBAJIEHTHBIE Oy/IeBbl (MOGUTOBBIE) OMEPAINA «U» U «UCKJFOUAIONIEe WIN».
B zagagax, Tpebyrommx BRIYUCICHAST GOTBITIOTO KOJIUYECTBA TIPOU3BEICHNU 3JIEMEHTOR
IPYIIIBI, OMMCAHHBIA METO/I TI03BOJIAET KAPAUHAILHO YMEHBIINThL BpeMs paboThl KOM-
MBIOTEPHBIX TTPOTPAMM.

KoroueBbie cjioBa: 2-zpynna, 6yaes 6exmop, nobumosvie ONepauul, nNOAUHOMDL
Xoana.
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B mocnennne necarnieTns HabJIIOTAETCA POCT UCCJIETOBAHUI, CBA3AHHBIX C pa3padoT-
KOl HOBBIX KPHUIITOCHCTEM W MPOTOKOJOB OOMEHA KJII0YaMM, OCHOBAHHBIX HA PA3JTUIHBIX
HEKOMMYTATHBHBIX airedpanveckux cucreMax. B gactHocTH, B paborax [1-3] B kauecrse
KpUOTOrpaduiecKux MTPUMATHBOB MIPEJJIOKEHO HCIOTb30BaTh OePHCAOBBI TPYIIIBI TEPHU-
ona n = 3. Hasg n > 3 Bompoc moKa He paccMaTpuBaJjcs. B CBA3M ¢ 9TUM CTAaHOBUTCS
AKTyaJbHON 3a/ada pas3spaboTKu pecypcodddeKTUBHBIX aJITOPUTMOB /g PabOTHl ¢ GepH-
CallIOBBIMU TPYIIIAMEI OOJIBIIX TEPUOIOB.

[lycte G = {(a1,aq,...,a,) — HeKoTOpas KoHewHas (GepHcaiinoBa) 2-rpyrma mepuo-
aa 2" e ay, . . ., G, — DOPOXKIAOIINe IeMeHThl rpynisl u |G| = 2F . J1na G MOXKHO TIOJTy-
9UTH pe-npescTasaenne saemenTon rpymmnsl (Power Commutator presentation [4]). B sTom
caydae

Vge G(g=ai"...al*), x; € Zo.

[Tycrs af'...a;* u af"...al" — 1Ba NPOU3BOABHBIX jeMeHTa Ipylibl (G, 3aluCaHHbIe
B pc-opmare, U MycTh UX IPOU3BEIEHNE PABHO a7 ... q;".

Brerauciienne cremeneit z; TPaJHIMOHHO OCYIIECTBISETCS HA OCHOBE COOMPATETHHOTO
nporecca Xomna [4]. Ograko cymecryer 6osiee 3hHEKTUBHBIN COCOD YMHOKEHUsI 16~
MEHTOB, OCHOBAHHbIH Ha ToJuHOMAaX XoJuta |4]:

2% =X+ Y +0i(T1, o T, Y Y1)y T, Y, 2 € Lo

BaMeTI/IM7 4TO Oliepaln YMHO2KCHHA U CJIOZKEHUA B 110J1€ ZQ TOZKICCTBECHHDbI 6yﬂeBbIM
onepanudaM <«H» MU <«UCKJIIOYaImee HUJIn» COOTBETCTBEHHO. STO IIO3BOJIAET €CTECTBEHHBIM
00pa30oM MpeJICTABAATh JIEMEHTHI T'PYIIbBI B BUJIe OY/JI€BBIX BEKTOPOB pPa3MepHOCTH k.

B kauecTBe mpuMepa paccMOTPAM MAKCHMAJILHYIO JBYHOPOZKICHHYIO KOHCYHYIO I'DYII-
ny G = (ay, ay) mepnoga 2% = 4, KoTopyio 06bI9HO 0003HauaOT B(2,4) mmm By(4). Iops-

JOK JaHHOM rpynnbl pasen 22, m ajdg KaxKkaoro saeMenTa u3 G CyIecTBYeT YHHKaJIbHOE

pc-nipesicTaBIeHne BUAA ay' ... ajs’, vae x; € Lo, i = 1,2,...,12. 3gech ay u as — MOPOK-

narorue aeMeHTsl (G, a3 . .., a1 BBIYUCSIIOTCS PEKYPCUBHO 9€pe3 aq U do.
[Toxyuum B cucTeme KoMIbioTepHOi anredpsl GAP pc-mpencraBiienne JaHHONR TPYIIIHL.
I KpaTKOCTH TPUBHAJBHBIE KOMMYTATOPHBIE COOTHOINEHUST He HPUBOJAATCS (HAIPUMED,

lag,a1] = 1w 1p.):

a% = ay, ag = as, ag = agyA10011012, ai =1, ag =1, ag = a1, a? = a11012,

a? =1 (8<i<12), [as,a1] = as, |as,as] = a7, [ay, as] = agagagaipais, |ag,as] = agaiy,
[a5>a1] = aragagyao, [CZ5,CL3] = a10011012;, [(15, (14] = Q9a11, [a67a1] = as, [CLG, Gz] = @y,
[GG,GS] = aai, [GG,CM] = aii, [aejas] = a, [a7,a1] = Qg9Q12, [CL?,GQ] = (10, [a7,a3] = a11G12,
[a7,a4] = 11012, [CL7,CL5] = a11012, [a87a1] = a1y, [as,az] = Q12, [ag,al] = 11012,

[a9>a2] = aiy, [alo,al] = 12, [6110>a2] = a11012-

Boraucanm moamaombr Xosuta rpynmsl G 11 TOPOKIAIONNX JIEMEHTOB (1 M (y Ha OCHOBE
asropuT™a u3 [5|:

Y1 Yyi2 __ z1 212
1) al'al...a12—a1...a12,

rae 2y =y1+1, 20 =1y, 23 =Y3, 2a =Y1 + Y4, 5 =Ys5, 26 = Y6 T Y1Y2, 27 = Y1,
28 = Ys + Y1Y2 + Y1Y3, 29 = Yo + Y1Y2, 210 = Y10 + Y1Y2,
211 = Y11 T Y1Ys + 1Y2ys + Y1Y2Ys + Y1Y2Ys + Y1Y2Ys, 212 = Y12 T Y1Y2;
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2) ay-aft...aly =ai ... diy,
re 1=y, 22=Yo+1, z3=uy1 + Y3, 2a =Y, 25 =Y2 + Y5, %6 = Ys,
27 = Yr T Y1Y2, 28 = Ys + Y1Y3, 29 = Yo + Y1Y3 + Y2Ya, 210 = Y10 T Y1Y2 + Y1Y3 + Y2ys,
211 = Y11 + Y1y2 + V1Ys + Y2Us + Yoys + Y1Y2ys + Y1Y2Ys + Y1Y2Ys + Y1Y297,
Z12 = Y12 T N1Y2 + N1Ys + Y23 + V1Y2Y3 + Y1Y2ys + V19295 + Y1Y2Y7-

Kazk mpiii 9J1eMeHT TPy B MpecTaBIsieT co0oit GUTOBYIO CTPOKY (21, 22, . - . , 212). TaKUIM
o6pazoM, JIJIsT KOJMPOBaHHsl OHOTO sjieMenTa B B(2,4) rpebyercs 12 6ut. B obimem ciyqae,
€CJIN TTOPAJIOK I'PYIIIBI PABEH 2’“, TO JUIS XPaHEeHUsI OJIHOTO dJeMeHTa 1morpedyercst k OuT.

Ha xommbrioTepe omepanuu HaJi OUTAMU BBIIOJHAIOTCS 3HAYUTEIBHO OBICTPEe, YeM HaJl
IEJTOYUCTCHHBIMEI HJIM CTPOKOBBIMH THIIAMH JIAaHHLIX. B 3a1a4ax, TpeOYIONNX BbIYUCICHUS
OOJIBIIIOr0 KOJINYIECTBA MPOU3BEICHUN 971eMEHTOB I'PYIIIBI, ONUCAHHBIN METO, ITO3BOJIUT Kap-
JINHAJIbHO YMEHBIIUTH BPeMs PA0OThl KOMIBIOTEPHBIX Hporpamm. O iHoit 13 Takmx npod/iem
ABJISAETC 3a/la9a OUCKA KpaTdaillux MapiipyToB Ha rpadax Kajim, koropbie 4acTo npu-
MEHSIIOTCSI TTPU TPOEKTHPOBAHNH TOIMOJIOTUH JIJIS CeTeil MeXKITPOIECCOPHOTO COeJINHEHNs B
CYIEepKOMIIBIOTEPAX, a TaKzKe JaTa-IeHTPax.

Kpome Toro, mpeioKeHHoe MpeIcTaBaeHne 3JIeMeHTOB I'PYIIB B (popMe OYJIeBBIX BEK-
TOPOB 1IO3BOJIACT IIPDUMEHATDH UX JazK€ Ha CaMblX HPUMUTHUBHbBIX MUKDPOKOHTPOJIJIEDAX.
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IMPUKJIAIJHAYA TEOPUA KOJIVNPOBAHUA 1 ABTOMATOB

VIIK 003.26 DOI 10.17223/2226308X /16,34
Ob OAHOM KJIACCE AJITEBPOTEOMETPUYECKUNX KOJ10B
M. M I'nyxos, K. H Ilarkos

B nesisix mCIosb30BaHust B KOJOBBIX CHCTEMAX OTKPBITOrO MIM(DPOBAHUS [TPUBOITCS
cemeiictso [720, 3r — 57, 720 — 3r]-anrebporeomerpuueckux Komos Hag mogem GF(256),
JIEYKAIIWX BRITIE Tpaunuilhbl Bapmavosa — ['mibepra BMecTe ¢ IBONCTBEHHBIMHU K HUM
kogamu mipu 81 < r < 197.

KitroueBbie CJI0Ba: nocmr6aHmMOBaA KpUNmMozpapus, arzedbpozeomempuyeckue Koo,
cucmema Max3dauca, eparuue Bapwamosa — Iuabepma.

[IepBoHavaIbHO MJied UCIOJIH30BAHUS JUHEHHBIX KOJOB JIJI HOCTPOEHHUS CX€M C OTKPbI-
TBIM KJII0Y0M Oblia npesoxkena B 1978 1. P. MakDuucom [1]. OTKPBITHIM KJII0YOM B CHCTE-
Me Makuca cayKuUT 3aMacKUPOBAHHAA OIPeIeIEHHBIM 00pa30M MOPOXKIAIONTAs MATPUILA
HEKOTOPOTr'0 KOJI&, & 3aKPBITHIM — MacKupyotue MaTpuiibl. CTOWKOCTb CHCTEMbBI OCHOBAHA
HA CJIOYKHOCTHU 33JIa4d JICKOJMPOBAHUA <«KOJa OOIIEro moJIOKeHus». B HEeKOTOpOM CMBbIC-
Jie JIBOMCTBEHHAs CUCTEMa OTKPBITOro mudpoBanus mpegioxena B 1986 . I'. Huuxeppaii-
TepoM [2|. B cucteme HueppaiiTepa BMeCTO MOPOKIAIOIIEH MATPHUIIBI KOJA UCIOTb3YeTCs
IpoBepoUHasd, MuppyeMoe coobIeHNsT UTPAET POJIb BEKTOPa OIMHO0K, a 3aIudpPOoBaHHbBIH
TEKCT SBJISI€TCS CUHJIPOMOM BEKTOPA OLINOOK.

B ynomsauyThix cucTteMax Ipesarajgoch UCIOIb30BaTh JBOMYHbIE KOAbLI [ONNbI, a 1mo-
OBITKN WCIOJIB30BAaTh HEKOTOPHIE Kjacchl kKomoB Pumga — Cosomona B cucreme Humeppaii-
Tepa u KojoB Puiga — Masutepa B cucreme MakDiuca [3] npuBesn K CHUKEHUIO CTONKO-
cru [4, 5.

Oanum u3 yuactaukos kKoukypca NIST Post-Quantum Cryptography Standardization
spasercs npoekT Classic McEliece, B ocHOoBe KoTOporo Jjexxut cxema Humeppaiitepa Ha
JnBOMYIHBIX Kofax [onmbl. OTKPBITHIM KJIIOYOM B TAKOil CXeMe sIBJISIeTCS] OCHOBHAS 9aCTh CH-
CTeMATHYECKON IPOBEPOYHOM MATPHUILI Kojga. [Ipu peanusanuu ¢ UCIOIb30BaHUEM JIAHHOM
CXeMBl MeXaHU3Ma MHKAICYIAIHMHM KJII0Ya aBTOPAMH IPOEKTa HPEeIIaraloTcd CJeIyIolie
BEJUYUHBL apamMeTpos (n,t,m) (upu stom k = n — tm, d = 2t + 1, a UCHONAb3yeMblii
[n, k, d]o-xon Tonnbl 3aaaérest yauTapHbiM HenpusogauMbiM Hag GF(27) MHOro4wIeHOM CcTe-
nenn t): (3488, 64, 12), (4608, 96, 13), (6688, 128, 13), (6960, 119, 13), (8192, 128, 13). Beibop
KJIaCCHYeCKUX KOJI0B ['onmbl 000CHOBAH, B YaCTHOCTH, HAIXIHEM 3(POEKTUBHON IPOIIE/ Ly PhI
JIEKOJIUPOBAHHUSI .

Kak BuHO 13 IpUBEAEHHBIX TapaMeTPOB, /sl MOCTPOEHHS MOJOOHBIX CXeM HEeOOXOIMMBbI
JIOCTATOYHO JIJTUHHBIE KOJIbI. TaKne KO/ibl MOYKHO HAMTH B KJjlaccax ajiredporeoMerpuiecKux
KOJIOB Ha KpUBBIX. BoJibIIoe paznoobpasue KPUBBIX U BO3MOYKHOCTH BHIOOpA TOYEK JIAI0T J10-
MOJTHUTEIbHY 0 BapuaTuBHOCTH 115 cxem tuma Classic McEliece nmpn ncmos3oBannm Ko108
Ha KPUBOMH.

B [6] mpuBeieHbI KIACCH MHOTOWIEHOB, HA KOTOPBIX JIOCTHIAIOTCS BEPXHIE ONEHKH HEKO-
TOPBIX TPUTOHOMETPHYECKUX CYMM HaJ| IOJSIMU HEYETHON XapakrepucTuku. B pabore |7]
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pesyabrar C. A. CrenmanoBa 0000IIEH Ha CJIyUail MPOM3BOILHOTO KOHEIHOIO HEIPOCTOTO 10~
JIAd. STI/I pe3yJbTaThbl ITIO3BOJIMJIN ITIOCTPOUTH 60ﬂbH_H/Ie KJIaCChl JJIMHHBIX KOJAOB Ha KPHUBLIX,
JIeKaIuX BOIU3U TPAHUILI aare0pOreOMeTpUIeCKUX KOJI0B.

B uacrroctu, B [8] mpuBenén kiacc anrebporeomerpuueckux (768, 3r — 57, d]ys-Kom0B
npu 114 < 3r < 768 u d = 768 — 3r Ha KpUBOUH

By = f(a) = (2% — 1)/(a* - 1).

Hekoropbie cBoiicTBa THX KOJ0B omucanbl B [9]. Tlapamerpsl yKasaHHBIX KOJOB 00Y-
CJOBJCHBI TEM, 9TO JaHHas KpHBasg HUMeeT B TouHocTH 768 pazmmumbrx GF(2%)-pammo-
HaJIBHBIX TOYeK Pp,..., P, a poa kpuBoii g = 58. Kozl 3ajaHbl JByMS JUBH30PAMUT:
D=P +...4 Py uG =rP,, tne P,, —0eckoHeuHO ymagéHHass TOYKa Kpupoii. Komo-
BBIMH CJIOBAMH TaKOTO KOJa SBJSIOTCS BeKTOPH 3Hadenuit Gynkmmit 'y’ npu j = 0,1,2,
1=0,1,...,7— 205 B Toukax P, ..., Prs.

Ecim B kKauecTBe muBn3opa [ B3Th CYMMY 7 IPOU3BOJIbLHBIX PA3JIHIHBIX TOUEK KPHBOI

=P, +...+F,, upu ycaosun 2g—2 < 3r < n < 768, TO aHAJOTHIHBIM 00PA30M HOJIYYUM
[n,3r — 57,n — 3r]ss-Ko.

Bribepem gocTaTodHO OOJIBITTOE YUCIO N, YAOBIETBOPSIONIEe TUM YCJIOBUSIM U TaKOe,
aro Clee > 221 Hecs1o2KHO BBIMHCJIUTE, YTO HEPABEHCTBO CIPABEIIHBO mpu 48 < n <
< 720. Pacemorpum caaydaii n = 720. SadukcupyeM npou3Bosbhbie 720 TOUeK Ha KPUBOH £
Py, ..., Prg ¢ koopmunaramu u3z GF(2%). Bexropnl 3Hauenuii ykazanubix QpyHKIUi B 3TUX
TouKax 3amaT 6asuc [720,3r — 57,720 — 3r|ys-Koaa MpH COOTBETCTBYIONUX 3HAYEHUSIX 7.
JIBoiicTBEHHBIM K TaKOMY Kofy siBisiercs [720, 777 — 3r, 3r — 114]9s-Ko71.

[TocTpoennbie Komubl He gBigioTcsd, ouepuano, M/IP-kogamu. Ho koMOuHATOPHBIME BbI-
YUCTEHUAMEI MOYKHO IOKA3aTh, YTO MPH OOJLITHHCTBE 3HAYCHHIT © OHH JIeyKaT BBIIIE I'pa-
Hulbl 13 TeopeMbl Bapmamosa — ['uibepra, yrBepzKIaioneil, 4ro Cyuecrsyior JuHeiHbie
[n, k, d]~KOIBI, MOIIHOCTL KOTOPBIX YAOBICTBOPSET HEPABEHCTBY

q" > q”/(ngél(q - 1)i),

a IMEHHO: CIIPaBe/JTNBa CJIeAYoTas

Teopema 1. Tlycrs E : y® = (2% —1)/(2® — 1) —xpusag nax norem F = GF(2%),
Py, ..., Py — npon3BoJibHbIe pa3indible F-palmoHaabHbie TOYKU 3TOH KpuBoii, P, — bec-
KOHEeTHO yiastéunas Touka kpusoit. Torma anrebporeomerpuieckue koasl Cr.(D, G) Ha Kpu-
Boit F, onpenensemple quBu3opamMu D = Py+. ..+ Pryo u G = r P, 1pu BcexX HATYPAJIBHBIX T,
81 < r < 197, asmsiorest [720,3r — 57,720 — 3r]ps-KomaMu, a WX MOITHOCTH, KAK H MOIIT-
HOCTB JIBOHCTBEHHBIX K HUM [720, 777 — 31, 3r — 114]9s-K0J0B, yIOBJIETBOPSIET HEPABEHCTBY
u3 Teopembl Bapiiamona — ['mibepra.
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CEPHIYA KOPOTKUX TOYHBIX ®OPMVYIJI AJIAd ITAPAMETPA
BXATTAYAPBU KOOPJIMHATHBIX KAHAJIOB!

C.T. Konecuukon, B. M. Jleontnen

[Iycte W — cuMMeTpUYHBIN KAaHAJ ¢ IBOUYHBIM BXOJOM M KOHEUHBIM BBIXOIHBIM aJl-
dasurom. B 2007 . 9. ApukaHoM 00HAPYIKEHO SIBJIEHWE TOJIAPU3AIINNA KAHAJIOB, KOTO-
PoOe MO3BOJIACT BBIJC/JINUTL M3 MHOXKECTBA, KOOPDAMHATHBIX KaHAJIOB W(Z), ITOCTPOCHHBIX
o W, Te, 110 KOTOPBIM TIPEJIOUTUTEbHEE [IEPEIABATh HHpOPMAUOHHbIE OuThl. OuH
13 WHCTPYMEHTOB, TIO3BOJISIOIINX MMPOU3BECTH PA3/e/IeHIe KAHATOB HA «TLIOXHE» U «XO-
poruey, — 310 napamerp bxarragapeu Z (W](\;)) O/1HaKO €ro BBIUUCIEHUE 3aTPY/IHE-
HO U3-3a G0JIBIIIOro Ymc/ia TpebyeMbIX omeparuii ciozxenns — mopsaka 22V, rme N —
mmna koma. B pabore 1. Tama u A. Bapan 2013 . npemjioxkeH METON OLICHKHA CBEPXY
U CHU3Y BEpPOATHOCTEN OmmnbOK B KaHAJIAX W](\;), 1 < ¢ < N, umennuii CJI0KHOCTb
nopsagka O(Np?logu), rae > i, a 9uciao pg He 3asucut or ammael N. Ogaako
YUCIO (4 MOXKET OBITh JOCTATOYHO OOJIBIIUM U 3aBUCHT, B YaCTHOCTH, OT TpebyeMoil
Tounoctu. Panee aBropamu B ciayuae, korga W — IBOMYHBI CHMMETPUYIHBIN KAHAJ
6e3 maMmsiTH, TOCTPOEHBI JIBE CEpUU TOUHBIX (POpMYJ jJisi napamerpos bxarradapeu,
TPeOYIOIMX BCE €I IKCIOHEHIINAILHOTO, HO MHOI'O MEHBIIIEr0 YHCJIa, ONepaliiii, gem
B (hopMy/Iax U3 OPUTHHATILHON cTaThu D. Apukana. B Hacrogreit paGore st BCIKOTO
N = 2" ypanoch nocrpouts ceputo u3 n(n — 1) /2 rounbix Gopmyst, KOTOpbIE HE COAEP-
KaT CYMMUDOBaHWA TIO TIEPEMEHHBIM.

Kimrouesbie cjioBa: noaspHsil K00, deoudwroil cummempuind Karnas 6e3 namamu,
napamemp Brammaruapvu.

[Tycrs W — kanaan ¢ aBoudanbivm BxogabiM asdaurom X = {0, 1}, KOHEUHBIM BBIXOIHBIM
andasurom Y = {y1,...,ys} u mepexonubimMu BeposTHOCTAME W (Yy; |2;), 1 < j <5, 1 <
< ¢ < 2. Beipaxkenune

ZW) =3 VW 0)W(y[1)
yey
HasbiBaeTcs napamerpom bxarrauapeu kanaia W. Hucsio Z(W) paér BepXHIO I'DaHUILY
BEPOSITHOCTU MPUHATHS ONMTHOOTHOTO PEIEHHST TI0 METOAY MAaKCHMAJIHHOTO TPABIONOI00MS.
B Teopun nosisipabix KozoB |1, 2| mpeanosaraercs, 9To i-it GUT KayKI0ro COOOIIEeHUsT ITHHBI

lPabora nojepxana Kpacnospckum MareMarnyeckum neHTpoM, dpunancupyembiM Munobpuayku PO
(Cornarmenne Ne(75-02-2023-936).
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N = 2" rne n € N, nepegaércsa 110 KOOpJAUHATHOMY KaHAJY WJ(\;) X = YN x XL
1 <2< N, ¢ nepexogHBIME BePOITHOCTIMHI

Wy | ug) = S Wy | uGy),

u”EXNfi

IN-1

rie u = u'(u;)u” — KonkareHanus BekTopoB u', (u;) u u”; Gy — MOJAApU3AIMOHHAS MATPHIIA
¢ aapom Apuxana; W — nekaprosa cremens kKanauaa W. CoracHo onpeeaeHnio,

2(W) =% = AW |0W ). 1)

yEY ulexi—l

[Ipu mocTpoeHNN MOJAPHOTO KOJA MBI BBIYHCIEM TapaMeTphl / (W](\;)> WM HAXOJUM HX

BePXHHUe U HIKHIE ONEeHKH JJ1g TOTO, YTOOBI HPUHATH PeIeHHe O BO3MOKHOCTH HCIIOIb30Ba-
HUSI KaHAJIa, WJS;) JIIST IepeJladn 110 HeMy HHMOPMAIMOHHBIX 6UT. OIHAKO 3/1eCh BOBHUKAIOT
TPYJHOCTH, HOCKOJIbKY IpaBast 4acThb (1) rpebyer mopsijika 22N onepanuit ciroxKenus.

B |3| aust cummerpuanoro kaunamsa W npeaiozKeHbl METO/IBI OTIEHKH CHU3Y M CBEPXY BEPO-
SITHOCTH OINTUOKM B KaHaJaX W](\;) C BBIYUCJIUTEIBHON CJAOKHOCTBI MOPIJIKA O(Nu2 log ),
T7e 1 > [lg, & KOHCTAHTA [iy 3aBUCUT OT MPOMYCKHOIl CIIOCOOHOCTH KaHAIa, CKOPOCTH U BEPO-
ATHOCTH OJIOKOBOI OIMUOKHU KOJIa, HO HEe 3aBUCUT OT JITMHLI Kojia N. OT BEeJIMYUHBI 4 3aBUCHT

210)

TaK2Ke TOYHOCTH Bhraucaenuit. Ho, Hanpumep, npu p = 0,1 mmeem 2 (Wéw ) ~ 6,7-107228

U, YTOOBI JIOCTUTHYTDH TAKOi TOYHOCTHU, MOTPEOYeTCd JOCTATOYHO GOJBIIOE /.
C napyroii cToponsl, korga W — IBOMYHBIH CUMMeTPHYHBIH KaHa Ge3 mamsTu, B [4]
YCTAHOBJIEHO PaBEHCTBO

Z (W;ﬁ) = > 2y/Qily,0) Qily, 1),

y:(y17"'7yi—1)

rje
it QZ(Z% g) _ E pw(g}GN@ﬁGN)(l o p)N—w(g}GN@fLGN)’ e = O, 1.

(8yUig1yeeyuN)
3aecy w(b) —Bec XemmuHra BeKTOpa b, a § U @ — N-MepHBIE BEKTOPBI, MOJIYYAIONTHECS
13 BEKTOPOB Yy W U JOTOJHEHHEeM HYJIAMH CIpaBa U ¢JIeBa COOTBeTCTBeHHO. BexkTopwl Gy
u 4Gy TOPOXKIAIOT MOAIMPOCTPAHCTBO B NMpOCTpancTBe V Bcex cTpok juubl N Haf 10-
neM Zg. YaadHble XapaKTepu3alliid 3TUX MOJANPOCTPAHCTB TMO3BOJIMIN aBTopam B [4] mo-

JIVIATDH JIBE CEPUH TOUYHBIX (DOPMYJ I MapamMeTpoB / (W](\;)) mpu i = N — 28 + 1,

0<k<nui=N?2-2+1 1<k < n— 2 ®opMmynsl neppoil cepun TpebyIioT
n k4 2k -1 A A g
opsiIKa ( ok ok >2 .
Uccenemyst coiicTBa mosstpu3anunonuoil marpunsl Gy, yAaJ0Ch OMKCATH MOIPOCTPAH-
ctBo U, mopoxkaéunoe mociaepanmu N — 2™ crpokamu Matpurtibl G, U JIBA €10 MOJIMHOZKE-
cTBa: moapocTpancTBo Uy, mopoxkaéanoe nocaeaaumu N — 2™ — 1 crpokamu maTpuisl Gy,
U TOAMHOXKecTBO U7, cocTodIee n3 BeexX JUHEHHBIX KOMOUHAIMH 2™-# cTpoku MaTpuiibl Gy
¢ BekTopamu u3 Uy. OKka3ajaoch, 9To

k o .
)22 omeparuii CaI0YKeHusd, a /IS BTOPOt — (

U — {(u17 PN ,UJ\[) e V . u(i_l)znfwn_;'_l @ R @ U,L‘an'm — O, /l — ]., e ,Qm} 5
om 271777171

U=qu=(ur,...,un) €U @D @D uu-—12ms; =cy, c=0,1.
=1 j=1
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DTO MO3BOJUIO JJIs JIOOBIX MEIBIX HEOTPUIATEILHBIX YHCENT t, ..., tom OUpemesuTsh B U,
KOJIMYECTBA BEKTOPOB C 1; eJuHUIaMu B i-M Oji0Ke kKoopamaar ¢ = 1,2, ...,2™. OHo BeIpa-
JKAeTCA CyMMON

1 om on—m _ 1 om 2n—m—1 -1
_ + (=1 ct+t1+-+tom ( ):| .
2 |:k1;11 ( 2, ) =1 151 Uk

Kak crnencTue, yaagoch 10Ka3aTh CJAEIVIONIYIO TeOpEMY:

Teopema 1. Tlycte m,n € N, m <n u p € [0,1]. CipaBeinBo paBeHCTBO

z (W) =

2777.+1

_(1-p) (A B~ B \/ (1 il Gl QP)W) (- pp -y,

2

rje

A= p(lT_p) (1 +(1- 2p)2"*m*1) Gl _2p)2 (1 —(1- 2p)2"*’“*1) :

1 - n—m
B:Tp<1+(1—2p)2 —1).

. 12
Beuay reopembl 1 u pasencrsa Z <W2(]2\;)> = [Z <WJ(\;))} (cMm., Hanpumep, [1]), MoxHO

roBoputh 0 cepun u3 n(n—1)/2 roansrx dopmyn. YucaeHHble SKCTIEPUMEHTHI TOKA3BIBAIOT,
9TO 3HAYEHUSI _
(27(2m+41))
z (Wi ,

rje j,m,n € Num < n, OJU3KU K ¢JTUHUAIIE.
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BbIYUCJIEHUE ITAP, NCITPABJIAIOITINX OIMITNBKU,
JJ1s1 AJITEBPOTEOMETPUYECKOTI'O KOJIA'

E.C. Manwiruna, A. A. Kyuaunen
JIist mpOM3BOIBLHOTO AMTefpOreOMeTPHYECKOT0 KOJIa U JIyaJbHOTO K HEMY SIBHO BHIUHC-

JIEHBI TIApbl, UCIPABIAIONEE omubKu. Takasd mapa COCTOUT M3 KOIOB, KOTOPBIE Heob-
XOMUMBI 1A 9PPEKTUBHOTO aJrOPUTMa JEKOAMPOBAHNSA 3aJaHHOTO KOma. Bua map

! Pabora momaep:xana rpagTrom PH®, mpoext Ne 22-41-0441.
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3aBUCHAT OT CTENEHEN IMBU30POB, C IMTOMOIIHI0 KOTOPBIX CTPOUTCH KaK MCXOIHBIN KO/I,
TaK W OJWH W3 KOJOB, BXOAAIINX B mapy. KpoMe TOro, BEIYUCIEHBI TTAPHI, UCITPABJISIO-
e OImuOKM, 7SI MOAIOIEBLIX HOIKOI0B UCXOIHOrO aarebporeoMeTpuaecKoro Koga u
JyaJIbHOTO K HEMY.

KrroueBble cioBa: gynKxuuonasvbtoe noie, aazebpozeomempuseckuti K00, Ucnpaeasi-
owaa owubky napa, noonosesoti nodkod.

Bsenenue

UccnenoBanne 3aja4unm  JeKOAMPOBAHUS KOJOB, ITOCTPOEHHBIX HA ajrebpamdecKux
KPUBBIX, SBHJIOCH OYeHb BOCTPEOOBAHHBIM 3a MOCJIeJIHWE TPUANATH JeT. V3HadaabHO
T. XéxonpaT u Ap. TPeIOKUIN CHHAPOMHBIN aIrOPUTM JIeKOINPOBAHUS JIsI KOJOB, acco-
IIMUPOBAHHBIX € 110cKOi kpuBoil [1]. 3arem A. Ckopoboraros u C. By 060061min 5101
anropuT™ Ha npousBojbHble Kpusbie [2|. Hamee P. [lesmkaan u P. Kérrep nezaBucumo
JIPYT OT JpyTa MPeJIOYKAIN aJITOPUTM JIEKOJIMPOBAHUS, UCK/TIOYAIONINI a0CTPAKTHBIE TO-
HATHS aIrebpandecKoil TeOMETPHI M UCTIOJIB3YIOIIMI TTaphl, HCIIPABJIsTONIHe OmuoKH |3, 4].
[Tapoit, mcnpasastomeil omubKu, 11 Koxa C aBiagercs napa KogoB A u B, yIoBIeTBOpsIIO-
as HEKOTOPbIM OIPAHMYEHUsIM HA Pa3MEPHOCTb U MUHMMaJIbHOE PACCTOSHUE U yCJIOBUIO,
4TO TOKOMIIOHEHTHOE TIPOm3BeieHne KoaoBhx c¢1oB A u B cogepxurca B Ct. CymecTso-
BaHUe TaKoi mapbl obecnevnBaeT 3POEKTUBHBIA AJTOPUTM JIEKOJIUPOBAHUS JIJIs aIredpo-
reoMeTpuiecKux KoJoB (A-KoI0B), KOTOPBII HCIIOIB3YeT TOJBKO METOIbI JIXHEHHOI aare6-
pei. OcobbIl MHTEpeC MPeICTaBIgeT MOCTPOEHHE TAKUX Tap, HOCKOJBKY CaMa Mapa sSBJIsSeTCs
BXO/IHBIM 11aPAMETPOM JIJIsl aJIOPUTMA, JI€KOIUPOBAHUSI.

Crout Takke OTMETHTD, YTO TaPbl, HCIPAB/ISIONNE ONIMOKU, 3aCyKIBAIOT BHUMAHUS
1 ¢ Kpunrorpaduveckoii TOYKH 3peHNsl, MOCKOJbKY JieskaT B ocHOBe ataku Ha AT-kompr [5].

1. IIpeaBapuTesibHBbIE CBEAEHUS
1.1. AnrebporeomMmerpudecKue KO/ bl
Bsejiém psiji 0bo3HaueHnii:

— [, — Kone4Hoe 110JIe, cOCTOAIIEE U3 ¢ 3JIEMEHTOB, TJIe¢ ¢ — IPOCTOe HJIU CTelleHb IIPOCTOrO

JUCJTA;
— F/F,— anrebpandeckoe QyHKIHOHAIBLHOE LHOJE POJA ()
— Py, P, ..., P, —nonapuo pazauunsie Toukn nous F/F, crenenn ogum;

— D =P + ...+ P, — uBu30p GyHKIUOHATHLHOTO TIOJIA F';
— G —nuBusop dyHKnuoHaabHOTO NOJst F') Takoii, uro supp(G) N supp(D) = &, rue
supp(*) — HOCHUTENb COOTBETCTBYIONIETO TUBU30PA.

Omnpenenenne 1. AsreGporeomerpudecknm KoaoM C g (D, G), acCONMUPOBAHHBIM C JTH-
Busopamu D u (G, Ha3bIBaeTC MOANPOCTPaHCTEO B F Bua

Co(D,G) =A{(f(P1),.... [(F)) : f € £(G)} C Ty,

rje £ (G) — npocrpanctso Pumana — Poxa.

BOJIee AeTaJIbHO C OCHOBHBIMU IIOHATHUAMHKU TCOPHUU beHKHI/IOHaJIbeIX noJsefi MO2KHO
O3HAKOMUTKCS B [6].

Ormernm, uro Beskuii Kox Cy (D, G) MOXKHO 3a1aTh mapamerpamu [n, k, d|, rie n — nm-
Ha Kojia (dmesio Tovyek B 3anucu gususopa D); k = k(C) — pazmepHOCTb Kojia (pa3sMepHOCTh
npocrpancTBa Pumana — Poxa Z(G) wimm dim G); d = d(C) — MUHAMAJIBHOE PACCTOSHHE
KOJIA.
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Cormacno [6, Theorem 2.2.2], kox C»(D, G) siBnsiercsa [n, k, d]-komom, mpraém
k=degG+1—g, d>n—degG,

ecmn 2g — 2 < deg G < n.
Hyamnbuerit kox K kKoxy Cy (D, G) 6yaem o603HAIATH TaK:

Cy(D,G)" ={x € F} :Vc € Cx(D,G) ((z,¢) = 0)}.

Bmecn (x,c) = lecl + ..., m,c,. Torma, cormacuo [6, Theorem 2.2.7|, kon Co(D,G)*
asiasercs [n, k' d’] -KOZIOM, IpUIEM
F=n+g—1—degG, d >degG — (29 — 2),

ectn 2g — 2 < deg G < n.
B obmiem cayuae paccMaTpuBaeMbie KOAbI MOTY ucnpasuTh 1o |d(d') — 1/2] ommubok,
rie d u d — munumasbabie paccrosnus koo Co (D, G) u Cy (D, G)* coorsercriento.
Bynem nasweiBaTh Kox MDS-KomoM, ecyim ero MUHHMAJIBHOE PACCTOSHHE JTOCTUTAET TPa-
autpl Cuararona, r.e. d(C) =n+ 1 — k(C).

1.2. lTapwl, ucnpaBpagonue omubKHT

[Tponseenenne Ilypa neyx BekTOopoB a,b € [y onpenenserca xak npouspeneHne UX
COOTBETCTBYIONIMX KOOD/IMHAT:

(a1, ... a,) % (by,...,by) = (a1by, ..., a,by),
(ar,...,a,)" = (a,...,al).
g xkonos A, B C Fy npoussenenne lypa A * B onpezensercs cieyomum odpasom:
A B = Spang {axb:a € Abe B}.

Onpenenenne 2. Ilycro C C Fj—auueiinpiii kox. Torpa mapa JunefiHbiX KO-
108 (A, B), tne A, B C Fy, maspiBaerca mapoit, ucnpas/sionteit ¢ omubox, ais koma C,
€CJIM BBITOJIHSIOTCA CJICYIOIINe YCJIOBUS:

1) AxBCCH
2) dim(A) > t;
3) d(Bt) > t;

4) d(A)+d(C) >n

B o6osnauenusx onpenenenus: cantaem, 1ro d(C) > 2t + 1.
B |7, 8] ommcanst yciaosus cymecrsoBanus napsl A u B, ucnpasisomeit ¢ onmbox.

2. OcHoBHOII pe3yabTaT

Hecmorpsa wa Hanmume psjga paboT, MOCBAIMEHHBIX BOIPOCY CYIIECTBOBAHUS Iap, HC-
MPaBJISAIONINX OIMHOKH, JJIst JTUHEHHBIX KOJIOB, HH B OJHON M3 HUX HE MPEACTABIEHO HAXO0XK-
JIeHIe TaKoii mapsl Jijig Mpou3BoIbHOro Al-koma. Vckiouennem sBiasgerca TeopeMa 14 [5],
MOCBAIIEHHAS KPUITOAHAIN3Y KPUIITOCHCTEMBI Mak-9/inca, B KOTOPOil paccMOTpeH oOmuit
BH/I TAPBI, HCIPABJISIONIEeH OMMUOKH, 11 IyadbHOTO KoJa. B caeayiomux TeopeMax Mbl He
TOJIBKO ONUCHIBAEM BUJ[ KOJIOB B Tape, uctpassiomieit omubku, 111 Cy (D, G) u Cy (D, G)*
HO TaKzKe 33JaéM KJIaCCH(PUKAIIMIO OTHOCHTENIBHO poia (DYyHKIIMOHAJILHOTO MO/ W CTere-
Hell JMBU30DPOB, ACCOIMUPOBAHHBIX C KOjaMu u3 mapbl. OrmeruM, 9To Teopemy 14 u3 [5]
MBI CIIEIHAIH3UPYEM Ha CIydail MpUHAIIeKHOCTH OJHOTO U3 KOJOB Hapbl, HCIPABJIAIONIE
omubku, Kk MDS-komam.
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Teopema 1. Ilycts C = Co (D, G) — Al'-koa, acconunpoBaHHbIii ¢ (DYHKINOHATIHHBIM
noaem F/IF, pona g. Torma napoit, ucnpasisomnieit t = (n — deg(G) — g — 1)/2 ommbox,
g xkona C asigercd:

— A=Cg(D,F)u B=Cgy(D,G+ F)*, npuuém
1) A—MDS-kox, eciun deg(F') =t + g u g — NpOU3BOJIBHBI;
2) B—MDS-kon, ecaun deg(F) =n —deg(G) —t —1u g = 0;
3) C—MDS-komom, ecan deg(G) =n —2t — 1, deg(F) =tu g =0;
— A=Cg(D,F)t u B=Cg(D,F — G), npuuém
1) A—MDS-kox, eciu deg(F) =n+ g —t — 2 u g — IPOU3BOJILHBII;
2) B—MDS-kox, ecniu deg(G) < (n+3)/3, deg(F') = deg(G) +t—1u g =0.

Teopema 2. Ilycts C = Co (D, G) — Al'-kox, acconuupoBaHnbIii ¢ DYHKINOHATIHHBIM
nonem F/F, pona g, u C+ = Cy(D,G)* — nyanpmbiit k C. Torma napoit, ucupasasromneit
t = (deg(G@) — 3¢ + 1)/2 ommbok, s xKoga C apasgercs:

— A=Cy(D,F)u B=Cg(D,G — F), upuuém
1) A—MDS-kox, eciu deg(F) =t + g u g— IPOU3BOIBHBIIA;
2) B—MDS-kon, ecin deg(F) = deg(G) —g—t+1ug=0.

I/IHTepeCHbIM O6'beKTOM HuccJae10BaHud OTHOCUTEJIbHO KOJOBBIX KPUIITOCUCTEM ABJIAIOT-
Cd TOJIIOJIEBBIE TOAKO/BI, IOCKOJIBKY CYIIECTBYET TMIIOTe3a, IYTO UMEHHO TAaKWe KOJbI SB-
JSIOTCA CTORKMME K aTake Ha OCHOBE Tap, HCIPABJISIONINX OMUOKH (M0 AHAJOTUHN € KJIac-
CHYECKUME KOZaMU [ONIbI, SBASIONIIMHUCS HOIMOJIEBBIMEI MOIKOIAME OOOOIIEHHBIX KOIOB
Puaa — Cosomona).

B aeiicreurensnocru ecan C|F, — noamosesoit moakon kona C = Co (D, G), oupenenén-
woro uag F,, u F, C F,, To, cormacuo |7|, napa, ucupasisiomag t omubox, 1 koxa C
SIBJIETCS TApOii, HCIIPABJIMIONIEHl TaKoe yKe KOJIMIeCTBO OIMMOOK, W /I HOAIO0JIEBOrO I0/I-
kona C|F,. Ilpu sTom amroputm JekogupoBanusi Oymer paboTarhb Haj paciupenueMm [,
koneunoro nosig F, 3a spemsa O((mn)?), rae ¢ = p™. COOTBETCTBEHHO BONPOC PEyKIUHI
CJIOZKHOCTH 3aJa491 JCKOJAUPOBaHUA MMOAIIOJIEBBIX IMMOAKOAOB CBOAUTCA K HAXOXKIACHHUIO ITapPbI,
MCHPABJIAIONIEH OMIOKH, /I HOAMOIeBOTO TOIKoAa HAT [,

Teopema 3. Ilycrs C = Cy (D, G) — Al'-kou, acconunpoBaHubiii ¢ DyHKIUOHATBHBIM
nonem F/IF, pona g. Torma nmapoit, ucnpasssomnieit t = (n — deg(G) — g — 1)/2 ommubox,
s kopa C|F, asagerca:

— npu deg(G) =1wu g =0:
A= (Ci”(D7 F>J—)‘Fp7

rae deg(F) = t;

— nupu deg(G) <n—g+ 1L
A= (Cf(Dv F)|Fp)L’
riet=n/2—1udeg(F)=n/2+g—1,
— mpu (n+1)/3—g<deg(G)<n+1-—g:

A=Cy(D,F)lg,,

rae deg(F) =n+g—t—1;
— npu deg(G) <n—g+ 1L
A= ((Co(D, F)M)lg,) "

rne t =n/2 nudeg(F)=n/2+g— 1.
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Bo

Beex deThpéx caydasx B = (A« Clg, )"

Teopema 4. Tlycts C = Cy(D,G) — AT'-kox, acconnupoBatubiii ¢ DyHKIMOHATBHBIM

nonem F/F, pona g, u C+ — nyanerbiii k C. Torma napoit, ncnpasnatomeit ¢t = (deg(G) —
— 3¢+ 1)/2 ommubok, ans koxa (CF)|r, sBiasercs:

upu 2n/3 +2g —3 < deg(G) < (2n+1)/3+39g—2u g=0,1:
A= (Ci”(D?F)L)‘Fpu

rae deg(F) =1t + g;
npu 3g — 3 < deg(G) < (4n—1)/3+3g — 2

A= (Cf(Dv F>|Fp)J-7

riet=n/2—1udeg(F)=n/24+g— 1.

B oGoux cayuasx B = (A (C)|g, )"

3akJJdyeHue

st obecrieyeHus yCJIOBUA 2 B ONPEICJIEHUH MAPHI, UCIPABIAIONIEH OIMIUOKH, MBI OI'pa-

HUYMBAEMCS pAaccMOoTpenueM ciaydaes, korja deg(F) =t+ g u deg(F) =n+g—t—2, xorst
JAHHBIE 3HAYEHUsI ABASIOTCS HUKHEN U BepXHeil rpanuiamu coorsercTBeHHO s deg(F) B
3aBUCUMOCTH OT BUIa Koaa A.

KW,

BecbMa mHTEpecHBIM IIPEICTABIAETCI TaK:Ke BBIYUCCHUE ITap, HCIPABJISIONIUX OIIHO-
JIsT TPIHC-KOJIOB (TaKue KOJIbl TIOJYYeHBl ¢ TOMOIIBI0 IPUMEHEHUs K KOJOBBIM CJIOBAM

kozna C, oupexenéunoro nan F,, dyakuun caena Tr : C — F,, tne F, C F,), nockoabky
Takne Koabl cBasanbl coornomenneM (Clg, )t = Tr(CH).
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IIEPOIUYECKUE CBOICTBA
KOHEYHO-ABTOMATHOI'O TEHEPATOPA

I1. K. O6yxos, 1. A. Ilankparosa

Nzyuarorca nmepuognyueckre CBONCTBA JABYXKACKAIHOTO KOHETHO-aBTOMATHOTO IeHepa-
topa. llosydeHo 3HavUeHe MAKCUMAJIBHOT'O [IEPUOJIA, [EHEPATOPa U HEKOTOPhIE HEODXO-
JIMIMBbIE YCJIOBUS €0 JIOCTUXKEHUS.

KiroueBbie CJI0Ba: KOHEUWHO-AEMOMAMHLIT 2EHEPAMOP, NOOCTMAHOSKY, NePuodute-
CKUE NOCAedos8amEeAdHOCTIU.

PaccmarpuBaercs npegjioxennniit [ [1. ArubasioBoiM 1ByXKacKaJHbI!T KOHETHO-ABTO-
MaTHBIH Kpunrorpadudeckuii remeparop G = A; - Ay [1], cxema KoTOporo mokasana Ha
puc. 7?. Teneparop mpejcTaBiser cOOOI MOC/IeI0BATETHHOE COeINHEHEe aBTOHOMHOTO aB-
romara Ay = (F3,Fs, 91, f1) (¢ dynkuueit nepexomor ¢; : Fy — FY u dbyskiueit BbI-
xono f1 : FY — TFy) u aBromara Ay = (Fy,F Fs, go, f2) (¢ dbyHKIMEH nepexonos

9 : Fo X F* — FY' u dyukunmeit BLIXonoB fo : Fy x F5t — Fy), n,m > 1.

A, A,
) 7|20

x(t) o z(t+1)  yt) % y(t+1)

[enepaTop GYHKIMOHUPYET B JUCKPETHOM BpeMeHH t = 1,2,..., B KaxKJIbIii MOMEHT ¢
KOTOpOro aproMar Aj, Haxomsich B cocrosuun z(t) € F3, BbIIaéT BBIXOJHON CHMBOI
u(t) = fi(z(t)) u uepexoaur B caepyiomee cocrosinue x(t + 1) = g1(x(t)), a aBromar A,,
HaxonAach B cocroguun y(t) € FY', npummmaer or A; cumsos u(t), BLIACT HA BBIXOJ Ie-
HepaTopa BeIXOAHONH cumBos z(t) = fo(u(t),y(t)) m mepexomuT B cjemyroliee COCTOSHHE
y(t + 1) = go(u(t),y(t)). Hocnenoarenprocts u(1)...u(l), I € N, BBIXOTHBIX CHMBOJIOB
aBTOMaTa A; Ha3BIBACTCS YIPABJISIONIEH MOCAE0BATEIBHOCTHIO aBToMaTa Ay, a mocsieno-
BaTeabHOCTD 2(1) ... 2(l) BBIXOAHBIX CHMBOJIOB aBTOMaTa Aj — BBIXOMHOI TMOCTIEA0BATETb-
HOCTBIO TeHeparopa (. Kiouom remeparopa MozxkeT ObITH JH000€ HEIYCTOE ITOAMHOXKECTBO
muoxecrsa {z(1),y(1), f1, 91, f2, g2 }-

[lepuomom remeparopa HA30BEM JUIHHY IEPUOJA €r0 BBIXOIHOI IMOCIIEI0BATENHLHOCTH,
TOJIY UM €T'0 OTICHKH U UCCJIEIYeM YCIOBUs MAKCHMAIBHOCTH. TpeGoBanie GOMBIITOro mepu-
014 TeHepATOpa HEOOXOAUMO JIJIsT TPOTUBOCTOSIHAS aTake Ha MHbPTEKCT, 3amudpoBaHHbIii
C TIOBTOPHBIM HCIOJIB30BAHUEM KJIIOUeBOil mocseaoBaTebHocT |2, ¢. 139).

Vreepxkaenue 1. Ecmu (z(t),y(t)) = (z(1),y(l)) nag mexoropwix t,l € N, To mepuon
rereparopa jgesnt (I —t).

Joxaszameavcmeo. llycrb, nig onpenenéunocru, | > t.

[To ompeesiennto reneparopa, u3 yeiaosus x(t) = (1) noaydaem, Bo-nepebix, x(t+1) =
= z(l + 1), Bo-BrOpBIX, u(t) = w(l). U3 mocnemgnero pasencrsa u yciaosus y(t) = y(I)
caenyer, uro y(t + 1) = y(l + 1) u 2(t) = z(1). Paccyxxgas nanee (umest B BuIy DPaBeHCTBO
(x(t+1),y(t+1)) = (z(l +1),y(l +1))), moayuaem z(t + 1) = z(l + 1) u T. 1. — oTpe30K
BBIXO/IHOM TocstetoBareabuoctn 2(t) ... z(I — 1) 6yaer moBropaThes depes Kaxasie (I — t)
Maros. M

Canencreue 1. Ilepuon remeparopa G He npesocxomur 277,
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Hoxazameavcmeo. Cienyer 3 TOr0O, 9TO KOIMYIECTBO pasandubix map (z(t),y(t))
pasHo 2", m
Cremyromuit mpuMep MOKA3bIBAET, YTO OIEHKA CACACTBASA 1 TOCTHKUMA.

ITpumep 1. Ilycrs n = m = 2, GYHKIUE TEPEXoa0B U BBIXOA0B aBToMaToB A, As
3ajanbl Ta01. 1-3, Havanbmbie cocrosnud (1) = y(1) = 00.

Tabawma 2 Tabauma 3
Tabnuma 1
A Az (92) Az (f2)
1
z(t) |00 0L]10] 11 u(t) y(t) u(t) y(t)

00| 01|10 |11 00 | 01 |10 | 11
0 01 |10 |00 | 11 0 0] 0] 0|0
1 00 | 01 |11 | 10 1 1 1 1 0

w(t+1) | 01| 10 | 11 | 00
ity [ 1] 0|11

Brixognast mocieioBaresibunocTh reneparopa pasua 1011101010010011. .. Yepes 16 Tak-
ToB paborsl mosyauMm x(17) = y(17) = 00, u moc/Ie10BATETHLHOCTD TOBTOPHTCS.

HaszoBéMm TpaekTopueil reHeparopa HoC/eg10BaTe/IbHOCTD ap cocrosuuit (z(t), y(t)), t =
=1,2,...,2""™ U3 yreepxKaenns 1 caemyer

Vreepxkaeuue 2. Ecau nepuon rereparopa G MakcuMmaabHbiil (paBed 2"7™) To ero
TPAeKTOPHS COJEPKUT BCe BO3MOXKHBIE Tapbl cocTosinnit u3 F x F5') a orobparkenne

Ve Fy x Fy — Fy < Fy, (), y(t) — (z(t+1),y(t + 1)),
(z(t+1),y(t+ 1) = (g1(z(2)), g2(f1(2(2)), y(t))),

SIBJIAETCS IIOJIHONMUKJIOBOM MOACTAHOBKOM.

(1)

3ameTnM, 9TO YCA0BUE YTBEPZKICHUS 2 SIBJISI€TCS TOJHKO HEOOXOMMBIM, HO HETOCTATOY-
HBIM JIJ11 MAKCUMAJILHOCTH Mepuojia reaeparopa. [IpuBeaém emé HekoTopbie HeoOX0IMMbIe
YCJIOBUA.

Vreepxkaeuune 3. Ecam nepuon remeparopa G papen 2™, To:

1) dyuKIUS g ABIAETCSA TOJHONUKIOBON MOJCTAHOBKOI;

2) usmenenue HadasbHOrO cocrosinust x(1) man y(1) He BUsAET HA TEPUOJ TEHEPATODPA,;
3) dyHKuus f; — He KOHCTAHTA;

4) xors 66 onna u3 noadyukuunit fo(0,-) u fo(1,-) — ne KoHCTaHTA;

5) mondyukuuu go(0,-) u g2(1, ) GyHKINE MEPEXOIOB gy ABISIOTCS MOICTAHOBKAMHE;
6) y(27i +5) # y(2°k + j) ama peex i,k € {0,...,2" — 1}, i£k, j=1,...,2"
ZJlokazameabcmeo.

1) Mpeanosnoxum, aro dyakuus g : Fy — Fy — we nomcranoska. Torma
Ja € Fy Vb € Fy (gl(b) # a).

Ho Torma mapa ¢ nepBoit KOMIIOHEHTOH @ BCTPETUTCS B TPACKTOPUN (1) TOJILKO OJVH pa3,
ecm (1) = a, w HE ofHOrO WHade. VI TO W APYyroe MPOTUBOPEYUT TOMY, UTO TPACKTODHS
COJEPZKUT Bce BO3MOKHBIe napbl u3 Fy x F', B wactHoctu, 2™ > 2 nap ¢ nepsoit KOMIIO-
HEHTOR a.

[Tpesmmoiokum, 9T0 HaYaIbHOE COCTOTHIE x(l) TPUHAIJIEKUT MUKJTY JIAHBI Menbire 2"
MOJICTAHOBKH ¢1. Tor/1a mepBbie KOMIIOHEHTHI BeeX map B TpaekTopun (1) mpuHaaiekaT ToMmy
2Ke MUKJTY, YTO HPOTUBOPEYUT YTBEPXKJIEHUIO 2.
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2) ITo yTBepKIEHHIO 2, TPACKTOPHsI TE€HEPATOPA COMEPKHUT BCE BO3MOKHBIE TTAPBI COCTO-
siHUiT aBroMaToB A; 1 Ag; KpPOMe TOr0, BBIXOJHAsI HOCIeA0BaTebHOCTD 2(1)2(2) ... 2(27"™)
He COJIEPIKUT MUKJIOB. V3Menenne nadanbuoro cocrosunst x(1) mwin y(1) npuBenér K muxIn-
9eCKOMY C/IBUTY TPACKTODHUH M, KAK CJICICTBUE, BBIXOIHOMN IIOC/IEIOBATEIBHOCTH, 9TO HIKAK
He OTPa3uTCd Ha e€ IePHOo/Ie.

3) IpennosoxuM, ato f; = const ¢. Torga BeIXOAHAS MOCIEOBATEIBHOCTD TEHEPATODA
Beraucssiercs mo gopmyde z(t) = fa(e,y(t)), t = 1,..., n He MOKeT UMeTh Hepuo/ OB,
dqem 2" — KOJIMYeCTBO PA3NUIHBIX 3HaYeHUH y(t).

4) Ilpeamonoxum, ato f2(0,-) = const ¢; u fo(1, ) = const ¢o. B ¢1 = ¢, 10 2(t) = ¢4
i Beex t = 1,2, ... ¥ BBIXOJAHAS ITOCJIEIOBATEILHOCTD UMeeT mepuon 1. Eciau ¢ # ¢y, TO
z2(t) = fi(z(t)) wm 2(t) = —f1(z(t)) —u B TOM U B APYroMm cjaydae Mepuo BBIXOTHON
[IOCJIEI0BATEAbHOCTH He 0oJibie 27,

5) Tpennonoxum, aro noadyukmus go(0,y) : F* — FI' He gBasgercs moJCcTaHOBKOIA.
Torna

Ja € F§'Vb € F3 (92(0,0) # a).

Bribepem 3navenne ¢ € FY, aro fi(c) = 0 (BBumy 1.3 Takoe ¢ obs3aTebHO HAMIETCS);
yctb ¢1(c) = d. Ho Torga napa (d,a) orcyrersyer B Tpaekropun (1), OCKOJIBKY €€ mnpe/i-
IIECTBEHHNKOM MOZKET ObITH TOJIBKO mapa (c,b) must mexoroporo b € Fy', a Wg((c,b)) =
= (gl(c), gg(O,b)) # (d,a) st o6oro b € FL'. Tlosyauan mpoTHBOpedne ¢ yTBEPIK/IeHN-
eM 2. Jlis go(1,y) M0KA3aTEIBCTBO AHAJIOTUIHO.

6) Caemyer u3 yrBep:aeHust 2 u Toro, uro (2" + j) = x(2"k + j) nas Beex i, j,k € N
(BBULY 0. 1).

VTBepxkjeHune 3 JT0Ka3aHo. W

Vreepxkaenue 4. Eciau B reneparope G dbyukims g n noadyuakunu go(0, ), g2(1, )
ABJIAIOTCA IIOJCTAHOBKAMHE, TO BBIXOAHAA MOCIEI0BATEILHOCTD TeHEPATOPA, TUCTO IIePUOIH-
qecKadl.

Jloxazameavcmeo. BoixomHoii cuMmBos rereparopa (G BBIUHCAAECTCA 110 (DOPMYyJIe

2(t) = fa(filz (1)), y(2)),

T.€. 3ABHCHT TOJIbKO OT COCTOstHUiT apromaroB A; m As. Tlosromy Hamwdme mnpejnepuo-
JIa B BBIXOJIHOI MOC/IE0BATEIBHOCTH O3HAYAET HAJIMIHE NPEANEePHOIA B TPAEKTOPHH, T. €.
anst nekoropeix ¢,0 € N Bomomnenst yenosus Ve ((z(t),y(t))) = (z(t + 1),y(t + 1)) =
S W (1), y(0)) m (@(t), 9(2)) # (D), (D). Torma g(x(t)) = a(t + 1) = g1 (x(1)), c1e70-
BatesnpHo, x(t) = x(l), a 3naunt, f1(z(t)) = fi(x(l)) = ¢ mra wekoroporo ¢ € {0,1}.

[Tponomkaem nagee: go(c,y(t)) = y(t + 1) = go(c,y(1)), vo upm y(t) # y(l) 310 HEBOZ-
MOYKHO, TaK KakK ¢s(c, -) — MOACTAHOBKA. M
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SECTION 1

Baksova I. P., Tarannikov Yu. V. BOUNDS ON THE NUMBER OF PARTITIONS
OF THE VECTOR SPACE OVER A FINITE FIELD INTO AFFINE SUB-
SPACES OF THE SAME DIMENSION. We give lower and upper bounds on the
number of ordered N, (¢) and unordered N}, (¢) partitions of the space F;* into affine sub-
spaces of the same dimension k. In particular, the asymptotics of the logarithm of the

number of unordered partitions of the space %' into one-dimensional affine subspaces is
established:

%-Sm—kcl-?)m—l—o(?)m) < logy N (3) <

Also, we highlight the bounds

m
§-Sm+02-3m+0(3m).

log, N} (q) 2 (m = k)g™ ™", m—k— oo,
logy Ny, (3) 2 2 (m — k) 3"F,

log, N} (q) 2

Y

-1
(m—q—k)qm_k, k— o0, m-—k— o0
q

log, N (q) < (k+ 1)(m — k —log, e)¢"™ " + O(¢" ") + O(k(m — k).

Keywords: affine subspaces, partitions of a space, bounds, bent functions.

Pogorelov B. A., Pudovkina M. A. MULTIPERMUTATIONS AND PERFECT DIF-
FUSION OF PARTITIONS. Multipermutations are introduced by C.-P. Schnorr and
S. Vaudenay as formalization of perfect diffusion in block ciphers. In this paper, we consider
an abelian group X and a set H of transformations on X? introduced by S. Vaudenay. Any
bijective transformation from H is a multipermutation. Multipermutations from H are de-
fined by orthomorphisms on X. The set H is nonempty iff there exists an orthomorphism
on X. We consider a set W of distinct cosets of Wy in X. We describe multipermutations
from H such that they perfectly diffuse one of partitions W2 or X x W. As an example, we
prove that 8-bit and 16-bit transformations of CS-cipher perfectly diffuse such partitions.
Keywords: multipermutation, orthomorphism, Quasi-Hadamard transformation, perfect
diffusion of partitions, CS-cipher.

SECTION 2

Bugrov A. D. PROPERTIES OF CLASSES OF BOOLEAN FUNCTIONS CON-
STRUCTED FROM SEVERAL LINEAR RECURRENCES OVER THE RING
OF INTEGERS MODULO 2". A class of Boolean functions constructed from high-
coordinate sequences of linear recurrences over the ring Zso» is defined. Various coordinate
sets are used to isolate the coordinate sequences. It is shown that this class consists of
functions that are significantly removed from the class of all affine functions.
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Keywords: [linear recurrent sequences, coordinate sequences, Boolean functions, non-
linearity of Boolean functions.

Bykov D. A. ON TIGHTNESS OF THE LOWER BOUND FOR THE NUMBER
OF BENT FUNCTIONS AT THE MINIMUM DISTANCE FROM A BENT
FUNCTION FROM THE MAIORANA —MCFARLAND CLASS. The lower
bound 227! — 2" for the number of bent functions at the minimum distance from a bent
function from the Maiorana — McFarland class My, in 2n variables is investigated. A cri-
terion for the reachability of this lower bound for functions in algebraic representation is
presented. It is constructively proven that it is accurate for n = p*, where p # 2, 3 is prime
and k is natural. It is shown that a necessary condition for the reachability of the bound
is the construction of a function from M, using an APN permutation whose set of values
on any affine subspace of dimension 3 is not an affine subspace.

Keywords: bent function, Boolean function, minimum distance, Maiorana — McFarland
class, lower bound.

Kamlovskiv O. V., Pankov K. N. SOME CLASSES OF RESILIENT FUNCTIONS
OVER GALOIS RINGS AND THEIR LINEAR CHARACTERISTICS. Let R =
= GR(¢",p") = {r1,...,r4} be a Galois ring. Let A,(R) be a set of all affine functions
9(x) = apt+arx1+. . .4a,z, = agt+(a,x), wherex = (x1,...,2,),a0 € R,a= (a,...,a,) €
€ R"™. We present some classes of resilient function f : R™ — R with the specified value of

linear characteristic C'(f), where C(f) = max max > x(af(x) —g(x))| and x is
a€R\{0} g€AR(R) |2y,. zn,€R

the canonical additive character of the ring R. In the paper, we describe the function f
using a branching construction of the given functions fi, ..., f, , in n—1 variables. We prove
that in the case when the functions fq,..., frql are k-resilient, the resulting function f is
also k-resilient. Moreover, C(f) < C(fr,) + ...+ C( frql). We also describe the function
f(x,y) = (p(x),y) + h(x), where n = 2k, o : R* — R* h: R* - R x,y € R*. Ttis
known that in the case p(RF) C (R*)* (R* is the group of units in the ring R) the function f
is (k — 1)-resilient. We prove that in the case |p~!(c)| < ¢t for all ¢ € R* the enequality
C(f) < ¢*@=Y is true.

Keywords: discrete functions, resilient functions, Galois rings, linear characteristic of
functions.

Kolomeec N. A. ON PRESERVING THE STRUCTURE OF A SUBSPACE BY
A VECTORIAL BOOLEAN FUNCTION. We consider the following property of
a function F' : 3 — [F5': F preserves the structure of an affine subspace U C [7 if
F(U) ={F(x):x € U} is an affine subspace of F*. The connection between this property
and the existence of component functions of ' whose restriction to the subspace is constant
is established. Estimations for the nonlinearity and the order of differential uniformity of
such F' are provided. We also prove that the set of dimensions of affine subspaces whose
structure is preserved by the multiplicative inversion function is the smallest among all
one-to-one monomial functions.

Keywords: affine subspaces, invariant subspaces, nonlinearity, differential uniformity,
APN functions, monomial functions

Kutsenko A. V. GRAM MATRICES OF BENT FUNCTIONS AND PROPER-
TIES OF SUBFUNCTIONS OF QUADRATIC SELF-DUAL BENT FUNC-
TIONS. A Boolean function in even number of variables n is called a bent function if it
has flat Walsh — Hadamard spectrum consisting of numbers £27/2. A bent function is
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called self-dual if it coincides with its dual bent function. Previously the author obtained a
sufficient condition for subfunctions in n — 2 variables of a self-dual bent function in n vari-
ables, obtained by fixing the first two variables, to be bent. In this paper, we prove that for
quadratic self-dual bent functions this condition is not necessary for n > 6. The concept
of the Gram matrices of Boolean functions is introduced, the general form of the Gram
matrix of a bent function and its dual function are obtained. It is proved that if the Gram
matrix of a bent function in n variables is non-invertible, then its subfunctions in n — 2
variables, obtained by fixing the first two variables, are bent functions. It is also proved
that the subfunctions of its dual bent function are also bent functions.

Keywords: self-dual bent function, subfunction, Gram matriz, quadratic function, 4-de-
compositions.

Pankratova 1. A., Medvedev A.A. CONSTRUCTION OF A SUBSTITUTION
ON F} BASED ON A SINGLE BOOLEAN FUNCTION. The following con-
struction of a vector Boolean function is considered: F(z) = (f(z), f(n(2)), f(7*(2)), ...,
f(m"(z))), where w € S, f is a n-dimensional Boolean function. Some necessary condi-
tions for F' to be a bijection are proved, namely: f must be balanced, f(0") # f(1™),
7 must be full cycle substitution, f # const on any cycle of substitution 7'/, where
m(ay...an) = (Az1) - - @) for all a; ... a, € F5.

Keywords: bijection, vector Boolean function.

SECTION 3

Denisov O. V. DISTINGUISHING ATTACK ON FOUR ROUNDS OF THE
LUBY — RACKOFF CIPHER BY DIFFERENTIALS OF TWO-BLOCK
TEXTS. We show that the Luby — Rackoff cipher (Feistel network with block length
n = 2m, random independent round functions f1 ..., ff : Z — Z7') is a Markov ci-
pher. Matrices P® of R-round transition probabilities of differentials have been found for
R =1,2,4 and arbitrary m. Let (p2(Ay),y € X') be the conditional probability distribu-
tion of the 4-round output differential under the fixed input differential Ax = (Azy, Azy),
p1(Ay) = (M?—1)"" — the uniform distribution on the X' = Z3™\ {0}, M = 2™. We have
obtained expressions for Kullback divergences between the distributions and prove that:
1) if (Azg = 0AAzy # 0) V (Azg # 0 A Az # 0), then K(2 : 1) ~ (2In2 — 1)M 2,
K(1:2) ~(1—-mm2)M2%as M — oo; 2) if Azg # 0, Azy = 0, then K(2 : 1) ~
~ (22 —-1)M"1 K(1:2)~ (1 —1In2)M~!. Therefore, in the second case distinguishing
attack (based on the statistics of the logarithm of the likelihood ratio in the model of
independent two-block texts) will be more powerful. In particular, for error probabilities
a = f = 0,1 and large M, the average values of text amounts are approximately equal
(M) = 0,811(19]\4:5’72]\/[7 (M) 0,8In9

T 1-In2 T 2mm2-1
for 12 < n < 44 empirical probabilities of errors are close to the specified o, 8 and amounts

of texts are close to the calculated values T} (M), To(M).
Keywords: Markov cipher, Feistel network, Luby — Rackoff cipher, Kullback divergence,
sequential distinguishing attack.

Zaitkin 0. 8. INVERTING 29-STEP MD5 COMPRESSION FUNCTION VIA
SAT. The cryptographic hash function MD5 was proposed in 1992. Its key component is a
64-step compression function. The compression function is still preimage resistant, that is
why its step-reduced versions are usually investigated in this context. In 2007, the 26-step
version of the MD5 compression function was inverted via SAT. In 2012, 27- and 28-step

M = 455M. In statistical experiments
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versions were inverted via SAT as well. In the paper, an approach to forming 32 interme-
diate inversion problems between two subsequent steps of the MD5 compression function
is proposed. SAT encodings of such problems were constructed between 28 and 29 steps.
Several simplest problems were leveraged for tuning a modern SAT solver. As a result, the
29-step version of the MD5 compression function was inverted for the first time.
Keywords: cryptographic hash function, MDS5, algebraic cryptanalysis, logical cryptanaly-
sis, SAT.

Ishchukova E. A., Borlakov R. R. COMPARATIVE ANALYSIS OF THE GRAPHIC
INFORMATION TRANSFORMATION QUALITY USING BLOCK CI-
PHERS. The paper presents the results of practical experiments on encryption algorithms
(DES, AES, Magma) in the Electronic Code Book (ECB) mode. The influence of encryp-
tion on the quality of graphic information conversion depending on its properties is shown.
During the experiment, the hypothesis was tested. According to our hypothesis, the quality
of encryption depends not only on the encryption algorithm and its mode, but also on the
properties of the information being converted itself. It was experimentally demonstrated
that the quality of information conversion is influenced by such parameters as: the number
of colors in the color palette, the number of large and small objects in the picture, the
number of pixels, the presence or absence of a background, and others.

Keywords: encryption, block cipher, encryption mode, electronic code book, graphic infor-
mation.

Kolomeec N.A. ON THE NUMBER OF IMPOSSIBLE DIFFERENTIALS OF
SOME ARX TRANSFORMATION. The additive differential probabilities of the func-
tion (x @ y) < r are considered, where z,y € Z% and 1 < r < n. They are interesting
in the context of differential cryptanalysis of ciphers whose schemes consist of additions
modulo 27, bitwise XORs () and bit rotations (<& 7). We calculate the number of all
impossible differentials, i.e. differentials with probability 0, for all possible » and n. The
limit of the ratio of this number to the number of all differentials as » and n — r tend
to 0o equals 38/245. We also compare the given numbers and the number of impossible
differentials for the function = @ y.

Keywords: ARX, differential probabilities, XOR, modular addition, bit rotations, impos-
sible differentials.

Kondyrev D. O. EFFICIENCY ANALYSIS OF CRYPTOGRAPHIC ALGO-
RITHMS FOR APPLICATIONS IN ZK-SNARK. The paper presents a compa-
rative efficiency analysis of various cryptographic algorithms in terms of applications in
zk-SNARK based systems. To conduct experiments with measuring parameters, an infra-
structure based on ZoKrates has been developed. A series of measurements with different
input data was carried out for each algorithm. The number of constraints in the R1CS
representation of the algorithm, the length of the proof key and the verification key, the
running time of the setup phase of the protocol, and the proof generation time have been
measured. As a result, we have obtained experimental data that allow us to determine the
boundaries of the practical applicability of algorithms in distributed ledgers.

Keywords: distributed ledgers, zero-knowledge proof, zk-SNARK, R1CS, algorithm effi-
ciency.

Koreneva A. M., Firsov G. V. ON ONE BLOCK CIPHER MODE OF OPERA-
TION FOR PROTECTION OF BLOCK-ORIENTED SYSTEM STORAGE
DEVICES. At the end of 2022, standardization recommendations were adopted in the
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Russian Federation that define the mode of operation of a block cipher to protect block-
oriented storage devices. This mode is called Disk Encryption with Counter. It has several
operational characteristics, that complicate its use for system partition encryption. There-
fore, the synthesis of alternative modes for full disk encryption is in demand. In the most
of exisiting software for system partition encryption XTS mode is used, but it has several
properties, that lead to degradation of its cryptographic qualities. This paper proposes a
provably secure modification of XTS mode — XEH (Xor-Encrypt-Hash) mode. Further-
more, XEH’s performance characteristics have been investigated.

Keywords: full disk encryption, block cipher mode of operation, symmetric cryptography,
cryptographic protection of information, block-oriented storage devices.

Kurochkin A. V., Chukhno A. B., Bobrovskiy D. A. CONSTRUCTION OF THE DIF-
FERENCE RELATION FOR THE KB-256 ALGORITHM. The difference relation
for the KB-256 algorithm has been constructed. The probability of executing the difference
relation for 15 out of 16 rounds is not less than 2734,

Keywords: differential, linear methods of cryptographic analysis, KB-256.

Malygina E.S., Kutsenko A.V., Nowoselov S.A., Kolesnikov N.S., Bakharev A.O.,
Khilchuk I.S., Shaporenko A.S., Tokareva N. N. MAIN APPROACHES IN POST-
QUANTUM CRYPTOGRAPHY: DESCRIPTION, A COMPARATIVE STUDY.
Post-quantum cryptography is an area of theoretical and applied research with the goal to
develop cryptographic systems that are secure against both quantum and classical com-
puters. Now, among the most promising directions one can mention the lattice-based
cryptography, code-based cryptography and isogenies. This paper is a review, it includes a
summary of two papers previously prepared by the authors and devoted to the description
of the main approaches to the construction of post-quantum cryptosystems. Hard prob-
lems from these areas are considered, known results on resilience and performance of the
corresponding cryptosystems are analyzed.

Keywords: post-quantum cryptography, lattice-based cryptography, error-correcting codes,
1s0genies, quantum computer.

Maro E. A., Zaikin O.S. ALGEBRAIC CRYPTANALYSIS OF 9 ROUNDS OF
LIGHTWEIGHT BLOCK CIPHER SIMON32/64. A lightweight block cipher Si-
mon32/64 from the Simon family is considered. Its full version consists of 32 rounds.
Cryptanalysis of the first 8 rounds has already been repeatedly performed via SAT, i.e.,
by reducing to the Boolean satisfiability problem and applying SAT solvers. However, for
9 rounds this is still a challenging problem for the SAT approach. In the paper, a SAT
encoding for cryptanalysis of the first 9 rounds of Simon32/64 is constructed. Three classes
of cryptanalysis problems are formed depending on how the plain text is chosen. Provided
that 16 out of 64 bits of each secret key are known, all the problems were solved via a
parallel SAT solver.

Keywords: lightweight block cipher, Stmon family of ciphers, algebraic cryptanalysis, SAT-
solver.

Mokrousov A.S., Kolomeec N.A. ON ADDITIVE DIFFERENTIALS THAT GO
THROUGH ARX TRANSFROMATION WITH HIGH PROBABILITY. In the
paper, we consider additive differential probabilities of the function (z @ y) <& r, where
x,y € Z3 and 1 < r < n. They are interesting in the context of differential cryptanalysis
of ciphers that use addition modulo 2", bitwise XOR (4) and bit rotations (< r) as basic
operations. All differentials up to argument symmetries whose probability exceeds 1/4 are
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obtained. The possible values of their probabilities are 1/3+427%/6 for ¢ € {1,...,n}, which
coincide with the differentials probabilities of the function x & y. We describe differentials
with each of these probabilities and calculate the number of them. It is proven that the
number of all considered differentials is equal to 48n — 68 for n > 2.

Keywords: ARX, differential probabilities, XOR, modular addition, bit rotations.

Panasenko S. P. SYMMETRIC LIGHTWEIGHT CRYPTOGRAPHY: PRINCI-
PLES, APPROACHES, AND TRADEOFFS. This review is devoted to the develop-
ment and standardization of lightweight symmetric cryptographic algorithms. The paper
briefly describes the reasons for extracting lightweight cryptoalgorithms into a separate class
of algorithms designated for use in devices with limited resources. The main directions of
standardization of lightweight cryptoalgorithms are listed, both at the level of world and
national standards of a number of countries. The main methods of developing lightweight
cryptoalgorithms are described, both on the basis of existing general-purpose algorithms
and original ones. In the final section, the main trends of the expected further development
in the direction of lightweight symmetric cryptography are formulated, including possi-
ble deviation from universal lightweight cryptographic standards towards specialized ones,
increasing requirements for lightweight cryptographic algorithms in terms of their crypto-
graphic strength, and the formation of new applications of such algorithms, which may
affect the methods of their development and the requirements imposed on them.
Keywords: lightweight cryptography, symmetric encryption, hash functions.

Parfenov D. R., Bakharev A. O. ADDITIONAL OPTIMIZATION OF THE GUA-
RANTEED NUMBER OF ACTIVATIONS IN XS-CIRCUITS COMPUTA-
TION ALGORITHM. We propose an additional optimization to the Guaranteed Num-
ber of Activations (GNA) computation algorithm. The main idea of this optimization is to
replace linear dependence checks based on the matrix rank computations with suffix checks
of paths corresponding to partitions in the search tree. Proposed algorithm has been imple-
mented and is two times faster than the previous solution. Using an optimized version of
the GNA computation algorithm, we carried out several computational experiments. As a
result, we refuted several hypothesis and proposed a scalable XS-circuit construction with
an optimal GNA value.

Keywords: guaranteed number of activations, XS-circuit, differential cryptanalysis.

Pudovkina M. A., Smirnov A. M. THE BOOMERANG ATTACK ON THE 4-RO-
UND LILLIPUT-TBC-II-256 CIPHER. Lilliput-AE is a tweakable block cipher sub-
mitted as a candidate to the NIST lightweight cryptography standardization process. It
is an OCB based authenticated encryption scheme using the block cipher Lilliput with a
tweakey schedule (LILLIPUT-TBC). It has 128-bit blocks and supports key sizes of 128,
192, and 256 bits. Lilliput-AE has two particular authenticated encryption modes: Lilliput-
I and Lilliput-IT based respectively on a nonce-respecting mode and a nonce-misuse resistant
mode. In this paper, we present an attack on the 4-round LILLIPUT-TBC-II-256 cipher
with 256-bit security level using boomerang technique based on Yoyo tricks, which were
firstly presented at ASTACRYPT 2017 to attack the AES block cipher. The attack requires
2180 encryptions. The data complexity is 224 texts and the memory complexity is 2243 bit.
The main result is obtained due to the simultaneous use of boomerang technique and the
property of the diffusion transformation.

Keywords: lightweight cipher, yoyo tricks, authenticated encryption, linear transforma-
tion, S-box, OFB mode, boomerang technique.
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Razenkov S.I. FPGA IMPLEMENTATION OF AN SD-CARD ENCRYPTOR
BASED ON MAGMA CIPHER IN COUNTER MODE. A hardware implemen-
tation of an SDSC card encryptor based on Magma cipher in counter mode is described.
Implementations using two different FPGA architectures and synthesis software have simi-
lar hardware resource utilization. Keystream generation does not depend on the data which
allows to increase the clock frequency of the generator. It was shown that this approach
significantly reduces device operation time.

Keywords: FPGA, Magma cipher, counter mode.

Semenov A. A. THE USE OF BACKDOORS TO ESTIMATE THE HARDNESS
OF PROPOSITIONAL PROOFS AND CRYPTOGRAPHIC ATTACKS. In the
paper, we consider the problem of constructing tree-like unsatisfiability proof certificates
under the assumption that this proof is generated by a SAT solver based on the CDCL
algorithm. Such tree-like representations are convenient when it is necessary to evaluate
how hard it is to prove the unsatisfiability of a specific formula, or to estimate the run-
time of some cryptographic attack mounted using the SAT solver. We propose tree-like
descriptions of CDCL scenarios in application to both unsatisfiable formulas arising in,
e.g. symbolic verification, and to satisfiable formulas encoding the problems of inversion of
discrete functions (including cryptographic ones). We prove a number of properties of the
introduced tree-like structures. In particular, we formulate the basic property of the class
of cryptographic attacks based on inverse backdoor sets in the language of the proposed
structures.

Keywords: Boolean satisfiability (SAT), propositional proof system, backdoor, CDCL al-
gorithm.

Sergeev A. M., Kiryukhin V. A. KEY-RECOVERY SECURITY OF KEYED HASH
FUNCTIONS BASED ON GOST 34.11-2018 (“STREEBOG?”). Keyless hash func-
tion GOST 34.11-2018 (“Streebog”) is used in many keyed cryptoalgorithms, including
HMAC-Streebog and Streebog-K. Using the provable security approach, we obtain the
upper bounds on the probability of recovering the secret key for the two algorithms men-
tioned. We also propose a sandwich-like method of converting “Streebog” to the keyed
cryptoalgorithm (conventionally called Streebog-S) without changing the hash function it-
self. Streebog-S is a secure pseudorandom function and a secure message authentication
code. Unlike HMAC-Streebog and Streebog-K, the only key-recovery method for Streebog-
S is straightforward guessing. This statement holds under the assumption that the similar
is true for the underlying iteratively applied compression function.

Keywords: Streebog, HMAC, provable security.

Trepacheva A.V. ON THE SECURITY OF DOMINGO-FERRER’S HOMO-
MORPHIC CRYPTOSYSTEM AGAINST CIPHERTEXT-ONLY ATTACK.
The paper proposes an analysis of the security of the Domingo-Ferrer’s homomorphic en-
cryption scheme against the ciphertext-only attack. This cryptosystem provides a good
counterexample to the equivalence hypothesis of ciphertext-only attack and known plain-
text attack on encryption schemes, that are homomorphic over the residue ring modulo a
hardly-factorizable number.

Keywords: homomorphic encryption, cryptanalysys, ciphertext-only attack, Domingo-
Ferrer’s encryption scheme, factorization problem.

Tsaregorodtsev K. D. ON THE ONE QUASIGROUP BASED FORMAT PRE-
SERVING ENCRYPTION ALGORITHM. One of the possible approaches to the
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construction of “medium-sized” format preserving encryption (FPE) schemes is analyzed,
which can be described as follows. Let us assume that there is a quasigroup (M, o), where M
is a “medium-sized” set (i.e., |M| = 2! and above), and we want to construct a tweakable
encryption scheme E]: M — M. Then with the help of k£ and 7 one can generate (using
some pseudorandom function) a series of pseudorandom elements k; € M. To encrypt
m € M, one then applies a series of left shifts, i.e., c <= kyo(...(kgom)...) € M. The se-
curity of this method depends on the security of a pseudorandom function and the security
of distinguishing a series of left shifts from the random permutation on M. We show that
if one uses functional representation of a quasigroup operation using the proper families of
discrete functions over the product of Abelian groups H™, then left (right) shift, as well as
its inverse, can be specified using proper families representation of an operation. A family
of functions F': M™ — M™ is called proper iff for any =,y € M™ there exists ¢ such that
x; £y, but Fy(zq,...,2,) = Fi(ya,...,yn). If M = H", where (H,+) is a group, then one
can define the following map: mp = (1 + Fi(x1, ..., %), ..., xy + Fu(x1,...,2,)), which is
a permutation in case of a proper family F'. Then we can define a quasigroup operation
xoy = mp(x) + mg(y), where F and G are two proper families. The following theorem
is proven: if F' is a proper family over H", then the family F(z) = (—z) + 7' (), where
mr(z) = x4+ F(z), x € H", is also proper. This theorem allows us to invert the o operation
using the functional representation: = = 75 ((x o y) — ¢ (y)).

Keywords: FPE, quasigroup, proper family.

Shcherbachenko A.A. AN APPROACH TO CONSTRUCT A KEYED PRF
FROM THE “MAGMA” BLOCK CIPHER. On the basis of recently proposed re-
sults for AES, we present new construction, MAGMA-PRF, based on Russian standardized
block cipher “MAGMA”. We show that MAGMA-PRF is secure against known attacks,
which are applicable to plain “MAGMA”. We also show that MAGMA-PRF is secure in
CTR, CTR-ACPKM, and GCM modes of operations, which, instantiated with PRF instead
of PRP, are proven to have better cryptographic properties.

Keywords: block cipher, encryption modes, MAGMA, MAGMA-PRF, provable security.

Babueva A.A., Kyazhin S.N. PUBLIC KEYS FOR E-COINS: PARTIALLY
SOLVED PROBLEM USING SIGNATURE WITH RERANDOMIZABLE
KEYS. We give an example of an existing cryptographic mechanism that can be considered
as a partial solution to the problem “Public keys for e-coins” proposed at the International
Olympiad in Cryptography NSUCRYPTO’2022. This mechanism is used with the class
of signatures with rerandomizable keys and provides one of the two security properties
required by the authors of the problem. The results of this paper contain a systematic
description of security models that can be used to analyze signature with rerandomizable
keys, which is of independent interest.

Keywords: public key derivation, signature with rerandomizable keys, related key attack,

BIP32, NSUCRYPTO.

Pal S. EFFICIENT MATRIX MULTIPLICATION FOR CRYPTOGRAPHY
WITH A COMPANION MATRIX OVER F;. A number of schemes in cryptography
and other allied areas require operations on matrices that are computationally expensive.
However, the computational load due to standard operations like multiplication can be dras-
tically reduced by the choice of special matrices. One such special matrix is the companion
matrix of a monic polynomial of degree n over a finite field. Due to its cyclic structure and
sparseness property, such a matrix not only helps us to reduce the complexity of matrix
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multiplication but also can be applied for cryptographic purposes. In this paper, an algo-
rithm is proposed for the multiplication of an arbitrary matrix with a companion matrix
over a finite field of order p. In our algorithm, we not only reduce the complexity but also
minimize the number of multiplication operations as much as possible. The complexity
of multiplication of any n x n matrix with a companion matrix of a monic polynomial
of degree n is O(n?), whereas the complexity of standard matrix multiplication is O(n?).
Moreover, the number of multiplication operations is n? — nt, 0 < t < n, and 0 for the
fields F, and Fy of order p and 2, respectively, which is far less than n® multiplications
required for standard matrix multiplication.

Keywords: companion matrix, matriz multiplication, cryptology.

Qayyum A., Haris M. CRYPTANALYSIS OF LWE AND SIS-BASED CRYP-
TOSYSTEMS BY USING QUANTUM ANNEALING. In the paper, we study
lattice-based cryptographic problems, in particular Learning With Errors (LWE) and Short
Integer Solution (SIS) lattice problems, which are considered to be known cryptographic
primitives that are supposed to be secure against both classical and quantum attacks.
We formulated the LWE and SIS problems as Mixed-Integer Programming (MIP) model
and then converted them to Quadratic Unconstrained Binary Optimization (QUBO) prob-
lem, which can be solved by using a quantum annealer. Quantum annealing searches for
the global minimum of an input objective function subjected to the given constraints to
optimize the given model. We have estimated the g-bits required for the Quantum Pro-
cessing Unit (QPU). Our results show that this approach can solve certain instances of the
LWE and SIS problems efficiently.

Keywords: post-quantum cryptography, lattice-based cryptography, learning with errorss,
short integer solution, quadratic unconstraint binary optimization, quantum processing unit.

SECTION 4

Egorushkin O.1., Kolbasina 1. V., Safonov K.V. AN ANALOGUE OF THE
KRONECKER — CAPPELLI THEOREM FOR SYSTEMS OF NON-
COMMUTATIVE LINEAR EQUATIONS GENERATING LINEAR LAN-
GUAGES. The paper continues the study of systems of noncommutative polynomial equa-
tions, which are interpreted as grammars of formal languages. Such systems are solved in
the form of formal power series (FPS), which express non-terminal symbols in terms of
the terminal symbols of the alphabet and are considered as formal languages. Each FPS
is associated with its commutative image, which is obtained under the assumption that
all symbols denote commutative variables, real or complex. In this paper, we consider
equations that are linear in nonterminal symbols with polynomial coefficients in terminal
symbols, which means that these systems generate linear formal languages. As is known,
the compatibility of a system of noncommutative polynomial equations is not directly re-
lated to the compatibility of its commutative image, and therefore, as an analogue of the
Kronecker — Cappelli theorem, it is only possible to obtain a sufficient condition for the
inconsistency of a noncommutative system.

Keywords: systems of linear equations, noncommutative variables, formal power series,
commutative image.

Zharkova A.V., Musugalieva A. G. ABOUT ALGORITHMS FOR SEARCHING
COMPUTER INFORMATION. Due to the large growth in the volume of data, there
are many problems with information processing. If the search for information is a key
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task of the system, for example, the search for malware by antivirus programs, you need
to know the principles of its organization. In this paper, we study the algorithms for
searching a substring in a string: the naive search algorithm, the Knuth — Morris —
Pratt algorithm, the Boyer — Moore algorithm, the Rabin — Karp algorithm, as well as
wildcards applicable to them (substitution characters, “matching” with any character or
their sequence). As a result, a C# program has been developed and implemented to search
for files by various parameters (file name, extension, size and content) using the above
algorithms and methods. The program allows you to scan a given directory to search for
malware. Computational experiments were carried out, including changing the maximum
number of characters of the sample and text, the corresponding conclusions were drawn.
The overall best file search time (it is enough to find the first occurrence) turned out to be
using the Boyer — Moore algorithm, the worst — using the Rabin — Karp algorithm. To
search for files for small given data and parameters, you can use naive search, for medium
and large data and parameters for small samples it is better to use the Knuth — Morris —
Pratt algorithm, for large ones — Boyer — Moore algorithm.

Keywords: Boyer — Moore algorithm, cybersecurity, file search, Knuth — Morris —
Pratt algorithm, Rabin — Karp algorithm, scanning, substring search in a string.

Kuznetsov A. A., Kuznetsova A.S. ON ONE REPRESENTATION OF ELEMENTS
OF FINITE 2-GROUPS IN THE FORM OF BOOLEAN VECTORS. In this
paper, we propose a way to represent elements of finite 2-groups as Boolean vectors. Let G
be some finite (Burnside) 2-group and its order is 2*. In this case, each element of the group
will be represented by a unique Boolean (bit) vector of dimension k. To calculate the pro-
duct of two elements, we use analogues of Hall polynomials but now instead of multiplication
and addition over the field Zs we use the equivalent Boolean (bitwise) operations “and”,
as well as “exclusive or”. Note that operations on bits are much faster on a computer than
on integer or string data types. For problems requiring the calculation of a large number
of products of group elements the method will dramatically reduce the running time of
computer programs.

Keywords: 2-group, Boolean vector, Hall polynomials.

SECTION 5

Glukhov M. M., Pankov K.N. ON A CLASS OF ALGEBRAIC GEOMETRIC
CODES. In the paper, we present a family of algebraic geometric codes over GF(256)
that lie above the Gilbert — Varshamov bound together with dual codes. The family of
these codes can be used to construct a post-quantum algorithm of the classic McEllice type.
The following theorem holds for them: Let E : ¢ = (2% — 1)/(2® — 1) be a curve over the
field F = GF(256), Py,..., Py are arbitrary distinct F-rational points of this curve, Py
is the point at infinity. Then the algebraic geometric codes C,.(D, G) on the curve defined
by the divisors D = P, + ... 4+ Py and G = rP,, for all integers r, 81 < r < 197, are
(720, 3r — 57,720 — 3r|ys-codes, and their cardinality, as well as the cardinality of their dual
(720,777 — 3r, 3r — 114]ss-codes, satisfies the Gilbert — Varshamov bound.

Keywords: post-quantum cryptography, error-correcting codes, algebraic geometric codes,
Gilbert — Varshamouv bound.

Kolesnikov S. G., Leontiev V. M. A SERIES OF SHORT EXACT FORMULAS FOR
THE BHATTACHARYA PARAMETER OF COORDINATE CHANNELS. Let
W be a symmetric channel with binary input alphabet and a finite output alphabet. In 2007,
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E. Arikan discovered the phenomenon of channel polarization, which makes it possible to
single out those synthetic channels WN , constructed by W, through which it is preferable
to transmit information bits. One of the tools for splitting channels into “bad” and “good”
is the Bhattacharya parameter Z (WN ). However, the calculation of Z (W ") is difficult,
since it requires about 22V addition operations, where N is the code length. In 2013,
I. Tal and A. Vardy proposed a method for estimating from above and below the error
probabilities in the channels W](\;), 1 < i < N, which has a complexity O(N p?log 1), where
i > po and the number py does not depend on N. However, the number p can be quite
great and depends, in particular, on the required precision. Previously, in the case where
W is a memoryless binary symmetric channel, the authors constructed two series of exact
formulas for the Bhattacharya parameters, which still require an exponential but much less
number of operations than in the formulas from Arikan’s original paper. In the present
paper, for every N = 2" we construct a series of n(n — 1)/2 exact formulas that do not
contain summation over variables.

Keywords: polar code, binary memoryless symmetric channel, Bhattacharya parameter.

Malygina E.S., Kuninets A.A. CALCULATION OF ERROR-CORRECTING
PAIRS FOR AN ALGEBRAIC-GEOMETRIC CODE. Error-correcting pairs are
calculated explicitly for an arbitrary algebraic-geometric code and its dual code. Such a
pair consists of codes that are necessary for an effective decoding algorithm for a given code.
The type of pairs depends on the degrees of divisors with which both the original code and
one of the codes from error-correcting pair are constructed. So for the algebraic-geometric
code C¢ (D, G) of the length n associated with a functional field F'/FF, of genus ¢ the error-
correcting pair with number of errors t = (n—deg(G)—g—1)/2is (Co#(D, F),Cy(D,G+F)*)
or (Cg(D, F)*,Cy(D, F—G@)). For the dual code C»(D, G)* the error-correcting pair with
number of errors t = (deg(G) — 3¢9 + 1)/2 is C¢(D, F),C#(D,G — F)). Considering each
component of pair as MDS-code we obtain additional conditions on degrees of divisors G
and F. In addition, error-correcting pairs are calculated for subfield subcodes C# (D, G)|g,
and C¢(D, G)*|g, where F), is a subfield of F,. The form of a first component in the pair
depends on degrees of divisors G and F' and in some cases on genus g.

Keywords: function field, algebraic-geometric code, error-correcting pair, subfield sub-
codes.

Obukhov P. K., Pankratova 1. A. PERIODIC PROPERTIES OF A FINITE AU-
TOMATON GENERATOR. The periodic properties of a two-stage finite automa-
ton generator G = A; - Ay are studied, where A; = (F%,Fy, g1, f1) (it is autonomous),
g1 :Fy = Fy f1 i Fy — Fo, Ay = (Fo, FY' Fo, go, f2), g2 : Fo X FY — F5', fo : Fo x FP — Fy,
n,m > 1. It is obtained that the maximum value of the generator period is 2"*™. Some
necessary conditions for its achievement are formulated, namely: 1) the function ¢, is a full
cycle substitution; 2) changing the initial state z(1) or y(1) does not affect the period of
the generator; 3) function f; is not a constant; 4) at least one of the subfunctions f»(0, -)
and fo(1,-) is not a constant; 5) the subfunctions g2(0,-) and go(1, ) of the transition func-
tion go are substitutions; 6) y(2"i + j) # y(2"k + j) for all i,k € {0,...,2™ — 1}, i # k,
j=1,...,2"

Keywords: finite automaton generator, substitutions, periodic sequences.



