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The main results of the paper relate to the nonlinearity of APN functions defined
for a vectorial Boolean function as the Hamming distance from it to the set of affine
mappings in the space of images of all vectorial Boolean functions in fixed dimen-
sion. For APN functions in dimension n, the lower nonlinearity bound of the form
2n — /2n+t1 _7.2-2 _ 2-1 and the corresponding lower bound on the affinity order
are obtained. The exact values of the nonlinearity of all APN functions up to dimen-
sion 5 are found, and also for one known APN 6-dimensional permutation and for all
differentially 4-uniform permutations in dimension 4.
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HEJIMHENMHOCTD APN-OVHKIINN: CPABHUTEJIBHBIN AHAJIN3
11 OLIEHKU

B.T. Psa6os
HII «I'CT», 2. Mocxsa, Poccua

Henumeiinocrs APN-hyHKIINT OmMpegenseTcs KaK PACCTOdHNe XAMMUHTA OT Heé 10
MHOKeCTBa apPUHHBIX 0TOOPAXKEHNI B MIPOCTPAHCTBE 3HAUCHUM BEKTOPHBIX OyJIEBBIX
dyukmmit pukcrpopannoit pazmepuoctu. Ang APN-dyuKIMiT pazMepHOCTH 1 TIOJTY-
YeHbl HIKHsIS PAHUIA HernHeiHoCcTH Bruga 2" — /20t —7.2-2 — 271 i coorser-
CTByIOIas el HuKHdAs rpanulia nopsijika adduunoctu. Halijenbl Tounble 3HaAYEHUS
veymueiinoctu Bcex APN-dyHKInit pasMepHOCTH, HE PEBOCXOIIIEH b, a TakxKe Jijis
oguoit mzBectHoit APN-mogcTanosku pazmepuoctu 6 u mjs Beex auddepeHInasnHo
4-paBHOMEPHBIX MOJCTAHOBOK Pa3MEPHOCTH 4.

KioueBbie ciioBa: sexmopnas 6yaesa gynrxyui, nodcmanoska, APN-pynrxyua, EA-
IKBUBAAEHMHOCTND, HEAUHETHOCTL, JUPBPEPEHUUAALHAA PABHOMEPHOCT.

1. Introduction

Denote by F7 the n-dimensional vector space over the two-element field Fo, where n is
a natural number, and by P;’k the set of all mappings of the space FZ into the space F5.
The mapping F' € P’ * is called a vectorial Boolean function or simply a vectorial function,
implying the Boolean case, and in the case k = 1 we will use similar terms without the
adjective “vectorial”. The subset of one-to-one mappings from P,"", called permutations, is
denoted by S75.

Any vectorial Boolean function is uniquely determined by an ordered set of coordinate
Boolean functions. In turn, each coordinate function can be represented by a polynomial
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of n variables over the field 5. For a vectorial function F' € PQ"’k , the algebraic degree of
nonlinearity deg F' is usually defined as the maximum degree of the polynomials representing
its coordinate functions. Under the condition deg F' < 1 the mapping F is affine. Denote
by A2 the subset of all affine mappings from the set Py*.

As noted in [1], two approaches to the definition of the nonlinearity of vectorial functions
have become widespread. The first approach is based on using the Hamming distance.
The Hamming distance from the function f € P;"' to the set A3 in the space F2", called
its nonlinearity, is denoted by Ny. In [2]|, with an orientation towards the linear method of
cryptanalysis, the nonlinearity of the vectorial function F' € Py’ * with a set of coordinate
functions f = (f1,..., fx) is defined by the formula

NLr= min N, , 1
P N (1)

where (-,-) denotes the inner product of vectors, that is, it is the minimum of the
nonlinearities of all nonzero linear combinations of coordinate functions of the mapping F'.
The Boolean case allows to give an equivalent definition of the nonlinearity of a vectorial
function using the maximum absolute value of the Walsh — Hadamard transform coefficients
of all nonzero linear combinations of its coordinate functions.

The second approach to determining the nonlinearity of the vectorial function F,
associated with the differential method of cryptanalysis, is to compare for all possible
a € F3\ {0} and 8 € F5 the cardinalities of subsets of variables for which the directed
derivative satisfies the condition

DyF(z)=F(zx@®a)® F(z) =0, (2)

where @ is the addition operation in the corresponding space. Since in the Boolean case the
equality D, F(z) = D, F(x @ «) is true, all elements of this spectrum have an even value.
For F € P, the value

Ap= max [{z:D.,F(x)=
P [{os DuF(e) = 6}
BEFk

)

is considered in this approach as an indicator of nonlinearity. A mapping F € Py’ * for
which the condition Ar < 6 is satisfied is called a differentially d-uniform [3], and in the
case k =n and ¢ = 2 it is called almost perfect nonlinear or APN function [4].

At the same time, within the framework of the first approach, one more indicator of the
nonlinearity of the vectorial function can be naturally determined. Taking into account the
isomorphism of the Abelian groups of the vector space F5 and the field Fox, the classical
Hamming distance in space ]Fg: can be used to measure the remoteness of the functions F}
and F, from PJ"". Let’s denote this distance by p(F}, Fy). For a vectorial function F € Py
let’s define the nonlinearity indicator N using the formula

Np = min p(F,A). (3)
AcAD*

In [5-7] this indicator was called the second type of nonlinearity, and in [8] — the vectorial
nonlinearity.

For k = 1, the nonlinearity indicators in the sense (1) and in the sense (3) are the
same. However, starting from k = 2, they differ significantly. The indicator Ng also plays
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an important role in cryptography and coding [7]. In particular, it is more relevant for
the analysis of methods using multi-dimensional affine approximations of Boolean vectorial
functions. For example, it can be used to get the lower bound on the minimum number
of affinity domains in an arbitrary piecewise affine representation of a vectorial Boolean
function, which in the domestic cryptographic literature is referred to as the affinity order
and denoted by ard F'. Indeed, it is easy to see that the affinity order of the vectorial
function F € P} * satisfies the inequality

27’L

dF > —.
ar N,

(4)
Moreover, unlike the characteristics NLr and Ap, the indicator Ng is a metric, which
makes it possible to speak mathematically correctly about the remoteness of a vectorial
function from affine ones. In this regard, in [9, 10], relating to the case of arbitrary finite
fields, the indicator of the form Np was called the nonlinearity of the mapping F'.

The nonlinearity in the sense (1) for APN functions has been studied by many authors.
Here it is necessary to highlight the papers of C. Carlet (see, for example, [11-16]). For a
vectorial function F' € P,"" the Sidelnikov — Chabaud — Vaudenay inequality implies an
upper bound on the nonlinearity in the sense (1), namely

NLF < 27L—1 - 2(7’1,—1)/2. (5)

This bound is reached only for odd n for the so-called almost bent or AB functions. All AB
functions are APN functions. The converse is not true in general, but it is true in particular
case of odd n for quadratic functions. For other currently known APN functions, including
the case of even n, the largest value of nonlinearity in the sense (1) is 2"~! — 2™/2. Also of
interest are the lower bounds given in [16], namely, NLp > 271 — 267=3)/4 for odd n and
NLp > 271 —267=2)/4 for even n. At the same time, there are a number of open problems
regarding nonlinearity in the sense (1) for APN functions [13].

The nonlinearity in the sense (3) for APN functions has been studied to a lesser extent.
From the results of 7] for a vectorial function F' € Py"* follows a chain of inequalities of
the form 0 < NLp < Np < 2" — 2% — 1. In [15]!, another upper bound of the form

is obtained (for k¥ < 2n — 5 or k = n = 4, a strict inequality holds). Using estimates of
the size of the image set, the lower bound on the indicator N for differentially d-uniform
vectorial functions from P;"* of the form

Np >2" — /2046 (20 — 1) (7)

is also obtained there, from which the lower bound on this indicator follows for all APN
functions in dimension n of the form

Np>2"—+/3-27"—2. (8)

At the same time, the study of the behavior of nonlinearity in the sense (3) of vectorial
Boolean functions, including APN functions, needs to be continued, which was, in particular,
indicated in the open problem 11 of the eighth international Olympiad in cryptography

'In [15], as applied to the indicator N, the term nonlinearity is not used.
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NSUCRYPTO02021 [17]. In the footsteps of solving this problem using estimates of the size
of the Sidon set, G.P. Nagy at the end of 2022 posted material with new lower bounds on
the Internet [8]. Tts lower bound on the indicator Ng for differentially d-uniform vectorial
functions from P;"* has the form

Np>2"—+/§-2n — 271

from which the lower bound on this indicator follows for all APN functions in dimension n
of the form

Np > 2" — y/ontl — 271

This paper is devoted to the study of the nonlinearity of APN functions in the sense (3).
In what follows, unless otherwise stated, by the nonlinearity of a vectorial function we mean
the indicator Np. The main task is to refine the bounds on the nonlinearity of the APN
functions and find its exact values for the APN functions in small dimension (n > 5), as
well as to compare the behavior of N with deg F' and N Lg for such mappings. In parallel
and independently of the studies of G. P. Nagy, without resorting to estimates of the size of
the Sidon set, the author has obtained a lower bound on the nonlinearity of APN functions,
which is presented in Section 2. A lower bound on the affinity order that follows from it is
also given. In Section 3, the exact values of the nonlinearity for all APN functions up to
dimension 5, as well as for one known APN 6-dimensional permutation, are found. Since
none of the 4-dimensional permutations is an APN, in Section 4 the case of differentially
4-uniform permutations in dimension 4 is considered. In Section 5, open problems and
conjectures related to the behavior of the nonlinearity of APN functions are presented.

2. Boundaries on nonlinearity of APN functions

In [18], the following necessary and sufficient condition for a Boolean vectorial function
to be an APN was first obtained.

Proposition 1 [18]. Let a vectorial function F' € P;"". Then F is APN if and only if
there is no 2-dimensional linear manifold? in the space of the domain of F' on which the
mapping F' coincides with some affine one.

In [19] this condition is used as an alternative definition of APN functions. There
are other formulations of this condition, for example, for pairwise distinct variables
T, T2, T3, x4 € FY, if the equality 1 & 2 & T3 ® £4 = 0 holds, then the inequality
F(z,) ® F(zg) ® F(x3) ® F(z4) # 0 is true.

Theorem 1. Let F' be the APN function in dimension n. Then the following inequality
is true for its nonlinearity:

Np > 2" —y/2ntl —7.2-2 271, (9)
Proof. Let’s prove the theorem by contradiction, assuming that the inequality
Np < 2" — /20t —7.92-2 971 (10)

is true. It follows from the definition of nonlinearity that there is at least one affine
mapping A € Ay"™ with which the vectorial function F' coincides on 2" — Np variables
of the domain of F' and A. Let Cpa = {z € F} : F(x) = A(z)} and Cpy = |Cpa| =
= 2" — Np. Then inequality (10) implies the inequality

Cpa> V2T —7.224271,

2In the original, a linear manifold is called an affine subspace.
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The number of all possible unordered pairs of elements from the set Cp 4 satisfies the chain

of relations
<CF,A> _ Cra(Cpa—1)

> 2" — 1.

2 2
Therefore, among nonzero vectors from the set {x; ® 2 : 1, x2 € Cpa, T # T2} there
will definitely be the same. The vectors £, & x5 and z; © x3, where x5 # x3, obviously
differ. Therefore, there are pairwise distinct vectors xq, 2, 3, 4 € Cp 4, for which the
equality & @ xo = x3 D x4 is satisfied. These vectors form a 2-dimensional linear manifold

on which F' coincides with A. In accordance with Proposition 1, the vectorial function F' is
not APN. m

It is easy to see that the lower bound on the nonlinearity of APN functions, obtained
in Theorem 1, for n > 4 refines the estimate (8) from [15].

Corollary 1. Under the conditions of Theorem 1, for odd n > 3, the following
inequality is true:
Np > 2 —2ntD)/2, (11)

Indeed, in the case of odd n > 3, for the difference of an integer 2**1/2 and the root

from expression (9), the chain of relations is valid

7 7
22(y/2n+1 4 /2n 1 —7.2-2) 30

Corollary 2. Under the conditions of Theorem 1, the following inequality is true:

27’L

ard F' > ; (12)
V2t — 7272 4 271
and in the case of odd n
ard F > 20n=D/2, (13)

Estimates (12) and (13) refine the lower bound on the affinity order from [20]| for APN
functions.
Inequality (6) can be used as the upper nonlinearity bound for APN functions.

3. Nonlinearity of APN functions up to dimension 5

Results on the nonlinearity of APN functions in small dimensions are given for
classes of extended affine (EA) equivalence, since unordered sets of algebraic degrees
of nonlinearity and absolute values of the Walsh — Hadamard coefficients for nonzero
linear combinations of coordinate functions, cardinalities of subsets of variables satisfying
condition (2), and also, Hamming distances to all affine mappings are invariants [9] for
EA-equivalent vectorial Boolean functions (under CCZ-equivalence, only the spectrum of
absolute Walsh — Hadamard values remains as an invariant). Accordingly, all the above
nonlinearity indicators, including the algebraic degree, are also invariants in the case of
EA-equivalence.

The results obtained in this section are based on results [21, 22|, where all classes of EA-
equivalent APN functions up to dimension 5 are presented through the canonical element,
which is the representative of the class with the smallest truth table in the lexicographic
sense. To shorten the notation, the 2™-ary number system will be used.
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For n = 1, all Boolean functions are APN and simultaneously affine.

For n = 2, there is a single class of EA-equivalent APN functions presented in the
Table 1. Along with the nonlinearity value Np found here, the values of the degree of
nonlinearity deg F' and the nonlinearity in the sense (1) N L are also given.

Table 1
Nonlinearity of APN functions in dimension 2

T 012 |3]| degF | NLr | Np
Fxz)||o]o]O0O|1]| 2 0o | 1

The value of the nonlinearity coincides with the lower bound (9) and the upper
bound (6). The affinity order of all APN functions in dimension 2 is 2. There are no
permutations in this EA-class and there is the APN function represented by the power
function 2% over a field Fy. Vectorial functions in dimension n over the field Iy, represented
by one-dimensional power functions of the form z? over the field Fon, are commonly called
power vectorial functions or simply power functions® with exponent d.

For n = 3, the class of EA-equivalent APN functions is also unique and is presented
together with the nonlinearity indicators in the Table 2.

Table 2
Nonlinearity of APN functions in dimension 3

x [J0]1]2[3[4[5[6] 7] degF | NLr | Np
F)y|[ololo|[1]o|2[4|7] 2 2 | 4

In this case, according to (5), all APN functions are AB. The value of the nonlinearity
coincides with the lower bound (11) and the upper bound (6). In accordance with (4),
the affinity order of all such mappings is greater than or equal to 2. This class contains
permutations, including power functions with exponents 3, 5, and 6.

For n = 4, there are 2 classes of EA-equivalent APN functions (these classes are CCZ-
equivalent), presented in the Table 3.

Table 3
Nonlinearity of APN functions in dimension 4
T 0123 (4|5|6|7|8[9|10|11 |12 |13 |14 | 15| degF | NLr | Np
Fi(z)||0|0|O]1]0|2|4]|7|0|4]| 6 | 3| 8 |14|10]13 2 4 10
Fo(x)||O0]|O0O]|0|1|0|2|4|7|0]|4| 6| 3| 8 |14 |11 |12 3 4 10

The values of nonlinearity for both EA-classes coincides with the lower bound (9) and
the upper bound (6). In accordance with (4), the affinity order of all APN functions in
dimension 4 is greater than or equal to 3. There are no permutations in these classes. The
first class contains power functions with exponents 3, 6, 9, and 12. In the second class, there
are no power functions, but there are APN functions found in [23].

For n = 5, there are already 7 classes of EA-equivalent APN functions, presented in the
Table 4 (the first, third and seventh classes, as well as the second, fourth and sixth classes
are CCZ-equivalent).

3The term monomial functions is also used.
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Table 4
Nonlinearity of APN functions in dimension 5
x O(1]2(3|4|5|6|7|8|9]|10|11 12|13 |14 |15 |16 |17 | 18 | 19
Fi(z)|[0|0]|0|1|0|2[4|7|0|4| 8 |13|16 |22 |28 |27 | 0 | 8 |16 |25
Fo(z)||0O|0]|0|1|0|2|4|7|0|4| 8 |13|16 |22 |28 |27| 0 | 8 |16 |25
Fs(z)||0|0]|O0|1|0|2|4|7|0|4| 8 |13|16|22[29|26| 0 | 8 |16 |25
Fy(z)|O|O|O|1|0|2|4|7]|0|4| 8 [13|16|22|29|26| 0 | 8 |16 25
Fs(z)||0|0O|O0O|1|0|2|4|8|0[3|6 |12| 7 |16|25|23| 0 | 7 | 3 |22
Fe(x) ||O|O|0|1|0|2[4|8|0|3|6 |16| 8 |21 |26|29| 0 | 5 |12 |27
Fr(z)||0|0][0|1|0|2]4|8|0|3|6 |16 8 [21[26|29| 0| 6 |15 |24
x cont. 20 | 21 | 22|23 |24 |25|26|27|28(29|30]| 31| degF | NLrp | Np
Fi(z)cont. || 5 |15 | 17|26 |22 |26 |14 | 3 | 3 | 13|31 | 16 2 12 25
Fy(z) cont. 5 |15 |17 |26 |27 [ 23| 3 |14 |14 | 0 | 18 | 29 2 12 25
Fs(x) cont. 5 |15 (19|24 | 7 |11 |27 |22 |26 |20 | 1 14 3 12 25
Fy(x) cont. 5 1511924 |10 6 |22 |27 23|25 (12| 3 3 12 25
Fs(z)cont. || 28 |19 | 9 | 0 | 19| 8 |15 |28 |21 | 9 [29| 2 4 10 25
Fs(x)cont. || 20 6 |31 |16 | 7 |31 | 8 |22 9 |26 |17 |11 3 12 25
Fr(x)cont. || 18 | 3 | 17|30 | 2 |29 |14 |20 |25 |13 | 9 |23 3 12 25

The calculated values of nonlinearity for all 7 EA-classes are the same. The resulting
value exceeds the lower bound (11) by 1 and coincides with the the upper bound (6).
In accordance with (4), the affinity order of all APN functions in dimension 5 is greater
than or equal to 5. All APN functions from the first, second, sixth and seventh classes are
AB, and from the fifth class are not AB. These 5 classes contain permutations. The third
and fourth classes don’t contain any permutations, but contain the AB functions found
in [23].

In this case, all power functions with exponents from 1 to 30 are permutations. In order
to determine whether they are APN permutations and obtain the distribution of power
APN permutations over the indicated 5 classes of EA-equivalence, which is absent in [21],
let’s recall known results. H. Dobbertin [24] conjectured that the six known infinite families
of power APN functions presented in Table 5 exhaust the entire set of power APN functions
(in accordance with later works, the Niho case for n = 3 (mod 4) was added to the original
table from [24]).

Table 5
Known infinite families of power APN functions
Name Exponent Conditions
Gold 2F +1 (k,n)=1,1<k<n/2
Kasami 22k _oF 1+ 1 (k,n)=1,2<k <n/2
Welch 2172 43 n odd
. 2(n=1)72 4 o(n=D/4 _ 7 n=1 (mod 4)
Niho 2(n=1)/2 4 9Bn-1)/4 _ 1 n =3 (mod 4)
Dobbertin | 247/5 4 23n/5 4 92n/5 4 9n/5 7 n =0 (mod 5)
Inverse 2n —2 n odd

The power functions from the Welch and Niho families, and also in the case of odd n
from the Gold and Kasami families, are AB functions. At the same time, the mappings
from the Dobbertin and Inverse families are not AB. All power functions from the Gold
family are quadratic.

The equivalence of exponents was also discussed in [24], which is defined as follows:
if a power function z? is an APN, then a power function z” is also an APN, where for
0 < 7 < n modulo comparison h = 2'd (mod (2" — 1)) is true, and also in the case when
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2% is a permutation, one more comparison hd = 2! (mod (2" — 1)) is true. In this sense,
each exponent presented above gives in fact an equivalence class of exponents for which
the power function is the APN. Unfortunately, this equivalence is sometimes forgotten to
be mentioned by some authors, which narrows the reader’s understanding about possible
exponents of power APN functions.

Dobbertin’s conjecture has not yet been proven, but it has been checked for all values of n
up to 34. It was shown in [25-27| that the equivalence of exponents corresponds to the CCZ-
equivalence of APN functions. It follows from [21] that the first and seventh classes, as well
as the second and sixth classes are CCZ-equivalent. In addition, the first class contains z°,
the second class contains 22, the fifth class contains x'°, the sixth class contains z!'!, and
the seventh class contains z7. Then, after calculating the equivalent exponents for the
CCZ-equivalent power APN functions and knowing their algebraic degrees, we obtain the
following proposition.

Proposition 2. All non-affine power 5-dimensional permutations are APN and the
following distribution of power APN permutations over 5 classes of EA-equivalence of APN
functions in dimension 5 takes place:

— exponents 5 (Gold, Niho), 9, 10, 18, 20 correspond to the first class;

— exponents 3 (Gold), 6, 12, 17, 24 correspond to the second class;

— exponents 15, 23, 27, 29 (Dobbertin), 30 (Inverse) correspond to the fifth class;
— exponents 11, 13 (Kasami), 21, 22, 26 correspond to the sixth class;

— exponents 7 (Welch), 14, 19, 25, 28 correspond to the seventh class.

For n > 6, the situation with finding the nonlinearity of APN functions becomes much
more complicated. Firstly, a complete partition of such functions into EA-equivalence classes
is currently unknown, while the number of already known EA-classes even for n = 6 is
measured in hundreds (the most advanced results in this direction are presented in [28, 29]).
Second, the complexity of computing a nonlinearity for a mapping from Py is O(27%°+2")
additive operations in the field Fy., and thus computing such a nonlinearity for n greater
than or equal to 6 is itself a difficult task.

Consider a special case of the APN 6-dimensional permutation S presented in [30]
(Table 6).

Table 6

APN 6-dimensional permutation
T 0 1 2 (3| 4|5 |6 |7]8|9 1011|1213 |14]15
S(x) O | 54|48 |13 |15 |18 |53 |35 |25 |63 |45 (52| 3 |20 |41 | 33

T cont.1 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
S(x)contl || 59 |36 2 |34 |10| 8 |57 |37 60|19 |42 | 14|50 |26 | 58| 24

T cont.2 32 1331343536 |37 |38 (39|40 |41 | 42 | 43 | 44 | 45 | 46 | 47
S(x)cont2 || 39 |27 21 |17 |16 | 29| 1 |62 |47 |40 | 51 | 56 | 7 | 43 | 44 | 38

T cont.3 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | B8 | 59 | 60 | 61 | 62 | 63
S(x)cont3 || 31|11 4 |28 |61 46| 5 |49 9 | 6 |23 |32|30| 12|55 | 22

Permutation S, like the majority of known APN functions in dimensional 6, has a
relatively high nonlinearity in the sense (1) equal to 24. Computer calculation of its
nonlinearity gives a value 55, which exceeds the lower bound (9) by 2 and is inferior to
the upper bound (6) also by 1. In accordance with (4), the affinity order of permutation S
is greater than or equal to 8.
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The obtained values of nonlinearity for APN functions in small dimensions allow us to
assume that, in contrast to the nonlinearity in the sense (1), all APN functions have the
same nonlinearity.

Since there are no APN 4-dimensional permutations, let’s consider further the behavior
of nonlinearity for differentially 4-uniform permutations in dimension 4.

4. Nonlinearity of differentially 4-uniform permutations in dimension 4

From the results [22], it follows that there are 13 EA-equivalent classes of differentially
4-uniform mappings from P24 4 containing 4-dimensional permutations (the second and third,
fourth and twelfth, fifth and sixth EA-classes in addition are pairwise CCZ-equivalent). As in
the case of APN functions, we represent these classes in the Table 7 through their canonical
elements in the hexadecimal notation, with three indicators for each of them, including the
nonlinearity values found here.

Table 7
Nonlinearity of differentially 4-uniform permutations in dimension 4

T 0|12 [3[4(5|6|7|8[9]10|11 12|13 |14 |15 | degF | NLr | Np
Fi(z) |O|O0|0|0|O0O|1]2|3|0|2| 4|8 0 112 5 7 3 2 9
Fo(z) |O|O0O]O0|0O]|O|1]2|3|0|4| 8 |13]| 0 5 114 | 10 3 4 9
Fs(x) ||O|0O]O0|0O]|O|1]|2|3|0|4| 8 |13]| 0 6 | 11 | 12 3 4 9
Fy(z) ||O|0|O0O]0O]|O0|1]2]|3|0]|4| 8 [13] 0 6 | 12 | 11 3 4 9
Fs(z) ||[O|O0O|O]O|O|1]2]|4|0]1]| 3 6 2 8 6 | 15 3 2 9
Fs(x) ||O|O]O0O|O|O|1|2]|4]0|1]| 3 6 3 8 7|15 3 2 9
Fr(z) ||O|O0]O0|O|O|1|2]|4]0|1]| 3 8 2 7T 1131 5 3 2 9
Fg(xz) ||O|O]O0O|O|O|1|2]|4]0|1| 3 8 | 4 |11 |12 | 14 3 4 9
Fo(x) ||O|O]O|O|O|1|2]|4]0|1| 3 8 | 4 |13 |10 | 14 3 4 9
Fip(z) ||O|O0|0O]0]|O]1|2]|4|0]1]| 3 8 | 4 |13 |14 |10 3 4 9
Fi(z)[|[O0|O0]|O|O|O|1|2/4|0|1|6 |8 ]|2]|9]|13]14 3 4 9
Fio(x) ||O|0O]0]0|0O|1]2|4]|0]1] 6 8 2 13| 8 |15 3 4 9
Fis(z)||0O|0O]|O0O]|]0|O|1|2|4]|0]|2] 8 |15 | 1 |10|15]| 6 3 4 9

Using the results [22], it can be shown based on the number of matches of canonical
elements with zero function that all EA-classes containing 4-dimensional permutations with
differential uniformity greater than or equal to 6 give nonlinearity less than or equal to 9.
Since, as can be seen from the Table 7, the permutations of all 13 classes have the same
nonlinearity equal to 9, we can say that differentially 4-uniform permutations have the
maximum possible nonlinearity in the class S3, which exceeds the lower bound (7) by 1
and is inferior to the upper bound (6) by 2. In accordance with (4), the affinity order of all
differentially 4-uniform 4-dimensional permutations, as for APN functions in this dimension,
is greater than or equal to 3.

At the same time, the nonlinearity in the sense (1) for permutations of the first, fifth,
sixth, and seventh classes is inferior to that for permutations of the remaining nine classes,
equal to 4. The latter, as is known, is the maximum possible nonlinearity in the sense (1)
for 4-dimensional permutations. Thus, we obtain the following proposition.

Proposition 3. There are 9 pairwise not EA-equivalent (7 pairwise not CCZ-equi-
valent) classes of APN functions in dimension 4 containing permutations with three optimal
nonlinearity indicators, namely: Ag =4, NLg =4 and Ng = 9.

In [31], all 4-dimensional permutations with two optimal nonlinearity indicators (Ag=4,
NLg = 4) were divided into 16 affine equivalence classes. We represent this partition in



24 V. G. Ryabov

terms of canonical representatives within the extended affine equivalence classes in the
Table 8. The left column shows the number of the EA-class from the Table 7.

Table 8
Classes of 4-dimensional permutations with optimal nonlinear indicators

No. EA-class T 0|12 3|45 6 |[7[8] 9 [10]11 |12 |13 |14 | 15
9 S O|1|2|13|4|7|15|6 |8 11|12 9 3 14|10 | 5
So O(1]2|13|4|7|15]|6|8|14| 9 5 |10 [ 11| 3 | 12

3 S3 012|134 |7 |15|/6 |8 |11 |14 | 3 5 9 |10 | 12
Sy 0O|1|2|13|4|7|15|6 |8 |11 |14 | 3 |[10| 12| 5 9

4 S5 012|134 |7 |15|6|8|14|12 |11 ] 9 3 110]| 5
8 Se 012|134 |7|15|6|8|14|12| 9 5 |11 10| 3
9 S 0O|1|2|13|4|7|15|6 |8 |12| 9 |11 |10| 14| 5 3
Sy 0O|1|2|13|4|7|15|6 |8 |12 |11 | 9 (10|14 | 5 3

Sy 012|134 |7 |15|6 |8 12|14 |11 |10| 9 3 5

10 Sol[0]1]2]|13|4 |7 |15 |6 |8 |14 |11 10| 5 9 |12 ] 3
Si1/0]1|2|13|4|7|15|6 |8 |14 |11 |10 9 3 12| 5

1 S [0 12134 |7 |15 |6 8|14 |11 | 3 5 9 |10 | 12
Sis(0]1]2]|13|4|7|15|6 8|14 |11 | 5 |10| 9 3 |12

12 S ||O0] 12134 |7 |15|6|8 14|12 |11 | 3 9 5 |10
13 S5 1(0]1]2|13[4 |7 156|812 5 3 10|14 11| 9
Sel|lO0]1|2]|13|4|7|15|6 |8 12|11 | 9 |10]| 14| 3 5

Note also that permutations from the second and third EA-classes have 3 quadratic
nonzero linear combinations of coordinate functions, permutations from the fourth, eleventh
and twelfth EA-classes have 1 such quadratic combination, and for permutations from the
eighth, ninth, tenth and thirteenth EA-classes, all nonzero linear combinations of coordinate
functions are cubic. In addition, all power 4-dimensional permutations, namely 27, z'!, z'3

and z'*, are in the same thirteenth EA-class.

5. Conclusion

The nonlinearity of a vectorial function shows the minimum number of mismatches
between its images and the images of an arbitrary affine mapping. Here we study the
behavior of this nonlinearity for the class of mappings of the space I} into itself, which
have an optimal nonlinearity of a different form, namely, APN functions. For comparison
and completeness, the behavior of the nonlinearity defined as the maximum nonlinearity of
all nonzero combinations of coordinate functions is also given.

Among the most significant results is the lower bound on the nonlinearity of APN
functions, obtained in Theorem 1 and Corollary 1. The lower bound obtained here, together
with the upper bound from [15], leave a rather narrow range for possible nonlinearity values
of APN functions, which is presented in Table 9 for n < 8.

Table 9
Bounds on nonlinearity of APN functions

n 112|13] 4 ) 6 7 8

Lover bound (9) or (11) || 0 | 1 | 4 | 10 | 24 53 112 | 233
Exact value (Section 3) || 0 | 1 |4 |10 | 25 | (55) 7 | 7 ?

Upper bound (6) 0]1]4]10]25 56 119 | 246

In addition, the lower nonlinearity bound makes it possible to obtain a lower bound on
the affinity order of such mappings (Corollary 2), which guarantees that in an arbitrary
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piecewise affine representation of any APN function F there is at least the obtained number
of affinity domains. This number directly affects the complexity of solving the system of
nonlinear equations given by F' [20].

The results obtained for the nonlinearity of APN functions in small dimension allow
us to formulate some problems and make conjectures about its behavior in the general
case. As has been shown, all APN functions of fixed dimension up to 5 have the same
nonlinearity value (in contrast to the nonlinearity defined as the minimal nonlinearity of
nonzero combinations of coordinate functions). In this regard, the following question arises.

Problem 1. Do all APN functions in fixed dimension really have the same nonlinearity
value?

It was also shown here that all APN functions in dimension up to 5 have the maximum
possible nonlinearity among all mappings in the corresponding dimension. Therefore, if the
answer to the first question is yes, then the second question arises.

Problem 2. Is the value of the nonlinearity of APN functions the maximum possible
among all mappings in the corresponding dimension?

In [7] it was conjectured that the nonlinearity of all vectorial Boolean functions from Py"*
is less than or equal to (1 — 27%)(2" — 2"/2), and, accordingly, for & = n, the conjectured
upper bound has the form

Np <2m—2M2 14272 (14)

From the results obtained above, it is easy to see that the studied 6-dimensional
permutation also has a nonlinearity value coinciding with (14). In a sense, this confirms
the conjecture that all APN functions have the same nonlinearity, which is the maximum
possible among all mappings in corresponding dimension.

In the paper, the distribution of power APN permutations over 5 classes of EA-
equivalence of APN functions in dimension 5 is obtained (Proposition 2).

All possible 9 classes of EA-equivalent differentially 4-uniform vectorial functions in
dimension 4, containing permutations and having optimal two other nonlinearity indicators
are also presented (Proposition 3). Using Table 7 and Table 8, it is much easier to find
combinations of not EA-equivalent 4-dimensional permutations with all three optimal
nonlinearity indicators.
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