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ÈÇÎÌÎÐÔÈÇÌÛ 5-ÊÎÍÔÈÃÓÐÀÖÈÉ, ÏÎËÓ×ÀÅÌÛÕ
ÏÎ 2-ÎÐÃÐÀÔÀÌ

Ì.Ì. Êîìÿãèí

Ðàññìàòðèâàþòñÿ 5-êîíôèãóðàöèè, îïðåäåëÿåìûå èõ ìàòðèöàìè èíöèäåíöèé íàä
ïîëåì GF(2), êîòîðûå äîëæíû áûòü íåâûðîæäåííûìè è ñîäåðæàòü â êàæäîé
ñòðîêå è êàæäîì ñòîëáöå ðîâíî 5 åäèíèö, ïðè÷¼ì îáðàòíàÿ ìàòðèöà òàêæå äîëæíà
îáëàäàòü ýòèì ñâîéñòâîì. Èçó÷àþòñÿ àâòîìîðôèçìû 5-êîíôèãóðàöèé. Óêàçûâà-
åòñÿ ñâÿçü ìåæäó ãðóïïîé àâòîìîðôèçìîâ îðèåíòèðîâàííîãî ãðàôà áåç ïåòåëü è
ïàðàëëåëüíûõ äóã ñ äâóìÿ âõîäíûìè è äâóìÿ âûõîäíûìè äóãàìè ïðè êàæäîé âåð-
øèíå è ãðóïïîé àâòîìîðôèçìîâ 5-êîíôèãóðàöèè, ïîëó÷àåìîé ïî ýòîìó îðãðàôó.

Êëþ÷åâûå ñëîâà: k-êîíôèãóðàöèè, k-ìàòðèöû, îðãðàôû, ãðóïïà àâòîìîð-

ôèçìîâ.

Ïîíÿòèå k-êîíôèãóðàöèè, ââåä¼ííîå Ô.Ì. Ìàëûøåâûì [1], âîçíèêëî â ñâÿçè ñ ïðî-
èçâîäñòâåííîé íåîáõîäèìîñòüþ â ðàçðåæåííûõ ìàòðèöàõ L íàä ïîëåì GF(2) ñ ðàâíî-
ìåðíûì ðàñïðåäåëåíèåì ÷èñëà åäèíèö ïî ñòðîêàì è ñòîëáöàì ìàòðèöû, ïðè÷¼ì ýòî
ñâîéñòâî äîëæíî âûïîëíÿòüñÿ è äëÿ îáðàòíîé ìàòðèöû. Ìàòðèöû ñ òàêèì ñâîéñòâîì
èñïîëüçóþòñÿ â àëãîðèòìàõ øèôðîâàíèÿ, íàïðèìåð, CRYPTON [2] è ARIA [3].

Îïðåäåëåíèå 1. Ìàòðèöó L ∈ GL(v, 2) íàçûâàåì k-ìàòðèöåé, åñëè ó íå¼ è ó
ìàòðèöû L−1 â êàæäîé ñòðîêå è â êàæäîì ñòîëáöå k åäèíèö è v− k íóëåé. Ñåìåéñòâî
èç v ïîäìíîæåñòâ ìîùíîñòè k â ìíîæåñòâå X = {1, . . . , v} ñ òàêîé ìàòðèöåé èíöèäåí-
öèé íàçûâàåì k-êîíôèãóðàöèåé.

Êàæäàÿ òî÷êà k-êîíôèãóðàöèè ñîäåðæèòñÿ ðîâíî â k ïîäìíîæåñòâàõ. Èç-çà íåâû-
ðîæäåííîñòè ìàòðèöû L îáÿçàòåëüíî k íå÷¼òíîå. Êîãäà âàæåí ðàçìåð v ìàòðèöû L,
ãîâîðèì î (v, k)-ìàòðèöàõ.

Îïðåäåëåíèå 2. Äëÿ ëþáûõ ïîäñòàíîâî÷íûõ ìàòðèö P,Q ∈ GL(v, 2) ìàòðè-
öà PLQ, ïîëó÷àþùàÿñÿ èç (v, k)-ìàòðèöû L íåçàâèñèìûìè ïåðåñòàíîâêàìè ñòðîê è
ñòîëáöîâ, òîæå (v, k)-ìàòðèöà. Ìàòðèöû PLQ è L áóäåì íàçûâàòü êîìáèíàòîðíî ýê-
âèâàëåíòíûìè.

Ñóììó ïîäìíîæåñòâ A,B ⊆ X ìíîæåñòâà X, |X| = v, îïðåäåëèì ðàâåíñòâîì
A + B = (A ∪ B) \ (A ∩ B). Òîãäà ìíîæåñòâî 2X âñåõ ïîäìíîæåñòâ ìíîæåñòâà X
ñ çàäàííîé íà í¼ì îïåðàöèåé ñëîæåíèÿ ñòàíîâèòñÿ ýëåìåíòàðíîé àáåëåâîé ãðóïïîé,
èçîìîðôíîé ãðóïïå

(
GF(2)

)v
ïî ñëîæåíèþ. Èíîãäà äëÿ ðàññìàòðèâàåìûõ êîíôèãóðà-

öèé óäîáíåå ïîëüçîâàòüñÿ ýêâèâàëåíòíûì îïðåäåëåíèåì.

Îïðåäåëåíèå 3. Ñîâîêóïíîñòü X ⊂ 2X èç v ïîäìíîæåñòâ ìîùíîñòè k ìíîæå-
ñòâà X, |X| = v, íàçûâàåì k-êîíôèãóðàöèåé, åñëè:

1) êàæäûé ýëåìåíò x ∈ X ïðèíàäëåæèò ðîâíî k ïîäìíîæåñòâàì èç X ;
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2) êàæäîå îäíîýëåìåíòíîå ïîäìíîæåñòâî {x}, x ∈ X, ÿâëÿåòñÿ ñóììîé ðîâíî k ïîä-
ìíîæåñòâ èç X , ïðè÷¼ì êàæäîå ïîäìíîæåñòâî èç X ó÷àñòâóåò â êà÷åñòâå ñëà-
ãàåìîãî ðîâíî â k ñóììàõ.

Ïðåäïîëàãàåòñÿ, ÷òî ñîîòâåòñòâóþùèé ãèïåðãðàô ÿâëÿåòñÿ ñâÿçíûì.
Ìàòðèöó èíöèäåíöèé äëÿ k-êîíôèãóðàöèè X îáîçíà÷èì LX = ||l(x,A)||x∈X,A∈X , ãäå

l(x,A) = 1⇔ x ∈ A; k-êîíôèãóðàöèþ ñ ìàòðèöåé èíöèäåíöèé L áóäåì îáîçíà÷àòü XL.
Ðåçóëüòàòû ìíîãèõ àâòîðîâ î ñòðîåíèè íåðàçëîæèìûõ k-êîíôèãóðàöèé ïðåäñòàâ-

ëåíû â îáçîðå [4]. Ê íàñòîÿùåìó âðåìåíè Ô.Ì. Ìàëûøåâûì ïîëó÷åíà èñ÷åðïûâàþ-
ùàÿ êëàññèôèêàöèÿ (v, 3)-êîíôèãóðàöèé [5]. Äëÿ k = 5 À.À. Ôðîëîâûì íàéäåíû âñå
(v, 5)-êîíôèãóðàöèè íà àáåëåâûõ ãðóïïàõ â âèäå 5-ïîäìíîæåñòâ, ïîëó÷àþùèõñÿ îäíî
èç äðóãîãî ãðóïïîâûì ñäâèãîì (óìíîæåíèåì íà ýëåìåíò ãðóïïû) [6]. Íà öèêëè÷åñêèõ
ãðóïïàõ (v, 5)-êîíôèãóðàöèè ïîëó÷åíû À.Å. Òðèøèíûì [7]. Â ðàáîòå [8] ñ ïîìîùüþ
êîìïüþòåðíûõ âû÷èñëåíèé íàéäåíû âñå (v, 5)-êîíôèãóðàöèè ïðè v ⩽ 11. Ñ òî÷íî-
ñòüþ äî êîìáèíàòîðíîé ýêâèâàëåíòíîñòè äëÿ ðàíåå íåèçâåñòíûõ v = 9, 10, 11 èõ ÷èñëî
îêàçàëîñü ðàâíûì ñîîòâåòñòâåííî 1, 34, 386.

Íå ìåíåå èíòåðåñåí âîïðîñ î ñâîéñòâàõ (v, 5)-êîíôèãóðàöèé, â ÷àñòíîñòè îá óñòðîé-
ñòâå èõ ãðóïï àâòîìîðôèçìîâ. Äàííàÿ ðàáîòà ïîñâÿùåíà èçó÷åíèþ ãðóïïû àâòîìîð-
ôèçìîâ (v, 5)-êîíôèãóðàöèé, ïîñòðîåííûõ ïî îðèåíòèðîâàííûì ãðàôàì áåç ïåòåëü è
ïàðàëëåëüíûõ äóã ñ äâóìÿ âõîäíûìè è äâóìÿ âûõîäíûìè äóãàìè ïðè êàæäîé âåð-
øèíå [9].

Îïðåäåëåíèå 4. Ïóñòü íà ìíîæåñòâå X çàäàíà k-êîíôèãóðàöèÿ X , òîãäà ïîä-
ñòàíîâêà τ ∈ SX íàçûâàåòñÿ àâòîìîðôèçìîì X , åñëè X = {τ(A) : A ∈ X}.

Ãðóïïó àâòîìîðôèçìîâ 5-êîíôèãóðàöèè X áóäåì îáîçíà÷àòü AutX .
Ìàòðèöà èíöèäåíöèé (v, 5)-êîíôèãóðàöèè ÿâëÿåòñÿ (v, 5)-ìàòðèöåé, ïîýòîìó ïðè-

âåä¼ì îïðåäåëåíèå àâòîìîðôèçìà äëÿ (v, 5)-ìàòðèö, ýêâèâàëåíòíîå îïðåäåëåíèþ 4.

Îïðåäåëåíèå 5. Ïîäñòàíîâî÷íóþ ìàòðèöó P áóäåì íàçûâàòü àâòîìîðôèçìîì
(v, 5)-ìàòðèöû L, åñëè ñóùåñòâóåò ïîäñòàíîâî÷íàÿ ìàòðèöà Q, òàêàÿ, ÷òî PLQ = L.

Ãðóïïó àâòîìîðôèçìîâ (v, 5)-ìàòðèöû L îáîçíà÷èì AutL.
Ïîäñòàíîâî÷íûå ìàòðèöû áóäåì îáîçíà÷àòü ïðîïèñíûìè ëàòèíñêèìè áóêâàìè, à

ñîîòâåòñòâóþùèå èì ïîäñòàíîâêè� ñòðî÷íûìè ëàòèíñêèìè áóêâàìè ñ êðûøêîé, òî
åñòü åñëè U �ïîäñòàíîâî÷íàÿ ìàòðèöà, òî û� ñîîòâåòñòâóþùàÿ åé ïîäñòàíîâêà.

Åñëè P ∈ AutL, òî p̂ ∈ AutXL. È íàîáîðîò, åñëè p̂ ∈ AutX , òî P ∈ AutLX .

Çàìå÷àíèå 1. Íåïîñðåäñòâåííî èç îïðåäåëåíèé 2 è 5 ñëåäóåò, ÷òî ãðóïïû àâòî-
ìîðôèçìîâ êîìáèíàòîðíî ýêâèâàëåíòíûõ (v, 5)-ìàòðèö èçîìîðôíû.

Îïðåäåëåíèå 6. Íàçîâ¼ì 2-îðãðàôîì ñâÿçíûé êîíå÷íûé îðèåíòèðîâàííûé ãðàô,
áåç ïåòåëü è ïàðàëëåëüíûõ äóã, ó êîòîðîãî èç êàæäîé âåðøèíû âûõîäèò è â êàæäóþ
âåðøèíó âõîäèò ðîâíî äâå äóãè.

Îïðåäåëåíèå 7. Íàçîâ¼ì (v, k)-ìàòðèöó L èíâîëþòèâíîé, åñëè L−1 = L.

Ñ ïîìîùüþ ìàòðèö ñìåæíîñòè 2-îðãðàôîâ ñ t âåðøèíàìè ìîæíî ïîëó÷àòü (2t, 5)-
ìàòðèöû. Ïóñòü BΓ �ìàòðèöà ñìåæíîñòè 2-îðãðàôà Γ ñ t âåðøèíàìè. Òîãäà L =

=

(
I +BΓ BΓ

BΓ I +BΓ

)
, ãäå I � åäèíè÷íàÿ ìàòðèöà, ÿâëÿåòñÿ èíâîëþòèâíîé (2t, 5)-ìàò-

ðèöåé. Â êàæäîé ñòðîêå è â êàæäîì ñòîëáöå ìàòðèöû L ðîâíî ïÿòü åäèíèö è L ·L = I.
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Â [8] ïðèâåä¼í êðèòåðèé êîìáèíàòîðíîé ýêâèâàëåíòíîñòè (12, 5)-êîíôèãóðàöèé, ïî-
ëó÷àåìûõ ïî 2-îðãðàôàì. Ñîãëàñíî åìó, íåèçîìîðôíûì 2-îðãðàôàì ñ n âåðøèíàìè
îòâå÷àþò êîìáèíàòîðíî íåýêâèâàëåíòíûå (2n, 5)-êîíôèãóðàöèè.

Äàëåå áóäåì èñïîëüçîâàòü ñëåäóþùèå îáîçíà÷åíèÿ:

� ïóñòü Γ� îðãðàô, òîãäà LΓ � åãî ìàòðèöà ñìåæíîñòè;
� ïóñòü L�äâîè÷íàÿ ìàòðèöà ðàçìåðà n × n, òîãäà ΓL � îðãðàô ñ ìàòðèöåé ñìåæ-

íîñòè L;
� ïóñòü L1, L2 �äâîè÷íûå ìàòðèöû ðàçìåðîâ n1, n2 ñîîòâåòñòâåííî, òîãäà ïîä ïðÿìîé

ñóììîé ìàòðèö L1 è L2 áóäåì ïîíèìàòü äâîè÷íóþ ìàòðèöó ðàçìåðà n1 + n2 âèäà

L1 ∔ L2 =

(
L1 0
0 L2

)
.

Ïðèâåä¼ì íåñêîëüêî ôàêòîâ, ïîëó÷åííûõ â õîäå äîêàçàòåëüñòâà òåîðåìû 1 [8].
Ïóñòü Γ1 è Γ2 � 2-îðãðàôû ñ n âåðøèíàìè; B = BΓ1 è D = DΓ2 �èõ ìàòðèöû ñìåæ-

íîñòè; A è C � (2n, 5)-ìàòðèöû, ïîñòðîåííûå ïî 2-îðãðàôàì Γ1 è Γ2 ñîîòâåòñòâåííî:

A =

(
I +B B
B I +B

)
, C =

(
I +D D
D I +D

)
,

è ïóñòü ñóùåñòâóþò òàêèå ïîäñòàíîâî÷íûå ìàòðèöû U, V ∈ GF(2)2n,2n, ÷òî UAV = C.
Òîãäà:

(1) òðàíñïîçèöèè âèäà ĥx = (x, x+n), ãäå x ∈ {0, n− 1}, ëåæàò â ãðóïïå àâòîìîð-
ôèçìîâ ãðàôà ΓA;

(2) äëÿ ïîäõîäÿùèõ ïîñòàíîâî÷íûõ ìàòðèö âèäà Hx1,y1 , . . . , Hxm,ym , Hz1 , . . . , Hzl

èìååì UHx1,y1 . . . Hxm,ymHz1 . . . HzlAHx1,y1 . . . Hxm,ymHz1 . . . HzlV = D, ïðè÷¼ì
UHx1,y1 . . . Hxm,ymHz1 . . . Hzl = U1 ∔ U2, Hx1,y1 . . . Hxm,ymHz1 . . . HzlV = V1 ∔ V2,

ãäå U1, U2, V1, V2 ∈ GL(n, 2)�ïîäñòàíîâî÷íûå ìàòðèöû; ĥxi,yi = (xi, yi)� òðàíñ-
ïîçèöèÿ, xi ∈ {0, . . . , n− 1}, yi ∈ {n, . . . , 2n− 1}, i = 1, . . . ,m.

Óêàæåì íåñêîëüêî ñëåäñòâèé òåîðåìû 1 èç [8].

Ñëåäñòâèå 1. Åñëè (U1 ∔ U2)A(V1 ∔ V2) = C, òî U1 = V −1
1 , U2 = V −1

2 .

Äàëåå (2n, 5)-ìàòðèöà L ïîñòðîåíà ïî 2-îðãðàôó Γ c n âåðøèíàìè.

Ñëåäñòâèå 2. Ïîäñòàíîâî÷íàÿ ìàòðèöà Hx,y ∈ GL(2n, 2), ãäå ĥx,y = (x, y)�
òðàíñïîçèöèÿ; x ̸≡ y (mod n), x ∈ {0, 1, . . . , n − 1}, y ∈ {n, n + 1, . . . , 2n − 1}, ÿâëÿ-
åòñÿ àâòîìîðôèçìîì (2n, 5)-ìàòðèöû L òîãäà è òîëüêî òîãäà, êîãäà â ìàòðèöå LΓ è
ñòðîêè, è ñòîëáöû ñ íîìåðàìè x è y − n ñîâïàäàþò.

Ëåììà 1. Ïóñòü U = U1∔U2, V = V1∔V2 è ULV = L, òîãäà û1, û2 ∈ AutΓ è ëèáî
U2 = V2, ëèáî û1û

−1
2 ∈ AutΓ è äëÿ ëþáîãî i ∈ {0, . . . , n − 1} i-ÿ ñòðîêà è i-é ñòîëáåö

ñîâïàäàþò ñîîòâåòñòâåííî ñ û1û
−1
2 (i)-é ñòðîêîé è û1û

−1
2 (i)-ì ñòîëáöîì.

Èñïîëüçóåì ñëåäóþùèå îáîçíà÷åíèÿ:

� E = {e1,1, e1,2, e2,1, . . . , ek,2}�ïîäìíîæåñòâî ìíîæåñòâà {0, . . . , n−1}, òàêîå, ÷òî äëÿ
ëþáîãî i ∈ E ñòðîêè è ñòîëáöû ìàòðèöû B ñ íîìåðàìè ei,1, ei,2 ñîâïàäàþò, à äëÿ
ëþáîãî i ∈ {0, . . . , n − 1} \ E íå ñóùåñòâóåò j ∈ {0, . . . , n − 1}, j ̸= i, òàêîãî, ÷òî
ñòðîêè è ñòîëáöû ìàòðèöû B ñ íîìåðàìè i, j ñîâïàäàþò;

� Ē = {0, . . . , n− 1} \ E;
� Ĝ = S(e1,1, e1,2, e1,1 + n, e1,2 + n)× . . .× S(ek,1, ek,2, ek,1 + n, ek,2 + n);

� G = {U : û ∈ Ĝ};
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� Ĵ = ⟨(si.1, si,2) : i ∈ {1, . . . , k}⟩;
� J = {U : û ∈ Ĵ};
� Ĥ =

〈
(i, i+ n) : i ∈ Ē

〉
� ãðóïïà, ïîðîæä¼ííàÿ âñåìè òðàíñïîçèöèÿìè âèäà (i, i+n),

i ∈ Ē;
� H = {U : û ∈ Ĥ};
� F = G×H.

Ñ ïîìîùüþ ôàêòîâ (1) è (2), ñëåäñòâèé 1 è 2 è ëåììû 1 äîêàçûâàåòñÿ ñëåäóþùàÿ

Òåîðåìà 1. Âî ââåä¼ííûõ îáîçíà÷åíèÿõ èìååì: F �íîðìàëüíàÿ ïîäãðóïïà
â AutL; Ĵ �íîðìàëüíàÿ ïîäãðóïïà â AutΓ; AutL/F ∼= AutΓ/Ĵ .
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ìàòèêà. 2008. Ò. 20. �1. Ñ. 94�108.

7. Òðèøèí À.Å. Ïðèìåðû (v, k)-ìàòðèö // Âåñòíèê ÈÊÑÈ (Ñåð.Ê). 2003. Ñïåöèàëüíûé âû-
ïóñê, ïîñâÿùåííûé 100-ëåòèþ àêàäåìèêà À.Í. Êîëìîãîðîâà. Ñ. 179�185.

8. Êîìÿãèí Ì.Ì. Êëàññèôèêàöèÿ (v, 5)-êîíôèãóðàöèé äëÿ v ⩽ 11 // Äèñêðåòíàÿ ìàòåìà-
òèêà. 2024. Ò. 36. �1. Ñ. 46�66.

9. Ìàëûøåâ Ô.Ì. Òðè ñåìåéñòâà 5-êîíôèãóðàöèé // Ìàòåì. âîïð. êðèïòîãð. 2013. Ò. 4. �3.
Ñ. 83�97.

ÓÄÊ 519.214 DOI 10.17223/2226308X/17/2

ÒÎ×ÍÀß ÔÎÐÌÓËÀ ÄËß ÌÀÒÅÌÀÒÈ×ÅÑÊÎÃÎ ÎÆÈÄÀÍÈß
×ÈÑËÀ ÏÀÐ ÎÄÈÍÀÊÎÂÛÕ s-ÖÅÏÎ×ÅÊ Â ÑËÓ×ÀÉÍÎÉ
ÄÂÎÈ×ÍÎÉ ÏÎÑËÅÄÎÂÀÒÅËÜÍÎÑÒÈ Ñ ÇÀÄÀÍÍÛÌ

ÊÎËÈ×ÅÑÒÂÎÌ ÍÓËÅÉ È ÅÄÈÍÈÖ

Â.È. Êðóãëîâ

Ðàññìàòðèâàþòñÿ âñå âîçìîæíûå äâîè÷íûå ïîñëåäîâàòåëüíîñòè, èìåþùèå äëèíó
a+b è ñîñòîÿùèå èç a åäèíèö è b íóëåé. Äëÿ òàêîé ïîñëåäîâàòåëüíîñòè èññëåäóåò-
ñÿ ÷èñëî ïàð ñîäåðæàùèõñÿ â íåé ïîäïîñëåäîâàòåëüíîñòåé çàäàííîé äëèíû s (òàê
íàçûâàåìûõ s-öåïî÷åê) ñ ñîâïàäàþùèìè çíà÷åíèÿìè ýëåìåíòîâ ýòèõ ïîäïîñëåäî-
âàòåëüíîñòåé. Â ïðåäïîëîæåíèè, ÷òî âñå èñõîäíûå ïîñëåäîâàòåëüíîñòè ðàâíîâå-
ðîÿòíû, ïðåäëàãàåòñÿ òî÷íàÿ ôîðìóëà äëÿ ÷èñëà ïàð s-öåïî÷åê ñ ñîâïàäàþùèìè
çíà÷åíèÿìè.

Êëþ÷åâûå ñëîâà: ïîâòîðåíèÿ s-öåïî÷åê, ìàòåìàòè÷åñêîå îæèäàíèå, óðíîâàÿ

ñõåìà, òî÷íàÿ ôîðìóëà.
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Ââåäåíèå
Ïðè èçó÷åíèè ïîñëåäîâàòåëüíîñòåé ñëó÷àéíûõ âåëè÷èí âîçíèêàåò çàäà÷à î ðàñïðå-

äåëåíèè ÷èñëà ñîäåðæàùèõñÿ â íèõ ïîäïîñëåäîâàòåëüíîñòåé çàäàííîé äëèíû s (òàê
íàçûâàåìûõ s-öåïî÷åê), äëÿ êîòîðûõ çíà÷åíèÿ ñîîòâåòñòâóþùèõ ñëó÷àéíûõ âåëè÷èí
ñîâïàäàþò.

Â ýòîé ñèòóàöèè åñòåñòâåííîé ÿâëÿåòñÿ ïîñòàíîâêà çàäà÷è î ÷èñëå òî÷íûõ ñîâïà-
äåíèé çíà÷åíèé s-öåïî÷åê â ïîñëåäîâàòåëüíîñòÿõ íåçàâèñèìûõ è îäèíàêîâî ðàñïðåäå-
ëåííûõ ñëó÷àéíûõ âåëè÷èí. Òàê, â 1974 ã. À.Ì. Çóáêîâûì è Â. Ã. Ìèõàéëîâûì â [1]
äîêàçàíà ïðåäåëüíàÿ ïóàññîíîâñêàÿ òåîðåìà äëÿ ÷èñëà ïàð s-öåïî÷åê ñ îäèíàêîâûìè
çíà÷åíèÿìè ñëó÷àéíûõ âåëè÷èí, â 1979 ã. òåìè æå àâòîðàìè â [2] ñôîðìóëèðîâàíû äî-
ñòàòî÷íûå óñëîâèÿ äëÿ àñèìïòîòè÷åñêîé íîðìàëüíîñòè ÷èñëà íàáîðîâ, ñîñòîÿùèõ èç
íåñêîëüêèõ öåïî÷åê äëèíû s ñ îäèíàêîâûìè çíà÷åíèÿìè.

Îäíèì èç âàðèàíòîâ îáîáùåíèÿ ýòîé çàäà÷è ÿâëÿþòñÿ çàäà÷è î ÷èñëå ïàð s-öå-
ïî÷åê, äëÿ êîòîðûõ çíà÷åíèÿ ïîäïîñëåäîâàòåëüíîñòåé ñîîòâåòñòâóþùèõ ñëó÷àéíûõ
âåëè÷èí ñîâïàäàþò ñ òî÷íîñòüþ äî ïåðåñòàíîâêè, ïðèíàäëåæàùåé íåêîòîðîìó ìíîæå-
ñòâó èëè íåêîòîðîé ãðóïïå ïåðåñòàíîâîê. Ñîîòâåòñòâóþùèå èññëåäîâàíèÿ ïðîâîäèëè
Â. Ã. Ìèõàéëîâ, Ñ.Ì. Áóðàâëåâ è À.Ì. Øîéòîâ [3�6].

Äðóãèì âîçìîæíûì íàïðàâëåíèåì èññëåäîâàíèÿ ñîâïàäåíèé çíà÷åíèé s-öåïî÷åê
ÿâëÿåòñÿ çàäà÷à î ñîâïàäåíèÿõ ïîäïîñëåäîâàòåëüíîñòåé â ïîñëåäîâàòåëüíîñòè òàêèõ
ñëó÷àéíûõ âåëè÷èí, êîòîðûå íå ÿâëÿþòñÿ íåçàâèñèìûìè è îäèíàêîâî ðàñïðåäåë¼í-
íûìè. Â êà÷åñòâå òàêîé ïîñëåäîâàòåëüíîñòè ìîæíî ðàññìîòðåòü ïîñëåäîâàòåëüíîñòü,
âîçíèêàþùóþ ïðè èçâëå÷åíèè áåç âîçâðàùåíèÿ øàðîâ èç óðíû, ñîäåðæàùåé øàðû
äâóõ öâåòîâ.

Ìàòåìàòè÷åñêîå îæèäàíèå ÷èñëà ïàð îäèíàêîâûõ çíà÷åíèé s-öåïî÷åê
Ïóñòü â óðíå íàõîäèòñÿ a áåëûõ è b ÷¼ðíûõ øàðîâ, êîòîðûå ïîñëåäîâàòåëüíî èç-

âëåêàþòñÿ èç óðíû.
Ðåçóëüòàòîì èçâëå÷åíèÿ âñåõ øàðîâ ÿâëÿåòñÿ ïîñëåäîâàòåëüíîñòü

−→
X = (X1, X2, . . . , Xa+b),

ýëåìåíòû êîòîðîé ïðèíèìàþò çíà÷åíèÿ 1 (áåëûé øàð) èëè 0 (÷¼ðíûé øàð), êàæäàÿ
òàêàÿ ïîñëåäîâàòåëüíîñòü ñîäåðæèò a åäèíèö è b íóëåé. Áóäåì ñ÷èòàòü, ÷òî âñå òàêèå
ïîñëåäîâàòåëüíîñòè ðàâíîâåðîÿòíû.

Äëÿ êàæäîãî s, ãäå s < a è s < b, è êàæäîãî i, òàêîãî, ÷òî 1 ⩽ i ⩽ a + b − s + 1,
ðàññìîòðèì s-öåïî÷êó Yi = (Xi, . . . , Xi+s−1). Îïðåäåëèì ñîáûòèå

Eij =
{
Yi = Yj

}
=
{
Xi = Xj, . . . , Xi+s−1 = Xj+s−1

}
,

êîòîðîå çàêëþ÷àåòñÿ â ñîâïàäåíèè çíà÷åíèé s-öåïî÷åê Yi è Yj, è èíäèêàòîð ýòîãî ñî-
áûòèÿ ηij = I

(
Eij
)
. Ðàññìîòðèì ñëó÷àéíóþ âåëè÷èíó

ξ =
∑

1⩽i<j⩽a+b−s+1

ηij =
∑

1⩽i<j⩽a+b−s+1

I
(
Eij
)
,

ðàâíóþ ÷èñëó ñîâïàäåíèé s-öåïî÷åê â ïîñëåäîâàòåëüíîñòè
−→
X .

Äëÿ çàïèñè ôîðìóëû ìàòåìàòè÷åñêîãî îæèäàíèÿ ξ íàì ïîíàäîáÿòñÿ ñëåäóþùèå
îáîçíà÷åíèÿ:
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� äëÿ ëþáûõ ra ⩽ a è rb ⩽ b ÷åðåç

pra,rb =
Ca−raa+b−ra−rb

Caa+b

áóäåì îáîçíà÷àòü âåðîÿòíîñòü òîãî, ÷òî â ïîñëåäîâàòåëüíîñòè
−→
X íà çàäàííûõ ra

ïîçèöèÿõ íàõîäÿòñÿ áåëûå øàðû è íà çàäàííûõ rb ïîçèöèÿõ íàõîäÿòñÿ ÷¼ðíûå
øàðû;

� äëÿ êàæäîãî k èç äèàïàçîíà 1 ⩽ k ⩽ s− 1, ðàçäåëèâ s íà k ñ îñòàòêîì, ïîëîæèì

s = kn+m, n = ⌊s/k⌋ , m = s− kn = s− k ⌊s/k⌋ ,

è îïðåäåëèì âåëè÷èíó

f(k) =
m∑
t1=0

k−m∑
t2=0

Ct1mC
t2
k−mpt1(n+2)+t2(n+1),(m−t1)(n+2)+(k−m−t2)(n+1).

Òîãäà äëÿ ìàòåìàòè÷åñêîãî îæèäàíèÿ ξ ñïðàâåäëèâî ñëåäóþùåå ðàâåíñòâî:

Òåîðåìà 1.

Eξ =
C2
a+b−2s+2

Caa+b

s∑
r=0

CrsC
a−2r
a+b−2s +

a+b−2s+2∑
i=1

s−1∑
k=1

f(k) +
a+b−s∑

i=a+b−2s+3

a+b−s+1−i∑
k=1

f(k).

Â òàáëèöå ïðèâåäåíû çíà÷åíèÿ Eξ ïðè ðàçëè÷íûõ äëèíàõ öåïî÷åê s äëÿ ñëó÷àåâ,
êîãäà ÷èñëà áåëûõ è ÷¼ðíûõ øàðîâ â óðíå ðàâíû è êîãäà ÷èñëî áåëûõ øàðîâ âäâîå
ïðåâîñõîäèò ÷èñëî ÷¼ðíûõ øàðîâ.

a = 100, b = 100
s 4 5 7 8 10 12 15 20
Eξ 1182,3661 582,11936 141,04603 69,415310 16,80472 4,066233 0,483519 0,013879

a = 200, b = 100
s 6 8 10 12 15 17 19 23
ξ 1251,2482 379,51852 115,58548 35,420300 6,120883 1,930410 0,618573 0,039026
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Ñ.À. Íîâîñåëîâ

Ïðèâîäÿòñÿ âñå âîçìîæíûå õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû ýíäîìîðôèçìà Ôðî-
áåíèóñà ãåîìåòðè÷åñêè ðàçëîæèìûõ îáû÷íûõ àáåëåâûõ ìíîãîîáðàçèé ðàçìåðíî-
ñòè 3 íàä êîíå÷íûì ïîëåì.

Êëþ÷åâûå ñëîâà: àáåëåâû ìíîãîîáðàçèÿ, ðàçìåðíîñòü 3, êîíå÷íîå ïîëå, ïîäñ÷¼ò

òî÷åê, õàðàêòåðèñòè÷åñêèé ìíîãî÷ëåí.

Ââåäåíèå
Àáåëåâû ìíîãîîáðàçèÿ ìîãóò ïðèìåíÿòüñÿ â êðèïòîãðàôèè äëÿ ïîñòðîåíèÿ êðèï-

òîñèñòåì íà îñíîâå çàäà÷ âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà è âû÷èñëåíèÿ èçîãåíèè.
Êàê ïðàâèëî, äëÿ ýòîé öåëè èñïîëüçóþòñÿ ÿêîáèàíû êðèâûõ, òàê êàê äëÿ íèõ ãðóïïî-
âûå îïåðàöèè íàèáîëåå ýôôåêòèâíû. Äëÿ ýêñïëóàòàöèè òàêèõ êðèïòîñèñòåì íåîáõîäè-
ìî óìåòü âû÷èñëÿòü ÷èñëî òî÷åê íà âûáðàííîì àáåëåâîì ìíîãîîáðàçèè èëè, äðóãèìè
ñëîâàìè, íàõîäèòü ïîðÿäîê àáåëåâà ìíîãîîáðàçèÿ êàê ãðóïïû. Â îáùåì ñëó÷àå ýòî
ñëîæíàÿ çàäà÷à, ýôôåêòèâíûå íà ïðàêòèêå àëãîðèòìû èçâåñòíû òîëüêî äëÿ ìàëîé
ðàçìåðíîñòè. Äëÿ ýëëèïòè÷åñêèõ êðèâûõ (àáåëåâûõ ìíîãîîáðàçèé ðàçìåðíîñòè 1) ñó-
ùåñòâóåò áûñòðûé àëãîðèòì äëÿ ïîäñ÷¼òà òî÷åê [1]. Äëÿ ÿêîáèàíîâ êðèâûõ ðîäà 2
(àáåëåâûõ ìíîãîîáðàçèé ðàçìåðíîñòè 2) åñòü ïîëèíîìèàëüíûé àëãîðèòì Ãîäðè�Øî-
ñòà [2]. Îäíàêî óæå â ýòîì ñëó÷àå âû÷èñëåíèå ÷èñëà òî÷åê òðåáóåò ñóùåñòâåííûõ
âû÷èñëèòåëüíûõ ðåñóðñîâ. Äëÿ ðàçìåðíîñòè 3 è âûøå âû÷èñëåíèå ÷èñëà òî÷åê óæå
íåäîñòèæèìî äëÿ êðèïòîãðàôè÷åñêîãî ðàçìåðà áàçîâîãî êîíå÷íîãî ïîëÿ Fq, íåñìîòðÿ
íà òî, ÷òî òåîðåòè÷åñêè ñóùåñòâóåò ïîëèíîìèàëüíûé (îò log q) àëãîðèòì [3]. Îïèðàÿñü
íà äàííûé ôàêò, Ñ. Äîáñîí, Ñ. Ãàëáðàéò è Á. Ñìèò ïðåäëîæèëè [4] èñïîëüçîâàòü çà-
äà÷ó ïîäñ÷¼òà òî÷åê â êà÷åñòâå îñíîâû äëÿ ïîñòðîåíèÿ êðèïòîãðàôè÷åñêîé ôóíêöèè
çàäåðæêè, ïðåäïîëàãàÿ, ÷òî àòàêóþùèé íå ñìîæåò áûñòðî âû÷èñëèòü ÷èñëî òî÷åê íà
êðèâîé ðîäà 3. Ãåîìåòðè÷åñêè ðàçëîæèìûå àáåëåâû ìíîãîîáðàçèÿ èçîãåííû íàä ðàñ-
øèðåíèåì áàçîâîãî ïîëÿ äåêàðòîâîìó ïðîèçâåäåíèþ àáåëåâûõ ìíîãîîáðàçèé ìåíüøåé
ðàçìåðíîñòè. Ýòî ïîçâîëÿåò ñâåñòè çàäà÷è ïîäñ÷¼òà òî÷åê ñ áîëüøîé ðàçìåðíîñòè ê áî-
ëåå ïðîñòîé çàäà÷å â ìàëîé ðàçìåðíîñòè.

Â ðàáîòå â ÿâíîì âèäå ïðèâîäÿòñÿ âñå âîçìîæíûå õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû
ýíäîìîðôèçìà Ôðîáåíèóñà äëÿ îáû÷íûõ ãåîìåòðè÷åñêè ðàçëîæèìûõ àáåëåâûõ ìíî-
ãîîáðàçèé ðàçìåðíîñòè 3 íàä êîíå÷íûì ïîëåì. Äàííûå ìíîãî÷ëåíû ñîäåðæàò â ñåáå
áîëüøîå êîëè÷åñòâî àðèôìåòè÷åñêîé èíôîðìàöèè îá àáåëåâîì ìíîãîîáðàçèè, âêëþ÷àÿ
÷èñëî òî÷åê. Áîëåå òî÷íî, åñëè χA,q(T ) ∈ Z[T ]� õàðàêòåðèñòè÷åñêèé ìíîãî÷ëåí ýíäî-
ìîðôèçìà Ôðîáåíèóñà àáåëåâà ìíîãîîáðàçèÿ A, òî ÷èñëî òî÷åê íà A íàä êîíå÷íûì
ïîëåì Fq ðàâíî χA,q(1). Íàøà ðàáîòà � ýòî ðàñøèðåíèå íà ðàçìåðíîñòü 3 èçâåñòíûõ
ðåçóëüòàòîâ [5, �4; 6, 7] äëÿ ðàçìåðíîñòè 2.

1. Õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû äëÿ ðàçìåðíîñòè 3

Íàä áàçîâûì ïîëåì àáåëåâî ìíîãîîáðàçèå ðàçìåðíîñòè 3 ìîæåò áûòü ëèáî ïðî-
ñòûì (íåðàçëîæèìûì), ëèáî ðàñêëàäûâàòüñÿ êàê A ∼ E × B èëè A ∼ E1 × E2 × E3,

1Ðàáîòà âûïîëíåíà ïðè ôèíàíñîâîé ïîääåðæêå Ìèíîáðíàóêè ÐÔ (ñîãëàøåíèå �075-02-2024-1430).



Òåîðåòè÷åñêèå îñíîâû ïðèêëàäíîé äèñêðåòíîé ìàòåìàòèêè 13

ãäå E,E1, E2, E3 � ýëëèïòè÷åñêèå êðèâûå; B �ïðîñòàÿ àáåëåâà ïîâåðõíîñòü. ßâíûå
ïðèìåðû òàêèõ ðàçëîæèìûõ àáåëåâûõ ìíîãîîáðàçèé ðàçìåðíîñòè 3 è èõ õàðàêòåðè-
ñòè÷åñêèõ ìíîãî÷ëåíîâ ìîæíî íàéòè â [8]. Â äàííîé ðàáîòå ìû ðàññìîòðèì ñëó÷àé,
êîãäà A�ïðîñòîå è îáû÷íîå, íî ðàçëîæèìîå íàä çàìûêàíèåì ïîëÿ (ò. å. ãåîìåòðè÷å-
ñêè). Âîçìîæíûå õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû òàêèõ àáåëåâûõ ìíîãîîáðàçèé ðàç-
ìåðíîñòè 3 ïðåäñòàâëåíû â ñëåäóþùåé òåîðåìå.

Òåîðåìà 1. Ïóñòü A�ïðîñòîå îáû÷íîå ãåîìåòðè÷åñêè ðàçëîæèìîå àáåëåâî ìíî-
ãîîáðàçèå ðàçìåðíîñòè 3, çàäàííîå íàä êîíå÷íûì ïîëåì Fq. Ïðåäïîëîæèì, ÷òî d > 1�
ìèíèìàëüíîå öåëîå ÷èñëî, òàêîå, ÷òî A ðàçëîæèìî íàä Fqd . Òîãäà A ∼ E3 íàä Fqd
è d ∈ {3, 7, 9, 14, 18}. Áîëåå òîãî, ïóñòü tk ∈ Z òàêîå, ÷òî χE,qk(T ) = T 2 − tkT + qk

è t = t1. Òîãäà âûïîëíÿþòñÿ ñëåäóþùèå óòâåðæäåíèÿ:

1) Åñëè d = 3, òî χA,q(T ) = T 6 − t3T 3 + q3.
2) Åñëè d = 7, òî E � îáû÷íàÿ ýëëèïòè÷åñêàÿ êðèâàÿ ñ j-èíâàðèàíòîì −3375

è χA,q(T )� îäèí èç äâóõ íåïðèâîäèìûõ (íàä Q) ìíîæèòåëåé ìíîãî÷ëåíà

f7 = T 12 + v1T
11 + v2T

10 + v3T
9 + v4T

8 + v5T
7 + v6T

6 + v5qT
5 + v4q

2T 4 + v3q
3T 3+

+v2q
4T 2 + q5v1T + q6,

ãäå v1 = t; v2 = (t2 − q); v3 = t3 − 2qt; v4 = t4 − 3qt2 + q2; v5 = t5 − 4qt3 + 3q2t;
v6 = t6 − 5qt4 + 6q2t2 − q3.

3) Åñëè d = 9, òî E � îáû÷íàÿ ýëëèïòè÷åñêàÿ êðèâàÿ ñ j-èíâàðèàíòîì 0
è χA,q(T )� îäèí èç äâóõ íåïðèâîäèìûõ (íàä Q) ìíîæèòåëåé ìíîãî÷ëåíà

f9 = T 12 + (t3 − 3qt)T 9 + (t6 − 6qt4 + 9q2t2 − q3)T 6 + (q3t3 − 3q4t)T 3 + q6.

4) Åñëè d = 14, òî E � îáû÷íàÿ ýëëèïòè÷åñêàÿ êðèâàÿ ñ j-èíâàðèàíòîì −3375 è
χA,q(T )� îäèí èç äâóõ íåïðèâîäèìûõ (íàä Q) ìíîæèòåëåé ìíîãî÷ëåíà f7(T )
èëè f7(−T ).

5) Åñëè d = 18, òî E � îáû÷íàÿ ýëëèïòè÷åñêàÿ êðèâàÿ ñ j-èíâàðèàíòîì 0 è
χA,q(T )� îäèí èç äâóõ íåïðèâîäèìûõ (íàä Q) ìíîæèòåëåé ìíîãî÷ëåíà f9(T )
èëè f9(−T ).

Äîêàçàòåëüñòâî. Òàê êàê A�ïðîñòîå àáåëåâî ìíîãîîáðàçèå, òî îíî èçîòèïè÷-
íî (ÿâëÿåòñÿ ñòåïåíüþ íåêîòîðîãî ïðîñòîãî àáåëåâà ìíîãîîáðàçèÿ, â íàøåì ñëó÷àå
ñòåïåíü ðàâíà åäèíèöå íàä áàçîâûì ïîëåì). Äàííîå ñâîéñòâî ñîõðàíÿåòñÿ íàä âñå-
ìè ðàñøèðåíèÿìè êîíå÷íîãî ïîëÿ [9, Prop. 1.2.6.1]. Ïîýòîìó åñëè A ðàñêëàäûâàåòñÿ
íàä Fqd , òî åäèíñòâåííûé âîçìîæíûé âàðèàíò ðàçëîæåíèÿ� ýòî A ∼ E3 äëÿ íåêîòî-
ðîé ýëëèïòè÷åñêîé êðèâîé E. Îïðåäåëèì òåïåðü ñïèñîê âîçìîæíûõ ñòåïåíåé d, íàä
êîòîðûì àáåëåâî ìíîãîîáðàçèå ðàçìåðíîñòè 3 ìîæåò ðàñêëàäûâàòüñÿ. Ïóñòü π� ýíäî-
ìîðôèçì Ôðîáåíèóñà íà A íàä Fq. Òîãäà πd � ýíäîìîðôèçì Ôðîáåíèóñà íà A íàä Fqd .
Áëàãîäàðÿ ðåçóëüòàòó [5, Prop. 3], èçâåñòíî, ÷òî äëÿ ãåîìåòðè÷åñêè ðàçëîæèìûõ àáå-
ëåâûõ ìíîãîîáðàçèé ñóùåñòâóþò äâà âîçìîæíûõ ñëó÷àÿ:

1) ìèíèìàëüíûé ìíîãî÷ëåí π ëåæèò â Z[T d];
2) Q(π) = Q(πd, ζd), ãäå ζd �ïðèìèòèâíûé êîðåíü èç åäèíèöû ñòåïåíè d. Êðîìå

òîãî, Q(πd) ÿâëÿåòñÿ ñîáñòâåííûì ïîäïîëåì ïîëÿ Q(π).

Çàìåòèì, ÷òî ìèíèìàëüíûé ìíîãî÷ëåí π ðàâåí õàðàêòåðèñòè÷åñêîìó ìíîãî÷ëåíó äëÿ
îáû÷íûõ ïðîñòûõ àáåëåâûõ ìíîãîîáðàçèé.

Ñ ë ó ÷ à é 1. Ñïèñîê âîçìîæíûõ çíà÷åíèé d îãðàíè÷åí äåëèòåëÿìè degχA,q = 6,
ò. å. d = 2 èëè 3. Ïðè d = 2 õàðàêòåðèñòè÷åñêèé ìíîãî÷ëåí π èìååò âèä χA,q(T ) = T 6+
+a2T

4+a2qT
2+q3. Â ýòîì ñëó÷àå àáåëåâî ìíîãîîáðàçèå A íå ìîæåò áûòü îáû÷íûì, òàê
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êàê charFq äåëèò a3 = 0. Ïîýòîìó ýòîò ñëó÷àé ìû èñêëþ÷àåì. Ïóñòü d = 3 è χA,q(T ) =
= T 6+ a3T

3+ q3. Òîãäà, èñïîëüçóÿ èçâåñòíûå ðåêóððåíòíûå ôîðìóëû [10, � 17.1.2] äëÿ
êîýôôèöèåíòîâ õàðàêòåðèñòè÷åñêèõ ìíîãî÷ëåíîâ, ìîæíî ïîêàçàòü, ÷òî a3 = −t3.

Ñ ë ó ÷ à é 2 . Ïóñòü Q(π) = Q(πd, ζd). Åñëè d = 2, òî Q(π) = Q(π2) è A òîãäà
äîëæíî áûòü ïðîñòûì íàä Fqd [5, Lemma 4]. Ïîýòîìó çíà÷åíèå d = 2 ìû èñêëþ÷à-
åì, òàê êàê ïîëó÷èëè ïðîòèâîðå÷èå. Ïîñêîëüêó ïîëå Q(ζd) ÿâëÿåòñÿ ïîäïîëåì Q(π),
òî [Q(ζd) : Q] = φ(d) äîëæíî äåëèòü [Q(π) : Q] = 6. Ïîýòîìó äëÿ Q(ζd) ⊂ Q(π) äîïó-
ñòèìû òîëüêî d = 3, 4, 6, ïðè êîòîðûõ φ(d) = 2. Íî Q(π)� ýòî êîìïîçèò ïîëåé Q(πd)
è Q(ζd), ïîýòîìó äîëæíî âûïîëíÿòüñÿ óñëîâèå [Q(π) : Q] = 6 ⩽ [Q(πd) : Q][Q(ζd) : Q].
Ýòî óñëîâèå íå âûïîëíÿåòñÿ, òàê êàê φ(d) = 2 è [Q(πd) : Q] = 2 (ñëåäóåò èç òîãî
ôàêòà, ÷òî A ðàñêëàäûâàåòñÿ íà E3 íàä Fqd). Ïîýòîìó ñëó÷àé Q(ζd) ⊂ Q(π) è ñî-
îòâåòñòâóþùèå åìó çíà÷åíèÿ d íåâîçìîæíû. Îñòà¼òñÿ ðàññìîòðåòü, êàêèå çíà÷åíèÿ d
âîçìîæíû ïðè Q(π) = Q(ζd). Çäåñü φ(d) = 6, ñîîòâåòñòâåííî d = 7, 9, 14, 18. Ïîëå Q(πd)
â ýòîì ñëó÷àå ÿâëÿåòñÿ, ñ îäíîé ñòîðîíû, êâàäðàòè÷íûì ïîäïîëåì Q(ζd), ñ äðóãîé �
êîëüöîì ýíäìîðôèçìîâ îáû÷íîé ýëëèïòè÷åñêîé êðèâîé. Êðóãîâûå ïîëÿ Q(ζ7), Q(ζ14)
èìåþò òîëüêî îäíî êâàäðàòè÷íîå ïîäïîëå �Q(

√
−7), è ñóùåñòâóåò âñåãî îäèí êëàññ

èçîìîðôèçìîâ ýëëèïòè÷åñêèõ êðèâûõ ñ òàêèì êîëüöîì ýíäîìîðôèçìîâ (ýòî åäèí-
ñòâåííûé ìíîæèòåëü ìíîãî÷ëåíà Ãèëüáåðòà [10, � 18.1.1]) � ýòî ýëëèïòè÷åñêèå êðèâûå
ñ j-èíâàðèàíòîì −3375. Àíàëîãè÷íî, åäèíñòâåííîå êâàäðàòè÷íîå ïîäïîëå ïîëåé Q(ζ9),
Q(ζ18)� ýòî Q(

√
−3), êîòîðîå ñîîòâåòñòâóåò ýëëèïòè÷åñêîé êðèâîé ñ j-èíâàðèàíòîì 0.

Òàêèì îáðàçîì, äëÿ ñëó÷àåâ d = 7, 9, 14, 18 èçâåñòíû ÿâíûå óðàâíåíèÿ äëÿ êðèâîé E,
êîòîðûå ìîæíî ïîëó÷èòü ïî ñòàíäàðòíûì ôîðìóëàì äëÿ j-èíâàðèàíòîâ [10, � 18.1.1].
Íàéä¼ì òåïåðü ñîîòâåòñòâóþùèå õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû χA,q(T ).

Òàê êàê äëÿ d = 7, 9, 14, 18 ýëëèïòè÷åñêàÿ êðèâàÿ E îïðåäåëåíà íàä áàçîâûì ïî-
ëåì Fq è A ∼ E3 íàä Fqd , òî àáåëåâî ìíîãîîáðàçèå A�ìíîæèòåëü [6, Prop. 3.1] ñïóñêà
ÂåéëÿW = ResFq/Fqd

(E) êðèâîé E. Èçâåñòíî, ÷òîW ìîæåò áûòü ðàçëîæåíî [6, Cor. 3.7]
êàê

W ∼
⊕
e|d
Ve(E), (1)

ãäå Ve(E) ≃ ker(Φe(π)); dimVe(E) = φ(e); Φe � ýòî e-é êðóãîâîé ìíîãî÷ëåí. Òàê êàê A
ïðîñòîå, òî îíî ÿâëÿåòñÿ ìíîæèòåëåì îäíîãî èç àáåëåâûõ ìíîãîîáðàçèé Ve(E) ðàçìåð-
íîñòè ⩾ 3. Òîãäà χA,q(T )� ýòî äåëèòåëü χVe(E),q(T ) ïî òåîðåìå Òåéòà. Õàðàêòåðèñòè-
÷åñêèé ìíîãî÷ëåí χVe(E),q(T ) ìîæåò áûòü íàéäåí ïî ôîðìóëå [6, Prop. 3.4]

χVe(E),q(T ) = α
φ(e)
1 α

φ(e)
2 Φ

(
T

α1

)
Φ

(
T

α2

)
, (2)

ãäå α1, α2 � òàêèå, ÷òî χE,q(T ) = (T −α1)(T −α2). Äàííóþ ôîðìóëó ìîæíî ïåðåïèñàòü
ñ èñïîëüçîâàíèåì òîëüêî ñëåäà Ôðîáåíèóñà t êðèâîé E, çàìåíèâ â íåé α1+α2 íà t, âñå
âûðàæåíèÿ âèäà αk1+α

k
2 íà tk è ïðèìåíèâ ðåêóððåíòíóþ ôîðìóëó èç [10, Example 17.4]

äëÿ âûðàæåíèÿ tk ÷åðåç t.
Ïóñòü òåïåðü d = 7. Òîãäà W ∼ V1(E) ⊕ V7(E) è A� ýòî ìíîæèòåëü V7(E). Ýë-

ëèïòè÷åñêàÿ êðèâàÿ E ÿâëÿåòñÿ îáû÷íîé êðèâîé ñ êîëüöîì ýíäîìîðôèçìîâ � ïîäïî-
ëåì Q(ζ7). Ïîýòîìó V7(E) èçîãåííî äåêàðòîâó ïðîèçâåäåíèþ äâóõ íåèçîãåííûõ àáåëå-
âûõ ìíîãîîáðàçèé ðàçìåðíîñòè 3 [6, Prop. 3.10]. Ñîîòâåòñòâåííî A� ýòî îäíî èç íèõ.
Ñëåäîâàòåëüíî, õàðàêòåðèñòè÷åñêèé ìíîãî÷ëåí χV7(E),q(T ) ðàñêëàäûâàåòñÿ íàä Q íà
äâà íåïðèâîäèìûõ ìíîãî÷ëåíà, îäèí èç êîòîðûõ ðàâåí χA,q(T ). Ïðèìåíÿÿ ôîðìóëó (2),
êàê îïèñàíî âûøå, ìîæíî ïîêàçàòü, ÷òî χV7(E),q(T ) = f7. Ýòî çàâåðøàåò äîêàçàòåëüñòâî
ï. 2 òåîðåìû1.
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Ñëó÷àé d = 9 ï. 3 äîêàçûâàåòñÿ àíàëîãè÷íî ïðåäûäóùåìó. Çäåñü àáåëåâî ìíîãî-
îáðàçèå A ÿâëÿåòñÿ ìíîæèòåëåì V9(E), è ñ ïîìîùüþ ôîðìóëû (2) ìîæíî ïîêàçàòü,
÷òî χV9(E),q(T ) = f9.

Ïóñòü d = 14, êàê â ï. 4 òåîðåìû. Òîãäà W ∼ V1(E)⊕ V2(E)⊕ V7(E)⊕ V14(E) è A�
ýòî ëèáî ìíîæèòåëü V7(E), ëèáî ìíîæèòåëü V14(E). Äëÿ ïåðâîãî ñëó÷àÿ ìû óæå ïî-
êàçàëè, ÷òî f7 = χV7(E),q(T ). Ìíîãîîáðàçèå V14(E) èçîãåííî [6, Cor. 3.6] êâàäðàòè÷íîìó
êðó÷åíèþ ìíîãîîáðàçèÿ V7(E), ïîýòîìó χV14(E),q(T ) = χV7(E),q(−T ) = f7(−T ). Ñëó÷àé
d = 18 àíàëîãè÷åí ñëó÷àþ d = 14.

Ñ ïîìîùüþ òåîðåìû1 ìîæíî ëåãêî îïðåäåëèòü õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû
äëÿ ñëó÷àÿ, êîãäà d = 7, 9, 14, 18. Çäåñü èçâåñòíà ÿâíàÿ ôîðìà êðèâîé E ñ òî÷íî-
ñòüþ äî êðó÷åíèÿ è ëþáîå êðó÷åíèå ïîäõîäèò äëÿ íàõîæäåíèÿ õàðàêòåðèñòè÷åñêî-
ãî ìíîãî÷ëåíà. Ýëëèïòè÷åñêàÿ êðèâàÿ ñ j-èíâàðèàíòîì −3375 èìååò óðàâíåíèå y2 =
= x3− 125x/28+125/28 äëÿ p ̸= 2, 7, à ýëëèïòè÷åñêàÿ êðèâàÿ ñ j-èíâàðèàíòîì 0 èìååò
óðàâíåíèå y2 = x3 + 1 äëÿ p ̸= 2, 3. Áîëåå òîãî, ïðè q = p êðèâàÿ E ñ j-èíâàðè-
àíòîì −3375 ìîæåò áûòü îáû÷íîé òîëüêî â ñëó÷àå p ≡ 0, 1, 2, 4 (mod 7), â ïðîòèâíîì
ñëó÷àå îíà ñóïåðñèíãóëÿðíà [11, � 2.2]. Àíàëîãè÷íî, êðèâàÿ E ñ j-èíâàðèàíòîì 0 ìîæåò
áûòü îáû÷íîé òîëüêî ïðè p ≡ 1 (mod 3).

Ïðèìåð àáåëåâîãî ìíîãîîáðàçèÿ ðàçìåðíîñòè 3 äëÿ ñëó÷àÿ, êîãäà d = 7, ìîæíî
íàéòè â [12]. Îäíàêî íàì íåèçâåñòíî ÿâíûõ ïðèìåðîâ äëÿ ñëó÷àÿ d = 9 (íåÿâíî òàêîå
ìíîãîîáðàçèå ìîæíî ïîñòðîèòü ñ ïîìîùüþ ñïóñêà Âåéëÿ è åãî ðàçëîæåíèÿ ïî ôîðìó-
ëå (1), êàê ïîêàçàíî â äîêàçàòåëüñòâå òåîðåìû1). Ïðè ýòîì åñòü ïðèìåðû [13] àáåëåâûõ
ìíîãîîáðàçèé ñ êîëüöîì ýíäîìîðôèçìîâ Q(ζ9), îäíàêî ýòîò ñëó÷àé ñîâïàäàåò ñ d = 3.

2. Ïðèëîæåíèÿ
Â [4] ïðåäëîæåíî èñïîëüçîâàòü ãèïåðýëëèïòè÷åñêèå êðèâûå ðîäà 3 äëÿ ïîñòðîåíèÿ

ãðóïï ñ íåèçâåñòíûì ïîðÿäêîì, êîòîðûå ÿâëÿþòñÿ îñíîâîé äëÿ ïîñòðîåíèÿ êðèïòîãðà-
ôè÷åñêèõ ôóíêöèé çàäåðæêè. Áåçîïàñíîñòü òàêèõ êðèïòîñèñòåì çàâèñèò îò ñëîæíîñòè
ðåøåíèÿ çàäà÷è ïîäñ÷¼òà òî÷åê. Ïîëó÷åííûå ðåçóëüòàòû ïðåäîñòàâëÿþò ýôôåêòèâíûé
ìåòîä ïîäñ÷¼òà òî÷åê (ñâåäåíèå ê ñëó÷àþ ýëëèïòè÷åñêèõ êðèâûõ) äëÿ ãèïåðýëëèïòè-
÷åñêèõ êðèâûõ ðîäà 3 ñ ãåîìåòðè÷åñêè ðàçëîæèìûì ÿêîáèàíîì.
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Î ÏÎÄÑÒÀÍÎÂÊÀÕ, ÑÎÂÅÐØÅÍÍÎ ÐÀÑÑÅÈÂÀÞÙÈÕ ÊËÀÑÑÛ
ÐÀÇÁÈÅÍÈÉ ÂÅÊÒÎÐÍÎÃÎ ÏÐÎÑÒÐÀÍÑÒÂÀ V l

n(2
m)

Á.À. Ïîãîðåëîâ, Ì.À. Ïóäîâêèíà

Ðàññìàòðèâàþòñÿ ðàçáèåíèÿ W(n,l) ïîäìíîæåñòâà V
l
n(2

m) äåêàðòîâà ïðîèçâåäå-
íèÿ V l

n(2
m) âåêòîðíîãî ïðîñòðàíñòâà Vn(2

m) íàä ïîëåì F2m , ñîñòîÿùåãî èç âñåõ
l-ãðàìì ñ ïîïàðíî ðàçëè÷íûìè êîîðäèíàòàìè, l, n,m ∈ N, l, n ⩾ 2. Òàêèå ðàç-
áèåíèÿ îáîáùàþò ¾êëàññè÷åñêèå¿ ðàçíîñòíûå ðàçáèåíèÿ ïðè l = 2 è âñòðå÷à-
þòñÿ â ìåòîäàõ êðèïòîàíàëèçà, èñïîëüçóþùèõ ëèíåéíîñòü, âûñøèå, óñå÷¼ííûå,
íåâîçìîæíûå è êðàòíûå ðàçíîñòè. Íà V l

n(2
m) çàäàíî ïîêîîðäèíàòíîå äåéñòâèå

ãðóïïû S(Vn(2
m)) íà l-ãðàììàõ. Îïèñûâàþòñÿ ñâîéñòâà ïîäñòàíîâîê, ìàêñèìàëü-

íî óäàë¼ííûõ îòíîñèòåëüíî ìåòðèêè Õåììèíãà îò ãðóïïû, ñîõðàíÿþùåé ðàçáèå-
íèÿW äåêàðòîâà ïðîèçâåäåíèÿ V l

n(2
m). Äàííûå ïîäñòàíîâêè íàçâàíû ñîâåðøåííî

ðàññåèâàþùèìè ðàçáèåíèå W. Óêàçàíà ñâÿçü ìåæäó ïîäñòàíîâêàìè, ñîâåðøåííî
ðàññåèâàþùèìè ðàçáèåíèÿ W(n,l), APN-ïîäñòàíîâêàìè, AB-ïîäñòàíîâêàìè è 2r-
ðàçíîñòíî-ðàâíîìåðíûìè ïîäñòàíîâêàìè, r ⩾ 1. Ñðàâíèâàþòñÿ ñâîéñòâà ðàññåè-
âàíèÿ ðàçáèåíèé W(n,3) èçâåñòíûìè êëàññàìè ïîäñòàíîâîê S-áîêñîâ.

Êëþ÷åâûå ñëîâà: ñîâåðøåííîå ðàññåèâàíèå, èìïðèìèòèâíàÿ ãðóïïà, ñïëåòåíèå
ãðóïï ïîäñòàíîâîê, d-ðàçíîñòíî-ðàâíîìåðíàÿ ïîäñòàíîâêà, APN-ïîäñòàíîâêà,

AB-ïîäñòàíîâêè, ðàçíîñòíûé ìåòîä, ìåòîä ïîëèòîïîâ, êðàòíûé ðàçíîñòíûé

ìåòîä.

Ïóñòü n,m, l ∈ N, n ⩾ 2, l ⩾ 2; Vn(2
m)� n-ìåðíîå âåêòîðíîå ïðîñòðàíñòâî íàä

ïîëåì F2m ; 0n � âåêòîð èç Vn(2
m), âñå êîîðäèíàòû êîòîðîãî ðàâíû 0; S(Vn(2

m))� ñèì-
ìåòðè÷åñêàÿ ãðóïïà íà Vn(2

m); αs = s(α)� çíà÷åíèå ïîäñòàíîâêè s ∈ S(Vn(2m)) â òî÷êå
α ∈ Vn(2m); AGLn(2m)�ïîëíàÿ àôôèííàÿ ãðóïïà ïðîñòðàíñòâà Vn(2

m).
Ïîäñòàíîâêà s ∈ S(Vn(2m)) íà äåêàðòîâîì ïðîèçâåäåíèè V l

n(2
m) ðàáîòàåò ñëåäóþ-

ùèì îáðàçîì:

αs = (α1, . . . , αl)
s = (αs1, . . . , α

s
l ) äëÿ êàæäîãî α = (α1, . . . , αl) ∈ V l

n(2
m).

Ïóñòü U �ïðîèçâîëüíîå ïîäìíîæåñòâî äåêàðòîâà ïðîèçâåäåíèÿ V l
n(2

m), ñîõðàíÿå-
ìîå S(Vn(2

m)), ò. å. U g = U äëÿ êàæäîé g ∈ S(Vn(2m)). Äëÿ õàðàêòåðèçàöèè ¾ðàññåè-
âàíèÿ¿ ïîäñòàíîâêîé s ∈ S(Vn(2m)) ðàçáèåíèÿ W = {W0, . . . ,Wr−1} ìíîæåñòâà U , ãäå
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w = |W0| = . . . = |Wr−1|, ââîäèòñÿ ìàòðèöà c(W)(s), ãäå

c
(W)
i,j (s) =

∣∣{α ∈ Wi : α
s ∈ Wj}

∣∣ = |W s
i ∩Wj|

äëÿ âñåõ i, j ∈ {0, . . . , r − 1}. Ðàññìîòðèì ãðóïïó IGW, ñîñòîÿùóþ èç âñåõ ïîäñòàíî-
âîê, ñîõðàíÿþùèõ ðàçáèåíèå W. Îíà èçîìîðôíà ñïëåòåíèþ ãðóïï ïîäñòàíîâîê S(W0)
è S(W), ò. å. IGW

∼= Sw ≀ Sr.
Äëÿ õàðàêòåðèçàöèè óäàë¼ííîñòè ïîäñòàíîâêè g ∈ S(Vn(2

m)) îò ãðóïïû IGW, à
òàêæå äëÿ îöåíèâàíèÿ ðàññåèâàíèÿ ïîäñòàíîâêîé s ðàçáèåíèÿ W ââåä¼ì ïîðÿäîê
W-ïðèìèòèâíîñòè

χ
(U)
W (s) = min

{
χ
(n,l)
U (s, h) : h ∈ IGW

}
,

ãäå ðàññòîÿíèå Õåììèíãà χ
(n,l)
U íà U ìåæäó ïîäñòàíîâêàìè s, h ∈ S(Vn(2

m)) çàäàíî
óñëîâèåì

χ
(n,l)
U (g, h) =

∣∣{α ∈ U : αs ̸= αh}
∣∣ .

Óòâåðæäåíèå 1. Ïóñòü l ∈ N, ìíîæåñòâî U ⊆ V l
n(2

m) ñîõðàíÿåòñÿ ãðóïïîé
S(Vn(2

m)), W = {W0, . . . ,Wr−1}�ðàçáèåíèå ìíîæåñòâà U , w = |W0| = . . . = |Wr−1|.
Òîãäà äëÿ êàæäîé g ∈ S(X) ñïðàâåäëèâî íåðàâåíñòâî

χ
(U)
W (g) ⩽ |U | −

⌈
w · r−1

⌉
r,

ïðè÷åì ðàâåíñòâî
χ
(U)
W (g) = |U | −

⌈
w · r−1

⌉
r (1)

âûïîëíÿåòñÿ òîãäà è òîëüêî òîãäà, êîãäà

c
(W)
i,j (g) ⩽

⌈
w · r−1

⌉
äëÿ âñåõ i, j ∈ {0, . . . , r − 1}.

Ïóñòü l ∈ N, ìíîæåñòâî U ⊆ V l
n(2

m) ñîõðàíÿåòñÿ ãðóïïîé S(Vn(2
m)), W�ðàçáèå-

íèå ìíîæåñòâà U íà ðàâíîìîùíûå áëîêè. Íàçîâ¼ì ïîäñòàíîâêó s ∈ S(X) ñîâåðøåííî
ðàññåèâàþùåé ðàçáèåíèå W, åñëè îíà íàõîäèòñÿ íà ìàêñèìàëüíîì ðàññòîÿíèè Õåì-
ìèíãà îò ãðóïïû IGW, ò. å. χ

(U)
W (s) óäîâëåòâîðÿåò ðàâåíñòâó (1). Îòìåòèì, ÷òî ñâîéñòâà

ìàòðèöû c(W)(s), ïîðÿäîê W-ïðèìèòèâíîñòè è àíàëîã óòâåðæäåíèÿ 1 äëÿ ðàçáèåíèé
ïðîñòðàíñòâà Vn(2) ðàññìàòðèâàëèñü ðàíåå â [1, 2].

Ïóñòü V
1

n(2
m) = Vn(2

m), E(n,1) = Vn(2
m) \ {0n}. Ïðè l ⩾ 2 ïîëîæèì

V
l

n(2
m) =

{
(α1, . . . , αl) ∈ V l

n(2
m) : αi ̸= αj äëÿ âñåõ i, j ∈ {1, . . . , l}, i ̸= j

}
,

E(n,l) =
{
(ε1, . . . , εl) ∈ V l

n(2
m)εi ̸= εj, εi ̸= 0n, εj ̸= 0n äëÿ âñåõ i, j ∈ {1, . . . , l}, i ̸= j

}
.

Â ðÿäå ìåòîäîâ êðèïòîàíàëèçà, íàïðèìåð â ðàçíîñòíîì ìåòîäå [3], ìåòîäå âûñ-
øèõ ðàçíîñòåé [4], ìåòîäå óñå÷¼ííûõ ðàçíîñòåé [5], à òàêæå â ìåòîäå ïîëèòîïîâ [6, 7],

êðàòíîì ðàçíîñòíîì ìåòîäå [8, 9], èñïîëüçóþòñÿ ðàçáèåíèÿ ìíîæåñòâà V
l

n(2
m). Â äàí-

íîé ðàáîòå ðàññìàòðèâàåòñÿ ðàññåèâàíèå ïîäñòàíîâêàìè s ∈ S(Vn(2
m)) ðàçáèåíèé

W(n,l) =
{
W

(n,l)
ε : ε ∈ E(n,l−1)

}
, ãäå

W
(n,l)
δ = {(α, α⊕ δ1, . . . , α⊕ δl−1) : α ∈ Vn(2m)} , δ = (δ1, . . . , δl−1) ∈ E(n,l−1),

ìíîæåñòâà V
l

n(2
m), l = 2, 3, . . ., âêëþ÷àÿ ðàçáèåíèÿ, âîçíèêàþùèå â ðàçíîñòíîì ìåòîäå

è åãî îáîáùåíèÿõ.
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Äëÿ êàæäîãî ε ∈ Vn(2m) \ {0n} ïîëîæèì

Aε(s) = {{α1, α2} ⊂ Vn(2
m) : α1 ̸= α2, (α1 ⊕ ε)s ⊕ αs1 = (α2 ⊕ ε)s ⊕ αs2} .

Ïîëó÷åí êðèòåðèé ñîâåðøåííîé ðàññåèâàåìîñòè ðàçáèåíèé W(n,l) ïîäñòàíîâêîé s ∈
∈ S(Vn(2m)).

Óòâåðæäåíèå 2. Ïóñòü l ⩾ 3. Ïîäñòàíîâêà s ∈ S(Vn(2m)) ñîâåðøåííî ðàññåèâàåò
ðàçáèåíèå W(n,l) òîãäà è òîëüêî òîãäà, êîãäà Aε1(s) ∩ . . . ∩ Aεl−1

(s) = ∅ äëÿ êàæäîãî
(ε1, . . . , εl−1) ∈ E(n,l−1).

Ëåììà 1. Ïóñòü l ⩾ 3, s ∈ S (Vn(2
m)). Òîãäà äëÿ êàæäîãî ε ∈ Vn(2m)\{0n} ñïðà-

âåäëèâû óñëîâèÿ |Aε(s)| ⩾ 2mn−1 è {{β, β ⊕ ε} : β ∈ Vn(2m)} ⊆ Aε(s).

Çàìåòèì, ÷òî |Aε(s)|�÷èñëî ïàð ýëåìåíòîâ, äëÿ êîòîðûõ ñîâïàäàþò ïðîèçâîäíûå
ïî íàïðàâëåíèþ ε ∈ Vn(2m). Òàê êàê

Aε(s) ⊆
{
{α1, α2} ⊂ Vn(2

m) : α1 ̸= α2

}
äëÿ êàæäîãî ε ∈ Vn(2m), òî

0 ⩽ |Aε(s)| ⩽
(
2nm

2

)
= 2nm−1(2nm − 1). (2)

Îïèøåì ìíîæåñòâî ïîäñòàíîâîê G
(ε)
n,m, äëÿ êîòîðûõ äîñòèæèìà âåðõíÿÿ îöåíêà íåðà-

âåíñòâà (2).

Óòâåðæäåíèå 3. Ïóñòü n ⩾ 2, ε ∈ Vn(2m)\{0n},W(ε) = {{α, α⊕ ε} : α ∈ Vn(2m)}.
Òîãäà

G(ε)
n,m = IGW(ε) ·GLn(2m),

∣∣G(ε)
n,m

∣∣ = 2
(
2nm−1!

)
(2nm − 1),

ãäå IGW(ε)
∼= S2 ≀ S2m·n−1 .

Ïîêàæåì ñâÿçü ìåæäó ïîäñòàíîâêàìè, ñîâåðøåííî ðàññåèâàþùèìè ðàçáèåíèÿW(n,l),
APN-ïîäñòàíîâêàìè, AB-ïîäñòàíîâêàìè è 2r-ðàçíîñòíî-ðàâíîìåðíûìè ïîäñòàíîâêà-
ìè, r ⩾ 1. Íàïîìíèì [10, 11], ÷òî ïîäñòàíîâêà s ∈ S(Vn(2)) íàçûâàåòñÿ 2r-ðàçíîñòíî-
ðàâíîìåðíîé, åñëè íàèáîëüøåå ÷èñëî ðåøåíèé óðàâíåíèÿ

(x⊕ ε)s = xs ⊕ δ

ñðåäè âñåõ ïàð (ε, δ) ∈ (Vn(2) \ {0n})2 ðàâíî 2r. Êðîìå òîãî, åñëè r = 1, òî 2-ðàçíîñòíî-
ðàâíîìåðíàÿ ïîäñòàíîâêà íàçûâàåòñÿ APN-ïîäñòàíîâêîé.

Óòâåðæäåíèå 4. Ïóñòü r⩾ 1, s� 2r-ðàçíîñòíî-ðàâíîìåðíàÿ ïîäñòàíîâêà íà Vn(2).
Òîãäà:

1) s ñîâåðøåííî ðàññåèâàåò ðàçáèåíèå W(n,l) äëÿ êàæäîãî l ⩾ 2r + 1;
2) s íå ðàññåèâàåò ñîâåðøåííî ðàçáèåíèå W(n,l) äëÿ êàæäîãî l ∈ {1, . . . , 2r}.

Ïóñòü ψ : Vnm(2) → Vn(2
m)� åñòåñòâåííîå áèåêòèâíîå ñîîòâåòñòâèå ìåæäó âåêòî-

ðàìè Vnm(2) è Vn(2
m), çàäàííîå óñëîâèåì ψ : (β1, . . . , β2nm) 7→ (α1, . . . , αn), ãäå

(β1, . . . , β2nm) ∈ Vnm(2), αi ∈ F2m , αi =
(
β(i−1)m+1, . . . , βim

)
äëÿ i = 1, . . . , n.

Ñëåäñòâèå 1. Ïóñòü n,m ∈ N, n ⩾ 2, s ∈ S(Vn(2m)). Òîãäà ñëåäóþùèå óñëîâèÿ
ýêâèâàëåíòíû:

1) ïîäñòàíîâêà s ñîâåðøåííî ðàññåèâàåò ðàçáèåíèå W(n,3) ìíîæåñòâà Vn(2
m);

2) |Aε(s)| = 2mn−1 äëÿ êàæäîãî ε ∈ Vn(2m) \ {0n};
3) ïîäñòàíîâêà s̃ ∈ S (Vnm(2)), çàäàííàÿ óñëîâèåì s̃ : β 7→ βψsψ

−1
äëÿ êàæäîãî

β ∈ Vnm(2), ÿâëÿåòñÿ APN-ïîäñòàíîâêîé.



Òåîðåòè÷åñêèå îñíîâû ïðèêëàäíîé äèñêðåòíîé ìàòåìàòèêè 19

ËÈÒÅÐÀÒÓÐÀ

1. Ïîãîðåëîâ Á.À., Ïóäîâêèíà Ì.À. Î ðàññòîÿíèÿõ îò ïîäñòàíîâîê äî èìïðèìèòèâíûõ
ãðóïï ïðè ôèêñèðîâàííîé ñèñòåìå èìïðèìèòèâíîñòè // Äèñêðåòíàÿ ìàòåìàòèêà. 2013.
Ò. 25. �3. Ñ. 78�95.

2. Ïîãîðåëîâ Á. À., Ïóäîâêèíà Ì. À. Ìóëüòèïîäñòàíîâêè íà äåêàðòîâîì ïðîèçâåäåíèè
ãðóïï è èõ ñâîéñòâà // Ìàòåìàòè÷åñêèå âîïðîñû êðèïòîãðàôèè. 2023. Ò. 14. �4.
Ñ. 111�142.

3. Biham E. and Shamir A. Di�erential cryptanalysis of DES-like cryptosystems // J. Crypto-
logy. 1991. V. 4. No. 1. P. 3�72.

4. Lai X. Higher order derivatives and di�erential cryptanalysis // Communications and
Cryptography. 1994. V. 276. P. 227�233.

5. Knudsen L.R. Truncated and higher order di�erentials // LNCS. 1995. V. 1008. P. 196�211.

6. Tiessen T. Polytopic cryptanalysis // LNCS. 2016. V. 9665. P. 214�239.

7. Tiessen T. From higher-order di�erentials to polytopic cryptanalysis // LNCS. 2017. V. 10311.
P. 544�552.

8. Blondeau C. and G�erard B.Multiple di�erential cryptanalysis: Theory and practice // LNCS.
2011. V. 6733. P. 35�54.

9. Samajder S. and Sarkar P. Multiple Di�erential Cryptanalysis: A Rigorous Analysis.
Cryptology ePrint Archive. 2016. Report 2016/405. https://eprint.iacr.org/2016/405.

10. Nyberg K. Di�erentially uniform mappings for cryptography // LNCS. 1994. V. 765. P. 55�64.

11. Carlet C. Relating three nonlinearity parameters of vectorial functions and building APN
functions from bent functions // Des. Codes Cryptogr. 2011. V. 59. No. 1. P. 89�109.

ÓÄÊ 519.719.1 DOI 10.17223/2226308X/17/5

ÌÅÄÈÀËÜÍÛÅ È ÏÀÐÀÌÅÄÈÀËÜÍÛÅ ÀËÃÅÁÐÛ
CÈËÜÍÎ ÇÀÂÈÑÈÌÛÕ ÎÏÅÐÀÖÈÉ

À.Â. ×åðåìóøêèí

Ïðèâîäÿòñÿ àíàëîãè òåîðåì î ñòðîåíèè ìåäèàëüíûõ è ïàðàìåäèàëüíûõ êâàçè-
ãðóïïîâûõ àëãåáð è íåêîòîðûõ èõ îáîáùåíèé ïðèìåíèòåëüíî ê ñëó÷àþ ñèëüíî
çàâèñèìûõ áèíàðíûõ îïåðàöèé.

Êëþ÷åâûå ñëîâà: n-àðíûå êâàçèãðóïïû, ñèëüíî çàâèñèìûå îïåðàöèè, ìåäèàëü-
íûå è ïàðàìåäèàëüíûå îïåðàöèè.

Ðàíåå â ðàáîòàõ àâòîðà [1�3] áûëî ïîêàçàíî, ÷òî ìíîãèå èçâåñòíûå ðåçóëüòàòû,
ôîðìóëèðóåìûå íà îñíîâå áåñïîâòîðíûõ (óðàâíîâåøåííûõ) òîæäåñòâ è äîêàçàííûå
äëÿ ñëó÷àÿ n-êâàçèãðóïï, ïåðåíîñÿòñÿ íà ñëó÷àé ñèëüíî çàâèñèìûõ îïåðàöèé. Â äàí-
íîé ðàáîòå ïðîäîëæàþòñÿ ýòè èññëåäîâàíèÿ è ïðèâîäÿòñÿ àíàëîãè èçâåñòíûõ òåîðåì
î ðåøåíèè îáîáù¼ííûõ ìåäèàëüíûõ è ïàðàìåäèàëüíûõ ôóíêöèîíàëüíûõ òîæäåñòâ â
êëàññå cèëüíî çàâèñèìûõ áèíàðíûõ îïåðàöèé.

Îïðåäåëåíèå 1. Ãðóïïîèä (X, ·) c áèíàðíîé îïåðàöèåé x · y = xy íàçûâàåòñÿ
ìåäèàëüíûì (ïàðàìåäèàëüíûì), åñëè âûïîëíåíî òîæäåñòâî (1) (ñîîòâåòñòâåííî (2)):

(1) (xy)(uv) = (xu)(yv);
(2) (xy)(uv) = (vy)(ux).

Ñòðîåíèå ìåäèàëüíûõ è ïàðàìåäèàëüíûõ áèíàðíûõ è n-àðíûõ êâàçèãðóïï è íåêî-
òîðûõ èõ îáîáùåíèé îïèñàíî â ðàáîòàõ [4�8] è äð., à â [9, 10] ïîêàçàíî, ÷òî äëÿ ñëó÷àÿ
ñèëüíî çàâèñèìûõ ôóíêöèé èìåþò ìåñòî àíàëîãè÷íûå îïèñàíèÿ.
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Îïðåäåëåíèå 2. Ïîä îáîáù¼ííûìè òîæäåñòâàìè ìåäèàëüíîñòè è ïàðàìåäè-
àëüíîñòè ïîíèìàþòñÿ ñëåäóþùèå òîæäåñòâà:

(3) f1(f2(x, y), f3(u, v)) = f4(f5(x, u), f6(y, v));
(4) f1(f2(x, y), f3(u, v)) = f4(f5(v, y), f6(u, x)).

Íàïîìíèì îñíîâíûå îïðåäåëåíèÿ. Ïóñòü n ⩾ 2, k ⩾ 2 è X = {0, 1, . . . , k−1}. Ôóíê-
öèÿ k-çíà÷íîé ëîãèêè (áèíàðíàÿ îïåðàöèÿ íà ìíîæåñòâå X) f : Xn → X íàçûâàåòñÿ
ñèëüíî çàâèñèìîé, åñëè äëÿ âñåõ i = 1, . . . , n íàéä¼òñÿ ôèêñàöèÿ âñåõ ïåðåìåííûõ,
êðîìå xi, ïðè êîòîðîé ïîëó÷åííàÿ ïîñëå ôèêñàöèè ôóíêöèÿ ñòàíîâèòñÿ ïîäñòàíîâêîé
ïî xi. Åñëè n = 2 è f = ◦� àññîöèàòèâíàÿ áèíàðíàÿ îïåðàöèÿ ñ åäèíèöåé, òî (X, ◦)
íàçûâàåòñÿ ìîíîèäîì.

Ðåøåíèå îáîáù¼ííîãî òîæäåñòâà ìåäèàëüíîñòè äëÿ ñëó÷àÿ áèíàðíûõ êâàçèãðóïï
ïðèâåäåíî â ðàáîòàõ [11�14]. Äëÿ ñëó÷àÿ ñèëüíî çàâèñèìûõ ôóíêöèé èìååò ìåñòî àíà-
ëîãè÷íîå óòâåðæäåíèå, â êîòîðîì òåðìèí ¾ãðóïïà¿ çàìåí¼í íà ¾ìîíîèä¿.

Äàëåå áóäåì çàïèñûâàòü äåéñòâèå ïîäñòàíîâîê íà X ñëåâà. Òîãäà ïðîèçâåäåíèþ
ïîäñòàíîâîê αβ ñîîòâåòñòâóåò çàïèñü

αβx = β(α(x)).

Òåîðåìà 1. Ïîñëåäîâàòåëüíîñòü (f1, . . . , f6) ñèëüíî çàâèñèìûõ ôóíêöèé íà êî-
íå÷íîì ìíîæåñòâå X ÿâëÿåòñÿ ðåøåíèåì îáîáù¼ííîãî òîæäåñòâà ìåäèàëüíîñòè (3)
â òîì è òîëüêî â òîì ñëó÷àå, êîãäà ñóùåñòâóþò êîììóòàòèâíûé ìîíîèä (X, ◦) è áèåê-
öèè α1, . . . , α6, òàêèå, ÷òî

f1(x, z) = α5x ◦ α6z, f2(x, y) = α−1
5 (α1x ◦ α2y), f3(u, v) = α−1

6 (α3u ◦ α4v),
f4(z, y) = α7z ◦ α8y, f5(x, u) = α−1

7 (α1x ◦ α3u), f6(y, v) = α−1
8 (α2y ◦ α4v).

Àíàëîãè÷íîå îïèñàíèå ïîëó÷àåòñÿ â ïàðàìåäèàëüíîì ñëó÷àå.

Òåîðåìà 2. Ïîñëåäîâàòåëüíîñòü (f1, . . . , f6) ñèëüíî çàâèñèìûõ ôóíêöèé íà êî-
íå÷íîì ìíîæåñòâå X ÿâëÿåòñÿ ðåøåíèåì îáîáù¼ííîãî òîæäåñòâà ïàðàìåäèàëüíî-
ñòè (4) â òîì è òîëüêî â òîì ñëó÷àå, êîãäà ñóùåñòâóþò êîììóòàòèâíûé ìîíîèä (X, ◦)
è áèåêöèè α1, . . . , α6, òàêèå, ÷òî âûïîëíÿþòñÿ ðàâåíñòâà

f1(x, z) = α5x ◦ α6z, f2(x, y) = α−1
5 (α1x ◦ α2y), f3(u, v) = α−1

6 (α3u ◦ α4v),
f4(z, y) = α7z ◦ α8y, f5(v, y) = α−1

7 (α4v ◦ α2y), f6(u, x) = α−1
8 (α3u ◦ α1x).

Ïðèâåä¼ì íåñêîëüêî ñëåäñòâèé. Ïóñòü F2 : X
2 → X �ìíîæåñòâî äâóìåñòíûõ ôóíê-

öèé è F ⊆ F2. Ðàññìîòðèì íåñêîëüêî îáîáù¼ííûõ ôóíêöèîíàëüíûõ òîæäåñòâ äëÿ
ïðîèçâîëüíûõ ôóíêöèé f, g ∈ F :

(5) f(g(x, y), g(u, v)) = g(f(x, u), f(y, v)) (mediality);
(6) f(g(x, y), g(u, v)) = g(f(v, y), f(u, x)) (paramediality);
(7) f(g(x, y), g(u, v)) = f(g(x, u), g(y, v)) (co-mediality);
(8) f(g(x, y), g(u, v)) = f(g(v, y), g(u, x)) (co-paramediality).

Îïðåäåëåíèå 3. Åñëè äëÿ ëþáûõ f, g ∈ F âûïîëíÿåòñÿ òîæäåñòâî (5), òî àë-
ãåáðà (X,F ) íàçûâàåòñÿ ìåäèàëüíîé; åñëè òîæäåñòâî (6), òî ïàðàìåäèàëüíîé; åñëè
òîæäåñòâî (7), òî êî-ìåäèàëüíîé; åñëè òîæäåñòâî (8), òî êî-ïàðàìåäèàëüíîé.
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Òàêèå àëãåáðû ñ êâàçèãðóïïîâûìè îïåðàöèÿìè èññëåäîâàíû â ðàáîòàõ [13�16] è äð.
Çàìåòèì, ÷òî â ðàáîòå [17] îïèñàíû àëãåáðû, óäîâëåòâîðÿþùèå òîæäåñòâàì âèäà (3)
è (4), â êîòîðûõ ïðèìåíåíû âñåâîçìîæíûå ïåðåñòàíîâêè ïåðåìåííûõ â ïðàâîé ÷àñòè.
Íàïðèìåð, äëÿ ñëó÷àÿ ìåäèàëüíûõ áèíàðíûõ êâàçèãðóïïîâûõ îïåðàöèé ñïðàâåäëèâà

Òåîðåìà 3 [15, òåîðåìà 1]. Åñëè àëãåáðà (X, {h1, . . . , hm}), ãäå h1, . . . , hm � áè-
íàðíûå êâàçèãðóïïû, ÿâëÿåòñÿ ìåäèàëüíîé, òî ñóùåñòâóåò àáåëåâà ãðóïïà (X,+), òà-
êàÿ, ÷òî

hi(x, y) = αix+ βiy + ci,

ãäå αi, βi � àâòîìîðôèçìû ãðóïïû (X,+); ci ∈ Q è

αiβj = βjαi, αiαj = αjαi, βiβj = βjβi

ïðè âñåõ i, j = 1, . . . ,m. Ãðóïïà (X,+) îïðåäåëåíà îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîð-
ôèçìà.

Òåîðåìû 1 è 2 ïîçâîëÿþò ïîëó÷èòü àíàëîãè÷íûå îïèñàíèÿ äëÿ ñëó÷àÿ àëãåáð ñèëü-
íî çàâèñèìûõ áèíàðíûõ îïåðàöèé.

Òåîðåìà 4. Åñëè àëãåáðà (X, {h1, . . . , hm}), ãäå h1, . . . , hm � ñèëüíî çàâèñèìûå áè-
íàðíûå îïåðàöèè, ÿâëÿåòñÿ ìåäèàëüíîé, òî ñóùåñòâóåò êîììóòàòèâíûé ìîíîèä (X, ◦),
òàêîé, ÷òî

hi(x, y) = αix ◦ βiy ◦ ci,

ãäå αi, βi � àâòîìîðôèçìû ìîíîèäà (X, ◦); ci ∈ X è

αiβj = βjαi; αiαj = αjαi, βiβj = βjβi, hj(ci, ci) = hi(cj, cj)

ïðè âñåõ i, j = 1, . . . ,m. Ìîíîèä (X, ◦) îïðåäåë¼í îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîð-
ôèçìà.

Òåîðåìà 5. Åñëè àëãåáðà (X, {h1, . . . , hm}), ãäå h1, . . . , hm � ñèëüíî çàâèñèìûå
áèíàðíûå îïåðàöèè, ÿâëÿåòñÿ ïàðàìåäèàëüíîé, òî ñóùåñòâóåò êîììóòàòèâíûé ìîíî-
èä (X, ◦), òàêîé, ÷òî

hi(x, y) = αix ◦ βiy ◦ ci,

ãäå αi, βi � àâòîìîðôèçìû ìîíîèäà (X, ◦); ci ∈ X è

αiβj = αjβi, βiαj = βjαi, αiαj = βjβi, hj(ci, ci) = hi(cj, cj)

ïðè âñåõ i, j = 1, . . . ,m. Ìîíîèä (X, ◦) îïðåäåë¼í îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîð-
ôèçìà.

Óòâåðæäåíèå 1. Åñëè f, g� ñèëüíî çàâèñèìûå áèíàðíûå îïåðàöèè, óäîâëåòâî-
ðÿþùèå òîæäåñòâó (7) êî-ìåäèàëüíîñòè, òî ñóùåñòâóþò êîììóòàòèâíûé ìîíîèä (X, ◦),
áèåêöèè α, β, îáðàòèìûå ýëåìåíòû b, c ∈ X è àâòîìîðôèçì ìîíîèäà ξ ∈ Aut(◦), òàêèå,
÷òî

f(x, y) = ξRcαx ◦ αy,
g(x, y) = α−1(βx ◦R−1

b ξ−1βy).

Ìîíîèä (X, ◦) îïðåäåë¼í îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîðôèçìà.
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Òåîðåìà 6. Åñëè àëãåáðà (X, {f, g}), ãäå f, g� ñèëüíî çàâèñèìûå áèíàðíûå îïå-
ðàöèè, ÿâëÿåòñÿ êî-ìåäèàëüíîé, òî ñóùåñòâóåò êîììóòàòèâíûé ìîíîèä (X, ◦), áèåê-
öèÿ α, àâòîìîðôèçìû ìîíîèäà ξ, ψ ∈ Aut(◦) è îáðàòèìûå ýëåìåíòû m, l ∈ X, òàêèå,
÷òî

f(x, y) = ξαx ◦ αy ◦m,
g(x, y) = α−1(ψx ◦ ξ−1ψy ◦ l).

Ìîíîèä (X, ◦) îïðåäåë¼í îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîðôèçìà, à α è ξ ïðè íåêî-
òîðûõ s, c ∈ X óäîâëåòâîðÿþò òîæäåñòâó

ξ(αx ◦ s) = α(ξx ◦ c).

Óòâåðæäåíèå 2. Åñëè f, g� ñèëüíî çàâèñèìûå áèíàðíûå îïåðàöèè, óäîâëåòâî-
ðÿþùèå òîæäåñòâó (8) êî-ïàðàìåäèàëüíîñòè, òî ñóùåñòâóþò ìîíîèä (X, ◦), áèåê-
öèè α, β, îáðàòèìûå ýëåìåíòû a, c ∈ X è àâòîìîðôèçì ìîíîèäà ξ ∈ Aut(◦), òàêèå,
÷òî

f(x, y) = ξRcαx ◦ αy,
g(x, y) = α−1(R−1

a ξ−1βx ◦ βy).

Ìîíîèä (X, ◦) îïðåäåë¼í îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîðôèçìà.

Òåîðåìà 7. Åñëè àëãåáðà (X, {f, g}), ãäå f, g� ñèëüíî çàâèñèìûå áèíàðíûå îïå-
ðàöèè, ÿâëÿåòñÿ êî-ïàðàìåäèàëüíîé, òî ñóùåñòâóåò ìîíîèä (X, ◦), áèåêöèÿ α, àâòî-
ìîðôèçìû ìîíîèäà ξ, ψ ∈ Aut(◦) è îáðàòèìûå ýëåìåíòû m, l ∈ X, òàêèå, ÷òî

f(x, y) = ξαx ◦ αy ◦m,
g(x, y) = α−1(ξ−1ψx ◦ ψy ◦ l).

Ìîíîèä (X, ◦) îïðåäåë¼í îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîðôèçìà, a α è ξ ïðè íåêî-
òîðûõ s, c ∈ X óäîâëåòâîðÿþò òîæäåñòâó

ξ(αx ◦ s) = α(ξx ◦ c).
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Ä.À. Áûêîâ, Í.À. Êîëîìååö

Ðàññìàòðèâàåòñÿ êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê íåêîòîðûì áåíò-
ôóíêöèÿì èç êëàññà Ìýéîðàíà � ÌàêÔàðëàíäà M2n, áëèçêîå ê îöåíêàì äëÿ
íåãî: íèæíåé ℓ2n = 22n+1 − 2n è òî÷íîé âåðõíåé L2n. Äëÿ áåíò-ôóíêöèé âèäà
f(x, y) = ⟨x, σ(y)⟩ ⊕ φ(y) ∈ M2n, ãäå σ ïîñòðîåíà ñ ïîìîùüþ ôóíêöèè èíâåð-
ñèè ýëåìåíòîâ êîíå÷íîãî ïîëÿ, ïîäñ÷èòàíî ÷èñëî áëèæàéøèõ áåíò-ôóíêöèé ïðè
òîæäåñòâåííî íóëåâîé φ, à òàêæå ïîêàçàíî, ÷òî äëÿ íåêîòîðîé ïîäõîäÿùåé φ êî-
ëè÷åñòâî áëèæàéøèõ ê f áåíò-ôóíêöèé ìåíüøå ÷åì ℓ2n + 82(2n − 1), ò. å. ðàâíî
ℓ2n + o(ℓ2n) ïðè n → ∞. Ïîëó÷åíà ôîðìóëà ÷èñëà áåíò-ôóíêöèé, áëèæàéøèõ
ê f(x, y) = ⟨x, y⟩ ⊕ y1y2 . . . ym ∈ M2n, ãäå 3 ⩽ m ⩽ n. Äëÿ m = 3 è m = n ýòî

÷èñëî ðàâíî o(L2n) è
1

3
L2n+o(L2n) ñîîòâåòñòâåííî ïðè n→∞. Ïðèâåäåíà ïîëíàÿ

êëàññèôèêàöèÿM6 ïî ÷èñëó áëèæàéøèõ áåíò-ôóíêöèé.

Êëþ÷åâûå ñëîâà: àôôèííûå ïîäïðîñòðàíñòâà, áåíò-ôóíêöèè, êëàññ Ìýéîðà-
íà �ÌàêÔàðëàíäà, ìèíèìàëüíîå ðàññòîÿíèå, áëèæàéøèå ôóíêöèè.

Ââåäåíèå
Îáîçíà÷èì ÷åðåç Fn2 ëèíåéíîå ïðîñòðàíñòâî äâîè÷íûõ âåêòîðîâ ðàçìåðíîñòè n íàä

ïîëåì F2 èç äâóõ ýëåìåíòîâ, à ñëîæåíèå â í¼ì� ÷åðåç ⊕. Ôóíêöèÿ f : Fn2 → F2 íà-
çûâàåòñÿ áóëåâîé. Ðàññòîÿíèå Õýììèíãà ìåæäó f, g : Fn2 → F2 �êîëè÷åñòâî âåêòîðîâ
èç Fn2 , íà êîòîðûõ çíà÷åíèÿ f è g ðàçëè÷íû. Áåíò-ôóíêöèåé íàçûâàåòñÿ áóëåâà ôóíê-
öèÿ îò m = 2n ïåðåìåííûõ, íàõîäÿùàÿñÿ íà ìàêñèìàëüíî âîçìîæíîì ðàññòîÿíèè
îò ìíîæåñòâà âñåõ àôôèííûõ ôóíêöèé, ò. å. ôóíêöèé âèäà ⟨a, x⟩ ⊕ c, ãäå a, x ∈ Fm2 ,
c ∈ F2 è ⟨a, x⟩ = a1x1 ⊕ . . . ⊕ amxm. Áåíò-ôóíêöèè èìåþò ïðèëîæåíèÿ â êðèïòîãðà-
ôèè, òåîðèè êîäèðîâàíèÿ, êîìáèíàòîðèêå è äð. [1]. Îíè áûëè ââåäåíû â 1960-x ãîäàõ,
íàçâàíèå ¾áåíò-ôóíêöèÿ¿ ïîÿâèëîñü â ðàáîòå Î. Ðîòõàóñà [2], à â ÑÑÑÐ Â.À. Åëèñååâ
è Î.Ï. Ñòåï÷åíêîâ íàçûâàëè èõ ìèíèìàëüíûìè (ñì. [1]). Ñàìûì ïðîñòûì êëàññîì
áåíò-ôóíêöèé ÿâëÿåòñÿ êëàññ Ìýéîðàíà �ÌàêÔàðëàíäà M2n [3], êîòîðûé ñîñòàâëÿ-
þò áåíò-ôóíêöèè âèäà

f(x, y) = ⟨x, π(y)⟩ ⊕ φ(y),

ãäå x, y ∈ Fn2 , φ : Fn2 → F2 è π�ïîäñòàíîâêà íà Fn2 .
Â äàííîé ðàáîòå èññëåäóåòñÿ êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê íåêîòîðûì

çàäàííûì áåíò-ôóíêöèÿì f ∈M2n, ãäå áëèæàéøèìè ÿâëÿþòñÿ áåíò-ôóíêöèè íà ðàñ-
ñòîÿíèè 2n îò f [4]. Òàêèå áåíò-ôóíêöèè èçó÷àëèñü â [5�8]. Ãëàâíûì îáðàçîì, ìû

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè � 075-15-2022-282.
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ðàññìàòðèâàåì òàêèå f , êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê êîòîðûì áëèçêî ê
ñîîòâåòñòâóþùèì íèæíåé è âåðõíåé îöåíêàì

ℓ2n = 22n+1 − 2n è L2n = 2n(21 + 1)(22 + 1) . . . (2n + 1).

Èçâåñòíî, ÷òî âåðõíÿÿ îöåíêà L2n äîñòèãàåòñÿ ïðè âñåõ n íà âñåõ êâàäðàòè÷íûõ áåíò-
ôóíêöèÿõ, è òîëüêî íà íèõ [6]. Íèæíÿÿ îöåíêà ℓ2n äîñòèãàåòñÿ, íàïðèìåð, ïðè ïðî-
ñòûõ n ⩾ 5 [7], à òàêæå åñëè n ÿâëÿåòñÿ ñòåïåíüþ òàêèõ ïðîñòûõ ÷èñåë [8]. Çàìåòèì,
÷òî êîëè÷åñòâî áëèæàéøèõ ê f áåíò-ôóíêöèé ðàâíî êîëè÷åñòâó àôôèííûõ ïîäïðî-
ñòðàíñòâ F2n

2 ðàçìåðíîñòè n, íà êîòîðûõ f àôôèííà [4]. Ïîñêîëüêó ëþáàÿ f ∈ M2n

¾ñîáðàíà¿ èç 2n àôôèííûõ ôóíêöèé îò n ïåðåìåííûõ, òî ôóíêöèè, êîëè÷åñòâî áëè-
æàéøèõ áåíò-ôóíêöèé ê êîòîðûì áëèçêî ê L2n, ìîæíî ñ÷èòàòü ¾ïðîñòûìè¿, à åñëè
êîëè÷åñòâî áëèçêî ê ℓ2n �íàèáîëåå ¾ñëîæíûìè¿.

1. Êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé, áëèçêîå ê ìèíèìàëüíîìó,
è êëàññèôèêàöèÿ M6

Ðàññìîòðèì áåíò-ôóíêöèè f ∈M2n, êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê êîòî-
ðûì áëèçêî ê íèæíåé îöåíêå ℓ2n. Â êà÷åñòâå ïîäñòàíîâêè áóäåì èñïîëüçîâàòü ôóíêöèþ
σ : Fn2 → Fn2 , ÿâëÿþùóþñÿ ôóíêöèåé èíâåðñèè ýëåìåíòîâ êîíå÷íîãî ïîëÿ x 7→ x2

n−2,
x ∈ F2n , åñëè ðàññìàòðèâàòü F2n êàê Fn2 , çàôèêñèðîâàâ â F2n íåêîòîðûé áàçèñ. Âñå
äàëüíåéøèå ðåçóëüòàòû ñïðàâåäëèâû âíå çàâèñèìîñòè îò âûáîðà êîíêðåòíîãî áàçèñà.

Óòâåðæäåíèå 1. Êîëè÷åñòâî áëèæàéøèõ ê f(x, y) = ⟨x, σ(y)⟩ ∈ M2n áåíò-ôóíê-
öèé ðàâíî

22n+1 − 2n + 23n−1 +
∑

k|n, 1<k<n

2n − 1

2k − 1
23k−1.

Äàííîå êîëè÷åñòâî ñóùåñòâåííî íèæå âåðõíåé îöåíêè L2n, íî è çàìåòíî áîëü-
øå íèæíåé îöåíêè. Îäíàêî ñóùåñòâóþò áåíò-ôóíêöèè, êîëè÷åñòâî áëèæàéøèõ áåíò-
ôóíêöèé ê êîòîðûì èìååò òó æå àñèìïòîòèêó, ÷òî è ℓ2n.

Òåîðåìà 1. Ñóùåñòâóåò íåêîòîðàÿ φ : Fn2 → F2, òàêàÿ, ÷òî êîëè÷åñòâî áëèæàé-
øèõ ê f(x, y) = ⟨x, σ(y)⟩ ⊕ φ(y) ∈ M2n áåíò-ôóíêöèé ìåíüøå ÷åì ℓ2n + 82(2n − 1).
Àñèìïòîòè÷åñêè ýòî ℓ2n + o(ℓ2n).

Â íåêîòîðûõ ñëó÷àÿõ òåîðåìà âëå÷¼ò äîñòèæèìîñòü ℓ2n.

Ñëåäñòâèå 1. Ïóñòü k�ìèíèìàëüíûé íåòðèâèàëüíûé äåëèòåëü n, k ⩾ 5 è n ⩽
⩽ 2k−k2−k−3. Òîãäà êîëè÷åñòâî áëèæàéøèõ ê íåêîòîðîé f(x, y) = ⟨x, σ(y)⟩⊕φ(y) ∈
∈M2n áåíò-ôóíêöèé ðàâíî ℓ2n.

Íàïðèìåð, äàííîìó óñëîâèþ íà n óäîâëåòâîðÿþò ÷èñëà 11·13, 11·11·13, 11·17 è äð.
Èçâåñòíî òàêæå, ÷òî íèæíÿÿ îöåíêà ℓ2n:

� äîñòèãàåòñÿ ïðè n = 1 äëÿ âñåõ ôóíêöèé èçM2, òàê êàê ℓ2 = L2 = 6;
� íå äîñòèãàåòñÿ äëÿ n = 2, ïðè ýòîì âñå ôóíêöèè èçM4 ÿâëÿþòñÿ êâàäðàòè÷íûìè,

êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê êîòîðûì ðàâíî L4 [5];
� íå äîñòèãàåòñÿ äëÿ n = 4 [7];
� äîñòèãàåòñÿ äëÿ n = 5, 6, 7 [7];
� íå èçâåñòíî, äîñòèãàåòñÿ ëè äëÿ n = 8, 9, 10 è áîëüøèíñòâà áîëüøèõ n.

Âîïðîñ äîñòèæèìîñòè îöåíêè ℓ2n ïðÿìî ñâÿçàí [7] ñ âîïðîñîì ñóùåñòâîâàíèÿ âçàèì-
íî îäíîçíà÷íûõ APN-ôóíêöèé [9], êîòîðûé ÿâëÿåòñÿ îòêðûòûì äëÿ ÷¼òíûõ n ⩾ 8.
Äëÿ ïðîïóùåííîãî â ñïèñêå n = 3 îöåíêà íå äîñòèãàåòñÿ. Îäíàêî â ýòîì ñëó÷àå ìîæíî
îõàðàêòåðèçîâàòü êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê ëþáîé ôóíêöèè èçM6.
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Òåîðåìà 2. Ïóñòü f(x, y) = ⟨x, π(y)⟩ ⊕ φ(y) ∈ M6. Òîãäà f èìååò ñëåäóþùåå
êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé:

1) 1080, åñëè π� àôôèííà è degφ ⩽ 2;
2) 568, åñëè

à) π� àôôèííà è degφ = 3,
á) π íå àôôèííà è δ(π) = 8;

3) 440, åñëè δ(π) = 4;
4) 376, åñëè δ(π) = 2.

Çäåñü degφ� ñòåïåíü ïîëèíîìà Æåãàëêèíà ôóíêöèè φ, à δ(π)� ïîðÿäîê äèôôå-
ðåíöèàëüíîé ðàâíîìåðíîñòè π, ò. å. ìèíèìàëüíîå t, äëÿ êîòîðîãî óðàâíåíèå π(x) ⊕
⊕ π(a⊕ x) = b ïðè ëþáûõ ïàðàìåòðàõ a ∈ Fn2 \ {0} è b ∈ Fn2 èìååò íå áîëåå t ðåøåíèé.
Ïðè n = 3 è âçàèìíî îäíîçíà÷íûõ π : F3

2 → F3
2 ñïðàâåäëèâî δ(π) ∈ {2, 4, 8}, ò. å.

òåîðåìà 2 õàðàêòåðèçóåò âñå ôóíêöèè èçM6.
Îíà òàêæå ÿâëÿåòñÿ è êëàññèôèêàöèåé M6 îòíîñèòåëüíî EA-ýêâèâàëåíòíîñòè:

ôóíêöèè f, g : Fn2 → F2 EA-ýêâèâàëåíòíû, åñëè

g(x) = f(xA⊕ a)⊕ h(x) äëÿ âñåõ x ∈ Fn2 ,

ãäå A�íåâûðîæäåííàÿ äâîè÷íàÿ ìàòðèöà ïîðÿäêà n; a ∈ Fn2 è h : Fn2 → F2 � àô-
ôèííàÿ ôóíöèÿ (ñì. [10] î ìåòîäàõ êëàññèôèêàöèè). Äåéñòâèòåëüíî, êîëè÷åñòâî áëè-
æàéøèõ áåíò-ôóíêöèé ÿâëÿåòñÿ èíâàðèàíòîì îòíîñèòåëüíî EA-ýêâèâàëåíòíîñòè. Â òî
æå âðåìÿ èçâåñòíî [2], ÷òî âñ¼ ìíîæåñòâî áåíò-ôóíêöèé îò øåñòè ïåðåìåííûõ ñîñòî-
èò èç ÷åòûð¼õ êëàññîâ EA-ýêâèâàëåíòíîñòè. Òàêèì îáðàçîì, âñå ýòè ÷åòûðå êëàññà
ïðåäñòàâëåíû â òåîðåìå 2.

2. Êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé, áëèçêîå ê ìàêñèìàëüíîìó
Ðàññìîòðèì áåíò-ôóíêöèè f ∈ M2n, êîëè÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê êî-

òîðûì áëèçêî ê ìàêñèìàëüíî âîçìîæíîìó L2n. Äëÿ óäîáñòâà â êà÷åñòâå π áóäåì ðàñ-
ñìàòðèâàòü òîæäåñòâåííîå îòîáðàæåíèå, ò. å. f(x, y) = ⟨x, y⟩ ⊕ φ(y). Îäíàêî ìîæíî
ðàñøèðèòü ïîäêëàññ ôóíêöèé ñ òàêèì æå ÷èñëîì áëèæàéøèõ ê íèì áåíò-ôóíêöèé.

Óòâåðæäåíèå 2. Ïóñòü f, g ∈ M2n, f(x, y) = ⟨x, y⟩ ⊕ φ(y) è g(x, y) = ⟨x, π(y)⟩ ⊕
⊕ψ(y) ∈M2n, ãäå π� àôôèííà è deg(φ⊕ψ) ⩽ 2. Òîãäà f è g èìåþò îäèíàêîâîå ÷èñëî
áëèæàéøèõ ê íèì áåíò-ôóíêöèé.

Ïóñòü Skn � ìíîæåñòâî ëèíåéíûõ ïîäïðîñòðàíñòâ Fn2 ðàçìåðíîñòè k. Îáùåå êîëè-
÷åñòâî áëèæàéøèõ áåíò-ôóíêöèé ê òàêèì f ìîæíî ïîäñ÷èòàòü ñëåäóþùèì îáðàçîì.

Òåîðåìà 3. Êîëè÷åñòâî áëèæàéøèõ ê f(x, y) = ⟨x, y⟩⊕φ(y) ∈M2n áåíò-ôóíêöèé
ðàâíî

n∑
k=0

∣∣{a⊕ L : a ∈ Fn2 , L ∈ Skn è degφ|a⊕L ⩽ 2}
∣∣ · 2k(k+3)/2.

Â ñëó÷àå íåêîòîðûõ φ êîëè÷åñòâî ìîæåò áûòü ïîäñ÷èòàíî â ÿâíîì âèäå.

Ñëåäñòâèå 2. Êîëè÷åñòâî áëèæàéøèõ ê f(x, y) = ⟨x, y⟩⊕ y1y2 . . . ym ∈M2n áåíò-
ôóíêöèé, ãäå 3 ⩽ m ⩽ n, ðàâíî

L2n −
n∑
k=0

min{n−m,k−3}∑
t=max{0,k−m}

|Stn−m| · |Sk−tm | · 2(k−t+1)(n−m−t) · 2k(k+3)/2.
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Çàìåòèì:

1) ïðè m = n è m = n − 1 ôîðìóëà òàêæå ñïðàâåäëèâà äëÿ ôóíêöèé f(x, y) =
= ⟨x, y⟩⊕φ(y) ∈M2n, ãäå ôóíêöèÿ φ èìååò íåíóëåâîå çíà÷åíèå ðîâíî íà îäíîì
è äâóõ âåêòîðàõ ñîîòâåòñòâåííî;

2) âìåñòî y1 . . . ym ìîæíî ðàññìàòðèâàòü õàðàêòåðèñòè÷åñêóþ ôóíêöèþ ëþáîãî
àôôèííîãî ïîäïðîñòðàíñòâà Fn2 ðàçìåðíîñòè n−m.

Ïåðåéä¼ì ê ñðàâíåíèþ ïîëó÷åííûõ çíà÷åíèé ñ âåðõíåé îöåíêîé L2n.

Ñëåäñòâèå 3. Ïóñòü n ⩾ 3. Òîãäà êîëè÷åñòâî áëèæàéøèõ ê f3(x, y) = ⟨x, y⟩ ⊕
⊕ y1y2y3 ∈M2n áåíò-ôóíêöèé ðàâíî

L2n − 24n−3(21 + 1)(22 + 1) . . . (2n−3 + 1).

Äëÿ ôóíêöèè fn(x, y) = ⟨x, y⟩ ⊕ y1y2 . . . yn ∈M2n àíàëîãè÷íîå êîëè÷åñòâî ðàâíî

(22 + 1)(23 + 1) . . . (2n + 1)(2n − 1) +
32

3
(22n−1 + 1)− 3 · 2n+2 − 3.

Ïðè n→∞ ýòî o(L2n) è
1

3
L2n + o(L2n) ñîîòâåòñòâåííî.

Èíòåðåñíî, ÷òî f3 ñòåïåíè 3 èìååò ìåíüøå áëèæàéøèõ áåíò-ôóíêöèé (àôôèííà íà
ìåíüøåì êîëè÷åñòâå àôôèííûõ ïîäïðîñòðàíñòâ F2n

2 ðàçìåðíîñòè n), ÷åì ôóíêöèÿ fn
ñòåïåíè n ïðè n ⩾ 4.
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ÈÑÑËÅÄÎÂÀÍÈÅ ÁÓÌÅÐÀÍÃÎÂÎÉ ÐÀÂÍÎÌÅÐÍÎÑÒÈ
ÊÂÀÄÐÀÒÈ×ÍÛÕ ÂÇÀÈÌÍÎ ÎÄÍÎÇÍÀ×ÍÛÕ ÂÅÊÒÎÐÍÛÕ

ÁÓËÅÂÛÕ ÔÓÍÊÖÈÉ

Þ.Ñ. Êàëèíèí

Àòàêà ìåòîäîì áóìåðàíãà, ïðåäëîæåííàÿ â 1999 ã., ÿâëÿåòñÿ ðàçíîâèäíîñòüþ ðàç-
íîñòíîé àòàêè. Å¼ ïðåèìóùåñòâî çàêëþ÷àåòñÿ â òîì, ÷òî äàæå ïðè íåâûñîêîì ïî-
êàçàòåëå äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè øèôð âñ¼ ðàâíî ìîæåò áûòü óÿçâèì.
Äàííàÿ ðàáîòà ïîñâÿùåíà òàêîìó ïàðàìåòðó âåêòîðíîé áóëåâîé ôóíêöèè, êàê áó-
ìåðàíãîâàÿ ðàâíîìåðíîñòü, êîòîðûé õàðàêòåðèçóåò ñòîéêîñòü ôóíêöèè ê àòàêå
ìåòîäîì áóìåðàíãà. Â êà÷åñòâå èññëåäóåìîãî êëàññà ôóíêöèé ðàññìàòðèâàþòñÿ
êâàäðàòè÷íûå ïîäñòàíîâêè. Èçó÷åíà çàâèñèìîñòü áóìåðàíãîâîé õàðàêòåðèñòèêè
îò äèôôåðåíöèàëüíîé äëÿ ýòîãî êëàññà, îñíîâíûì ðåçóëüòàòîì ÿâëÿåòñÿ âûðàæå-
íèå, ñâÿçûâàþùåå áóìåðàíãîâóþ ðàâíîìåðíîñòü ôóíêöèè ñî çíà÷åíèÿìè å¼ DDT-
òàáëèöû è ïîëó÷åííîå áëàãîäàðÿ èñïîëüçîâàíèþ ìàòðè÷íîãî ïîäõîäà ê ðàáîòå
ñ êâàäðàòè÷íûìè ôóíêöèÿìè, à òàêæå èçâåñòíûõ ñâîéñòâ äèôôåðåíöèàëüíîé è
áóìåðàíãîâîé õàðàêòåðèñòèê. Èññëåäîâàíû íåêîòîðûå êîíñòðóêöèè êâàäðàòè÷-
íûõ ïîäñòàíîâîê äëÿ ìàëîãî ÷èñëà ïåðåìåííûõ íà ïðåäìåò áóìåðàíãîâîé õàðàê-
òåðèñòèêè è óñòàíîâëåíû äðóãèå èõ ñâîéñòâà.

Êëþ÷åâûå ñëîâà: âåêòîðíàÿ áóëåâàÿ ôóíêöèÿ, êâàäðàòè÷íàÿ ïîäñòàíîâêà,

äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü, DDT-òàáëèöà, APN-ôóíêöèÿ, ìåòîä áóìå-

ðàíãà, áóìåðàíãîâàÿ ðàâíîìåðíîñòü, BCT-òàáëèöà.

Îäíèì èç ðàçíîñòíûõ ìåòîäîâ àòàêè íà áëî÷íûå øèôðû ÿâëÿåòñÿ ìåòîä áóìåðàí-
ãà, âïåðâûå îïóáëèêîâàííûé â ðàáîòå [1]. Åãî ïðåèìóùåñòâî çàêëþ÷àåòñÿ â òîì, ÷òî
äàæå ïðè íàëè÷èè íåâûñîêîé äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè øèôð âñ¼ ðàâíî ìî-
æåò áûòü óÿçâèì äëÿ ðàçíîñòíûõ àòàê. ßðêèì ïðèìåðîì ýôôåêòèâíîñòè àòàêè ìåòî-
äîì áóìåðàíãà ñëóæèò øèôðñèñòåìà COCONUT98, íà êîòîðóþ ïðîâåäåíà óñïåøíàÿ
àòàêà [1]. Â òîé æå ðàáîòå ðàññìàòðèâàþòñÿ òàêèå áëî÷íûå øèôðû, êàê 16-ðàóíäî-
âûé Khufu, CAST-256 è 6-ðàóíäîâûé FEAL. Ïîçäíåå ìåòîä áóìåðàíãà áûë ïðèìåí¼í
ê 6-ðàóíäîâîìó áëî÷íîìó øèôðó KASUMI [2], 5- è 6-ðàóíäîâûì AES [3], à òàêæå
ê õýø-ôóíêöèè SHA-1 [4] è äðóãèì øèôðñèñòåìàì. Íåäàâíî ïðåäëîæåíà àòàêà ìåòî-
äîì áóìåðàíãà íà 4-ðàóíäîâûé àëãîðèòì øèôðîâàíèÿ LILLIPUT-TBC-II-256 [5].

Äàííàÿ ðàáîòà ïîñâÿùåíà òàêîìó ïàðàìåòðó âåêòîðíîé áóëåâîé ôóíêöèè, êàê áóìå-
ðàíãîâàÿ ðàâíîìåðíîñòü, êîòîðàÿ õàðàêòåðèçóåò ñòîéêîñòü ôóíêöèè ê àòàêå ìåòîäîì
áóìåðàíãà. Èçó÷åíà çàâèñèìîñòü áóìåðàíãîâîé õàðàêòåðèñòèêè îò äèôôåðåíöèàëüíîé
äëÿ êëàññà êâàäðàòè÷íûõ ïîäñòàíîâîê. Âûðàæåíèå, ñâÿçûâàþùåå áóìåðàíãîâóþ ðàâ-
íîìåðíîñòü ôóíêöèè ñî çíà÷åíèÿìè å¼ DDT-òàáëèöû, ÿâëÿåòñÿ îñíîâíûì ðåçóëüòàòîì.
Îí ïîëó÷åí áëàãîäàðÿ èñïîëüçîâàíèþ ìàòðè÷íîãî ïîäõîäà ê ðàáîòå ñ êâàäðàòè÷íûìè
ôóíêöèÿìè, à òàêæå èçâåñòíûõ ñâîéñòâ äèôôåðåíöèàëüíîé è áóìåðàíãîâîé õàðàêòå-
ðèñòèê. Êðîìå òîãî, èññëåäîâàíû íåêîòîðûå êîíñòðóêöèè êâàäðàòè÷íûõ ïîäñòàíîâîê
äëÿ ìàëîãî ÷èñëà ïåðåìåííûõ íà ïðåäìåò áóìåðàíãîâîé õàðàêòåðèñòèêè è óñòàíîâëå-
íû äðóãèå èõ ñâîéñòâà.

Ïóñòü n ∈ N; F2 �ïîëå èç äâóõ ýëåìåíòîâ; x = (x1, . . . , xn)�äâîè÷íûé âåêòîð c êî-
îðäèíàòàìè èç F2; Fn2 �ïðîñòðàíñòâî äâîè÷íûõ âåêòîðîâ ðàçìåðíîñòè n; ⊕� ñëîæåíèå
ïî ìîäóëþ 2.

Âåêòîðíîé áóëåâîé ôóíêöèåé ((n,m)-ôóíêöèåé) F íàçûâàåòñÿ ïðîèçâîëüíîå îòîá-
ðàæåíèå F : Fn2 → Fm2 , n,m ∈ N. Â ñëó÷àå m = 1 ãîâîðÿò, ÷òî F � áóëåâà ôóíêöèÿ
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îò n ïåðåìåííûõ. Ìîæíî ðàññìàòðèâàòü (n,m)-ôóíêöèþ êàê íàáîð èçm êîîðäèíàòíûõ
áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ: F = (f1, . . . , fm). Ëþáóþ (n,m)-ôóíêöèþ ìîæíî
åäèíñòâåííûì îáðàçîì çàïèñàòü â âèäå ìíîãî÷ëåíà Æåãàëêèíà, èëè àëãåáðàè÷åñêîé
íîðìàëüíîé ôîðìû (ÀÍÔ):

F (x1, . . . , xn) =
n⊕
k=1

⊕
i1,...,ik

ai1...ikxi1 . . . xik ⊕ a0,

ãäå {i1, . . . , ik} ⊆ {1, . . . , n} è ai1...ik ∈ Fm2 .
Àëãåáðàè÷åñêîé ñòåïåíüþ degF ôóíêöèè F íàçûâàåòñÿ êîëè÷åñòâî ïåðåìåííûõ

â ñàìîì äëèííîì ñëàãàåìîì ÀÍÔ, ïðè êîòîðîì êîýôôèöèåíò íå ðàâåí íóëåâîìó âåê-
òîðó.

Ïóñòü F2n �ïîëå èç 2n ýëåìåíòîâ, +� îïåðàöèÿ ñëîæåíèÿ â ýòîì ïîëå. Òîãäà â ñëó-
÷àå n = m âåêòîðíóþ áóëåâó ôóíêöèþ F , äåéñòâóþùóþ íà Fn2 , ìîæíî åäèíñòâåííûì
îáðàçîì ïðåäñòàâèòü â âèäå ïîëèíîìà ñòåïåíè íå âûøå 2n − 1 íàä ïîëåì F2n :

F (x) =
2n−1∑
i=0

cix
i ∈ F2n [x],

ãäå x� ýëåìåíò F2n . Ñïðàâåäëèâî îïðåäåëåíèå àëãåáðàè÷åñêîé ñòåïåíè äëÿ òàêîãî
ïðåäñòàâëåíèÿ âåêòîðíîé áóëåâîé ôóíêöèè:

degF = max
i=0,...,2n−1

{wt(i) : ci ̸= 0} ,

ãäå wt(i)�äâîè÷íûé âåñ ÷èñëà i. Ôóíêöèÿ ñòåïåíè íå âûøå 1 íàçûâàåòñÿ àôôèííîé,

ò. å. èìååò âèä
n−1∑
i=0

cix
2i + c ∈ F2n [x]. Â ñëó÷àå c = 0 ôóíêöèÿ ëèíåéíà. Êîãäà degF = 2,

ôóíêöèÿ íàçûâàåòñÿ êâàäðàòè÷íîé.
Â ðàáîòå [6] ââîäèòñÿ ïîíÿòèå äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè äëÿ âåêòîðíîé

áóëåâîé ôóíêöèè F .
Ïóñòü F : F2n → F2n � âåêòîðíàÿ áóëåâà ôóíêöèÿ, çàäàííàÿ ìíîãî÷ëåíîì íàä F2n .

Îïðåäåëåíèå 1. Äèôôåðåíöèàëüíîé õàðàêòåðèñòèêîé íàçûâàåòñÿ âåëè÷èíà

δF (a, b) = |{x ∈ F2n : F (x) + F (x+ a) = b}| ,

ãäå a, b� ýëåìåíòû F2n . Ïîêàçàòåëåì äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè íàçûâàåòñÿ

δF = max
a,b∈F2n ,a̸=0

δF (a, b) .

Òàáëèöåé äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè (DDT-òàáëèöåé) íàçûâàåòñÿ òàáëèöà
ðàçìåðà 2n × 2n ñî çíà÷åíèÿìè δF (a, b).

Îïðåäåëåíèå 2. Ïóñòü F �ïîäñòàíîâêà íà F2n . Áóìåðàíãîâîé õàðàêòåðèñòèêîé
íàçûâàåòñÿ âåëè÷èíà

βF (a, b) =
∣∣{x ∈ F2n : F−1 (F (x) + b) + F−1 (F (x+ a) + b) = a

}∣∣ , (1)

ãäå a, b� ýëåìåíòû F2n . Áóìåðàíãîâàÿ ðàâíîìåðíîñòü äëÿ ôóíêöèè F åñòü ìàêñèìàëü-
íîå çíà÷åíèå èç βF (a, b), çà èñêëþ÷åíèåì ñëó÷àåâ a = 0 èëè b = 0:

βF = max
a,b∈F∗

2n

βF (a, b).

Òàáëèöà ðàçìåðà 2n × 2n ñî çíà÷åíèÿìè βF (a, b) íàçûâàåòñÿ òàáëèöåé áóìåðàíãîâîé
ñâÿçíîñòè (BCT-òàáëèöåé).
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Âàæíî çàìåòèòü, ÷òî óñëîâèå ¾F �ïîäñòàíîâêà¿ íå ÿâëÿåòñÿ íåîáõîäèìûì â êîí-
òåêñòå áóìåðàíãîâîé ðàâíîìåðíîñòè [7], íî â äàííîé ðàáîòå ðàññìàòðèâàþòñÿ òîëüêî
ïîäñòàíîâêè. Ïðè a = 0 èëè b = 0 óðàâíåíèþ èç ðàâåíñòâà (1) óäîâëåòâîðÿþò âñå
ýëåìåíòû F2n , ïîýòîìó ýòè ñëó÷àè èñêëþ÷àþòñÿ.

Áóìåðàíãîâàÿ è äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòè ñîîòíîñÿòñÿ ìåæäó ñîáîé ñëå-
äóþùèì îáðàçîì:

δF (a, b) ⩽ βF (a, b) äëÿ ëþáûõ a, b ∈ F2n .

Ñ ïîçèöèè äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè ëó÷øèìè ÿâëÿþòñÿ ôóíêöèè ñ íàèìåíü-
øèì âîçìîæíûì çíà÷åíèåì δF = 2, îíè íàçûâàþòñÿ APN-ôóíêöèÿìè (Almost Perfect
Nonlinear). Ñòîèò îòìåòèòü, ÷òî ìèíèìàëüíîå âîçìîæíîå çíà÷åíèå βF = 2 äîñòèãàåòñÿ
â òîì è òîëüêî â òîì ñëó÷àå, êîãäà F �APN-ïîäñòàíîâêà [8]. Åñòü ìíîãî ðàáîò, ïî-
ñâÿù¼ííûõ êëàññó APN-ôóíêöèé, ýòîé òåìîé çàíèìàþòñÿ êàê ðóññêîÿçû÷íûå [9�13],
òàê è èíîñòðàííûå èññëåäîâàòåëè [14�17]. Íî åù¼ áîëüøèé èíòåðåñ ïðåäñòàâëÿþò âçà-
èìíî îäíîçíà÷íûå APN-ôóíêöèè (APN-ïîäñòàíîâêè). Èçâåñòíî, ÷òî îíè ñóùåñòâóþò
äëÿ íå÷¼òíûõ n. Äëÿ ÷¼òíûõ n èçâåñòíà ëèøü APN-ïîäñòàíîâêà ðàçìåðíîñòè 6, ïðåä-
ëîæåííàÿ â [14]. Äëÿ n = 4 äîêàçàíî, ÷òî èõ íåò. Äëÿ n ⩾ 8 âîïðîñ ñóùåñòâîâàíèÿ
APN-ïîäñòàíîâîê îòêðûò è èçâåñòåí êàê ¾The Big APN Problem¿ [14].

Èçó÷åíèå îáëàñòè, ñâÿçàííîé ñ áóìåðàíãîâîé ðàâíîìåðíîñòüþ, ÿâëÿåòñÿ àêòóàëü-
íûì, îá ýòîì ñâèäåòåëüñòâóåò áîëüøîå ÷èñëî îïóáëèêîâàííûõ ðàáîò. Â [8, 18] îïèñà-
íû ñâîéñòâà BCT-òàáëèöû, å¼ ñâÿçü ñ DDT-òàáëèöåé, ïîñòðîåíû ïðèìåðû äëÿ íåêî-
òîðûõ S-áëîêîâ, ïàðàìåòð ¾áóìåðàíãîâàÿ ðàâíîìåðíîñòü¿ ðàññìîòðåí îòíîñèòåëüíî
ðàçíûõ âèäîâ ýêâèâàëåíòíîñòè ôóíêöèé è óñòàíîâëåí äëÿ êîíêðåòíûõ êëàññîâ ïðåîá-
ðàçîâàíèé. Â [19�21] ïðåäëîæåíû îáîáùàþùèå ïîäõîäû ê îïðåäåëåíèþ áóìåðàíãîâîé
ðàâíîìåðíîñòè. Ðàáîòû [8, 20�24] ïîñâÿùåíû èçó÷åíèþ íåêîòîðûõ ìîíîìèàëüíûõ, áè-
íîìèàëüíûõ è äðóãèõ êîíñòðóêöèé, êëàññà êâàäðàòè÷íûõ ïîäñòàíîâîê, ïîäñòàíîâîê
ñ áóìåðàíãîâîé ðàâíîìåðíîñòüþ 4, ÷åòûð¼õáèòîâûõ è äðóãèõ îòíîñèòåëüíî ýòîãî ïà-
ðàìåòðà.

Îïèøåì ìàòðè÷íûé ïîäõîä äëÿ ðàáîòû ñ êâàäðàòè÷íûìè ôóíêöèÿìè, ïðåäëîæåí-
íûé â [17] äëÿ èññëåäîâàíèÿ äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè.

Êâàäðàòè÷íóþ ôóíêöèþ, ïðåäñòàâëåííóþ ïîëèíîìîì íàä F2n áåç ëèíåéíîé è êîí-
ñòàíòíîé ÷àñòåé, áóäåì íàçûâàòü îäíîðîäíîé êâàäðàòè÷íîé ôóíêöèåé. Äëÿ r, s > 0 îáî-
çíà÷èì: Fr×s2n �ïðîñòðàíñòâî ìàòðèö ðàçìåðà r×s íàä ïîëåì F2n ; A[i, j]� ýëåìåíò (i, j)
ìàòðèöû A. Ïîëàãàåì α = {α1, . . . , αn}� áàçèñ F2n íàä F2. Ïóñòü Mα ∈ Fn×n2n � òàêàÿ
ìàòðèöà, ÷òî Mα[i, j] = α2i−1

j äëÿ 1 ⩽ i, j ⩽ n.
Ïóñòü η1, . . . , ηm �ðàçëè÷íûå ýëåìåíòû èç F2n , ãäåm,n ∈ N, B = {η1, . . . , ηm} ∈ Fm2n .

Ïîëîæèì Span(B) = Span(η1, . . . , ηm)�ïîäïðîñòðàíñòâî íàä F2, ïîðîæä¼ííîå ýëå-
ìåíòàìè η1, . . . , ηm; RankF2(B) = RankF2{η1, . . . , ηm}�ðàçìåðíîñòü ïîäïðîñòðàíñòâà
Span(B) íàä F2, êîòîðîå áóäåì íàçûâàòü ðàíãîì B. Ðàñêëàäûâàÿ ïî áàçèñó α ýëå-

ìåíò ηi =
n∑
j=1

λi,jαj äëÿ i ∈ {1, . . . ,m}, ãäå λi,j ∈ F2 äëÿ âñåõ i, j, ïîëó÷èì, ÷òî

RankF2{η1, . . . , ηm} ðàâåí ðàíãó ìàòðèöû Λm×n = (λi,j)m×n.

Ïóñòü F (x) =
∑

1⩽j<i⩽n
cijx

2i−1+2j−1 ∈ F2n [x]� îäíîðîäíàÿ êâàäðàòè÷íàÿ ôóíêöèÿ è

CF �ìàòðèöà n× n, òàêàÿ, ÷òî CF [j, i] = CF [i, j] = cij äëÿ 1 ⩽ j < i ⩽ n è CF [i, i] = 0
äëÿ i = 1, . . . , n. Äëÿ F ïîëîæèì H =MTCFM , ãäåM =Mα è {α1, . . . , αn}� áàçèñ F2n

íàä F2. Òîãäà H � ñèììåòðè÷íàÿ ìàòðèöà ñ íóëåâîé ãëàâíîé äèàãîíàëüþ.

Îïðåäåëåíèå 3. Ïóñòü H �ìàòðèöà ðàçìåðà n × n íàä F2n . Òîãäà ìàòðèöà H
íàçûâàåòñÿ QAM (quadratic APN matrix), åñëè:
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1) H ñèììåòðè÷íàÿ è å¼ ãëàâíàÿ äèàãîíàëü íóëåâàÿ;
2) ìíîæåñòâî ýëåìåíòîâ ëþáîé íåíóëåâîé ëèíåéíîé êîìáèíàöèè n ñòðîê (ñòîëá-

öîâ) ìàòðèöû H èìååò ðàíã n− 1.

Ñîãëàñíî [17, òåîðåìà 1], äëÿ ôèêñèðîâàííîãî n ∈ N äèôôåðåíöèàëüíàÿ ðàâíî-
ìåðíîñòü δF ðàâíà 2k òîãäà è òîëüêî òîãäà, êîãäà ñóùåñòâóåò íåíóëåâàÿ ëèíåéíàÿ
êîìáèíàöèÿ n ñòðîê (ñòîëáöîâ) H ðàíãà n − k, à âñå îñòàëüíûå íåíóëåâûå ëèíåéíûå
êîìáèíàöèè èìåþò ðàíã íå ìåíüøå n− k.

Äëÿ a, b ∈ F2n è F � âåêòîðíîé áóëåâîé ôóíêöèè îïðåäåëèì ìíîæåñòâà

Ua,b(F ) = {x ∈ F2n : F (x) + F (x+ a) = b} , U∗
a,b(F ) = Ua,b(F ) \ {0, a}.

Ñëåäóþùàÿ òåîðåìà ïîêàçûâàåò, êàê áóìåðàíãîâàÿ ðàâíîìåðíîñòü ïðîèçâîëüíîé êâàä-
ðàòè÷íîé ïîäñòàíîâêè çàâèñèò îò çíà÷åíèé äèôôåðåíöèàëüíîé õàðàêòåðèñòèêè.

Òåîðåìà 1. Ïóñòü G(x)�êâàäðàòè÷íàÿ ïîäñòàíîâêà è G = F + A, ãäå F (x) =
=

∑
1⩽t<i⩽n

ci,tx
2i−1+2t−1 ∈ F2n [x]; A� àôôèííàÿ ôóíêöèÿ; ìàòðèöû CF è M îïðåäåëåíû

ðàíåå è H =MTCFM . Òîãäà

βG = βF+A = max
a,b∈F∗

2n

[
2k +

∑
z∈U∗

a,F (a)
(F )

δF+A (z, b)

]
(2)

â òîì è òîëüêî â òîì ñëó÷àå, êîãäà êàæäàÿ íåíóëåâàÿ ëèíåéíàÿ êîìáèíàöèÿ n ñòðîê
(ñòîëáöîâ) H èìååò ðàíã íå ìåíüøå ÷åì n − k, è õîòÿ áû äëÿ îäíîé ýòî çíà÷åíèå
äîñòèãàåòñÿ. Â ÷àñòíîñòè, G ÿâëÿåòñÿ êâàäðàòè÷íîé APN-ïîäñòàíîâêîé òîãäà è òîëüêî
òîãäà, êîãäà H �QAM.

Èç òåîðåìû ñëåäóåò âûðàæåíèå áóìåðàíãîâîé ðàâíîìåðíîñòè äëÿ êâàäðàòè÷íîé
ïîäñòàíîâêè ÷åðåç çíà÷åíèÿ å¼ DDT-òàáëèöû. Â ñëó÷àå, êîãäà êâàäðàòè÷íàÿ ïîäñòà-
íîâêà ÿâëÿåòñÿ îäíîðîäíîé, ò. å. àôôèííàÿ ÷àñòü A íóëåâàÿ, â óñëîâèÿõ òåîðåìû ñïðà-
âåäëèâà ñëåäóþùàÿ ôîðìóëà:

βF = max
a,b∈F∗

2n

[
2k +

∑
z∈U∗

a,F (a)
(F )

δF (z, b)

]
. (3)

Çíà÷åíèå βF â ôîðìóëàõ (2) è (3) ìîæíî îãðàíè÷èòü ñíèçó è ñâåðõó â çàâèñèìîñòè
îò ðàíãà ìàòðèöû H, ñîîòâåòñòâóþùåé êâàäðàòè÷íîé ïîäñòàíîâêå F .

Ñëåäñòâèå 1. Ïóñòü âûïîëíåíû óñëîâèÿ òåîðåìû 1, òîãäà ñïðàâåäëèâà îöåíêà

2k ⩽ βF ⩽ 22k − 2k,

ïðè óñëîâèè, ÷òî 2k − 1 ⩽ 2n−k.

×òî êàñàåòñÿ äîñòèæèìîñòè îöåíîê, â òàáë. 1 ïðèâåäåíû äàííûå äëÿ ðàçìåðíî-
ñòåé n = 3, 4, 5, 6 è k = 1, 2, 3. Íèæíÿÿ ãðàíèöà îáîçíà÷àåòñÿ βmin, âåðõíÿÿ� βmax,
Smin è Smax �íàëè÷èå ïîäñòàíîâîê ñ ñîîòâåòñòâóþùåé áóìåðàíãîâîé ðàâíîìåðíîñòüþ;
¾?¿ îçíà÷àåò, ÷òî î ñóùåñòâîâàíèè òàêîâûõ ïîêà íå èçâåñòíî.

Èññëåäîâàíû íåêîòîðûå êîíñòðóêöèè êâàäðàòè÷íûõ ïîäñòàíîâîê. Ýêñïåðèìåí-
òàëüíî óñòàíîâëåí ñëåäóþùèé ôàêò: äëÿ n = 3, 4, 5 íå ñóùåñòâóåò ïîäñòàíîâîê âèäà
αxk + βxt, ãäå wt(k) = wt(t) = 2 è α, β ∈ F∗

2n , ò. å. áèíîìèàëüíûõ îäíîðîäíûõ êâàä-
ðàòè÷íûõ, ÷òî ñîãëàñóåòñÿ ñ ðåçóëüòàòàìè, ïîëó÷åííûìè â [26] äëÿ n = 3, 5. Íî äëÿ
n = 4 âåðíî áîëåå îáùåå
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Òà á ë è ö à 1

n k βmin Smin βmax Smax

3 1 2 + 2 +
4 1 2 � 2 �
4 2 4 � [8] 12 �
5 1 2 + 2 +
5 2 4 � [25] 12 +
6 1 2 + [14] 2 +[ 14]
6 2 4 + 12 +
6 3 8 � 56 ?

Óòâåðæäåíèå 1. Ïðè n = 4 íå ñóùåñòâóåò îäíîðîäíûõ êâàäðàòè÷íûõ ïîäñòàíî-
âîê, ò. å. ïîäñòàíîâîê F âèäà, óêàçàííîãî â òåîðåìå 1.

Òàê êàê ìîíîìèàëüíûå è áèíîìèàëüíûå êîíñòðóêöèè óæå íåìàëî èññëåäîâàëèñü íà
ïðåäìåò áóìåðàíãîâîé ðàâíîìåðíîñòè [7, 21, 23], ïðåäïî÷òåíèå áûëî îòäàíî èçó÷åíèþ
òðèíîìèàëüíûõ ïîäñòàíîâîê. Äëÿ ìàëûõ çíà÷åíèé n ïîëó÷åíû ñëåäóþùèå ðåçóëüòàòû:

1) Äëÿ n = 3 ìíîæåñòâî òðèíîìèàëüíûõ îäíîðîäíûõ êâàäðàòè÷íûõ ïîäñòàíîâîê
ñ òî÷íîñòüþ äî àôôèííîé ýêâèâàëåíòíîñòè èñ÷åðïûâàåòñÿ ôóíêöèÿìè âèäà

x6 + γx5 + αγ3x3, x6 + γx5 + α2γ3x3, x6 + γx5 + (α + α2)γ3x3,

ãäå γ ∈ F∗
2n �ïðîèçâîëüíûé ýëåìåíò; α�ïðèìèòèâíûé ýëåìåíò F∗

2n . Ýòè ïîä-
ñòàíîâêè ÿâëÿþòñÿ APN- è AB-îòîáðàæåíèÿìè, èõ õàðàêòåðèñòèêè ïðèâåäåíû
â òàáë. 2 è çäåñü è äàëåå îïðåäåëåíû, ñîãëàñíî [27]; NlF �íåëèíåéíîñòü ôóíê-
öèè F .

Òà á ë è ö à 2

degF degF−1 δF βF NlF Êîëè÷åñòâî
2 2 2 2 2 21

2) Äëÿ n = 5 âñå òðèíîìèàëüíûå îäíîðîäíûå êâàäðàòè÷íûå ïîäñòàíîâêè, ÿâëÿþ-
ùèåñÿ APN- è AB-îòîáðàæåíèÿìè, ñ òî÷íîñòüþ äî àôôèííîé ýêâèâàëåíòíîñòè
èìåþò âèä

x2
k1 t + γx2

k2 t + βx2
k3 t,

ãäå t ∈ {3, 5}; 0 ⩽ k1 < k2 < k3 ⩽ 4; γ, β �ïðîèçâîëüíûå ýëåìåíòû F∗
2n . Ìîù-

íîñòü ìíîæåñòâà ôóíêöèé òàêîãî âèäà ðàâíà 19220, à êîëè÷åñòâî èññëåäóåìûõ
ïîäñòàíîâîê� 6820; èõ ñâîéñòâà ïðèâåäåíû â òàáë. 3.

Òà á ë è ö à 3

degF degF−1 δF βF NlF Êîëè÷åñòâî
2 3 2 2 12 6820

Óòâåðæäåíèå 2. Ïóñòü n = 5. Òîãäà ôóíêöèè âèäà xt + βx2t + β2x3t, ãäå
t = 2k + 2k−1, k ∈ {1, . . . , 5}, β ∈ F∗

2n �ïðîèçâîëüíûé ýëåìåíò, ÿâëÿþòñÿ òðèíîìè-
àëüíûìè îäíîðîäíûìè êâàäðàòè÷íûìè ïîäñòàíîâêàìè ñ òî÷íîñòüþ äî àôôèííîé ýê-
âèâàëåíòíîñòè. Êîëè÷åñòâî ïîäñòàíîâîê ðàâíî 4805, èõ õàðàêòåðèñòèêè ïðåäñòàâëåíû
â òàáë. 4.
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Òà á ë è ö à 4

degF degF−1 δF βF NlF Êîëè÷åñòâî
2 3 8 16 8 4805

Â äàëüíåéøåì ìîæíî èçó÷èòü, êàê ðàñïðåäåëåíà βF äëÿ êâàäðàòè÷íîé ïîäñòàíîâ-
êè F : êàêèå çíà÷åíèÿ îíà ïðèíèìàåò ÷àùå, êàêèå ðåæå, êàêèå íå ïðèíèìàåò. Èññëåäî-
âàòü ôóíêöèè, äëÿ êîòîðûõ âåðíî, ÷òî åñëè F �ïîäñòàíîâêà, A� àôôèííàÿ, òî F +A
òîæå ïîäñòàíîâêà. Âàæíûì âîïðîñîì ÿâëÿåòñÿ ñëåäóþùèé: ìîæíî ëè âûäåëèòü êëàññ
ïîäñòàíîâîê, âîçìîæíî, êâàäðàòè÷íûõ, ñîõðàíÿþùèõ áóìåðàíãîâóþ ðàâíîìåðíîñòü
ïðè ðàçëè÷íûõ ýêâèâàëåíòíûõ ïðåîáðàçîâàíèÿõ ôóíêöèé?
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Î ×ÈÑËÅ ÔÓÍÊÖÈÉ, ÐÀÇÐÓØÀÞÙÈÕ ÑÒÐÓÊÒÓÐÓ
ÏÎÄÏÐÎÑÒÐÀÍÑÒÂ ÐÀÇÌÅÐÍÎÑÒÈ 3 È ÂÛØÅ1

Í.À. Êîëîìååö

Ðàññìàòðèâàþòñÿ îöåíêè ìîùíîñòè ìíîæåñòâ Pkn îáðàòèìûõ ôóíêöèé F : Fn2→Fn2 ,
äëÿ êîòîðûõ ëþáîå U ⊆ Fn2 è åãî îáðàç F (U) íå ìîãóò îäíîâðåìåííî ÿâëÿòüñÿ àô-
ôèííûìè ïîäïðîñòðàíñòâàìè Fn2 ðàçìåðíîñòè k, ãäå 3 ⩽ k ⩽ n − 1. Ïðèâåäåíû
íèæíèå îöåíêè ìîùíîñòè Pkn è Pkn ∩ . . . ∩ Pn−1

n , óñèëèâàþùèå ðåçóëüòàòû 2007 ã.
(W.E. Clark è äð.) î íåïóñòîòå äàííûõ ìíîæåñòâ. Äîêàçàíî, ÷òî ïî÷òè âñå ïîä-
ñòàíîâêè íà Fn2 ïðèíàäëåæàò P4

n ∩ . . . ∩ Pn−1
n . Äëÿ ìîùíîñòåé ìíîæåñòâ P3

n è
P3
n ∩ . . . ∩ Pn−1

n ïîëó÷åíû àñèìïòîòè÷åñêèå îöåíêè ñâåðõó è ñíèçó ñ òî÷íîñòüþ
äî o(2n!). Îöåíåíî ñíèçó ÷èñëî ôóíêöèé èç P4

n ∩ . . . ∩Pn−1
n , êîòîðûå îòîáðàæàþò

ðîâíî îäíî àôôèííîå ïîäïðîñòðàíñòâî Fn2 ðàçìåðíîñòè 3 â àôôèííîå ïîäïðî-
ñòðàíñòâî.

Êëþ÷åâûå ñëîâà: àôôèííûå ïîäïðîñòðàíñòâà, èíâàðèàíòíûå ïîäïðîñòðàí-

ñòâà, ïîäñòàíîâêè, àñèìïòîòè÷åñêèå îöåíêè.

Ïóñòü Pn �ìíîæåñòâî îáðàòèìûõ ôóíêöèé âèäà Fn2 → Fn2 . Áóäåì íàçûâàòü ïîäïðî-
ñòðàíñòâîì àôôèííîå ïîäïðîñòðàíñòâî L ⊆ Fn2 , ò. å. L = a⊕L′ = {a⊕ x : x ∈ L′}, ãäå
L′ �ëèíåéíîå ïîäïðîñòðàíñòâî Fn2 è a ∈ Fn2 , åãî ðàçìåðíîñòü dimL ðàâíà dimL′. Âåê-
òîðíàÿ áóëåâà ôóíêöèÿ π ∈ Pn ñîõðàíÿåò ñòðóêòóðó L, åñëè π(L) = {π(x) : x ∈ L}�
ïîäïðîñòðàíñòâî Fn2 . Àíàëîãè÷íî, π ðàçðóøàåò ñòðóêòóðó L, åñëè π(L) íå ÿâëÿåò-
ñÿ ïîäïðîñòðàíñòâîì Fn2 . Âïåðâûå äàííûå ñâîéñòâà ïîäñòàíîâîê áûëè ðàññìîòðåíû
â ðàáîòå [1]. Îïðåäåëèì

Lk(π) = {L ⊆ Fn2 : L è π(L) � ïîäïðîñòðàíñòâà Fn2 ðàçìåðíîñòè k},
1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò �FWNF�2022�0019).
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à òàêæå ìíîæåñòâà ôóíêöèé, ðàçðóøàþùèõ ñòðóêòóðó ïîäïðîñòðàíñòâ îïðåäåë¼ííûõ
ðàçìåðíîñòåé:

Pkn = {π ∈ Pn : Lk(π) = ∅}, P⩾k
n = Pkn ∩ Pk+1

n ∩ . . . ∩ Pn−1
n .

Îáðàòèì âíèìàíèå, ÷òî ëþáîå ïîäìíîæåñòâî Fn2 ìîùíîñòè 1, 2 èëè 2n ÿâëÿåòñÿ ïîä-
ïðîñòðàíñòâîì Fn2 , ïîýòîìó P0

n, P1
n è Pnn âñåãäà ïóñòûå. Âàæíîå çíà÷åíèå èìååò P2

n,
ãäå n > 2: ýòî ìíîæåñòâî âñåõ APN-ïîäñòàíîâîê [2], ñ êîòîðûì ñâÿçàí ðÿä îòêðûòûõ
âîïðîñîâ [3]. Íåêîòîðûå ñâîéñòâà |Lk(π)| ïðè ïðîèçâîëüíîì k èññëåäîâàëèñü â [4, 5].

Ñîõðàíåíèå ñòðóêòóðû ïîäïðîñòðàíñòâà L ⊆ Fn2 ôóíêöèåé π ìîæíî èíòåðïðåòèðî-
âàòü êàê íàëè÷èå ó π îáðàòèìîé ¾ïîäôóíêöèè¿ π|L : L→ π(L) è èñïîëüçîâàòü å¼ òàê
æå, êàê è f |L äëÿ áóëåâîé ôóíêöèè f : Fn2 → F2: çàôèêñèðîâàòü íåêîòîðûå áàçèñû L
è π(L) è ðàññìàòðèâàòü π|L êàê ôóíêöèþ âèäà FdimL

2 → FdimL
2 . Ñ òî÷êè çðåíèÿ êðèï-

òîãðàôè÷åñêèõ ñâîéñòâ, èíâàðèàíòíûõ îòíîñèòåëüíî ïðèìåíåíèÿ îáðàòèìûõ àôôèí-
íûõ ïðåîáðàçîâàíèé, π|L ÿâëÿåòñÿ ïîëíîöåííîé ïîäôóíêöèåé π. Ê òàêèì ñâîéñòâàì,
íàïðèìåð, îòíîñÿòñÿ íåëèíåéíîñòü è ïîðÿäîê äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè. Ñî-
õðàíåíèå ñòðóêòóðû ïîäïðîñòðàíñòâà ñâÿçàíî è ñ èíâàðèàíòíûìè ïîäïðîñòðàíñòâàìè
îòîáðàæåíèé. Íàëè÷èå èíâàðèàíòíîãî ïîäïðîñòðàíñòâà ó ðàóíäîâîé ôóíêöèè SP-ñåòè
(ó÷èòûâàÿ ïðèáàâëåíèå ðàóíäîâîãî êëþ÷à) ìîæåò áûòü èñïîëüçîâàíî â àòàêå [6]. Íåîá-
õîäèìûì óñëîâèåì íàëè÷èÿ òàêîãî ïîäïðîñòðàíñòâà ÿâëÿåòñÿ ñîõðàíåíèå ñòðóêòóðû
îïðåäåë¼ííûõ ïîäïðîñòðàíñòâ å¼ S-áëîêàìè. Â [7] ïðåäëîæåíî îáîáùåíèå äàííîé àòàêè
(ñì. òàêæå èññëåäîâàíèÿ, íàïðàâëåííûå íà ïîñòðîåíèå íåîáõîäèìûõ ìíîæåñòâ, íà÷è-
íàÿ ñ S-áëîêîâ [8, 9]). Â äàííîì êîíòåêñòå èíòåðåñíû S-áëîêè, ðàçðóøàþùèå ñòðóêòó-
ðó êàê ìîæíî áîëüøåãî ÷èñëà ïîäïðîñòðàíñòâ. Äîêàæåì àñèìïòîòè÷åñêèå îöåíêè äëÿ
ìîùíîñòåé ìíîæåñòâ P3

n, P⩾3
n è P⩾4

n .
Ïóñòü 3 ⩽ k ⩽ n− 1. Ââåä¼ì îáîçíà÷åíèÿ

ρn,k =

22n−2k

(
n

k

)2

2(
2n

2k

) , σn,k =
n−1∑
i=k

ρn,i,

ãäå

(
2n

2k

)
è

(
n

k

)
2

� áèíîìèàëüíûå è 2-áèíîìèàëüíûå (ãàóññîâû) êîýôôèöèåíòû ñîîò-

âåòñòâåííî. Íàïðèìåð,

ρn,3 = ρ
2n(2n − 1)(2n − 2)(2n − 4)

(2n − 3)(2n − 5)(2n − 6)(2n − 7)
, ãäå ρ =

5

224
.

Ïîñëåäîâàòåëüíîñòè ρn,k è σn,k îáëàäàþò ñëåäóþùèì ñâîéñòâîì:

Óòâåðæäåíèå 1. Çàôèêñèðóåì k ⩾ 3. Òîãäà ïîñëåäîâàòåëüíîñòè ρn,k è σn,k, n =
= k + 1, k + 2, k + 3, . . ., ìîíîòîííî óáûâàþò, ïðè ýòîì

lim
n→∞

ρn,k = lim
n→∞

σn,k =

{
ρ, åñëè k = 3,

0, åñëè k ⩾ 4.

Â òàáë. 1 ïðèâåäåíû îêðóãë¼ííûå çíà÷åíèÿ ρn,3, σn,3 è σn,4 ïðè 4 ⩽ n ⩽ 12. Çàìåòèì,
÷òî ρ ≈ 0,0223214285714286.

Ïåðåéä¼ì ê îöåíêàì ìîùíîñòåé ìíîæåñòâ Pkn è P⩾k
n . Â [1] äîêàçàíî, ÷òî P⩾3

n íåïó-
ñòî. Áîëåå òîãî, èç äîêàçàòåëüñòâà [1, òåîðåìà 2.1] ìîæíî çàêëþ÷èòü, ÷òî ñïðàâåäëèâû
ñëåäóþùèå îöåíêè.
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Òà á ë è ö à 1
Îêðóãë¼ííûå çíà÷åíèÿ ρn,3, σn,3 è σn,4 äëÿ 4 ⩽ n ⩽ 12

n ρn,3 σn,3 σn,4

4 0,0699300699300699 0,0699300699300699 �
5 0,0365458296492779 0,0365522248005155 6,3951512375906990·10−6

6 0,0281384877529501 0,0281385016330859 1,3880135807123695·10−8

7 0,0249785705552490 0,0249785706508960 9,5647023517238220·10−11

8 0,0235940660426061 0,0235940660436301 1,0240104891952223·10−12

9 0,0229445264556499 0,0229445264556632 1,3335844188797633·10−14

10 0,0226297620233199 0,0226297620233201 1,9054283870459533·10−16

11 0,0224748023114524 0,0224748023114524 2,8481291963864860·10−18

12 0,0223979185358598 0,0223979185358598 4,3530671380777510·10−20

Òåîðåìà 1. Ïóñòü 3 ⩽ k ⩽ n− 1. Òîãäà

|Pkn| ⩾ (1− ρn,k)|Pn|, |P⩾k
n | ⩾ (1− σn,k)|Pn|.

Çàìåòèì, ÷òî ÷èñëà ρn,k è σn,k èìåþò è áîëåå âàæíîå çíà÷åíèå: ýòî ñðåäíåå êîëè÷åñòâî
àôôèííûõ ïîäïðîñòðàíñòâ Fn2 ðàçìåðíîñòè k (ðàçìåðíîñòè îò k äî n−1), ñîõðàíÿåìûõ
ôóíêöèåé èç Pn.

Óòâåðæäåíèå 2. Ñðåäíåå êîëè÷åñòâî àôôèííûõ ïîäïðîñòðàíñòâ Fn2 ðàçìåðíî-
ñòè k, ñòðóêòóðó êîòîðûõ ñîõðàíÿåò ïîäñòàíîâêà íà Fn2 , ðàâíî ρn,k, ò. å.

ρn,k =
1

|Pn|
∑
π∈Pn

|Lk(π)| è σn,k =
1

|Pn|
∑
π∈Pn

n−1∑
i=k

|Li(π)|.

Íàïîìíèì, ÷òî |Pn| = 2n!, è îöåíèì àñèìïòîòèêó |Pkn| è |P⩾k
n |.

Ñëåäñòâèå 1. Ïî÷òè âñå π ∈ Pn ðàçðóøàþò ñòðóêòóðó âñåõ ïîäïðîñòðàíñòâ Fn2
ðàçìåðíîñòè îò 4 äî n− 1, ò. å. |P⩾4

n | = 2n!− o(2n!) è |Pn \ P⩾4
n | = o(2n!).

Òåîðåìà 2. Ñïðàâåäëèâî

−o(1) ⩽ |P
⩾3
n |
2n!

− (1− ρ) ⩽ ρ2

2
+ o(1).

Äàííûå íåðàâåíñòâà âåðíû è äëÿ |P3
n|.

Ìîæíî îöåíèòü è êîëè÷åñòâî ôóíêöèé, ñîõðàíÿþùèõ ñòðóêòóðó ðîâíî îäíîãî ïîä-
ïðîñòðàíñòâà ðàçìåðíîñòè 3.

Ñëåäñòâèå 2. Êîëè÷åñòâî π ∈ P⩾4
n c |L3(π)| = 1 íå ìåíåå ÷åì ρ(1− ρ)2n! + o(2n!).

Òàêèì îáðàçîì, ñ âûñîêîé âåðîÿòíîñòüþ ñëó÷àéíî âûáðàííàÿ ôóíêöèÿ èç Pn ðàç-
ðóøàåò ñòðóêòóðó âñåõ ïîäïðîñòðàíñòâ ðàçìåðíîñòè îò 3 äî n− 1. Å¼ ìîæíî îöåíèòü
ñ ïîìîùüþ òåîðåìû 1 è çíà÷åíèé σn,3 èç òàáë. 1. Íàïðèìåð, îíà ïðåâûøàåò 93, 96 è 97%
ïðè n = 4, 5 è n ⩾ 6 ñîîòâåòñòâåííî. Â òî æå âðåìÿ èñïîëüçóåìûå â øèôðàõ S-áëîêè
îáû÷íî íåëüçÿ îòíåñòè ê ñëó÷àéíûì ïîäñòàíîâêàì èç-çà íàêëàäûâàåìûõ íà íèõ êðèï-
òîãðàôè÷åñêèõ ñâîéñòâ. Çíà÷åíèÿ |Lk(S)| äëÿ èçâåñòíûõ S-áëîêîâ èç P8 ïðèâåäåíû
â òàáë. 2. Çàìåòèì, ÷òî ñðåäíåå çíà÷åíèå |L2(π)| äëÿ π ∈ P8 ðàâíî ïðèìåðíî 2731.
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Òà á ë è ö à 2
Çíà÷åíèÿ |Lk(S)| äëÿ S-áëîêîâ èç P8

S-áëîê |L2(S)| |L3(S)| |L4(S)| |L5(S)| |L6(S)| |L7(S)|
AES/ARIA/Camellia/SM4/ 85 0 17 0 0 0

CLEFIA S1/SNOW 3G S1/ZUC S1 85 0 17 0 0 0
Fantomas 6444 79 0 0 0 0

FLY 5968 576 16 0 0 0
Fox (8× 8) 4854 225 3 0 0 0
Kuznechik 1953 0 2 0 0 0
Scream 3104 228 6 0 0 0
iScream 5472 466 2 5 0 0
SKINNY S8 22688 3648 320 24 0 0
SNOW 3G S2 2570 2 1 0 0 0

ZUC S0 3360 100 0 0 0 0
Zorro 2691 4 0 0 0 0
Anubis 2590 0 0 0 0 0
BelT 1666 0 0 0 0 0

Enocoro 2767 0 0 0 0 0
Iceberg 2669 0 0 0 0 0
Khazad 2768 0 0 0 0 0

Skipjack 2469 0 0 0 0 0
Turing 2617 0 0 0 0 0

Whirlpool 2579 0 0 0 0 0
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ÕÀÐÀÊÒÅÐÈÇÀÖÈß ÎÁÎÁÙ�ÍÍÛÕ ÁÅÍÒ-ÔÓÍÊÖÈÉ
ÀËÃÅÁÐÀÈ×ÅÑÊÎÉ ÑÒÅÏÅÍÈ 1

À.Â. Êóöåíêî

Áåíò-ôóíêöèè âèäà Fn2 → Zq, ãäå q ⩾ 2�íàòóðàëüíîå ÷èñëî, íàçûâàþòñÿ îáîá-
ù¼ííûìè áåíò-ôóíêöèÿìè. Îáîáù¼ííûå áåíò-ôóíêöèè, äëÿ êîòîðûõ ìîæíî îïðå-
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äåëèòü äóàëüíóþ áåíò-ôóíêöèþ, íàçûâàþòñÿ ðåãóëÿðíûìè. Èññëåäóþòñÿ îáîá-
ù¼ííûå áåíò-ôóíêöèè, àëãåáðàè÷åñêàÿ ñòåïåíü êîòîðûõ ðàâíà 1. Ïîëó÷åíû íåîá-
õîäèìûå è äîñòàòî÷íûå óñëîâèÿ òîãî, ÷òî îáîáù¼ííàÿ áóëåâà ôóíêöèÿ àëãåáðà-
è÷åñêîé ñòåïåíè 1 ÿâëÿåòñÿ áåíò-ôóíêöèåé. Èññëåäîâàíû óñëîâèÿ, ïðè êîòîðûõ
ôóíêöèÿ áóäåò ðåãóëÿðíîé, à òàêæå ñëàáî ðåãóëÿðíîé. Äëÿ ñëó÷àÿ q = 2k ïîëó-
÷åíî îïèñàíèå êîìïîíåíòíûõ áóëåâûõ ôóíêöèé îáîáù¼ííîé áåíò-ôóíêöèè àëãåá-
ðàè÷åñêîé ñòåïåíè 1, èç êîòîðîãî ñëåäóåò, ÷òî äâå èç íèõ, èìåþùèå íàèáîëüøèé
èíäåêñ, ÿâëÿþòñÿ êâàäðàòè÷íûìè, à îñòàëüíûå� ïîñòîÿííûìè.

Êëþ÷åâûå ñëîâà: îáîáù¼ííàÿ áåíò-ôóíêöèÿ, ðåãóëÿðíàÿ áåíò-ôóíêöèÿ, àô-

ôèííàÿ ôóíêöèÿ, êîìïîíåíòíàÿ áóëåâà ôóíêöèÿ.

×åðåç Fn2 îáîçíà÷èì ëèíåéíîå ïðîñòðàíñòâî âñåõ äâîè÷íûõ âåêòîðîâ äëèíû n íàä

ïîëåì F2. Äëÿ êàæäîé ïàðû x, y ∈ Fn2 ÷åðåç ⟨x, y⟩ îáîçíà÷àåòñÿ çíà÷åíèå
n⊕
i=1

xiyi. Ïóñòü

q�íàòóðàëüíîå ÷èñëî; îáîáù¼ííîé áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ íàçûâàåòñÿ
îòîáðàæåíèå âèäà Fn2 → Zq, ãäå q ⩾ 3. Ïðè q = 2 ôóíêöèÿ íàçûâàåòñÿ áóëåâîé. Ìíî-
æåñòâî âñåõ îáîáù¼ííûõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ îáîçíà÷èì GF qn. Êàæäàÿ
îáîáù¼ííàÿ áóëåâà ôóíêöèÿ f ∈ GF qn åäèíñòâåííûì îáðàçîì ïðåäñòàâèìà â âèäå ìíî-
ãî÷ëåíà ñòåïåíè íå âûøå n íàä êîëüöîì Zq �ìíîãî÷ëåíà Æåãàëêèíà (àëãåáðàè÷åñêîé
íîðìàëüíîé ôîðìû, ÀÍÔ):

f (x1, x2, . . . , xn) =
n∑
k=1

∑
1⩽i1<i2<...<ik⩽n

ai1i2...ikxi1xi2 . . . xik + a0,

ãäå a0, ai1i2...ik ∈ Zq äëÿ âñåõ (i1i2 . . . ik). Àëãåáðàè÷åñêîé ñòåïåíüþ ôóíêöèè f ∈ GF qn
íàçûâàåòñÿ ìàêñèìàëüíàÿ èç ñòåïåíåé îäíî÷ëåíîâ, âõîäÿùèõ â å¼ ìíîãî÷ëåí Æåãàë-
êèíà ñ íåíóëåâûìè êîýôôèöèåíòàìè.

Ïðåîáðàçîâàíèåì Óîëøà�Àäàìàðà ôóíêöèè f ∈ GF qn íàçûâàåòñÿ ôóíêöèÿ
Hf : Fn2 → C, çàäàííàÿ ðàâåíñòâîì

Hf (y) =
∑
x∈Fn

2

ωf(x)(−1)⟨x,y⟩, y ∈ Fn2 ,

ãäå ω = e2πi/q. Ôóíêöèÿ f ∈ GF qn íàçûâàåòñÿ îáîáù¼ííîé áåíò-ôóíêöèåé, åñëè
|Hf (y)| = 2n/2 äëÿ êàæäîãî y ∈ Fn2 [1]. Ìíîæåñòâî îáîáù¼ííûõ áåíò-ôóíêöèé îáî-

çíà÷àåòñÿ ÷åðåç GBqn. Ïóñòü f ∈ GBqn, òîãäà åñëè ñóùåñòâóåò ôóíêöèÿ f̃ ∈ GF qn, òàêàÿ,
÷òîHf (y) = ωf̃(y)2n/2, òî áåíò-ôóíêöèÿ f íàçûâàåòñÿ ðåãóëÿðíîé, à ôóíêöèÿ f̃ �äóàëü-
íîé ê f . Äóàëüíàÿ ôóíêöèÿ òàêæå ÿâëÿåòñÿ ðåãóëÿðíîé îáîáù¼ííîé áåíò-ôóíêöèåé.

Åñëè ñóùåñòâóåò ôóíêöèÿ f̃ ∈ GF qn, òàêàÿ, ÷òî Hf (y) = ζωf̃(y)2n/2, ãäå ζ ∈ C è |ζ| = 1,
òî áåíò-ôóíêöèÿ f íàçûâàåòñÿ ñëàáî ðåãóëÿðíîé. Ðåãóëÿðíàÿ áåíò-ôóíêöèÿ f , äëÿ êî-
òîðîé ñïðàâåäëèâî f = f̃ , íàçûâàåòñÿ ñàìîäóàëüíîé îáîáù¼ííîé áåíò-ôóíêöèåé. Åñëè
f(x) = f̃(x) + q/2 äëÿ ëþáîãî x ∈ Fn2 , òî f íàçûâàåòñÿ àíòèñàìîäóàëüíîé îáîáù¼ííîé
áåíò-ôóíêöèåé.

Èçâåñòíû íåñêîëüêî ïîäõîäîâ ê îáîáùåíèþ áåíò-ôóíêöèé. Ôóíêöèè, îòâå÷àþùèå
äàííîìó âûøå îïðåäåëåíèþ, èññëåäîâàëèñü âî ìíîãèõ ðàáîòàõ (ñì., íàïðèìåð, [2�4]).
Îáçîð ðàçëè÷íûõ îáîáùåíèé áåíò-ôóíêöèé, à òàêæå ñâÿçàííûõ ñ íèìè ñâîéñòâ ìîæíî
íàéòè â [5, 6].

Â íàñòîÿùåé ðàáîòå èññëåäóþòñÿ ñòðóêòóðíûå ñâîéñòâà îáîáù¼ííûõ áåíò-ôóíêöèé
àëãåáðàè÷åñêîé ñòåïåíè 1, òî åñòü ôóíêöèé âèäà

f (x1, x2, . . . , xn) =
n∑
j=1

λjxj + λ0, x ∈ Fn2 , λ0, λ1, . . . , λn ∈ Zq.
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Êàê èçâåñòíî, áóëåâà áåíò-ôóíêöèÿ (êàê ñëåäñòâèå � è ñàìîäóàëüíàÿ áóëåâà áåíò-
ôóíêöèÿ) íå ìîæåò áûòü àôôèííîé, òî åñòü å¼ àëãåáðàè÷åñêàÿ ñòåïåíü íå ìîæåò áûòü
ìåíüøå 2. Â ðàáîòå [3] èññëåäîâàí âîïðîñ ñóùåñòâîâàíèÿ îáîáù¼ííûõ áåíò-ôóíêöèé
ñòåïåíè 1 è äîêàçàíî, ÷òî äëÿ ñëó÷àÿ, êîãäà q êðàòíî 4, òàêèå ôóíêöèè âñåãäà ñó-
ùåñòâóþò. Â [7] ïîêàçàíî, ÷òî åñëè äëÿ íåêîòîðîãî íàòóðàëüíîãî n è ÷¼òíîãî q ⩾ 2
îáîáù¼ííàÿ áåíò-ôóíêöèÿ îò n ïåðåìåííûõ ñóùåñòâóåò, òî îíà íå ìîæåò áûòü ñàìî-
äóàëüíîé. Ñëåäóþùèé ðåçóëüòàò õàðàêòåðèçóåò âîçìîæíûå çíà÷åíèÿ êîýôôèöèåíòîâ
ìíîãî÷ëåíà Æåãàëêèíà îáîáù¼ííûõ áåíò-ôóíêöèé ñòåïåíè 1:

Òåîðåìà 1. Ôóíêöèÿ f ∈ GF qn ñòåïåíè 1 ÿâëÿåòñÿ îáîáù¼ííîé áåíò-ôóíêöèåé,
åñëè è òîëüêî åñëè q ≡ 0 (mod 4) è λj ∈ {q/4, 3q/4} äëÿ âñåõ j = 1, 2, . . . , n.

Òàêèì îáðàçîì, óñëîâèå q ≡ 0 (mod 4) ÿâëÿåòñÿ íåîáõîäèìûì äëÿ ñóùåñòâîâàíèÿ
ðàññìàòðèâàåìûõ ôóíêöèé, ïîýòîìó äàëåå áóäåì ïîëàãàòü, ÷òî ïàðàìåòð q óäîâëåòâî-
ðÿåò äàííîìó óñëîâèþ.

Ñëåäóþùàÿ òåîðåìà õàðàêòåðèçóåò óñëîâèÿ, ïðè êîòîðûõ ôóíêöèÿ áóäåò ðåãóëÿð-
íîé (ñëàáî ðåãóëÿðíîé), è äà¼ò îïèñàíèå äóàëüíîé ê íåé ôóíêöèè:

Òåîðåìà 2. Ôóíêöèÿ f ∈ GBqn ñòåïåíè 1 ÿâëÿåòñÿ ðåãóëÿðíîé òîãäà è òîëüêî
òîãäà, êîãäà âûïîëíåíî ïî êðàéíåé ìåðå îäíî èç óñëîâèé:

1) n�÷¼òíîå ÷èñëî;
2) q ≡ 0 (mod 8).

Å¼ äóàëüíàÿ ôóíêöèÿ â ýòîì ñëó÷àå èìååò âèä

f̃(x) =
n∑
j=1

(q − λj)xj +
(
λ0 +

3q

4
n+

3

2

n∑
k=1

λk

)
.

Åñëè n�íå÷¼òíîå ÷èñëî, à q ≡ 4 (mod 8), òî ôóíêöèÿ ÿâëÿåòñÿ ñëàáî ðåãóëÿðíîé è

Hf (y) = ζω

n∑
j=1

(q−λj)yj+(λ0+3qn/4)

2n/2,

ãäå ζ = exp

(
3πi

q

n∑
k=1

λk

)
.

Ïîëîæèì 2k−1 < q ⩽ 2k. Èçâåñòíî [2], ÷òî ñ êàæäîé ôóíêöèåé f ∈ GF qn ìîæíî
åäèíñòâåííûì îáðàçîì àññîöèèðîâàòü íàáîð èç k êîìïîíåíòíûõ áóëåâûõ ôóíêöèé
a0(x), a1(x), . . . , ak−1(x) îò n ïåðåìåííûõ òàêèõ, ÷òî

f(x) = a0(x) + 2a1(x) + . . .+ 2k−1ak−1(x), x ∈ Fn2 .

Óòâåðæäåíèå 1. Äëÿ êàæäîé ôóíêöèè f ∈ GBqn ñòåïåíè 1 ñïðàâåäëèâî:

f(x) = λ0 +
q

4

n⊕
j=1

xj +
q

2

(
n⊕
h=1

bhxh ⊕
⊕

1⩽r<s⩽n
xrxs

)
, x ∈ Fn2 ,

f̃(x) = λ̃0 +
q

4

n⊕
j=1

xj +
q

2

(
n⊕
l=1

xl ⊕
n⊕
h=1

bhxh ⊕
⊕

1⩽r<s⩽n
xrxs

)
, x ∈ Fn2 ,

ãäå bj =
2λj
q
− 1

2
ïðè j = 1, 2, . . . , n è λ̃0 = λ0 +

3q

4
+

3

2

n∑
k=1

λk.

Òàêèì îáðàçîì, â ñëó÷àå q = 2k êîìïîíåíòíûå ôóíêöèè ak−2(x), ak−1(x) ÿâëÿþòñÿ
êâàäðàòè÷íûìè áåíò-ôóíêöèÿìè, à îñòàëüíûå� ïîñòîÿííûìè.
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ÎÁ ÎÄÍÎÉ ÊÎÍÑÒÐÓÊÖÈÈ
ÎÁÐÀÒÈÌÛÕ ÂÅÊÒÎÐÍÛÕ ÁÓËÅÂÛÕ ÔÓÍÊÖÈÉ

È.À. Ïàíêðàòîâà, Ï.Ð. Ãàð÷óêîâà

Ðàññìàòðèâàåòñÿ êîíñòðóêöèÿ âåêòîðíîé áóëåâîé ôóíêöèè, êîîðäèíàòû êîòîðîé
ïîëó÷àþòñÿ èç îäíîé áóëåâîé ôóíêöèè ñ ïîìîùüþ öèêëè÷åñêîãî ñäâèãà âåêòîðà
ïåðåìåííûõ. Ïðåäëîæåí àëãîðèòì ïîñòðîåíèÿ òàêîé ôóíêöèè, îáëàäàþùåé ñâîé-
ñòâîì îáðàòèìîñòè; äîêàçàíû åãî ïîëíîòà è êîððåêòíîñòü; ïîñ÷èòàíî êîëè÷åñòâî
äîñòàâëÿåìûõ èì ôóíêöèé, à òàêæå êîëè÷åñòâî îáðàòèìûõ ôóíêöèé â îáîáù¼í-
íîé êîíñòðóêöèè� êîãäà ê âåêòîðó ïåðåìåííûõ ïðèìåíÿåòñÿ ïðîèçâîëüíàÿ ïîë-
íîöèêëîâàÿ ïåðåñòàíîâêà.

Êëþ÷åâûå ñëîâà: âåêòîðíûå áóëåâû ôóíêöèè, îáðàòèìûå ôóíêöèè, öèêëè÷åñêè

ýêâèâàëåíòíûå âåêòîðû, ñëîâà Ëèíäîíà.

Îáðàòèìûå âåêòîðíûå áóëåâû ôóíêöèè èñïîëüçóþòñÿ âî ìíîãèõ êðèïòîñèñòåìàõ, â
÷àñòíîñòè â êðèïòîñèñòåìàõ ñ ôóíêöèîíàëüíûìè êëþ÷àìè [1�3]. Òðåáîâàíèå ê ôóíê-
öèè êàê êëþ÷ó êðèïòîñèñòåìû� ýòî âîçìîæíîñòü å¼ êîìïàêòíîãî çàäàíèÿ. Îäèí èç
ñïîñîáîâ äîñòèæåíèÿ ýòîé öåëè� ýòî ïîñòðîåíèå êîîðäèíàòíûõ ôóíêöèé íà îñíîâå
ïðåîáðàçîâàíèé îäíîé áóëåâîé ôóíêöèè.

Â [4] ïðåäëîæåíà ñëåäóþùàÿ êîíñòðóêöèÿ ôóíêöèè G : Fn2 → Fn2 :

G(x) =
(
f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))

)
, (1)

ãäå f(x)� áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ; π(i) = i mod n + 1�öèêëè÷åñêèé ñäâèã
âåêòîðà ïåðåìåííûõ âëåâî íà 1.

Â äàííîé ðàáîòå èçó÷àåòñÿ îáðàòèìîñòü ôóíêöèè âèäà (1).
Íàçîâ¼ì äâà âåêòîðà x, y ∈ Fn2 öèêëè÷åñêè ýêâèâàëåíòíûìè, åñëè x = y ≪ k äëÿ

íåêîòîðîãî k ∈ N∪{0}, ãäå≪ k� îïåðàöèÿ öèêëè÷åñêîãî ñäâèãà âëåâî íà k ðàçðÿäîâ.
Îáîçíà÷èì ÷åðåç [a] ñìåæíûé êëàññ ýêâèâàëåíòíîñòè, ñîäåðæàùèé ýëåìåíò a ∈ Fn2 ;
M �ìíîæåñòâî ìèíèìàëüíûõ (â ëåêñèêîãðàôè÷åñêîì ïîðÿäêå) ïðåäñòàâèòåëåé èç
âñåõ êëàññîâ; |X|�ìîùíîñòü ìíîæåñòâà X.
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Ïðåäëàãàåòñÿ àëãîðèòì 1 ïîñòðîåíèÿ ôóíêöèé G è f , òàêèõ, ÷òî G îáðàòèìà.

Àëãîðèòì 1
1: Ðàçáèòü Fn2 íà êëàññû öèêëè÷åñêè ýêâèâàëåíòíûõ âåêòîðîâ.
2: Íà ìíîæåñòâå ìèíèìàëüíûõ ïðåäñòàâèòåëåé M ïîñòðîèòü áèåêöèþ h, òàêóþ, ÷òî∣∣[h(a)]∣∣ = ∣∣[a]∣∣ äëÿ âñåõ a ∈M .
3: Äëÿ âñåõ a ∈M :

âûáðàòü ka, 0 ⩽ ka <
∣∣[a]∣∣, è ïîëîæèòü q(a) = h(a)≪ ka.

4: Äëÿ âñåõ a ∈M :
5: Äëÿ âñåõ j = 0, . . . ,

∣∣[a]∣∣− 1:
ïîëîæèòü G(a≪ j) = q(a)≪ j.

6: Ïîëîæèòü f ðàâíîé ïåðâîé êîîðäèíàòå ôóíêöèè G.

Óòâåðæäåíèå 1 (ïîëíîòà è êîððåêòíîñòü àëãîðèòìà 1).

1) Ôóíêöèÿ G, ïîñòðîåííàÿ àëãîðèòìîì 1, îáðàòèìà:

∀x, y ∈ Fn2
(
G(x) = G(y)⇒ x = y

)
.

2) Ëþáóþ îáðàòèìóþ ôóíêöèþ âèäà (1) ìîæíî ïîëó÷èòü ñ ïîìîùüþ àëãîðèòìà 1.

Äîêàçàòåëüñòâî.

1) Ïóñòü x = a ≪ i, y = b ≪ j äëÿ íåêîòîðûõ a, b ∈ M , 0 ⩽ i <
∣∣[a]∣∣, 0 ⩽ j <

∣∣[b]∣∣.
Ïî ïîñòðîåíèþ

G(x) = (q(a)≪ i) ∈ [h(a)], G(y) = (q(b)≪ j) ∈ [h(b)].

Òîãäà èç G(x) = G(y) ñëåäóåò a = b, ïîñêîëüêó êëàññû [h(a)] è [h(b)] íå ïåðåñåêàþòñÿ
ââèäó áèåêòèâíîñòè h. Íî èç óñëîâèÿ q(a)≪ i = q(a)≪ j ïîëó÷àåì, ÷òî i = j, òàê êàê
i, j <

∣∣[a]∣∣ = ∣∣[h(a)]∣∣ = ∣∣[q(a)]∣∣. Çíà÷èò, x = y.
2) Ïóñòü G : Fn2 → Fn2 � îáðàòèìàÿ ôóíêöèÿ âèäà (1): G = (g0, . . . , gn−1), ãäå

∀x ∈ Fn2 ∀i ∈ {0, . . . , n− 1} gi(x) = g0(x≪ i). (2)

Èç (2) ïîëó÷àåì

G(x≪ i) = (gi(x), . . . , gn−1(x), g0(x), . . . , gi−1(x)) = G(x)≪ i; (3)

èç îáðàòèìîñòè G ñëåäóåò, ÷òî
∣∣[x]∣∣ = ∣∣[G(x)]∣∣ äëÿ âñåõ x ∈ Fn2 . Ïîñòðîèì îòîáðàæåíèå

q :M → Fn2 , q : a 7→ G(a),

òîãäà G(a≪ j) = q(a)≪ j äëÿ âñåõ a ∈M , j ∈
{
0, . . . ,

∣∣[a]∣∣}; îòîáðàæåíèå
h :M →M, h : a 7→ min[G(a)]

ÿâëÿåòñÿ áèåêöèåé, ïðè÷¼ì
∣∣[a]∣∣ = ∣∣[h(a)]∣∣; êîîðäèíàòà g0 ôóíêöèè G ñîâïàäàåò ñ ôóíê-

öèåé f íà âûõîäå àëãîðèòìà 1 ïðè òàêîì âûáîðå h è q.
Óòâåðæäåíèå 1 äîêàçàíî.

Íà îñíîâå àëãîðèòìà 1 ïîñ÷èòàíî êîëè÷åñòâî t(n) îáðàòèìûõ ôóíêöèé âèäà (1).
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Óòâåðæäåíèå 2. Èìååò ìåñòî

t(n) =
∏
d|n
p(d)! dp(d), (4)

ãäå p(d)�êîëè÷åñòâî êëàññîâ ìîùíîñòè d öèêëè÷åñêè ýêâèâàëåíòíûõ áóëåâûõ âåêòî-
ðîâ äëèíû n.

Äîêàçàòåëüñòâî. Çàìåòèì, ÷òî ìîùíîñòè êëàññîâ [x], x ∈ Fn2 , ÿâëÿþòñÿ äåëè-
òåëÿìè n; ñ äðóãîé ñòîðîíû, äëÿ êàæäîãî d

∣∣n ñóùåñòâóåò âåêòîð a ∈ Fn2 , òàêîé, ÷òî∣∣[a]∣∣ = d (íàïðèìåð, a = ((0)d−11)n/d, ãäå äëÿ ëþáûõ áóëåâà âåêòîðà x è k ∈ N ÷åðåç
(x)k îáîçíà÷åíà êîíêàòåíàöèÿ k ýêçåìïëÿðîâ âåêòîðà x). Òîãäà êîëè÷åñòâî áèåêöèé h
ñ óñëîâèåì

∣∣[h(a)]∣∣ = ∣∣[a]∣∣ ðàâíî ∏
d|n
p(d)!.

Äëÿ êàæäîé òàêîé áèåêöèè h äëÿ êàæäîãî èç p(d) êëàññîâ
∣∣[a]∣∣ ìîùíîñòè d ìîæåì

âûáðàòü d çíà÷åíèé ñäâèãà ka (ïðè âñÿêîì íîâîì âûáîðå, î÷åâèäíî, ãåíåðèðóþòñÿ
íîâûå ôóíêöèè); â ðåçóëüòàòå ïîëó÷àåì ôîðìóëó (4).

Âûâåäåì òåïåðü ôîðìóëó âû÷èñëåíèÿ p(d); çàìåòèì: p(d)� ýòî êîëè÷åñòâî äâîè÷-
íûõ ñëîâ Ëèíäîíà [5] äëèíû d, ò. å. âåêòîðîâ, íå ïîëó÷àþùèõñÿ äðóã èç äðóãà ñ ïî-
ìîùüþ öèêëè÷åñêîãî ñäâèãà è íå èìåþùèõ ïåðèîäà ìåíüøå d; ýêâèâàëåíòíîå îïðå-
äåëåíèå � âåêòîðîâ, êîòîðûå ñòðîãî ìåíüøå (â ëåêñèêîãðàôè÷åñêîì ïîðÿäêå) ëþáîãî
ñâîåãî íåïóñòîãî ñóôôèêñà (ïîñëåäîâàòåëüíîñòü A001037 â ýíöèêëîïåäèè äâîè÷íûõ
ïîñëåäîâàòåëüíîñòåé [6]):

p(d) =
1

d

∑
k|d
µ(d/k)2k. (5)

Çäåñü µ(x)�ôóíêöèÿ Ì¼áèóñà [7]:

µ(x) =


1, åñëè x = 1,

(−1)k, åñëè x � ïðîèçâåäåíèå k ðàçëè÷íûõ ïðîñòûõ,

0 èíà÷å.

Ôîðìóëà (5) âûâîäèòñÿ èç òîãî, ÷òî îáùåå êîëè÷åñòâî äâîè÷íûõ âåêòîðîâ äëèíû n
ðàâíî

2n =
∑
d|n
dp(d),

ñ ïîìîùüþ îáðàùåíèÿ Ì¼áèóñà [8, òåîðåìà 3.24]: åñëè f è g� àðèôìåòè÷åñêèå ôóíê-
öèè, òî

g(n) =
∑
d|n
f(d) ⇔ f(n) =

∑
d|n
µ(n/d)g(d).

Çíà÷åíèÿ µ(n), p(n) è t(n) äëÿ n = 1, . . . , 6 ïðèâåäåíû â òàáëèöå; çàìåòèì, ÷òî
ñ ðîñòîì n äîëÿ ôóíêöèé âèäà (1) ñðåäè âñåõ 2n! ïîäñòàíîâîê íà Fn2 ñòðåìèòñÿ ê íóëþ.

Çíà÷åíèÿ p(d) ñîâïàäàþò ñ êîëè÷åñòâîì ðàçëè÷íûõ íåïðèâîäèìûõ íàä F2 ìíîãî÷ëå-
íîâ ñòåïåíè d [9, Remark 15.11, ñ. 267], à t(n)� ñ êîëè÷åñòâîì ïåðåñòàíîâî÷íûõ ìíîãî-
÷ëåíîâ [10] íàä ïîëåì F2n , êîýôôèöèåíòû êîòîðûõ ëåæàò â F2 [11, Theorem 2, Corollary]
(ïîñëåäîâàòåëüíîñòü A326932 [12]), õîòÿ êîýôôèöèåíòû ìíîãî÷ëåíîâ íàä F2n , çàäàþ-
ùèõ ïåðåñòàíîâêó G âèäà (1), íå îáÿçàòåëüíî ëåæàò â F2; ¾ãëóáèííóþ¿ ñâÿçü ìåæäó
ýòèìè îáúåêòàìè åù¼ ïðåäñòîèò âûÿñíèòü.
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n µ(n) p(n) t(n)
1 1 2 2
2 −1 1 4
3 −1 2 36
4 0 3 1536
5 −1 6 22 500 000
6 1 9 263 303 591 362 560

Ïîñòðîèòü ìíîæåñòâî M ìèíèìàëüíûõ ïðåäñòàâèòåëåé êëàññîâ öèêëè÷åñêè ýê-
âèâàëåíòíûõ âåêòîðîâ äëèíû n ìîæíî ñëåäóþùèì ñïîñîáîì (|w|�äëèíà âåêòîðà
w ∈ Fn2 ):

1) ñ ïîìîùüþ àëãîðèòìà Äþâàëÿ [13] íàéòè ìíîæåñòâî L âñåõ äâîè÷íûõ ñëîâ Ëèí-
äîíà äëèíû íå áîëüøå n (àëãîðèòì 2);

2) äëÿ êàæäîãî w ∈ L, òàêîãî, ÷òî |w| = d
∣∣n, ïîñòðîèòü ñëîâî a ∈M êàê êîíêàòå-

íàöèþ n/d ýêçåìïëÿðîâ ñëîâà w: a = (w)n/d. Ïîïóòíî èìååò ñìûñë çàïîìíèòü
çíà÷åíèå

∣∣[a]∣∣ = d.

Àëãîðèòì 2. Ïåðå÷èñëåíèå äâîè÷íûõ ñëîâ Ëèíäîíà äëèíû íå áîëåå n

1: w1 := 0, i := 1.
2: Ïîêà wi ̸= 1:
3: wi+1 := next(wi); i := i+ 1.

4: ÏÐÎÖÅÄÓÐÀ next(w)
5: Ïîñòðîèòü ñëîâî z=(w)[n/|w|]w′ äëèíû n, ãäå w′ �ïðåôèêñ ñëîâà w äëèíû n mod |w|;
6: åñëè ïîñëåäíèé ñèìâîë â z ðàâåí 0, òî çàìåíèòü åãî íà 1; èíà÷å çàìåíèòü â z
ñóôôèêñ âèäà 011 . . . 1 íà 1.

7: Âåðíóòü z.

Â ðàáîòå [14] ïðåäëîæåíî ñëåäóþùåå îáîáùåíèå êîíñòðóêöèè (1): â êà÷åñòâå π ðàñ-
ñìàòðèâàòü ëþáóþ ïåðåñòàíîâêó ïåðåìåííûõ, à íå òîëüêî öèêëè÷åñêèé ñäâèã; áóäåì
îáîçíà÷àòü ýòó êîíñòðóêöèþ (1′) è äëÿ óêàçàíèÿ èñïîëüçóåìîé ïåðåñòàíîâêè äîáàâèì
â îáîçíà÷åíèå ôóíêöèè èíäåêñ π:

Gπ(x) =
(
f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))

)
.

Â [14] äîêàçàíî, ÷òî äëÿ îáðàòèìîñòè ôóíêöèè G â ýòîì ñëó÷àå π äîëæíà áûòü ïîë-
íîöèêëîâîé.

Óòâåðæäåíèå 3. Êîëè÷åñòâî îáðàòèìûõ ôóíêöèé âèäà (1′) ðàâíî t(n)(n− 1)!.

Äîêàçàòåëüñòâî. Êîëè÷åñòâî ïîëíîöèêëîâûõ ïîäñòàíîâîê π ñòåïåíè n ðàâíî
(n− 1)!; íàäî äîêàçàòü, ÷òî ïðè ðàçíûõ ïîäñòàíîâêàõ ïîëó÷àþòñÿ ðàçíûå ôóíêöèè.

Äëÿ êîíñòðóêöèè (1′) èìååò ìåñòî àíàëîã ðàâåíñòâà (3):

Gπ(π
i(x)) = Gπ(x)≪ i.

Ïóñòü Gπ1 ≡ Gπ2 äëÿ íåêîòîðûõ π1, π2. Òîãäà äëÿ âñåõ x ∈ Fn2 èìååò ìåñòî

Gπ1(x) = Gπ2(x) ⇒ Gπ1(π1(x)) = Gπ2(π2(x)) ⇒ π1(x) = π2(x)

(ïîñëåäíÿÿ èìïëèêàöèÿ âåðíà â ñèëó îáðàòèìîñòè ôóíêöèè), à ýòî âîçìîæíî òîëüêî
ïðè π1 = π2.
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Â äàëüíåéøåì ïðåäñòîèò ðàññìîòðåòü ðàçëè÷íûå ñïîñîáû çàäàíèÿ è âû÷èñëåíèÿ
ôóíêöèè G, çàâèñèìîñòü å¼ êðèïòîãðàôè÷åñêèõ ñâîéñòâ îò âûáîðà f è π, öåëåñîîáðàç-
íîñòü îáúÿâëåíèÿ ïåðåñòàíîâêè π ÷àñòüþ êëþ÷à è äð. Â ÷àñòíîñòè, äëÿ âû÷èñëåíèÿ
çíà÷åíèÿ G(x) ìîæåò áûòü ïîëåçåí àëãîðèòì íàõîæäåíèÿ ìèíèìàëüíîãî ïðåäñòàâèòå-
ëÿ â êëàññå ýêâèâàëåíòíîñòè [x] [15].

Àâòîðû áëàãîäàðÿò Ê.Ä. Öàðåãîðîäöåâà, êîòîðûé çàìåòèë ñîâïàäåíèå çíà÷å-
íèé t(n) ñ ýëåìåíòàìè ïîñëåäîâàòåëüíîñòè A326932 è ëþáåçíî ïîäåëèëñÿ ñâîèì íà-
áëþäåíèåì; ýòî ïîçâîëèëî ñôîðìóëèðîâàòü è äîêàçàòü óòâåðæäåíèå 2.
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ÊÐÈÏÒÎÀÍÀËÈÒÈ×ÅÑÊÀß ÎÁÐÀÒÈÌÎÑÒÜ
ÔÓÍÊÖÈÉ ÒÐ�Õ ÀÐÃÓÌÅÍÒÎÂ

È.À. Ïàíêðàòîâà, À.Ä. Ñîðîêîóìîâà

Ïðåäëîæåíû òåñòû êðèïòîàíàëèòè÷åñêîé îáðàòèìîñòè äëÿ ôóíêöèé îò òð¼õ àð-
ãóìåíòîâ. Ñôîðìóëèðîâàíû àëãîðèòìû ïîñòðîåíèÿ ôóíêöèè âîññòàíîâëåíèÿ è
ãåíåðàöèè îáðàòèìûõ ôóíêöèé.

Êëþ÷åâûå ñëîâà: îáðàòèìîñòü ôóíêöèè ïî ïåðåìåííîé, êðèïòîàíàëèòè÷åñêàÿ
îáðàòèìîñòü, òåñò îáðàòèìîñòè, ôóíêöèÿ âîññòàíîâëåíèÿ.
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Ïîíÿòèå êðèïòîàíàëèòè÷åñêîé îáðàòèìîñòè ôóíêöèè ââåäåíî Ã.Ï. Àãèáàëîâûì
â [1, 2] êàê îáîáùåíèå, ñ îäíîé ñòîðîíû, ïîíÿòèÿ ¾îáû÷íîé¿ îáðàòèìîñòè ôóíêöèè,
ñ äðóãîé � êðèïòîàíàëèòè÷åñêîé îáðàòèìîñòè êîíå÷íîãî àâòîìàòà [3].

Îïðåäåëåíèå 1 [2]. Ôóíêöèÿ g(x1, . . . , xn) îáðàòèìà ïî ïåðåìåííîé xk, k ∈
∈ {1, . . . , n}, òèïà K1 . . . Kn, ãäå Ki ∈ {∃, ∀}, i = 1, . . . , n, è Kk = ∀, åñëè ñóùåñòâóåò
ôóíêöèÿ âîññòàíîâëåíèÿ f , òàêàÿ, ÷òî âåðíà ôîðìóëà

K1x1 . . . Knxn
(
f(g(x1, . . . , xn)) = xk

)
.

Åñëè ôóíêöèÿ îáðàòèìà ïî âñåì ïåðåìåííûì òèïà ∀∀ . . . ∀, òî îíà îáðàòèìà â êëàñ-
ñè÷åñêîì ñìûñëå. Ïîíÿòèå îáðàòèìîñòè ôóíêöèè ïî ïåðåìåííîé xi òîãî æå òèïà ñîâ-
ïàäàåò ñ ïîíÿòèåì èíúåêòèâíîñòè ôóíêöèè ïî ïåðåìåííîé xi [4, ñ. 31].

Ïóñòü, íàïðèìåð, X �ìíîæåñòâî îòêðûòûõ òåêñòîâ; K �ìíîæåñòâî êëþ÷åé; Y �
ìíîæåñòâî øèôðòåêñòîâ. Òîãäà ôóíêöèÿ øèôðîâàíèÿ g : K × X → Y äîëæíà áûòü
èíúåêòèâíà ïî âòîðîé ïåðåìåííîé (äëÿ êàæäîãî êëþ÷à k ∈ K ïî çíà÷åíèþ g(k, x)
îäíîçíà÷íî âîññòàíàâëèâàåòñÿ îòêðûòûé òåêñò x ∈ X). Èíúåêòèâíîñòü ôóíêöèè g ïî
ïåðâîé ïåðåìåííîé íåîáÿçàòåëüíà, äîïóñêàåòñÿ ñóùåñòâîâàíèå ýêâèâàëåíòíûõ êëþ÷åé.

Çàìåíà â òèïå îáðàòèìîñòè êâàíòîðà âñåîáùíîñòè íà êâàíòîð ñóùåñòâîâàíèÿ
¾îñëàáëÿåò¿ òðåáîâàíèÿ ê ôóíêöèè øèôðîâàíèÿ; íàïðèìåð, äëÿ ðàññûëêè ñîîáùåíèé
â ñåòè ñ ìíîæåñòâîì àáîíåíòîâ ìîæíî èñïîëüçîâàòü ôóíêöèþ øèôðîâàíèÿ, îáðàòè-
ìóþ òèïà ∃∀ ïî âòîðîé ïåðåìåííîé: ñîîáùåíèå ðàñøèôðîâûâàåòñÿ îäíîçíà÷íî íå äëÿ
âñåõ êëþ÷åé, à äëÿ íåêîòîðûõ (â èäåàëå � äëÿ îäíîãî, òîëüêî äëÿ êëþ÷à àäðåñàòà).

Äëÿ êàæäîãî òèïà îáðàòèìîñòè âîçíèêàþò ñëåäóþùèå çàäà÷è:

1) ðàçðàáîòêà òåñòà îáðàòèìîñòè;
2) ðàçðàáîòêà àëãîðèòìà ïîñòðîåíèÿ ôóíêöèè âîññòàíîâëåíèÿ;
3) ðàçðàáîòêà àëãîðèòìà ãåíåðàöèè îáðàòèìîé ôóíêöèè.

Â [5] ýòè çàäà÷è ðåøåíû äëÿ ñëó÷àÿ n = 2, â äàííîé ðàáîòå � äëÿ n = 3. Îòìåòèì,
÷òî â îïðåäåëåíèè îáðàòèìîñòè êîíå÷íîãî àâòîìàòà [3] èñïîëüçóþòñÿ òðè êâàíòîðà.

Áóäåì ðàññìàòðèâàòü ôóíêöèè âèäà

g : D1 ×D2 ×D3 → D,

ãäå D1, D2, D3, D�ïðîèçâîëüíûå ìíîæåñòâà. Íåêîòîðûå èç òèïîâ îáðàòèìîñòè ïðè
n = 3 ñâîäÿòñÿ ê ñëó÷àþ n = 2; ââèäó êîììóòàòèâíîñòè îäíîèì¼ííûõ êâàíòîðîâ íå
âñåãäà íóæíî îòäåëüíî ðàññìàòðèâàòü îáðàòèìîñòü ïî ðàçíûì ïåðåìåííûì. Âñå òèïû
îáðàòèìîñòè äëÿ n = 3 ïåðå÷èñëåíû â òàáëèöå.

Òèï îáðàòèìîñòè Ïî ïåðåìåííûì Ýêâ. òèï äëÿ n = 2
∀∀∀ x1 ∀∀
∀∀∃ x1 −
∀∃∀ x1, x3 −
∀∃∃ x1 ∀∃
∃∀∀ x2 −
∃∀∃ x2 −
∃∃∀ x3 ∃∀

Ïîÿñíèì ïåðâóþ ñòðîêó òàáëèöû, äëÿ îñòàëüíûõ ðàññóæäåíèÿ àíàëîãè÷íû. Ñëå-
äóþùèå êâàíòîðíûå ïðèñòàâêè ýêâèâàëåíòíû:

∀x1 ∈ D1∀x2 ∈ D2∀x3 ∈ D3 ≃ ∀x2 ∈ D2∀x1 ∈ D1∀x3 ∈ D3 ≃
≃ ∀x3 ∈ D3∀x1 ∈ D1∀x2 ∈ D2 ≃ ∀x1 ∈ D1∀(x2, x3) ∈ D2 ×D3,
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ïîýòîìó, âî-ïåðâûõ, íåò ñìûñëà ðàññìàòðèâàòü îòäåëüíî îáðàòèìîñòè ïî ïåðåìåííûì
x1, x2 è x3, à âî-âòîðûõ, çàäà÷à ñâîäèòñÿ ê îáðàòèìîñòè òèïà ∀∀ äëÿ ôóíêöèè äâóõ
ïåðåìåííûõ g(x, y), ãäå x ∈ D1, y ∈ D2 ×D3.

Îáðàòèìîñòü òèïà ∀∀∃ ïî ïåðåìåííîé x1
Ôóíêöèÿ g(x1, x2, x3) ÿâëÿåòñÿ îáðàòèìîé òèïà ∀∀∃ ïî ïåðåìåííîé x1, åñëè

∃f∀x1∀x2∃x3
(
f(g(x1, x2, x3)) = x1

)
.

Óòâåðæäåíèå 1. Ôóíêöèÿ g : D1×D2×D3 → D îáðàòèìà òèïà ∀∀∃ ïî ïåðåìåí-
íîé x1, åñëè è òîëüêî åñëè ñóùåñòâóåò îòîáðàæåíèå φ : D1 × D2 → D3, äëÿ êîòîðîãî
âûïîëíåíî óñëîâèå

∀a, c ∈ D1 ∀b, d ∈ D2

(
a ̸= c ⇒ g(a, b, φ(a, b)) ̸= g(c, d, φ(c, d))

)
. (1)

Ôóíêöèÿ âîññòàíîâëåíèÿ f : D → D1 ñòðîèòñÿ ñëåäóþùèì îáðàçîì:

1) f(g(a, b, φ(a, b))) = a äëÿ âñåõ a ∈ D1, b ∈ D2;
2) f(x) ðàâíà ëþáîìó çíà÷åíèþ èç D1 äëÿ òåõ x ∈ D, çíà÷åíèÿ íà êîòîðûõ íå

îïðåäåëåíû íà øàãå 1.

Ôóíêöèîíàëüíîñòü îòíîøåíèÿ f ñëåäóåò èç óñëîâèÿ (1).
Ñïîñîá ãåíåðàöèè îáðàòèìîé ôóíêöèè g : D1×D2×D3 → D îïèñàí â àëãîðèòìå 1.

Àëãîðèòì 1. Ãåíåðàöèÿ ôóíêöèè, îáðàòèìîé òèïà ∀∀∃ ïî ïåðåìåííîé x1
1: Ïîñòðîèòü ïðîèçâîëüíîå ðàçáèåíèå ìíîæåñòâà D íà êëàññû Ha, a ∈ D1.
2: Äëÿ âñåõ a ∈ D1:
3: Äëÿ âñåõ b ∈ D2:
4: âûáðàòü c ∈ D3, z ∈ Ha;
5: ïîëîæèòü g(a, b, c) := z;
6: äëÿ âñåõ x3 ∈ D3 \ {c} âûáðàòü â êà÷åñòâå g(a, b, x3) ïðîèçâîëüíîå çíà÷åíèå

y ∈ D.

Äîêàçàíû ïîëíîòà è êîððåêòíîñòü àëãîðèòìà 1. Àëãîðèòìû ãåíåðàöèè ôóíêöèé
äðóãèõ òèïîâ îáðàòèìîñòè àíàëîãè÷íû è çäåñü íå ïðèâîäÿòñÿ.

Îáðàòèìîñòü òèïà ∀∃∀ ïî ïåðåìåííîé x1
Ôóíêöèÿ g(x1, x2, x3) îáðàòèìà òèïà ∀∃∀ ïî ïåðåìåííîé x1, åñëè

∃f∀x1∃x2∀x3
(
f(g(x1, x2, x3)) = x1

)
.

Óòâåðæäåíèå 2. Ôóíêöèÿ g : D1 × D2 × D3 → D îáðàòèìà òèïà ∀∃∀ ïî ïåðå-
ìåííîé x1, åñëè è òîëüêî åñëè ñóùåñòâóåò îòîáðàæåíèå φ : D1 → D2, äëÿ êîòîðîãî
âûïîëíåíî óñëîâèå

∀a, c ∈ D1 ∀b, d ∈ D3

(
a ̸= c ⇒ g(a, φ(a), b) ̸= g(c, φ(c), d)

)
.

Ôóíêöèÿ âîññòàíîâëåíèÿ f : D → D1 ñòðîèòñÿ ñëåäóþùèì îáðàçîì:

1) f(g(a, φ(a), b)) = a äëÿ âñåõ a ∈ D1, b ∈ D3;
2) f(x) ðàâíà ëþáîìó çíà÷åíèþ èç D1 äëÿ òåõ x ∈ D, çíà÷åíèÿ íà êîòîðûõ íå

îïðåäåëåíû íà øàãå 1.
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Îáðàòèìîñòü òèïà ∀∃∀ ïî ïåðåìåííîé x3
Ôóíêöèÿ g(x1, x2, x3) îáðàòèìà òèïà ∀∃∀ ïî ïåðåìåííîé x3, åñëè

∃f∀x1∃x2∀x3
(
f(g(x1, x2, x3)) = x3

)
.

Óòâåðæäåíèå 3. Ôóíêöèÿ g:D1×D2×D3→D îáðàòèìà òèïà ∀∃∀ ïî ïåðåìåí-
íîé x3, åñëè è òîëüêî åñëè ñóùåñòâóåò îòîáðàæåíèå φ : D1 → D2, äëÿ êîòîðîãî âûïîë-
íåíî óñëîâèå

∀a, c ∈ D1 ∀b, d ∈ D3

(
b ̸= d ⇒ g(a, φ(a), b) ̸= g(c, φ(c), d)

)
.

Ôóíêöèÿ âîññòàíîâëåíèÿ f : D → D3 ñòðîèòñÿ ñëåäóþùèì îáðàçîì:

1) f(g(a, φ(a), b)) = b äëÿ âñåõ a ∈ D1, b ∈ D3;
2) f(x) ðàâíà ëþáîìó çíà÷åíèþ èç D3 äëÿ òåõ x ∈ D, çíà÷åíèÿ íà êîòîðûõ íå

îïðåäåëåíû íà øàãå 1.

Îáðàòèìîñòü òèïà ∃∀∀ ïî ïåðåìåííîé x2
Ôóíêöèÿ g(x1, x2, x3) îáðàòèìà òèïà ∃∀∀ ïî ïåðåìåííîé x2, åñëè

∃f∃x1∀x2∀x3
(
f(g(x1, x2, x3)) = x2

)
.

Óòâåðæäåíèå 4. Ôóíêöèÿ g : D1×D2×D3 → D îáðàòèìà òèïà ∃∀∀ ïî ïåðåìåí-
íîé x2, åñëè è òîëüêî åñëè ñóùåñòâóåò òàêîå çíà÷åíèå a ∈ D1, äëÿ êîòîðîãî âûïîëíåíî
óñëîâèå

∀b, d ∈ D2 ∀y, z ∈ D3

(
b ̸= d ⇒ g(a, b, y) ̸= g(a, d, z)

)
. (2)

Ôóíêöèÿ âîññòàíîâëåíèÿ f : D → D2 ñòðîèòñÿ ñëåäóþùèì îáðàçîì:

1) f(g(a, b, c)) = b äëÿ a∈D1, óäîâëåòâîðÿþùåãî óñëîâèþ (2), è âñåõ b∈D2, c∈D3;
2) f(x) ðàâíà ëþáîìó çíà÷åíèþ èç D2 äëÿ òåõ x ∈ D, çíà÷åíèÿ íà êîòîðûõ íå

îïðåäåëåíû íà øàãå 1.

Îáðàòèìîñòü òèïà ∃∀∃ ïî ïåðåìåííîé x2
Ôóíêöèÿ g(x1, x2, x3) îáðàòèìà òèïà ∃∀∃ ïî ïåðåìåííîé x2, åñëè

∃f∃x1∀x2∃x3
(
f(g(x1, x2, x3)) = x2

)
.

Óòâåðæäåíèå 5. Ôóíêöèÿ g : D1 × D2 × D3 → D îáðàòèìà òèïà ∃∀∃ ïî ïå-
ðåìåííîé x2, åñëè è òîëüêî åñëè ñóùåñòâóþò òàêèå çíà÷åíèå a ∈ D1 è îòîáðàæåíèå
φ : D2 → D3, äëÿ êîòîðûõ âûïîëíåíî óñëîâèå

∀b, d ∈ D2

(
b ̸= d ⇒ g(a, b, φ(b)) ̸= g(a, d, φ(d))

)
. (3)

Ôóíêöèÿ âîññòàíîâëåíèÿ f : D → D2 ñòðîèòñÿ ñëåäóþùèì îáðàçîì:

1) f(g(a, b, φ(b))) = b äëÿ a ∈ D1, óäîâëåòâîðÿþùåãî óñëîâèþ (3), è âñåõ b ∈ D2;
2) f(x) ðàâíà ëþáîìó çíà÷åíèþ èç D2 äëÿ òåõ x ∈ D, çíà÷åíèÿ íà êîòîðûõ íå

îïðåäåëåíû íà øàãå 1.

Ââèäó îáùåçíà÷èìîñòè ïðåäèêàòà ∀x ∀y P (x, y) ⇒ ∀x∃y P (x, y) (ïðè íåïóñòîé îá-
ëàñòè îïðåäåëåíèÿ ïåðåìåííîé y) ôóíêöèÿ, îáðàòèìàÿ òèïà ∃∀∀ ïî ïåðåìåííîé x2,
îáðàòèìà òèïà ∃∀∃ ïî òîé æå ïåðåìåííîé. Îáðàòíîå â îáùåì ñëó÷àå íåâåðíî.



48 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Îòêðûòûå âîïðîñû
1) Ïðåäëîæåííûå òåñòû îáðàòèìîñòè íå êîíñòðóêòèâíû, òàê êàê òðåáóþò ïðîâåðêè

ñóùåñòâîâàíèÿ ïîäõîäÿùèõ çíà÷åíèé a ∈ D1 è/èëè îòîáðàæåíèé φ. Íóæíî ðàçðàáî-
òàòü àëãîðèòìû ïîèñêà (ïîñòðîåíèÿ) òàêèõ çíà÷åíèé è îòîáðàæåíèé.

2) Èíòåðåñíî ïîäñ÷èòàòü (èëè õîòÿ áû îöåíèòü) êîëè÷åñòâî îáðàòèìûõ ôóíêöèé
ðàçëè÷íûõ òèïîâ. Çàäà÷à íå êàæåòñÿ òðèâèàëüíîé, ïîñêîëüêó ïðè ðàçíîì âûáîðå ïà-
ðàìåòðîâ àëãîðèòìû ãåíåðàöèè ìîãóò âûäàâàòü îäíè è òå æå îáðàòèìûå ôóíêöèè.

Ïîëíîå èçëîæåíèå ðåçóëüòàòîâ (ñî âñåìè àëãîðèòìàìè, äîêàçàòåëüñòâàìè è ïðèìå-
ðàìè) ïëàíèðóåòñÿ îïóáëèêîâàòü â æóðíàëå ¾Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà¿.
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ÂÛÁÎÐÀ ÊÎÎÐÄÈÍÀÒÍÛÕ ÁÓËÅÂÛÕ ÔÓÍÊÖÈÉ1

È.Ñ. Õèëü÷óê

Èçó÷àåòñÿ ìíîæåñòâî áóëåâûõ ôóíêöèé îò ìàëîãî ÷èñëà ïåðåìåííûõ ñ îïòèìàëü-
íûìè ïîêàçàòåëÿìè àëãåáðàè÷åñêîé è êîððåëÿöèîííîé èììóííîñòè. Èññëåäóåòñÿ
âîçìîæíîñòü èñïîëüçîâàíèÿ äàííûõ ôóíêöèé â êà÷åñòâå êîîðäèíàòíûõ ôóíêöèé
S-áëîêà.

Êëþ÷åâûå ñëîâà: ñèììåòðè÷íîå øèôðîâàíèå, áóëåâû ôóíêöèè, âåêòîðíûå áó-

ëåâû ôóíêöèè, àëãåáðàè÷åñêàÿ èììóííîñòü, êîððåëÿöèîííàÿ èììóííîñòü.

Âåêòîðíûå áóëåâû ôóíêöèè, èëè S-áëîêè, ÿâëÿþòñÿ îñíîâíûìè íåëèíåéíûìè êîì-
ïîíåíòàìè ñèììåòðè÷íûõ øèôðîâ, èõ êðèïòîãðàôè÷åñêèå ñâîéñòâà îáåñïå÷èâàþò
ñòîéêîñòü øèôðà ê ðàçëè÷íûì âèäàì êðèïòîàíàëèçà. Èç-çà ñëîæíîñòè ïîëíîãî ïå-
ðåáîðà âñåãî ìíîæåñòâà âåêòîðíûõ áóëåâûõ ôóíêöèé äëÿ ïîèñêà îïòèìàëüíûõ ïî
êðèïòîãðàôè÷åñêèì êðèòåðèÿì ôóíêöèé èíòåðåñ ïðåäñòàâëÿåò ïîèñê ñïîñîáîâ êîí-
ñòðóèðîâàòü âåêòîðíûå ôóíêöèè ñ õîðîøèìè êðèïòîãðàôè÷åñêèìè ïàðàìåòðàìè íà
îñíîâå áóëåâûõ ôóíêöèé. Òàê, â 2016 ã. ïðè ðåøåíèè çàäàíèÿ Ìåæäóíàðîäíîé îëèìïè-
àäû ïî êðèïòîãðàôèè NSUCRYPTO À. Óäîâåíêî íàéäåíû âåêòîðíûå ôóíêöèè îò 5, 6
è 10 ïåðåìåííûõ ñ ìàêñèìàëüíîé êîìïîíåíòíîé àëãåáðàè÷åñêîé èììóííîñòüþ [1]. Ýòè
ôóíêöèè ïîëó÷åíû íà îñíîâå áóëåâûõ ôóíêöèé f îò n ïåðåìåííûõ ñ ìàêñèìàëüíîé

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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àëãåáðàè÷åñêîé èììóííîñòüþ è ïåðåñòàíîâêè π ñëåäóþùèì îáðàçîì:

F (x) = (f1(x), f2(x), . . . , fn(x)), (1)

ãäå fi(x) = f(πi−1(x)), i = 1, . . . , n. Â äàííîé ðàáîòå îñíîâíûì ðàññìàòðèâàåìûì
ñâîéñòâîì ÿâëÿåòñÿ êîìïîíåíòíàÿ àëãåáðàè÷åñêàÿ èììóííîñòü, ÿâëÿþùàÿñÿ îäíèì
èç îáîáùåíèé àëãåáðàè÷åñêîé èììóííîñòè íà ñëó÷àé âåêòîðíûõ áóëåâûõ ôóíêöèé.
Âûñîêàÿ àëãåáðàè÷åñêàÿ èììóííîñòü èñïîëüçóåìûõ â øèôðå áóëåâûõ ôóíêöèé îáåñ-
ïå÷èâàåò ñòîéêîñòü øèôðà ê àëãåáðàè÷åñêîìó êðèïòîàíàëèçó, ââåä¼ííîìó Í. Êóðòóà
â 2003 ã. [2]. Êîððåëÿöèîííàÿ èììóííîñòü èñïîëüçóåòñÿ â êà÷åñòâå âñïîìîãàòåëüíîãî
ñâîéñòâà äëÿ ñîêðàùåíèÿ ÷èñëà ðàññìàòðèâàåìûõ áóëåâûõ ôóíêöèé è ïîèñêà çàêîíî-
ìåðíîñòåé è èíòåðåñíûõ ñòðóêòóð, òàê êàê íàêëàäûâàåò îãðàíè÷åíèÿ íà ðàñïîëîæåíèå
íîñèòåëÿ áóëåâîé ôóíêöèè â áóëåâîì êóáå.

Îáîçíà÷èì ÷åðåç Z2 ìíîæåñòâî {0, 1}, òîãäà Zn2 � âåêòîðíîå ïðîñòðàíñòâî äâîè÷-
íûõ âåêòîðîâ äëèíû n. Áóëåâà ôóíêöèÿ f � ýòî ïðîèçâîëüíîå îòîáðàæåíèå èç Zn2 â Z2.
Âåñîì Õýììèíãà wt(f) áóëåâîé ôóíêöèè f íàçûâàåòñÿ ÷èñëî íåíóëåâûõ êîîðäèíàò
å¼ âåêòîðà çíà÷åíèé. Ôóíêöèÿ g íàçûâàåòñÿ àííóëÿòîðîì ôóíêöèè f , åñëè g íå ðàâ-
íà òîæäåñòâåííî íóëþ è f · g ≡ 0. Àëãåáðàè÷åñêàÿ èììóííîñòü AI(f) ôóíêöèè f �
ìèíèìàëüíàÿ èç ñòåïåíåé àííóëÿòîðîâ ôóíêöèé f è f ⊕ 1. Áóëåâà ôóíêöèÿ f îò n ïå-
ðåìåííûõ íàçûâàåòñÿ êîððåëÿöèîííî-èììóííîé ïîðÿäêà r, 1 ⩽ r ⩽ n, åñëè äëÿ ëþáîé
å¼ ïîäôóíêöèè fa1,...,ari1,...,ir

, ïîëó÷åííîé ôèêñàöèåé r ïåðåìåííûõ, âûïîëíÿåòñÿ ðàâåíñòâî

wt(fa1,...,ari1,...,ir
) = wt(f)/2r.

Ââåä¼ì îáîçíà÷åíèå äëÿ ìàêñèìàëüíîãî ïîðÿäêà êîððåëÿöèîííîé èììóííîñòè: CI(f) =
= max{m ∈ N : f �êîððåëÿöèîííî-èììóííàÿ ïîðÿäêà m}.

Âåêòîðíàÿ áóëåâà ôóíêöèÿ F �ïðîèçâîëüíîå îòîáðàæåíèå èç Zn2 â Zm2 . Å¼ ìîæ-
íî ðàññìàòðèâàòü êàê íàáîð èç m êîîðäèíàòíûõ ôóíêöèé îò n ïåðåìåííûõ: F (x) =
= (f1(x), f2(x), . . . , fm(x)). Â äàííîé ðàáîòå ðàññìàòðèâàåòñÿ òîëüêî ñëó÷àé m = n.
Êîìïîíåíòíîé ôóíêöèåé äëÿ F íàçûâàåòñÿ ëþáàÿ íåòðèâèàëüíàÿ ëèíåéíàÿ êîìáèíà-
öèÿ å¼ êîîðäèíàòíûõ ôóíêöèé v · F , ãäå v ∈ Zn2 , v ̸= 0. Êîìïîíåíòíàÿ àëãåáðàè÷åñêàÿ
èììóííîñòü âåêòîðíîé áóëåâîé ôóíêöèè�ìèíèìàëüíàÿ àëãåáðàè÷åñêàÿ èììóííîñòü
å¼ êîìïîíåíòíûõ ôóíêöèé. Èçâåñòíà îöåíêà ñâåðõó äëÿ àëãåáðàè÷åñêîé èììóííîñòè
áóëåâîé ôóíêöèè îò n ïåðåìåííûõ [2] è îöåíêà ñâåðõó íà êîìïîíåíòíóþ àëãåáðàè÷å-
ñêóþ èììóííîñòü âåêòîðíîé áóëåâîé ôóíêöèè [3]: AI(f),AIcomp(F ) ⩽ ⌈n/2⌉.

Êàê è â ðàáîòå [4], ðàññìîòðèì ìíîæåñòâî ôóíêöèé îò 4 ïåðåìåííûõ ñ AI(f) = 2
è CI(f) = 1. Òàêèõ ôóíêöèé 392, èç íèõ 96 èìåþò âåñ Õýììèíãà 6, 96� âåñ 10 è 200�
âåñ 8.

Ñ ïîìîùüþ íàïèñàííîé ïðîãðàììû èññëåäîâàíû âñåâîçìîæíûå ñî÷åòàíèÿ ôóíê-
öèé ñ âåñîì 6 â êà÷åñòâå êîîðäèíàòíûõ ôóíêöèé S-áëîêà è ïðîâåðåíà åãî êîìïîíåíòíàÿ
àëãåáðàè÷åñêàÿ èììóííîñòü. Èç 3 321 966 âîçìîæíûõ S-áëîêîâ ìàêñèìàëüíóþ êîìïî-
íåíòíóþ àëãåáðàè÷åñêóþ èììóííîñòü èìåþò 224 064 S-áëîêà. Êàæäàÿ èç 96 ôóíêöèé
èñïîëüçóåòñÿ â 9 336 S-áëîêàõ â êà÷åñòâå êîîðäèíàòíîé ôóíêöèè. Àíàëîãè÷íûå ðåçóëü-
òàòû ïîëó÷åíû è äëÿ ôóíêöèé âåñà 10.

Èññëåäîâàíà òàêæå âîçìîæíîñòü ïîñòðîåíèÿ âåêòîðíîé áóëåâîé ôóíêöèè âè-
äà (1), èìåþùåé ìàêñèìàëüíóþ êîìïîíåíòíóþ àëãåáðàè÷åñêóþ èììóííîñòü. Â ðàáîòå
Ä.À. Çþáèíîé, Í.Í. Òîêàðåâîé [5] ïîêàçàíî, ÷òî äëÿ ôóíêöèé îò ÷åòûð¼õ ïåðåìåííûõ
òîëüêî ïðè ïîëíîöèêëîâûõ ïåðåñòàíîâêàõ π ñóùåñòâóþò âåêòîðíûå áóëåâû ôóíêöèè,
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êîòîðûå ñîõðàíÿþò ìàêñèìàëüíóþ èììóííîñòü. Äëÿ êàæäîé ïîëíîöèêëîâîé ïåðåñòà-
íîâêè ñóùåñòâóåò 6 144 áóëåâûõ ôóíêöèé, òàêèõ, ÷òî ïîñòðîåííûå íà èõ îñíîâå âåê-
òîðíûå áóëåâû ôóíêöèè òàêæå èìåþò ìàêñèìàëüíî âîçìîæíóþ êîìïîíåíòíóþ àëãåá-
ðàè÷åñêóþ èììóííîñòü. Îäíàêî íè îäíà èç ðàññìàòðèâàåìûõ 392 ôóíêöèé íå ïîäîøëà
äëÿ ïîñòðîåíèÿ âåêòîðíîé áóëåâîé ôóíêöèè ñ ìàêñèìàëüíîé êîìïîíåíòíîé àëãåáðàè-
÷åñêîé èììóííîñòüþ ñ êàêîé-ëèáî èç ïåðåñòàíîâîê ïîëíîãî öèêëà.

Äëÿ öèêëè÷åñêîãî ñäâèãà âëåâî âîçìîæíî ïîñòðîèòü 10 852 S-áëîêa ñ îïòèìàëüíîé
êîìïîíåíòíîé àëãåáðàè÷åñêîé èììóííîñòüþ òàêèì ñïîñîáîì:

F (x) = (f1(x), f1(π(x)), f1(π
2(x)), f2(x)),

ãäå f1(x), f2(x)�ïðîèçâîëüíûå ôóíêöèè èç 392 ðàññìàòðèâàåìûõ, f1(x) ̸= f2(x).
Êîíñòðóêöèÿ (1) èçó÷àåòñÿ òàêæå â ðàáîòå [6], ãäå ïðèâåäåíû íåîáõîäèìûå óñëîâèÿ

íà ôóíêöèþ f è ïåðåñòàíîâêó π äëÿ ïîñòðîåíèÿ S-áëîêà, äîïóñêàþùåãî îäíîçíà÷íîå
ðàñøèôðîâàíèå. Èç 200 ðàññìàòðèâàåìûõ ôóíêöèé âåñà 8 íè îäíà íå ïîäîøëà â êà-
÷åñòâå êîîðäèíàòíîé ôóíêöèè äëÿ âçàèìíî-îäíîçíà÷íîé âåêòîðíîé áóëåâîé ôóíêöèè
ïðè èñïîëüçîâàíèè êàêîé-ëèáî ïåðåñòàíîâêè ïîëíîãî öèêëà íà ìíîæåñòâå èç ÷åòûð¼õ
ýëåìåíòîâ.
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Îïèñûâàþòñÿ àòàêè íà ïðîòîêîëû àóòåíòèôèöèðîâàííîé âûðàáîòêè îáùåãî êëþ-
÷à SIGMA, SIG-DH è TS3-1 ïðè íàëè÷èè ó íàðóøèòåëÿ âîçìîæíîñòè íàâÿçûâàíèÿ
ñâÿçàííûõ äîëãîâðåìåííûõ êëþ÷åé ÷åñòíûì ó÷àñòíèêàì ïðè èõ ðåãèñòðàöèè â ñå-
òè. Âàæíûì óñëîâèåì ðåàëèçóåìîñòè îïèñûâàåìûõ àòàê ÿâëÿåòñÿ íàëè÷èå ó ñõåì
ïîäïèñè, èñïîëüçóåìûõ â óêàçàííûõ ïðîòîêîëàõ, óÿçâèìîñòè ê àòàêå ñî ñâÿçàííû-
ìè êëþ÷àìè (ïðèìåðîì óÿçâèìîé ñõåìû ïîäïèñè ÿâëÿåòñÿ ñõåìà ECDSA). Â ðå-
çóëüòàòå êàæäîé èç òð¼õ îïèñûâàåìûõ àòàê ðåàëèçóåòñÿ óãðîçà ëîæíîé àóòåíòè-
ôèêàöèè. Àòàêè îòëè÷àþòñÿ èñïîëüçóåìûì íàáîðîì âîçìîæíîñòåé íàðóøèòåëÿ,
íåîáõîäèìîñòü êîòîðûõ âûçâàíà îñîáåííîñòÿìè êîíñòðóêöèè ïðîòîêîëîâ â ÷àñòè
ïîäïèñûâàåìûõ ñîîáùåíèé. Åñëè ïîäïèñûâàåòñÿ èäåíòèôèêàòîð èíèöèàòîðà, ïå-
ðåäàâàåìûé â ïåðâîì ñîîáùåíèè, òî äîïîëíèòåëüíî òðåáóåòñÿ âîçìîæíîñòü íàâÿ-
çûâàíèÿ ÷åñòíîìó ó÷àñòíèêó åãî èäåíòèôèêàòîðà ïðè ðåãèñòðàöèè â ñåòè. Åñëè
ïîäïèñûâàåòñÿ ýôåìåðíûé êëþ÷ îòâåò÷èêà, òî òðåáóåòñÿ âîçìîæíîñòü êîìïðîìå-
òàöèè áóäóùèõ îòêðûòûõ ýôåìåðíûõ êëþ÷åé.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôèÿ, êðèïòîãðàôè÷åñêèé ïðîòîêîë, ïðîòîêîë

àóòåíòèôèöèðîâàííîé âûðàáîòêè îáùåãî êëþ÷à, ñâÿçàííûå êëþ÷è, ñõåìà ïîä-

ïèñè.

Ââåäåíèå
Ïðîòîêîëîì àóòåíòèôèöèðîâàííîé âûðàáîòêè îáùåãî êëþ÷à (Authenticated Key

Establishment, AKE) ìåæäó ñòîðîíàìè A è B áóäåì íàçûâàòü êðèïòîãðàôè÷åñêèé
ïðîòîêîë ôîðìèðîâàíèÿ ýòèìè ñòîðîíàìè îáùåãî ñåêðåòíîãî êëþ÷à ïóò¼ì îáìåíà ñî-
îáùåíèÿìè ïî íåçàùèù¼ííîìó êàíàëó ñâÿçè, â ðåçóëüòàòå âûïîëíåíèÿ êîòîðîãî ñòî-
ðîíà A (B) óáåæäåíà â òîì, ÷òî ñôîðìèðîâàííûé îáùèé ñåêðåòíûé êëþ÷ íåèçâåñòåí
íèêîìó, êðîìå ñòîðîíû B (A). Òàêèå ïðîòîêîëû äîâîëüíî øèðîêî ðàñïðîñòðàíåíû è
èìåþò â îïðåäåë¼ííîé ñòåïåíè ñëîæèâøóþñÿ èñòîðèþ èçó÷åíèÿ; â ëèòåðàòóðå èçâåñòíî
áîëüøîå êîëè÷åñòâî ïðîòîêîëîâ (ñì., íàïðèìåð, ðàáîòó [1]), îáëàäàþùèõ ðàçëè÷íûìè
äîñòîèíñòâàìè è íåäîñòàòêàìè.

Ïðè àíàëèçå AKE-ïðîòîêîëîâ èñïîëüçóþòñÿ ðàçíûå ìîäåëè íàðóøèòåëÿ, îïðåäå-
ëÿåìûå îñîáåííîñòÿìè èñïîëüçîâàíèÿ ïðîòîêîëîâ. Ê êëàññè÷åñêèì âîçìîæíîñòÿì íà-
ðóøèòåëÿ îòíîñÿò âîçìîæíîñòè òàê íàçûâàåìîãî àêòèâíîãî íàðóøèòåëÿ â êàíàëå. Îä-
íàêî íà ïðàêòèêå ó íàðóøèòåëÿ çà÷àñòóþ âîçíèêàþò ðàñøèðåííûå âîçìîæíîñòè, íà-
ïðèìåð íàâÿçûâàíèå ñâÿçàííûõ êëþ÷åé [2].

Îòìåòèì, ÷òî íàëè÷èå ñâÿçàííûõ êëþ÷åé � èçâåñòíàÿ îñîáåííîñòü ìîäåëè íàðóøè-
òåëÿ, â êîòîðîé àíàëèçèðóþòñÿ êðèïòîãðàôè÷åñêèå ìåõàíèçìû, â òîì ÷èñëå àñèììåò-
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ðè÷íûå. Íàïðèìåð, â [3] ïðåäñòàâëåí îáçîð ðàçëè÷íûõ ìîäåëåé óãðîç è íàðóøèòåëÿ,
ó÷èòûâàþùèõ íàëè÷èå ñâÿçàííûõ êëþ÷åé ïîäïèñè, â [4] � îáçîð ðåçóëüòàòîâ àíàëèçà
(â òîì ÷èñëå àòàê) ðàñïðîñòðàí¼ííûõ ñõåì ïîäïèñè â äàííûõ ìîäåëÿõ.

Â íàñòîÿùåé ðàáîòå îïèñûâàþòñÿ àòàêè íà òðè AKE-ïðîòîêîëà â ìîäåëÿõ íàðóøè-
òåëÿ, îáëàäàþùåãî âîçìîæíîñòüþ íàâÿçûâàíèÿ ñâÿçàííûõ äîëãîâðåìåííûõ êëþ÷åé
ó÷àñòíèêîâ, ïðè èñïîëüçîâàíèè â ýòèõ ïðîòîêîëàõ ñõåì ïîäïèñè, óÿçâèìûõ ê àòàêå ñî
ñâÿçàííûìè êëþ÷àìè. Â öåëÿõ óäîáñòâà îïèñàíèå âñåõ ïðîòîêîëîâ ïðèâîäèòñÿ â ñîîò-
âåòñòâèè ñ ïðèíöèïàìè è îáîçíà÷åíèÿìè, èñïîëüçîâàííûìè â ðàáîòå [1].

1. Ðàññìàòðèâàåìûé êëàññ ïðîòîêîëîâ
Îáû÷íî ïðè îïèñàíèè êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ íå óêàçûâàþò êîíêðåòíûå

êðèïòîãðàôè÷åñêèå ïðèìèòèâû, êîòîðûå ïðåäëàãàåòñÿ èñïîëüçîâàòü, íî îãðàíè÷èâà-
þòñÿ óêàçàíèåì êëàññîâ ìåõàíèçìîâ (íàïðèìåð, ñõåìà ïîäïèñè èëè ñõåìà âûðàáîòêè
èìèòîâñòàâêè, à íå ECDSA èëè OMAC-AES). Ïðè ýòîì çà÷àñòóþ îò ýòèõ ìåõàíèç-
ìîâ òðåáóåòñÿ íàëè÷èå ¾ñòàíäàðòíûõ¿ êðèïòîãðàôè÷åñêèõ ñâîéñòâ. Îäíàêî ïîðîé äëÿ
îáåñïå÷åíèÿ ñòîéêîñòè ïðîòîêîëà òðåáóåòñÿ, ÷òîáû èñïîëüçóåìûå áàçîâûå ìåõàíèçìû
îáëàäàëè äîïîëíèòåëüíûìè ñâîéñòâàìè (íå îáëàäàëè ñîîòâåòñòâóþùèìè ñâîéñòâàìè-
óÿçâèìîñòÿìè).

Â íàñòîÿùåé ðàáîòå ðàññìàòðèâàåòñÿ ñëó÷àé èñïîëüçîâàíèÿ AKE-ïðîòîêîëàìè
ñõåì ïîäïèñè, êîòîðûå îáëàäàþò ñëåäóþùèì ñâîéñòâîì-óÿçâèìîñòüþ: ïî ñîîáùåíèþm
è çíà÷åíèþ ïîäïèñè, ñôîðìèðîâàííîìó äëÿ íåãî íà êëþ÷å sk, áåç çíàíèÿ êëþ÷à sk
ìîæíî ñôîðìèðîâàòü çíà÷åíèå ïîäïèñè äëÿ ëþáîãî ñîîáùåíèÿ m′, êîððåêòíîå îòíîñè-
òåëüíî êëþ÷à sk · δm,m′ , ãäå çíà÷åíèå ¾ñäâèãà¿ δm,m′ îäíîçíà÷íî îïðåäåëÿåòñÿ çíà÷åíè-
ÿìè m,m′. Ïðèìåðîì òàêîé ñõåìû ïîäïèñè ÿâëÿåòñÿ ñõåìà ECDSA (ñîîòâåòñòâóþùàÿ
àòàêà, ïðèìåíèìàÿ ê ñõåìå ECDSA, îïèñàíà â [5]).

2. Ìîäåëè óãðîç è íàðóøèòåëÿ
Ê êëàññè÷åñêèì óãðîçàì äëÿ AKE-ïðîòîêîëîâ ìîæíî îòíåñòè ëîæíóþ àóòåíòèôè-

êàöèþ, ïðè êîòîðîé íàðóøèòåëü îáëàäàåò íåêîòîðîé èíôîðìàöèåé î êëþ÷å, ïðè ýòîì
îäíà èç ñòîðîí óáåæäåíà â òîì, ÷òî êëþ÷ íåèçâåñòåí íèêîìó, êðîìå ó÷àñòíèêà-ïàðòí¼-
ðà. Âñå òðè îïèñûâàåìûõ àòàêè ïðèâîäÿò ê ðåàëèçàöèè íàðóøèòåëåì óãðîçû ëîæíîé
àóòåíòèôèêàöèè: íàðóøèòåëü, íå çíàÿ êëþ÷à ó÷àñòíèêà A, âûðàáàòûâàåò ñ ó÷àñòíè-
êîì B îáùèé ñåêðåòíûé êëþ÷, íî ïðè ýòîì ó÷àñòíèê B óâåðåí, ÷òî ýòîò ñåêðåòíûé
êëþ÷ îí âûðàáîòàë ñ ó÷àñòíèêîì A.

Äëÿ ðåàëèçàöèè àòàê íàðóøèòåëü èñïîëüçóåò ñëåäóþùèå âîçìîæíîñòè:

� êëàññè÷åñêèå âîçìîæíîñòè àêòèâíîãî íàðóøèòåëÿ â êàíàëå;
� âîçìîæíîñòü íàâÿçûâàíèÿ ñâÿçàííûõ êëþ÷åé ïðè ðåãèñòðàöèè ó÷àñòíèêîâ.

Îòìåòèì, ÷òî âîçìîæíîñòü íàâÿçûâàíèÿ ñâÿçàííûõ êëþ÷åé íå ïðåäïîëàãàåò íà-
ëè÷èÿ âîçìîæíîñòè ðåãèñòðàöèè íàðóøèòåëÿ â êà÷åñòâå ëåãèòèìíîãî ó÷àñòíèêà ñåòè;
îíà ïðåäïîëàãàåò âîçìîæíîñòü âûáîðà íàðóøèòåëåì òàêîãî ¾ñäâèãà¿ δ, ÷òî ó âíîâü ðå-
ãèñòðèðóåìîãî ÷åñòíîãî ó÷àñòíèêà äîëãîâðåìåííûé êëþ÷ áóäåò ðàâåí êëþ÷ó âûáèðàå-
ìîãî íàðóøèòåëåì ðàíåå çàðåãèñòðèðîâàííîãî ó÷àñòíèêà, óìíîæåííîìó íà çíà÷åíèå δ
(ïðè ýòîì ñàìè çíà÷åíèÿ êëþ÷åé íàðóøèòåëþ íåèçâåñòíû è, òåì áîëåå, íàðóøèòåëü
íå ìîæåò ñàìîñòîÿòåëüíî âûáèðàòü èõ).

Äëÿ ðåàëèçàöèè àòàêè íà ïðîòîêîë SIGMA íàðóøèòåëþ äîñòàòî÷íî óêàçàííûõ
âîçìîæíîñòåé. Îñîáåííîñòè æå ïðîòîêîëîâ TS3-1 è SIG-DH âûíóæäàþò èñïîëüçîâàòü
äîïîëíèòåëüíûå âîçìîæíîñòè:
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� âîçìîæíîñòü íàâÿçûâàíèÿ èäåíòèôèêàòîðà ó÷àñòíèêà ïðè ðåãèñòðàöèè (äëÿ àòàêè
íà ïðîòîêîë TS3-1);

� âîçìîæíîñòü êîìïðîìåòàöèè áóäóùèõ îòêðûòûõ ýôåìåðíûõ êëþ÷åé (äëÿ àòàêè íà
ïðîòîêîë SIG-DH).

3. Àòàêà íà ïðîòîêîë SIGMA
Îïèøåì àòàêó íà ïðîòîêîë SIGMA [6] (ðèñ. 1), èñïîëüçóþùèé óÿçâèìóþ ñõåìó ïîä-

ïèñè:

1) ïðîñëóøèâàÿ êàíàë âçàèìîäåéñòâèÿ ìåæäó ó÷àñòíèêàìè A è B, óçíàòü ýôåìåð-
íûå îòêðûòûå êëþ÷è EA, EB è çíà÷åíèå ïîäïèñè σA;

2) ïðîèçâîëüíûì îáðàçîì âûáðàòü ýôåìåðíóþ êëþ÷åâóþ ïàðó (eA′ , EA′);
3) îòïðàâèòü ó÷àñòíèêó B ïåðâîå ñîîáùåíèå ïðîòîêîëà (EA′);
4) ïîëó÷èâ îò ó÷àñòíèêà B âòîðîå ñîîáùåíèå ïðîòîêîëà, ñîäåðæàùåå E∗

B, ñôîðìè-
ðîâàòü:

à) çíà÷åíèå δ è çíà÷åíèå ïîäïèñè σA′ äëÿ ñîîáùåíèÿ (E∗
B, EA′), êîððåêòíîå

îòíîñèòåëüíî êëþ÷à sksA′ = sksA · δ;
á) êëþ÷è K, Ka ñ èñïîëüçîâàíèåì êëþ÷åé eA′ è E∗

B;
5) íàâÿçàòü ðåãèñòðàöèþ ó÷àñòíèêà A′ ñ êëþ÷îì sksA′ , íåèçâåñòíûì íàðóøèòåëþ;
6) ñôîðìèðîâàòü èìèòîâñòàâêó τA′ äëÿ èäåíòèôèêàòîðà A′;
7) îòïðàâèòü ó÷àñòíèêó B òðåòüå ñîîáùåíèå ïðîòîêîëà (A′, σA′ , τA′).

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA)
σB ← SigsksB (EA, EB)

K,Ka ← KDF(eA · EB) B,EB, σB, τB τB ← MACKa(B)

Verify σB, τB

σA ← SigsksA(EB, EA)

τA ← MACKa(A) A, σA, τA Verify σA, τA

return K return K

Ðèñ. 1. Ñõåìà ïðîòîêîëà SIGMA

Òàêèì îáðàçîì, íàðóøèòåëü ðåàëèçóåò óãðîçó ëîæíîé àóòåíòèôèêàöèè: íå çíàÿ
êëþ÷à sksA′ ó÷àñòíèêà A′, îí âû÷èñëÿåò êëþ÷, êîòîðûé âû÷èñëÿåò ñòîðîíà B, â òî æå
âðåìÿ ñòîðîíà B óâåðåíà, ÷òî ýòîò êëþ÷ ìîãëà âû÷èñëèòü òîëüêî ñòîðîíà A′, êîòîðàÿ
íå ïðèíèìàëà ó÷àñòèÿ â ïðîòîêîëå.

4. Àòàêà íà ïðîòîêîë TS3-1
Ðàññìîòðèì ìîäèôèöèðîâàííóþ âåðñèþ ïðîòîêîëà TS3 [7] (ðèñ. 2). Íàçâàíèå TS3-1

âçÿòî èç ðàáîòû [1]. Ïðèíöèïèàëüíûìè îòëè÷èÿìè äàííîãî ïðîòîêîëà îò ïðåäûäóùå-
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ãî ñ òî÷êè çðåíèÿ ðåàëèçàöèè ïîäîáíîé àòàêè ÿâëÿåòñÿ òî, ÷òî èäåíòèôèêàòîð ó÷àñò-
íèêà-èíèöèàòîðà ÿâëÿåòñÿ ÷àñòüþ ïîäïèñûâàåìîãî ñîîáùåíèÿ è ïåðåäà¼òñÿ â ïåðâîì
ñîîáùåíèè.

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P

σA ← SigsksA(A,B,EA)
A,EA, σA Verify σA

eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (B,A,EB)

K ← eA · EB K ← eB · EA
return K return K

Ðèñ. 2. Ñõåìà ïðîòîêîëà TS3-1

Óêàçàííûå îòëè÷èÿ íå ïîçâîëÿþò îñóùåñòâèòü àòàêó, ïîëíîñòüþ àíàëîãè÷íóþ îïè-
ñàííîé, ïî ñëåäóþùèì ïðè÷èíàì:

� ïîñêîëüêó èäåíòèôèêàòîð ó÷àñòíèêà-èíèöèàòîðà ÿâëÿåòñÿ ÷àñòüþ ïîäïèñûâàåìîãî
ñîîáùåíèÿ, òî çíà÷åíèå δ, êîòîðîå äîëæíî áûòü âûáðàíî äî ðåãèñòðàöèè, áóäåò
çàâèñåòü îò èäåíòèôèêàòîðà ó÷àñòíèêà, íàçíà÷àåìîãî ïðè ðåãèñòðàöèè;

� ïîñêîëüêó èäåíòèôèêàòîð ó÷àñòíèêà-èíèöèàòîðà ïåðåäà¼òñÿ â ïåðâîì ñîîáùåíèè,
òî ðåãèñòðàöèÿ íîâîãî ó÷àñòíèêà äîëæíà áûòü îñóùåñòâëåíà äî ïåðåäà÷è ïåðâîãî
ñîîáùåíèÿ ¾îò åãî èìåíè¿.

Òàê, äëÿ ðåàëèçàöèè àíàëîãè÷íîé àòàêè íà ïðîòîêîë TS3-1, èñïîëüçóþùèé óÿçâè-
ìóþ ñõåìó ïîäïèñè, íàðóøèòåëþ íåîáõîäèìà âîçìîæíîñòü íàâÿçûâàíèÿ èäåíòèôèêà-
òîðà ó÷àñòíèêà ïðè ðåãèñòðàöèè.

Äåéñòâèÿ íàðóøèòåëÿ îïèñûâàþòñÿ ñëåäóþùèì îáðàçîì:

1) ïðîñëóøèâàÿ êàíàë âçàèìîäåéñòâèÿ ìåæäó ó÷àñòíèêàìè A è B, óçíàòü ýôåìåð-
íûé îòêðûòûé êëþ÷ EA è çíà÷åíèå ïîäïèñè σA;

2) ïðîèçâîëüíûì îáðàçîì âûáðàòü èäåíòèôèêàòîð A′ è ýôåìåðíóþ êëþ÷åâóþ ïà-
ðó (eA′ , EA′);

3) íà îñíîâå çíà÷åíèé A, A′, B, EA è EA′ ñôîðìèðîâàòü çíà÷åíèå δ è çíà÷åíèå
ïîäïèñè σA′ äëÿ ñîîáùåíèÿ (A′, B,EA′), êîððåêòíîå îòíîñèòåëüíî êëþ÷à sksA′ =
= sksA · δ;

4) íàâÿçàòü ðåãèñòðàöèþ ó÷àñòíèêà ñ èäåíòèôèêàòîðîì A′ è êëþ÷îì sksA′ , íåèç-
âåñòíûì íàðóøèòåëþ;

5) îòïðàâèòü ó÷àñòíèêó B ïåðâîå ñîîáùåíèå ïðîòîêîëà (A′, EA′ , σA′);
6) ïîëó÷èâ îò ó÷àñòíèêà B âòîðîå ñîîáùåíèå ïðîòîêîëà, âû÷èñëèòü êëþ÷ K.

Òàêèì îáðàçîì, íàðóøèòåëü ðåàëèçóåò óãðîçó, ïîëíîñòüþ àíàëîãè÷íóþ ñëó÷àþ
ñ ïðîòîêîëîì SIGMA.
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5. Àòàêà íà ïðîòîêîë SIG-DH
Ðàññìîòðèì ïðîòîêîë SIG-DH [8] (ðèñ. 3). Äëÿ ïðîñòîòû áóäåì ñ÷èòàòü, ÷òî çíà÷å-

íèå sid ïóñòîå. Äàííûé ïðîòîêîë ñ òî÷êè çðåíèÿ ðåàëèçàöèè ïîäîáíîé àòàêè îòëè÷àåòñÿ
îò ïðåäûäóùåãî òåì, ÷òî îòêðûòûé ýôåìåðíûé êëþ÷ îòâåò÷èêà ÿâëÿåòñÿ ÷àñòüþ ïîä-
ïèñûâàåìîãî ñîîáùåíèÿ. Îòìåòèì, ÷òî òàêîé îñîáåííîñòüþ îáëàäàåò òàêæå ïðîòîêîë
SIGMA.

A : (sksA, pk
s
A) B : (sksB, pk

s
B)

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (B,EB, EA, A)

σA ← SigsksA(A,EA, EB, B) σA Verify σA

K ← eA · EB K ← eB · EA
return K return K

Ðèñ. 3. Ñõåìà ïðîòîêîëà SIG-DH

Ïîñêîëüêó îòêðûòûé ýôåìåðíûé êëþ÷ îòâåò÷èêà ÿâëÿåòñÿ ÷àñòüþ ïîäïèñûâàåìî-
ãî ñîîáùåíèÿ, òî çíà÷åíèå δ, êîòîðîå äîëæíî áûòü âûáðàíî äî ðåãèñòðàöèè íîâîãî
ó÷àñòíèêà, áóäåò çàâèñåòü îò äàííîãî ýôåìåðíîãî êëþ÷à, ïîëó÷àåìîãî â ðàìêàõ âû-
ïîëíåíèÿ ïðîòîêîëà. Òàê, äëÿ ðåàëèçàöèè àíàëîãè÷íîé àòàêè íà ïðîòîêîë SIG-DH,
èñïîëüçóþùèé óÿçâèìóþ ñõåìó ïîäïèñè, íàðóøèòåëþ íåîáõîäèìà âîçìîæíîñòü êîì-
ïðîìåòàöèè áóäóùèõ îòêðûòûõ ýôåìåðíûõ êëþ÷åé.

Ïðåäïîëîæèì, ÷òî ñòîðîíà B â öåëÿõ îïòèìèçàöèè ñâîåé ðàáîòû çàðàíåå ôîðìèðó-
åò ìàññèâ T êëþ÷åâûõ ïàð (e, e·P ). Òîãäà â íà÷àëå êàæäîãî íîâîãî âçàèìîäåéñòâèÿ îíà
íå ãåíåðèðóåò ýôåìåðíóþ êëþ÷åâóþ ïàðó, à áåð¼ò å¼ èç î÷åðåäíîãî ýëåìåíòà ìàññè-
âà T , ïîñëå ÷åãî óäàëÿåò èç íåãî òîëüêî ÷òî ïðî÷èòàííûå çíà÷åíèÿ. Íà ðèñ. 4 ïðèâåäåíî
ñêîððåêòèðîâàííîå ñ ó÷¼òîì ýòîãî ïðåäïîëîæåíèÿ îïèñàíèå ïðîòîêîëà SIG-DH.

Îïèøåì àòàêó íà ïðîòîêîë SIG-DH ñ ïðåäâû÷èñëåíèÿìè íà ñòîðîíå B, èñïîëüçó-
þùèé óÿçâèìóþ ñõåìó ïîäïèñè:

1) ïðîñëóøèâàÿ êàíàë âçàèìîäåéñòâèÿ ìåæäó ó÷àñòíèêàìè A è B, óçíàòü ýôåìåð-
íûå îòêðûòûå êëþ÷è EA, EB è çíà÷åíèå ïîäïèñè σA;

2) óçíàòü çíà÷åíèå ýëåìåíòà E∗
B = T [0, 1], êîòîðîå ó÷àñòíèê B áóäåò èñïîëüçîâàòü

â ñëåäóþùåì ñåàíñå ïðîòîêîëà;
3) ïðîèçâîëüíûì îáðàçîì âûáðàòü èäåíòèôèêàòîð A′ è ýôåìåðíóþ êëþ÷åâóþ ïà-

ðó (eA′ , EA′);
4) íà îñíîâå çíà÷åíèé A, A′, B, EA, EB, EA′ è E∗

B ñôîðìèðîâàòü çíà÷åíèå δ;
5) íàâÿçàòü ðåãèñòðàöèþ ó÷àñòíèêà ñ èäåíòèôèêàòîðîì A′ è êëþ÷îì sksA′ = sksA ·δ,

íåèçâåñòíûì íàðóøèòåëþ;
6) îòïðàâèòü ó÷àñòíèêó B ïåðâîå ñîîáùåíèå ïðîòîêîëà (A′, EA′);
7) ïîëó÷èâ îò ó÷àñòíèêà B âòîðîå ñîîáùåíèå ïðîòîêîëà, ñîäåðæàùåå E∗

B, ñôîðìè-
ðîâàòü:
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A : (sksA, pk
s
A) B : (sksB, pk

s
B)

eA
U←− Z∗

q

EA ← eA · P A,EA eB ← T [0, 0]

EB ← T [0, 1]

Verify σB
B,EB, σB σB ← SigsksB (B,EB, EA, A)

σA ← SigsksA(A,EA, EB, B) σA Verify σA

K ← eA · EB K ← eB · EA
return K return K

Ðèñ. 4. Ïðîòîêîë SIG-DH ñ ïðåäâû÷èñëåíèÿìè íà ñòîðîíå B

à) êëþ÷ K = eA′ · E∗
B;

á) çíà÷åíèå ïîäïèñè σA′ äëÿ ñîîáùåíèÿ (A′, EA′ , E∗
B, B), êîððåêòíîå îòíîñè-

òåëüíî êëþ÷à sksA′ ;
8) îòïðàâèòü ó÷àñòíèêó B òðåòüå ñîîáùåíèå ïðîòîêîëà (σA′).

Òàêèì îáðàçîì, íàðóøèòåëü ðåàëèçóåò óãðîçó, ïîëíîñòüþ àíàëîãè÷íóþ ñëó÷àþ
ñ ïðîòîêîëîì SIGMA.

Çàêëþ÷åíèå
Îïèñàíû òðè àòàêè íà ðàçëè÷íûå ïðîòîêîëû àóòåíòèôèöèðîâàííîé âûðàáîòêè îá-

ùåãî êëþ÷à, êîòîðûå ïðåäïîëàãàþò íàëè÷èå ó íàðóøèòåëÿ âîçìîæíîñòè íàâÿçûâàíèÿ
ñâÿçàííûõ êëþ÷åé è, â ñâîþ î÷åðåäü, èñïîëüçóþò óÿçâèìîñòü ñõåìû ïîäïèñè, âûçâàí-
íóþ íàëè÷èåì ñâÿçàííûõ êëþ÷åé. Äâå àòàêè òðåáóþò èñïîëüçîâàíèÿ äîïîëíèòåëüíûõ
âîçìîæíîñòåé, îáóñëîâëåííûõ îñîáåííîñòÿìè ïðîòîêîëîâ:

� ïåðåäà÷à â ñîñòàâå ïåðâîãî ñîîáùåíèÿ èäåíòèôèêàòîðà ó÷àñòíèêà-èíèöèàòîðà è
èñïîëüçîâàíèå åãî â êà÷åñòâå ÷àñòè ïîäïèñûâàåìîãî ñîîáùåíèÿ òðåáóþò íàëè÷èÿ
ó íàðóøèòåëÿ âîçìîæíîñòè íàâÿçûâàíèÿ èäåíòèôèêàòîðà ïðè ðåãèñòðàöèè;

� ïåðåäà÷à â ñîñòàâå ïåðâîãî ñîîáùåíèÿ èäåíòèôèêàòîðà ó÷àñòíèêà-èíèöèàòîðà è èñ-
ïîëüçîâàíèå îòêðûòîãî ýôåìåðíîãî êëþ÷à ó÷àñòíèêà-îòâåò÷èêà â êà÷åñòâå ÷àñòè
ïîäïèñûâàåìîãî ñîîáùåíèÿ òðåáóþò íàëè÷èÿ ó íàðóøèòåëÿ âîçìîæíîñòè êîìïðî-
ìåòàöèè áóäóùèõ îòêðûòûõ ýôåìåðíûõ êëþ÷åé.

Îòìåòèì, ÷òî àíàëîãè÷íûå àòàêè ìîæíî ïðèìåíèòü è äëÿ äðóãèõ ïðîòîêîëîâ
àóòåíòèôèöèðîâàííîé âûðàáîòêè îáùåãî êëþ÷à, èñïîëüçóþùèõ ñõåìó ïîäïèñè.
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ÀËÃÅÁÐÀÈ×ÅÑÊÈÅ ÀÒÀÊÈ
ÍÀ ÍÅÊÎÒÎÐÛÅ ÍÈÇÊÎÐÅÑÓÐÑÍÛÅ ØÈÔÐÛ

ÍÀ ÎÑÍÎÂÅ ÔÓÍÊÖÈÉ Ñ ÌÀËÛÌ ×ÈÑËÎÌ ÂÛÕÎÄÍÛÕ ÁÈÒ1

Ê.Â. Àíòîíîâ, À.À. Ñåì¼íîâ, È.Â. Îòïóùåííèêîâ, À.Ë. Ïàâëåíêî

Ââîäèòñÿ íîâûé êëàññ àòàê, ïðèìåíèìûõ ê íèçêîðåñóðñíûì ôóíêöèÿì ñèììåò-
ðè÷íîé êðèïòîãðàôèè. Îñíîâíàÿ èäåÿ àòàê îñíîâàíà íà èñïîëüçîâàíèè ñïåöèàëü-
íûõ ôóíêöèé, ïîëó÷àåìûõ èç îðèãèíàëüíûõ çà ñ÷¼ò ðàññìîòðåíèÿ ìàëîãî ÷èñëà
âûõîäíûõ áèò. Çàäà÷è îáðàùåíèÿ ñïåöèàëüíûõ ôóíêöèé ñóùåñòâåííî áîëåå ïðî-
ñòû äëÿ èñïîëüçóåìûõ â àëãåáðàè÷åñêîì êðèïòîàíàëèçå êîìáèíàòîðíûõ àëãîðèò-
ìîâ (SAT-ðåøàòåëåé), ÷åì çàäà÷è îáðàùåíèÿ ôóíêöèé, èç êîòîðûõ îíè ñòðîÿòñÿ.
Îäíàêî äëÿ ñïåöèàëüíîé ôóíêöèè, ââèäó òîãî, ÷òî å¼ âûõîä ñóùåñòâåííî êîðî÷å
âõîäà, çàäà÷à îáðàùåíèÿ èìååò íå åäèíñòâåííîå ðåøåíèå. Äëÿ äîñòèæåíèÿ åäèí-
ñòâåííîñòè ïî êëþ÷ó îïèñûâàåòñÿ ïðîöåäóðà êëîíèðîâàíèÿ ôóíêöèè, â ðàìêàõ
êîòîðîé ñïåöèàëüíûå ôóíêöèè ñòðîÿòñÿ äëÿ îäíîãî êëþ÷à è íåñêîëüêèõ ðàçëè÷-
íûõ ôðàãìåíòîâ îòêðûòûõ äàííûõ. Îïåðàöèÿ êëîíèðîâàíèÿ ñïåöèàëüíûõ ôóíê-
öèé âûïîëíÿåòñÿ íà And-Inverter-ãðàôàõ (AIG), ïðåäñòàâëÿþùèõ äàííûå ôóíê-
öèè. Âî ìíîãèõ ñëó÷àÿõ ðàçìåð AIG ìîæåò áûòü ñóùåñòâåííî óìåíüøåí çà ñ÷¼ò
ïðèìåíåíèÿ àëãîðèòìîâ AIG-ìèíèìèçàöèè. Ðåçóëüòàòîì ñîâìåñòíîãî èñïîëüçî-
âàíèÿ ïåðå÷èñëåííûõ òåõíèê ÿâëÿþòñÿ àëãåáðàè÷åñêèå àòàêè, êîòîðûå äëÿ ðÿ-
äà ïîòî÷íûõ øèôðîâ ìîãóò áûòü ñóùåñòâåííî áîëåå ýôôåêòèâíûìè â ñðàâíåíèè
ñ àíàëîãè÷íûìè àòàêàìè íà ôóíêöèè, ïðåäñòàâëÿþùèå ðàññìàòðèâàåìûå øèôðû
ñòàíäàðòíûì îáðàçîì.

Êëþ÷åâûå ñëîâà: àëãåáðàè÷åñêèé êðèïòîàíàëèç, íèçêîðåñóðñíàÿ êðèïòîãðà-

ôèÿ, SAT-ðåøàòåëè, áóëåâû ñõåìû.

1. Ââåäåíèå è ïîñòàíîâêà çàäà÷è
Àòàêè, î êîòîðûõ èä¼ò ðå÷ü, îñíîâàíû íà èäåå, îïóáëèêîâàííîé â [1, 2]. Ðàáîòà [2]

äîâîëüíî øèðîêî öèòèðóåòñÿ, à îïèñàííûé â íåé ñöåíàðèé èçâåñòåí êàê ¾êóáè÷åñêàÿ
àòàêà¿ (cube attack), ðàáîòîñïîñîáíîñòü äàííîé àòàêè äåìîíñòðèðóåòñÿ íà âàðèàíòàõ
èçâåñòíîãî øèôðà Trivium [3], îñëàáëåííûõ ïî ÷èñëó øàãîâ èíèöèàëèçàöèîííîé ôà-
çû. Îñíîâíûì ðåçóëüòàòîì [2] çàÿâëåí ïîäõîä, â ðàìêàõ êîòîðîãî çàâèñèìîñòü ìåæ-

1Èññëåäîâàíèå âûïîëíåíî â ðàìêàõ ãîñçàäàíèÿ Ìèíîáðíàóêè Ðîññèè ïî ïðîåêòó ¾Òåîðåòè÷åñêèå
îñíîâû, ìåòîäû è âûñîêîïðîèçâîäèòåëüíûå àëãîðèòìû íåïðåðûâíîé è äèñêðåòíîé îïòèìèçàöèè äëÿ
ïîääåðæêè ìåæäèñöèïëèíàðíûõ íàó÷íûõ èññëåäîâàíèé¿, íîìåð ãîñ. ðåãèñòðàöèè 121041300065-9.
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äó ïåðåìåííûìè, êîäèðóþùèìè êëþ÷ øèôðà, èùåòñÿ â ôîðìå ëèíåéíûõ óðàâíåíèé
íàä GF(2), ïîëó÷àåìûõ èç òàê íàçûâàåìîãî ìàñòåð-ïîëèíîìà (master-polynomial). Ñàì
ìàñòåð-ïîëèíîì ïðåäïîëàãàåòñÿ íåèçâåñòíûì (black-box), îäíàêî â [2] ïðåäëàãàåòñÿ
ñïåöèàëüíàÿ òåõíèêà, êîòîðàÿ ïîçâîëÿåò âûâîäèòü ëèíåéíûå ñîîòíîøåíèÿ íà áèòû
êëþ÷à, èñõîäÿ èç ïðåäïîëîæåíèé î åãî ñòåïåíè: èñïîëüçóåòñÿ ïîíÿòèå ¾ñëó÷àéíîãî
ïîëèíîìà ñòåïåíè d¿ (d-random polynomial). Åñëè d íå ñëèøêîì âåëèêà, òî ëèíåéíûå
ñîîòíîøåíèÿ íà áèòû êëþ÷à ìîæíî ïîëó÷àòü, âàðüèðóÿ çíà÷åíèÿ íåêîòîðûõ ïåðåìåí-
íûõ â ñîîòâåòñòâóþùåì ãèïåðêóáå.

Äëÿ öåëåé íàñòîÿùåé ðàáîòû èíòåðåñíà íå ñàìà òåõíèêà ¾tweakable black-box
polynomial¿ [2], à ôóíêöèè, ê êîòîðûì îíà ïðèìåíÿåòñÿ. Ìàñòåð-ïîëèíîì, ðàññìàò-
ðèâàåìûé â [2], ïðåäñòàâëÿåò íåêîòîðóþ áóëåâó ôóíêöèþ âèäà

f : {0, 1}n × {0, 1}m → {0, 1}, (1)

ãäå {0, 1}n �ìíîæåñòâî, èç êîòîðîãî âûáðàí ñåêðåòíûé êëþ÷, à {0, 1}m �ìíîæåñòâî,
èç êîòîðîãî âûáèðàåòñÿ èçâåñòíàÿ èíôîðìàöèÿ: èíèöèàëèçèðóþùàÿ ïîñëåäîâàòåëü-
íîñòü (IV) â ñëó÷àå ïîòî÷íîãî øèôðà èëè áëîê îòêðûòîãî òåêñòà â ñëó÷àå áëî÷íî-
ãî. Çàìåòèì, ÷òî âûõîäîì ôóíêöèè (1) ÿâëÿåòñÿ 1 áèò. Ïî-âèäèìîìó, âïåðâûå çàäà-
÷à îáðàùåíèÿ ôóíêöèé âèäà (1) â êîíòåêñòå êðèïòîàíàëèçà (êñòàòè, òàêæå øèôðà
Trivium) ðàññìàòðèâàëàñü â [1]. Îñîáî ïîä÷åðêí¼ì õàðàêòåðíóþ îñîáåííîñòü, îòëè÷à-
þùóþ ôóíêöèè âèäà (1) îò ôóíêöèé, îáû÷íî ðàññìàòðèâàåìûõ â çàäà÷àõ àëãåáðàè÷å-
ñêîãî êðèïòîàíàëèçà è èìåþùèõ âèä

g : {0, 1}n × {0, 1}m → {0, 1}l, (2)

ãäå {0, 1}n �ìíîæåñòâî ñåêðåòíûõ êëþ÷åé; {0, 1}m �ìíîæåñòâî îòêðûòûõ òåêñòîâ èëè
èíèöèàëèçèðóþùèõ âåêòîðîâ; {0, 1}l �ìíîæåñòâî êðèïòîãðàìì. Âàæíûé ôàêò ñîñòî-
èò â òîì, ÷òî â (2) äëÿ äîñòèæåíèÿ åäèíñòâåííîñòè ïî êëþ÷ó ïðåäïîëàãàåòñÿ, ÷òî
l ⩾ n. Íàïðèìåð, äëÿ øèôðà Trivium [3] ¾ñòàíäàðòíàÿ¿ àòàêà íàïðàâëåíà íà îáðà-
ùåíèå ôóíêöèè g : {0, 1}80 × {0, 1}80 → {0, 1}l, l ⩾ 80: ñòàâèòñÿ çàäà÷à íàéòè 80 áèò
ñåêðåòíîãî êëþ÷à íà îñíîâå èçâåñòíûõ l áèò êëþ÷åâîãî ïîòîêà, ñãåíåðèðîâàííûõ àë-
ãîðèòìîì Trivium ïî ýòîìó êëþ÷ó è îäíîìó èçâåñòíîìó IV.

Äàëåå çàäà÷è àëãåáðàè÷åñêîãî êðèïòîàíàëèçà ðåøàþòñÿ çà ñ÷¼ò èõ ñâåäåíèÿ ê ïðî-
áëåìå áóëåâîé âûïîëíèìîñòè (SAT) è èñïîëüçîâàíèÿ ñîâðåìåííûõ SAT-ðåøàòåëåé.
Â äàííîì êîíòåêñòå çàäà÷à îáðàùåíèÿ ôóíêöèé âèäà (2) äëÿ ñòîéêèõ øèôðîâ êðàéíå
ñëîæíà, òîãäà êàê îáðàùåíèå ôóíêöèé âèäà (1) íå ÿâëÿåòñÿ ñëîæíûì. Îäíàêî äëÿ
ôóíêöèé âèäà (1) â îáùåì ñëó÷àå, êîíå÷íî, íåò åäèíñòâåííîñòè ïî êëþ÷ó. Äàëåå ìû
íåñêîëüêî îáîáùàåì èññëåäóåìûé êëàññ ôóíêöèé è ðàññìàòðèâàåì ôóíêöèè âèäà

f : {0, 1}n × {0, 1}m → {0, 1}k, (3)

ãäå k ≪ n. Î÷åâèäíî, ÷òî â òàêèõ óñëîâèÿõ ïðè îáðàùåíèè (3) ñíîâà íåò åäèíñòâåííî-
ñòè ïî êëþ÷ó, îäíàêî ìîæíî èññëåäîâàòü ïðîáëåìó îáðàùåíèÿ ôóíêöèé, ïîëó÷åííûõ
¾êëîíèðîâàíèåì¿ íåêîòîðîãî ÷èñëà ôóíêöèé âèäà (3) äëÿ ðàçëè÷íûõ èçâåñòíûõ âõîä-
íûõ äàííûõ. Èíûìè ñëîâàìè, áóäåì ðàññìàòðèâàòü çàäà÷ó ïîèñêà z ∈ {0, 1}n íà îñíîâå
xi ∈ {0, 1}m, i ∈ {1, . . . , s}, òàêèõ, ÷òî äëÿ êàæäîé ïàðû âèäà (z, xi) èçâåñòíî çíà÷åíèå
ôóíêöèè f(z, xi) âèäà (3). Òàêèì îáðàçîì, ðå÷ü èäåò îá îáðàùåíèè ôóíêöèé âèäà

F : {0, 1}n × {0, 1}sm → {0, 1}sk, (4)

ãäå k ≪ n, sk ⩾ n.
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Íàïðèìåð, äëÿ øèôðà Trivium ýëåìåíòàðíàÿ ôóíêöèÿ (3) ñòðîèòñÿ äëÿ ïà-
ðû (z, IV), ãäå z �íåèçâåñòíûé ñåêðåòíûé êëþ÷, z ∈ {0, 1}80; IV� èçâåñòíàÿ èíèöè-
àëèçèðóþùàÿ ïîñëåäîâàòåëüíîñòü, IV ∈ {0, 1}80; âûõîä ôóíêöèè� íåêîòîðûå ôèêñè-
ðîâàííûå k áèò êëþ÷åâîãî ïîòîêà, ãåíåðèðóåìîãî øèôðîì Trivium ïî âõîäó (z, IV).
Ïî êðàéíåé ìåðå, äëÿ ïîòî÷íûõ øèôðîâ â ðîëè çíà÷åíèÿ (3) èìååò ñìûñë áðàòü ïåðâûå
k áèò ñîîòâåòñòâóþùåãî êëþ÷åâîãî ïîòîêà. Äàëåå äëÿ s ðàçëè÷íûõ IV ðàññìàòðèâà-
þòñÿ àíàëîãè÷íûå ôóíêöèè è ôîðìèðóåòñÿ ôóíêöèÿ âèäà (4).

Áàçîâîå ïðåäïîëîæåíèå ñîñòîèò â òîì, ÷òî äëÿ s, íåçíà÷èòåëüíî áîëüøèõ n, è
äëÿ åñòåñòâåííûì îáðàçîì ïîäîáðàííûõ ðàçëè÷íûõ IV ïðè îáðàùåíèè (4) äîñòèãàåòñÿ
åäèíñòâåííîñòü ïî êëþ÷ó. Äàëåå ïîêàçàíî, ÷òî äëÿ ðÿäà èçâåñòíûõ êðèïòîãðàôè÷å-
ñêèõ ôóíêöèé çàäà÷è îáðàùåíèÿ ôóíêöèé âèäà (4) ñóùåñòâåííî ïðîùå îáðàùåíèÿ
ôóíêöèé âèäà (2).

Äëÿ çàäà÷ îáðàùåíèÿ ôóíêöèé âèäà (4) ïîñòðîåíû àòàêè èç êëàññà ¾óãàäûâàé è
îïðåäåëÿé¿ (guess-and-determine), îòíîñÿùèåñÿ ê àëãåáðàè÷åñêîìó êðèïòîàíàëèçó [4].
Â òàêèõ àòàêàõ ðàññìàòðèâàåìàÿ çàäà÷à îáðàùåíèÿ ñâîäèòñÿ ê SAT, à ê ôîðìóëàì
â ÊÍÔ, îñëàáëåííûì ïîäñòàíîâêàìè óãàäàííûõ áèò, ïðèìåíÿþòñÿ SAT-ðåøàòåëè.
Êîíêðåòíî, èñïîëüçîâàí IBS-ìåòîä [5], îñíîâíîå ïðåèìóùåñòâî êîòîðîãî ñîñòîèò â òîì,
÷òî ïîëó÷àåìûå èì îöåíêè èìåþò ñòðîãèå ãàðàíòèè òî÷íîñòè.

2. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Èòàê, ãëàâíûì îáúåêòîì èçó÷åíèÿ ÿâëÿþòñÿ ñèììåòðè÷íûå øèôðû, â îñíîâíîì,

îòíîñÿùèåñÿ ê íèçêîðåñóðñíîé (lightweight) êðèïòîãðàôèè, è àëãåáðàè÷åñêèå àòàêè íà
íèõ, èñïîëüçóþùèå SAT-ðåøàòåëè. Äëÿ ñâåäåíèÿ çàäà÷è îáðàùåíèÿ ôóíêöèé âèäà (2)
è (4) ê SAT èñïîëüçóþòñÿ ìåòîäû, áàçîâûå ïðèíöèïû êîòîðûõ èçëîæåíû, íàïðèìåð,
â [6, 7]. Êðàòêî ýòè ïðèíöèïû ìîæíî îïèñàòü ñëåäóþùèì îáðàçîì. Ðàññìàòðèâàåòñÿ
ôóíêöèÿ âèäà f : {0, 1}n → {0, 1}m, îïðåäåë¼ííàÿ âñþäó íà {0, 1}n è çàäàííàÿ íåêîòî-
ðûì áûñòðûì àëãîðèòìîì Af , êîòîðûé èçâåñòåí. Ïî èçâåñòíîìó γ ∈ Range f ⊆ {0, 1}m
òðåáóåòñÿ íàéòè òàêîé α ∈ {0, 1}n, ÷òî f(α) = γ. Ïî òåêñòó Af ýôôåêòèâíî ñòðîèò-
ñÿ áóëåâà ñõåìà Sf (ñõåìà èç ôóíêöèîíàëüíûõ ýëåìåíòîâ) íàä ïðîèçâîëüíûì ïîëíûì
áàçèñîì, çàäàþùàÿ f . Ïî ñõåìå Sf çà ëèíåéíîå âðåìÿ îò ÷èñëà óçëîâ (÷àñòî íàçûâà-
åìûõ ãåéòàìè) â ýòîé ñõåìå ñòðîèòñÿ ñïåöèàëüíàÿ ÊÍÔ Cf , íàçûâàåìàÿ øàáëîííîé
(template CNF [7]). Äëÿ ýòîé öåëè èñïîëüçóþòñÿ ïðåîáðàçîâàíèÿ Öåéòèíà [8].

Øàáëîííàÿ ÊÍÔ îáëàäàåò ðÿäîì âàæíûõ ñâîéñòâ, îäíî èç êîòîðûõ çàêëþ÷àåòñÿ
â òîì, ÷òî èíòåðïðåòàöèÿ ñõåìû Sf íà ïðîèçâîëüíîì âõîäå α ∈ {0, 1}n ìîæåò áûòü
ïðîìîäåëèðîâàíà ïîñëåäîâàòåëüíîñòüþ ïðèìåíåíèé ïðàâèëà åäèíè÷íîãî äèçúþíêòà
(Unit Propagation rule, UP) ê ÊÍÔ Cf è ìíîæåñòâó ëèòåðàëîâ xα1

1 , . . . , x
αn
n , ãäå α =

= (α1, . . . , αn); X
in = {x1, . . . , xn}�ìíîæåñòâî ïåðåìåííûõ, ïðèïèñàííûõ âõîäàì ñõå-

ìû Sf . Îáîçíà÷åíèå x
σ ïîíèìàåòñÿ â ñìûñëå [9]: x0 = ¬x, x1 = x. Ïîñëåäíåå ñâîéñòâî

îçíà÷àåò, ÷òî âû÷èñëåíèå ïî ñõåìå Sf íà âõîäå α = (α1, . . . , αn) ìîæíî ïðåäñòàâèòü
êàê ïîñëåäîâàòåëüíîñòü ïðèìåíåíèé UP ê ôîðìóëå xα1

1 ∧ . . . ∧ xαn
n ∧ Cf , èòîãîì ÷å-

ãî áóäåò íåêîòîðûé íàáîð ëèòåðàëîâ yγ11 , . . . , y
γm
m , ãäå Y = {y1, . . . , ym}�ìíîæåñòâî

ïåðåìåííûõ, ïðèïèñàííûõ âûõîäàì ñõåìû Sf ; γ = (γ1, . . . , γm) : f(α) = γ.
Îáîçíà÷èì ÷åðåç C[β/B] ÊÍÔ, ïîëó÷åííóþ èç èñõîäíîé ÊÍÔ C â ðåçóëüòàòå ïîä-

ñòàíîâêè â C íàáîðà çíà÷åíèé β ïåðåìåííûõ èç ìíîæåñòâà B, B ⊆ X (X �ìíîæåñòâî,
îáðàçîâàííîå âñåìè ïåðåìåííûìè â ÊÍÔ C). Ïîäñòàíîâêà ïîíèìàåòñÿ â ñòàíäàðòíîì
ñìûñëå [10], òî åñòü êàê ðåçóëüòàò çàìåíû âõîæäåíèé ïåðåìåííîé ñîîòâåòñòâóþùåé
êîíñòàíòîé ñ ïîñëåäóþùèì âûïîëíåíèåì âñåõ âîçìîæíûõ ýëåìåíòàðíûõ ïðåîáðàçîâà-
íèé. Ñîîòâåòñòâåííî ðåçóëüòàò ïðèìåíåíèÿ ïðàâèëà UP ê ôîðìóëå xα1

1 ∧ . . .∧ xαn
n ∧Cf
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ìîæíî èíòåðïðåòèðîâàòü êàê Cf [α/X
in]. Ðåçóëüòàòîì Cf [α/X

in] ÿâëÿåòñÿ íàáîð çíà÷å-
íèé âñåõ ïåðåìåííûõ èç X; ñêàæåì, ÷òî òàêîé íàáîð èíäóöèðîâàí âõîäîì α.

Èçëîæèì êðàòêî ñóòü IBS-àòàê [5]. Äëÿ ïðîèçâîëüíîãî âõîäà α ∈ {0, 1}n è ïðîèç-
âîëüíîãî B ⊆ X îáîçíà÷èì ÷åðåç βα íàáîð çíà÷åíèé ïåðåìåííûõ èç B, èíäóöèðîâàí-
íûé âõîäîì α. Ïóñòü γα = f(α). Ðàññìîòðèì ÊÍÔ Cf [βα/B, γα/Y ] (òî åñòü ðåçóëüòàò
ïîäñòàíîâêè â Cf íàáîðîâ βα è γα). Ê Cf [βα/B, γα/Y ] ïðèìåíÿåòñÿ àëãîðèòì At, âðå-
ìÿ ðàáîòû êîòîðîãî îãðàíè÷åíî ñâåðõó âåëè÷èíîé t (îáû÷íî t�íåêîòîðàÿ êîíñòàíòà);
ïîñëå äîñòèæåíèÿ ýòîãî ïîðîãà At ïðåðûâàåò ðàáîòó. Ïðåäïîëàãàåòñÿ, ÷òî äëÿ ëþáîé
ÊÍÔ At âûäà¼ò îòâåò èç ìíîæåñòâà {SAT, UNSAT, INDET}. Îòâåò INDET îçíà÷à-
åò, ÷òî At íå ñìîã îïðåäåëèòü âûïîëíèìîñòü/íåâûïîëíèìîñòü ôîðìóëû çà âðåìÿ ⩽ t.
Îòìåòèì, ÷òî àëãîðèòì At � ýòî ôàêòè÷åñêè íåêîòîðûé ïîëèíîìèàëüíûé âñïîìîãà-
òåëüíûé ðåøàòåëü èç îïðåäåëåíèÿ ñèëüíîé ëàçåéêè (Strong Backdoor Set, SBS) [11].
Äëÿ ïðîèçâîëüíîé ÊÍÔ C íàä ïåðåìåííûìè X, ïðîèçâîëüíîãî B ⊆ X è àëãîðèòìà At

îáîçíà÷èì ÷åðåç C[β/B] ∈ Σ(At) ñèòóàöèþ, êîãäà ðåçóëüòàò ïðèìåíåíèÿ At ê C[β/B]
ëåæèò â ìíîæåñòâå {SAT, UNSAT}; â ñëó÷àå îòâåòà INDET èñïîëüçóåì îáîçíà÷åíèå
C[β/B] ̸∈ Σ(At).

Çàäàäèì íà {0, 1}n ðàâíîìåðíîå ðàñïðåäåëåíèå è ðàññìîòðèì âåëè÷èíó

ρB = |
{
α : Cf [βα/B, γα/Y ] ∈ Σ(At)

}
|/2n. (5)

Âåëè÷èíà (5) � ýòî âåðîÿòíîñòü òîãî, ÷òî ðåøàòåëü At îáðàòèò γα ∈ Range f ïðè óñëî-
âèè èçâåñòíîãî βα, èãðàþùåãî ðîëü ïðàâèëüíîé ïîäñêàçêè. Ìíîæåñòâî B ñ ρB > 0
íàçûâàåòñÿ Inverse Backdoor Set (IBS). Åñëè B �íåêîòîðûé IBS, òî íà åãî îñíîâå ìîæ-
íî ïîñòðîèòü àòàêó [5], êîòîðàÿ îáðàùàåò õîòÿ áû îäèí âûõîä èç ìíîæåñòâà γ1, . . . , γk,
γi ∈ Range f , i ∈ {1, . . . , k}, ñ âåðîÿòíîñòüþ > 0,95 çà âðåìÿ ≈ 2|B| · 3t/ρB.

Øàáëîííûå ÊÍÔ äëÿ ôóíêöèé âèäà (4), ïîñòðîåííûå ñòàíäàðòíûì îáðàçîì [7],
äëÿ îòíîñèòåëüíî áîëüøîãî ÷èñëà s (ñêàæåì, äëÿ s ⩾ 100) ïîëó÷àþòñÿ î÷åíü áîëüøè-
ìè. Äëÿ íèâåëèðîâàíèÿ ýòîãî ýôôåêòà èñïîëüçîâàíû àëãîðèòìû ìèíèìèçàöèè áóëå-
âûõ ñõåì, ðåàëèçîâàííûå â áèáëèîòåêå ABC [12]. Ñ ýòîé öåëüþ ñõåìà SF , çàäàþùàÿ
ôóíêöèþ (4), ïðåäñòàâëÿåòñÿ â âèäå And-Inverter-ãðàôà (And-Inverter Graph, AIG) [13],
ïîñëå ÷åãî ÷àñòè âõîäíûõ ïîëþñîâ SF ïðèïèñûâàþòñÿ çíà÷åíèÿ, ñîîòâåòñòâóþùèå èç-
âåñòíûì èíèöèàëèçèðóþùèì âåêòîðàì ëèáî áëîêàì îòêðûòîãî òåêñòà (äëÿ ïîòî÷íûõ è
áëî÷íûõ øèôðîâ ñîîòâåòñòâåííî). Ê òàêîé ñõåìå ñ ÷àñòè÷íî îçíà÷åííûì ìíîæåñòâîì
âõîäîâ (ñîîòâåòñòâóþùèõ îòêðûòûì âõîäíûì äàííûì) ïðèìåíÿåòñÿ ïðîãðàììà ABC.
Â èòîãå ñòðîèòñÿ ñõåìà, çàäàþùàÿ ôóíêöèþ ñëåäóþùåãî âèäà:

F̃ : {0, 1}n → {0, 1}sk. (6)

Â íåêîòîðûõ ñëó÷àÿõ ñõåìà SF̃ ïî ðàçìåðó (ïî ÷èñëó âåðøèí) â äåñÿòêè ðàç ìåíüøå
ñõåìû SF . Äëÿ ôóíêöèé âèäà (6) ñòðîÿòñÿ IBS-àòàêè â ñîîòâåòñòâèè ñî ñöåíàðèåì [5].

3. Âû÷èñëèòåëüíûå ýêñïåðèìåíòû
Â ýêñïåðèìåíòàõ ðàññìàòðèâàëèñü îñëàáëåííûå ïî ÷èñëó øàãîâ èíèöèàëèçàöèè âà-

ðèàíòû èçâåñòíûõ ïîòî÷íûõ øèôðîâ Trivium [3] è Grain [14] (Grain v1.0), à òàêæå
áëî÷íûé íèçêîðåñóðñíûé øèôð Simon [15], îñëàáëåííûé ïî ÷èñëó ðàóíäîâ.

Äëÿ øèôðà Trivium âûáèðàëèñü çíà÷åíèÿ ÷èñëà øàãîâ èíèöèàëèçàöèè M ∈ {288,
320, 352, 384, 480, 576}. Çàäà÷à îáðàùåíèÿ ôóíêöèè âèäà (2) ÿâëÿåòñÿ ñëîæíîé óæå
äëÿM = 288. Òàê, íàïðèìåð, IBS-àòàêà íà äàííóþ ôóíêöèþ [16] äà¼ò IBS B ñ |B| = 63
è îöåíêîé òðóäî¼ìêîñòè â ñåêóíäàõ ≈ 268 (íà îäíîì ÿäðå ïðîöåññîðà Intel E5-2695).
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Äëÿ Trivium ìû ïîñòðîèëè íåñêîëüêî âàðèàíòîâ ôóíêöèé âèäà (3), (4). Äëÿ êàæ-
äîé ôóíêöèè âûáèðàëèñü ñëó÷àéíî è íåçàâèñèìî s = 100 âåêòîðîâ IV èç {0, 1}80.
Äëÿ M = 288 ñíà÷àëà ðàññìàòðèâàëàñü ôóíêöèÿ (3) ñ k = 1, îäíàêî â ýòîì ñëó÷àå
ôóíêöèÿ (4), õîòü è îáðàùàåòñÿ áûñòðî îáû÷íûì ïîñëåäîâàòåëüíûì SAT-ðåøàòåëåì
Kissat [17], íå îáëàäàåò ñâîéñòâîì åäèíñòâåííîñòè êëþ÷à. Åäèíñòâåííîñòü êëþ÷à äëÿ
M = 288 áûëà äîñòèãíóòà ïðè ïàðàìåòðàõ k = 8, s = 100. ×òî îêàçàëîñü âåñüìà
íåîæèäàííûì, â òàêîì âàðèàíòå ôóíêöèÿ (4) íå ÿâëÿåòñÿ ñëîæíîé: ñåêðåòíûé êëþ÷
íàõîäèòñÿ çà íåñêîëüêî ìèíóò ðåøàòåëåì Kissat. Òàêèì îáðàçîì, äàæå íà ýòîì ïðèìåðå
âèäíî, íàñêîëüêî îáðàùåíèå ôóíêöèé âèäà (4) ïðîùå, ÷åì ôóíêöèé âèäà (2). Îáðà-
òèòü ïðè ïîìîùè Kissat ôóíêöèè (4) äëÿ Trivium-M óäàëîñü äëÿ M ∈ {288, 320, 352}:
äëÿ Trivium-352 Kissat îáðàòèë (4) ñ ïàðàìåòðàìè k = 8, s = 100 çà 2 ÷ 40 ìèí.

Çàäà÷à îáðàùåíèÿ Trivium-384 óæå îêàçàëàñü ñëîæíîé äëÿ ïîñëåäîâàòåëüíîãî
Kissat (íå ðåøèëàñü çà ñóòêè); äëÿ M , íà÷èíàÿ ñ 384, äëÿ ôóíêöèé âèäà (4) ñòðî-
èëèñü IBS-àòàêè. Ðåçóëüòàòû ïðèâåäåíû â òàáë. 1, òóò æå äàíî ñðàâíåíèå ïîñòðîåííûõ
àòàê ñ àòàêàìè äëÿ Trivium-M íà îñíîâå ôóíêöèé âèäà (2).

Òà á ë è ö à 1
IBS-àòàêè äëÿ Trivium-M

M

Ôóíêöèè (2), ïàðàìåòðû: k ⩾ 80, s = 1 Ôóíêöèè (4), ïàðàìåòðû: k = 10, s = 100
Ðàçìåð
ÊÍÔ,
Ìáàéò

|B|
Îöåíêà òðóäíîñòè
àòàêè, ñ (îäíî ÿäðî

Intel E5-2695)

Ðàçìåð
ÊÍÔ,
Ìáàéò

|B|
Îöåíêà òðóäíîñòè
àòàêè, ñ (îäíî ÿäðî

Intel E5-2695)
288 0,99 49 259,8 0,52 � ⩽ 300
384 1,20 55 266,1 2,71 42 257,5

480 1,41 57 268,6 10,0 56 271,5

576 1,62 58 269,6 24,3 61 275,5

Ê î ì ì å í ò à ð è è ê ò à á ë . 1. Â ñòîëáöå ¾Ðàçìåð ÊÍÔ¿ â ñëó÷àå ôóíêöèè (2)
ñîäåðæèòñÿ ðàçìåð ôîðìóëû, ñãåíåðèðîâàííîé ñèñòåìîé Transalg, â ñëó÷àå ôóíê-
öèè (4) � ðàçìåð ôîðìóëû, ïîëó÷åííîé ïî AIG, îïòèìèçèðîâàííîìó ïðè ïîìîùè ïðî-
ãðàììû ABC. Ìîæíî çàìåòèòü, ÷òî äëÿ îòíîñèòåëüíî íåáîëüøîãî ÷èñëà øàãîâ èíè-
öèàëèçàöèè çàäà÷à îáðàùåíèÿ ôóíêöèé âèäà (4) ïðîùå, ÷åì äëÿ ôóíêöèé (2), ïðè òîì
÷òî äëÿ ôóíêöèé âèäà (4) ðàçìåð êîäèðîâîê ñóùåñòâåííî ðàñò¼ò ñ ðîñòîì ÷èñëà øà-
ãîâ. Äëÿ ñèòóàöèé, êîãäà êîäèðîâêà ôóíêöèè (4) ïî ðàçìåðó ïðåâîñõîäèò êîäèðîâêó
ôóíêöèè (2) â 10 ðàç è áîëåå, íà ðàáîòó ðåøàòåëþ At íà ôîðìóëàõ äëÿ (4) äàâàëîñü
â 10 ðàç áîëüøå âðåìåíè, ÷åì äëÿ (2) (êîíêðåòíî, 300 è 30 ñ ñîîòâåòñòâåííî).

Â òàáë. 2 ïðèâåäåíû ðåçóëüòàòû àíàëîãè÷íûõ ýêñïåðèìåíòîâ äëÿ ïîòî÷íîãî øèô-
ðà Grain v1.0, êîòîðûé, êàê è Trivium, ÿâëÿåòñÿ îäíèì èç ïîáåäèòåëåé êîíêóðñà
eSTREAM. Äàííûé øèôð òàêæå èìååò ñòàäèþ èíèöèàëèçàöèè, êîòîðàÿ â ñîîòâåòñòâèè
ñî ñïåöèôèêàöèåé àëãîðèòìà ñîñòîèò èç 160 øàãîâ. Âåðñèè Grain v1.0 ñ ÷èñëîì øàãîâ
èíèöèàëèçàöèè, ðàâíûì M , îáîçíà÷àþòñÿ ÷åðåç Grain-v1-M ; M ∈ {90, 100, 110, 120}.

Ê î ì ì å í ò à ð è è ê ò à á ë . 2. Â ñëó÷àå Grain v1.0 âûèãðûø ïî âðåìåíè ïðè
îáðàùåíèè ôóíêöèé (4) â ñðàâíåíèè ñ (2) ñóùåñòâåííî áîëüøå, ÷åì äëÿ Trivium-M .
Ñëåäóåò îòìåòèòü òàêæå, ÷òî íà êîäèðîâêàõ ôóíêöèé âèäà (4) äëÿ Grain-v1-M áîëåå
ÿâíûì âûãëÿäèò ýôôåêò îò AIG-îïòèìèçàöèè, ÷åì äëÿ Trivium-M .

Íàêîíåö, â ïîñëåäíåé ñåðèè ýêñïåðèìåíòîâ ðàññìîòðåíû àòàêè àíàëîãè÷íîãî òèïà
íà îñëàáëåííûé ïî ÷èñëó ðàóíäîâ áëî÷íûé øèôð Simon 32/64, êîíêðåòíî � íà ïåð-
âûå åãî 10 ðàóíäîâ. Ê ñîæàëåíèþ, àòàêè íà ôóíêöèè âèäà (4), çàäàâàåìûå äàííûì
øèôðîì, íå ïðîäåìîíñòðèðîâàëè áîëüøåé ýôôåêòèâíîñòè â ñðàâíåíèè ñ IBS-àòàêàìè,
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Òà á ë è ö à 2
IBS-àòàêè äëÿ Grain-v1-M

M

Ôóíêöèè (2), ïàðàìåòðû: k ⩾ 80, s = 1 Ôóíêöèè (4), ïàðàìåòðû: k = 10, s = 100
Ðàçìåð
ÊÍÔ,
Ìáàéò

|B|
Îöåíêà òðóäíîñòè
àòàêè, ñ (îäíî ÿäðî

Intel E5-2695)

Ðàçìåð
ÊÍÔ,
Ìáàéò

|B|
Îöåíêà òðóäíîñòè
àòàêè, ñ (îäíî ÿäðî

Intel E5-2695)
90 1,56 52 267,5 4,23 29 242,7

100 1,68 49 265,5 7,34 31 244,3

110 1,81 52 266,9 11,3 41 256,5

120 1,94 53 269,5 15,0 44 260,5

ïîñòðîåííûìè äëÿ ôóíêöèé âèäà (2). Ëó÷øàÿ àòàêà äëÿ ôóíêöèè âèäà (2) â ñëó÷àå
Simon 32/64 äà¼ò IBS èç 37 ïåðåìåííûõ è îöåíêó òðóäî¼ìêîñòè 247,6 ñåêóíä. Â òî æå
âðåìÿ äëÿ ôóíêöèè âèäà (4) ñ ïàðàìåòðàìè k = 1 è s = 100 èìååì IBS B ñ |B| = 45,
òðóäî¼ìêîñòü 259,5. Äëÿ ðàáîòû ñ ôóíêöèÿìè (4) ðåøàòåëþ At âûäåëÿëîñü â 10 ðàç
áîëüøå âðåìåíè, ÷åì äëÿ ðàáîòû ñ ôóíêöèÿìè (2) (300 ñ ïðîòèâ 30 ñ), ïîñêîëüêó êî-
äèðîâêè (4) äëÿ Simon 32/64 ïðåâîñõîäÿò êîäèðîâêè (2) ïî îáú¼ìó áîëåå ÷åì â 10 ðàç.

Âñå âû÷èñëåíèÿ ïðîâîäèëèñü íà êëàñòåðå ¾Àêàäåìèê Â.Ì. Ìàòðîñîâ¿ Èðêóòñêîãî
ñóïåðêîìïüþòåðíîãî öåíòðà [18].

Çàêëþ÷åíèå
Îïèñàí íîâûé êëàññ àëãåáðàè÷åñêèõ àòàê, áàçèðóþùèéñÿ íà çàäà÷å îáðàùåíèÿ ñïå-

öèàëüíûõ ôóíêöèé, èñïîëüçîâàâøèõñÿ ðàíåå â êóáè÷åñêèõ àòàêàõ. Òàêàÿ ôóíêöèÿ
èìååò âûõîä, äëèíà êîòîðîãî ñóùåñòâåííî ìåíüøå äëèíû ñåêðåòíîãî êëþ÷à, è ñîîò-
âåòñòâåííî ïðîîáðàç òàêîãî âûõîäà â îáùåì ñëó÷àå íå åäèíñòâåííûé. Ïðåäëàãàåòñÿ
ñïåöèàëüíàÿ òåõíèêà, êîòîðóþ ìîæíî óñëîâíî íàçâàòü ¾êëîíèðîâàíèåì¿ ôóíêöèé äàí-
íîãî òèïà: ðàññìàòðèâàþòñÿ íåñêîëüêî ôóíêöèé, ïîñòðîåííûõ äëÿ îáùåãî ñåêðåòíîãî
êëþ÷à è ðàçëè÷íûõ îòêðûòûõ âõîäíûõ äàííûõ (ôðàãìåíòîâ êëþ÷åâîãî ïîòîêà èëè
êðèïòîãðàìì â ñëó÷àå ïîòî÷íûõ è áëî÷íûõ øèôðîâ ñîîòâåòñòâåííî). Ïîæàëóé, îñíîâ-
íîé íîâèçíîé ïðåäëàãàåìîãî ïîäõîäà ÿâëÿåòñÿ ïðåäñòàâëåíèå òàêèõ êëîíèðîâàííûõ
ôóíêöèé â âèäå And-Inverter-ãðàôîâ ñ ïîñëåäóþùèì ïðèìåíåíèåì ê íèì èíñòðóìåí-
òîâ AIG-îïòèìèçàöèè. Â âû÷èñëèòåëüíûõ ýêñïåðèìåíòàõ íà ïðèìåðàõ îñëàáëåííûõ ïî
÷èñëó øàãîâ èíèöèàëèçàöèè íèçêîðåñóðñíûõ ïîòî÷íûõ øèôðîâ Trivium è Grain v1.0
ïðîäåìîíñòðèðîâàíî, ÷òî àëãåáðàè÷åñêèå àòàêè íà ñïåöèàëüíûå ôóíêöèè ìîãóò áûòü
ñóùåñòâåííî áîëåå ýôôåêòèâíûìè, ÷åì àòàêè íà ñòàíäàðòíûå ôóíêöèè, çàäàâàåìûå
ýòèìè êðèïòîãðàôè÷åñêèìè àëãîðèòìàìè. Â áëèæàéøèõ ïëàíàõ ðàñøèðèòü êëàññ îïè-
ñàííûõ àòàê çà ñ÷¼ò ñöåíàðèåâ, èñïîëüçóþùèõ âûáðàííûå îòêðûòûå âõîäíûå äàííûå
(chosen plaintext).
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Î ÑÒÎÉÊÎÑÒÈ ÍÅÊÎÒÎÐÛÕ ÀËÃÎÐÈÒÌÎÂ
ÍÀÄ ÃÐÓÏÏÎÉ ÒÎ×ÅÊ ÝËËÈÏÒÈ×ÅÑÊÈÕ ÊÐÈÂÛÕ

À.Î. Áàõàðåâ, Ê.Ä. Öàðåãîðîäöåâ

Ïðèâîäÿòñÿ ðåçóëüòàòû àíàëèçà ñõåìû VKO è êîìáèíèðîâàííîé ñõåìû VKO+ïîä-
ïèñü â ìîäåëÿõ îáîáù¼ííîé ãðóïïû è áèåêòèâíîãî ñëó÷àéíîãî îðàêóëà. Ïîëó÷åíà
âåðõíÿÿ îöåíêà ñëîæíîñòè çàäà÷è ðàçëè÷åíèÿ âûõîäà ñõåìû VKO îò ñëó÷àéíîé
ðàâíîâåðîÿòíîé ñòðîêè (â ýâðèñòèêå îáîáùåííîé ãðóïïû), à òàêæå ïîêàçàíî, ÷òî
âîçìîæíîñòü ïîëó÷åíèÿ ïîäïèñè ñîîáùåíèé ïî àëãîðèòìó genGOST íå äà¼ò íè-
êàêîé äîïîëíèòåëüíîé èíôîðìàöèè ïðîòèâíèêó â ýòîé çàäà÷å (â ýâðèñòèêå áèåê-
òèâíîãî ñëó÷àéíîãî îðàêóëà).

Êëþ÷åâûå ñëîâà: äîêàçóåìàÿ ñòîéêîñòü, VKO, ýëåêòðîííàÿ ïîäïèñü.

Ââåäåíèå
Â õîäå èçó÷åíèÿ ðàçëè÷íûõ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ âîçíèêàþò âîïðîñû,

ñâÿçàííûå ñî ñòîéêîñòüþ àëãîðèòìîâ, â îñíîâå êîòîðûõ ëåæàò âû÷èñëåíèÿ â ðàçëè÷-
íûõ ãðóïïàõ (íàïðèìåð, â ãðóïïå òî÷åê ýëëèïòè÷åñêîé êðèâîé). Ñóùåñòâóåò íåñêîëüêî
âîçìîæíûõ ïîäõîäîâ ê àíàëèçó ïîäîáíûõ çàäà÷.
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Îäíèì èç ïîäõîäîâ ÿâëÿåòñÿ ïîèñê ýôôåêòèâíûõ àëãîðèòìîâ äèñêðåòíîãî ëîãà-
ðèôìèðîâàíèÿ â îáùåì ñëó÷àå [1] è â êîíêðåòíûõ ãðóïïàõ [2, 3]. Òàêîé ïîäõîä ïîçâî-
ëÿåò ïîëó÷àòü íèæíèå îöåíêè ñòîéêîñòè ðàçëè÷íûõ ìåõàíèçìîâ. Äðóãèì âîçìîæíûì
ïîäõîäîì ÿâëÿåòñÿ ñâåäåíèå îäíèõ ¾íåýëåìåíòàðíûõ¿ çàäà÷ ê äðóãèì, áîëåå ¾ýëåìåí-
òàðíûì¿ [4, ðàçä. 5.2]. Ïðè ýòîì îñòà¼òñÿ âîïðîñ îá îöåíêå ñëîæíîñòè ðåøåíèÿ ¾ýëå-
ìåíòàðíûõ¿ çàäà÷ (òàêèõ, íàïðèìåð, êàê ðàñïîçíàâàòåëüíàÿ çàäà÷à Äèôôè�Õåëëìà-
íà). Òðåòèé ñïîñîá � èñïîëüçîâàíèå èäåàëèçàöèé ïðè èçó÷åíèè ñëîæíîñòè ðàçëè÷íûõ
çàäà÷, íàïðèìåð ýâðèñòèêè ñëó÷àéíîãî îðàêóëà [5], áèåêòèâíîãî ñëó÷àéíîãî îðàêó-
ëà [6, 7], îáîáù¼ííîé ãðóïïû [8, 9]. Ïîñëåäíèé ïîäõîä ïîçâîëÿåò ïîëó÷àòü âåðõíèå
îöåíêè ñòîéêîñòè (â êëàññå ðàññìàòðèâàåìûõ ìåòîäîâ êðèïòîàíàëèçà).

Â íàñòîÿùåé ðàáîòå ðàññìàòðèâàþòñÿ íåñêîëüêî âîïðîñîâ, ñâÿçàííûõ ñ çàäà÷àìè
â ãðóïïå òî÷åê ýëëèïòè÷åñêîé êðèâîé: 1) àíàëèç áåçîïàñíîñòè ñõåìû âûðàáîòêè êëþ-
÷åé VKO [10] â ìîäåëè îáîáù¼ííîé ãðóïïû; 2) âîïðîñû áåçîïàñíîñòè ïðè îäíîâðåìåí-
íîì èñïîëüçîâàíèè ñåêðåòíîãî êëþ÷à êàê â ñõåìå VKO, òàê è â ñõåìå ýëåêòðîííîé
ïîäïèñè [11] (joint key security [12]). Ïîëó÷åíà âåðõíÿÿ îöåíêà ñëîæíîñòè çàäà÷è ðàç-
ëè÷åíèÿ âûõîäà ñõåìû VKO îò ñëó÷àéíûõ ðàâíîâåðîÿòíûõ ñòðîê (â ìîäåëè îáîáù¼í-
íîé ãðóïïû), à òàêæå ïîêàçàíî, ÷òî âîçìîæíîñòü ïîëó÷åíèÿ ïîäïèñè ñîîáùåíèé íà
ñåêðåòíîì êëþ÷å ñîãëàñíî ñõåìå ïîäïèñè genGOST [7] íå äà¼ò íèêàêîé äîïîëíèòåëü-
íîé èíôîðìàöèè ïðîòèâíèêó (â ýâðèñòèêå áèåêòèâíîãî ñëó÷àéíîãî îðàêóëà). Îòìåòèì
òàêæå ðàáîòó [13], â êîòîðîé ïîëó÷åíû àíàëîãè÷íûå ðåçóëüòàòû äëÿ ñõåìû èíêàïñóëÿ-
öèè êëþ÷à (KEM) ñîâìåñòíî ñ ïîäïèñüþ genGOST. Íåñêîëüêî óïðîùàÿ, ìîæíî ãîâî-
ðèòü, ÷òî äîêàçàòåëüñòâî ñòîéêîñòè, ïîëó÷åííîå â [13], îïèðàåòñÿ íà ñòîéêîñòü ðåæèìà
àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ è ñëîæíîñòü ðåøåíèÿ çàäà÷è ODH â ãðóïïå òî÷åê
ýëëèïòè÷åñêîé êðèâîé, â òî âðåìÿ êàê â íàñòîÿùåé ðàáîòå ðàññìàòðèâàåòñÿ ýâðèñòèêà
îáîáù¼íííîé ãðóïïïû, êîòîðàÿ ïîçâîëÿåò ïðîâåñòè äàëüíåéøèé àíàëèç çàäà÷è ODH,
îöåíèâ å¼ ñëîæíîñòü îòíîñèòåëüíî íåêîòîðãî êëàññà àëãîðèòìîâ. Òàêèì îáðàçîì, ïðåä-
ñòàâëåííîå äîêàçàòåëüñòâî îòíîñèòñÿ ê íåñêîëüêî èíîìó ìåõàíèçìó (ñõåìå âûðàáîòêè
êëþ÷åé) è îïèðàåòñÿ íà ïñåâäîñëó÷àéíîñòü õåø-ôóíêöèè.

1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Äëÿ q ∈ N, q > 1, ÷åðåç Zq îáîçíà÷èì êîëüöî öåëûõ ÷èñåë ñ îïåðàöèÿìè ñëî-

æåíèÿ è óìíîæåíèÿ ïî ìîäóëþ q, Z∗
q = Zq\{0}. ×åðåç x ← y îáîçíà÷èì ïðèñâîåíèå

ïåðåìåííîé x çíà÷åíèÿ y. Åñëè O� âåðîÿòíîñòíûé àëãîðèòì, òî ïîä x
$←− O ìû ïî-

íèìàåì îïåðàöèþ çàïóñêà O ñ ïðèñâîåíèåì ðåçóëüòàòà ðàáîòû O ïåðåìåííîé x. Åñëè

S �êîíå÷íîå íåïóñòîå ìíîæåñòâî, òî ïîä x
U←− S ìû ïîíèìàåì îïåðàöèþ ïðèñâîåíèÿ

ïåðåìåííîé x çíà÷åíèÿ èç S, âûáðàííîìó ñëó÷àéíî ðàâíîâåðîÿòíî èç S. Ïóñòîé ñëî-
âàðü îáîçíà÷àåòñÿ êàê [ ]. Ñèìâîë ⊥ îçíà÷àåò ëèáî ñèìâîë îøèáêè (íàïðèìåð, ñáîé
àëãîðèòìà), ëèáî ñïåöèàëüíûé ñèìâîë, îçíà÷àþùèé îòñóòñòâèå ýëåìåíòà â ñëîâàðå ïî
çàäàííîìó èíäåêñó. Íóëü è íåéòðàëüíûé ýëåìåíò àääèòèâíîé ãðóïïû îáîçíà÷àþòñÿ
÷åðåç 0.

Ïîä ïðîòèâíèêîì áóäåì ïîäðàçóìåâàòü íåêîòîðûé âåðîÿòíîñòíûé àëãîðèòì. Áó-
äåì ðàññìàòðèâàòü ïðîòèâíèêîâ â ôèêñèðîâàííîé ìîäåëè âû÷èñëåíèé (íàïðèìåð, ìà-
øèíû Òüþðèíãà); âû÷èñëèòåëüíûå ðåñóðñû ïðîòèâíèêà � âåëè÷èíà, îãðàíè÷èâàþùàÿ
ñóììó âðåìåíè ðàáîòû ïðîòèâíèêà (íàïðèìåð, ÷èñëî òàêòîâ âû÷èñëåíèé) è ðàçìåðà
åãî ïðîãðàììû. Çàïèñü AO îçíà÷àåò ïðîòèâíèêà A, èìåþùåãî äîñòóï ê îðàêóëó O [14,
ðàçä. 6.3]; P[A → 1]� âåðîÿòíîñòü òîãî, ÷òî àëãîðèòì A âûäàñò 1. ×åðåç ExpM

K áóäåì
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îáîçíà÷àòü ýêñïåðèìåíò � âåðîÿòíîñòíûé àëãîðèòì, ìîäåëèðóþùèé äëÿ ïðîòèâíèêà
óñëîâèÿ (ìîäåëü) M, â ðàìêàõ êîòîðûõ îí âçàèìîäåéñòâóåò ñ êðèïòîñèñòåìîé K.

Îïðåäåëåíèå 1. Êîìáèíèðîâàííîé ñõåìîé âûðàáîòêè îáùåãî êëþ÷à è ïîäïèñè
áóäåì íàçûâàòü ÷åòâ¼ðêó (âåðîÿòíîñòíûõ) àëãîðèòìîâCS = (PairGen,Comb, Sign,Verify):

� (sk, pk)
$←− CS.PairGen()� àëãîðèòì ãåíåðàöèè êëþ÷åâîé ïàðû: âîçâðàùàåò ñëó÷àé-

íî âûáðàííóþ êëþ÷åâóþ ïàðó (sk, pk);
� K ← CS.Comb(sk, epk)� àëãîðèòì âûðàáîòêè êëþ÷à Comb: íà îñíîâå äâóõ êëþ-

÷åé � çàêðûòîãî sk è îòêðûòîãî epk� âûðàáàòûâàåò êëþ÷ K;

� σ
$←− CS.Sign(sk,m)� àëãîðèòì ôîðìèðîâàíèÿ ïîäïèñè: ïðèíèìàåò íà âõîä êëþ÷

ïîäïèñè sk è ñîîáùåíèåm è âîçâðàùàåò ïîäïèñü σ äëÿ ñîîáùåíèÿm èëè îøèáêó ⊥;
� b ← CS.Verify(pk,m, σ)� àëãîðèòì ïðîâåðêè ïîäïèñè: ïðèíèìàåò íà âõîä îòêðû-

òûé êëþ÷ pk, ñîîáùåíèå m è ïîäïèñü σ è âîçâðàùàåò 1, åñëè ïîäïèñü âåðíà, è
0 èíà÷å.

Ïðè ýòîì äîëæíû âûïîëíÿòüñÿ ñòàíäàðòíûå òðåáîâàíèÿ êîððåêòíîñòè ãåíåðàöèè êëþ-
÷åé è êîððåêòíîñòè ïîäïèñè:

(sk, pk)
$←− CS.PairGen, (esk, epk)

$←− CS.PairGen⇒
⇒ CS.Comb(sk, epk) = CS.Comb(esk, pk), CS.Verify(pk,m,CS.Sign(sk,m)) = 1.

Ïàðó àëãîðèòìîâ KE = (CS.PairGen,CS.Comb) áóäåì íàçûâàòü ñõåìîé âûðàáîòêè
êëþ÷åé, à òðîéêó SS = (CS.PairGen,CS.Sign,CS.Verify)� ñõåìîé ïîäïèñè.

Ðàññìîòðèì êîíêðåòíûé ïðèìåð êîìáèíèðîâàííîé ñõåìû CS = VKOST (ñõåìà
VKO+ïîäïèñü genGOST). Ïóñòü G�öèêëè÷åñêàÿ ïîäãðóïïà ïðîñòîãî ïîðÿäêà q ãðóï-
ïû òî÷åê ýëëèïòè÷åñêîé êðèâîé G = ⟨P ⟩ (êîíêðåòíûå ïàðàìåòðû ýëëèïòè÷åñêîé êðè-
âîé, ãðóïïû òî÷åê è å¼ ïîäãðóïïû ìîãóò áûòü çàäàíû, ñîãëàñíî [4, ðàçä. 3.7]). Ïî-
ëîæèì Sq ⊆ {0, 1}⌈log |G|⌉ �ìíîæåñòâî êîäèðîâîê ýëåìåíòîâ ãðóïïû G; χ : G→Sq �
ôóíêöèÿ êîäèðîâêè. Çàäàäèì ìíîæåñòâî îòêðûòûõ êëþ÷åé ñõåìû VKOST êàê

G∗ = G \ {0}, ñåêðåòíûõ êëþ÷åé�Z∗
q. Ïîëîæèì D =

(
Z∗
q

)3
è çàäàäèì ÷èñëî L ∈ N.

Ïóñòü Hash1, Hash2 � õåø-ôóíêöèè âèäà Hash1 : Sq → {0, 1}L, Hash2 : {0, 1}∗ → Zq.
Îïðåäåëèì ôóíêöèþ ïðåîáðàçîâàíèÿ f = ψ ◦Π ◦φ : G∗ → Zq ÷åðåç å¼ êîìïîíåíòû

G∗ φ−→ {0, 1}L Π−→ [0, 2L − 1]
ψ−→ Zq,

ãäå φ è ψ� ýôôåêòèâíî âû÷èñëèìûå ôóíêöèè; Π� ýôôåêòèâíî âû÷èñëèìàÿ áèåêöèÿ;
φ�ïîëóèíúåêöèÿ, ò. å. ôóíêöèÿ φ ëèáî ïîëíîñòüþ èíúåêòèâíà, ëèáî ÿâëÿåòñÿ 2-â-1-
ôóíêöèåé, è åñëè φ(x) = φ(y), x, y ∈ G∗, òî y ∈ {x,−x}.

Àëãîðèòì VKOST.PairGen ãåíåðèðóåò çàêðûòûé êëþ÷ sk
U←− Z∗

q è ñîîòâåòñòâóþ-
ùèé åìó îòêðûòûé êëþ÷ pk ← sk · P . Àëãîðèòì VKOST.Comb(sk, epk) âîçâðàùàåò
çíà÷åíèå Hash1 (χ(α · sk · epk)) , ãäå α ∈ Z∗

q �íåêîòîðûé ïàðàìåòð (êîôàêòîð), êîòî-
ðûé çàâèñèò òîëüêî îò ïîäãðóïïû G (â íàñòîÿùåé ðàáîòå ìû ðàññìàòðèâàåì ñõåìó
VKO áåç ïàðàìåòðà UKM). Àëãîðèòìû VKOST.Sign è VKOST.Verify îïðåäåëåíû
â ñîîòâåòñòâèè ñî ñõåìîé ïîäïèñè genGOST [7] è îïèñàíû â ïñåâäîêîäå íà ðèñ. 1.

Îïðåäåëèì ñõåìó âûðàáîòêè êëþ÷åé VKO = (VKOST.PairGen,VKOST.Comb) è
ñõåìó ïîäïèñè genGOST = (VKOST.PairGen,VKOST.Sign,VKOST.Verify).
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VKOST.PairGen

sk
U←− Z∗

q

pk ← sk · P
return (sk, pk)

VKOST.Comb(sk, pk)

K ← Hash1(χ(α · sk · pk))
return K

VKOST.Sign(sk,m)

r
U←− Zq

R← r · P
if (R = 0)

return ⊥
fi

t← f(R)

h← Hash2(m)

s← h · r + t · sk
if (s, h, t) /∈ D

return ⊥
fi

return (s, t)

VKOST.Verify(pk,m, (s, t))

h← Hash2(m)

if (s, h, t) /∈ D

return 0

fi

R′ ← (s · h−1)P − (t · h−1)pk

if (R′ = 0)

return 0

fi

t′ ← f(R′)

if (t ̸= t′)

return 0

fi

return 1

Ðèñ. 1. Êîìáèíèðîâàííàÿ ñõåìà VKOST

2. Ìîäåëè áåçîïàñíîñòè
2.1. Ì î ä å ë ü î á î á ù ¼ í í î é ã ð ó ï ï û

Ìîäåëü îáîáù¼ííîé ãðóïïû ââåäåíà Â.È. Íå÷àåâûì â [8], èçó÷àëàñü è îáîáùàëàñü
âî ìíîãèõ äðóãèõ ðàáîòàõ, íàïðèìåð [9]. Ñóòü èäåàëèçàöèè ñîñòîèò â ñîêðûòèè îò ïðî-
òèâíèêà ñòðóêòóðû ãðóïïû G ïîðÿäêà q ñ ïîìîùüþ áèåêòèâíîé ôóíêöèè êîäèðîâàíèÿ
τ : G→ Sq, ãäå Sq ⊆ {0, 1}⌈log |G|⌉. Ïðîòèâíèêó â ðàìêàõ ðàññìàòðèâàåìîé èäåàëèçàöèè
ýëåìåíòû ãðóïïû äîñòóïíû òîëüêî ïîñðåäñòâîì èõ ìåòîê τ(x); äëÿ óìíîæåíèÿ äâóõ
ýëåìåíòîâ ãðóïïû ëèáî îáðàùåíèÿ ýëåìåíòà ãðóïïû îí äîëæåí îáðàòèòüñÿ ê ãðóïïî-
âîìó îðàêóëó Ogrp. Â ïîäîáíîé ìîäåëè ïðîòèâíèê íå ìîæåò èñïîëüçîâàòü êàêóþ-ëèáî
àëãåáðàè÷åñêóþ ¾ñòðóêòóðó¿ ãðóïïû, íî âûíóæäåí ïðèìåíÿòü òîëüêî òå àëãîðèòìû,
êîòîðûå ðàáîòàþò ñ ëþáîé àáñòðàêòíîé ãðóïïîé.

Îïðåäåëåíèå 2. Îáîáù¼ííûé ãðóïïîâîé àëãîðèòì A� ýòî (âåðîÿòíîñòíûé) àë-
ãîðèòì, êîòîðûé ïîëó÷àåò íà âõîä êîðòåæ èç k çàêîäèðîâàííûõ ýëåìåíòîâ ãðóï-
ïû (τ(x1), . . . , τ(xk)), xi ∈ G, 1 ⩽ i ⩽ k. Àëãîðèòì A ìîæåò îáðàùàòüñÿ ê ãðóïïî-
âîìó îðàêóëó äëÿ âûïîëíåíèÿ âû÷èñëèòåëüíûõ îïåðàöèé èç ìíîæåñòâà S, ïðîâåðêè
îòíîøåíèé èç ìíîæåñòâà R è ãåíåðàöèè íîâîãî ýëåìåíòà ãðóïïû.

Â íàñòîÿùåé ðàáîòå èñïîëüçóåòñÿ ìîäåëü îáîáù¼ííîé ãðóïïû äëÿ G = ⟨P ⟩ (ïîä-
ãðóïïà ãðóïïû òî÷åê ýëëèïòè÷åñêîé êðèâîé), S = {±}, R = ∅. Îòìåòèì, ÷òî â ýòîé
ìîäåëè îòíîøåíèå ðàâåíñòâà äâóõ ýëåìåíòîâ ìîæåò áûòü ïðîâåðåíî îáîáù¼ííûì ãðóï-
ïîâûì àëãîðèòìîì áåç îáðàùåíèÿ ê ãðóïïîâîìó îðàêóëó, òàê êàê ôóíêöèÿ êîäèðîâà-
íèÿ τ ÿâëÿåòñÿ áèåêöèåé è x1 ̸= x2 ýêâèâàëåíòíî τ(x1) ̸= τ(x2).

2.2. Ì î ä å ë ü á è å ê ò è â í î ã î ñ ë ó ÷ à é í î ã î î ð à ê ó ë à

Ìîäåëü áèåêòèâíîãî ñëó÷àéíîãî îðàêóëà ââåäåíà â [6] äëÿ èçó÷åíèÿ ñòîéêîñòè ñõåì
ïîäïèñè òèïà ElGamal. Â [6] ôóíêöèÿ f èç ñõåìû ïîäïèñè ïðåäñòàâëÿåòñÿ â âèäå êîì-
ïîçèöèè òð¼õ íåçàâèñèìûõ îòîáðàæåíèé f = ψ◦Π◦φ, ãäå Π� áèåêöèÿ. Îñíîâíàÿ èäåÿ
ïîäîáíîãî ïðåäñòàâëåíèÿ ñîñòîèò â òîì, ÷òî ñâîéñòâà ôóíêöèè f íà îáëàñòè îïðåäåëå-
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íèÿ è îáëàñòè çíà÷åíèé îòðàæàþòñÿ â ôóíêöèÿõ φ è ψ ñîîòâåòñòâåííî, à ôóíêöèÿ Π
õàðàêòåðèçóåò íàðóøåíèå àëãåáðàè÷åñêîé ñâÿçè ìåæäó îáëàñòüþ îïðåäåëåíèÿ è îáëà-
ñòüþ çíà÷åíèé ôóíêöèè. Â ðàìêàõ èäåàëèçàöèè áèåêöèÿ Π çàìåíÿåòñÿ íà áèåêòèâíûé
ñëó÷àéíûé îðàêóë (îáùåäîñòóïíàÿ ñëó÷àéíî âûáèðàåìàÿ ïîäñòàíîâêà).

2.3. Ì î ä å ë ü á å ç î ï à ñ í î ñ ò è PRH ä ë ÿ õ å ø - ô ó í ê ö è è

Ðàññìîòðèì ìîäåëü PRH (PseudoRandom Hashing) äëÿ çàäà÷è ðàçëè÷åíèÿ çíà÷åíèÿ
ôóíêöèè F íà ñëó÷àéíî âûáðàííîì âõîäå îò ñëó÷àéíîé ñòðîêè.

Îïðåäåëåíèå 3. Îïðåäåëèì ïðåèìóùåñòâî ïðîòèâíèêà A â ìîäåëè PRH äëÿ
ôóíêöèè F : X → {0, 1}L êàê ðàçíîñòü

AdvPRH
F (A) = P[ExpPRH-1

F (A)→ 1]− P[ExpPRH-0
F (A)→ 1],

ãäå ýêñïåðèìåíò ExpPRH-b
F , b ∈ {0, 1}, îïðåäåë¼í ñëåäóþùèì îáðàçîì. Â íà÷àëå ýêñ-

ïåðèìåíòà âûáèðàåòñÿ x
U←− X è çàäà¼òñÿ res ← F (x). Åñëè b = 0, òî çíà÷åíèå res

ïåðåîïðåäåëÿåòñÿ êàê res
U←− {0, 1}L. Äàëåå res ïîñòóïàåò íà âõîä ïðîòèâíèêà A. Çíà-

÷åíèå, ïîëó÷åííîå îò ïðîòèâíèêà A, ÿâëÿåòñÿ âûõîäîì ýêñïåðèìåíòà.

Îïðåäåëåíèå 4. Îáîçíà÷èì InSecPRHF (t) ìàêñèìóì ñðåäè ïðåèìóùåñòâ âèäà
AdvPRH

F (A), ãäå ìàêñèìóì áåð¼òñÿ ïî âñåì ïðîòèâíèêàì A ñ îãðàíè÷åíèåì t íà âû÷èñ-
ëèòåëüíûå ðåñóðñû.

Ïðè |X| > 2L min-ýíòðîïèÿ ðàâíîìåðíîãî ðàñïðåäåëåíèÿ íà X ïðåâûøàåò L, ò. å.
íàì âñåãî ëèøü íåîáõîäèìî ¾èçâëå÷ü¿ ðàâíîìåðíî ðàñïðåäåë¼ííóþ ñëó÷àéíóþ âåëè÷è-
íó èç èñòî÷íèêà ñ áîëüøåé ýíòðîïèåé. Åñëè ôóíêöèÿ F ìîäåëèðóåòñÿ êàê ñëó÷àéíûé
îðàêóë, òî InSecPRHF (t) = 0.

2.4. Ì î ä å ë ü á å ç î ï à ñ í î ñ ò è mODH′ ä ë ÿ ñ õ å ì û CS

Ðàññìîòðèì ìîäåëü mODH′ (Multiple query Oracle Di�e�Hellman) äëÿ èçó÷åíèÿ
áåçîïàñíîñòè êîìáèíèðîâàííîé ñõåìûCS. Â ìîäåëè mODH′ ïðîòèâíèê A èìååò äîñòóï
ê òð¼ì îðàêóëàì:

� Obkgen ãåíåðèðóåò ëèáî êëþ÷è, âû÷èñëåííûå ñ ïîìîùüþ àëãîðèòìà CS (ïðè b = 1),
ëèáî ñëó÷àéíûå ðàâíîâåðîÿòíûå êëþ÷è çàäàííîé äëèíû (ïðè b = 0), ñ íåêîòîðûìè
îãðàíè÷åíèÿìè, èñêëþ÷àþùèìè òðèâèàëüíûå àòàêè (ñì. ïñåâäîêîä íà ðèñ. 2);

� Ocomb(epk) ãåíåðèðóåò êëþ÷ ñ ïîìîùüþ àëãîðèòìà CS.Comb, èñïîëüçóÿ ïðåäîñòàâ-
ëåííûé åìó íà âõîä îòêðûòûé êëþ÷ epk;

� Osig(m) âîçâðàùàåò ïîäïèñü CS.Sign(sk,m) ñîîáùåíèÿ m íà çàêðûòîì êëþ÷å sk.

Çàäà÷åé ïðîòèâíèêà ÿâëÿåòñÿ êîððåêòíîå îïðåäåëåíèå áèòà b, çàôèêñèðîâàííîãî âíóò-
ðè îðàêóëà Obkgen. Íåâîçìîæíîñòü ïðîòèâíèêà A ñ âûñîêîé âåðîÿòíîñòüþ ïðàâèëüíî
îïðåäåëèòü áèò b ñâèäåòåëüñòâóåò â ïîëüçó òîãî, ÷òî êëþ÷è, âûðàáîòàííûå ñ ïîìîùüþ
ñõåìû CS, íåîòëè÷èìû îò ñëó÷àéíûõ.

Îïðåäåëåíèå 5. Îïðåäåëèì ïðåèìóùåñòâî ïðîòèâíèêà A â ìîäåëè mODH′ äëÿ
ñõåìû âûðàáîòêè îáùåãî êëþ÷à è ïîäïèñè CS êàê ðàçíîñòü

AdvmODH′

CS (A) = P[ExpmODH′-1
CS (A)→ 1]− P[ExpmODH′-0

CS (A)→ 1],

ïñåâäîêîä ýêñïåðèìåíòà ExpmODH′-b
CS , b ∈ {0, 1}, ïðèâåä¼í íà ðèñ. 2.

Îïðåäåëåíèå 6. Îáîçíà÷èì ÷åðåç InSecmODH′

CS (t, qgen, qcom, qsign) ìàêñèìóì ñðåäè

ïðåèìóùåñòâ âèäà AdvmODH′

CS (A), ãäå ìàêñèìóì áåð¼òñÿ ïî âñåì ïðîòèâíèêàì A, èìå-
þùèì îãðàíè÷åíèå t íà âû÷èñëèòåëüíûå ðåñóðñû è äåëàþùèì íå áîëåå qgen (qcom, qsign)
çàïðîñîâ ê îðàêóëó Obkgen (îðàêóëó Ocomb è îðàêóëó Osig ñîîòâåòñòâåííî).
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ExpmODH′-b
KE,Sign (A)

(sk, pk)
$←− CS.PairGen

Keys← [ ]

b′
$←− AOb

kgen,Ocomb,Osig(pk)

return b′

Osig(m)

σ
$←− CS.Sign(sk,m)

return σ

Obkgen
(esk, epk)

$←− CS.PairGen

if Keys[epk] = ⊥
K ← CS.Comb(sk, epk)

if (b = 0)

K
U←− {0, 1}|K|

fi

Keys[epk]← K

fi

return (epk,Keys[epk])

Ocomb(epk)

if Keys[epk] = ⊥
return CS.Comb(sk, epk)

fi

return Keys[epk]

Ðèñ. 2. Ïñåâäîêîä ýêñïåðèìåíòà mODH′ äëÿ ñõåìû CS

Äëÿ ñõåìû âûðàáîòêè êëþ÷åé KE = (CS.PairGen,CS.Comb) ìû ìîæåì ââåñòè òàê-
æå ìîäåëü áåçîïàñíîñòè mODH, â êîòîðîé ïðîòèâíèê íå èìååò äîñòóïà ê îðàêóëó Osig,
à åãî çàäà÷à àíàëîãè÷íà çàäà÷å â ìîäåëè mODH′ (îòëè÷åíèå âûðàáîòàííûõ ñõåìîé
êëþ÷åé îò ñëó÷àéíûõ). Ïðåèìóùåñòâî ïðîòèâíèêà â ìîäåëè mODH çàäà¼òñÿ êàê

InSecmODH
KE (t, qgen, qcom) = InSecmODH′

CS (t, qgen, qcom, 0) .

2.5. È ä å à ë è ç è ð î â à í í û å ì î ä å ë è á å ç î ï à ñ í î ñ ò è

Äëÿ èçó÷åíèÿ ñëîæíîñòè òåõ èëè èíûõ çàäà÷ ÷àñòî èñïîëüçóþòñÿ âñåâîçìîæíûå
èäåàëèçàöèè (ýâðèñòèêè) èñõîäíûõ ìîäåëåé áåçîïàñíîñòè, êîòîðûå (çà ñ÷¼ò íåêîòîðî-
ãî óïðîùåíèÿ ñèòóàöèè) ïîääàþòñÿ äàëüíåéøåìó àíàëèçó. Ïðèìåíèì ýòîò ïîäõîä è
ðàññìîòðèì èäåàëèçèðîâàííûå âåðñèè ìîäåëåé.

Ìîäåëü g-mODH
Ðàññìîòðèì ìîäåëü mODH äëÿ ñõåìû VKO â èäåàëèçàöèè îáîáù¼ííîé ãðóïïû.

Èñõîäíàÿ ôóíêöèÿ êîäèðîâàíèÿ ýëåìåíòîâ χ çàìåíÿåòñÿ íà ñëó÷àéíóþ êîäèðîâêó τ ,
ñîãëàñíî ýâðèñòèêå îáîáù¼ííîé ãðóïïû (ñì. ï. 2.1).

Îïðåäåëåíèå 7. Ïðåèìóùåñòâîì ïðîòèâíèêà A â ìîäåëè g-mODH íàçûâàåòñÿ
âåëè÷èíà

Advg-mODH
VKO (A) = P[Expg-mODH-1

VKO (A)→ 1]− P[Expg-mODH-0
VKO (A)→ 1],

ïñåâäîêîä ýêñïåðèìåíòà Expg-mODH-b
VKO , b ∈ {0, 1}, ïðèâåä¼í íà ðèñ. 3.

Îïðåäåëåíèå 8. Îáîçíà÷èì ÷åðåç InSecg-mODH
VKO (t, qgen, qcom, qgroup) ìàêñèìóì ñðå-

äè ïðåèìóùåñòâ âèäà Advg-mODH
VKO (A), ãäå ìàêñèìóì áåð¼òñÿ ïî âñåì ïðîòèâíèêàì A,

èìåþùèì îãðàíè÷åíèå t íà âû÷èñëèòåëüíûå ðåñóðñû è äåëàþùèì íå áîëåå qgen (qcom,
qgroup) çàïðîñîâ ê îðàêóëó Obkgen (îðàêóëó Ocomb, îðàêóëó Ogrp).

Òåîðåìà 1. Âûïîëíåíî ñëåäóþùåå íåðàâåíñòâî:

InSecg-mODH
VKO (t, 1, qcom, qgroup) ⩽

2(qgroup + qcom)
2

q
+ InSecPRHHash1

(t).
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Expg-mODH-b
VKO (A)

sk
U←− Z∗

q

pk ← sk · P

τ
U←− {π : G→ Sq, π èíúåêòèâíî}

Keys← [ ]

b′
$←− AOb

kgen,Ocomb,Ogrp(τ(P ), τ(pk))

return b′

O±
grp(τ(x), τ(y))

return τ(x± y)

Osamplegrp (τ(M))

el
U←− G\M // M ⊆ G

return τ(el)

Ocomb(τ(epk))

if Keys[epk] = ⊥
K ← Hash1(τ(α · sk · epk))
return K

fi

return Keys[epk]

Obkgen
esk

U←− Z∗
q

epk ← esk · P
if Keys[epk] = ⊥
K ← Hash1(τ(α · sk · epk))
if (b = 0)

K
U←− {0, 1}|K|

fi

Keys[epk]← K

fi

return (τ(epk),Keys[epk])

Ðèñ. 3. Ïñåâäîêîä ýêñïåðèìåíòà g-mODH äëÿ ñõåìû VKO

Çàìåòèì, ÷òî ýòîò ðåçóëüòàò ÿâëÿåòñÿ íåóëó÷øàåìûì â òîì ñìûñëå, ÷òî ñóùåñòâó-
þò îáîáù¼ííûå àëãîðèòìû äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ â ãðóïïå òî÷åê ýëëèïòè-
÷åñêîé êðèâîé, êîòîðûå òðåáóþò ïîðÿäêà O(√q) îïåðàöèé. Èíòåðïðåòàöèÿ ðåçóëüòàòà
ìîæåò áûòü ñëåäóþùåé: ëþáîé îáîáù¼ííûé (íå èñïîëüçóþùèé ñïåöèôèêó êîíêðåòíîé
ãðóïïû) àëãîðèòì, êîòîðûé ðåøàåò çàäà÷ó ðàçëè÷åíèÿ êëþ÷åé VKO îò ñëó÷àéíûõ
ðàâíîâåðîÿòíûõ êëþ÷åé, äîëæåí çàòðàòèòü ïîðÿäêà O(√q) âðåìåíè (ëèáî àòàêîâàòü
õåø-ôóíêöèþ, èñïîëüçóåìóþ â ñõåìå).

Ìîäåëü mODH′-BRO
Îïðåäåëèì ìîäåëü mODH′-BRO êàê ìîäåëü mODH′, â êîòîðîé â ðàçëîæåíèè

f = ψ ◦ Π ◦ φ áèåêöèÿ Π ìîäåëèðóåòñÿ êàê îáùåäîñòóïíûé ñëó÷àéíûé áèåêòèâíûé
îðàêóë Π, âûáðàííûé â íà÷àëå ýêñïåðèìåíòà. Îïðåäåëèì ïðåèìóùåñòâî ïðîòèâíèêà A
â ìîäåëè mODH′-BRO äëÿ ñõåìû âûðàáîòêè îáùåãî êëþ÷à è ïîäïèñè êàê ðàçíîñòü

AdvmODH′-BRO
CS (A) = P[ExpmODH′-BRO-1

CS (A)→ 1]− P[ExpmODH′-BRO-0
CS (A)→ 1].

Îáîçíà÷èì ÷åðåç InSecmODH′-BRO
CS (t, qgen, qcom, qsign, qΠ) ìàêñèìóì ñðåäè ïðåèìóùåñòâ âè-

äà AdvmODH′-BRO
CS (A), ãäå ìàêñèìóì áåð¼òñÿ ïî âñåì ïðîòèâíèêàì A, èìåþùèì îãðàíè-

÷åíèå t íà âû÷èñëèòåëüíûå ðåñóðñû è äåëàþùèì íå áîëåå qgen (qcom, qsign, qΠ) çàïðîñîâ
ê îðàêóëó Obkgen (îðàêóëó Ocomb, îðàêóëó Osig è îðàêóëó Π ñîîòâåòñòâåííî).

Òåîðåìà 2. Äëÿ êîìáèíèðîâàííîé ñõåìû âûðàáîòêè îáùåãî êëþ÷à è ïîäïèñè
VKOST âûïîëíåíî ñëåäóþùåå íåðàâåíñòâî:

InSecmODH′-BRO
VKOST (t, qgen, qcom, qsign, qΠ) ⩽

⩽ InSecmODH
VKO (t+O(qsign + qΠ), qgen, qcom) +

3(qsign + qΠ)qsign
(q − 1)/2− qΠ

.

Ïðè óñëîâèè q ≫ qsign, qΠ èíòåðïðåòàöèÿ ðåçóëüòàòà ìîæåò áûòü ñëåäóþùåé: åñëè
ïðîòèâíèê, ðåøàþùèé çàäà÷ó ðàçëè÷åíèÿ êëþ÷åé VKO îò ñëó÷àéíûõ ðàâíîâåðîÿòíûõ
â ïðèñóòñòâèè îðàêóëà ïîäïèñè genGOST äîñòèãàåò ñóùåñòâåííî áîëüøåãî ïðåèìóùå-
ñòâà, ÷åì ïðè åãî îòñóòñòâèè, òî â ðàññìàòðèâàåìîì ïðîòèâíèêå íåÿâíî ñóùåñòâåííûì
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îáðàçîì èñïîëüçóåòñÿ àëãåáðàè÷åñêàÿ ñâÿçü ìåæäó ýëåìåíòàìè ãðóïïû G è ýëåìåíòà-
ìè Zq, ÷òî, âîçìîæíî, ìîæåò áûòü èñïîëüçîâàíî äëÿ íàõîæäåíèÿ áîëåå ýôôåêòèâíûõ
àëãîðèòìîâ äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ äëÿ ãðóïïû G.

ËÈÒÅÐÀÒÓÐÀ

1. Ïàíêðàòîâà È.À. Òåîðåòèêî-÷èñëîâûå ìåòîäû êðèïòîãðàôèè: Ó÷åá. ïîñîáèå. Òîìñê:
Òîìñêèé ãîñóäàðñòâåííûé óíèâåðñèòåò, 2009. 120 ñ.

2. Adleman L. A subexponential algorithm for the discrete logarithm problem with applications
to cryptography // Proc. 20th Ann. Symp. Found. Comput. Sci. San Juan, PR, USA, 1979.
P. 55�60.

3. Menezes A., Vanstone S., and Okamoto T. Reducing elliptic curve logarithms to logarithms
in a �nite �eld // Proc. 23th Ann. ACM Symp. Theory Comput. New Orleans, Louisiana,
USA, 1991. P. 80�89.

4. Àëåêñååâ Å.Ê., Îøêèí È.Á., Ïîïîâ Â.Î., Ñìûøëÿåâ Ñ.Â. Î êðèïòîãðàôè÷åñêèõ ñâîé-
ñòâàõ àëãîðèòìîâ, ñîïóòñòâóþùèõ ïðèìåíåíèþ ñòàíäàðòîâ ÃÎÑÒ Ð 34.11-2012 è
ÃÎÑÒ Ð 34.10-2012 // Ìàòåì. âîïð. êðèïòîãð. 2016. �7(1). C. 5�38.

5. Bellare M. and Rogaway P. Random oracles are practical: A paradigm for designing e�cient
protocols // Proc. CCS'93. Fairfax, Virginia, USA, 1993. P. 62�73.

6. Fersch M., Kiltz E., and Poettering B. On the provable security of (EC)DSA signatures //
Proc. CCS'16. Vienna, Austria, 2016. P. 1651�1662.

7. Fersch M. The Provable Security of ElGamal-type Signature Schemes. Doctoral dissertation,
Ruhr University Bochum, 2018.

8. Íå÷àåâ Â.È. Ê âîïðîñó î ñëîæíîñòè äåòåðìèíèðîâàííîãî àëãîðèòìà äëÿ äèñêðåòíîãî
ëîãàðèôìà // Ìàòåì. çàìåòêè. 1994. �55(2). C. 91�101.

9. Shoup V. Lower bounds for discrete logarithms and related problems // LNCS. 1997. V. 1233.
P. 256�266.

10. Ðåêîìåíäàöèè ïî ñòàíäàðòèçàöèè Ð 50.1.113-2016 Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòî-
ãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè. Êðèïòîãðàôè÷åñêèå àëãîðèòìû, ñîïóòñòâóþùèå ïðè-
ìåíåíèþ àëãîðèòìîâ ýëåêòðîííîé öèôðîâîé ïîäïèñè è ôóíêöèè õýøèðîâàíèÿ. Ì.: Ñòàí-
äàðòèíôîðì, 2016.

11. Ìåæãîñóäàðñòâåííûé ñòàíäàðò ÃÎÑÒ 34.10.2018. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèï-
òîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè. Ïðîöåññû ôîðìèðîâàíèÿ è ïðîâåðêè ýëåêòðîííîé
öèôðîâîé ïîäïèñè. Ì.: Ñòàíäàðòèíôîðì, 2018.

12. Paterson K.G., Schuldt J., Stam M., and Thomson S. On the joint security of encryption and
signature, revisited // LNCS. 2011. V. 7073. P. 161�178.

13. Babueva A.A, Bozhko A.A., and Kyazhin S.N. Joint security of encryption and signature in
RuCMS: Two keys are better, but one is also �ne // Proc. CTCrypt'24. 2024.

14. Sipser M. Introduction to the Theory of Computation. 3rd ed. Cengage Learning, 2012.

ÓÄÊ 004.421.5 DOI 10.17223/2226308X/17/16

ÈÑÑËÅÄÎÂÀÍÈÅ ÊÎÍÑÒÐÓÊÖÈÉ ÏÐÅÎÁÐÀÇÎÂÀÍÈß ÑÈÃÍÀËÀ
Ñ ÔÄÑ×, ÎÑÍÎÂÀÍÍÎÃÎ ÍÀ ÊÎËÜÖÅÂÛÕ ÎÑÖÈËËßÒÎÐÀÕ

Ä.À. Áîáðîâñêèé, Ä.À. Øèëèêîâ

Èññëåäóþòñÿ ñõåìû äëÿ îáðàáîòêè ñèãíàëà, ïîëó÷àåìîãî ñ êîëüöåâûõ îñöèëëÿ-
òîðîâ; ïðåîáðàçîâàííûå ïîñëåäîâàòåëüíîñòè òåñòèðóþòñÿ íà ñâîéñòâà ñëó÷àéíî-
ñòè. Ïðåäëîæåíî ïÿòü âàðèàíòîâ ïðåîáðàçîâàíèÿ âûõîäíîãî ñèãíàëà. Â êà÷åñòâå
èíñòðóìåíòîâ ïðåîáðàçîâàíèÿ èñïîëüçîâàíû êîìáèíàöèè ìåòîäà ôîí Íåéìàíà è
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îïåðàöèè XOR. Òåñòèðîâàíèå ïîëó÷åííûõ ïîñëåäîâàòåëüíîñòåé âûïîëíåíî ñ ïî-
ìîùüþ ïàêåòà òåñòîâ NIST STS. Ïîñëåäîâàòåëüíîñòü, ïîëó÷åííàÿ ïîñëå ïðåîáðà-
çîâàíèÿ �5, ïîêàçàëà íàèëó÷øèé ðåçóëüòàò ïî èòîãàì òåñòèðîâàíèÿ è áûëà ñðàâ-
íåíà ñ ïîñëåäîâàòåëüíîñòüþ, çàøèôðîâàííîé àëãîðèòìîì AES â ðåæèìå ñ÷¼ò-
÷èêà. Ñðàâíåíèå ïîêàçàëî, ÷òî êîëè÷åñòâî óñïåøíî ïðîéäåííûõ òåñòîâ ïðåîáðà-
çîâàííîé ïîñëåäîâàòåëüíîñòè âûøå, ÷åì ó ïîñëåäîâàòåëüíîñòè, çàøèôðîâàííîé
àëãîðèòìîì AES.

Êëþ÷åâûå ñëîâà: ôèçè÷åñêèé äàò÷èê ñëó÷àéíûõ ÷èñåë, ñåìïëèðîâàíèå, êîëü-

öåâîé îñöèëëÿòîð, ìåòîäû ïðåîáðàçîâàíèÿ ïîñëåäîâàòåëüíîñòåé.

Íåîòúåìëåìîé ÷àñòüþ êðèïòîãðàôè÷åñêîé çàùèòû èíôîðìàöèè ÿâëÿþòñÿ ñëó÷àé-
íûå ïîñëåäîâàòåëüíîñòè, èñïîëüçóåìûå ñ öåëüþ âûðàáîòêè êëþ÷åé è äðóãîé ïñåâäî-
ñëó÷àéíîé èíôîðìàöèè. Ýòî ãîâîðèò î òîì, ÷òî ôèçè÷åñêèå äàò÷èêè ñëó÷àéíûõ ÷è-
ñåë (ÔÄÑ×), êàê îäèí èç ñïîñîáîâ ãåíåðàöèè ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé,
èãðàþò áîëüøóþ ðîëü â êðèïòîãðàôè÷åñêîé çàùèòå èíôîðìàöèè. Îò êà÷åñòâà ñãåíå-
ðèðîâàííûõ ïîñëåäîâàòåëüíîñòåé íàïðÿìóþ çàâèñèò êðèïòîñòîéêîñòü øèôðà.

Îäíèì èç âèäîâ ÔÄÑ× ÿâëÿåòñÿ ãåíåðàòîð íà îñíîâå êîëüöåâûõ îñöèëëÿòîðîâ [1].
Èññëåäîâàíèÿ â îáëàñòè äàííîãî âèäà ÔÄÑ× ïîëó÷èëè øèðîêèé ðîñò â íà÷àëå
2000-õ ãîäîâ [2, 3] è ïðîäîëæàþòñÿ â íàøè äíè. Èçó÷åíû êîíñòðóêòèâíûå îñîáåííî-
ñòè ãåíåðàòîðà [4], óðîâíè ýíåðãèè [5], âëèÿíèå ïîñòîðîííèõ ôèçè÷åñêèõ ïðîöåññîâ íà
êà÷åñòâî âûõîäíîé ïîñëåäîâàòåëüíîñòè [6]. Ïî ïðè÷èíå âûñîêîé ñêîðîñòè ãåíåðàöèè
ïîñëåäîâàòåëüíîñòåé äàííàÿ îáëàñòü ïåðñïåêòèâíà è îáëàäàåò áîëüøèìè âîçìîæíî-
ñòÿìè äëÿ äàëüíåéøåãî èññëåäîâàíèÿ. Îäíèì èç òàêèõ íàïðàâëåíèé èçó÷åíèÿ ÿâëÿ-
þòñÿ ïðåîáðàçîâàíèÿ âûõîäíîãî ñèãíàëà ñ êîëüöåâûõ îñöèëëÿòîðîâ [7].

Â äàííîé ðàáîòå â êà÷åñòâå èñõîäíûõ èñïîëüçîâàëèñü äàííûå, ñíÿòûå ñ âîñüìè
êîëüöåâûõ îñöèëëÿòîðîâ. Ïîëó÷åííûå ìàññèâû áûëè èññëåäîâàíû, ïðåîáðàçîâàíû è
ïðîòåñòèðîâàíû â ñðåäå ïðîãðàììèðîâàíèÿ Python. Ìåòîäàìè ïðåîáðàçîâàíèÿ âûõîä-
íîãî ñèãíàëà ÿâëÿëèñü: îïåðàöèè XOR, ôóíêöèè ýêñòðàêöèè.

Â ïåðâóþ î÷åðåäü âûïîëíåíî èçìåíåíèå ÷àñòîòû ñåìïëèðîâàíèÿ ñ êîëåö èíäèâèäó-
àëüíî äëÿ êàæäîãî âûõîäíîãî ñèãíàëà. Â èññëåäóåìûõ äàííûõ, ïîëó÷åííûõ ñ ÔÄÑ×,
÷àñòîòà îïðîñà ñîñòàâëÿëà 60ÌÃö, ÷òî â 2 ðàçà áîëüøå ÷àñòîòû îñöèëëèðîâàíèÿ ïåð-
âîãî êîëüöà. Ðàññìàòðèâàëîñü èçìåíåíèå ÷àñòîòû îïðîñà ñ óìåíüøåíèåì øàãà â ÷èñëî
ðàç, êðàòíîå 0,5. Õàðàêòåðèñòèêàìè ïðè ñðàâíåíèè ìåòîäîâ ñåìïëèðîâàíèÿ âûñòóïàëè:
êîëè÷åñòâî ïàð áèò ¾01¿ â ïîñëåäîâàòåëüíîñòè, îòêëîíåíèå îò ðàâíîìåðíîãî ðàñïðå-
äåëåíèÿ, âûáîðî÷íîå ñðåäíåå, âûáîðî÷íàÿ äèñïåðñèÿ è ìàêñèìàëüíîå êîëè÷åñòâî ïîä-
ðÿä èäóùèõ åäèíèö. Èç-çà êîíñòðóêòèâíûõ îñîáåííîñòåé èíâåðòîðîâ, èñïîëüçóåìûõ
â êîëüöåâûõ îñöèëëÿòîðàõ, íå ïðåäñòàâëÿåòñÿ âîçìîæíûì ñîõðàíåíèå èäåíòè÷íîé ÷à-
ñòîòû ñíÿòèÿ äàííûõ äëÿ êàæäîé ïîñëåäîâàòåëüíîñòè. Ïî ðåçóëüòàòàì òåñòèðîâàíèÿ
áûëà âûÿâëåíà ÷àñòîòà îïðîñà 12ÌÃö, ÷òî â 5 ðàç ìåíüøå èñõîäíîé.

Ñëåäóþùèé ýòàï� òåñòèðîâàíèå ïîñëåäîâàòåëüíîñòè íà ñâîéñòâà ñëó÷àéíîñòè. Èñ-
ïîëüçîâàíû ñòàòèñòè÷åñêèå òåñòû NIST STS (NIST Statistical Test Suite) [8]. Ïàêåò
ñîäåðæèò 15 òåñòîâ, öåëüþ êîòîðûõ ÿâëÿåòñÿ âûÿâëåíèå ñòàòèñòè÷åñêèõ îòêëîíåíèé
ïîñëåäîâàòåëüíîñòåé, ïîëó÷åííûõ ïðè ïîìîùè äàò÷èêîâ ñëó÷àéíûõ è ïñåâäîñëó÷àé-
íûõ ÷èñåë, îò èñòèííî ñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé.

Ñòàòèñòè÷åñêèå òåñòû NIST STS áûëè íàïèñàíû íà ÿçûêå ïðîãðàììèðîâàíèÿ
Python äëÿ óäîáñòâà ïðåîáðàçîâàíèÿ è ïðîâåðêè ïîñëåäîâàòåëüíîñòåé íà ñëó÷àéíîñòü
â îäíîé ñðåäå ïðîãðàììèðîâàíèÿ. Â ñâîþ î÷åðåäü, ïðîäåëàííàÿ ðàáîòà ïîâëèÿëà íà
âûáîð òåñòîâ, ïðèìåíÿþùèõñÿ äëÿ ïîñëåäîâàòåëüíîñòåé.



72 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Ïî ðåçóëüòàòàì ïðèìåíåíèÿ ïàêåòà NIST STS ñäåëàí âûâîä, ÷òî èñïîëüçîâàíèå
ïîñëåäîâàòåëüíîñòåé â êðèïòîãðàôè÷åñêîé çàùèòå â èñõîäíîì âèäå íåâîçìîæíî. Òðå-
áóþòñÿ ïðåîáðàçîâàíèÿ äëÿ óëó÷øåíèÿ ñòàòèñòè÷åñêèõ êà÷åñòâ.

Â êà÷åñòâå èíñòðóìåíòîâ ïðåîáðàçîâàíèÿ èñïîëüçîâàíû îïåðàöèÿ XOR è ìåòîä
ôîí Íåéìàíà [9], èõ êîìáèíàöèÿ ïîçâîëèëà èññëåäîâàòü ïÿòü ñõåì ïðåîáðàçîâàíèÿ
ïîñëåäîâàòåëüíîñòåé.

Ïåðâûé ñïîñîá ïðåîáðàçîâàíèÿ ïðåäñòàâëÿåò ñîáîé ïîáèòîâîå ñëîæåíèå ïî ìîäóëþ
äâà âñåõ ïîñëåäîâàòåëüíîñòåé è ïðèìåíåíèå ê íåìó ìåòîäà ôîí Íåéìàíà (ðèñ. 1).

Âî âòîðîé ñõåìå (ðèñ. 2) ìåòîä ôîí Íåéìàíà ïðèìåíÿåòñÿ ê ïîñëåäîâàòåëüíîñòè
áèò, ïîëó÷åííûõ ñ ïåðâîãî êîëüöà îñöèëëÿòîðà, ïîñëå ÷åãî ïîëó÷åííàÿ ïîñëåäîâàòåëü-
íîñòü ñêëàäûâàåòñÿ ïî ìîäóëþ äâà ñ îñòàëüíûìè. Çàêàí÷èâàåòñÿ àëãîðèòì ïðèìåíå-
íèåì ìåòîäà ôîí Íåéìàíà ê ïðåîáðàçîâàííîé ïîñëåäîâàòåëüíîñòè.

Ðèñ. 1. Ñõåìà ïðåîáðàçîâàíèÿ �1 Ðèñ. 2. Ñõåìà ïðåîáðàçîâàíèÿ �2

Ñõåìà 3 (ðèñ. 3) ïðåäñòàâëÿåò ñîáîé ðàçäåëåíèå ïîñëåäîâàòåëüíîñòåé íà äâå ãðóï-
ïû ïî ÷åòûðå, ãäå ïîñëåäîâàòåëüíîñòè ñêëàäûâàþòñÿ ïî ìîäóëþ äâà ìåæäó ñîáîé.
Ê ïîëó÷åííûì äâóì ïîñëåäîâàòåëüíîñòÿì ïðèìåíÿåòñÿ ïðåîáðàçîâàíèå ôîí Íåéìàíà,
ïîñëå ýòîãî âûïîëíÿåòñÿ îïåðàöèÿ ñëîæåíèÿ ïî ìîäóëþ äâà.

Â ñõåìå 4 (ðèñ. 4) ïåðâàÿ ïîñëåäîâàòåëüíîñòü ïðåîáðàçóåòñÿ ñ ïîìîùüþ ìåòîäà ôîí
Íåéìàíà, îñòàëüíûå ñåìü ïîñëåäîâàòåëüíîñòåé ñêëàäûâàþòñÿ ïî ìîäóëþ äâà è ïîëó-
÷åííûé ðåçóëüòàò ïîäâåðãàåòñÿ ïðåîáðàçîâàíèþ ôîí Íåéìàíà. Êîíå÷íîé îïåðàöèåé
ÿâëÿåòñÿ ñëîæåíèå äâóõ ïîëó÷åííûõ ïîñëåäîâàòåëüíîñòåé ïî ìîäóëþ äâà.

Ðèñ. 3. Ñõåìà ïðåîáðàçîâàíèÿ �3 Ðèñ. 4. Ñõåìà ïðåîáðàçîâàíèÿ �4
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Ïÿòàÿ ñõåìà (ðèñ. 5) ìîæåò ñ÷èòàòüñÿ îáðàòíîé ïåðâîé, òàê êàê â íåé íà ïåðâîì
ýòàïå ïðèìåíÿåòñÿ ìåòîä ôîí Íåéìàíà ê êàæäîé ïîñëåäîâàòåëüíîñòè, ïîñëå ÷åãî ïðî-
èñõîäèò ñëîæåíèå ïî ìîäóëþ äâà âñåõ ïîñëåäîâàòåëüíîñòåé.

Ðèñ. 5. Ñõåìà ïðåîáðàçîâàíèÿ �5

Íåîáõîäèìî óòî÷íèòü, ÷òî ïðè ñëîæåíèè ïî ìîäóëþ äâà â ñëó÷àå ðàçëè÷èÿ äëèí
ïîñëåäîâàòåëüíîñòåé (íàïðèìåð, ñëîæåíèå èñõîäíîé ïîñëåäîâàòåëüíîñòè áèò, ïîëó÷åí-
íîé ñ êîëüöà îñöèëëÿòîðà, è ïîñëåäîâàòåëüíîñòè, ïðåîáðàçîâàííîé ïðè ïîìîùè ôîí
Íåéìàíà) ñëîæåíèå ïðîèñõîäèò ïî ïîñëåäîâàòåëüíîñòè ìåíüøåé äëèíû. Â ðåçóëüòàòå
ïîëó÷àåòñÿ ¾óêîðî÷åííàÿ¿ ïîñëåäîâàòåëüíîñòü.

Ïîñëå ðåàëèçàöèè êàæäîé ñõåìû íà ÿçûêå ïðîãðàììèðîâàíèÿ Python ê ïîñëåäî-
âàòåëüíîñòÿì áûë ïðèìåíåí ïàêåò NIST STS. Äëÿ òåñòîâ óñòàíîâëåí óðîâåíü çíà÷è-
ìîñòè α = 0,01. Â êàæäîì òåñòå ðàññ÷èòûâàåòñÿ p-óðîâåíü çíà÷èìîñòè P-value. Åñëè
P-value < α, òî íóëåâàÿ ãèïîòåçà îòâåðãàåòñÿ, òî åñòü ïîñëåäîâàòåëüíîñòü íå îáëàäàåò
ñâîéñòâàìè ñëó÷àéíîé. Íà îñíîâå p-óðîâíÿ çíà÷èìîñòè äåëàåòñÿ âûâîä îá óñïåøíîì
(PASSED) èëè áåçóñïåøíîì (FAILED) ïðîõîæäåíèè òåñòà, îí óêàçàí â ÿ÷åéêàõ òàáëè-
öû äëÿ êàæäîãî òåñòà è êàæäîé ïîñëåäîâàòåëüíîñòè.

Èç ïîëó÷åííûõ äàííûõ ñäåëàí âûâîä, ÷òî ïîñëåäîâàòåëüíîñòü �5 èìååò ñëåäóþ-
ùèå ïðåèìóùåñòâà: ñîõðàíàíåíèå áîëüøåãî êîëè÷åñòâà áèò íà âûõîäå, ÷åì ó îñòàëü-
íûõ, âûñîêèé ïîðîã ïðîõîæäåíèÿ òåñòîâ NIST STS. Ïî ýòèì ïðè÷èíàì äàííàÿ ïîñëåäî-
âàòåëüíîñòü áûëà âûáðàíà â êà÷åñòâå îñíîâíîé äëÿ ñðàâíåíèÿ c ïîñëåäîâàòåëüíîñòüþ,
çàøèôðîâàííîé àëãîðèòìîì AES â ðåæèìå ñ÷¼ò÷èêà. Ñðàâíåíèå ïîêàçàëî, ÷òî êîëè-
÷åñòâî óñïåøíî ïðîéäåííûõ òåñòîâ äëÿ ïðåîáðàçîâàííîé ïîñëåäîâàòåëüíîñòè âûøå,
÷åì äëÿ ïîñëåäîâàòåëüíîñòè, çàøèôðîâàííîé àëãîðèòìîì AES (ñì. òàáëèöó).

Ðåçóëüòàò ðàáîòû ïîêàçàë, ÷òî ÔÄÑ×, îñíîâàííûé íà êîëüöåâûõ îñöèëëÿòîðàõ,
ñ ïðèìåíåíèåì ìåòîäîâ ïðåîáðàçîâàíèÿ ñïîñîáåí ãåíåðèðîâàòü òàêèå ïîñëåäîâàòåëü-
íîñòè, êîòîðûå ìîãóò èñïîëüçîâàòüñÿ äëÿ âûðàáîòêè êëþ÷åâîé è äðóãîé ïñåâäîñëó-
÷àéíîé èíôîðìàöèè, î ÷¼ì ñâèäåòåëüñòâóåò óñïåøíîå ïðîõîæäåíèå òåñòîâ NIST STS
íà ñâîéñòâà ñëó÷àéíîñòè.
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Õàðàêòåðèñòèêè
Ñõåìà �1 Ñõåìà �2 Ñõåìà �3 Ñõåìà �4 Ñõåìà �5 AES

è íàçâàíèÿ òåñòîâ
Êîë-âî òåñòèð. áèò, øò. 160000 160000 160000 160000 160000 160000

Monobit
PASSED PASSED PASSED PASSED PASSED PASSED
0,828 0,046 0,138 0,701 0,345 0,841

Frequency PASSED PASSED PASSED PASSED PASSED PASSED
Within Block 0,383 0,226 0,636 0,66 0,625 0,645

Runs
FAILED FAILED PASSED PASSED PASSED PASSED

0,0 0,0 0,649 0,463 0,394 0,337
Longest Run Ones PASSED PASSED PASSED PASSED PASSED PASSED

In A Block 0,382 0,382 0,088 0,369 0,416 0,838
Binary PASSED PASSED PASSED PASSED PASSED PASSED

Matrix Rank 0,087 0,167 0,59 0,935 0,231 0,659
Discrete Fourier FAILED FAILED FAILED FAILED FAILED FAILED

Transform 0,0 0,0 0,0 0,0 0,0 0,0
Non Overlapping FAILED PASSED FAILED PASSED PASSED FAILED
Template Matching 0,0 0,014 0,0 0,227 0,068 0,0

Serial
FAILED FAILED FAILED FAILED FAILED FAILED

0,0 0,0 0,0 0,0 0,0 0,0

Approximate Entropy
FAILED FAILED FAILED FAILED FAILED FAILED

0,0 0,0 0,0 0,0 0,0 0,0

Cumulative Sums
PASSED PASSED PASSED PASSED PASSED PASSED

1,0 1,0 1,0 1,0 1,0 1,0

Random Excursion
PASSED PASSED PASSED PASSED PASSED PASSED
0,971 0,971 0,957 0,971 0,971 0,971

Random Excursion FAILED FAILED FAILED FAILED FAILED FAILED
Variant 0,0 0,0 0,0 0,0 0,0 0,0

Êîë-âî óñïåøíûõ
6 7 8 8 8 7

òåñòîâ, øò.
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ÑÂÎÉÑÒÂÀ ÏÎÑËÅÄÎÂÀÒÅËÜÍÎÑÒÅÉ, ÂÛÐÀÁÀÒÛÂÀÅÌÛÕ
ÀËÃÎÐÈÒÌÎÌ ÏÎÒÎ×ÍÎÃÎ ØÈÔÐÎÂÀÍÈß GEA-1

À.Ä. Áóãðîâ, Î.Â. Êàìëîâñêèé, Â.Â. Ìèçåðîâ

Èçó÷àþòñÿ ïåðèîäè÷åñêèå, ÷àñòîòíûå è àâòîêîððåëÿöèîííûå õàðàêòåðèñòèêè îò-
ðåçêîâ ïðîìåæóòî÷íûõ è âûõîäíûõ ïîñëåäîâàòåëüíîñòåé, âûðàáàòûâàåìûõ àëãî-
ðèòìîì ïîòî÷íîãî øèôðîâàíèÿ GEA-1. Ðåçóëüòàòû ïîëó÷åíû ñ èñïîëüçîâàíèåì
èçâåñòíûõ îöåíîê òðèãîíîìåòðè÷åñêèõ ñóìì, çàâèñÿùèõ îò çíàêîâ ëèíåéíûõ ðå-
êóððåíòíûõ ïîñëåäîâàòåëüíîñòåé.

Êëþ÷åâûå ñëîâà: ëèíåéíûå ðåêóððåíòíûå ïîñëåäîâàòåëüíîñòè, ôèëüòðóþùèå
ãåíåðàòîðû, ñóììû àääèòèâíûõ õàðàêòåðîâ, àâòîêîððåëÿöèîííàÿ ôóíêöèÿ ïî-

ñëåäîâàòåëüíîñòåé.

Ââåäåíèå
Çàäà÷à îïèñàíèÿ ÷àñòîòíûõ è êîððåëÿöèîííûõ õàðàêòåðèñòèê ëèíåéíûõ ðåêóð-

ðåíòíûõ ïîñëåäîâàòåëüíîñòÿõ (ËÐÏ) è èõ óñëîæíåíèé ÿâëÿåòñÿ êëàññè÷åñêîé, å¼ ðå-
øåíèþ ïîñâÿùåíî áîëüøîå êîëè÷åñòâî ïóáëèêàöèé (ñì., íàïðèìåð, îáçîðû â [1, 2]).
Îäèí èç ïîäõîäîâ ê èññëåäîâàíèþ ÷àñòîòíûõ è àâòîêîððåëÿöèîííûõ õàðàêòåðèñòèê
ËÐÏ ñâÿçàí ñ èñïîëüçîâàíèåì ìåòîäà òðèãîíîìåòðè÷åñêèõ ñóìì, ïðåäëîæåííîãî â [3]
è ïîçæå ðàçâèâàâøåãîñÿ â ðàáîòàõ [4�8].

Àëãîðèòì ïîòî÷íîãî øèôðîâàíèÿ GEA-1 ðàçðàáîòàí â 1998 ã. [9]. Îí ïðèìåíÿëñÿ
äëÿ øèôðîâàíèÿ òðàôèêà â ñòàíäàðòå GPRS, îñíîâàííîì íà òåõíîëîãèè GSM (2G).
Â 1999 ã. ïîÿâèëàñü íåñêîëüêî ìîäèôèöèðîâàííàÿ âåðñèÿ àëãîðèòìà GEA-1, íàçâàí-
íàÿ GEA-2. Ïîñëåäîâàòåëüíîñòè â ýòèõ àëãîðèòìàõ ñòðîÿòñÿ íà îñíîâå óñëîæíåíèé
ËÐÏ ñ èñïîëüçîâàíèåì íåêîòîðûõ íåëèíåéíûõ ôóíêöèé. Â äàííîé ðàáîòå ðàññìàòðè-
âàåòñÿ ïðèëîæåíèå èçâåñòíûõ îáùèõ ðåçóëüòàòîâ î ðàñïðåäåëåíèè ýëåìåíòîâ â ËÐÏ,
ïîëó÷åííûõ ñ ïîìîùüþ ìåòîäà òðèãîíîìåòðè÷åñêèõ ñóìì, ê ïîñëåäîâàòåëüíîñòÿì, âû-
ðàáàòûâàåìûì àëãîðèòìîì GEA-1.

1. Ïîñëåäîâàòåëüíîñòè â àëãîðèòìå GEA-1
Îïèøåì àëãîðèòì ïîòî÷íîãî øèôðîâàíèÿ GEA-1 ñ íåîáõîäèìîé äëÿ äàëüíåéøèõ

èññëåäîâàíèé äåòàëèçàöèåé. Ïîäðîáíåå ñ ýòèì àëãîðèòìîì ìîæíî ïîçíàêîìèòüñÿ â [9].
Âûðàáîòêà ïîñëåäîâàòåëüíîñòåé â øèôðå GEA-1 îñóùåñòâëÿåòñÿ ñ èñïîëüçîâàíèåì
òð¼õ äâîè÷íûõ (íàä ïîëåì GF(2)) ëèíåéíûõ àâòîíîìíûõ àâòîìàòîâ L1, L2, L3 ðàçìåð-
íîñòåém1 = 31,m2 = 32,m3 = 33 ñîîòâåòñòâåííî [10]. Äàííûå àâòîìàòû ïðåäñòàâëÿþò
ñîáîé äâîè÷íûå ëèíåéíûå ðåãèñòðû ñäâèãà â ôîðìå Ãàëóà [11] ñ ïðèìèòèâíûìè õàðàê-
òåðèñòè÷åñêèìè ìíîãî÷ëåíàìè F1(x), F2(x), F3(x) ñîîòâåòñòâåííî, ò. å. äëÿ èõ ïåðèîäîâ
ñïðàâåäëèâû ðàâåíñòâà T (F1) = 231 − 1, T (F2) = 232 − 1, T (F3) = 233 − 1. Ñîñòîÿíèå

(c
(j)
0 (i), c

(j)
1 (i), . . . , c

(j)
mj−1(i)) àâòîìàòà Lj, ãäå j = 1, 2, 3, â ìîìåíò âðåìåíè i = 0, 1, 2, . . .

ñòðîèòñÿ ïî ïðàâèëó 
c
(j)
0 (i)

c
(j)
1 (i)
...

c
(j)
mj−1(i)

 = G(Fj)
i


c
(j)
0 (0)

c
(j)
1 (0)
...

c
(j)
mj−1(0)

 ,
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ãäå
(
c
(j)
0 (0), c

(j)
1 (0), . . . , c

(j)
mj−1(0)

)
�íåíóëåâîå íà÷àëüíîå ñîñòîÿíèå; G(Fj)� ñîïðîâîæ-

äàþùàÿ ìàòðèöà ìíîãî÷ëåíà Fj(x) = xmj ⊕ a0xmj−1 ⊕ a1xmj−2 ⊕ · · · ⊕ amj−2x ⊕ amj−1

â ôîðìå Ãàëóà, ò. å.

G(Fj) =


a0 1 0 . . . 0
a1 0 1 . . . 0

. . .
amj−2 0 0 . . . 1
amj−1 0 0 . . . 0

 .

Â àëãîðèòìå GEA-1 èñïîëüçóåòñÿ áóëåâà ôóíêöèÿ f(x0, x1, . . . , x6) îò 7 ïåðåìåííûõ.
Îíà ÿâëÿåòñÿ ñáàëàíñèðîâàííîé è èìååò àëãåáðàè÷åñêóþ ñòåïåíü 4. Êîýôôèöèåíòû
Óîëøà�Àäàìàðà ôóíêöèè f ïðèíèìàþò çíà÷åíèÿ èç ìíîæåñòâà {0,±16}, ïðè÷¼ì
÷èñëî íåíóëåâûõ êîýôôèöèåíòîâ ñðåäè íèõ ðàâíî 64. Äðóãèìè ñëîâàìè, f ÿâëÿåòñÿ
ïëàòîâèäíîé ôóíêöèåé ïîðÿäêà 6 [12]. Èç ôóíêöèè f êîíñòðóèðóþòñÿ ñëåäóþùèå òðè
ôóíêöèè:

f1(x0, x1, . . . , x6) = f(x5, x0, x3, x4, x6, x1, x2),

f2(x0, x1, . . . , x6) = f(x3, x5, x0, x1, x6, x4, x2),

f3(x0, x1, . . . , x6) = f(x3, x5, x6, x1, x4, x0, x2),

ïîëó÷åííûå èç f ïåðåñòàíîâêîé ïåðåìåííûõ.
Âûõîäíàÿ ïîñëåäîâàòåëüíîñòü v = (v(i))∞i=0 àëãîðèòìà GEA-1 óäîâëåòâîðÿåò ðà-

âåíñòâó v = v1 ⊕ v2 ⊕ v3, ãäå ïîñëåäîâàòåëüíîñòè v1, v2, v3 ÿâëÿþòñÿ óñëîæíåíèÿìè

ïîñëåäîâàòåëüíîñòåé c
(j)
t =

(
c
(j)
t (i)

)∞
i=0

, j = 1, 2, 3, t = 0, 1, 2, . . . ,mj − 1, ïî ñëåäóþùèì
ïðàâèëàì:

v1(i) = f1

(
c
(1)
0 (i), c

(1)
3 (i), c

(1)
10 (i), c

(1)
12 (i), c

(1)
17 (i), c

(1)
23 (i), c

(1)
27 (i)

)
,

v2(i) = f2

(
c
(2)
0 (i), c

(2)
1 (i), c

(2)
5 (i), c

(2)
12 (i), c

(2)
21 (i), c

(2)
27 (i), c

(2)
29 (i)

)
,

v3(i) = f3

(
c
(3)
0 (i), c

(3)
3 (i), c

(3)
4 (i), c

(3)
10 (i), c

(3)
19 (i), c

(3)
30 (i), c

(3)
32 (i)

)
,

ãäå i ⩾ 0.
Ïóñòü t�öåëîå íåîòðèöàòåëüíîå ÷èñëî. Íàçîâ¼ì ñäâèãîì ïîñëåäîâàòåëüíîñòè ω =

= (ω(0), ω(1), ω(2), . . .) íà t øàãîâ ïîñëåäîâàòåëüíîñòü xtω = (ω(t), ω(t+1), ω(t+2), . . .)

Ñîãëàñíî [4, 13], ïîñëåäîâàòåëüíîñòè c
(j)
0 , c

(j)
1 , . . ., c

(j)
mj−1, ãäå j = 1, 2, 3, îáðàçóþò ëè-

íåéíî íåçàâèñèìóþ ñèñòåìó ËÐÏ ñ õàðàêòåðèñòè÷åñêèì ìíîãî÷ëåíîì Fj(x), ïðè÷¼ì
èõ ïåðèîäû ðàâíû 2mj − 1. Ðàññìàòðèâàåìûå ïîñëåäîâàòåëüíîñòè ÿâëÿþòñÿ ñäâèãàìè
ËÐÏ c

(j)
0 = uj [14].

2. ×àñòîòíûå õàðàêòåðèñòèêè è ïåðèîäè÷åñêèå ñâîéñòâà
Ïóñòü ω�ïðîèçâîëüíàÿ ïîñëåäîâàòåëüíîñòü ýëåìåíòîâ ïîëÿ GF(2). Äëÿ êàæäîãî

íàòóðàëüíîãî ÷èñëà l è ýëåìåíòà z ∈ GF(2) îáîçíà÷èì ÷åðåç Nl(z, ω) ÷èñëî ïîÿâëåíèé z
ñðåäè ýëåìåíòîâ ω(0), ω(1), . . . , ω(l − 1). Â ñëó÷àå, êîãäà l = T (ω), ãäå T (ω)�ïåðèîä
ïîñëåäîâàòåëüíîñòè ω, ÷àñòîòó Nl(z, ω) áóäåì íàçûâàòü ÷àñòîòîé ïîÿâëåíèÿ z íà öèêëå
ïîñëåäîâàòåëüíîñòè ω è îáîçíà÷àòü N(z, ω).

Óòâåðæäåíèå 1. Äëÿ âñåõ z ∈ GF(2), j = 1, 2, 3 ñïðàâåäëèâû ðàâåíñòâà

T (vj) = T (uj) = 2mj − 1, T (v) = (231 − 1)(232 − 1)(233 − 1),
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N(z, vj) =

{
2mj−1, åñëè z = 1,

2mj−1 − 1, åñëè z = 0,

N(z, v) = (T (v)− (−1)z)/2.

Óòâåðæäåíèå 1 ïîêàçûâàåò, ÷òî íà öèêëå êàæäîé èç ïîñëåäîâàòåëüíîñòåé v1, v2, v3, v
÷àñòîòà ïîÿâëåíèÿ íóëÿ íà 1 ìåíüøå, ÷åì ÷àñòîòà ïîÿâëåíèé åäèíèöû, ò. å. ðàññìàò-
ðèâàåìûå ïîñëåäîâàòåëüíîñòè ÿâëÿþòñÿ ïî÷òè ñáàëàíñèðîâàííûìè.

Óòâåðæäåíèå 2. Äëÿ âñåõ l ⩽ 2mj − 1, ãäå j = 1, 2, 3, è z ∈ GF(2) ñïðàâåäëèâà
îöåíêà ∣∣∣∣Nl(z, vj)−

l

2

∣∣∣∣ ⩽ ( 4

π2
ln(2mj − 1) +

9

5

)
2(mj+4)/2.

Èñïîëüçóÿ óòâåðæäåíèå 2, ïîëó÷àåì:
ïðè âñåõ l ⩽ 231 − 1

|Nl(z, v1)− l/2| < 1,86 · 220;

ïðè âñåõ l ⩽ 232 − 1
|Nl(z, v2)− l/2| < 1,35 · 221;

ïðè âñåõ l ⩽ 233 − 1
|Nl(z, v3)− l/2| < 1,96 · 221.

Óòâåðæäåíèå 3. Äëÿ âñåõ l ⩽ T (v) è z ∈ GF(2) ñïðàâåäëèâà îöåíêà

|Nl(z, v)− l/2| < 1,8 · 260.

Ïîëó÷åííûå îöåíêè ÷àñòîò ïîÿâëåíèé ýëåìåíòîâ íà îòðåçêàõ ïîñëåäîâàòåëüíîñòåé
îêàçûâàþòñÿ ñîäåðæàòåëüíûìè òîëüêî ïðè áîëüøèõ äëèíàõ l îòðåçêîâ ïîñëåäîâàòåëü-
íîñòåé, ÷òî, ïî âñåé âèäèìîñòè, âûçâàíî ñëîæíîñòüþ ðåøàåìûõ çàäà÷.

3. Àâòîêîððåëÿöèîííàÿ ôóíêöèÿ ïîñëåäîâàòåëüíîñòåé
Ïóñòü ω�äâîè÷íàÿ ÷èñòî ïåðèîäè÷åñêàÿ ïîñëåäîâàòåëüíîñòü ïåðèîäà T (ω). Àâòî-

êîððåëÿöèîííîé ôóíêöèåé ïîñëåäîâàòåëüíîñòè ω íàçûâàåòñÿ ôóíêöèÿ [15]

Cω(t) =
T (ω)−1∑
i=0

(−1)ω(i)⊕ω(i+t), t = 0, 1, 2, . . .

Çàìåòèì, ÷òî Cω(t)�ïåðèîäè÷åñêàÿ ôóíêöèÿ ñ ïåðèîäîì T (ω) è Cω(0) = T (ω). Êðî-
ìå òîãî, Cω(t) ñâÿçàíî ñ ðàññòîÿíèåì Õýììèíãà ρω(t) ìåæäó âåêòîðàìè (ω(0), . . . ,
ω(T (ω) − 1)) è (ω(t), . . . , ω(t + T (ω) − 1)), à èìåííî: Cω(t) = T (ω) − 2ρω(t) è ñïðà-
âåäëèâî ðàâåíñòâî

|ρω(t)− T (ω)/2| = |Cω(t)|/2.

Ñëåäóþùåå óòâåðæäåíèå ñâîäèò èçó÷åíèå àâòîêîððåëÿöèîííîé ôóíêöèè ïîñëåäî-
âàòåëüíîñòè v ê èññëåäîâàíèþ àâòîêîððåëÿöèîííûõ ôóíêöèé ïîñëåäîâàòåëüíîñòåé
v1, v2, v3.

Óòâåðæäåíèå 4. Äëÿ âñåõ t ⩾ 0 èìååò ìåñòî ðàâåíñòâî Cv(t) = Cv1(t)Cv2(t)Cv3(t).

Ðàññìîòðèì àâòîêîððåëÿöèîííóþ ôóíêöèþ ïîñëåäîâàòåëüíîñòè vj, ãäå j = 1, 2, 3.

Óòâåðæäåíèå 5. Äëÿ âñåõ j = 1, 2, 3 è t ⩾ 0 ÷èñëî 2mj−6 äåëèò ÷èñëî Cvj(t) + 1.
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Èç óòâåðæäåíèÿ 5 ñëåäóåò, ÷òî íàëè÷èå òàêèõ çíà÷åíèé t, ÷òî Cvj(t) ̸= −1, ÿâëÿåòñÿ
íåäîñòàòêîì ïîñëåäîâàòåëüíîñòè vj, òàê êàê â ýòîì ñëó÷àå vj ñóùåñòâåííî êîððåëèðó-
åò ñî ñâîèì ñäâèãîì xtvj. Âîïðîñ î ñóùåñòâîâàíèè òàêèõ ÷èñåë t â êàæäîì èç ñëó÷àåâ
j = 1, 2, 3 ðåøàëñÿ ñ èñïîëüçîâàíèåì âû÷èñëèòåëüíûõ ýêñïåðèìåíòîâ. Âåëè÷èíà Cvj(t)
íå çàâèñèò îò íà÷àëüíîãî çàïîëíåíèÿ ðåãèñòðà ñäâèãà (ïîñëåäîâàòåëüíîñòè uj). Âûáè-
ðàëèñü âñå çíà÷åíèÿ t ∈ {1, 2, . . . , 100}. Îêàçàëîñü, ÷òî âñåãäà Cvj(t) = −1, çà èñêëþ-
÷åíèåì ñëåäóþùèõ ñëó÷àåâ:

Cv1(4) = −225 − 1,

Cv2(2) = 226 − 1, Cv2(6) = −226 − 1,

Cv3(1) = 227 − 1, Cv3(4) = −227 − 1.

Ïðîâåä¼ííûå èññëåäîâàíèÿ èëëþñòðèðóþò èñïîëüçîâàíèå îáùèõ òåîðåòè÷åñêèõ ðå-
çóëüòàòîâ îá óñëîæíåíèÿõ ËÐÏ ïðèìåíèòåëüíî ê àëãîðèòìó øèôðîâàíèÿ GEA-1.
Áîëüøèíñòâî èäåé ðàáîòû ïåðåíîñèòñÿ è íà äðóãèå êëàññû ïîñëåäîâàòåëüíîñòåé,
â ÷àñòíîñòè íà ïîñëåäîâàòåëüíîñòè, âûðàáàòûâàåìûå â àëãîðèòìå GEA-2.
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ÌÀÒÐÈÖÀ ÏÅÐÅÕÎÄÍÛÕ ÂÅÐÎßÒÍÎÑÒÅÉ ÐÀÇÍÎÑÒÅÉ
8-ÐÀÓÍÄÎÂÎÉ ÑÕÅÌÛ ËÓÁÈ � ÐÀÊÎÔÔ

Ì.Ì Ãëóõîâ, Î.Â. Äåíèñîâ

Âû÷èñëÿåòñÿ âîñüìàÿ ñòåïåíü ìàòðèöû ïåðåõîäíûõ âåðîÿòíîñòåé ñõåìû Ëóáè�
Ðàêîôô, äàþòñÿ îöåíêè îáú¼ìà ìàòåðèàëà j-âåêòîðíûõ (j = 1, 2) ðàçíîñòíî-ñïåê-
òðàëüíûõ àòàê ðàçëè÷åíèÿ íà 8 ðàóíäîâ ñõåìû Ëóáè�Ðàêîôô â ìîäåëè íåçàâè-
ñèìûõ äâóáëî÷íûõ òåêñòîâ.

Êëþ÷åâûå ñëîâà: ìàðêîâñêèå áëî÷íûå øèôðû, ñõåìà Ëóáè � Ðàêîôô, àòàêà

ðàçëè÷åíèÿ, ïåðåõîäíûå âåðîÿòíîñòè ðàçíîñòåé.

Â ðàáîòå [1] ïîêàçàíî, ÷òî ñõåìà Ëóáè�Ðàêîôô [2] ÿâëÿåòñÿ ìàðêîâñêèì øèôðîì
(íàä àëôàâèòîì áëîêîâ G2, ãäå G�ïðîèçâîëüíàÿ àáåëåâà ãðóïïà ïîðÿäêà M = 2n)
ñ ìàòðèöåé ïåðåõîäíûõ âåðîÿòíîñòåé ðàçíîñòåé

P(M) =
1

M


P0 Q1 · · · QM−1

P1 Q1 · · · QM−1
...

... · · · ...
PM−1 Q1 · · · QM−1

 ,

ãäå Pj = Me↓0
−→ej , Qk = e↓k

−→
1 äëÿ âñåõ j, k�êëåòêè ðàíãà 1 ðàçìåðà M = 2n; n (áèò) �

äëèíà ïîëóáëîêà; ej � j-é ñòîëáåö èëè ñòðîêà (çàâèñèò îò ïðèïèñàííîé ñòðåëêè) ñòàí-

äàðòíîãî áàçèñà;
−→
1 = (1, 1, . . . , 1). Çäåñü è äàëåå ðàçíîñòè (ñîñòîÿíèÿ öåïè Ìàðêîâà)

íóìåðóþòñÿ òàê, ÷òî áèòû ïðàâîãî ïîëóáëîêà ìëàäøèå.
Òàì æå ïîäñ÷èòàíû âòîðàÿ è ÷åòâ¼ðòàÿ ñòåïåíè ýòîé ìàòðèöû, ÷òî ïîçâîëèëî ïðè

R = 4 îöåíèòü îáú¼ì ìàòåðèàëà ðàçíîñòíîé àòàêè ðàçëè÷åíèÿ (âûáîðà èç äâóõ ãèïî-
òåç �H1: ïîäñòàíîâêà âûáðàíà ðàâíîâåðîÿòíî èç ìíîæåñòâà âñåõ ïîäñòàíîâîê è H2:
ïîäñòàíîâêà ïîëó÷åíà â R-ðàóíäîâîé ñõåìå Ëóáè�Ðàêîôô), ïîñòðîåííîé íà îñíîâå
ïðîöåäóðû Âàëüäà.

Ñïðàâåäëèâî ñëåäóþùåå óòâåðæäåíèå.

Òåîðåìà 1. Âî ââåä¼ííûõ îáîçíà÷åíèÿõ

P(M)8 =
1

M8



A0,0 A0,1 A0,1 A0,1 · · · A0,1 A0,1

A1,0 A1,1 A1,2 A1,2 · · · A1,2 A1,2

A1,0 A1,2 A1,1 A1,2 · · · A1,2 A1,2

A1,0 A1,2 A1,2 A1,1 · · · A1,2 A1,2
...

...
. . . . . . . . . . . .

...
A1,0 A1,2 A1,2 A1,2 · · · A1,1 A1,2

A1,0 A1,2 A1,2 A1,2 · · · A1,2 A1,1


,

ãäå Ai,j �êëåòêè ðàçìåðà M ×M :

A0,0 =



M8 0 0 0 · · · 0 0
0 a b b · · · b b
0 b a b · · · b b
0 b b a · · · b b
...

...
...

. . . . . . . . .
...

0 b b b · · · a b
0 b b b · · · b a


, A1,0 =



0 c c c · · · c c
0 d e e · · · e e
0 e d e · · · e e
0 e e d · · · e e
...

...
...

. . . . . . . . .
...

0 e e e · · · d e
0 e e e · · · e d


,
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A0,1 = (M2 + 1)(M4 + 1)(0, 1, 1, . . . , 1)T
−→
1 ,

A1,1 =
(
M(M5 + 2M3 −M − 1), (M2 + 1)(M4 + 1), . . . , (M2 + 1)(M4 + 1)

)T−→
1 ,

A1,2 =
(
M(M−1)(M4+M3+2M2+M+1), (M2+1)(M4+1), . . . , (M2+1)(M4+1)

)T−→
1 ,

a =M(M5 + 2M3 −M2 − 1), b =M(M2 + 1)(M − 1)(M2 +M − 1),

c =M2(M4 +M2 + 1), d =M(M5 + 2M3 −M2 − 1), e =M(M2 + 1)(M3 − 1).

Ïîëó÷åííûé ðåçóëüòàò ïîçâîëÿåò (àíàëîãè÷íî òîìó, êàê ýòî ñäåëàíî â [1]) îöåíèòü
îáú¼ì ïîñëåäîâàòåëüíîé àòàêè ðàçëè÷åíèÿ íà 8 ðàóíäîâ ñõåìû Ëóáè�Ðàêîôô â ìî-
äåëè íåçàâèñèìûõ äâóáëî÷íûõ òåêñòîâ, à òàêæå íà îñíîâå äèâåðãåíöèè Êóëüáàêà �
Ëåéáëåðà ïîëó÷èòü íèæíèå îöåíêè îáú¼ìà ìàòåðèàëà ëþáîãî êðèòåðèÿ ïðîâåðêè ãè-
ïîòåç H1,2 â ýòîé ìîäåëè.

Ìû ðàññìîòðèì äðóãîå ïðèìåíåíèå ýòîãî ðåçóëüòàòà, ñâÿçàííîå ñ ðàçíîñòíî-ñïåê-
òðàëüíîé àòàêîé ðàçëè÷åíèÿ [3] íà ìàðêîâñêèå øèôðû, êîòîðàÿ ìîæåò áûòü ïðèìå-
íåíà â áîëåå ïðèâû÷íîé ìîäåëè íåçàâèñèìûõ êîäîâûõ êíèã. Âïåðâûå òàêàÿ ìîäåëü
íàáëþäåíèé áûëà ïðåäëîæåíà, âåðîÿòíî, â [4, c. 116] ïðè àòàêå íà 6 è áîëåå ðàóíäîâ.

Îñíîâíîé ïðîáëåìîé ñïåêòðàëüíîé àòàêè ðàçëè÷åíèÿ ÿâëÿåòñÿ ïîñòðîåíèå îäíîãî
èëè äâóõ ñîáñòâåííûõ âåêòîðîâ ìàòðèöû P, ñîîòâåòñòâóþùèõ äåéñòâèòåëüíîìó ñîá-
ñòâåííîìó çíà÷åíèþ λ /∈ {0, 1}. Ñîãëàñíî [5], Ñ. Å. Íåäîñïàñîâ ðåøèë áîëåå îáùóþ
çàäà÷ó ïîëíîãî îïèñàíèÿ ñïåêòðà P è áàçèñîâ ñîáñòâåííûõ ïîäïðîñòðàíñòâ. Â ÷àñòíî-

ñòè, íàèáîëüøåìó ïî ìîäóëþ ñîáñòâåííîìó çíà÷åíèþ λ =
1√
M

îòâå÷àþò:

1) ïðàâûå ñîáñòâåííûå âåêòîðû

vi = (−→q0 ,−→q−,−→q0 , . . . ,−→q0 ,−→q+,−→q0 , . . . ,−→q0 )T), i = 1, . . . ,M − 2,

ãäå −→q+ ñòîèò íà (i + 2)-ì ìåñòå ñëåâà; −→q0 =
−−→
q0(i) = −−→e1 + −−→ei+1;

−→q± = ±
√
M−→e0 −

−−→e1 +−−→ei+1;
2) ëåâûå ñîáñòâåííûå âåêòîðû

ui = (
√
M−→q0 ,−1, 0, . . . , 0, 1, 0, . . . , 0), i = 1, . . . ,M − 2,

ãäå 1 ñòîèò íà (i+ 2)-ì ìåñòå ñëåâà.

Äëÿ îöåíêè îáúåìà ìàòåðèàëà j-âåêòîðíûõ (j = 1, 2) ðàçíîñòíî-ñïåêòðàëüíûõ àòàê
ðàçëè÷åíèÿ [3] íåîáõîäèìî âû÷èñëèòü çíà÷åíèÿ äèñïåðñèé σ2

2j(R) îäíîãî ñëàãàåìîãî
ñòàòèñòèêè j-âåêòîðíîãî êðèòåðèÿ ïðè âòîðîé ãèïîòåçå. Â [5] ýòî ñäåëàíî ïðè R = 4:

σ2
21(4) =

9

8
− 1

8M
− 5

8M2
− 1

8M3
− 3

2M4
+

1

4M5
,

σ2
22(4) =

5

4
− 1

2M
− 1

M2
− 1

2M3
− 1

4M4
.

Òåïåðü ýòî ìîæíî ñäåëàòü ïðè R = 8.

Òåîðåìà 2. Âî ââåä¼ííûõ îáîçíà÷åíèÿõ

σ2
21(8) = 1− 1

16

(
4

M
+

6

M2
+

2

M3
+

14

M4
+

2

M5
− 4

M7
+

5

M8
− 4

M9
− 8

M10

)
,

σ2
22(8) =

7

8
+

1

16

(
4

M2
− 7

M3
− 12

M4
− 3

M5
+

9

M7
− 6

M8

)
.
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Íàáëþäàåìîå ïðèáëèæåíèå äèñïåðñèé ê 1 ñ ðîñòîì ÷èñëà ðàóíäîâ âûçâàíî ïðèáëè-
æåíèåì ïîäñòàíîâîê, âûðàáàòûâàåìûõ ñõåìîé Ëóáè�Ðàêîôô, ê ñëó÷àéíûì ðàâíîâå-
ðîÿòíûì.

Ñâîéñòâà ìîäåëè Ëóáè�Ðàêîôô èñïîëüçóþòñÿ äëÿ îáîñíîâàíèÿ áåçîïàñíîñòè
áëî÷íûõ FPE-ñõåì (Format Preserving Encryption), ò. å. ñõåì øèôðîâàíèÿ, ñîõðàíÿ-
þùèõ èñõîäíûé ôîðìàò øèôðóåìûõ äàííûõ. Íàïðèìåð, â þæíîêîðåéñêîì ñòàíäàðòå
FEÀ-1 [6] ÷èñëî ðàóíäîâ ðàâíî R = 12, 14, 16 ñîîòâåòñòâåííî äëÿ äëèíû êëþ÷à 128,
192, 256 áèòîâ ïðè âñåõ äëèíàõ ïîëóáëîêà 4 ⩽ n ⩽ 64.
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ÐÀÇÍÎÑÒÍÎ-ËÈÍÅÉÍÛÅ ÀÒÀÊÈ ÐÀÇËÈ×ÅÍÈß
ÍÀ ÁËÎ×ÍÛÅ ØÈÔÐÛ

Î.Â. Äåíèñîâ, Ñ.Ì. Ðàìîäàíîâ

Ââåä¼í êëàññ ðàçíîñòíî-ëèíåéíûõ àòàê ðàçëè÷åíèÿ íà áëî÷íûå øèôðû. Ïîñòðîå-
íà àòàêà (íàçâàííàÿ ðàçíîñòíî-ñèíãóëÿðíîé), îïòèìàëüíàÿ â äàííîì êëàññå. Ïðî-
âåäåíû âåðîÿòíîñòíî-ñòàòèñòè÷åñêèå ýêñïåðèìåíòû ñ øèôðñèñòåìàìè ñåìåéñòâà
SmallPresent ñ äëèíàìè áëîêà n ∈ {8, 12, 16} è R ∈ {3, . . . , 9} ðàóíäàìè.

Êëþ÷åâûå ñëîâà: ðàçíîñòíî-ëèíåéíûå ñòàòèñòèêè, ñèíãóëÿðíûå ÷èñëà, àòà-
êè ðàçëè÷åíèÿ, øèôð SmallPresent.

Ïóñòü àëôàâèòîì âõîäíûõ è âûõîäíûõ áëîêîâ R-ðàóíäîâîãî áëî÷íîãî øèôðà ÿâ-
ëÿåòñÿ àáåëåâà ãðóïïà (X,+). Îáîçíà÷èì ÷åðåç X′ = X \ {0} ìíîæåñòâî íåíóëåâûõ
áëîêîâ, M = |X′|� åãî ìîùíîñòü, QM×M �äâàæäû ñòîõàñòè÷åñêóþ ìàòðèöó ïåðåõîä-
íûõ âåðîÿòíîñòåé íåíóëåâûõ ðàçíîñòåé (ÌÏÂÐ) øèôðà.

Ïî íàáëþäàåìûì ðàâíîìåðíî ðàñïðåäåë¼ííûì âõîäíûì ðàçíîñòÿì ∆Xt=X
∗
t−Xt ∼

∼ U(X′) äâóáëî÷íûõ îòêðûòûõ òåêñòîâ (Xt, X
∗
t ) è âûõîäíûì ðàçíîñòÿì ∆Yt = Y ∗

t −Yt
ñîîòâåòñòâóþùèõ èì øèôðòåêñòîâ (Yt, Y

∗
t ), 1 ⩽ t ⩽ N , òðåáóåòñÿ ïîñòðîèòü àòàêó

ðàçëè÷åíèÿ, ò. å. êðèòåðèé ïðîâåðêè ãèïîòåçû H1 î òîì, ÷òî øèôðòåêñòû ïîëó÷åíû
â ðåçóëüòàòå ïðèìåíåíèÿ ñëó÷àéíûõ ðàâíîâåðîÿòíî âûáèðàåìûõ ïîäñòàíîâîê íà X,
ïðîòèâ ãèïîòåçû H2 î òîì, ÷òî øèôðòåêñòû ïîëó÷åíû ïðèìåíåíèåì äàííîãî áëî÷íîãî
øèôðà. Îáîçíà÷àÿ ÷åðåç θ ìàòðèöó ïåðåõîäíûõ âåðîÿòíîñòåé íàáëþäàåìûõ ðàçíîñòåé,

ïîëó÷àåì, ÷òî θ = U =
1

M
1↓1 (ðàâíîìåðíàÿ ìàòðèöà) ïðè ãèïîòåçå H1 è θ = Q ïðè
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ãèïîòåçå H2. Äàëåå ÷åðåç ei îáîçíà÷àåì âåêòîðû ñòàíäàðòíîãî áàçèñà RM , ÷åðåç Pi,
Ei, Di, αi(d)� âåðîÿòíîñòíîå ðàñïðåäåëåíèå, ìàòåìàòè÷åñêîå îæèäàíèå è äèñïåðñèþ
ñòàòèñòèê, âåðîÿòíîñòè îøèáîê êðèòåðèåâ ïðè ãèïîòåçå Hi, i = 1, 2.

Ìàòðè÷íîçíà÷íàÿ ñòàòèñòèêà

θ̂ =
M

N

∑
1⩽t⩽N

e↓∆Xt
e∆Yt (1)

ÿâëÿåòñÿ íåñìåù¼ííîé ïðè êàæäîé ãèïîòåçå îöåíêîé ÌÏÂÐ, ò. å. E1θ̂ = U, E2θ̂ = Q
[1, c. 19�21].

Ðàññìîòðèì êëàññ ñòàòèñòèê

T = u θ̂ v↓, |u| = |v| = 1,

êîòîðûå íàçîâåì ðàçíîñòíî-ëèíåéíûìè (ð.-ë.), ïîñêîëüêó T åñòü ëèíåéíàÿ (òî÷íåå,
áèëèíåéíàÿ) ôîðìà îò îöåíêè ÌÏÂÐ.

Òàêèìè ÿâëÿþòñÿ, íàïðèìåð:

1) ñòàòèñòèêè νab = ea θ̂ e
↓
b ÷èñëà ïåðåõîäîâ èç ðàçíîñòè a â ðàçíîñòü b [2];

2) ñòàòèñòèêè, ïðîïîðöèîíàëüíûå êîëè÷åñòâó ïåðåõîäîâ ðàçíîñòåé èç A ⊂ X
â B ⊂ X, ïðè u =

1√
A

∑
a∈A

ea, v
↓ =

1√
B

∑
b∈B

e↓b ; îíè ÿâëÿþòñÿ ïîäêëàññîì ìóëüòè-

ðàçíîñòíûõ ñòàòèñòèê [3], ðàâíûõ ÷èñëó âûñîêîâåðîÿòíûõ ïåðåõîäîâ ðàçíîñòåé;
3) ñïåêòðàëüíûå ñòàòèñòèêè [1] â ñëó÷àå, êîãäà Q = PR è îäèí èç âåêòîðîâ �

ñîáñòâåííûé âåêòîð äâàæäû ñòîõàñòè÷åñêîé ìàòðèöû P, ñîîòâåòñòâóþùèé çíà-
÷åíèþ λ ∈ R \ {0, 1}.

Â [1] ïðè Q = PR îáñóæäàëàñü ïðîáëåìà âûáîðà ïàðû, ìàêñèìèçèðóþùåé ìîäóëü
ðàçíîñòè ñðåäíèõ çíà÷åíèé

E2T − E1T = u (PR − U) v↓. (2)

Çàìåòèì, ÷òî åñëè ìàòðèöà PR ñèììåòðè÷íà, òî ïðè îãðàíè÷åíèè u = ±v ìàêñèìóì
äîñòèãàåòñÿ íà ñîáñòâåííûõ âåêòîðàõ, ñîîòâåòñòâóþùèõ íàèáîëüøåìó ïî ìîäóëþ äåé-
ñòâèòåëüíîìó ñîáñòâåííîìó çíà÷åíèþ ìàòðèöû PR − U. Ýòî ñëåäóåò èç [4, c. 108].

Èñõîäÿ èç ñïåêòðàëüíîãî ðàçëîæåíèÿ PR â ñëó÷àå äèàãîíàëèçóåìîé íàä R ìàòðè-
öû P, â [1, c. 22] âûñêàçàíî ïðåäïîëîæåíèå î òîì, ÷òî áëèçêèì ê îïòèìàëüíîìó ïðè
áîëüøèõ R áóäåò âûáîð â êà÷åñòâå u ïðàâîãî ñîáñòâåííîãî âåêòîðà, ñîîòâåòñòâóþùåãî
λ = λ2 �äîìèíèðóþùåìó ñîáñòâåííîìó çíà÷åíèþ, â êà÷åñòâå v�ëåâîãî:

T = u θ̂ v↓, ãäå Pu↓ = λ2u
↓, vP = λ2v. (3)

Ëåãêî âèäåòü, ÷òî åñëè

u = v � ëåâûé èëè ïðàâûé ñîáñòâåííûé âåêòîð P, ñîîòâåòñòâóþùèé λ, (4)

òî E2T = λR; âåêòîð v îðòîãîíàëåí 1, ñîãëàñíî ïðèíöèïó áèîðòîãîíàëüíîñòè [5, c. 78],
ïîýòîìó E1T = 0.
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1. Ðåøåíèå îïòèìèçàöèîííîé çàäà÷è
Ñ ó÷¼òîì âîçìîæíîñòè èçìåíåíèÿ çíàêà îäíîãî èç âåêòîðîâ â (2) áóäåì èñêàòü

ìàêñèìóì áèëèíåéíîé ôîðìû

F (u, v) = uAv↓ → max

ïðè óñëîâèè, ÷òî âåêòîðû u, v ∈ RM óäîâëåòâîðÿþò ñîîòíîøåíèÿì |u| = 1, |v| = 1.
Íàïîìíèì, ÷òî åñëè A,B ∈ RM,M , òî õàðàêòåðèñòè÷åñêèå ìíîãî÷ëåíû ìàòðèö AB

è BA ñîâïàäàþò (ñì. [4, c. 104] èëè [6, c. 53, 7.27]), ÷òî îáîñíîâûâàåò êîððåêòíîñòü
óñëîâèÿ ñëåäóþùåé òåîðåìû.

Òåîðåìà 1. Ïóñòü A ∈ RM,M ; ρmax �íàèáîëüøåå ñîáñòâåííîå çíà÷åíèå ìàòðèö

AA⊤ è A⊤A; u0 è v
↓
0 � îòâå÷àþùèå åìó ñîáñòâåííûå âåêòîðû äëèíû 1 ýòèõ ñèììåò-

ðè÷íûõ ìàòðèö. Òîãäà

max
|u|=1, |v|=1

F (u, v) = u0Av
↓
0 =
√
ρmax.

Çàìå÷àíèå 1. Òàê êàê ìàòðèöû AA⊤ è A⊤A íåîòðèöàòåëüíî îïðåäåëåíû, òî âñå-
ãäà ρmax ⩾ 0; ÷èñëî

√
ρmax íàçûâàåòñÿ äîìèíèðóþùèì ñèíãóëÿðíûì ÷èñëîì ìàòðèöû A

[5, c. 247, 493; 6, c. 79].

2. Àòàêè ðàçëè÷åíèÿ ïî ñëó÷àéíîé ïîëíîé êîäîâîé êíèãå
Ïóñòü äàëåå àëôàâèò� ãðóïïà X =

(
GF(2k)

)n
ñ îïåðàöèåé ⊕ ïîêîîðäèíàòíîãî ñëî-

æåíèÿ ïî ìîäóëþ 2, ýëåìåíòû Zn2 îòîæäåñòâëÿåì ñ ÷èñëàìè, äâîè÷íîé çàïèñüþ êîòî-
ðûõ îíè ÿâëÿþòñÿ.

Íàáëþäàþòñÿ âñå çíà÷åíèÿ C(i), 0 ⩽ i ⩽ M = 2nk − 1, ñëó÷àéíîé ïîäñòàíîâêè C
íà X, ò. å. ïîëíàÿ êîäîâàÿ êíèãà. Òðåáóåòñÿ ïðîâåðèòü ãèïîòåçó H1 î òîì, ÷òî C âûáðà-
íà ñëó÷àéíî ðàâíîâåðîÿòíî èç ìíîæåñòâà âñåõ ïîäñòàíîâîê íà X, ïðîòèâ ãèïîòåçû H2

î òîì, ÷òî îíà âûáðàíà ñëó÷àéíî ðàâíîâåðîÿòíî èç ìíîæåñòâà ñóììàðíûõ øèôðîâ
çàäàííîãî R-ðàóíäîâîãî áëî÷íîãî øèôðà ñ ÌÏÂÐ Q.

Íåñìåù¼ííàÿ îöåíêà ÌÏÂÐ (1) çäåñü ïðèíèìàåò âèä [1, c. 24]

θ̂(C) :=
M(

M + 1

2

) ∑
0⩽i<j⩽M

e↓i⊕jeC(i)⊕C(j) =
1

|X|
∑
i ̸=j

e↓i⊕jeC(i)⊕C(j),

÷òî, ñîãëàñíî [7, ñ. 10], ñîâïàäàåò ñ P (C)�ðàçíîñòíîé ìàòðèöåé íåñëó÷àéíîé ïîäñòà-
íîâêè C. Ñëîâî ¾íåñëó÷àéíîé¿ èñïîëüçóåòñÿ â òîì ñìûñëå, ÷òî óñðåäíåíèå ÷àñòîò
ïåðåõîäîâ ðàçíîñòåé ïðîèñõîäèò òîëüêî ïî àðãóìåíòàì ïîäñòàíîâêè.

Íàì áóäåò óäîáíî ðàññìàòðèâàòü äàëåå ð.-ë. ñòàòèñòèêó, óìíîæåííóþ íà
|X|
2
, ò. å.

ðàâíóþ

T = T (C) =
|X|
2
u θ̂ v↓ =

∑
0⩽i<j⩽M

ui⊕jvC(i)⊕C(j). (5)

Îïðåäåëåíèå 1. Ïðè ôèêñèðîâàííûõ u, v ∈ RM âåëè÷èíó (5), ðàâíóþ çíà÷åíèþ
áèëèíåéíîé ôîðìû íà ìàòðèöå ÷àñòîò ïåðåõîäîâ ðàçíîñòåé ïîäñòàíîâêè C, áóäåì íà-
çûâàòü âêëàäîì1 ïîäñòàíîâêè C.

Ñïðàâåäëèâî ñëåäóþùåå îáîáùåíèå òåîðåìû 3 [1].

1Â ñðåäíåå çíà÷åíèå E2T = 2nk−1uQv↓ (ñì. äàëåå òåîðåìó 2).
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Òåîðåìà 2. Ïóñòü X =
(
GF(2k)

)n
è õîòÿ áû îäèí èç âåêòîðîâ u, v ∈ RM îðòîãî-

íàëåí âåêòîðó 1. Òîãäà E1T = 0, E2T = 2nk−1µ2(R), ãäå µ2(R) = uQv↓,

D1T =
M + 1

2(M − 2)
=

|X|
2(|X| − 3)

=
1

2− 3/2nk−1
.

Íå îãðàíè÷èâàÿ îáùíîñòè, äàëåå ñ÷èòàåì µ2(R) > 0, ïîñêîëüêó â ïðîòèâíîì ñëó÷àå
ìîæåì èçìåíèòü çíàê ó îäíîãî èç âåêòîðîâ, è c ó÷¼òîì âûðàæåíèÿ äëÿ D1T ðàññìàò-
ðèâàåì êðèòåðèé

d : T (C) ⩾ κ1−α
1√

2− 3/2nk−1
=⇒ ïðèíèìàåì H2. (6)

Çäåñü è äàëåå κγ �êâàíòèëü óðîâíÿ γ ñòàíäàðòíîãî íîðìàëüíîãî ðàñïðåäåëå-
íèÿ N (0, 1).

Âåðîÿòíîñòü îøèáêè 2-ãî ðîäà

α2(d) = P2

[
T (C) < κ1−α

1√
2− 3/2nk−1

]
(7)

îïðåäåëÿåòñÿ ðàñïðåäåëåíèåì âêëàäà ïîäñòàíîâêè C ïðè å¼ ñëó÷àéíîì âûáîðå, çàäà-
âàåìîì ðàñïðåäåëåíèåì ïðè ãèïîòåçå H2. Åñëè ïðè ãèïîòåçå H1 ðàñïðåäåëåíèå T (C)
áëèçêî ê íîðìàëüíîìó ñ ïàðàìåòðàìè, íàéäåííûìè â òåîðåìå 2, òî ðàçìåð êðèòåðèÿ (6)
áëèçîê ê çàäàííîìó α. Â ýêñïåðèìåíòàõ ñ øèôðñèñòåìàìè SmallPresent ýòè ïðåäïî-
ëîæåíèÿ áëèçêè ê ðåàëüíîñòè, íà÷èíàÿ ñ 4�5 è 6�7 ðàóíäîâ äëÿ äëèí áëîêîâ 8 è 12
ñîîòâåòñòâåííî (ñì. îöåíêè äèñïåðñèé â òàáë. 4 è 5, à òàêæå ãèñòîãðàììû íà ðèñ. 1 è 2).

Îöåíèì ïðè ýòîì ïðåäïîëîæåíèè ýôôåêòèâíîñòü àòàêè (7), ñ÷èòàÿ òàêæå ðàñïðå-
äåëåíèå âêëàäà T (C) ïðè ãèïîòåçåH2 áëèçêèì êN (E2T,D1T ), D1T ≈ 1/2. Òîãäà îöåíêà
âåðîÿòíîñòè îøèáêè 2-ãî ðîäà

α2(d) ≈ P2

[√
2(T − E2T ) < (κ1−α/

√
2− E2T )

√
2
]
≈ Φ(κ1−α −

√
2E2T ), (8)

ãäå Φ(x)�ôóíêöèÿ ðàñïðåäåëåíèÿ N (0, 1), íå ïðåâîñõîäèò âåëè÷èíû, áëèçêîé ê çà-
äàííîìó çíà÷åíèþ β, â òîì è òîëüêî â òîì ñëó÷àå, êîãäà ñëåäóþùàÿ ñóììà êâàíòèëåé
íå ïðåâîñõîäèò îòíîøåíèÿ ñèãíàë/øóì:

κ1−α + κ1−β ⩽
√
2E2T ≈

E2T − E1T

D1T
≈ 2nk−1/2µ2(R). (9)

Ñîãëàñíî òåîðåìå 1, çíà÷åíèå µ2(R) ìàêñèìàëüíî, êîãäà u è v� ñîáñòâåííûå âåê-
òîðû ñèììåòðè÷íûõ ìàòðèö AA⊤ è A⊤A, ãäå A = Q − U, ñîîòâåòñòâóþùèå èõ íàè-
áîëüøåìó ñîáñòâåííîìó çíà÷åíèþ ρmax. Ïðè ýòîì µ2(R) =

√
ρmax. Äðóãèì ñëîâàìè,

u è v� ñèíãóëÿðíûå âåêòîðû ìàòðèöû Q − U, ñîîòâåòñòâóþùèå å¼ íàèáîëüøåìó äî-
ìèíèðóþùåìó ñèíãóëÿðíîìó çíà÷åíèþ

√
ρmax. Òàêóþ ïàðó âåêòîðîâ áóäåì íàçûâàòü

ñèíãóëÿðíîé, à ñîîòâåòñòâóþùèå ñòàòèñòèêó T è àòàêó (6) � ðàçíîñòíî-ñèíãóëÿðíûìè.
Ñîãëàñíî òåîðåìå 1, âûáîð ñèíãóëÿðíîé ïàðû âåêòîðîâ ìàêñèìèçèðóåò ðàçíîñòü ìà-
òåìàòè÷åñêèõ îæèäàíèé ñòàòèñòèêè, ò. å. ÷èñëèòåëü îòíîøåíèÿ ñèãíàë/øóì â (9), è
â ýòîì ñìûñëå ðàçíîñòíî-ñèíãóëÿðíàÿ àòàêà áëèçêà ê îïòèìàëüíîé â êëàññå ð.-ë. àòàê.
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Ïðè α = β èç íåðàâåíñòâà (9) âûòåêàåò, ÷òî 2κ1−α ⩽
√
2E2T , 1 − α ⩽ Φ

( 1√
2
E2T

)
.

Ïîýòîìó ïðè íàøèõ ïðåäïîëîæåíèÿõ ìèíèìàëüíàÿ âåðîÿòíîñòü îøèáêè ð.-ë. àòàêè
áëèçêà ê âåëè÷èíå

αmin = Φ
(
− 1√

2
E2T

)
, (10)

ðàâíîé Φ(−2nk−1/2√ρmax) äëÿ ðàçíîñòíî-ñèíãóëÿðíîé àòàêè.

2.1. Ñ ð à â í å í è å õ à ð à ê ò å ð è ñ ò è ê ð à ç í î ñ ò í î - ë è í å é í û õ à ò à ê
ð à ç ë è ÷ å í è ÿ í à ì î ä å ë è S m a l l P r e s e n t

Â êà÷åñòâå ïðèìåðîâ íàéä¼ì õàðàêòåðèñòèêè ð.-ë. àòàê íà ìîäåëè øèôðñèñòåì
SmallPresent[s] (2 ⩽ s ⩽ 16�÷èñëî S-áîêñîâ, n = 4s áèò � äëèíà áëîêà, R� óìåíüøåí-
íîå ÷èñëî ðàóíäîâ). Ýòî ñåìåéñòâî SP-ñåòåé ïðåäëîæèë G. Leander [8], îäèí èç àâòîðîâ
øèôðñèñòåìû PRESENT. Ñèñòåìà PRESENT, c êîòîðîé ñîâïàäàåò SmallPresent[16],
ïðèíÿòà â 2012 ã. êàê ìåæäóíàðîäíûé ñòàíäàðò ISO/IEC áëî÷íûõ øèôðñèñòåì äëÿ
íèçêîðåñóðñíûõ óñòðîéñòâ. Ðàóíä øèôðîâàíèÿ ñîñòîèò èç ïîêîîðäèíàòíîãî àääèòèâ-
íîãî íàëîæåíèÿ ðàóíäîâîãî êëþ÷à, ïðèìåíåíèÿ íàáîðà èç s îäèíàêîâûõ ïàðàëëåëüíûõ
S-áîêñîâ è ïåðåñòàíîâêè áèò, ïîýòîìó øèôðû ÿâëÿþòñÿ ìàðêîâñêèìè ñ ÌÏÂÐ P [9, ï. 5]
â âåðîÿòíîñòíîé ìîäåëè ñ íåçàâèñèìûì ðàâíîâåðîÿòíûì âûáîðîì ðàóíäîâûõ êëþ÷åé.

Ðàññìîòðèì êðèòåðèè, èñïîëüçóþùèå â êà÷åñòâå T : 1) ñïåêòðàëüíóþ äâóõâåêòîð-
íóþ ñòàòèñòèêó (3); 2) ñïåêòðàëüíóþ îäíîâåêòîðíóþ ñòàòèñòèêó ñ âåêòîðàìè (4) áè-
ëèíåéíîé ôîðìû; 3) ñèíãóëÿðíóþ ñòàòèñòèêó ñ âåêòîðàìè áèëèíåéíîé ôîðìû u0, v0
èç òåîðåìû 1 äëÿ ìàòðèöû A = PR−U. Â òàáë. 1 ïðèâåäåíû çíà÷åíèÿ

√
ρ(R) íàèáîëü-

øèõ ñèíãóëÿðíûõ ÷èñåë è ñðàâíèòåëüíûå õàðàêòåðèñòèêè ýòèõ ñòàòèñòèê� îòíîøåíèÿ
êâàäðàòîâ âåëè÷èí ñèãíàë/øóì ñèíãóëÿðíîé è äâóõâåêòîðíîé ñòàòèñòèê ê ýòîìó æå
ïàðàìåòðó îäíîâåêòîðíûõ ñòàòèñòèê:

k1(R) = ρ(R)/λ2R, k2(R) = (uPRv↓)2/λ2R. (11)

Çàìåòèì, ÷òî â ìîäåëè íåçàâèñèìûõ äâóáëî÷íûõ òåêñòîâ [1] äàííûå âåëè÷èíû ÿâëÿþò-
ñÿ ïðèáëèæ¼ííûìè îöåíêàìè âûèãðûøåé â îáú¼ìå ìàòåðèàëà äëÿ ñîîòâåòñòâóþùèõ
ð.-ë. àòàê ðàçëè÷åíèÿ ïðè âñåõ α, β ∈ (0, 1).

Òà á ë è ö à 1
Õàðàêòåðèñòèêè øèôðîâ SmallPresent

n Õàðàêòåðèñòèêè
R

2 3 4 5 6 7 8 9

8
√
ρ(R) 0,49 0,11 0,024 5,9E−3 1,7E−3 4,8E−4 1,3E−4 3,6E−5

ρ(R)/λ2R
2 48,5 38,7 23,4 19,3 22,9 24,3 26,2 27,1

(uPRv↓)2/λ2R
2 3 6,1 7,7 9,8 14,5 17 21,3 23,8

12
√
ρ(R) 0,5 0,14 0,04 0,01 2,5E−3 5,1E−4 1,0E−4 1,8E−5

ρ(R)/λ2R
4 192 439,2 904,6 1570,9 2578 2962,9 3069,4 2716,6

(uPRv↓)2/λ2R
4 4,1 26,8 142,1 355,6 750,1 1061,6 1229,7 1016

16
√
ρ(R) 0,48 0,11 0,019 4,5E−3 1,2E−3 2,8E−4 6,1E−5 1,4E−5

ρ(R)/λ2R
2 74,6 77,1 36,6 36, 50,8 46,7 37,5 36,4

(uPRv↓)2/λ2R
2 48 59,5 28,2 30,4 46,5 45 36,4 35,9

Âíåñ¼ì íåêîòîðûå ïîÿñíåíèÿ: äëÿ øèôðà SmallPresent[2] (n = 8) ìîäóëè äîìèíè-
ðóþùèõ (ò. å. íàèáîëüøèõ ïî ìîäóëþ ïðè èñêëþ÷åíèè çíà÷åíèÿ λ1 = 1) ñîáñòâåííûõ
çíà÷åíèé ìàòðèöû P ðàâíû
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−λ2 = 0,267 > |λ3,4| = 0,227 > λ5 = 0,226 > |λ6,7| = 0,225 >

> |λ8,9| = 0,214 > |λ10,11| = 0,210 > |λ12,13| = 0,207.

Ó øèôðà SmallPresent[3] (n = 12) ìîäóëè äîìèíèðóþùèõ ñîáñòâåííûõ çíà÷åíèé
ÌÏÂÐ ðàâíû

|λ2,3| = 0,220 > λ4 = 0,192 > −λ5 = 0,180 > |λ6,7| = 0,170 >

> |λ8,9| = 0,166 > |λ10,11| = 0,165 > |λ12,13| = 0,163,

äîìèíèðóåò ñîïðÿæ¼ííàÿ ïàðà λ2,3 = 0,195 ± 0,102i. Ó ÌÏÂÐ øèôðà SmallPresent[4]
(n = 16), êàê è äëÿ ÌÏÂÐ SmallPresent[2], â ñïåêòðå

λ2 = 0,237 > |λ3,4| = 0,186 > |λ5,6| = 0,158 >

> |λ7,8| = 0,1576 > |λ9,10| = 0,1572 > |λ11,12| = 0,156,

ìîäóëü ÷èñëà λ2 ∈ R áîëüøå ìîäóëåé êîìïëåêñíî ñîïðÿæ¼ííûõ çíà÷åíèé λ3,4 =
= −0,002± 0,186i.

Èç òàáë. 1 âèäíî, ÷òî ïðè n = 8 è 16 êàðòèíû ïîâåäåíèÿ âåëè÷èí k1(R) ïîõîæè:
çíà÷åíèÿ óáûâàþò ñ ðîñòîì R îò 48,5 è 74,6 äî 27,1 è 36,4 ñîîòâåòñòâåííî. Âûèãðû-
øè k2(R) äâóõâåêòîðíîãî êðèòåðèÿ ïðè n = 8 âîçðàñòàþò, ïîñòåïåííî ïðèáëèæàÿñü
ñíèçó ê çíà÷åíèÿì k1(R), à ïðè n = 16, íàïðîòèâ, óáûâàþò (ïðè÷èíà ýòîãî ðàçëè÷èÿ
ïîêà íåïîíÿòíà), òàêæå ïîñòåïåííî ñáëèæàÿñü ñî çíà÷åíèÿìè k1(R).

Ïðè n = 12 ïîâåäåíèå çíà÷åíèé k1(R) äðóãîå: îíè áûñòðî âîçðàñòàþò ñ ðîñòîì R;
ýòî ìîæíî îáúÿñíèòü òåì, ÷òî ìîäóëü ïåðâîãî äåéñòâèòåëüíîãî ñîáñòâåííîãî çíà÷å-
íèÿ λ4 ñòðîãî ìåíüøå âåëè÷èíû |λ2|. Çíà÷åíèÿ k2(R) âûèãðûøà äâóõâåêòîðíîãî êðè-
òåðèÿ ñíà÷àëà âîçðàñòàþò äî R = 8, à çàòåì óáûâàþò, k2(10) = 538,4.

Çàìåòèì, ÷òî ïðè n = 12 ñèíãóëÿðíûå ÷èñëà äëÿ 2 ⩽ R ⩽ 7 áîëüøå ñîîòâåòñòâóþ-
ùèõ ÷èñåë, ïîëó÷åííûõ ïðè n = 8, è äëÿ âñåõ èññëåäóåìûõ çíà÷åíèé 2 ⩽ R ⩽ 9 áîëüøå
ñîîòâåòñòâóþùèõ ÷èñåë, ïîëó÷åííûõ ïðè n = 16.

Íàéäåííûå ñèíãóëÿðíûå ÷èñëà ïîçâîëÿþò ñðàâíèòü òàêæå õàðàêòåðèñòèêè ðàç-
íîñòíî-ñèíãóëÿðíûõ àòàê ñ ìíîãîìåðíûìè ðàçíîñòíî-ñïåêòðàëüíûìè àòàêàìè [10],
â êîòîðûõ àíàëîãîì îòíîøåíèÿ ñèãíàë/øóì ðàñïðåäåëåíèÿ îäíîãî ñëàãàåìîãî ÿâëÿ-
åòñÿ ðàññòîÿíèå Ìàõàëàíîáèñà ìåæäó âîçíèêàþùèìè ïðè ãèïîòåçàõ H1 è H2 ìíîãî-
ìåðíûìè íîðìàëüíûìè ðàñïðåäåëåíèÿìè. Ïðè n = 8 äëÿ ñòàòèñòèêè, îñíîâàííîé íà
r1 = 10 ñîáñòâåííûõ âåêòîðàõ P, ýòè ðàññòîÿíèÿ ïðèâåäåíû â òàáë. 2 (ñîãëàñíî [10,
òàáë. 2]). Îíè íå ïðåâîñõîäÿò ñîîòâåòñòâóþùèõ ñèíãóëÿðíûõ ÷èñåë ïðè âñåõ 4 ⩽ R ⩽ 9
è èìåþò ïðèìåðíî òîò æå ïîðÿäîê.

Òà á ë è ö à 2

R 4 5 6 7 8 9
n = 8, r1 = 10 0,01 2,7E−3 7,0E−4 1,8E−4 2,8E−5 7,4E−6

Ïðè n = 12, r1 = 40 è n = 16, r1 = 11 çíà÷åíèÿ ðàññòîÿíèé Ìàõàëàíîáèñà ïðèâå-
äåíû â òàáë. 3, îíè óæå ïðèìåðíî íà ïîðÿäîê ìåíüøå ñîîòâåòñòâóþùèõ ñèíãóëÿðíûõ
÷èñåë. Ïîýòîìó ïðè äàííûõ n,R äàæå îäíîìåðíûå ðàçíîñòíî-ñèíãóëÿðíûå àòàêè áóäóò
ýôôåêòèâíåå ýòèõ ìíîãîìåðíûõ ðàçíîñòíî-ñïåêòðàëüíûõ àòàê!
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Òà á ë è ö à 3

R 6 7 8
n = 12, r1 = 40 4,4E−4 9,3E−5 1,8E−5
n = 16, r1 = 11 3,1E−4 6,8E−5 1,4E−5

2.2. Î ö å í ê è â î ç ì î æ í î ñ ò å é ð . - ë . à ò à ê ï î ï î ë í î é ê î ä î â î é
ê í è ã å

Â òàáë. 4 è 5 ïðèâåäåíû ñðåäíèå çíà÷åíèÿ âêëàäîâ ñëó÷àéíûõ R-ðàóíäîâûõ ïîäñòà-
íîâîê øèôðîâ SmallPresent îòíîñèòåëüíî ñèíãóëÿðíîé (äëÿ n = 8 è 12), äâóõâåêòîð-
íîé è äâóõ îäíîâåêòîðíûõ ôîðì (äëÿ n = 8) ïðè ãèïîòåçå H2, à òàêæå ñòàòèñòè÷åñêèå
îöåíêè äèñïåðñèé ïî âûáîðêå èç 1000 ñëó÷àéíûõ ïîäñòàíîâîê. Íàïîìíèì, ÷òî E1T = 0,
è ïðè n ⩾ 8 èìååì D1T = 0,50 . . ., ñîãëàñíî òåîðåìå 2.

Òà á ë è ö à 4
SmallPresent[2], n = 8, D1T = 0,505

R Çíà÷åíèå Ñèíãóë. Äâóõâåêò. Ïðàâîâåêò. Ëåâîâåêò.

3
E2T 15,2 6,02 2,4 2,4

D̂2T 0,19 0,28 0,47 0,54

4
E2T 3,16 1,81 0,65 0,65

D̂2T 0,47 0,43 0,47 0,51

5
E2T 0,76 0,54 0,17 0,17

D̂2T 0,54 0,51 0,49 0,49

6
E2T 0,223 0,177 0,046 0,046

D̂2T 0,51 0,50 0,51 0,53

Òà á ë è ö à 5
SmallPresent[2], n = 12, D1T = 0,5003

R 3 4 5 6 7 8 9
E2T 301,7 82,9 20,9 5,13 1,05 0,205 0,037

D̂2T 0,79 5,0 1,8 0,87 0,47 0,52 0,50

Íà ðèñ. 1 ïðèâåäåíû ãèñòîãðàììû âêëàäîâ äëÿ SmallPresent[2] ïðè R = 4.
Ñîãëàñíî âûðàæåíèþ (10) è òàáë. 4, ìèíèìàëüíàÿ âåðîÿòíîñòü îøèáêè ð.-ë. àòàêè

íà ÷åòûðå ðàóíäà SmallPresent[2] áëèçêà ê 0,01, à íà ïÿòü ðàóíäîâ � ê 0,29.
Íà ðèñ. 2 ïðèâåäåíû ñãëàæåííûå ãèñòîãðàììû âêëàäîâ ïîäñòàíîâîê SmallPresent[3]

ïðè R = 7. Ñîãëàñíî âûðàæåíèþ (10) è òàáë. 5, ìèíèìàëüíàÿ âåðîÿòíîñòü îøèáêè ð.-ë.
àòàêè íà øåñòü è ñåìü ðàóíäîâ SmallPresent[3] áëèçêà ê 1,4E−4 è 0,22 ñîîòâåòñòâåííî.

Çíà÷åíèÿ E2T ïðè n = 16, íàéäåííûå ïî òàáë. 1 è òåîðåìå 2, ïðèâåäåíû â òàáë. 6.

Òà á ë è ö à 6

R 3 4 5 6 7 8 9 10
E2T 3,8E3 6,2E2 1,4E2 41,5 9,44 2,01 0,468 0,117

Îòäåëüíûå ýêñïåðèìåíòû ïî îöåíêå äèñïåðñèè ïðè n = 16 èç-çà èõ áîëüøîé ïðî-
äîëæèòåëüíîñòè íå ïðîâîäèëèñü. Ïðè R = 8 íà âûáîðêå îáú¼ìà 20 ïîëó÷åíà îöåíêà
äèñïåðñèè 0,47. Òàêèì îáðàçîì, ñîãëàñíî âûðàæåíèþ (10), ìèíèìàëüíàÿ âåðîÿòíîñòü
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îøèáêè ð.-ë. àòàêè íà âîñåìü è äåâÿòü ðàóíäîâ ïî îäíîé êíèãå SmallPresent[4] áëèçêà
ê 0,06 è 0,37 ñîîòâåòñòâåííî.

:
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Ðèñ. 1. Ãèñòîãðàììû 1000 âêëàäîâ äëÿ ÷åòûð¼õ ðàóíäîâ SmallPresent[2]
îòíîñèòåëüíî ÷åòûð¼õ âèäîâ ëèíåéíûõ ôîðì (ñëåâà íàïðàâî,
ñâåðõó âíèç: ñèíãóëÿðíîé, äâóõâåêòîðíîé, ïðàâîâåêòîðíîé è ëå-
âîâåêòîðíîé)

-2 -1 1 2 3
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Ðèñ. 2. Ñãëàæåííûå ãèñòîãðàììû 100 âêëàäîâ 7-ðàóíäîâûõ ïîäñòàíîâîê
SmallPresent[3] (ñïðàâà) è 100 âêëàäîâ ñëó÷àéíûõ ðàâíîâåðîÿò-
íûõ ïîäñòàíîâîê (ñëåâà) íà Z12

2 îòíîñèòåëüíî ñèíãóëÿðíîé ëè-
íåéíîé ôîðìû

2.3. Ý ê ñ ï å ð è ì å í ò à ë ü í û å ð à ç í î ñ ò í î - ñ è í ã ó ë ÿ ð í û å à ò à ê è
ï î î ä í î é ê í è ã å

Ìû õîòèì ýêñïåðèìåíòàëüíî ïðîâåðèòü ïîëó÷åííûå òåîðåòè÷åñêè ïðèáëèæ¼ííûå
ôîðìóëû äëÿ âåðîÿòíîñòåé îøèáîê êðèòåðèÿ (6) è âûâîä î ëó÷øåé ýôôåêòèâíîñòè
îäíîìåðíûõ ðàçíîñòíî-ñèíãóëÿðíûõ àòàê ïî ñðàâíåíèþ ñ ìíîãîìåðíûìè ðàçíîñòíî-
ñïåêòðàëüíûìè àòàêàìè [10] íà SmallPresent (ðàñ÷¼òíûå âåðîÿòíîñòè îøèáîê α = β =
= 0,1), îãðàíè÷èâøèñü ïðè ýòîì îäíîé êíèãîé.
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Ïðè n = 8 è R = 4 òàêèå ðàñ÷¼òíûå çíà÷åíèÿ äîñòèãíóòû ïðè 1,7 êîäîâûõ êíèãàõ.
Ïðîâåäåíèå A = 100 ýêñïåðèìåíòîâ íà Nb = 2 êíèãàõ [10, òàáë. 2] äàëè çíà÷åíèå α̂2 =
= 0,1 ýìïèðè÷åñêîé âåðîÿòíîñòè îøèáêè ïðè òåîðåòè÷åñêîé îöåíêå

α∗
2 = Φ(κ1−α − 2n−1/2

√
NbρMah(R)),

ñîãëàñíî [10, ñ. 93], ãäå ρMah(R)�ðàññòîÿíèå Ìàõàëàíîáèñà.
Äëÿ ðàçíîñòíî-ñèíãóëÿðíîé àòàêè ïðè α = 0,1 ôîðìóëà (8) è ïðèâåä¼ííîå â òàáë. 4

çíà÷åíèå E2T = 3,16 äàþò îöåíêó α2 ≈ 7,1E−4 âåðîÿòíîñòè îøèáêè 2-ãî ðîäà àòàêè.
Âîçìîæíî, ýòà âåëè÷èíà ìåíüøå òî÷íîñòè ïðèáëèæåíèÿ, íî ñåé÷àñ ýòî íåñóùåñòâåííî.
Ïðîâåä¼ííûå A = 1000 ýêñïåðèìåíòîâ ñî ñëó÷àéíûì âûáîðîì îäíîé êíèãè äàëè ñëå-
äóþùèå ðåçóëüòàòû: α̂1 = 0,109, ÷òî î÷åíü áëèçêî ê ðàñ÷¼òíîìó çíà÷åíèþ; âåëè÷èíà
α̂2 = 0 (ïîëó÷åíî ìèíèìàëüíîå çíà÷åíèå âêëàäà 1,0003 ïðè ïîðîãå 0,906 êðèòåðèÿ (6))
çíà÷èòåëüíî ìåíüøå 0,1. Òàêèì îáðàçîì, òåîðåòè÷åñêè è ýêñïåðèìåíòàëüíî ïîäòâåð-
æäåíî, ÷òî ðàçíîñòíî-ñèíãóëÿðíûé êðèòåðèé ñ ðàñ÷¼òíûì ðàçìåðîì α = 0,1 ïðè ðàáî-
òå íà îäíîé êíèãå çíà÷èòåëüíî ìîùíåå, ÷åì ìíîãîìåðíûé ñïåêòðàëüíûé (îñíîâàííûé
íà r1 = 10 ñîáñòâåííûõ âåêòîðàõ) ïðè ðàáîòå íà äâóõ êíèãàõ. Ñðàâíèòåëüíûå õà-
ðàêòåðèñòèêè ýòîãî è äðóãèõ ýêñïåðèìåíòîâ ïðåäñòàâëåíû â òàáë. 7. Ñòîëáöû 3�7 �
ïàðàìåòðû ìíîãîìåðíûõ ñïåêòðàëüíûõ àòàê [10, ñ. 104]: r1 �êîëè÷åñòâî ñîáñòâåííûõ
âåêòîðîâ; Nb �êîëè÷åñòâî êîäîâûõ êíèã â îäíîì ýêñïåðèìåíòå; A�÷èñëî ïðîâåä¼í-
íûõ ýêñïåðèìåíòîâ; α∗

2 � òåîðåòè÷åñêàÿ îöåíêà âåðîÿòíîñòè îøèáêè; α̂2 � ýìïèðè÷å-
ñêàÿ âåðîÿòíîñòü îøèáêè ïðè ãèïîòåçå H2. Còîëáöû 8�12 � àíàëîãè÷íûå ïàðàìåòðû
ïðîâåä¼ííûõ ðàçíîñòíî-ñèíãóëÿðíûõ àòàê ïî îäíîé êíèãå. Âñå ýêñïåðèìåíòû ïîêà-
çàëè õîðîøåå ñîãëàñèå òåîðèè ñ ïðàêòèêîé è ïðåèìóùåñòâî ðàçíîñòíî-ñèíãóëÿðíûõ
êðèòåðèåâ.

Òà á ë è ö à 7
Ðåçóëüòàòû àòàê ðàçëè÷åíèÿ c ðàñ÷¼òíûì ðàçìåðîì α = 0,1

íà R ðàóíäîâ SmallPresent

n R r1 Nb α∗
2 A α̂2 E2T α∗

2 A α̂1 α̂2

8
4 10 2 0,08 102 0,10 3,16 7,1E−4 103 0,109 0
5 10 1 0,78 � � 0,76 0,577 103 0,115 0,552

12
6 40 4 0,09 20 0,15 5,13 1,1E−9 102 0,1 0
7 40 1 0,84 � � 1,05 0,42 102 0,1 0,37

16 8 11 1 0,72 � � 2,01 0,06 20 0,1 0,05
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ÍÀÕÎÆÄÅÍÈÅ ÏÐÎÎÁÐÀÇÀ 44-ØÀÃÎÂÎÉ ÔÓÍÊÖÈÈ ÑÆÀÒÈß
MD4 ÏÐÈ ÎÑËÀÁËÅÍÍÎÌ ÏÎÑËÅÄÍÅÌ ØÀÃÅ1

Î.Ñ. Çàèêèí

Îñíîâíûì êîìïîíåíòîì êðèïòîãðàôè÷åñêîé õåø-ôóíêöèè MD4 ÿâëÿåòñÿ 48-øà-
ãîâàÿ ôóíêöèÿ ñæàòèÿ. Â 2007 ã. ïðîîáðàç 39-øàãîâîé ôóíêöèè ñæàòèÿ MD4 áûë
íàéäåí ñ ïîìîùüþ CDCL � îñíîâíîãî ïîëíîãî àëãîðèòìà ðåøåíèÿ ïðîáëåìû áó-
ëåâîé âûïîëíèìîñòè (SAT). Â 2022 ã. ñ ïîìîùüþ ïàðàëëåëüíîãî SAT-àëãîðèòìà
Cube-and-Conquer áûë íàéäåí ïðîîáðàç 43-øàãîâîé ôóíêöèè ñæàòèÿ MD4. Â íà-
ñòîÿùåé ðàáîòå èññëåäóåòñÿ 44-øàãîâàÿ âåðñèÿ ôóíêöèè ñæàòèÿ MD4, òàêàÿ, ÷òî
44-é øàã îñëàáëåí ðàçíûìè ñïîñîáàìè. Ñ ïîìîùüþ Cube-and-Conquer íàéäåíû
ïðîîáðàçû íåñêîëüêèõ òàêèõ ôóíêöèé. Íà îñíîâå ðåø¼ííûõ çàäà÷ ïðåäëîæåíà
îöåíêà âðåìåíè, íåîáõîäèìîãî äëÿ íàõîæäåíèÿ ïðîîáðàçà 44-øàãîâîé ôóíêöèè
ñæàòèÿ MD4.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ, MD4, àòàêà íàõîæäåíèÿ

ïðîîáðàçà, ëîãè÷åñêèé êðèïòîàíàëèç, ïðîáëåìà áóëåâîé âûïîëíèìîñòè, SAT.

Ââåäåíèå
Êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ ãåíåðèðóåò õåø ôèêñèðîâàííîé äëèíû, ïîëó÷àÿ

íà âõîä ñîîáùåíèå ïðîèçâîëüíîé äëèíû [1]. Òàêèå ôóíêöèè äîëæíû áûòü ñòîéêèìè
ê ïîèñêó êîëëèçèé è ïðîîáðàçîâ. Êðèïòîãðàôè÷åñêèå õåø-ôóíêöèè øèðîêî èñïîëü-
çóþòñÿ â ñîâðåìåííîì öèôðîâîì ìèðå. Â êà÷åñòâå ïðèìåðîâ ìîæíî ïðèâåñòè õåøèðî-
âàíèå ïàðîëåé, ïðîâåðêó öåëîñòíîñòè äàííûõ è ôîðìèðîâàíèå ýëåêòðîííîé öèôðîâîé
ïîäïèñè.

Êðèïòîãðàôè÷åñêàÿ õåø-ôóíêöèÿ MD4 ïðåäëîæåíà â 1990 ã. [2]. Îíà ãåíåðèðóåò
128-áèòíûé õåø, ïðè ýòîì ôóíêöèÿ ñæàòèÿ èòåðàòèâíî âûçûâàåòñÿ íà 512-áèòíûõ
áëîêàõ ñîîáùåíèÿ, êàæäûé ðàç âûïîëíÿÿ 48 øàãîâ äëÿ ñìåøèâàíèÿ ýòîãî áëîêà ñî
128-áèòíûì âíóòðåííèì ñîñòîÿíèåì. Ïðè ýòîì 48 øàãîâ ðàçäåëåíû íà òðè ðàóíäà
ïî 16 øàãîâ. Â 1996 ã. áûëà îïóáëèêîâàíà ïðàêòè÷åñêàÿ àòàêà íàõîæäåíèÿ êîëëèçèé
MD4 [3]. Òåì íå ìåíåå MD4 äî ñèõ ïîð ÿâëÿåòñÿ ñòîéêîé ê íàõîæäåíèþ ïðîîáðàçà.
Ïî ýòîé ïðè÷èíå â ýòîì êîíòåêñòå àíàëèçèðóþòñÿ îñëàáëåííûå âåðñèè MD4, â êîòî-
ðûõ íåñêîëüêî ïîñëåäíèõ øàãîâ ôóíêöèè ñæàòèÿ îòáðîøåíû. Ïåðâûì ñóùåñòâåííûì
ðåçóëüòàòîì â ýòîì íàïðàâëåíèè ñòàëà ïðàêòè÷åñêàÿ àòàêà ïîèñêà ïðîîáðàçà 32-øà-
ãîâîé âåðñèè MD4, êîòîðàÿ áàçèðîâàëàñü íà Äîááåðòèíîâñêèõ îãðàíè÷åíèÿõ [4]. Ýòè
îãðàíè÷åíèÿ çíà÷èòåëüíî ñîêðàùàþò êîëè÷åñòâî ïðîîáðàçîâ äëÿ õåøà, íî ïðè ýòîì
ñóùåñòâåííî óïðîùàþò ñîîòâåòñòâóþùóþ ñèñòåìó íåëèíåéíûõ óðàâíåíèé.

Îäíèì èç ýôôåêòèâíûõ ñïîñîáîâ àíàëèçà ñòîéêîñòè êðèïòîãðàôè÷åñêèõ õåø-
ôóíêöèé ÿâëÿåòñÿ àëãåáðàè÷åñêèé êðèïòîàíàëèç [5], ñîãëàñíî êîòîðîìó çàäà÷à ñâîäèò-

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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ñÿ ê ðåøåíèþ ñèñòåìû àëãåáðàè÷åñêèõ óðàâíåíèé. ×àñòíûì ñëó÷àåì àëãåáðàè÷åñêîãî
êðèïòîàíàëèçà ÿâëÿåòñÿ ëîãè÷åñêèé êðèïòîàíàëèç, â êîòîðîì ôîðìèðóþòñÿ ýêçåìïëÿ-
ðû ïðîáëåìû áóëåâîé âûïîëíèìîñòè (SAT) [6].

Â 2007 ã. ñ ïîìîùüþ ëîãè÷åñêîãî êðèïòîàíàëèçà áûë íàéäåí ïðîîáðàç 39-øàãîâîé
ôóíêöèè ñæàòèÿ MD4 [7]. Ïðè ýòîì â SAT áûëè çàêîäèðîâàíû Äîááåðòèíîâñêèå îãðà-
íè÷åíèÿ èç [4], à äëÿ ðåøåíèÿ ïîëó÷åííûõ ýêçåìïëÿðîâ SAT èñïîëüçîâàëèñü ðåøà-
òåëè, áàçèðóþùèåñÿ íà àëãîðèòìå Con�ict-Driven Clause Learning (CDCL) [8]. CDCL
ÿâëÿåòñÿ îñíîâíûì ïîëíûì SAT-àëãîðèòìîì. Â ïîñëåäóþùèõ ðàáîòàõ [9, 10] óäàëîñü
ñóùåñòâåííî óñêîðèòü íàõîæäåíèå ïðîîáðàçà 39-øàãîâîé ôóíêöèè ñæàòèÿ MD4 ïðè
ïîìîùè CDCL-ðåøàòåëåé.

Â 2022 ã. ñ ïîìîùüþ ëîãè÷åñêîãî êðèïòîàíàëèçà áûëè íàéäåíû ïðîîáðàçû 43-øàãî-
âîé ôóíêöèè ñæàòèÿ MD4 [11]. Ïðè ýòîì èñïîëüçîâàëñÿ ïàðàëëåëüíûé SAT-àëãîðèòì
Cube-and-Conquer, â êîòîðîì ýêçåìïëÿð SAT ðàçáèâàåòñÿ íà ñåìåéñòâî áîëåå ïðîñòûõ
ýêçåìïëÿðîâ, à çàòåì íà êàæäîì èç íèõ çàïóñêàåòñÿ CDCL-ðåøàòåëü [12]. Â [11] âïåð-
âûå ïðåäëîæåí àëãîðèòì îöåíèâàíèÿ âðåìåíè ðåøåíèÿ ñåìåéñòâà ïîäçàäà÷ ïðè ðàçíûõ
âàðèàíòàõ ðàñïàðàëëåëèâàíèÿ â Cube-and-Conquer. Ýòîò àëãîðèòì ïîçâîëÿåò âûáðàòü
ðàñïàðàëëåëèâàíèå ñ ëó÷øåé îöåíêîé.

Â 2023 ã. áûë ïðåäëîæåí ïîäõîä ê îñëàáëåíèþ øàãà ôóíêöèè ñæàòèÿ êðèïòîãðà-
ôè÷åñêîé õåø-ôóíêöèè MD5 [13]. Ðàññìîòðèì ïàðó ïîñëåäîâàòåëüíûõ øàãîâ ôóíêöèè
ñæàòèÿ ñ íîìåðàìè i è i + 1, 1 ⩽ i ⩽ 63. Ïåðâûå i øàãîâ ðàáîòàþò êàê îáû÷íî, à íà
øàãå i+1 âìåñòî 32-áèòíîé ÷àñòè áëîêà ñîîáùåíèÿ èñïîëüçóåòñÿ 32-áèòíîå ñëîâî, â êî-
òîðîì j, 1 ⩽ j ⩽ 31, áèòîâ ðàâíû ñîîòâåòñòâóþùèì j áèòàì ÷àñòè áëîêà ñîîáùåíèÿ, à
îñòàëüíûå 32 − j áèòîâ ðàâíû íóëþ. Ïðè ýòîì ñ âîçðàñòàíèåì çíà÷åíèÿ j âîçðàñòàåò
è ñëîæíîñòü ñîîòâåòñòâóþùèõ ýêçåìïëÿðîâ SAT äëÿ ñîâðåìåííûõ ðåøàòåëåé.

1. Îñëàáëåíèå øàãà ôóíêöèè ñæàòèÿ MD4
Ðàññìîòðèì ïñåâäîêîä øàãà ôóíêöèè ñæàòèÿ MD4:

upd← (a+ F (b, c, d) +M [t] +K) ≪ s)

a← d

d← c

c← b

b← upd

Çäåñü a, b, c, d�ïåðåñòàíîâêà çíà÷åíèé ÷åòûð¼õ 32-áèòíûõ ðåãèñòðîâ âíóòðåííåãî ñî-
ñòîÿíèÿ; F � âûäàþùàÿ 32-áèòíîå ñëîâî ôóíêöèÿ;M [t]� 32-áèòíîå ñëîâî, ÿâëÿþùååñÿ
t-é ÷àñòüþ áëîêà ñîîáùåíèÿ M , 0 ⩽ t ⩽ 15; K � 32-áèòíàÿ êîíñòàíòà; +� ñëîæåíèå
ïî ìîäóëþ 232; ≪�öèêëè÷åñêèé ñäâèã âëåâî; s�öåëîå ÷èñëî. Ïðè ýòîì äëÿ êàæäîãî
èç 48 øàãîâ çàäàþòñÿ ïåðåñòàíîâêà a, b, c, d è çíà÷åíèÿ t è s, à F è K çàäàþòñÿ äëÿ
êàæäîãî ðàóíäà.

Ïî àíàëîãèè ñ MD5, ïñåâäîêîä ìîäèôèöèðîâàííîãî (i + 1)-ãî øàãà äëÿ j-é îñëàá-
ëåííîé ôóíêöèè ñæàòèÿ MD4 âûãëÿäèò ñëåäóþùèì îáðàçîì:

l← 32− j
weakM ← (M [t]≪ l)≫ l

upd← (a+ F (b, c, d) + weakM +K) ≪ s)

a← d

d← c
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c← b

b← upd

Â ðåçóëüòàòå â j-é ôóíêöèè ñæàòèÿ 32− j ñòàðøèõ áèòîâ weakM ðàâíû 0, à îñòàâ-
øèåñÿ j ìëàäøèõ áèòîâ ðàâíû j ìëàäøèì áèòàì M [t].

2. Íàõîæäåíèå ïðîîáðàçà ñ ïîìîùüþ Cube-and-Conquer
ïðè îñëàáëåííîì 44-ì øàãå ôóíêöèè ñæàòèÿ MD4

Ñ ïîìîùüþ ïðîãðàììû Transalg [14] áûëè ïîñòðîåíû ýêçåìïëÿðû SAT äëÿ çàäà÷è
ïîèñêà ïðîîáðàçà åäèíè÷íîãî õåøà 44-øàãîâîé ôóíêöèè ñæàòèÿ MD4, â êîòîðîé ïðè
îñëàáëåíèè 44-ãî øàãà j âàðüèðîâàëîñü îò 1 äî 31.

Ñ ïîìîùüþ ïîäõîäà èç ðàáîòû [11] ïîñòðîåíû îöåíêè âðåìåíè ðåøåíèÿ íà êîìïüþ-
òåðå ñ 16-ÿäåðíûì ïðîöåññîðîì äëÿ ñëåäóþùèõ çíà÷åíèé j: 2, 4, 6, 8, 10, 12. Â êà÷åñòâå
CDCL-ðåøàòåëÿ èñïîëüçîâàëñÿ Kissat âåðñèè 3.0 [15]. Äëÿ j = 12 îöåíêó ïîñòðîèòü íå
ïîëó÷èëîñü èç-çà òîãî, ÷òî ñîîòâåòñòâóþùèå ïîäçàäà÷è îêàçàëèñü ñëèøêîì ñëîæíûìè.
Äëÿ îñòàëüíûõ óïîìÿíóòûõ çíà÷åíèé j îöåíêè ïîñòðîåíû óñïåøíî, îíè ïðåäñòàâëåíû
â äíÿõ â òàáëèöå.

j Âðåìÿ ðåøåíèÿ, äí.
2 6,99
4 16,46
6 105,26
8 658.29
10 1786,6

Äëÿ j = 2 è 4 ïðîîáðàçû áûëè íàéäåíû íà êîìïüþòåðå, ïðè ýòîì ðåàëüíîå âðåìÿ
îêàçàëîñü áëèçêèì ê îöåíêàì. Ñ ïîìîùüþ ëèíåéíîé ýêñòðàïîëÿöèè áûë ïîñòðîåí ïðî-
ãíîç äëÿ j = 32, ò. å. äëÿ ïîèñêà ïðîîáðàçà 44 ïîëíûõ øàãîâ ôóíêöèè ñæàòèÿ MD4.
Îêàçàëîñü, ÷òî íà óïîìÿíóòîì êîìïüþòåðå äëÿ ýòîãî íåîáõîäèìî îêîëî 21 ìëí ëåò.
Èç ýòèõ ðåçóëüòàòîâ ñëåäóåò, ÷òî äëÿ íàõîæäåíèÿ ïðîîáðàçà 44-øàãîâîé ôóíêöèè ñæà-
òèÿ MD4 íåîáõîäèìû íîâûå àëãîðèòìû. Ñ äðóãîé ñòîðîíû, â ðàìêàõ íàñòîÿùåãî èñ-
ñëåäîâàíèÿ íàéäåíû ïðîîáðàçû äëÿ áîëåå ñëîæíîé ôóíêöèè ñæàòèÿ MD4, ÷åì áûëî
îïóáëèêîâàíî ðàíåå.
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ÀËÃÎÐÈÒÌ ÁÛÑÒÐÎÉ ÂÛÐÀÁÎÒÊÈ
ÊËÞ×ÅÂÎÉ ÏÎÑËÅÄÎÂÀÒÅËÜÍÎÑÒÈ

Ñ ÈÑÏÎËÜÇÎÂÀÍÈÅÌ ÊÂÀÍÒÎÂÎÃÎ ÊÀÍÀËÀ ÑÂßÇÈ

Ñ.Þ Êàçàíöåâ, Ê.Í. Ïàíêîâ

Ïðåäëîæåí ñïîñîá áûñòðîé âûðàáîòêè êëþ÷åâîé ïîñëåäîâàòåëüíîñòè áîëüøîãî
îáú¼ìà ñ ïîìîùüþ êâàíòîâîãî êàíàëà ñâÿçè è îòêðûòîãî êàíàëà. Ïî îòêðûòîìó
êàíàëó ñâÿçè, äîñòóïíîìó âñåì ïîëüçîâàòåëÿì, ïåðåäà¼òñÿ ïîñëåäîâàòåëüíîñòü
íåçàâèñèìûõ îäèíàêîâî ðàñïðåäåë¼ííûõ áèò, âûðàáîòàííûõ êâàíòîâûì ãåíåðàòî-
ðîì ñëó÷àéíûõ ÷èñåë, à ïî êâàíòîâîìó êàíàëó� èíôîðìàöèÿ î ñïîñîáå âûáîðà
áèò èç ýòîé ïîñëåäîâàòåëüíîñòè. Ïðèâåäåíû îöåíêè êîëè÷åñòâà ïîïûòîê ïåðåáî-
ðà ïðîòèâíèêîì êëþ÷åâûõ ïîñëåäîâàòåëüíîñòåé è âåðîÿòíîñòè ñîâïàäåíèÿ ýòèõ
ïîñëåäîâàòåëüíîñòåé ó ðàçíûõ ïîëüçîâàòåëåé.

Êëþ÷åâûå ñëîâà: êâàíòîâàÿ êðèïòîãðàôèÿ, èíôîðìàöèîííàÿ áåçîïàñíîñòü,

ïåðåäà÷à êëþ÷åâîé èíôîðìàöèè, êâàíòîâûé êàíàë ñâÿçè, êâàíòîâûé ãåíåðàòîð

ñëó÷àéíûõ ÷èñåë.

Â ðàìêàõ êîíöåïöèè ×åòâ¼ðòîé ïðîìûøëåííîé ðåâîëþöèè Ê. Øâàáà [1] è íàöèî-
íàëüíîé ïðîãðàììû ¾Öèôðîâàÿ ýêîíîìèêà Ðîññèéñêîé Ôåäåðàöèè¿ [2] ìîæíî âûäå-
ëèòü íàáîð îñíîâíûõ èëè ñêâîçíûõ òåõíîëîãèé, ê ÷èñëó êîòîðûõ, â ÷àñòíîñòè, îòíî-
ñÿòñÿ êâàíòîâûå òåõíîëîãèè. Â ñîîòâåòñòâèè ñ [3], îíè âêëþ÷àþò â êà÷åñòâå ñóáòåõíî-
ëîãèè [4] êâàíòîâûå êîììóíèêàöèè, ïðåäñòàâëÿþùèå ñîáîé òåõíîëîãèþ êðèïòîãðàôè-
÷åñêîé çàùèòû èíôîðìàöèè, èñïîëüçóþùóþ äëÿ ïåðåäà÷è êëþ÷åé èíäèâèäóàëüíûå
êâàíòîâûå ÷àñòèöû. Êâàíòîâûå êîììóíèêàöèè ÷àñòî îòîæäåñòâëÿþòñÿ ñ êâàíòîâîé
êðèïòîãðàôèåé, õîòÿ ñ òî÷êè çðåíèÿ ìíîãèõ èññëåäîâàòåëåé ïîñëåäíåå ïîíÿòèå ãîðàç-
äî øèðå [5, 6]. Â ñîîòâåòñòâèè ñ îïðåäåëåíèÿìè, âêëþ÷¼ííûìè â ïðîåêò íàöèîíàëüíîãî
ñòàíäàðòà ïî òåðìèíîëîãèè â îáëàñòè êðèïòîãðàôèè [7], êâàíòîâûå êîììóíèêàöèè îò-
íîñÿòñÿ ê êðèïòîãðàôè÷åñêèì ìåòîäàì çàùèòû èíôîðìàöèè, à áîëåå ðàííèå ñïîñîáû
êëàññèôèêàöèè ÷àñòî îòíîñèëè èõ ê èíæåíåðíî-ôèçè÷åñêèì ìåòîäàì.



94 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Êâàíòîâûå êîììóíèêàöèè, â òîì ÷èñëå è êàê ñïîñîá îáåñïå÷åíèÿ èíôîðìàöèîííîé
áåçîïàñíîñòè, â íàñòîÿùåå âðåìÿ ÿâëÿþòñÿ ïðåäìåòîì, êîòîðîìó ïîñâÿùåíî áîëüøîå
êîëè÷åñòâî ïóáëèêàöèé, äëÿ ÷àñòè êîòîðûõ ïðèâåä¼í îáçîð â ðàáîòå [6]. Ëåòîì 2023 ã.
â ðàìêàõ Ôîðóìà áóäóùèõ òåõíîëîãèé, êîòîðûé ïîëó÷èë íàçâàíèå ¾Âû÷èñëåíèÿ è
ñâÿçü. Êâàíòîâûé ìèð¿, áûë ïðåäñòàâëåí äîêëàä [8], â êîòîðîì êâàíòîâûå êîììó-
íèêàöèè è ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ [9, 10], èíà÷å íàçûâàåìàÿ êâàíòîâî-óñòîé÷è-
âîé [11], âûäåëåíû â îòäåëüíîå ïåðñïåêòèâíîå íàïðàâëåíèå êâàíòîâûõ òåõíîëîãèé,
íàçâàííîå êâàíòîâîé çàùèòîé èíôîðìàöèè. Ïî ìíåíèþ àâòîðîâ, áîëåå êîððåêòíî áû-
ëî áû îòíåñòè ê äàííîìó íàïðàâëåíèþ âñþ êâàíòîâóþ êðèïòîãðàôèþ, âêëþ÷àþùóþ,
ê ïðèìåðó, êâàíòîâóþ ãåíåðàöèþ êëþ÷åâîé èíôîðìàöèè è êâàíòîâûå àíàëîãè òðàäè-
öèîííûõ êðèïòîãðàôè÷åñêèõ ìåõàíèçìîâ è ñèñòåì [11].

Êàê èçâåñòíî, áåçîïàñíîñòü ïðîòîêîëîâ ïåðåäà÷è êëþ÷åé â êâàíòîâûõ êîììóíèêà-
öèÿõ îïèðàåòñÿ íà ïîñòóëàòû êâàíòîâîé ìåõàíèêè [12, 13]. Ê ñîæàëåíèþ, â îòëè÷èå îò
ñóùåñòâóþùåé èíôðàñòðóêòóðû ïåðåäà÷è êëþ÷åé ïî îòêðûòûì êàíàëàì ñâÿçè ñ ïî-
ìîùüþ êëàññè÷åñêèõ àëãîðèòìîâ êðèïòîãðàôèè ñ îòêðûòûì êëþ÷îì, ëèíèè êâàíòî-
âîãî ðàñïðåäåëåíèÿ êëþ÷à (áåç óñèëèòåëåé) îáëàäàþò îãðàíè÷åíèåì ïî ðàññòîÿíèþ.
Íàïðèìåð, â 2023 ã. êèòàéñêèìè èññëåäîâàòåëÿìè êàê çíà÷èòåëüíîå äîñòèæåíèå áûëî
îáúÿâëåíî îá óñïåøíîì ñîçäàíèè ñèñòåìû êâàíòîâîãî ðàñïðåäåëåíèÿ êëþ÷åé (ÊÐÊ) íà
ðàññòîÿíèè 1,002 êì [14]. ×åì äëèííåå êâàíòîâàÿ ëèíèÿ, òåì íèæå ñêîðîñòü âûðàáîòêè
îáùåãî êëþ÷à, ÷òî èëëþñòðèðóåòñÿ ãðàôèêîì íà ðèñ. 1 èç ðàáîòû [15], â êîòîðîé ïðè-
âåäåíû âû÷èñëèòåëüíûå ôîðìóëû äëÿ íàõîæäåíèÿ ýòîé ñêîðîñòè, çàâèñÿùèå îò ðÿäà
ôèçè÷åñêèõ ïàðàìåòðîâ.

Ðèñ. 1. Çàâèñèìîñòü áèòîâîé ñêîðîñòè ôîðìèðîâàíèÿ êëþ÷à â êâàí-
òîâîé ëèíèè îò äëèíû âîëîêîííî-îïòè÷åñêîé ëèíèè (lambda �
äëèíà âîëíû èñòî÷íèêà ôîòîíîâ) [15]

Ìîæíî ïðèâåñòè ïðèìåð äëÿ ðåàëèçîâàííîé â íàñòîÿùåå âðåìÿ ïðîìûøëåííîé
ñèñòåìû: ñêîðîñòü âûðàáîòêè êëþ÷åé â ñèñòåìå ÊÐÊ ViPNet Quandor 2 îò Infotecs íà
ðàññòîÿíèå äî 100 êì îáúÿâëåíà îò 256 áèò/ìèí [16].

Áîëåå òîãî, íà äàííóþ ñêîðîñòü çíà÷èòåëüíîå âëèÿíèå îêàçûâàåò ñðåäà ïåðåäà÷è
êâàíòîâîãî ñèãíàëà, íàïðèìåð àòìîñôåðà [17]. Ïîýòîìó àêòóàëüíà çàäà÷à ðàçðàáîò-
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êè íà áàçå ñóùåñòâóþùèõ ñèñòåì êâàíòîâîé êîììóíèêàöèè êîìïëåêñîâ, ïîçâîëÿþùèõ
îáåñïå÷èòü áîëåå áûñòðóþ ïåðåäà÷ó êëþ÷åâîé èíôîðìàöèè.

Ê ñîæàëåíèþ, åñëè êëþ÷åâàÿ ïîñëåäîâàòåëüíîñòü èìååò çíà÷èòåëüíóþ äëèíó (ïðè
ãàììèðîâàíèè èëè â øèôðå Âåðíàìà), ðàñïðîñòðàí¼ííûå ñèñòåìû ÊÐÊ [18] íå ÿâëÿ-
þòñÿ ïîäõîäÿùèìè äëÿ å¼ ôîðìèðîâàíèÿ è ïåðåäà÷è â ñèëó ìàëîé ñêîðîñòè ðàáîòû.
Àíàëîãè÷íûå ïðîáëåìû ìîãóò âîçíèêíóòü ïðè ðåàëèçàöèè êîíöåïöèè øèôðîâàíèÿ
êàæäîãî IP-ïàêåòà íà èíäèâèäóàëüíîì êëþ÷å, êîãäà äëÿ ïåðåäà÷è áîëüøîãî êîëè÷å-
ñòâà êîíôèäåíöèàëüíîé èíôîðìàöèè òðåáóåòñÿ ïåðåäàòü òàêæå çíà÷èòåëüíûé îáú¼ì
êëþ÷åâîé èíôîðìàöèè. Ïîñëåäíèé ïîäõîä èñïîëüçóåòñÿ, íàïðèìåð, â àïïàðàòíî-ïðî-
ãðàììíîì êîìïëåêñå øèôðîâàíèÿ ¾Êîíòèíåíò. Âåðñèÿ 3.7¿ îò ¾Êîäà áåçîïàñíîñòè¿.
Ïîýòîìó ðàññìîòðèì ñïîñîá ôîðìèðîâàíèÿ êëþ÷åâîé ïîñëåäîâàòåëüíîñòè çàäàííîé
äëèíû ïðè íàëè÷èè êâàíòîâîãî êàíàëà ñâÿçè ñ ìàëîé áèòîâîé ñêîðîñòüþ. Äëÿ ýòîãî
âîñïîëüçóåìñÿ êâàíòîâûì ãåíåðàòîðîì ñëó÷àéíûõ ÷èñåë (ÊÃÑ×) [19]. Êëþ÷åâàÿ ïî-
ñëåäîâàòåëüíîñòü, âûðàáîòàííàÿ ýòèì ÊÃÑ×, ïåðåäà¼òñÿ â ýôèð èëè îïòîâîëîêîííóþ
ëèíèþ ñâÿçè. Òàêæå ïîñòðîèì íà áàçå êâàíòîâîãî êàíàëà ñâÿçè ñèñòåìó ïðÿìîé çàùè-
ù¼ííîé ïåðåäà÷è èíôîðìàöèè. Îäíèì èç ïðèìåðîâ ïîäîáíîé ñèñòåìû ÿâëÿåòñÿ ñõåìà,
ïðåäëîæåííàÿ â [20].

Àëãîðèòì ïåðåäà÷è êëþ÷åâîé èíôîðìàöèè îñíîâûâàåòñÿ íà òîì, ÷òî ÊÃÑ× ïî-
ðîæäàåò èñòèííî ñëó÷àéíóþ ïîñëåäîâàòåëüíîñòü [19]. Òàêèì îáðàçîì, â îòêðûòûé
êàíàë ñâÿçè, äîñòóïíûé âñåì ïîëüçîâàòåëÿì ñèñòåìû, ïîñòóïàþò çíà÷åíèÿ ïîñëåäî-
âàòåëüíîñòè íåçàâèñèìûõ îäèíàêîâî ðàñïðåäåë¼ííûõ ñëó÷àéíûõ âåëè÷èí ξ1, ξ2, ξ3, . . .,
ãäå P[ξi = 0] = P[ξi = 1] = 1/2. Â ñîîòâåòñòâèè ñ [19], ñêîðîñòü ãåíåðàöèè òàêîé ïî-
ñëåäîâàòåëüíîñòè äîñòèãàåò 160 Ìáèò/ñ. Äëÿ ïîâûøåíèÿ íàä¼æíîñòè ñèñòåìû áóäåì
ñ÷èòàòü, ÷òî äàííûå â êàíàë ñâÿçè ïåðåäàþòñÿ ñ èñïîëüçîâàíèåì ïîìåõîóñòîé÷èâîãî
êîäèðîâàíèÿ, ÷òî ñíèæàåò ñêîðîñòü ïåðåäà÷è èíôîðìàöèè (â çàâèñèìîñòè îò ñêîðî-
ñòè êîäà) [21]. Èñïîëüçóÿ ïîìåõîóñòîé÷èâîå êîäèðîâàíèå, îïèñàííîå â [22], è äîáàâ-
ëÿÿ â ïîñëåäîâàòåëüíîñòü ñëóæåáíûå ãðóïïû ñèìâîëîâ (÷åðåç êàæäûå N áèò), ìû
ïîëó÷àåì ñêîðîñòü 80 Ìáèò/ñ. Òàêèì îáðàçîì, êàæäûé ïîëüçîâàòåëü ëèíèè ñâÿçè ïî-
ëó÷àåò èíôîðìàöèþ . . . , τj, ξτj ,1, . . . , ξτj ,N , τj+1, ξτj+1,1, . . . Ìîæíî ñ÷èòàòü, ÷òî N � ýòî
106 èëè 109. Òî÷íîå çíà÷åíèå N äîëæíî âûáèðàòüñÿ ïðè ðåàëèçàöèè ñèñòåìû ñ ó÷¼-
òîì óäîáñòâà ïîëüçîâàòåëåé è íåîáõîäèìîñòè ìèíèìèçàöèè êîëè÷åñòâà èíôîðìàöèè,
êîòîðóþ íóæíî áóäåò ïåðåäàòü ÷åðåç ïîñòðîåííóþ íà áàçå êâàíòîâîãî êàíàëà ñâÿçè
ñèñòåìó ïðÿìîé çàùèù¼ííîé ïåðåäà÷è èíôîðìàöèè.

Ïîëüçîâàòåëü Àëèñà äëÿ âûðàáîòêè îáùåãî êëþ÷à ñ ïîëüçîâàòåëåì Áîáîì (áó-
äåì ñ÷èòàòü, ÷òî ïîëüçîâàòåëè äëÿ ïåðåäà÷è ñîîáùåíèÿ ïîñëå ïîëó÷åíèÿ êëþ÷à áóäóò
èñïîëüçîâàòü ãàììèðîâàíèå, êîòîðîå â íàøåì ñëó÷àå ñòàíîâèòñÿ àáñîëþòíî ñòîéêèì
øèôðîì Âåðíàìà) ïî êâàíòîâîìó êàíàëó ñâÿçè (íàïðèìåð, èñïîëüçóÿ àëãîðèòì èç [20]
ëèáî ëþáîé äðóãîé ïîäõîäÿùèé) ïåðåäà¼ò ñëåäóþùóþ èíôîðìàöèþ:

1) íîìåð j ñëóæåáíîé ãðóïïû ñèìâîëîâ τj, ïîñëå êîòîðîé èç ýôèðà áóäåò ñ÷èòû-
âàòüñÿ êëþ÷åâàÿ ïîñëåäîâàòåëüíîñòü (ãàììà);

2) íîìåð áèòà k, k ∈ {1, . . . , N}, ïîñëå τj, íà÷èíàÿ ñ êîòîðîãî áóäåò ñ÷èòûâàòüñÿ
êëþ÷åâàÿ ïîñëåäîâàòåëüíîñòü (ò. å. ïåðâûé áèò ãàììû� ýòî ξτj ,k);

3) ïåðèîä ñ÷èòûâàíèÿ s (ïðåäïîëàãàåòñÿ, ÷òî áèòû ãàììû ìîãóò ñ÷èòûâàòüñÿ íå
ïîäðÿä, à ñëåäóþùèì îáðàçîì: ξτj ,k, ξτj ,k+s, ξτj ,k+2s, . . .);

4) äëèíó êëþ÷åâîé ïîñëåäîâàòåëüíîñòè.

Ïîëó÷èâ äàííóþ èíôîðìàöèþ, Áîá ñ÷èòûâàåò êëþ÷åâóþ ïîñëåäîâàòåëüíîñòü èç
ýôèðà è ïðîâåðÿåò å¼ êà÷åñòâî, íàïðèìåð ïî ìåòîäèêå [19]. Åñëè ïîëó÷èâøàÿñÿ ïîñëå-
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äîâàòåëüíîñòü íå óäîâëåòâîðÿåò êðèòåðèÿì êà÷åñòâà, Áîá ñîîáùàåò îá ýòîì Àëèñå è
ñâÿçü íå ñîñòîèòñÿ, â ïðîòèâíîì ñëó÷àå îí ñîîáùàåò î ãîòîâíîñòè ê ñâÿçè è ïðèíèìàåò
ïðåäíàçíà÷åííîå åìó ñîîáùåíèå.

Ðàññìîòðèì âîçìîæíûå äåéñòâèÿ ïðîòèâíèêà ïî ïåðåõâàòó ïåðåäàâàåìîé èíôîð-
ìàöèè. Áóäåì ñ÷èòàòü, ÷òî èíôîðìàöèÿ, ïåðåäàâàåìàÿ ïî êâàíòîâîìó êàíàëó ñâÿçè,
ïðîòèâíèêó íåäîñòóïíà, ÷òî ÿâëÿåòñÿ åñòåñòâåííûì ïðåäïîëîæåíèåì â óñëîâèÿõ ôóíê-
öèîíèðîâàíèÿ êâàíòîâîãî êàíàëà ñâÿçè. Îäíàêî â ïàìÿòè ïðîòèâíèêà õðàíèòñÿ âñÿ
èíôîðìàöèÿ, ïåðåäàâàåìàÿ ïî îòêðûòîìó êàíàëó ñâÿçè ñî ñêîðîñòüþ υ. Ïðåäïîëî-
æèì, ÷òî îí, íàáëþäàÿ çà Àëèñîé, óñòàíîâèë, ÷òî îíà íà÷àëà âûïîëíåíèå àëãîðèòìà
ñ Áîáîì è Áîá ñîîáùèë åé î ãîòîâíîñòè ê ïîëó÷åíèþ èíôîðìàöèè. Âðåìÿ, êîòîðîå
ïðîøëî ìåæäó ýòèìè ñîáûòèÿìè, îáîçíà÷èì ÷åðåç T . Òàêæå áóäåì ïðåäïîëàãàòü, ÷òî
ïðîòèâíèêó èçâåñòíà äëèíà ïåðåäàâàåìîé êëþ÷åâîé ïîñëåäîâàòåëüíîñòè.

Óòâåðæäåíèå 1. Â îïèñàííûõ ïðåäïîëîæåíèÿõ, åñëè k = s = 1, òî ïðîòèâíèêó
ïîíàäîáèòñÿ ïåðåáðàòü íå áîëåå [υT/N ] + 1 âàðèàíòîâ êëþ÷åâîé ïîñëåäîâàòåëüíîñòè.

Óòâåðæäåíèå 2. Â îïèñàííûõ ïðåäïîëîæåíèÿõ, åñëè s = 1, k�ëþáîå äîïóñòè-
ìîå çíà÷åíèå, òî ïðîòèâíèêó ïîíàäîáèòñÿ ïåðåáðàòü íå áîëåå ([υT/N ] + 1)N âàðèàíòîâ
êëþ÷åâîé ïîñëåäîâàòåëüíîñòè.

Óòâåðæäåíèå 3. Â îïèñàííûõ ïðåäïîëîæåíèÿõ, åñëè ïðîòèâíèê íå îáëàäàåò èí-
ôîðìàöèåé î ïàðàìåòðàõ êëþ÷åâîé ïîñëåäîâàòåëüíîñòè, òî åìó ïîíàäîáèòñÿ ïåðåáðàòü
íå áîëåå ([υT/N ] + 1)N2 âàðèàíòîâ êëþ÷åâîé ïîñëåäîâàòåëüíîñòè.

Ñòðàòåãèþ ïðîòèâíèêà ìîæíî ñâÿçàòü ñ çàäà÷åé èçâëå÷åíèÿ ñåêðåòíîãî êëþ÷à èç
ñëó÷àéíî âûáðàííîãî ïîäìíîæåñòâà [23].

Óòâåðæäåíèå 4. Â îïèñàííûõ ïðåäïîëîæåíèÿõ, åñëè äâà ïîëüçîâàòåëÿ ñèñòå-
ìû Àëèñà1 è Àëèñà2 ðåøèëè ïåðåäàòü êëþ÷åâóþ èíôîðìàöèþ ïîëüçîâàòåëÿì Áîá1 è
Áîá2 ñîîòâåòñòâåííî â îäíî è òî æå âðåìÿ (ýòî âîçìîæíî â ñëó÷àå áîëüøîãî ÷èñëà
ïîëüçîâàòåëåé ñèñòåìû) è ãîòîâû æäàòü óñòàíîâëåíèÿ ñâÿçè ñ íèìè t1 è t2 âðåìåíè
êàæäûé, òî âåðîÿòíîñòü òîãî, ÷òî ó íèõ ñîâïàä¼ò êëþ÷åâàÿ èíôîðìàöèÿ, íå ïðåâîñõî-
äèò ([υmin(t1, t2)/N ] + 1)−2N−4.

Òàêèì îáðàçîì, ïðåäëîæåí àëãîðèòì, êîòîðûé ïîçâîëÿåò èñïîëüçîâàòü ïðåèìóùå-
ñòâà êâàíòîâîãî êàíàëà ñâÿçè, ñâÿçàííûå ñ åãî ôèçè÷åñêîé çàùèù¼ííîñòüþ, è îáîéòè
òàêîé åãî íåäîñòàòîê, êàê íåáîëüøàÿ ñêîðîñòü ôîðìèðîâàíèÿ êëþ÷à. Äëÿ àëãîðèòìà
òðåáóåòñÿ íàëè÷èå îòêðûòîãî âûñîêîñêîðîñòíîãî êàíàëà ñâÿçè, â êîòîðîì ïåðåäàþò-
ñÿ çíà÷åíèÿ ïîñëåäîâàòåëüíîñòè íåçàâèñèìûõ ñáàëàíñèðîâàííûõ áèòîâûõ ñëó÷àéíûõ
âåëè÷èí, âûðàáîòàííûõ êâàíòîâûì ãåíåðàòîðîì ñëó÷àéíûõ ÷èñåë.

Ïðåäëîæåííûé àëãîðèòì ìîæåò áûòü ðåàëèçîâàí íà ñóùåñòâóþùåé ýëåìåíòíîé
áàçå, ïîñêîëüêó êîìïàíèÿ Infotecs ïðîèçâîäèò â íàñòîÿùåå âðåìÿ ñîîòâåòñòâóþùèé
êâàíòîâûé ãåíåðàòîð ñëó÷àéíûõ ÷èñåë [19], à ìîäåëü êâàíòîâîé ëèíèè ñâÿçè ðåàëèçî-
âàíà â âèäå ïðîãðàììíîãî êîìïëåêñà, ïðèìåíÿåìîãî â ýëåêòðîííûõ êîììóòàöèîííûõ
óñòðîéñòâàõ, ðàçðàáàòûâàåìûõ ÎÎÎ ¾Êüþâóä¿ â èíòåðåñàõ ïðîåêòà Ñåéôíåò ÍÒÈ
ÐÔ, è àïðîáèðîâàíà íà ïëîùàäêå êèáåðïîëèãîíà ÈÒÖ ¾Èíãðèÿ¿ (Ñàíêò-Ïåòåðáóðã)
â 2022 ã. [20].

Ïðåäëîæåííûé àëãîðèòì ìîæåò áûòü ìîäèôèöèðîâàí, íàïðèìåð, ïðè èñïîëüçîâà-
íèè â êà÷åñòâå ëèíèè ñâÿçè ìíîãîñåðäöåâèííîãî âîëîêíà, â îòäåëüíûõ êàíàëàõ êîòî-
ðîãî ïåðåäàþòñÿ ñâîè ïîñëåäîâàòåëüíîñòè ñëó÷àéíûõ áèò.



Ìàòåìàòè÷åñêèå ìåòîäû êðèïòîãðàôèè 97

ËÈÒÅÐÀÒÓÐÀ

1. Øâàá Ê. Òåõíîëîãèè ÷åòâåðòîé ïðîìûøëåííîé ðåâîëþöèè. Ì.: Ýêñìî, 2022, 320 ñ.

2. Ïàñïîðò íàöèîíàëüíîé ïðîãðàììû ¾Öèôðîâàÿ ýêîíîìèêà Ðîññèéñêîé Ôåäåðàöèè¿.
http://government.ru/info/35568/.

3. Äîðîæíàÿ êàðòà ðàçâèòèÿ ¾ñêâîçíîé¿ öèôðîâîé òåõíîëîãèè ¾Êâàíòîâûå òåõíîëîãèè¿.
https://digital.gov.ru/uploaded/files/07102019kvantyi.pdf. 2019.

4. Ïàíêîâ Ê.Í., Ýéíìàí À.Ä. Cåðòèôèêàöèÿ ñèñòåì ðàñïðåäåëåííîãî ðååñòðà êàê èí-
ñòðóìåíò îáåñïå÷åíèÿ èíôîðìàöèîííîé áåçîïàñíîñòè // REDS: Òåëåêîììóíèêàöèîííûå
óñòðîéñòâà è ñèñòåìû. 2021. Ò. 11. �2. Ñ. 37�49.

5. Êîðîëüêîâ À.Â. Î íåêîòîðûõ ïðèêëàäíûõ àñïåêòàõ êâàíòîâîé êðèïòîãðàôèè â êîíòåê-
ñòå ðàçâèòèÿ êâàíòîâûõ âû÷èñëåíèé è ïîÿâëåíèÿ êâàíòîâûõ êîìïüþòåðîâ // Âîïðîñû
êèáåðáåçîïàñíîñòè. 2015. �1(9). Ñ. 6�13.

6. Ïàíêîâ Ê.Í., Ìèðîíîâ Þ.Á. Ïðèìåíåíèå êâàíòîâûõ ìåòîäîâ â çàäà÷àõ çàùèòû èíôîð-
ìàöèè. Ì.: Ãîðÿ÷àÿ ëèíèÿ-Òåëåêîì, 2022. 212 ñ.

7. Ïðåäâàðèòåëüíûé íàöèîíàëüíûé ñòàíäàðò Ðîññèéñêîé Ôåäåðàöèè ÏÍÑÒ799-2022. Èí-
ôîðìàöèîííûå òåõíîëîãèè. Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè. Òåðìèíû è îïðå-
äåëåíèÿ. Ì.: Ðîññèéñêèé èíñòèòóò ñòàíäàðòèçàöèè, 2022. 50 ñ.

8. Êâàíòîâûå òåõíîëîãèè äëÿ ãîñóäàðñòâà è áèçíåñà: íàñòîÿùåå è áóäóùåå. https:

//roscongress.org/upload/medialibrary/4b2/29ivbrarcw5pr4m3macgwra2p1kx2c1y/

FTF23_bookA4_05_preview.pdf. 2023.

9. Pankov K.N. and Glukhov M.M. Using error-correcting codes to ensure information security
of unmanned vehicles and IoT systems // Systems of Signal Synchronization, Generating and
Processing in Telecommunications. 2022. V. 5. No. 1. P. 240�247.

10. Pankov K.N. and Glukhov M.M. Estimation of the power of algebraic geometric codes
designed to construct a post-quantum algorithm for ensuring information security of
on-board systems // Systems of Signal Synchronization, Generating and Processing in
Telecommunications. 2023. V. 6. No. 1. P. 355�359.

11. Ïàíêîâ Ê.Í., Ìèðîíîâ Þ.Á. Èñïîëüçîâàíèå ïîñòêâàíòîâûõ àëãîðèòìîâ â çàäà÷àõ çàùè-
òû èíôîðìàöèè â òåëåêîììóíèêàöèîííûõ ñèñòåìàõ. Ì.: Ãîðÿ÷àÿ ëèíèÿ-Òåëåêîì, 2023.
236 ñ.

12. Àðáåêîâ È.Ì. Ýëåìåíòàðíàÿ êâàíòîâàÿ êðèïòîãðàôèÿ: Äëÿ êðèïòîãðàôîâ, íå çíàêîìûõ
ñ êâàíòîâîé ìåõàíèêîé. Ì.: ËÅÍÀÍÄ, 2022. 168 ñ.

13. Ïàíêîâ Ê.Í. Îöåíêè ìîùíîñòè êëàññîâ îòîáðàæåíèé, ïðèìåíÿåìûõ â ïðîòîêîëàõ êâàí-
òîâîãî ðàñïðåäåëåíèÿ êëþ÷åé // Íàóêîåìêèå òåõíîëîãèè â êîñìè÷åñêèõ èññëåäîâàíèÿõ
Çåìëè. 2022. Ò. 14. �4. Ñ. 4�18.

14. Liu Y., Zhang W.-J., Jiang C., et al. Experimental twin-�eld quantum key distribution over
1000 km �ber distance // Phys. Rev. Lett. 2023. V. 130. Iss. 21. P. 210801.

15. Ïîëÿêîâ À.Â. Ñêîðîñòü ôîðìèðîâàíèÿ êâàíòîâîãî ðàñïðåäåëåíèÿ êëþ÷à â âîëîêîííî-
îïòè÷åñêèõ ñèñòåìàõ êâàíòîâîé êðèïòîãðàôèè // Êâàíòîâàÿ ýëåêòðîíèêà: Ìàòåðèàëû
XIII Ìåæäóíàð. íàó÷.-òåõíè÷. êîíô. Ìèíñê, 22�26 íîÿáðÿ 2021 ã. Ìèíñê: ÁÃÓ, 2021.
Ñ. 275�279.

16. ViPNet Quandor 2. Êâàíòîâàÿ êðèïòîãðàôè÷åñêàÿ ñèñòåìà âûðàáîòêè è ðàñïðåäå-
ëåíèÿ êëþ÷åé ñ òîïîëîãèåé ¾òî÷êà-òî÷êà¿. Infotecs. https://infotecs.ru/products/

vipnet-quandor-2/.

17. Áàõóñ À.Â., Åðîõèí Ê.Þ., Êàçàíöåâ Ñ.Þ. Âëèÿíèå ôîíà íà ïåðåäà÷ó êâàíòîâîãî êëþ÷à
â ñâîáîäíîé àòìîñôåðå, ðåàëèçîâàííîé íà òåðìèíàëàõ ÀÎËÑ M1-40GE // XIII Ìåæ-
äóíàð. êîíô. ïî ôîòîíèêå è èíôîðìàöèîííîé îïòèêå. Ìîñêâà, 24�26 ÿíâàðÿ 2024 ã.
Ì.: ÌÈÔÈ, 2024. Ñ. 465�466.



98 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

18. Êàçèåâà Ò.Â., Òðîôèìîâ Í.Ñ., Êàçàíöåâ Ñ.Þ. è äð. Îáçîð ïðîìûøëåííûõ ñèñòåì
ÊÐÊ è èõ êîìïîíåíòíîé áàçû // Íåâñêàÿ ôîòîíèêà-2023: Âñåðîñ. íàó÷. êîíô. Ñàíêò-
Ïåòåðáóðã, 09�13 îêòÿáðÿ 2023 ã. Ñ.-Ïá.: ÈÒÌÎ, 2023. Ñ. 228.

19. Àðáåêîâ È.Ì., Ìîëîòêîâ Ñ.Í. Îá ýêñòðàêöèè êâàíòîâîé ñëó÷àéíîñòè // ÓÔÍ. 2021.
Ò. 191. �6. Ñ. 651�669.

20. Âîðîáüåâà Ä.Å. Ïåðåäà÷à èíôîðìàöèè â êâàíòîâîì êàíàëå ñâÿçè // Èçâåñòèÿ ÑÏáÃÝÒÓ
¾ËÝÒÈ¿. 2023. Ò. 16. �9. Ñ. 77�82.

21. Áåçóãëîâ Ä.À., Ëûêîâ À.Ï., Êèðååâ Ä. Ã. è äð. Èññëåäîâàíèå ïàðàìåòðîâ ïîìåõîóñòîé-
÷èâîãî êîäèðîâàíèÿ ïðè àíàëèçå êîñìè÷åñêèõ ñèñòåì ñâÿçè // Ñîâðåìåííûå ïðîáëåìû
íàóêè è îáðàçîâàíèÿ. 2012. �6. Ñ. 63.

22. Çîëîòàðåâ Â.Â., Îâå÷êèí Ã.Â. Ïðèìåíåíèå ìíîãîïîðîãîâûõ ìåòîäîâ äåêîäèðîâàíèÿ ïî-
ìåõîóñòîé÷èâûõ êîäîâ â âûñîêîñêîðîñòíûõ ñèñòåìàõ ïåðåäà÷è äàííûõ // Ýëåêòðîñâÿçü.
2014. �12. Ñ. 10�14.

23. Cachin Ñ. Entropy Measures and Unconditional Security in Cryptography. PhD Thesis. ETH
Zurich, 1997.

ÓÄÊ 003.26 DOI 10.17223/2226308X/17/22

ÀÒÀÊÀ ÐÀÇËÈ×ÅÍÈß ÍÀ ÎÄÈÍ ÐÅÆÈÌ ÐÀÁÎÒÛ ÁËÎ×ÍÛÕ
ØÈÔÐÎÂ ÏÐÈ ÍÀËÈ×ÈÈ Ó ÍÀÐÓØÈÒÅËß ÄÎÑÒÓÏÀ

Ê ÊÂÀÍÒÎÂÎÌÓ ÎÐÀÊÓËÓ

À.Ì. Êîðåíåâà, Ã. Â. Ôèðñîâ

Â 2022 ã. â Ðîññèéñêîé Ôåäåðàöèè ïðèíÿòû ðåêîìåíäàöèè ïî ñòàíäàðòèçàöèè,
îïðåäåëÿþùèå ðåæèì ðàáîòû áëî÷íûõ øèôðîâ DEC, èñïîëüçóåìûé äëÿ çàùèòû
íîñèòåëåé èíôîðìàöèè ñ áëî÷íî-îðèåíòèðîâàííîé ñòðóêòóðîé. Äàííûé ðåæèì
ïðåäñòàâëÿåò ñîáîé ìîäèôèêàöèþ ðåæèìà ãàììèðîâàíèÿ ñî ñïåöèàëüíûì àëãî-
ðèòìîì âûðàáîòêè ñèíõðîïîñûëêè è íà÷àëüíûì çíà÷åíèåì ñ÷¼ò÷èêà èç íîìåðà
ðàçäåëà è íîìåðà ñåêòîðà íîñèòåëÿ èíôîðìàöèè. Â ðàáîòå ïðåäñòàâëåíà ìîäåëü
äîêàçóåìîé (ðåäóêöèîíèñòñêîé) ñòîéêîñòè, ôîðìàëèçóþùàÿ îáåñïå÷åíèå êîíôè-
äåíöèàëüíîñòè â óñëîâèÿõ íàëè÷èÿ ó íàðóøèòåëÿ äîñòóïà ê êâàíòîâîìó îðàêóëó.
Â ðàìêàõ äàííîé ìîäåëè ïðåäëîæåíà àòàêà ðàçëè÷åíèÿ íà ðåæèì DEC, òðåáó-
þùàÿ åäèíñòâåííûé çàïðîñ ê îðàêóëó. Àòàêà îñíîâàíà íà âîçìîæíîñòè ïåðåõîäà
ê íåçàïóòàííîìó ñîñòîÿíèþ ðåãèñòðîâ îòêðûòîãî è øèôðîâàííîãî òåêñòîâ â ñëó-
÷àå çàøèôðîâàíèÿ íåïîñðåäñòâåííî îòêðûòîãî òåêñòà, ïåðåäàííîãî íàðóøèòåëåì,
è íåâîçìîæíîñòè òàêîãî ïåðåõîäà ïðè çàøèôðîâàíèè ðåçóëüòàòà ïðèìåíåíèÿ ñëó-
÷àéíîé ïîäñòàíîâêè ê îòêðûòîìó òåêñòó.

Êëþ÷åâûå ñëîâà: ïîëíîäèñêîâîå øèôðîâàíèå, ðåæèì ðàáîòû áëî÷íûõ øèôðîâ,

ñèììåòðè÷íàÿ êðèïòîãðàôèÿ, êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè, íîñèòå-

ëè èíôîðìàöèè ñ áëî÷íî-îðèåíòèðîâàííîé ñòðóêòóðîé.

1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Êóáèò (åäèíèöà èíôîðìàöèè â êâàíòîâîì êîìïüþòåðå) îïèñûâàåòñÿ êâàíòîâûì

ñîñòîÿíèåì |ψ⟩ = α|0⟩ + β|1⟩, ãäå α, β ∈ C òàêîâû, ÷òî |α|2 + |β|2 = 1, à âåêòîðû |0⟩
è |1⟩ îáðàçóþò îðòîíîðìèðîâàííûé áàçèñ â äâóìåðíîì ãèëüáåðòîâîì ïðîñòðàíñòâå H
íàä C [1, 2]. Êâàíòîâûé ðåãèñòð äëèíû n îïèñûâàåòñÿ òåíçîðíûì ïðîèçâåäåíèåì ñî-
ñòîÿíèé îòäåëüíûõ êóáèòîâ: |ψ1⟩⊗· · ·⊗ |ψn⟩, êîòîðîå äëÿ êðàòêîñòè áóäåì çàïèñûâàòü
êàê |ψ1⟩ · · · |ψn⟩ èëè, åñëè äëèíà ðåãèñòðà ÿñíà èç êîíòåêñòà, êàê |ψ⟩.
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Ñîñòîÿíèå |ψ⟩ ïåðåõîäèò â ñîñòîÿíèå |φ⟩ (â îáùåì ñëó÷àå îòëè÷íîå îò |ψ⟩) ïðè
âîçäåéñòâèè íà íåãî óíèòàðíîãî îïåðàòîðà U , ÷òî çàïèñûâàåòñÿ ñëåäóþùèì îáðàçîì:
|φ⟩ = U |ψ⟩. Ïóñòü n ⩾ 1, U : H → H, |ψ⟩ ∈ H⊗n, ãäå H�íåêîòîðîå ãèëüáåðòî-
âî ïðîñòðàíñòâî. Âîçäåéñòâèå îïåðàòîðà U⊗n íà ñîñòîÿíèå |ψ⟩ áóäåì äëÿ êðàòêîñòè
çàïèñûâàòü, îïóñêàÿ òåíçîðíóþ ñòåïåíü îïåðàòîðà: U |ψ⟩.

Ñîñòîÿíèå |ψ⟩ ∈ H1 ⊗ H2 íàçûâàåòñÿ çàïóòàííûì, åñëè äëÿ ëþáûõ |ψ1⟩ ∈ H1 è
|ψ2⟩ ∈ H2 âûïîëíåíî |ψ⟩ ≠ |ψ1⟩ ⊗ |ψ2⟩.

×åðåç Vm îáîçíà÷èì ìíîæåñòâî äâîè÷íûõ ñòðîê äëèíû m ∈ N, V ∗ �ìíîæåñòâî
äâîè÷íûõ ñòðîê êîíå÷íîé äëèíû. Ïóñòü x ∈ Vm, y ∈ Vk, îáîçíà÷èì ðåçóëüòàò êîíêàòå-
íàöèè ñòðîê x è y ÷åðåç x||y, ïðè ýòîì x||y ∈ Vm+k. ×åðåç S(X) îáîçíà÷èì ìíîæåñòâî
ïîäñòàíîâîê íà ìíîæåñòâå X.

Ñèììåòðè÷íûì øèôðîì E íàçûâàåòñÿ ñåìåéñòâî ôóíêöèé E : K ×M → C, ãäå
K�êëþ÷åâîå ìíîæåñòâî; M�ìíîæåñòâî îòêðûòûõ òåêñòîâ; C �ìíîæåñòâî øèôð-
òåêñòîâ. Ïðè ýòîì ìíîæåñòâà K, M è C íå ïóñòûå. Äëÿ êðàòêîñòè áóäåì E(K, ·) çà-
ïèñûâàòü êàê EK(·) äëÿ K ∈ K. Ôóíêöèÿ E íàçûâàåòñÿ ôóíêöèåé çàøèôðîâàíèÿ
øèôðà E . Äëÿ êàæäîãî K ∈ K ôóíêöèÿ EK(·) ÿâëÿåòñÿ îáðàòèìîé. Äëÿ øèôðà E
âûïîëíÿåòñÿ ñâîéñòâî êîððåêòíîñòè, ò. å. äëÿ ëþáûõ K ∈ K è m ∈M âåðíî ðàâåíñòâî
E−1
K (EK(m)) = m, ãäå E−1

K (·)� îáðàòíàÿ ê EK(·) ôóíêöèÿ.
Áëî÷íûé øèôð� ñèììåòðè÷íûé øèôð, â êîòîðîìM = C = Vl, ãäå l ∈ N íàçûâà-

åòñÿ äëèíîé áëîêà.
Íàñòðàèâàåìûé ñèììåòðè÷íûé øèôð Ẽ � ñåìåéñòâî ôóíêöèé Ẽ : K×T ×M→ C,

ãäå T �íåïóñòîå ìíîæåñòâî íàñòðîåê (èëè ìîäèôèêàòîðîâ). Áóäåì Ẽ(K, ·, ·) çàïèñû-
âàòü êàê ẼK(·, ·) äëÿ K ∈ K. Ôóíêöèÿ Ẽ íàçûâàåòñÿ ôóíêöèåé çàøèôðîâàíèÿ øèô-
ðà Ẽ è ÿâëÿåòñÿ îáðàòèìîé ïðè ëþáûõ K ∈ K è T ∈ T . Äëÿ øèôðà Ẽ âûïîëíÿåòñÿ
ñâîéñòâî êîððåêòíîñòè, ò. å. äëÿ ëþáûõ K ∈ K, T ∈ T è m ∈ M âåðíî ðàâåíñòâî
Ẽ−1
K (T, ẼK(T,m)) = m, ãäå Ẽ−1

K (T, ·)� îáðàòíàÿ ê ẼK(T, ·) ôóíêöèÿ, íàçûâàåìàÿ ôóíê-
öèåé ðàñøèôðîâàíèÿ øèôðà Ẽ .

Íàñòðàèâàåìûé ñèììåòðè÷íûé øèôð ñ ñîñòîÿíèåì Ẽ �êîðòåæ (Ẽ , S, U, s0), ãäå Ẽ �
íàñòðàèâàåìûé ñèììåòðè÷íûé øèôð; S : Tout×S → T �ôóíêöèÿ âûðàáîòêè íàñòðîé-
êè äëÿ øèôðà Ẽ ; U : K × Tout × S → S �ôóíêöèÿ îáíîâëåíèÿ ñîñòîÿíèÿ; s0 ∈ S �
íà÷àëüíîå ñîñòîÿíèå; S �ìíîæåñòâî ñîñòîÿíèé; Tout �ìíîæåñòâî íàñòðîåê øèôðà Ẽ ;
T �ìíîæåñòâî íàñòðîåê øèôðà Ẽ . Ìíîæåñòâà îòêðûòûõ òåêñòîâM, øèôðòåêñòîâ C
è êëþ÷åé K øèôðà Ẽ ñîâïàäàþò ñ ñîîòâåòñòâóþùèìè ìíîæåñòâàìè äëÿ øèôðà Ẽ .
Ôóíêöèÿ çàøèôðîâàíèÿ Ẽ : K × Tout × M → C øèôðà Ẽ ôóíêöèîíèðóåò ñëåäóþ-
ùèì îáðàçîì: øèôðòåêñò âû÷èñëÿåòñÿ ïðè ïîìîùè ôóíêöèè çàøèôðîâàíèÿ øèôðà Ẽ
ñ èñïîëüçîâàíèåì çíà÷åíèÿ S(Tout, si−1) â êà÷åñòâå íàñòðîéêè, ãäå Tout ∈ Tout, si−1 � òå-
êóùåå ñîñòîÿíèå, ïîñëå ÷åãî ïðîèçâîäèòñÿ îáíîâëåíèå ñîñòîÿíèÿ: si = U(K,Tout, si−1),
ãäå si �íîâîå ñîñòîÿíèå. ×àñòè÷íî ïðèìåí¼ííàÿ ôóíêöèÿ ẼK(Tout, ·) ÿâëÿåòñÿ îáðà-
òèìîé äëÿ êàæäîãî K ∈ K, êàæäîãî Tout ∈ Tout è ïðè ëþáîì òåêóùåì ñîñòîÿíèè, à

îáðàòíàÿ ôóíêöèÿ, íàçûâàåìàÿ ôóíêöèåé ðàñøèôðîâàíèÿ, îáîçíà÷àåòñÿ Ẽ
−1

K (Tout, ·).
Ñîñòîÿíèÿ â ôóíêöèÿõ çàøèôðîâàíèÿ è ðàñøèôðîâàíèÿ èçìåíÿþòñÿ íåçàâèñèìî äðóã
îò äðóãà. Øèôð óäîâëåòâîðÿåò ñâîéñòâó êîððåêòíîñòè: äëÿ ëþáûõ K ∈ K, Tout ∈ Tout è
m ∈M ïðè ñîâïàäåíèè òåêóùèõ ñîñòîÿíèé ôóíêöèé çàøèôðîâàíèÿ è ðàñøèôðîâàíèÿ

âåðíî ðàâåíñòâî Ẽ
−1

K (Tout, ẼK(Tout,m)) = m.
Ñëåäóåò òàêæå ââåñòè íåêîòîðûå îïðåäåëåíèÿ, êàñàþùèåñÿ øèôðîâàíèÿ äèñêîâ.

Íåçàâèñèìî îò ôèçè÷åñêîé ðåàëèçàöèè, ëîãè÷åñêè íîñèòåëü èíôîðìàöèè (äèñê) ñî-
ñòîèò èç ðàçäåëîâ, êîòîðûå, â ñâîþ î÷åðåäü, ñîñòîÿò èç ñåêòîðîâ. Ñåêòîðîì ÿâëÿåòñÿ
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íàèìåíüøèé ïîñëåäîâàòåëüíûé ìàññèâ äàííûõ, êîòîðûé ÷èòàåòñÿ ñ äèñêà èëè çàïè-
ñûâàåòñÿ íà íåãî. Ðàçìåð ñåêòîðà â áëîêàõ îáîçíà÷èì ÷åðåç n ∈ N.

Ðåæèì DEC îïðåäåëÿåòñÿ â [3]. Ïóñòü E � áëî÷íûé øèôð; E : K×Vl → Vl �ôóíê-
öèÿ çàøèôðîâàíèÿ, ãäå l�äëèíà áëîêà øèôðà E ; PN ∈ Z2l/2 è SN ∈ Z2l/2 �íîìåðà
ðàçäåëà è ñåêòîðà ñîîòâåòñòâåííî. Áëî÷íûé øèôð E â ðåæèìå DEC ÿâëÿåòñÿ íàñòðàè-
âàåìûì ñèììåòðè÷íûì øèôðîì ñ ñîñòîÿíèåì. Âíóòðåííèì ñîñòîÿíèåì ÿâëÿåòñÿ íàáîð
ñ÷¼ò÷èêîâ, àññîöèèðîâàííûõ ñ êàæäûì ðàçäåëîì è ñ êàæäûì ñåêòîðîì. Èçíà÷àëüíî
âñå ñ÷¼ò÷èêè ðàâíû íóëþ. Ôóíêöèÿ S âîçâðàùàåò ñ÷¼ò÷èê cntPN ∈ Z2l/2 , àññîöèèðî-
âàííûé ñ ðàçäåëîì PN , è ñ÷¼ò÷èê cntSN,PN ∈ Z2l/2 , àññîöèèðîâàííûé ñ ñåêòîðîì SN
â ðàçäåëå PN . Ôóíêöèÿ U óâåëè÷èâàåò ñ÷¼ò÷èê cntSN,PN íà 1 è åñëè â ðåçóëüòàòå
ïîëó÷åí 0 (÷òî âîçìîæíî, òàê êàê îïåðàöèÿ ñëîæåíèÿ âûïîëíÿåòñÿ â êîëüöå âû÷åòîâ
ïî ìîäóëþ 2l/2), òî óâåëè÷èâàåò íà 1 ñ÷¼ò÷èê cntPN . Ôóíêöèÿ çàøèôðîâàíèÿ áëî÷íûì
øèôðîì E â ðåæèìå DEC íà êëþ÷å K îïðåäåëåíà â [3]. Âàæíûì â êîíòåêñòå íàñòî-
ÿùåé ðàáîòû ÿâëÿåòñÿ ôàêò, ÷òî øèôðòåêñò ìîæíî âûðàçèòü â âèäå c = m ⊕ γ, ãäå
m, c, γ ∈ Vnl; γ = γ(K,SN, PN)�äâîè÷íàÿ ñòðîêà, âûðàáîòàííàÿ èç íîìåðîâ ðàçäåëà
è ñåêòîðà ïî àëãîðèòìó, îïèñàííîìó â [3].

2. Èñïîëüçóåìàÿ ìîäåëü ðåäóêöèîíèñòñêîé ñòîéêîñòè
Ñ öåëüþ ôîðìàëèçàöèè îáåñïå÷åíèÿ ñâîéñòâà êîíôèäåíöèàëüíîñòè íàñòðàèâàåìûì

ñèììåòðè÷íûì øèôðîì ñ ñîñòîÿíèåì â óñëîâèÿõ äîñòóïà íàðóøèòåëÿ ê êâàíòîâîìó
îðàêóëó äàäèì ôîðìàëüíîå îïðåäåëåíèå ìîäåëè qROP-qfdeCPA (Real Or Permutation
Indistinguishability under Chosen Plaintext Attack with FDE restrictions and access to
stateful quantum oracle). Ïðåôèêñû ¾q¿ â íàçâàíèè ìîäåëè îáîçíà÷àþò, ÷òî êàê íà-
ðóøèòåëü, òàê è ýêñïåðèìåíòàòîð èìåþò äîñòóï ê êâàíòîâîìó âû÷èñëèòåëþ, íèæíåå
ïîä÷åðêèâàíèå îçíà÷àåò íàëè÷èå âíóòðåííåãî ñîñòîÿíèÿ ó ýêñïåðèìåíòàòîðà. Äàííàÿ
ìîäåëü îñíîâûâàåòñÿ íà ó÷èòûâàþùåé îñîáåííîñòè ïîëíîäèñêîâîãî øèôðîâàíèÿ ìîäå-
ëè íåðàçëè÷èìîñòè èç [4], íî äîïóñêàåò êâàíòîâûå çàïðîñû ê îðàêóëó. Çàäà÷åé íàðóøè-
òåëÿ ÿâëÿåòñÿ ðàçëè÷åíèå îòêðûòûõ òåêñòîâ, øèôðóåìûõ ñ ïîìîùüþ àíàëèçèðóåìîãî
øèôðà, à íå ðàçëè÷åíèå øèôðà è ñëó÷àéíîé ïîäñòàíîâêè. Ïóñòü Ẽ �íàñòðàèâàåìûé
ñèììåòðè÷íûé øèôð ñ ñîñòîÿíèåì, äëÿ êîòîðîãî M ⊆ V ∗, è b ∈ {0, 1} âûáèðàåòñÿ
ðàâíîâåðîÿòíî. Çíà÷åíèå b íå èçâåñòíî íàðóøèòåëþ A. Ýêñïåðèìåíòàòîð Exp (îðà-
êóë çàøèôðîâàíèÿ) ðàâíîâåðîÿòíî âûáèðàåò êëþ÷ K ∈ K äëÿ øèôðà Ẽ . Íàðóøèòåëü
ñîâåðøàåò íåêîòîðîå êîëè÷åñòâî çàïðîñîâ ê îðàêóëó âèäà

|Li⟩|mi⟩,

ãäå i ⩾ 1�ïîðÿäêîâûé íîìåð çàïðîñà; Li ∈ Tout �ðàñïîëîæåíèå íà íîñèòåëå èíôîð-
ìàöèè (íàïðèìåð, íîìåð ñåêòîðà è/èëè ðàçäåëà äèñêà); mi ∈ M� îòêðûòûé òåêñò.
Íà i-é çàïðîñ íàðóøèòåëü ïîëó÷àåò îò îðàêóëà îòâåò âèäà∣∣Li〉∣∣mi

〉∣∣ẼK

(
Li, ωbi (mi)

)〉
, (1)

ãäå ωi �ðàâíîâåðîÿòíî âûáðàííàÿ èç S(V|mi|) ïîäñòàíîâêà; ω
0
i = e� òîæäåñòâåííàÿ

ïîäñòàíîâêà. Çàìåòèì, ÷òî ïðè b = 0 çàøèôðîâûâàåòñÿ íåïîñðåäñòâåííî îòêðûòûé
òåêñò mi, à ïðè b = 1�ðåçóëüòàò ïðèìåíåíèÿ ïîäñòàíîâêè ωi ê îòêðûòîìó òåêñòó mi.
Íà ðèñ. 1 ñõåìàòè÷íî èçîáðàæ¼í ïðîöåññ ôîðìèðîâàíèÿ ýêñïåðèìåíòàòîðîì Exp îòâå-
òà íà i-é çàïðîñ íàðóøèòåëÿ A. ×åðåç f îáîçíà÷åíî çàøèôðîâàíèå øèôðîì Ẽ çíà÷åíèÿ
ωbi (mi), ñîãëàñíî (1), ãäå èñïîëüçîâàíèå ñîñòîÿíèÿ si−1 è åãî îáíîâëåíèå ó÷òåíû íåÿâíî.
Ðåàëèçóþùèé äàííîå ïðåîáðàçîâàíèå îïåðàòîð îáîçíà÷åí ÷åðåç Uf .
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Exp
|Li⟩ |Li⟩

|mi⟩ |mi⟩

|0⟩
∣∣f (Li,mi, si−1)

〉
|si−1⟩ |si⟩

Uf

Ðèñ. 1. Ñõåìà ïðîöåññà ôîðìèðîâàíèÿ ýêñïåðèìåíòàòîðîì Exp
îòâåòà íà i-é çàïðîñ íàðóøèòåëÿ A

Äëÿ çàïðîñîâ íàðóøèòåëÿ ñïðàâåäëèâî

i ̸= j =⇒ (Li,mi) ̸= (Lj,mj).

Íà îñíîâàíèè ïîëó÷åííûõ äàííûõ íàðóøèòåëü âîçâðàùàåò çíà÷åíèå b′ ∈ {0, 1} (áóäåì
ïèñàòü A ⇒ b′). Ïðåîáëàäàíèåì íàðóøèòåëÿ A íàçûâàåòñÿ âåëè÷èíà

Adv
qROP-qfdeCPA

Ẽ (A) = Pr [A ⇒ 1|b = 1]− Pr [A ⇒ 1|b = 0] .

3. Ïîñòðîåíèå àòàêè ðàçëè÷åíèÿ íà ðåæèì DEC
Â ðàáîòå [5] ïðåäëîæåíà àòàêà ðàçëè÷åíèÿ íà ðåæèì ãàììèðîâàíèÿ (CTR) â ìîäåëè

qIND-qCPA-P13 (îïðåäåëåíèÿ è êëàññèôèêàöèÿ ìîäåëåé äàíû â [6]). Ïðåäñòàâëÿåòñÿ
âîçìîæíûì àäàïòèðîâàòü äàííóþ àòàêó ê ìîäåëè qROP-qfdeCPA è ðåæèìó DEC.

Òåîðåìà 1. Ïóñòü l ∈ N�ðàçìåð áëîêà áëî÷íîãî øèôðà â áèòàõ, n ∈ N�êîëè-
÷åñòâî áëîêîâ â ñåêòîðå äèñêà, π� ñëó÷àéíàÿ ïîäñòàíîâêà ìíîæåñòâà Vl. Ñóùåñòâóåò
òàêîé íàðóøèòåëü A, ÷òî

Adv
qROP-qfdeCPA

DECπ (A) = 1− 21−nl,

ãäå DECπ �íàñòðàèâàåìûé ñèììåòðè÷íûé øèôð ñ ñîñòîÿíèåì, â êîòîðîì ïîäñòàíîâ-
êà π èñïîëüçóåòñÿ â ðåæèìå DEC âìåñòî ôóíêöèè çàøèôðîâàíèÿ áëî÷íîãî øèôðà.
Ïðè ýòîì A ñîâåðøàåò â òî÷íîñòè îäèí çàïðîñ ê îðàêóëó.

Àòàêà îñíîâàíà íà òîì, ÷òî ïðè ñîâåðøåíèè ñïåöèàëüíî ïîäãîòîâëåííîãî çàïðîñà
ê îðàêóëó êâàíòîâûå ðåãèñòðû îòêðûòîãî òåêñòà è øèôðòåêñòà îêàçûâàþòñÿ çàïóòàí-
íûìè. Â ñëó÷àå çàøèôðîâàíèÿ ïåðåäàííîãî íàðóøèòåëåì îòêðûòîãî òåêñòà âîçìîæíî
ïåðåéòè ê íåçàïóòàííîìó ñîñòîÿíèþ óêàçàííûõ ðåãèñòðîâ â ñèëó ïðåäñòàâëåíèÿ øèôð-
òåêñòà c â âèäå c = m⊕ γ, ãäå γ = γ(π, SN, PN)�äâîè÷íàÿ ñòðîêà, âûðàáîòàííàÿ ïî
îïèñàííîìó â [3] àëãîðèòìó ñ ïîìîùüþ ïîäñòàíîâêè π (âìåñòî áëî÷íîãî øèôðà) è
íîìåðîâ ðàçäåëà PN è ñåêòîðà SN . Åñëè ïåðåä çàøèôðîâàíèåì ê îòêðûòîìó òåêñòó
ïðèìåíèòü ñëó÷àéíóþ ïîäñòàíîâêó, òî ïåðåõîä ê íåçàïóòàííîìó ñîñòîÿíèþ ðåãèñòðîâ
áóäåò íåâîçìîæåí.

Îòìåòèì, ÷òî, â ñèëó èñïîëüçîâàíèÿ ñëó÷àéíîé ïîäñòàíîâêè π ∈ S(Vl) âìåñòî ôóíê-
öèè çàøèôðîâàíèÿ áëî÷íîãî øèôðà â òåîðåìå 1, ïîëó÷åííîå çíà÷åíèå ïðåîáëàäàíèÿ
ñïðàâåäëèâî äëÿ ëþáîãî áëî÷íîãî øèôðà.
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Çàêëþ÷åíèå
Â ðàáîòå äàíî îïðåäåëåíèå ìîäåëè qROP-qfdeCPA, ôîðìàëèçóþùåé îáåñïå÷åíèå

ñâîéñòâà êîíôèäåíöèàëüíîñòè íàñòðàèâàåìûì ñèììåòðè÷íûì øèôðîì ñ ñîñòîÿíèåì
â óñëîâèÿõ äîñòóïà íàðóøèòåëÿ ê êâàíòîâîìó îðàêóëó. Â ðàìêàõ äàííîé ìîäåëè ðàñ-
ñìîòðåí íàðóøèòåëü, ðàçëè÷àþùèé çà îäèí çàïðîñ ê îðàêóëó ñëó÷àé çàøèôðîâàíèÿ
â ðåæèìå DEC ïåðåäàííîãî îòêðûòîãî òåêñòà è ñëó÷àé çàøèôðîâàíèÿ â ðåæèìå DEC
ðåçóëüòàòà ïðèìåíåíèÿ ñëó÷àéíîé ïîäñòàíîâêè ê ïåðåäàííîìó îòêðûòîìó òåêñòó. Îñó-
ùåñòâëÿåìàÿ íàðóøèòåëåì àòàêà îñíîâàíà íà âîçìîæíîñòè ïåðåõîäà îò çàïóòàííîãî
ñîñòîÿíèÿ ðåãèñòðîâ îòêðûòîãî òåêñòà è øèôðòåêñòà ê íåçàïóòàííîìó â ïåðâîì ñëó÷àå
è íåâîçìîæíîñòè ýòîãî ïåðåõîäà âî âòîðîì. Ïðåîáëàäàíèå íàðóøèòåëÿ áëèçêî ê åäè-
íèöå, åãî çíà÷åíèå ñïðàâåäëèâî äëÿ ëþáîãî áëî÷íîãî øèôðà.
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ÍÅÇÀÂÈÑÈÌÎÑÒÜ ÑÎÁÛÒÈÉ Â ÏÐÎÑÒÐÀÍÑÒÂÀÕ
ÐÀÂÍÎÂÅÐÎßÒÍÛÕ ØÈÔÐÎÁÎÇÍÀ×ÅÍÈÉ

Í.Â. Ìåäâåäåâà, Ñ.Ñ. Òèòîâ

Â ðàìêàõ âåðîÿòíîñòíîé ìîäåëè øèôðà ðàññìîòðåíà çàäà÷à ðàçëîæåíèÿ (äåêîì-
ïîçèöèè) â íåêîòîðîé îðòîãîíàëüíîé ñèñòåìå êîîðäèíàò äèñêðåòíîãî ïðîñòðàí-
ñòâà Ω ýëåìåíòàðíûõ ñîáûòèé íà ïàðû ñåìåéñòâ íåñîâìåñòíûõ ñîáûòèé, íåçàâè-
ñèìûõ ñ ëþáûì ñîáûòèåì äðóãîãî ñåìåéñòâà. Ïîêàçàíî, ÷òî äëÿ ñîñòàâíîãî ÷èñ-
ëà N (ìîùíîñòè äèñêðåòíîãî ïðîñòðàíñòâà ýëåìåíòàðíûõ ñîáûòèé) ñóùåñòâóþò
ïàðû íåçàâèñèìûõ ïîäïðîñòðàíñòâ ïðîñòðàíñòâà Ω, à äëÿ ïðîñòûõ ÷èñåë N íåçà-
âèñèìûõ ïîäïðîñòðàíñòâ íå ñóùåñòâóåò. Ïîñòðîåíû ïðèìåðû, èëëþñòðèðóþùèå
ïîëó÷åííûå òåîðåòè÷åñêèå óòâåðæäåíèÿ.

Êëþ÷åâûå ñëîâà: ñîâåðøåííûå øèôðû, ïðîñòðàíñòâî ýëåìåíòàðíûõ ñîáûòèé,
íåçàâèñèìûå ñîáûòèÿ.

Â ïðîäîëæåíèå ðàáîò [1�4] â ðàìêàõ âåðîÿòíîñòíîé ìîäåëè ΣB øèôðà [5] èññëå-
äóåòñÿ ïðîáëåìà îïèñàíèÿ (ïîñòðîåíèÿ) ñîâåðøåííûõ ïî Øåííîíó [5] øèôðîâ. Cî-
ãëàñíî ïîäõîäó ðàáîò [6, 7], øèôð íà ìíîæåñòâå ℓ-ãðàìì çàäà¼òñÿ ðàñïðåäåëåíèåì
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âåðîÿòíîñòåé êëþ÷åé ïðè ℓ = 1. Ïóñòü X = {x1, x2, . . . , xλ} = {1, 2, . . . , λ}�ìíîæåñòâî
øèôðâåëè÷èí; Y = {y1, y2, . . . , yµ} = {1, 2, . . . , µ}�ìíîæåñòâî øèôðîáîçíà÷åíèé, ñ
êîòîðûìè îïåðèðóåò íåêîòîðûé øèôð çàìåíû; K = {k1, k2, . . . , kπ}�ìíîæåñòâî êëþ-
÷åé. Ïî óñëîâèþ |X| = λ > 1, |Y | = µ ⩾ λ, |K| = π ⩾ µ. Ýòî îçíà÷àåò, ÷òî îòêðûòûå
x = xi1xi2 . . . xiℓ , xij ∈ X, j = 1, 2, . . . , ℓ, è øèôðîâàííûå y = yi1yi2 . . . yiℓ , yij ∈ Y , òåêñòû
ïðåäñòàâëÿþòñÿ ñëîâàìè (ℓ-ãðàììàìè, ℓ ⩾ 1) â àëôàâèòàõ X è Y ñîîòâåòñòâåííî.

Â ñîîòâåòñòâèè ñ [6, 7] øèôð ΣB � ýòî ñîâîêóïíîñòü ìíîæåñòâ ïðàâèë çàøèôðî-
âàíèÿ è ïðàâèë ðàñøèôðîâàíèÿ ñ çàäàííûìè ðàñïðåäåëåíèÿìè âåðîÿòíîñòåé íà ìíî-
æåñòâàõ îòêðûòûõ òåêñòîâ è êëþ÷åé. Øèôðû, äëÿ êîòîðûõ àïîñòåðèîðíûå âåðîÿòíî-
ñòè P[x|y], x ∈ Xℓ, y ∈ Y ℓ, îòêðûòûõ òåêñòîâ ñîâïàäàþò ñ èõ àïðèîðíûìè âåðîÿòíî-
ñòÿìè P[x], íàçûâàþòñÿ ñîâåðøåííûìè [6, 7].

Ïðèìåíåíèå àïïàðàòà òåîðèè âåðîÿòíîñòåé äëÿ ðåøåíèÿ èññëåäóåìîé ïðîáëå-
ìû ïðåäïîëàãàåò ââåäåíèå ñîîòâåòñòâóþùåãî âåðîÿòíîñòíîãî ïðîñòðàíñòâà (Ω,F ,P).
Çäåñü Ω�ïðîñòðàíñòâî ýëåìåíòàðíûõ ñîáûòèé, êîòîðîå ïîëàãàåòñÿ èçìåðèìûì, ò. å.
íà í¼ì îïðåäåëåíà σ-àëãåáðà F åãî ïîäìíîæåñòâ (ñëó÷àéíûõ ñîáûòèé). Êðîìå òîãî, íà
èçìåðèìîì ïðîñòðàíñòâå {Ω,F} çàäàíà âåðîÿòíîñòíàÿ ìåðà P, ò. å. äëÿ ëþáîãî ìíî-
æåñòâà A ∈ F îïðåäåëåíà åãî âåðîÿòíîñòü P[A].

Â ïðèêëàäíûõ ñèòóàöèÿõ ÷àñòî íåçàâèñèìîñòü ñëó÷àéíûõ ñîáûòèé ïîñòóëèðóåòñÿ
âìåñòå ñ èõ ðàâíîâåðîÿòíîñòüþ. Íàïðèìåð, â êðèïòîãðàôèè ïîñòóëèðóåòñÿ íåçàâèñè-
ìîñòü êëþ÷à îò øèôðóåìîãî òåêñòà (åñëè òàêàÿ çàâèñèìîñòü åñòü, òî òîãäà ìîæíî íå
øèôðîâàòü). Êðîìå ýòîãî, äëÿ êðèïòîãðàôè÷åñêèõ ïðèëîæåíèé åñòåñòâåííû äèñêðåò-
íûå ïðîñòðàíñòâà Ω ýëåìåíòàðíûõ ñîáûòèé, îñîáåííî êîíå÷íûå ïðîñòðàíñòâà ðàâíîâå-
ðîÿòíûõ ýëåìåíòàðíûõ ñîáûòèé, ïîñðåäñòâîì êîòîðûõ èññëåäóþòñÿ ïî÷òè ñîâåðøåí-
íûå øèôðû [8, 9]. Ïîýòîìó ðàçëîæåíèå (äåêîìïîçèöèÿ) â íåêîòîðîé îðòîãîíàëüíîé
ñèñòåìå êîîðäèíàò ïðîñòðàíñòâà Ω ýëåìåíòàðíûõ ñîáûòèé íà ïàðû ñåìåéñòâ íåñîâ-
ìåñòíûõ ñîáûòèé, íåçàâèñèìûõ ñ ëþáûì ñîáûòèåì äðóãîãî ñåìåéñòâà, ÿâëÿåòñÿ âàæ-
íîé è íåòðèâèàëüíîé çàäà÷åé êðèïòîãðàôèè, òåîðèè êîäèðîâàíèÿ, à òàêæå ôàêòîðíîãî
àíàëèçà è òåîðèè íàä¼æíîñòè.

Ðåøåíèå çàäà÷è ðàçëîæåíèÿ äèñêðåòíîãî ïðîñòðàíñòâà Ω ýëåìåíòàðíûõ ñîáûòèé
â äåêàðòîâî ïðîèçâåäåíèå íåçàâèñèìûõ ïîäïðîñòðàíñòâ äà¼ò êîìïàêòíîå è óäîáíîå
äëÿ ïðèëîæåíèé åãî îïèñàíèå.

Ðàçëîæåíèå íà ïàðû íåçàâèñèìûõ ìíîæåñòâ. Ðàññìîòðèì äèñêðåòíîå ïðî-
ñòðàíñòâî Ω, ñîñòîÿùåå èç N ðàâíîâåðîÿòíûõ ýëåìåíòàðíûõ ñîáûòèé. Åñëè ñîáûòèÿ A
è B �ïîäìíîæåñòâà ïðîñòðàíñòâà Ω ìîùíîñòåé a è b ñîîòâåòñòâåííî, ïðè÷¼ì ìîù-
íîñòü èõ ïåðåñå÷åíèÿ A ∩ B ðàâíà c, òî èõ âåðîÿòíîñòè ðàâíû ñîîòâåòñòâåííî a/N ,
b/N è c/N . Ïóñòü P[A · B] ̸= 0, P[A] ̸= 0, P[B] ̸= 0 è P[A] ̸= 1, P[B] ̸= 1. Òîãäà
êðèòåðèåì íåçàâèñèìîñòè ñîáûòèé A è B ÿâëÿåòñÿ ðàâåíñòâî

P[A ·B] = P[A ∩B] = P[A] · P[B],

òî åñòü c/N = ab/N2, ÷òî ðàâíîñèëüíî ðàâåíñòâó cN = ab.
Ñëåäîâàòåëüíî, ab ≡ 0 (mod N), ïðè÷¼ì a ̸= 0 (mod N), b ̸= 0 (mod N). Ïîýòîìó a

è b�äåëèòåëè íóëÿ â êîëüöå ZN (è, â ÷àñòíîñòè,N íå ÿâëÿåòñÿ ïðîñòûì). Ñïðàâåäëèâî

Óòâåðæäåíèå 1. Ïóñòü ìîùíîñòü äèñêðåòíîãî ïðîñòðàíñòâà Ω ýëåìåíòàðíûõ
ñîáûòèé ðàâíà N , à ýëåìåíòàðíûå ñîáûòèÿ ϖ ∈ Ω ðàâíîâåðîÿòíû. Ïðè ýòîì N = uv,
ãäå 1 < u, v < N . Òîãäà äëÿ ëþáûõ ÷èñåë s è t, òàêèõ, ÷òî 1 ⩽ s < v, 1 ⩽ t < u, ñóùå-
ñòâóþò íåçàâèñèìûå ñîáûòèÿ A ⊂ Ω è B ⊂ Ω, äëÿ êîòîðûõ âûïîëíÿþòñÿ ðàâåíñòâà

P[A] = a/N, P[B] = b/N, P[A ·B] = c/N, ãäå a = su, b = tv, c = st.



104 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Äîêàçàòåëüñòâî. Îòìåòèì, ÷òî äëÿ íåçàâèñèìûõ ñîáûòèé A è B âûïîëíÿþòñÿ
óñëîâèÿ P[A ·B] ̸= 0, P[A] ̸= 0, P[B] ̸= 0 è P[A] ̸= 1, P[B] ̸= 1, à òàêæå îíè íå ÿâëÿþòñÿ
ñëåäñòâèÿìè äðóã äðóãà. Ïîýòîìó íåîáõîäèìî âûïîëíåíèå íåðàâåíñòâ 1 ⩽ c ⩽ N − 2,
1 < a < N , 1 < b < N . Èç òîãî, ÷òî a è b ñóòü äåëèòåëè íóëÿ, âûòåêàåò a = su, b = tv
äëÿ íåêîòîðûõ u, v, òàêèõ, ÷òî N = uv; ab = sutv = cN ≡ 0 (mod N). Îòñþäà ñëåäóåò
ðàâåíñòâî P[A ·B] = P[A] ·P[B] ïðè óñëîâèè ñóùåñòâîâàíèÿ ïîäìíîæåñòâ A è B, òàêèõ,
÷òî |A ∩ B| = c ⩽ N − 2, |A| = a < N , |B| = b < N , a + b − c ⩽ N , c < a, c < b. Ýòè
óñëîâèÿ ðàâíîñèëüíû ñèñòåìå íåðàâåíñòâ

1 ⩽ st ⩽ N − 2,

su < N,

tv < N,

su+ tv − st ⩽ N,

st < su,

st < tv.

Èç ïîñëåäíèõ äâóõ íåðàâåíñòâ ñëåäóåò t < u, s < v. Ïîýòîìó

1 ⩽ st = c ⩽ (u− 1)(v − 1) = N − (u+ v) + 1 < N − 2 + 1 = N − 1,

ò. å. c ⩽ N − 2 è ïåðâîå íåðàâåíñòâî ñïðàâåäëèâî. Òîãäà âòîðîå è òðåòüå íåðàâåíñòâà
òàêæå ñïðàâåäëèâû. Íàêîíåö,

su+ tv − st = su+ t(v − s) < su+ u(v − s) = u(s+ v − s) = uv = N,

ò. å. ÷åòâ¼ðòîå íåðàâåíñòâî òàêæå âûïîëíÿåòñÿ.

Ñëåäñòâèå 1. Åñëè |Ω| = N �ïðîñòîå ÷èñëî, òî â ïðîñòðàíñòâå Ω ýëåìåíòàðíûõ
ñîáûòèé íå ñóùåñòâóåò ïàð íåçàâèñèìûõ ñîáûòèé.

Ñëåäñòâèå 1 âûòåêàåò èç íåîáõîäèìîñòè íàëè÷èÿ ó ÷èñëà N íåòðèâèàëüíûõ äåëè-
òåëåé u, v.

Ñëåäñòâèå 2. Ïàðà íåçàâèñèìûõ ñîáûòèé íå ïîêðûâàåò âñ¼ ïðîñòðàíñòâî Ω ýëå-
ìåíòàðíûõ ñîáûòèé.

Ñëåäñòâèå 2 âûòåêàåò èç ñòðîãîñòè íåðàâåíñòâà a+ b− c < N .

Ïðèìåð 1. Ïðè N = 6 èìååì áåç îãðàíè÷åíèÿ îáùíîñòè u = 2, v = 3, t = 1 è
ëèáî s = 1, ëèáî s = 2. Ýòî äà¼ò ëèáî a = su = 2, b = tv = 3, c = st = 1 ñ âåðîÿòíîñòÿìè
P[A] = a/N = 1/3, P[B] = b/N = 1/2, P[A ·B] = c/N = 1/6, ëèáî a = su = 4, b = tv = 3,
c = st = 2 ñ âåðîÿòíîñòÿìè P[A] = a/N = 2/3, P[B] = b/N = 1/2, P[A ·B] = c/N = 1/3.

Ðàçëîæåíèå íà ïàðû íåçàâèñèìûõ ñåìåéñòâ. Êîíñòðóêöèÿ ïàð íåçàâèñèìûõ
ñîáûòèé ìîæåò áûòü åñòåñòâåííûì îáðàçîì ïðîäîëæåíà äî êîíñòðóêöèè ïàð íåçàâè-
ñèìûõ ñåìåéñòâ, à èìåííî: äëÿ äåêîìïîçèöèè ïðîñòðàíñòâà Ω ýëåìåíòàðíûõ ñîáûòèé
òðåáóåòñÿ ïîñòðîèòü äâà ñåìåéñòâà, îáîçíà÷èì èõ êàê A è B, ñîñòîÿùèå èç íåñîâìåñò-
íûõ ñîáûòèé, íàõîäÿùèõñÿ â îòíîøåíèè íåçàâèñèìîñòè ñ ëþáûì ñîáûòèåì äðóãîãî
ñåìåéñòâà.
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Ïóñòü A = {A1, A2, . . . , Am}, B = {B1, B2, . . . , Bn}, òðåáóåòñÿ îäíîâðåìåííîå âûïîë-
íåíèå ñëåäóþùèõ óñëîâèé:

∀i, j ∈ {1, . . . ,m}
(
(i ̸= j)⇒ P[Ai · Aj] = 0

)
; (1)

∀k, l ∈ {1, . . . , n}
(
(k ̸= l)⇒ P[Bk ·Bl] = 0

)
; (2)

∀i ∈ {1, . . . ,m}∀k ∈ {1, . . . , n}
(
P[Ai ·Bk] = P[Ai] · P[Bk]

)
. (3)

Â îáîçíà÷åíèÿõ è óñëîâèÿõ óòâåðæäåíèÿ 1 ðàññìîòðèì ðàçëîæåíèå ïðîñòðàíñòâà Ω
â äåêàðòîâî ïðîèçâåäåíèå X × Y ñëåäóþùèõ äâóõ ïðîñòðàíñòâ ðàâíîâåðîÿòíûõ ýëå-
ìåíòàðíûõ ñîáûòèé: ïðîñòðàíñòâà X = {x1, x2, . . . , xu} ñ âåðîÿòíîñòÿìè 1/u è ïðî-
ñòðàíñòâà Y = {y1, y2, . . . , yv} ñ âåðîÿòíîñòÿìè 1/v.

Âåðîÿòíîñòü ñîáûòèÿ (x, y), ãäå x ∈ X, y ∈ Y , ïîëàãàåì ðàâíûì 1/uv = 1/N .
Äëÿ m = [v/t], n = [u/s], 1 ⩽ i ⩽ m, 1 ⩽ k ⩽ n ïîëîæèì

Ai = {(x, yj) : x ∈ X, (i− 1)t ⩽ j < it}; (4)

Bk = {(xj, y) : y ∈ Y, (k − 1)s ⩽ j < ks}. (5)

Â ñîîòâåòñòâèè ñ êîíñòðóêöèåé è óòâåðæäåíèåì 1 èìååì

Óòâåðæäåíèå 2. Ñåìåéñòâà ìíîæåñòâ (4) è (5) óäîâëåòâîðÿþò óñëîâèÿì (1)�(3).

Ïðèìåð 2. Ïóñòü ìîùíîñòü ïðîñòðàíñòâà ýëåìåíòàðíûõ ñîáûòèé ðàâíà 90, ò. å.
|Ω| = 90, è ýëåìåíòàðíûå ñîáûòèÿ ϖ ∈ Ω ðàâíîâåðîÿòíû: P[ϖ] = 1/90. Òîãäà áåç
îãðàíè÷åíèÿ îáùíîñòè èìååì u = 9, v = 10, t = 4 è s = 3. Ýòî äà¼ò a = su = 27,
b = tv = 40, c = st = 12 ñ âåðîÿòíîñòÿìè P[Ai] = a/N = 27/90 = 3/10, P[Bk] =
= b/N = 40/90 = 4/9, P[Ai ·Bk] = c/N = 12/90, ãäå i = 1, 2, 3; j = 1, 2.

Äåêîìïîçèöèÿ ïðîñòðàíñòâà Ω ïðåäñòàâëåíà íà ðèñ. 1. Çäåñü P[Ai · Aj] = 0 (i ̸= j),
P[Bk · Bl] = 0 (k ̸= l),P[Ai · Bk] = P[Ai] · P[Bk] = c/N = 12/90, ò. å. óñëîâèÿ (1)�(3)
âûïîëíÿþòñÿ.

Ðàçëîæåíèå Ω íà ïàðó ñåìåéñòâ A = {A1, A2, A3} è B = {B1, B2} ïîçâîëÿåò èíòåð-
ïðåòèðîâàòü ìíîæåñòâî ⋃

i,k

(Ai ∩Bk)

êàê ïðîñòðàíñòâî ñîáûòèé, îïðåäåëÿåìûõ ñåìåéñòâàìè A è B íåçàâèñèìî.

Ðèñ. 1. Äåêîìïîçèöèÿ ïðîñòðàíñòâà Ω
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Ïðåäñòàâëåíèå ïðîñòðàíñòâ ýëåìåíòàðíûõ ñîáûòèé â òàêîì âèäå ìîæíî ñ÷èòàòü
îïðåäåëåíèåì ôàêòîðîâ A è B, íåçàâèñèìî îïèñûâàþùèõ ìîäåëèðóåìóþ ñèòóàöèþ.
Òàê, ìîæíî ñ÷èòàòü A1, A2, A3 êëþ÷àìè, à B1, B2 �øèôðóåìûìè òåêñòàìè. Ïðè ýòîì
øèôðîáîçíà÷åíèÿ îêàçûâàþòñÿ ðàâíîâåðîÿòíûìè.

Ñëåäñòâèå 3. Âî ââåä¼ííûõ îáîçíà÷åíèÿõ, åñëè u/s è v/t�öåëûå ÷èñëà, òî ìíî-
æåñòâà ñåìåéñòâ A è B ïîêðûâàþò âñ¼ ïðîñòðàíñòâî Ω ýëåìåíòàðíûõ ñîáûòèé.

Òàêèì îáðàçîì, áèíàðíîå îòíîøåíèå íåçàâèñèìîñòè ñîáûòèé ñâÿçàíî ñ òåîðåòèêî-
÷èñëîâîé ïðèðîäîé ÷èñëà N �ìîùíîñòè ïðîñòðàíñòâà ýëåìåíòàðíûõ ñîáûòèé, è ïðî-
ÿñíåíèå ýòîé ñâÿçè ïðåäñòàâëÿåò ñîáîé íåòðèâèàëüíóþ, íî âàæíóþ çàäà÷ó. Ïðè èçâåñò-
íîì êîëè÷åñòâå ðàâíîâåðîÿòíûõ ýëåìåíòàðíûõ ñîáûòèé ñóùåñòâóåò îãðàíè÷åííîå ÷èñ-
ëî âàðèàíòîâ ðàçëîæåíèÿ äèñêðåòíîãî ïðîñòðàíñòâà ýëåìåíòàðíûõ ñîáûòèé íà íåçà-
âèñèìûå ôàêòîðû, êîòîðûå ìîæíî ðàññìàòðèâàòü êàê êëþ÷è è îòêðûòûå òåêñòû.

ËÈÒÅÐÀÒÓÐÀ

1. Ìåäâåäåâà Í.Â., Òèòîâ Ñ.Ñ. Îïèñàíèå íåýíäîìîðôíûõ ìàêñèìàëüíûõ ñîâåðøåííûõ
øèôðîâ ñ äâóìÿ øèôðâåëè÷èíàìè // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2015. �4 (30).
Ñ. 43�55.

2. Ìåäâåäåâà Í.Â. Îá àíàëîãàõ òåîðåìû Øåííîíà äëÿ ñîâåðøåííûõ øèôðîâ // Proc. 3rd
Russian Conf. MMIT. Ekaterinburg, Russia, 2016. P. 232�239.

3. Ìåäâåäåâà Í.Â., Òèòîâ Ñ.Ñ. Ãåîìåòðè÷åñêàÿ ìîäåëü ñîâåðøåííûõ øèôðîâ ñ òðåìÿ øèô-
ðâåëè÷èíàìè // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå. 2019. �12. Ñ. 113�116.

4. Ìåäâåäåâà Í.Â., Òèòîâ Ñ.Ñ.Êðèòåðèé ìèíèìàëüíîñòè ïî âêëþ÷åíèþ ñîâåðøåííûõ øèô-
ðîâ // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå. 2022. �15. Ñ. 51�54.

5. Øåííîí Ê. Òåîðèÿ ñâÿçè â ñåêðåòíûõ ñèñòåìàõ // Ðàáîòû ïî òåîðèè èíôîðìàöèè è êè-
áåðíåòèêå. Ì.: Íàóêà, 1963. Ñ. 333�402.

6. Àëôåðîâ À.Ï., Çóáîâ À.Þ., Êóçüìèí À.Ñ., ×åðåìóøêèí À.Â. Îñíîâû êðèïòîãðàôèè.
Ì.: Ãåëèîñ ÀÐÂ, 2001. 478 c.

7. Çóáîâ À.Þ. Ñîâåðøåííûå øèôðû. Ì.: Ãåëèîñ ÀÐÂ, 2003. 160 c.

8. Çóáîâ À.Þ. Ïî÷òè ñîâåðøåííûå øèôðû è êîäû àóòåíòèôèêàöèè // Ïðèêëàäíàÿ äèñêðåò-
íàÿ ìàòåìàòèêà. 2011. �4 (14). Ñ. 28�33.

9. Çóáîâ À.Þ. Î ïîíÿòèè ε-ñîâåðøåííîãî øèôðà // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà.
2016. �3 (33). Ñ. 45�52.

ÓÄÊ 003.26 DOI 10.17223/2226308X/17/24

ÍÈÇÊÎÐÅÑÓÐÑÍÎÅ ÀÓÒÅÍÒÈÔÈÖÈÐÎÂÀÍÍÎÅ ØÈÔÐÎÂÀÍÈÅ:
ÎÁÇÎÐ ÏÎÄÕÎÄÎÂ

Ñ.Ï. Ïàíàñåíêî

Ðàáîòà ÿâëÿåòñÿ îáçîðíîé, îíà ïîñâÿùåíà àëãîðèòìàì àóòåíòèôèöèðîâàííîãî
øèôðîâàíèÿ ñ ïðèñîåäèí¼ííûìè äàííûìè, à òàêæå ôóíêöèîíàëüíî àíàëîãè÷íûì
ðåæèìàì ðàáîòû àëãîðèòìîâ áëî÷íîãî ñèììåòðè÷íîãî øèôðîâàíèÿ. Ðàññìîòðå-
íû ñòàíäàðòèçîâàííûå ðåæèìû ðàáîòû Galois/Counter Mode è Multilinear Galois
Mode, à òàêæå àëãîðèòìû øèôðîâàíèÿ, èçíà÷àëüíî ðàçðàáîòàííûå äëÿ ðåàëè-
çàöèè ïîäîáíûõ ïðåîáðàçîâàíèé, íà ïðèìåðå àëãîðèòìà Ascon. Ïîêàçàíà îïòè-
ìàëüíîñòü àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ ñ ïðèñîåäèí¼ííûìè äàííûìè äëÿ
èñïîëüçîâàíèÿ â íèçêîðåñóðñíûõ óñòðîéñòâàõ íà ïðèìåðå ðàäèî÷àñòîòíûõ ìåòîê,
âçàèìîäåéñòâóþùèõ ñî ñ÷èòûâàòåëåì ïî ðàäèîêàíàëó. Îáîçíà÷åíû íåêîòîðûå èç
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âîçìîæíûõ êðèòåðèåâ âûáîðà êîíêðåòíîãî àëãîðèòìà è/èëè ðåæèìà ðàáîòû äëÿ
ðåàëèçàöèè íà öåëåâîé íèçêîðåñóðñíîé ïëàòôîðìå.

Êëþ÷åâûå ñëîâà: àóòåíòèôèöèðîâàííîå øèôðîâàíèå ñ ïðèñîåäèí¼ííûìè äàí-
íûìè, íèçêîðåñóðñíàÿ êðèïòîãðàôèÿ, ðåæèìû ðàáîòû áëî÷íûõ øèôðîâ.

Ââåäåíèå
Àëãîðèòìû àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ (Authenticated Encryption �AE)

ïðåäñòàâëÿþò ñîáîé êëàññ àëãîðèòìîâ øèôðîâàíèÿ, êîòîðûå òàêæå ïîçâîëÿþò àóòåí-
òèôèöèðîâàòü çàøèôðîâàííûå äàííûå, ò. å. îáåñïå÷èâàþò âîçìîæíîñòü ïðîâåðêè èõ
öåëîñòíîñòè.

Àëãîðèòìû àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ ñ ïðèñîåäèí¼ííûìè äàííûìè
(Authenticated Encryption with Associated Data �AEAD) ìîæíî ñ÷èòàòü ÷àñòíûì ñëó-
÷àåì AE-àëãîðèòìîâ, ïîñêîëüêó îíè òàêæå îáåñïå÷èâàþò êàê êîíôèäåíöèàëüíîñòü,
òàê è öåëîñòíîñòü çàøèôðîâàííûõ äàííûõ. Ïîìèìî ýòîãî, AEAD-àëãîðèòìû ïîçâî-
ëÿþò îáåñïå÷èòü öåëîñòíîñòü è àóòåíòè÷íîñòü íåêîòîðûõ äîïîëíèòåëüíûõ äàííûõ,
äëÿ êîòîðûõ íå òðåáóåòñÿ êîíôèäåíöèàëüíîñòü. Äîïîëíèòåëüíûå äàííûå ïðè ýòîì íå
øèôðóþòñÿ.

Íåîáõîäèìîñòü â ïîÿâëåíèè òàêîãî êëàññà àëãîðèòìîâ îáóñëîâëåíà òåì, ÷òî âî ìíî-
ãèõ ïðèëîæåíèÿõ òðåáóåòñÿ, ïîìèìî ïåðåäà÷è íåêîòîðûõ äàííûõ â çàøèôðîâàííîì
âèäå, ïåðåäàâàòü òàêæå îïðåäåë¼ííóþ îòêðûòóþ èíôîðìàöèþ ñ êîíòðîëåì å¼ öåëîñò-
íîñòè/àóòåíòè÷íîñòè. Äàííàÿ âîçìîæíîñòü âàæíà, êîãäà âçàèìîäåéñòâèå ñ óñòðîé-
ñòâàìè ñ íåáîëüøèìè ðåñóðñàìè îãðàíè÷åíî íåçíà÷èòåëüíûì ïðîìåæóòêîì âðåìåíè.
Â êà÷åñòâå ïðèìåðà ìîæíî ïðèâåñòè âçàèìîäåéñòâèå ñ ðàäèî÷àñòîòíîé ìåòêîé (Radio
Frequency IDenti�er �RFID), îáû÷íî êîðîòêîå âðåìÿ íàõîäÿùåéñÿ â çîíå äåéñòâèÿ
ñ÷èòûâàòåëÿ.

AEAD-àëãîðèòìû ïîçâîëÿþò çà ìàêñèìàëüíî âîçìîæíî êîðîòêèé ïðîìåæóòîê âðå-
ìåíè (îãðàíè÷åííûé îäíîêðàòíûì âûïîëíåíèåì àëãîðèòìà) ñôîðìèðîâàòü îòâåò, ñî-
äåðæàùèé ñëåäóþùåå:

� çàøèôðîâàííóþ ïîëåçíóþ èíôîðìàöèþ (íàïðèìåð, ïîëó÷åííûå îò RFID-ìåòêè
äàííûå);

� ïðèñîåäèí¼ííûå äàííûå (ìîãóò ñîäåðæàòü èäåíòèôèêàòîð RFID-ìåòêè, ÷òî ïîçâî-
ëÿåò ñâÿçàòü ïåðåäàííûå ìåòêîé äàííûå ñ êîíêðåòíûì îòñëåæèâàåìûì îáúåêòîì,
ê êîòîðîìó ïðèâÿçàíà ìåòêà);

� êîä àóòåíòèôèêàöèè ïîëó÷åííûõ äàííûõ� òåã, ïîçâîëÿþùèé ïðîâåðèòü öåëîñò-
íîñòü è ïðèñîåäèí¼ííûõ äàííûõ, è ïîëåçíîé èíôîðìàöèè.

Ïðèìåíåíèå äðóãèõ êëàññîâ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ ïîòðåáîâàëî áû
íåñêîëüêèõ êðèïòîãðàôè÷åñêèõ îïåðàöèé (íàïðèìåð, øèôðîâàíèÿ ïîëåçíîé èíôîð-
ìàöèè è õåøèðîâàíèÿ ïðèñîåäèí¼ííûõ äàííûõ è ïîëåçíîé èíôîðìàöèè), ò. å. íåñêîëü-
êèõ îáðàùåíèé ê RFID-ìåòêå, ÷òî êðàéíå íåæåëàòåëüíî â óñëîâèÿõ íåçíà÷èòåëüíûõ
âû÷èñëèòåëüíûõ ðåñóðñîâ RFID-ìåòêè è ñæàòîãî ïåðèîäà âðåìåíè.

1. Àóòåíòèôèöèðîâàííîå øèôðîâàíèå ñ ïðèñîåäèíåííûìè äàííûìè
Íà ðèñ. 1 ïðèâåäåíà îáùàÿ ñõåìà AEAD-çàøèôðîâàíèÿ ñ âõîäíûìè è âûõîäíû-

ìè ïàðàìåòðàìè. Òàêèå ïàðàìåòðû, êàê âåêòîð èíèöèàëèçàöèè (IV), ñåêðåòíûé êëþ÷
è òåã îáû÷íî èìåþò ôèêñèðîâàííûå ðàçìåðû, òîãäà êàê ðàçìåðû îòêðûòîãî òåêñòà
(ñëåäîâàòåëüíî, è ðàçìåð øèôðòåêñòà) è ïðèñîåäèí¼ííûõ äàííûõ ìîãóò áûòü ïðî-
èçâîëüíûìè (íî íà íèõ ìîãóò íàêëàäûâàòüñÿ îãðàíè÷åíèÿ). Â êà÷åñòâå IV ìîæåò èñ-
ïîëüçîâàòüñÿ êàê ñëó÷àéíàÿ ïîñëåäîâàòåëüíîñòü, òàê è êàêîé-ëèáî èíêðåìåíòèðóåìûé
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ñ êàæäûì ïðèìåíåíèåì àëãîðèòìà íîìåð ïàêåòà, ñîîáùåíèÿ è ò. ï. Âîçìîæíûå òðåáî-
âàíèÿ, ïðåäúÿâëÿåìûå ê âåêòîðó èíèöèàëèçàöèè, ðàññìîòðåíû äàëåå.

Ðèñ. 1. Ïàðàìåòðû çàøèôðîâàíèÿ â ðåæèìå AEAD

Ïðè ðàñøèôðîâàíèè äàííûõ ñ ïðîâåðêîé öåëîñòíîñòè âõîäíûå äàííûå ïðîöåäóðû
AEAD-ðàñøèôðîâàíèÿ, ïîìèìî òåõ æå çíà÷åíèé IV, ïðèñîåäèí¼ííûõ äàííûõ è ñåê-
ðåòíîãî êëþ÷à, ñîäåðæàò òàêæå âûõîäíûå äàííûå, ïîëó÷åííûå ïðè AEAD-çàøèôðîâà-
íèè, à èìåííî øèôðòåêñò è òåã. Òåã, àóòåíòèôèöèðóþùèé äàííûå, ïîäëåæèò ïðîâåðêå
â ïðîöåññå AEAD-ðàñøèôðîâàíèÿ, â ðåçóëüòàòå êîòîðîãî ôîðìèðóþòñÿ ñëåäóþùèå
âûõîäíûå äàííûå:

� ïðèçíàê îøèáêè êîíòðîëÿ öåëîñòíîñòè â ñëó÷àå å¼ íàðóøåíèÿ;
� ðàñøèôðîâàííûé îòêðûòûé òåêñò â ñëó÷àå, åñëè êîíòðîëü öåëîñòíîñòè ïðîéäåí

óñïåøíî.

AEAD ìîæåò áûòü ðåàëèçîâàíî ðàçëè÷íûìè ñïîñîáàìè, îñíîâíûìè èç êîòîðûõ
ìîæíî ñ÷èòàòü ñëåäóþùèå:

� ïðèìåíåíèå ñïåöèàëüíûõ ðåæèìîâ ðàáîòû àëãîðèòìîâ áëî÷íîãî ñèììåòðè÷íîãî
øèôðîâàíèÿ;

� ïðèìåíåíèå AEAD-àëãîðèòìîâ øèôðîâàíèÿ.

2. Ðåæèìû ðàáîòû áëî÷íûõ øèôðîâ
äëÿ àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ

Ðåæèìû ðàáîòû áëî÷íûõ øèôðîâ, îñóùåñòâëÿþùèõ àóòåíòèôèöèðîâàííîå øèô-
ðîâàíèå ñ ïðèñîåäèí¼ííûìè äàííûìè, ìîæíî ïðåäñòàâèòü êàê íàäñòðîéêè íàä àëãî-
ðèòìàìè áëî÷íîãî øèôðîâàíèÿ, â êîòîðûõ âûïîëíÿþòñÿ äâå îñíîâíûå ïðîöåäóðû:

� øèôðîâàíèå îòêðûòîãî òåêñòà ñ ïîëó÷åíèåì øèôðòåêñòà;
� âû÷èñëåíèå àóòåíòèôèöèðóþùåãî òåãà îò øèôðòåêñòà è ïðèñîåäèí¼ííûõ äàííûõ.

Èìåííî òàê îáðàáîòêà äàííûõ ïðîèçâîäèòñÿ â AEAD-ðåæèìå GCM (Galois/Counter
Mode), êîòîðûé îïðåäåë¼í â ðåêîìåíäàöèÿõ NIST SP 800-38D [1]. Ïîñëåäîâàòåëüíîñòü
çàøèôðîâàíèÿ äàííûõ è âû÷èñëåíèÿ àóòåíòèôèöèðóþùåãî òåãà â ðåæèìå GCM ïðåä-
ñòàâëåíà íà ðèñ. 2.

Îñíîâíûìè ïðîöåäóðàìè äàííîãî ðåæèìà ÿâëÿþòñÿ:

� ïðîöåäóðà çàøèôðîâàíèÿ Enc, âûïîëíÿþùàÿ ïîáëî÷íîå øèôðîâàíèå íà êëþ÷å K
îòêðûòîãî òåêñòà P ñ ïîìîùüþ ìîäèôèöèðîâàííîãî ðåæèìà ñ÷¼ò÷èêà;

� ïðîöåäóðà êëþ÷åâîãî õåøèðîâàíèÿ GHASH, âû÷èñëÿþùàÿ òåã T îò âõîäíûõ äàí-
íûõ, êîòîðûìè ÿâëÿþòñÿ äîïîëíåííûå íóëÿìè äî êðàòíîñòè ðàçìåðó áëîêà íèæå-
ëåæàùåãî áëî÷íîãî øèôðà (128 áèò) àóòåíòèôèöèðóåìûå äàííûå A, øèôðòåêñò C
è 64-áèòíûå çíà÷åíèÿ èõ ðàçìåðîâ äî äîïîëíåíèÿ (len(A) è len(C) ñîîòâåòñòâåííî).
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Ðèñ. 2. Óïðîù¼ííàÿ ñõåìà ðåæèìà GCM

Â Ðîññèè ñòàíäàðòèçîâàí àëüòåðíàòèâíûé AEAD-ðåæèì MGM (Multilinear Galois
Mode), êîòîðûé âîøåë â Ìåæãîñóäàðñòâåííûé ñòàíäàðò íà ðåæèìû ðàáîòû áëî÷íûõ
øèôðîâ ÃÎÑÒ 34.13-2018 [2] â ðàìêàõ ïðèíÿòèÿ Èçìåíåíèÿ � 1 ê äàííîìó ñòàíäàð-
òó [3]. Ñõåìà äàííîãî ðåæèìà ïðèâåäåíà íà ðèñ. 3.

Ðèñ. 3. Óïðîù¼ííàÿ ñõåìà ðåæèìà MGM

Ðåæèì MGM êîíöåïòóàëüíî ñõîæ ñ ðåæèìîì GCM; îáðàáîòêà äàííûõ â ïðîöåññå
âûïîëíåíèÿ ðåæèìà MGM ñîñòîèò â ïîáëî÷íîì çàøèôðîâàíèè îòêðûòîãî òåêñòà è
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ïîñëåäóþùåì ïðèìåíåíèè êëþ÷åâîãî õåøèðîâàíèÿ äëÿ âû÷èñëåíèÿ àóòåíòèôèöèðóþ-
ùåãî òåãà.

Ðàññìîòðåííûå íàäñòðîéêè íàä áëî÷íûì øèôðîì, ñîîòâåòñòâóþùèå ðåæèìàì
GCM è MGM, ñàìè ïî ñåáå íå ïðåäúÿâëÿþò çíà÷èòåëüíûõ òðåáîâàíèé ê ðåñóðñàì. Åñ-
ëè â êà÷åñòâå íèæåëåæàùåãî áëî÷íîãî øèôðà èñïîëüçóåòñÿ íèçêîðåñóðñíûé àëãîðèòì,
òî òàêîé ðåçóëüòèðóþùèé AEAD-àëãîðèòì òàêæå íå äîëæåí ÿâëÿòüñÿ ðåñóðñî¼ìêèì
è ìîæåò áûòü èñïîëüçîâàí â óñòðîéñòâàõ ñ îãðàíè÷åííûìè ðåñóðñàìè.

Èìåííî òàêîé âàðèàíò � èñïîëüçîâàíèå àëãîðèòìà AES-128 â ðåæèìå GCM�ðå-
êîìåíäóåòñÿ â [4] â ñëó÷àÿõ, êîãäà ïî êàêèì-ëèáî ïðè÷èíàì ïðèìåíåíèå íèçêîðåñóðñ-
íîãî AEAD-àëãîðèòìà íåöåëåñîîáðàçíî èëè íåâîçìîæíî. Ðåæèì MGM îïðåäåë¼í äëÿ
àëãîðèòìîâ øèôðîâàíèÿ ñ ðàçìåðîì áëîêà 64 èëè 128 áèò, ïîýòîìó â êà÷åñòâå åùå
îäíîãî ïðèìåðà ìîæíî ïðèâåñòè 64-áèòíûé àëãîðèòì Ìàãìà â ðåæèìå MGM�äàí-
íûé âàðèàíò ìîæíî ñ÷èòàòü äîñòàòî÷íî íèçêîðåñóðñíûì (ñì. ñðàâíèòåëüíûé àíàëèç
ðåñóðñî¼ìêîñòè àëãîðèòìîâ áëî÷íîãî øèôðîâàíèÿ â [5]).

3. Íèçêîðåñóðñíûå àëãîðèòìû àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ
Àëãîðèòìû àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ ñ ïðèñîåäèí¼ííûìè äàííûìè

ïðåäñòàâëÿþò ñîáîé êëàññ àëãîðèòìîâ, èçíà÷àëüíî ðàçðàáîòàííûõ äëÿ AEAD-øèô-
ðîâàíèÿ. Ïîìèìî AEAD-àëãîðèòìîâ, ïðåäíàçíà÷åííûõ äëÿ âûïîëíåíèÿ íà óñòðîé-
ñòâàõ îáùåãî íàçíà÷åíèÿ, ñóùåñòâóþò è íèçêîðåñóðñíûå àëãîðèòìû äàííîãî êëàññà,
ïðåäíàçíà÷åííûå äëÿ ðåàëèçàöèè è èñïîëüçîâàíèÿ â óñòðîéñòâàõ, îáëàäàþùèõ íåçíà-
÷èòåëüíûìè âû÷èñëèòåëüíûìè ðåñóðñàìè.

Îäíèì èç íàèáîëåå èçâåñòíûõ ïðåäñòàâèòåëåé äàííîãî êëàññà ÿâëÿåòñÿ ñåìåéñòâî
àëãîðèòìîâ Ascon [6]. Àëãîðèòìû Ascon îñíîâàíû íà äóïëåêñíîì ðåæèìå ñòðóêòóðû
¾êðèïòîãðàôè÷åñêîé ãóáêè¿, ïðåäëîæåííîì â [7]. Óïðîù¼ííàÿ ñõåìà ðàáîòû Ascon
ïðèâåäåíà íà ðèñ. 4.

Ðèñ. 4. Óïðîù¼ííàÿ ñõåìà îñíîâíûõ ïðåîáðàçîâàíèé àëãîðèòìîâ Ascon

Êàê âèäíî èç ñõåìû, ïîñëåäîâàòåëüíîñòü îñíîâíûõ îïåðàöèé â äàííîì ñëó÷àå çíà-
÷èòåëüíî îòëè÷àåòñÿ îò òàêîâîé â ðåæèìàõ GCM è MGM:

� ñíà÷àëà, ïîñëå èíèöèàëèçàöèè âíóòðåííåãî ñîñòîÿíèÿ àëãîðèòìà, âûïîëíÿåòñÿ îá-
ðàáîòêà áëîêîâ àóòåíòèôèöèðóåìûõ äàííûõ;

� çàòåì âûïîëíÿåòñÿ çàøèôðîâàíèå îòêðûòîãî òåêñòà;
� ïîñëåäíèì ýòàïîì ÿâëÿåòñÿ ôèíàëèçàöèÿ, â ðåçóëüòàòå êîòîðîé âû÷èñëÿåòñÿ òåã.
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4. Âîçìîæíûå êðèòåðèè âûáîðà
Â ðåæèìàõ GCM è MGM ìîãóò áûòü ïðèìåíåíû è íèçêîðåñóðñíûå áëî÷íûå øèô-

ðû, íàïðèìåð ðàññìîòðåííûå â [8]. Îäíàêî, ïîñêîëüêó â [1, 3] ðåæèìû GCM è MGM
ñîîòâåòñòâåííî îïðåäåëåíû äëÿ êîíêðåòíûõ íèæåëåæàùèõ àëãîðèòìîâ áëî÷íîãî øèô-
ðîâàíèÿ, ïðè èñïîëüçîâàíèè äðóãèõ àëãîðèòìîâ ïîòðåáóåòñÿ îòäåëüíûé àíàëèç èõ
êðèïòîñòîéêîñòè â äàííûõ ðåæèìàõ.

Âàæíûì êðèòåðèåì âûáîðà íèçêîðåñóðñíîãî AEAD-àëãîðèòìà èëè ðåæèìà ðàáîòû
ìîæåò áûòü íàëè÷èå îãðàíè÷åíèé íà óíèêàëüíîñòü çíà÷åíèé IV äëÿ øèôðîâàíèÿ äàí-
íûõ ñ îäíèì è òåì æå êëþ÷îì â ðåæèìàõ GCM è MGM. Ïîñêîëüêó äëÿ ñîîòâåòñòâèÿ
äàííîìó îãðàíè÷åíèþ ìîæåò ïîíàäîáèòüñÿ ðåàëèçàöèÿ äîïîëíèòåëüíûõ ìåõàíèçìîâ
(ïðèìåðû äëÿ ðåæèìà GCM ïðèâåäåíû â äîêóìåíòå [1]) â íèçêîðåñóðñíîì óñòðîéñòâå,
âûáîð ìîæåò áûòü ñäåëàí â ïîëüçó íèçêîðåñóðñíîãî AEAD-àëãîðèòìà, íå ïðåäúÿâëÿ-
þùåãî ïîäîáíîãî òðåáîâàíèÿ. Àëãîðèòì Ascon íå òðåáóåò óíèêàëüíîñòè çíà÷åíèé IV,
íî â í¼ì íóæíà óíèêàëüíîñòü çíà÷åíèé íîíñà (N íà ðèñ. 3), ÷òî ïðèâîäèò ê íåîáõîäè-
ìîñòè ïðèìåíåíèÿ ñîîòâåòñòâóþùèõ ìåõàíèçìîâ ïðè ðåàëèçàöèè äàííîãî àëãîðèòìà.

Êðîìå òîãî, àïïàðàòíûå è ïðîãðàììíûå ðåàëèçàöèè àëãîðèòìîâ øèôðîâàíèÿ
ïðåäúÿâëÿþò âåñüìà ðàçëè÷íûå òðåáîâàíèÿ ê ñòðóêòóðå àëãîðèòìîâ è èñïîëüçóåìûì
â íèõ ïðåîáðàçîâàíèÿì, â ðåçóëüòàòå ÷åãî òðóäíî ðàçðàáîòàòü àëãîðèòì, îäèíàêîâî õî-
ðîøî àäàïòèðîâàííûé äëÿ ðàçëè÷íûõ íèçêîðåñóðñíûõ ïëàòôîðì, êàê ïðîãðàììíûõ,
òàê è àïïàðàòíûõ. Îòñþäà ñëåäóåò, ÷òî âî ìíîãèõ ñëó÷àÿõ íóæíà òåñòîâàÿ ðåàëèçà-
öèÿ ðÿäà àëãîðèòìîâ äëÿ ñðàâíèòåëüíîãî àíàëèçà èõ áûñòðîäåéñòâèÿ íà êîíêðåòíîé
öåëåâîé ïëàòôîðìå è ïîñëåäóþùåãî âûáîðà íàèáîëåå îïòèìàëüíîãî.

Ðåøàþùèì êðèòåðèåì âûáîðà â ïîëüçó ïðèìåíåíèÿ ðåæèìà MGM ìîæåò ÿâëÿòüñÿ
ôàêò åãî ñòàíäàðòèçàöèè â ðàìêàõ Ìåæãîñóäàðñòâåííîãî ñòàíäàðòà [2]. Â ñîâîêóïíî-
ñòè ñ ïðèìåíåíèåì ñòàíäàðòèçîâàííîãî íèçêîðåñóðñíîãî àëãîðèòìà áëî÷íîãî ñèììåò-
ðè÷íîãî øèôðîâàíèÿ ñ ïîìîùüþ ðåæèìà MGM ìîæíî ïîëó÷èòü àóòåíòèôèöèðîâàí-
íîå øèôðîâàíèå ñ ïðèñîåäèí¼ííûìè äàííûìè íà îñíîâå ñòàíäàðòíûõ àëãîðèòìîâ è
ñ íåçíà÷èòåëüíûìè òðåáîâàíèÿìè ê ðåñóðñàì.
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Î ÑÒÎÉÊÎÑÒÈ ÀËÃÎÐÈÒÌÀ ÁËÎ×ÍÎÃÎ ØÈÔÐÎÂÀÍÈß ÊÁ-256
Ê ÀÒÀÊÀÌ Ñ ÈÑÏÎËÜÇÎÂÀÍÈÅÌ ÊÂÀÍÒÎÂÛÕ ÀËÃÎÐÈÒÌÎÂ

Ì.Â. Ïîëÿêîâ, À.Ì. Êîðåíåâà

ÊÁ-256 � àëãîðèòì áëî÷íîãî øèôðîâàíèÿ, ðåêîìåíäîâàííûé äëÿ çàùèòû áîëü-
øèõ îáú¼ìîâ äàííûõ. Ðàññìàòðèâàþòñÿ âîïðîñû êðèïòîãðàôè÷åñêîé ñòîéêîñòè
ÊÁ-256 â ìîäåëè àòàêóþùåãî, èìåþùåãî äîñòóï ê êâàíòîâîìó êîìïüþòåðó. Îöå-
íèâàåòñÿ òðóäî¼ìêîñòü ïðèìåíåíèÿ àëãîðèòìà Ãðîâåðà � ñëîæíîñòü êâàíòîâîé
ñõåìû, â êîòîðîé íåîáõîäèìî ðåàëèçîâàòü îðàêóë àëãîðèòìà ÊÁ-256, à òàêæå êî-
ëè÷åñòâî íåîáõîäèìîãî ìàòåðèàëà. Ïîìèìî ýòîãî, ðàññìàòðèâàåòñÿ âîçìîæíîñòü
àòàêè ñ ïîìîùüþ àëãîðèòìîâ ïîèñêà ñêðûòîãî ñäâèãà.

Êëþ÷åâûå ñëîâà: êâàíòîâûé êîìïüþòåð, êâàíòîâûé êðèïòîàíàëèç, ÊÁ-256,

àëãîðèòì Ãðîâåðà, àëãîðèòì Ñàéìîíà.

Àëãîðèòì Øîðà [1] ÿâëÿåòñÿ îäíèì èç ñàìûõ èçâåñòíûõ àëãîðèòìîâ êâàíòîâîãî
êðèïòîàíàëèçà � îí ïîçâîëÿåò ñòðîèòü ýôôåêòèâíûå àòàêè íà îñíîâíûå àñèììåòðè÷-
íûå ñõåìû. Ñ òî÷êè çðåíèÿ ñòîéêîñòè ñèììåòðè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ
íàèáîëåå èçâåñòíûì ÿâëÿåòñÿ àëãîðèòì Ãðîâåðà [2], êîòîðûé ïîçâîëÿåò ðåøàòü çàäà-
÷ó íàõîæäåíèÿ ýëåìåíòà â íåóïîðÿäî÷åííîì ìàññèâå ðàçìåðíîñòè N çà O(

√
N) îáðà-

ùåíèé ê êâàíòîâîìó îðàêóëó. Àëãîðèòìû Áåðíøòåéíà �Âàçèðàíè è Ñàéìîíà òàêæå
ïðèìåíèìû ê çàäà÷àì êðèïòîàíàëèçà ñèììåòðè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ,
êàê àëãîðèòìîâ øèôðîâàíèÿ, òàê è õåø-ôóíêöèé [3�7].

Áëî÷íûé øèôð ÊÁ-256 ïðåäñòàâëÿåò ñîáîé îáîáù¼ííóþ ñåòü Ôåéñòåëÿ ñ äëèíîé
áëîêà 256 áèò è äëèíîé êëþ÷à òàêæå 256 áèò [8]. Ôóíêöèÿ çàøèôðîâàíèÿ ñòðîèòñÿ
ïóò¼ì 18-êðàòíîãî ïðèìåíåíèÿ ÷àñòè÷íîé ðàóíäîâîé ôóíêöèè çàøèôðîâàíèÿ, êîòî-
ðóþ ìîæíî âûðàçèòü êàê îòîáðàæåíèå âèäà R : Z256

2 × Z96
2 → Z256

2 . Íåïîñðåäñòâåííî
÷àñòè÷íóþ ðàóíäîâóþ ôóíêöèþ ñîñòàâëÿþò ñëåäóþùèå ïðåîáðàçîâàíèÿ:

� Σ(X0, X1, . . . , X7) = X1 ⊞ X3 ⊞ X4 ⊞ X6 ⊞ X7, Xi ∈ Z32
2 , ⊞� îïåðàöèÿ ñëîæåíèÿ

â êîëüöå Z232 ;
� f (X0, X1, . . . , X7) = (π0(X0), π1(X1), . . . , π7(X7)) <<< 19, πi ∈ S (Z4

2)�ïîäñòàíîâêè
èç ÃÎÑÒ 34.12-2018 ¾Ìàãìà¿, <<<� îïåðàöèÿ öèêëè÷åñêîãî ïîáèòîâîãî ñäâèãà
â ñòîðîíó ñòàðøèõ ðàçðÿäîâ.

Äåéñòâèå ÷àñòè÷íîé ðàóíäîâîé ôóíêöèè çàøèôðîâàíèÿ îïèñûâàåòñÿ âûðàæåíèåì

X = (X0, X1, X2, X3, X4, X5, X6, X7)→

→
(
X0, X2 ⊕ f

(
Σ(X)⊞ b

(i)
0

)
, X3, X4, X5 ⊕ f

(
Σ(X)⊞ b

(i)
1

)
, X6, X7, X0 ⊕ f

(
Σ(X)⊞ b

(i)
2

))
,

ãäå b
(i)
0 , b

(i)
1 , b

(i)
2 �ðàóíäîâûå êëþ÷è ðàóíäà ñ íîìåðîì i; b

(i)
j ∈ Z232 .

Àëãîðèòì ðàçâ¼ðòûâàíèÿ êëþ÷à îñíîâàí íà ïîñëåäîâàòåëüíîì ñîåäèíåíèè ëèíåé-
íîãî êîíãðóåíòíîãî ãåíåðàòîðà (ËÊÃ) è ìîäèôèöèðîâàííîãî àääèòèâíîãî ãåíåðàòîðà
(ÌÀÃ) [9]. Åñëè (X0, . . . , X6), Xi ∈ Z232 , � íà÷àëüíîå ñîñòîÿíèå ÌÀÃ, à K0 �íà÷àëüíîå
ñîñòîÿíèå ËÊÃ, òî âûõîäíîå çíà÷åíèå àëãîðèòìà çàäà¼òñÿ ñëåäóþùåé ôîðìóëîé:

Xi+7 = ((Xi ⊞Xi+2 ⊞Xi+4 ⊞Xi+6) <<< 1)⊞Ki ⊞ γ,

ãäå γ ∈ Z232 �ïðîèçâîëüíîå íå÷¼òíîå ÷èñëî.
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Äëÿ îöåíêè ñëîæíîñòè ðåàëèçàöèè êâàíòîâîé àòàêè íà àëãîðèòì ÊÁ-256 îöåíèì
÷èñëî êóáèòîâ è êâàíòîâûõ âåíòèëåé äëÿ ðåàëèçàöèè àëãîðèòìà â âèäå ñõåìû. Â ðà-
áîòå [10] ïðèâåäåíû îöåíêè ñëîæíîñòè ðåàëèçàöèè â âèäå êâàíòîâîé ñõåìû áåç äîïîë-
íèòåëüíûõ êóáèòîâ S-áëîêîâ àëãîðèòìà ¾Ìàãìà¿� 256 êâàíòîâûõ âåíòèëåé. Â [11]
ïðåäñòàâëåí àëãîðèòì, ïîçâîëÿþùèé ïîëó÷èòü îïòèìàëüíûå êâàíòîâûå ñõåìû äëÿ
4-áèòíûõ S-áëîêîâ. Àëãîðèòì äà¼ò îáùóþ îöåíêó ñëîæíîñòè â 240 êâàíòîâûõ âåíòèëåé
äëÿ îäíîãî ðàóíäà ÊÁ, òàê êàê â ÊÁ-256 ôóíêöèÿ òðèæäû îáðàùàåòñÿ ê S-áëîêàì.
Â ôóíêöèè ðåàëèçîâàíî òàêæå íàëîæåíèå ðàóíäîâîãî êëþ÷à ñ ïîìîùüþ îïåðàöèè
ñëîæåíèÿ â êîëüöå Z232 . Â ðàáîòå [12] ïîêàçàíî, ÷òî ðåàëèçàöèÿ îäíîãî ýëåìåíòà, âû-
ïîëíÿþùåãî ìîäóëüíîå ñóììèðîâàíèå, ïîòðåáóåò 7n− 8 êâàíòîâûõ âåíòèëåé CNOT è
Òîôôîëè, ãäå n�ðàçðÿäíîñòü ñêëàäûâàåìûõ ÷èñåë. Óçåë ñóììèðîâàíèÿ â êîëüöå Z232

èñïîëüçóåòñÿ â îäíîé èòåðàöèè àëãîðèòìà ðàçâåðòûâàíèÿ êëþ÷à ïÿòü ðàç. Ïðè ðåà-
ëèçàöèè óçåë ñóììèðîâàíèÿ áóäåò âûçâàí 12 ðàç, èòîãî 2592 âåíòèëåé. Îáùàÿ îöåíêà
ñëîæíîñòè ðåàëèçàöèè ÊÁ-256:

� êîëè÷åñòâî êóáèòîâ � 544;
� êîëè÷åñòâî âåíòèëåé äëÿ îäíîãî ðàóíäà � 2592;
� êîëè÷åñòâî âåíòèëåé äëÿ 18 ðàóíäîâ ñ ýêîíîìèåé êóáèòîâ � 188892.

Ïî ðàññòîÿíèþ åäèíñòâåííîñòè äëÿ àòàêè ïîëíûì ïåðåáîðîì êëþ÷à àëãîðèò-
ìà ÊÁ-256 ïîòðåáóåòñÿ ⌈256/256⌉ = 1 ïàðà îòêðûòîãî è øèôðîâàííîãî òåêñòîâ.
Òàêèì îáðàçîì, äëÿ ïðèìåíåíèÿ àëãîðèòìà Ãðîâåðà ê àëãîðèòìó ÊÁ-256 ïîòðåáóåòñÿ
544 + 2 · 256 = 1068 êóáèòîâ è íå ìåíåå 2128 · 188892 · π/4 êâàíòîâûõ âåíòèëåé.

Êðîìå òîãî, òàê êàê ÊÁ-256 ïðåäñòàâëÿåò ñîáîé îáîáù¼ííóþ ñåòü Ôåéñòåëÿ,
òî öåëåñîîáðàçíî ðàññìîòðåòü ñòîéêîñòü îòíîñèòåëüíî àëãîðèòìîâ ïîèñêà ñêðû-
òûõ ëèíåéíûõ ñòðóêòóð ðàóíäîâûõ ôóíêöèé è ïîñëåäóþùåãî ïîñòðîåíèÿ êâàíòî-
âîãî ðàçëè÷èòåëÿ. Äëÿ ýòîãî ðàññìîòðèì ÷åòûðå ðàóíäà àëãîðèòìà ÊÁ-256. Ïóñòü

X
(0)

=
(
X

(0)
0 , X

(0)
1 , . . . , X

(0)
7

)
� áëîê îòêðûòîãî òåêñòà, ïîäëåæàùåãî çàøèôðîâàíèþ;

f
(
α(i), b

(i)
j

)
�ðàóíäîâîå ïðåîáðàçîâàíèå f íà i-ì ðàóíäå; b

(i)
j �ðàóíäîâûé êëþ÷ (j =

= 0, 1, 2) è α(i) = Σ
(
X

(i)
0 , X

(i)
1 , . . . , X

(i)
7

)
. Òîãäà

X
(4)
0 = f (3)

(
α(3), b

(3)
0

)
⊕X(0)

4 ,

X
(4)
1 = f (3)

(
α(3), b

(3)
0

)
⊕ f (1)

(
α(1), b

(1)
1

)
⊕X(0)

5 ,

X
(4)
2 = f (3)

(
α(3), b

(3)
2

)
⊕X(0)

6 ,

X
(4)
3 = f (3)

(
α(3), b

(3)
1

)
⊕X(0)

7 ,

X
(4)
4 = f (3)

(
α(3), b

(3)
1

)
⊕ f (1)

(
α(1), b

(1)
2

)
⊕X(0)

0 ,

X
(4)
5 = f (3)

(
α(3), b

(3)
1

)
⊕X(0)

1 ,

X
(4)
6 = f (3)

(
α(3), b

(3)
0

)
⊕ f (1)

(
α(1), b

(1)
0

)
⊕X(0)

2 ,

X
(4)
7 = f (3)

(
α(3), b

(3)
0

)
⊕ f (2)

(
α(2), b

(2)
0

)
⊕X(0)

4 ,

(1)

ò. å. ìû èìååì ñîîòíîøåíèÿ, ñâÿçûâàþùèå âõîäíîé áëîê îòêðûòîãî òåêñòà ñ âûõîäîì
4-ãî ðàóíäà. Îïðåäåëèì ôóíêöèþ g : Z × Z → Z232 , êîòîðàÿ çàäà¼òñÿ ðàâåíñòâîì
g(x1, x2) = σ((x1 + x2) mod 232), ãäå σ ∈ S(Z232). Ñîãëàñíî [13], ôóíêöèÿ g îáëàäàåò
ñêðûòûì ñäâèãîì. Äåéñòâèòåëüíî, ïóñòü k ∈ Z232 , òîãäà g(x1, x2) = g(x1 + k, x2 − k)�
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â ñëó÷àå îäíîãî ðàóíäà ÊÁ-256 èñêîìûì ñêðûòûì ñäâèãîì áóäåò ðàóíäîâûé êëþ÷ b
(1)
1 .

Îöåíèì âåðîÿòíîñòü íàõîæäåíèÿ íåèçâåñòíîãî çíà÷åíèÿ b
(1)
1 :

� ïóñòü m�íåèçâåñòíûé ïîðÿäîê b
(1)
1 â ãðóïïå (Z232 ,+);

� òîãäà ïîñëå ïðèìåíåíèÿ êâàíòîâîãî ïðåîáðàçîâàíèÿ Ôóðüå [13, ðàçä. 6] èìååòñÿ ñëå-
äóþùåå ñîñòîÿíèå:

1

qm

∑
exp [2πi(y1s1 + y2s2)/m] |y1, y2, g(y1, y2)⟩,

ãäå ñóììà áåð¼òñÿ ïî âñåì çíà÷åíèÿì y1, y2, s1, s2 ∈ Z232 ; q�ïîðÿäîê ïðåîáðàçîâà-
íèÿ g ∈ S(Z232);

� âåðîÿòíîñòü òîãî, ÷òî ïîñëå èçìåðåíèÿ ïîëó÷èòñÿ ñîñòîÿíèå |s1, s2, b(1)1 ⟩, ðàâíà∣∣∣∣ 1

qm

∑
exp [2πi(y1s1 + y2s2)/m]

∣∣∣∣2 . (2)

Â ðàáîòå [13] ïîêàçàíî, ÷òî åñëè s1q ⩾ m è s1q mod 232 ⩽ 232/m, òî âåðîÿòíîñòü èç-

ìåðåíèÿ ñîñòîÿíèÿ |s1, s2, b(1)1 ⟩ áîëüøå 1/2. Òàê êàê â âûðàæåíèÿõ (1) âñòðå÷àþòñÿ ñî-
îòíîøåíèÿ äëÿ êàæäîãî èç ðàóíäîâûõ êëþ÷åé b

(0)
j , ïðîöåäóðó ïîèñêà òàêèõ ñêðûòûõ

ëèíåéíûõ ñîîòíîøåíèé ìîæíî çàïóñêàòü ïàðàëëåëüíî. Áîëåå òîãî, âåðîÿòíîñòè íàõîæ-
äåíèÿ ñêðûòîãî ñäâèãà (ò. å. ïîëó÷åíèÿ ñîñòîÿíèÿ |y1, y2, b(0)j ⟩) äëÿ âñåõ j = 0, 1, 2 íå

çàâèñÿò äðóã îò äðóãà. Îäíàêî â ðàóíäîâîì ïðåîáðàçîâàíèè f (i)
(
α(i), b

(i)
j

)
ïðèñóòñòâó-

åò îïåðàöèÿ ïîáèòîâîãî öèêëè÷åñêîãî ñäâèãà, îòíîñèòåëüíî êîòîðîé ìíîæåñòâî Z232

íå ÿâëÿåòñÿ ãðóïïîé, ò. å. êëàññè÷åñêàÿ àòàêà ïîèñêà ñêðûòûõ ëèíåéíûõ ñîîòíîøåíèé
ê ðàóíäîâîé ôóíêöèè ÊÁ-256 íåïðèìåíèìà.

Òàêèì îáðàçîì, ìîæíî çàêëþ÷èòü, ÷òî áëî÷íûé øèôð ÊÁ-256 èìååò ïàðàìåòðû
êâàíòîâîé ñòîéêîñòè íà óðîâíå äðóãèõ ñîâðåìåííûõ áëî÷íûõ øèôðîâ, íàïðèìåð àëãî-
ðèòìà ¾Êóçíå÷èê¿ èç ñòàíäàðòà ÃÎÑÒ 34.12-2018 [10]. Â êà÷åñòâå äîñòîèíñòâ àëãîðèò-
ìà ìîæíî âûäåëèòü óñòîé÷èâîñòü ê àòàêàì, îñíîâàííûì íà ïîèñêå ñêðûòûõ ëèíåéíûõ
ñîîòíîøåíèé.
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ÀÒÀÊÀ ÍÀ ÊËÀÑÑ 6-ÐÀÓÍÄÎÂÛÕ XSL-ÀËÃÎÐÈÒÌÎÂ
ÁËÎ×ÍÎÃÎ ØÈÔÐÎÂÀÍÈß

Ì.À. Ïóäîâêèíà, À.Ì. Ñìèðíîâ

Àíàëèçèðóåòñÿ êëàññ XSL-àëãîðèòìîâ áëî÷íîãî øèôðîâàíèÿ c àëãîðèòìîì ðàç-
âåðòûâàíèÿ êëþ÷à íà îñíîâå ðåêóððåíòíîãî ñîîòíîøåíèÿ âòîðîãî ïîðÿäêà è ìàò-
ðèöåé ëèíåéíîãî ïðåîáðàçîâàíèÿ, ó êîòîðîé ñóùåñòâóþò õîòÿ áû äâà ðàâíûõ ýëå-
ìåíòà â íåêîòîðîé ñòðîêå îáðàòíîé ìàòðèöû. Ïðåäëîæåíà àòàêà íà 6-ðàóíäîâûé
XSL-àëãîðèòì áëî÷íîãî øèôðîâàíèÿ íà îñíîâå êîìáèíèðîâàíèÿ ìåòîäîâ âñòðå-
÷è ïîñåðåäèíå, íåâîçìîæíûõ ðàçíîñòåé, à òàêæå ìîäèôèêàöèè ïîäõîäà ¾yoyo¿.
Ñíà÷àëà íà îñíîâå îáîáùåíèÿ ìåòîäà âñòðå÷è ïîñåðåäèíå ôîðìèðóåòñÿ ìíîæå-
ñòâî êàíäèäàòîâ â ðàóíäîâûå êëþ÷è ïåðâîãî ðàóíäà. Äàëåå äëÿ ïîëó÷åíèÿ ìíî-
æåñòâà êàíäèäàòîâ â ðàóíäîâûå êëþ÷è øåñòîãî ðàóíäà ñòðîèòñÿ ðàçëè÷èòåëü,
îñíîâàííûé íà êîìáèíàöèè íåâîçìîæíûõ ðàçíîñòåé è ñîîòíîøåíèé èç ìîäèôèöè-
ðîâàííîãî ïîäõîäà ¾yoyo¿. Âåðîÿòíîñòü óñïåõà ðàâíà 0,7. Ïîëó÷åííûå ðåçóëüòàòû
ïîäòâåðæäåíû íà ìîäåëüíîì XSL-àëãîðèòìå áëî÷íîãî øèôðîâàíèÿ c 16-áèòíûì
áëîêîì îòêðûòîãî òåêñòà.

Êëþ÷åâûå ñëîâà: XSL-àëãîðèòì áëî÷íîãî øèôðîâàíèÿ, ëèíåéíîå ïðåîáðàçîâà-

íèå, ìåòîä íåâîçìîæíûõ ðàçíîñòåé, ìåòîä âñòðå÷è ïîñåðåäèíå, ðàçíîñòíûé ìå-

òîä, èãðà ¾yoyo¿.

Ïóñòü n,m ∈ N; Vn(2m)� n-ìåðíîå âåêòîðíîå ïðîñòðàíñòâî íàä ïîëåì F2m ; ⊕� îïå-
ðàöèÿ ñëîæåíèÿ â Vn(2

m); 0n � n-ìåðíûé âåêòîð èç Vn(2
m), ó êîòîðîãî âñå êîîðäèíàòû

ðàâíû íóëþ; I(A)�èíäèêàòîð âûïîëíåíèÿ óñëîâèÿ A; GLn(2
m)�ïîëíàÿ ëèíåéíàÿ

ãðóïïà íà Vn(2
m); ε(j) = (0, . . . , 0, 1

j
, 0, . . . , 0) äëÿ j = 1, . . . , n; S(X)� ñèììåòðè÷åñêàÿ

ãðóïïà íà ìíîæåñòâå X; h = ||hi,j||�ìàòðèöà â ñòàíäàðòíîì áàçèñå ëèíåéíîãî ïðå-

îáðàçîâàíèÿ h ∈ GLn(2
m); h−1 = ||h(−1)

i,j ||�ìàòðèöà â ñòàíäàðòíîì áàçèñå îáðàòíîãî
ïðåîáðàçîâàíèÿ h−1.

Ïðåîáðàçîâàíèÿ vk : Vn(2
m) → Vn(2

m), s ∈ S(F2m), s̃ ∈ S(Vn(2
m)), h ∈ GLn(2

m),
çàäàííûå óñëîâèÿìè

vk : α 7→ α⊕ k, s̃ : α 7→ (s(α1), s(α2), . . . , s(αn)),

äëÿ âñåõ k ∈ Vn(2m), α = (α1, . . . , αn) ∈ Vn(2m), ñòðîÿòñÿ â ñîîòâåòñòâèè ñ íåôîðìàëüíî
ñôîðìóëèðîâàííûìè Ê. Øåííîíîì ïðèíöèïàìè ñèíòåçà àëãîðèòìîâ øèôðîâàíèÿ (ñì.,
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íàïðèìåð, [1]). Àëãîðèòìû áëî÷íîãî øèôðîâàíèÿ, ðàóíäîâàÿ ôóíêöèÿ gk : Vn(2
m) →

Vn(2
m) êîòîðûõ çàäà¼òñÿ óñëîâèåì gk = h s̃ vk, íàçûâàþòñÿ XSL-àëãîðèòìàìè. Ìíîãèå

ñîâðåìåííûå àëãîðèòìû áëî÷íîãî øèôðîâàíèÿ ÿâëÿþòñÿ XSL-àëãîðèòìàìè, íàïðèìåð
AES, 3D, ARIA, Khazad, ¾Êóçíå÷èê¿ (ÃÎÑÒ 34.12-2015) è ò. ä.

Áóäåì ðàññìàòðèâàòü XSL-àëãîðèòìû áëî÷íîãî øèôðîâàíèÿ, ó êîòîðûõ:

1) àëãîðèòì ðàçâ¼ðòûâàíèÿ êëþ÷à çàäà¼òñÿ ðåêóððåíòíûì ñîîòíîøåíèåì ïîðÿä-
êà 2;

2) ìàòðèöà ïðåîáðàçîâàíèÿ h â ñòàíäàðòíîì áàçèñå òàêîâà, ÷òî ñóùåñòâóþò
l, j1, j2 ∈ {1, . . . , n}, j1 ̸= j2, óäîâëåòâîðÿþùèå óñëîâèþ

h
(−1)
l,j1

= h
(−1)
l,j2

, h
(−1)
l,j1
̸= 0. (1)

Çàôèêñèðóåì ëèíåéíîå ïðåîáðàçîâàíèå h è ýëåìåíòû l, j1, j2 ∈ {1, . . . , n}, äëÿ êî-
òîðûõ ñïðàâåäëèâû ñîîòíîøåíèÿ (1), è ïîëîæèì h(α) = hαT äëÿ êàæäîãî α ∈ Vn(2m),
ãäå T � çíàê òðàíñïîíèðîâàíèÿ.

Çàäàäèì îòîáðàæåíèÿ w : Vn(2
m)→ Vn(2) óñëîâèåì

w : α 7→ (w
(α)
1 , . . . , w(α)

n ),

ãäå äëÿ âñåõ i ∈ {1, . . . , n}, α = (α1, . . . , αn) ∈ Vn(2m) ñïðàâåäëèâî ðàâåíñòâî

w
(α)
i = I(αi ̸= 0).

Î÷åâèäíî, ÷òî
w(α(1) ⊕ α(2)) = w(s(α(1))⊕ s(α(2))) (2)

äëÿ âñåõ α(1), α(2) ∈ Vn(2
m), s ∈ S(Vn(2

m)). Îòìåòèì, ÷òî ðàâåíñòâî (2) ïðèìåíÿåòñÿ
â àòàêå [2] íà 6-ðàóíäîâûé àëãîðèòì áëî÷íîãî øèôðîâàíèÿ AES íà îñíîâå ïîäõîäà
¾yoyo¿. Åãî ìîäèôèêàöèÿ èñïîëüçîâàíà òàêæå â àòàêå ìåòîäîì áóìåðàíãà íà 4-ðàóí-
äîâûé àëãîðèòì øèôðîâàíèÿ LILLIPUT-TBC-II-256.

Â äàííîé ðàáîòå àíàëèçèðóåòñÿ 6-ðàóíäîâûé XSL-àëãîðèòì áëî÷íîãî øèôðîâà-
íèÿ íà îñíîâå êîìáèíèðîâàíèÿ ìåòîäîâ âñòðå÷è ïîñåðåäèíå, íåâîçìîæíûõ ðàçíîñòåé,
à òàêæå ñ èñïîëüçîâàíèåì ìîäèôèêàöèé ðàâåíñòâà (2). Ñíà÷àëà íà îñíîâå îáîáùå-
íèÿ ìåòîäà âñòðå÷è ïîñåðåäèíå ôîðìèðóåòñÿ ìíîæåñòâî K1 êàíäèäàòîâ â ðàóíäîâûå
êëþ÷è ïåðâîãî ðàóíäà. Äàëåå äëÿ ïîëó÷åíèÿ ìíîæåñòâà K6 êàíäèäàòîâ â ðàóíäîâûå
êëþ÷è øåñòîãî ðàóíäà ñòðîèòñÿ ðàçëè÷èòåëü, îñíîâàííûé íà àëãîðèòìå íàõîæäåíèÿ
íåâîçìîæíûõ ðàçíîñòåé èç ðàáîòû [3], à òàêæå íà ñëåäóþùèõ óòâåðæäåíèÿõ.

Ëåììà 1. Ïóñòü ìàòðèöà ïðåîáðàçîâàíèÿ h â ñòàíäàðòíîì áàçèñå òàêîâà, ÷òî
ñóùåñòâóþò l, j1, j2 ∈ {1, . . . , n}, j1 ̸= j2, óäîâëåòâîðÿþùèå óñëîâèþ (1). Òîãäà äëÿ âñåõ
α ∈ Vn(2m), k ∈ Vn(2m), δ ∈ F2m \ {αj1} óðàâíåíèå

(s̃−1h−1(α⊕ x · ε(j2) ⊕ k)⊕ s̃−1h−1(α⊕ δ · ε(j1) ⊕ (x⊕ δ) ε(j2) ⊕ k))l = 0

èìååò 2m ðåøåíèé îòíîñèòåëüíî x ∈ F2m .

Óòâåðæäåíèå 1. Ïóñòü α(1), α(2), k(1), k(2) �ïðîèçâîëüíûå ýëåìåíòû ïðîñòðàí-
ñòâà Vn(2

m), β(i) = k(2) ⊕ hs(k(1) ⊕ h(α(i))) äëÿ i = 1, 2. Òîãäà ñïðàâåäëèâî ðàâåíñòâî

w(h−1(β(1) ⊕ β(2))) = w(h(α(1) ⊕ α(2))). (3)
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Çàìåòèì, ÷òî ðàâåíñòâî (3) ÿâëÿåòñÿ ìîäèôèêàöèåé ðàâåíñòâà (2).
Ïîñëå ïîëó÷åíèÿ ìíîæåñòâ K1, K6 äëÿ íàõîæäåíèÿ êëþ÷à äîñòàòî÷íî âûïîëíèòü

|K1| · |K6| øèôðîâàíèé.
Ïîêàçàíî, ÷òî äëÿ àòàêè òðåáóåòñÿ 2m(n−1) òåêñòîâ, 22m+1 áèò ïàìÿòè. Å¼ òðóäî¼ì-

êîñòü îöåíèâàåòñÿ êàê

7 · 17n−2 · 22nm−n+2 · 101−n ·
(
1− n

2m − 1

)d
çàøèôðîâàíèé, ãäå d�÷èñëî ïîâòîðÿþùèõñÿ ýëåìåíòîâ â êàæäîì ñòîëáöå ìàòðèöû
ëèíåéíîãî ïðåîáðàçîâàíèÿ h. Âåðîÿòíîñòü óñïåõà ðàâíà 0,7. Ïîëó÷åííûå ðåçóëüòàòû
ïîäòâåðæäåíû íà ìîäåëüíîì XSL-àëãîðèòìå áëî÷íîãî øèôðîâàíèÿ SMALL-XSL ïðè
n = m = 4. Îòìåòèì, ÷òî ïðåäëîæåííàÿ àòàêà îòëè÷àåòñÿ îáùíîñòüþ è ïðèìåíèìà
äëÿ ëþáîãî XSL-àëãîðèòìà èç ðàññìàòðèâàåìîãî êëàññà.
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ÄÅÑßÒÜ ËÅÒ ÌÅÆÄÓÍÀÐÎÄÍÎÉ ÎËÈÌÏÈÀÄÅ
ÏÎ ÊÐÈÏÒÎÃÐÀÔÈÈ NSUCRYPTO1

Í.Í. Òîêàðåâà

Ðàáîòà ïîñâÿùåíà èñòîðèè ðàçâèòèÿ Ìåæäóíàðîäíîé îëèìïèàäû ïî êðèïòîãðà-
ôèè Non-Stop University CRYPTO, å¼ îòêðûòûì ïðîáëåìàì è ðåçóëüòàòàì.

Êëþ÷åâûå ñëîâà: NSUCRYPTO, îëèìïèàäà, êðèïòîãðàôèÿ.

Ìåæäóíàðîäíàÿ îëèìïèàäà ïî êðèïòîãðàôèè NSUCRYPTO îòìåòèëà ñâîé þáèëåé.
Èñòîðèÿ îëèìïèàäû íà÷àëàñü â 2014 ã., êîãäà íàøà íîâîñèáèðñêàÿ êîìàíäà ïðèäóìà-
ëà è âîïëîòèëà èäåþ èññëåäîâàòåëüñêîé êðèïòîãðàôè÷åñêîé îëèìïèàäû. Ñ òåõ ïîð
êàæäûé îêòÿáðü îëèìïèàäà ñîáèðàåò ñâîèõ ó÷àñòíèêîâ è ñòîðîííèêîâ.

Non-Stop University CRYPTO� ýòî åäèíñòâåííàÿ ìåæäóíàðîäíàÿ îëèìïèàäà ïî
êðèïòîãðàôèè, êîòîðàÿ îáúåäèíÿåò ïðîôåññèîíàëîâ, ñòóäåíòîâ è øêîëüíèêîâ ñî âñåãî
ìèðà. Ïðèíÿòü ó÷àñòèå â îëèìïèàäå ìîæåò ëþáîé æåëàþùèé, íåçàâèñèìî îò ãåîãðà-
ôè÷åñêîãî ïîëîæåíèÿ. Îôèöèàëüíûé ÿçûê îëèìïèàäû� àíãëèéñêèé. Öåëü îëèìïèà-
äû� ïðèâëå÷ü ìîëîäûõ èññëåäîâàòåëåé ê ðåøåíèþ âîïðîñîâ ñîâðåìåííîé êðèïòîãðà-
ôèè. Åæåãîäíî îëèìïèàäà ïðîâîäèòñÿ îíëàéí â äâà íåçàâèñèìûõ ðàóíäà: èíäèâèäó-
àëüíûé è êîìàíäíûé. Ïðîãðàììíûé êîìèòåò ñîñòîèò èç ðîññèéñêèõ è çàðóáåæíûõ

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè � 075-15-2022-282.
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ñïåöèàëèñòîâ, êîòîðûå ÿâëÿþòñÿ ýêñïåðòàìè â ðàçëè÷íûõ îáëàñòÿõ êðèïòîãðàôèè è
äèñêðåòíîé ìàòåìàòèêè. Òåìàòèêà çàäà÷ îáøèðíà. Â çàäà÷àõ âñòðå÷àþòñÿ êëàññè÷å-
ñêèå êðèïòîãðàôè÷åñêèå ïðèìèòèâû è àëãîðèòìû, èçâåñòíûå è íîâûå øèôðû, îíëàéí-
øèôðìàøèíû, ïàðîëè è äâîè÷íûå ñòðîêè, êîìïîíåíòû øèôðîâ è äèñêðåòíûå ôóíê-
öèè, êðèïòîãðàôè÷åñêèå ïðîòîêîëû, êâàíòîâûå ñõåìû è àëãîðèòìû, ýëëèïòè÷åñêèå
êðèâûå, áëîê÷åéí-ñèñòåìû è êðèïòîâàëþòû, ýëåìåíòû ñòåãàíîãðàôèè è ìàñêèðîâà-
íèÿ, ýëåìåíòû ðåàëèçàöèÿ ôóíêöèé íà ìèêðîñõåìå, êðèïòîàíàëèç è ìíîãîå äðóãîå.

Âñå äåñÿòü ïðîøåäøèõ îëèìïèàä áûëè óñïåøíûìè. Çà äåñÿòü ëåò ïîáåäèòåëÿìè è
ïðèç¼ðàìè îëèìïèàäû ñòàëè ïðåäñòàâèòåëè 36 ñòðàí, òîãäà êàê îáùåå ÷èñëî ñòðàí-
ó÷àñòíèö ïðåâûñèëî 70. Â îáùåì ìåäàëüíîì çà÷åòå ëèäèðóþò Ðîññèÿ, Âüåòíàì, Ðó-
ìûíèÿ, Ãåðìàíèÿ, Èíäèÿ, Êèòàé è Âåíãðèÿ.

Îòìåòèì íåêîòîðûå îñîáåííîñòè ïðîøåäøèõ îëèìïèàä. Â 2014 ã. îëèìïèàäà áûëà
åù¼ ñèáèðñêîé, ñ 2016 ã. ñòàëà ìåæäóíàðîäíîé. Â 2020 ã. îëèìïèàäó îòêðûâàëà âèäåî-
ëåêöèÿ îò îäíîãî èç ÷ëåíîâ ïðîãðàììíîãî êîìèòåòà, à â 2021 ã. îëèìïèàäà áûëà ïîñâÿ-
ùåíà 100-ëåòèþ Êðèïòîãðàôè÷åñêîé ñëóæáû Ðîññèè. Â 2023 ã. â îëèìïèàäå ïðèíÿëè
ó÷àñòèå áîëåå 1100 ñòóäåíòîâ, øêîëüíèêîâ è ïðîôåññèîíàëîâ èç 44 ñòðàí ìèðà. Òðà-
äèöèîííî áîëåå 95% âñåõ ó÷àñòíèêîâ � â âîçðàñòå äî 40 ëåò.

Îòêðûòûå ïðîáëåìû äëÿ ó÷àñòíèêîâ îëèìïèàäû ïðåäëàãàþò êàê îòå÷åñòâåííûå
êðèïòîãðàôû, òàê è ïðåäñòàâèòåëè çàðóáåæíûõ øêîë, íàïðèìåð ðàçðàáîò÷èêè ñòàí-
äàðòîâ AES, SHA-3, 3DES, Chaskey MAC è äð. Çà äåñÿòü ëåò íà îëèìïèàäå áûëî ïðåä-
ñòàâëåíî 36 íåðåø¼ííûõ çàäà÷, 13 èç êîòîðûõ áûëè ïîëíîñòüþ èëè ÷àñòè÷íî ðåøåíû
ó÷àñòíèêàìè. Êàæäûé ãîä ïî ñëåäàì îëèìïèàäû âûõîäèò íàó÷íàÿ ñòàòüÿ ñ ðàçáîðîì
ðåøåíèé çàäà÷ îëèìïèàäû, íî íå òîëüêî: åæåãîäíî ïîÿâëÿþòñÿ è äðóãèå ïóáëèêàöèè,
ñâÿçàííûå ñ ðåøåíèåì îòêðûòûõ ïðîáëåì îëèìïèàäû.

NSUCRYPTO ÿâëÿåòñÿ åäèíñòâåííîé îëèìïèàäîé îò Ðîññèè (è îäíîé èç ñåìíàäöà-
òè ïî âñåìó ìèðó), êîòîðàÿ ó÷èòûâàåòñÿ â ðåéòèíãå âóçîâ ïðè àíàëèçå ïîáåä ñòóäåíòîâ
â ìåæäóíàðîäíûõ îëèìïèàäàõ ïî ðàçíûì îáëàñòÿì íàóêè; ðåéòèíã ïîäãîòîâëåí ïðè
ïîääåðæêå Ðîññèéñêîãî ñîþçà ðåêòîðîâ. Ïîáåäû ñòóäåíòîâ íà NSUCRYPTO òàêæå
ó÷èòûâàþòñÿ â ðåéòèíãå âóçîâ RAEX-100.

Â 2024 ã. îðãàíèçàòîðàìè è ïàðòí¼ðàìè îëèìïèàäû âûñòóïàþò Êðèïòîãðàôè÷åñêèé
öåíòð (ã. Íîâîñèáèðñê), Íàöèîíàëüíûé òåõíîëîãè÷åñêèé öåíòð öèôðîâîé êðèïòîãðà-
ôèè, Íîâîñèáèðñêîé ãîñóäàðñòâåííûé óíèâåðñèòåò, Ñåâåðî-Çàïàäíûé öåíòð ìàòåìà-
òè÷åñêèõ èññëåäîâàíèé èìåíè Ñîôüè Êîâàëåâñêîé, Óíèâåðñèòåò ã. Ë¼âåíà (Áåëüãèÿ),
êîìïàíèè ¾Êðèïòîíèò¿ è ¾Àêòèâ¿, Þæíûé ôåäåðàëüíûé óíèâåðñèòåò, Áåëîðóññêèé
ãîñóäàðñòâåííûé óíèâåðñèòåò, Òîìñêèé ãîñóäàðñòâåííûé óíèâåðñèòåò.

Ìû ïðèãëàøàåì íàøèõ ñòàðûõ è íîâûõ äðóçåé ê ó÷àñòèþ â îëèìïèàäå 2024 ã. [1],
à òàêæå àíîíñèðóåì âûõîä êíèãè [2] ê þáèëåþ îëèìïèàäû.

ËÈÒÅÐÀÒÓÐÀ

1. Ñàéò Îëèìïèàäû www.nsucrypto.nsu.ru.

2. Tokareva N. International Olympiad in Cryptography � NSUCRYPTO. History, Persons,
Problems, and Solutions. Monography, to appear. 2024.



Ìàòåìàòè÷åñêèå ìåòîäû êðèïòîãðàôèè 119

ÓÄÊ 004.056 DOI 10.17223/2226308X/17/28

ÀÍÀËÈÇ ÏÀÐÀÌÅÒÐÎÂ
ÏÎÑÒÊÂÀÍÒÎÂÎÉ ÑÕÅÌÛ ÏÎÄÏÈÑÈ ÃÈÏÅÐÈÊÓÌ

Î.Þ. Òóð÷åíêî, Ñ. Ð. Óñìàíîâ

Ðàáîòà ïîñâÿùåíà àíàëèçó ïàðàìåòðîâ ïîñòêâàíòîâûõ ñõåì ïîäïèñè íà îñíîâå õå-
øåé áåç ñîõðàíåíèÿ ñîñòîÿíèÿ (SPHINCS+, SPHINCS+C è Ãèïåðèêóì). Ïðåäëàãà-
þòñÿ íîâûå íàáîðû ïàðàìåòðîâ, îáåñïå÷èâàþùèå 120-áèòíóþ ñòîéêîñòü ê ïîääåë-
êå ïðîòèâ êâàíòîâîãî çëîóìûøëåííèêà. Âûáîð íàáîðîâ îñóùåñòâëÿëñÿ ñ ó÷¼òîì
ïðèêëàäíûõ õàðàêòåðèñòèê è âîçìîæíûõ îáëàñòåé ïðèìåíåíèÿ ðàññìàòðèâàåìûõ
ñõåì.

Êëþ÷åâûå ñëîâà: Ãèïåðèêóì, SPHINCS+, ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ, ñõå-

ìû ïîäïèñè.

Ñõåìû ïîäïèñè íà îñíîâå õåøåé áåç ñîõðàíåíèÿ ñîñòîÿíèÿ ÿâëÿþòñÿ îäíèìè èç íàè-
áîëåå ïåðñïåêòèâíûõ ñõåì â ïîñòêâàíòîâóþ ýïîõó. Òàê, íàïðèìåð, ñõåìà SPHINCS+ [1]
âîøëà â ôèíàë êîíêóðñà NIST [2] è ÿâëÿåòñÿ ïðîåêòîì ñòàíäàðòà FIPS 205 [3]. Äàí-
íàÿ ñõåìà èìååò ðÿä ìîäèôèêàöèé [4�6], ñðåäè êîòîðûõ ìîæíî îòìåòèòü ñõåìó Ãèïå-
ðèêóì [6], ÿâëÿþùóþñÿ ïðîåêòîì êâàíòîâî-óñòîé÷èâîé öèôðîâîé ïîäïèñè äëÿ ñòàí-
äàðòèçàöèè â Ðîññèéñêîé Ôåäåðàöèè. Íåñìîòðÿ íà àêòèâíîå èññëåäîâàíèå ïîäîáíûõ
ñõåì, âîïðîñ âûáîðà ïàðàìåòðîâ íå ðåø¼í äî êîíöà. Íàïðèìåð, àâòîðû SPHINCS+ íå
ïðèâîäÿò îáúÿñíåíèÿ âûáîðà íàáîðîâ ïàðàìåòðîâ, ïðåäëàãàåìûõ äëÿ ñòàíäàðòèçàöèè.
Íà äàííûé ìîìåíò åñòü ëèøü íåáîëüøîå ÷èñëî ðàáîò, ïîñâÿù¼ííûõ àíàëèçó ïàðàìåò-
ðîâ [7, 8]. Â [7] àâòîðû àíàëèçèðóþò õàðàêòåðèñòèêè ïîäïèñè ïðè ðàçëè÷íûõ ãðàíèöàõ
ìàêñèìàëüíîãî ÷èñëà ïîäïèñåé íà îäíîì êëþ÷å è ïðåäëàãàþò íîâûå íàáîðû ïàðàìåò-
ðîâ ñ óìåíüøåííîé ãðàíèöåé. Íåñìîòðÿ íà óëó÷øåíèå ïðèêëàäíûõ õàðàêòåðèñòèê ïîä-
ïèñè, äàííûé ïîäõîä âûçûâàåò âîïðîñû. Âî-ïåðâûõ, äëÿ óìåíüøåíèÿ ïîäïèñè â 2 ðàçà
ãðàíèöà äîëæíà áûòü ìåíåå 220, òîãäà êàê â îðèãèíàëüíîì SPHINCS+ îíà ðàâíà 264.
Â òàêîì ñëó÷àå ñõåìà íå â ïîëíîé ìåðå ÿâëÿåòñÿ ïîäïèñüþ áåç ñîõðàíåíèÿ ñîñòîÿíèÿ
è òåðÿåòñÿ öåëåñîîáðàçíîñòü èñïîëüçîâàíèÿ ìåòà-ñõåìû SPHINCS+. Íàïðèìåð, XMSS-
MT [9] ñ ìèíèìàëüíûì íàáîðîì ïàðàìåòðîâ ïîçâîëÿåò ïîäïèñûâàòü äî 220 ïîäïèñåé
è îáëàäàåò áîëåå ýôôåêòèâíûìè ïðèêëàäíûìè õàðàêòåðèñòèêàìè. Âî-âòîðûõ, àâòî-
ðû [7] ïðè ïîäáîðå ïàðàìåòðîâ íå ïðèäàþò çíà÷åíèÿ âðåìåíè ôîðìèðîâàíèÿ ïîäïèñè è
ïðèîðèòåçèðóþò ñêîðîñòü å¼ ïðîâåðêè. Òàêîé ïîäõîä îáîñíîâûâàåòñÿ òåì, ÷òî ¾ïîäïè-
ñàíèå ïðîèñõîäèò íå÷àñòî¿. Îäíàêî äëÿ òàêèõ óñòðîéñòâ, êàê ñìàðò-êàðòû, ïëàò¼æíûå
êàðòû è HSM, âðåìÿ ôîðìèðîâàíèÿ ïîäïèñè ÿâëÿåòñÿ íàèáîëåå çíà÷èìîé õàðàêòåðè-
ñòèêîé. Â ðàáîòå [8] ïðåäëàãàþòñÿ àëüòåðíàòèâíûå íàáîðû ïàðàìåòðîâ äëÿ ðàçëè÷íûõ
óðîâíåé ñòîéêîñòè, íî ïðè ýòîì èãíîðèðóåòñÿ ñêîðîñòü ïðîâåðêè ïîäïèñè. Àâòîðû òàê-
æå íå ïðèâîäÿò îïèñàíèå âûáîðà äàííûõ íàáîðîâ.

Â íàñòîÿùåé ðàáîòå îïèñûâàåòñÿ ìåòîä âûáîðà ïàðàìåòðîâ. Â ñèëó òîãî, ÷òî ñõåìà
Ãèïåðèêóì èñïîëüçóåò õåø-ôóíêöèþ, ñîãëàñíî ÃÎÑÒ 34.11-2018 [10], ñ äëèíîé âûõîäà
256 áèò, èññëåäîâàëèñü òîëüêî íàáîðû ïàðàìåòðîâ, îáåñïå÷èâàþùèå 120-áèòíóþ ñòîé-
êîñòü ê ïîääåëêå ïðîòèâ êâàíòîâîãî çëîóìûøëåííèêà (äëÿ ïîëó÷åíèÿ íàáîðîâ ïàðà-
ìåòðîâ ñî ñòîéêîñòüþ îêîëî 96 èëè 64 íåîáõîäèìî èñïîëüçîâàòü õåø-ôóíêöèè ñ äëèíîé
âûõîäà 196 è 128 áèò ñîîòâåòñòâåííî). Â òàáëèöå ïðèâåäåíû ïîëó÷åííûå íàáîðû ïàðà-
ìåòðîâ. Ïåðâûå ïÿòü ñòîëáöîâ îòâå÷àþò çà âíóòðåííèå ïàðàìåòðû ñõåìû, îïèñàííûå
â [1]. Â ñòîëáöå ¾Ïîäïèñü¿ óêàçàí ðàçìåð ïîäïèñè â áàéòàõ. Ñòîëáöû ¾H äëÿ ïîä.¿
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è ¾H äëÿ ïðîâ.¿ îáîçíà÷àþò ïðèáëèçèòåëüíîå ÷èñëî âûçîâîâ ôóíêöèè õåøèðîâàíèÿ
äëÿ ôîðìèðîâàíèÿ è ïðîâåðêè ïîäïèñè ñîîòâåòñòâåííî.

Òèï h d b k w Ïîäïèñü, áàéò H äëÿ ïîä. H äëÿ ïðîâ.
Áûñòð. ïîäïèñü 66 22 9 36 16 58 460 217 946 11 645
Ìàë. ïîäïèñü 68 4 18 14 16 18 292 544 472 693 2 350
Ïî óìîë÷àíèþ 64 8 14 21 16 28 068 2 770 880 4 440

Íàáîð ¾Áûñòð. ïîäïèñü¿ áëèçîê ê íàáîðó 256f èç SPHINCS+, íî âû÷èñëÿåò ïîä-
ïèñü áûñòðåå â 1,45 ðàç çà ñ÷¼ò óâåëè÷åíèÿ ðàçìåðà ïîäïèñè â 1,2 ðàçà. Íàáîð ¾Ìàë.
ïîäïèñü¿ ïîäðàçóìåâàåò èñïîëüçîâàíèå â îáëàñòÿõ, ãäå âðåìÿ ïîäïèñè íå ÿâëÿåòñÿ ñó-
ùåñòâåííûì (íàïðèìåð, äëÿ äîâåðåííîé çàãðóçêè). Ñòîèò îòìåòèòü, ÷òî, íåñìîòðÿ íà
íåçíà÷èòåëüíîå óâåëè÷åíèå ïîäïèñè îòíîñèòåëüíî íàáîðà 128f, äàííûé íàáîð îáëàäà-
åò â 2 ðàçà áîëüøåé ñòîéêîñòüþ. Íàáîð ¾Ïî óìîë÷àíèþ¿ ÿâëÿåòñÿ ïðîìåæóòî÷íûì
ìåæäó íîâûìè íàáîðàìè; îí î÷åíü áëèçîê ê íàáîðó 256s, íî ïðåâîñõîäèò åãî ïî âñåì
õàðàêòåðèñòèêàì.
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ÏÐÅÎÁÐÀÇÎÂÀÍÈÉ ÀËÃÎÐÈÒÌÎÂ ØÈÔÐÎÂÀÍÈß TEA1 È TEA2

Ï.À. ×åæåãîâà, À.Ì. Êîðåíåâà, Ì.Â. Ïîëÿêîâ, Ã. Â. Ôèðñîâ

Ñ èñïîëüçîâàíèåì ìàòðè÷íî-ãðàôîâîãî ïîäõîäà èññëåäóþòñÿ ïåðåìåøèâàþùèå
ñâîéñòâà ðåãèñòðîâûõ ïðåîáðàçîâàíèé ïîòî÷íûõ àëãîðèòìîâ øèôðîâàíèÿ TEA1
è TEA2 ñòàíäàðòà öèôðîâîé òðàíêèíãîâîé ðàäèîñâÿçè TETRA. Ïîëó÷åíû çíà÷å-
íèÿ ýêñïîíåíòîâ ïåðåìåøèâàþùèõ ìàòðèö, ñîîòâåòñòâóþùèõ ðåãèñòðîâûì ïðåîá-
ðàçîâàíèÿì èññëåäóåìûõ àëãîðèòìîâ. Ðåçóëüòàòû ìîãóò áûòü èñïîëüçîâàíû äëÿ
îöåíêè ÷èñëà òàêòîâ ðàáîòû ðåãèñòðîâ ïðåîáðàçîâàíèÿ êëþ÷à â àëãîðèòìàõ ïî-
òî÷íîãî øèôðîâàíèÿ, íåîáõîäèìûõ äëÿ îáåñïå÷åíèÿ ñóùåñòâåííîé çàâèñèìîñòè
êàæäîãî áèòà âûõîäíîé ïîñëåäîâàòåëüíîñòè îò âñåõ áèòîâ êëþ÷à.
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Êëþ÷åâûå ñëîâà: ìàòðè÷íî-ãðàôîâûé ïîäõîä, ïåðåìåøèâàþùèå ñâîéñòâà, ýêñ-
ïîíåíò ìàòðèöû, ðåãèñòð ñäâèãà, TETRA.

1. Îïèñàíèå ïîòî÷íûõ øèôðîâ TEA1 è TEA2
TErrestrial Trunked RAdio (TETRA)� ñòàíäàðò öèôðîâîé òðàíêèíãîâîé ðàäèî-

ñâÿçè, ðàçðàáîòàííûé Åâðîïåéñêèì èíñòèòóòîì òåëåêîììóíèêàöèîííûõ ñòàíäàðòîâ
(European Telecommunications Standards Institute, ETSI). Ñòàíäàðò âêëþ÷àåò â ñåáÿ ÷å-
òûðå àëãîðèòìà ïîòî÷íîãî øèôðîâàíèÿ�TEA1, TEA2, TEA3, TEA4 (TEA�TETRA
Encryption Algorithm), êîòîðûå ïðèìåíÿþòñÿ äëÿ øèôðîâàíèÿ ãîëîñîâûõ ñîîáùåíèé.
Â äàííîé ðàáîòå ðàññìîòðåíû àëãîðèòìû TEA1 è TEA2, ðàçðàáîòàííûå â 1996�1997 ãã.
Ñïåöèôèêàöèè àëãîðèòìîâ TEA1, TEA2 è TEA3 âïåðâûå áûëè îïóáëèêîâàíû â 2023 ã.
íåçàâèñèìîé ãðóïïîé èññëåäîâàòåëåé èç Midnight Blue [1]. Ñïåöèôèêàöèÿ TEA4 îòñóò-
ñòâóåò â îòêðûòûõ èñòî÷íèêàõ, à îöåíêà ñâîéñòâ àëãîðèòìà TEA3 ÿâëÿåòñÿ ïðåäìåòîì
äàëüíåéøåãî èññëåäîâàíèÿ.

Ãåíåðàòîð ãàììû àëãîðèòìîâ øèôðîâàíèÿ TEA1 è TEA2 ïîñòðîåí íà îñíîâå äâóõ
ðåãèñòðîâ ñäâèãà ñ îáðàòíîé ñâÿçüþ íàä âåêòîðíûì ïðîñòðàíñòâîì V8, îäèí èç êîòîðûõ
ÿâëÿåòñÿ ðåãèñòðîì, âûïîëíÿþùèì ïðåîáðàçîâàíèå êëþ÷à (äàëåå � ðåãèñòð ïðåîáðà-
çîâàíèÿ êëþ÷à). Äëèíà äàííîãî ðåãèñòðà äëÿ TEA1 ðàâíà 4, äëÿ TEA2� 10. Ðåãèñòð
ïðåîáðàçîâàíèÿ êëþ÷à èíèöèàëèçèðóåòñÿ 80-áèòíûì êëþ÷îì, îäíàêî â ñëó÷àå àëãî-
ðèòìà TEA1 êëþ÷ ïðåäâàðèòåëüíî ñîêðàùàåòñÿ äî ïîñëåäíèõ 32 áèò, ïðåîáðàçîâàííûõ
ñ èñïîëüçîâàíèåì s-áîêñà.

Ââåä¼ì ñëåäóþùèå îáîçíà÷åíèÿ: V8 �ìíîæåñòâî 8-ìåðíûõ äâîè÷íûõ âåêòîðîâ;⊕�
îïåðàöèÿ ïîêîìïîíåíòíîãî ñëîæåíèÿ âåêòîðîâ èç V8 ïî ìîäóëþ 2.

Â àëãîðèòìå TEA1 äëÿ ïðåîáðàçîâàíèÿ êëþ÷à èñïîëüçóåòñÿ ðåãèñòð R1 ñ îäíîé
îáðàòíîé ñâÿçüþ (ðèñ. 1).

Ðèñ. 1. Ðåãèñòð R1

Ïóñòü (Xk0 , . . . , Xk3)�íà÷àëüíîå ñîñòîÿíèå ðåãèñòðà R1, ãäå Xk0 , . . . , Xk3 ∈ V8.
Òîãäà ïðåîáðàçîâàíèå φ1 ìíîæåñòâà ñîñòîÿíèé ðåãèñòðà èìååò âèä

φ1(Xk0 , . . . , Xk3) = (Xk1 , Xk2 , Xk3 , S1(Xk0 ⊕Xk3)),

ãäå S1 �ôóíêöèÿ s-áîêñà àëãîðèòìà TEA1.
Â àëãîðèòìå TEA2 äëÿ ïðåîáðàçîâàíèÿ êëþ÷à èñïîëüçóåòñÿ ðåãèñòð R2 ñ îäíîé

îáðàòíîé ñâÿçüþ (ðèñ. 2).

Ðèñ. 2. Ðåãèñòð R2
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Ïóñòü (Xk0 , . . . , Xk9)�íà÷àëüíîå ñîñòîÿíèå ðåãèñòðà R2, ãäå Xk0 , . . . , Xk9 ∈ V8. Òî-
ãäà ïðåîáðàçîâàíèå φ2 ìíîæåñòâà ñîñòîÿíèé ðåãèñòðà èìååò âèä

φ2(Xk0 , . . . , Xk9) = (Xk1 , . . . , Xk9 , S2(Xk0 ⊕Xk7)),

ãäå S2 �ôóíêöèÿ s-áîêñà àëãîðèòìà TEA2.

2. Ìåòîäîëîãèÿ èññëåäîâàíèÿ è ïîëó÷åííûå ðåçóëüòàòû
Èñïîëüçóåì ìàòðè÷íî-ãðàôîâûé ïîäõîä [2�5], ïîçâîëÿþùèé îöåíèòü íàèìåíüøóþ

ãëóáèíó êîìïîçèöèè ôóíêöèé, ïðè êîòîðîé âîçìîæíî ïîëíîå ïåðåìåøèâàíèå � çàâè-
ñèìîñòü êàæäîãî áèòà âûõîäíîãî çíà÷åíèÿ îò âñåõ áèòîâ âõîäíîãî âåêòîðà (â äàííîé
ðàáîòå � áèòîâ êëþ÷à). Ìàòðè÷íî-ãðàôîâûé ïîäõîä îñíîâàí íà ïîñòðîåíèè ïåðåìå-
øèâàþùåé ìàòðèöû ïðåîáðàçîâàíèÿ� êâàäðàòíîé ìàòðèöû (mij), ãäå mij = 1 òîãäà
è òîëüêî òîãäà, êîãäà i-ÿ êîîðäèíàòà âûõîäíîãî çíà÷åíèÿ ñóùåñòâåííî çàâèñèò îò j-é
êîîðäèíàòû âõîäíîãî âåêòîðà. Çàòåì äëÿ ïîñòðîåííîé ìàòðèöû íàõîäèòñÿ çíà÷åíèå å¼
ýêñïîíåíòà � íàèìåíüøåé ñòåïåíè, â êîòîðîé îíà ÿâëÿåòñÿ ïîëîæèòåëüíîé, òî åñòü íå
ñîäåðæèò íóëåâûõ ýëåìåíòîâ [2].

Ïîñòðîåíû ïåðåìåøèâàþùèå ìàòðèöû M1 ðàçìåðà 32 × 32 è M2 ðàçìåðà 80 × 80
äëÿ àëãîðèòìîâ TEA1 è TEA2 ñîîòâåòñòâåííî. Äëÿ êàæäîé ìàòðèöû íàéäåíî çíà÷åíèå
ýêñïîíåíòà: expM1 = 6, expM2 = 34.

3. Âûâîäû
Ïîëó÷åííûå ðåçóëüòàòû äàþò íèæíþþ îöåíêó ÷èñëà òàêòîâ ðàáîòû ðåãèñòðîâ ïðå-

îáðàçîâàíèÿ êëþ÷à, ïðè êîòîðîì äîñòèãàåòñÿ ïîëíîå ïåðåìåøèâàíèå.
Â ñòàíäàðòå TETRA â êëþ÷åâîì ïðåîáðàçîâàíèè øèôðà TEA1 ðåãèñòð R1 âûðàáà-

òûâàåò ïåðâûé áàéò ãàììû çà 54 òàêòà ðàáîòû, à ïîñëåäóþùèå� çà 19 òàêòîâ. Â êëþ-
÷åâîì ïðåîáðàçîâàíèè øèôðà TEA2 ïåðâûé áàéò ãàììû âûðàáàòûâàåòñÿ çà 51 òàêò,
ïîñëåäóþùèå� òàêæå çà 19. Íàøè ðåçóëüòàòû íå ïðîòèâîðå÷àò âûáðàííûì ðàçðàáîò-
÷èêàìè ïàðàìåòðàì àëãîðèòìîâ. Â òî æå âðåìÿ ïðåäñòàâëÿåòñÿ âîçìîæíûì èñïîëü-
çîâàíèå ðåãèñòðîâûõ ïðåîáðàçîâàíèé êëþ÷à ðàññìîòðåííûõ àëãîðèòìîâ ñ ìåíüøèì
êîëè÷åñòâîì òàêòîâ õîëîñòîãî õîäà áåç óõóäøåíèÿ ïåðåìåøèâàþùèõ ñâîéñòâ äëÿ êðèï-
òîãðàôè÷åñêèõ ïðèëîæåíèé â óñëîâèÿõ îãðàíè÷åííûõ ðåñóðñîâ.
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Èññëåäóþòñÿ ñèñòåìû íåêîììóòàòèâíûõ ñèìâîëüíûõ ëèíåéíûõ îäíîðîäíûõ óðàâ-
íåíèé, êîòîðûå èíòåðïðåòèðóþòñÿ êàê ëèíåéíûå ãðàììàòèêè ôîðìàëüíûõ ÿçû-
êîâ. Òàêèå ñèñòåìû ðåøàþòñÿ â âèäå ôîðìàëüíûõ ñòåïåííûõ ðÿäîâ (ÔÑÐ), âû-
ðàæàþùèõ íåòåðìèíàëüíûå ñèìâîëû ÷åðåç òåðìèíàëüíûå ñèìâîëû àëôàâèòà è
ðàññìàòðèâàåìûõ êàê ëèíåéíûå ÿçûêè. Âñÿêîìó ÔÑÐ ïîñòàâëåí â ñîîòâåòñòâèå
åãî êîììóòàòèâíûé îáðàç, êîòîðûé ïîëó÷àåòñÿ â ïðåäïîëîæåíèè, ÷òî âñå ñèìâîëû
îáîçíà÷àþò êîììóòàòèâíûå ïåðåìåííûå, äåéñòâèòåëüíûå èëè êîìïëåêñíûå. Ðàñ-
ñìàòðèâàþòñÿ ñèñòåìû óðàâíåíèé, êîòîðûå ìîãóò èìåòü áåñêîíå÷íîå ìíîæåñòâî
ðåøåíèé, ïàðàìåòðèçóåìûõ íå ïðîèçâîëüíûìè ÷èñëàìè, à ïðîèçâîëüíûìè ÔÑÐ.
Îöåíåíî êîëè÷åñòâî òàêèõ ïàðàìåòðîâ, ÷òî äà¼ò íåêîììóòàòèâíûé àíàëîã èçâåñò-
íîãî ôàêòà òåîðèè ëèíåéíûõ óðàâíåíèé.

Êëþ÷åâûå ñëîâà: ñèñòåìû ëèíåéíûõ îäíîðîäíûõ óðàâíåíèé, íåêîììóòàòèâ-

íûå ïåðåìåííûå, ôîðìàëüíûé ñòåïåííîé ðÿä, êîììóòàòèâíûé îáðàç.

Òåîðèÿ ôîðìàëüíûõ ÿçûêîâ èìååò î÷åíü âàæíîå çíà÷åíèå â îáëàñòè èíôîðìàöèîí-
íûõ òåõíîëîãèé è ïðîãðàììèðîâàíèÿ, ïîñêîëüêó íà å¼ îñíîâå ðåàëèçóþòñÿ àëãîðèòìû
ìàøèííîãî ïåðåâîäà òåêñòîâ è àíàëèçà ÿçûêîâ ïðîãðàììèðîâàíèÿ. Âñå ýòè àëãîðèò-
ìû èñïîëüçóþò âçàèìîñâÿçè ÿçûêà (êàê ìíîæåñòâà âîçìîæíûõ òåêñòîâ) ñ ãðàììàòè-
êîé (ñâîäîì ôîðìàëüíûõ ïðàâèë, îïðåäåëÿþùèõ ÿçûêîâûå êîíñòðóêöèè). Âî ìíîãèõ
îáëàñòÿõ íóæíû áûñòðûå êà÷åñòâåííûå àëãîðèòìû ôîðìàëüíûõ ïîñòðîåíèé ãðàììà-
òèêè ïî ÿçûêó è ÿçûêà ïî ãðàììàòèêå, à òàêæå ñèíòàêñè÷åñêîãî àíàëèçà êîíñòðóêöèé,
êîòîðûå íåâîçìîæíû áåç ñåðü¼çíîãî òåîðåòè÷åñêîãî îáîñíîâàíèÿ.

Êîíòåêñòíî-ñâîáîäíûå, â ÷àñòíîñòè ëèíåéíûå, ãðàììàòèêè àêòèâíî èñïîëüçóþò-
ñÿ äëÿ ðåøåíèÿ çàäà÷, ñâÿçàííûõ ñ ðàçðàáîòêîé ôîðìàëüíûõ ÿçûêîâ è àíàëèçàòîðîâ
ñèíòàêñè÷åñêèõ êîíñòðóêöèé [1�3]. Îäíèì èç îñíîâíûõ äîñòîèíñòâ êîíòåêñòíî-ñâîáîä-
íûõ è ëèíåéíûõ ãðàììàòèê ÿâëÿåòñÿ îòíîñèòåëüíàÿ êîìïàêòíîñòü ïðåäñòàâëåíèÿ ïðè
âîçìîæíîñòè çàäàíèÿ áîëüøîãî îáú¼ìà ÿçûêîâ [4, 5].

Ïðîäîëæàÿ èññëåäîâàíèå, íà÷àòîå â ðàáîòàõ [1, 2], ðàññìîòðèì îäíîðîäíóþ ñèñòåìó
ñèìâîëüíûõ ëèíåéíûõ óðàâíåíèé ñ ïîëèíîìèàëüíûìè êîýôôèöèåíòàìè

ai1(x)z1bi1(x) + . . .+ ain(x)znbin(x) = 0, i = 1, . . . , k, (1)

êîòîðàÿ ðåøàåòñÿ îòíîñèòåëüíî íåêîììóòàòèâíûõ ñèìâîëîâ z = (z1, . . . , zn) â âèäå
ÔÑÐ, çàâèñÿùèõ îò íåêîììóòàòèâíûõ ñèìâîëîâ x = (x1, . . . , xm), ãäå aij(x), bij(x)�
ìíîãî÷ëåíû [3, 4].

Òàêèå ñèñòåìû èìåþò ïðèëîæåíèÿ â òåîðèè ôîðìàëüíûõ ÿçûêîâ, ïîñêîëüêó èõ
ìîæíî ðàññìàòðèâàòü êàê ãðàììàòèêè, ïîðîæäàþùèå âàæíûé ïîäêëàññ êëàññà ëè-
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íåéíûõ ÿçûêîâ, îïðåäåëÿåìûõ êàê îäíîðîäíûìè, òàê è íåîäíîðîäíûìè ñèñòåìàìè
óðàâíåíèé [3, 4].

Ïðè ýòîì ñèìâîëû x1, . . . , xm íàçûâàþòñÿ òåðìèíàëüíûìè è ñîñòàâëÿþò ñëîâàðü
ÿçûêà, à ñèìâîëû z1, . . . , zn �íåòåðìèíàëüíûìè è ó÷àñòâóþò â çàäàíèè ãðàììàòè÷å-
ñêèõ ïðàâèë. Â ýòèõ óñëîâèÿõ äåéñòâóåò êîíêàòåíàöèÿ� íåêîììóòàòèâíîå óìíîæåíèå,
à òàêæå êîììóòàòèâíîå ôîðìàëüíîå ñëîæåíèå è êîììóòàòèâíàÿ îïåðàöèÿ óìíîæåíèÿ
íà ÷èñëà.

Ðåøàòü ñèìâîëüíóþ íåêîììóòàòèâíóþ ñèñòåìó (1) òðóäíî, ïîýòîìó ðàññìîòðèì å¼
êîììóòàòèâíûé îáðàç [1, 2, 5]. Äëÿ ýòîãî ïîñòàâèì â ñîîòâåòñòâèå ÔÑÐ s åãî êîììó-
òàòèâíûé îáðàç ci(s)� ñòåïåííîé ðÿä, êîòîðûé ïîëó÷àåòñÿ èç s â ïðåäïîëîæåíèè, ÷òî
ñèìâîëû x1, . . . , xm, à òàêæå z1, . . . , zn îáîçíà÷àþò êîììóòàòèâíûå ïåðåìåííûå, ïðèíè-
ìàþùèå çíà÷åíèÿ èç ïîëÿ äåéñòâèòåëüíûõ èëè êîìïëåêñíûõ ÷èñåë [5].

Ïîíÿòíî, ÷òî êîììóòàòèâíûì îáðàçîì ñèñòåìû (1) ÿâëÿåòñÿ ñèñòåìà êîììóòàòèâ-
íûõ óðàâíåíèé

ci(ai1(x))ci(bi1(x))z1 + . . .+ ci(ain(x))ci(bin(x))zn = 0, i = 1, . . . , k. (2)

Íàçîâ¼ì ðàíãîì ìàòðèöû, ýëåìåíòàìè êîòîðîé ÿâëÿþòñÿ ìíîãî÷ëåíû îò êîììóòà-
òèâíûõ ïåðåìåííûõ, ÷èñëî ëèíåéíî íåçàâèñèìûõ ñòîëáöîâ ìàòðèöû íàä ïîëåì êîì-
ïëåêñíûõ ÷èñåë, è äëÿ ñèñòåìû êîììóòàòèâíûõ óðàâíåíèé (2) ðàññìîòðèì å¼ ìàòðèöó(

ci(aij(x))ci(bij(x)
)
.

Â ëèíåéíîé àëãåáðå õîðîøî èçâåñòåí ñëåäóþùèé ôàêò: åñëè

rank
(
ci(aij(x))ci(bij(x))

)
= k,

òî ñèñòåìà óðàâíåíèé (2) èìååò áåñêîíå÷íîå ìíîæåñòâî ðåøåíèé, êîòîðîå ïàðàìåòðè-
çóåòñÿ t ÷èñëîâûìè ïàðàìåòðàìè (çàâèñèò îò íèõ), ïðè÷¼ì t = n− k.

Âîçâðàùàÿñü ê ñèñòåìå íåêîììóòàòèâíûõ ñèìâîëüíûõ ëèíåéíûõ óðàâíåíèé (1),
äàäèì ñëåäóþùåå îïðåäåëåíèå:

Îïðåäåëåíèå 1. Áóäåì ãîâîðèòü, ÷òî ïîëèíîìèàëüíàÿ ãðàììàòèêà (1) èìååò áåñ-
êîíå÷íîå ìíîæåñòâî ðåøåíèé (ïîðîæäàåò áåñêîíå÷íîå ìíîæåñòâî ÿçûêîâ), åñëè ìíî-
æåñòâî ðåøåíèé ñèñòåìû (1) çàâèñèò õîòÿ áû îò îäíîãî ïðîèçâîëüíîãî ÔÑÐ îò ñèìâî-
ëîâ x1, . . . , xm.

Òàê, ñèñòåìà èç äâóõ îäèíàêîâûõ óðàâíåíèé

x1z1 − z2x2 = 0

èìååò áåñêîíå÷íîå ìíîæåñòâî ðåøåíèé, ïîñêîëüêó ðåøåíèÿ

z1 = sx2, z2 = x1s

çàâèñÿò îò îäíîãî ïðîèçâîëüíîãî ÔÑÐ s îò x1, x2.
Äëÿ ñèñòåìû íåêîììóòàòèâíûõ ëèíåéíûõ óðàâíåíèé ñèòóàöèÿ, åñòåñòâåííî, ñëîæ-

íåå, ÷åì äëÿ êîììóòàòèâíûõ. Óêàçàííûé ôàêò ëèíåéíîé àëãåáðû èìååò ñëåäóþùèé
àíàëîã äëÿ íåêîììóòàòèâíîãî ñëó÷àÿ:
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Òåîðåìà 1. Åñëè äëÿ êîììóòàòèâíîãî îáðàçà (2) ñèñòåìû íåêîììóòàòèâíûõ ëè-
íåéíûõ óðàâíåíèé (1) âûïîëíåíî ðàâåíñòâî

rank
(
ci(aij(x))ci(bij(x))

)
= k,

òî èñõîäíàÿ ñèñòåìà íåêîììóòàòèâíûõ óðàâíåíèé (1) èìååò ðåøåíèÿ, çàâèñÿùèå îò t
ïðîèçâîëüíûõ ÔÑÐ, ãäå t ⩽ n− k.

Íåòðóäíî ïðèâåñòè ïðèìåðû, äëÿ êîòîðûõ íåðàâåíñòâî ñòðîãîå.
Ïîñêîëüêó ÔÑÐ, êîòîðûå ÿâëÿþòñÿ êîìïîíåíòàìè ðåøåíèÿ ñèñòåìû (1), èíòåðïðå-

òèðóþòñÿ êàê ôîðìàëüíûå ÿçûêè, òåîðåìà 1 ïîçâîëÿåò óñòàíîâèòü ñòðóêòóðó ëèíåé-
íîãî ÿçûêà, ïîðîæäàåìîãî ëèíåéíîé ãðàììàòèêîé.

ËÈÒÅÐÀÒÓÐÀ

1. Åãîðóøêèí Î.È., Êîëáàñèíà È.Â., Ñàôîíîâ Ê.Â. Î ñîâìåñòíîñòè ñèñòåì ñèìâîëüíûõ ïî-
ëèíîìèàëüíûõ óðàâíåíèé è èõ ïðèëîæåíèè // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðè-
ëîæåíèå. 2016. �9. Ñ. 119�121.

2. Egorushkin O. I., Kolbasina I. V., and Safonov K.V. On solvability of systems of symbolic
polynomial equations // Æóðí. ÑÔÓ. Ñåð. Ìàòåì. è ôèç. 2016. Ò. 9. Âûï. 2. Ñ. 166�172.

3. Ãëóøêîâ Â.Ì., Öåéòëèí Ã. Å., Þùåíêî Å.Ë. Àëãåáðà. ßçûêè. Ïðîãðàììèðîâàíèå. Êèåâ:
Íàóêîâà äóìêà, 1973.

4. Salomaa A. and Soitolla M. Automata-Theoretic Aspects of Formal Power Series. N.Y.:
Springer Verlag, 1978.

5. Ñåì¼íîâ À.Ë. Àëãîðèòìè÷åñêèå ïðîáëåìû äëÿ ñòåïåííûõ ðÿäîâ è êîíòåêñòíî-ñâîáîäíûõ
ãðàììàòèê // Äîêëàäû ÀÍ ÑÑÑÐ. 1973. �212. Ñ. 50�52.

ÓÄÊ 519.1, 004.05 DOI 10.17223/2226308X/17/31

ÏÐÈÌÅÍÅÍÈÅ ÊÎÍÅ×ÍÛÕ ÄÈÍÀÌÈ×ÅÑÊÈÕ ÑÈÑÒÅÌ
ÄËß ÇÀÙÈÒÛ ÈÍÔÎÐÌÀÖÈÈ

È ÈÍÔÎÐÌÀÖÈÎÍÍÎÉ ÁÅÇÎÏÀÑÍÎÑÒÈ

À.Â. Æàðêîâà

Ãðàôîâûå ìîäåëè çàíèìàþò âàæíîå ìåñòî â çàäà÷àõ, ñâÿçàííûõ ñ çàùèòîé èí-
ôîðìàöèè è èíôîðìàöèîííîé áåçîïàñíîñòüþ. Ðàññìàòðèâàåòñÿ êîíå÷íàÿ äèíàìè-
÷åñêàÿ ñèñòåìà, ñîñòîÿíèÿìè êîòîðîé ÿâëÿþòñÿ âñå âîçìîæíûå îðèåíòàöèè äàí-
íîãî ãðàôà, à ýâîëþöèîííàÿ ôóíêöèÿ çàäà¼òñÿ ñëåäóþùèì îáðàçîì: äèíàìè÷å-
ñêèì îáðàçîì äàííîãî îðãðàôà ÿâëÿåòñÿ îðãðàô, ïîëó÷åííûé èç èñõîäíîãî ïóò¼ì
ïåðåîðèåíòàöèè âñåõ äóã, âõîäÿùèõ â ñòîêè, äðóãèõ îòëè÷èé ìåæäó èñõîäíûì
îðãðàôîì è åãî îáðàçîì íåò. Ïðåäëàãàåòñÿ, êàê ìîæíî ïðèìåíÿòü äàííóþ ñè-
ñòåìó äëÿ çàùèòû èíôîðìàöèè è èíôîðìàöèîííîé áåçîïàñíîñòè, à èìåííî: êàê
ìîäåëü îáåñïå÷åíèÿ àóäèòà è ìîíèòîðèíãà ñîñòîÿíèÿ îáúåêòà, íàõîäÿùåãîñÿ ïîä
âîçäåéñòâèåì óãðîç íàðóøåíèÿ åãî èíôîðìàöèîííîé áåçîïàñíîñòè, è ðàññëåäîâà-
íèÿ èíöèäåíòîâ èíôîðìàöèîííîé áåçîïàñíîñòè â àâòîìàòèçèðîâàííûõ èíôîðìà-
öèîííûõ ñèñòåìàõ; êàê ìîäåëü óïðàâëåíèÿ íåïðåðûâíûì ôóíêöèîíèðîâàíèåì è
âîññòàíîâëåíèåì ñèñòåì, ïðîòèâîäåéñòâèÿ îòêàçàì â îáñëóæèâàíèè; êàê òåõíîëî-
ãèþ èäåíòèôèêàöèè è àóòåíòèôèêàöèè ïîëüçîâàòåëåé è ñóáúåêòîâ èíôîðìàöèîí-
íûõ ïðîöåññîâ, ñèñòåìó ðàçãðàíè÷åíèÿ äîñòóïà.

Êëþ÷åâûå ñëîâà: àòòðàêòîð, àóòåíòèôèêàöèÿ, ãðàô, èäåíòèôèêàöèÿ, èí-
öèäåíò, êèáåðáåçîïàñíîñòü, êîíå÷íàÿ äèíàìè÷åñêàÿ ñèñòåìà, îòêàçîóñòîé÷è-

âîñòü, ýâîëþöèîííàÿ ôóíêöèÿ.
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Îñíîâíûå ïîíÿòèÿ òåîðèè äèñêðåòíûõ ñèñòåì, â ÷àñòíîñòè ãðàôîâ, èñïîëüçóþòñÿ
ñîãëàñíî [1].

Ïîä êîíå÷íîé äèíàìè÷åñêîé ñèñòåìîé ïîíèìàåòñÿ ïàðà (S, δ), ãäå S �êîíå÷íîå
íåïóñòîå ìíîæåñòâî ñîñòîÿíèé ñèñòåìû; δ : S → S � îòîáðàæåíèå ìíîæåñòâà ñîñòî-
ÿíèé â ñåáÿ, íàçûâàåìîå ýâîëþöèîííîé ôóíêöèåé ñèñòåìû. Êàæäîé êîíå÷íîé äèíà-
ìè÷åñêîé ñèñòåìå ñîïîñòàâëÿåòñÿ êàðòà, ïðåäñòàâëÿþùàÿ ñîáîé ôóíêöèîíàëüíûé îð-
ãðàô ñ ìíîæåñòâîì âåðøèí S è äóãàìè, ïðîâåä¼ííûìè èç êàæäîé âåðøèíû s ∈ S
â âåðøèíó δ(s). Êîìïîíåíòû ñâÿçíîñòè îðãðàôà, çàäàþùåãî äèíàìè÷åñêóþ ñèñòåìó,
íàçûâàþòñÿ å¼ áàññåéíàìè. Êàæäûé áàññåéí ïðåäñòàâëÿåò ñîáîé êîíòóð ñ âõîäÿùèìè
â íåãî äåðåâüÿìè. Êîíòóðû, â ñâîþ î÷åðåäü, íàçûâàþòñÿ ïðåäåëüíûìè öèêëàìè, èëè
àòòðàêòîðàìè. Ñîñòîÿíèå, íå èìåþùåå íåïîñðåäñòâåííûõ ïðåäøåñòâåííèêîâ, íàçû-
âàåòñÿ íåäîñòèæèìûì èëè íà÷àëüíûì ñîñòîÿíèåì ñèñòåìû. Èíäåêñ ñîñòîÿíèÿ� åãî
ðàññòîÿíèå äî àòòðàêòîðà òîãî áàññåéíà, êîòîðîìó îíî ïðèíàäëåæèò.

Ïóñòü äàí íåêîòîðûé ãðàô G. Ïîìåòèì åãî âåðøèíû è ïðèäàäèì åãî ð¼áðàì ïðîèç-

âîëüíóþ îðèåíòàöèþ, òåì ñàìûì ïîëó÷èâ îðèåíòèðîâàííûé ãðàô
−→
G . Ïðèìåíèì ê ïî-

ëó÷åííîìó îðãðàôó ýâîëþöèîííóþ ôóíêöèþ α, êîòîðàÿ îäíîâðåìåííî ïåðåîðèåíòèðó-
åò âñå äóãè, âõîäÿùèå â ñòîêè, à îñòàëüíûå äóãè îñòàâëÿåò áåç èçìåíåíèÿ, â ðåçóëüòàòå

ïîëó÷èì îðãðàô α(
−→
G). Åñëè ïðîäåëàòü ýòè äåéñòâèÿ ñî âñåìè âîçìîæíûìè îðèåíòàöè-

ÿìè äàííîãî ãðàôà, òî ïîëó÷èì êàðòó äèíàìè÷åñêîé ñèñòåìû. Äàííàÿ äèíàìèêà äëÿ
áåñêîíòóðíûõ ñâÿçíûõ îðãðàôîâ ââåäåíà â [2]. Èòàê, áóäåì ðàññìàòðèâàòü êîíå÷íóþ
äèíàìè÷åñêóþ ñèñòåìó (ΓG, α), ãäå ÷åðåç ΓG îáîçíà÷èì ìíîæåñòâî âñåõ âîçìîæíûõ
îðèåíòàöèé äàííîãî ãðàôà G, à ýâîëþöèîííàÿ ôóíêöèÿ α çàäà¼òñÿ ñëåäóþùèì îáðà-

çîì: åñëè äàí íåêîòîðûé îðãðàô
−→
G ∈ ΓG, òî åãî äèíàìè÷åñêèì îáðàçîì α(

−→
G) ÿâëÿåòñÿ

îðãðàô, ïîëó÷åííûé èç
−→
G îäíîâðåìåííîé ïåðåîðèåíòàöèåé âñåõ äóã, âõîäÿùèõ â ñòîêè,

äðóãèõ îòëè÷èé ìåæäó
−→
G è α(

−→
G) íåò.

Â ðàáîòàõ àâòîðà ïðåäñòàâëåíû ðàçíîîáðàçíûå õàðàêòåðèñòèêè äàííûõ ñèñòåì (íà-
ïðèìåð, [3]).

Ðàññìîòðèì, êàê ìîæíî ïðèìåíÿòü ñèñòåìó (ΓG, α) äëÿ çàùèòû èíôîðìàöèè è
èíôîðìàöèîííîé áåçîïàñíîñòè.

Ïîäõîäû è ïîíÿòèÿ â îáëàñòè èíôîðìàöèîííîé áåçîïàñíîñòè èñïîëüçóþòñÿ ñîãëàñ-
íî îòå÷åñòâåííûì ñòàíäàðòàì, â òîì ÷èñëå [4�6].

Îáúåêò �ïàññèâíàÿ ñóùíîñòü â ïðåäåëàõ ñèñòåìû, êîòîðàÿ ñîäåðæèò èëè ïîëó÷à-
åò èíôîðìàöèþ è íàä êîòîðîé ñóáúåêòû âûïîëíÿþò îïåðàöèè. Ñóáúåêò � àêòèâíàÿ
ñóùíîñòü â ñèñòåìå, âûïîëíÿþùàÿ îïåðàöèè íàä îáúåêòàìè.

Ëþáàÿ ñóùíîñòü ñèñòåìû â ïðîèçâîëüíûé ìîìåíò âðåìåíè ìîæåò áûòü îäíîçíà÷íî
ïðåäñòàâëåíà ñëîâîì íåêîòîðîãî ÿçûêà (íàáîðîì äàííûõ), êîòîðîå ìîæåò ðàññìàòðè-
âàòüñÿ êàê ñîñòîÿíèå ñóùíîñòè [7, 8].

I. Êîíå÷íàÿ äèíàìè÷åñêàÿ ñèñòåìà âñåõ âîçìîæíûõ îðèåíòàöèé äàííîãî ãðàôà
êàê ìîäåëü îáåñïå÷åíèÿ àóäèòà è ìîíèòîðèíãà ñîñòîÿíèÿ îáúåêòà, íàõîäÿùåãîñÿ

ïîä âîçäåéñòâèåì óãðîç íàðóøåíèÿ åãî èíôîðìàöèîííîé áåçîïàñíîñòè,
è ðàññëåäîâàíèÿ èíöèäåíòîâ èíôîðìàöèîííîé áåçîïàñíîñòè â àâòîìàòèçèðîâàííûõ

èíôîðìàöèîííûõ ñèñòåìàõ

Ïðåäñòàâèì îáúåêò àâòîìàòèçèðîâàííîé èíôîðìàöèîííîé ñèñòåìû (ÀÈÑ) êîí-
êðåòíîé äèíàìè÷åñêîé ñèñòåìîé, äëÿ ÷åãî âûáåðåì ïîäõîäÿùèé ãðàô. Âñå íåîáõîäè-
ìûå ïàðàìåòðû îáúåêòà ïîñëåäîâàòåëüíî çàêîäèðóåì ñîîòâåòñòâóþùèìè ñîñòîÿíèÿìè
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ïîëó÷åííîé ñèñòåìû. Åñëè â îáúåêòå ïðîèñõîäÿò èçìåíåíèÿ â ðåçóëüòàòå ñàíêöèîíèðî-
âàííîãî äîñòóïà, òî äîëæíà áûòü ñîõðàíåíà äèíàìèêà. Åñëè â êàêîé-òî ìîìåíò âðåìå-
íè íå âûïîëíÿþòñÿ íåîáõîäèìûå ñâÿçè è ýëåìåíòû äèíàìèêè�ôèêñèðóåòñÿ èíöèäåíò.
Ïî êîíêðåòíûì ñîñòîÿíèÿì ìîæíî îòñëåäèòü, ñ ÷åãî îí íà÷àëñÿ è êàê ðàçâèâàëñÿ.

Ïðèìåð 1. Ïóñòü îáúåêòîì ÿâëÿåòñÿ ïàïêà, ñîäåðæàùàÿ â ñåáå f ôàéëîâ.
Äëÿ ïîñòðîåíèÿ ìîäåëè íåîáõîäèìî âûïîëíèòü ñëåäóþùèå äåéñòâèÿ:

1) ó êàæäîãî ôàéëà ïîñëåäîâàòåëüíî çàôèêñèðîâàòü p ïàðàìåòðîâ: õåø-êîä, èìÿ,
òèï è äðóãèå;

2) çàäàòü ïîäõîäÿùóþ äèíàìè÷åñêóþ ñèñòåìó: âûáðàòü ãðàô G ñ êîëè÷åñòâîì ð¼-
áåð m ⩾ log2(fp) (|ΓG| ⩾ fp), êîëè÷åñòâîì íåäîñòèæèìûõ ñîñòîÿíèé íå ìåíåå
÷åì f , ìàêñèìàëüíûì èíäåêñîì íå ìåíåå ÷åì p, æåëàòåëüíî, ÷òîáû èíäåêñ íåäî-
ñòèæèìûõ ñîñòîÿíèé áûë íå ìåíåå ÷åì p;

3) ñîçäàòü õåø-òàáëèöó, â êîòîðîé 2fp ñòðîê è 3 ñòîëáöà: íîìåð ñòðîêè (èíäåêñ),
ïàðàìåòð (êëþ÷), ñîñòîÿíèå (çíà÷åíèå);

4) äëÿ êàæäîãî ôàéëà ïîñëåäîâàòåëüíî çàíåñòè åãî çíà÷åíèÿ â òàáëèöó, ïðè ýòîì
õåø-êîäó ôàéëà ñòàâèòñÿ â ñîîòâåòñòâèå óíèêàëüíîå íåäîñòèæèìîå ñîñòîÿ-

íèå
−→
Gui , à äàëåå äëÿ êàæäîãî ñëåäóþùåãî k-ãî ïàðàìåòðà çíà÷åíèå-ñîñòîÿíèå

ðàâíî αk(
−→
Gui), 1 ⩽ k < p. Ñïåöèôèêà îðãàíèçàöèè õåø-òàáëèöû (íàïðèìåð,

ñ îòêðûòîé àäðåñàöèåé, ñïèñêàìè, âìåñòå èëè îòäåëüíî õðàíèòü îäèíàêîâûå
ïàðàìåòðû) îñòà¼òñÿ íà óñìîòðåíèå ðàçðàáîò÷èêà;

5) åñëè â îáúåêòå ïðîèñõîäÿò èçìåíåíèÿ â ðåçóëüòàòå ñàíêöèîíèðîâàííîãî äîñòóïà,
îáíîâèòü ñîîòâåòñòâóþùèå çíà÷åíèÿ â òàáëèöå;

6) ïðè îáðàùåíèè ê ôàéëó ïî òàáëèöå ïðîâåðèòü åãî äèíàìèêó (âû÷èñëèòü çíà÷å-
íèÿ ïî àíàëîãèè ñ äåéñòâèåì 4, ïðîâåðèòü è ñðàâíèòü âû÷èñëåííûå è õðàíèìûå
çíà÷åíèÿ), ïðè å¼ íàðóøåíèè çàôèêñèðîâàòü èíöèäåíò, ñîãëàñíî ìåíåäæìåíòó
èíöèäåíòîâ èíôîðìàöèîííîé áåçîïàñíîñòè â äàííîé îðãàíèçàöèè. Ïî òåì ýëå-
ìåíòàì, ãäå ïðîèçîøëè èçìåíåíèÿ, îòñëåäèòü èñòîðèþ èíöèäåíòà (íàïðèìåð, ó
íåñêîëüêèõ ïàðàìåòðîâ íàðóøåíû ñîñòîÿíèÿ è äèíàìèêà, à ó îñòàëüíûõ îíè ñî-
õðàíåíû, íà îñíîâàíèè ïîëó÷åííûõ äàííûõ ñäåëàòü ñîîòâåòñòâóþùèå âûâîäû).

Äîïîëíèòåëüíî ìîæíî õðàíèòü õåø-êîä òàáëèöû äëÿ ïðîâåðêè å¼ öåëîñòíîñòè; åñëè
áóäåò îáíàðóæåíî íàðóøåíèå öåëîñòíîñòè, àíàëîãè÷íî ìîæíî áóäåò íàéòè, ãäå èìåííî
ïðîèçîøëè èçìåíåíèÿ.

Íàïðèìåð, ïðè f = 66864, p = 8 (õåø-êîä, èìÿ, òèï, ïóòü ê ïàïêå, ðàçìåð, äàòà
ñîçäàíèÿ, äàòà èçìåíåíèÿ, âëàäåëåö) fp = 534912 (m = 20) è ôàéë ñ õåø-òàáëèöåé
çàéì¼ò îêîëî 24 Ìáàéò (ïðè àðõèâàöèè� îêîëî 76 Êáàéò).

II. Êîíå÷íàÿ äèíàìè÷åñêàÿ ñèñòåìà âñåõ âîçìîæíûõ îðèåíòàöèé äàííîãî ãðàôà
êàê ìîäåëü óïðàâëåíèÿ íåïðåðûâíûì ôóíêöèîíèðîâàíèåì è âîññòàíîâëåíèåì

ñèñòåì, ïðîòèâîäåéñòâèÿ îòêàçàì â îáñëóæèâàíèè

Â ñèñòåìå åñòü îáúåêòû è ñóáúåêòû. Êàæäûé ïàðàìåòð ñóùíîñòåé êîäèðóåòñÿ 0
èëè 1, òåì ñàìûì ïîëó÷àåì (èíäèâèäóàëüíîå) ñîñòîÿíèå ñóùíîñòè. Âñå îíè ïðåäñòàâ-
ëÿþòñÿ ñîñòîÿíèÿìè ïîäõîäÿùåé ñèììåòðè÷íîé äèíàìè÷åñêîé ñèñòåìû. Ïðè âîçíèê-
íîâåíèè îòêàçà äëÿ íåïðåðûâíîñòè ôóíêöèîíèðîâàíèÿ äåéñòâèå ïåðåõîäèò íà äðóãóþ
ñèììåòðè÷íóþ âåòêó. Ïðîèçâîäèòñÿ àíàëèç, â ñâÿçè ñ ÷åì ïðîèñõîäèò ñáîé, äàëåå èä¼ò
âîññòàíîâëåíèå áëàãîäàðÿ äèíàìèêå.

Ïðèìåð 2. Ïóñòü â ñèñòåìå åñòü f îáúåêòîâ è ñóáúåêòîâ.
Äëÿ ïîñòðîåíèÿ ìîäåëè íåîáõîäèìî âûïîëíèòü ñëåäóþùèå äåéñòâèÿ:
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1) ó êàæäîé ñóùíîñòè ïîñëåäîâàòåëüíî çàôèêñèðîâàòü p ïàðàìåòðîâ, êàæäûé ïà-
ðàìåòð çàêîäèðîâàòü 0 èëè 1 (ïîëó÷èì ñîñòîÿíèå ñóùíîñòè);

2) çàäàòü ïîäõîäÿùóþ äèíàìè÷åñêóþ ñèñòåìó: âûáðàòü ãðàô G ñ n âåðøèíàìè è
êîëè÷åñòâîì ð¼áåð m ⩾ p, m ⩾ log2(2f) (|ΓG| ⩾ 2f); äàííàÿ ñèñòåìà äîëæíà
áûòü ñèììåòðè÷íà (íàïðèìåð, G� n-ð¼áåðíûé öèêë);

3) ñîçäàòü õåø-òàáëèöó, â êîòîðîé 2m ñòðîê è 3 ñòîëáöà: íîìåð ñòðîêè (èíäåêñ),
ñîñòîÿíèå ñóùíîñòè (êëþ÷), íåñêîëüêî ïðåäøåñòâóþùèõ è ïîñëåäóþùèõ ñóù-
íîñòåé (çíà÷åíèå);

4) äëÿ êàæäîé ñóùíîñòè ïîñëåäîâàòåëüíî çàíåñòè å¼ çíà÷åíèÿ â òàáëèöó;
5) åñëè â ñóùíîñòÿõ ïðîèñõîäÿò èçìåíåíèÿ â ðåçóëüòàòå ñàíêöèîíèðîâàííîãî äî-

ñòóïà, îáíîâèòü ñîîòâåòñòâóþùèå çíà÷åíèÿ â òàáëèöå;
6) ïðè îáðàùåíèè ê ñóùíîñòè ïðîâåðèòü çíà÷åíèÿ ïî òàáëèöå, ïðè âûÿâëåíèè íà-

ðóøåíèé çàôèêñèðîâàòü íåñàíêöèîíèðîâàííûå èçìåíåíèÿ è îòêàçû â ñèñòåìå,
ðàáîòó äàííûõ ñóùíîñòåé ïåðåêëþ÷èòü íà ñèììåòðè÷íóþ âåòêó äëÿ íåïðåðûâ-
íîñòè ôóíêöèîíèðîâàíèÿ;

7) ïðîèçâåñòè àíàëèç è ïîèñê, ãäå èìåííî ïðîèçîø¼ë ñáîé, ñóùíîñòè (èõ ñîñòî-
ÿíèÿ) è âñþ ñèñòåìó âîññòàíîâèòü áëàãîäàðÿ äèíàìèêå (ïî âåðíûì õðàíèìûì
ïðåäøåñòâóþùèì è ïîñëåäóþùèì ñóùíîñòÿì è èõ çíà÷åíèÿì).

Äëÿ óíèêàëüíîñòè çàäàíèÿ ñóùíîñòåé ìîæíî ñóáúåêòàì íàçíà÷èòü íåäîñòèæèìûå
ñîñòîÿíèÿ, èñïîëüçîâàòü áèòû äëÿ óêàçàíèÿ ïîÿâëåíèÿ êîëëèçèé è ñîîòâåòñòâóþùåãî
ñäâèãà, ÷òî ó÷èòûâàåòñÿ ïðè çàäàíèè êîäèðîâêè.

Äîïîëíèòåëüíî ìîæíî õðàíèòü õåø-êîä òàáëèöû äëÿ ïðîâåðêè å¼ öåëîñòíîñòè.
Îïèñàíèå äîñòóïîâ ñóáúåêòîâ ê îáúåêòàì ìîæíî èçíà÷àëüíî ïðåäñòàâèòü ýëåìåí-

òàìè ñèñòåìû, áëàãîäàðÿ ÷åìó îòñëåæèâàòü äèíàìèêó è àíàëîãè÷íûì îáðàçîì ïîä-
äåðæèâàòü íåïðåðûâíîñòü ôóíêöèîíèðîâàíèÿ, ñâîåâðåìåííî ðåàãèðîâàòü íà îòêàçû è
âîññòàíàâëèâàòü ñèñòåìó.

III. Êîíå÷íûå äèíàìè÷åñêèå ñèñòåìû âñåõ âîçìîæíûõ îðèåíòàöèé äàííûõ ãðàôîâ
êàê òåõíîëîãèÿ èäåíòèôèêàöèè è àóòåíòèôèêàöèè ïîëüçîâàòåëåé è ñóáúåêòîâ

èíôîðìàöèîííûõ ïðîöåññîâ, ñèñòåìà ðàçãðàíè÷åíèÿ äîñòóïà

Â ñèñòåìå åñòü îáúåêòû è ñóáúåêòû. Ïðåäñòàâèì îáúåêòû àòòðàêòîðàìè äèíàìè-
÷åñêèõ ñèñòåì, äëÿ ÷åãî âûáåðåì ïîäõîäÿùèå ãðàôû. Êàæäûé ñóáúåêò ïîëó÷àåò äî-
ïîëíèòåëüíûé èäåíòèôèêàòîð� îðèåíòàöèþ ãðàôà èç òîãî áàññåéíà, êîòîðîìó ïðè-
íàäëåæèò äàííûé îáúåêò. Ïðè àóòåíòèôèêàöèè ïðîâåðÿåòñÿ ïðèíàäëåæíîñòü äàííîãî
ñîñòîÿíèÿ áàññåéíó è äîñòóï ê îáúåêòó ïðåäîñòàâëÿåòñÿ èëè îòêàçûâàåòñÿ â í¼ì.

Ïðèìåð 3. Ïóñòü â ñèñòåìå ñóáúåêòàìè ÿâëÿþòñÿ s ïîëüçîâàòåëåé, îáúåêòàìè�
f ðàçëè÷íûõ ïàïîê ñ äàííûìè.

Äëÿ ïîñòðîåíèÿ ñèñòåìû íåîáõîäèìî âûïîëíèòü ñëåäóþùèå äåéñòâèÿ:

1) çàäàòü ïîäõîäÿùèå äèíàìè÷åñêèå ñèñòåìû: âûáðàòü ãðàôû Gi ñ îáùèì êîëè÷å-
ñòâîì áàññåéíîâ â ñèñòåìå íå ìåíåå ÷åì f ;

2) êàæäîìó îáúåêòó ïîñòàâèòü â ñîîòâåòñòâèå îäèí èëè íåñêîëüêî àòòðàêòîðîâ;
3) êàæäîìó ñóáúåêòó íàçíà÷èòü (äîïîëíèòåëüíûé) èäåíòèôèêàòîð� îðèåíòàöèþ

ãðàôà èç òîãî áàññåéíà, êîòîðîìó ïðèíàäëåæèò îáúåêò, ê êîòîðîìó ñóáúåêòó
íåîáõîäèìî ïðåäîñòàâèòü äîñòóï;

4) åñëè â ñóùíîñòÿõ ïðîèñõîäÿò ñàíêöèîíèðîâàííûå èçìåíåíèÿ (èäåíòèôèêàòîðà
ïî çàïðîñó ïîëüçîâàòåëÿ, ïðàâ äîñòóïà ïî çàïðîñó àäìèíèñòðàòîðà è äðóãèå),
îáíîâèòü ñîîòâåòñòâóþùèå çíà÷åíèÿ;
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5) ïðè äîñòóïå ñóáúåêòà ê îáúåêòó äîñòóïà äëÿ àóòåíòèôèêàöèè ïðîâåðèòü ïðè-
íàäëåæíîñòü äàííîãî èäåíòèôèêàòîðà ñóáúåêòà áàññåéíó, êîòîðîìó ïðèíàäëå-
æèò îáúåêò, ïðè óñïåøíîé ïðîâåðêå ïðåäîñòàâèòü äîñòóï ê îáúåêòó, â ïðîòèâ-
íîì ñëó÷àå îòêàçàòü â äîñòóïå.

Äëÿ èäåíòèôèêàòîðîâ ìîæíî âûáðàòü òàêæå íåäîñòèæèìûå ñîñòîÿíèÿ. Äîïîëíè-
òåëüíî ìîæíî çàäàòü ñîîòâåòñòâóþùèå âèäû ïðàâ äîñòóïà ñ ïîìîùüþ âûáðàííûõ äëÿ
ýòîãî äóã â ñîñòîÿíèè.
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ÑÈÑÒÅÌÀ ÇÀÌÅÐÀ ÝÔÔÅÊÒÈÂÍÎÑÒÈ
ÂÍÓÒÐÅÍÍÅÃÎ ÏÐÅÄÑÒÀÂËÅÍÈß ÑÕÅÌ ZK-SNARK1

Ä.Î. Êîíäûðåâ

Ðàçðàáîòàíà ïðîãðàììíàÿ ñèñòåìà çàìåðà ýôôåêòèâíîñòè âíóòðåííåãî ïðåäñòàâ-
ëåíèÿ ñõåì zk-SNARK. Ñèñòåìà ïðåäíàçíà÷åíà äëÿ èçìåðåíèÿ ïàðàìåòðîâ ñõåì
äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì zk-SNARK� êîëè÷åñòâà îãðàíè÷åíèé âî
âíóòðåííåì ïðåäñòàâëåíèè ñèñòåì îãðàíè÷åíèé ðàíãà 1 (R1CS), âðåìåíè ðàáîòû
àëãîðèòìîâ zk-SNARK è ðàçìåðîâ êëþ÷åé äîêàçàòåëüñòâà. Ñèñòåìà ïîçâîëÿåò
ðàçðàáîò÷èêàì ñõåì zk-SNARK íà ýòàïå íàïèñàíèÿ êîäà èçìåðÿòü ðàçëè÷íûå ïà-
ðàìåòðû ïðîèçâîäèòåëüíîñòè è îïòèìèçèðîâàòü ïðåäñòàâëåíèÿ ñèñòåìû îãðàíè-
÷åíèé. Ðàçðàáîòàííàÿ ïðîãðàììíàÿ ñèñòåìà ìîæåò áûòü èñïîëüçîâàíà äëÿ çàìåðà
ýôôåêòèâíîñòè ïðîèçâîëüíûõ ñõåì zk-SNARK è îïðåäåëåíèÿ èõ ïðèìåíèìîñòè
äëÿ ðàçëè÷íûõ ïðèëîæåíèé.

Êëþ÷åâûå ñëîâà: äîêàçàòåëüñòâî ñ íóëåâûì ðàçãëàøåíèåì, zk-SNARK, R1CS,

ZoKrates, ýôôåêòèâíîñòü àëãîðèòìîâ.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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zk-SNARK (zero-knowledge Succinct Non-Interactive Argument of Knowledge) � ýòî
êðèïòîãðàôè÷åñêèé ïðîòîêîë íåèíòåðàêòèâíîãî äîêàçàòåëüñòâà çíàíèÿ ñ íóëåâûì ðàç-
ãëàøåíèåì . Ïðåèìóùåñòâî zk-SNARK íàä äðóãèìè ïðîòîêîëàìè äîêàçàòåëüñòâà ñ íó-
ëåâûì ðàçãëàøåíèåì çàêëþ÷àåòñÿ â ãàðàíòèÿõ ýôôåêòèâíîñòè: äëèíà äîêàçàòåëüñòâà
çàâèñèò òîëüêî îò ïàðàìåòðà áåçîïàñíîñòè, à âðåìÿ ïðîâåðêè íå çàâèñèò îò ðàçìåðà
ñõåìû è ñåêðåòíîãî ïàðàìåòðà (witness) [1].

zk-SNARK ïîçâîëÿåò äîêàçûâàòü ïðîèçâîëüíûå NP-óòâåðæäåíèÿ. Äëÿ ýòîãî óòâåð-
æäåíèå äîëæíî áûòü ñôîðìóëèðîâàíî êàê ïðèìåð NP-ïîëíîé çàäà÷è, íàïðèìåð, êàê
çàäà÷à î âûïîëíèìîñòè àðèôìåòè÷åñêîé ñõåìû.

Íàèáîëåå ðàñïðîñòðàí¼ííûì ôîðìàòîì âíóòðåííåãî ïðåäñòàâëåíèÿ â ðåàëèçàöèÿõ
zk-SNARK ÿâëÿþòñÿ ñèñòåìû îãðàíè÷åíèé ðàíãà 1 (Rank-1 Constraint Systems, R1CS).
R1CS ïîçâîëÿþò ïðåäñòàâèòü àðèôìåòè÷åñêóþ ñõåìó â âèäå, óäîáíîì äëÿ äàëüíåéøåãî
ýôôåêòèâíîãî äîêàçàòåëüñòâà âûïîëíèìîñòè ýòîé ñõåìû ñ ïîìîùüþ zk-SNARK.

Ñëîæíîñòü äîêàçàòåëüñòâà âûïîëíåíèÿ àðèôìåòè÷åñêîé ñõåìû ñ ïîìîùüþ zk-
SNARK ñîñòàâëÿåò O(n log n), ãäå n�÷èñëî îïåðàöèé óìíîæåíèÿ. Èç ýòîãî ñëåäóåò,
÷òî ýôôåêòèâíîñòü íàïðÿìóþ îïðåäåëÿåòñÿ çíà÷åíèåì n [2].

Â êîíòåêñòå ðåàëüíûõ ïðèëîæåíèé zk-SNARK àñèìïòîòè÷åñêèå ðåçóëüòàòû ìåíåå
àêòóàëüíû, è êîíêðåòíàÿ ýôôåêòèâíîñòü èìååò ðåøàþùåå çíà÷åíèå äëÿ îáåñïå÷åíèÿ
ïðàêòè÷åñêîé ïðèìåíèìîñòè. Â ñâÿçè ñ ýòèì âîçíèêàåò ïðîáëåìà îïðåäåëåíèÿ ýôôåê-
òèâíîñòè ðåàëèçàöèè ðàçëè÷íûõ àëãîðèòìîâ äëÿ ïðèìåíåíèÿ â ñõåìàõ zk-SNARK.

Öåëü äàííîé ðàáîòû� ñîçäàíèå óíèâåðñàëüíîãî èíñòðóìåíòà îöåíêè ýôôåêòèâíî-
ñòè âíóòðåííåãî ïðåäñòàâëåíèÿ ïðîèçâîëüíûõ ñõåì zk-SNARK. Äëÿ ýòîãî ðàçðàáîòà-
íà ïðîãðàììíàÿ ñèñòåìà, êîòîðàÿ ïîçâîëÿåò îöåíèâàòü ðàçëè÷íûå ïàðàìåòðû ñõåì
zk-SNARK, âûðàæåííûõ â âèäå êîäà íà ÿçûêå ZoKrates.

ZoKrates ïðåäñòàâëÿåò ñîáîé íàáîð ïðîãðàììíûõ èíñòðóìåíòîâ äëÿ ñîçäàíèÿ äî-
êàçàòåëüñòâ çíàíèÿ ñ íóëåâûì ðàçãëàøåíèåì, èñïîëüçóþùèé zk-SNARK â êà÷åñòâå
ñèñòåìû ïðîâåðêè. ZoKrates ñêðûâàåò çíà÷èòåëüíóþ ñëîæíîñòü, ïðèñóùóþ äîêàçà-
òåëüñòâàì ñ íóëåâûì ðàçãëàøåíèåì, è ïðåäîñòàâëÿåò ðàçðàáîò÷èêàì áîëåå âûñîêî-
óðîâíåâûå ïðîãðàììíûå àáñòðàêöèè äëÿ ðåàëèçàöèè ñèñòåìû îãðàíè÷åíèé. Äëÿ ýòîãî
îí îïðåäåëÿåò ïðåäìåòíî-îðèåíòèðîâàííûé ÿçûê, êîòîðûé ïîçâîëÿåò ðàçðàáîò÷èêàì
çàäàâàòü äîêàçóåìûå âû÷èñëåíèÿ áåç íåîáõîäèìîñòè ðàçáèðàòüñÿ â íèçêîóðîâíåâûõ
äåòàëÿõ ðåàëèçàöèè ñèñòåìû äîêàçàòåëüñòâ.

Êîìïèëÿòîð ZoKrates òðàíñëèðóåò êîä, íàïèñàííûé íà ýòîì ÿçûêå, â äîêàçóåìûå
ñèñòåìû îãðàíè÷åíèé. Êðîìå òîãî, ZoKrates ïîçâîëÿåò âûïîëíÿòü ðåàëèçîâàííûå ïðî-
ãðàììû, ãåíåðèðîâàòü äîêàçàòåëüñòâà è âûïîëíÿòü ïðîâåðêó êîððåêòíîñòè äîêàçà-
òåëüñòâ [3].

Ñèñòåìà ïðåäíàçíà÷åíà äëÿ çàìåðà ïàðàìåòðîâ ñõåì äîêàçàòåëüñòâà ñ íóëåâûì ðàç-
ãëàøåíèåì zk-SNARK� êîëè÷åñòâà îãðàíè÷åíèé âî âíóòðåííåì ïðåäñòàâëåíèè ñèñòåì
îãðàíè÷åíèé ðàíãà 1, âðåìåíè ðàáîòû àëãîðèòìîâ zk-SNARK è ðàçìåðîâ êëþ÷åé äî-
êàçàòåëüñòâà.

Ðàçðàáîòàííàÿ ïðîãðàììíàÿ ñèñòåìà ñîñòîèò èç ñëåäóþùèõ ìîäóëåé:

� Ìîäóëü âçàèìîäåéñòâèÿ ñ ZoKrates. Îñóùåñòâëÿåò àâòîìàòèçàöèþ çàïóñêà
êîìàíä êîìïèëÿöèè êîäà ñõåìû, ãåíåðàöèè ïàðàìåòðà áåçîïàñíîñòè, ãåíåðàöèè è
ïðîâåðêè äîêàçàòåëüñòâà, à òàêæå äðóãèõ êîìàíä, ïîääåðæèâàåìûõ ZoKrates. Ìî-
äóëü ïîçâîëÿåò êîíôèãóðèðîâàòü ðàçëè÷íûå ïàðàìåòðû ðàáîòû ñî ñõåìîé, â í¼ì
ðåàëèçîâàíà òàêæå îáðàáîòêà ïîëó÷åííûõ ðåçóëüòàòîâ.

� Ìîäóëü ãåíåðàöèè êîäà. Âûïîëíÿåò àâòîìàòè÷åñêóþ ãåíåðàöèþ êîäà ñõåì íà
ÿçûêå ZoKrates íà îñíîâå øàáëîíîâ è ïåðåäàâàåìûõ âõîäíûõ ïàðàìåòðîâ. Ýòî ïîç-
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âîëÿåò ïåðåèñïîëüçîâàòü êîä äëÿ îäèíàêîâûõ ïî ëîãèêå ðàáîòû ñõåì, îòëè÷àþùèõ-
ñÿ òîëüêî îòäåëüíûìè çíà÷åíèÿìè.

� Ìîäóëü îðãàíèçàöèè ýêñïåðèìåíòîâ. Â äàííîì ìîäóëå îïðåäåë¼í áàçîâûé
êëàññ äëÿ ìíîãîêðàòíîãî âûïîëíåíèÿ ýêñïåðèìåíòîâ ñ çàìåðîì ïàðàìåòðîâ.

� Ìîäóëü âèçóàëèçàöèè. Îñóùåñòâëÿåò ïîñòðîåíèå ãðàôèêîâ çàâèñèìîñòè èçìå-
ðÿåìûõ ïàðàìåòðîâ îò ïîäàííûõ íà âõîä çíà÷åíèé.

� Èíòåðôåéñ âçàèìîäåéñòâèÿ. Â ïðîãðàììå ðåàëèçîâàí ãðàôè÷åñêèé èíòåðôåéñ,
êîòîðûé ïîçâîëÿåò ïîëüçîâàòåëþ ïèñàòü êîä, âûáèðàòü ïàðàìåòðû è çàïóñêàòü ýêñ-
ïåðèìåíòû. Êðîìå òîãî, ñèñòåìà ïðåäîñòàâëÿåò ïðîãðàììíûé èíòåðôåéñ è ìîæåò
ïîäêëþ÷àòüñÿ â äðóãèå ïðîãðàììû â âèäå áèáëèîòåêè.

Ñèñòåìà ìîæåò èñïîëüçîâàòüñÿ äëÿ çàìåðà ýôôåêòèâíîñòè ïðîèçâîëüíûõ ñõåì zk-
SNARK, âûðàæåííûõ â âèäå êîäà íà ÿçûêå ZoKrates. Ñ å¼ ïîìîùüþ ìîæíî ïîäîáðàòü
îïòèìàëüíûå ïàðàìåòðû êîìïèëÿöèè ñõåìû.

Âñòðîåííûé ðåäàêòîð êîäà ïîçâîëÿåò ðàçðàáîò÷èêàì ñõåì zk-SNARK íà ýòàïå íà-
ïèñàíèÿ êîäà èçìåðÿòü ðàçëè÷íûå ïàðàìåòðû ïðîèçâîäèòåëüíîñòè è îïòèìèçèðîâàòü
ïðåäñòàâëåíèÿ ñèñòåìû îãðàíè÷åíèé.

Áëàãîäàðÿ ìîäóëþ ïðîâåäåíèÿ ýêñïåðèìåíòîâ è çàìåðà ïàðàìåòðîâ, åñòü âîçìîæ-
íîñòü âûÿâëÿòü îãðàíè÷åíèÿ è îïðåäåëÿòü ïðèìåíèìîñòü ñõåì zk-SNARK äëÿ ðàçëè÷-
íûõ ïðèëîæåíèé.
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ÈÑÏÎËÜÇÎÂÀÍÈÅ ÏÅÐÅÌÅÙÅÍÈÉ ELF
ÄËß ØÈÔÐÎÂÀÍÈß ÈÑÏÎËÍßÅÌÛÕ ÔÀÉËÎÂ

Ð.Ê. Ëåáåäåâ, Â. Å. Ñèòíîâ

Ðàññìîòðåí íîâûé ïîäõîä ê ñîêðûòèþ êîäà èñïîëíÿåìûõ ôàéëîâ ÎÑ Linux ïðè
ïîìîùè òàáëèöû ïåðåìåùåíèé, ïîçâîëÿþùèé ñîçäàòü êðèïòîð áåç âñòðàèâàíèÿ
â èñïîëíÿåìûé ôàéë êîäà ðàñøèôðîâàíèÿ. Èññëåäîâàíû ðàçëè÷íûå âàðèàíòû
ïðàêòè÷åñêîãî ïðèìåíåíèÿ äàííîãî ïîäõîäà, ðåàëèçîâàíû ñîîòâåòñòâóþùèå ïðî-
òîòèïû êðèïòîðîâ. Îöåíåíà îïàñíîñòü ïîäõîäà äëÿ èíñòðóìåíòîâ îáðàòíîé ðàç-
ðàáîòêè IDA, Ghidra, angr è àíòèâèðóñíîãî ÏÎ.

Êëþ÷åâûå ñëîâà: ïàêåð, êðèïòîð, âðåäîíîñíîå ïðîãðàììíîå îáåñïå÷åíèå, òàá-
ëèöà ïåðåìåùåíèé, ELF.

Ñ ðàçâèòèåì êèáåðïðåñòóïíîñòè áûëî ïðèäóìàíî ìíîæåñòâî ñïîñîáîâ ñîêðûòèÿ
êîäà âðåäîíîñíîãî ïðîãðàììíîãî îáåñïå÷åíèÿ îò èññëåäîâàíèÿ àíàëèòèêàìè è àíòèâè-
ðóñîâ. Ñðåäè íèõ ïðèìåíåíèå îáôóñêàòîðîâ, ãåíåðàòîðîâ ïîëèìîðôíîãî êîäà, à òàêæå
ïàêåðîâ è êðèïòîðîâ [1].

Ïàêåðû è êðèïòîðû� âî ìíîãîì ñõîæèå èíñòðóìåíòû äëÿ ñæàòèÿ è øèôðîâàíèÿ
èñïîëíÿåìîãî êîäà ñîîòâåòñòâåííî. Êàê ïðàâèëî, ïðèíöèï èõ ðàáîòû ïðîñò: îðèãè-
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íàëüíûé èñïîëíÿåìûé ôàéë â ðåçóëüòàòå îáðàáîòêè ïðåâðàùàåòñÿ â íåáîëüøîé êîä
ðàñïàêîâêè ñ ïðèëîæåííûìè ê íåìó äàííûìè, àíàëîãè÷íî ñàìîðàñïàêîâûâàþùèìñÿ
àðõèâàì. Äàííûå èíñòðóìåíòû èìåþò çàêîííûå ïðèìåíåíèÿ, íàïðèìåð ýêîíîìèÿ ìå-
ñòà íà äèñêå è çàùèòà ïðîïðèåòàðíûõ ïðîãðàìì îò âçëîìà. Íî ÷àñòî îíè ïðèìåíÿþòñÿ
è äëÿ ñîêðûòèÿ êîäà âðåäîíîñíûõ ïðîãðàìì, ïîñêîëüêó ñæàòèå è øèôðîâàíèå äàí-
íûõ ïîçâîëÿþò íåéòðàëèçîâàòü ñèãíàòóðíûé àíàëèç, îäèí èç âàæíåéøèõ ïîäõîäîâ,
èñïîëüçóåìûõ àíòèâèðóñàìè.

Àíòèâèðóñû áûëè ÷àñòè÷íî àäàïòèðîâàíû ê äàííûì óãðîçàì, ïîëó÷èâ âîçìîæ-
íîñòü ðàñïàêîâûâàòü îðèãèíàëüíûé èñïîëíÿåìûé êîä äëÿ ïîïóëÿðíûõ èíñòðóìåíòîâ
ñîêðûòèÿ êîäà èëè õîòÿ áû óçíàâàòü èñïîëüçîâàííûé èíñòðóìåíò ïî êîäó ðàñïàêîâêè
è, åñëè îí èñïîëüçóåòñÿ òîëüêî êèáåðïðåñòóïíèêàìè, áëîêèðîâàòü óãðîçó áåç äàëüíåé-
øåãî àíàëèçà [2].

Â äàííîé ðàáîòå ðàññìîòðåí íîâûé ïîäõîä ê ñîêðûòèþ èñïîëíÿåìîãî êîäà, íå òðå-
áóþùèé ñóùåñòâîâàíèÿ â èñïîëíÿåìîì ôàéëå êîäà ðàñïàêîâêè: áîëåå òîãî, íà ìîìåíò
íà÷àëà çàãðóçêè óïàêîâàííûé òàêèì ñïîñîáîì ôàéë íå ñîäåðæèò íè áàéòà èñïîëíÿ-
åìîãî êîäà. Îñíîâîé ïîäõîäà ÿâëÿåòñÿ èñïîëüçîâàíèå òàáëèö ïåðåìåùåíèé è èõ êîí-
êðåòíîé ðåàëèçàöèè â ÎÑ Linux äëÿ ïðîöåññîðíîé àðõèòåêòóðû x86-64.

Òàáëèöà ïåðåìåùåíèé (relocation table) � èíôîðìàöèÿ, íåîáõîäèìàÿ äëÿ çàãðóçêè
êîäà è äàííûõ ïðîãðàììû ïî àêòóàëüíûì àäðåñàì â âèðòóàëüíîé ïàìÿòè, åñëè îíè
íå ñîîòâåòñòâóþò àäðåñàì, èñïîëüçîâàííûì â ïîçèöèîííî-çàâèñèìîì êîäå ïðîãðàì-
ìû â ìîìåíò å¼ ñáîðêè [3]. Äàííàÿ èíôîðìàöèÿ îáðàáàòûâàåòñÿ ñàìîé îïåðàöèîííîé
ñèñòåìîé: ÿäðîì èëè å¼ êîìïîíåíòàìè, òàêèìè, êàê äèíàìè÷åñêèé êîìïîíîâùèê, ïðè-
÷¼ì çàãðóæåííûé â ïàìÿòü èñïîëíÿåìûé ôàéë ñòàíîâèòñÿ ãîòîâ ê çàïóñêó ïî íîâîìó
àäðåñó òîëüêî ïîñëå ïîëíîé å¼ îáðàáîòêè.

Õîòÿ îáû÷íî â ðåçóëüòàòå îáðàáîòêè òàáëèöû ïåðåìåùåíèé ìåíÿþòñÿ òîëüêî ñïå-
öèàëüíî îòâåä¼ííûå äëÿ ýòîãî äàííûå, äîñòóïíûå äëÿ ÷òåíèÿ è çàïèñè, ìåõàíèçì text
relocations (ïðèçíàííûé â ÷àñòè îïåðàöèîííûõ ñèñòåì íåáåçîïàñíûì, íî âñå æå ïîä-
äåðæèâàåìûé â áîëüøèíñòâå äèñòðèáóòèâîâ Linux) ïîçâîëÿåò ìåíÿòü òàêèì îáðàçîì
è èñïîëíÿåìûé êîä [4].

Ïåðåìåùåíèÿ â ÎÑ Linux îïèñûâàþòñÿ ñëåäóþùèìè ïîëÿìè:

1) ñìåùåíèå � àäðåñ, ïî êîòîðîìó òðåáóåòñÿ èçìåíèòü äàííûå;
2) òèï�ôîðìóëà, ïî êîòîðîé ðàññ÷èòûâàåòñÿ èòîãîâîå çíà÷åíèå äëÿ çàïèñè â ïà-

ìÿòü;
3) ñèìâîë� îáúåêò èëè ôóíêöèÿ, êîòîðûå ìîãóò èñïîëüçîâàòüñÿ â êà÷åñòâå àðãó-

ìåíòà â ôîðìóëå;
4) ñëàãàåìîå � êîíñòàíòà, èìåþùàÿ ðàçìåð ìàøèííîãî ñëîâà, êîòîðàÿ òàêæå ìî-

æåò èñïîëüçîâàòüñÿ â ôîðìóëå, îáû÷íî ñêëàäûâàåòñÿ ñ ðåçóëüòàòîì.

Â òàáë. 1 ïðåäñòàâëåíû íåêîòîðûå èç òèïîâ ïåðåìåùåíèé Linux, èñïîëüçóåìûå äà-
ëåå â äàííîé ðàáîòå [5].

Òà á ë è ö à 1
Òèïû ïåðåìåùåíèé Linux x86-64

Òèï Ôîðìóëà
R_X86_64_64 rebase(S) +A

R_X86_64_SIZE64 sizeof(S) +A
R_X86_64_DTPOFF64 S +A
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Íåòðóäíî âèäåòü, ÷òî, çíàÿ çíà÷åíèå îäíîãî ñèìâîëà S, ÷åðåç íåãî ìîæíî âûðàçèòü
ëþáîå öåëåâîå çíà÷åíèå ïðè ïîìîùè ôîðìóë ïåðåìåùåíèé, áîëåå òîãî, íà ïðàêòèêå
äîïóñòèìî èñïîëüçîâàòü íóëåâîé ñèìâîë ñ íóëåâûìè àäðåñîì è ðàçìåðîì. Äëÿ ïðåä-
ñòàâëåíèÿ â òàêîì âèäå âñåãî èñïîëíÿåìîãî ôàéëà äîñòàòî÷íî ñîçäàòü ïåðåìåùåíèÿ
äëÿ âñåãî äèàïàçîíà àäðåñîâ, çàíèìàåìîãî êîäîì è äàííûìè, â ÷¼ì è çàêëþ÷àåòñÿ
ïðåäëîæåííûé ïîäõîä.

Ðàññìîòðåíû ñëåäóþùèå ðàçëè÷íûå âàðèàíòû ñîêðûòèÿ êîäà:

1) çàïèñü êîäà ÷åðåç ïåðåìåùåíèÿ âèäà R_X86_64_64 ñ ïîñòîÿííûìè ñëàãàåìûìè,
íàèâíûé ïîäõîä;

2) çàïèñü êîäà ÷åðåç ïåðåìåùåíèÿ âèäà R_X86_64_SIZE64 ñ ïîñòîÿííûìè ñëàãàåìû-
ìè. Îòëè÷èå îò ïåðâîãî ïîäõîäà ñîñòîèò â äîïóñòèìîñòè èñïîëüçîâàíèÿ äàííîãî
ïåðåìåùåíèÿ â ðàçäåëÿåìûõ áèáëèîòåêàõ;

3) çàïèñü êîäà ÷åðåç ïåðåìåùåíèÿ âèäà R_X86_64_DTPOFF64 ñ ïîñòîÿííûìè ñëà-
ãàåìûìè. Äàííîå ïåðåìåùåíèå íåòèïè÷íî äëÿ èñïîëíÿåìûõ ôàéëîâ è ñïåöè-
ôè÷íî äëÿ ðàáîòû ñ ëîêàëüíîé ïàìÿòüþ ïîòîêà (TLS), õîòÿ â ôîðìóëå îíà è
íå óïîìÿíóòà [6]. Îòëè÷èå îò ïðåäûäóùèõ ïîäõîäîâ â îòñóòñòâèè ïîääåðæêè
ïåðåìåùåíèÿ ñî ñòîðîíû äåêîìïèëÿòîðà Ghidra;

4) çàïèñü êîäà ÷åðåç ïåðåìåùåíèÿ âèäà R_X86_64_64 ñ ïåðåìåííûìè ñëàãàåìû-
ìè. Â êà÷åñòâå áàçîâîãî ñèìâîëà âìåñòî íóëåâîãî âûáðàí ñèìâîë, èñïîëüçóþ-
ùèé ðàñøèðåíèå GNU_IFUNC [7]. Äàííîå ðàñøèðåíèå ïîçâîëÿåò èñïîëíèòü ïðî-
èçâîëüíûé ïðîãðàììíûé êîä â ïðîöåññå ïîäñ÷¼òà àäðåñà ñèìâîëà. Îòëè÷èå â
âîçìîæíîñòè íå ïðîñòî ïåðåìåøàòü äàííûå, íî è çàøèôðîâàòü èõ, à òàêæå ïî-
òåíöèàëüíîé ñëîæíîñòè îáðàáîòêè â ðàìêàõ ñòàòè÷åñêîãî àíàëèçà.

Äëÿ ïðîâåðêè ýôôåêòèâíîñòè ïðîòèâ àíòèâèðóñîâ áûëè âûáðàíû ýêñïëîéòû ïîâû-
øåíèÿ ïðèâèëåãèé óÿçâèìîñòåé CVE-2016-5195 è CVE-2022-0847 [8, 9]. Äàííûå óÿçâè-
ìîñòè øèðîêî èñïîëüçîâàëèñü çëîóìûøëåííèêàìè è äîñòàòî÷íî ñòàðû, ÷òîáû ñîäåð-
æàòüñÿ âî âñåõ âîçìîæíûõ ñèãíàòóðíûõ áàçàõ. Ê ýêñïëîéòàì áûëè ïîñëåäîâàòåëüíî
ïðèìåíåíû óïîìÿíóòûå âûøå ïðåîáðàçîâàíèÿ, ïîñëå ÷åãî ïîëó÷åííûå èñïîëíÿåìûå
ôàéëû áûëè ïðîâåðåíû ïðè ïîìîùè ñàéòà VirusTotal [10]. ×òîáû èñêëþ÷èòü ïîïûòêè
àíòèâèðóñîâ ðàñïîçíàòü âèðóñû áåç àíàëèçà èõ êîäà (ïî èíûì, êîñâåííûì ïðèçíàêàì),
ïðîâîäèëîñü äîïîëíèòåëüíîå òåñòèðîâàíèå ñ ôàéëîì, èç êîòîðîãî óäàëåíû âñå ñåêöèè
ñ êîäîì è äàííûìè.

Äëÿ ïðîâåðêè äåêîìïèëÿòîðîâ IDA [11], Ghidra [12] è èíñòðóìåíòà ñèìâîëüíîãî
èñïîëíåíèÿ angr [13] áûëà âûáðàíà ïðîñòàÿ ïðîãðàììà, êîä êîòîðîé äîñòóïåí â ëè-
ñòèíãå 1. Îò èíñòðóìåíòà ñèìâîëüíîãî èñïîëíåíèÿ angr òðåáîâàëîñü äîñòèæåíèå îáîèõ
ïóòåé â ïðîãðàììå, à îò äåêîìïèëÿòîðîâ � âîçìîæíîñòü çàãðóçèòü êîä è äåêîìïèëè-
ðîâàòü ôóíêöèþ main.

1 #include <stdio.h>

2 int main() {

3 int k;

4 printf (" Please enter secret key: ");

5 scanf ("%d", &k);

6 if (k == 1337)

7 printf (" Correct license key\n");

8 else printf ("Wrong license key\n");

9 }

Ëèñòèíã 1. Òåñòîâàÿ ïðîãðàììà
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Îáúåäèí¼ííûå ðåçóëüòàòû ýêñïåðèìåíòîâ ïðåäñòàâëåíû â òàáë. 2.

Òà á ë è ö à 2
Ðåçóëüòàòû ýêñïåðèìåíòîâ

Òåñò VirusTotal IDA Ghidra angr
R_X86_64_64 1 + 1 Óñïåõ Óñïåõ Îøèáêà

R_X86_64_SIZE64 1 + 1 Îøèáêà Óñïåõ Îøèáêà
R_X86_64_DTPOFF64 1 + 1 Îøèáêà Îøèáêà Îøèáêà

R_X86_64_64 ñ GNU_IFUNC 1 + 1 Îøèáêà Îøèáêà Îøèáêà
Ôàéëû áåç êîäà 1 + 1 � � �

Îðèãèíàëüíûå ôàéëû 20 + 19 � � �

Åäèíñòâåííûé àíòèâèðóñ, êîòîðûé ìîã îïðåäåëèòü ýêñïëîéòû ïîâûøåíèÿ ïðèâè-
ëåãèé ïîñëå ïðèìåíåíèÿ ëþáîãî èç ïðåîáðàçîâàíèé, êàêèì-òî îáðàçîì (ïðåäïîëîæè-
òåëüíî, ïî ñïèñêó èñïîëüçóåìûõ ôóíêöèé èç áèáëèîòåêè ÿçûêà Ñè) îáíàðóæèâàë èõ
äàæå ïîñëå ïîëíîãî óäàëåíèÿ êîäà è äàííûõ. Äèçàññåìáëåðû èìåëè áîëüøèé óñïåõ
ïðè îáðàáîòêå áîëåå ïðîñòûõ ïðåîáðàçîâàíèé, íî íå òðåòüåãî è ÷åòâåðòîãî âàðèàíòà.

Òàêèì îáðàçîì, ïðåäëîæåííûé ìåòîä îêàçàëñÿ ýôôåêòèâåí è ïðîòèâ àíòèâèðóñîâ,
è ïðîòèâ èíñòðóìåíòîâ îáðàòíîé ðàçðàáîòêè è ïîòåíöèàëüíî ÿâëÿåòñÿ íîâûì âåêòîðîì
àòàêè íà èíôîðìàöèîííûå ñèñòåìû. Ïîëó÷åííûå ðåçóëüòàòû ìîãóò áûòü èñïîëüçîâà-
íû äëÿ ñîâåðøåíñòâîâàíèÿ àíòèâèðóñîâ è èíñòðóìåíòîâ îáðàòíîé ðàçðàáîòêè, à òàêæå
ïîä÷åðêèâàþò âàæíîñòü ñëåäîâàíèÿ ëó÷øèì ïðàêòèêàì èíôîðìàöèîííîé áåçîïàñíî-
ñòè, íàïðèìåð çàïðåòó ìåõàíèçìà text relocations.
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Ðàññìàòðèâàåòñÿ çàäà÷à îïèñàíèÿ äåðåâüåâ, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòî-
ðûõ èçîìîðôíû. Ïðèâîäèòñÿ õàðàêòåðèñòè÷åñêàÿ òåîðåìà äëÿ òàêèõ äåðåâüåâ:
âñå ìàêñèìàëüíûå ïîääåðåâüÿ äåðåâà èçîìîðôíû òîãäà è òîëüêî òîãäà, êîãäà âñå
åãî ëèñòüÿ ïîäîáíû. Ââîäèòñÿ êëàññ ìíîãîóðîâíåâûõ çâ¼çä. Äîêàçûâàåòñÿ, ÷òî
ýòîò êëàññ ñîâïàäàåò ñ êëàññîì äåðåâüåâ, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòîðûõ
èçîìîðôíû.

Êëþ÷åâûå ñëîâà: ãðàô, äåðåâî, ðåêîíñòðóèðóåìîñòü.

Ââåäåíèå
Ãðàôû ÿâëÿþòñÿ èíòåðåñíûìè ìàòåìàòè÷åñêèìè îáúåêòàìè, êîòîðûå íàõîäÿò ïðè-

ìåíåíèÿ â ðàçëè÷íûõ îáëàñòÿõ, â òîì ÷èñëå è â êðèïòîãðàôèè. Â òåîðèè ãðàôîâ áîëü-
øîå êîëè÷åñòâî NP-ïîëíûõ ïðîáëåì, êîòîðûå ìîãóò áûòü èñïîëüçîâàíû äëÿ ïîñòðîå-
íèÿ äîêàçàòåëüñòâ ñ íóëåâûì ðàçãëàøåíèåì (òàêèå ñõåìû åñòü äëÿ çàäà÷è î ãàìèëüòî-
íîâîì ãðàôå, õðîìàòè÷åñêîì ÷èñëå, âåðøèííîì ðàñøèðåíèè). Èç áîëåå ñâåæèõ ðåçóëü-
òàòîâ îòìåòèì èñïîëüçîâàíèå ãðàôîâ Ïýëè [1] è Òóðàíà [2] äëÿ ïîñòðîåíèÿ êðèïòîñè-
ñòåì. Â äàííîé ðàáîòå ðàññìàòðèâàþòñÿ äåðåâüÿ îñîáîãî âèäà. Îñíîâíûå îïðåäåëåíèÿ
ïî òåîðèè ãðàôîâ èñïîëüçóþòñÿ ñîãëàñíî [3, 4].

Íàïîìíèì, ÷òî íåîðèåíòèðîâàííûì ãðàôîì (äàëåå � ïðîñòî ãðàôîì) íàçûâàåòñÿ
ïàðà G = (V, α), ãäå α� ñèììåòðè÷íîå è àíòèðåôëåêñèâíîå îòíîøåíèå íà ìíîæåñòâå
âåðøèí V , íàçûâàåìîå îòíîøåíèåì ñìåæíîñòè. Ñòåïåíü âåðøèíû� êîëè÷åñòâî ð¼áåð
ãðàôà, èíöèäåíòíûõ ýòîé âåðøèíå. Âèñÿ÷àÿ âåðøèíà (ëèñò) � âåðøèíà ñòåïåíè 1.

Äåðåâî � ñâÿçíûé ãðàô, â êîòîðîì íåò öèêëîâ. Äåðåâî ñ îäíîé âåðøèíîé íàçûâà-
åòñÿ òðèâèàëüíûì. Áóäåì ðàññìàòðèâàòü äåðåâüÿ ñ ÷èñëîì âåðøèí áîëüøå 1. Äåðåâüÿ
ÿâëÿþòñÿ âàæíûì êëàññîì ãðàôîâ. Ìíîãèå çàäà÷è, âåñüìà ñëîæíûå â îáùåì ñëó÷àå,
ýôôåêòèâíî ðåøàþòñÿ äëÿ äåðåâüåâ. Îäíîé èç òàêèõ çàäà÷ ÿâëÿåòñÿ ðåêîíñòðóêöèÿ
ãðàôîâ ïî èõ ÷àñòÿì.

Äàäèì íåîáõîäèìûå îïðåäåëåíèÿ.

Îïðåäåëåíèå 1. Ïîäãðàô � ãðàô, ïîëó÷àþùèéñÿ óäàëåíèåì ïðîèçâîëüíîãî êî-
ëè÷åñòâà âåðøèí è âñåõ èíöèäåíòíûõ èì ð¼áåð èç èñõîäíîãî ãðàôà.

Îïðåäåëåíèå 2. Ìàêñèìàëüíûé ïîäãðàô �ïîäãðàô, ïîëó÷àþùèéñÿ óäàëåíèåì
îäíîé ïðîèçâîëüíîé âåðøèíû.

Ïîääåðåâî �äåðåâî, ïîëó÷àþùååñÿ óäàëåíèåì ïðîèçâîëüíîãî êîëè÷åñòâà âèñÿ÷èõ
âåðøèí è âñåõ ñìåæíûõ ñ íèìè ð¼áåð èç èñõîäíîãî äåðåâà. Ìàêñèìàëüíîå ïîääåðåâî
äåðåâà � ïîääåðåâî, ïîëó÷àþùååñÿ óäàëåíèåì îäíîé ïðîèçâîëüíîé âèñÿ÷åé âåðøèíû.
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Íàïîìíèì, ÷òî äâà ãðàôà G1 = (V1, α1) è G2 = (V2, α2) íàçûâàþòñÿ èçîìîðôíûìè,
åñëè ìîæíî óñòàíîâèòü âçàèìíî îäíîçíà÷íîå ñîîòâåòñòâèå f : V1 → V2, ñîõðàíÿþùåå
îòíîøåíèå ñìåæíîñòè:

∀u, v ∈ V1
(
(u, v) ∈ α1 ⇔ (f(u), f(v)) ∈ α2

)
.

Ãèïîòåçà âåðøèííîé ðåêîíñòðóèðóåìîñòè Êåëëè�Óëàìà ãîâîðèò, ÷òî êàæäûé
ãðàô ñ ÷èñëîì âåðøèí n > 2 îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîðôèçìà îïðåäåëÿåò-
ñÿ ïî ñïèñêó ñâîèõ ìàêñèìàëüíûõ ïîäãðàôîâ. Â [5] äîêàçàíî, ÷òî äåðåâüÿ ñ ÷èñëîì
âåðøèí n ⩾ 3 ìîãóò áûòü ñ òî÷íîñòüþ äî èçîìîðôèçìà ðåêîíñòðóèðîâàíû ïî ñïèñêó
ñâîèõ ìàêñèìàëüíûõ ïîäãðàôîâ. Áîëåå òîãî, äåðåâüÿ îäíîçíà÷íî ñ òî÷íîñòüþ äî èçî-
ìîðôèçìà îïðåäåëÿþòñÿ ñïèñêîì ñâîèõ ìàêñèìàëüíûõ ïîääåðåâüåâ [6]. Â [7] äîêàçàíî,
÷òî êàæäîå äåðåâî ñ ÷èñëîì âåðøèí n > 6 îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîðôèçìà
îïðåäåëÿåòñÿ ñâîèìè íåèçîìîðôíûìè ïîääåðåâüÿìè.

Îñíîâíûå ðåçóëüòàòû
Â äàííîé ðàáîòå ðàññìàòðèâàþòñÿ äåðåâüÿ, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòîðûõ

èçîìîðôíû. Ê òàêèì äåðåâüÿì îòíîñÿòñÿ, íàïðèìåð, öåïè èëè çâ¼çäû.
Â ðàáîòå [8] àíîíñèðîâàí ñëåäóþùèé ðåçóëüòàò:

Òåîðåìà 1. Âñå ìàêñèìàëüíûå ïîääåðåâüÿ äåðåâà ïîïàðíî èçîìîðôíû òîãäà è
òîëüêî òîãäà, êîãäà âñå ëèñòüÿ ýòîãî äåðåâà ïîäîáíû.

Â òåîðåìå äîêàçûâàåòñÿ, ÷òî åñëè óäàëèòü âñå ëèñòüÿ èñõîäíîãî äåðåâà, òî ñíîâà
ïîëó÷èì äåðåâî, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòîðîãî èçîìîðôíû. Ýòî îçíà÷àåò, ÷òî
è âñå âåòâè, âûõîäÿùèå èç öåíòðà, ïîäîáíû (äëÿ áèöåíòðàëüíûõ äåðåâüåâ, êîíå÷íî,
èìåþòñÿ â âèäó âåòâè, êîòîðûå ñîäåðæàò òîëüêî îäíó öåíòðàëüíóþ âåðøèíó ëèáî
íàîáîðîò îáå öåíòðàëüíûå âåðøèíû).

Ïóñòü T �äåðåâî, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòîðîãî èçîìîðôíû. Èññëåäóåì
ñëó÷àé, êîãäà T ÿâëÿåòñÿ áèöåíòðàëüíûì äåðåâîì. Ðàññìîòðèì äâå âåòâè, êîòîðûå
âûõîäÿò èç öåíòðàëüíûõ âåðøèí è ñîäåðæàò îáå öåíòðàëüíûå âåðøèíû. Òàê êàê ñî-
îòâåòñòâóþùèå äåðåâüÿ èçîìîðôíû è ñîäåðæàò îäèíàêîâîå êîëè÷åñòâî âåðøèí, òî
â äåðåâå T äîëæíî áûòü ÷¼òíîå êîëè÷åñòâî âåðøèí. Òàêèì îáðàçîì, ñðåäè ðàññìàò-
ðèâàåìûõ äåðåâüåâ âñå áèöåíòðàëüíûå èìåþò òîëüêî ÷¼òíîå êîëè÷åñòâî âåðøèí; âñå
äåðåâüÿ ñ íå÷¼òíûì êîëè÷åñòâîì âåðøèí ÿâëÿþòñÿ öåíòðàëüíûìè, à ñðåäè äåðåâüåâ
ñ ÷¼òíûì êîëè÷åñòâîì âåðøèí ìîãóò áûòü êàê öåíòðàëüíûå, òàê è áèöåíòðàëüíûå.

Ââåä¼ì îáîçíà÷åíèå SC äëÿ öåíòðàëüíûõ äåðåâüåâ ðàññìàòðèâàåìîãî âèäà. Áèöåí-
òðàëüíûå äåðåâüÿ îáîçíà÷èì SB. Â ñèëó òîãî, ÷òî âåòâè, âûõîäÿùèå èç öåíòðàëüíûõ
âåðøèí, èçîìîðôíû, áóäåì íàçûâàòü òàêèå äåðåâüÿ ìíîãîóðîâíåâûìè çâåçäàìè. Êàæ-
äûé óðîâåíü êîäèðóåòñÿ äâóìÿ ïàðàìåòðàìè� ÷èñëîì ðàçâåòâëåíèé è äëèíîé ñòâîëà,
ïðè ýòîì ÷èñëî ðàçâåòâëåíèé äîëæíî áûòü áîëüøå 1, à ñòâîë ñ÷èòàåòñÿ îò áëèæàéøåé
öåíòðàëüíîé âåðøèíû.

Çâ¼çäû ïåðâîãî óðîâíÿ êîäèðóþòñÿ äâóìÿ ïàðàìåòðàìè è îáîçíà÷àþòñÿ SCn1,n2

èëè SBn1,n2 . ×èñëî âåðøèí n ìîæíî âû÷èñëèòü ïî ñëåäóþùåé ôîðìóëå:

n =

{
1 + n1n2, åñëè äåðåâî öåíòðàëüíîå,

2 + n1n2, åñëè äåðåâî áèöåíòðàëüíîå.
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Çâ¼çäû âòîðîãî óðîâíÿ êîäèðóþòñÿ ÷åòûðüìÿ ïàðàìåòðàìè è îáîçíà÷àþòñÿ
SCn1,n2,n3,n4 èëè SBn1,n2,n3,n4 . ×èñëî âåðøèí íàõîäèòñÿ ïî ôîðìóëå

n =

{
1 + n1(n2 + n3n4), åñëè äåðåâî öåíòðàëüíîå,

2 + n1(n2 + n3n4), åñëè äåðåâî áèöåíòðàëüíîå.

Çâ¼çäû ïîñëåäóþùèõ óðîâíåé çàäàþòñÿ àíàëîãè÷íûì îáðàçîì. Çâåçäû óðîâíÿ k
çàäàþòñÿ 2k ïàðàìåòðàìè: SCn1,n2,...,n2k−1,n2k

èëè SBn1,n2,...,n2k−1,n2k
. ×èñëî âåðøèí âû-

÷èñëÿåòñÿ ïî ôîðìóëå

n =

{
1 + n1(n2 + n3(n4 + . . .+ n2k−1n2k), åñëè äåðåâî öåíòðàëüíîå,

2 + n1(n2 + n3(n4 + . . .+ n2k−1n2k), åñëè äåðåâî áèöåíòðàëüíîå.

Îñíîâíîé ðåçóëüòàò ðàáîòû ïðåäñòàâëåí ñëåäóþùåé òåîðåìîé.

Òåîðåìà 2. Êàæäàÿ öåíòðàëüíàÿ SC èëè áèöåíòðàëüíàÿ çâåçäà SB ÿâëÿåòñÿ äå-
ðåâîì, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòîðîãî èçîìîðôíû. Êàæäîå n-âåðøèííîå äå-
ðåâî, âñå ìàêñèìàëüíûå ïîääåðåâüÿ êîòîðîãî èçîìîðôíû, ÿâëÿåòñÿ ëèáî öåíòðàëüíîé
çâåçäîé SCn1,n2,...,n2k−1,n2k

, òàêîé, ÷òî

n = 1 + n1(n2 + n3(n4 + . . .+ n2k−1n2k),

ëèáî áèöåíòðàëüíîé çâåçäîé SBn1,n2,...,n2k−1,n2k
, òàêîé, ÷òî

n = 2 + n1(n2 + n3(n4 + . . .+ n2k−1n2k).
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Ä.Ñ. Àíàíè÷åâ, Ê.Ë. Ãåóò, Ñ.Ñ. Òèòîâ

Ðàáîòà ïîñâÿùåíà çàäà÷å �7 Îëèìïèàäû NSUCRYPTO 2023 ã. îá îïèñàíèè èíòå-
ðåñíîãî êëàññà êîäîâ C � ñ îäíîçíà÷íûì äåêîäèðîâàíèåì ê áëèæàéøåìó êîäîâî-
ìó ñëîâó â ìåòðèêå Õýììèíãà. Äîêàçàíà âîçìîæíîñòü ïðåäñòàâëåíèÿ êîäà C êàê
ìàòðîèäà è ïðèâåäåíî ïðîìåæóòî÷íîå ðåøåíèå â ñëó÷àå, êîãäà ìíîæåñòâî B áè-
òîâ, òàêèõ, ÷òî ñóùåñòâóåò äâóõáèòîâîå ñëîâî, åãî ñîäåðæàùåå, äåêîäèðóþùååñÿ
íå â z = 0, ñîâïàäàåò ñî âñåìè ïîçèöèÿìè áèòîâ êîäà C.

Êëþ÷åâûå ñëîâà: NSUCRY PTO, âåñ Õýììèíãà, êîä, ìàòðîèä.

Îäíà èç çàäà÷ âòîðîãî ðàóíäà Ìåæäóíàðîäíîé îëèìïèàäû ïî êðèïòîãðàôèè
NSUCRYPTO'2023 [1] áûëà ïîñâÿùåíà êëàññó êîäîâ C äëèíîé n êàê ïîäìíîæåñòâà Fn2
ñ îäíîçíà÷íûì äåêîäèðîâàíèåì ê áëèæàéøåìó ïî ìåòðèêå Õýììèíãà êîäîâîìó ñëîâó.
Â çàäà÷å áûëî äâà âîïðîñà:

1) êàêèå êîäû C ìîãóò îáåñïå÷èòü íàëè÷èå òàêîãî ñâîéñòâà è
2) êàêèå êîäû C, ÿâëÿþùèåñÿ ëèíåéíûìè ïîäïðîñòðàíñòâàìè Fn2 , ìîãóò îáåñïå-

÷èòü òàêîå ñâîéñòâî?

Â ïðîöåññå ðåøåíèÿ çàäà÷è íàøåé êîìàíäîé áûëà âûñêàçàíà ãèïîòåçà, ÷òî ýòè êîäû
ñâîäÿòñÿ ê òåíçîðíîìó ïðîèçâåäåíèþ ñîâåðøåííûõ êîäîâ. Ðàáîòà ïîñâÿùåíà ïðîáëå-
ìå 2 � î ëèíåéíûõ êîäàõ ñ òàêèì ñâîéñòâîì.

Ïîñêîëüêó âåñ Õýììèíãà êîíêàòåíàöèè ñëîâ ðàâåí ñóììå âåñîâ êîíêàòåíèðóåìûõ
ñëîâ, òåíçîðíîå ïðîèçâåäåíèå ñîâåðøåííûõ êîäîâ îáëàäàåò òàêèì ñâîéñòâîì.

Êîäû ñ ìèíèìàëüíûì ðàññòîÿíèåì Dmin = 1 õàðàêòåðèçóþòñÿ íàëè÷èåì áåçîøè-
áî÷íûõ áèòîâ, ãäå Dmin � ýòî êîäîâîå ðàññòîÿíèå, òî åñòü ìèíèìóì ðàññòîÿíèÿ Õýì-
ìèíãà ìåæäó ðàçëè÷íûìè êîäîâûìè ñëîâàìè. Ýòîò ñëó÷àé íàäî ïðèçíàòü ýêñòðåìàëü-
íûì è ðàññìàòðèâàòü îòäåëüíî.

Ïóñòü z è x�äâà êîäîâûõ ñëîâà íà ðàññòîÿíèè 2. Òîãäà ñóùåñòâóþò ðîâíî äâà
ñëîâà âåñà 1, íàõîäÿùèåñÿ íà ðàññòîÿíèè 1 è îò z, è îò x. Ñëåäîâàòåëüíî, îíè íå ìîãóò
îäíîçíà÷íî äåêîäèðîâàòüñÿ ê áëèæàéøåìó è ïîýòîìó ÿâëÿþòñÿ êîäîâûìè. Ïðèìåì
â äàëüíåéøåì ïðåäïîëîæåíèå Dmin > 2, òàê ÷òî â êîäå îòñóòñòâóþò ñëîâà íà åäèíè÷-
íîì ðàññòîÿíèè è íà ðàññòîÿíèè 2.

Âñþäó äàëåå ìû ïîëàãàåì, ÷òî êîä C îáëàäàåò ñâîéñòâîì îäíîçíà÷íîñòè äåêîäèðî-
âàíèÿ.

Ëåììà 1 (î íå÷¼òíîñòè). Ïóñòü íàèìåíüøåå â êîäå C ðàññòîÿíèå îò êîäîâîãî ñëî-
âà z äî äðóãèõ êîäîâûõ ñëîâ ðàâíî d. Òîãäà d íå÷¼òíî.

Ðàññìîòðèì ìíîæåñòâî B áèòîâ, òàêèõ, ÷òî ñóùåñòâóåò äâóõáèòîâîå ñëîâî, åãî ñî-
äåðæàùåå, äåêîäèðóþùååñÿ íå â z = 0. Òîãäà êîä C ðàñïàäàåòñÿ â òåíçîðíîå ïðîèçâå-
äåíèå êîäà íà B è íà åãî äîïîëíåíèå B′, ïðè÷¼ì äëÿ ïîñëåäíåãî Dmin > 3.

Ëåììà 2 (î ñîâåðøåííîñòè ïðè Dmin = 3). Ëèíåéíûé êîä C, îïðåäåë¼ííûé íà
áèòàõ B, ïðè Dmin = 3 ÿâëÿåòñÿ ñîâåðøåííûì.

Îïðåäåëèì íà B ñëåäóþùåå áèíàðíîå îòíîøåíèå ∼: b1 ∼ b2, åñëè è òîëüêî åñëè
ñóùåñòâóåò òð¼õáèòîâîå êîäîâîå ñëîâî, ñîäåðæàùåå b1 è b2. Òàêèì îáðàçîì, b1 + b2
äåêîäèðóåòñÿ íå â íóëü, åñëè ýòè áèòû ðàçëè÷íû. Ýòî îòíîøåíèå ÿâëÿåòñÿ îòíîøåíèåì
ýêâèâàëåíòíîñòè.
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Ðàññìîòðèì ðàçëîæåíèå êîäà C íà B â òåíçîðíîå ïðîèçâåäåíèå ïîäêîäîâ íà êëàñ-
ñàõ ýêâèâàëåíòíîñòè ïî îòíîøåíèþ ∼. ßñíî, ÷òî êàæäûé òàêîé ïîäêîä ïîðîæäàåòñÿ
ñèñòåìîé òðîåê Øòåéíåðà è ïîýòîìó ïðåäñòàâëÿåò ñîáîé ñîâåðøåííûé êîä� îáîáù¼í-
íûé êîä Õýììèíãà ñ Dmin = 3 [2, 3].

Ðàññìîòðèì êîä íà áèòàõ èç B′. Äëÿ íåãî 5 ⩽ Dmin ïî ëåììå î íå÷¼òíîñòè. Áó-
äåì èñïîëüçîâàòü îáîçíà÷åíèå x → y, åñëè áèòîâàÿ ñòðîêà x äåêîäèðóåòñÿ â êîäîâîå
ñëîâî y.

Ïîñêîëüêó âñ¼ ìíîæåñòâî áèòîâûõ ñòðîê ðàçáèâàåòñÿ íà îäèíàêîâûå ïî ìîùíî-
ñòè îêðåñòíîñòè êîäîâûõ ñëîâ, äîñòàòî÷íî èçó÷èòü òàêóþ îêðåñòíîñòü äëÿ íóëåâîãî
ýëåìåíòà z = 0. Ìîæåì îòîæäåñòâëÿòü áèòîâóþ ñòðîêó ñ ìíîæåñòâîì ïîçèöèé å¼ åäè-
íè÷íûõ áèòîâ. Òîãäà, íàïðèìåð, ñòðîêà èç îäíèõ íóëåé z = 0 îòîæäåñòâèòñÿ ñ ïóñòûì
ìíîæåñòâîì. Èçó÷èì îêðåñòíîñòü íóëÿ z = 0, ò. å. ìíîæåñòâî òåõ x, ÷òî x → 0, è
äîïîëíåíèå ýòîãî ìíîæåñòâà, ò. å. ìíîæåñòâî òåõ v, ÷òî v → w ̸= 0. Åñëè Y → 0 è
X ⊆ Y , òî X → 0. Äëÿ ëþáîãî ìíîæåñòâà A áèòîâûõ ïîçèöèé îáîçíà÷èì ÷åðåç |A| åãî
ìîùíîñòü.

Ðàññìîòðèì â ñåìåéñòâå ìíîæåñòâ, äåêîäèðóþùèõñÿ íå â íóëü, ïîäñåìåéñòâî ìèíè-
ìàëüíûõ ïî âêëþ÷åíèþ, à èìåííî: íàçîâ¼ì ïðîöèêëîì ìíîæåñòâîM áèòîâûõ ïîçèöèé,
îáëàäàþùåå ñâîéñòâîì: M äåêîäèðóåòñÿ íå â íóëü, à ëþáîå ñîáñòâåííîå ïîäìíîæåñòâî
ìíîæåñòâà M äåêîäèðóåòñÿ â íóëü.

Ëåììà 3. Ïóñòü M �ïðîöèêë. Òîãäà M →M ′, ãäå |M ′| = 1+2|M |, ïðè÷¼ì M �
ïîäìíîæåñòâî â M ′.

Ëåììà 4. Ïóñòü ìíîæåñòâî P äåêîäèðóåòñÿ íå â íóëü. Òîãäà â P èìååòñÿ ïîä-
ìíîæåñòâî, ÿâëÿþùååñÿ ïðîöèêëîì.

Ëåììà 5. Åñëè M,N �ðàçëè÷íûå ïðîöèêëû ñ îáùèì ýëåìåíòîì e, òî â ìíîæå-
ñòâå E = (M ∪N) \ {e} èìååòñÿ ïîäìíîæåñòâî, ÿâëÿþùååñÿ ïðîöèêëîì.

Â äàííîé ðàáîòå ïðåäëàãàåòñÿ èñïîëüçîâàòü òåîðèþ ìàòðîèäîâ äëÿ èññëåäîâàíèÿ
ïðîáëåìû. Íàïîìíèì [4], ÷òî ìàòðîèäû áûëè ââåäåíû â [5] ñ öåëüþ àêñèîìàòèçàöèè ëè-
íåéíîé çàâèñèìîñòè âåêòîðîâ. Îäíàêî ýòî ïîíÿòèå îêàçàëîñü áîëåå îáùèì, è åãî ìîùü
ïðîÿâèëàñü, â òîì ÷èñëå, â òåîðåìå Ðàäî �Ýäìîíäñà [6, 7] îá îïòèìèçàöèè ïîñðåäñòâîì
æàäíîãî àëãîðèòìà. Â êðèïòîãðàôèè ìàòðîèäû îêàçàëèñü ñâÿçàííûìè ñ èäåàëüíû-
ìè ñîâåðøåííûìè ñõåìàìè ðàçäåëåíèÿ ñåêðåòà [8]. Ìàòðîèä îïðåäåëÿåòñÿ êàê ïàðà:
íåêîòîðîå ìíîæåñòâîM (íîñèòåëü ìàòðîèäà) è íåêîòîðîå ñåìåéñòâî åãî ïîäìíîæåñòâ,
êîòîðûå îáúÿâëÿþòñÿ íåçàâèñèìûìè ìíîæåñòâàìè; îñòàëüíûå ïîäìíîæåñòâà ñ÷èòà-
þòñÿ çàâèñèìûìè. Ìàêñèìàëüíûå ïî âêëþ÷åíèþ íåçàâèñèìûå ìíîæåñòâà íàçûâàþòñÿ
áàçàìè ìàòðîèäà, ìèíèìàëüíûå ïî âêëþ÷åíèþ çàâèñèìûå ìíîæåñòâà � öèêëàìè (÷òî
îñîáåííî íàãëÿäíî â òåîðèè ãðàôîâ). Ïåðåõîäû îò àêñèîì äëÿ íåçàâèñèìûõ ìíîæåñòâ
ê äðóãèì ñèñòåìàì àêñèîì (äëÿ áàç, öèêëîâ è ò. ä.) íàçâàíû â [9] êðèïòîìîðôèçìàìè.

Â íàøåì ñëó÷àå óäîáíî èñïîëüçîâàòü ñèñòåìó àêñèîì äëÿ ñåìåéñòâà öèêëîâ. Ïà-
ðà (M,C) çàäà¼ò ñòðóêòóðó ìàòðîèäà íà ìíîæåñòâå M ñ ñåìåéñòâîì öèêëîâ C, åñëè
âûïîëíÿþòñÿ âñåãî äâå àêñèîìû:

1) åñëè C è D�öèêëû, ïðè÷¼ì C ⊃ D, òî C = D;
2) åñëè C è D�ðàçëè÷íûå öèêëû, ñîäåðæàùèå îáùèé ýëåìåíò e, òî â ìíîæåñòâå

C ∪D \ {e} ñîäåðæèòñÿ öèêë.
Ïîñêîëüêó äåêîäèðîâàíèå ê áëèæàéøåìó ìîæíî ðàññìàòðèâàòü êàê çàäà÷ó êîì-

áèíàòîðíîé îïòèìèçàöèè, ïðåäñòàâëÿåòñÿ åñòåñòâåííûì îáíàðóæèòü çäåñü ñòðóêòóðó
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ìàòðîèäà, ÷òî è ÿâëÿåòñÿ îñíîâíûì ðåçóëüòàòîì äàííîé ðàáîòû. Òàêîé ïîäõîä ïîçâî-
ëÿåò èñïîëüçîâàòü òåîðèþ ìàòðîèäîâ äëÿ ðåøåíèÿ èñõîäíîé çàäà÷è.

Óòâåðæäåíèå 1. Ñåìåéñòâî ïðîöèêëîâ ÿâëÿåòñÿ ñåìåéñòâîì öèêëîâ íåêîòîðîãî
ìàòðîèäà.

Äåéñòâèòåëüíî, îíî óäîâëåòâîðÿåò îáåèì àêñèîìàì öèêëîâ è ïîýòîìó îïðåäåëÿåò
ìàòðîèä [10]. Èç ýòîãî ñëåäóåò, ÷òî êîä íà áèòàõ èç B′ ìîæíî ïðåäñòàâèòü êàê êîíêà-
òåíàöèþ êîäîâ, ñîîòâåòñòâóþùèõ ðàçáèåíèþ ýòîãî ìàòðîèäà íà ñâÿçíûå êîìïîíåíòû.

Òàêèì îáðàçîì, â ðàáîòå ïðèâåäåíî ïðîìåæóòî÷íîå ðåøåíèå â ñëó÷àå, êîãäà ìíî-
æåñòâî B ñîâïàäàåò ñî âñåìè ïîçèöèÿìè áèòîâ êîäà. Äëÿ ðåøåíèÿ ïðîáëåìû îñòàëîñü
äîêàçàòü, ÷òî ñâÿçíûé ìàòðîèä òàêîãî êîäà � ïîðîãîâûé, âñå öèêëû êîòîðîãî èìåþò
îäèíàêîâóþ ìîùíîñòü, èëè öåëåíàïðàâëåííî ñòðîèòü íåñîâåðøåííûå êîäû ñî ñâÿçíûì
ìàòðîèäîì, îïðåäåë¼ííûì òàêèìè öèêëàìè.
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ÎÁÎÁÙ�ÍÍÛÅ (L,G)-ÊÎÄÛ ÂÎ ÂÇÂÅØÅÍÍÎÉ ÌÅÒÐÈÊÅ
ÕÝÌÌÈÍÃÀ ÄËß ÇÀÙÈÒÛ ÈÍÔÎÐÌÀÖÈÈ

Ñ.Â. Áåççàòååâ

Ðàññìàòðèâàþòñÿ âîçìîæíîñòè èñïîëüçîâàíèÿ îáîáù¼ííûõ (L,G) êîäîâ äëÿ ðå-
øåíèÿ ðàçëè÷íûõ çàäà÷ çàùèòû èíôîðìàöèè, â ÷àñòíîñòè èñïîëüçîâàíèå òàêèõ
êîäîâ äëÿ ñèíäðîìíîãî âñòðàèâàíèÿ èíôîðìàöèè, êîäîâîãî ñæàòèÿ, âçâåøåííûõ
ïîðîãîâûõ ñõåì ðàñïðåäåëåíèÿ êëþ÷åé.

Êëþ÷åâûå ñëîâà: ìåòðèêà âçâåøåííîãî ðàññòîÿíèÿ Õýììèíãà, îáîáù¼ííûå

(L,G)-êîäû, çàùèòà èíôîðìàöèè.
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Îïðåäåëèì äâîè÷íûå îáîáù¼ííûå (L,G)-êîäû â ñîîòâåòñòâèè ñ [1], íóìåðàòîðàìè

ïîçèöèé äëÿ êîòîðûõ ÿâëÿþòñÿ äðîáè âèäà
u′i(x)

ui(x)
, deg ui(x) ⩽ l, ãäå ui(x)�íåïðèâîäè-

ìûå ìíîãî÷ëåíû ñòåïåíè ri ñ êîýôôèöèåíòàìè èç GF(2
m).

Îïðåäåëåíèå 1 [1]. Äâîè÷íûé îáîáù¼ííûé (L,G)-êîä ñîñòîèò èç âñåõ âåêòîðîâ
a = (a1a2 . . . an), óäîâëåòâîðÿþùèõ ñîîòíîøåíèþ

n∑
i=1

ai
u′i(x)

ui(x)
≡ 0 (mod G(x)),

ãäå deg ui(x) = ri ⩽ degG(x); ìíîãî÷ëåí u′i(x)�ôîðìàëüíàÿ ïðîèçâîäíàÿ ui(x) è
(ui(x), G(x)) = 1 äëÿ âñåõ i = 1, . . . , n.

Î÷åâèäíî, ÷òî òàêîé íåïðèâîäèìûé äâîè÷íûé îáîáù¼ííûé L,G)-êîä èñïðàâëÿåò
ëþáûå îøèáêè, ñóììàðíûé âåñ êîòîðûõ íå ïðåâûøàåò degG(x). Ýòî ïîçâîëÿåò ãîâî-
ðèòü î (L,G)-êîäå âî âçâåøåííîé ìåòðèêå Õýììèíãà.

Îïðåäåëåíèå 2 [2]. Ìåòðèêà âçâåøåííîãî ðàñññòîÿíèÿ Õýììèíãà dwH(a,b) ìåæ-
äó âåêòîðàìè a = (a1a2 . . . an) è b = (b1b2 . . . bn) îïðåäåëÿåòñÿ ñëåäóþùèì îáðàçîì:

dwH(a,b) =
n∑
i=1

wi · d(ai, bi),

ãäå d(ai, bi) = 1, åñëè ai ̸= bi, è d(ai, bi) = 0, åñëè ai = bi.

Òàêèì îáðàçîì, âçâåøåííîå ðàññòîÿíèå Õýììèíãà ìîæíî îïðåäåëèòü êàê

dwH(a,b) =
n∑

i=1,
ai ̸=bi

wi,

ãäå wi > 0 è íàçûâàåòñÿ âåñîì ïîçèöèè i. Ïðè âûáîðå â êà÷åñòâå íóìåðàòîðîâ ïîçèöèé
îáîáù¼ííîãî (L,G)-êîäà âñåõ íåïðèâîäèìûõ ìíîîãî÷ëåíîâ ñòåïåíè ri ïîëó÷èì êîä,
ëåæàùèé íà ãðàíèöå Õýììèíãà â ìåòðèêå âçâåøåííîãî ðàññòîÿíèÿ.

Òåîðåìà 1 [3]. Äâîè÷íûå îáîáù¼ííûå (L,G)-êîäû, çàäàâàåìûå íåïðèâîäèìûì
ìíîãî÷ëåíîì G(x) ñòåïåíè τ ñ êîýôôèöèåíòàìè èç GF(2m) è ìíîæåñòâîì íóìåðàòîðîâ
ïîçèöèé

L =

{
u

′(j)
i (x)

u
(j)
i (x)

: i = 1, . . . , nj, j = 1, . . . , τ

}
,

ãäå u
(j)
i (x)�íåïðèâîäèìûé ìíîãî÷ëåí ñòåïåíè j ñ êîýôôèöèåíòàìè èç GF(2m) è

G(x) ̸= u
(τ)
i (x) ïðè âñåõ i, ëåæàò íà ãðàíèöå Õýììèíãà, òî åñòü ÿâëÿþòñÿ ñîâåðøåííûìè

êîäàìè â ìåòðèêå âçâåøåííîãî ðàññòîÿíèÿ Õýììèíãà; è âåðíî ðàâåíñòâî

2kW n
τ = 2n,

ãäå n =
τ∑
j=1

nj �äëèíà êîäà; k�ðàçìåðíîñòü êîäà; W n
τ �÷èñëî âåêòîðîâ â øàðå ðàäè-

óñà τ â ìåòðèêå âçâåøåííîãî ðàññòîÿíèÿ Õýììèíãà.

Îáùåå ÷èñëî îøèáîê, èñïðàâëÿåìûõ òàêèì êîäîì, îïðåäåëÿåòñÿ íåðàâåíñòâîì
τ∑
j=1

τiri ⩽ τ , ãäå τi �÷èñëî âîçìîæíûõ îøèáîê â i-ì áëîêå äëèíû ni.
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Èñïîëüçóÿ ïðåäëîæåííûå îáîáù¼ííûå (L,G)-êîäû, ìîæíî ìîäèôèöèðîâàòü îïòè-
ìàëüíûé àëãîðèòì F5 ñèíäðîìíîãî LSB-âñòðàèâàíèÿ, ïîñòðîèâ íà åãî îñíîâå àíà-
ëîãè÷íûé îïòèìàëüíûé àëãîðèòì WF5 [4], ó÷èòûâàþùèé çíà÷èìîñòü èñêàæàåìûõ
áèò èñõîäíîãî êîíòåéíåðà. Ïðè ôîðìèðîâàíèè ðàáî÷åé îáëàñòè èñõîäíîãî êîíòåéíåðà
â êëàññè÷åñêèõ àëãîðèòìàõ ñèíäðîìíîãî âñòðàèâàíèÿ èñõîäíîå èçîáðàæåíèå (êîíòåé-
íåð) ðàçäåëÿåòñÿ íà äâå çîíû: çíà÷èìóþ è íåçíà÷èìóþ. Âíåñåíèå êàêèõ-ëèáî èñêà-
æåíèé â çíà÷èìóþ çîíó íå äîïóñêàåòñÿ, â òî âðåìÿ êàê â íåçíà÷èìîé çîíå ðàçðåøåíû
ëþáûå èñêàæåíèÿ. Òî åñòü â êëàññè÷åñêîì àëãîðèòìå F5 íà êîäàõ Õýììèíãà è åãî ìíî-
ãî÷èñëåííûõ ìîäèôèêàöèÿõ íà äðóãèõ êëàññàõ êîäîâ â íåçíà÷èìóþ çîíó ðàçðåøåíî
âíîñèòü ëþáîå ÷èñëî èñêàæåíèé, îãðàíè÷åííîå ëèøü êîððåêòèðóþùåé ñïîñîáíîñòüþ
èñïîëüçóåìîãî ïîìåõîóñòîé÷èâîãî êîäà. Ìîæíî ñêàçàòü, ÷òî âíîñèìûå èñêàæåíèÿ â òà-
êèõ àëãîðèòìàõ ðàâíîìåðíî ðàñïðåäåëåíû ìåæäó ýëåìåíòàìè íåçíà÷èìîé çîíû. Îä-
íàêî â èçîáðàæåíèè ìîæíî âûäåëèòü íåñêîëüêî çîí, çíà÷èìîñòü êîòîðûõ ñóùåñòâåííî
ðàçëè÷àåòñÿ. Ïðè ýòîì äëÿ áîëåå çíà÷èìûõ ýëåìåíòîâ äîïóñêàåòñÿ ìåíüøåå ÷èñëî èñ-
êàæåíèé, ÷åì äëÿ ìåíåå çíà÷èìûõ; ýëåìåíòàì ðàçëè÷íûõ çîí ìîæíî íàçíà÷èòü ðàçíûå
âåñà wj, îïðåäåëÿþùèå èõ çíà÷èìîñòü.

Òàêèì îáðàçîì, åñëè ïðåäñòàâèòü ðàçðåø¼ííóþ äëÿ èñêàæåíèÿ çîíó èñõîäíîãî êîí-
òåéíåðà êàê ìíîæåñòâî ýëåìåíòîâ, ðàçáèòîå íà m çîí ñ ðàçëè÷íîé çíà÷èìîñòüþ (âå-
ñàìè wj, j = 1, . . . ,m), òî ìîæíî ðàññìàòðèâàòü íà ýòîì ìíîæåñòâå âçâåøåííóþ ìåò-
ðèêó Õýììèíãà. Òàêîé ïîäõîä ïîçâîëÿåò ñîãëàñîâàòü ìåòîä âñòðàèâàíèÿ ñî âçâåøåí-
íîé ìîäåëüþ êîíòåéíåðà. Êðîìå òîãî, äëÿ òàêîé âçâåøåííîé ñòðóêòóðû óäîáíî ââåñòè
øòðàôíóþ ôóíêöèþ [5], ó÷èòûâàþùóþ âëèÿíèå èñêàæåíèé, âíîñèìûõ â ðàçíûõ çîíàõ
êîíòåéíåðà, íà èõ çàìåòíîñòü â èçîáðàæåíèè, ïîëó÷åííîì ïîñëå âñòðàèâàíèÿ èíôîð-
ìàöèè.

Øòðàôíàÿ ôóíêöèÿ äîáàâëÿåò øòðàô çà ïîÿâëåíèå èñêàæåíèé â çàâèñèìîñòè îò
âåñà çîíû, ãäå èñêàæåíèå âíîñèòñÿ. ×åì áîëüøå âåñ çîíû, òåì áîëüøå âåñ âíîñèìîãî
èñêàæåíèÿ. Òàêèì îáðàçîì, øòðàôíàÿ ôóíêöèÿ èìååò ñëåäóþùèé âèä:

F = max
m∑
i=1

tiwi⩽τ

m∑
j=1

tjνj,

ãäå tj �÷èñëî èñêàæåíèé, âíåñåííûõ â j-é çîíå; νj �øòðàô çà åäèíèöó èñêàæåíèÿ
â j-é çîíå.

Â êà÷åñòâå ïðèìåðà ðàññìîòðèì ñëó÷àé èñïîëüçîâàíèÿ ñîâåðøåííîãî âî âçâåøåí-
íîé ìåòðèêå Õýììèíãà (L,G)-êîäà c n = 35, n1 = 8, r1 = 1, n2 = 27, r2 = 2 è
degG(x) = r2 = 2. Äëÿ òàêîãî êîäà ìîæíî ñ÷èòàòü w1 = 1, w2 = 2, è îáùèé ðàç-
ìåð ïåðâîé çîíû îïðåäåëÿåòñÿ âåëè÷èíîé ℓn1, à âòîðîé çîíû� ℓn2 , ãäå ℓ�íåêîòîðîå
öåëîå. Îáùèé ðàçìåð çîíû, ãäå ðàçðåøåíû èñêàæåíèÿ, ñîñòàâèò ℓ(n1 + n2). Îáùàÿ
äëèíà âñòðàèâàåìîãî ñîîáùåíèÿ ïðè ýòîì ðàâíà 6ℓ áèò.

Êðîìå òîãî, èñïîëüçîâàíèå òàêîãî êëàññà ñîâåðøåííûõ êîäîâ ïîçâîëÿåò ñóùåñòâåí-
íî ïîâûñèòü ýôôåêòèâíîñòü êîäîâîãî ñæàòèÿ èçîáðàæåíèé [5], òàê êàê âçâåøåííàÿ
ñòðóêòóðà îáîáù¼ííîãî (L,G)-êîäà äà¼ò âîçìîæíîñòü ó÷åñòü íåðàâíîçíà÷íîñòü ýëå-
ìåíòîâ èñõîäíîãî ôàéëà èçîáðàæåíèÿ. Äîïîëíèòåëüíîå ââåäåíèå ôóíêöèè øòðàôà [5]
ïîçâîëÿåò àïðèîðè îöåíèòü êà÷åñòâî èñïîëüçóåìîé ñõåìû è ñîîòâåòñòâåííî âûáðàòü
íåîáõîäèìûå ïàðàìåòðû èñïîëüçóåìîãî (L,G)-êîäà, òî åñòü ïîäîáðàòü íóìåðàòîðû ïî-
çèöèé ui(x) è ìíîãî÷ëåí Ãîïïû G(x) ñîîòâåòñòâóþùèõ ñòåïåíåé.

Èñïîëüçóÿ ìîäèôèêàöèþ àëãîðèòìà Ìàê-Ýëèñà äëÿ ðàñøèðåííûõ (L,G)-êîäîâ [6]
è ó÷èòûâàÿ ðàçëè÷íûé âåñ (ñòåïåíü ìíîãî÷ëåíà ui(x)) ïîçèöèé êîäîâîãî ñëîâà, ëåãêî
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ïîñòðîèòü âçâåøåííóþ ïîðîãîâóþ ñõåìó ðàçäåëåíèÿ ñåêðåòà [7], â êîòîðîé êîëè÷åñòâî
ãîëîñîâ ó ïîëüçîâàòåëÿ ñèñòåìû îïðåäåëÿåòñÿ âåñîì ïîçèöèè âåêòîðà îøèáêè. Òî åñòü
äëÿ âîññòàíîâëåíèÿ ñåêðåòà íåîáõîäèìî ñîáðàòü çíà÷åíèÿ íåêîòîðîãî âåêòîðà îøèá-
êè e = (e1e2 . . . en), ñóììàðíûé âåñ ïîçèöèé (ñóììà ñòåïåíåé íóìåðàòîðîâ ïîçèöèé)
êîòîðûõ íå ìåíüøå çàäàííîãî ïîðîãà.

Äåéñòâèòåëüíî, ïðåäïîëîæèì â êà÷åñòâå ïðîñòåéøåãî ïðèìåðà, ÷òî â ñõåìå Ìàê-
Ýëèñà âìåñòî êëàññè÷åñêîãî äâîè÷íîãî êîäà Ãîïïû èñïîëüçóåòñÿ íåêîòîðûé äâîè÷íûé
îáîáù¼ííûé (L,G)-êîä äëèíû n âî âçâåøåííîé ìåòðèêå Õýììèíãà, ñòåïåíü íåïðèâî-
äèìîãî ìíîãî÷ëåíà Ãîïïû G(x) äëÿ êîòîðîãî ðàâíà t, à â ìíîæåñòâå íóìåðàòîðîâ
ïîçèöèé L èñïîëüçóþòñÿ íåïðèâîäèìûå ìíîãî÷ëåíû ñòåïåíåé 1 è 2. Â êà÷åñòâå âåêòî-
ðà îøèáêè áóäåì èñïîëüçîâàòü äâîè÷íûé âåêòîð e äëèíû n ñ åäèíèöàìè íà ïîçèöèÿõ
ðàçëè÷íîãî âåñà (çàíóìåðîâàííûõ ìíîãî÷ëåíàìè ñòåïåíè 1 è 2) è ñ âçâåøåííûì âåñîì
Õýììèíãà dwH(e) = t + δ. Òîãäà äëÿ óñïåøíîãî èñïðàâëåíèÿ òàêîãî âåêòîðà îøèáêè
íåîáõîäèìî ¾óäàëèòü¿ èç e åäèíèöû íà ïîçèöèÿõ, îáùèé âåñ êîòîðûõ íå ìåíüøå δ. Î÷å-
âèäíî, ÷òî ýòî ìîæåò áûòü ñäåëàíî ëèáî ñ ïîìîùüþ íàáîðà èç δ åäèíèö íà ïîçèöèÿõ,
çàíóìåðîâàííûõ ìíîãî÷ëåíàìè ïåðâîé ñòåïåíè (åñëè òàêèå èìåþòñÿ â âåêòîðå e), ëèáî
ñ ïîìîùüþ íàáîðà èç δ/2 åäèíèö íà ïîçèöèÿõ, çàíóìåðîâàííûõ ìíîãî÷ëåíàìè âòîðîé
ñòåïåíè (åñëè òàêèå èìåþòñÿ â âåêòîðå e), ëèáî íàáîðà èç íåêîòîðîé êîìáèíàöèè ℓ
åäèíèö íà ïîçèöèÿõ, çàíóìåðîâàííûõ ìíîãî÷ëåíàìè ïåðâîé ñòåïåíè, è m åäèíèö íà
ïîçèöèÿõ, çàíóìåðîâàííûõ ìíîãî÷ëåíàìè âòîðîé ñòåïåíè, òàê, ÷òî ℓ+ 2m ⩾ δ. Òàêèì
îáðàçîì, ìîæíî ñ÷èòàòü, ÷òî ïîëüçîâàòåëü, çíàþùèé çíà÷åíèå âåêòîðà e íà ïîçèöèè,
çàíóìåðîâàííîé ìíîãî÷ëåíîì âòîðîé ñòåïåíè, èìååò äâà ãîëîñà, â òî âðåìÿ êàê ïîëüçî-
âàòåëü, çíàþùèé çíà÷åíèå âåêòîðà e íà ïîçèöèè, çàíóìåðîâàííîé ìíîãî÷ëåíîì ïåðâîé
ñòåïåíè, èìååò âñåãî îäèí ãîëîñ.
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ÑÂÎÉÑÒÂÀ ÏÎËßÐÈÇÀÖÈÎÍÍÎÉ ÌÀÒÐÈÖÛ ÏÎËßÐÍÎÃÎ ÊÎÄÀ
È ÂÛ×ÈÑËÅÍÈÅ ÏÀÐÀÌÅÒÐÎÂ ÁÕÀÒÒÀ×ÀÐÜÈ1

À.Ä. Áîëîòíèêîâà, Ñ. Ã. Êîëåñíèêîâ, Â.Ì. Ëåîíòüåâ, À.È. Ñåìåíîâ

Ðàáîòà ÿâëÿåòñÿ ïðîäîëæåíèåì èññëåäîâàíèé ïî ïîèñêó òî÷íûõ ôîðìóë äëÿ âû-

÷èñëåíèÿ ïàðàìåòðîâ Áõàòòà÷àðüè Z
(
W

(i)
N

)
êîîðäèíàòíûõ êàíàëîâ W

(i)
N ïîëÿð-

íîãî êîäà â ñëó÷àå, êîãäà êàíàë ïåðåäà÷è ÿâëÿåòñÿ äâîè÷íûì ñèììåòðè÷íûì è
áåç ïàìÿòè, òðåáóþùèõ ïîëèíîìèàëüíîãî ÷èñëà îïåðàöèé. Äëÿ ýòîãî íåîáõîäèìî
óìåòü ñòðîèòü òàêèå áàçèñû ïîäïðîñòðàíñòâ Zi−1, ïîðîæä¼ííûõ ïåðâûìè i − 1
ñòðîêàìè ïîëÿðèçàöèîííîé ìàòðèöû GN ïîëÿðíîãî êîäà äëèíû N , è ïîäïðî-
ñòðàíñòâ Ui+1, ïîðîæä¼ííûõ ïîñëåäíèìè N − i ñòðîêàìè ìàòðèöû GN , ÷òî âåñ
Õåììèíãà ÿâëÿåòñÿ àääèòèâíîé ôóíêöèåé íà âåêòîðàõ áàçèñà (èëè áëèçêîé ê íåé).
Ýòè çàäà÷è ðåøàþòñÿ äëÿ äâóõ ïîñëåäîâàòåëüíîñòåé i = 2m + 1 è i = 2m − 1, à
òàêæå ïðè i ⩾ N/2. Êàê ñëåäñòâèå, ìû íàõîäèì êîðîòêèå è ïîëèíîìèàëüíûå ôîð-

ìóëû äëÿ Z
(
W

(2m+1)
N

)
è Z

(
W

(2m−1)
N

)
, à òàêæå ïîëèíîìèàëüíî-ýêñïîíåöèàëüíûå

äëÿ Z
(
W

(i)
N

)
ïðè i ⩾ N/2. Â çàêëþ÷åíèè ïðèâîäèòñÿ ñïèñîê ôîðìóë äëÿ âû÷èñ-

ëåíèÿ âñåõ ïàðàìåòðîâ Áõàòòà÷àðüè êîäà äëèíû 32.

Êëþ÷åâûå ñëîâà: ïîëÿðíûé êîä, ïîëÿðèçàöèîííàÿ ìàòðèöà, ïàðàìåòð Áõàò-

òà÷àðüè.

Ââåäåíèå
Îáîçíà÷èì ÷åðåç W äâîè÷íûé ñèììåòðè÷íûé êàíàë áåç ïàìÿòè ñ âåðîÿòíîñòüþ

îøèáêè, ðàâíîé p. Â [1] (òàì æå ìîæíî íàéòè ññûëêè íà ëèòåðàòóðó ïî ïîëÿðíûì
êîäàì è îáçîð èçâåñòíûõ ðåçóëüòàòîâ) ïîêàçàíî, ÷òî äëÿ ïàðàìåòðà Áõàòòà÷àðüè êî-

îðäèíàòíîãî êàíàëà W
(i)
N ïîëÿðíîãî êîäà äëèíû N = 2n èìååò ìåñòî ôîðìóëà

Z
(
W

(i)
N

)
=

=2
∑
y

√[∑
u

pw(yGN⊕uGn)(1−p)N−w(yGN⊕uGn)

] [∑
u′
pw(yGN⊕u′Gn)(1−p)N−w(yGN⊕u′Gn)

]
,
(1)

ãäå w(z)� âåñ Õýììèíãà âåêòîðà z (ñóììà êîîðäèíàò z); ñóììèðîâàíèå âî âíåø-
íåé ñóììå âåä¼òñÿ ïî (0, 1)-âåêòîðàì âèäà (y1, . . . , yi−1, 0, . . . , 0); ñóììèðîâàíèå â ñóì-
ìàõ ïîä êîðíåì âåä¼òñÿ ïî (0, 1)-âåêòîðàì âèäà (0, . . . , 0, ui+1, . . . , uN) è (0, . . . , 0, 1,
u′i+1, . . . , u

′
N) ñîîòâåòñòâåííî. Âèä âåêòîðîâ y, u, u

′ è âèä ïîêàçàòåëåé ñòåïåíåé â ôîðìó-
ëå (1) ïîêàçûâàþò, ÷òî ñóììèðîâàíèÿ íà ñàìîì äåëå âåäóòñÿ ïî ïîäïðîñòðàíñòâàì Zi−1

è Ui+1, ïîðîæä¼ííûì ñîîòâåòñòâåííî ïåðâûìè i− 1 è ïîñëåäíèìè N − i ñòðîêàìè ïî-
ëÿðèçàöèîííîé ìàòðèöû GN ïîëÿðíîãî êîäà. Î÷åâèäíî, ÷òî åñëè â ýòèõ ïîäïðîñòðàí-
ñòâàõ ìîæíî âûáðàòü òàêîé áàçèñ e1, . . . , es, ÷òî ëþáûå íåíóëåâûå êîîðäèíàòû ëþáûõ
äâóõ áàçèñíûõ âåêòîðîâ íå ñòîÿò íà îäèíàêîâûõ ïîçèöèÿõ, òî

w(λ1e1 ⊕ . . .⊕ λses) = λ1w(e1) + . . .+ λsw(es), λ1, . . . λs ∈ Z2.

Òàêèì îáðàçîì, äëÿ ïîëó÷åíèÿ ýôôåêòèâíûõ ôîðìóë âû÷èñëåíèÿ ïàðàìåòðîâ Áõàòòà-
÷àðüè íåîáõîäèìî ðåøèòü çàäà÷ó îïèñàíèÿ ïîäïðîñòðàíñòâ, êîòîðûå ïîðîæäàþò ñòðî-

1Ðàáîòà ïîääåðæàíà Êðàñíîÿðñêèì ìàòåìàòè÷åñêèì öåíòðîì, ôèíàíñèðóåìûì Ìèíîáðíàóêè ÐÔ
(ñîãëàøåíèå �075-02-2024-1429).
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êè ïîëÿðèçàöèîííîé ìàòðèöû, è çàäà÷ó âûáîðà îïòèìàëüíûõ áàçèñîâ ýòèõ ïîäïðî-
ñòðàíñòâ.

1. Ñâîéñòâà ïîëÿðèçàöèîííîé ìàòðèöû
Â [1] ïîêàçàíî, ÷òî ìàòðèöà GN óäîâëåòâîðÿåò ïðîñòûì ðåêóððåíòíûì ñîîòíîøå-

íèÿì, à èìåííî: å¼ (2i)-ÿ ñòðîêà ÿâëÿåòñÿ ïîâòîð¼ííîé äâà ðàçà i-é ñòðîêîé ìàòðè-
öû GN/2, à å¼ (2i − 1)-ÿ ñòðîêà åñòü i-ÿ ñòðîêà ìàòðèöû GN/2, äîïîëíåííàÿ íóëÿìè.
Ýòîò ôàêò ïîçâîëÿåò äîêàçàòü ñëåäóþùèå äâå òåîðåìû.

Òåîðåìà 1. Ïóñòü N = 2n, n = 2, 3, . . ., è m�íàòóðàëüíîå ÷èñëî, 1 ⩽ i < n.
Òîãäà

Z2m = {(z1, 0, . . . , 0︸ ︷︷ ︸
2n−m

, z2, 0, . . . , 0︸ ︷︷ ︸
2n−m

, . . . , z2m , 0, . . . , 0︸ ︷︷ ︸
2n−m

) : zi ∈ Z2}

è U2m+2 = {(u1, . . . , uN) : ui ∈ Z2, u(j−1)2n−m−1+1 ⊕ . . .⊕ uj2n−m−1 = 0, j = 1, . . . , 2m+1}.

Òåîðåìà 2. Ïóñòü N = 2n, n = 2, 3, . . ., i�íå÷¼òíîå íàòóðàëüíîå ÷èñëî, N/2 <
< i < N , i− 1 = N/2 +N/4 + . . .+N/2k + i′, ãäå 0 ⩽ i′ < N/2k+1. Òîãäà:

1) ïîäïðîñòðàíñòâî Zi−1 ñîñòîèò èç âåêòîðîâ, êîîðäèíàòû êîòîðûõ îäíîâðåìåííî
ìîæíî ïðåäñòàâèòü â âèäå äèçúþíêòíîãî îáúåäèíåíèÿ i′ áëîêîâ äëèíû 2k+1 è
N/2k+1 − 2i′ áëîêîâ äëèíû 2k. Ëþáîé áëîê äëèíû 2l èìååò âèä (z1, . . . , z2l−1, 0);

2) ïîäïðîñòðàíñòâî Ui+1 ðàñêëàäûâàåòñÿ â ïðÿìóþ ñóììó ïîäïðîñòðàíñòâà

UN−N/2k+1+1 = {(u1, . . . , u1︸ ︷︷ ︸
2k+1

, u2, . . . , u2︸ ︷︷ ︸
2k+1

, . . . , u2n−k−1 , . . . , u2n−k−1︸ ︷︷ ︸
2k+1

) : ui ∈ Z2}

è ïîäïðîñòðàíñòâà

Ui+1,N−N/2k+1 = {(u′1, . . . , u′1,︸ ︷︷ ︸
2k

, 0, . . . , 0︸ ︷︷ ︸
2k

, . . . , u′2n−k−1 , . . . , u
′
2n−k−1 ,︸ ︷︷ ︸

2k

, 0, . . . , 0︸ ︷︷ ︸
2k

) : ui ∈ Z2}

(êîòîðîå ìîæåò îòñóòñòâîâàòü), ãäå êîîðäèíàòû u′j ñâÿçàíû ëèíåéíûìè ñîîòíî-
øåíèÿìè.

2. Ñåðèè ôîðìóë äëÿ ïàðàìåòðà Áõàòòà÷àðüè
Â ¾õîðîøèõ¿ ñëó÷àÿõ òåîðåìû 1, 2 è àíàëîãè÷íûå èì ïîçâîëÿþò ñâåðíóòü ôîð-

ìóëó (1) äî âûðàæåíèé, ëèáî íå ñîäåðæàùèõ ñóìì, ëèáî èìåþùèõ ïîëèíîìèàëüíîå
÷èñëî ñëàãàåìûõ, â õóäøåì ñëó÷àå ñîêðàòèòü âíåøíþþ ñóììó äî ïîëèíîìèàëüíîé.
Ñëåäóþùèå òðè òåîðåìû èëëþñòðèðóþò êàæäûé èç ýòèõ ñëó÷àåâ.

Òåîðåìà 3. Äëÿ n = 2, 3, . . . è m = 1, . . . , n− 1 ñïðàâåäëèâû ðàâåíñòâà

Z
(
W

(2m+1)
2n

)
=

= 1− 1

22m

(
1 + (1− 2p)2

n−m
)2m

+

√
1

22m+1 (1 + (1− 2p)2n−m)
2m+1

− (1− 2p)2n .

Òåîðåìà 4. Äëÿ n = 2, 3, . . . è m = 1, . . . , n− 1 ñïðàâåäëèâû ðàâåíñòâà

Z
(
W

(2m−1)
2n

)
=

(AB)2
m−2

B2m−1

22m−1
×

×
2m−1−1∑
i,j=0

(
2m−1 − 1

i

)(
2m−1 − 1

j

)√√√√[(A
B

)2m−i−j

+

(
A

B

)i+j][(
A

B

)i−j
+

(
A

B

)j−i]
.

Çäåñü A = 1 + (1− 2p)2
n−m

è B = 1− (1− 2p)2
n−m

.
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Ïóñòü N = 2n, ãäå n ⩾ 2; i�íå÷¼òíîå íàòóðàëüíîå ÷èñëî; N/2 < i < N ; ÷èñëà i′, k
è ïîäïðîñòðàíñòâà Zi−1, Ui+1 ïîñòðîåíû ïî N è i, êàê â òåîðåìå 2. Òîãäà ïî ýòîé
æå òåîðåìå â ëþáîì âåêòîðå u ∈ Ui+1 âñå êîîðäèíàòû áëîêà u(j−1)2k+1, . . . , uj2k ëèáî
îäíîâðåìåííî ðàâíû 0, ëèáî 1 äëÿ âñåõ j = 1, . . . , 2n−k. Ïîýòîìó êîððåêòíî îïðåäåëåíî
îòîáðàæåíèå θ èç Ui+1 â Zm2 , ãäå m = 2n−k, êîòîðîå ñòàâèò â ñîîòâåòñòâèå âåêòîðó
u ∈ Ui+1 âåêòîð θ(u), j-ÿ êîîðäèíàòà êîòîðîãî ðàâíà 1, åñëè u(j−1)2k+1 = . . . = uj2k = 1,
è 0 èíà÷å. Äàëåå, îïðåäåëèì ïîñëåäîâàòåëüíîñòü ÷èñåë b1, . . . , bm, ïîëàãàÿ bj = 2k − 1,
åñëè äëÿ ëþáîãî z ∈ Zi−1 èìååì zj2k−1 = 0, è bj = 2k èíà÷å. Íàêîíåö, äëÿ ïðîèçâîëüíûõ
m-ìåðíûõ âåêòîðîâ a è b ïîëîæèì (a, b) = a1b1 + . . .+ ambm. Ñïðàâåäëèâà

Òåîðåìà 5. Ïóñòü N = 2n, n ⩾ 2, i�íå÷¼òíîå íàòóðàëüíîå ÷èñëî, N/2 < i < N ;
÷èñëà k,m, îòîáðàæåíèå θ è ïîñëåäîâàòåëüíîñòü b1, . . . , bm âûáðàíû, êàê è âûøå. Ïîëî-
æèì U = ⟨θ(gi+1), . . . , θ(gN)⟩ è Ū = θ(gi)⊕ U , ãäå gi, . . . , gN � ñòðîêè ïîëÿðèçàöèîííîé
ìàòðèöû GN . Òîãäà ñïðàâåäëèâà ôîðìóëà

Z
(
W

(i)
2n

)
= 2
∑
t

(
b1
t1

)
. . .

(
bm
tm

)√√√√[∑
u∈U

pf(t,u)(1− p)N−f(t,u)
][∑

u∈Ū
pf(t,u)(1− p)N−f(t,u)

]
,

ãäå f(t, u) = (u, b) +w(t)− 2(t, u), à ñóììèðîâàíèå âåä¼òñÿ ïî âåêòîðàì t = (t1, . . . , tm),
òàêèì, ÷òî 0 ⩽ tj ⩽ bj äëÿ âñåõ j = 1, . . . ,m.

3. Âû÷èñëåíèå ïàðàìåòðîâ Áõàòòà÷àðüè äëÿ N = 32

Çíà÷åíèÿ ïàðàìåòðà Áõàòòà÷àðüè äëÿ i = 1, 2, 4, 8, 16 è i = 3, 5, 9, 17, 6, 12, 24, 10,
20, 18 ìîæíî íàéòè, èñïîëüçóÿ ñîîòâåòñòâåííî ôîðìóëû

Z
(
W

(2m)
2n

)
=
(
1− (1− 2p)2

n−m+1
)2m−1

,

Z
(
W

(2k(2m+1))
2n

)
=

=

(
1− 1

22m

(
1 + (1− 2p)2

n−m−k
)2m

+

√
1

22m+1

(
1 + (1− 2p)2n−m−k

)2m+1

− (1− 2p)2n−k

)2k

.

Çíà÷åíèÿ ïàðàìåòðà äëÿ i = 7, 14, 15 íàõîäèì, èñïîëüçóÿ òåîðåìó 4 è ðàâåí-

ñòâî Z
(
W

(i2k)

N2k

)
=
[
Z
(
W

(i)
N

)]2k
, ñïðàâåäëèâîå äëÿ ëþáîãî íàòóðàëüíîãî k. Ïîñëåä-

íåå ñîîòíîøåíèå, òåîðåìà 5, îïèñàííûå íèæå ïîäïðîñòðàíñòâà U è Ū , à òàêæå óêà-
çàííûé âåêòîð b = (b1, . . . , bm) ïîçâîëÿþò âû÷èñëèòü ïàðàìåòð Áõàòòà÷àðüè äëÿ
i = 19, 21, 22, 23, 25, 26, 27, 28, 29, 30, 31.

Ñ ë ó ÷ à é i = N − 1 : U = ⟨(1, 1)⟩, Ū = (1, 0)⊕ U ; b = (N/2− 1, N/2− 1).

Ñ ë ó ÷ à é i = N − 3 : U = ⟨(1, 0, 1, 0), (1, 1, 0, 0), (0, 0, 1, 1)⟩, Ū = (1, 0, 0, 0) ⊕ U ;
b = (N/4− 1, N/4− 1, N/4− 1, N/4− 1).

Ñ ë ó ÷ à é i=N−5 : U=⟨(1, 0, 1, 0, 1, 0, 1, 0), (1, 1, 0, 0, 0, 0, 0, 0), . . . , (0, 0, 0, 0, 0, 0, 1, 1)⟩,
Ū = (1, 0, 1, 0, 0, 0, 0, 0)⊕ U ; b = (b′, b′), ãäå b′ = (N/8, N/8− 1, N/8− 1, N/8− 1).

Ñ ë ó ÷ à é i=N−7 : U=⟨(1, 1, 0, 0, 0, 0, 0, 0), (0, 1, 1, 0, 0, 0, 0, 0), . . . , (0, 0, 0, 0, 0, 0, 1, 1)⟩,
Ū = (1, 0, 0, 0, 0, 0, 0, 0) + U ; b = (b′, b′), ãäå b′ = (N/8− 1, N/8− 1, N/8− 1, N/8− 1).

Ñ ë ó ÷ à é i = N − 9 : U = ⟨(1010101010101010), (110 . . . 0), . . . , (0 . . . 011)⟩, Ū =
= (10101010 . . . 0)⊕U ; b = (b′, b′), ãäå b′ =

(
N/16, N/16−1, N/16, N/16−1, N/16, N/16−1,

N/16− 1, N/16− 1
)
.
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Ñ ë ó ÷ à é i=N−11 : U=⟨(1010000010100000), (10101010 . . . 0), (10 . . . 10), (110 . . . 0)),
(00110 . . . 0), . . . , (0 . . . 011)⟩, Ū = (1010 . . . 0) ⊕ U ; b = (b′, b′), ãäå b′ =

(
N/16, N/16 − 1,

N/16− 1, N/16− 1, N/16, N/16− 1, N/16− 1, N/16− 1
)
.

Ñ ë ó ÷ à é i = N − 13 : U = ⟨((1000100010001000), (1010 . . . 0), (1010000010100000),
(10101010 . . . 0), (10 . . . 10), (110 . . . 0)), (00110 . . . 0), . . . , (0 . . . 011)⟩, Ū = (100010 . . . 0)⊕U ;
b = (b′, b′), ãäå b′ =

(
N/16, N/16 − 1, N/16 − 1, N/16 − 1, N/16 − 1, N/16 − 1, N/16 − 1,

N/16− 1
)
.

Íàïðèìåð, ÷òîáû âû÷èñëèòü Z
(
W

(22)
32

)
, ñíà÷àëà íàõîäèì Z

(
W

(11)
16

)
, èñïîëüçóÿ ñëó-

÷àé i = N − 5 ïðè N = 16, à çàòåì ïîëó÷åííîå çíà÷åíèå âîçâîäèì â êâàäðàò.

Äëÿ Z
(
W

(11)
32

)
è Z

(
W

(13)
32

)
íàéäåíû ñîîòâåòñòâåííî ñëåäóþùèå ôîðìóëû:

2(4Q1 + 32Q2 + 112Q3 + 4Q4 + 4Q5 + 224Q6 + 16Q7 + 16Q8 + 256Q9 + 24Q10 + 16Q11+

+Q13 + 128Q14 + 16Q15 + 2Q17 + 16(
√
Q4Q5 +

√
Q15Q16) + 64(

√
Q7Q8 +

√
Q10Q11)+

+8
√
Q10Q12 +

√
Q13Q18),

2(81Q′
1 + 4326Q′

2 + 864Q′
+108Q

′
4 + 768Q′

6 + 432Q′
7 + 576Q′

10 + 54Q′
11 + 144Q′

14 + 12Q′
17+

+256
√
Q′

4Q
′
5 + 96

√
Q′

12Q
′
13 + 16

√
Q′

15Q
′
16 +

√
Q′

18Q
′
19),

ãäå Qi è Q
′
i �èçâåñòíûå ìíîãî÷ëåíû îò p ñòåïåíè 16.

Íàêîíåö, Z
(
W

(32)
32

)
= 232p16(1− p)16.
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ÊÂÀÇÈÖÈÊËÈ×ÅÑÊÈÅ ÀËÜÒÅÐÍÀÍÒÍÛÅ ÊÎÄÛ È ÀÍÀËÈÇ
ÈÕ ÁÅÇÎÏÀÑÍÎÑÒÈ Â ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÕ ÏÐÈËÎÆÅÍÈßÕ1

À.À. Êóíèíåö

Ïðåäñòàâëåí îáçîð êâàçèöèêëè÷åñêèõ àëüòåðíàíòíûõ êîäîâ è èõ ñòðóêòóðíûé
àíàëèç îòíîñèòåëüíî êëàññèôèêàöèè àâòîìîðôèçìîâ. Äåòàëèçèðîâàíû ìåòîäû
âîññòàíîâëåíèÿ ñòðóêòóðíîé èíôîðìàöèè î êîäå. Ïðèâëåêàòåëüíîñòü ðàññìàòðè-
âàåìîãî ñåìåéñòâà êîäîâ çàêëþ÷àåòñÿ â åãî âîçìîæíîì êðèïòîãðàôè÷åñêîì ïðè-
ëîæåíèè è, êàê ñëåäñòâèå, â óìåíüøåíèè äëèíû êëþ÷à ïîñòêâàíòîâûõ ñõåì íà
êîäàõ, èñïðàâëÿþùèõ îøèáêè. Ê òîìó æå äàííûé ìåòîä ïîñòðîåíèÿ êîäîâ ÿâëÿ-
åòñÿ óíèâåðñàëüíûì è ìîæåò áûòü ïðèìåí¼í äëÿ ïîëó÷åíèÿ àëüòåðíàíòíûõ êîäîâ
êâàçèöèêëè÷åñêèõ àëãåáðîãåîìåòðè÷åñêèõ êîäîâ, àññîöèèðîâàííûõ ñ ïðîèçâîëü-
íîé êðèâîé ñ èçâåñòíîé ãðóïïîé àâòîìîðôèçìîâ. Îäíàêî, êàê ïîêàçàíî â ðàáîòå,
ââèäó îñîáåííîñòåé ïîñòðîåíèÿ êâàçèöèêëè÷åñêèõ àëüòåðíàíòíûõ êîäîâ âîçíèêà-
åò âîçìîæíîñòü ðåäóêöèè êëþ÷åâîé áåçîïàñíîñòè îðèãèíàëüíîãî êîäà ê êëþ÷åâîé
áåçîïàñíîñòè êîäà ñ ìåíüøèìè ïàðàìåòðàìè, êîòîðûé ìîæåò íå ÿâëÿòüñÿ ñòîéêèì
ê ñòðóêòóðíîé àòàêå.

Êëþ÷åâûå ñëîâà: êâàçèöèêëè÷åñêèå êîäû, àëüòåðíàíòíûå êîäû, èíâàðèàíò-
íûå êîäû, àëãåáðîãåîìåòðè÷åñêèå êîäû, ôóíêöèîíàëüíûå ïîëÿ, ãðóïïà àâòîìîð-

ôèçìîâ êîäà.

1Ðàáîòà ïîääåðæàíà ãðàíòîì Ðîññèéñêîãî íàó÷íîãî ôîíäà �22-41-0441.
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Ââåäåíèå
Àêòèâíîå ðàçâèòèå êâàíòîâûõ òåõíîëîãèé è ñòðåìèòåëüíûé ðîñò âû÷èñëèòåëü-

íîé ìîùíîñòè êâàíòîâîãî êîìïüþòåðà ñòàâèò ïîä óãðîçó áåçîïàñíîñòü ñîâðåìåííûõ
êðèïòîãðàôè÷åñêèõ ñòàíäàðòîâ. Ýòî ñâÿçàíî ñ òåì, ÷òî êðèïòîñòîéêîñòü áîëüøèíñòâà
àñèììåòðè÷íûõ àëãîðèòìîâ îñíîâûâàåòñÿ íà ñëîæíîñòè çàäà÷ ôàêòîðèçàöèè öåëûõ
÷èñåë è äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ, ÷òî äåëàåò èõ íåóñòîé÷èâûìè ê àòàêàì ñ èñ-
ïîëüçîâàíèåì êâàíòîâîãî êîìïüþòåðà. Â êîíöå 2016 ã. Íàöèîíàëüíûé èíñòèòóò ñòàí-
äàðòîâ è òåõíîëîãèé ÑØÀ (NIST) îáúÿâèë î íà÷àëå êîíêóðñà ïî ñòàíäàðòèçàöèè ïîñò-
êâàíòîâûõ àëãîðèòìîâ. Îäíèì èç ïåðñïåêòèâíûõ íàïðàâëåíèé â îáëàñòè ïîñòêâàíòî-
âîé êðèïòîãðàôèè ñòàëà êðèïòîãðàôèÿ íà êîäàõ, èñïðàâëÿþùèõ îøèáêè. Ãëàâíûì
íåäîñòàòêîì äàííîãî ñèíòåçíîãî ìåòîäà ïîñòêâàíòîâûõ ñõåì ÿâëÿåòñÿ áîëüøîé ðàç-
ìåð îòêðûòîãî êëþ÷à, èñ÷èñëÿþùèéñÿ â ñîòíÿõ êèëîáàéò, à èíîãäà è â ìåãàáàéòàõ.
Ýòà ïðîáëåìà ñèëüíî ïðåïÿòñòâóåò ïðàêòè÷åñêîìó ïðèìåíåíèþ ñõåì, ïîñòðîåííûõ íà
êîäàõ, è ïîýòîìó â êà÷åñòâå ðåøåíèÿ áûëî ïðåäëîæåíî èñïîëüçîâàíèå êâàçèöèêëè÷å-
ñêèõ êîäîâ.

Â äàííîé ðàáîòå ðàññìîòðåí ïðèíöèï ïîñòðîåíèÿ êâàçèöèêëè÷åñêèõ êîäîâ Ãîïïû,
ïðåäñòàâëåíî ðåäóöèðîâàíèå êëþ÷åâîé áåçîïàñíîñòè ðàññìàòðèâàåìîãî êîäà ê êëþ-
÷åâîé áåçîïàñíîñòè èíâàðèàíòíîãî êîäà ñ ìåíüøèìè ïàðàìåòðàìè è äåòàëèçèðîâàíà
ñòðóêòóðíàÿ àòàêà, îïèñàííàÿ â [1].

1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Ìû îïóñêàåì áàçîâûå ñâåäåíèÿ èç òåîðèè ôóíêöèîíàëüíûõ ïîëåé è àëãåáðàè÷å-

ñêîé ãåîìåòðèè, ïðåäïîëàãàÿ, ÷òî ÷èòàòåëü ñ íèìè îçíàêîìëåí. Äëÿ áîëåå ïîäðîáíîãî
èçó÷åíèÿ ìîæíî îáðàòèòüñÿ ê ðàáîòàì [2, 3].

Ïóñòü P1/Fqm : y = x�ïðîåêòèâíàÿ ïðÿìàÿ, Fqm(P1) = Fqm(x)� å¼ ôóíêöèîíàëü-
íîå ïîëå, òàêæå íàçûâàþùååñÿ ïîëåì ðàöèîíàëüíûõ ôóíêöèé íàä Fqm , à ïîëþñ ôóíê-
öèè x ÿâëÿåòñÿ áåñêîíå÷íî óäàë¼ííîé òî÷êîé P∞ ïðÿìîé P1. Ðàöèîíàëüíûå òî÷êè
ïðîåêòèâíîé ïðÿìîé èìåþò âèä Pi = (xi : 1).

Äèâèçîðîì D = P1+. . .+Pn ÿâëÿåòñÿ ôîðìàëüíàÿ ñóììà ïîïàðíî ðàçëè÷íûõ ðàöè-
îíàëüíûõ òî÷åê P1. Íîñèòåëåì äèâèçîðà íàçûâàþò ìíîæåñòâî supp(D) = {P1, . . . , Pn}.
×åðåç G îáîçíà÷èì äèâèçîð, òàêîé, ÷òî supp(D) ∩ supp(G) = ∅. ÀÃ-êîä C, àññîöèè-
ðîâàííûé ñ P1, áóäåì îáîçíà÷àòü C = CL (D,G). Ïðîñòðàíñòâî Ðèìàíà�Ðîõà, àñ-
ñîöèèðîâàííîå ñ äèâèçîðîì G, èìååò âèä L (G) = {hxi : i ∈ {0, . . . , deg(G)}}, ãäå
G ∼ deg(G)P∞ è G+ (h) = deg(G)P∞, h ∈ Fqm(x).

Àëãåáðîãåîìåòðè÷åñêèé ñïîñîá ïîñòðîåíèÿ êëàññè÷åñêîãî êîäà Ãîïïû îïèñûâàåò
ñëåäóþùàÿ

Òåîðåìà 1. Ïóñòü D = P1 + . . .+ Pn �äèâèçîð, ñîñòîÿùèé èç n ïîïàðíî ðàçëè÷-
íûõ ðàöèîíàëüíûõ òî÷åê P1 íàä Fqm ; G = G0 − P∞ �äèâèçîð ôóíêöèîíàëüíîãî ïîëÿ
Fqm(P1), òàêîé, ÷òî supp(D) ∩ supp(G) = ∅, ãäå G0 = (Γ)0 �äèâèçîð íóëåé ôóíêöèè
Γ ∈ Fq(P1); CL (D,G)�ÀÃ-êîä íàä Fqm . Òîãäà êëàññè÷åñêèé êîä Ãîïïû èìååò âèä

Gq(x,Γ) = CL (D,G0 − P∞)⊥ ∩ Fnq = CL (D,A−G0) ∩ Fnq ,

CL (D,G0 − P∞)⊥ �äóàëüíûé ê CL (D,G); A = (h′(z)) + (n− 1)P∞; h(z) =
∏
xi∈x

(z − xi).

Îáîçíà÷èì ÷åðåç Sn ãðóïïó ïåðåñòàíîâîê ìíîæåñòâà {1, . . . , n}.
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Îïðåäåëåíèå 1. Ïóñòü C �ëèíåéíûé êîä äëèíû n íàä ïîëåì Fq, σ ∈ Sn è σ(c) =
=
(
cσ(1), . . . , cσ(n)

)
. Òîãäà C íàçûâàåòñÿ èíâàðèàíòíûì îòíîñèòåëüíî σ, åñëè σ(C) = C,

à ãðóïïà àâòîìîðôèçìîâ êîäà C èìååò âèä

Aut(C) = {σ ∈ Sn : σ(C) = C} .

Òàê êàê àëüòåðíàíòíûå êîäû ÿâëÿþòñÿ ïîäïîëåâûìè ïîäêîäàìè GRS-êîäîâ, â êà-
÷åñòâå àâòîìîðôèçìîâ áóäåì ðàññìàòðèâàòü ïðîåêòèâíóþ ëèíåéíóþ ãðóïïó, êîòîðàÿ
èíäóöèðóåò âñþ ãðóïïó àâòîìîðôèçìîâ [4]:

PGL2(Fqm) =

{
P1 → P1

(x : y) 7→ (ax+ by : cx+ dy)

∣∣∣∣ a, b, c, d ∈ Fqm ,
ad− bc ̸= 0

}
.

Ýëåìåíòû PGL2(Fqm) òàêæå èìåþò ìàòðè÷íîå ïðåäñòàâëåíèå, à èìåííî: ëþáîé σ ∈

∈ PGL2(Fqm) ìîæíî ïðåäñòàâèòü êàê σ =

(
a b
c d

)
, ãäå ad− bc ̸= 0.

Îïðåäåëåíèå 2. Ïóñòü D = P1 + . . . + Pn �äèâèçîð, íîñèòåëåì êîòîðîãî ÿâ-
ëÿþòñÿ n ïîïàðíî ðàçëè÷íûõ ðàöèîíàëüíûõ òî÷åê; G,G′ �äèâèçîðû íà P1, òàêèå,
÷òî {supp(G), supp(G′)} ∩ supp(D) = ∅. Îïðåäåëèì îòíîøåíèå ýêâèâàëåíòíîñòè äè-
âèçîðîâ îòíîñèòåëüíî äèâèçîðà D ñëåäóþùèì îáðàçîì: G ∼D G′, åñëè ñóùåñòâóåò
f ∈ Fqm(P1), ÷òî f ̸= 0, G−G′ = (f) è f(P ) = 1 äëÿ âñåõ P ∈ supp(D).

Ñëåäóþùàÿ òåîðåìà îïðåäåëÿåò âñåâîçìîæíûå àâòîìîðôèçìû ÀÃ-êîäà.

Òåîðåìà 2 [4, Òåîðåìà 3.1]. Ïóñòü C = CL (D,G) ⊆ Fnqm �ÀÃ-êîä; 1 ⩽ deg(G) ⩽
⩽ n− 3. Òîãäà

Aut(C) = {σ ∈ Aut
(
P1
)
: σ(D) = D è σ(G) ∼D G}.

2. Êâàçèöèêëè÷åñêèå àëüòåðíàíòíûå êîäû
Ïóñòü F�êîíå÷íîå ïîëå, ℓ�ïîëîæèòåëüíîå öåëîå.

Îïðåäåëåíèå 3. Îïðåäåëèì öèêëè÷åñêèé è êâàçèöèêëè÷åñêèé ñäâèãè, σℓ è σ:

σℓ :

{
Fℓ → Fℓ,
(x0, x1, . . . , xℓ−1) 7→ (xℓ−1, x0, . . . , xℓ−2),

σ :

{
Fn → Fn,
(b1| . . . |bn/ℓ) 7→

(
σℓ(b1)| . . . |σℓ(bn/ℓ)

)
.

Ïóñòü n �öåëîå è ℓ|n. Òîãäà σ ÿâëÿåòñÿ ℓ-êâàçèöèêëè÷åñêèì ñäâèãîì, ïîëó÷åííûì
ïîáëî÷íûì ïðèìåíåíèåì σℓ, ãäå bi � áëîêè äëèíû ℓ, i = 1, . . . , n/ℓ.

Îïðåäåëåíèå 4. Êîä C ⊆ Fn íàçûâàåòñÿ ℓ-êâàçèöèêëè÷åñêèì (ℓ-QC), åñëè äëÿ
âñåõ c ∈ C âûïîëíÿåòñÿ σ(c) ∈ C, ãäå σ� îïåðàöèÿ êâàçèöèêëè÷åñêîãî ñäâèãà.

Îïðåäåëåíèå 5. Ïóñòü C ⊆ Fn � ℓ-QC êîä. Èíâàðèàíòíûé êîä è ïðîêîëîòûé
èíâàðèàíòíûé êîä îïðåäåëÿþòñÿ ñëåäóþùèì îáðàçîì:

Cσ = {c ∈ C : σ(c) = c}, Cσ = PunctIℓ(Cσ),

ãäå Iℓ = {1, . . . , n}\{1, ℓ+ 1, . . . , n− ℓ+ 1}.

Çàìå÷àíèå 1. Èíâàðèàíòíîñòü êîììóòèðóåò ñ îïåðàöèåé âû÷èñëåíèÿ ïîäïîëå-
âîãî ïîäêîäà. Äåéñòâèòåëüíî, åñëè C � ℓ-QC êîä íàä Fqm , òî

(C ∩ Fnq )σ = {c ∈ C : c ∈ Fnq è σ(c) = c} = Cσ ∩ Fnq .
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Ðàññìîòðèì ìåòîä ïîñòðîåíèÿ êâàçèöèêëè÷åñêèõ àëüòåðíàíòíûõ êîäîâ, îïðåäåë¼í-
íûõ íàä Fq, ñ ïîìîùüþ çàðàíåå çàäàííîãî àâòîìîðôèçìà.

Ïóñòü σ ∈ PGL2 (Fqm) è ord(σ) = ℓ. Äëÿ òî÷êè P ∈ P1 îïðåäåëèì å¼ îðáèòó

Orbσ(P ) =
{
σi(P ) : i ∈ {0, . . . , ℓ− 1}

}
,

òîãäà

D =
n/ℓ∑
i=1

∑
P∈Orbσ(Pi)

P, supp(D) =
n/ℓ∐
i=1

Orbσ (Pi) , (1)

ãäå Pi ∈ P1 (Fqm)�ïîïàðíî ðàçëè÷íûå íå ÿâëÿþùèåñÿ èíâàðèàíòíûìè îòíîñèòåëü-
íî çàäàííîãî îòîáðàæåíèÿ σ òî÷êè ñ íåïåðåñåêàþùèìèñÿ îðáèòàìè, íå ñîäåðæàùèìè
òî÷êó â áåñêîíå÷íîñòè. Çàòåì îïðåäåëèì äèâèçîð

G =
s∑
i=1

ti
∑

Q∈Orb(Qi)

Q, (2)

ãäå Qi � òî÷êè P1, íå ñîäåðæàùèå â ñâîèõ îðáèòàõ òî÷êó â áåñêîíå÷íîñòè, òàêèå, ÷òî

supp(D) ∩Qi = ∅, s ∈ N, ti ∈ Z äëÿ i ∈ {1, . . . , s}. Ïðè ýòîì deg(G) =
s∑
i=1

tiℓ deg(Qi).

Òàêèì îáðàçîì, àëüòåðíàíòíûé êîä Ar,q(D,G) = CL (D,G)⊥ ∩ Fnq ÿâëÿåòñÿ êâàçè-
öèêëè÷åñêèì ïðè ñîîòâåòñòâóþùåì óïîðÿäî÷èâàíèè òî÷åê.

3. Ñòðóêòóðíûé àíàëèç èíâàðèàíòíûõ êîäîâ
Äëÿ óïðîùåíèÿ ðàññóæäåíèé áóäåì ïðåäïîëàãàòü, ÷òî G ñòðîèòñÿ ñ èñïîëüçîâàíè-

åì îðáèòû îäíîé ðàöèîíàëüíîé òî÷êè Q, íå ñîäåðæàùåé òî÷êè â áåñêîíå÷íîñòè, òî åñòü
G = t

∑
Rj∈Orbσ(Q)

Rj, ãäå Rj = σj(Q) = (γj, δj) ̸= P∞ è j ∈ {0, . . . , ℓ− 1}. Â îáùåì ñëó÷àå,

ïðè ïîñòðîåíèè äèâèçîðà G ñ ïîìîùüþ íåïåðåñåêàþùèõñÿ îðáèò íåñêîëüêèõ òî÷åê
ïîëó÷åííûé ðåçóëüòàò îñòàíåòñÿ êîððåêòíûì. Ïîêàæåì, ÷òî êëþ÷åâóþ áåçîïàñíîñòü
QC-àëüòåðíàíòíîãî êîäà ìîæíî ðåäóöèðîâàòü ê êëþ÷åâîé áåçîïàñíîñòè åãî èíâàðè-
àíòíîãî êîäà. Ðàññìîòðèì àâòîìîðôèçì σ ∈ PGL2 (Fqm) è àëüòåðíàíòíûé êîä

Ar,q(D,G) = CL (D,G)⊥ ∩ Fnq .

Äèâèçîðû D è G îïðåäåëåíû â (1) è (2). Çíàÿ ïîðîæäàþùóþ ìàòðèöó êîäà Ar,q(D,G)
è èíäóöèðîâàííûé àâòîìîðôèçì σ, ìîæíî âû÷èñëèòü èíâàðèàíòíûé êîä Ar,q(D,G)

σ
.

Îáîçíà÷èì ÷åðåç èíâàðèàíòíûé êîä àëüòåðíàíòíûé êîä Ar,q(D̃, G̃) äëÿ íåêîòîðûõ äè-
âèçîðîâ D̃ è G̃ = tQ̃ ñ ìàëûìè ïàðàìåòðàìè. Ñóùåñòâóåò âçàèìîñâÿçü ìåæäó D̃ è G̃
èíâàðèàíòíîãî êîäà ñ äèâèçîðàìèD è G èñõîäíîãî àëüòåðíàíòíîãî êîäà, ïîçâîëÿþùàÿ
âîññòàíîâèòü èñõîäíûå äèâèçîðû, çíàÿ D̃ è G̃.

Àâòîìîðôèçì σ ∈ PGL2 (Fqm) ïðåäñòàâèì â âèäå ìàòðèöûM ∈ GL2 (Fqm). Íîòàöèÿ
M ∼ N , ãäå M,N ∈ PGL2 (Fqm), îçíà÷àåò, ÷òî ñóùåñòâóåò ìàòðèöà P ∈ PGL2 (Fqm),
òàêàÿ, ÷òî M = PNP−1.

Çàìå÷àíèå 2. Åñëè C = CL (D,G)�ÀÃ-êîä, òàêîé, ÷òî σ(C) = C è ρ ∈
∈ PGL2(Fqm), òî σ′ = ρ ◦ σ ◦ ρ−1 èíäóöèðóåò òîò æå àâòîìîðôèçì êîäà C, ÷òî è σ.

Â çàâèñèìîñòè îò ñîáñòâåííûõ âåêòîðîâ ìàòðèöû M ìîæíî âûäåëèòü òðè ñëó÷àÿ:

1. M ∼
(
a 0
0 1

)
, ãäå a ∈ Fqm (σ�äèàãîíàëèçèðóåìûé â Fqm).
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Âîññòàíîâëåíèå G: åñëè Q̃ ̸= P∞, äëÿ âñåõ i ∈ {0, . . . , ℓ− 1} èìååì

Q̃ =

(
(−1)ℓ−1

(
ai
)ℓ(ℓ−1)/2

(
γi
δi

)ℓ
: 1

)
, G = t

∑
γ∈Γ

(γ : 1),

ãäå Γ�ìíîæåñòâî êîðíåé ìíîãî÷ëåíà aℓ(ℓ−1)/2Xℓ − γ̃.
Âîññòàíîâëåíèå D′ (îòëè÷àåòñÿ îò îðèãèíàëüíîãî äèâèçîðà íà ïåðåñòàíîâêó):{

xℓ − α̃i = 0,

yℓ − β̃i = 0, ãäå (α̃i, β̃i) ∈ supp(D̃);
(3)

supp(D′) =

{(
aj
α′
i

β′
i

: 1

)
: j ∈ {0, . . . , ℓ− 1}, i ∈ {1, . . . , n/ℓ}

}
, ãäå (α′

i, β
′
i) � êîðíè (3).

2. M ∼
(

1 b
0 1

)
, ãäå b ∈ Fqm (σ� òðèãîíàëèçèðóåìûé â Fqm).

Âîññòàíîâëåíèå G: åñëè Q̃ ̸= P∞, äëÿ âñåõ i ∈ {0, . . . , ℓ− 1} èìååì

Pb = ÍÎÄ
({

ResX
(
Xp − Y p−1X − α̃i, Xqm −X

)
: i ∈ {1, . . . , n/ℓ}

}
, Y qm − Y

)
,

Q̃ =

((
γi
δi

)p
− bp−1γi

δi
: 1

)
, b− êîðíè(Pb),

G = t
∑
γ∈Γ

(γ : 1), ãäå Γ � ìíîæåñòâî êîðíåé ìíîãî÷ëåíà Xp − bp−1X − γ̃.

Âîññòàíîâëåíèå D′: {
xp − bp−1x− α̃i = 0,

yp − β̃i = 0,
(4)

supp(D′) =

{(
α′
i

β′
i

+bj : 1

)
: j ∈ {0, . . . , ℓ−1}, i ∈ {1, . . . , n/ℓ}

}
, ãäå (α′

i, β
′
i) � êîðíè (4).

3. M ∼
(
ξ 0
0 ξq

m

)
, ãäå ξ ∈ Fq2m (σ�äèàãîíàëèçèðóåìûé â Fq2m).

Ïîñêîëüêó σd äèàãîíàëåí â Fq2m , ìû ìîæåì âîññòàíîâèòü íîñèòåëü D⊗ è äèâè-
çîð G⊗ â Fq2m , èñïîëüçóÿ òå æå ìåòîäû, ÷òî è ðàíåå.

Ðàññìîòðèì ìèíèìàëüíûé ìíîãî÷ëåí πξ = X2+ aX + b ∈ Fqm [X] ýëåìåíòà ξ. Òîãäà

Mσd =

(
ξ 0
0 ξq

m

)
∼
(

0 −b
1 −a

)
=Mσ′

è ñóùåñòâóåò ρ′ ∈ GL2(Fq2m), òàêîé, ÷òî σd = ρ′ ◦ σ′ ◦ ρ′−1, ãäå σ′ ∈ PGL2(Fqm) àññî-
öèèðîâàí ñ Mσ′ . Ñîãëàñíî çàìå÷àíèþ 2, ìû ìîæåì ïðåäïîëîæèòü, ÷òî σ = σ′. ×òîáû
âîññòàíîâèòü ρ′, äîñòàòî÷íî äèàãîíàëèçèðîâàòü ìàòðèöóMσ′ . Çíàÿ ρ′, íîñèòåëü äèâèçî-
ðà D⊗ è äèâèçîð G⊗ â Fq2m , ìîæíî âîññòàíîâèòü îðèãèíàëüíûé äèâèçîð D = ρ′−1(D⊗)
è äèâèçîð G = ρ′−1(G⊗) â Fqm .

Âîññòàíîâèì ïåðåñòàíîâêó Π ìåæäó Ar,q (D′, G) è Ar,q(D,G):

Gpub · Π ·H′⊤ = 0, (5)
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ãäå Gpub �ïîðîæäàþùàÿ ìàòðèöà êîäà Ar,q(D,G); H′ �ïðîâåðî÷íàÿ ìàòðèöà êîäà
Ar,q (D′, G). Ïåðåñòàíîâî÷íàÿ ìàòðèöà Π èìååò ñëåäóþùèé âèä:

ℓ∑
i=1

x1,iJ
i . . . (0)

...
. . .

...

(0) . . .
ℓ∑
i=1

xn/ℓ,iJ
i

 , ãäå J =


0 . . . . . . 0 1

1
. . . 0

0
. . . . . .

...
...

. . . . . . . . .
...

0 . . . 0 1 0

 .

Îòìåòèì, ÷òî J�ìàòðèöà ðàçìåðà ℓ×ℓ, xj,i ∈ {0, 1}�íåèçâåñòíûå äëÿ j ∈ {1, . . . , n/ℓ}
è i ∈ {1, . . . , ℓ}. Â òàêîì ñëó÷àå ñèñòåìà (5) èìååò n íåèçâåñòíûõ. Åñëè ïðåäïîëîæèòü,
÷òî k ̸= n, òî ìû ìîæåì íàéòè ñ áîëüøîé âåðîÿòíîñòüþ åäèíñòâåííîå ðåøåíèå äëÿ Π
ââèäó òîãî, ÷òî â ñèñòåìå (n− k)k óðàâíåíèé è n ⩽ (n− k)k íåèçâåñòíûõ.
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ÊÎÍÅ×ÍÎ-ÀÂÒÎÌÀÒÍÛÅ ÃÅÍÅÐÀÒÎÐÛ
ÌÀÊÑÈÌÀËÜÍÎÃÎ ÏÅÐÈÎÄÀ

Å.Ñ. Ïðóäíèêîâ

Ñôîðìóëèðîâàíû íåêîòîðûå íåîáõîäèìûå è íåêîòîðûå äîñòàòî÷íûå óñëîâèÿ ìàê-
ñèìàëüíîñòè ïåðèîäà êîíå÷íî-àâòîìàòíîãî ãåíåðàòîðà. Ïðåäëîæåí ñïîñîá ïîñòðî-
åíèÿ ãåíåðàòîðà ñ ìàêñèìàëüíûì ïåðèîäîì.

Êëþ÷åâûå ñëîâà: êîíå÷íî-àâòîìàòíûé ãåíåðàòîð, ìàêñèìàëüíûé ïåðèîä, ïîä-
ñòàíîâêè.

Ðàññìàòðèâàåòñÿ äâóõêàñêàäíûé êîíå÷íî-àâòîìàòíûé êðèïòîãðàôè÷åñêèé ãåíåðà-
òîð G = A1 · A2 �ïîñëåäîâàòåëüíîå ñîåäèíåíèå àâòîíîìíîãî àâòîìàòà A1 = (Fn2 ,F2,
g1, f1) è àâòîìàòà A2 = (F2,Fm2 ,F2, g2, f2), n,m ⩾ 1. Â êàæäûé ìîìåíò âðåìåíè t àâ-
òîìàò A1, íàõîäÿñü â ñîñòîÿíèè x(t) ∈ Fn2 , âûäà¼ò âûõîäíîé ñèìâîë u(t) = f1(x(t)) è
ïåðåõîäèò â ñëåäóþùåå ñîñòîÿíèå x(t + 1) = g1(x(t)), à àâòîìàò A2, íàõîäÿñü â ñîñòî-
ÿíèè y(t) ∈ Fm2 , ïðèíèìàåò îò A1 ñèìâîë u(t), âûäà¼ò íà âûõîä ãåíåðàòîðà âûõîäíîé
ñèìâîë z(t) = f2(u(t), y(t)) è ïåðåõîäèò â ñëåäóþùåå ñîñòîÿíèå y(t+ 1) = g2(u(t), y(t)).
Âûõîäíóþ ïîñëåäîâàòåëüíîñòü àâòîìàòà A1 îáîçíà÷èì u =

(
u(t) : t = 1, 2, . . .

)
.

Ãåíåðàòîð G ÿâëÿåòñÿ, ñ îäíîé ñòîðîíû, îáîáùåíèåì êîíå÷íî-àâòîìàòíîãî ãåíåðà-
òîðà (δ, τ)-øàãîâ [1] (ôóíêöèÿ g2 ïðîèçâîëüíà), à ñ äðóãîé� ÷àñòíûì ñëó÷àåì ïîñëå-
äîâàòåëüíîé êîìïîçèöèè â ìîäåëè àâòîìàòîâ ñ ôóíêöèîíàëüíûìè êëþ÷àìè, ïðåäëî-
æåííîé Ã.Ï. Àãèáàëîâûì â [2] (A1 � àâòîìàò Ìóðà). Â [3] èçó÷åíû íåêîòîðûå çàäà÷è
êðèïòîàíàëèçà òàêîãî ãåíåðàòîðà, à â [4] � åãî ïåðèîäè÷åñêèå ñâîéñòâà.
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Ïåðèîäîì ãåíåðàòîðà íàçîâ¼ì äëèíó ïåðèîäà åãî âûõîäíîé ïîñëåäîâàòåëüíîñòè.
Â [4] ïîêàçàíî, ÷òî ïåðèîä G íå ïðåâîñõîäèò 2n+m è ñôîðìóëèðîâàíû íåêîòîðûå íåîá-
õîäèìûå óñëîâèÿ ìàêñèìàëüíîñòè ïåðèîäà (äîñòèæèìîñòè ýòîé ãðàíèöû), â ÷àñòíîñòè
äîêàçàíî, ÷òî åñëè ïåðèîä G ìàêñèìàëüíûé, òî ïîäôóíêöèè gσ2 = g2(σ, ·), σ ∈ {0, 1},
ôóíêöèè g2 ÿâëÿþòñÿ ïîäñòàíîâêàìè, à ôóíêöèÿ g1 �ïîëíîöèêëîâîé ïîäñòàíîâêîé.

Äîïîëíèì ñïèñîê íåîáõîäèìûõ óñëîâèé.

Óòâåðæäåíèå 1. Åñëè ïåðèîä ãåíåðàòîðà G ðàâåí 2n+m, òî:

1) ïîñëåäîâàòåëüíîñòü u ÷èñòî ïåðèîäè÷åñêàÿ è å¼ ïåðèîä ðàâåí 2n;
2) âåñ ôóíêöèè f1 íå÷¼òíûé;
3) ïîäñòàíîâêè g02 è g

1
2 èìåþò ðàçíóþ ÷¼òíîñòü.

Ñëåäóþùåå óòâåðæäåíèå äà¼ò äîñòàòî÷íûå óñëîâèÿ ìàêñèìàëüíîñòè ïåðèîäà ãåíå-
ðàòîðà; çäåñü ÷åðåç Gu îáîçíà÷åíà êîìïîçèöèÿ ïîäñòàíîâîê: Gu = g

u(1)
2 g

u(2)
2 . . . g

u(2n)
2 .

Óòâåðæäåíèå 2. Ïóñòü äëÿ ãåíåðàòîðà G âûïîëíåíû óñëîâèÿ óòâåðæäåíèÿ 1;
êðîìå òîãî:

1) ïîñëåäîâàòåëüíîñòü u è ïîäñòàíîâêè g02 è g12 òàêîâû, ÷òî Gu �ïîëíîöèêëîâàÿ
ïîäñòàíîâêà;

2) ôóíêöèÿ g2(u, y), u ∈ F2, y ∈ Fm2 , èíúåêòèâíà ïî u;
3) ôóíêöèÿ f2 èìååò íå÷¼òíûé âåñ.

Òîãäà ïåðèîä G ðàâåí 2n+m.

Îòìåòèì, ÷òî ïîëó÷åííûå óñëîâèÿ íå ìîãóò ðàññìàòðèâàòüñÿ êàê êðèòåðèé: âûïîë-
íåíèå óñëîâèé óòâåðæäåíèÿ 1 íå ãàðàíòèðóåò ìàêñèìàëüíîñòü ïåðèîäà, êàê è ìàêñè-
ìàëüíîñòü ïåðèîäà íå îáÿçàòåëüíî îçíà÷àåò âûïîëíåíèå óñëîâèé óòâåðæäåíèÿ 2. Îä-
íàêî ñ ïîìîùüþ óòâåðæäåíèÿ 2 ìîæíî ïîñòðîèòü àâòîìàò A2, òàêîé, ÷òî äëÿ ëþáîãî
àâòîìàòà A1, óäîâëåòâîðÿþùåãî óñëîâèÿì 1 è 2 óòâåðæäåíèÿ 1, ãåíåðàòîð G = A1 ·A2

áóäåò èìåòü ìàêñèìàëüíûé ïåðèîä.

Óòâåðæäåíèå 3. Ïóñòü g02 �ïðîèçâîëüíàÿ ïîëíîöèêëîâàÿ ïîäñòàíîâêà, g12 �
ïðîèçâîëüíàÿ å¼ ÷¼òíàÿ ñòåïåíü. Òîãäà:

1) ôóíêöèÿ g2(u, y) èíúåêòèâíà ïî u;
2) êîìïîçèöèÿ Gu ÿâëÿåòñÿ ïîëíîöèêëîâîé ïîäñòàíîâêîé äëÿ ëþáîé ÷èñòî ïåðè-

îäè÷åñêîé ïîñëåäîâàòåëüíîñòè u ñ äëèíîé ïåðèîäà 2n è òàêîé, ÷òî âåñ îòðåçêà
u(1) . . . u(2n) íå÷¼òíûé.

Òàêèì îáðàçîì, äëÿ ïîñòðîåíèÿ ãåíåðàòîðà G, èìåþùåãî ìàêñèìàëüíûé ïåðèîä,
äîñòàòî÷íî:

1) â êà÷åñòâå g1 âûáðàòü ïðîèçâîëüíóþ ïîëíîöèêëîâóþ ïîäñòàíîâêó íà Fn2 ;
2) â êà÷åñòâå f1 âçÿòü ïðîèçâîëüíóþ áóëåâó ôóíêöèþ íå÷¼òíîãî âåñà îò n ïåðå-

ìåííûõ;
3) â êà÷åñòâå g02 âçÿòü ïðîèçâîëüíóþ ïîëíîöèêëîâóþ ïîäñòàíîâêó íà Fm2 , à â êà÷å-

ñòâå g12 �ëþáóþ å¼ ÷¼òíóþ ñòåïåíü (èëè íàîáîðîò);
4) â êà÷åñòâå f2 âçÿòü ïðîèçâîëüíóþ áóëåâó ôóíêöèþ íå÷¼òíîãî âåñà îò (m + 1)

ïåðåìåííûõ.
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Ê ÂÎÏÐÎÑÓ Î ÑÒÐÓÊÒÓÐÅ ÒÓÐÍÈÐÎÂ,
ÑÎÑÒÎßÙÈÕ ÈÇ ÎÄÍÈÕ ÊÎÐÎËÅÉ

À.Î. Øàáàðêîâà, Ì.Á. Àáðîñèìîâ

Ðàññìîòðåíà ñòðóêòóðà íåêîòîðûõ êëàññîâ òóðíèðîâ, ñîñòîÿùèõ èç îäíèõ êîðî-
ëåé, è èõ êîëè÷åñòâî. Âåðøèíà v òóðíèðà íàçûâàåòñÿ êîðîë¼ì, åñëè äëèíà ïóòè
èç v äî ëþáîé äðóãîé âåðøèíû ñîñòàâëÿåò íå áîëåå ÷åì 2. Òóðíèð íàçûâàåòñÿ
ïðîñòûì, åñëè åãî ðåø¼òêà êîíãðóýíöèé äâóõýëåìåíòíà è ñîäåðæèò òîëüêî òîæ-
äåñòâåííóþ è óíèâåðñàëüíóþ êîíãðóýíöèè. Îñíîâíîé ðåçóëüòàò ðàáîòû ñîñòîèò
â òîì, ÷òî òóðíèðû, ñîñòîÿùèå èç îäíèõ êîðîëåé, íå ÿâëÿþòñÿ ïðîñòûìè.

Êëþ÷åâûå ñëîâà: òåîðèÿ ãðàôîâ, òóðíèð, ìàòðèöà ðàññòîÿíèé.

Òóðíèðîì íàçûâàåòñÿ ïîëíûé íàïðàâëåííûé ãðàô. Îñíîâíûå îïðåäåëåíèÿ ïî òåî-
ðèè ãðàôîâ èñïîëüçóþòñÿ, ñîãëàñíî ðàáîòå [1].

Îðèåíòèðîâàííûé ãðàô íàçûâàåòñÿ ðåãóëÿðíûì, åñëè âñå åãî âåðøèíû èìåþò îäè-

íàêîâûå ñòåïåíè çàõîäà è èñõîäà. Âåðøèíà v òóðíèðà
−→
T �êîðîëü, åñëè äëèíà ïóòè

èç v äî ëþáîé äðóãîé âåðøèíû íå áîëåå 2.

Êîíãðóýíöèÿ òóðíèðà
−→
T = (V, α)� ýòî òàêàÿ ýêâèâàëåíòíîñòü íà ìíîæåñòâå åãî

âåðøèí, ÷òî ôàêòîð-ãðàô ïî íåé ÿâëÿåòñÿ òóðíèðîì. Òî åñòü êîíãðóýíöèÿ òóðíèðà−→
T = (V, α)� ýòî òàêàÿ ýêâèâàëåíòíîñòü θ ⊆ V × V , ÷òî íèêàêèå äâà ðàçëè÷íûõ
θ-êëàññà íå èìåþò âñòðå÷íûõ äóã [1]. Èçâåñòíî, ÷òî ñîâîêóïíîñòü âñåõ êîíãðóýíöèé

òóðíèðà
−→
T îáðàçóåò ðåø¼òêó [2]. Îñîáûé èíòåðåñ ïðåäñòàâëÿþò ïðîñòûå òóðíèðû�

ýòî òóðíèðû, ÷üÿ ðåø¼òêà êîíãðóýíöèé äâóõýëåìåíòíà è ñîäåðæèò òîëüêî òîæäåñòâåí-
íóþ è óíèâåðñàëüíóþ êîíãðóýíöèè.

Ñòðîåíèþ òóðíèðîâ ïîñâÿùåíî ìíîãî ðàáîò (ñì., íàïðèìåð, [3]). Ïðîñòûå òóðíèðû
ðàññìàòðèâàþòñÿ â [4]. Èçâåñòíî, ÷òî íå ñóùåñòâóåò òóðíèðîâ, èìåþùèõ â òî÷íîñòè
äâà êîðîëÿ [5]. Ïîêàçàíî, ÷òî äëÿ êàæäîãî ïîëîæèòåëüíîãî n, òàêîãî, ÷òî n ̸= 2,
n ̸= 4, ñóùåñòâóåò òóðíèð ðàçìåðíîñòè n, ãäå êàæäàÿ âåðøèíà ÿâëÿåòñÿ êîðîë¼ì [6].
Òóðíèðû ÿâëÿþòñÿ âàæíûì êëàññîì îðèåíòèðîâàííûõ ãðàôîâ. Îòìåòèì èíòåðåñíîå
ïðèìåíåíèå òóðíèðîâ äëÿ ïîñòðîåíèÿ êðèïòîñèñòåì: â [7] ïðåäëàãàåòñÿ ñèììåòðè÷íàÿ
êðèïòîñèñòåìà, îñíîâàííàÿ íà òóðíèðàõ Ïýëè.

Îáîçíà÷èì (1n, 2m ) ñòðîêó ìàòðèöû ðàññòîÿíèé, â êîòîðîé n åäèíèö è m äâîåê.

Òåîðåìà 1. Òóðíèð
−→
T ðàçìåðíîñòè n, ãäå n íå÷¼òíîå è n > 5, ñîñòîÿùèé èç îä-

íèõ êîðîëåé, ïÿòü ñòðîê ìàòðèöû ðàññòîÿíèé êîòîðîãî èìåþò âèä (1(n−1)/2, 2(n−1)/2),
à îñòàëüíûå� (1(n−i−1), 2i), i ∈ {1, . . . , (n − 1)/2 − 2, (n − 1)/2 + 2, . . . , n − 2}, íå ÿâëÿ-
åòñÿ ïðîñòûì è èìååò ñëåäóþùóþ ñòðóêòóðó: â îñíîâàíèè 5-âåðøèííûé ðåãóëÿðíûé
òóðíèð, ê êîòîðîìó ïîñëåäîâàòåëüíî äîáàâëÿþò ïî äâå âåðøèíû v1 è v2 ñëåäóþùèì

îáðàçîì: èç âåðøèíû v1 âåäóò äóãè âî âñå âåðøèíû òóðíèðà
−→
T ∗; èç êàæäîé âåðøèíû
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òóðíèðà
−→
T ∗ âåäóò äóãè â âåðøèíó v2; à òàêæå åñòü äóãà èç v2 â v1, ãäå

−→
T ∗ � òóðíèð,

ïîëó÷åííûé íà ïðåäûäóùåì øàãå, ïîêà ðàçìåðíîñòü ïîëó÷åííîãî òóðíèðà íå áóäåò

ðàâíà n. Òàêîé òóðíèð
−→
T äëÿ êàæäîãî íå÷¼òíîãî n > 5 îäèí.

Òåîðåìà 2. Òóðíèð
−→
T ðàçìåðíîñòè n, ãäå n íå÷¼òíîå è n > 3, ñîñòîÿùèé èç îä-

íèõ êîðîëåé, òðè ñòðîêè ìàòðèöû ðàññòîÿíèé êîòîðîãî èìåþò âèä (1(n−1)/2, 2(n−1)/2),
à îñòàëüíûå� (1(n−i−1), 2i), i ∈ {1, . . . , (n − 1)/2 − 1, (n − 1)/2 + 1, . . . , n − 2}, íå ÿâëÿ-
åòñÿ ïðîñòûì è èìååò ñëåäóþùóþ ñòðóêòóðó: â îñíîâàíèè 3-âåðøèííûé ðåãóëÿðíûé
òóðíèð, ê êîòîðîìó ïîñëåäîâàòåëüíî äîáàâëÿþò ïî äâå âåðøèíû v1 è v2 ñëåäóþùèì

îáðàçîì: èç âåðøèíû v1 âåäóò äóãè âî âñå âåðøèíû òóðíèðà
−→
T ∗; èç êàæäîé âåðøèíû

òóðíèðà
−→
T ∗ âåäóò äóãè â âåðøèíó v2; à òàêæå åñòü äóãà èç v2 â v1, ãäå

−→
T ∗ � òóðíèð,

ïîëó÷åííûé íà ïðåäûäóùåì øàãå, ïîêà ðàçìåðíîñòü ïîëó÷åííîãî òóðíèðà íå áóäåò

ðàâíà n. Òàêîé òóðíèð
−→
T äëÿ êàæäîãî íå÷¼òíîãî n > 3 îäèí.

Òåîðåìà 3. Òóðíèð
−→
T ðàçìåðíîñòè n, ãäå n íå÷¼òíîå, ñîñòîÿùèé èç îäíèõ êîðî-

ëåé, ìàòðèöà ðàññòîÿíèé êîòîðîãî ñîñòîèò èç ñëåäóþùèõ ñòðîê:

1) (1n−2, 21)� îäíà ñòðîêà;
2) (1(n−1)/2, 2(n−1)/2)� (n− 2) ñòðîêè;
3) (11, 2n−2)� îäíà ñòðîêà,

íå ÿâëÿåòñÿ ïðîñòûì è ïîëó÷àåòñÿ äîáàâëåíèåì âåðøèí v1 è v2 ê ðåãóëÿðíîìó òóð-

íèðó
−→
T ∗ ñ ÷èñëîì âåðøèí n − 2 ñëåäóþùèì îáðàçîì: èç âåðøèíû v1 âåäóò äóãè âî

âñå âåðøèíû òóðíèðà
−→
T ∗; èç êàæäîé âåðøèíû òóðíèðà

−→
T ∗ âåäóò äóãè â âåðøèíó v2; à

òàêæå åñòü äóãà èç v2 â v1.

Òåîðåìû 1�3 ìîæíî îáîáùèòü è ðàñøèðèòü íà ëþáóþ ðàçìåðíîñòü ðåãóëÿðíîãî
òóðíèðà, ëåæàùåãî â îñíîâàíèè.

Òåîðåìà 4. Òóðíèð
−→
T ðàçìåðíîñòè n, ãäå n íå÷¼òíîå, ñîñòîÿùèé èç îäíèõ êîðî-

ëåé, k ñòðîê ìàòðèöû ðàññòîÿíèé êîòîðîãî èìåþò âèä (1(n−1)/2, 2(n−1)/2), à îñòàëüíûå�
(1(n−i−1), 2i), i ∈ {1, . . . , (n−k)/2, (n+k)/2−1, . . . , n−2} (ò. å. ýëåìåíòîâ ñëåâà è ñïðàâà
îò öåíòðàëüíîãî ïî (n− k)/2), èìååò ñëåäóþùóþ ñòðóêòóðó: â îñíîâàíèè ðåãóëÿðíûé
òóðíèð ðàçìåðíîñòè k, ê êîòîðîìó ïîñëåäîâàòåëüíî äîáàâëÿþò ïî äâå âåðøèíû v1 è v2
ñëåäóþùèì îáðàçîì: èç âåðøèíû v1 âåäóò äóãè âî âñå âåðøèíû òóðíèðà

−→
T ∗; èç êàæäîé

âåðøèíû òóðíèðà
−→
T ∗ âåäóò äóãè â âåðøèíó v2; à òàêæå åñòü äóãà èç v2 â v1, ãäå

−→
T ∗ �

òóðíèð, ïîëó÷åííûé íà ïðåäûäóùåì øàãå, ïîêà ðàçìåðíîñòü ïîëó÷åííîãî òóðíèðà íå
áóäåò ðàâíà n. Òàêîé òóðíèð íå ÿâëÿåòñÿ ïðîñòûì è äëÿ êàæäîãî n òàêèõ òóðíèðîâ
ñòîëüêî æå, ñêîëüêî ñóùåñòâóåò ðåãóëÿðíûõ òóðíèðîâ ñ ÷èñëîì âåðøèí, êàê ó òóðíèðà

â îñíîâàíèè (3-âåðøèííûé
−→
T ∗ � îäèí òóðíèð

−→
T ; 5-âåðøèííûé

−→
T ∗ � îäèí òóðíèð

−→
T ;

7-âåðøèííûé
−→
T ∗ � òðè òóðíèðà

−→
T è ò. ä.).
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À.Î. Áàõàðåâ

Êâàíòîâûå âû÷èñëåíèÿ àêòèâíî ðàçâèâàþòñÿ â ïîñëåäíèå äåñÿòèëåòèÿ: óâåëè÷è-
âàåòñÿ êîëè÷åñòâî êóáèòîâ, ñ êîòîðûìè îïåðèðóåò êâàíòîâûé êîìïüþòåð, è ñíè-
æàåòñÿ âåðîÿòíîñòü âû÷èñëèòåëüíûõ îøèáîê. Ïîýòîìó âîçíèêàåò íåîáõîäèìîñòü
â ðàçðàáîòêå è àíàëèçå ïîñòêâàíòîâûõ êðèïòîñèñòåì � êðèïòîñèñòåì, óñòîé÷è-
âûõ ê àòàêàì ñ èñïîëüçîâàíèåì êâàíòîâîãî êîìïüþòåðà. Îäíèì èç îñíîâíûõ ïîä-
õîäîâ ê ïîñòðîåíèþ òàêèõ êðèïòîñèñòåì ÿâëÿåòñÿ òåîðèÿ ðåø¼òîê. Â äàííîì ïîä-
õîäå ñòîéêîñòü áîëüøèíñòâà êðèïòîñèñòåì ñâîäèòñÿ ê ðåøåíèþ çàäà÷è íàõîæ-
äåíèÿ êðàò÷àéøåãî âåêòîðà â ðåø¼òêå (SVP). Â ðàáîòå ïðèâîäÿòñÿ ðåçóëüòàòû
àíàëèçà àëãîðèòìà 8-ïðîñåèâàíèÿ äëÿ ðåøåíèÿ SVP. Ïðåäëàãàåòñÿ íîâûé êîì-
ïðîìèññ ìåæäó âðåìåíåì ðàáîòû è êîëè÷åñòâîì èñïîëüçóåìîé ïàìÿòè àëãîðèòìà
8-ïðîñåèâàíèÿ. Ïðèâîäèòñÿ ñðàâíåíèå ñ èçâåñòíûìè àëãîðèòìàìè k-ïðîñåèâàíèÿ.
Íà îòðåçêå (20,157n, 20,189n) èñïîëüçóåìîé ïàìÿòè ïðåäëîæåííûé àëãîðèòì èìååò
ìèíèìàëüíîå âðåìÿ ðàáîòû ñðåäè èçâåñòíûõ àëãîðèòìîâ k-ïðîñåèâàíèÿ.

Êëþ÷åâûå ñëîâà: òåîðèÿ ðåø¼òîê, k-ïðîñåèâàíèå, SVP, ïîñòêâàíòîâàÿ êðèï-
òîãðàôèÿ.

Ââåäåíèå
Çàäà÷à ïîèñêà êðàò÷àéøåãî âåêòîðà â ðåø¼òêå çàêëþ÷àåòñÿ â ïîèñêå êðàò÷àéøåãî

íåíóëåâîãî âåêòîðà â ðåø¼òêå è ÿâëÿåòñÿ îäíîé èç îñíîâíûõ çàäà÷, ê êîòîðîé ñâîäèòñÿ
ñòîéêîñòü áîëüøèíñòâà êðèïòîñèñòåì, ïîñòðîåííûõ íà ðåø¼òêàõ. Íàïðèìåð, âàðèàöèè
çàäà÷ îáó÷åíèÿ ñ îøèáêàìè (LWE) è íàõîæäåíèÿ êîðîòêîãî öåëî÷èñëåííîãî ðåøåíèÿ
(SIS), íà êîòîðûõ ñòðîÿòñÿ ñîâðåìåííûå ñõåìû èíêàïñóëÿöèè êëþ÷åé è ïîäïèñè ñî-
îòâåòñòâåííî, ìîãóò áûòü ïðåäñòàâëåíû êàê àïïðîêñèìàöèîííûé ñëó÷àé çàäà÷è SVP
èëè ñâîäèòüñÿ ê íåé.

Âûäåëÿþò äâà áîëüøèõ ñåìåéñòâà àëãîðèòìîâ, ðåøàþùèõ çàäà÷ó SVP: àëãîðèòìû
ïåðå÷èñëåíèÿ [1, 2] è ïðîñåèâàíèÿ [3�10]. Àëãîðèòìû ïðîñåèâàíèÿ èìåþò ýêñïîíåíöè-
àëüíîå âðåìÿ ðàáîòû è èñïîëüçóþò ýêñïîíåíöèàëüíîå êîëè÷åñòâî ïàìÿòè â çàâèñèìî-
ñòè îò ðàçìåðíîñòè ðåø¼òêè; àëãîðèòìû ïåðå÷èñëåíèÿ èñïîëüçóþò ïîëèíîìèàëüíîå
êîëè÷åñòâî ïàìÿòè, íî óñòóïàþò àëãîðèòìàì ïðîñåèâàíèÿ ïî âðåìåíè ðàáîòû.

Â íàñòîÿùåé ðàáîòå ïðåäëîæåí íîâûé êîìïðîìèññ ìåæäó âðåìåíåì ðàáîòû è èñ-
ïîëüçóåìîé ïàìÿòüþ àëãîðèòìà 8-ïðîñåèâàíèÿ äëÿ ðåøåíèÿ çàäà÷è SVP.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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1. Îñíîâíûå îïðåäåëåíèÿ è îáîçíà÷åíèÿ
1.1. Ð å ø ¼ ò ê è

Îïðåäåëåíèå 1. Ïóñòü âåêòîðû v1, . . . ,vn ∈ Rd ëèíåéíî íåçàâèñèìû. Ðåø¼ò-
êîé, ïîðîæä¼ííîé âåêòîðàìè v1, . . . ,vn, íàçûâàåòñÿ íàáîð ëèíåéíûõ öåëî÷èñëåííûõ
êîìáèíàöèé âåêòîðîâ v1, . . . ,vn:

L = {a1v1 + a2v2 + . . .+ anvn : a1, a2, . . . , an ∈ Z}.

Îïðåäåëåíèå 2. Áàçèñîì äëÿ L ÿâëÿåòñÿ ëþáîé ëèíåéíî íåçàâèñèìûé íàáîð
âåêòîðîâ, ïîðîæäàþùèé L. Áàçèñíûå âåêòîðû ìîãóò áûòü ïðåäñòàâëåíû â âèäå áà-
çèñíîé ìàòðèöû B = [v1|v2| . . . |vn].

Ëþáûå äâà áàçèñà L ñâÿçàíû ïðåîáðàçîâàíèåì ñ öåëî÷èñëåííîé ìàòðèöåé, îïðåäå-
ëèòåëü êîòîðîé ðàâåí ±1 (óíèìîäóëÿðíàÿ ìàòðèöà).

Îïðåäåëåíèå 3. Ðàíã ðåø¼òêè�÷èñëî âåêòîðîâ â áàçèñå L, ðàçìåðíîñòü ðå-
ø¼òêè L ðàâíà d.

Â ñëó÷àå, êîãäà n = d, ðåø¼òêà L íàçûâàåòñÿ ðåø¼òêîé ïîëíîãî ðàíãà. Â íàñòîÿùåé
ðàáîòå ðàññìàòðèâàþòñÿ òîëüêî òàêèå ðåø¼òêè.

Îïðåäåëåíèå 4. Ìèíèìàëüíûì ðàññòîÿíèåì λ1 íàçûâàåòñÿ íîðìà êðàò÷àéøåãî
íåíóëåâîãî âåêòîðà â ðåøåòêå L, òî åñòü

λ1(L) = min
x∈L\{0}

∥x∥.

Îïðåäåëåíèå 5 (çàäà÷à ïîèñêà êðàò÷àéøåãî âåêòîðà � SVP). Äàí áàçèñ B, êî-
òîðûé çàäà¼ò ðåøåòêó L; òðåáóåòñÿ íàéòè íåíóëåâîé âåêòîð v ∈ L, òàêîé, ÷òî
∥v∥ = λ1(L).

SVP ÿâëÿåòñÿ NP-òðóäíîé çàäà÷åé [11].

1.2. À ë ã î ð è ò ì û ï ð î ñ å è â à í è ÿ

Âïåðâûå àëãîðèòìû ïðîñåèâàíèÿ áûëè îïèñàíû â [3]. Ñîâðåìåííûå àëãîðèòìû ïðî-
ñåèâàíèÿ èñïîëüçóþò ñëåäóþùóþ ýâðèñòèêó, ÷òî ñóùåñòâåííî ñîêðàùàåò âðåìÿ ðàáîòû
àëãîðèòìà.

Ýâðèñòèêà 1. Âåêòîðû ðåø¼òêè äëèíû⩽ R àñèìïòîòè÷åñêè ïî÷òè íàâåðíîå ðàñ-
ïðåäåëåíû ðàâíîìåðíî íà ñôåðå ðàäèóñà R.

Äàííàÿ ýâðèñòèêà áûëà ïðåäëîæåíà è èçó÷åíà â [4]. Ñàìîé òðóäî¼ìêîé ÷àñòüþ
àëãîðèòìîâ ïðîñåèâàíèÿ ÿâëÿåòñÿ øàã ïðîñåèâàíèÿ, êîòîðûé ïðèíèìàåò íà âõîä ñïè-
ñîê L, ñîäåðæàùèé N âåêòîðîâ äëèíû íå áîëüøå R, ïàðàìåòð γ < 1 è âûäà¼ò â êà-
÷åñòâå îòâåòà ñïèñîê Lout, ñîäåðæàùèé N âåêòîðîâ äëèíû íå áîëüøå γR. Îáû÷íî γ
ïðåäïîëàãàåòñÿ ðàâíîé 1− poly(n)−1 ≈ 1. Ïîäàâàÿ íà âõîä ñïèñîê, ïîëó÷åííûé íà âû-
õîäå ïðåäûäóùåãî øàãà, ïîëèíîìèàëüíîå êîëè÷åñòâî ðàç, íàõîäèì êðàò÷àéøèé âåêòîð
â ðåø¼òêå. Ïåðâûé âõîäíîé ñïèñîê ìîæåò áûòü ñãåíåðèðîâàí, íàïðèìåð, àëãîðèòìîì
Êëåéíà [12]. Áóäåì ðàññìàòðèâàòü ñëåäóþùèå óïðîùåíèÿ, êîòîðûå àñèìïòîòè÷åñêè íå
âëèÿþò íà îöåíêè àëãîðèòìîâ: R = 1 è γ = 1.

Âïåðâûå àëãîðèòì k-ïðîñåèâàíèÿ áûë ïðåäñòàâëåí â ðàáîòå [5]. Åãî îñíîâíàÿ èäåÿ
ñîñòîèò â íàõîæäåíèè â çàäàííîì ñïèñêå L êîðòåæåé (x1, . . . ,xk) ∈ Lk, óäîâëåòâîðÿ-
þùèõ óñëîâèþ ∥x1 ± · · · ± xk∥ ⩽ 1, â îòëè÷èå îò ðàññìàòðèâàåìûõ ðàíåå àëãîðèòìîâ,
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â êîòîðûõ èñêàëèñü ïàðû (x1,x2) ∈ L2, óäîâëåòâîðÿþùèå óñëîâèþ ∥x1±x2∥ ⩽ 1 (óñëî-
âèå ∥x1±x2∥ ⩽ 1 îçíà÷àåò, ÷òî ∥x1+x2∥ ⩽ 1 èëè ∥x1−x2∥ ⩽ 1, äëÿ k > 2 àíàëîãè÷íî).
Çàäà÷ó íàõîæäåíèÿ N òàêèõ êîðòåæåé áóäåì íàçûâàòü çàäà÷åé k-ïðîñåèâàíèÿ. Ðàñøè-
ðåíèå íà k > 2 ïîçâîëÿåò óìåíüøèòü êîëè÷åñòâî èñïîëüçóåìîé àëãîðèòìîì ïàìÿòè,
ò. å. ðàçìåð âõîäíîãî ñïèñêà L, íî âìåñòå ñ ýòèì óâåëè÷èâàåòñÿ âðåìÿ ðàáîòû. Äàí-
íûé êîìïðîìèññ ìåæäó èñïîëüçóåìîé ïàìÿòüþ è âðåìåíåì ðàáîòû àëãîðèòìà ìîæåò
áûòü ïîëåçåí ïðè âû÷èñëåíèè êðàò÷àéøåãî âåêòîðà â ðåø¼òêå. Íàïðèìåð, â êîíêóðñå
¾SVP challenge¿ [13], íàïðàâëåííîì íà íàõîæäåíèå êîðîòêèõ âåêòîðîâ â ðåø¼òêå, äëÿ
íåáîëüøèõ ðàçìåðíîñòåé ðåø¼òîê ýêñïîíåíöèàëüíûé ðàçìåð L ïðèâîäèò ê èñïîëüçî-
âàíèþ áîëüøîãî îáú¼ìà îïåðàòèâíîé ïàìÿòè (1�2 Òáàéò).

Îïðåäåëåíèå 6. Áóäåì ãîâîðèòü, ÷òî êîðòåæ (x1, . . . ,xk) ∈ Lk óäîâëåòâîðÿåò
êîíôèãóðàöèè C ∈ Rk×k, åñëè è òîëüêî åñëè ∀ i, j ⟨xi|xj⟩ ⩽ Cij, ãäå ⟨xi|xj⟩� ñêàëÿðíîå
ïðîèçâåäåíèå âåêòîðîâ xi è xj.

Â [6] ïîêàçàíî, ÷òî çàäà÷à k-ïðîñåèâàíèÿ ñâîäèòñÿ ê çàäà÷å ïîèñêà êîðòåæà
(x1, . . . ,xk) ∈ Lk, óäîâëåòâîðÿþùåãî íåêîòîðîé êîíôèãóðàöèè.

Îïðåäåëåíèå 7. Äëÿ êîíôèãóðàöèè C ∈ Rk è óãëà α îïðåäåëèì êîíôèãóðàöèþ
îñòàòêîâ C ′ ∈ Rk ñëåäóþùèì îáðàçîì:

C ′
ij(α) =


1

sin2 α

(
Cij +

cos2 α

k − 1

)
, åñëè i ̸= j,

1 èíà÷å.

Äëÿ óìåíüøåíèÿ âðåìåíè ðàáîòû àëãîðèòìà èñïîëüçóþòñÿ òàêæå ëîêàëüíî-÷óâ-
ñòâèòåëüíûå ôèëüòðû, ïîÿâèâøèåñÿ âïåðâûå â [7] è ïðåäñòàâëÿåìûå ñëó÷àéíûì ïðî-
èçâåäåíèåì êîäîâ ñ ðàâíîìåðíî ðàñïðåäåë¼ííûìè êîäîâûìè ñëîâàìè íà ñôåðå åäè-
íè÷íîãî ðàäèóñà è ýôôåêòèâíûì àëãîðèòìîì äåêîäèðîâàíèÿ. Ïîäðîáíåå î ñëó÷àéíîì
ïðîèçâåäåíèè êîäîâ è åãî âàðèàöèè äëÿ àëãîðèòìîâ k-ïðîñåèâàíèÿ ìîæíî óçíàòü â [8].

1.3. Ê î í ö å ï ö è ÿ k - ï ð î ñ å è â à í è ÿ

Â [8] ïðåäñòàâëåíà íîâàÿ êîíöåïöèÿ àëãîðèòìà k-ïðîñåèâàíèÿ (àëãîðèòì 1).

Àëãîðèòì 1. Êîíöåïöèÿ àëãîðèòìà k-ïðîñåèâàíèÿ (A. Chailloux, J. Loyer, 2023)

Âõîä: ñïèñîê L, ñîäåðæàùèé N âåêòîðîâ; ïàðàìåòð k; óãîë α; êîíôèãóðàöèÿ C.
Âûõîä: ñïèñîê Lout, ñîäåðæàùèé N ðåäóöèðîâàííûõ âåêòîðîâ.
1: Ñãåíåðèðîâàòü íàáîðû ôèëüòðîâ. Ôèëüòðàöèÿ L: äîáàâèòü êàæäûé x ∈ L ê áëè-
æàéøåìó ôèëüòðó.

2: Äëÿ êàæäîãî íàáîðà ôèëüòðîâ íàéòè âñå ðåøåíèÿ (FAS), óäîâëåòâîðÿþùèå êîí-
ôèãóðàöèè C, è äîáàâèòü èõ â Lout.

3: Ïîâòîðÿòü øàãè 1 è 2, ïîêà |Lout| < N .

Â [8] ïîëó÷åíî âûðàæåíèå äëÿ âðåìåíè ðàáîòû äàííîé êîíöåïöèè:

T (k-sieve) = NbRepα,C
(
|L|+NbFiltresα · T (FASC′(α))

)
,

ãäå NbFiltresα = O(V(α)−1), NbRepα,C = O
(
max

{
1,

det(C)n/2

Vk−1(α) det(C ′(α))n/2

})
è V(α) =

= poly(d) · sinn α.
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2. 8-ïðîñåèâàíèå
Â íàñòîÿùåé ðàáîòå ïðåäëîæåí íîâûé àëãîðèòì 8-ïðîñåèâàíèÿ. Èñïîëüçóåòñÿ êîí-

öåïöèÿ àëãîðèòìà 1, ïîýòîìó âìåñòî âñåãî àëãîðèòìà ïðîñåèâàíèÿ ïðèâåä¼ì âíóò-
ðåííèé àëãîðèòì FASC′(α) (àëãîðèòì 2). Îí èñïîëüçóåò ñëåäóþùèå ïðîìåæóòî÷íûå
ñïèñêè:

1) Äëÿ j = 1, 5 è i = 1, 2, 3 ïóñòü

Lj,j+i = {(xj,xj+i) ∈ Lj × Lj+i : ⟨xj|xj+i⟩ ⩽ Cj,j+i}.

2) Äëÿ êàæäîãî xj ∈ Lj, j = 1, 5 è i = 1, 2, 3 ïóñòü

Lj+i(xj) = {xj+i ∈ Lj+i : (xj,xj+i) ∈ Lj,j+i}.

3) Äëÿ êàæäîãî xj ∈ Lj, j = 1, 5 è i = 2, 3 ïóñòü

Lj+1,j+i(xj) = {(xj+1,xj+i) ∈ Lj+1(xj)× Lj+i(xj) : ⟨xj+1|xj+i⟩ ⩽ Cj+1,j+i}.

4) Äëÿ êàæäûõ xj ∈ Lj, j = 1, 5, xj+1 ∈ Lj+1(xj) è i = 2, 3 ïóñòü

Lj+i(xj,xj+1) = {xj+i ∈ Lj+i : (xj+1,xj+i) ∈ Lj+1,j+i(xj)}.

5) Äëÿ êàæäûõ xj ∈ L1, j = 1, 5 è xj+1 ∈ Lj+1(xj) ïóñòü

Lj+2,j+3(xj,xj+1) =

= {(xj+2,xj+3) ∈ Lj+2(xj,xj+1)× Li(xj,xj+1) : ⟨xj+2|xj+3⟩ ⩽ Cj+2,j+3}.

6) Äëÿ j = 1, 5

Lj,j+1,j+2,j+3 = {(xj,xj+1,xj+2,xj+3) ∈ Lj × Lj+1(xj)× Lj+2,j+3(xj,xj+1)}.

Àëãîðèòì 2. FAS äëÿ 8-ïðîñåèâàíèÿ

Âõîä: ñïèñêè L1, . . . , L8 ðàâíîìåðíî ðàñïðåäåë¼ííûõ íà ñôåðå åäèíè÷íîãî ðàäèóñà
âåêòîðîâ, |L1| = . . . = |L8|; êîíôèãóðàöèÿ C ∈ R8×8, òàêàÿ, ÷òî C12 = C13 = C14 =
= C56 = C57 = C58, C23 = C24 = C67 = C68, C34 = C78 è C15 = C16 = C17 = C18 =
= C25 = C26 = C27 = C28 = C35 = C36 = C37 = C38 = C45 = C46 = C47 = C48.

Âûõîä: ñïèñîê Lout âñåõ êîðòåæåé (x1, . . . ,x8) ∈ L1× . . .×L8, óäîâëåòâîðÿþùèõ êîí-
ôèãóðàöèè C.

1: Äëÿ j = 1, 5:
2: Lj,j+1,j+2,j+3 := ∅.
3: Ïîñòðîèòü ñïèñêè Lj,j+1, Lj,j+2 è Lj,j+3, èñïîëüçóÿ àëãîðèòì 2-ïðîñåèâàíèÿ, èç

êîòîðûõ ìîæíî âîññòàíîâèòü ñïèñêè Lj+1(xj), Lj+2(xj) è Lj+3(xj).
4: Äëÿ xj ∈ Lj:
5: Ïîñòðîèòü ñïèñêè Lj+1,j+2(xj) è Lj+1,j+3(xj), èñïîëüçóÿ àëãîðèòì 2-ïðîñåèâà-

íèÿ, èç êîòîðûõ ìîæíî âîññòàíîâèòü ñïèñêè Lj+2(xj,xj+1) è Lj+3(xj,xj+1).
6: Äëÿ xj+1 ∈ Lj+1(xj):
7: Ïîñòðîèòü ñïèñîê Lj+2,j+3(xj,xj+1), èñïîëüçóÿ àëãîðèòì 2-ïðîñåèâàíèÿ.
8: Äëÿ (xj+2,xj+3) ∈ Lj+2,j+3(xj,xj+1):
9: Lj,j+1,j+2,j+3 = Lj,j+1,j+2,j+3 ∪ {(xj,xj+1,xj+2,xj+3)}.
10: Ïîñòðîèòü ñïèñîê Lout, èñïîëüçóÿ àëãîðèòì 2-ïðîñåèâàíèÿ äëÿ ñïèñêîâ L1234 è

L5678.
11: Âåðíóòü Lout.
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Äëÿ àëãîðèòìà 2 ïîëó÷åíû âûðàæåíèÿ äëÿ âðåìåíè ðàáîòû è êîëè÷åñòâà èñïîëü-
çóåìîé ïàìÿòè.

Òåîðåìà 1. Ïóñòü V(α) =
1

|L1|
, Y =

1

sin2(α)(8 + 12C12 + 8C23 + 4C34)
− 1, Y23 =

=
C23 − C2

12

(1− C2
12)

, Y234 =
C34 − C2

12 − (1− C2
12)Y23

1− C2
12 − (1− C2

12)Y
2
23

. Òîãäà âðåìÿ âûïîëíåíèÿ àëãîðèòìà 2

ðàâíî T = 6T12 + 4T123 + 2T1234 + T12345678, ãäå

T12 = O
(
|L1|2

(1− C2
12)

n/2

(1− C ′
12(α)

2)n/2

)
, L12 = |L1|2(1− C2

12)
n/2,

T123 = O
(
|L1||L2(x1)|2

(1− Y 2
23)

n/2

(1− Y ′2
23)

n/2

)
, L123 = |L1||L2(x1)|2(1− Y 2

23)
n/2,

T1234 = O
(
|L1||L2(x1)||L3(x1,x2)|2

(1− Y 2
234)

n/2

(1− Y ′
234(α)

2)n/2

)
,

L1234 = |L1||L2(x1)||L3(x1,x2)|2(1− Y 2
234)

n/2,

T12345678 = O
(
|L1234|2

(1− Y 2)n/2

(1− Y ′(α)2)n/2

)
, L12345678 = |L1234|2(1− Y 2)n/2.

Êîëè÷åñòâî ïàìÿòè, èñïîëüçóåìîé àëãîðèòìîì, ðàâíî

M = max {|L1|, |L12|, |L123|, |L1234|, |L12345678|} .

Äëÿ ïîëó÷åíèÿ ÷èñëåííûõ çíà÷åíèé (ðèñ. 1) âðåìåíè ðàáîòû è êîëè÷åñòâà èñïîëü-
çóåìîé ïàìÿòè àëãîðèòìà 8-ïðîñåèâàíèÿ ñ âíóòðåííèì àëãîðèòìîì FAS íàïèñàíà ïðî-
ãðàììà íà ÿçûêå Sage, ðåàëèçóþùàÿ ìèíèìèçàöèþ äëÿ êîíôèãóðàöèè C è óãëà α.

0.12 0.13 0.14 0.15 0.16 0.17 0.18 0.19 0.2 0.21 0.22

0.3

0.4

0.5

0.6

0.7

log2(Êîëè÷åñòâî ïàìÿòè)

n

log2(Âðåìÿ)

n

8-ïðîñåèâàíèå [ýòà ðàáîòà]

2-ïðîñåèâàíèå [9]

8-ïðîñåèâàíèå [6]

8-ïðîñåèâàíèå [10]

4-ïðîñåèâàíèå [10]

4-ïðîñåèâàíèå [8]

7-ïðîñåèâàíèå [6]

k-ïðîñåèâàíèå [10]

Ðèñ. 1. Êîìïðîìèññ äëÿ àëãîðèòìà 8-ïðîñåèâàíèÿ

Ïðè êîëè÷åñòâå èñïîëüçóåìîé ïàìÿòè 20,2075n ïðåäëàãàåìûé àëãîðèòì ñîâïàäàåò ïî
âðåìåíè ðàáîòû è îáú¼ìó ïàìÿòè ñ àëãîðèòìîì èç [9], êîòîðûé ÿâëÿåòñÿ îïòèìàëüíûì
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ïî âðåìåíè ðàáîòû àëãîðèòìîì, èçâåñòíûì íà ñåãîäíÿøíèé äåíü. Äëÿ îáú¼ìà ïàìÿòè,
áëèçêîãî ê ìèíèìàëüíûì çíà÷åíèÿì, ïðåäëàãàåìûé àëãîðèòì ðàáîòàåò äîëüøå, ÷òî
ñîâïàäàåò ñ ïîâåäåíèåì àëãîðèòìà 4-ïðîñåèâàíèÿ [8], ïîñòðîåííîì íà êîíöåïöèè èç
àëãîðèòìà 1. Äëÿ îáú¼ìà ïàìÿòè èç îòðåçêà (20,157n, 20,189n) ïðåäëîæåííûé àëãîðèòì
ïîêàçûâàåò ìèíèìàëüíîå âðåìÿ ðàáîòû èç èçâåñòíûõ àëãîðèòìîâ k-ïðîñåèâàíèÿ.
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ÎÏÒÈÌÈÇÀÖÈß ÌÎÄÓËÜÍÎÉ ÀÐÈÔÌÅÒÈÊÈ
Â ÌÅÕÀÍÈÇÌÅ ÈÍÊÀÏÑÓËßÖÈÈ ÊËÞ×À KYBER

À.Ñ. Çåëåíåöêèé, Ï. Ã. Êëþ÷àðåâ

Kyber ïðåäñòàâëÿåò ñîáîé ïîñòêâàíòîâûé ìåõàíèçì èíêàïñóëÿöèè êëþ÷à (Key
Encapsulation Mechanism, KEM). Áîëåå òîãî, íà òåêóùèé ìîìåíò Kyber ÿâëÿ-
åòñÿ åäèíñòâåííûì ïîñòêâàíòîâûì KEM, ðåêîìåíäîâàííûì ê ñòàíäàðòèçàöèè
â ÑØÀ ïî èòîãàì êîíêóðñà, ïðîâîäèìîãî NIST (National Institute of Standards
and Technology). Ïðåäëàãàåòñÿ àëãîðèòìè÷åñêàÿ îïòèìèçàöèÿ ìîäóëüíîé àðèôìå-
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òèêè, èñïîëüçóåìîé â Kyber, êîòîðûé çíà÷èòåëüíî ñíèæàåò êîëè÷åñòâî îïåðàöèé
ïðèâåäåíèÿ ïî ìîäóëþ. Ïðåäëîæåííàÿ îïòèìèçàöèÿ ïîçâîëÿåò äîñòè÷ü óñêîðåíèÿ
äåêàïñóëÿöèè êëþ÷à â 1,83 ðàç, èíêàïñóëÿöèè êëþ÷à� â 1,58 ðàç è ãåíåðàöèè êëþ-
÷åâîé ïàðû� â 1,41 ðàç äëÿ ïðîãðàììíîé ðåàëèçàöèè Kyber.

Êëþ÷åâûå ñëîâà: Kyber, ìîäóëüíàÿ àðèôìåòèêà, ïîñòêâàíòîâàÿ êðèïòîãðà-

ôèÿ, êðèïòîãðàôèÿ íà ðåø¼òêàõ.

Ââåäåíèå
Kyber [1] ÿâëÿåòñÿ ïîñòêâàíòîâûì ìåõàíèçìîì èíêàïñóëÿöèè êëþ÷à, ðåêîìåíäî-

âàííûì ê ñòàíäàðòèçàöèè â ÑØÀ ïî èòîãàì òðåòüåãî ðàóíäà êîíêóðñà NIST. Kyber
îòíîñèòñÿ ê êðèïòîãðàôèè íà ðåø¼òêàõ, òî åñòü åãî ñòîéêîñòü îñíîâûâàåòñÿ íà ñëîæ-
íîñòè ðåøåíèÿ îïðåäåë¼ííûõ çàäà÷ èç òåîðèè àëãåáðàè÷åñêèõ ðåø¼òîê, à èìåííî:
ñòîéêîñòü Kyber îáîñíîâûâàåòñÿ ñëîæíîñòüþ çàäà÷è Module Learning With Errors
(MLWE) [2]. Êàê è ëþáîé äðóãîé KEM, Kyber ñîñòîèò èç òð¼õ îñíîâíûõ àëãîðèò-
ìîâ: ãåíåðàöèè êëþ÷åâîé ïàðû, èíêàïñóëÿöèè êëþ÷à è äåêàïñóëÿöèè êëþ÷à. Â ñèëó
òîãî, ÷òî ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ â ñðàâíåíèè ñ êëàññè÷åñêîé ÿâëÿåòñÿ ãîðàçäî
áîëåå òðåáîâàòåëüíîé ê ðåñóðñàì, âîçíèêàåò ñåðü¼çíàÿ ïîòðåáíîñòü â îïòèìèçàöèè ñó-
ùåñòâóþùèõ ïîñòêâàíòîâûõ ðåøåíèé. Â ðàáîòå ïðåäëàãàåòñÿ ñïîñîá àëãîðèòìè÷åñêîé
îïòèìèçàöèè ìîäóëüíîé àðèôìåòèêè, èñïîëüçóåìîé â Kyber. Íàø ïîäõîä ïîçâîëÿåò
îäíîâðåìåííî óñêîðèòü âñå òðè àëãîðèòìà, ñîñòàâëÿþùèõ Kyber.

1. Àðèôìåòèêà â Kyber KEM
Îñíîâíûì ìàòåìàòè÷åñêèì îáúåêòîì â Kyber âûñòóïàåò êîëüöî Rq = Zq[x]/(xn+1),

ãäå q = 3329�ïðîñòîå, à n = 256 äëÿ âñåõ íàáîðîâ ïàðàìåòðîâ. Åäèíñòâåííûìè àðèô-
ìåòè÷åñêèìè îïåðàöèÿìè â Kyber ÿâëÿþòñÿ îïåðàöèè óìíîæåíèÿ è ñëîæåíèÿ ýëåìåí-
òîâ Rq. Ñëîæåíèå ïîëèíîìîâ èç Rq ïîêîîðäèíàòíîå, ïîýòîìó òðåáóåòñÿ ðåàëèçîâàòü
ñëîæåíèå ýëåìåíòîâ ïî ìîäóëþ q. Óìíîæåíèå â Rq ÿâëÿåòñÿ áîëåå ñëîæíîé îïåðàöè-
åé, â Kyber îíî ðåàëèçóåòñÿ ÷åðåç èñïîëüçîâàíèå òåîðåòèêî-÷èñëîâîãî ïðåîáðàçîâàíèÿ
(Number-Theoretic Transform, NTT) [3] � àíàëîãà äèñêðåòíîãî ïðåîáðàçîâàíèÿ Ôóðüå
íàä êîíå÷íûì ïîëåì äëÿ êîëüöà Rq. Èñïîëüçîâàíèå NTT ïîçâîëÿåò ïðåäñòàâèòü ìíî-
ãî÷ëåíû êîëüöà Rq â òàêîì âèäå, ÷òî äëÿ ïîäñ÷¼òà èõ ïðîèçâåäåíèÿ äîñòàòî÷íî ïðî-
èçâåñòè îáû÷íîå ïîîêîðäèíàòíîå óìíîæåíèå. Äëÿ îïðåäåëåíèÿ NTT-ïðåäñòàâëåíèÿ
èñïîëüçóåòñÿ ñëåäóþùåå ïðåäñòàâëåíèå êîëüöà Rq:

Zq[x]/(xn + 1) ∼=
127∏
i=0

Zq[x]/(x2 − ζ2i+1),

ãäå ζ �íåêîòîðûé ïðèìèòèâíûé êîðåíü 256-é ñòåïåíè èç åäèíèöû â ïîëå Zq, â Kyber
â êà÷åñòâå ζ èñïîëüçóåòñÿ 17. Òàêèì îáðàçîì, ëþáîé ýëåìåíò a(x) ∈ Rq ïðåäñòàâ-
ëÿåòñÿ åäèíñòâåííûì îáðàçîì â âèäå âåêòîðà

(
a(x) mod (x2 − ζ), a(x) mod (x2 − ζ3),

. . . , a(x) mod (x2 − ζ255)
)
äëèíû 128, êîîðäèíàòàìè êîòîðîãî ÿâëÿþòñÿ ëèíåéíûå ìíî-

ãî÷ëåíû íàä ïîëåì Zq. Ýòîò âåêòîð (ñ òî÷íîñòüþ äî ïåðåñòàíîâêè êîîðäèíàò) ÿâëÿåòñÿ
NTT-ïðåäñòàâëåíèåì ýëåìåíòà a(x). Íàèâíûé àëãîðèòì âû÷èñëåíèÿ NTT(a(x)) èìååò
ñëîæíîñòüO(n2), òàêóþ æå ñëîæíîñòü èìååò è íàèâíûé àëãîðèòì ïîëó÷åíèÿ ìíîãî÷ëå-
íà a(x) ïî èçâåñòíîìó NTT(a(x)), òî åñòü àëãîðèòì âû÷èñëåíèÿ îáðàòíîãî òåîðåòèêî-
÷èñëîâîãî ïðåîáðàçîâàíèÿ, êîòîðûé äëÿ êðàòêîñòè áóäåì íàçûâàòü INVNTT. Îäíà-
êî â Kyber èñïîëüçóåòñÿ áîëåå áûñòðûé àëãîðèòì [4] êàê äëÿ âû÷èñëåíèÿ NTT, òàê
è äëÿ âû÷èñëåíèÿ INVNTT. Îáà àëãîðèòìà èìåþò ñëîæíîñòü O(n log n). Åäèíñòâåí-
íûìè àðèôìåòè÷åñêèìè îïåðàöèÿìè â ýòèõ àëãîðèòìàõ ÿâëÿþòñÿ îïåðàöèè ñëîæåíèÿ
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è óìíîæåíèÿ â ïîëå Zq. Î÷åâèäíî, ÷òî ïðîèçâåäåíèå ìíîãî÷ëåíîâ, çàäàííûõ ñâîèìè
NTT-ïðåäñòàâëåíèÿìè, âû÷èñëÿåòñÿ òàêæå ñ ïîìîùüþ òîëüêî ñëîæåíèÿ è óìíîæåíèÿ
ïî ìîäóëþ q. Òàêèì îáðàçîì, åäèíñòâåííûìè àðèôìåòè÷åñêèìè îïåðàöèÿìè, èñïîëü-
çóþùèìèñÿ äëÿ ðåàëèçàöèè àðèôìåòèêè â Kyber, ÿâëÿþòñÿ ñëîæåíèå è óìíîæåíèå ïî
ìîäóëþ q.

Äëÿ ðåàëèçàöèè ìîäóëüíîé àðèôìåòèêè â ðåôåðåíñíîé ðåàëèçàöèè Kyber ïðèìå-
íÿþòñÿ àëãîðèòìû Ìîíòãîìåðè [5] è Áàððåòòà [6]. Ñàìà ðåôåðåíñíàÿ ðåàëèçàöèÿ âû-
ëîæåíà íà GitHub è äîñòóïíà ïî ññûëêå1. Ýëåìåíòû ïîëÿ Zq ïðåäñòàâëåíû öåëûìè
÷èñëàìè èç èíòåðâàëà (−q/2, q/2), à äëÿ èõ õðàíåíèÿ èñïîëüçóþòñÿ 16-áèòíûå çíàêî-
âûå öåëûå ÷èñëà. Êàê îáû÷íî, àëãîðèòì Ìîíòãîìåðè âûïîëíÿåò óìíîæåíèå ïî ìîäó-
ëþ q, à àëãîðèòì Áàððåòòà � ïðèâåäåíèå ïî ìîäóëþ, êàê ïðàâèëî, ïîñëå íåñêîëüêèõ
îïåðàöèé ñëîæåíèÿ. Ýòî ïîçâîëÿåò ðåàëèçîâàòü ìîäóëüíóþ àðèôìåòèêó ïðè ïîìîùè
òîëüêî óìíîæåíèÿ è ñëîæåíèÿ öåëûõ ÷èñåë, à òàêæå áèòîâîãî ñäâèãà. Âñå ïåðå÷èñ-
ëåííûå îïåðàöèè ÿâëÿþòñÿ êîíñòàíòíûìè ïî âðåìåíè, òî åñòü âðåìÿ èõ âûïîëíåíèÿ
çàâèñèò òîëüêî îò äëèíû âõîäíûõ äàííûõ, à íå îò ñàìèõ äàííûõ. Äàííîå óñëîâèå
íåîáõîäèìî äëÿ ðåàëèçàöèè, óñòîé÷èâîé ê àòàêàì ïî âðåìåíè.

2. Ïðåäëàãàåìàÿ îïòèìèçàöèÿ
Îñíîâíàÿ èäåÿ ïðåäëàãàåìîãî ïîäõîäà � õðàíèòü ýëåìåíòû ïîëÿ Zq â 32-áèòíûõ öå-

ëûõ ÷èñëàõ. Çàìåòèì, ÷òî ðåçóëüòàò óìíîæåíèÿ äâóõ ÷èñåë èç Zq ïîìåùàåòñÿ â 24 áèòà.
Àëãîðèòìû Kyber òàêîâû, ÷òî â íèõ íå ïðîèñõîäèò íåñêîëüêî óìíîæåíèé ìíîãî÷ëåíîâ
ïîäðÿä, à èìåííî: óìíîæåíèå ìíîãî÷ëåíîâ ïðîèçâîäèòñÿ òîëüêî ïðè âû÷èñëåíèè ñêà-
ëÿðíûõ ïðîèçâåäåíèé âèäà ⟨a, s⟩, ãäå a, s� âåêòîðû, êîýôôèöèåíòàìè êîòîðûõ âûñòó-
ïàþò ìíîãî÷ëåíû èç Rq. Ïðè÷¼ì ðåçóëüòàòû òàêèõ ñêàëÿðíûõ ïðîèçâåäåíèé íå çàäåé-
ñòâîâàíû äàëåå â äðóãèõ óìíîæåíèÿõ. Ïîýòîìó óâåëè÷åíèå ðàçìåðîâ ïðåäñòàâëåíèé
ýëåìåíòîâ èç Zq â áèòàõ ïîçâîëÿåò èçáàâèòüñÿ îò èñïîëüçîâàíèÿ àëãîðèòìà Ìîíòãîìå-
ðè äëÿ ðåàëèçàöèè óìíîæåíèÿ ïî ìîäóëþ q, à òàêæå îò íåîáõîäèìîñòè îñóùåñòâëåíèÿ
ïåðåõîäîâ ìåæäó ïðåäñòàâëåíèåì Ìîíòãîìåðè è îáû÷íûì ïðåäñòàâëåíèåì âû÷åòà ïî
ìîäóëþ q. Äëèíà âåêòîðîâ a, s íå ïðåâîñõîäèò 4, ïîýòîìó ñêàëÿðíîå óìíîæåíèå ìîæåò
áûòü âûïîëíåíî áåç èñïîëüçîâàíèÿ ïðîìåæóòî÷íûõ ñâåäåíèé ïî ìîäóëþ. Äëÿ ïðèâå-
äåíèÿ îêîí÷àòåëüíîãî ðåçóëüòàòà ïî ìîäóëþ q ïðèìåíÿåòñÿ àëãîðèòì Áàððåòòà. Â ðå-
çóëüòàòå ìû, êàê è àâòîðû ðåôåðåíñíîé ðåàëèçàöèè, èñïîëüçóåì äëÿ ðåàëèçàöèè ìî-
äóëüíîé àðèôìåòèêè â Kyber èñêëþ÷èòåëüíî îïåðàöèè öåëî÷èñëåííîãî óìíîæåíèÿ è
ñëîæåíèÿ ñîâìåñòíî ñ áèòîâûìè ñäâèãàìè. Ýòî ãàðàíòèðóåò êîíñòàíòíîñòü ïî âðåìåíè
(â ñìûñëå àòàê ïî âðåìåíè) äëÿ âñåõ àðèôìåòè÷åñêèõ îïåðàöèé.

Â òàáë. 1�3 ïðèâåäåíî ñðàâíåíèå àëãîðèòìîâ, ñâÿçàííûõ ñ óìíîæåíèåì ìíîãî÷ëå-
íîâ â Rq, ðåôåðåíñíîé ðåàëèçàöèè ñ àíàëîãè÷íûìè îïåðàöèÿìè, èñïîëüçóþùèìè ïðåä-
ëîæåííóþ îïòèìèçàöèþ, ïî ÷èñëó âûïîëíÿåìûõ ýëåìåíòàðíûõ äåéñòâèé.

Òà á ë è ö à 1
Ñðàâíåíèå àëãîðèòìîâ óìíîæåíèÿ ìíîãî÷ëåíîâ

Âåðñèÿ àëãîðèòìà ×èñëî óìíîæåíèé ×èñëî ñëîæåíèé ×èñëî áèòîâûõ ñäâèãîâ
Îðèãèíàëüíûé 1920 896 640
Ïðåäëàãàåìûé 896 512 128

1https://github.com/pq-crystals/kyber



Âû÷èñëèòåëüíûå ìåòîäû â äèñêðåòíîé ìàòåìàòèêå 165

Òà á ë è ö à 2
Ñðàâíåíèå àëãîðèòìîâ INVNTT

Âåðñèÿ àëãîðèòìà ×èñëî óìíîæåíèé ×èñëî ñëîæåíèé ×èñëî áèòîâûõ ñäâèãîâ
Îðèãèíàëüíûé 5248 4736 2048
Ïðåäëàãàåìûé 3456 4096 1152

Òà á ë è ö à 3
Ñðàâíåíèå àëãîðèòìîâ NTT

Âåðñèÿ àëãîðèòìà ×èñëî óìíîæåíèé ×èñëî ñëîæåíèé ×èñëî áèòîâûõ ñäâèãîâ
Îðèãèíàëüíûé 3200 3200 1152
Ïðåäëàãàåìûé 3200 4096 1152

Äëÿ ïåðâûõ äâóõ àëãîðèòìîâ äîñòèãíóòî ñóùåñòâåííîå ñîêðàùåíèå êîëè÷åñòâà
âñåõ ýëåìåíòàðíûõ îïåðàöèé. Äëÿ àëãîðèòìà, âû÷èñëÿþùåãî NTT, òàêîãî ðåçóëüòàòà
äîñòè÷ü íå óäàëîñü. Îäíàêî ëåãêî çàìåòèòü, ÷òî àëãîðèòì, èñïîëüçóþùèé íàøó ðå-
àëèçàöèþ ìîäóëüíîé àðèôìåòèêè, íå íàìíîãî çàòðàòíåå îðèãèíàëüíîãî è âûèãðûø,
ïîëó÷àåìûé â äðóãèõ äâóõ àëãîðèòìàõ, çíà÷èòåëüíî ïðåâûøàåò ïðîèãðûø àëãîðèòìà
âû÷èñëåíèÿ NTT.

Ïðîâåäåíî òàêæå èçìåðåíèå âðåìåíè âûïîëíåíèÿ îñíîâíûõ àëãîðèòìîâ Kyber
KEM äëÿ ðåôåðåíñíîé ðåàëèçàöèè è ðåàëèçàöèè, èñïîëüçóþùåé îïòèìèçàöèþ. Èçìå-
ðåíèÿ ïðîâåäåíû äëÿ òð¼õ îñíîâíûõ íàáîðîâ ïàðàìåòðîâ Kyber: Kyber512, Kyber768
è Kyber1024. Â êà÷åñòâå òåñòîâ ñêîðîñòè èñïîëüçîâàëèñü òåñòû, ïðåäîñòàâëåííûå ðàç-
ðàáîò÷èêàìè Kyber, îíè ìîãóò áûòü íàéäåíû ïî ññûëêå2. Âñå èçìåðåíèÿ ïðîâîäèëèñü
ñ èñïîëüçîâàíèåì îäíîãî ÿäðà ïðîöåññîðà Apple M1 è 8 Ãáàéò RAM. Îáå ðåàëèçàöèè
áûëè ñêîìïèëèðîâàíû ñ ïîìîùüþ gcc âåðñèè 13.2.0 ñ ôëàãàìè, óêàçàííûìè â Make�le
äëÿ ðåôåðåíñíîé ðåàëèçàöèè. Ðåçóëüòàòû ïðåäñòàâëåíû â òàáë. 4�6. Îïòèìèçèðîâàí-
íàÿ ðåàëèçàöèÿ òàêæå âûëîæåíà íà GitHub è äîñòóïíà ïî ññûëêå3.

Òà á ë è ö à 4
Âðåìÿ ðàáîòû àëãîðèòìîâ Kyber äëÿ ïàðàìåòðîâ Kyber512

Ðåàëèçàöèÿ Ãåíåðàöèÿ êëþ÷åé, íñ Èíêàïñóëÿöèÿ, íñ Äåêàïñóëÿöèÿ, íñ
Ðåôåðåíñíàÿ 20750 24291 28083
Ïðåäëàãàåìàÿ 16708 16083 15333

Òà á ë è ö à 5
Âðåìÿ ðàáîòû àëãîðèòìîâ Kyber äëÿ ïàðàìåòðîâ Kyber768

Ðåàëèçàöèÿ Ãåíåðàöèÿ êëþ÷åé, íñ Èíêàïñóëÿöèÿ, íñ Äåêàïñóëÿöèÿ, íñ
Ðåôåðåíñíàÿ 33125 37375 42625
Ïðåäëàãàåìàÿ 23916 23625 23333

2https://github.com/pq-crystals/kyber/blob/main/ref/test_speed.c
3https://github.com/azelenetskiy/Kyber_arithmetic_optimization



166 Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå

Òà á ë è ö à 6
Âðåìÿ ðàáîòû àëãîðèòìîâ Kyber äëÿ ïàðàìåòðîâ Kyber1024

Ðåàëèçàöèÿ Ãåíåðàöèÿ êëþ÷åé, íñ Èíêàïñóëÿöèÿ, íñ Äåêàïñóëÿöèÿ, íñ
Ðåôåðåíñíàÿ 50792 54333 61000
Ïðåäëàãàåìàÿ 35917 35208 35250

Çàêëþ÷åíèå
Ïðåäëîæåíà îïòèìèçàöèÿ ìîäóëüíîé àðèôìåòèêè äëÿ Kyber KEM, êîòîðàÿ ñóùå-

ñòâåííî ïîâûøàåò ïðîèçâîäèòåëüíîñòü ñîñòàâëÿþùèõ åãî àëãîðèòìîâè ïðè ïðîãðàìì-
íîé ðåàëèçàöèè, à èìåííî: óäà¼òñÿ äîñòè÷ü óñêîðåíèÿ äåêàïñóëÿöèè êëþ÷à ìàêñèìóì
â 1,83 ðàç, èíêàïñóëÿöèè êëþ÷à� â 1,58 ðàç è ãåíåðàöèè êëþ÷åâîé ïàðû� â 1,41 ðàç.
Îñíîâíàÿ èäåÿ îïòèìèçàöèè ñîñòîèò â âûäåëåíèè áîëüøåé ïàìÿòè ïîä õðàíåíèå ÷èñåë
ïî ìîäóëþ q, ÷òî ïîçâîëÿåò ñîêðàòèòü ÷èñëî ïðèâåäåíèé ïî ìîäóëþ. Èñïîëüçóåìûé
ïîäõîä ýêñïëóàòèðóåò ìàëûé ðàçìåð ìîäóëÿ q è îñîáåííîñòè àðèôìåòèêè ñõåìû Kyber.
Äëÿ ìíîãèõ äðóãèõ êðèïòîãðàôè÷åñêèõ ñõåì, ñòîéêîñòü êîòîðûõ îñíîâàíà íà âû÷èñëè-
òåëüíîé ñëîæíîñòè çàäà÷è LWE è å¼ âàðèàöèé, äàííûé ïîäõîä òàêæå ìîæåò ïðèíåñòè
ðåçóëüòàòû.
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SECTION 1

Komyagin M.M. ISOMORPHISMS OF 5-CONFIGURATIONS OBTAINED
FROM 2-DIGRAPHS. We consider 5-configurations defined by their incident matri-
ces over the field GF(2), which must be nonsingular and contain exactly 5 units in each
row and each column, and the inverse matrix must also have this property. Automorphisms
of 5-configurations are studied. The relationship is shown between the group of automor-
phisms of an oriented graph without loops and parallel arcs with two input and two output
arcs at each vertex and the group of automorphisms of the 5-configuration obtained from
this digraph.
Keywords: k-configurations, k-matrices, digraphs, group of automorphisms.

Kruglov V. I. EXACT FORMULA FOR EXPECTATION OF NUMBER OF
PAIRS OF COINCIDING S-CHAINS IN A RANDOM BINARY SEQUENCE
WITH FIXED NUMBER OF ZEROES AND ONES. We consider all possible bi-
nary sequences X = (X1, X2, . . . , Xa+b) of length a + b consisting of a ones and b zeroes.
For each such a sequence, we count the number of pairs of its subsequences of a given
length s (so called s-chains) that have coinciding values of their elements. Assuming all
these sequences X to be equiprobable, we propose exact formula for expectation of number
of pairs of coinciding s-chains. For any s, s < a and s < b, and any i, 1 ⩽ i ⩽ a+ b− s+1,
consider s-chain Yi = (Xi, . . . , Xi+s−1) and event Eij = {Yi = Yj}. Let ηij = I(Eij) be the
indicator of this event, then the number of pairs of coinciding s-chains in the sequence X
is equal to the random variable ξ =

∑
1⩽i<j⩽a+b−s+1

ηij. For any ra ⩽ a and rb ⩽ b denote by

pra,rb = Ca−ra
a+b−ra−rb

/
Ca
a+b the probability that in sequence X on fixed ra positions there are

ones and on fixed rb positions are zeroes. For any k such that 1 ⩽ k ⩽ s− 1, we define the
values n = ⌊s/k⌋, m = s− kn, and the function

f(k) =
m∑
t1=0

k−m∑
t2=0

Ct1
mC

t2
k−mpt1(n+2)+t2(n+1),(m−t1)(n+2)+(k−m−t2)(n+1).

Then for the expectation of ξ we obtain the formula

Eξ =
C2
a+b−2s+2

Ca
a+b

s∑
r=0

Cr
sC

a−2r
a+b−2s +

a+b−2s+2∑
i=1

s−1∑
k=1

f(k) +
a+b−s∑

i=a+b−2s+3

a+b−s+1−i∑
k=1

f(k).

Keywords: repetitions of s-chains, expectation, urn scheme, exact formula.

Novoselov S.A. THE CHARACTERISTIC POLYNOMIALS OF GEOMETRI-
CALLY SPLIT ORDINARY ABELIAN VARIETIES OF DIMENSION 3. In the
paper, we explicitly describe all possible characteristic polynomials of the Frobenius endo-
morphism for ordinary geometrically decomposable Abelian varieties of dimension 3 over a
finite field. These polynomials encode many arithmetic properties of abelian varieties in-
cluding number of points. More precisely, if χA,q(T ) is the characteristic polynomial of the
Frobenius endomorphism on A over Fq, then the number of points on A is equal to χA,q(1).
Keywords: Abelian threefold, characteristic polynomial, point-counting, finite field.
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Pogorelov B.A., Pudovkina M.A. ON PERMUTATIONS PERFECTLY DIFFUS-
ING CLASSES OF PARTITIONS OF V l

n(2
m). Let Vn(2

m) be an n-dimensional vector

space over F2m and V
l

n(2
m) consists of all pairwise different elements from the Cartesian

product V l
n(2

m), l, n,m ∈ N, n, l ⩾ 2. We consider permutations from the symmetrical

group S(Vn(2
m)) acting coordinate-wise on vectors from V l

n(2
m), and partitions of V

l

n(2
m),

which are generalizations of classical differential partitions (l = 2) and are used in high
order differential, truncated differential, impossible differential, polytopic and multiple dif-

ferential techniques. For a partition W(n,l) of V
l

n(2
m), we study the minimum Hamming

distance dW(n,l)(s) between a permutation s and the set IGW consisting of all permuta-
tions from S(Vn(2

m)) preserving W(n,l). We describe properties of permutations s with the
maximum distance dW(n,l)(s), which perfectly diffuse W(n,l). We get a criterion of perfect
diffusion of W(n,l) for any l ∈ N. We show the connection between permutations perfectly
diffusing W, APN-permutations, AB-permutations, and differentially 2r-uniform permuta-
tions, r ⩾ 1.
Keywords: perfect diffusion, imprimitive group, wreath product, differentially d-uniform
permutation, APN-permutation, AB-permutation, differential technique, polytopic tech-
nique.

Cheremushkin A.V.MEDIAL AND PARAMEDIAL ALEBRAS WITH STRONG
DEPENDABLE OPERATIONS. We consider general functional medial and parame-
dial equations with four object variables. We give analogous results to those known for
quasigroup operations for a class of strongly dependable operations. As a consequence of
these results analogous linear representation for every operation of a binary algebra satis-
fying one of these hyperidentities is obtained.
Keywords: n-ary quasigroup, strong dependant operation, medial and paramedial opera-
tions.

SECTION 2

Bykov D.A., Kolomeec N.A. ON THE NUMBER OF THE CLOSEST BENT
FUNCTIONS TO SOME MAIORANA–MCFARLAND BENT FUNCTIONS.
We consider the numbers of bent functions that are closest to some bent functions from
the Maiorana — McFarland classM2n, specifically, the numbers near to their lower ℓ2n =
= 22n+1− 2n and tight upper L2n bounds. For a bent function f(x, y) = ⟨x, σ(y)⟩ ⊕φ(y) ∈
∈ M2n, where σ is a function based on the inverse function of elements of the finite
field, the number of closest bent functions is calculated for identically zero φ. Moreover,
it is shown that this number is less than ℓ2n + 82(2n − 1) and asymptotically equals to
ℓ2n + o(ℓ2n) for some φ. An explicit formula for the number of bent functions closest to
f(x, y) = ⟨x, y⟩ ⊕ y1y2 . . . ym, where 3 ⩽ m ⩽ n, has been derived. The values for m = 3

and m = n are equal to o(L2n) and
1

3
L2n + o(L2n) respectively as n → ∞. A complete

classification ofM6 using the number of closest bent functions is obtained.
Keywords: affine subspaces, bent functions, Maiorana — McFarland class, minimal dis-
tance, the closest functions.

Kalinin Y. S.RESEARCHOF BOOMERANGUNIFORMITY OF QUADRATIC
PERMUTATIONS. The boomerang attack, proposed in 1999, is a variation of the dif-
ference attack. Its advantage is that even in the presence of low differential uniformity
the cipher can still be vulnerable to boomerang attack. This paper is devoted to such
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a parameter of a vector Boolean function as boomerang uniformity, which characterizes
the function’s resistance to the boomerang attack. Quadratic permutations are considered
and the dependence of the boomerang characteristic on the differential characteristic for
this class has been studied. The main result is an expression connecting the boomerang
uniformity of a function with the values of its DDT table and obtained using the matrix
approach for working with quadratic functions, as well as the known properties of differ-
ential and boomerang characteristics In addition, for the boomerang characteristic, some
constructions of quadratic substitutions in a small number of variables have been studied
and other properties have been established.
Keywords: vector Boolean function, quadratic permutation, differential uniformity, DDT-
table, APN-function, boomerang attack, boomerang uniformity, BCT-table.

Kolomeec N.A. ON THE NUMBER OF FUNCTIONS THAT BREAK SUB-
SPACES OF DIMENSION 3 AND HIGHER. We consider the sets Pkn consisting
of invertible functions F : Fn2 → Fn2 such that any U ⊆ Fn2 and its image F (U) are not
simultaneously k-dimensional affine subspaces of Fn2 , where 3 ⩽ k ⩽ n − 1. We present
lower bounds for the cardinalities of all such Pkn and Pkn ∩ . . .∩Pn−1

n that improve the result
of W.E. Clark et al., 2007 providing that these sets are not empty. We prove that almost
all permutations of Fn2 belong to P4

n ∩ . . . ∩ Pn−1
n . Asymptotic lower and upper bounds

of |P3
n| and |P3

n ∩ . . . ∩ Pn−1
n | up to o(2n!) are obtained as well. The number of functions

from P4
n ∩ . . .∩Pn−1

n that map exactly one 3-dimensional affine subspace of Fn2 to an affine
subspace is estimated.
Keywords: affine subspaces, invariant subspaces, permutations, asymptotic bounds.

Kutsenko A.V. CHARACTERIZATION OF GENERALIZED BENT FUNC-
TIONS OF ALGEBRAIC DEGREE 1. Bent functions of the form Fn2 → Zq, where
q ⩾ 2 is a positive integer, are known as generalized bent (gbent) functions. A gbent
function for which it is possible to define a dual gbent function is called regular. We study
gbent functions of degree 1. Criterion of the generalized Boolean function of degree 1 to
be gbent is obtained. The conditions under which the function is regular or weakly regular
are described. Component Boolean functions are investigated, it follows that for the case
q = 2k two of them, having maximal indices, are quadratic, while the rest are constant.
Keywords: generalized bent function, regular gbent function, affine function, component
Boolean function.

Pankratova I. A., Garchukova P.R. ON THE CONSTRUCTION OF INVERTIBLE
VECTOR BOOLEAN FUNCTIONS. The following construction of a vector Boolean
function is considered: G(x) =

(
f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))

)
, where π(i) =

= i mod n+1, f is a n-dimensional Boolean function. An algorithm for constructing such a
function with the invertibility property has been proposed; its completeness and correctness
have been proven; the number t(n) of invertible functions of type G has been calculated:
t(n) =

∏
d|n
p(d)! dp(d), where p(d) is the number of binary Lyndon words of length d. If π

is an arbitrary full-cycle substitution (not necessarily a cyclic shift), then the number of
invertible functions of type G is (n− 1)! times greater.
Keywords: vector Boolean functions, invertible functions, cyclically equivalent vectors,
Lyndon words.

Pankratova I. A., Sorokoumova A.D. CRYPTANALYTIC INVERTIBILITY OF
THREE-ARGUMENT FUNCTIONS. Tests of cryptanalytic invertibility for func-
tions g : D1 ×D2 ×D3 → D are proposed: 1) function g is invertible with respect to the
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variable x1 of the type ∀∀∃ iff there is a mapping φ : D1×D2 → D3 such that the following
condition is satisfied:

∀a, c ∈ D1 ∀b, d ∈ D2

(
a ̸= c ⇒ g(a, b, φ(a, b)) ̸= g(c, d, φ(c, d))

)
;

2) function g is invertible with respect to the variable x1 of the type ∀∃∀ iff there is a
mapping φ : D1 → D2 such that the following condition is satisfied:

∀a, c ∈ D1 ∀b, d ∈ D3

(
a ̸= c ⇒ g(a, φ(a), b) ̸= g(c, φ(c), d)

)
;

3) function g is invertible with respect to the variable x3 of the type ∀∃∀ iff there is a
mapping φ : D1 → D2 such that the following condition is satisfied:

∀a, c ∈ D1 ∀b, d ∈ D3

(
b ̸= d ⇒ g(a, φ(a), b) ̸= g(c, φ(c), d)

)
;

4) function g is invertible with respect to the variable x2 of the type ∃∀∀ iff there is a ∈ D1

such that the following condition is satisfied:

∀b, d ∈ D2 ∀y, z ∈ D3

(
b ̸= d ⇒ g(a, b, y) ̸= g(a, d, z)

)
;

5) function g is invertible with respect to the variable x2 of the type ∃∀∃ iff there are a ∈ D1

and a mapping φ : D2 → D3 such that the following condition is satisfied:

∀b, d ∈ D2

(
b ̸= d ⇒ g(a, b, φ(b)) ̸= g(a, d, φ(d))

)
.

Algorithms for constructing a recovering function and generating invertible functions are
formulated too.
Keywords: cryptanalytic invertibility, invertibility test, recovering function.

Khilchuk I. S. ON POSSIBILITY TO CONSTRUCT ALGEBRAIC IMMUNE
S-BOXES BY CHOOSING COORDINATE BOOLEAN FUNCTIONS. Vecto-
rial Boolean functions, or S-boxes, are the main nonlinear components of symmetric ci-
phers, and their properties ensure the cipher’s resistance to various types of cryptanalysis.
S-box can be presented as a set of Boolean functions called coordinate functions. One good
way of constructing S-boxes is to carefully choose these coordinate Boolean functions with
necessary cryptographic properties. We continue the study of the set of Boolean functions
in a small number of variables with optimal algebraic and correlation immunity orders. The
possibility of using these functions as coordinate functions of S-box resistant to algebraic
cryptanalysis has been verified programmatically. However, these Boolean functions can-
not be used to construct a permutation on Z4

2 as well as S-box with optimal component
algebraic immunity using only a single Boolean function and a permutation.
Keywords: symmetric-key encryption, Boolean functions, S-boxes, algebraic immunity,
correlation immunity.

SECTION 3

Alekseev E.K., Kyazhin S.N. RELATED-KEY ATTACKS ON SIGNATURE-
BASED AUTHENTICATED KEY ESTABLISHMENT PROTOCOLS. We de-
scribe impersonation attacks on SIGMA, SIG-DH, and TS3-1 protocols with related keys.
The attacks use an attack on the signature with related keys (for example, ECDSA). At-
tacks differ in adversary capabilities caused by the synthesis principles of protocols: the use
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of the initiator’s identifier as part of the signed message and as part of the first message
requires the adversary to have the capability to force an identifier upon registration; the use
of the responder’s public ephemeral key as part of the signed message requires the adversary
to have the capability to compromise future public ephemeral keys.
Keywords: cryptography, cryptographic protocol, authenticated key establishment, related
keys, signature.

Antonov K.V., Semenov A.A., Otpushchennikov I. V., Pavlenko A. L. CONSTRUC-
TING ALGEBRAIC ATTACKS ON LIGHTWEIGHT SYMMETRIC CI-
PHERS USING FUNCTIONS WITH SMALL NUMBER OF OUTPUT BITS.
We propose a new class of algebraic attacks on lightweight cryptographic functions. The
main idea is based on the use of special functions that produce significantly fewer output
bits than the original functions specified by the ciphers under consideration (hereafter re-
ferred to as standard functions). Examples of similar functions can be found in the so-called
cube attacks. The inversion of such special functions is much simpler compared to the in-
version of standard ones, but the image of a special function has more than one preimage.
To achieve uniqueness, a cloning procedure is proposed: several special functions are con-
structed for different fragments of the plaintext and a common secret key, and then they
are combined into a new function for which the inversion problem has a unique solution.
The cloning is performed using the And-Inverter Graphs (AIGs) representing the consid-
ered special functions. In addition, we use the well-known AIG minimization algorithms to
reduce the size of the resulting representations. The combined application of the mentioned
techniques made it possible to construct new algebraic attacks which turned out to be more
efficient compared to standard SAT-based attacks for some well-known lightweight stream
ciphers with truncated initialization phase.
Keywords: algebraic cryptanalysis, lightweight cryptography, SAT solvers, Boolean
schemes.

Bakharev A.O., Tsaregorodtsev K.D. ON THE SECURITY OF SOME ALGO-
RITHMS OVER A GROUP OF POINTS OF ELLIPTIC CURVES. The results
of the analysis of the VKO scheme and the combined VKO+GOST signature scheme in
“generalized group” and “bijective random oracle” heuristics are presented. Two security
models have been introduced. In the model for VKO scheme, the adversary has to tell
whether the key that it obtains as a challenge is chosen uniformly random or it is generated
via VKO scheme. The adversary has an access to Combine oracle, which takes ephemeral
public key epk as an input and returns a shared key obtained via VKO scheme using
long-term secret key sk. In the model for combined VKO+GOST signature scheme, the
adversary has the additional opportunity to obtain GOST signatures on the long-term se-
cret key sk (i.e., the key sk is used as a static component of VKO scheme and as a long-term
secret key for the signature scheme). It has been shown that in the generic group heuristic
the advantage of the adversary making at most qcom queries to the Combine oracle and at
most qgroup queries to the group oracle can be upper bounded by 2 q−1 (qgroup+qcomb)

2 (plus
a minor summand responsible for the possibility of attacks on the hash function used in
the scheme), where q is the base group order. The result is tight due to the existence of
discrete-log finding algorithms with the O(√q) complexity. For the combined VKO+GOST
scheme, it has been shown that in the Bijective Random Oracle heuristic the problem can
be reduced to the model for VKO scheme without signing oracle (i.e., GOST signatures do
not leak any useful information).
Keywords: provable security, VKO, signature scheme, joint security.
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Bobrovskiy D.A., Shilikov D.A. INVESTIGATION OF SIGNAL CONVERSION
DESIGNS WITH TRNG BASED ON RING OSCILLATORS. This paper presents
circuits for processing signals generated by a ring oscillator and the results of testing the
generated sequences for randomness. A total of 5 methods are presented for converting bit
sequences obtained using the ring oscillator. The von Neumann approach and the XOR
operation are used as conversion techniques. The NIST STS test suite is employed to vali-
date the generated sequences. The sequence with the best results from the test is compared
with the sequence encrypted using AES in counter mode.
Keywords: physical random number generator, sampling, ring oscillator, sequence con-
version methods.

Bugrov A.D., Kamlovskii O.V., Mizerov V.V. SOME PROPERTIES OF SE-
QUENCES GENERATED BY THE GEA-1 ENCRYPTION ALGORITHM.We
consider distribution properties and autocorrelation coefficients of sequences generated by
the GEA-1 encryption algorithm. We use known estimates of exponential sums from linear
recurrence sequences. Let v = (v(i))∞i=0 be the keystream sequence of the GEA-1 algorithm.
We prove that the period of sequence v equals to T (v) = (231−1)(232−1)(233−1). We also
prove that the number of occurrences of elements z ∈ {0, 1} in the vector (v(0), . . . , v(l−1))
satisfies the following relations: N(z, v) = (T (v)− (−1)z)/2 and |Nl(z, v)− l/2| < 1,8 · 260
for all l ⩽ T (v).
Keywords: linear recurrence sequences, filter generators, discrete functions, additive char-
acter sums, cross-correlation function.

Glukhov M.M., Denisov O.V. MATRIX OF TRANSITION PROBABILITIES OF
DIFFERENTIALS OF 8-ROUND LUBY — RACKOFF SCHEME. The Luby —
Rackoff scheme is a Markov cipher. The eighth power of the matrix of transition probabil-
ities of differentials of the Lyubi — Rakoff scheme is calculated, estimates of the volume of
material for a j-vector (j = 1, 2) discriminative attack are given for an 8-round scheme in
the model of independent two-block texts.
Keywords: Markov block ciphers, Luby — Rackoff scheme, distinguishing attack, transi-
tion probabilities of differentials.

Denisov O.V., Ramodanov S.M. DIFFERENTIAL-LINEAR DISTINGUISHING
ATTACKS ON BLOCK CIPHERS. We define a class of differential-linear distingui-
shing attacks on block ciphers and construct the optimal attack (called differential-singular)
in this class. We carry out statistical experiments on SmallPresent ciphers with block length
n ∈ {8, 12, 16} and R ∈ {3, . . . , 9} rounds.
Keywords: differential-linear statistics, singular numbers, distinguishing attacks, Small-
Present cipher.

Zaikin O. S. PREIMAGE ATTACK ON 44-STEP MD4 COMPRESSION FUNC-
TION WITH WEAKENED LAST STEP. The main component of the cryptographic
hash function MD4 is a 48-step compression function. In 2007, a preimage of the 39-step
MD4 compression function was found via CDCL — the main complete SAT solving algo-
rithm. In 2022, a preimage of the 43-step MD4 compression function was found via the
parallel SAT solving algorithm Cube-and-Conquer. In the present paper, 44-step com-
pression function MD4 is studied such that the 44th step is weakened in different ways.
Preimages of several such functions were found via Cube-and-Conquer. Based on these
results, a runtime estimate of a preimage attack on the 44-step MD4 compression function
is calculated.
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Keywords: cryptographic hash function, MD4, preimage attack, logical cryptanalysis,
SAT.

Kazantsev S.Yu., Pankov K.N. ALGORITHM FOR QUICKLY GENERATING A
KEY SEQUENCE USING A QUANTUM COMMUNICATION CHANNEL.
This paper proposes a method for quickly generating a key sequence for use in the Vernam
cipher using a quantum channel and an open communication channel. A sequence of inde-
pendent identically distributed bits generated by a quantum random number generator is
transmitted over an open communication channel, accessible to all users, and information
about the method for selecting bits from this sequence is transmitted over the quantum
channel. Estimates of the number of enemy attempts to brute force key sequences and the
probability of these sequences matching between different users are given.
Keywords: quantum cryptography, information security,key distribution, quantum chan-
nel, quantum random number generator.

Koreneva A.M., Firsov G.V. POST-QUANTUM DISTINGUISHING ATTACK
ON ONE BLOCK CIPHERS MODE OF OPERATION. At the end of 2022, in
Russian Federation, standardisation recommendations were adopted that define a block
cipher mode of operation for block-oriented storage devices protection. This mode is called
Disk Encryption with Counter (DEC). The DEC mode is a modification of CTR mode,
where initialization vector and initial counter value are derived from sector and partition
numbers. In this paper, we define a provable security model that provides a notion of
confidentiality when a quantum oracle is accessible to an adversary. A single-query dis-
tinguishing attack on the DEC mode is discussed. The attack relies on the possibility to
disentangle plaintext and ciphertext registers from each other when the provided plaintext
is encrypted directly, and the impossibility of such a transition when a random permutation
is applied to the plaintext before encryption.
Keywords: full disk encryption, block cipher mode of operation, symmetric cryptography,
cryptographic protection of information, block-oriented storage devices.

Medvedeva N.V., Titov S. S. INDEPENDENCE OF EVENTS IN SPACES OF
EQUALLY PROBABLE CIPHERVALUES. Within the framework of the probabilis-
tic cipher model, the problem of decomposition in some orthogonal coordinate system of
the discrete space Ω of elementary events into pairs of families of incompatible events in-
dependent of any event of another family is considered. It is shown that the binary event
independence relation is related to the number-theoretic nature of the number N — the
power of the discrete space Ω of elementary events. It is proved that for a composite num-
ber N there are pairs of independent subspaces of the space Ω, and for prime N there are
no independent subspaces. Examples illustrating the obtained theoretical statements are
constructed.
Keywords: perfect ciphers, space of elementary events, independent events.

Panasenko S. P. LIGHTWEIGHT AUTHENTICATION ENCRYPTION: A RE-
VIEW OF APPROACHES. This review paper is dedicated to the algorithms of authen-
ticated encryption with associated data, as well as functionally similar modes of operation
of symmetric block ciphers. It considers such standardized modes of operation as Galois/
Counter Mode and Multilinear Galois Mode, as well as encryption algorithms originally
developed to implement such transformations, using Ascon algorithm as an example. The
applicability of authenticated encryption with associated data for the use in low-resourced
devices is shown using the example of radio frequency tags interacting with the reader via a
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radio channel. In conclusion, some possible criteria for choosing a specific algorithm and/or
operating mode for implementation in a target low-resource platform are shown.
Keywords: authenticated encryption with associated data, lightweight cryptography, block
cipher modes of operation.

Polyakov M.V., Koreneva A.M. QUANTUM CRYPTANALYSIS OF THE KB-256
BLOCK CIPHER. In this paper, we present the results of a quantum cryptanalysis of
the KB-256 block cipher. First of all, we have obtained the complexity of quantum circuit
implementation. This quantum circuit is a part of the oracle in Grover’s algorithm. As a
result, such an attack would require at least 1068 qubits and 188892 quantum gates. Also,
in our analysis we have found that the cipher is resistant to attacks based on searching
hidden linear structures.
Keywords: quantum cryptanalysis, Grover’s search, quantum circuits, hidden linear func-
tions.

Pudovkina M.A., Smirnov A.M. AN ATTACK ON 6-ROUND XSL-BLOCK CI-
PHERS. We study XSL block cipher with a key schedule algorithm based on a second-
order recurrence relation and an inverse matrix of linear transform such that there exists
a row with at least two equal elements. In this paper, we propose an attack on reduced
6-round XSL block ciphers based on combining of meet-in-the-middle technique, impossi-
ble differential technique, and zero-difference pattern. Firstly, we use meet-in-the-middle
technique to form a set of the first round key candidates. Secondly, we use impossible
differential technique and zero-difference pattern to get a distinguisher to obtain a set of
the sixth round key candidates. The probability of success is 0.7. We check our attack on
16-bit XSL block ciphers.
Keywords: XSL block cipher, linear transform, impossible differential technique, meet-in-
the-middle technique, zero-difference pattern, differential technique.

Tokareva N.N. TEN YEARS OF THE INTERNATIONAL OLYMPIAD IN
CRYPTOGRAPHY NSUCRYPTO. The paper is devoted to a history of the deve-
lopment of the International Cryptography Olympiad Non-Stop University CRYPTO, its
open problems and results.
Keywords: NSUCRYPTO, Olympiad, cryptography.

Turchenko O.Y., Usmanov S.R. PARAMETER ANALYSIS OF THE POST-
QUANTUM HYPERICUM SIGNATURE SCHEME. The paper is devoted to
the parameter analysis of the of post-quantum stateless hash-based signature schemes
(SPHINCS+, SPHINCS+C, and Hypericum). New parameter sets are proposed to pro-
vide 120-bit security against forgery by a quantum adversary. The selection of sets was
carried out taking into account the application characteristics and possible areas of appli-
cation of the schemes under consideration.
Keywords: Hypericum, SPHINCS+, post-quantum cryptography, signature schemes.

Chezhegova P.A., Koreneva A.M, Polyakov M.V., Firsov G.V. ON MIXING PRO-
PERTIES OF REGISTER TRANSFORMATIONS OF CIPHERS TEA1 AND
TEA2. In 2023, stream ciphers TEA1, TEA2, TEA3 were revealed as a part of TETRA
standard. We study the mixing properties of register transformations of stream ciphers
TEA1 and TEA2. Using the matrix-graph approach, we have calculated the exponents of
these register transformations’ mixing matrices, it is equal to 6 and 34 respectively. As a
result, we can conclude that the calculated exponents for TEA1 and TEA2 are fitting the
parameters chosen by developers. Moreover, it is possible to use key registers with lesser
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number of warm-up rounds for lightweight ciphers implementation.
Keywords: matrix-graph approach, mixing properties, exponent of matrix, shift register,
TETRA.

SECTION 4

Egorushkin O. I., Kolbasina I. V., Safonov K.V. ON SOLVING LINEAR HOMOGE-
NEOUS GRAMMARS GENERATING LINEAR LANGUAGES. We investigate
systems of noncommutative symbolic linear homogeneous equations, which are interpreted
as linear grammars of formal languages. Such systems are solved in the form of formal
power series (FPS) expressing nonterminal symbols through terminal symbols of the alpha-
bet and considered as linear languages. Each FPS is matched by its commutative image,
which is obtained under the assumption that all symbols denote commutative variables,
real or complex. In this paper, we consider systems of equations that can have an infi-
nite number of solutions, parameterized not by arbitrary numbers, but by arbitrary FPS.
We estimate the number of such parameters, which gives a noncommutative analogue of
the well-known fact of the theory of linear equations.
Keywords: systems of linear homogeneous equations, noncommutative variables, formal
power series, commutative image.

Zharkova A.V. APPLICATION OF FINITE DYNAMIC SYSTEMS FOR IN-
FORMATION SECURITY. Graph models occupy an important place in problems
related to information security. Finite dynamic system (ΓG, α) is considered, the states
of which are all possible orientations of a given graph G, and the evolutionary function α

transforms a given state
−→
G by reversing all arcs in

−→
G that go into sinks, and there are no

other differences between the given
−→
G and the next α(

−→
G) states. The paper suggests how

this system can be used for information security, namely: as a model for ensuring audit and
monitoring the state of an object under the influence of threats to its information security,
and investigating information security incidents in automated information systems, as a
model for managing the continuous operation of systems and system recovery, countering
denials of service, as a technology for identifying and authenticating users and subjects of
information processes, and an access control system.
Keywords: attractor, authentication, graph, identification, incident, cybersecurity, finite
dynamic system, fault-tolerance, evolutionary function.

Kondyrev D.O. EFFICIENCY MEASUREMENT SYSTEM FOR ZK-SNARK
CIRCUITS INTERNAL REPRESENTATION. A software system for measuring the
efficiency of zk-SNARK circuits internal representation has been developed. The system
is designed to measure the parameters of zk-SNARK zero-knowledge proof circuits: the
number of constraints in the rank 1 constraint systems (R1CS), the time of protocol initia-
lization phase, the time of proof generation, and the lengths of the proving keys. The system
allows zk-SNARK circuit developers to measure various parameters during the circuit co-
ding phase and optimize constraint system representations. The developed software system
can be used to measure the efficiency of arbitrary zk-SNARK circuits and determine their
suitability for various applications.
Keywords: zero-knowledge proof, zk-SNARK, R1CS, ZoKrates, algorithm efficiency.

Lebedev R.K., Sitnov V. E. USING ELF RELOCATIONS FOR EXECUTABLE
ENCRYPTION. A new approach to hiding the code of Linux executable files using a
relocation table is proposed, which allows you to create a crypter without embedding the
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decryption code in the executable file. Various applications of this approach are evaluated
and the respective crypter prototypes are implemented. The dangers of this approach
for the reverse engineering tools IDA, Ghidra, angr, as well as for antivirus software are
assessed.
Keywords: packer, crypter, malware, relocation table, ELF.

SECTION 5

Abrosimov M.B., Tomilov D.A. CLASSIFICATION OF TREES WHOSE MAXI-
MAL SUBTREES ARE ALL ISOMORPHIC. Trees are an important class of graphs
that are used in various applications. One of these problems is the problem of restoring
a system from its known subsystems. Known problems of reconstructibility with respect
to the list of maximal subgraphs (Kelly — Ulam conjecture) and the list of pairwise non-
isomorphic maximal subgraphs (Harary conjecture) for trees have a solution: each tree is
determined, up to isomorphism, by the set of its maximal subgraphs (Kelly’s theorem)
and by the set of its pairwise non-isomorphic maximal subgraphs (Harari — Palmer the-
orem). Harary and Palmer also proved a stronger result: every tree is determined, up to
isomorphism, by its maximal subtrees, that is, the trees obtained by removing one leaf
from the original tree. Finally, Manvel proved that all but four trees are determined, up to
isomorphism, by their pairwise non-isomorphic maximal subtrees. The paper considers the
problem of describing trees whose maximal subtrees are all isomorphic. A characteristic
theorem is given for such trees: all maximal subtrees of a tree are isomorphic if and only
if all its leaves are similar. A class of multilevel stars is introduced. It is proved that this
class coincides with the class of trees whose all maximal subtrees are isomorphic.
Keywords: graph, tree, reconstructibility.

Ananichev D. S., Geut K. L., Titov S. S. ON CODES WITH UNIQUE DECODING
TO THE NEAREST. The paper is devoted to the problem No. 7 of the NSUCRYPTO
2023 Olympiad on the description of an interesting class of codes: with unique decoding to
the nearest codeword in the Hamming metric. The possibility of representing the code C as
a matroid is proved and an intermediate solution is given in the case when a set of bits B
such that there is a two-bit word containing it that is decoded not at z = 0 coincides with
all positions of the code bits.
Keywords: NSUCRYPTO, Hamming weight, code, matroid.

Bezzateev S.V. GENERALIZED (L,G)-CODES IN WEIGHTED HAMING
METRIC FOR INFORMATION SECURITY. Possibilities of using generalized
(L,G)-codes for solving various problems of information security are considered. In par-
ticular, the variant of using such codes for syndrome based information embedding, code
based compression, threshold key distribution schemes is considered.
Keywords: weighted Hamming distance metric, generalized (L,G)-codes, information se-
curity.

Bolotnikova A.D., Kolesnikov S.G., Leontiev V.M., Semenov A. I. PROPERTIES OF
THE POLARIZING MATRIX OF A POLAR CODE AND CALCULATION
OF BHATTACHARYYA PARAMETERS. This work is a continuation of research
to find exact formulas (requiring a polynomial number of operations) for calculating the

Bhattacharyya parameters Z
(
W

(i)
N

)
of the coordinate channels W

(i)
N of a polar code in the

case when the transmission channel is binary symmetric and memoryless. It turns out that
for this it is necessary to be able to construct such bases of the subspaces Zi−1 generated
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by the first i − 1 rows of the polarizing matrix GN of the polar code of length N and
the subspaces Ui+1 generated by the last N − i rows of GN that the Hamming weight is
an additive function on the basis vectors (or close to it). In this work, these problems
are solved for two sequences i = 2m + 1 and i = 2m − 1, and also for i ⩾ N/2. As a

consequence, we find short and polynomial formulas for Z
(
W

(2m+1)
N

)
and Z

(
W

(2m−1)
N

)
,

and also polynomial-exponential formulas for Z
(
W

(i)
N

)
, i ⩾ N/2. In conclusion, a list of

formulas for calculating all the Bhattacharyya parameters for a code of length 32 is given.
Keywords: polar code, polarizing matrix, Bhattacharyya parameter.

Kuninets A.A. QUASI-CYCLIC ALTERNANT CODES AND ANALYSIS OF
THEIR SECURITY IN CRYPTOGRAPHIC APPLICATIONS. The paper
presents an overview of quasi-cyclic alternant codes and their structural analysis regarding
the classification of automorphisms. Also, we describe in detail methods for restoring the
structure of a given code. The attractiveness of the family of considered codes lies in its
cryptographic applications, and, as in theory, in reducing the key length of post-quantum
code-based schemes. In addition, this method of constructing codes is universal and can be
used to obtain alternant codes of quasi-cyclic algebraic-geometric codes associated with an
arbitrary curve with a known group of automorphisms. However, as shown in the work, as
a result of constructing quasi-cyclic alternant codes, it becomes possible to reduce the key
security of the source code to a code with smaller parameters, which may not be resistant
to a structural attack.
Keywords: quasi-cyclic codes, alternant codes, invariant codes, algebraic-geometric code,
function fields, automorphism group of a code.

Prudnikov E. S. FINITE-STATE GENERATORS WITH MAXIMAL PERIOD.
The periodic properties of a two-stage finite-state generator G = A1 ·A2 are studied, where
A1 = (Fn2 ,F2, g1, f1) (it is autonomous), A2 = (F2,Fm2 ,F2, g2, f2), n,m ⩾ 1. Some necessary
conditions for such a generator with the maximum period are formulated, namely: 1) the
output sequence of A1 is purely periodic and the period length is 2n; 2) the function f1 has
an odd weigth; 3) substitutions g(0, ·) and g(1, ·) have different parities. Some sufficient
conditions have been also formulated, for example, the function g2(u, y) must be injective
in u and the weigth of the function f2 must be odd. A method for constructing a generator
having maximum period has been proposed.
Keywords: finite-state generator, maximum period, substitutions.

Shabarkova A.O., Abrosimov M.B. ON THE STRUCTURE OF TOURNAMENTS
CONSISTING OF ONLY KINGS. The structure of some classes of tournaments con-
sisting of only kings and their number are considered, and it is also shown that such
tournaments are not simple. A tournament is called regular if all its vertices have the
same entry and exit degrees. The vertex v of the tournament is king if the length of the
path from v to any other vertex is no more than 2. The following main result has been
obtained: tournament T of dimension n, where n is odd, consisting of only kings, k rows
of the distance matrix of which have the form (1(n−1)/2, 2(n−1)/2), and the rest (1(n−i−1), 2i),
where i ∈ {1, . . . , (n − k)/2, (n + k)/2 − 1, . . . , n − 2}, has the following structure: at the
base there is a regular tournament of dimension k, to which two vertices v1 and v2 are
sequentially added as follows: arcs lead from vertex v1 to all vertices of tournament T ∗;
from each vertex of T ∗ there are arcs leading to vertex v2; and there is also an arc from
v2 to v1, where T

∗ is the tournament obtained at the previous step, until the dimension of
the resulting tournament is equal to n. Such a tournament is not simple, and for each n
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there are as many such tournaments as there are regular tournaments with the number of
vertices equal to that of the tournament at the base.
Keywords: graph theory, tournament, distance matrix.

SECTION 6

Bakharev A.O. RESEARCH OF k-SIEVE ALGORITHM FOR SOLVING THE
SHORTEST VECTOR PROBLEM IN A LATTICE. Quantum computing has been
actively developing in recent decades: the number of qubits operated by a quantum compute
is increasing and the probability of computational errors is decreasing. Therefore, there
is a need to design and analyze post-quantum cryptosystems — cryptosystems resistant
to attacks using a quantum computer. One of the main approaches to designing such
cryptosystems is lattice theory. In this approach, the security of most cryptosystems is
reduced to solving the problem of finding the shortest vector in the lattice (SVP). The
results of the analysis of the 8-sieve algorithm for solving SVP are presented. We propose
a new trade-off between runtime and amount of memory used by the 8-sieve algorithm.
A comparison with known k-sieve algorithms is given. The proposed algorithm has the
minimum running time on the segment (20.155n, 20.189n) of memory used among the known
k-sieve algorithms.
Keywords: lattice-based cryptography, k-sieve, SVP, post-quantum cryptography.

Zelenetsky A. S., Klyucharev P.G. MODULAR ARITHMETIC OPTIMIZATION
IN KYBER KEM. Kyber is a post-quantum key encapsulation mechanism that has
been selected as a finalist in the third round of the NIST Post-Quantum Cryptography
Competition. Today, Kyber is the only post-quantum key encapsulation mechanism re-
commended for standardization by NIST. The paper presents a new approach to optimize
arithmetic operations in Kyber KEM. It reduces the number of modular reductions by
increasing the bit size of numbers. The proposed optimization is appropriate for the general
purpose systems with 32 or 64-bit CPUs. According to the benchmarking, our optimization
speeds up the decapsulation algorithm by up to 1.83 times, the encapsulation algorithm —
by up to 1.58 times, and the key generation — by up to 1.41 times.
Keywords: Kyber, modular arithmetic, post-quantum cryptography, lattice-based crypto-
graphy.


