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The random oracle model is an instrument used for proving that protocol has no
structural flaws when settling with standard hash properties is impossible or fairly
difficult. In practice, however, random oracles must be instantiated with some specific
hash functions that are not random oracles. Therefore, in the real world an adversary
has broader capabilities than considered in the random oracle proof: it can exploit
the peculiarities of a specific hash function to achieve its goal. In a case when a hash
function is based on some building block, one can go further and show that even if
the adversary has access to that building block, the hash function still behaves like a
random oracle under some assumptions made about the building block. Thereby, the
protocol can be proved secure against more powerful adversaries under less complex
assumptions. The notion of indifferentiability formalizes that approach. In this paper,
we show that Streebog, a Russian standardized hash function, is indifferentiable from
a random oracle under an ideal cipher assumption for the underlying block cipher.
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«CTPUBOT'» KAK CJIVUAIMHBIN OPAKYVYJI
JI. P. AxmerssroBa, A. A. Babyesa, A. A. Boxkko

Kpunmollpo, 2. Mocxsa, Poccus

Mojienn co cay4daiiHbIM OPaKyIOM HCITOIb3YETCS Il JOKA3ATEHCTBA CTOWKOCTH KPHTI-
TorpapuIecKux MPOTOKOJOB B CAyYae, KOrJa CTAHIAPTHBIE MPEJINoJ0KeHus o6 mc-
TTOJTB3YIOTIECsT Xer-pYHKIINY He TIO3BOJISIIOT 9TOT0 ¢earh. OqHaKO HA TPAKTHKE JIIs
peayin3alluu CJAy4aiiHOIO OpaKyJia B KOHKPETHOM MPOTOKOJIe NCIIOAb3YeTCsd HeKOTopasd
IEeTePMUHUPOBAHHAA Xer-(DyHKINA, KOTOPasd, 0e3yC/JOBHO, HE SBIAETCS CIYIaiHBIM
opakysiom. CiieloBaTeIbHO, B PEAJbHOM MUDE HapyIuTeab objagaer 6ojiee MupoKu-
MM BO3MOXKHOCTAMU, 4YeM IIPeAIoarajloch B J0Ka3aTeabCTBE — OH MOXKeT MCIIOJIb30-
BaTh 0COOEHHOCTU KOHCTPYKIIMNA KOHKPETHOMN Xell-DyHKITUH JIJIs OCYIIECTBJIEHUs] YT PO-
3bl. Eciim ucnosrb3yemas xem-hyHKIUs CTPOUTCI Ha OCHOBE HEKOTOPOrO APYTOro Mpu-
MuTHBa (HAIpuMep, 6J0IHOTO mmdpa), MOXKHO PACCMOTPETh HAPYIIUTENsI, KOTOPDIi
uMeeT JOCTYN HANPAMYIO K 3TOMY IPUMUTHBY, U TOKa3aTh, YTO JarKe OTHOCUTETHHOTO
TAKOTO HAPYIITUTE/TI HUCIOJIb3yeMast Xerm-QyHKIng BeaeT cebsd Kak CaydaliHbiii opa-
KyJI B TPEINOI0KEHUN 00 UAeaJbHOCTH UCIOIb3yeMOoTo npuMmuTtuba. Takum obpazom
MOXKHO [/[0Ka3aTh CTOMKOCTH IIPOTOKOJIA OTHOCHUTEJHHO DoJiee CHIIbHBIX HapylInTesen
B MEHee CUJIBHBIX ITPEJINOI0KEHUAX 00 UCIOIB3YIOMIUXC TPUMUATHBAX. X ell-(hyHKITHH,
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[IPY UCHOJIB30BAHUY KOTOPBIX MOYKHO JIOCTUYb TAKOI'0 PE3Y/IbTATA, HA3bIBAIOTCI HEPa3-
JIMIUMBIME OT CJIy9afiHOTO opaky/aa. B mammoit pabore mokaszaHo, uTo Xer-pyHKITHT
«Crpubors HepazAWYUMa OT CAYUIAKNHOTO OpPaKy/Jga B MOMEIN WUACATHHOTO GJIOUHOTO

mudpa.
Kirouesbie ciaoBa: Cmpuboz, I'OCT, cayuatinot opaxys, HEPASAUNUMOCTIG.

1. Introduction

The random oracle model introduced in [1| assumes that each party of the protocol
and an adversary has access to a random oracle, which is used instead of a hash function.
A random oracle [1] is an ideal primitive that models a random function. It provides a
random output for each new query, and identical input queries produce the same answer.
The random oracle model makes it possible to prove that the protocol has no structural flaws
in situations when it is impossible or very difficult to deal with standard hash properties,
which is the case for many efficient and elegant solutions. For example, such protocols
and mechanisms as TLS [2], IPSec 3], and Schnorr signature |4, 5| were analyzed in the
random oracle model; Russian standardized versions of TLS [6] and IPSec [7], as well as
SESPAKE protocol [8, 9], shortened ElGamal signature [10], to-be-standardized RSBS blind
signature [11], and postquantum Shipovnik signature [12]| are also analyzed in the random
oracle model.

In practice, however, being idealized primitives, random oracles do not exist and have to
be instantiated with some specific hash functions that are not random oracles. Therefore, in
the real world, an adversary has broader capabilities than those considered in the random
oracle proof: it can exploit the peculiarities of a specific hash function to achieve its goal.
To address such a situation, one can go further and consider the design of the hash function
to show that, under some less complex and more specific assumptions than the whole
function being a random oracle, it behaves like a random oracle. To do that, one must first
understand what “behaves like a random oracle” means and what assumptions you need to
make.

These questions for a particular class of hash functions are addressed by J.S. Coron et
al. in [13, 14]. They study the case when an arbitrary-length hash function is built from
some fixed-length building block (like an underlying compression function or a block cipher).
They propose a definition based on Maurer et al.’s notion of indifferentiability [15] of what
it means to implement a random oracle with such a construction under the assumption
that the building block itself is an ideal primitive. The definition is chosen in a way that
any hash function satisfying it can securely instantiate a random oracle in a higher-level
application! (under the assumption that the building block is an ideal primitive). Hence,
idealized assumptions are made about less complex lower-level primitive and, as a result,
more adversarial capabilities are taken into account.

In this paper, we study whether Streebog, a Russian standardized hash function [16], can
instantiate a random oracle. We recall that Streebog has always been a popular target for
analysis. An overview of the results which study standard properties of the algorithm can be
found in [17]. A recent paper [18] studies keyed version of Streebog as a secure pseudorandom
function in a related-key resilient PRF model for an underlying block cipher, highlighting
some important high-level design features of Streebog.

'We note that, as shown in [19], it only directly applies to cryptographic protocols which admit the
so-called “single-stage security proofs.”
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Since Streebog is a modified Merkle — Damgard construction based on LSX-style block
cipher in Miyaguchi— Preneel mode, we adopt the notion of Coron et al. The paper’s
main result is presented in Section 3: we prove that Streebog is indifferentiable from a
random oracle under an ideal cipher assumption for the underlying block cipher. We benefit
greatly from the work done in [13, 14| since their analysis is focused on Merkle — Damgard
constructions with a block cipher in Davis —Meyer mode. However, Streebog’s design
features and a different structure of the compression function do not allow us to use the
paper’s results and pose several challenges.

2. Definitions

Let |a| be the bit length of the string a € {0, 1}*, the length of an empty string is equal
to 0. For a bit string a we denote by |a|, = [|a|/n] the length of the string a in n-bit blocks.
Let 0* be the string consisting of u zeroes.

For a string a € {0,1}* and a positive integer [ < |a| let msb,(a) be the string consisting
of the leftmost [ bits of a. For nonnegative integers [ and i, let str; (i) be [-bit representation of
i with the least significant bit on the right, let int()/) be an integer i such that str;(i) = M.
For bit strings a € {0,1}5" and b € {0,1}5" we denote by a + b a string str,((int(a) +
+int(b)) mod 2"). If the value s is chosen uniformly at random from a set S, then we denote
it s & 3.

A block cipher E with a block size n and a key size k is the permutation family
(Ex € Perm({0,1}") : K € {0,1}*), where K is a key.

21. Streebog hash function

The Streebog hash function is defined in [16]. For the purposes of the paper, we will
define Streebog as a modification of Merkle — Damgard construction, which is applied to
a prefix-free encoding of the message; in that we follow the approach of [13, 14]. We will
also make the use of the equivalent representation of Streebog from [20]. For Streebog the
length of an internal state in Merkle — Damgard construction is n = 512 and the length of
the output £ is either 256 or 512.

Let us define a compression function A : {0,1}" x {0,1}" — {0, 1}", which is based on
12-rounds LSX-like block cipher E : {0,1}" x {0,1}" — {0,1}", where the first argument
is a key, in Miyaguchi — Preneel mode:

h(y,z) = E(y,z) ®x @ y.

We also define a prefix-free encoding ¢ : {0,1}* — ({0,1}",{0,1}™)*, which takes as an
input a message X:

9(X) = (@1, A) |22, M)l || (7] [10" 4L A (L, 0) (S, 0),

where L = |X|, I = |L/n| + 1, X = x| ... ||z}, z1,...,2-1 € {0,1}", 2} € {0,1}<",
and z] is an empty string if L is already divisible by n; A; = str,(in) @ str,((i — 1)n),

~ -1 ,
A; = str,,((i — 1)n), and X = > 2 + (z7]|[10"~1~1=l). The encoding pads the message with
i=1

10"~ 1=1#1l then it splits the message in blocks of length n, computes the counter value
for each block and appends two last blocks of the encoding, the bit length L and the
checksum ¥, which correspond to the finalizing step of Streebog.

Finally, we define the hash function Streebog on Fig. 1, where IV, |IV| = 512, is a
predefined constant, different for £k = 256 and k£ = 512. On Fig.2 Streebog is depicted
schematically.
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We will call a sequence of triples (yi, x1, 21), (Y2, 2, 22), - - -, (Y122, Ti12, 2142), Where z; =
= h(y;, z;) ® y; ® x;, which appears during a computation of Streebog on an input X, a
computational chain for X.

Streebog(X)

< ||X]/n] +1
(@1, c1)[[ (22, c2) - .-
y1r < IV
fori=1...14+2do:
Yit1 < h(yi,zi) @ ¢
return msby(y;+3)

|1, )| (i1, 1) |2, cige) < g(X)

Fig. 1. Streebog hash function
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Fig. 2. Streebog computation, [ = 3
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22. Indifferentiability

The following strategy is often applied to prove the security of a cryptosystem with
some component (or primitive). First, it is proven that the system is secure in case of using
idealized primitive. Secondly, we prove that the real primitive is indistinguishable from an
idealized one. Informally, two algorithms A and B are computationally indistinguishable if
no (efficient) algorithm D is able to distinguish whether it is interacting with A or B.

We consider two types of the ideal primitives: random oracles and ideal ciphers.
A random oracle [1] is an ideal primitive that models a random function. It provides
a random output for each new query, identical input queries produce the same
answer. An ideal cipher is an ideal primitive that models a random block-cipher
E:{0,1}7 x {0,1}" — {0,1}", each key K € {0,1}" defines a random permutation on
{0,1}". The ideal cipher provides oracle access to £ and £7'; that is, on query (+, K, x),
it answers ¢ = F(K, ), and on query (—, K, ¢), it answers = such that ¢ = F(K, z).

Obviously, a random oracle (ideal cipher) is easily distinguishable from a hash function
(block cipher) if one knows its program and the public parameter. Thus, in [15] the extended
notion of indistinguishability — indifferentiability — was introduced. It was proven, that if a
component A is indifferentiable from B, then the security of any cryptosystem C'(A) based
on A is not affected when replacing A by B. According to the authors, indifferentiability
is the weakest possible property that allows security proofs of the generic type described
above. Thus, to prove the security of some cryptosystem using hash function, we may prove
its security in the random oracle model, and then prove that hash function is indifferentiable
from a random oracle within some underlying assumptions. We assume that the base block
cipher is modelled as an ideal cipher.

Let us define formally what the indifferentiability from an ideal primitive means. We give
the definition directly for the hash function (based on the ideal cipher) and random oracle.
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This definition is a particular case of more general indifferentiability notion introduced
in [15].

Definition 1. A hash function H with oracle access to an ideal cipher £ is said to be
(Tp, qu, qE, €)-indifferentiable from a random oracle H if there exists a simulator S such
that for any distinguisher D with binary output it holds that:

|Pr[D"¥ — 1] = Pr[D"® - 1]| <e.

The simulator has oracle access to H. The distinguisher runs in time at most 7 and makes
at most qg and gg queries to its oracles.

The indifferentability notion is illustrated in Fig.3. The distinguisher interacts with
two oracles, further we denote them by left and right oracles respectively. In one world,
left oracle implements the hash function H (with oracle access to the ideal cipher), while
the right oracle directly implements the ideal cipher £. In another world, the left oracle
implements the random oracle H and the right oracle is implemented by the simulator S.
The task of the simulator is to model the ideal cipher using the oracle access to H so that
no distinguisher could notice the difference. To achieve that, the output of S must match
what the resolver can get from . Note that the simulator does not have access to the
queries of the distinguisher to H.

Fig. 3. The indifferentiability of hash function H and random oracle H

3. Streebog indifferentiability

In this section, we present the main result of the paper, which shows that Streebog is
indifferentiable from a random oracle in the ideal cipher model for the base block cipher.

First, we discuss the choice of the underlying assumption. Indeed, the straightforward
solution is to prove Streebog indifferentiability in assumption that the compression function
is a random oracle. Although such proof may be constructed much easier than in the
ideal cipher model, we show that the Miyaguchi — Preneel compression function cannot be
modeled as a random oracle. Indeed, for this function the following condition always holds:

z=E"(y,hy,z)®x DY)

Thus, the distinguisher can easily identify whether it interacts with the real compression
function or the random one by making the query (y,x) to the left oracle and the query
(—,y,h(y,x) & x®y) to the right oracle.

We give an indifferentiability theorem for Streebog. The full proof is provided for
the Streebog variant with output size k& = 512. For the shortened Streebog variant
argumentation is completely similar. Formally, the only thing which has to be adjusted is
the construction of the simulator; we will highlight the difference in the proof. The general
structure of the proof and some techniques are adopted from [13, 14].
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Theorem 1. The hash function Streebog with k& = 512 or 256 using a cipher E :
{0,1}" x {0,1}" — {0,1}" is (tp,qm, qr, €)-indifferentiable from a random oracle in the
ideal cipher model for E for any tp with

M+1ln)g (1 +n+1,)q
2n—4 + 2n—7 ?

where ¢ = qg + qy (L, + 2) and [, is the maximum message length (in blocks, including
padding) queried by the distinguisher to its left oracle.

Proof. The main goal of the proof is to show that no distinguisher can tell apart two
words: in the first one, it has access to the Streebog construction using an ideal cipher as
an underlying block cipher and to the ideal cipher itself; in the second one it has access to
a random oracle and a simulator. The first step of the proof is to present a simulator for
which it would be possible to achieve that goal.

Our simulator for the ideal cipher £ is quite elaborate. On every distinguisher query, it
tries to detect whether the distinguisher seeks to compute Streebog for some message itself.
If this is the case, it chooses the answer consistently with the random oracle; otherwise, it
chooses the answer randomly.

The simulator. Before we proceed with the simulator itself, let us define an auxiliary
function go : {0,1}* — ({0, 1}, {0, 1}™)*:

90(X) = (w1, Ar)l| (@, Ao)|l .. [[ (210777 A (L, 0),

where L = |X|, l = |L/n| + 1, X = z4| ... ||z}, z1,..., 2121 € {0, 1}" z; € {0,1}<" a
x) is an empty string if L is already divisible by n. Clearly, if ¥ = Z z; + (|10 1 W),

then go(X)[|(%,0) = g(X).

The simulator accepts two types of queries: either a forward ideal cipher query (+,y, x),
where x € {0,1}" corresponds to a plaintext and y € {0,1}" to a cipher key, on which
it returns a ciphertext z € {0,1}"; or an inverse query (—,y,z), on which it returns a
plaintext z. The simulator maintains a table 7', which contains triples (y, z, z) € {0,1}" x
x {0,1}" x {0,1}".

Forward query. When the simulator gets a forward query (+, y, ), it looks up the table T
for a triple (y, x, z) for some z. It returns z if such a triple exists. If there is no such triple,
the simulator chooses z randomly, puts the triple (y, z, z) in the table, and returns z to the
distinguisher. Additionally, in that case the simulator proceeds with the following routine.
It looks up the table for a sequence (y1,x1,21), ..., (Y, 21, 2;) of length | = |int(x)/n| + 1
such that:

— there exists X such that go(X) = (x1, A1) (z2, Ao)|| ... || (z1, A (2, 0);
— it is the case that y, = IV

— for each 1 = 2,...,[, it is the case that y; = x;_1 D y;_1 D zi_1 D Aj_1;
— it is the case that y =2, B y; S 2, B Al.

If such sequence exists, the simulator forms a pair (y;42,2112) such that y,.0 = = &

-1

Dy dzand x40 = Y x; + 2, where X = xq]|...||z]. It is easy to see that g(X) =
i=1

= (21, A1) .. [(x, A (2, 0)]| (2142, 0). The simulator does nothing if there already exists

a triple (Y40, T142, 2") for some 2’ in the table T'. Otherwise, it computes 2’ to form a triple
(Y142, Ti12, 2), which will be consistent with a random oracle output on X, in advance. To do
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this, it queries the random oracle to get the output Z = H(X), computes 2’ = Z®x; o0Dy10
and stores the triple (y;19, 142, 2’) in the table T'2.

Inverse query. On an inverse query (—,y, z) the simulator acts almost similarly. It looks
up the table T for a triple (y,z, z) for some x. It returns z if such triple exists. If there is
no such triple, the simulator chooses = randomly, puts the triple (y,z, z) in the table, and
returns = to the distinguisher. In this case, it proceeds with completely the same routine
as described above.

We will denote the number of entries in the table T by ¢. It is clear that ¢ < ¢ < 2¢g,
since for each adversarial query to S, at most one additional record can be added to the
table T besides the answer to the query itself.

Proof of indifferentiability. Due to the definition of indifferentiability, if the following
inequality holds for every distinguisher D:

|Pr[D"¥ — 1] — Pr[D"® = 1]| <,

then the theorem follows. So we have to prove that no discriminator D can distinguish
between these two words except with probability e. We will do that using the game hopping
technique, starting in the world with the random oracle H and the simulator S and moving
through the sequence of indistinguishable games to the world with the Streebog construction
and the ideal cipher £.

Game 1 — Game 2. The Game 1 is the starting point, where D has access to the
random oracle H and the simulator S. In the Game 2 (Fig. 4), we give D access to the relay
algorithm Ry instead of direct access to H. Ry, in its turn, has access to the random oracle
and on distinguisher’s queries simply answers with H(X). Let us denote by G; the events
that D returns 1 in Game 4. It is clear that Pr[G;]| = Pr[G,].

Fig. 4. Game 2

Game 2 — Game 3. In the Game 3, we modify the simulator S by introducing failure
conditions. The simulator explicitly fails (i.e., returns an error symbol 1) when answering to
the distinguisher’s query, if it computes the response satisfying one of the following failure
conditions. Let Sy denote the modified simulator.

We introduce two types of failure conditions. Each condition captures different relations
between the simulator’s answers that could be exploited by the distinguisher. By failing,
the simulator “gives” the distinguisher an immediate win. Our longterm goal is to show
that, unless the failure happens, distinguisher cannot tell apart Game 2 form the ideal
cipher world. The simulator Sy chooses response to the forward or inverse query similarly
to the simulator S and then checks the resulting triple (y, z, z) for the conditions defined
below. For each type of conditions we also provide a brief motivation behind it, i.e., how
the distinguisher can exploit corresponding situations to tell apart two worlds.

2In the case of k = 256, the simulator first pads Z with 256 randomly chosen bits and then computes
2 =7 ® x112 D Yito-



34 L. R. Akhmetzyanova, A. A. Babueva, A. A. Bozhko

Conditions of type 1. Conditions of type 1 are checked if the answer to the query
was chosen randomly or the discriminator was first returned with a value selected by the
simulator as corresponding to a random oracle and previously tabulated:

1) Condition Byy: x@y®z=1V.
2) Condition Bia: there exists [ € {1,...,l,,} such that t ®y ® 2z A =1V.
3) Condition Bis: there exist a triple (y/,2',2') € T and i € {1,...,l,, — 1} such that
r@Yy®z=a0®y ®2 G A;. Note that |[{A;:i € {1,2,.. }} <n.
4) Condition Biy: there exist a triple (v/,2',2') € T and | € {1,...,l,} such that
TBYDz=0 DY D PBA,.
5) Condition Bis: there exists a triple (v/,2’,2") € T'such that s Gy d 2z =2’ Sy & 2.
The type 1 conditions correspond to the situation when the internal states of two
Streebog computational chains for different messages collide. The distinguisher can exploit
that situation in a number of ways, for example, it can force these two chains to end with
the same block, which will give the same result for two different messages. From this,
the distinguisher can easily distinguish between the two worlds by querying its left oracle
with these messages. Other bad situations which correspond to this type of conditions are
analyzed in the proof of Lemma 1.
Conditions of type 2. Conditions of type 2 are checked if only the answer to the query
was chosen by the simulator randomly (i.e., the answer was not taken from the table):

1) Condition Bs;: there exists a triple (v/,2/,2") € T such that x Dy ® 2z = ¢/'.
2) Condition Bay: there exist a triple (y/,2/,2') € T and i € {1,...,l,, — 1} such that
TOydz=y oA

3) Condition Bas: there exist a triple (y',2',2') € T and [ € {1,...,l,,} such that

rPYydz=9y ®A.

The conditions of type 2 correspond to a situation when some block in the computational
chain is queried sometime after the query corresponding to the next block was made. In this
case, this query can be made even after the query for the last block in the chain was. The
distinguisher can then easily tell two worlds apart, because the simulator did not choose the
answer to the last query to be consistent with the random oracle. Notice that conditions
of that type are only checked when the simulator chooses the answer randomly itself.
Otherwise, the distinguisher can easily force the failure event using the random oracle, for
example, it can choose an arbitrary X, query the random oracle for Z = H(X), then query
the right oracle with (4, Z, z) for some z, and finally compute the Streebog construction for
X using its right oracle. The simulator would then fail due to condition By, when answering
for the last block of the computational chain. However, such a situation will not help the
distinguisher, since this is in a sense an extension of the computational message chain with
new blocks, which will not lead to another valid computational chain due to our prefix-free
encoding ¢g. Bad situations which correspond to this type of conditions are analyzed in the
proof of Lemma 2.

The probability of the event that the simulator fails due to one of the failure conditions
is estimated as follows:

(1+lm)ge N (L+n+1n)g

PI‘[SO falls] < on—1 on—4

That bound directly follows from Lemma 3 with ¢q¢ = ¢g, which is given in Appendix
Appendix A. The proof of this statement is rather technical and is also provided in Appendix
Appendix A.
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Since Game 2 and Game 3 are different only in situations, where the simulator Sy fails,
it is clear that

(1+1n)qE N (1+n+1l,)q%

| Pr[Gs] — Pr[G3] | < Pr[S; fails] < T S

Now, before we proceed to the next game, our aim is to show that unless the simulator
fails, its outputs are always consistent with random oracle outputs, i.e., it does not matter
if the distinguisher is computing the Streebog construction with its right oracle (maybe in
some unsual way) or queries the random oracle, the results would be the same. To do this,
we prove two lemmas, where Lemma 2 formalizes the outlined goal.

The first lemma states that in the table T there are no two sequences of triples
corresponding to computational chains with two different inputs such that the last block of
one chain is the first, middle, or last block of another, unless S fails.

Lemma 1. If the simulator Sy does not fail, then in the table T there are no
two different sequences of triples (yi,x1,21), --., (Yo, Tivo, 2102) and (y), ), 21), ...,
(Ypr9s Thpyar Zpra), Where [, p < I, such that the following conditions hold:

— there exist X and X’ such that g(X) = (21, A1)|| ... [[(x111,0)||(2142,0) and g(X') =

= (21, A) || - - [[(@pp15 0)][ (@0, 0);

— it is the case that y;, = y; = IV

— foreachi=2,....land j =2,...,p, it is the case that y; = x; 1 D y;_1 D 2,1 D A;_4
and ?J; = %71 S y}71 2 33'71 ® Aj1; ~ )

— it is the case that Y1 =1 @y Oz © A and Yy, =2, Dy, O 2, D Ay;

— it is the case that yi 0 = 2141 © Y1 © 2141 and Y0 = 7 DY, B 2,405

— there exists s € {1,...,14 2} such that (ys, 7, 2:) = (Y12 Thia 2 12)-

Proof. Let us suppose that there exist two sequences (y1,21,21), ..., (Yi+2, Ti42, 2142)
and (y1, 71, 21), -, (Yps9s Tpya, Zp1o) in the table T', which satisfy conditions of the lemma.
Then there exists the maximum r € {1,...,min(s,p + 2)} such that

(ys—i7 Ts—i, Zs—i) = (y;,Q,i; I;,Q,i, 22,72,7;), 1= 0, e, T 1.

In other words, r is the length of the subsequence of equal triples ending with (ys, x5, z5) =
= (Ypy2 Tpior Zp12)- We will now consider several cases depending on values of 7 and I.
Notice that r < s <[+ 2.
The case r = 1. Since it is true that (ys, 75, 2s) = (Y19, Tpy2, 2p19), We can deduce
that one of the following equalities has to hold:
1) if s =1, then y, = IV. Hence, 7, ® vy, © 2,1 = Ypro =Ys = 1V
2) if s€{2,...,0}, then ys = v, 1 D ys1 D 2,1 © Asq. Hence, 2, Dy, © 2, =
=Ts_1 D Ys—1 ® z5-1 D Asfl; 5
3) if s =1+ 1, then ys = 51 D Ys1 D 21 D A, 1. Hence, 2., @y, © 2, =
=Ts-1 DYs—1 D 251D Al;
4) ifs = 1+2, then y, = v, 1Dy, 1D2s 1. Hence, z, By, 1Dz, = 15 10Ys 1D 21
However, it is easy to see that the above equalities correspond to the failure conditions
Bi1, Bi3, B, Bis, respectively. Therefore, one of these failure conditions would have been
triggered if a forward or inverse query which corresponds to the triple (ys_1,zs_1,2s-1) or
(Ypi15Tpy1, Zpyq) (depending on which of them was made later) was made.
The case r> 2,1 >1andr =3, = 1. Since r > 2, it is easy to see that the
same inequality holds for s. Thereof, from y;,,, = y, and the lemma statement we have
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that 7., Dy, 2, ©0=2,1DYs1 ® 2,1 D c for some ¢ € {Ay,.. .,Al_l,Al,O}.
However, since from r > 2 we have (ys—1, %51, 2s-1) = (Y41, 711, Zpy1)> the constant ¢ has
to be equal to 0. It is also easy to see that none of the values {Aq,... A, 1, Al} is equal
to 0 when [ > 1. Hence, due to the encoding g, it is only possible that the triple (ys, s, 2)
is the last one in the sequence and s = [ + 2.

Thereof, 7,1 = x),,,, where, due to the definition of g, 241 and ], ; are equal to | X| and
| X’| correspondingly. Consequently, since by definition [ = || X|/n]+1 and p = [|X'|/n]+1,
we have that p = 1[.

Finally, consider triples (yi+o—r, Ti42—r; Zi42—r) 7 (Yis9—rs Tiyo_rs Z140_r)- Notice that r <
< [+ 2 or else the considered sequences are equal (that excludes the r = 3,1 = 1 case at
all). Since Y4241 = Yj49_p41, the following equality has to hold:

/ / /
Yito—r D Tivo—r D 242+ D=y , DT 9 . D2s De

where ¢ is equal either to Ay o, or AHQ,,,. However, it is easy to see that in either way
the equality matches the failure condition Bj;. Therefore, it would have been triggered
if a forward or inverse query which corresponds to the triple (yi2_p, Tjro v, 2102-) OF
(Yiyo—rs T1yo_rs Z40—p) (depending on which of them was made later) was made.

The case r=2and [ = 1. We have that A, is equal to 0, hence two situations are
possible. The first one is when s = 3, the reasoning here is exactly the same as in the last
case, since equal triples are the last two triples in the sequences.

The second one is when s = 2. From that and since r = 2, we have that (y1,21,21) =
= (Yps1>Tpy1> Zpr1)- From the lemma statement, y, = IV and y, ., = x, ® y, ® z, ® A,,
thereof the following equality has to hold:

! ! ! A
T, DY, B2, BN, =1V

However, it is easy to see that the equality matches the failure condition Bjs. Hence, it
would have been triggered, when a forward or inverse query which corresponds to the triple
(Y, T, 2,) Was made.

We have considered all possible pairs (r,1). Hence, we can conclude that no such
sequences can exist if the simulator Sy does not fail. m

Now we prove that the outputs of the simulator are consistent with the random oracle
unless it fails. To do this, we show that if the distinguisher at some point computes the
Streebog construction itself, it has to do that block-by-block, with the last triple of the
computational chain being consistent with the random oracle.

Lemma 2. Consider any sequence of triples (y;,x1,21), ..., (Y112, Tiyo, 2142), Where
[ <, from the table 7" such that the following conditions hold:

— there exists X such that g(X) = (21, A1)l ... (141, 0)|| (2152, 0);

— it is the case that y; = IV

— for each : =2,...,[, it is the case that y; = x;,_1 D y;_1 D 21 D A;_1;
— it is the case that yy 1 =2, By, B 2 & Al;

— it is the case that y; 10 = 111 B Y1 D 2141

If the simulator Sy does not fail, then it must be the case the triples (y1,x1,21), ...,
(Y141, Tr41, z141) were put in the table T exactly in that order and answers to the
corresponding queries were chosen randomly by the simulator. It is also necessary that the
triple (yiy2, T112, 2142) was put in the table simultaneously with the triple (y;1, 111, 2141),
chosen to be consistent with the random oracle output H(X).
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Proof. Let us suppose that there exists i € {1,...,l+ 1} such that the triple (v;, z;, z;)
was put in the table as a result of the corresponding forward or inverse query, when the
triple (Yir1, Tiv1, zir1) already existed in the table T'. For that pair of triples the following
equality holds:

Yi Dx; D 2 D €= Yiyr,

where ¢ is one of the values {A;, A;,0}, depending on the value of i. From Lemma 1 it
follows that the triple (y;, z;, z;) could not be the last in the computational chain of some
message X' £ X. In other words, the answer to the corresponding query was not chosen to
be consistent with the random oracle, but was chosen randomly by the simulator. Hence,
on the query corresponding to the triple (y;, x;, z;) one of the failure conditions of type 2
would have been triggered.

Thereby, when the query corresponding to the triple (y;y1, %41, 2141) is made, triples
(y1,21,21)s - - -, (Y1, T, z1) already exist in the table and the triple (y;12, 112, 2142) does not.
These triples satisfy the conditions of the simulator’s routine and it has to choose the triple
(Y142, 142, Zi42) to be consistent with the random oracle and put it in the table with the

triple (Yig1, 141, 2141). W

Game 3 — Game 4. In Game 4 (Fig. 5), we modify the relay algorithm Ry. Let Ry denote
the modified algorithm. It does not have access to the random oracle. On a distinguisher
query X, R; applies the Streebog construction to X using the simulator for the block
cipher E. Notice that now at most ¢z + qu(l,, + 2) queries are made to Sy.

Fig. 5. Game 4

Let fail3 and fail4 denote the events when the simulator fails in the corresponding
game. From Lemma 2 it follows that, unless the simulator does not fail, answers of the
modified relay algorithm R; are exactly the outputs of the random oracle on corresponding
messages, since the simulator’s answers are consistent with the random oracle. Hence, if
the simulator does not fail in either world, the view of the distinguisher remains unchanged
from Game 3 to Game 4:

PT[G?)‘M} IPY[G4|M]~

Probability of the event fail; was estimated earlier in the transition from Game 2 to Game 3.
Probability of the event faily is estimated from Lemma 3, where qs = qg + qu(ln + 2).
Thus, we have:

| Pr[Gs] — Pr[G4] | = | Pr[Gs | fail] Pr| fails] 4+ Pr[Gs | fails] Pr[fails] —
—Pr [G4 | faild Pr {failll] — Pr[Gy | faily] Pr{faily] | < Pr [Gg | failg} . }Pr [failg] —
—Pr[faily] | + | Pr[Gs | fails] Pr(fails] — Pr[Gy | faily) Prfails] | <
< | Pr(faily] — Pr[fails] | + | Pr[Gs | fails] Pr|fails] — Pr[Gy | fails) Pr[faily] | <
< max(Pr[fails], Pr[fails])+ max(1- Pr[fails] —0- Pr[faily],0- Pr[fails] +1- Pr{fails]) <
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(1+lm)(QE+QH(lm+2)) + (1+n+lm)(QE+QH<lm+2))2) .

< 2max (Prlfaits] Prifait]) < 2 = =

Game 4 — Game 5. In Game 5 (Fig.6) we modify the simulator. Let S; denote the
modified simulator. It does not consult the random oracle when answering the query, it
still maintains a table T of triples (z,y,z). On a forward query (+,y,x), it searches the
table T for a triple (y, z, z) for some z. It returns z if such triple exists. If there is no such
triple, the simulator chooses z randomly, puts the triple (y,x, z) in the table and returns z
to the distinguisher. It acts similarly to answer the inverse query (—,y, z), but chooses a
random z, if there is no corresponding triple.

Fig. 6. The ideal cipher world and Game 5

The simulator responses in both games are identical except for the Sy failure condition.
This is true because even when S; chooses the answer using the random oracle, all its
answers look uniformly distributed to the distinguisher as it does not have a direct access
to the random oracle in Game 4. Hence, the view of the distinguisher is identical in both
games if the simulator does not fail in Game 4, and if in Game 5 the simulator does not give
a response, which would have led to failure in Game 4. The probabilities of these events
are equal, since the number of queries to the simulators in both games is the same, and
the distribution of the responses of the simulators is identical. Let us denote the event
“S1 should have failed” by fails. Hence, the following inequality holds:

| Pr[G4] — Pr[Gs] | = | Pr[Gy | faily] Pr|faily] + Pr[Gy | faily] Pr[faily] —
—Pr[Gs | fails| Pr[fails| — Pr[Gs | fails] Pr|fails] | =
= | Pr[Gy | faily]) Pr|fails] — Pr[Gs | fails] Pr[fazl5 | <

< Pr[Gy | faily] Pr{faily] + Pr|Gs | fails] Pr|fails] < Pr|faily] + Pr[faz'l5] =

Game 5 — Game 6. In the final game we replace the simulator S; with the ideal cipher £.
Since the relay algorithm R, is the Streebog construction and now it uses the ideal cipher
for F/, the Game 6 is exactly the ideal cipher model.

We now have to show that the view of the distinguisher remains almost unchanged.
The outputs of the ideal cipher and the simulator S; have different distributions: the ideal
cipher is a permutation for each key and S; chooses its answers randomly. Hence, the
distinguisher can tell apart two games only if forward/inverse outputs of the simulator
collide for the same key. The probability of that event is at most the birthday bound
through all queries. Thus, we have

(g8 + qu(ly +2))?
n '

‘PI‘[G5] - PI‘[G@] | <
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Finally, combining all the transitions and since Game 6 is exactly the ideal cipher model,
we can deduce that

2
| Pr[D€ 5 1] — Pr[D"S 5 1] | < (Lt lwap | (LEn+ b)ds

2n—1 2n—4
(L +ln)(ge +qu(lm +2))  (L+n+1a)(ge +aln +2)*\ | (g2 +qu(ln +2))°
+4 on—1 + on—4 + on '

The statement of Theorem 1 hence follows. m

4. Conclusion

In the paper, we prove that the Streebog hash function is indifferentiable from a random
oracle under the ideal cipher assumption for the underlying block cipher. From a practical
point of view, under this assumption Streebog can be considered as a random oracle as long
as computational power of the adversary remains much less than 2™/2 operations. However,
it is still an open problem to determine if it is possible to prove indifferentiability of Streebog
and other hash functions under idealized assumptions for even lower-level objects than a
block cipher.
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Appendix A. Probability of the simulator’s failure event
Lemma 3. Let Sy be a simulator defined in the proof of Theorem 1. Then the
probability of the event that the simulator Sy explicitly fails due to one of the failure
conditions By, ..., Beg, defined in the proof of Theorem 1, satisfies the following bound:

(1 + lm)qs + (1 +n+ lm)qg'

Pr[S) fails] = St i

where ¢g is a number of queries made to the simulator.

Proof. Let us denote by ¢ the maximum number of entries in the table T, g5 < ¢ <
< 2¢s. To estimate the desired probability, we consider each failure condition and bound
the probability that there exists a query to the simulator satisfying the condition. Let us
begin with conditions of type 1.

— Condition Biy. It is the probability that one of at most ¢ random n-bit strings (where
the randomness is due to either the simulator’s random choice or the random oracle
output) is equal to fixed V. Hence,

Pr[3 query satisfying By, | < 2%
— Condition Biy. It is the probability that one of at most ¢ random n-bit strings is equal
to one of [,,, strings IV & A, L€ {1,...,0,}:

lmq
on

Pr[3 query satisfying Bis] <
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— Condition Bi3. To estimate the probability of this event, we will consider three separate
situations.
The first one is that there exists a query satisfying the condition, the answer to which was
chosen by the simulator randomly. The probability of that situation is the probability
that one of at most ¢g¢ < ¢ random n-bit strings is equal to one of less than ng strings
YOy DDA, (Y, ) eT, i€ {l,... l,,—1} (recall that [{A; : 7€ {1,2,...}] <n).
Hence,

nq?

o

The second one is that there exists a query satisfying the condition, the answer to

which was chosen by the simulator to be consistent with the random oracle (then

x @y ® z is exactly the random oracle output), and the triple (y/,2’,2") € T was

constructed independently from the random oracle (the answer to the corresponding

query was chosen randomly by the simulator itself). The probability of that situation is

the probability that one of at most ¢¢ < ¢ random oracle n-bit outputs is equal to one

of less than ng strings 2’ @y’ ® 2/ & A, (v, 2',2") e T, i€ {1,...,l,, — 1}. Hence,

Pr[3 query satisfying B;3 and Situation 1] <

nq2

o

Pr[3 query satisfying B;3 and Situation 2] <

The third one is that there exists a query satisfying the condition, the answer to which
was chosen by the simulator to be consistent with the random oracle, and the triple
(v',2',2") € T was also constructed to be consistent with the random oracle. Then both
r@®y®zand 2’ By P 2" are the random oracle outputs on different messages X and X’
(they are different since both triples have to be the last blocks of some computational
chains and there is only one computational chain for every X). The probability of that
situation is the probability that two random oracle outputs Z and Z’ from at most
gs < ¢ satisfy any of the less than n equalities Z & Z' = A;. Hence,

2
n
Pr[3 query satisfying Bj3 and Situation 3] < 2—3
Finally, it is easy to see that

Pr[3 query satisfying Bi3] < Pr[3 query satisfying B3 and Situation 1]+
+ Pr[3 query satisfying Bis and Situation 2] + Pr[3 query satisfying B3 and Situation 3] .

Hence,

nq?

Pr[3 query satisfying B3] < 3

n
— Condition Biy. The probability of that event is estimated similarly to the previous one
with the difference that |[{A;: 1 =1,...,1,,}| = l,,. Hence,

lin ¢*

n

Pr[3 query satisfying Bi4] < 3

— Condition Bys. The probability of that event is estimated similarly to the previous two:

2
Pr[3 query satisfying Bis] < 3 g—n

We proceed with conditions of type 2:
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Condition Bsyp. It is the probability that one of at most gs < ¢ random n-bit strings,
where the randomness is due to either the simulator’s random choice or the random
oracle output and is independent of the distinguisher’s random tape, is equal to one
of ¢ strings v/, (v/,2',2") € T, where all 3/ are chosen by the distinguisher. Hence,

2
Pr(3 query satisfying Ba; | < g—n

Condition Bas. The probability of that event is estimated similarly to the previous one,

with the only difference that there are at most nq different strings v ®A;, (v, 2',2") € T,

ie{l,...,l, — 1}. Hence,

nq?

n

Pr[3 query satisfying Bas] <

Condition Baz. The probability of that event is estimated similarly to the previous ones,
with the difference that there are at most [, ¢ different strings v ® A, (v/,2',2") € T,
le{l,...,l,,}. Hence,

lm q
on

Pr[3 query satisfying Bag] <
Finally, we estimate the probability of the event that the simulator fails:
Pr[Sy fails] < Pr[3 query satisfying some bad condition] <

2 2
(4 In)g N (4+4n +41,)? (1 +1n)gs N (1+n+1n)g

< —

omn omn on—1 on—4 ?

where the last inequality is due to ¢ < 2¢g. ®



