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Èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü ïðîáëåìû âû÷èñëåíèÿ ôóíêöèè Ýéëåðà, èìå-
þùåé âàæíîå çíà÷åíèå äëÿ ñîâðåìåííîé êðèïòîãðàôèè. Íàïðèìåð, íà ïðåäïîëî-
æåíèè î å¼ òðóäíîðàçðåøèìîñòè îñíîâûâàåòñÿ êðèïòîñòîéêîñòü çíàìåíèòîé ñè-
ñòåìû øèôðîâàíèÿ ñ îòêðûòûì êëþ÷îì RSA. Äîêàçûâàåòñÿ, ÷òî ïðè óñëîâèè
òðóäíîðàçðåøèìîñòè ýòîé ïðîáëåìû â õóäøåì ñëó÷àå è P = BPP äëÿ å¼ ðåøå-
íèÿ íå ñóùåñòâóåò ïîëèíîìèàëüíîãî ñèëüíî ãåíåðè÷åñêîãî àëãîðèòìà. Äëÿ ñèëüíî
ãåíåðè÷åñêîãî ïîëèíîìèàëüíîãî àëãîðèòìà íåò ýôôåêòèâíîãî ìåòîäà ñëó÷àéíîé
ãåíåðàöèè âõîäîâ, íà êîòîðûõ ýòîò àëãîðèòì íå ìîæåò ðåøèòü ïðîáëåìó. Òàêèì
îáðàçîì, ýòîò ðåçóëüòàò îáîñíîâûâàåò ïðèìåíåíèå ïðîáëåìû âû÷èñëåíèÿ ôóíê-
öèè Ýéëåðà â êðèïòîãðàôèè ñ îòêðûòûì êëþ÷îì. Äëÿ äîêàçàòåëüñòâà òåîðåìû
èñïîëüçóåòñÿ ìåòîä ãåíåðè÷åñêîé àìïëèôèêàöèè, êîòîðûé ïîçâîëÿåò ñòðîèòü ãå-
íåðè÷åñêè òðóäíûå ïðîáëåìû èç ïðîáëåì, òðóäíûõ â õóäøåì ñëó÷àå. Îñíîâíîé
èäååé ýòîãî ìåòîäà ÿâëÿåòñÿ îáúåäèíåíèå ýêâèâàëåíòíûõ âõîäîâ â äîñòàòî÷íî
áîëüøèå ìíîæåñòâà. Ýêâèâàëåíòíîñòü âõîäîâ îçíà÷àåò, ÷òî ðàññìàòðèâàåìàÿ ïðî-
áëåìà íà íèõ ðåøàåòñÿ îäèíàêîâî.

Êëþ÷åâûå ñëîâà: ãåíåðè÷åñêàÿ ñëîæíîñòü, ôóíêöèÿ Ýéëåðà.

ON THE GENERIC COMPLEXITY OF THE PROBLEM
OF COMPUTING THE EULER FUNCTION

A.N. Rybalov

Sobolev Institute of Mathematics, Omsk, Russia

We study the generic complexity of the problem of the Euler function computation.
This problem has important applications in modern cryptography. For example, the
cryptographic strength of the famous public key encryption system RSA is based on
the assumption of its hardness. We prove that under the condition of worst-case hard-
ness and P = BPP there is no polynomial strongly generic algorithm for this problem.
For a strongly generic polynomial algorithm, there is no efficient method for random
generation of inputs on which the algorithm cannot solve the problem. Thus, this re-
sult justifies the application of the problem of computing the Euler function in public
key cryptography. To prove this theorem, we use the method of generic amplification,

1Ðàáîòà ïîääåðæàíà ãðàíòîì Ðîññèéñêîãî íàó÷íîãî ôîíäà �22-11-20019.
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which allows us to construct generically hard problems from the problems that are
hard in the classical sense. The main feature of this method is the cloning technique,
which combines the input data of a problem into sufficiently large sets of equivalent
input data. Equivalence is understood in the sense that the problem is solved in a
similar way for them.

Keywords: generic complexity, Euler function.

Ââåäåíèå
Â ñîâðåìåííîé êðèïòîãðàôèè èíòåðåñíû òàêèå àëãîðèòìè÷åñêèå ïðîáëåìû, êîòî-

ðûå, ÿâëÿÿñü (ãèïîòåòè÷åñêè) òðóäíûìè â êëàññè÷åñêîì ñìûñëå, îñòàþòñÿ òðóäíûìè
è â ãåíåðè÷åñêîì ñìûñëå [1], ò. å. äëÿ ïî÷òè âñåõ âõîäîâ. Ýòî îáúÿñíÿåòñÿ òåì, ÷òî ïðè
ñëó÷àéíîé ãåíåðàöèè êëþ÷åé â êðèïòîãðàôè÷åñêîì àëãîðèòìå ïðîèñõîäèò ãåíåðàöèÿ
âõîäà íåêîòîðîé òðóäíîé àëãîðèòìè÷åñêîé ïðîáëåìû, ëåæàùåé â îñíîâå êðèïòîñòîé-
êîñòè àëãîðèòìà. Åñëè ïðîáëåìà ëåãêîðàçðåøèìà ïî÷òè âñåãäà, òî äëÿ ïî÷òè âñåõ
òàêèõ âõîäîâ å¼ ìîæíî áóäåò áûñòðî ðåøèòü è êëþ÷è ïî÷òè âñåãäà áóäóò íåñòîéêè-
ìè. Ïîýòîìó ïðîáëåìà äîëæíà áûòü òðóäíîé äëÿ ïî÷òè âñåõ âõîäîâ. Íàïðèìåð, òàêèì
ïîâåäåíèåì îáëàäàþò êëàññè÷åñêèå àëãîðèòìè÷åñêèå ïðîáëåìû êðèïòîãðàôèè: ðàñ-
ïîçíàâàíèÿ êâàäðàòè÷íûõ âû÷åòîâ [2], äèñêðåòíîãî ëîãàðèôìà [3], èçâëå÷åíèÿ êîðíÿ
â ãðóïïàõ âû÷åòîâ [4].

Ôóíêöèÿ Ýéëåðà φ(x), ðàâíàÿ êîëè÷åñòâó íàòóðàëüíûõ ÷èñåë, ìåíüøèõ x è âçà-
èìíî ïðîñòûõ ñ x, èãðàåò âàæíóþ ðîëü â ñîâðåìåííîé êðèïòîãðàôèè. Äëÿ å¼ âû÷èñ-
ëåíèÿ äî ñèõ ïîð íåèçâåñòíî ýôôåêòèâíûõ (ïîëèíîìèàëüíûõ) àëãîðèòìîâ [5]. Ýòîò
ôàêò, ñðåäè ïðî÷åãî, èñïîëüçóåòñÿ äëÿ îáîñíîâàíèÿ ñòîéêîñòè çíàìåíèòîãî àëãîðèòìà
øèôðîâàíèÿ ñ îòêðûòûì êëþ÷îì RSA [6]. Ïðîáëåìà âû÷èñëåíèÿ ôóíêöèè Ýéëåðà òåñ-
íî ñâÿçàíà ñ èçâåñòíîé ïðîáëåìîé ôàêòîðèçàöèè (ðàçëîæåíèÿ íà ìíîæèòåëè) öåëûõ
÷èñåë: åñëè áû ñóùåñòâîâàë ïîëèíîìèàëüíûé àëãîðèòì äëÿ ïðîáëåìû ôàêòîðèçàöèè,
òî åãî ìîæíî áûëî áû èñïîëüçîâàòü äëÿ ýôôåêòèâíîãî âû÷èñëåíèÿ ôóíêöèè Ýéëåðà.
Îäíàêî äëÿ ïðîáëåìû ôàêòîðèçàöèè òàêæå íåèçâåñòíî ýôôåêòèâíûõ àëãîðèòìîâ [5].

Â äàííîé ðàáîòå èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü ïðîáëåìû âû÷èñëåíèÿ ôóíê-
öèè Ýéëåðà. Äîêàçûâàåòñÿ, ÷òî ïðè óñëîâèè òðóäíîðàçðåøèìîñòè ýòîé ïðîáëåìû
â õóäøåì ñëó÷àå è P = BPP äëÿ íå¼ íå ñóùåñòâóåò ïîëèíîìèàëüíîãî ñèëüíî ãåíå-
ðè÷åñêîãî àëãîðèòìà. Äëÿ ñèëüíî ãåíåðè÷åñêîãî ïîëèíîìèàëüíîãî àëãîðèòìà íåò ýô-
ôåêòèâíîãî ìåòîäà ñëó÷àéíîé ãåíåðàöèè âõîäîâ, íà êîòîðûõ ýòîò àëãîðèòì íå ìîæåò
ðåøèòü ïðîáëåìó. Òàêèì îáðàçîì, ýòîò ðåçóëüòàò îáîñíîâûâàåò ïðèìåíåíèå ïðîáëåìû
âû÷èñëåíèÿ ôóíêöèè Ýéëåðà â êðèïòîãðàôèè ñ îòêðûòûì êëþ÷îì. Çäåñü êëàññ BPP
ñîñòîèò èç ïðîáëåì, ðàçðåøèìûõ çà ïîëèíîìèàëüíîå âðåìÿ íà âåðîÿòíîñòíûõ ìàøèíàõ
Òüþðèíãà. Ñ÷èòàåòñÿ, ÷òî êëàññ BPP ñîâïàäàåò ñ êëàññîì P, òî åñòü ëþáîé ïîëèíî-
ìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì ìîæíî ýôôåêòèâíî äåðàíäîìèçèðîâàòü, ïîñòðîèâ
ïîëèíîìèàëüíûé àëãîðèòì, íå èñïîëüçóþùèé ãåíåðàòîð ñëó÷àéíûõ ÷èñåë è ðåøàþ-
ùèé òó æå ñàìóþ ïðîáëåìó. Õîòÿ ðàâåíñòâî P = BPP äî ñèõ ïîð íå äîêàçàíî, èìåþòñÿ
âåñêèå îñíîâàíèÿ â åãî ïîëüçó [7].

1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Â äàííîé ðàáîòå ìíîæåñòâîì âõîäîâ äëÿ àëãîðèòìîâ ÿâëÿåòñÿ ìíîæåñòâî íàòó-

ðàëüíûõ ÷èñåë N, çàïèñàííûõ â äâîè÷íîé ôîðìå. Ïîä ðàçìåðîì size(x) íàòóðàëüíîãî
÷èñëà x ïîíèìàåòñÿ äëèíà åãî äâîè÷íîé çàïèñè.
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Äëÿ ïîäìíîæåñòâà S ⊆ N îïðåäåëèì ïîñëåäîâàòåëüíîñòü îòíîñèòåëüíûõ ïëîò-

íîñòåé

ρn(S) =
|Sn|
|Nn|

, n = 1, 2, 3, . . . ,

ãäå Nn �ìíîæåñòâî íàòóðàëüíûõ ÷èñåë ðàçìåðà n; Sn = S ∩ Nn. Çäåñü äëÿ ëþáîãî
êîíå÷íîãî ìíîæåñòâà ÷åðåç |A| îáîçíà÷åíî ÷èñëî åãî ýëåìåíòîâ. Ëåãêî ïðîâåðèòü, ÷òî
|Nn| = 2n−1.

Àñèìïòîòè÷åñêîé ïëîòíîñòüþ ìíîæåñòâà S íàçîâ¼ì âåðõíèé ïðåäåë

ρ(S) = lim
n→∞

ρn(S).

Ìíîæåñòâî S íàçûâàåòñÿ ãåíåðè÷åñêèì, åñëè ρ(S)= 1, è ïðåíåáðåæèìûì, åñ-
ëè ρ(S)= 0. Íàçîâ¼ì ìíîæåñòâî S ñèëüíî ïðåíåáðåæèìûì, åñëè ïîñëåäîâàòåëü-
íîñòü ρn(S) ýêñïîíåíöèàëüíî áûñòðî ñõîäèòñÿ ê íóëþ, ò. å. ñóùåñòâóþò êîíñòàíòû σ,
0 < σ < 1, è C > 0, òàêèå, ÷òî äëÿ ëþáîãî n

ρn(S) < Cσn.

Ìíîæåñòâî S íàçûâàåòñÿ ñèëüíî ãåíåðè÷åñêèì, åñëè åãî äîïîëíåíèå N \S ñèëüíî ïðå-
íåáðåæèìî.

Àëãîðèòì A : N→ N ∪ {?} íàçûâàåòñÿ (ñèëüíî) ãåíåðè÷åñêèì, åñëè:

1) A îñòàíàâëèâàåòñÿ íà âñåõ âõîäàõ èç N;
2) ìíîæåñòâî {x ∈ N : A(x) ̸= ?} ÿâëÿåòñÿ (ñèëüíî) ãåíåðè÷åñêèì.
Ãåíåðè÷åñêèé àëãîðèòì A âû÷èñëÿåò ôóíêöèþ f : N→ N, åñëè äëÿ âñåõ x ∈ N(

A(x) ̸= ?
)
⇒
(
A(x) = f(x)

)
.

Èìååòñÿ ñóùåñòâåííîå ðàçëè÷èå ìåæäó ãåíåðè÷åñêè ðàçðåøèìûìè ïðîáëåìàìè è
ñèëüíî ãåíåðè÷åñêè ðàçðåøèìûìè ïðîáëåìàìè. Äëÿ ñèëüíî ãåíåðè÷åñêîãî ïîëèíîìè-
àëüíîãî àëãîðèòìà íåò ýôôåêòèâíîãî ìåòîäà ñëó÷àéíîé ãåíåðàöèè âõîäîâ, íà êîòîðûõ
ýòîò àëãîðèòì íå ìîæåò ðåøèòü ïðîáëåìó. Äîïóñòèì, èìååòñÿ ïðîáëåìà S, ðàçðåøèìàÿ
íà íåêîòîðîì ðàçðåøèìîì çà ïîëèíîìèàëüíîå âðåìÿ ãåíåðè÷åñêîì ìíîæåñòâå G ⊆ N,
äëÿ êîòîðîãî

|G ∩ Nn|
|Nn|

=
n− 1

n
.

Òàêèì îáðàçîì, G� ãåíåðè÷åñêîå, íî íå ñèëüíî ãåíåðè÷åñêîå ìíîæåñòâî. Òåïåðü õîòü è
ïðîáëåìà S ðàçðåøèìà äëÿ ïî÷òè âñåõ âõîäîâ, òåì íå ìåíåå åñòü ýôôåêòèâíûé ñïîñîá
ïîëó÷èòü ¾ïëîõîé¿ âõîä, íà êîòîðîì ãåíåðè÷åñêèé àëãîðèòì íå ðàáîòàåò. Ïîëèíîìè-
àëüíûé àëãîðèòì äëÿ ãåíåðàöèè ïëîõèõ âõîäîâ ñëåäóþùèé:

1) ñãåíåðèðîâàòü ðàâíîìåðíî ñëó÷àéíûé âõîä x ðàçìåðà n;
2) åñëè x ∈ G, ïîâòîðèòü øàã 1, èíà÷å çàêîí÷èòü.
Äåéñòâèòåëüíî, âåðîÿòíîñòü ïîëó÷èòü òîëüêî õîðîøèå âõîäû çà n2 ðàóíäîâ ðàâíà(

n− 1

n

)n2

=

((
1− 1

n

)n)n

→ e−n.

Ïîýòîìó ñ âåðîÿòíîñòüþ, î÷åíü áëèçêîé ê 1, áóäåò ïîëó÷åí ïëîõîé âõîä. Ñ äðóãîé
ñòîðîíû, ëåãêî âèäåòü, ÷òî åñëè ïðîáëåìà ðàçðåøèìà íà ñèëüíî ãåíåðè÷åñêîì ìíî-
æåñòâå, òî òàêîé àëãîðèòì ãåíåðàöèè ïîòðåáóåò ýêñïîíåíöèàëüíîãî ÷èñëà ðàóíäîâ è
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áóäåò íåýôôåêòèâíûì. Äëÿ ïðèëîæåíèé ê êðèïòîãðàôèè ýòî îçíà÷àåò, ÷òî ïðîñòî
ãåíåðè÷åñêàÿ ëåãêîðàçðåøèìîñòü ïðîáëåìû íå äåëàåò ýòó ïðîáëåìó áåñïîëåçíîé äëÿ
ñîçäàíèÿ íà åå îñíîâå êðèïòîñèñòåìû, òàê êàê äëÿ íå¼ ñóùåñòâóåò ýôôåêòèâíàÿ ïðîöå-
äóðà ãåíåðàöèè òðóäíûõ âõîäîâ. Â òî æå âðåìÿ ñèëüíî ãåíåðè÷åñêè ëåãêîðàçðåøèìûå
ïðîáëåìû â ýòîì ñìûñëå áåñïîëåçíû äëÿ êðèïòîãðàôèè.

Íàïîìíèì íåêîòîðûå ïîíÿòèÿ êëàññè÷åñêîé òåîðèè ñëîæíîñòè âû÷èñëåíèé [8]. Âðå-
ìÿ ðàáîòû tM(x) ìàøèíû Òüþðèíãà M íà âõîäå x ∈ N� ýòî ÷èñëî øàãîâ ìàøèíû îò
íà÷àëà ðàáîòû äî îñòàíîâêè. Ìàøèíà Òüþðèíãà M ïîëèíîìèàëüíà, åñëè ñóùåñòâóåò
ïîëèíîì p(n), òàêîé, ÷òî äëÿ ëþáîãî x ∈ N èìååò ìåñòî tM(x) < p(size(x)). Êëàññ P
ñîñòîèò èç ïîäìíîæåñòâ N, ðàñïîçíàâàåìûõ ïîëèíîìèàëüíûìè ìàøèíàìè Òüþðèíãà.

Âåðîÿòíîñòíàÿ ìàøèíà Òüþðèíãà� ýòî ìàøèíà Òüþðèíãà, â ïðîãðàììå êîòîðîé
äîïóñêàþòñÿ ïàðû íåäåòåðìèíèðîâàííûõ ïðàâèë, êîòîðûå îäíîâðåìåííî ïðèìåíèìû
â äàííîé ñèòóàöèè. Â ïðîöåññå ðàáîòû òàêîé ìàøèíû ñ âåðîÿòíîñòüþ 1/2 âûáèðàåòñÿ
ïåðâîå ïðàâèëî è ñ âåðîÿòíîñòüþ 1/2� âòîðîå.

Âðåìÿ ðàáîòû tM(x, τ) âåðîÿòíîñòíîé ìàøèíû Òüþðèíãà íà âõîäå x çàâèñèò îò
âû÷èñëèòåëüíîãî ïóòè (ïîñëåäîâàòåëüíîñòè âûïîëíåííûõ êîìàíä) τ . Âåðîÿòíîñòíàÿ
ìàøèíà Òüþðèíãà M íàçûâàåòñÿ ïîëèíîìèàëüíîé, åñëè ñóùåñòâóåò ïîëèíîì p(n), òà-
êîé, ÷òî äëÿ ëþáîãî x è äëÿ ëþáîãî âû÷èñëèòåëüíîãî ïóòè τ ìàøèíû M íà x èìååò
ìåñòî tM(x, τ) < p(size(x)).

Îáîçíà÷èì ÷åðåç Pr[M(x) = y] âåðîÿòíîñòü òîãî, ÷òî ìàøèíà M íà âõîäå x âûäà¼ò
îòâåò y. Âåðîÿòíîñòíàÿ ìàøèíà M âû÷èñëÿåò ôóíêöèþ f : N → N, åñëè äëÿ ëþáîãî
x ∈ N èìååò ìåñòî (

f(x) = y
)
⇒ Pr[M(x) = y] > 2/3.

Ïðîáëåìà ðàñïîçíàâàíèÿ ìíîæåñòâà S ⊆ N ïðèíàäëåæèò êëàññó BPP, åñëè ñóùåñòâóåò
âåðîÿòíîñòíàÿ ïîëèíîìèàëüíàÿ ìàøèíà Òüþðèíãà M , âû÷èñëÿþùàÿ õàðàêòåðèñòè÷å-
ñêóþ ôóíêöèþ ìíîæåñòâà S:

χS(x) =

{
1, åñëè x ∈ S,
0, åñëè x /∈ S.

Âåðîÿòíîñòíûå ìàøèíû Òüþðèíãà ôîðìàëèçóþò ïîíÿòèå àëãîðèòìà, èñïîëüçóþùåãî
ãåíåðàòîð ñëó÷àéíûõ ÷èñåë. Êëàññ BPP� ýòî êëàññ ïðîáëåì, ýôôåêòèâíî ðåøàåìûõ
òàêèìè âåðîÿòíîñòíûìè àëãîðèòìàìè.

2. Ôóíêöèÿ Ýéëåðà
Ôóíêöèÿ Ýéëåðà φ(x) äëÿ ëþáîãî íàòóðàëüíîãî ÷èñëà x âîçâðàùàåò êîëè÷åñòâî

íàòóðàëüíûõ ÷èñåë, ìåíüøèõ x è âçàèìíî ïðîñòûõ ñ x. Âàæíûì ñâîéñòâîì ýòîé ôóíê-
öèè ÿâëÿåòñÿ å¼ ìóëüòèïëèêàòèâíîñòü: äëÿ ëþáûõ âçàèìíî ïðîñòûõ x è y èìååò ìåñòî
φ(xy) = φ(x)φ(y). Åñëè x = pk11 . . . pkmm �ðàçëîæåíèå ÷èñëà x ïî ñòåïåíÿì ïðîñòûõ, òî

φ(x) = (pk11 − pk1−1
1 ) . . . (pkmm − pkm−1

m ) = x
(
1− 1

p1

)
. . .
(
1− 1

pm

)
. (1)

Â ÷àñòíîñòè, φ(p) = p− 1 äëÿ ëþáîãî ïðîñòîãî p.
Ôîðìóëà (1) ïîêàçûâàåò ñâÿçü ïðîáëåìû âû÷èñëåíèÿ ôóíêöèè Ýéëåðà ñ èçâåñòíîé

ïðîáëåìîé ôàêòîðèçàöèè (ðàçëîæåíèÿ íà ìíîæèòåëè) öåëûõ ÷èñåë: åñëè áû ñóùåñòâî-
âàë ïîëèíîìèàëüíûé àëãîðèòì äëÿ ïðîáëåìû ôàêòîðèçàöèè, òî åãî ìîæíî áûëî áû
èñïîëüçîâàòü äëÿ ýôôåêòèâíîãî âû÷èñëåíèÿ ôóíêöèè Ýéëåðà. Îäíàêî äî ñèõ ïîð äëÿ
ýòèõ äâóõ ïðîáëåì íåèçâåñòíî ïîëèíîìèàëüíûõ àëãîðèòìîâ [5].
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Ëåììà 1. Ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì, êîòîðûé äëÿ ëþáîãî íàòó-
ðàëüíîãî ÷èñëà x è ëþáîãî ïðîñòîãî p, òàêîãî, ÷òî p íå äåëèò x, ïî âõîäó (x, p, φ(xp))
íàõîäèò çíà÷åíèå φ(x).

Äîêàçàòåëüñòâî. Èç ñâîéñòâà ìóëüòèïëèêàòèâíîñòè ôóíêöèè Ýéëåðà ñëåäóåò,
÷òî φ(xp) = (p−1)φ(x). Òàêèì îáðàçîì, èñêîìûé ïîëèíîìèàëüíûé àëãîðèòì ðàáîòàåò
ñëåäóþùèì îáðàçîì: íà âõîä åìó ïîäàþòñÿ ÷èñëà x, p è φ(xp); àëãîðèòì äåëèò φ(xp) íà
p−1 è íàõîäèò çíà÷åíèå φ(x). Ýòî äåëàåòñÿ çà ïîëèíîìèàëüíîå îò ðàçìåðîâ ÷èñåë x, p
è φ(xp) âðåìÿ.

Äëÿ ïðîèçâîëüíîãî íàòóðàëüíîãî ÷èñëà a ðàçìåðà n îïðåäåëèì ìíîæåñòâî

S(a) = {pa : p − ïðîñòîå, size(p) = n2}.

Ëåììà 2. Äëÿ ëþáîãî äîñòàòî÷íî áîëüøîãî a èìååò ìåñòî

|S(a)|
|Nn2+n|

>
1

n22n+1
.

Äîêàçàòåëüñòâî. Îöåíèì ñíèçó ÷èñëî |S(a)|. Çàìåòèì, ÷òî

|S(a)| = π(2n
2

)− π(2n2−1), (2)

ãäå ôóíêöèÿ π(x) îïðåäåëÿåò ÷èñëî ïðîñòûõ ÷èñåë, íå ïðåâîñõîäÿùèõ x. Èç àñèìïòî-
òè÷åñêîãî çàêîíà ðàñïðåäåëåíèÿ ïðîñòûõ ÷èñåë ñëåäóåò, ÷òî äëÿ äîñòàòî÷íî áîëüøèõ x
èìåþò ìåñòî îöåíêè

0,9 · log e · x

log x
< π(x) < 1,1 · log e · x

log x
,

ãäå log x�äâîè÷íûé ëîãàðèôì x. Ïîýòîìó, ó÷èòûâàÿ (2), èìååì

|S(a)| > 0,9 · log e · 2
n2

n2
− 1,1 · log e · 2

n2−1

n2 − 1
= log e · 2n2−1

(
1,8

n2
− 1,1

n2 − 1

)
>

> log e · 2n2−1

(
1,8

n2
− 1,2

n2

)
=

0,6 · log e · 2n2−1

n2
>

2n
2−2

n2
.

Òàê êàê |Nn2+n| = 2n
2+n−1, ïîëó÷àåì

|S(a)|
|Nn2+n|

>
2n

2−2

n2 · 2n2+n−1
=

1

n22n+1
.

Ëåììà 2 äîêàçàíà.

Ëåììà 3. Ïîëèíîìèàëüíûé àëãîðèòì äëÿ âû÷èñëåíèÿ ôóíêöèè Ýéëåðà φ(x) ñó-
ùåñòâóåò òîãäà è òîëüêî òîãäà, êîãäà ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì äëÿ ðàñ-
ïîçíàâàíèÿ ìíîæåñòâà EF = {(x, k) : φ(x) ⩽ k ⩽ x}.

Äîêàçàòåëüñòâî. Ïóñòü ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì äëÿ âû÷èñëå-
íèÿ ôóíêöèè Ýéëåðà. Òîãäà äëÿ òîãî, ÷òîáû îïðåäåëèòü, ïðèíàäëåæèò ëè ïàðà (x, k)
ìíîæåñòâó EF , íàäî ïðîñòî âû÷èñëèòü çíà÷åíèå φ(x) è ñðàâíèòü åãî ñ k.

Îáðàòíî, ïóñòü ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì A äëÿ ðàñïîçíàâàíèÿ ìíî-
æåñòâà EF . Òîãäà äëÿ âû÷èñëåíèÿ çíà÷åíèÿ φ(x) íóæíî äåéñòâîâàòü ñëåäóþùèì îá-
ðàçîì:
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1) L := 1, R := x− 1;
2) C := [(L+R)/2];
3) åñëè (x,C) ∈ EF , òî R := C, èíà÷å L := C;
4) åñëè L ̸= R, òî âåðíóòüñÿ íà øàã 2, èíà÷å ïåðåéòè íà øàã 5;
5) âûäàòü φ(x) = R.

Çäåñü ÷åðåç [x] îáîçíà÷åíà öåëàÿ ÷àñòü ÷èñëà x. Â ýòîì àëãîðèòìå íà êàæäîé èòåðàöèè
óòî÷íÿþòñÿ ãðàíèöû L ⩽ φ(x) ⩽ R äî òåõ ïîð, ïîêà îòðåçîê [L,R] íå ¾ñõëîïíåòñÿ¿
â òî÷êó è ìû íå ïîëó÷èì òî÷íîå çíà÷åíèå φ(x). Òàê êàê äëèíà îòðåçêà íà êàæäîé
èòåðàöèè äåëèòñÿ ïîïîëàì, ÷èñëî èòåðàöèé îãðàíè÷åíî çíà÷åíèåì [log x]�ðàçìåðîì
÷èñëà x. Ïîýòîìó àëãîðèòì ïîëèíîìèàëåí.

3. Îñíîâíîé ðåçóëüòàò
Òåîðåìà 1. Åñëè ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àëãîðèòì,

âû÷èñëÿþùèé ôóíêöèþ Ýéëåðà, òî ñóùåñòâóåò âåðîÿòíîñòíûé ïîëèíîìèàëüíûé àë-
ãîðèòì, âû÷èñëÿþùèé ôóíêöèþ Ýéëåðà íà âñ¼ì ìíîæåñòâå âõîäîâ.

Äîêàçàòåëüñòâî. Ïóñòü ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àë-
ãîðèòì A, âû÷èñëÿþùèé ôóíêöèþ Ýéëåðà. Ïîñòðîèì ïî A âåðîÿòíîñòíûé ïîëèíî-
ìèàëüíûé àëãîðèòì B, âû÷èñëÿþùèé ôóíêöèþ Ýéëåðà íà âñ¼ì ìíîæåñòâå âõîäîâ.
Íà íàòóðàëüíîì ÷èñëå a ðàçìåðà n àëãîðèòì B ðàáîòàåò ñëåäóþùèì îáðàçîì:

1) Ïîâòîðÿåò 4n2 ðàç øàãè 2�9.
2) Ãåíåðèðóåò ñëó÷àéíî ðàâíîâåðîÿòíî íàòóðàëüíîå íå÷¼òíîå ÷èñëî p ðàçìåðà n2.
3) Ñ ïîìîùüþ ïîëèíîìèàëüíîãî àëãîðèòìà Àãðàâàëà �Êàÿëà�Ñàêñåíû [9] ïðî-

âåðÿåò, ÿâëÿåòñÿ ëè p ïðîñòûì ÷èñëîì.
4) Åñëè p ïðîñòîå, ïåðåõîäèò íà øàã 7.
5) Âîçâðàùàåòñÿ íà øàã 2.
6) Åñëè çà 4n2 øàãîâ íå ïîëó÷åíî ïðîñòîå ÷èñëî, òî îñòàíàâëèâàåòñÿ è âûäà¼ò

îòâåò 0.
7) Èíà÷å çàïóñêàåò àëãîðèòì A íà ÷èñëå ap.
8) Åñëè A(ap) = φ(ap), òî, ïî ëåììå 1, íàõîäèò çà ïîëèíîìèàëüíîå âðåìÿ çíà÷åíèå

ôóíêöèè Ýéëåðà äëÿ a.
9) Åñëè A(ap) = ?, òî âûäà¼ò îòâåò 0.

Çàìåòèì, ÷òî ïîëèíîìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì B âûäà¼ò ïðàâèëüíûé îòâåò
íà øàãå 8, à íà øàãàõ 6 è 9 � íåïðàâèëüíûé. Íóæíî äîêàçàòü, ÷òî âåðîÿòíîñòü òîãî,
÷òî îòâåò âûäà¼òñÿ íà øàãå 6 èëè øàãå 9, ìåíüøå 1/3.

Îöåíèì âåðîÿòíîñòü âûäà÷è îòâåòà íà øàãå 6. Ýòî áûâàåò, òîëüêî åñëè çà n2 ðàóí-
äîâ ãåíåðàöèè ÷èñëà p íå áûëî ïîëó÷åíî ïðîñòîå ÷èñëî. Âåðîÿòíîñòü òîãî, ÷òî ïðîñòîå
÷èñëî íå ïîëó÷àåòñÿ çà îäèí ðàóíä, ðàâíà

1− π(2n
2
)− π(2n2−1)

2n2−1
< 1− 2n

2−2

n2 · 2n2−1
= 1− 1

2n2
.

Çäåñü âåðõíÿÿ îöåíêà ïîëó÷àåòñÿ àíàëîãè÷íî äîêàçàòåëüñòâó ëåììû 2. Âåðîÿòíîñòü
òîãî, ÷òî ïðîñòîå ÷èñëî íå ïîëó÷èòñÿ çà âñå 4n2 ðàóíäîâ, íå ïðåâîñõîäèò(

1− 1

2n2

)4n2

< e−2 < 0,15.
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Îöåíèì òåïåðü âåðîÿòíîñòü âûäà÷è îòâåòà íà øàãå 9. ×èñëî a èìååò ðàçìåð n,
çíà÷èò, ðàçìåð ÷èñëà ap ðàâåí n2 + n. Âåðîÿòíîñòü òîãî, ÷òî A(ap) = ?, íå áîëüøå

|{x ∈ N : A(x) = ?}n2+n|
|S(a)|

=
|{x ∈ N : A(x) = ?}n2+n|

|Nn2+n|
|Nn2+n|
|S(a)|

.

Ïî ëåììå 2
|Nn2+n|
|S(a)|

< n22n+1.

Òàê êàê ìíîæåñòâî {x ∈ N : A(x) = ?} ñèëüíî ïðåíåáðåæèìîå, òî ñóùåñòâóåò êîíñòàíòà
α > 0, òàêàÿ, ÷òî

|{x ∈ N : A(x) = ?}n2+n|
|Nn2+n|

<
1

2α(n2+n)

äëÿ ëþáîãî n. Ïîýòîìó èñêîìàÿ âåðîÿòíîñòü îòâåòà íà øàãå 9 íå áîëüøå

n22n+1

2α(n2+n)
=

n2

2α(n2+n)−n−1
< 0,15

ïðè áîëüøèõ n. Òàêèì îáðàçîì, âåðîÿòíîñòü îòâåòà íà øàãàõ 6 è 9 íå ïðåâîñõîäèò
0,15 + 0,15 < 1/3.

Òåîðåìà 2. Åñëè äëÿ âû÷èñëåíèÿ ôóíêöèè Ýéëåðà íå ñóùåñòâóåò ïîëèíîìèàëü-
íîãî àëãîðèòìà è P = BPP, òî äëÿ å¼ âû÷èñëåíèÿ íå ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêîãî
ïîëèíîìèàëüíîãî àëãîðèòìà.

Äîêàçàòåëüñòâî. Ïóñòü ñóùåñòâóåò ñèëüíî ãåíåðè÷åñêèé àëãîðèòì, âû÷èñëÿþ-
ùèé ôóíêöèþ Ýéëåðà. Òîãäà, ïî òåîðåìå 1, ñóùåñòâóåò âåðîÿòíîñòíûé ïîëèíîìèàëü-
íûé àëãîðèòì, âû÷èñëÿþùèé å¼ íà âñ¼ì ìíîæåñòâå âõîäîâ. Ýòîò æå àëãîðèòì ðåøàåò
ïðîáëåìó ðàñïîçíàâàíèÿ ìíîæåñòâà EF , êîòîðàÿ, ïî ëåììå 3, ïîëèíîìèàëüíî ýêâèâà-
ëåíòíà ïðîáëåìå âû÷èñëåíèÿ ôóíêöèè Ýéëåðà. Òàêèì îáðàçîì, ïðîáëåìà EF ëåæèò
â êëàññå BPP. Òàê êàê P = BPP, òî îíà ëåæèò è â êëàññå P, à çíà÷èò, äëÿ ïðîáëåìû
âû÷èñëåíèÿ ôóíêöèè Ýéëåðà ñóùåñòâóåò ïîëèíîìèàëüíûé àëãîðèòì. Ïðîòèâîðå÷èå.

ËÈÒÅÐÀÒÓÐÀ

1. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks // J. Algebra. 2003. V. 264. No. 2. P. 665�694.

2. Ðûáàëîâ À.Í. Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû ðàñïîçíàâàíèÿ êâàäðàòè÷íûõ âû÷å-
òîâ // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2015. �2 (28). Ñ. 54�58.

3. Ðûáàëîâ À.Í. Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû äèñêðåòíîãî ëîãàðèôìà // Ïðèêëàä-
íàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2016. �3 (33). Ñ. 93�97.

4. Ðûáàëîâ À.Í. Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû èçâëå÷åíèÿ êîðíÿ â ãðóïïàõ âû÷å-
òîâ // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2017. �38. Ñ. 95�100.

5. Adleman L.M. and McCurley K. S. Open problems in number theoretic complexity, II //
LNCS. 1994. V. 877. P. 291�322.

6. Rivest R., Shamir A., and Adleman L. Amethod for obtaining digital signatures and public-key
cryptosystems // Commun. ACM. 1978. V. 21. Iss. 2. P. 120�126.

7. Impagliazzo R. and Wigderson A. P=BPP unless E has subexponential circuits:
Derandomizing the XOR Lemma // Proc. 29th STOC. El Paso, ACM, 1997. P. 220�229.

8. Âÿëûé Ì., Êèòàåâ À., Øåíü À. Êëàññè÷åñêèå è êâàíòîâûå âû÷èñëåíèÿ. Ì.: ÌÖÍÌÎ,
×åÐî. 1999. 192 ñ.

9. Agrawal M., Kayal N., and Saxena N. PRIMES is in P // Ann. Math. 2004. V. 160. No. 2.
P. 781�793.



Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû âû÷èñëåíèÿ ôóíêöèè Ýéëåðà 117

REFERENCES

1. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks. J. Algebra, 2003, vol. 264, no. 2, pp. 665�694.

2. Rybalov A.N. O genericheskoy slozhnosti problemy raspoznavaniya kvadratichnykh vychetov
[On generic complexity of the quadratic residuosity problem]. Prikladnaya Diskretnaya
Matematika, 2015, no. 2 (28), pp. 54�58. (in Russian)

3. Rybalov A.N. O genericheskoy slozhnosti problemy diskretnogo logarifma [On generic
complexity of the discrete logarithm problem]. Prikladnaya Diskretnaya Matematika, 2016,
no. 3 (33), pp. 93�97. (in Russian)

4. Rybalov A.N. O genericheskoy slozhnosti problemy izvlecheniya kornya v gruppakh vychetov
[On generic complexity of the problem of �nding roots in groups of residues]. Prikladnaya
Diskretnaya Matematika, 2017, no. 38, pp. 95�100. (in Russian)

5. Adleman L.M. and McCurley K. S. Open problems in number theoretic complexity, II. LNCS,
1994, vol. 877, pp. 291�322.

6. Rivest R., Shamir A., and Adleman L. Amethod for obtaining digital signatures and public-key
cryptosystems. Commun. ACM, 1978, vol. 21, iss. 2, pp. 120�126.

7. Impagliazzo R. and Wigderson A. P=BPP unless E has subexponential circuits:
Derandomizing the XOR Lemma. Proc. 29th STOC, El Paso, ACM, 1997, pp. 220�229.

8. Vyalyy M., Kitaev A., and Shen' A. Klassicheskie i kvantovye vychisleniya [Classical and
Quantum Computations]. Moscow, MÑCME, CheRo, 1999. 192 p. (in Russian)

9. Agrawal M., Kayal N., and Saxena N. PRIMES is in P. Ann. Math., 2004, vol. 160, no. 2,
pp. 781�793.


