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Èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü ïðîáëåìû äèñêðåòíîãî ëîãàðèôìà â ïîñëåäî-
âàòåëüíîñòÿõ Ëþêà. Ýòà ïðîáëåìà áûëà èñïîëüçîâàíà â 1990-å ãîäû íîâîçåëàíä-
ñêèì êðèïòîãðàôîì Ï. Ñìèòîì äëÿ ñîçäàíèÿ àíàëîãà êëàññè÷åñêîãî ïðîòîêîëà
Äèôôè � Õåëëìàíà, â êîòîðîì âîçâåäåíèå â ñòåïåíü ïî öåëîìó ìîäóëþ çàìåíÿ-
åòñÿ íà îïåðàöèþ ñëîæåíèÿ ýëåìåíòîâ ïîñëåäîâàòåëüíîñòè Ëþêà. Äîêàçûâàåòñÿ,
÷òî ïðè óñëîâèè òðóäíîðàçðåøèìîñòè ïðîáëåìû äèñêðåòíîãî ëîãàðèôìà â ïîñëå-
äîâàòåëüíîñòÿõ Ëþêà â õóäøåì ñëó÷àå è P = BPP ñóùåñòâóåò ïîäïðîáëåìà ýòîé
ïðîáëåìû, äëÿ êîòîðîé íåò ïîëèíîìèàëüíîãî ãåíåðè÷åñêîãî àëãîðèòìà. Òàêèì
îáðàçîì, îáîñíîâàíî ïðèìåíåíèå äàííîé àëãîðèòìè÷åñêîé ïðîáëåìû â êðèïòî-
ãðàôèè ñ îòêðûòûì êëþ÷îì, ãäå âàæíà ãåíåðè÷åñêàÿ òðóäíîðàçðåøèìîñòü, òî
åñòü òðóäíîðàçðåøèìîñòü äëÿ ïî÷òè âñåõ âõîäîâ. Äëÿ äîêàçàòåëüñòâà èñïîëüçó-
åòñÿ ìåòîä ãåíåðè÷åñêîé àìïëèôèêàöèè, êîòîðûé ïîçâîëÿåò ñòðîèòü ãåíåðè÷åñêè
òðóäíûå ïðîáëåìû èç ïðîáëåì, òðóäíûõ â õóäøåì ñëó÷àå. Îñíîâíûì ýòàïîì ýòîãî
ìåòîäà ÿâëÿåòñÿ îáúåäèíåíèå ýêâèâàëåíòíûõ âõîäîâ â äîñòàòî÷íî áîëüøèå ìíî-
æåñòâà. Ýêâèâàëåíòíîñòü âõîäîâ îçíà÷àåò, ÷òî ðàññìàòðèâàåìàÿ ïðîáëåìà íà íèõ
ðåøàåòñÿ îäèíàêîâî.

Êëþ÷åâûå ñëîâà: ãåíåðè÷åñêàÿ ñëîæíîñòü, ïîñëåäîâàòåëüíîñòè Ëþêà, äèñ-

êðåòíûé ëîãàðèôì.

ON THE GENERIC COMPLEXITY OF THE DISCRETE LOGARITHM
PROBLEM IN LUCAS SEQUENCES

A.N. Rybalov

Sobolev Institute of Mathematics, Omsk, Russia

In this paper, we study the generic complexity of the discrete logarithm problem
over Lucas sequences. This problem was exploited in the 1990s by the New Zealand
cryptographer P. Smith to create an analogue of the classic Diffie — Hellman protocol,
in which exponentiation modulo an integer is replaced by the operation of adding the
elements of the Lucas sequence. It is proved that, given the worst-case intractability
of the discrete logarithm problem in Lucas sequences and P = BPP, there exists
a subproblem of this problem for which there is no polynomial generic algorithm.

1Ðàáîòà ïîääåðæàíà ãðàíòîì Ðîññèéñêîãî íàó÷íîãî ôîíäà �22-11-20019.
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Thus, this result justifies the application of this algorithmic problem to public-key
cryptography, where generic hardness is very important, i.e., hardness for almost all
inputs. To prove the theorem, we use the method of generic amplification, which
allows us to construct generically hard problems from problems that are hard in the
classical sense. The main component of this method is the cloning technique, which
combines the input data of a problem into sufficiently large sets of equivalent input
data. Equivalence is understood in the sense that the problem is solved similarly for
them.

Keywords: generic complexity, Lucas sequences, discrete logarithm.

Ââåäåíèå
Ïîñëåäîâàòåëüíîñòè Ëþêà� ýòî ëèíåéíûå ðåêóððåíòíûå ïîñëåäîâàòåëüíîñòè öå-

ëûõ ÷èñåë âòîðîãî ïîðÿäêà, ÿâëÿþùèåñÿ îáîáùåíèåì êëàññè÷åñêîé ïîñëåäîâàòåëüíî-
ñòè ÷èñåë Ôèáîíà÷÷è. Â 1990-å ãîäû íîâîçåëàíäñêèé êðèïòîãðàô Ï. Ñìèò ïðåäëî-
æèë èñïîëüçîâàòü ïîñëåäîâàòåëüíîñòè Ëþêà äëÿ ñîçäàíèÿ êðèïòîñèñòåìû ñ îòêðû-
òûì êëþ÷îì [1], ÿâëÿþùåéñÿ àíàëîãîì çíàìåíèòîé ñèñòåìû RSA, à òàêæå äëÿ ñîçäà-
íèÿ àíàëîãà ïðîòîêîëà Äèôôè�Õåëëìàíà [2], îñíîâàííîãî íà ïðîáëåìå äèñêðåòíîãî
ëîãàðèôìà â ýòèõ ïîñëåäîâàòåëüíîñòÿõ. Îñíîâíîé ÷åðòîé ýòèõ àëãîðèòìîâ ÿâëÿåòñÿ
èñïîëüçîâàíèå îïåðàöèè ñëîæåíèÿ ýëåìåíòîâ ïîñëåäîâàòåëüíîñòåé Ëþêà âìåñòî âîç-
âåäåíèÿ â ñòåïåíü ïî öåëîìó ìîäóëþ, êàê â êëàññè÷åñêèõ àëãîðèòìàõ RSA è Äèôôè�
Õåëëìàíà. Âïîñëåäñòâèè ïðîâîäèëñÿ êðèïòîàíàëèç ïðåäëîæåííûõ ñèñòåì [3], îäíàêî
îíè äî ñèõ ïîð ñ÷èòàþòñÿ ñòîéêèìè.

Â ñîâðåìåííîé êðèïòîãðàôèè âàæíî, ÷òîáû àëãîðèòìè÷åñêàÿ ïðîáëåìà, ëåæàùàÿ
â îñíîâå ñòîéêîñòè êðèïòîñèñòåìû ñ îòêðûòûì êëþ÷îì, ÿâëÿÿñü (ãèïîòåòè÷åñêè) òðóä-
íîé â êëàññè÷åñêîì ñìûñëå, îñòàâàëàñü òðóäíîé è â ãåíåðè÷åñêîì ñìûñëå [4], ò. å. äëÿ
ïî÷òè âñåõ âõîäîâ. Ýòî îáúÿñíÿåòñÿ òåì, ÷òî ïðè ñëó÷àéíîé ãåíåðàöèè êëþ÷åé â êðèï-
òîãðàôè÷åñêîì àëãîðèòìå ïðîèñõîäèò ãåíåðàöèÿ âõîäà àëãîðèòìè÷åñêîé ïðîáëåìû,
ëåæàùåé â îñíîâå àëãîðèòìà. Åñëè ýòà ïðîáëåìà áóäåò ëåãêîðàçðåøèìîé ïî÷òè âñå-
ãäà, òî äëÿ ïî÷òè âñåõ òàêèõ âõîäîâ å¼ ìîæíî áóäåò áûñòðî ðåøèòü è êëþ÷è ïî÷òè
âñåãäà áóäóò íåñòîéêèìè. Ïîýòîìó ïðîáëåìà äîëæíà áûòü òðóäíîé äëÿ ïî÷òè âñåõ
âõîäîâ. Íàïðèìåð, òàêèì ïîâåäåíèåì îáëàäàþò êëàññè÷åñêèå àëãîðèòìè÷åñêèå ïðî-
áëåìû êðèïòîãðàôèè: ïðîáëåìà ðàñïîçíàâàíèÿ êâàäðàòè÷íûõ âû÷åòîâ [5], ïðîáëåìà
äèñêðåòíîãî ëîãàðèôìà [6], ïðîáëåìà èçâëå÷åíèÿ êîðíÿ â ãðóïïàõ âû÷åòîâ [7] (îáðà-
ùåíèÿ ôóíêöèè RSA).

Â äàííîé ðàáîòå èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü ïðîáëåìû äèñêðåòíîãî ëîãà-
ðèôìà â ïîñëåäîâàòåëüíîñòÿõ Ëþêà. Äîêàçûâàåòñÿ, ÷òî ïðè óñëîâèè å¼ òðóäíîðàçðå-
øèìîñòè â õóäøåì ñëó÷àå è P = BPP ìîæíî âûäåëèòü ïîäïðîáëåìó ýòîé ïðîáëåìû,
äëÿ êîòîðîé íå ñóùåñòâóåò ïîëèíîìèàëüíîãî ãåíåðè÷åñêîãî àëãîðèòìà. Êëàññ BPP ñî-
ñòîèò èç ïðîáëåì, ðàçðåøèìûõ çà ïîëèíîìèàëüíîå âðåìÿ íà âåðîÿòíîñòíûõ ìàøèíàõ
Òüþðèíãà. Ñ÷èòàåòñÿ, ÷òî êëàññ BPP ñîâïàäàåò ñ êëàññîì P, òî åñòü ëþáîé ïîëèíî-
ìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì ìîæíî ýôôåêòèâíî äåðàíäîìèçèðîâàòü, ïîñòðîèâ
ïîëèíîìèàëüíûé àëãîðèòì, íå èñïîëüçóþùèé ãåíåðàòîð ñëó÷àéíûõ ÷èñåë è ðåøàþ-
ùèé òó æå ñàìóþ ïðîáëåìó. Õîòÿ ðàâåíñòâî P = BPP äî ñèõ ïîð íå äîêàçàíî, èìåþòñÿ
âåñêèå îñíîâàíèÿ â åãî ïîëüçó [8].
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1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Ïóñòü I �íåêîòîðîå ìíîæåñòâî âõîäîâ. Äëÿ ïîäìíîæåñòâà S ⊆ I îïðåäåëèì ïîñëå-

äîâàòåëüíîñòü îòíîñèòåëüíûõ ïëîòíîñòåé

ρn(S) =
|Sn|
|In|

, n = 1, 2, 3, . . . ,

ãäå In �ìíîæåñòâî âõîäîâ ðàçìåðà n; Sn = S ∩ In. Àñèìïòîòè÷åñêîé ïëîòíîñòüþ

ìíîæåñòâà S íàçîâ¼ì âåðõíèé ïðåäåë

ρ(S) = lim
n→∞

ρn(S).

Ìíîæåñòâî S íàçûâàåòñÿ ãåíåðè÷åñêèì, åñëè ρ(S)=1, è ïðåíåáðåæèìûì, åñëè ρ(S)=0.
Î÷åâèäíî, ÷òî S ãåíåðè÷åñêîå òîãäà è òîëüêî òîãäà, êîãäà åãî äîïîëíåíèå I \S ïðåíå-
áðåæèìî.

Àëãîðèòì A ñ ìíîæåñòâîì âõîäîâ I è ìíîæåñòâîì âûõîäîâ J ∪ {?} (? /∈ J) íàçû-
âàåòñÿ ãåíåðè÷åñêèì, åñëè

1) A îñòàíàâëèâàåòñÿ íà âñåõ âõîäàõ èç I;
2) ìíîæåñòâî {x ∈ I : A(x) ̸= ?} ÿâëÿåòñÿ ãåíåðè÷åñêèì.
Ãåíåðè÷åñêèé àëãîðèòì A âû÷èñëÿåò ôóíêöèþ f : I → I, åñëè äëÿ âñåõ x ∈ I(

A(x) ̸= ?
)
⇒

(
A(x) = f(x)

)
.

Íàïîìíèì íåêîòîðûå ïîíÿòèÿ êëàññè÷åñêîé òåîðèè ñëîæíîñòè âû÷èñëåíèé. Âðåìÿ
ðàáîòû tM(x) ìàøèíû Òüþðèíãà M íà âõîäå x ∈ I � ýòî ÷èñëî øàãîâ ìàøèíû îò
íà÷àëà ðàáîòû äî îñòàíîâêè. Ìàøèíà Òüþðèíãà M ïîëèíîìèàëüíà, åñëè ñóùåñòâóåò
ïîëèíîì p(n), òàêîé, ÷òî äëÿ ëþáîãî x ∈ I èìååò ìåñòî tM(x) < p(size(x)). Êëàññ P
ñîñòîèò èç ïîäìíîæåñòâ I, ðàñïîçíàâàåìûõ ïîëèíîìèàëüíûìè ìàøèíàìè Òüþðèíãà.

Âåðîÿòíîñòíàÿ ìàøèíà Òüþðèíãà� ýòî ìàøèíà Òüþðèíãà, â ïðîãðàììå êîòîðîé
äîïóñêàþòñÿ ïàðû íåäåòåðìèíèðîâàííûõ ïðàâèë, êîòîðûå îäíîâðåìåííî ïðèìåíèìû
â äàííîé ñèòóàöèè. Â ïðîöåññå ðàáîòû òàêîé ìàøèíû ñ âåðîÿòíîñòüþ 1/2 âûáèðàåòñÿ
ïåðâîå ïðàâèëî è ñ âåðîÿòíîñòüþ 1/2� âòîðîå. Âðåìÿ ðàáîòû tM(x, τ) âåðîÿòíîñòíîé
ìàøèíû Òüþðèíãà íà âõîäå x çàâèñèò îò âû÷èñëèòåëüíîãî ïóòè (ïîñëåäîâàòåëüíî-
ñòè âûïîëíåííûõ êîìàíä) τ . Âåðîÿòíîñòíàÿ ìàøèíà Òüþðèíãà M íàçûâàåòñÿ ïîëè-

íîìèàëüíîé, åñëè ñóùåñòâóåò ïîëèíîì p(n), òàêîé, ÷òî äëÿ ëþáîãî x è äëÿ ëþáîãî
âû÷èñëèòåëüíîãî ïóòè τ ìàøèíû M íà x èìååò ìåñòî tM(x, τ) < p(size(x)).

Îáîçíà÷èì ÷åðåç Pr[M(x) = y] âåðîÿòíîñòü òîãî, ÷òî ìàøèíà M íà âõîäå x âûäà¼ò
îòâåò y. Âåðîÿòíîñòíàÿ ìàøèíà M âû÷èñëÿåò ôóíêöèþ f : I → I, åñëè äëÿ ëþáîãî
x ∈ I âûïîëíÿåòñÿ (

f(x) = y
)
⇒ Pr[M(x) = y] > 2/3.

Ïðîáëåìà ðàñïîçíàâàíèÿ ìíîæåñòâà S ⊆ I ïðèíàäëåæèò êëàññó BPP, åñëè ñóùåñòâóåò
âåðîÿòíîñòíàÿ ïîëèíîìèàëüíàÿ ìàøèíà Òüþðèíãà M , âû÷èñëÿþùàÿ õàðàêòåðèñòè÷å-
ñêóþ ôóíêöèþ ìíîæåñòâà S:

χS(x) =

{
1, åñëè x ∈ S,
0, åñëè x /∈ S.

Âåðîÿòíîñòíûå ìàøèíû Òüþðèíãà ôîðìàëèçóþò ïîíÿòèå àëãîðèòìà, èñïîëüçóþ-
ùåãî ãåíåðàòîð ñëó÷àéíûõ ÷èñåë. Êëàññ BPP� ýòî êëàññ ïðîáëåì, ýôôåêòèâíî ðåøà-
åìûõ òàêèìè âåðîÿòíîñòíûìè àëãîðèòìàìè.



Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû äèñêðåòíîãî ëîãàðèôìà 119

2. Ïîñëåäîâàòåëüíîñòè Ëþêà è ïðîáëåìà äèñêðåòíîãî ëîãàðèôìà
Ïîñëåäîâàòåëüíîñòü Ëþêà� ýòî ðåêóððåíòíàÿ ïîñëåäîâàòåëüíîñòü ïàð öåëûõ ÷è-

ñåë
(
Un(P,Q), Vn(P,Q)

)
, îïðåäåëÿåìàÿ ñëåäóþùèì îáðàçîì:

U0(P,Q) = 0, U1(P,Q) = 1,

V0(P,Q) = 2, V1(P,Q) = P,

Un+2(P,Q) = P · Un+1(P,Q)−Q · Un(P,Q), n ⩾ 0,

Vn+2(P,Q) = P · Vn+1(P,Q)−Q · Vn(P,Q), n ⩾ 0.

×èñëà Ôèáîíà÷÷è ÿâëÿþòñÿ ÷àñòíûì ñëó÷àåì ïîñëåäîâàòåëüíîñòè Ëþêà {Un(1,−1)}.
Ïîñëåäîâàòåëüíîñòè Ëþêà îáëàäàþò ìàññîé èíòåðåñíûõ ñâîéñòâ [3]. Ïåðå÷èñëèì òå
èç íèõ, êîòîðûå íàì ïîíàäîáÿòñÿ â äàëüíåéøåì. Ïóñòü p�ïðîñòîå ÷èñëî, òîãäà äëÿ
ëþáûõ n, P,Q èìååò ìåñòî

Vn(P mod p,Q mod p) = Vn(P,Q) mod p.

Äëÿ ëþáûõ n, k, P,Q âûïîëíÿåòñÿ

Vnk(P,Q) = Vn(Vk(P,Q), Q
k). (1)

Ïî ïðîñòîìó ìîäóëþ p ïîñëåäîâàòåëüíîñòü {Vn(P,Q) : n = 1, . . .} ïåðèîäè÷íà ñ íåêî-
òîðûì ïåðèîäîì, ÿâëÿþùèìñÿ äåëèòåëåì ÷èñëà p2− 1. Äðóãèìè ñëîâàìè, èìååò ìåñòî

Vn(P,Q) mod p = Vn mod (p2−1)(P,Q) mod p.

Îïèøåì ðåàëèçàöèþ ïðîòîêîëà Äèôôè�Õåëëìàíà (LUCDIF) ñ ïîìîùüþ ïîñëå-
äîâàòåëüíîñòåé Ëþêà [2]:

1) Ñíà÷àëà Àëèñà âûáèðàåò ïðîñòîå ÷èñëî p, ÷èñëî g < p è ñåêðåòíîå ÷èñëî a < p.
2) Çàòåì Àëèñà âû÷èñëÿåò Va(g, 1) mod p.
3) Ïîñëå ýòîãî Àëèñà îòïðàâëÿåò Áîáó ñîîáùåíèå (Va(g, 1) mod p, p, g).
4) Áîá âûáèðàåò ñâî¼ ñåêðåòíîå ÷èñëî b < p. Èñïîëüçóÿ åãî, îí ïîëó÷àåò îáùèé

ñåêðåòíûé êëþ÷ Vb(Va(g, 1), 1) mod p.
5) Çàòåì Áîá îòïðàâëÿåò Àëèñå ñîîáùåíèå Vb(g, 1) mod p.
6) Àëèñà, â ñâîþ î÷åðåäü, âû÷èñëÿåò îáùèé ñåêðåòíûé êëþ÷ Va(Vb(g, 1), 1) mod p.

Èç ñâîéñòâà (1) ñëåäóåò, ÷òî îáùèé êëþ÷ ó íèõ áóäåò îäèí è òîò æå:

Vb(Va(g, 1), 1) = Vab(g, 1) = Va(Vb(g, 1), 1).

Êðèïòîñòîéêîñòü ýòîãî ïðîòîêîëà áàçèðóåòñÿ íà ñëîæíîñòè ïðîáëåìû äèñêðåòíîãî
ëîãàðèôìà äëÿ ïîñëåäîâàòåëüíîñòè Ëþêà {Vn(g, 1) : n ∈ N}. Îïèøåì ýòó ïðîáëåìó.

Ïóñòü L(g, p)�ìíîæåñòâî âñåõ ÷èñåë Ëþêà Vn(g, 1) ïî ìîäóëþ p. Ïðîáëåìà äèñ-

êðåòíîãî ëîãàðèôìà äëÿ ïîñëåäîâàòåëüíîñòè Ëþêà ñîñòîèò â âû÷èñëåíèè ôóíêöèè
dll : I → N, ãäå I �ìíîæåñòâî òðîåê (a, g, p), òàêèõ, ÷òî p�ôèêñèðîâàííîå ïðîñòîå
÷èñëî, g�ôèêñèðîâàííîå íàòóðàëüíîå ÷èñëî g < p, a�ïðîèçâîëüíîå ÷èñëî èç L(g, p).
Ôóíêöèÿ dll îïðåäåëÿåòñÿ ñëåäóþùèì îáðàçîì:

dll(a, g, p) = x ⇔ a = Vx(g, p).

Ïîä ðàçìåðîì âõîäà ïîíèìàåòñÿ ÷èñëî ðàçðÿäîâ â äâîè÷íîé çàïèñè ÷èñëà p. Â íà-
ñòîÿùåå âðåìÿ íåèçâåñòíî [3] ïîëèíîìèàëüíûõ àëãîðèòìîâ (äàæå âåðîÿòíîñòíûõ) äëÿ
âû÷èñëåíèÿ ôóíêöèè dll.
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Äëÿ èçó÷åíèÿ ãåíåðè÷åñêîé ñëîæíîñòè ýòîé ïðîáëåìû íåîáõîäèìî ïðîâåñòè ñòðàòè-
ôèêàöèþ íà ìíîæåñòâå âõîäîâ. Ðàññìîòðèì ëþáóþ áåñêîíå÷íóþ ïîñëåäîâàòåëüíîñòü
ïðîñòûõ ÷èñåë

π = {p1, p2, . . . , pn, . . .},
óäîâëåòâîðÿþùóþ óñëîâèþ 2n ⩽ pn < 2n+1 äëÿ ëþáîãî n. Áóäåì íàçûâàòü òàêóþ ïî-
ñëåäîâàòåëüíîñòü ýêñïîíåíöèàëüíîé. Îïðåäåëèì ôóíêöèþ dllπ êàê îãðàíè÷åíèå ôóíê-
öèè dll íà ìíîæåñòâî òðîåê (a, g, p), òàêèõ, ÷òî p ∈ π. Äëÿ ýòîé ôóíêöèè ìíîæåñòâî
âñåõ âõîäîâ ðàçìåðà n ñîñòîèò èç òðîåê (a, g, p) ñ ôèêñèðîâàííûìè g, p è ïðîèçâîëüíûì
a ∈ L(g, p). Î÷åâèäíî, ÷òî ïðîáëåìà âû÷èñëåíèÿ dllπ ÿâëÿåòñÿ ïîäïðîáëåìîé âû÷èñ-
ëåíèÿ dll. Ñëåäóþùàÿ ëåììà ïîêàçûâàåò, ÷òî íåêîòîðûå òàêèå ïîäïðîáëåìû òàê æå
âû÷èñëèòåëüíî òðóäíû, êàê è îðèãèíàëüíàÿ ïðîáëåìà.

Ëåììà 1. Åñëè íå ñóùåñòâóåò ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ
âû÷èñëåíèÿ ôóíêöèè dll, òî íàéä¼òñÿ òàêàÿ ýêñïîíåíöèàëüíàÿ ïîñëåäîâàòåëüíîñòü
ïðîñòûõ ÷èñåë π, ÷òî è äëÿ âû÷èñëåíèÿ ôóíêöèè dllπ íåò ïîëèíîìèàëüíîãî âåðîÿò-
íîñòíîãî àëãîðèòìà.

Äîêàçàòåëüñòâî. Ïóñòü P1, P2, . . .� âñå ïîëèíîìèàëüíûå âåðîÿòíîñòíûå àëãî-
ðèòìû. Èç ïðåäïîëîæåíèÿ î íåñóùåñòâîâàíèè ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àë-
ãîðèòìà äëÿ âû÷èñëåíèÿ dll ñëåäóåò, ÷òî äëÿ ëþáîãî àëãîðèòìà Pn íàéä¼òñÿ áåñêî-
íå÷íî ìíîãî òðîåê (a, g, p), äëÿ êîòîðûõ îí íå ìîæåò âû÷èñëèòü dll. Òîãäà ìîæíî
âûáðàòü ïîñëåäîâàòåëüíîñòü π′ = {p1, p2, . . .} òàê, ÷òîáû àëãîðèòì Pn íå âû÷èñëÿë dll
äëÿ (an, gn, pn) è äëÿ ëþáîãî n âûïîëíÿëîñü áû pn+1 > 2pn, è ðàñøèðèòü π′ äî ýêñïî-
íåíöèàëüíîé ïîñëåäîâàòåëüíîñòè π, äîáàâèâ, ãäå íóæíî, íîâûå ÷ëåíû. Çàìåòèì, ÷òî
äëÿ âû÷èñëåíèÿ ôóíêöèè dllπ íå ñóùåñòâóåò ïîëèíîìèàëüíîãî àëãîðèòìà.

3. Îñíîâíîé ðåçóëüòàò
Òåîðåìà 1. Ïóñòü π�ëþáàÿ ýêñïîíåíöèàëüíàÿ ïîñëåäîâàòåëüíîñòü ïðîñòûõ ÷è-

ñåë. Åñëè ñóùåñòâóåò ïîëèíîìèàëüíûé ãåíåðè÷åñêèé àëãîðèòì, âû÷èñëÿþùèé ôóíê-
öèþ dllπ, òî ñóùåñòâóåò ïîëèíîìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì, âû÷èñëÿþùèé dllπ
äëÿ âñåõ âõîäîâ.

Äîêàçàòåëüñòâî. Ïóñòü ïîëèíîìèàëüíûé ãåíåðè÷åñêèé àëãîðèòì A âû÷èñëÿ-
åò ôóíêöèþ dllπ. Ïîñòðîèì âåðîÿòíîñòíûé ïîëèíîìèàëüíûé àëãîðèòì B, âû÷èñëÿþ-
ùèé dllπ íà âñ¼ì ìíîæåñòâå âõîäîâ. Àëãîðèòì B íà âõîäå (a, g, p) ðàçìåðà n ðàáîòàåò
ñëåäóþùèì îáðàçîì:

1) Ïîâòîðÿåò n ðàç:
2) ãåíåðèðóåò ñëó÷àéíî è ðàâíîìåðíî b ∈ {1, . . . , p2 − 2};
3) ñ ïîìîùüþ àëãîðèòìà Åâêëèäà âû÷èñëÿåò (b, p2 − 1);
4) åñëè (b, p2 − 1) = 1, ïåðåõîäèò íà øàã 7;
5) âîçâðàùàåòñÿ íà øàã 2;
6) åñëè ïîñëå n ïîïûòîê íå ïîëó÷åíî b, âçàèìíî ïðîñòîå ñ p2 − 1, âûäà¼ò 0;
7) âû÷èñëÿåò a′ = Vb(a, 1) mod p;
8) çàïóñêàåò àëãîðèòì A íà (a′, g, p);
9) åñëè A(a′, g, p) = y ∈ N, òî ïî ñâîéñòâó (1)

a′ = Vb(a, 1) mod p = Vb(Vx(g, 1), 1) mod p = Vbx(g, 1) mod p.

Çíà÷èò, y = bx (mod (p2 − 1)), îòêóäà x = yb−1 mod (p2 − 1) íàõîäèòñÿ ýôôåê-
òèâíî ñ ïîìîùüþ ðàñøèðåííîãî àëãîðèòìà Åâêëèäà;

10) åñëè A(a′, g, p) = ?, òî âûäà¼ò 0.
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Àëãîðèòì B ìîæåò âûäàòü íåïðàâèëüíûé îòâåò íà øàãå 6 èëè øàãå 10. Äîêàæåì, ÷òî
âåðîÿòíîñòü ýòîãî ìåíüøå 1/2.

Âåðîÿòíîñòü âûäàòü îòâåò íà øàãå 6 ðàâíà(
1− φ(p2 − 1)

p2 − 3

)n

<
(
1− C

log n

)n

< e−Cn/logn < 1/4

äëÿ äîñòàòî÷íî áîëüøèõ n. Çäåñü φ(x)�ôóíêöèÿ Ýéëåðà (êîëè÷åñòâî íàòóðàëüíûõ
÷èñåë, ìåíüøèõ x è âçàèìíî ïðîñòûõ ñ x); èñïîëüçîâàíà ñëåäóþùàÿ îöåíêà äëÿ ôóíê-
öèè Ýéëåðà [9]:

φ(x) >
Cx

log log x

äëÿ íåêîòîðîé êîíñòàíòû C > 0.
Îöåíèì âåðîÿòíîñòü âûäàòü îòâåò íà øàãå 10. Çíà÷åíèå a′ = Vb(a, 1) mod p =

= Vbx mod (p2−1)(g, 1) mod p ïðîáåãàåò âñå ýëåìåíòû L(g, p), òàê êàê bx mod (p2 − 1) ïðè
b ∈ {1, . . . , p2 − 2}, òàêèõ, ÷òî (b, p2 − 1) = 1, ïðèíèìàåò âñå çíà÷åíèÿ èç ìíîæåñòâà
{1, . . . , p− 1}. Ïîýòîìó ìíîæåñòâî{

(a′, g, p) : b ∈ {1, . . . , p2 − 2}
}

ñîâïàäàåò ñ ìíîæåñòâîì âñåõ âõîäîâ ðàçìåðà n. Íî àëãîðèòì A ãåíåðè÷åñêèé, ïîýòî-
ìó äîëÿ òåõ âõîäîâ (a′, g, p), íà êîòîðûõ îí âûäà¼ò íåîïðåäåë¼ííûé îòâåò, ñòðåìèòñÿ
ê íóëþ ñ ðîñòîì n è ñ íåêîòîðîãî ìîìåíòà ñòàíîâèòñÿ ìåíüøå 1/4.

Íåïîñðåäñòâåííûì ñëåäñòâèåì òåîðåìû 1 ÿâëÿåòñÿ ñëåäóþùàÿ

Òåîðåìà 2. Åñëè äëÿ âû÷èñëåíèÿ ôóíêöèè dll íå ñóùåñòâóåò ïîëèíîìèàëüíîãî
âåðîÿòíîñòíîãî àëãîðèòìà, òî ñóùåñòâóåò ýêñïîíåíöèàëüíàÿ ïîñëåäîâàòåëüíîñòü ïðî-
ñòûõ ÷èñåë π, òàêàÿ, ÷òî äëÿ âû÷èñëåíèÿ ôóíêöèè dllπ íå ñóùåñòâóåò ãåíåðè÷åñêîãî
ïîëèíîìèàëüíîãî àëãîðèòìà.

Àâòîð âûðàæàåò áëàãîäàðíîñòü ðåöåíçåíòó çà ïîëåçíûå çàìå÷àíèÿ è ïðåäëîæåíèÿ
ïî óëó÷øåíèþ òåêñòà ñòàòüè.
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