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Ðàññìàòðèâàåòñÿ ïðîáëåìà îöåíêè âû÷èñëèòåëüíîé ñëîæíîñòè îïðåäåë¼ííûõ
êëàññîâ ïîäñòàíîâîê, îáëàäàþùèõ TU -ïðåäñòàâëåíèåì. Â êà÷åñòâå ìåòðèê âûáðà-
íû êîìáèíàöèîííàÿ ñëîæíîñòü è ãëóáèíà ôóíêöèè, çàäàþùåé äàííóþ ïîäñòàíîâ-
êó. Äëÿ ïîëó÷åíèÿ îöåíîê èññëåäóåòñÿ ïðåäñòàâëåíèå ýëåìåíòîâ ïîëÿ â ðàçëè÷-
íûõ áàçèñàõ: ïîëèíîìèàëüíîì, íîðìàëüíîì, ñìåøàííîì, à òàêæå ñ èñïîëüçîâà-
íèåì PRR- è RRB-ïðåäñòàâëåíèé ýëåìåíòîâ ïîëÿ. Îñíîâíîå âíèìàíèå óäåëÿåòñÿ
àíàëèçó ðàçëè÷íûõ ïðåäñòàâëåíèé ýëåìåíòîâ ïîëÿ è èõ âëèÿíèþ íà âû÷èñëè-
òåëüíóþ ñëîæíîñòü. Êîìáèíàöèîííàÿ ñëîæíîñòü îöåíèâàåòñÿ íà îñíîâå êîëè÷å-
ñòâà ýëåìåíòàðíûõ îïåðàöèé, íåîáõîäèìûõ äëÿ ðåàëèçàöèè ïîäñòàíîâêè; ãëóáèíà
ôóíêöèè îïðåäåëÿåòñÿ êàê ìàêñèìàëüíîå êîëè÷åñòâî ëîãè÷åñêèõ óðîâíåé â ñõåìå.
Èçó÷åíèå ðàçëè÷íûõ áàçèñîâ ïîçâîëÿåò âûÿâèòü íàèáîëåå ýôôåêòèâíûå ñïîñîáû
ïðåäñòàâëåíèÿ, ñïîñîáñòâóþùèå ìèíèìèçàöèè âû÷èñëèòåëüíîé ñëîæíîñòè. Â êà-
÷åñòâå ïðèìåðà ïðèâîäèòñÿ îöåíêà óêàçàííûõ õàðàêòåðèñòèê äëÿ ïîäñòàíîâêè
ïðîñòðàíñòâà F8

2, èñïîëüçóåìîé â îòå÷åñòâåííûõ ñòàíäàðòèçèðîâàííûõ ñèììåò-
ðè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìàõ. Ïîëó÷åíà ìèíèìàëüíàÿ èç èçâåñòíûõ
îöåíêà êîìáèíàöèîííîé ñëîæíîñòè, ðàâíàÿ 169.

Êëþ÷åâûå ñëîâà: ïîäñòàíîâêà, êîìáèíàöèîííàÿ ñëîæíîñòü, ãëóáèíà ôóíêöèè,

êîíñòðóêöèÿ òèïà ¾áàáî÷êà¿, TU -ïðåäñòàâëåíèå.
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The problem of evaluating the computational complexity of certain classes of substitu-
tions with a TU -representation is considered. The metrics used include combinatorial
complexity and the depth of the function that defines the substitution. To obtain these
evaluations, the representation of field elements in various bases is investigated, inclu-
ding polynomial, normal, mixed, as well as PRR and RRB representations. The pri-
mary focus is on analyzing different representations of field elements and their impact
on computational complexity. The combinatorial complexity is assessed based on
the number of elementary operations required to implement the substitution, while
the function depth is determined by the maximum number of logical levels in the
circuit. The use of different bases allows us to identify the most effective represen-
tation methods that help minimize computational complexity. As an example, we
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provide an evaluation of the specified characteristics for the substitution used in Rus-
sian standardized symmetric algorithms. The lowest known estimate of combinatorial
complexity has been obtained, which equals 169.

Keywords: permutation, combinational complexity, circuit depth, butterfly, TU -de-
composition.

Ââåäåíèå
Ñëîæíîñòü âû÷èñëåíèé ÿâëÿåòñÿ îäíîé èç êëþ÷åâûõ ïðîáëåì, àêòóàëüíûõ â ñîâðå-

ìåííûõ èññëåäîâàíèÿõ â îáëàñòè âû÷èñëèòåëüíîé íàóêè. Óâåëè÷åíèå îáú¼ìà îáðàáà-
òûâàåìûõ äàííûõ, øèðîêîå âíåäðåíèå òåõíîëîãèé Èíòåðíåòà âåùåé (IoT) è ìàøèííîé
ñâÿçè (M2M) ïîä÷åðêèâàåò çíà÷èìîñòü ðàçðàáîòêè âûñîêîýôôåêòèâíûõ è áåçîïàñíûõ
ñèñòåì. Îöåíêà ñëîæíîñòè âû÷èñëåíèé èìååò áîëüøîå çíà÷åíèå êàê ñ òåîðåòè÷åñêîé,
òàê è ñ ïðàêòè÷åñêîé òî÷êè çðåíèÿ, ïîçâîëÿÿ, ñ îäíîé ñòîðîíû, ïîíÿòü ôóíäàìåíòàëü-
íûå îãðàíè÷åíèÿ è âîçìîæíîñòè àëãîðèòìîâ, ñ äðóãîé� ïðîèçâîäèòü îïòèìèçàöèþ
âðåìåíè âû÷èñëåíèé è íåîáõîäèìûõ ðåñóðñîâ äëÿ ðåàëüíûõ ñèñòåì.

Â íàñòîÿùåå âðåìÿ ðàçðàáîòàíû ïîäõîäû ê ñîçäàíèþ ñòîéêèõ ñèììåòðè÷íûõ êðèï-
òîãðàôè÷åñêèõ àëãîðèòìîâ, îäíàêî âîïðîñû, êàñàþùèåñÿ ñëîæíîñòè èõ ðåàëèçàöèè,
÷àñòî îñòàþòñÿ íåäîñòàòî÷íî èçó÷åííûìè. Îäíèì èç êëþ÷åâûõ ïðèìèòèâîâ ñîâðåìåí-
íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ ÿâëÿþòñÿ íåëèíåéíûå áèåêòèâíûå ïðåîáðàçîâà-
íèÿ� ïîäñòàíîâêè. Â óñëîâèÿõ îãðàíè÷åíèé ñîâðåìåííûõ âû÷èñëèòåëüíûõ óñòðîéñòâ,
ïîìèìî åñòåñòâåííûõ òðåáîâàíèé, ñâÿçàííûõ ñ èõ êðèïòîãðàôè÷åñêèìè õàðàêòåðèñòè-
êàìè, âîçíèêàþò äîïîëíèòåëüíûå îãðàíè÷åíèÿ, îòíîñÿùèåñÿ ê ñëîæíîñòè èõ ðåàëèçà-
öèè. Â äàííîé ðàáîòå ïðåäñòàâëåíû ïîíÿòèÿ ñëîæíîñòè âû÷èñëåíèé, ïðèâåä¼í îáçîð
ìåòîäîâ ïîñòðîåíèÿ íåëèíåéíûõ áèåêòèâíûõ ïðåîáðàçîâàíèé ñ íèçêîé âû÷èñëèòåëü-
íîé ñëîæíîñòüþ, à òàêæå ðàññìîòðåíû ïîäõîäû ê ìèíèìèçàöèè ñëîæíîñòè âû÷èñëåíèé
ïîäñòàíîâîê ñïåöèàëüíîãî âèäà.

1. Ñïîñîáû ïîñòðîåíèÿ íèçêîðåñóðñíûõ íåëèíåéíûõ áèåêòèâíûõ
ïðåîáðàçîâàíèé ñ çàäàííûìè êðèïòîãðàôè÷åñêèìè ñâîéñòâàìè

Cóùåñòâóþò òðè îñíîâíûõ ïîäõîäà ê ïîñòðîåíèþ ïîäñòàíîâîê ñ çàäàííûìè ýêñ-
ïëóàòàöèîííûìè õàðàêòåðèñòèêàìè: ïîëíûé ïîèñê ñ èñïîëüçîâàíèåì îáõîäà ãðàôà
â ãëóáèíó è ìåòîäà âñòðå÷è ïîñåðåäèíå [1�3], ýâðèñòè÷åñêèå ìåòîäû [3�7] è èñïîëüçî-
âàíèå ¾ïðîñòûõ àëãåáðàè÷åñêèõ êîíñòðóêöèé¿, íàïðèìåð ìîíîìèàëüíûõ ïîäñòàíîâîê
(â ÷àñòíîñòè, îáðàùåíèÿ íåíóëåâûõ ýëåìåíòîâ ïîëÿ) [8]. Îäíàêî ïðàêòè÷åñêè âñå èç
ýòèõ ïîäõîäîâ ïîçâîëÿþò îöåíèâàòü òîëüêî êîëè÷åñòâî îïåðàöèé. Äëÿ òîãî ÷òîáû îöå-
íèòü ðåàëüíóþ ôèçè÷åñêóþ òðóäî¼ìêîñòü ðåàëèçàöèè, ïðåäëàãàåòñÿ ðåàëèçîâûâàòü
óçëû íà ðåàëüíûõ ôèçè÷åñêèõ óñòðîéñòâàõ [9] èëè èñïîëüçîâàòü çíàíèå î òðóäî¼ìêî-
ñòè ðåàëèçàöèè êàæäîé áàçèñíîé ôóíêöèè äëÿ ýâðèñòè÷åñêîãî ïîèñêà îïòèìàëüíîé
ðåàëèçàöèè [3].

Ôóíäàìåíòàëüíîé ìîíîãðàôèåé â îáëàñòè îöåíêè âû÷èñëèòåëüíîé ñëîæíîñòè ìîæ-
íî ñ÷èòàòü ðàáîòó Ä.Ý. Ñýâèäæà [10]. Ââåä¼ííûå èì ìåòðèêè ñëîæíîñòè ïîçâîëÿþò
îöåíèâàòü ýôôåêòèâíîñòü ðåàëèçàöèè íà ðàçëè÷íûõ ïëàòôîðìàõ ïðè ñîõðàíåíèè äî-
ñòàòî÷íîãî óðîâíÿ ìàòåìàòè÷åñêîé ñòðîãîñòè.

Ïðè îïèñàíèè ïðåäñòàâëåíèÿ ðåàëèçàöèè ïðîèçâîëüíîé ôóíêöèè f : Fn2 → Fm2 çà-
÷àñòóþ èñïîëüçóþòñÿ ëîãè÷åñêèå ñõåìû [11]. Ëîãè÷åñêàÿ ñõåìà, êîòîðóþ ìû, ñîãëàñ-
íî [10], òàêæå áóäåì íàçûâàòü êîìáèíàöèîííîé ìàøèíîé, ïðåäñòàâëÿåò ñîáîé ñîåäèíå-
íèå ýëåìåíòîâ íåêîòîðîãî áàçèñà Ω, êàæäûé èç êîòîðûõ ðåàëèçóåò íåêîòîðóþ ëîãè÷å-
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ñêóþ (áóëåâó) ôóíêöèþ óêàçàííîãî áàçèñà. Ëîãè÷åñêàÿ ñõåìà ìîæåò áûòü ïðåäñòàâëå-
íà â âèäå îðèåíòèðîâàííîãî ãðàôà, ïðè ýòîì âåðøèíû, èìåþùèå ïîëóñòåïåíü çàõîäà
ðàâíóþ íóëþ, îáîçíà÷àþò àðãóìåíòû ôóíêöèè f , à âåðøèíû, èìåþùèå ïîëóñòåïåíü
èñõîäà ðàâíóþ íóëþ, � çíà÷åíèå ôóíêöèè f .

Îïðåäåëåíèå 1. Êîìáèíàöèîííàÿ ñëîæíîñòü ôóíêöèè f : Fn2 → Fm2 â áàçèñå Ω,
îáîçíà÷àåìàÿ CΩ(f), åñòü ìèíèìàëüíîå ÷èñëî ýëåìåíòîâ áàçèñà Ω, äîñòàòî÷íîå äëÿ
ðåàëèçàöèè ôóíêöèè f ëîãè÷åñêîé ñõåìîé.

Îïðåäåëåíèå 2. Ãëóáèíà ôóíêöèè f : Fn2 → Fm2 â áàçèñå Ω, îáîçíà÷àåìàÿ DΩ(f),
åñòü ÷èñëî ëîãè÷åñêèõ ýëåìåíòîâ, ðàñïîëîæåííûõ íà ñàìîì äëèííîì îðèåíòèðîâàííîì
ïóòè ãðàôà, ïðåäñòàâëÿþùåãî ëîãè÷åñêóþ ñõåìó.

Â äàííîé ðàáîòå ïîä ìåðîé ñëîæíîñòè ôóíêöèé f ïîíèìàþòñÿ êîìáèíàöèîííàÿ
ñëîæíîñòü è ãëóáèíà ôóíêöèè â íåêîòîðîì áàçèñå.

Çàìå÷àíèå 1. Â êà÷åñòâå áàçèñà Ω áóäåì èñïîëüçîâàòü Ω = {∧,∨,⊕,¬}; â ñëó÷àå,
êîãäà ýòî ïîíÿòíî èç êîíòåêñòà, áóäåì îïóñêàòü åãî è ãîâîðèòü ïðîñòî î ¾êîìáèíàöè-
îííîé ñëîæíîñòè ôóíêöèè f¿ è ¾ãëóáèíå ôóíêöèè f¿.

Ïðåäñòàâëÿåò èíòåðåñ çàäà÷à íàõîæäåíèÿ äëÿ çàäàííîé ôóíêöèè f ëîãè÷åñêîé ñõå-
ìû ¾ìèíèìàëüíîãî ðàçìåðà¿, òî åñòü çàäà÷à âû÷èñëåíèÿ å¼ êîìáèíàöèîííîé ñëîæíî-
ñòè. Õîðîøî èçâåñòíû ðàçðàáîòàííûå äëÿ ýòèõ öåëåé ìåòîä êàðò Êàðíî è åãî îáîá-
ùåíèå � ïðîöåäóðà Êâàéíà�Ìàê-Êëàñêè [12]. Ïðèìåíåíèå ýòîãî ìåòîäà ïîçâîëÿåò
ìèíèìèçèðîâàòü ðàçìåð ñõåì â ñëó÷àå ðåàëèçàöèè ôóíêöèé ôîðìóëàìè, èìåþùèìè
âèä ñóììû ïðîèçâåäåíèé (äèçúþíêòèâíîé íîðìàëüíîé ôîðìû). Î.Á. Ëóïàíîâûì ïî-
êàçàíî [13], ÷òî ôóíêöèÿ ñëîæåíèÿ ïî ìîäóëþ 2 (ôóíêöèÿ ÷¼òíîñòè, ðàâíàÿ åäèíèöå,
åñëè íå÷¼òíî ÷èñëî åäèíèö ñðåäè å¼ àðãóìåíòîâ x1, . . . , xn, ãäå xi ∈ {0, 1}, i = 1, . . . , n)
ðåàëèçóåòñÿ ïðè óêàçàííûõ îãðàíè÷åíèÿõ ñõåìîé ýêñïîíåíöèàëüíîãî (îòíîñèòåëüíî n)
ðàçìåðà, òîãäà êàê ïðè îòñóòñòâèè îãðàíè÷åíèé âîçìîæíà ðåàëèçàöèÿ ñõåìàìè ëèíåé-
íîãî ðàçìåðà. Àíàëîãè÷íûå ðåçóëüòàòû ñïðàâåäëèâû äëÿ íåêîòîðûõ äðóãèõ ôóíêöèé.

Îïðåäåëåíèå 3 [14]. Ïóñòü F : Fn−t2 × Ft2 → Fn−t2 × Fm−n+t2 ; m − n + t ⩾ 1;
x1, y1 ∈ Fn−t2 ; x2 ∈ Ft2; y2 ∈ Fm−n+t2 ; T : Fn−t2 × Ft2 → Fn−t2 ; U : Ft2 × Fn−t2 → Fm−n+t2 .
Åñëè ôóíêöèÿ F èìååò ïðåäñòàâëåíèå

F (x1, x2) = (y1, y2) =
(
T (x1, x2), U(x2, T (x1, x2))

)
, (1)

ãäå T (x1, x2) ÿâëÿåòñÿ áèåêòèâíûì îòîáðàæåíèåì ïî x1 ïðè ôèêñèðîâàííîì çíà÷å-
íèè x2 ∈ Fn−t2 , òî òàêîå ïðåäñòàâëåíèå ôóíêöèè F â âèäå (1) íàçûâàåòñÿ TU -ïðåäñòàâ-
ëåíèåì (ðèñ. 1).

n-t

y1 y2

x1 x2
t

m-n+tn-t

T
U

Ðèñ. 1. Ãðàôè÷åñêîå èçîáðàæåíèå ôóíê-
öèè, èìåþùåé TU -ïðåäñòàâëåíèå
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2. Ñïîñîáû ïðåäñòàâëåíèÿ ýëåìåíòîâ ïîëÿ
Ïóñòü F2n �êîíå÷íîå ïîëå èç 2n ýëåìåíòîâ. Â í¼ì åñòü ïîäïîëå F2, ÷òî ïîçâîëÿåò

ðàññìàòðèâàòü ïîëå F2n êàê âåêòîðíîå ïðîñòðàíñòâî íàä ïîëåì F2, èìåþùåå íåêîòîðûé
áàçèñ α1, α2, . . . , αn, ñîñòîÿùèé èç n ýëåìåíòîâ. Òàêèì îáðàçîì, äëÿ ëþáîãî ïîëÿ F2n ,
çàôèêñèðîâàâ áàçèñ, êàæäûé åãî ýëåìåíò åñòåñòâåííûì îáðàçîì ìîæíî ïðåäñòàâèòü
â âèäå âåêòîðà ýëåìåíòîâ ïîëÿ F2 äëèíû n, ÷òî ïîçâîëÿåò çàäàòü îäíîçíà÷íîå îòîáðà-
æåíèå σ : F2n → Vn èç ìíîæåñòâà ýëåìåíòîâ ïîëÿ â ìíîæåñòâî âåêòîð-ñòðîê.

Äëÿ ïðîèçâîëüíîãî k, òàêîãî, ÷òî k|n, â ïîëå F2n ñóùåñòâóåò ïîäïîëå èç 2k ýëå-
ìåíòîâ, êîòîðîå îáîçíà÷èì F2k . Ïðè ýòîì ñóùåñòâóåò íåïðèâîäèìûé ìíîãî÷ëåí f(x)
ñòåïåíè m = n/k íàä F2k , òàêîé, ÷òî F2n

∼= F2k [x]/f(x) è [x]f(x) åñòü êîðåíü ìíîãî÷ëå-
íà f(x) â ïîëå F2k [x]/f(x).

Îïðåäåëåíèå 4. Ïóñòü α� ýëåìåíò ïîëÿ F2n , òàêîé, ÷òî ìíîæåñòâî {αi : i = 0,
. . . ,m − 1} ÿâëÿåòñÿ áàçèñîì F2n íàä F2k . Ãîâîðÿò, ÷òî {αi : i = 0, . . . ,m − 1} ÿâëÿ-
åòñÿ ïîëèíîìèàëüíûì áàçèñîì ïîëÿ F2n íàä F2k ; ýëåìåíò α íàçûâàåòñÿ îáðàçóþùèì
ïîëèíîìèàëüíîãî áàçèñà.

Ïîëèíîìèàëüíûé áàçèñ áóäåì îáîçíà÷àòü Poly. Ïîìèìî òåðìèíà ¾ïîëèíîìèàëüíûé
áàçèñ¿, â ëèòåðàòóðå ìîæíî âñòðåòèòü ýêâèâàëåíòíûå íàçâàíèÿ: ¾ñòàíäàðòíûé áàçèñ¿
è ¾êàíîíè÷åñêèé áàçèñ¿. Î÷åâèäíî, ÷òî

{
[x]if(x) : i = 0, . . . ,m− 1

}
ÿâëÿåòñÿ ïîëèíîìè-

àëüíûì áàçèñîì ïîëÿ F2k [x]/f(x) íàä F2k . Ýëåìåíò α ÿâëÿåòñÿ îáðàçóþùèì ïîëèíîìè-
àëüíîãî áàçèñà òîãäà è òîëüêî òîãäà, êîãäà α�êîðåíü ìíîãî÷ëåíà f(x) íàä F2n . Åñëè
α�êîðåíü íåïðèâîäèìîãî íàä F2k ìíîãî÷ëåíà ñòåïåíè m, òî âñå êîðíè â ïîëå F2n åñòü
ýëåìåíòû ìíîæåñòâà

{
α2ki : i = 0, . . . ,m− 1

}
, è îíè ëèíåéíî íåçàâèñèìû íàä F2k .

Îïðåäåëåíèå 5. Ïóñòü α� ýëåìåíò ïîëÿ F2n , òàêîé, ÷òî ìíîæåñòâî
{
α2ki : i = 0,

. . . ,m−1
}
ÿâëÿåòñÿ áàçèñîì F2n íàä F2k . Ãîâîðÿò, ÷òî

{
α2ki : i = 0, . . . ,m−1

}
ÿâëÿåòñÿ

íîðìàëüíûì áàçèñîì ïîëÿ F2n íàä F2k ; ýëåìåíò α íàçûâàåòñÿ îáðàçóþùèì íîðìàëü-
íîãî áàçèñà.

Íîðìàëüíûé áàçèñ áóäåì îáîçíà÷àòü Norm. Î÷åâèäíî, ÷òî äëÿ ïîëÿ F2n ñóùåñòâó-
åò êàê ìèíèìóì îäèí íîðìàëüíûé áàçèñ è êîðåíü α íåïðèâîäèìîãî íàä F2k ìíîãî÷ëå-
íà f(x) â ïîëå F2n ÿâëÿåòñÿ îáðàçóþùèì êàê ïîëèíîìèàëüíîãî, òàê è íîðìàëüíîãî
áàçèñà.

Ãîâîðÿ î ïîäñòàíîâêå íà ìíîæåñòâå ýëåìåíòîâ ïîëÿ, áóäåì ïîäðàçóìåâàòü, ÷òî ïîä-
ñòàíîâêà äåéñòâóåò íà âåêòîðíîå ïðåäñòàâëåíèå ýëåìåíòîâ ïîëÿ.

Èçâåñòíî, ÷òî ïîëèíîìèàëüíûé è íîðìàëüíûé áàçèñû ýôôåêòèâíû äëÿ ðåàëèçàöèè
óìíîæåíèÿ è ýíäîìîðôèçìà Ôðîáåíèóñà ñîîòâåòñòâåííî [15]. Ïðè ýòîì â íàñòîÿùåå
âðåìÿ íàèáîëåå ýôôåêòèâíûé ñïîñîá óìåíüøåíèÿ êîìáèíàöèîííîé ñëîæíîñòè è ãëó-
áèíû ôóíêöèé, ðåàëèçóþùèõ îïåðàöèè â ïîëå, çàêëþ÷àåòñÿ â èñïîëüçîâàíèè òåîðåìû
î áàøíå ïîëåé è ðåàëèçàöèè îïåðàöèé â ïîäïîëå. Íàïðèìåð, â ðàáîòå [8] ïðåäëàãàåòñÿ
ýëåìåíòû ïîëÿ F28 ïðåäñòàâëÿòü â âèäå âåêòîðà F2

24 , à ýëåìåíòû ïîëÿ F24 ðàññìàò-
ðèâàòü â âèäå âåêòîðà F2

22 è ò. ä. Òàêèì îáðàçîì, ýëåìåíòû ïîëÿ F28 ïðåäñòàâëÿþòñÿ

âåêòîðàìè èç ìíîæåñòâà
(
(F2

2)
2
)2
.

Ïîìèìî îïèñàííûõ ïðåäñòàâëåíèé ýëåìåíòîâ ïîëÿ, ñóùåñòâóþò è äðóãèå ñïîñîáû
ïðåäñòàâëåíèÿ, ïîçâîëÿþùèå äîñòèãàòü ¾íèçêèõ¿ çíà÷åíèé êîìáèíàöèîííîé ñëîæíî-
ñòè è ãëóáèíû ñõåì äëÿ ôóíêöèé, ðåàëèçóþùèõ îïåðàöèè â ïîëå. Â ðàáîòå [16] ïðåäëà-
ãàåòñÿ çàäàâàòü ýëåìåíòû ïîëÿ F2n ñ èñïîëüçîâàíèåì m ⩾ n áèò ñëåäóþùèì îáðàçîì.
Ïóñòü f(x)�íåïðèâîäèìûé ìíîãî÷ëåí ñòåïåíè n íàä ïîëåì F2; ìíîãî÷ëåí g(x) ñòå-
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ïåíè m − n íàä ïîëåì F2 òàêîé, ÷òî ÍÎÄ(f(x), g(x)) = 1 è g(0) ̸= 0. Òîãäà ìîæíî
ðàññìîòðåòü ìíîãî÷ëåí p(x) = g(x)f(x) ñòåïåíè m.

Áóäåì çàäàâàòü ýëåìåíòû ïîëÿ Fn2 ìíîãî÷ëåíàìè ñòåïåíè íå áîëüøå m òàêèì îáðà-
çîì, ÷òîáû îíè îáðàçîâûâàëè ïîäïðîñòðàíñòâî ðàçìåðíîñòè n â âåêòîðíîì ïðîñòðàí-
ñòâå ðàçìåðíîñòè m (ôàêòè÷åñêè çàäà¼òñÿ CRC-(m,n)-êîä). Ýëåìåíòû ïîëÿ F2n îäíî-
çíà÷íî îïðåäåëÿþòñÿ ýëåìåíòàìè ôàêòîð-êîëüöà ìíîãî÷ëåíîâ ïî ìîäóëþ p(x), êîòî-
ðûå äåëÿòñÿ íà g(x) áåç îñòàòêà. Çàìåòèì, ÷òî îïåðàöèÿ óìíîæåíèÿ òàêèõ ìíîãî÷ëåíîâ
êîððåêòíî îïðåäåëåíà è çàäà¼òñÿ ÷åðåç óìíîæåíèå ïî ìîäóëþ ìíîãî÷ëåíà p(x). Â çà-
ðóáåæíîé ëèòåðàòóðå òàêîå ïðåäñòàâëåíèå íàçûâàåòñÿ Polynomial Ring Representation
èëè PRR [16].

Ñîãëàñíî [17], ñëîæíîñòü îïåðàöèé â ïîëå, êàê ïðàâèëî, òåì ìåíüøå, ÷åì ìåíüøå
êîýôôèöèåíòîâ â çàïèñè íåïðèâîäèìîãî ìíîãî÷ëåíà, åãî çàäàþùåãî. Òàêèì îáðàçîì,
â ñëó÷àå p(x) = xn+1+1 ñëîæíîñòü îïåðàöèé ïîòåíöèàëüíî ñíèæàåòñÿ. Î÷åâèäíî, ìíî-
ãî÷ëåí xn+1 +1 íå ÿâëÿåòñÿ íåïðèâîäèìûì, ÷òî íå ïîçâîëÿåò çàäàâàòü ñ åãî ïîìîùüþ
ïîëå. Îäíàêî îí ìîæåò áûòü èñïîëüçîâàí äëÿ ðåàëèçàöèè PRR-ïðåäñòàâëåíèÿ. Â [18]
ïðåäëàãàåòñÿ ðàññìîòðåòü ñëåäóþùèé ñëó÷àé:

xn+1 + 1 = (x+ 1)
(
xn + xn−1 + . . .+ 1

)
,

ãäå g(x) = x + 1; f(x) = xn + xn−1 + . . . + 1. Èñïîëüçîâàíèå íåïðèâîäèìîãî ìíîãî-
÷ëåíà f(x) òàêîãî âèäà ïîçâîëÿåò ýôôåêòèâíî ðåàëèçîâûâàòü îïåðàöèþ óìíîæåíèÿ
â ïîëå, à òàêæå îïåðàöèþ âîçâåäåíèÿ â êâàäðàò ïðîèçâîëüíîå ÷èñëî ðàç, êîòîðàÿ åñòü
ïðîñòî ïåðåñòàíîâêà êîýôôèöèåíòîâ áàçèñíûõ âåêòîðîâ [16].

Çàìåòèì, ÷òî â PRR-ïðåäñòàâëåíèè êàæäûé ýëåìåíò ïîëÿ îäíîçíà÷íî ïðåäñòàâ-
ëÿåòñÿ îäíèì ýëåìåíòîì ôàêòîð-êîëüöà F2[x]/p(x). Îäíàêî ñ èñïîëüçîâàíèåì âñåõ
ýëåìåíòîâ ôàêòîð-êîëüöà F2[x]/p(x) ìîæíî çàäàòü ýëåìåíòû êîëüöà. Â ýòîì ñëó÷àå
îäíîìó ýëåìåíòó ïîëÿ ìîæíî ïîñòàâèòü â ñîîòâåòñòâèå íåñêîëüêî ýëåìåíòîâ ôàê-
òîð-êîëüöà. Äåéñòâèòåëüíî, åñëè t1, t2 ∈ F2[x]/p(x) è t1(x) = t2(x) (mod f(x)), òî t1
è t2 çàäàþò îäèí ýëåìåíò ïîëÿ F2n = F2[x]/f(x). Â ñëó÷àå, êîãäà p(x) = xn+1 + 1 =
= (x + 1) (xn + xn−1 + . . .+ 1), òàêîå ïðåäñòàâëåíèå â çàðóáåæíîé ëèòåðàòóðå íîñèò
íàçâàíèå RRB-ïðåäñòàâëåíèÿ [19]. Èçâåñòíî, ÷òî åãî èñïîëüçîâàíèå óìåíüøàåò ãëóáè-
íó îïåðàöèè óìíîæåíèÿ ýëåìåíòîâ ïîëÿ [18].

Çàìå÷àíèå 2. Â äàííîé ðàáîòå îöåíèâàþòñÿ êîìáèíàöèîííûå ñëîæíîñòè è ãëó-
áèíà ôóíêöèé, ðåàëèçóþùèõ íåêîòîðûå ôóíêöèè, çàäàâàåìûå íàä ïîëåì. Òàê êàê âèä
ôóíêöèè íàïðÿìóþ çàâèñèò îò áàçèñà è ïîëÿ, íàä êîòîðûì ðàññìàòðèâàåòñÿ ïðåîáðà-
çîâàíèå, òî ââåä¼ì äîïîëíèòåëüíûå îáîçíà÷åíèÿ: ÷åðåç CΩ(f ;F,Basis) è DΩ(f ;F,Basis)
áóäåì îáîçíà÷àòü ñîîòâåòñòâåííî êîìáèíàöèîííóþ ñëîæíîñòü è ãëóáèíó ôóíêöèè f ,
îïðåäåë¼ííîé íàä ïîëåì F â áàçèñå Basis. Ïðè èñïîëüçîâàíèè áàøíè ïîëåé â êà÷åñòâå
áàçèñà áóäåì óêàçûâàòü áàçèñ ðàñøèðåíèÿ.

3. Íåêîòîðûå êëàññû íåëèíåéíûõ áèåêòèâíûõ ïðåîáðàçîâàíèé
Â ðàáîòå [20] âïåðâûå áûëè ïðåäëîæåíû êëàññû ïîäñòàíîâîê ïðîñòðàíñòâà F8

2, èìå-
þùèõ TU -ïðåäñòàâëåíèå è îáëàäàþùèå ¾âûñîêèìè¿ ïîêàçàòåëÿìè êðèïòîãðàôè÷å-
ñêèõ õàðàêòåðèñòèê. Â ðàáîòàõ [20�22] äàííûå ïîäñòàíîâêè áûëè îáîáùåíû è ïðåäëî-
æåíû ïàðàìåòðè÷åñêèå ñåìåéñòâà íåëèíåéíûõ áèåêòèâíûõ ïðåîáðàçîâàíèé, à òàêæå
îöåíåíû èõ êðèïòîãðàôè÷åñêèå õàðàêòåðèñòèêè.
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Îïðåäåëåíèå 6. Ïóñòü x1, x2 ∈ Fm2 , πi, π̂i ∈ S (Fm2 ), πi(0) = 0, π̂i(0) = 0, i = 1, 2.
Òîãäà ïîäñòàíîâêó FÀ(x1, x2) = (y1, y2), îïðåäåëÿåìóþ ðàâåíñòâàìè

y1 =

{
π1(x1)x2, x2 ̸= 0,

π̂1(x1), x2 = 0,

y2 =

{
π2 ((x2)

2 π1(x1)) , y1 ̸= 0,

π̂2(x2), y1 = 0,

áóäåì íàçûâàòü ïîäñòàíîâêîé èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà òèïà ¾À¿ èëè ïðîñòî
ïîäñòàíîâêîé òèïà ¾À¿ (ðèñ. 2).

Îïðåäåëåíèå 7. Ïóñòü x1, x2 ∈ Fm2 , πi, π̂i ∈ S (Fm2 ), πi(0) = 0, π̂i(0) = 0, i = 1, 2.
Òîãäà ïîäñòàíîâêó FÁ(x1, x2) = (y1, y2), îïðåäåëÿåìóþ ðàâåíñòâàìè

y1 =

{
x1 · π1(x2), x2 ̸= 0,

π̂1(x1), x2 = 0,

y2 =

{
x2 · π2 (x1 · π1(x2)) , y1 ̸= 0,

π̂2(x2), y1 = 0,

áóäåì íàçûâàòü ïîäñòàíîâêîé èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà òèïà ¾Á¿ èëè ïðîñòî
ïîäñòàíîâêîé òèïà ¾Á¿ (ðèñ. 3).

x 1 x 2

y1 y2

11

22

^

^

Ðèñ. 2. Ïîäñòàíîâêà òèïà ¾À¿

x 1 x 2

1

y1 y2

2

 1

2̂

^

Ðèñ. 3. Ïîäñòàíîâêà òèïà ¾Á¿

Ðàññìîòðèì ñåìåéñòâî ïîäñòàíîâîê, ïàðàìåòðàìè êîòîðîãî ÿâëÿþòñÿ ÷åòâ¼ðêà ñòå-
ïåíåé (α, β, γ, δ) è ïîäñòàíîâêè π̂i ∈ S (Fm2 ), òàêèå, ÷òî π̂i(0) = 0, i = 1, 2:

G1(x1, x2) = y1 =

{
xα1 · x

β
2 , x2 ̸= 0,

π̂1(x1), x2 = 0,

G2(x1, x2) = y2 =

{
xγ1 · xδ2, y1 ̸= 0,

π̂2(x2), y1 = 0.

(2)

×òîáû (2) çàäàâàëî áèåêòèâíîå ïðåîáðàçîâàíèå, äîñòàòî÷íî, ÷òîáû ñèñòåìà óðàâíåíèé{
G1(x1, x2) = a1,

G2(x1, x2) = a2
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èìåëà ðåøåíèå äëÿ ïðîèçâîëüíûõ a1, a2 ∈ Fm2 . Òàêîå ñåìåéñòâî ïîäñòàíîâîê áóäåì
íàçûâàòü ïîäñòàíîâêîé èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà òèïà ¾Ã¿, ïðîèçâîëüíóþ ïîä-
ñòàíîâêó èç êîòîðîãî áóäåì îáîçíà÷àòü FÃ. Î÷åâèäíî, ÷òî åñëè â êà÷åñòâå ïàðàìåòðîâ
â ïàðàìåòðè÷åñêèõ ñåìåéñòâàõ òèïîâ ¾À¿ è ¾Á¿ âûáèðàþòñÿ ìîíîìèàëüíûå ïîäñòà-
íîâêè, îíè ïðåäñòàâëÿþòñÿ ïîäñòàíîâêàìè èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà òèïà ¾Ã¿.
Â [23] ïîêàçàíî, ÷òî ýòà ïîäñòàíîâêà òàêæå èìååò TU -ïðåäñòàâëåíèå. Îäíàêî òàêîå
çàäàíèå ïîäñòàíîâêè ïîòåíöèàëüíî ïîçâîëÿåò óìåíüøèòü ãëóáèíó ñõåìû èç ôóíêöè-
îíàëüíûõ ýëåìåíòîâ, ðåàëèçóþùåé å¼. Áîëåå òîãî, ñðåäè âñåõ èçâåñòíûõ ïîäñòàíîâîê
èç ïðåäëîæåííûõ ñåìåéñòâ ïîäñòàíîâêà GÃ(x1, x2) = (y1, y2) èç ïàðàìåòðè÷åñêîãî ñå-
ìåéñòâà ¾Ã¿ èìååò ìèíèìàëüíîå êîëè÷åñòâî íåëèíåéíûõ ïðåîáðàçîâàíèé (äâå ïîäñòà-
íîâêè, äâà óìíîæåíèÿ è äâà ìóëüòèïëåêñîðà) è çàäà¼òñÿ ñëåäóþùèì îáðàçîì (çäåñü
è äàëåå ïîä ïîäñòàíîâêîé îáðàùåíèÿ íåíóëåâûõ ýëåìåíòîâ ïîëÿ Fn2 , n ⩾ 2, ïîíèìàåì
ïîäñòàíîâêó, çàäàâàåìóþ ôîðìóëîé x2

n−2, è îáîçíà÷àåì å¼ x−1):

1) x′ = x−11 ;
2) y′ = x−12 ;
3) x′′ = x1 · y′;
4) y′′ = x′ · y′;
5) åñëè x1 = 0, òî y2 = y′, èíà÷å y2 = y′′;
6) åñëè x2 = 0, òî y1 = x′, èíà÷å y1 = x′′.

Ðåçóëüòàòû ðàáîòû [24] ïîêàçûâàþò ýôôåêòèâíîñòü ðåàëèçàöèè îïðåäåë¼ííûõ âû-
øå íåëèíåéíûõ áèåêòèâíûõ ïðåîáðàçîâàíèé íà àïïàðàòíûõ ïëàòôîðìàõ ñ èñïîëüçî-
âàíèåì ïðîãðàììèðóåìûõ ëîãè÷åñêèõ èíòåãðàëüíûõ ñõåì (ÏËÈÑ). Ñòàíîâèòñÿ àêòó-
àëüíîé çàäà÷à îöåíêè êîìáèíàöèîííîé ñëîæíîñòè è ãëóáèíû ôóíêöèè äëÿ ïîäñòàíî-
âîê èç ïðåäñòàâëåííûõ ñåìåéñòâ, ÷òî âàæíî ïðè èõ ïðîãðàììíîé ðåàëèçàöèè (bitslice
implementation [1, 25, 26]) è àïïàðàòíîé ðåàëèçàöèè íà ñâåðõáîëüøèõ èíòåãðàëüíûõ
ñõåìàõ (ÑÁÈÑ) è ÑÁÈÑ ñ ïðîãðàììèðóåìîé àðõèòåêòóðîé.

Äëÿ çàäàíèÿ óêàçàííûõ ïîäñòàíîâîê èñïîëüçóþòñÿ ñëåäóþùèå ôóíêöèè: îïåðàöèÿ
óìíîæåíèÿ â ïîëå; ìóëüòèïëåêñîð (óñëîâíûé âûáîð); ïîäñòàíîâêè.

Äëÿ ïàðàìåòðè÷åñêèõ ñåìåéñòâ òèïîâ ¾À¿ è ¾Á¿ â [20, 22] â êà÷åñòâå ïîäñòàíî-
âîê π1, π2 ðàññìàòðèâàþòñÿ ìîíîìèàëüíûå ïîäñòàíîâêè. Â äàííîé ðàáîòå òàêæå áóäåì
ðàññìàòðèâàòü â êà÷åñòâå óêàçàííûõ ïàðàìåòðîâ ìîíîìèàëüíûå ïîäñòàíîâêè.

Ïîäñòàíîâêè π̂1, π̂2 ïàðàìåòðè÷åñêèõ ñåìåéñòâ ¾À¿, ¾Á¿ è ¾Ã¿ â ðàáîòå [27] ïðåä-
ëàãàåòñÿ âûáèðàòü ñ èñïîëüçîâàíèåì ýâðèñòè÷åñêîãî àëãîðèòìà.

Çàìå÷àíèå 3. Ïðîâåäåíî ýêñïåðèìåíòàëüíîå èññëåäîâàíèå êëàññîâ àôôèííîé
ýêâèâàëåíòíîñòè ïîäñòàíîâîê π̂1, π̂2 äëÿ ðàññìàòðèâàåìûõ ïàðàìåòðè÷åñêèõ ñåìåéñòâ
â ñëó÷àå ïîñòðîåíèÿ ïîäñòàíîâîê ïðîñòðàíñòâà F8

2 ñ ïîìîùüþ àëãîðèòìà èç [27]. Ýòî
ìîæíî ñäåëàòü, òàê êàê äëÿ ïîäñòàíîâîê ïðîñòðàíñòâà F4

2 èìååòñÿ ïîëíàÿ èõ àôôèííàÿ
êëàññèôèêàöèÿ [28]. Ðåçóëüòàòû ýêñïåðèìåíòîâ ïîêàçàëè, ÷òî â ïîäàâëÿþùåì áîëü-
øèíñòâå ñëó÷àåâ (áîëåå 97%) óêàçàííûå ïîäñòàíîâêè ïðèíàäëåæàò äâóì ñåìåéñòâàì
ïîäñòàíîâîê F4

2 ñ ïðåäñòàâèòåëÿìè x14 è x7 + x4 + x. Òàêèì îáðàçîì, ïðåäñòàâëÿåò
èíòåðåñ íàõîæäåíèå ñëîæíîñòè ðåàëèçàöèè ýòèõ ïîäñòàíîâîê.

Îïðåäåëåíèå 8. Äâå ïîäñòàíîâêè F,G : Fn2 → Fn2 íàçûâàþòñÿ àôôèííî ýê-
âèâàëåíòíûìè, åñëè ñóùåñòâóåò ïàðà íåâûðîæäåííûõ àôôèííûõ ïðåîáðàçîâàíèé
A1, A2 : Fn2 → Fn2 , òàêèõ, ÷òî G(x) = A2(F (A1(x))) äëÿ âñåõ x ∈ Fn2 . Àôôèííîå ïðåîá-
ðàçîâàíèå � ýòî îòîáðàæåíèå âèäà A(x) =Mx+ b, ãäå M ∈ GL(n, 2)�íåâûðîæäåííàÿ
ìàòðèöà; b ∈ Fn2 � âåêòîð.
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Çàìå÷àíèå 4. Ïîìèìî ðàññìàòðèâàåìûõ â äàííîé ðàáîòå ïîäñòàíîâîê, ïîäõîä,
èçëîæåííûé äàëåå, ïðèìåíèì äëÿ ðÿäà ïîäñòàíîâîê, òàêæå èìåþùèõ TU -ïðåäñòàâ-
ëåíèå, íàïðèìåð, äëÿ ïîäñòàíîâêè ïðîñòðàíñòâà F8

2, èñïîëüçóåìîé â îòå÷åñòâåííûõ
ñòàíäàðòèçèðîâàííûõ ñèììåòðè÷íûõ àëãîðèòìàõ [29] (ðèñ. 4), à òàêæå ïîäñòàíîâêè èç
ðàáîòû [30] (ðèñ. 5).

Ðèñ. 4. Ïîäñòàíîâêà àëãîðèòìà ¾Êóçíå÷èê¿ [29]

x 1 x 2

y1 y2

 1

2

-1

-1

x

x

^

^

Ðèñ. 5. Ïîäñòàíîâêà èç ðàáîòû [30]

4. Ñëîæíîñòü ðåàëèçàöèè íåêîòîðûõ êëàññîâ
íåëèíåéíûõ áèåêòèâíûõ ïðåîáðàçîâàíèé

4.1. Ñ ë î æ í î ñ ò ü ç à ä à í è ÿ ô ó í ê ö è é í à ä ï î ë å ì F22

â í î ð ì à ë ü í î ì á à ç è ñ å

Ïîëå F22 çàäàåòñÿ åäèíñòâåííûì íåïðèâîäèìûì ìíîãî÷ëåíîì âòîðîé ñòåïåíè
x2 + x + 1 íàä ïîëåì F2. Äëÿ òîãî ÷òîáû ïîñòðîèòü ïîëå F(22)2 , íåîáõîäèìî âûáðàòü
íåïðèâîäèìûé ìíîãî÷ëåí ñòåïåíè 2 íàä ïîëåì F22 .

Èçâåñòíî, ÷òî ìíîãî÷ëåí x2+x+ε íåïðèâîäèì íàä ïîëåì F2n òîãäà è òîëüêî òîãäà,

êîãäà tr(ε) = 1, ãäå ÷åðåç tr
Fqm

Fq
: Fqm → Fq (èëè ïðîñòî tr) îáîçíà÷åí ñëåä èç ïî-

ëÿ Fqm â ïîëå Fq, ñòàâÿùèé â ñîîòâåòñòâèå ïðîèçâîëüíîìó ýëåìåíòó α ∈ Fqm ýëåìåíò

tr
Fqm

Fq
(α) = α+αq + . . . +αq

m−1
[31]. Ïðîèçâîëüíûé ìíîãî÷ëåí f(x) = ax2+ bx+ c, ó êî-

òîðîãî a, b ̸= 0, ìîæíî ïðèâåñòè ê ýòîé ôîðìå, âûïîëíèâ ïðåîáðàçîâàíèå (a/b2)f(bx/a).
Áóäåì â äàëüíåéøåì ðàññìàòðèâàòü òîëüêî ìíîãî÷ëåíû òàêîãî âèäà.

Çäåñü è äàëåå, åñëè íå ñêàçàíî èíîå, ýëåìåíòû ïîëÿ F2 áóäåì îáîçíà÷àòü êóðñèâíûì
øðèôòîì a, b, c, ýëåìåíòû ïîëÿ F22 �ïðÿìûì a, b, c, áàçèñíûå âåêòîðû� ãðå÷åñêèìè
áóêâàìè α, β, γ, ýëåìåíòû ïîëÿ F(22)2 �æèðíûì ïðÿìûì øðèôòîì a,b, c, à åãî áàçèñ-
íûå âåêòîðû� ãðå÷åñêèìè æèðíûìè áóêâàìè α,β, γ.

Â ðàáîòå [32] ïðåäëàãàåòñÿ ñëåäóþùèé ñïîñîá ðåàëèçàöèè îïåðàöèé â ïîëå F22 .
Ïóñòü e(x) = x2 + x + 1 è åãî êîðíåì ÿâëÿåòñÿ ýëåìåíò α. Òîãäà α2 + α = 1 è α3 = 1,
à òàêæå α3 = α2 + α. Ðàññìîòðèì íîðìàëüíûé áàçèñ {α, α2}. Ñëåäóþùèå ðåçóëüòàòû
íàïðÿìóþ ñëåäóþò èç ðàáîòû [32].

Ïðåäëîæåíèå 1. Ïóñòü ¾·¿� îïåðàöèÿ óìíîæåíèÿ â F22 , òîãäà äëÿ x, y ∈ F22

CΩ(x · y;F22 ; Norm) ⩽ 7, DΩ(x · y;F22 ; Norm) ⩽ 3.
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Äåéñòâèòåëüíî, ñîãëàñíî [32]: ïóñòü a = a0α + a1α
2, b = b0α + b1α

2, c = c0α + c1α
2,

a · b = c. Òîãäà

a · b =
(
a0α + a1α

2
) (
b0α + b1α

2
)
=

= ((a0 + a1)(b0 + b1) + a0b0)α + ((a0 + a1)(b0 + b1) + a1b1)α
2 = c0α + c1α

2.

Ïðåäëîæåíèå 2. Ïóñòü α, α2 � ýëåìåíòû ïîëÿ F22 , çàäàþùèå åãî íîðìàëüíûé
áàçèñ, òîãäà äëÿ x ∈ F22 èìååò ìåñòî: CΩ(x · α;F22 ; Norm) = CΩ(x · α2;F22 ; Norm) = 1,
DΩ(x · α;F22 ; Norm) = DΩ(x · α2;F22 ; Norm) = 1.

Äîêàçàòåëüñòâî ñëåäóåò èç ôîðìóë [32]

αa = a1α + (a0 + a1)α
2, α2a = (a0 + a1)α + a0α

2.

Ïðåäëîæåíèå 3. Äëÿ x ∈ F22 âûïîëíÿåòñÿ

CΩ(x
2;F22 ; Norm) = 0, DΩ(x

2;F22 ; Norm) = 0.

Âåðíîñòü ïðåäëîæåíèÿ 3 ñëåäóåò èç äâóõ êëþ÷åâûõ íàáëþäåíèé. Âî-ïåðâûõ, îïå-
ðàöèÿ âîçâåäåíèÿ â êâàäðàò ÿâëÿåòñÿ ýíäîìîðôèçìîì Ôðîáåíèóñà. Âî-âòîðûõ, â F22

âûïîëíåíî ðàâåíñòâî x2 = x−1.

4.2. Ñ ë î æ í î ñ ò ü ç à ä à í è ÿ ô ó í ê ö è é í à ä ï î ë å ì F(22)2

â ï î ë è í î ì è à ë ü í î ì á à ç è ñ å

Â ðàáîòå [33] ïîëå F(22)2 ïðåäëàãàåòñÿ ðàññìàòðèâàòü â ïîëèíîìèàëüíîì áàçè-
ñå {1,β}, êîòîðûé áóäåì îáîçíà÷àòü Poly. Ïîëå F(22)2 ñòðîèòñÿ ñ èñïîëüçîâàíèåì íåïðè-

âîäèìîãî ìíîãî÷ëåíà g(x) = x2 + x+ α, ãäå α ÿâëÿåòñÿ áàçèñíûì ýëåìåíòîì ïîëÿ F22

â íîðìàëüíîì áàçèñå. Àíàëîãè÷íî ñêàçàííîìó âûøå, íåïðèâîäèìîñòü ìíîãî÷ëåíà g(x)
ñëåäóåò èç [31, ñëåäñòâèå 3.79, ñ. 163] è òîãî ôàêòà, ÷òî tr(α) ̸= 0.

Ïðèâåä¼ì íåêîòîðûå ðåçóëüòàòû, ñëåäóþùèå èç [33]. Ïóñòü a=a0+a1β, b=b0+b1β,
ai, bi ∈ F22 , i = 1, 2.

Ïðåäëîæåíèå 4. Ïóñòü ¾·¿� îïåðàöèÿ óìíîæåíèÿ â ïîëå F(22)2 , çàäàâàåìîì

íåïðèâîäèìûì ìíîãî÷ëåíîì g(x) = x2 + x+ α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà
äëÿ x, y ∈ F(22)2 èìååò ìåñòî CΩ

(
x · y;F(22)2 ; Poly

)
⩽ 30, DΩ

(
x · y;F(22)2 ; Poly

)
⩽ 5.

Äîêàçàòåëüñòâî. Ïîëíîå äîêàçàòåëüñòâî ïðèâåäåíî äëÿ íàãëÿäíîñòè. Äëÿ ïî-
ñëåäóþùèõ ïðåäëîæåíèé ñïðàâåäëèâà òàêàÿ æå ñõåìà äîêàçàòåëüñòâà.

Ðàññìîòðèì äâà ýëåìåíòà a,b ∈ F(22)2 , ïðåäñòàâèìûå â âèäå

a = a0 + a1β, b = b0 + b1β,

ãäå a0, a1, b0, b1 ∈ F22 è ïðåäñòàâëåíû â íîðìàëüíîì áàçèñå; β�êîðåíü íåïðèâîäèìîãî
ìíîãî÷ëåíà g(x), óäîâëåòâîðÿþùèé ñîîòíîøåíèþ β2 = β + α (òàê êàê g(β) = 0).

Ïðîèçâåäåíèå c = a · b ðàñêðûâàåòñÿ ñëåäóþùèì îáðàçîì:

a · b = (a0 + a1β)(b0 + b1β) = a0b0 + a0b1β + a1b0β + a1b1β
2.

Ïîäñòàâëÿåì β2 = β + α:

a · b = a0b0 + a0b1β + a1b0β + a1b1(β + α).

Ãðóïïèðóåì ÷ëåíû ñ β è ñâîáîäíûå ÷ëåíû:

a · b = (a0b0 + a1b1α) + (a0b1 + a1b0 + a1b1)β.
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Îáîçíà÷èì êîýôôèöèåíòû ïðè ñâîáîäíîì ÷ëåíå è β ñîîòâåòñòâåííî:

c0 = a0b0 + a1b1α, c1 = a0b1 + a1b0 + a1b1.

Êîýôôèöèåíò c0 âû÷èñëÿåòñÿ ïî ôîðìóëå c0 = a0b0 + a1b1α, ãäå

� a0b0 è a1b1 � îïåðàöèè óìíîæåíèÿ â ïîäïîëå F22 ;
� (a1b1)α� îïåðàöèÿ óìíîæåíèÿ íà êîíñòàíòó α â ïîäïîëå F22 ;
� (a0b0) + (a1b1α)� îïåðàöèÿ ñëîæåíèÿ â ïîäïîëå F22 .

Òîãäà, ó÷èòûâàÿ, ÷òî:

� óìíîæåíèå â F22 èìååò êîìáèíàöèîííóþ ñëîæíîñòü CΩ(x · y;F22 ; Norm) ⩽ 7 è ãëó-
áèíó DΩ(x · y;F22 ; Norm) ⩽ 3 (ñì. ïðåäëîæåíèå 1);

� óìíîæåíèå íà êîíñòàíòó α â F22 èìååò êîìáèíàöèîííóþ ñëîæíîñòü CΩ(x · α;F22 ;
Norm) = 1 è ãëóáèíó DΩ(x · α;F22 ; Norm) = 1 (ñì. ïðåäëîæåíèå 2);

� ñëîæåíèå â F22 èìååò ñëîæíîñòü CΩ(x + y;F22 ; Norm) = 2 è ãëóáèíó DΩ(x + y;F22 ;
Norm) = 1,

ïîëó÷àåì, ÷òî äëÿ c0:

CΩ

(
c0;F(22)2 ; Poly

)
⩽ 2 · 7 + 1 + 2 = 17,

DΩ

(
c0;F(22)2 ; Poly

)
⩽ max

{
DΩ (x · y;F22 ; Norm) +DΩ(x+ y;F22 ; Norm),

DΩ (x · y;F22 ; Norm) +DΩ (x · α;F22 ; Norm) +DΩ(x+ y;F22 ; Norm)
}
⩽ max{4, 5} = 5.

Êîýôôèöèåíò c1 ïîñëå óïðîùåíèé ìîæåò áûòü âû÷èñëåí ïî ôîðìóëå

c1 = (a0 + a1) (b0 + b1) + a0b0,

ãäå

� a0 + a1, b0 + b1, ((a0 + a1) (b0 + b1)) + (a0b0)� îïåðàöèè ñëîæåíèÿ â ïîäïîëå F22 ;
� (a0 + a1)(b0 + b1)� îïåðàöèÿ óìíîæåíèÿ â ïîäïîëå F22 ;
� a0b0 � îïåðàöèÿ óìíîæåíèÿ â ïîäïîëå F22 , óæå âûïîëíåííàÿ ïðè âû÷èñëåíèè êî-

ýôôèöèåíòà c0.

Òàêèì îáðàçîì, äëÿ c1:

CΩ

(
c1;F(22)2 ; Poly

)
⩽

⩽ 2CΩ(x+ y;F22 ; Norm) + CΩ(x · y;F22 ; Norm) + CΩ(x+ y;F22 ; Norm) = 13,

DΩ

(
c1;F(22)2 ; Poly

)
⩽

⩽ max
{
DΩ(x+ y;F22 ; Norm) +DΩ(x · α;F22 ; Norm) +DΩ(x+ y;F22 ; Norm),

DΩ(x · y;F22 ; Norm), DΩ(x+ y;F22 ; Norm)
}
⩽ 5.

Îïåðàöèÿ óìíîæåíèÿ a · b òðåáóåò âû÷èñëåíèÿ c0 è c1. Ñëîæíîñòü è ãëóáèíà îöå-
íèâàþòñÿ ñëåäóþùèì îáðàçîì:

CΩ

(
a · b;F(22)2 ; Poly

)
= CΩ(c0;F(22)2 ; Poly) + CΩ(c1;F(22)2 ; Poly) ⩽ 17 + 13 = 30,

DΩ

(
a · b;F(22)2 ; Poly

)
= max(DΩ(c0;F(22)2 ; Poly), DΩ(c1);F(22)2 ; Poly)) ⩽ max(5, 5) = 5.

Ïðåäëîæåíèå 4 äîêàçàíî.
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Çàìåòèì, ÷òî äîêàçàòåëüñòâî ïðåäëîæåíèÿ 4 ÿâëÿåòñÿ ÷èñòî òåõíè÷åñêèì, äëÿ íåãî
äîñòàòî÷íî ðàññìîòðåòü ñëåäóþùóþ ðåàëèçàöèþ îïåðàöèè óìíîæåíèÿ:

a · b = (a0 + a1β) (b0 + b1β) =

= (a0b0 + a1b1α) + ((a0 + a1) (b0 + b1) + a0b0)β = c0 + c1β = c.

Ïðåäëîæåíèå 5. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x + α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà äëÿ x ∈ F(22)2 âûïîëíÿåòñÿ

CΩ

(
x4;F(22)2 ; Poly

)
⩽ 2; DΩ

(
x4;F(22)2 ; Poly

)
= 1.

Äåéñòâèòåëüíî, âîçâåäåíèå â ñòåïåíü 4 ÿâëÿåòñÿ ýíäîìîðôèçìîì Ôðîáåíèóñà è âû-
÷èñëÿåòñÿ ïî ôîðìóëå

a4 = (a0 + a1β)
4 = a0 + a1β

4 = a0 + a1(β + α2 + α) = a0 + a1(β + 1) = (a0 + a1) + a1β.

Âîçâåäåíèå â êâàäðàò âû÷èñëåòñÿ àíàëîãè÷íî, îòêóäà ñëåäóåò

Ïðåäëîæåíèå 6. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x + α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà äëÿ x ∈ F(22)2 èìååò ìå-

ñòî CΩ

(
x2;F(22)2 ; Poly

)
⩽ 3; DΩ

(
x2;F(22)2 ; Poly

)
⩽ 2.

Îáðàòíûé ýëåìåíò â ïîëå ìîæíî âû÷èñëèòü ñ èñïîëüçîâàíèåì àëãîðèòìà Èòî�
Öóäçè [34], â êîòîðîì èñïîëüçóåòñÿ ñëåäóþùåå ñâîéñòâî: äëÿ ëþáîãî íåíóëåâîãî ýëå-
ìåíòà a ∈ F(22)2 âûïîëíÿåòñÿ a5 ∈ F22 . Ýòî ñëåäóåò èç òîãî, ÷òî ìóëüòèïëèêàòèâíàÿ

ãðóïïà F×22 èìååò ïîðÿäîê 3, à, ïîñêîëüêó a15 = 1, òî (a5)
3
= 1, ÷òî îçíà÷àåò a5 ∈ F22 .

Òàêèì îáðàçîì, ðåàëèçàöèÿ îïåðàöèè îáðàùåíèÿ â F(22)2 ñâîäèòñÿ ê ðåàëèçàöèè îïå-
ðàöèè îáðàùåíèÿ â ïîäïîëå:

a−1 =
(
aa4
)−1

a4 =
(
(a0 + a1β)

(
a0 + a1β

4
))−1 (

a0 + a1β
4
)
=

=
(
a0(a0 + a1) + a21α

)−1
((a0 + a1) + a1β) = d0 + d1β.

Âû÷èñëÿÿ âûðàæåíèÿ äëÿ çíà÷åíèé êîýôôèöèåíòîâ d0 è d1, ïîëó÷àåì

Ïðåäëîæåíèå 7. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x + α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà äëÿ x ∈ F(22)2 âûïîëíÿåòñÿ

CΩ

(
x−1;F(22)2 ; Poly

)
⩽ 26; DΩ

(
x−1;F(22)2 ; Poly

)
⩽ 8.

Òàê êàê â ðàìêàõ äàííîé ðàáîòû ìû îãðàíè÷èâàåìñÿ âûáîðîì òîëüêî ìîíîìè-
àëüíûõ ïàðàìåòðîâ â ïàðàìåòðè÷åñêèõ ñåìåéñòâàõ òèïîâ ¾À¿ è ¾Á¿ äëÿ ïîñòðîåíèÿ
ïîäñòàíîâîê ïðîñòðàíñòâà F8

2, òî íàéä¼ì ñëîæíîñòè ðåàëèçàöèè âñåõ ïîäñòàíîâîê âè-
äà xi, i = 1, . . . , 15. Âñå òàêèå ïîäñòàíîâêè ðàçáèâàþòñÿ íà äâà êëàññà: ëèíåéíûå ïðè
i ∈ {1, 2, 4, 8} è íåëèíåéíûå ïðè i ∈ {7, 11, 13, 14}.

Ñíà÷àëà ðàññìîòðèì ïîäñòàíîâêó x8.

Ïðåäëîæåíèå 8. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x + α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà äëÿ x ∈ F(22)2 èìååò ìå-

ñòî CΩ

(
x8;F(22)2 ; Poly

)
⩽ 3; DΩ

(
x8;F(22)2 ; Poly

)
⩽ 2.

Äîêàçàòåëüñòâî ñëåäóåò èç ñëåäóþùåé öåïî÷êè ðàâåíñòâ:

a8 = (a4)2 = ((a0+a1)+a1β)
2 = (a20+a21)+a21β

2 = (a20+a21)+a21(β+α) = (a20+a21α
2)+a21β.
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Öèêëîìàòè÷åñêèé êëàññ ýëåìåíòà α â ìóëüòèïëèêàòèâíîé ãðóïïå êîíå÷íîãî ïî-
ëÿ F2n îáðàçóþò âñå ýëåìåíòû âèäà α2k äëÿ k ⩾ 0, ñîîòâåòñòâóþùèå ñîïðÿæ¼ííûì
ýëåìåíòàì îòíîñèòåëüíî ýíäîìîðôèçìà Ôðîáåíèóñà ϕ(x) = x2. Äëÿ ïîäñòàíîâîê â ïî-
ëå F24 âûïîëíÿþòñÿ ñëåäóþùèå ñîîòíîøåíèÿ âíóòðè îäíîãî öèêëîìàòè÷åñêîãî êëàññà:

x14 = x−1, x13 = (x−1)2 = x−2, x11 = (x−1)4 = x−4, x7 = (x−1)8 = x−8.

Äàííûå ðàâåíñòâà ñëåäóþò èç òîãî, ÷òî â ìóëüòèïëèêàòèâíîé ãðóïïå ïîëÿ F×24 ïîðÿä-
êà 15 âûïîëíÿåòñÿ x15 = 1 äëÿ âñåõ x ̸= 0, ñëåäîâàòåëüíî x−k ≡ x15−k, ãäå 1 ⩽ k < 15.

Ïðåäëîæåíèå 9. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x+ α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà äëÿ x ∈ F(22)2 âûïîëíÿåòñÿ

CΩ

(
x13;F(22)2 ; Poly

)
⩽ 29, DΩ

(
x13;F(22)2 ; Poly

)
⩽ 8;

CΩ

(
x11;F(22)2 ; Poly

)
⩽ 26, DΩ

(
x11;F(22)2 ; Poly

)
⩽ 8;

CΩ

(
x7;F(22)2 ; Poly

)
⩽ 29, DΩ

(
x7;F(22)2 ; Poly

)
⩽ 8.

Äîêàçàòåëüñòâî. Èñïîëüçóÿ ñîîòíîøåíèå x11 = (x−1)4 è ïðåäëîæåíèÿ 3, 5 è 7,
ïîëó÷àåì

a11 = (a−1)4 =
[(
a0(a0 + a1) + a21α

)−1
((a0 + a1) + a1β)

]4
=

=
(
a0(a0 + a1) + a21α

)−4 (
(a0 + a1) + a1β

4
)
=
(
a0(a0 + a1) + a21α

)−1 (
(a0 + a1) + a1β

4
)
=

=
(
a0(a0 + a1) + a21α

)−1
(a0 + a1β) .

Äåéñòâèòåëüíî:

� ýëåìåíò (a0(a0 + a1) + a21α) = a5 ïðèíàäëåæèò ïîäïîëþ F22 (ïðåäëîæåíèå 7), ìóëü-
òèïëèêàòèâíàÿ ãðóïïà êîòîðîãî èìååò ïîðÿäîê 3;

� β4 = β + 1 (ïðåäëîæåíèå 5).

Äëÿ x13 è x7 äîêàçàòåëüñòâî àíàëîãè÷íî ñ èñïîëüçîâàíèåì ñîîòíîøåíèé x13 = (x−1)2 è
x7 = (x−1)8, ïðè ýòîì ãëóáèíà âû÷èñëåíèé íå ïðåâûøàåò óñòàíîâëåííûõ ãðàíèö áëàãî-
äàðÿ ìóëüòèïëèêàòèâíîé ñòðóêòóðå ïîäïîëÿ F22 . Â êà÷åñòâå ïðèìåðà ðàññìîòðèì x13:

a13 =
(
a14
)2

=
[(
a0(a0 + a1) + a21α

)−1
((a0 + a1) + a1)β

]2
=

=(a20(a
2
0 + a21) + a1α

2)−1((a20 + a21) + a21β
2)=(a20(a

2
0 + a21) + a1α

2)−1((a20 + a21) + a21(β + α))=

=
(
a20(a

2
0 + a21) + a1α

2
)−1 (

a20 + a21α
2 + a21β

)
.

Ïðåäëîæåíèå 9 äîêàçàíî.

Êàê óêàçàíî ðàíåå (çàìå÷àíèå 3), íàñ òàêæå èíòåðåñóåò ôóíêöèÿ x7 + x4 + x. Ðàñ-
ñìîòðèì ñíà÷àëà ôóíêöèþ x4 + x:

a4 + a = (a0 + a1) + a1β + a0 + a1β = a1.

Òîãäà î÷åâèäíî

Ïðåäëîæåíèå 10. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x + α â ïîëèíîìèàëüíîì áàçèñå {1,β}. Òîãäà äëÿ x ∈ F(22)2 âûïîëíÿåòñÿ

CΩ

(
x7 + x4 + x;F(22)2 ; Poly

)
⩽ 31; DΩ

(
x7 + x4 + x;F(22)2 ; Poly

)
⩽ 9.
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4.3. Ñ ë î æ í î ñ ò ü ç à ä à í è ÿ ô ó í ê ö è é í à ä ï î ë å ì F(22)2

â í î ð ì à ë ü í î ì è ñ ì å ø à í í î ì á à ç è ñ à õ

Ïóñòü ýëåìåíòû ïîëÿ F(22)2 çàäàþòñÿ â íîðìàëüíîì áàçèñå. Èçâåñòíî, ÷òî ñ èñïîëü-
çîâàíèåì íîðìàëüíîãî áàçèñà ýôôåêòèâíî ðåàëèçóåòñÿ ýíäîìîðôèçì Ôðîáåíèóñà. Ýòî
ïîçâîëÿåò ïðåäëîæèòü, ÷òî ðåàëèçàöèÿ îïåðàöèè îáðàùåíèÿ íåíóëåâûõ ýëåìåíòîâ x−1

èìååò ìåíüøóþ ñëîæíîñòü.
Êàê è â ðàáîòå [8], ðàññìîòðèì íîðìàëüíûé áàçèñ {β,β4}, ãäå β�êîðåíü íåïðèâî-

äèìîãî íàä F22 ìíîãî÷ëåíà x
2+x+α. Çäåñü, êàê è âûøå, α� îáðàçóþùèé íîðìàëüíîãî

áàçèñà F22 . Ïóñòü a = a0β + a1β
4 �ïðîèçâîëüíûé íåíóëåâîé ýëåìåíò ïîëÿ F(22)2 . Îá-

ðàòíûé ýëåìåíò â ïîëå âû÷èñëÿåòñÿ ïî ôîðìóëå

a−1 =
(
aa4
)−1

a4 =
((
a0β + a1β

4
) (

a1β + a0β
4
))−1 (

a1β + a0β
4
)
=

=
(
a0a1 + (a0 + a1)

2α
)−1 (

a1β + a0β
4
)
= d0β + d1β

4.

Çàïèñàâ ÿâíûå âûðàæåíèÿ äëÿ d0 è d1, ïîëó÷àåì

Ïðåäëîæåíèå 11. Ïóñòü ïîëå F(22)2 çàäà¼òñÿ íåïðèâîäèìûì ìíîãî÷ëåíîì

g(x) = x2 + x + α â íîðìàëüíîì áàçèñå {β,β4}. Òîãäà äëÿ x ∈ F(22)2 èìååò ìåñòî

CΩ

(
x−1;F(22)2 ; Norm

)
⩽ 26; DΩ

(
x−1;F(22)2 ; Norm

)
⩽ 7.

Òàêèì îáðàçîì, èñïîëüçîâàíèå íîðìàëüíîãî áàçèñà ïîçâîëÿåò ñîêðàòèòü ãëóáèíó
ôóíêöèè, ðåàëèçóþùåé âû÷èñëåíèå îáðàòíîãî ýëåìåíòà â ïîëå, íà 1.

Â ðàáîòå [18] ïðåäëàãàåòñÿ ðàññìàòðèâàòü ñìåøàííûå áàçèñû äëÿ ðåàëèçàöèè îïå-
ðàöèé â ïîëå. Èñïîëüçîâàíèå ðàçíûõ áàçèñîâ äëÿ ðàçíûõ îïåðàöèé ìîæåò ïðèâåñòè
ê óìåíüøåíèþ ãëóáèíû ñõåìû, ðåàëèçóþùåé ïîäñòàíîâêó â öåëîì. Íàïðèìåð, ñëåäóþ-
ùàÿ ôîðìóëà îïèñûâàåò ñïîñîá ðåàëèçàöèè ïîäñòàíîâêè îáðàùåíèÿ íåíóëåâûõ ýëåìåí-
òîâ, çàäàííûõ â íîðìàëüíîì áàçèñå, òàê, ÷òî ðåçóëüòàò ïðåäñòàâëåí â ïîëèíîìèàëüíîì
áàçèñå:

a−1 =
(
aa4
)−1

a4 =
((
a0β + a1β

4
) (

a1β + a0β
4
))−1 (

a1β + a0β
4
)
=

=
(
a0a1 + (a0 + a1)

2α
)−1

((a1 + a0) + a0β) = d0 + d1β.

Çäåñü d0 è d1 �êîýôôèöèåíòû â ïîëíèíîìèàëüíîì áàçèñå. Òàêîå ïðåäñòàâëåíèå íå
ïðèâîäèò ê óâåëè÷åíèþ ñëîæíîñòè ôîðìóëû. Äëÿ ñìåøàííûõ áàçèñîâ áóäåì èñïîëü-
çîâàòü îáîçíà÷åíèÿ PtN (Polynomialal to Normal) è NtP (Normal to Polynomial) äëÿ
ôóíêöèé, çàäàâàåìûõ â îäíîì áàçèñå, ðåçóëüòàò êîòîðûõ ïðåäñòàâëÿåòñÿ â äðóãîì áà-
çèñå. Â êà÷åñòâå ïîëèíîìèàëüíîãî áàçèñà âåçäå äàëåå áóäåì ðàññìàòðèâàòü {1,β}, à
â êà÷åñòâå íîðìàëüíîãî � áàçèñ {β,β4}.

Ïðåäëîæåíèå 12 [18]. Äëÿ x ∈ F(22)2 âûïîëíåíî CΩ

(
x−1;F(22)2 ; NtP

)
⩽ 26;

DΩ

(
x−1;F(22)2 ; NtP

)
⩽ 7.

Íàéä¼ì ñëîæíîñòü ðåàëèçàöèè âñåõ ìîíîìèàëüíûõ ïîäñòàíîâîê. Âîçâåäåíèå â ñòå-
ïåíü 4 âû÷èñëÿåòñÿ ïî ôîðìóëå

a4 =
(
a0β + a1β

4
)4

= a1β + a0β
4.

Åñëè íåîáõîäèìî, ÷òîáû ðåçóëüòàò áûë ïðåäñòàâëåí â ïîëèíîìèàëüíîì áàçèñå, òî ïî-
ëó÷àåì

a4 =
(
a0β + a1β

4
)4

= a1β + a0β
4 = a1β + a0(β + 1) = a0 + (a0 + a1)β.

Îòñþäà âåðíî
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Ïðåäëîæåíèå 13. Äëÿ x ∈ F(22)2

CΩ

(
x4;F(22)2 ; Norm

)
= 0, DΩ

(
x4;F(22)2 ; Norm

)
= 0,

CΩ

(
x4;F(22)2 ; NtP

)
⩽ 2, DΩ

(
x4;F(22)2 ; NtP

)
⩽ 1.

Âîçâåäåíèå â êâàäðàò è ñòåïåíü 8 âû÷èñëÿþòñÿ àíàëîãè÷íî:

Ïðåäëîæåíèå 14. Äëÿ x ∈ F(22)2

CΩ

(
x2;F(22)2 ; Norm

)
= CΩ

(
x8;F(22)2 ; Norm

)
⩽ 4,

DΩ

(
x2;F(22)2 ; Norm

)
= DΩ

(
x8;F(22)2 ; Norm

)
⩽ 2.

Äîêàçàòåëüñòâî. Äëÿ ýëåìåíòà a = a0β + a1β
4 ∈ F(22)2 , èñïîëüçóÿ ðàâåíñòâà

β2 = β + α è β8 = β4 + α, ïîëó÷àåì

a2 = (a0β+a1β
4)2 = a20β

2+a21β
8 = a20(β+α)+a21(β

4+α) = (a20α+a21α)β+(a20α
2+a21α

2)β4.

Àíàëîãè÷íî a8 = (a20α
2 + a21α)β + (a20α + a21α

2)β4.
Äëÿ çàâåðøåíèÿ äîêàçàòåëüñòâà çàìåòèì, ÷òî âû÷èñëåíèå (a20α

2+a21α) ìîæíî ïðî-
èçâåñòè çà òðè (à íå ÷åòûðå) îïåðàöèè, òàê êàê çíà÷åíèå ýòîé ôóíêöèè çàâèñèò îò
ïåðåñåêàþùèõñÿ çíà÷åíèé ïåðåìåííûõ. Ïîñëå ýòîãî çíà÷åíèå (a20α+ a21α

2) âû÷èñëÿåò-
ñÿ óìíîæåíèåì (a20α

2 + a21α) íà α
2, êîòîðîå âîçìîæíî ïðîèçâåñòè çà îäíó îïåðàöèþ.

Äëÿ ïîëó÷åíèÿ îöåíêè ãëóáèíû íåîáõîäèìî ðàññìîòðåòü ãðàô, â êîòîðîì
(a20α

2 + a21α) è (a20α + a21α
2)� ýòî äâà íåçàâèñèìûõ ïóòè.

Àíàëîãè÷íî äëÿ ñìåøàííîãî áàçèñà:

Ïðåäëîæåíèå 15. Äëÿ x ∈ F(22)2

CΩ

(
x2;F(22)2 ; NtP

)
= CΩ

(
x8;F(22)2 ; NtP

)
⩽ 4,

DΩ

(
x2;F(22)2 ; NtP

)
= DΩ

(
x8;F(22)2 ; NtP

)
⩽ 2.

Òàêèì îáðàçîì, èñïîëüçîâàíèå íîðìàëüíîãî áàçèñà äëÿ ðåàëèçàöèè ëèíåéíûõ ïîä-
ñòàíîâîê íå ïîâûøàåò ýôôåêòèâíîñòè ïî ñðàâíåíèþ ñ èñïîëüçîâàíèåì ïîëèíîìèàëü-
íîãî áàçèñà.

Îöåíèì ñëîæíîñòü ðåàëèçàöèè ïîäñòàíîâîê x7, x11, x13. Äëÿ ïîëó÷åíèÿ èòîãîâîé
ôîðìóëû, êàê è ðàíåå, íåîáõîäèìî ÿâíî ïîëó÷èòü âûðàæåíèÿ äëÿ êîýôôèöèåíòîâ d0

è d1. Ðàññìîòðèì ñíà÷àëà ñàìûé ïðîñòîé ñëó÷àé:

a11 =
(
a−1
)4

=
(
a0a1 + (a0 + a1)

2α
)−1 (

a0β + a1β
4
)
= d0 + d1β.

Åñëè àðãóìåíò ïîäñòàíîâêè ïðåäñòàâëÿåòñÿ â ïîëèíîìèàëüíîì áàçèñå, òî ïîëó÷àåì

a11 =
(
a−1
)4

=
(
a0a1 + (a0 + a1)

2α
)−1

((a0 + a1) + a0(β + 1)) =

=
(
a0a1 + (a0 + a1)

2α
)−1

(a1 + a0β) = d0 + d1β.

Çàìå÷àíèå 5. Êîìáèíàöèîííàÿ ñëîæíîñòü è ãëóáèíà ôóíêöèè, ðåàëèçóþùåé
ïîäñòàíîâêó x11 â íîðìàëüíîì è ñìåøàííîì áàçèñàõ, ðàâíû ñîîòâåòñòâóþùèì çíà-
÷åíèÿì äëÿ ïîäñòàíîâêè x14.
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Ðàññìîòðèì ïîäñòàíîâêó x13 â íîðìàëüíîì è ñìåøàííîì áàçèñàõ:

a13 =
(
a−1
)2

=
(
a20a

2
1 + (a0 + a1)α

2
)−1 (

a21
(
α2β + αβ4

)
+ a20

(
αβ + α2β4

))
=

=
(
a20a

2
1 + (a0 + a1)α

2
)−1 ((

a20α + a21α
2
)
β +

(
a20α

2 + a21α
)
β4
)
= d0 + d1β.

Äëÿ ïîäñòàíîâêè x7 = (x13)4 ôîðìóëà îñòàíåòñÿ òàêîé æå ñ òî÷íîñòüþ äî ïåðåñòàíîâêè
çíà÷åíèé êîýôôèöèåíòîâ ïðè áàçèñíûõ âåêòîðàõ.

Ïðåäëîæåíèå 16. Äëÿ x ∈ F(22)2

CΩ

(
x13;F(22)2 ; Norm

)
= CΩ

(
x7;F(22)2 ; Norm

)
⩽ 29,

DΩ

(
x13;F(22)2 ; Norm

)
= DΩ

(
x7;F(22)2 ; Norm

)
⩽ 7.

Äîêàçàòåëüñòâî. Äîñòàòî÷íî ïîêàçàòü, ÷òî çíà÷åíèÿ (a0 + a1)α
2, (a20α + a21α

2),
(a20α

2 + a21α) ìîæíî âû÷èñëèòü çà øåñòü îïåðàöèé â áàçèñå Ω.

Ðàññìîòðèì ñëó÷àé, êîãäà çíà÷åíèå ïîäñòàíîâêè ïðåäñòàâëÿåòñÿ â ïîëèíîìèàëüíîì
áàçèñå:

a13 =
(
a20a

2
1 + (a0 + a1)α

2
)−1 ((

a20α + a21α
2
)
β +

(
a20α

2 + a21α
)
(β + 1)

)
=

=
(
a20a

2
1 + (a0 + a1)α

2
)−1 ((

a20α
2 + a21α

)
+
(
a20 + a21

)
β
)
= d0 + d1β.

Çàìå÷àíèå 6. Êîìáèíàöèîííàÿ ñëîæíîñòü è ãëóáèíà ôóíêöèé, ðåàëèçóþùèõ
ïîäñòàíîâêè x13 è x7 â íîðìàëüíîì áàçèñå, ðàâíû ñîîòâåòñòâóþùèì çíà÷åíèÿì â ñìå-
øàííîì áàçèñå.

Ïðèâåä¼ì ôîðìóëó èç [18], ïîçâîëÿþùóþ ïîëó÷èòü çíà÷åíèå â íîðìàëüíîì áàçèñå
äëÿ îïåðàöèè óìíîæåíèÿ â ïîëå ýëåìåíòîâ, ïðåäñòàâëåííûõ â ïîëèíîìèàëüíîì áàçèñå:

a ·b = (a0+a1β)(b0+b1β) = [(a0 + a1)(b0 + b1) + a1b1α]β+(a0b0+a1b1α)β
4 = d0+d1β.

Ïðåäëîæåíèå 17. Äëÿ x, y ∈ F(22)2 âûïîëíåíî

CΩ

(
x · y;F(22)2 ; PtN

)
⩽ 26; DΩ

(
x · y;F(22)2 ; PtN

)
⩽ 5.

Òàêîå ïðåäñòàâëåíèå èìååò êîìáèíàöèîííóþ ñëîæíîñòü íà 4 ìåíüøå, ÷åì â ñëó÷àå
ïîëèíîìèàëüíîãî áàçèñà, îäíàêî îáå ðåàëèçàöèè èìåþò ðàâíóþ ãëóáèíó.

4.4. Ñ ë î æ í î ñ ò ü ç à ä à í è ÿ ô ó í ê ö è é í à ä ï î ë å ì F(22)2

ñ è ñ ï î ë ü ç î â à í è å ì P R R - è R R B - ï ð å ä ñ ò à â ë å í è é

Ïóñòü f(x) = x4 + x3 + x2 + x + 1�íåïðèâîäèìûé ìíîãî÷ëåí íàä ïîëåì F2 è β�
åãî êîðåíü â ìèíèìàëüíîì ïîëå ðàçëîæåíèÿ. Òîãäà {β0,β1,β2,β3}�ïîëèíîìèàëüíûé
áàçèñ. Ïðè èñïîëüçîâàíèè RRB-ïðåäñòàâëåíèÿ ýëåìåíòû ïîëÿ ïðåäñòàâëÿþòñÿ â âèäå
ëèíåéíîé êîìáèíàöèè ýëåìåíòîâ ìíîæåñòâà {β0,β1,β2,β3,β4}. Î÷åâèäíî, ÷òî ýëåìåí-
òû ïîëÿ ïðåäñòàâëÿþòñÿ íå åäèíñòâåííûì îáðàçîì.

Äëÿ òàêîãî ïðåäñòàâëåíèÿ îïåðàöèÿ óìíîæåíèÿ ðåàëèçóåòñÿ ñëåäóþùèì îáðàçîì:
ïóñòü a = a0 + a1β + . . . + a4β

4, b = b0 + b1β + . . . + b4β
4. Òîãäà d = a · b, d = d0 +

+ d1β + . . .+ d4β
4 âû÷èñëÿþòñÿ ïî ôîðìóëàì [18]

d0 = (a1 + a3)(b1 + b4) + (a2 + a3)(b2 + b3),

d1 = (a0 + a1)(b0 + b1) + (a2 + a4)(b2 + b4),

d2 = (a0 + a2)(b0 + b2) + (a4 + a4)(b3 + b4),

d3 = (a0 + a3)(b0 + b3) + (a2 + a2)(b1 + b2),

d4 = (a0 + a4)(b0 + b4) + (a3 + a3)(b1 + b3).
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Êîìáèíàöèîííàÿ ñëîæíîñòü òàêîãî ïðåäñòàâëåíèÿ ðàâíà 35, ÷òî áîëüøå àíàëîãè÷íûõ
çíà÷åíèé äëÿ äðóãèõ áàçèñîâ. Â òî æå âðåìÿ ãëóáèíà ôóíêöèè, çàäàþùåé òàêîå ïðåä-
ñòàâëåíèå, ðàâíà 3, ÷òî ÿâëÿåòñÿ íàèìåíüøèì èçâåñòíûì çíà÷åíèåì [18].

Èñïîëüçîâàíèå PRR-ïðåäñòàâëåíèÿ ïîçâîëÿåò ðåàëèçîâûâàòü íåêîòîðûå îïåðàöèè
ýôôåêòèâíåå, ÷åì â ïîëèíîìèàëüíîì, íîðìàëüíîì èëè ñìåøàííûõ áàçèñàõ. Íàïðèìåð,
â ðàáîòå [18] ïðèâîäèòñÿ ñïîñîá âû÷èñëåíèÿ îáðàòíîãî ýëåìåíòà â ïîëå.

Ïóñòü a = a0 + a1β + . . .+ a4β
4, b = b0 + b1β + . . .+ b4β

4, a−1 = b. Òîãäà

b0 = (a1 ∨ a4)(a2 ∨ a3),
b1 = ((a4 + 1)(a1 + a2)) ∨ (a0a4(a2 ∨ a3)),
b2 = ((a3 + 1)(a2 + a4)) ∨ (a0a3(a1 ∨ a4)),
b3 = ((a2 + 1)(a1 + a3)) ∨ (a0a2(a1 ∨ a4)),
b4 = ((a1 + 1)(a3 + a4)) ∨ (a0a1(a2 ∨ a3)).

Òàêîå ïðåäñòàâëåíèå âîçìîæíî, òàê êàê â PRR-áàçèñå àðãóìåíòàìè áóëåâîé ôóíêöèè,
çàäàþùåé îïåðàöèþ îáðàùåíèÿ íåíóëåâûõ ýëåìåíòîâ ïîëÿ, ÿâëÿþòñÿ òîëüêî âåêòîðû,
èìåþùèå íóëåâîé äâîè÷íûé âåñ. Ýòî ïîçâîëÿåò îïðåäåëÿòü îñòàëüíûå çíà÷åíèÿ ïðîèç-
âîëüíûì îáðàçîì òàê, ÷òîáû ìèíèìèçèðîâàòü ñëîæíîñòü âû÷èñëåíèé. Áîëåå òîãî, òàê
êàê çíà÷åíèå, çàäàííîå â PRR-ïðåäñòàâëåíèè, òàêæå ÿâëÿåòñÿ RRB-ïðåäñòàâëåíèåì,
òî (êàê è ñäåëàíî àâòîðàìè [18] äëÿ ôóíêöèè âûøå) ìîæíî îòêàçàòüñÿ îò òðåáîâàíèÿ,
÷òî çíà÷åíèå ïîäñòàíîâêè áóäåò èìåòü PRR-ïðåäñòàâëåíèå. Ïðè èñïîëüçîâàíèè PRR-
ïðåäñòàâëåíèÿ ñ p(x) = (x + 1)(x4 + x3 + x2 + x + 1) ýëåìåíò 1 ∈ F24 ìîæåò áûòü
ïðåäñòàâëåí òàê:

� êàê ìíîãî÷ëåí g(x) = x4 + x3 + x2 + x+ 1 (êàíîíè÷åñêîå PRR-ïðåäñòàâëåíèå);
� êàê êîíñòàíòà 1 (âûðîæäåííîå ïðåäñòàâëåíèå).

Ïðè ïîñëåäóþùèõ óìíîæåíèÿõ â ïîëå îáà ïðåäñòàâëåíèÿ âåäóò ñåáÿ èäåíòè÷íî îòíî-
ñèòåëüíî ïðåäñòàâëåíèé ýëåìåíòîâ ïîëÿ, ÷òî ñîõðàíÿåò êîððåêòíîñòü âû÷èñëåíèé.

Êîìáèíàöèîííàÿ ñëîæíîñòü îïåðàöèè îáðàùåíèÿ íåíóëåâûõ ýëåìåíòîâ ïîëÿ ðàâ-
íà 31, ÷òî áîëüøå, ÷åì â ñëó÷àå íîðìàëüíîãî, ïîëèíîìèàëüíîãî è ñìåøàííîãî áàçèñîâ,
îäíàêî ãëóáèíà ôóíêöèè ðàâíà 3.

Çàìåòèì, ÷òî âîçâåäåíèå ýëåìåíòà â ñòåïåíè 2, 4, 8 èìååò êîìáèíàöèîííóþ ñëîæ-
íîñòü è ãëóáèíó, ðàâíûå íóëþ. Îòñþäà, â ÷àñòíîñòè, ñëåäóåò, ÷òî âû÷èñëåíèå çíà÷åíèÿ
ìîíîìèàëüíîé ïîäñòàíîâêè èìååò ñëîæíîñòü è ãëóáèíó, ðàâíóþ àíàëîãè÷íûì çíà÷å-
íèÿì îïåðàöèè âû÷èñëåíèÿ ïîäñòàíîâêè x14.

4.5. Ñ ë î æ í î ñ ò ü ð å à ë è ç à ö è è ì ó ë ü ò è ï ë å ê ñ î ð à MUX

Ðàññìîòðèì òðóäî¼ìêîñòü ðåàëèçàöèè ìóëüòèïëåêñîðà, àíàëîãè÷íî [6]. Ñîãëàñíî
îïðåäåëåíèþ ïàðàìåòðè÷åñêèõ ñåìåéñòâ òèïîâ ¾À¿, ¾Á¿ è ¾Ã¿, ïðîèñõîäÿò âû÷èñëå-
íèÿ, àíàëîãè÷íûå ñëåäóþùåìó:

¾Åñëè x1 = 0, òî y = π̂(x0), èíà÷å y = π2(π0(x0) · π1(x1))¿,
ãäå π0, π1, π2, π̂�íåëèíåéíûå áèåêòèâíûå ïðåîáðàçîâàíèÿ ïðîñòðàíñòâà F4

2.
Ðàññìîòðèì ôóíêöèþ-èíäèêàòîð, ïðèíèìàþùóþ çíà÷åíèå 1 â òî÷êå x1 = 0 è íóëå-

âîå çíà÷åíèå âî âñåõ îñòàëüíûõ òî÷êàõ:

Ind0(x1) = x
(1)
1 · x

(2)
1 · x

(3)
1 · x

(4)
1 = x

(1)
1 ∨ x

(2)
1 ∨ x

(3)
1 ∨ x

(4)
1 .

Çäåñü x
(j)
1 , j = 1, . . . , 4, � çíà÷åíèå j-é êîîðäèíàòû âåêòîðà x1 ∈ F4

2. Êîìáèíàöèîí-
íàÿ ñëîæíîñòü âû÷èñëåíèÿ ôóíêöèè èíäèêàòîðà ðàâíà 4, ãëóáèíà ðàâíà 3 (çà ñ÷¼ò
âû÷èñëåíèÿ îïåðàöèè îòðèöàíèÿ).
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Çíà÷åíèå ðàññìàòðèâàåìîé ôóíêöèè ìîæåò áûòü âû÷èñëåíî ïî ôîðìóëå

Ind0(x1) · π̂(x0) + Ind0(x1) · π2(π0(x0) · π1(x1)).

Âû÷èñëåíèå ìîæíî óïðîñòèòü ñëåäóþùèì îáðàçîì:

Ind0(x1) · (π̂(x0) + π2(π0(x0) · π1(0))) + π2(π0(x0) · π1(x1)).

Åñëè π1(0) = 0, ïîñëåäíåå âûðàæåíèå óïðîùàåòñÿ:

Ind0(x1) · (π̂(x0) + π2(0)) + π2(π0(x0) · π1(x1)).

Åñëè π2(0) = 0, òî âûðàæåíèå ïðèíèìàåò ñëåäóþùèé âèä:

Ind0(x1) · π̂(x0) + π2(π0(x0) · π1(x1)). (3)

Ïðåäëîæåíèå 18. Êîìáèíàöèîííàÿ ñëîæíîñòü âû÷èñëåíèÿ çíà÷åíèÿ (3) îöåíè-
âàåòñÿ ñâåðõó âåëè÷èíîé

CΩ (π̂) + CΩ (π2(π0(x0) · π1(x1))) + 12.

Ãëóáèíà ôóíêöèè, ðåàëèçóþùåé (3), ðàâíà

max {4, DΩ (π̂) + 2, DΩ (π2(π0(x0) · π1(x1))) + 1} .

Çàìå÷àíèå 7. Ïðè èñïîëüçîâàíèè PRR-ïðåäñòàâëåíèÿ ñëîæíîñòü è ãëóáèíà
ôîðìóëû, âû÷èñëÿþùåé Ind0(x1), íå èçìåíèòñÿ, òàê êàê íóëåâîå çíà÷åíèå â ýòîì ïðåä-
ñòàâëåíèè çàäàåòñÿ âåêòîðîì èç ïÿòè íóëåé [18], ïðè ýòîì íè îäèí èç äðóãèõ âåêòî-
ðîâ F5

2, çàäàþùèõ ýëåìåíòû ïîëÿ F4
2, íå èìååò â ñâîåé çàïèñè ÷åòûðå íóëÿ íè íà êàêèõ

ïîçèöèÿõ.
Â ñëó÷àå RRB-ïðåäñòàâëåíèÿ êîìáèíàöèîííàÿ ñëîæíîñòü âû÷èñëåíèÿ Ind0(x1) óâå-

ëè÷èòñÿ íà 1, à ãëóáèíà íå èçìåíèòñÿ. Áîëåå òîãî, äëÿ ïîäñòàíîâîê, ñîõðàíÿþùèõ 0
(ìîíîìèàëüíûå ïîäñòàíîâêè ñîõðàíÿþò 0), ìîæíî âû÷èñëÿòü Ind0(x1) îò âõîäíûõ çíà-
÷åíèé, ÷òî äàæå ïðè èñïîëüçîâàíèè PRR-ïðåäñòàâëåíèÿ íå èçìåíèò êîìáèíàöèîííóþ
ñëîæíîñòü (îòíîñèòåëüíî çíà÷åíèÿ, ïîëó÷åííîãî â ïðåäëîæåíèè 18) è ïîçâîëèò ñîêðà-
òèòü ãëóáèíó âñåé ñõåìû öåëèêîì.

Òàêèì îáðàçîì, äëÿ íîðìàëüíîãî è ïîëèíîìèàëüíîãî áàçèñîâ êîìáèíàöèîííàÿ
ñëîæíîñòü âû÷èñëåíèÿ y íà 12 áîëüøå ñëîæíîñòè âû÷èñëåíèÿ îñòàâøèõñÿ ôóíêöèé;
äëÿ PRR- èëè RRB-ïðåäñòàâëåíèé îíà ðàâíà 14.

4.6. Ñ ë î æ í î ñ ò ü ð å à ë è ç à ö è è π̂i

Êàê ñêàçàíî ðàíåå, â ðåçóëüòàòå ýêñïåðèìåíòàëüíûõ èññëåäîâàíèé àëãîðèòìà èç
ðàáîòû [27] âûÿñíèëîñü, ÷òî ïîäñòàíîâêè π̂i, i ∈ {1, 2}, â ïîäàâëÿþùåì áîëüøèíñòâå
àôôèííî ýêâèâàëåíòíû ïîäñòàíîâêàì c ïðåäñòàâèòåëÿìè x14, x7 + x4 + x, ñëîæíîñòü
ðåàëèçàöèè êîòîðûõ óæå îöåíåíà.

Ïðè ðåàëèçàöèè àôôèííî ýêâèâàëåíòíûõ ïîäñòàíîâîê ïîìèìî ôîðìóë x14 è
x7 + x4 + x íåîáõîäèìî âû÷èñëèòü íå áîëåå äâóõ óìíîæåíèé íà îáðàòèìûå ìàòðèöû
èç GL(4, 2) è íå áîëåå äâóõ ñëîæåíèé ñ âåêòîðàìè äëèíû 4.

Ãëóáèíà óìíîæåíèÿ íà ìàòðèöó çàâèñèò îò ìàêñèìàëüíîãî âåñà wmax ñòðîêè ìàò-
ðèöû è ðàâíà ⌈log2wmax⌉. Ýòî çíà÷åíèå âñåãäà ìåíüøå ëèáî ðàâíî 2.

Êîìáèíàöèîííóþ ñëîæíîñòü ìîæíî îöåíèòü ñ èñïîëüçîâàíèåì êîëè÷åñòâà åäèíèö
âî âñåé ìàòðèöå. Ìîæíî ëåãêî ïîêàçàòü, ÷òî êîìáèíàöèîííàÿ ñëîæíîñòü óìíîæåíèÿ
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íà ïðîèçâîëüíóþ (íî ôèêñèðîâàííóþ) îáðàòèìóþ ìàòðèöó íå ïðåâîñõîäèò 9. Äåéñòâè-
òåëüíî, ïðè óìíîæåíèè âåêòîðà èç F4

2 íà ïðîèçâîëüíóþ îáðàòèìóþ (4 × 4)-ìàòðèöó
ìàêñèìàëüíàÿ êîìáèíàöèîííàÿ ñëîæíîñòü íå ïðåâûøàåò äåâÿòè îïåðàöèé ¾⊕¿. Ýòî
äîñòèãàåòñÿ çà ñ÷¼ò îïòèìàëüíîãî âûáîðà ïðåäâû÷èñëÿåìûõ ïàðíûõ ñóìì âõîäíûõ
ïåðåìåííûõ.

Äëÿ ÷åòûð¼õ ïåðåìåííûõ ñóùåñòâóåò C2
4 = 6 âîçìîæíûõ ïîïàðíûõ ñóìì, îäíàêî

â ëþáîì ñëó÷àå äîñòàòî÷íî âû÷èñëèòü òîëüêî ïÿòü èç íèõ. Âûáîð êîíêðåòíûõ ïàð
îïðåäåëÿåòñÿ ñòðóêòóðîé ìàòðèöû. Òàêîå ïðåäâû÷èñëåíèå òðåáóåò ðîâíî ïÿòü îïåðà-
öèé ¾⊕¿.

Äëÿ ñòðîê, ñîäåðæàùèõ ìåíåå òð¼õ åäèíèö, äîïîëíèòåëüíûõ âû÷èñëåíèé íå ïî-
òðåáóåòñÿ. Ïðè âû÷èñëåíèè âûõîäíûõ çíà÷åíèé äëÿ ñòðîê ìàòðèöû, ñîäåðæàùèõ òðè
åäèíèöû, ïîíàäîáèòñÿ îäíà äîïîëíèòåëüíàÿ îïåðàöèÿ ¾⊕¿, åñëè èñïîëüçîâàòü ïðåä-
âû÷èñëåííûå ïàðû. Äëÿ ñòðîê ñ ÷åòûðüìÿ åäèíèöàìè âûõîäíîå çíà÷åíèå ïîëó÷àåòñÿ
ñóììèðîâàíèåì äâóõ ïðåäâû÷èñëåííûõ ïàð, ÷òî äîáàâëÿåò åù¼ îäíó îïåðàöèþ.

Â íàèáîëåå òðåáîâàòåëüíîì ñëó÷àå, êîãäà ìàòðèöà ñîäåðæèò îäíó ñòðîêó ñ ÷åòûðü-
ìÿ åäèíèöàìè è òðè ñòðîêè ñ òðåìÿ åäèíèöàìè, îáùåå êîëè÷åñòâî îïåðàöèé ñîñòàâëÿåò

5 (ïðåäâû÷èñëåíèå)+ 1 (4 åäèíèöû)+ 3× 1 (3 åäèíèöû) = 9 îïåðàöèé ¾⊕¿.

Äëÿ êîíêðåòíûõ ìàòðèö ñëîæíîñòü ìîæåò áûòü íèæå, íî ïðåäñòàâëåííûé ìåòîä ãà-
ðàíòèðóåò, ÷òî â ëþáîì ñëó÷àå äåâÿòè îïåðàöèé ¾⊕¿ äîñòàòî÷íî äëÿ âûïîëíåíèÿ ìàò-
ðè÷íîãî óìíîæåíèÿ íàä F4

2.
Òàêèì îáðàçîì, êîìáèíàöèîííàÿ ñëîæíîñòü âû÷èñëåíèé π̂i, i ∈ {1, 2}, íå ïðåâîñõî-

äèò CΩ(π
′)+26; ãëóáèíà ôîðìóëû íå ïðåâîñõîäèò DΩ(π

′)+6, ãäå π′ ∈ {x14, x7 + x4 + x}.
Çàìå÷àíèå 8. Äëÿ çàäàííîé ïîäñòàíîâêè π̂i ìîãóò ñóùåñòâîâàòü ðàçëè÷íûå àô-

ôèííûå ïðåäñòàâëåíèÿ âèäà

π̂i(x) = A1 ◦ π′ ◦ A2(x) = B1 ◦ π′ ◦ B2(x),

ãäå π′ ∈ {x−1, x7+x4+x}; Ak,Bk, k = 1, 2, � àôôèííûå ïðåîáðàçîâàíèÿ. Ýòî ïîçâîëÿåò
âûáèðàòü ìåæäó ïðåäñòàâëåíèÿìè, îïòèìèçèðîâàííûìè ïî ðàçíûì êðèòåðèÿì: îäíî
ìîæåò ìèíèìèçèðîâàòü êîìáèíàöèîííóþ ñëîæíîñòü, äðóãîå � ãëóáèíó ñõåìû.

4.7. Ñ ë î æ í î ñ ò ü ð å à ë è ç à ö è è ï î ä ñ ò à í î â î ê
è ç ð à ñ ñ ì à ò ð è â à å ì û õ ï à ð à ì å ò ð è ÷ å ñ ê è õ ñ å ì å é ñ ò â

Ðàññìîòðèì ñëîæíîñòü ðåàëèçàöèè ïîäñòàíîâîê èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà òè-
ïà ¾Ã¿, êîòîðûå â òîì ÷èñëå îáîáùàþò ïàðàìåòðè÷åñêèå ïîäñòàíîâêè òèïîâ ¾À¿ è ¾Á¿
â ñëó÷àå ìîíîìèàëüíîãî âûáîðà ïàðàìåòðîâ π1, π2.

Áóäåì ñ÷èòàòü, ÷òî âõîäíûå âåêòîðû çàäàíû â íóæíîì áàçèñå, òàê êàê óìíîæåíèå
êàæäîé èç êîîðäèíàò x1, x2 íà îáðàòèìóþ ìàòðèöó íå èçìåíÿåò å¼ êëàññ ýêâèâàëåíò-
íîñòè, ïðè ýòîì ïðåäñòàâëåíèå îïåðàöèé ïðè èõ çàäàíèè íå êîíêðåòèçèðóåòñÿ.

Ïðîâåä¼ì ðàññóæäåíèÿ àíàëîãè÷íî ðàáîòå [33]. Äëÿ ýòîãî âû÷èñëåíèå âñåõ ïîä-
ñòàíîâîê è îïåðàöèè óìíîæåíèÿ íåîáõîäèìî ïðîâîäèòü â ñìåøàííûõ áàçèñàõ, à âû-
÷èñëåíèå π̂i, i = 1, 2, � â íîðìàëüíîì áàçèñå. Äëÿ ïîäñòàíîâêè èç ïàðàìåòðè÷åñêîãî
ñåìåéñòâà òèïà ¾Ã¿ íåîáõîäèìî ðåàëèçîâàòü äâå ôóíêöèè, êàæäàÿ èç êîòîðûõ ñî-
ñòîèò èç òð¼õ ïîäñòàíîâîê (äâå èç êîòîðûõ ìîíîìèàëüíûå), îïåðàöèè óìíîæåíèÿ è
ìóëüòèïëåêñîðà. Êîìáèíàöèîííàÿ ñëîæíîñòü çàäàíèÿ òàêîé ïîäñòàíîâêè îöåíèâàåòñÿ
ñëåäóþùåé âåëè÷èíîé:

CΩ(x
α) + CΩ(x

β) + CΩ(x
γ) + CΩ(x

δ) + 2CΩ(·) + CΩ (π̂1) + CΩ (π̂2) + 2CΩ(MUX) ⩽

⩽ 4 · CΩ(x
7) + 2CΩ(·) + 2CΩ(x

7 + x4 + x) + 2 · 26 + 2 · 12 = 314.
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Áîëåå òîãî, êàæäàÿ èç ïàð ïîäñòàíîâîê (xα, xγ),
(
xβ, xδ

)
ëèáî ñîäåðæèò îäíó ëèíåé-

íóþ ïîäñòàíîâêó è ðåàëèçàöèÿ ïàðû íå ïðåâûøàåò 29 + 3 îïåðàöèé, ëèáî ñîäåðæèò
äâå íåëèíåéíûå ïîäñòàíîâêè, ôîðìóëû âû÷èñëåíèÿ êîòîðûõ âî ìíîãîì ñîâïàäàþò è
èõ êîìáèíàöèîííàÿ ñëîæíîñòü òàêæå íå ïðåâîñõîäèò 29+3 (ñíà÷àëà âû÷èñëÿåì íåëè-
íåéíóþ, çàòåì âîçâîäèì â ñòåïåíü 2i ïðè íåêîòîðîì i è îïÿòü ïîëó÷àåì äðóãóþ íåëè-
íåéíóþ). Ýòîò ôàêò ïîçâîëÿåò óìåíüøèòü ìàêñèìàëüíîå çíà÷åíèå êîìáèíàöèîííîé
ñëîæíîñòè äî 262.

Ýòà âåëè÷èíà ìîæåò áûòü ñèëüíî çàâûøåííîé. Ðàññìîòðèì ñëåäóþùóþ ïîäñòàíîâ-
êó S(x1, x2) = (y1, y2) [22, 23]:

y1 =

{
x1 · x22, x2 ̸= 0,

x−11 , x2 = 0,

y2 =

{
x−11 · x−12 , x1 ̸= 0,

x−12 , x1 = 0.

(4)

Å¼ êîìáèíàöèîííàÿ ñëîæíîñòü â ðàññìàòðèâàåìîì áàçèñå íå ïðåâîñõîäèò 139.
Îöåíèì ãëóáèíó ôîðìóëû, çàäàþùåé ïîäñòàíîâêó èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà

òèïà ¾Ã¿:

max
{
4, DΩ (π̂1) + 2, DΩ (π̂2) + 2, DΩ

(
xα1 · x

β
2

)
+ 1, DΩ

(
xγ1 · xδ2

)
+ 1
}
⩽

⩽ max
{
4, 8 + 8 + 2,max

{
DΩ (xα1 ) , DΩ

(
xβ2

)
, DΩ (xγ1) , DΩ

(
xδ2
)}

+ 6
}
⩽

⩽ max {4, 8 + 8 + 2, 8 + 6} ⩽ 18.

Ãëóáèíà ôîðìóëû, çàäàþùåé ïîäñòàíîâêó (4), î÷åâèäíî, íå ïðåâûøàåò 14. Èç ýòî-
ãî, â ÷àñòíîñòè, ñëåäóåò, ÷òî äëÿ ðåàëèçàöèè ïîäñòàíîâîê íà ïðîãðàììíî-àïïàðàòíûõ
ïëàòôîðìàõ ñóùåñòâåííûì ÿâëÿåòñÿ âûáîð èìåííî π̂i, i = {1, 2}. Ïðè òîé æå ãëóáèíå
ïîäñòàíîâêà GÃ(x1, x2), îïðåäåë¼ííàÿ íà ñ. 35, èìååò êîìáèíàöèîííóþ ñëîæíîñòü 136.

Â ñëó÷àå, êîãäà âñå i ∈ {α, β, γ, δ}, çàäàþùèå ìîíîìèàëüíûå ïîäñòàíîâêè, ïðè-
íàäëåæàò ìíîæåñòâó {4, 7, 11, 13, 14}, ìîæíî èñïîëüçîâàòü ïðåäñòàâëåíèå ïîäñòàíî-
âîê â íîðìàëüíîì áàçèñå äëÿ óìåíüøåíèÿ ãëóáèíû ñîîòâåòñòâóþùåé öåïî÷êè íà 1.
Ïðè ýòîì êîìáèíàöèîííàÿ ñëîæíîñòü ðåàëèçàöèè êîíêðåòíûõ ïîäñòàíîâîê ìîæåò íå
èçìåíèòüñÿ (1, 7, 11, 13, 14), óìåíüøèòüñÿ (4) èëè óâåëè÷èòüñÿ (2, 8). Èñïîëüçîâàíèå
ñìåøàííûõ áàçèñîâ ïîçâîëÿåò ñîêðàòèòü êîìáèíàöèîííóþ ñëîæíîñòü îïåðàöèè óìíî-
æåíèÿ. Íàïðèìåð, êîìáèíàöèîííàÿ ñëîæíîñòü ïîäñòàíîâêè S (ñ èñïîëüçîâàíèåì ñìå-
øàííûõ áàçèñîâ) â ñëó÷àå çàäàíèÿ àðãóìåíòîâ â íîðìàëüíîì áàçèñå ðàâíà 134 (äâå
äîïîëíèòåëüíûå îïåðàöèè íà âû÷èñëåíèå åäèíè÷íîé ïîäñòàíîâêè â ñìåøàííîì áàçè-
ñå). Ãëóáèíà ôîðìóëû, çàäàþùåé ïîäñòàíîâêó, ðàâíà 13. Ïðè òîé æå ãëóáèíå ïîäñòà-
íîâêà GÃ(x1, x2) èìååò êîìáèíàöèîííóþ ñëîæíîñòü 130.

Ïîëó÷àåòñÿ, ÷òî ïðèìåíåíèå ñìåøàííûõ áàçèñîâ ïîòåíöèàëüíî ïîçâîëÿåò ñíèçèòü
êàê êîìáèíàöèîííóþ ñëîæíîñòü, òàê è ãëóáèíó ôîðìóëû, çàäàþùåé ïîäñòàíîâêó.

Èñïîëüçîâàíèå PRR- è RRB-ïðåäñòàâëåíèé îïðàâäàíî òîëüêî ïðè íåîáõîäèìîñòè
ìèíèìèçàöèè ãëóáèíû ôîðìóëû, çàäàþùåé ïîäñòàíîâêó. Îäíàêî ìîãóò îíè áûòü ïî-
ëåçíû ïðè ðåàëèçàöèè áîëüøîãî êîëè÷åñòâà ëèíåéíûõ ìîíîìèàëüíûõ ïîäñòàíîâîê.
Äîïîëíèòåëüíî íåîáõîäèìî ó÷èòûâàòü òðóäî¼ìêîñòü ïðåîáðàçîâàíèÿ èç ïîëèíîìèàëü-
íîãî/íîðìàëüíîãî áàçèñîâ â ýòè ïðåäñòàâëåíèÿ è îáðàòíî.
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5. Ïðèìåð ïîëó÷åíèÿ îöåíêè êîìáèíàöèîííîé ñëîæíîñòè è ãëóáèíû
ôóíêöèè äëÿ ïîäñòàíîâêè ïðîñòðàíñòâà F8

2, èñïîëüçóåìîé
â îòå÷åñòâåííûõ ñèììåòðè÷íûõ àëãîðèòìàõ

Â ðàáîòå [6] ïîëó÷åíà îöåíêà êîìáèíàöèîííîé ñëîæíîñòè ïîäñòàíîâêè πR, èñïîëü-
çóåìîé â îòå÷åñòâåííîì àëãîðèòìå øèôðîâàíèÿ ñ äëèíîé áëîêà 128 áèò ¾Êóçíå÷èê¿
è â îòå÷åñòâåííîì àëãîðèòìå õåøèðîâàíèÿ ¾Ñòðèáîã¿. Êàê èçâåñòíî [29], ýòà ïîäñòà-
íîâêà èìååò TU -ïðåäñòàâëåíèå è äëÿ íå¼ ïðèìåíèìû ðåçóëüòàòû, ïðåäñòàâëåííûå âû-
øå. Â [6] èñïîëüçîâàí ýâðèñòè÷åñêèé àëãîðèòì ïîèñêà ïðåäñòàâëåíèÿ ïðåîáðàçîâàíèé,
îïðåäåëÿåìûõ TU -ïðåäñòàâëåíèåì, ïîäñòàíîâêè πR. Ñîãëàñíî [29], ïðîèñõîäÿò ñëåäó-
þùèå âû÷èñëåíèÿ:

1) (l ∥ r) := α(l ∥ r);
2) åñëè r = 0, òî l := ν0(l), èíà÷å l := ν1(l · I(r));
3) r := σ(r · φ(l));
4) (l ∥ r) := ω(l ∥ r).
Ïðè ýòîì ν0, ν1, I, σ�íåëèíåéíûå áèåêòèâíûå ôóíêöèè ïðîñòðàíñòâà F4

2;
α, ω ∈ GL(8, 2); φ�íåëèíåéíîå ïðåîáðàçîâàíèå (ïîäðîáíåå ñì. â [29]).

Â [6] äëÿ ðåàëèçàöèè óìíîæåíèÿ â ïîëå èñïîëüçîâàí ïîëèíîìèàëüíûé áàçèñ F24 ,
êîìáèíàöèîííàÿ ñëîæíîñòü êîòîðîãî ñîñòàâëÿåò 31. Âûøå ïîêàçàíî, ÷òî â ïî-
ëå F(22)2 êîìáèíàöèîííàÿ ñëîæíîñòü óìíîæåíèÿ ðàâíà 30. Âîñïîëüçóåìñÿ ýòèì ôàê-
òîì. Äëÿ ýòîãî îïðåäåëèì ïðåîáðàçîâàíèÿ si, sp ∈ GL(4, 2): si�ïîäñòàíîâêà, ñòàâÿùàÿ
â ñîîòâåòñòâèå êàæäîìó ýëåìåíòó x ∈ F24 åãî ïðåäñòàâëåíèå â F(22)2 ; sp = si−1 � îá-
ðàòíîå ïðåîáðàçîâàíèå. Ñòîèò îòìåòèòü, ÷òî ïðåîáðàçîâàíèå si (è, êàê ñëåäñòâèå, sp)
îïðåäåëåíû íåîäíîçíà÷íî � âñåãî ñóùåñòâóåò 8 òàêèõ ïîäñòàíîâîê, îäíàêî ñëåäóþùèå
ðàññóæäåíèÿ âåðíû äëÿ ëþáîé ôèêñàöèè ïîäñòàíîâêè si.

Îïðåäåëèì âñïîìîãàòåëüíîå ïðåîáðàçîâàíèå ν ′0(l) = ν0(l) + ν1(0) è ðàññìîòðèì âû-
÷èñëåíèå ïîäñòàíîâêè πR ñ èñïîëüçîâàíèåì óìíîæåíèÿ â ïîëèíîìèàëüíîì áàçèñå F(22)2 :

1) (l ∥ r) := α(l ∥ r);
2) (l ∥ r) := (si(l) ∥ si(r));
3) l := Ind(r = 0) · ν ′0(sp(l)) + ν1 (sp ((l · si(I(sp(r))))));
4) r := σ (sp(r · si(φ(l))));
5) (l ∥ r) := ω(l ∥ r).
Ïðè ýòîì óìíîæåíèå óæå ïðîèñõîäèò â F(22)2 . Ïðåîáðàçîâàíèÿ, çàäàâàåìûå ïåð-

âûìè äâóìÿ øàãàìè, � íåêîòîðîå íîâîå ëèíåéíîå ïðåîáðàçîâàíèå α̂. Ââåä¼ì òàêæå
ñëåäóþùèå îáîçíà÷åíèÿ:

� Î(x) = si(I(sp(x)));
� ν̂0(x) = ν ′0(sp(x));
� ν̂1(x) = ν1(sp(x));
� φ̂(x) = si(φ(x));
� σ̂(x) = σ(sp(x)).

Òîãäà àëãîðèòì âû÷èñëåíèÿ ïîäñòàíîâêè πR ìîæíî ïåðåïèñàòü òàê:

1) (l ∥ r) := α̂(l ∥ r);
2) l := Ind(r = 0) · ν̂0(l) + ν̂1(l · Î(r));
3) r := σ̂ (r · φ̂(l));
4) (l ∥ r) := ω(l ∥ r).
Äëÿ ïîëó÷åíèÿ îöåíîê êîìáèíàöèîííîé ñëîæíîñòè è ãëóáèíû ôóíêöèè, çàäàþ-

ùåé ïîäñòàíîâêó πR, íåîáõîäèìî íàéòè ñîîòâåòñòâóþùåå âåëè÷èíû äëÿ ôóíêöèé α̂,
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Î, ν̂0, ν̂1, φ̂, σ̂. Ïðè ýòîì óæå êîððåêòíî ãîâîðèòü, ÷òî âñå ïðåîáðàçîâàíèÿ âûïîëíÿ-
þòñÿ â ïîëèíîìèàëüíîì áàçèñå (êàê ýëåìåíòû ïðåäñòàâëÿþòñÿ â ïàìÿòè êîìïüþòåðà).
Ñ èñïîëüçîâàíèåì ýâðèñòè÷åñêîãî àëãîðèòìà [7] ïîñòðîåíû óêàçàííûå õàðàêòåðèñòèêè
ñëîæíîñòè (ñì. ïðèëîæåíèå):

CΩ(α̂;F28 ; Poly) = 11, DΩ(α̂;F28 ; Poly) = 5;

CΩ(Î;F24 ; Poly) = 16, DΩ(Î;F24 ; Poly) = 10;

CΩ(ν̂0;F24 ; Poly) = 19, DΩ(ν̂0;F24 ; Poly) = 11;

CΩ(ν̂1;F24 ; Poly) = 11, DΩ(ν̂1;F24 ; Poly) = 7;

CΩ(φ̂;F24 ; Poly) = 16, DΩ(φ̂;F24 ; Poly) = 9;

CΩ(σ̂;F24 ; Poly) = 19, DΩ(σ̂;F24 ; Poly) = 12;

CΩ(ω;F28 ; Poly) = 5, DΩ(ω;F28 ; Poly) = 2.

Îòñþäà ñëåäóåò, ÷òî CΩ(πR;F28 ; Poly) = 169, DΩ(πR;F28 ; Poly) = 55. Òåì æå ñïîñîáîì
ìîæíî ïîëó÷èòü îöåíêó êîìáèíàöèîííîé ñëîæíîñòè è ãëóáèíû ôóíêöèè, ðåàëèçóþ-
ùåé ïîäñòàíîâêó GÃ(x1, x2), ðàâíûå 2 · 30 + 2 · 12 + 2 · 16 = 116 è 7 + 2 + 5 = 14
ñîîòâåòñòâåííî.

Àíàëîãè÷íûå ðåçóëüòàòû, ïîëó÷åííûå ñ ïîìîùüþ ýâðèñòè÷åñêîãî àëãîðèòìà [7]
(îäíàêî áåç ïåðåõîäà â F(22)2), áûëè ïðåäñòàâëåíû êîëëåêòèâîì àâòîðîâ íà êîíôå-
ðåíöèè CTCrypt'23 [35], ãäå îöåíêà êîìáèíàöèîííîé ñëîæíîñòè ñîñòàâèëà 179. Ïîçæå
àâòîðû óëó÷øèëè ðåçóëüòàò è îïóáëèêîâàëè íîâóþ îöåíêó, ðàâíóþ 176 [36].

Çàìåòèì, ÷òî ïîëó÷åííóþ îöåíêó ìîæíî óëó÷øèòü ñëåäóþùèì îáðàçîì: ïóñòü
sl, sk ∈ GL(4, 2). Òîãäà àëãîðèòì âû÷èñëåíèÿ ïîäñòàíîâêè πR ìîæíî ïåðåïèñàòü òàê:

1) (l ∥ r) := α̂(l ∥ r);
2) l := Ind(r = 0) · sl(ν̂0)(l) + sl(ν̂1)(l · Î(r));
3) r := sk(σ̂) (r · sl−1(φ̂)(l));
4) l := sl−1(l)
5) r := sk−1(r)
6) (l ∥ r) := ω(l ∥ r).
Îïðîáóÿ çíà÷åíèÿ ðàçëè÷íûõ sl, sk ∈ GL(4, 2), ìîæíî ïîïûòàòüñÿ óìåíüøèòü îöåí-

êó êîìáèíàöèîííîé ñëîæíîñòè. Òàêæå âîçìîæíî èñïîëüçîâàòü óìíîæåíèå â ñìåøàí-
íîì áàçèñå. Âñ¼ ýòî ÿâëÿåòñÿ íàïðàâëåíèåì äàëüíåéøèõ èññëåäîâàíèé.

Âûâîäû
Â ðàáîòå ðàññìîòðåíû îöåíêè êîìáèíàöèîííîé ñëîæíîñòè è ãëóáèíû ôóíêöèé, ðåà-

ëèçóþùèõ ïîäñòàíîâêè èç ïàðàìåòðè÷åñêîãî ñåìåéñòâà òèïà ¾Ã¿, êîòîðûå â òîì ÷èñëå
îáîáùàþò ïàðàìåòðè÷åñêèå ïîäñòàíîâêè òèïîâ ¾À¿ è ¾Á¿ â ñëó÷àå ìîíîìèàëüíîãî
âûáîðà ïàðàìåòðîâ π1, π2.

Ýòè ðåçóëüòàòû ìîãóò áûòü èñïîëüçîâàíû ïðè ðåàëèçàöèè óêàçàííûõ ïîäñòàíî-
âîê íà ðàçëè÷íûõ ïðîãðàììíûõ è àïïàðàòíûõ ïëàòôîðìàõ. Ïîëó÷åíû òàêæå îöåíêè
êîìáèíàöèîííîé ñëîæíîñòè è ãëóáèíû ôóíêöèè ïîäñòàíîâêè ïðîñòðàíñòâà F8

2 èç îòå-
÷åñòâåííûõ ñòàíäàðòèçèðîâàííûõ àëãîðèòìàõ, ÷òî ìîæåò áûòü ïîëåçíî ïðè èõ ïðî-
ãðàììíîé è àïïàðàòíîé ðåàëèçàöèè äëÿ âûñîêîïðîèçâîäèòåëüíûõ ñèñòåì.

Àâòîðû âûðàæàþò èñêðåííþþ áëàãîäàðíîñòü àíîíèìíîìó ðåöåíçåíòó çà èñêëþ-
÷èòåëüíî ãëóáîêèé è ñîäåðæàòåëüíûé àíàëèç. Ñòîëü âíèìàòåëüíîå ðåöåíçèðîâàíèå
ñóùåñòâåííî ïîâûñèëî íàó÷íóþ öåííîñòü è ñòðîãîñòü íàøåé ðàáîòû.



50 Ä.Á. Ôîìèí, Ä. È. Òðèôîíîâ

ËÈÒÅÐÀÒÓÐÀ

1. Ullrich M., De Canni�ere, C., Indesteege S., et al. Finding Optimal Bitsliced Implementations
of 4 x 4-bit S-boxes. Ecrypt II. 2011. http://skew2011.mat.dtu.dk/proceedings/Finding
Optimal Bitsliced Implementations of 4 to 04-bit S-boxes.pdf.

2. ×è÷àåâà À.À. Ïîèñê ýôôåêòèâíî ðåàëèçóåìûõ ïîäñòàíîâîê ñ îïòèìàëüíûìè êðèïòîãðà-
ôè÷åñêèìè õàðàêòåðèñòèêàìè. Ðóñêðèïòî'21. Ñîëíå÷íîãîðñê, 2021. https://ruscrypto.
ru/resource/archive/rc2021/files/02_chichayeva.pdf.

3. Jean J., Peyrin T., Sim S.M., and Tourteaux J. Optimizing implementations of lightweight
building blocks // IACR Trans. Symmetric Cryptol. 2017. V. 4. P. 130�168.

4. Rudell R. L. Multiple-Valued Logic Minimization for PLA Synthesis. Technical Report.
EECS Department, University of California, 1986. https://www2.eecs.berkeley.edu/Pubs/
TechRpts/1986/ERL-86-65.pdf.

5. Hlavi�cka J. and Fi�cer P. A heuristic Boolean minimizer // Proc ICCAD'01. San Jose, Cali-
fornia, 2001. P. 439�442.

6. Avraamova O.D., Fomin D.B., Serov V.A., et al. A compact bit-sliced representation of
Kuznyechik S-box // Ìàòåì. âîïð. êðèïòîãð. 2021. Ò. 12. �2. Ñ. 21�38.

7. Dansarie M. sboxgates: A program for �nding low gate count implementations of s-boxes //
J. Open Source Software. 2021. No. 6(62). https://joss.theoj.org/papers/10.21105/

joss.02946.

8. Nogami Y., Nekado K., Toyota T., et al. Mixed bases for e�cient inversion in GF((22)2)2 and
conversion matrices of subbytes of AES // LNCS. 2010. V. 6225. P. 234�247.

9. Turan M. S., McKay K., Chang D., et al. Status Report on the Second Round of the
NIST Lightweight Cryptography Standardization Process. NIST, 2021. https://doi.org/
10.6028/NIST.IR.8369.

10. Ñýâèäæ Ä.Ý. Ñëîæíîñòü âû÷èñëåíèé. Ì.: Ôàêòîðèàë, 1998. 368 ñ.

11. Mano M.M. and Kime C. Logic and Computer Design Fundamentals. Prentice Hall Press,
2007. 672 p.

12. Boot T. L. Digital Networks and Computer Systems. N.Y.: Wiley, 1971. 451 p.

13. Ëóïàíîâ Î.Á. Î ðåàëèçàöèè ôóíêöèè àëãåáðû ëîãèêè ôîðìóëàìè èç êîíå÷íûõ êëàññîâ
(ôîðìóëàìè îãðàíè÷åííîé ãëóáèíû) â áàçèñå &,∨,¯ // Ïðîáëåìû êèáåðíåòèêè. 1961.
Ò. 6. Ñ. 5�14.

14. Canteaut A. and Perrin L. On CCZ-equivalence, extended-a�ne equivalence, and function
twisting // Finite Fields Appl. 2018. V. 56. P. 209�246.

15. Olofsson M. VLSI Aspects on Inversion in Finite Fields. PhD Thesis. Link�oping, Sweden,
2002.

16. Drolet G. A new representation of elements of �nite �elds GF(2m) yielding small complexity
arithmetic circuits // IEEE Trans. Computers. 1998. V. 47. No. 9. P. 938�946.

17. Wu H. Low complexity bit-parallel �nite �eld arithmetic using polynomial basis // LNCS.
1999. V. 1717. P. 280�291.

18. Ueno R., Homma N., Nogami Y., et al. Highly e�cient GF(28) inversion circuit based on
hybrid GF representations // J. Cryptogr. Engin. 2019. V. 9. No. 2. P. 101�113.

19. Nekado K., Nogami Y., and Iokibe K. Very short critical path implementation of AES with
direct logic gates // LNCS. 2012. V. 7631. P. 51�68.

20. Fomin D.B. New classes of 8-bit permutations based on a butter�y structure // Ìàòåì. âîïð.
êðèïòîãð. 2019. Ò. 10. �2. Ñ. 169�180.

21. Ôîìèí Ä.Á. Ïîñòðîåíèå ïîäñòàíîâîê ïðîñòðàíñòâà V2m ñ èñïîëüçîâàíèåì (2m,m)-ôóíê-
öèé // Ìàòåì. âîïð. êðèïòîãð. 2020. Ò. 11. �3. Ñ. 121�138.



Ñëîæíîñòü âû÷èñëåíèÿ íåêîòîðûõ ïîäñòàíîâîê, èìåþùèõ TU -ïðåäñòàâëåíèå 51

22. Ôîìèí Ä.Á. Îá àëãåáðàè÷åñêîé ñòåïåíè è äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè ïîäñòàíî-
âîê ïðîñòðàíñòâà V2m, ïîñòðîåííûõ ñ èñïîëüçîâàíèåì (2m,m)-ôóíêöèé // Ìàòåì. âîïð.
êðèïòîãð. 2020. Ò. 11. �4. Ñ. 133�149.

23. Fomin D.B. and Kovrizhnykh M.A. On di�erential uniformity of permutations derived using
a generalized construction // Ìàòåì. âîïð. êðèïòîãð. 2022. Ò. 13. �2. Ñ. 37�52.

24. Ôîìèí Ä.Á., Òðèôîíîâ Ä.È. Îá àïïàðàòíîé ðåàëèçàöèè îäíîãî êëàññà áàéòîâûõ ïîä-
ñòàíîâîê // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå. 2019. �12. Ñ. 134�137.

25. Rebeiro C., Selvakumar A.D., and Devi A. S. L. Bitslice implementation of AES // LNCS.
2006. V. 4301. P. 203�212.

26. Grosso V., Leurent G., Standaert F., and Varici K. LS-designs: Bitslice encryption for e�cient
masked software implementations // LNCS. 2014. V. 8540. P. 18�37.

27. Êîâðèæíûõ Ì.À., Ôîìèí Ä.Á. Îá ýâðèñòè÷åñêîì àëãîðèòìå ïîñòðîåíèÿ ïîäñòàíîâîê
ñ çàäàííûìè êðèïòîãðàôè÷åñêèìè õàðàêòåðèñòèêàìè ñ èñïîëüçîâàíèåì îáîáù¼ííîé êîí-
ñòðóêöèè // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2022. Ò. 57. Ñ. 5�21.

28. Saarinen M-J.O. Cryptographic analysis of all 4 x 4-bit S-Boxes // LNCS. 2011. V. 7118.
P. 118�133.

29. Biryukov A., Perrin L., and Udovenko A. Reverse-engineering the S-Box of Streebog,
Kuznyechik and STRIBOBr1 // LNCS. 2016. V. 9665. P. 372�402.

30. De la Cruz Jim�enez R.A. Generation of 8-bit s-boxes having almost optimal cryptographic
properties using smaller 4-bit s-boxes and �nite �eld multiplication // LNCS. 2017. V. 11368.
P. 191�206.

31. Lidl R. and Niederreiter H. Finite Fields. Cambridge: Cambridge University Press, 1997.
755 p.

32. Canright D. A very compact s-box for AES // LNCS. 2005. V. 3659. P. 441�455.

33. Morioka S. and Satoh A An optimized s-box circuit architecture for low power AES design //
LNCS. 2002. V. 2523. P. 172�186.

34. Itoh T. and Tsujii S. A fast algorithm for computing multiplicative inverses in GF(2m) using
normal bases // Information and Computation. 1988. V. 78. No. 3. P. 171�177.

35. Puente O.C., Leal R. F., and de la Cruz Jim�enez R.A. On the Bit-Slice Representations
of Some Nonlinear Bijective Transformations. CTCrypt'23. Âîëãîãðàä, 2023. https://

ctcrypt.ru/files/files/2023/08/03.pdf.

36. Puente O.C., Leal R. F., and de la Cruz Jim�enez R.A. On the Bit-Slice representations
of some nonlinear bijective transformations // Ìàòåì. âîïð. êðèïòîãð. 2024. Ò. 15. �1.
Ñ. 97�125.

REFERENCES

1. Ullrich M., De Canni�ere, C., Indesteege S., et al. Finding Optimal Bitsliced Implementations
of 4 x 4-bit S-boxes. Ecrypt II. 2011. http://skew2011.mat.dtu.dk/proceedings/Finding
Optimal Bitsliced Implementations of 4 to 04-bit S-boxes.pdf.

2. Chichaeva A.A. Poisk e�ektivno realizuemykh podstanovok s optimal'nymi kriptogra�ches-
kimi kharakteristikami [Search for E�ciently Implementable Substitutions with Optimal
Cryptographic Characteristics]. Ruskripto'21, Solnechnogorsk, 2021. https://ruscrypto.

ru/resource/archive/rc2021/files/02_chichayeva.pdf. (in Russian)

3. Jean J., Peyrin T., Sim S.M., and Tourteaux J. Optimizing implementations of lightweight
building blocks. IACR Trans. Symmetric Cryptol., 2017, vol. 4, pp. 130�168.

4. Rudell R. L. Multiple-Valued Logic Minimization for PLA Synthesis. Technical Report,
EECS Department, University of California, 1986. https://www2.eecs.berkeley.edu/Pubs/
TechRpts/1986/ERL-86-65.pdf.



52 Ä.Á. Ôîìèí, Ä. È. Òðèôîíîâ

5. Hlavi�cka J. and Fi�cer P. A heuristic Boolean minimizer. Proc ICCAD'01, San Jose, Califor-
nia, 2001, pp. 439�442.

6. Avraamova O.D., Fomin D.B., Serov V.A., et al. A compact bit-sliced representation of
Kuznyechik S-box. Matematicheskie Voprosy Kriptogra�i, 2021, vol. 12, no. 2, pp. 21�38.

7. Dansarie M. sboxgates: A program for �nding low gate count implementations of s-boxes.
J. Open Source Software, 2021, no. 6(62). https://joss.theoj.org/papers/10.21105/

joss.02946.

8. Nogami Y., Nekado K., Toyota T., et al. Mixed bases for e�cient inversion in GF((22)2)2 and
conversion matrices of subbytes of AES. LNCS, 2010, vol. 6225, pp. 234�247.

9. Turan M. S., McKay K., Chang D., et al. Status Report on the Second Round of the
NIST Lightweight Cryptography Standardization Process. NIST, 2021. https://doi.org/
10.6028/NIST.IR.8369.

10. Savage J. E. The Complexity of Computing. N.Y., Wiley, 1976. 424 p.

11. Mano M.M. and Kime C. Logic and Computer Design Fundamentals. Prentice Hall Press,
2007. 672 p.

12. Boot T. L. Digital Networks and Computer Systems. N.Y., Wiley, 1971. 451 p.

13. Lupanov O.B.O realizatsii funktsii algebry logiki formulami iz konechnykh klassov (formulami
ogranichennoy glubiny) v bazise &,∨,¯ [On implementation of a function of logic algebra
by formulas from �nite classes (formulas of bounded depth) in a basis &,∨, ]̄. Problemy
Kibernetiki, 1961, vol. 6, pp. 5�14. (in Russian)

14. Canteaut A. and Perrin L. On CCZ-equivalence, extended-a�ne equivalence, and function
twisting. Finite Fields Appl., 2018, vol. 56, pp. 209�246.

15. Olofsson M. VLSI Aspects on Inversion in Finite Fields. PhD Thesis, Link�oping, Sweden,
2002.

16. Drolet G. A new representation of elements of �nite �elds GF(2m) yielding small complexity
arithmetic circuits. IEEE Trans. Computers, 1998, vol. 47, no. 9, pp. 938�946.

17. Wu H. Low complexity bit-parallel �nite �eld arithmetic using polynomial basis. LNCS, 1999,
vol. 1717, pp. 280�291.

18. Ueno R., Homma N., Nogami Y., et al. Highly e�cient GF(28) inversion circuit based on
hybrid GF representations. J. Cryptogr. Engin., 2019, vol. 9, no. 2, pp. 101�113.

19. Nekado K., Nogami Y., and Iokibe K. Very short critical path implementation of AES with
direct logic gates. LNCS, 2012, vol. 7631, pp. 51�68.

20. Fomin D.B. New classes of 8-bit permutations based on a butter�y structure.
Matematicheskie Voprosy Kriptogra�i, 2019, vol. 10, no. 2, pp. 169�180.

21. Fomin D.B. Postroenie podstanovok prostranstva V2m s ispol'zovaniem (2m,m)-funktsiy
[Construction of permutations on the space V2m by means of (2m,m)-functions].
Matematicheskie Voprosy Kriptogra�i, 2020, vol. 11, no. 3, pp. 121�138. (in Russian)

22. Fomin D.B. Ob algebraicheskoy stepeni i di�erentsial'noy ravnomernosti podstanovok
prostranstva V2m, postroennykh s ispol'zovaniem (2m,m)-funktsiy [On the algebraic degree
and di�erential uniformity of permutations on the space V2m constructed via (2m,m)-func-
tions]. Matematicheskie Voprosy Kriptogra�i, 2020, vol. 11, no. 4, pp. 133�149. (in Russian)

23. Fomin D.B. and Kovrizhnyh M.A. On di�erential uniformity of permutations derived
using a generalized construction. Matematicheskie Voprosy Kriptogra�i, 2022, vol. 13, no. 2,
pp. 37�52.

24. Fomin D.B. and Trifonov D. I. Ob apparatnoy realizatsii odnogo klassa baytovykh
podstanovok [Hardware implementation of one class of 8-bit permutations]. Prikladnaya
diskretnaya matematika. Prilozhenie, 2019. vol. 12, pp. 134�137. (in Russian)



Ñëîæíîñòü âû÷èñëåíèÿ íåêîòîðûõ ïîäñòàíîâîê, èìåþùèõ TU -ïðåäñòàâëåíèå 53

25. Rebeiro C., Selvakumar A.D., and Devi A. S. L. Bitslice implementation of AES. LNCS, 2006,
vol. 4301, pp. 203�212.

26. Grosso V., Leurent G., Standaert F., and Varici K. LS-designs: Bitslice encryption for e�cient
masked software implementations. LNCS, 2014, vol. 8540, pp. 18�37.

27. Kovrizhnykh M.A. and Fomin D.B. Ob evristicheskom algoritme postroeniya podstanovok
s zadannymi kriptogra�cheskimi kharakteristikami s ispol'zovaniem obobshchennoy konstruk-
tsii [Heuristic algorithm for obtaining permutations with given cryptographic properties using
a generalized construction]. Prikladnaya Diskretnaya Matematika, 2022, vol. 57, pp. 5�21.
(in Russian)

28. Saarinen M-J.O. Cryptographic analysis of all 4 x 4-bit S-Boxes. LNCS, 2011, vol. 7118,
pp. 118�133.

29. Biryukov A., Perrin L., and Udovenko A. Reverse-engineering the S-Box of Streebog,
Kuznyechik and STRIBOBr1. LNCS, 2016, vol. 9665, pp. 372�402.

30. De la Cruz Jim�enez R.A. Generation of 8-bit s-boxes having almost optimal cryptographic
properties using smaller 4-bit s-boxes and �nite �eld multiplication. LNCS, 2017, vol. 11368,
pp. 191�206.

31. Lidl R. and Niederreiter H. Finite Fields. Cambridge, Cambridge University Press, 1997.
755 p.

32. Canright D. A very compact s-box for AES. LNCS, 2005, vol. 3659, pp. 441�455.

33. Morioka S. and Satoh A An optimized s-box circuit architecture for low power AES design.
LNCS, 2002, vol. 2523, pp. 172�186.

34. Itoh T. and Tsujii S. A fast algorithm for computing multiplicative inverses in GF(2m) using
normal bases. Information and Computation, 1988, vol. 78, no. 3, pp. 171�177.

35. Puente O.C., Leal R. F., and de la Cruz Jim�enez R.A. On the Bit-Slice Representations of
Some Nonlinear Bijective Transformations. CTCrypt'23, Volgograd, 2023. https://ctcrypt.
ru/files/files/2023/08/03.pdf.

36. Puente O.C., Leal R. F., and de la Cruz Jim�enez R.A. On the bit-slice representations of
some nonlinear bijective transformations. Matematicheskie Voprosy Kriptogra�i, 2024, vol. 15,
no. 1, pp. 97�125.

Ïðèëîæåíèå. Ðåàëèçàöèÿ ïîäñòàíîâêè πR
def bitAlpha(inp):

out2 = inp[4] ^ inp[7]

out3 = inp[6] ^ inp[2]

out0 = out3 ^ inp[5]

out7 = inp[6] ^ inp[0]

tmp1 = inp[3] ^ out7

out6 = tmp1 ^ inp[1]

out1 = inp[7] ^ inp[5] ^ inp[3] ^ inp[1]

out4 = out1 ^ inp[2]

out5 = tmp1 ^ out4

return [out0, out1, out2, out3, out4, out5, out6, out7]

def bitOmega(inp):

out1 = inp[1] ^ inp[7]

out2 = inp[2] ^ inp[6]

out7 = inp[3] ^ inp[1]

out4 = inp[4] ^ inp[7] ^ out7

out0 = inp[0]

out3 = inp[3]

out5 = inp[5]

out6 = inp[2]
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return [out0, out1, out2, out3, out4, out5, out6, out7]

def bitInv(inp):

tmp1 = inp[1] & inp[2]

tmp2 = (tmp1 ^ inp[0]) & inp[3]

out2 = inp[2] ^ tmp2

tmp3 = tmp1 | inp[3]

out3 = tmp3 ^ tmp2 ^ (tmp2 | inp[2])

out1 = ((inp[1] & inp[3]) ^ out3) ^ (tmp1 | inp[0])

out0 = inp[1] ^ out1 ^ tmp3 ^ (out1 & inp[0])

return [out0, out1, out2, out3]

def bitNu0(inp):

tmp1 = inp[1] & inp[2]

tmp2 = tmp1 ^ inp[0]

tmp3 = inp[1] ^ tmp2

out1 = tmp2 ^ ((tmp3 | inp[2]) & inp[3])

tmp4 = (tmp1 | tmp2) ^ 1

tmp5 = inp[1] & tmp3

out0 = tmp4 ^ ((tmp5 ^ inp[2]) | inp[3])

tmp6 = out0 & out1

out3 = tmp5 ^ ((tmp6 ^ inp[2]) & inp[3])

out2 = ((tmp6 | tmp4) ^ tmp3) ^ inp[3]

return [out0, out1, out2, out3]

def bitNu1(inp):

out3 = (inp[3] | inp[1]) ^ inp[2] ^ inp[0]

tmp1 = inp[1] ^ 1

out0 = tmp1 ^ (out3 | inp[3])

tmp2 = out3 ^ inp[1]

out1 = (tmp2 | out0) ^ inp[2]

out2 = (tmp2 | tmp1) ^ inp[3]

return [out0, out1, out2, out3]

def bitPhi(inp):

tmp1 = inp[1] ^ inp[3]

tmp2 = inp[1] | inp[0]

tmp3 = (tmp2 & tmp1) | inp[2]

out2 = tmp1 ^ inp[0] ^ tmp3

tmp4 = inp[2] ^ tmp2

tmp5 = (tmp4 & out2) | inp[3]

out3 = inp[0] ^ tmp5

tmp6 = (inp[1] ^ tmp5) & tmp3

out1 = tmp6 ^ (tmp4 & inp[1])

out0 = (tmp4 ^ 1) | tmp6

return [out0, out1, out2, out3]

def bitSigma(inp):

tmp1 = inp[3] ^ (inp[2] | inp[1])

out1 = tmp1 ^ (((inp[2] & tmp1) ^ inp[1]) | inp[0])

tmp2 = inp[0] ^ tmp1

tmp3 = tmp2 ^ inp[1]

tmp4 = tmp1 ^ tmp3

tmp5 = tmp4 & tmp2

tmp6 = tmp5 | inp[2]

out0 = tmp3 ^ tmp6

out2 = tmp4 ^ ((tmp5 ^ 1 ^ inp[2]) | inp[0])

out3 = (tmp2 | out2) ^ tmp6 ^ inp[3]

return [out0, out1, out2, out3]
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def mulf_2_2(a,b):

tmp1 = a[0] ^ a[1]

tmp2 = b[0] ^ b[1]

tmp3 = a[0] & b[0]

tmp4 = tmp1 & tmp2

tmp5 = b[1] & a[1]

out0 = tmp3 ^ tmp4

out1 = tmp5 ^ tmp4

return [out0, out1]

def bitAlpha4(a):

out0 = a[0] ^ a[1]

out1 = a[0]

return [out0, out1]

def mul2_2_2(a, b):

tmp10 = a[0] ^ a[2]

tmp11 = a[1] ^ a[3]

tmp20 = b[0] ^ b[2]

tmp21 = b[1] ^ b[3]

tmp3 = mulf_2_2([a[0], a[1]], [b[0], b[1]])

tmp4 = mulf_2_2([tmp10, tmp11], [tmp20,tmp21])

tmp5 = mulf_2_2([a[2], a[3]], [b[2], b[3]])

tmp6 = bitAlpha4(tmp5)

out0 = tmp3[0] ^ tmp6[0]

out1 = tmp3[1] ^ tmp6[1]

out2 = tmp3[0] ^ tmp4[0]

out3 = tmp3[1] ^ tmp4[1]

return [out0, out1, out2, out3]

def bitInd(inp):

return (inp[0] | inp[1] | inp[2] | inp[3]) ^ 1

def pi_r(x):

tmp1 = bitAlpha(x)

r = [tmp1[0], tmp1[1], tmp1[2], tmp1[3]]

l = [tmp1[4], tmp1[5], tmp1[6], tmp1[7]]

tmp2 = bitInd(r)

tmp3 = bitNu0(l)

tmp4 = bitNu1(mul2_2_2(l, bitInv(r)))

l[0] = (tmp2 & tmp3[0]) ^ tmp4[0]

l[1] = (tmp2 & tmp3[1]) ^ tmp4[1]

l[2] = (tmp2 & tmp3[2]) ^ tmp4[2]

l[3] = (tmp2 & tmp3[3]) ^ tmp4[3]

r = bitSigma(mul2_2_2(r,bitPhi(l)))

out = bitOmega(r+l)

return out

pi = []

for x in range(256):

inp = [int(t) for t in bin(x)[2:].zfill(8)][::-1]

tmp = pi_r(inp)

res = 0

for i in range(len(tmp)):

res = res + (tmp[i] << i)

pi.append(res)

print(pi)


