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Èçó÷àåòñÿ îáùàÿ ñõåìà äëÿ ñåìåéñòâà ïðîòîêîëîâ âûðàáîòêè êëþ÷à ïî òèïó ïðî-
òîêîëà Äèôôè � Õåëëìàíà, ïðåäëîæåííàÿ Â.À. Àðòàìîíîâûì è Â.Â. ßùåíêî è
îñíîâàííàÿ íà ðåøåíèè ôóíêöèîíàëüíîãî òîæäåñòâà f(x, g(y, a)) = g(y, f(x, a)).
Ðàññìîòðåí ñëó÷àé ñ ðàçëè÷íûìè îòîáðàæåíèÿìè f, g, à òàêæå íåñêîëüêî ïðèìå-
ðîâ ïðîòîêîëîâ íà îñíîâå íåêîììóòàòèâíûõ è íåàññîöèàòèâíûõ áèíàðíûõ îïåðà-
öèé, îïèñûâàåìûõ äàííîé îáùåé ñõåìîé.
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îáîáù¼ííîå òîæäåñòâî ìåäèàëüíîñòè.

GENERAL SCHEME FOR A CLASS OF DIFFIE � HELLMAN TYPE
PROTOCOLS

A.V. Cheremushkin
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We consider a general scheme for the class of Diffie — Hellman type protocols pro-
posed by V. Artamonov and V. Yaschenko in 1994. It is based on functional equality
f(x, g(y, a)) = g(y, f(x, a)) with some functions f, g. We investigate the case with
different functions f, g. Some examples of such protocols with nonassociative and
noncommutative binary operations are considered.

Keywords: Diffie — Hellman type protocol, strong dependent operation, general me-
dial identity.

1. Îáùàÿ ñõåìà ïðîòîêîëà òèïà Äèôôè � Õåëëìàíà
Â ðàáîòå [1] ïðåäëîæåíà îáùàÿ ñõåìà ïðîòîêîëà Äèôôè�Õåëëìàíà. Ïóñòü S �

ìíîæåñòâî ôîðìèðóåìûõ îáùèõ ñåêðåòíûõ êëþ÷åé, Ki �ìíîæåñòâà ëè÷íûõ êëþ÷åé
àáîíåíòîâ, Ui, i = 1, 2, � ìíîæåñòâà îòêðûòûõ êëþ÷åé àáîíåíòîâ. Îáùàÿ ñõåìà ñòðî-
èòñÿ íà îñíîâå ÷åòûð¼õ ñþðüåêòèâíûõ îòîáðàæåíèé f1 : K1×U2 → S, f2 : K2×U1 → S,
φ1 : K1 → U1 è φ2 : K2 → U2, óäîâëåòâîðÿþùèõ òîæäåñòâó

f1(k1, φ2(k2)) = f2(k2, φ1(k1))

ïðè âñåõ ki ∈ Ki. Äëÿ ïðàêòèêè óäîáíûì ÿâëÿåòñÿ ñëó÷àé, êîãäà U1 = U2 = S è
îòîáðàæåíèÿ φi, i = 1, 2, çàäàþòñÿ íà îñíîâå ôóíêöèé fi ðàâåíñòâàìè φi(ki) = fi(ki, a),
a ∈ S.
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1.1. Ñ ë ó ÷ à é î ä è í à ê î â û õ ô ó í ê ö è é

Äëÿ ÷àñòíîãî ñëó÷àÿ K1 = K2, U1 = U2 = S, f1 = f2 = f è φi(k) = f(k, a) ïðè
íåêîòîðîì ôèêñèðîâàííîì ýëåìåíòå a ∈ S, i = 1, 2, â ðàáîòå [1] äîêàçàíà ñëåäóþùàÿ

Òåîðåìà 1 [1]. Ïóñòü çàäàíî îòîáðàæåíèå f : K × S → S è a ∈ S �ôèêñè-
ðîâàííûé ýëåìåíò, äëÿ êîòîðîãî îòîáðàæåíèå fa : K → S, çàäàííîå ðàâåíñòâîì
fa(k) = f(k, a), âçàèìíî îäíîçíà÷íî. Îòîáðàæåíèå f ÿâëÿåòñÿ ðåøåíèåì ôóíêöèî-
íàëüíîãî óðàâíåíèÿ

f(k1, f(k2, a)) = f(k2, f(k1, a))

òîãäà è òîëüêî òîãäà, êîãäà K ìîæåò áûòü íàäåëåíî ñòðóêòóðîé êîììóòàòèâíîãî
ãðóïïîèäà ñ åäèíèöåé, îïåðàöèÿ ∗ êîòîðîãî ñâÿçàíà ñ îòîáðàæåíèåì f òîæäåñòâîì
f(k1, f(k2, a)) = f(k1 ∗ k2, a), à åäèíèöåé ÿâëÿåòñÿ ýëåìåíò f−1

a (a).

Ïðèâåä¼ì óòî÷í¼ííóþ ôîðìóëèðîâêó ýòîãî ðåçóëüòàòà. Ïóñòü K è S �êîíå÷íûå
ìíîæåñòâà, |K| = |S| è îòîáðàæåíèå f : K × S → S óäîâëåòâîðÿåò óñëîâèþ

f(x, f(y, a)) = f(y, f(x, a)) (1)

ïðè âñåõ x, y ∈ K è a ∈ S. Ïðåäïîëîæèì, ÷òî õîòÿ áû äëÿ îäíîãî ýëåìåíòà a0 ∈ S
îòîáðàæåíèå fa0 : K → S ÿâëÿåòñÿ âçàèìíî îäíîçíà÷íûì.

Íàïîìíèì, ÷òî ôóíêöèÿ g : Km → K íàçûâàåòñÿ ñèëüíî çàâèñèìîé, åñëè äëÿ
êàæäîé êîîðäèíàòû ñóùåñòâóåò ôèêñàöèÿ îñòàëüíûõ ïåðåìåííûõ, ïðè êîòîðîé ïîëó-
÷èâøàÿñÿ ïîäôóíêöèÿ (óíàðíàÿ îïåðàöèÿ) ÿâëÿåòñÿ ïîäñòàíîâêîé.

Òåîðåìà 2. Ïóñòü îòîáðàæåíèå f : K × S → S, |K| = |S|, óäîâëåòâîðÿåò óñëî-
âèþ (1) è ïðè íåêîòîðîì a0 ∈ K îòîáðàæåíèå φ = fa0 : K → S ÿâëÿåòñÿ âçàèìíî
îäíîçíà÷íûì. Òîãäà:

1) áèíàðíàÿ îïåðàöèÿ f̃ : K ×K → K, îïðåäåëÿåìàÿ ðàâåíñòâîì

f̃(x, z) = φ−1(f(x, φ(z))), x, z ∈ K,

ÿâëÿåòñÿ ñèëüíî çàâèñèìîé è óäîâëåòâîðÿåò òîæäåñòâó

f̃(x, f̃(y, z)) = f̃(y, f̃(x, z)) (2)

ïðè âñåõ x, y, z ∈ K;
2) íàéäóòñÿ êîììóòàòèâíûé ìîíîèä (K, ◦) è ïîäñòàíîâêà σ ∈ S(K), òàêèå, ÷òî äëÿ

ñèëüíî çàâèñèìîé îïåðàöèè f̃ âûïîëíåíû òîæäåñòâà

f̃(x, z) = σ(x ◦ σ−1(z)),

f̃(x, f̃(y, z)) = σ(x ◦ y ◦ σ−1(z))

ïðè âñåõ x, y, z ∈ K;
3) ïðè ýòîì äëÿ ôóíêöèè f âûïîëíåíû òîæäåñòâà

f(x, a) = (σφ)(x ◦ (σφ)−1(a)),

f(x, f(y, a)) = (σφ)(x ◦ y ◦ (σφ)−1(a))

ïðè âñåõ x, y ∈ K, a ∈ S. Åäèíèöåé ìîíîèäà (K, ◦) ÿâëÿåòñÿ ýëåìåíò y0 =
= φ−1(a0) = f−1

a0
(a0).
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Äîêàçàòåëüñòâî.

1) Äëÿ ñþðüåêòèâíîãî îòîáðàæåíèÿ fa0 : K → S íàéä¼òñÿ ýëåìåíò y0 ∈ K, óäî-
âëåòâîðÿþùèé óñëîâèþ φ(y0) = f(y0, a0) = a0. Òîãäà â ñèëó óñëîâèÿ (1) âûïîëíÿåòñÿ
ðàâåíñòâî

f(x, a0) = f(x, f(y0, a0)) = f(y0, f(x, a0)),

èëè
φ(x) = f(x, φ(y0)) = f(y0, φ(x)),

à çíà÷èò, f(y0, a) ÿâëÿåòñÿ òîæäåñòâåííûì îòîáðàæåíèåì ïî âòîðîé ïåðåìåííîé. Ïî-
ýòîìó îïåðàöèÿ f̃ ÿâëÿåòñÿ ñèëüíî çàâèñèìîé. Ïðîèçâîäÿ çàìåíó a = φ(z), z ∈ K,
â òîæäåñòâå (1) è ó÷èòûâàÿ âçàèìíóþ îäíîçíà÷íîñòü îòîáðàæåíèÿ φ, ïîëó÷àåì òîæ-
äåñòâî (2):

f̃(x, f̃(y, z)) = φ−1(f(x, φ(f̃(y, z)))) = φ−1(f(x, f(y, φ(z)))) =

= φ−1(f(y, f(x, φ(z)))) = φ−1(f(y, φ(f̃(x, z)))) = f̃(y, f̃(x, z)).

2) Ïóñòü g̃(x, y) = f̃(y, x), x, y ∈ K. Òîæäåñòâî (2) ìîæíî ïåðåïèñàòü â âèäå

f̃(x, g̃(z, y)) = g̃(f̃(x, z), y),

ãäå x, y, z ∈ K. Îáîçíà÷èì ôóíêöèþ, ñòîÿùóþ â ëåâîé è ïðàâîé ÷àñòÿõ ýòîãî òîæäå-
ñòâà, ÷åðåç Φ. Ñîãëàñíî òåîðåìå î ðåøåíèè óðàâíåíèÿ îáùåé àññîöèàòèâíîñòè èç [2],
äîëæíû ñóùåñòâîâàòü ïîäñòàíîâêè π, α, F1, F2, F3 ∈ S(K) è ìîíîèä (K, ∗), äëÿ êîòî-
ðûõ âûïîëíÿþòñÿ òîæäåñòâà

Φ(x, z, y) = π(F1(x) ∗ F2(z) ∗ F3(y)),

g̃(x, y) = π(α(x) ∗ F3(y)),

f̃(x, z) = α−1(F1(x) ∗ F2(z)),

f̃(x, z) = F1(x) ∗ z,
g̃(z, y) = π(F2(z) ∗ F3(y)),

ãäå x, y, z ∈ K, ïðè÷¼ì îïåðàöèÿ ∗ îïðåäåëåíà îäíîçíà÷íî ñ òî÷íîñòüþ äî èçîìîð-
ôèçìà. Äîñòàòî÷íî îãðàíè÷èòüñÿ ñëó÷àåì, êîãäà π ÿâëÿåòñÿ òîæäåñòâåííîé ïîäñòà-
íîâêîé, â ïðîòèâíîì ñëó÷àå íàäî ïåðåéòè ê èçîìîðôíîé áèíàðíîé îïåðàöèè ∗̃ âèäà
x ∗̃ y = π(π−1(x) ∗ π−1(y)), x, y ∈ K, à âìåñòî ñîìíîæèòåëåé Fi(.) ðàññìîòðåòü π(Fi(.)),
i = 1, 2, 3. Èç ïðåäïîñëåäíåãî òîæäåñòâà ïîëó÷àåì

f̃(x, z) = F1(x) ∗ z,
f̃(x, f̃(y, z)) = F1(x) ∗ F1(y) ∗ z,

ãäå x, y, z ∈ K. Îñòà¼òñÿ ïåðåéòè ê èçîìîðôíîé îïåðàöèè ◦, îïðåäåë¼ííîé ðàâåíñòâîì
x ∗ y = F1(F

−1
1 (x) ◦ F−1

1 (y)):

f̃(x, z) = F1(x ◦ F−1
1 (z)),

f̃(x, f̃(y, z)) = F1(x ◦ y ◦ F−1
1 (z)),

ãäå x, y, z ∈ K, è ïîëîæèòü σ = F1.
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Êîììóòàòèâíîñòü ìîíîèäà (K, ◦) âûòåêàåò èç óñëîâèÿ (1) è òîæäåñòâà

F1(x ◦ y ◦ F−1
1 (z)) = F1(y ◦ x ◦ F−1

1 (z)).

Äåéñòâèòåëüíî, ïðè ïîäñòàíîâêå â ýòî òîæäåñòâî z = z0, òàêîãî, ÷òî F
−1
1 (z) = e (åäè-

íèöû ìîíîèäà), ïîëó÷àåì F1(x ◦ y) = F1(y ◦ x).
3) Èìååì f(x, a) = φ(f̃(x, φ−1(a))), ãäå x ∈ K, a ∈ S, îòêóäà

f(x, a) = φ(f̃(x, φ−1(a))) = φ(σ(x ◦ σ−1(φ−1(a)))) = (σφ)(x ◦ (σφ)−1(a)),

f(x, f(y, a)) = (σφ)(x ◦ y ◦ (σφ)−1(a))

ïðè âñåõ x, y, z ∈ K.
Ïîêàæåì, ÷òî åäèíèöåé ìîíîèäà (K, ◦) ÿâëÿåòñÿ ýëåìåíò y0 = f−1

a0
(a0). Ýëå-

ìåíò y0 âûáðàí èç óñëîâèÿ âûïîëíåíèÿ ðàâåíñòâà f(y0, a0) = a0. Ñ äðóãîé ñòîðîíû,
a0 = f(y0, a0) = (σφ)(y0 ◦ (σφ)−1(a0)), îòêóäà ïîëó÷àåì (σφ)−1(a0) = y0 ◦ (σφ)−1(a0).
Ïîñêîëüêó ýëåìåíò a0 îáðàòèì, à ìîíîèä îáëàäàåò åäèíñòâåííîé åäèíèöåé, òî y0 = e,
÷òî è äîêàçûâàåò íóæíîå óòâåðæäåíèå.

Òåîðåìà 2 äîêàçàíà.

Çàìå÷àíèå 1. Äàííàÿ êîíñòðóêöèÿ ÿâëÿåòñÿ îñíîâíûì ïðèìèòèâîì ïðè ïîñòðî-
åíèè ïðîòîêîëîâ âûðàáîòêè îáùåãî êëþ÷à, íî ïîñêîëüêó îíà, êàê è îñíîâíîé ïðîòîêîë
Äèôôè�Õåëëìàíà, ÿâëÿåòñÿ óÿçâèìîé ê àòàêàì òèïà ¾ïðîòèâíèê â ñåðåäèíå¿, äëÿ
çàùèòû îò ýòèõ è ïîäîáíûõ àòàê å¼ íåîáõîäèìî äîïîëíèòü âñïîìîãàòåëüíûìè êîí-
ñòðóêöèÿìè äëÿ îáåñïå÷åíèÿ òàêèõ ñâîéñòâ ïðîòîêîëà, êàê àóòåíòèôèêàöèÿ ñòîðîí,
àóòåíòèôèêàöèÿ êëþ÷à, ïîäòâåðæäåíèå ïðàâèëüíîñòè âû÷èñëåíèÿ êëþ÷à è ò. ï.

Ïðèìåð 1. Ñòàíäàðòíûé ïðîòîêîë Äèôôè�Õåëëìàíà ïîëó÷àåòñÿ ïðè K =
= Zp−1 = {0, 1, . . . , p − 2}, S = Z∗

p = {1, . . . , p − 1} è f(x, a) = ax mod p, ãäå
a� îáðàòèìûé ýëåìåíò ïîëÿ Zp. Îáðàòèìîå îòîáðàæåíèå φ çàäà¼òñÿ âûðàæåíèåì
φ(x) = f(x, a0) = ax0 mod p, ãäå a0 �ïðèìèòèâíûé ýëåìåíò ïîëÿ Zp, ïðè ýòîì φ−1(a) =
= loga0 a ∈ Zp−1. Ñîîòâåòñòâóþùàÿ ñèëüíî çàâèñèìàÿ ôóíêöèÿ íà ìíîæåñòâå K = Zp−1

ïîñëå çàìåíû ïåðåìåííîé a = φ(z) èìååò âèä

f̃(x, z) = φ−1(f(x, φ(z))) = loga0(φ(z)
x mod p) = loga0((a

z
0)

x mod p) = z · x ∈ Zp−1,

ïðè÷¼ì ôóíêöèÿ f ìîæåò áûòü çàïèñàíà â âèäå

f(x, a) = φ(f̃(x, φ−1(a))) = a
xφ−1(a)
0 mod p = φ(xφ−1(a)),

ãäå (·)� îïåðàöèÿ óìíîæåíèÿ êîëüöà Zp−1. Ïîñêîëüêó ÷èñëî p − 1 ñîñòàâíîå, ïîëó-
ãðóïïà (Zp−1, ·) èìååò äåëèòåëè íóëÿ. Ïîýòîìó ïðè ïðàêòè÷åñêîì èñïîëüçîâàíèè ñëå-
äóåò âûáèðàòü ýëåìåíòû x, y ∈ K îòëè÷íûìè îò íóëÿ, à â êîíöå ïðîâåðÿòü óñëîâèå
f(x, f(y, a)) ̸= 1.

Ïðèìåð 2. Äðóãîé ïðèìåð ïîñòðîåíèÿ ïðîòîêîëà Äèôôè�Õåëëìàíà îñíîâàí
íà èñïîëüçîâàíèè öèêëè÷åñêîé ãðóïïû ïðîñòîãî ïîðÿäêà. Ïî àíàëîãèè ñ ïðåäûäóùèì
ïðèìåðîì áóäåì èñïîëüçîâàòü ìóëüòèïëèêàòèâíóþ çàïèñü, ÷òîáû ïîä÷åðêíóòü èìåþ-
ùèåñÿ îòëè÷èÿ. Ïóñòü Z∗

p = {1, . . . , p−1} è H = ⟨h0⟩ = {h00, h10, . . . , hp−1
0 }�öèêëè÷åñêàÿ

ãðóïïà ïðîñòîãî ïîðÿäêà p, hp0 = e, ãäå e�íåéòðàëüíûé ýëåìåíò ãðóïïû H. Çàìåòèì,
÷òî h00 = e�íåïîäâèæíàÿ òî÷êà ãðóïïû Z∗

p. Ïóñòü K = Z∗
p è S = {h10, . . . , hp−1

0 },
|K| = |S| = p − 1, ïðè÷¼ì äåéñòâèå ãðóïïû Z∗

p íà S ðåãóëÿðíî. Ïîýòîìó ôóíêöèÿ
f(x, a) = ax, ãäå x ∈ K, a ∈ S, òàêæå óäîâëåòâîðÿåò óñëîâèÿì òåîðåìû 2. Çäåñü
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f(x, a) ïðè âñåõ a ∈ S çàäà¼ò âçàèìíî îäíîçíà÷íîå îòîáðàæåíèå K → S. Åñëè âûáðàòü
φ(x) = f(x, h0) = hx0 , φ

−1(a) = logh0
a ∈ K, òî

f(x, a) = φ(f̃(x, φ−1(a))) = φ(x · φ−1(a)) = h
x·φ−1(a)
0 = ax,

ãäå (·)� îïåðàöèÿ óìíîæåíèÿ ãðóïïû Z∗
p. Ñîîòâåòñòâóþùàÿ ñèëüíî çàâèñèìàÿ ôóíê-

öèÿ f̃ íà ìíîæåñòâå K = Z∗
p ïîñëå çàìåíû ïåðåìåííîé a = φ(z) èìååò âèä

f̃(x, z) = φ−1(f(x, φ(z))) = logh0
((hz0)

x) = z · x ∈ K.

Ïðèìåð 3. Ïóñòü (K, ◦)�êîììóòàòèâíûé ìîíîèä ñ ëåâûì äåéñòâèåì íà ìíîæå-
ñòâå S. Åñëè îáîçíà÷èòü äåéñòâèå ìîíîèäà K íà ìíîæåñòâå S êàê f(x, a) = x(a), òî
ïðè âñåõ x, y ∈ K, a ∈ S ïîëó÷àåì

f(x, f(y, a)) = (x ◦ y)(a).

Ñâîéñòâà ïðîòîêîëà îïðåäåëÿþòñÿ ñâîéñòâàìè ýòîãî äåéñòâèÿ. Â ÷àñòíîñòè, íåîáõîäè-
ìî, ÷òîáû îíî áûëî òî÷íûì è ñîâïàäàëè ïîðÿäêè |K| = |S|.

Ïðèìåð 4. Íåêîììóòàòèâíûé ìåäèàëüíûé ìîíîèä (K, ◦) ïîçâîëÿåò ïîñòðîèòü
ïðîòîêîë, êîòîðûé îáîáùàåò ñòàíäàðòíûé ïðîòîêîë Äèôôè�Õåëëìàíà. Êàê ïîêàçà-
íî â ï. 2, äëÿ òàêîãî ìîíîèäà âûïîëíÿåòñÿ ñâîéñòâî ïåðåñòàíîâî÷íîñòè ñòåïåíåé

(an)m = (am)n,

ãäå a ∈ K, à m,n�íàòóðàëüíûå ÷èñëà. Áîëåå ïîäðîáíî òàêîé ïðîòîêîë îïèñàí íèæå.

Ïðèìåð 5. Â ðàáîòå [3] ïðåäëàãàåòñÿ äëÿ ïîñòðîåíèÿ ïðîòîêîëà èñïîëüçîâàòü
íåàññîöèàòèâíóþ ëóïó Ìóôàíã. Ýòî ãðóïïîèä (X, ·), óäîâëåòâîðÿþùèé îäíîìó èç òîæ-
äåñòâ

((x · yz)x = xyzx,

x(yz · x) = xy · zx,
x(y · xz) = (xy · x)z,
(zx · y)x = z(K1 · yx),

ãäå x, y, z ∈ X. Êâàçèãðóïïà, óäîâëåòâîðÿþùàÿ ëþáîìó èç ýòèõ òîæäåñòâ, ÿâëÿåòñÿ
ëóïîé. Äâà ïîñëåäíèõ òîæäåñòâà âûäåëÿþò êëàññ êîììóòàòèâíûõ ëóï. Äëÿ ëóïû Ìó-
ôàíã èìååò ìåñòî àññîöèàòèâíîñòü ñòåïåíåé, ò. å. çíà÷åíèå ïðîèçâåäåíèÿ a · a · . . . · a íå
çàâèñèò îò ðàññòàíîâêè ñêîáîê. Ýòî äà¼ò âîçìîæíîñòü ïîñòðîèòü îáîáùåíèå ïðîòîêîëà
Äèôôè�Õåëëìàíà. Îäèí èç ïðàêòè÷åñêèõ âàðèàíòîâ òàêîãî ïðîòîêîëà îïèñàí â [3].

1.2. Ñ ë ó ÷ à é ð à ç í û õ ô ó í ê ö è é

Ðàññìîòðèì òåïåðü áîëåå îáùèé âàðèàíò ïðåäûäóùåãî ïðîòîêîëà, êîãäà ó ñòîðîí
èìåþòñÿ ðàçëè÷íûå îòîáðàæåíèÿ f : K1 × S → S, g : K2 × S → S, |K1| = |K2| = |S| è
ïðè ýòîì âûïîëíÿåòñÿ óñëîâèå

f(x, g(y, a)) = g(y, f(x, a)) (3)

ïðè âñåõ x ∈ K1, y ∈ K2 è a ∈ S. Ïðåäïîëîæèì, ÷òî õîòÿ áû äëÿ îäíîãî ýëåìåíòà
a0 ∈ S è îäíîãî b0 ∈ S îòîáðàæåíèÿ fa0 : K1 → S è gb0 : K2 → S ÿâëÿþòñÿ âçàèìíî
îäíîçíà÷íûìè.
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Òåîðåìà 3. Ïóñòü îòîáðàæåíèÿ f : K1 × S → S è g : K2 × S → S óäîâëåòâîðÿþò
óñëîâèþ (3), ïðè íåêîòîðûõ a0 ∈ K1 è b0 ∈ S îòîáðàæåíèÿ φ = fa0 è ψ = gb0 ÿâëÿþòñÿ
âçàèìíî îäíîçíà÷íûìè è τ : K1 → K2 � áèåêöèÿ èç óñëîâèÿ ψτ = φ. Òîãäà:

1) áèíàðíûå îïåðàöèè f̃ , g̃ : K1 ×K1 → K1, îïðåäåëÿåìûå ðàâåíñòâàìè

f̃(x, u) = φ−1(f(x, φ(u))), x, u ∈ K1,

g̃(x, u) = φ−1(g(τ(x), φ(u)), y, z ∈ K1,

ÿâëÿþòñÿ ñèëüíî çàâèñèìûìè íà ìíîæåñòâå K1 è óäîâëåòâîðÿþò òîæäåñòâó

f̃(x, g̃(y, z)) = g̃(y, f̃(x, z)) (4)

ïðè âñåõ x, y, z ∈ K1;
2) íàéäóòñÿ êîììóòàòèâíûé ìîíîèä (K1, ∗), ïîäñòàíîâêè σ, β ∈ S(K1) è ýëåìåíò

c ∈ K1, òàêèå, ÷òî äëÿ ñèëüíî çàâèñèìûõ îïåðàöèé f̃ è g̃ âûïîëíåíû òîæäåñòâà

f̃(x1, z) = σ(x1) ∗ z,
g̃(x2, x3) = x3 ∗ c ∗ β(x2),

f̃(x1, g̃(x2, x3)) = σ(x1) ∗ x3 ∗ c ∗ β(x2)

ïðè âñåõ x1, x2, x3, z ∈ K1;
3) ïðè ýòîì äëÿ ôóíêöèé f è g âûïîëíåíû òîæäåñòâà

f(x, a) = φ(σ(x) ∗ φ−1(a)),

g(y, a) = φ(φ−1(a) ∗ c ∗ β(τ−1(y))),

f(x, g(y, a)) = φ(σ(x) ∗ φ−1(a) ∗ c ∗ β(τ−1(y)))

(5)

ïðè âñåõ x ∈ K1, y ∈ K2, a ∈ S.
Åäèíèöåé ìîíîèäà (K1, ∗) ÿâëÿåòñÿ σ(y0), ãäå ýëåìåíò y0 âûáèðàåòñÿ èç óñëîâèÿ

φ(y0) = f(y0, a0) = a0.

Äîêàçàòåëüñòâî. Ïðîâîäèòñÿ àíàëîãè÷íî äîêàçàòåëüñòâó òåîðåìû 2 ñ ó÷¼òîì
ðàçëè÷èÿ ôóíêöèé f è g:

1) Äëÿ ñþðüåêòèâíîãî îòîáðàæåíèÿ gb0 : K2 → S íàéä¼òñÿ ýëåìåíò y0 ∈ K2, óäîâ-
ëåòâîðÿþùèé óñëîâèþ ψ(y0) = g(y0, b0) = a0. Òîãäà â ñèëó óñëîâèÿ (3) âûïîëíÿåòñÿ
ðàâåíñòâî

φ(x) = f(x, a0) = f(x, g(y0, b0)) = g(y0, f(x, b0)),

à çíà÷èò, g(y0, s) ÿâëÿåòñÿ ïîäñòàíîâêîé íà ìíîæåñòâå S.
Ïóñòü τ : K1 → K2 � áèåêöèÿ èç óñëîâèÿ ψτ = φ. Ïðîèçâîäÿ ó ôóíêöèè g çàìåíó

ïåðåìåííûõ, ïîëó÷àåì, ÷òî ôóíêöèÿ g̃(x, v) = φ−1(g(τ(x), φ(v)), x, v ∈ K1, îïðåäåëåíà
íà ìíîæåñòâå K1 è ÿâëÿåòñÿ ñèëüíî çàâèñèìîé.

Àíàëîãè÷íî, âûáèðàÿ x0 òàê, ÷òîáû f(x0, a0) = b0, ñ ïîìîùüþ ðàâåíñòâà

ψ(x) = g(y, b0) = g(y, f(x0, a0)) = f(x0, g(y, a0))

ìîæíî ïîêàçàòü, ÷òî f(x0, a) ÿâëÿåòñÿ âçàèìíî îäíîçíà÷íûì îòîáðàæåíèåì íà ìíîæå-
ñòâå S, ïîýòîìó îïåðàöèÿ f̃(x, u) = φ−1(f(x, φ(u))) ÿâëÿåòñÿ ñèëüíî çàâèñèìîé íà K1.

Ïðîèçâîäÿ çàìåíó ïåðåìåííûõ x = x1, y = τ(x2), a = φ(x3), x2, x2, x3 ∈ K1, â (3):

f(x1, g(τ(x2), φ(x3))) = g(τ(x2), f(x1, φ(x3))),
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è ïåðåõîäÿ ê ôóíêöèÿì f̃ , g̃, ïîëó÷àåì òîæäåñòâî (4):

f̃(x1, g̃(x2, x3)) = φ−1(f(x1, φ(g̃(τ(x2), x3)))) = φ−1(f(x1, g(τ(x2), φ(x3)))) =

= φ−1(g(τ(x2), f(x1, φ(x3)))) = φ−1(g(τ(x2), φ(f̃(x1, x3)))) = g̃(x2, f̃(x1, x3)).

2) Îáîçíà÷àÿ ÷åðåç h̃ ôóíêöèþ h̃(x1, x2) = g̃(x2, x1), ïîëó÷àåì òîæäåñòâî

f̃(x1, h̃(x3, x2)) = h̃(f̃(x1, x3), x2).

Ïóñòü Φ�ôóíêöèÿ, ñòîÿùàÿ â ëåâîé è ïðàâîé ÷àñòÿõ ýòîãî òîæäåñòâà. Ñîãëàñíî òåî-
ðåìå î ðåøåíèè óðàâíåíèÿ îáùåé àññîöèàòèâíîñòè èç [2], äîëæíû ñóùåñòâîâàòü ïîäñòà-
íîâêè π, α, F1, F2, F3 ∈ S(K1) è ìîíîèä (K1, ∗), äëÿ êîòîðûõ âûïîëíÿþòñÿ òîæäåñòâà

Φ(x1, x3, x2) = π(F1(x1) ∗ F2(x3) ∗ F3(x2)),

h̃(z, x2) = π(α(z) ∗ F3(x2)),

f̃(x1, x3) = α−1(F1(x1) ∗ F2(x3)),

f̃(x1, z) = F1(x1) ∗ z,
h̃(x3, x2) = π(F2(x3) ∗ F3(x2)),

(6)

ãäå x1, x2, x3, z ∈ K1, ïðè÷¼ì îïåðàöèÿ ∗ îïðåäåëåíà îäíîçíà÷íî ñ òî÷íîñòüþ äî èçî-
ìîðôèçìà. Êàê è â òåîðåìå 2, äîñòàòî÷íî ðàññìîòðåòü ñëó÷àé, êîãäà π ÿâëÿåòñÿ òîæ-
äåñòâåííîé ïîäñòàíîâêîé, èíà÷å íàäî ïåðåéòè ê èçîìîðôíîé áèíàðíîé îïåðàöèè ∗̃ è
âìåñòî ñîìíîæèòåëåé Fi(.) ðàññìîòðåòü π(Fi(.)), i = 1, 2, 3.

Èç ðàâåíñòâ (6) ïîëó÷àåì

f̃(x1, z) = F1(x1) ∗ z = α−1(F1(x1) ∗ F2(z)),

g̃(x2, x3) = F2(x3) ∗ F3(x2) = α(x3) ∗ F3(x2),

ãäå x1, x2, x3, z ∈ K1. Îòñþäà α = F2 è x∗z = α−1(x∗α(z)), èëè èíà÷å α(x∗z) = x∗α(z).
Çíà÷èò, α(x) = x ∗ α(e), ãäå e� åäèíèöà ìîíîèäà (K1, ∗).

Îáîçíà÷àÿ β = F3, σ = F1 è c = α(e), ïîëó÷àåì

f̃(x1, z) = σ(x1) ∗ z,
g̃(x2, x3) = x3 ∗ c ∗ β(x2),

f̃(x1, g̃(x2, x3)) = σ(x1) ∗ x3 ∗ c ∗ β(x2).

3) Ïîñêîëüêó

f(x, a) = φ(f̃(x, φ−1(a))),

g(y, a) = φ(g̃(τ−1(y), φ−1(a))),

ãäå x ∈ K1, y ∈ K2, a ∈ S, òî

f(x, a) = φ(σ(x) ∗ φ−1(a)),

g(y, a) = φ(φ−1(a) ∗ c ∗ β(τ−1(y))),

f(x, g(y, a)) = φ(σ(x) ∗ φ−1(a) ∗ c ∗ β(τ−1(y)))

ïðè âñåõ x ∈ K1, y ∈ K2 ,a ∈ S.



Îáùàÿ ñõåìà ïðîòîêîëà âûðàáîòêè îáùåãî êëþ÷à òèïà Äèôôè � Õåëëìàíà 101

Ïîêàæåì, ÷òî åäèíèöåé ìîíîèäà (K1, ∗) ÿâëÿåòñÿ ýëåìåíò σ(y0), ãäå y0 âûáèðàåòñÿ
èç óñëîâèÿ âûïîëíåíèÿ ðàâåíñòâà φ(y0) = f(y0, a0) = a0, ò. å. y0 = φ−1(a0). Ñ äðóãîé
ñòîðîíû, a0 = f(y0, a0) = φ(σ(y0) ∗φ−1(a0)), îòêóäà ïîëó÷àåì φ−1(a0) = σ(y0) ∗φ−1(a0).
Ïîñêîëüêó a0 îáðàòèì, à ìîíîèä îáëàäàåò åäèíñòâåííîé åäèíèöåé, òî σ(y0) = e.

Òåîðåìà 3 äîêàçàíà.

Çàìå÷àíèå 2. Åñëè â ï. 3 òåîðåìû 3 âìåñòî ìîíîèäà (K1, ∗) èñïîëüçîâàòü èçî-
ìîðôíûé ìîíîèä (S, ◦) ñ îïåðàöèåé ◦, çàäàâàåìîé ðàâåíñòâîì x◦y = φ(φ−1(x)∗φ−1(y)),
òî ôóíêöèè f è g ìîæíî çàïèñàòü â âèäå

f(x, a) = φ(σ(x)) ◦ a,
g(y, a) = a ∗ φ(c) ◦ φ(β(τ−1(y))),

f(x, g(y, a)) = φ(σ(x)) ◦ a ◦ φ(c) ◦ φ(β(τ−1(y)))

ïðè âñåõ x ∈ K1, y ∈ K2, a ∈ S, èëè â áîëåå êîìïàêòíîé ôîðìå

f(x, a) = α̂(x) ◦ a,
g(y, a) = a ◦ β̂(y),

f(x, g(y, a)) = ˆα(x) ◦ a ◦ β̂(y)

ïðè α̂ = σφ, β̂ = τ−1βφ. Òàêèì îáðàçîì, â íåêîììóòàòèâíîì ñëó÷àå ôóíêöèè f è g
çàäàþòñÿ ðàçëè÷íûìè âûðàæåíèÿìè: ñ ïîìîùüþ ëåâîãî è ïðàâîãî óìíîæåíèÿ îòíîñè-
òåëüíî îïåðàöèè ìîíîèäà ñ åäèíèöåé. Ïðè ýòîì îòîáðàæåíèÿ α̂ : K1 → S è β̂ : K2 → S
äîëæíû áûòü âçàèìíî îäíîçíà÷íûìè. Ýòî ñëåäóåò èç ñóùåñòâîâàíèÿ ýëåìåíòîâ a0 è b0
èç óñëîâèÿ òåîðåìû 3.

Ïðèìåð 6. Íåêîììóòàòèâíûé ìîíîèä (K, ∗) c îïåðàöèÿìè, çàäàâàåìûìè ðàâåí-
ñòâàìè âèäà (5), ìîæåò áûòü èñïîëüçîâàí äëÿ ïîñòðîåíèÿ ïðîòîêîëà âûðàáîòêè îá-
ùèõ êëþ÷åé ïàðíîé ñâÿçè äëÿ ëþáîé ïàðû (i, j) àáîíåíòîâ ñåòè ñâÿçè ñ N àáîíåíòàìè.
Ïóñòü i-é àáîíåíò îáëàäàåò ïàðîé áèíàðíûõ îïåðàöèé fi, gi : K × S → S, |K| = |S|,
ïðè íåêîòîðûõ ïîäñòàíîâêàõ αi, βi : K → K è âçàèìíî îäíîçíà÷íîì îòîáðàæåíèè
φ : K → S, îáëàäàþùåì ñâîéñòâîì îäíîíàïðàâëåííîñòè:

fi(x, a) = φ(αi(x) ∗ φ−1(a)),

gi(x, a) = φ(φ−1(a) ∗ βi(x)), i = 1, . . . , N.

Îáùèå êëþ÷è kij, kji äëÿ íàïðàâëåíèé îò i ê j è îò j ê i âû÷èñëÿþòñÿ ïî ôîðìóëàì

kij = fi(xi, gj(xj, a)) = φ(αi(xi) ∗ φ−1(a) ∗ βj(xj)),
kji = fj(xi, gi(xj, a)) = φ(αj(xj) ∗ φ−1(a) ∗ βi(xi))

äëÿ ñëó÷àéíûõ ýëåìåíòîâ xi, xj ∈ K, a ∈ S.
Ïðèìåð 7. Äëÿ íåêîììóòàòèâíûõ ìåäèàëüíûõ ìîíîèäîâ (K, ◦) è (K, ∗), îïåðà-

öèè êîòîðûõ óäîâëåòâîðÿþò îáîáù¼ííîìó òîæäåñòâó ìåäèàëüíîñòè, ìîæíî ïîñòðîèòü
îáîáùåíèå ñòàíäàðòíîãî ïðîòîêîëà Äèôôè�Õåëëìàíà äëÿ ñëó÷àÿ, êîãäà êàæäàÿ èç
ñòîðîí èñïîëüçóåò îïåðàöèþ âîçâåäåíèÿ â ñòåïåíü îòíîñèòåëüíî ñâîåé áèíàðíîé îïå-
ðàöèè. Áîëåå ïîäðîáíî òàêîé ïðîòîêîë îïèñàí äàëåå.
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2. Ïðîòîêîë íà îñíîâå ìåäèàëüíûõ áèíàðíûõ îïåðàöèé
Ñíà÷àëà ïðèâåä¼ì íåîáõîäèìûå ñâåäåíèÿ î ñâîéñòâå ïåðåñòàíîâî÷íîñòè ñòåïåíåé.

2.1. Ï å ð å ñ ò à í î â î ÷ í î ñ ò ü ñ ò å ï å í å é ä ë ÿ î ä í î é á è í à ð í î é
î ï å ð à ö è è

Ïóñòü Q = (X, ∗) ãðóïïîèä, ∗� áèíàðíàÿ îïåðàöèÿ è x ∈ X. Ìåäèàëüíûì íàçûâà-
åòñÿ ãðóïïîèä, îïåðàöèÿ êîòîðîãî óäîâëåòâîðÿåò òîæäåñòâó

(a ∗ b) ∗ (c ∗ d) = (a ∗ c) ∗ (b ∗ d).

Ðàññìîòðèì n-þ ñòåïåíü xn ýëåìåíòà x, êîòîðàÿ îïðåäåëÿåòñÿ èíäóêòèâíî êàê

x1 = x, xn+1 = (xn) ∗ x, n ⩾ 1.

Â ðàáîòå [4] D.C. Murdoch çàìåòèë, ÷òî ìåäèàëüíûå ãðóïïîèäû îáëàäàþò ñâîéñòâîì
ïåðåñòàíîâî÷íîñòè ñòåïåíåé (palintropic property)1.

Òåîðåìà 4 [4, Theorem 10]. Äëÿ ëþáûõ ýëåìåíòîâ x, y ∈ X ìåäèàëüíîãî ãðóïïî-
èäà (X, ∗) è âñåõ m,n ⩾ 1 âûïîëíåíû ðàâåíñòâà

(x ∗ y)n = xn ∗ yn, (xn)m = (xm)n.

Äëÿ íåêîììóòàòèâíîé è íåàññîöèàòèâíîé áèíàðíîé îïåðàöèè ∗ âîçìîæíû è äðóãèå
îïðåäåëåíèÿ ñòåïåíè. Êàæäîå òàêîå ïðîèçâåäåíèå îòëè÷àåòñÿ ñïîñîáîì ðàññòàíîâêè
ñêîáîê â ïîñëåäîâàòåëüíîñòè x ∗ x ∗ . . . ∗ x︸ ︷︷ ︸

n

. Íàïðèìåð, ïðè n = 3 ïîëó÷àåì äâà âîç-

ìîæíûõ ïðîèçâåäåíèÿ:
(x ∗ x) ∗ x, x ∗ (x ∗ x),

à ïðè n = 4 óæå ïÿòü:

((x ∗ x) ∗ x) ∗ x, (x ∗ (x ∗ x)) ∗ x, (x ∗ x) ∗ (x ∗ x), x ∗ ((x ∗ x) ∗ x), x ∗ (x ∗ (x ∗ x)).

Òàêèå âûðàæåíèÿ íàçûâàþòñÿ ñêîáî÷íûìè (shapes). Îáùåå ÷èñëî ñêîáî÷íûõ âûðàæå-
íèé äëèíû m íàçûâàåòñÿ (m− 1)-ì ÷èñëîì Êàòàëàíà è ðàâíî

Am =
1

m

(
2(m− 1)

m− 1

)
.

Ïåðå÷èñëåííûå âûøå ïðîèçâåäåíèÿ ìîæíî çàïèñàòü â èíäåêñíîé ôîðìå: ïðè n = 3
êàê x2 ∗ x = x2+1 è x ∗ x2 = x1+2; ïðè n = 4 ïîëó÷àåì

x(2+1)+1, x(1+2)+1, x2+2, x1+(2+1), x1+(1+2).

Îáîçíà÷èì ñòåïåíè (xn)m è (xm)n êàê xn·m è xm·n ñîîòâåòñòâåííî. Êàæäîå ñêîáî÷-
íîå âûðàæåíèå ìîæíî çàïèñàòü êàê ñòåïåíü xA ýëåìåíòà x, ïîêàçàòåëü A êîòîðîé�
ôîðìàëüíîå àëãåáðàè÷åñêîå âûðàæåíèå íàä íàòóðàëüíûìè ÷èñëàìè ñ èñïîëüçîâàíèåì
ñèìâîëîâ îïåðàöèé ñëîæåíèÿ, óìíîæåíèÿ è âîçâåäåíèÿ â ñòåïåíü (âûðàæàåòñÿ ÷åðåç
óìíîæåíèå):

xA+B = xA ∗ xB, xA·B = (xA)B, xA
t

= (((xA)A) . . .)A︸ ︷︷ ︸
t

,

1Ðàíåå äëÿ ìåäèàëüíûõ ãðóïïîèäîâ èñïîëüçîâàëñÿ òåðìèí entropoid, à ñâîéñòâî ìåäèàëüíîñòè íà-
çûâàëîñü entropic property è îïðåäåëÿëîñü òàê: äëÿ âñåõ x, e, z, w ∈ G åñëè x∗y = z ∗w, òî x∗z = y ∗w.
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ãäå A,B ∈ (N; +, ·) Çàìåòèì, ÷òî â ñèëó òåîðåìû 4 îïåðàöèÿ óìíîæåíèÿ â ïîêàçà-
òåëå ñòåïåíè êîììóòàòèâíà è àññîöèàòèâíà, õîòÿ îïåðàöèÿ ñëîæåíèÿ â îáùåì ñëó÷àå
íå ÿâëÿåòñÿ íè êîììóòàòèâíîé, íè àññîöèàòèâíîé. Ïðè ýòîì çàêîí äèñòðèáóòèâíîñòè
ñëîæåíèÿ îòíîñèòåëüíî óìíîæåíèÿ ñîõðàíÿåòñÿ:

x2(1+3) = x2·1+2·3 = x1·2+3·2 = x(1+3)2.

Ïîêàçàòåëü A íàçûâàþò ñòåïåíí�ûì èíäåêñîì (power index), èëè ïðîñòî èíäåê-

ñîì. Ñòåïåíí�ûå èíäåêñû A è B íàçûâàþòñÿ ýêâèâàëåíòíûìè (A ∼ B) äëÿ ãðóï-
ïîèäà Q, åñëè xA = xB äëÿ âñåõ x ∈ X. Ìíîæåñòâî êëàññîâ ýêâèâàëåíòíîñòè
èíäåêñîâ îáðàçóåò ôàêòîðàëãåáðó LQ = (N; +, ·)/∼ ñ äâóìÿ áèíàðíûìè îïåðàöèÿ-
ìè, êîòîðóþ I.M.H. Etherington [5] íàçâàë ëîãàðèôìåòè÷åñêîé (logarithmetic). Åñëè
X = {x1, x2, . . . , xn}, òî èçîìîðôíûì ïðåäñòàâëåíèåì äëÿ LQ ÿâëÿåòñÿ ìíîæåñòâî ðàç-
ëè÷íûõ óïîðÿäî÷åííûõ íàáîðîâ âèäà

{(xA1 , xA2 , . . . , xAn ) : A ∈ (N; +, ·)} ⊆ XX ,

êîòîðûå ñîîòâåòñòâóþò êëàññàì ýêâèâàëåíòíîñòè [A] îòíîøåíèÿ ∼ è ÿâëÿþòñÿ òàá-
ëè÷íûìè çàäàíèÿìè ñîîòâåòñòâóþùèõ îòîáðàæåíèé èç ìíîæåñòâà X â ìíîæåñòâî X.

Èñïîëüçóÿ òàêèå îáîçíà÷åíèÿ, I.M.H. Etherington [5] äîêàçàë, ÷òî åñëè âìåñòî ñòå-
ïåíåé ýëåìåíòîâ ðàññìàòðèâàòü ïðîèçâîëüíûå ñêîáî÷íûå âûðàæåíèÿ (ñòåïåíí�ûå èí-
äåêñû), òî äëÿ ìåäèàëüíûõ ãðóïïîèäîâ ñâîéñòâî ïåðåñòàíîâî÷íîñòè ñòåïåíåé îêàçû-
âàåòñÿ ñïðàâåäëèâûì è â ýòîì ñëó÷àå.

Òåîðåìà 5 [5, Theorem 10]. Ïóñòü A è B�ïðîèçâîëüíûå ñòåïåíí�ûå èíäåêñû.
Äëÿ ëþáûõ ýëåìåíòîâ x, y ∈ X ìåäèàëüíîãî ãðóïïîèäà (X, ∗) âûïîëíåíû ðàâåíñòâà

(x ∗ y)A = xA ∗ yA, (xA)B = (xB)A.

Â ðàáîòå [6] ïðåäëàãàåòñÿ ðàñïðîñòðàíåíèå ýòîãî ñâîéñòâà íà ïàðàìåäèàëüíûå êâà-
çèãðóïïû. Â ýòîì ñëó÷àå, êàê ïîêàçàëè àâòîðû, ïðèõîäèòñÿ óòî÷íÿòü ñâîéñòâî ïå-
ðåñòàíîâî÷íîñòè ñòåïåíåé ïóò¼ì ïîäïðàâëåíèÿ èíäåêñîâ â ïðàâîé ÷àñòè ðàâåíñòâà
(xA)B = (xB̄)Ā, ãäå âèä èíäåêñîâ Ā è B̄ îïðåäåëÿåòñÿ ÷¼òíîñòüþ âûñîò äåðåâüåâ,
ñîîòâåòñòâóþùèõ ñêîáî÷íûì âûðàæåíèÿì ñ èíäåêñàìè A è B.

2.2. Ï å ð å ñ ò à í î â î ÷ í î ñ ò ü ñ ò å ï å í å é
ä ë ÿ ä â ó õ á è í à ð í û õ î ï å ð à ö è é

Câîéñòâî ïåðåñòàíîâî÷íîñòè ñòåïåíåé äëÿ ñëó÷àÿ, êîãäà ñòåïåíè âû÷èñëÿþòñÿ ñ èñ-
ïîëüçîâàíèåì ïðîèçâîëüíûõ ñêîáî÷íûõ âûðàæåíèé, îñòà¼òñÿ ñïðàâåäëèâûì è äëÿ
äâóõ áèíàðíûõ îïåðàöèé, óäîâëåòâîðÿþùèõ îáîáù¼ííîìó òîæäåñòâó ìåäèàëüíîñòè.

Ãîâîðÿò, ÷òî áèíàðíûå îïåðàöèè f(x, y) = x ◦ y è g(u, v) = u ∗ v íà ìíîæåñòâå X
óäîâëåòâîðÿþò îáîáù¼ííîìó òîæäåñòâó ìåäèàëüíîñòè, åñëè

f(g(x, y), g(u, v)) = g(f(x, u), f(y, v)),

èëè èíà÷å
(x ∗ y) ◦ (u ∗ v) = (x ◦ u) ∗ (y ◦ v).

Îáîçíà÷èì ñòåïåíè îòíîñèòåëüíî êàæäîé èç îïåðàöèé ñëåäóþùèì îáðàçîì:

x{n} = (((x ◦ x) ◦ x) ◦ . . . ◦ x)x = x{n−1} ◦ x,
y[m] = (((y ∗ y) ∗ y) ∗ . . . ∗ y)y = y[m−1] ∗ y.

(7)

Äëÿ çàïèñè ñòåïåíåé ñî ñòåïåíí�ûìè èíäåêñàìè ïðè ðàçëè÷íûõ áèíàðíûõ îïåðàöèÿõ
áóäåì òàêæå èñïîëüçîâàòü ðàçíûå îáîçíà÷åíèÿ: x{A} è x[B].
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Òåîðåìà 6 [7]. Ïóñòü A è B�ïðîèçâîëüíûå ñòåïåíí�ûå èíäåêñû. Äëÿ ëþáûõ
ãðóïïîèäîâ (X, ◦) è (X, ∗), îïåðàöèè êîòîðûõ óäîâëåòâîðÿþò îáîáù¼ííîìó òîæäåñòâó
ìåäèàëüíîñòè, äëÿ ëþáûõ ýëåìåíòîâ x, y ∈ X âûïîëíåíû ðàâåíñòâà

(x ∗ y){A} = x{A} ∗ y{A},
(
x{A})[B]

=
(
x[B]
){A}

.

2.3. Ï ð î ò î ê î ë ä ë ÿ ñ ë ó ÷ à ÿ î ä í î é á è í à ð í î é î ï å ð à ö è è

Â ðàáîòàõ [8, 9] ðàññìîòðåíû ñïîñîáû ïîñòðîåíèÿ ïðîòîêîëà Äèôôè�Õåëëìàíà íà
îñíîâå èñïîëüçîâàíèÿ îäíîñòîðîííèõ ëåâûõ è ïðàâûõ ñòåïåíåé â êâàçèãðóïïàõ. Â [10]
äëÿ ïîñòðîåíèÿ ïðîòîêîëà ïðåäëîæåíî ðàññìàòðèâàòü óæå ïðîèçâîëüíûå ñêîáî÷íûå
âûðàæåíèÿ íà ìåäèàëüíûõ êâàçèãðóïïàõ. Â îáùåì ñëó÷àå äëÿ ìåäèàëüíûõ ãðóïïî-
èäîâ òåîðåìà 5 óòâåðæäàåò, ÷òî äëÿ âñåõ ýëåìåíòîâ a ∈ X ìåäèàëüíîãî ãðóïïîèäà
Q = (X, ∗) è ëþáûõ ñòåïåíí�ûõ èíäåêñîâ A è B âûïîëíåíî òîæäåñòâî

(aA)B = (aB)A.

Ïîýòîìó â êà÷åñòâå ìíîæåñòâà îáùèõ êëþ÷åé S ìîæíî âçÿòü ïîäãðóïïîèä

S = ⟨a⟩ = {x ∈ X : ∃A (x = aA)} ⊆ Q

ãðóïïîèäà Q äëÿ íåêîòîðîãî ýëåìåíòà a ∈ X, à â êà÷åñòâå êëþ÷åâîãî ìíîæå-
ñòâà K � ñîîòâåòñòâóþùóþ ëîãàðèôìåòè÷åñêóþ àëãåáðó LS, ýëåìåíòàìè êîòîðîé ÿâ-
ëÿþòñÿ êëàññû ýêâèâàëåíòíîñòè [A] ñòåïåíí�ûõ èíäåêñîâ A íà ïîäãðóïïîèäå S. Åñëè
S = {a0, a1, . . . , an−1}, òî èçîìîðôíûì ïðåäñòàâëåíèåì äëÿ K = LS ÿâëÿåòñÿ ìíîæå-
ñòâî ðàçëè÷íûõ óïîðÿäî÷åííûõ íàáîðîâ

K̄ = {(aA0 , aA1 , . . . , aAn−1) : A ∈ K} ⊆ SS.

Â íàøåì ñëó÷àå S = ⟨a⟩, ïîýòîìó ìîæíî ïîëàãàòü (a0, . . . , an−1) = (a, aA1 , . . . , aAn−1)
ïðè íåêîòîðûõ A1, . . . ,An−1. Îáîçíà÷èì xA0 = x1 = x. Ïóñòü m = |K̄|, m ⩾ n. Òîãäà
âñå îòîáðàæåíèÿ èç K̄ ìîæíî ïðåäñòàâèòü â âèäå ñòîëáöîâ òàáëèöû:

A0 A1 . . . Ai . . . Am−1

a1 = a aA1 . . . aAi . . . aAm−1

a2 = aA1 (aA1)A1 . . . (aA1)Ai . . . (aA1)Am−1

. . . . . . . . . . . . . . . . . .
aj = aAj (aAj)A1 . . . (aAj)Ai . . . (aAj)Am−1

. . . . . . . . . . . . . . . . . .
an−1 = aAn−1 (aAn−1)A1 . . . (aAn−1)Ai . . . (aAn−1)Am−1

Ýëåìåíòû ïåðâîãî ñòîëáöà ïîâòîðÿþòñÿ â ïåðâîé ñòðîêå òàáëèöû. Ïîñêîëüêó â ïåð-
âîì ñòîëáöå âûïèñàíû âñå ðàçëè÷íûå ýëåìåíòû èç S = ⟨a⟩ è â ñèëó òåîðåìû 5 êàæäîå
îòîáðàæåíèå èç K̄, ñîîòâåòñòâóþùåå ñòåïåíí�îìó èíäåêñó Ai, îäíîçíà÷íî îïðåäåëÿåòñÿ
ïåðâûì ýëåìåíòîì â ñîîòâåòñòâóþùåì ñòîëáöå, ïîëó÷àåì m = n.

Ïîýòîìó |S| = |K| è îòîáðàæåíèå φ : K → S, êîòîðîå ñòàâèò â ñîîòâåòñòâèå êàæäî-
ìó êëàññó ýêâèâàëåíòíîñòè [A] ∈ LS (íàáîðó (aA0 , a

A
1 , . . . , a

A
n−1)) ýëåìåíò a

A, ÿâëÿåòñÿ
âçàèìíî îäíîçíà÷íûì íà S. Òåì ñàìûì óñëîâèÿ òåîðåìû 2 îêàçûâàþòñÿ âûïîëíåí-
íûìè. Â ýòîì ñëó÷àå òîæäåñòâî (1), ñîãëàñíî òåîðåìå 2, ãàðàíòèðóåò, ÷òî îïåðàöèÿ
óìíîæåíèÿ ôàêòîðàëãåáðû LS äîëæíà áûòü êîììóòàòèâíîé ñ íåéòðàëüíûì ýëåìåí-
òîì, ñîîòâåòñòâóþùèì òîæäåñòâåííîìó îòîáðàæåíèþ A0 : x 7→ x1.
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Çàìåòèì, ÷òî äëÿ êâàçèãðóïï Q, íå èìåþùèõ íåòðèâèàëüíûõ ãîìîìîðôíûõ îáðà-
çîâ, â êîòîðûõ êàæäûé ýëåìåíò ÿâëÿåòñÿ îáðàçóþùèì, â [11] äîêàçàíî, ÷òî |LQ| = nn/r,
ãäå n = |X|�ïîðÿäîê êâàçèãðóïïû Q; r�ïîðÿäîê å¼ ãðóïïû àâòîìîðôèçìîâ.

Ñïîñîá ïîñòðîåíèÿ ïðîòîêîëà íà îñíîâå ìåäèàëüíûõ êâàçèãðóïï ðàññìàòðèâàåòñÿ
â ðàáîòå [12]. Ïîêàçàíî, ÷òî äëÿ íåêîòîðûõ êâàçèãðóïï ðåøåíèå çàäà÷è îáîáù¼ííî-
ãî äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ (GDLP) òðåáóåò áîëüøå êâàíòîâûõ âåíòèëåé ïðè
èñïîëüçîâàíèè ãèïîòåòè÷åñêîãî êâàíòîâîãî âû÷èñëèòåëÿ, ÷åì äëÿ ðåøåíèÿ çàäà÷è äèñ-
êðåòíîãî ëîãàðèôìèðîâàíèÿ (DLP) â àáåëåâîé ãðóïïå òîãî æå ïîðÿäêà.

Àâòîðîì [10] çàìå÷åíî, ÷òî ýôôåêòèâíûé êâàíòîâûé àëãîðèòì Øîðà, ïîçâîëÿþ-
ùèé ðåøàòü çàäà÷ó DLP äëÿ êîììóòàòèâíûõ ãðóïï, îñíîâàí íà èñïîëüçîâàíèè áèíàð-
íîãî àëãîðèòìà âîçâåäåíèÿ â ñòåïåíü ïóò¼ì ïîñëåäîâàòåëüíîãî âîçâåäåíèÿ â êâàäðàò.
Íî ýòîò àëãîðèòì ðàáîòàåò òîëüêî äëÿ êîììóòàòèâíûõ è àññîöèàòèâíûõ îïåðàöèé
óìíîæåíèÿ. Ïîýòîìó ïðè èñïîëüçîâàíèè íåêîììóòàòèâíûõ è íåàññîöèàòèâíûõ îïåðà-
öèé òðåáóåòñÿ èñïîëüçîâàòü äðóãèå ïîäõîäû. Îäíàêî â ðàáîòå [13] L. Panny çàìåòèë,
÷òî äëÿ ëþáîé ìåäèàëüíîé áèíàðíîé îïåðàöèè ∗ íàX â ñèëó òåîðåìû Ê. Òîéîäà ìîæíî
îïðåäåëèòü íà X àáåëåâó ãðóïïîâóþ îïåðàöèþ ·, òàêóþ, ÷òî ïðè íåêîòîðûõ ïîïàðíî
êîììóòèðóþùèõ àâòîìîðôèçìàõ σ, τ ãðóïïû (X, ·) è íåêîòîðîì b ∈ X âûïîëíÿåòñÿ
ðàâåíñòâî

x1 ∗ x2 = xσ1 · xτ2 · b. (8)

Èñïîëüçóÿ òàêîå ïðåäñòàâëåíèå, îí äîêàçàë, ÷òî äëÿ ïðîèçâîëüíîãî ñòåïåíí�îãî èíäåê-
ñà A ïðè âñåõ x ∈ G ñòåïåíü xA ìîæåò áûòü çàïèñàíà â âèäå xξ · bγ, ãäå ξ, γ ∈ Z[σ, τ ].

Òåîðåìà 7 [13, Lemma 2]. Äëÿ ïðîèçâîëüíîãî ñòåïåíí�îãî èíäåêñà A ïðè âñåõ
x ∈ G äëÿ îïåðàöèè ∗ âèäà (8) âûïîëíåíî ðàâåíñòâî

xA = x1+(σ+τ−1)γ bγ,

ãäå γ ∈ Z[σ, τ ]. Áîëåå òîãî, åñëè ýòî ðàâåíñòâî âûïîëíåíî äëÿ îäíîãî x = a ∈ X, òî
îíî âûïîëíåíî äëÿ âñåõ x ∈ ⟨a⟩.

Òàêèì îáðàçîì, çàäà÷à GDLP ðåøåíèÿ óðàâíåíèÿ aA = c ìîæåò áûòü ýôôåêòèâíî
ñâåäåíà ê ðåøåíèþ óðàâíåíèÿ a(aσ+τ−1)γ bγ = c îòíîñèòåëüíî íåèçâåñòíîãî γ ∈ Z[σ, τ ].

2.4. Ï ð î ò î ê î ë ä ë ÿ ñ ë ó ÷ à ÿ ä â ó õ á è í à ð í û õ î ï å ð à ö è é

Ðàññìîòðèì òåïåðü âàðèàíò àëãîðèòìà òèïà Äèôôè�Õåëëìàíà íà îñíîâå äâóõ
áèíàðíûõ îïåðàöèé f(x, y) = x ◦ y è g(u, v) = u ∗ v íà ìíîæåñòâå X, óäîâëåòâîðÿþùèõ
îáîáù¼ííîìó òîæäåñòâó ìåäèàëüíîñòè. Â ñèëó òåîðåìû 6 ìîæíî ïîñòðîèòü ïðîòîêîë
òèïà Äèôôè�Õåëëìàíà, â êîòîðîì êàæäûé èç ó÷àñòíèêîâ âûïîëíÿåò âû÷èñëåíèÿ
ñ èñïîëüçîâàíèåì ñâîåé áèíàðíîé îïåðàöèè. Ñíà÷àëà îíè äîãîâàðèâàþòñÿ îá îáðà-
çóþùåì ýëåìåíòå a ∈ X. Êàæäûé ó÷àñòíèê âûðàáàòûâàåò ñâî¼ ñëó÷àéíîå ÷èñëî è
ïðîèçâîäèò âû÷èñëåíèÿ â ñîîòâåòñòâèè ñ (7), à çàòåì îíè îáìåíèâàþòñÿ ïîëó÷åííûìè
çíà÷åíèÿìè:

A→ B : a{n},

A← B : a[m].

Â çàêëþ÷åíèå îíè âû÷èñëÿþò îáùèé êëþ÷ k =
(
a{n}

)[m]
=
(
a[m]
){n}

.
Ïîñêîëüêó îáîáù¼ííîå ñâîéñòâî ïåðåñòàíîâî÷íîñòè ñòåïåíåé îñòà¼òñÿ ñïðàâåäëè-

âûì äëÿ ñëó÷àÿ ïðîèçâîëüíîé ðàññòàíîâêè ñêîáîê â âûðàæåíèÿõ äëÿ ñòåïåíåé, òî
â ïðåäûäóùåì ïðîòîêîëå ìîæíî èñïîëüçîâàòü ñêîáî÷íûå âûðàæåíèÿ îáùåãî âèäà,
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ïðè÷¼ì êàæäàÿ ñòîðîíà âû÷èñëÿåò âûðàæåíèÿ îáîáù¼ííîé ñòåïåíè íà îñíîâå ñâîåé
áèíàðíîé îïåðàöèè. Áóäåì, êàê è âûøå, èñïîëüçîâàòü ðàçíûå îáîçíà÷åíèÿ x{A} è x[B]

äëÿ ñòåïåíåé, âû÷èñëåííûõ ñ ïîìîùüþ ýòèõ îïåðàöèé. Òîãäà òàêîé ïðîòîêîë ìîæíî
çàïèñàòü â âèäå

A→ B : a{A},

A← B : a[B],

ïðè÷¼ì ñòîðîíû âû÷èñëÿþò îáùèé êëþ÷ ïî ôîðìóëàì

k =
(
a{A})[B]

=
(
a[B]
){A}

.

Ýòîò ñëó÷àé òàêæå ìîæåò áûòü îïèñàí îáùåé òåîðåìîé 3. Òîëüêî çäåñü ïîÿâëÿþòñÿ
óæå äâà ãðóïïîèäà (X, ◦) è (X, ∗), óäîâëåòâîðÿþùèå óñëîâèþ

S = {x ∈ X : ∃A (x = a{A})} = {x ∈ X : ∃B (x = b[B])}

ïðè íåêîòîðûõ a, b ∈ X, è äâå ëîãàðèôìåòè÷åñêèõ àëãåáðû:
� K1 �ëîãàðèôìåòè÷åñêàÿ àëãåáðà LS(◦), ýëåìåíòàìè êîòîðîé ÿâëÿþòñÿ êëàññû ýê-

âèâàëåíòíîñòè {A} ñòåïåíí�ûõ èíäåêñîâ A íà ãðóïïîèäå (S, ◦),
� K2 �ëîãàðèôìåòè÷åñêàÿ àëãåáðà LS(∗), ýëåìåíòàìè êîòîðîé ÿâëÿþòñÿ êëàññû ýê-

âèâàëåíòíîñòè [B] ñòåïåíí�ûõ èíäåêñîâ B íà ãðóïïîèäå (S, ∗).
Åñëè b = aj = a{Aj}, òî ëîãàðèôìåòè÷åñêàÿ àëãåáðà LS(∗) îïèñûâàåòñÿ ñëåäóþùåé

òàáëèöåé:

B0 B1 . . . Bi . . . Bn−1

a1 = a a[B1] . . . a[Bi] . . . a[Bn−1]

a2 = a{A1} (a{A1})[B1] . . . (a{A1})[Bi] . . . (aA1)[Bn−1]

. . . . . . . . . . . . . . . . . .
aj = a{Aj} (a{Aj})[B1] . . . (a{Aj})[Bi] . . . (a{Aj})[Bn−1]

. . . . . . . . . . . . . . . . . .
an−1 = a{An−1} (a{An−1})[B1] . . . (a{An−1})[Bi] . . . (a{An−1})[Bn−1]

Äëÿ ñëó÷àÿ äâóõ îïåðàöèé òåîðåìà 7 ìîæåò áûòü ïåðåôîðìóëèðîâàíà ñëåäóþùèì
îáðàçîì. Ñîãëàñíî [7, òåîðåìà 6], ñèëüíî çàâèñèìûå îïåðàöèè, óäîâëåòâîðÿþùèå îáîá-
ù¼ííîìó òîæäåñòâó ìåäèàëüíîñòè, äîëæíû èìåòü âèä

x1 ◦ x2 = xα1 · xβ2 · c,
x1 ∗ x2 = xσ1 · xτ2 · b,

(9)

ãäå (X, ·)�êîììóòàòèâíûé ìîíîèä; α, β, σ, τ � àâòîìîðôèçìû ìîíîèäà (X, ·); c, d ∈ X,
óäîâëåòâîðÿþùèå ñîîòíîøåíèÿì ατ = σβ, ασ = σα, βτ = τβ, c ◦ d = d ∗ c.

Òåîðåìà 8. Äëÿ îïåðàöèé ◦ è ∗ âèäà (9) è äëÿ ïðîèçâîëüíûõ ñòåïåíí�ûõ èíäåê-
ñîâ {A} è [B] ïðè âñåõ x ∈ G âûïîëíåíî ðàâåíñòâî

(x{A})[B] = x1+(σ+τ−1)γ1+(α+β−1)γ2 · bγ1 · cγ2 ,

ãäå γ1, γ2 ∈ Z[α, β, σ, τ ]. Áîëåå òîãî, åñëè ýòî ðàâåíñòâî âûïîëíåíî äëÿ îäíîãî x = a∈X,
òî îíî âûïîëíåíî äëÿ âñåõ x ∈ ⟨a⟩.
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Äîêàçàòåëüñòâî. Ïðåäñòàâèì ñòåïåíí�îé èíäåêñ [B] â âèäå [B1]+ [B2]. Ïî ïðåä-
ïîëîæåíèþ èíäóêöèè (

x{A})[B1] = x1+(σ+τ−1)γ1+(α+β−1)γ2 · bγ1 · cγ2 ,(
x{A})[B2] = x1+(σ+τ−1)δ1+(α+β−1)δ2 · bδ1 · cδ2 ,

ãäå γ1, γ2, δ1, δ2 ∈ Z[α, β, σ, τ ]. Ïîýòîìó(
x{A})[B]

=
(
x{A})[B1] ∗

(
x{A})[B2] =

= (x1+(σ+τ−1)γ1(α+β−1)γ2 · bγ1 · cγ2)σ(x1+(σ+τ−1)δ1+(α+β−1)δ2 · bδ1 · cδ2)τb =
= xσ+τ · x(σ+τ−1)(γ1σ+δ1τ)+(α+β−1)(γ2σ+δ2τ) · bγ1σ+δ1τcγ2σ+δ2τ · b =
= x1+(σ+τ−1)(γ1σ+δ1τ+1)+(α+β−1)(γ2σ+δ2τ) · bγ1σ+δ1τ+1 · cγ2σ+δ2τ =

= x1+(σ+τ−1)ξ1+(α+β−1)ξ2 · bξ1 · cξ2 ,

ãäå ξ1 = γ1σ + δ1τ + 1, ξ2 = γ2σ + δ2τ ∈ Z[α, β, σ, τ ].

Äîêàçàííûå òåîðåìû ïîêàçûâàþò, ÷òî äëÿ ïîñòðîåíèÿ ïðîòîêîëà æåëàòåëüíî ïî-
äîáðàòü ðàçëè÷íûå íåòðèâèàëüíûå îïåðàöèè ◦ è ∗ âèäà (9). Äëÿ ýòîãî íåîáõîäèìî
âûáðàòü êîììóòàòèâíûé ìîíîèä (X, ·) ñ ãðóïïîé àâòîìîðôèçìîâ Aut(·), ñîäåðæàùåé
äîñòàòî÷íî áîëüøóþ êîììóòàòèâíóþ ïîäãðóïïó; ñàì ìîíîèä äîëæåí ñîäåðæàòü áîëü-
øóþ ãðóïïó îáðàòèìûõ ýëåìåíòîâ, ÷òîáû ïðè âîçâåäåíèè ýëåìåíòîâ â âûñîêèå ñòåïåíè
íå ïðîèñõîäèëî èõ áûñòðîå âûðîæäåíèå.

3. Ïðîòîêîë íà îñíîâå õàîòè÷åñêîãî îòîáðàæåíèÿ
Ìîäèôèöèðîâàííûìè ìíîãî÷ëåíàìè ×åáûøåâà (Enhanced Chebyshev polynomial)

íàçûâàþòñÿ ìíîãî÷ëåíû íàä êîëüöîì ZN èç ïîñëåäîâàòåëüíîñòè Tn(x), n = 0, 1, 2, . . .,
îïðåäåëÿåìîé ëèíåéíûì ðåêóððåíòíûì ñîîòíîøåíèåì âòîðîãî ïîðÿäêà ñëåäóþùèì
îáðàçîì:

Tn(x) = 2xTn−1(x)− Tn−2(x) mod N, n ⩾ 2,

ãäå T0 = 1 è T1 = x. Íåòðóäíî âèäåòü, ÷òî ìíîãî÷ëåí Tn(x) èìååò ñòåïåíü n è ìîæåò
áûòü âû÷èñëåí ñ èñïîëüçîâàíèåì ìàòðè÷íîãî ðàâåíñòâà[

Tn(x)
Tn+1(x)

]
= An

[
T0(x)
T1(x)

]
, A =

[
0 1
−1 2x

]
.

Ïóñòü n = p�íå÷¼òíîå ïðîñòîå. Äëÿ n,m ∈ N ìíîãî÷ëåíû Tn(x) çàäàþò îòîáðà-
æåíèÿ Tn : Zp → Zp, óäîâëåòâîðÿþùèå ñâîéñòâó

Tn(Tm(x)) = Tn+m(x) = Tm(Tn(x)) (mod p).

Ïðè x = a ∈ Zp ïîñëåäîâàòåëüíîñòü Tn(a) ÿâëÿåòñÿ ëèíåéíîé ðåêóððåíòíîé ïîñëåäîâà-
òåëüíîñòüþ íàä Zp âòîðîãî ïîðÿäêà c õàðàêòåðèñòè÷åñêèì ìíîãî÷ëåíîì λ2 − 2aλ+ 1.
Çíà÷åíèÿ ïåðèîäîâ ïîñëåäîâàòåëüíîñòåé {un = Tn(a) mod p}, a ∈ Zp, n = 0, 1, 2, . . .,
îïèñûâàåò ñëåäóþùàÿ

Òåîðåìà 9 [14, Theorem 1]. Ïóñòü p�íå÷¼òíîå ïðîñòîå; a ∈ Zp, 0 ⩽ a < p; k�
ïåðèîä ïîñëåäîâàòåëüíîñòè Tn(a) mod p, n = 0, 1, 2, . . .; ìíîãî÷ëåí λ2 − 2aλ + 1 èìååò
êîðíè α1, α2. Òîãäà:

(i) åñëè êîðíè ëåæàò â GF(p), òî k | (p− 1);
(ii) åñëè êîðíè ëåæàò â GF(p2), òî k | (p+ 1).
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Ìíîãî÷ëåíû Tn(x) ìîæíî èñïîëüçîâàòü äëÿ ïîñòðîåíèÿ ïðîòîêîëà âûðàáîòêè îá-
ùåãî êëþ÷à, ïîëàãàÿ f(n, a) = Tn(a), n ∈ {0, 1, . . . , p} = K. Ýëåìåíò a ∈ Zp = S
âûáèðàåòñÿ òàê, ÷òî ìíîãî÷ëåí λ2 − 2aλ + 1 ÿâëÿåòñÿ íåïðèâîäèìûì. Â ýòîì ñëó÷àå
ïî òåîðåìå 9 ìèíèìàëüíûé ïåðèîä ïîñëåäîâàòåëüíîñòè {Tn(a) mod p : n = 1, 2, . . .}
ÿâëÿåòñÿ äåëèòåëåì ÷èñëà p + 1 è ïðè íåêîòîðûõ çíà÷åíèÿõ ýëåìåíòà a ìîæåò ñ íèì
ñîâïàäàòü. Îáùèé êëþ÷ âû÷èñëÿåòñÿ ïî ôîðìóëàì

kAB = f(n, f(m, a)) = f(m, f(n, a)) = Tm+n(a) mod p,

ãäå m,n ∈ {0, 1, . . . , p}� ñëó÷àéíûå ÷èñëà.
Îäíàêî ýòîò âàðèàíò ïðîòîêîëà íå óäîâëåòâîðÿåò óñëîâèþ òåîðåìû 2, òàê êàê â

äàííîì ñëó÷àå íå âûïîëíÿåòñÿ óñëîâèå î ñóùåñòâîâàíèè ýëåìåíòà a, äëÿ êîòîðîãî
îòîáðàæåíèå fa : Zp → Zp âçàèìíî îäíîçíà÷íî. Â ðàáîòå [14] îòìå÷àåòñÿ, ÷òî ïî-
ðîæäàåìàÿ ïîñëåäîâàòåëüíîñòü ÿâëÿåòñÿ ñèììåòðè÷íîé, ïîýòîìó ñîäåðæèò íå áîëåå
ïîëîâèíû ðàçëè÷íûõ ýëåìåíòîâ êîëüöà ZN . Íàïðèìåð, ïðè p = 11 è a = 3 ïîñëåäîâà-
òåëüíîñòü {un : n = 0, 1, 2, . . .} èìååò ïåðèîä 12 [14]:

1, 3, 6, 0, 5, 8, 10, 8, 5, 0, 6, 3, 1, 3, 6, 0, 5, 8, 10, 8, 5, 0, 6, 3, . . .

Ñôîðìóëèðóåì ýòîò ôàêò â âèäå ñëåäóþùåé òåîðåìû:

Òåîðåìà 10. Ïóñòü â óñëîâèÿõ òåîðåìû 9 ïåðèîä ïîñëåäîâàòåëüíîñòè {un =
= Tn(a) mod p : n = 0, 1, 2, . . .} ðàâåí k, 1 ⩽ k ⩽ p+ 1. Òîãäà:

(i) ui = uk+1−i, 1 ⩽ i ⩽ k;
(ii) â ïîñëåäîâàòåëüíîñòè {un} âñòðå÷àåòñÿ íå áîëåå ⌈k/2⌉ ðàçëè÷íûõ ýëåìåíòîâ.
Äîêàçàòåëüñòâî. Åñëè ïîñëåäîâàòåëüíîñòü {un} âûïèñàòü â îáðàòíîì ïîðÿäêå,

òî ìîæíî çàìåòèòü, ÷òî îíà òàêæå îáðàçóåò ëèíåéíóþ ðåêóððåíòíóþ ïîñëåäîâàòåëü-
íîñòü

un−2(x) = 2aun−1(x)− un(x) mod p, n = p+ 1, p, . . . , 1, 0,

ñ òåì æå õàðàêòåðèñòè÷åñêèì ìíîãî÷ëåíîì λ2 − 2aλ+ 1. Ðàññìîòðèì îòðåçîê

u0, u1, . . . , uk−1, uk. (10)

Ïî îïðåäåëåíèþ ïåðèîäà 1 = u0 = uk, a = u1 = uk+1. Ó÷èòûâàÿ, ÷òî uk−1 =
= 2auk − uk+1 = 2a − a = a, ïîëó÷àåì, ÷òî íà÷àëüíûå ÷ëåíû ëèíåéíîé ðåêóððåíòíîé
ïîñëåäîâàòåëüíîñòè

uk, uk−1, . . . , u1, u0 (11)

òàêæå ðàâíû 1 è a, à çíà÷èò, îòðåçêè (10) è (11) ñîâïàäàþò. Îòñþäà, î÷åâèäíî, ñëåäóþò
óòâåðæäåíèÿ (i) è (ii).

Àâòîð âûðàæàåò èñêðåííþþ áëàãîäàðíîñòü Ê.Ä. Ëóøíèêîâó çà ìíîãî÷èñëåííûå
ïîëåçíûå çàìå÷àíèÿ.

ËÈÒÅÐÀÒÓÐÀ

1. Àðòàìîíîâ Â.À., ßùåíêî Â.Â. Ìíîãîîñíîâíûå àëãåáðû â ñèñòåìàõ îòêðûòîãî øèôðî-
âàíèÿ // ÓÌÍ. 1994. Ò. 49. Âûï. 4. C. 149�150.

2. Ñîõàöêèé Ô.Í. Îáîáùåíèå äâóõ òåîðåì Áåëîóñîâà äëÿ ñèëüíî çàâèñèìûõ ôóíêöèé
k-çíà÷íîé ëîãèêè // Ìàòåìàòè÷åñêèå èññëåäîâàíèÿ. 1985. Ò. 83. Ñ. 105�115.

3. Ìàðêîâ Â.Ò., Ìèõàë¼â À.Â., Ãðèáîâ À.Â. è äð. Êâàçèãðóïïû è êîëüöà â êîäèðîâàíèè è
ïîñòðîåíèè êðèïòîñõåì // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2012. �4(18). C. 31�52.



Îáùàÿ ñõåìà ïðîòîêîëà âûðàáîòêè îáùåãî êëþ÷à òèïà Äèôôè � Õåëëìàíà 109

4. Murdoch D.C. Quasi-groups which satisfy certain generalized associative laws // Amer. J.
Math. 1939. V. 61. No. 2. P. 509�522.

5. Etherington I.M.H. Groupoids with additive endomorphisms // The Amer. Math. Monthly.
1958. V. 65. No. 8. P. 596�601.

6. Ãëóõîâ Ì.Ì., Êàðþê Í.À., Êàòûøåâ Ñ.Þ. Èññëåäîâàíèå ïðèíöèïîâ ïðèìåíåíèÿ íåàñ-
ñîöèàòèâíûõ àëãåáðàè÷åñêèõ ñòðóêòóð ïðè ñèíòåçå àñèììåòðè÷íûõ êðèïòîãðàôè÷åñêèõ
ìåõàíèçìîâ. CTCrypt 2024. https://ctcrypt.ru/files/files/2024/04/pc/Êàòûøåâ.pdf.

7. ×åðåìóøêèí À.Â. Îáîáù¼ííûå òîæäåñòâà ìåäèàëüíîñòè è ïàðàìåäèàëüíîñòè äëÿ cèëü-
íî çàâèñèìûõ îïåðàöèé // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2024. �65. C. 21�40.

8. Katyshev S.Yu., Markov V.T., and Nechaev A.A. On constructing open key cryptosystems
using non associative structures // VI Int. Conf. Non Assoc. Algebra and Appl. Spain,
Zaragoza, 2011.

9. Êàòûøåâ Ñ.Þ., Ìàðêîâ Â.Ò., Íå÷àåâ À.À. Èñïîëüçîâàíèå íåàññîöèàòèâíûõ ãðóïïîè-
äîâ äëÿ ðåàëèçàöèè ïðîöåäóðû îòêðûòîãî ðàñïðåäåëåíèÿ êëþ÷åé // Äèñêðåòíàÿ ìàòå-
ìàòèêà. 2014. Ò. 26. �3. Ñ. 45�64.

10. Gligoroski D. Entropoid Based Cryptography. Cryptology ePrint Archive. 2021. Paper
2021/469. https://eprint.iacr.org/2021/469.

11. Alderson (Popova) H. The structure of the logarithmetics of �nite plain quasigroups //
J. Algebra. 1974. V. 31. No. 1. P. 1�9.

12. Baryshnikov A.V. and Katyshev S.Yu. Key agreement schemes based on linear groupoids //
Ìàòåì. âîïð. êðèïòîãð. 2011. Ò. 8. �1. C. 7�12.

13. Panny L. Entropoids: Groups in Disguise. Cryptology ePrint Archive. 2021. Paper 2021/583.
https://eprint.iacr.org/2021/583.

14. Fee G. J. and Monagan M.B. Cryptography using Chebyshev polynomials // Maple Summer
Workshop. Burnaby, Canada, 2004. P. 1�15.

REFERENCES

1. Artamonov V.À. and Yaschenko V.V.Multibasic algebras in public key distribution systems.
Russian Math. Surveys, 1994, vol. 49, no. 4, pp. 145�146.

2. Sokhatskiy F.N. Obobshchenie dvukh teorem Belousova dlya sil'no zavisimykh funktsiy k-
znachnoy logiki [Generalization of two Belousov theorems for strongly dependent functions of
k-valued logic]. Matematiceskie Issledovanija, 1985, vol. 83, pp. 105�115. (in Russian)

3. Markov V.T., Mikhalev A.V., Gribov A.V., et al. Kvazigruppy i kol'tsa v kodirovanii i post-
roenii kriptoskhem [Quasigroups and rings in coding theory and cryptography]. Prikladnaya
Diskretnaya Matematika, 2012, no. 4(18), pp. 31�52. (in Russian)

4. Murdoch D.C. Quasi-groups which satisfy certain generalized associative laws. Amer. J.
Math., 1939, vol. 61, no. 2, pp. 509�522.

5. Etherington I.M.H. Groupoids with additive endomorphisms. The Amer. Math. Monthly,
1958, vol. 65, no. 8, pp. 596�601.

6. Glukhov M.M., Karyuk N.A., and Katyshev S.Yu. Issledovanie printsipov primeneniya
neassotsiativnykh algebraicheskikh struktur pri sinteze asimmetrichnykh kriptogra�cheskikh
mekhanizmov [Study of principles of application of non-associative algebraic structures in
synthesis of asymmetric cryptographic mechanisms]. CTCrypt 2024. https://ctcrypt.ru/
files/files/2024/04/pc/Êàòûøåâ.pdf. (in Russian)

7. Cheremushkin A.V. Obobshchennye tozhdestva medial'nosti i paramedial'nosti dlya cil'no
zavisimykh operatsiy [Medial and paramedial general identities for strong dependance
operations]. Prikladnaya Diskretnaya Matematika, 2024, no. 65, pp. 21�40. (in Russian)



110 À.Â. ×åðåìóøêèí

8. Katyshev S.Yu., Markov V.T., and Nechaev A.A. On constructing open key cryptosystems
using non associative structures. VI Int. Conf. Non Assoc. Algebra and Appl., Spain, Zaragoza,
2011.

9. Katyshev S.Yu., Markov V.T., and Nechaev A.A. Application of non-associative groupoids
to the realization of an open key distribution procedure. Discrete Math. Appl., 2015, vol. 25,
no. 1, pp. 9�24.

10. Gligoroski D. Entropoid Based Cryptography. Cryptology ePrint Archive, 2021, paper
2021/469, https://eprint.iacr.org/2021/469.

11. Alderson (Popova) H. The structure of the logarithmetics of �nite plain quasigroups.
J. Algebra, 1974, vol. 31, pp. 1�9.

12. Baryshnikov A.V. and Katyshev S.Yu. Key agreement schemes based on linear groupoids.
Matematicheskie Voprosy Kriptogra�i, 2011, vol. 8, no. 1, pp. 7�12.

13. Panny L. Entropoids: Groups in Disguise. Cryptology ePrint Archive, 2021, paper 2021/583,
https://eprint.iacr.org/2021/583.

14. Fee G. J. and Monagan M.B. Cryptography using Chebyshev polynomials. Maple Summer
Workshop, Burnaby, Canada, 2004, pp. 1�15.


