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Èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü äâóõ âàðèàíòîâ ïðîáëåìû î 3-ðàñêðàñêå ãðà-
ôîâ: ïðîáëåìà ðàñïîçíàâàíèÿ è ïðîáëåìà ïîèñêà 3-ðàñêðàñêè ãðàôà. Äëÿ îáåèõ
ïðîáëåì ýôôåêòèâíûõ ïîëèíîìèàëüíûõ àëãîðèòìîâ íåèçâåñòíî. Ïðîáëåìà ïîèñêà
3-ðàñêðàñêè èñïîëüçóåòñÿ â èçâåñòíîì êðèïòîãðàôè÷åñêîì ïðîòîêîëå Áëþìà äëÿ
äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì. Ïðåäëàãàåòñÿ ïîëèíîìèàëüíûé ãåíåðè-
÷åñêèé àëãîðèòì äëÿ ïðîáëåìû ðàñïîçíàâàíèÿ 3-ðàñêðàñêè ãðàôà. Äëÿ ïðîáëåìû
ïîèñêà 3-ðàñêðàñêè äîêàçûâàåòñÿ, ÷òî åñëè P ̸= NP è P = BPP, òî ñóùåñòâó-
åò ïîäïðîáëåìà ýòîé ïðîáëåìû, äëÿ êîòîðîé íåò ïîëèíîìèàëüíîãî ãåíåðè÷åñêîãî
àëãîðèòìà. Ïîëó÷åííûé ðåçóëüòàò ÿâëÿåòñÿ òåîðåòè÷åñêèì îáîñíîâàíèåì ïðèìå-
íåíèÿ ïðîáëåìû ïîèñêà 3-ðàñêðàñêè ãðàôà â êðèïòîãðàôèè, ãäå íóæíî, ÷òîáû
ïðîáëåìà âçëîìà êðèïòîàëãîðèòìà áûëà òðóäíîé äëÿ ïî÷òè âñåõ âõîäîâ.

Êëþ÷åâûå ñëîâà: ãåíåðè÷åñêàÿ ñëîæíîñòü, 3-ðàñêðàñêà ãðàôà.

ON THE GENERIC COMPLEXITY
OF GRAPH 3-COLORING PROBLEMS

D.P. Ruzanova, A.N. Rybalov

Sobolev Institute of Mathematics, Omsk, Russia

In this paper, we study the generic complexity of two versions of the graph 3-coloring
problem: the graph 3-coloring recognition problem and the graph 3-coloring search
problem. For both problems, no efficient polynomial algorithms are known. The 3-co-
loring search problem is used in the well-known Blum zero-knowledge cryptographic
protocol. We propose a polynomial generic algorithm for the graph 3-coloring recog-
nition problem. For the 3-coloring search problem, we prove that if P ̸= NP and
P = BPP, then there is a subproblem of this problem for which there is no polynomial
generic algorithm. The obtained result provides theoretical justification for applying
the 3-coloring search problem in cryptography, an application where breaking a cryp-
tographic algorithm must be difficult for almost all inputs. To prove this theorem, we
use the method of generic amplification, which allows to construct generically hard
problems from the problems hard in the classical sense.
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Ââåäåíèå
Ïðîáëåìà î 3-ðàñêðàñêå ãðàôîâ ÿâëÿåòñÿ êëàññè÷åñêîé êîìáèíàòîðíîé ïðîáëåìîé,

èçó÷àåìîé ìíîãèå äåñÿòèëåòèÿ. Å¼ ôîðìóëèðîâêà ñîñòîèò â ñëåäóþùåì: ïî çàäàí-
íîìó ïðîèçâîëüíîìó ãðàôó îïðåäåëèòü, ìîæíî ëè ðàñêðàñèòü âñå åãî âåðøèíû â
òðè öâåòà òàê, ÷òîáû ëþáûå äâå âåðøèíû, ñîåäèí¼ííûå ðåáðîì, áûëè ðàñêðàøåíû
â ðàçíûå öâåòà. Ýòà ïðîáëåìà ñîäåðæèòñÿ â êëàññè÷åñêîì ñïèñêå èç äâàäöàòè îäíîé
NP-ïîëíîé ïðîáëåìû èç çíàìåíèòîé ðàáîòû Ð. Êàðïà [1], îòêóäà ñëåäóåò, ÷òî ïðè óñëî-
âèè íåðàâåíñòâà êëàññîâ ñëîæíîñòè P è NP äëÿ ïðîáëåìû î 3-ðàñêðàñêå íå ñóùåñòâóåò
ýôôåêòèâíûõ ïîëèíîìèàëüíûõ àëãîðèòìîâ. Ýòîò ôàêò îòêðûâàåò âîçìîæíîñòè äëÿ
ïðèìåíåíèÿ äàííîé ïðîáëåìû â êðèïòîãðàôèè. Íàïðèìåð, ïðîáëåìà î 3-ðàñêðàñêå èñ-
ïîëüçóåòñÿ â ïðîòîêîëå Áëþìà [2] äëÿ äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì [3].

Îäíàêî òðóäíîðàçðåøèìîñòè â êëàññè÷åñêîì ñìûñëå â ñîâðåìåííîé êðèïòîãðàôèè
íåäîñòàòî÷íî. Âàæíî, ÷òîáû àëãîðèòìè÷åñêàÿ ïðîáëåìà, ëåæàùàÿ â îñíîâå ñòîéêî-
ñòè êðèïòîãðàôè÷åñêîãî ïðîòîêîëà, ÿâëÿÿñü (ãèïîòåòè÷åñêè) òðóäíîé â êëàññè÷åñêîì
ñìûñëå, îñòàâàëàñü òðóäíîé è â ãåíåðè÷åñêîì ñìûñëå [4], ò. å. äëÿ ïî÷òè âñåõ âõîäîâ.
Ýòî îáúÿñíÿåòñÿ òåì, ÷òî ïðè ñëó÷àéíîé ãåíåðàöèè êëþ÷åé â êðèïòîãðàôè÷åñêîì àë-
ãîðèòìå ïðîèñõîäèò ãåíåðàöèÿ âõîäà àëãîðèòìè÷åñêîé ïðîáëåìû, ëåæàùåé â îñíîâå
àëãîðèòìà. Åñëè ýòà ïðîáëåìà áóäåò ëåãêîðàçðåøèìîé ïî÷òè âñåãäà, òî äëÿ ïî÷òè
âñåõ òàêèõ âõîäîâ å¼ ìîæíî áûñòðî ðåøèòü è êëþ÷è ïî÷òè âñåãäà áóäóò íåñòîéêèìè.
Ïîýòîìó ïðîáëåìà äîëæíà áûòü òðóäíîé äëÿ ïî÷òè âñåõ âõîäîâ. Íàïðèìåð, òàêèì
ïîâåäåíèåì îáëàäàþò êëàññè÷åñêèå àëãîðèòìè÷åñêèå ïðîáëåìû êðèïòîãðàôèè: ðàñ-
ïîçíàâàíèÿ êâàäðàòè÷íûõ âû÷åòîâ [5], äèñêðåòíîãî ëîãàðèôìà [6], èçâëå÷åíèÿ êîðíÿ
â ãðóïïàõ âû÷åòîâ [7] (ïðîáëåìà îáðàùåíèÿ ôóíêöèè RSA).

Â äàííîé ðàáîòå èçó÷àåòñÿ ãåíåðè÷åñêàÿ ñëîæíîñòü äâóõ âàðèàíòîâ ïðîáëåìû î
3-ðàñêðàñêå ãðàôîâ. Ïåðâûé âàðèàíò � ïðîáëåìà ðàñïîçíàâàíèÿ 3-ðàñêðàñêè ãðàôà.
Çäåñü âõîäîì ÿâëÿåòñÿ ïðîèçâîëüíûé ãðàô, íåîáõîäèìî îïðåäåëèòü, ñóùåñòâóåò ëè
äëÿ íåãî 3-ðàñêðàñêà. Âòîðîé âàðèàíò � ïðîáëåìà ïîèñêà 3-ðàñêðàñêè ãðàôà. Äëÿ ýòîé
ïðîáëåìû âõîäîì ÿâëÿåòñÿ ãðàô, äëÿ êîòîðîãî çàâåäîìî ñóùåñòâóåò 3-ðàñêðàñêà, íóæ-
íî õîòÿ áû îäíó òàêóþ 3-ðàñêðàñêó íàéòè. Ïðîáëåìû ïîèñêà, â îòëè÷èå îò ïðîáëåì
ðàñïîçíàâàíèÿ, íàõîäÿò ïðèìåíåíèÿ â êðèïòîãðàôèè, ãäå âñåãäà èçâåñòíî, ÷òî ðåøå-
íèå åñòü è íàäî åãî íàéòè. Äëÿ îáåèõ ïðîáëåì íåèçâåñòíî ýôôåêòèâíûõ ïîëèíîìèàëü-
íûõ àëãîðèòìîâ. Â ðàáîòå ïðåäëàãàåòñÿ ïîëèíîìèàëüíûé ãåíåðè÷åñêèé àëãîðèòì äëÿ
ïðîáëåìû ðàñïîçíàâàíèÿ 3-ðàñêðàñêè ãðàôà. Äëÿ ïðîáëåìû ïîèñêà 3-ðàñêðàñêè äîêà-
çûâàåòñÿ, ÷òî åñëè P ̸= NP è P = BPP, òî ñóùåñòâóåò ïîäïðîáëåìà ýòîé ïðîáëåìû,
äëÿ êîòîðîé íåò ïîëèíîìèàëüíîãî ãåíåðè÷åñêîãî àëãîðèòìà. Êëàññ BPP ñîñòîèò èç
ïðîáëåì, ðàçðåøèìûõ çà ïîëèíîìèàëüíîå âðåìÿ íà âåðîÿòíîñòíûõ ìàøèíàõ Òüþðèí-
ãà. Ñ÷èòàåòñÿ, ÷òî êëàññ BPP ñîâïàäàåò ñ êëàññîì P, òî åñòü ëþáîé ïîëèíîìèàëüíûé
âåðîÿòíîñòíûé àëãîðèòì ìîæíî ýôôåêòèâíî äåðàíäîìèçèðîâàòü, ïîñòðîèâ ïîëèíîìè-
àëüíûé àëãîðèòì, íå èñïîëüçóþùèé ãåíåðàòîð ñëó÷àéíûõ ÷èñåë è ðåøàþùèé òó æå
ñàìóþ ïðîáëåìó. Õîòÿ ðàâåíñòâî P = BPP äî ñèõ ïîð íå äîêàçàíî, èìåþòñÿ âåñêèå
îñíîâàíèÿ â åãî ïîëüçó [8].

1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Ðàññìîòðèì íåîðèåíòèðîâàííûå ãðàôû áåç ïåòåëü è êðàòíûõ ð¼áåð. Ãðàô G�

ýòî ïàðà (V,E), ãäå V �ìíîæåñòâî âåðøèí; E ⊆ V × V �ìíîæåñòâî ð¼áåð ãðàôà G.
Äëÿ ëþáîãî ìíîæåñòâà A ÷åðåç |A| áóäåì îáîçíà÷àòü åãî ìîùíîñòü.

Ïóñòü èìåþòñÿ äâà ãðàôà G1 = (V1, E1) è G2 = (V2, E2). Áèåêöèÿ φ : V1 → V2
íàçûâàåòñÿ èçîìîðôèçìîì ãðàôîâ G1 è G2, åñëè äëÿ ëþáûõ v1, v2 ∈ V1 èìååò ìåñòî
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(v1, v2) ∈ E1 òîãäà è òîëüêî òîãäà, êîãäà (φ(v1), φ(v2)) ∈ E2. Ïðè ýòîì ãðàôû G1 è G2

íàçûâàþòñÿ èçîìîðôíûìè, ÷òî îáîçíà÷àåòñÿ êàê G1
∼= G2.

3-Ðàñêðàñêîé ãðàôà G íàçûâàåòñÿ ïðèñâàèâàíèå êàæäîé âåðøèíå ãðàôà îäíîãî
èç òð¼õ öâåòîâ, òàêîå, ÷òî ëþáûå äâå âåðøèíû ãðàôà, ñîåäèí¼ííûå ðåáðîì, ðàñêðà-
øåíû â ðàçíûå öâåòà. Åñëè äëÿ ãðàôà ñóùåñòâóåò 3-ðàñêðàñêà, áóäåì íàçûâàòü åãî
3-ðàñêðàøèâàåìûì. Ñóùåñòâîâàíèå 3-ðàñêðàñêè ãðàôà G = (V,E) ýêâèâàëåíòíî òî-
ìó, ÷òî ìíîæåñòâî âåðøèí ìîæíî ðàçáèòü íà òðè íåïåðåñåêàþùèõñÿ ïîäìíîæåñòâà
(âîçìîæíî, ïóñòûå) V = V1 ∪ V2 ∪ V3, òàêèå, ÷òî ëþáûå äâå âåðøèíû èç êàæäîãî
ïîäìíîæåñòâà Vi, i = 1, 2, 3, íå ñîåäèíåíû ðåáðîì.

Ïðîáëåìà ðàñïîçíàâàíèÿ 3-ðàñêðàñêè ñîñòîèò â ñëåäóþùåì: ïî ïðîèçâîëüíîìó çà-
äàííîìó ãðàôó G îïðåäåëèòü, ñóùåñòâóåò ëè äëÿ íåãî 3-ðàñêðàñêà. Ïðîáëåìà ïîèñêà
3-ðàñêðàñêè îïðåäåëÿåòñÿ íåñêîëüêî èíà÷å: ïî ïðîèçâîëüíîìó çàäàííîìó 3-ðàñêðàøè-
âàåìîìó ãðàôó G íàéòè õîòÿ áû îäíó 3-ðàñêðàñêó.

Ïîä ðàçìåðîì ãðàôà G áóäåì ïîíèìàòü ÷èñëî âåðøèí.
Îïðåäåëåíèÿ ïîëèíîìèàëüíûõ äåòåðìèíèðîâàííûõ è âåðîÿòíîñòíûõ àëãîðèòìîâ,

à òàêæå âû÷èñëèòåëüíûõ êëàññîâ P, NP è BPP ìîæíî íàéòè â [9].
Íàïîìíèì îñíîâíûå îïðåäåëåíèÿ ãåíåðè÷åñêîãî ïîäõîäà [4]. Ïóñòü I �íåêîòîðîå

ìíîæåñòâî âõîäîâ, In �ïîäìíîæåñòâî âõîäîâ ðàçìåðà n. Äëÿ ïîäìíîæåñòâà Sn ⊆ I
îïðåäåëèì ïîñëåäîâàòåëüíîñòü

ρn(S) =
|Sn|
|In|

, n = 1, 2, 3, . . . ,

ãäå Sn = S∩In �ìíîæåñòâî âõîäîâ èç S ðàçìåðà n. Àñèìïòîòè÷åñêîé ïëîòíîñòüþ S
íàçîâ¼ì ïðåäåë

ρ(S) = lim
n→∞

ρn(S).

Ìíîæåñòâî S íàçûâàåòñÿ ïðåíåáðåæèìûì, åñëè ρ(S) = 0.
Àëãîðèòì A ñ ìíîæåñòâîì âõîäîâ I è ìíîæåñòâîì âûõîäîâ J ∪ {□} (□ /∈ J) íàçû-

âàåòñÿ ãåíåðè÷åñêèì, åñëè

1) A îñòàíàâëèâàåòñÿ íà âñåõ âõîäàõ èç I;
2) ìíîæåñòâî {x ∈ I : A(x) = □} ÿâëÿåòñÿ ïðåíåáðåæèìûì.

Çäåñü ñèìâîë □ îáîçíà÷àåò íåîïðåäåë¼ííûé îòâåò. Ãåíåðè÷åñêèé àëãîðèòì A âû÷èñ-

ëÿåò ôóíêöèþ f : I → N, åñëè äëÿ âñåõ x ∈ I âûïîëíåíî
(A(x) ̸= □)⇒ (f(x) = A(x)).

Ïðîáëåìà ðàñïîçíàâàíèÿ ìíîæåñòâà A ⊆ I ãåíåðè÷åñêè ðàçðåøèìà çà ïîëèíîìèàëüíîå
âðåìÿ, åñëè ñóùåñòâóåò ïîëèíîìèàëüíûé ãåíåðè÷åñêèé àëãîðèòì, âû÷èñëÿþùèé õà-
ðàêòåðèñòè÷åñêóþ ôóíêöèþ ìíîæåñòâà A. Íàïîìíèì, ÷òî õàðàêòåðèñòè÷åñêîé ôóíê-
öèåé ìíîæåñòâà A ⊆ I íàçûâàåòñÿ ôóíêöèÿ χA : I → {0, 1}, îïðåäåë¼ííàÿ ñëåäóþùèì
îáðàçîì:

χA(x) =

{
1, åñëè x ∈ A,
0, åñëè x /∈ A.

2. Ïðîòîêîë Áëþìà
Äîêàçàòåëüñòâî ñ íóëåâûì ðàçãëàøåíèåì [3] � èíòåðàêòèâíûé âåðîÿòíîñòíûé ïðî-

òîêîë ìåæäó äâóìÿ àêòîðàìè: Äîêàçûâàþùèì (Prover) è Ïðîâåðÿþùèì (Veri�er), ïîç-
âîëÿþùèé äîêàçàòü, ÷òî íåêîòîðîå óòâåðæäåíèå âåðíî, íå ïðåäîñòàâëÿÿ íèêàêîé èí-
ôîðìàöèè î ñàìîì äîêàçàòåëüñòâå äàííîãî óòâåðæäåíèÿ. Äàííûé êðèïòîãðàôè÷åñêèé
ïðîòîêîë îáëàäàåò òðåìÿ ñâîéñòâàìè:
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1) Ïîëíîòîé: åñëè óòâåðæäåíèå äåéñòâèòåëüíî èñòèííî, òî Äîêàçûâàþùèé óáåäèò
â ýòîì Ïðîâåðÿþùåãî ñ ëþáîé íàïåð¼ä çàäàííîé òî÷íîñòüþ.

2) Êîððåêòíîñòüþ: åñëè óòâåðæäåíèå íåâåðíî, òî ëþáîé, äàæå ¾íå÷åñòíûé¿, Äî-
êàçûâàþùèé íå ñìîæåò óáåäèòü Ïðîâåðÿþùåãî, çà èñêëþ÷åíèåì ïðåíåáðåæèìî
ìàëîé âåðîÿòíîñòè.

3) Íóëåâûì ðàçãëàøåíèåì: åñëè óòâåðæäåíèå âåðíî, òî ëþáîé, äàæå ¾íå÷åñòíûé¿,
Ïðîâåðÿþùèé íå óçíàåò íè÷åãî, êðîìå ñàìîãî ôàêòà, ÷òî óòâåðæäåíèå âåðíî.

Ì. Áëþìîì â [2] ïðåäëîæåí ïðîòîêîë äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì, îñ-
íîâàííûé íà èñïîëüçîâàíèè âû÷èñëèòåëüíî òðóäíûõ ïðîáëåì òåîðèè ãðàôîâ. Îïèøåì
ýòîò ïðîòîêîë äëÿ ïðîáëåìû 3-ðàñêðàñêè ãðàôîâ. Íàçîâ¼ì ïðîâåðÿþùóþ ñòîðîíó Âèê-
òîð (Veri�er), à äîêàçûâàþùóþ�Ïîëèíà (Prover). Ïîëèíà çíàåò 3-ðàñêðàñêó â íåêî-
òîðîì áîëüøîì ãðàôå G. Âèêòîðó èçâåñòåí ãðàô G, íî îí íå çíàåò åãî 3-ðàñêðàñêè.
Ïîëèíà õî÷åò äîêàçàòü Âèêòîðó, ÷òî îíà çíàåò 3-ðàñêðàñêó, íå âûäàâàÿ ïðè ýòîì íè
ñàìîé 3-ðàñêðàñêè, íè êàêîé-ëèáî äðóãîé èíôîðìàöèè î íåé. Âèêòîð õî÷åò óäîñòîâå-
ðèòüñÿ, ÷òî Ïîëèíà äåéñòâèòåëüíî çíàåò 3-ðàñêðàñêó.

Äëÿ ýòîãî Âèêòîð è Ïîëèíà ñîâìåñòíî âûïîëíÿþò íåñêîëüêî ðàóíäîâ ïðîòîêîëà:

1) Ïîëèíà ãåíåðèðóåò ãðàô H, èçîìîðôíûé G. Ïðåîáðàçîâàíèå 3-ðàñêðàñêè ìåæ-
äó èçîìîðôíûìè ãðàôàìè� ïðîñòàÿ çàäà÷à, ïîýòîìó åñëè Ïîëèíå èçâåñòíà
3-ðàñêðàñêà G, òî îíà òàêæå çíàåò 3-ðàñêðàñêó â ãðàôå H.

2) Ïîëèíà ïåðåäà¼ò ãðàô H Âèêòîðó.
3) Âèêòîð âûáèðàåò ñëó÷àéíûé áèò b ∈ {0, 1}.
4) Åñëè b = 0, òî Âèêòîð ïðîñèò Ïîëèíó äîêàçàòü èçîìîðôèçì G è H, òî åñòü

ïðåäîñòàâèòü ñîîòâåòñòâóþùóþ áèåêöèþ âåðøèí ýòèõ äâóõ ãðàôîâ. Âèêòîð ìî-
æåò ïðîâåðèòü, äåéñòâèòåëüíî ëè G è H èçîìîðôíû.

5) Åñëè b = 1, òî Âèêòîð ïðîñèò Ïîëèíó óêàçàòü 3-ðàñêðàñêó H. Äëÿ ïðîáëå-
ìû èçîìîðôèçìà ãðàôîâ íà äàííûé ìîìåíò íåèçâåñòíî ïîëèíîìèàëüíûõ àë-
ãîðèòìîâ, ïîýòîìó ïðàêòè÷åñêè íåâîçìîæíî ïî 3-ðàñêðàñêå ãðàôà H íàéòè
3-ðàñêðàñêó èçîìîðôíîãî åìó ãðàôà G.

Ïðîâåðèì âûïîëíåíèå ñâîéñòâ äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì.
Â êàæäîì ðàóíäå Âèêòîð âûáèðàåò íîâûé ñëó÷àéíûé áèò, êîòîðûé íåèçâåñòåí Ïî-

ëèíå, ïîýòîìó, ÷òîáû Ïîëèíà ìîãëà îòâåòèòü íà îáà âîïðîñà, íóæíî, ÷òîáû H áûë
â ñàìîì äåëå èçîìîðôåí G è Ïîëèíà äîëæíà çíàòü 3-ðàñêðàñêó äëÿ H (à çíà÷èò, è
äëÿ G). Ïîýòîìó ïîñëå äîñòàòî÷íîãî ÷èñëà ðàóíäîâ Âèêòîð ìîæåò áûòü óâåðåí â òîì,
÷òî ó Ïîëèíû åñòü 3-ðàñêðàñêà G. Ñ äðóãîé ñòîðîíû, Ïîëèíà íå ðàñêðûâàåò íèêàêîé
èíôîðìàöèè î 3-ðàñêðàñêå G. Áîëåå òîãî, Âèêòîðó ñëîæíî áóäåò äîêàçàòü êîìó-ëèáî
åù¼, ÷òî îí ñàì èëè Ïîëèíà çíàþò 3-ðàñêðàñêó G.

Ïðåäïîëîæèì, ÷òî Ïîëèíå íåèçâåñòíà 3-ðàñêðàñêàG, íî îíà õî÷åò îáìàíóòü Âèêòî-
ðà. Òîãäà Ïîëèíå íåîáõîäèì íåèçîìîðôíûé G ãðàô G′, â êîòîðîì îíà çíàåò 3-ðàñêðàñ-
êó. Â êàæäîì ðàóíäå îíà ìîæåò ïåðåäàâàòü Âèêòîðó ëèáî ãðàô H ′ �èçîìîðôíûé G′,
ëèáî ãðàô H �èçîìîðôíûé G. Åñëè Âèêòîð ïîïðîñèò äîêàçàòü èçîìîðôèçì ãðàôîâ è
åìó áûë ïåðåäàí H, òî îáìàí íå âñêðîåòñÿ. Àíàëîãè÷íî � åñëè îí ïîïðîñèò ïîêàçàòü
3-ðàñêðàñêó è åìó áûë ïåðåäàí H ′. Âåðîÿòíîñòü òîãî, ÷òî Ïîëèíà îáìàíåò Âèêòîðà
ïîñëå k ðàóíäîâ, ðàâíà 2−k, ÷òî áëèçêî ê íóëþ ïðè äîñòàòî÷íîì ÷èñëå ðàóíäîâ.

Ïðåäïîëîæèì, ÷òî Âèêòîð íå çíàåò 3-ðàñêðàñêó, íî õî÷åò äîêàçàòü òðåòüåé ñòîðîíå
(Áîðèñó), ÷òî Ïîëèíà å¼ çíàåò. Åñëè Âèêòîð, íàïðèìåð, çàñíÿë íà âèäåî âñå ðàóíäû
ïðîòîêîëà, Áîðèñ åäâà ëè åìó ïîâåðèò: îí ìîæåò ïðåäïîëîæèòü, ÷òî Âèêòîð è Ïîëèíà
â ñãîâîðå è â êàæäîì ðàóíäå Âèêòîð çàðàíåå ñîîáùàë Ïîëèíå ñâîé âûáîð ñëó÷àéíîãî
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áèòà, ÷òîáû Ïîëèíà ìîãëà ïåðåäàâàòü åìó H äëÿ ïðîâåðîê èçîìîðôèçìà è H ′ äëÿ
ïðîâåðîê 3-ðàñêðàñêè. Òàêèì îáðàçîì, áåç ó÷àñòèÿ Ïîëèíû äîêàçàòü, ÷òî îíà çíàåò
3-ðàñêðàñêó, ìîæíî, ëèøü äîêàçàâ, ÷òî âî âñåõ ðàóíäàõ ïðîòîêîëà âûáèðàëèñü äåé-
ñòâèòåëüíî ñëó÷àéíûå áèòû.

3. Ãåíåðè÷åñêèé àëãîðèòì ðàñïîçíàâàíèÿ 3-ðàñêðàñêè
Ãðàô áóäåì ïðåäñòàâëÿòü ìàòðèöåé ñìåæíîñòè (äîñòàòî÷íî òîëüêî âåðõíåé å¼ ïî-

ëîâèíû). Äëÿ êðàòêîñòè ýòè âåðõíèå ïîëîâèíû ìàòðèö áóäåì íàçûâàòü ïðîñòî ìàò-
ðèöàìè. Îáîçíà÷èì ÷åðåç G ìíîæåñòâî âñåõ ãðàôîâ, ÷åðåç Gn �ìíîæåñòâî ãðàôîâ
ðàçìåðà n. Ëåãêî ïîäñ÷èòàòü, ÷òî |Gn| = 2n(n−1)/2.

Òåîðåìà 1. Ïðîáëåìà ðàñïîçíàâàíèÿ 3-ðàñêðàñêè ãðàôîâ ãåíåðè÷åñêè ðàçðåøè-
ìà çà ïîëèíîìèàëüíîå âðåìÿ.

Äîêàçàòåëüñòâî. Ïîëèíîìèàëüíûé ãåíåðè÷åñêèé àëãîðèòì äëÿ ðàñïîçíàâàíèÿ
3-ðàñêðàñêè ãðàôîâ ðàáîòàåò íà ãðàôå G ðàçìåðà n ñëåäóþùèì îáðàçîì:

1) Èùåò â ãðàôå G êëèêó K4 ðàçìåðà 4. Ýòî äåëàåòñÿ ïåðåáîðîì âñåâîçìîæíûõ
ïîäìíîæåñòâ âåðøèí G ðàçìåðà 4 è ïðîâåðêè òîãî, ÷òî âñå îíè äðóã ñ äðóãîì
ñîåäèíåíû ðåáðàìè. ×èñëî òàêèõ ïîäìíîæåñòâ C4

n = O(n4) ïîëèíîìèàëüíî.
2) Åñëè êëèêà íàøëàñü, òî âûäà¼ò îòâåò ¾ÍÅÒ¿.
3) Åñëè êëèêè íåò, òî âûäà¼ò îòâåò ¾ÍÅ ÇÍÀÞ¿.

Î÷åâèäíî, ÷òî ãðàô K4 íåëüçÿ ðàñêðàñèòü â òðè öâåòà, à çíà÷èò, åñëè îí ÿâëÿåòñÿ
ïîäãðàôîì ãðàôà G, òî è ãðàô G òàêæå íåëüçÿ ðàñêðàñèòü òðåìÿ öâåòàìè.

Äëÿ äîêàçàòåëüñòâà ãåíåðè÷íîñòè àëãîðèòìà ïîêàæåì, ÷òî ìíîæåñòâî ãðàôîâ, íå
ñîäåðæàùèõ ïîäãðàôà K4 (îáîçíà÷èì ýòî ìíîæåñòâî S), ÿâëÿåòñÿ ïðåíåáðåæèìûì.
Ðàññìîòðèì ìíîæåñòâî ãðàôîâ S ′, â êîòîðûõ íà âåðøèíàõ {1, . . . , n} çàïðåùåíû êëè-
êè íà âåðøèíàõ {1, . . . , 4}, íà âåðøèíàõ {5, . . . , 8}, . . ., íà âåðøèíàõ {4([n/4] − 1) + 1,
. . . , 4[n/4]}. Òàê êàê äëÿ ãðàôîâ èç S ′ çàïðåùåíû íå ëþáûå êëèêè ðàçìåðà 4, òî ìíî-
æåñòâî S ñîäåðæèòñÿ â S ′: S ⊆ S ′.

Ìîæíî ïîäñ÷èòàòü, ÷òî

|S ′
n| = 2n(n−1)/2−6[n/4](26 − 1)[n/4].

Ýòî ñëåäóåò èç òîãî, ÷òî â ìàòðèöàõ ñìåæíîñòè ãðàôîâ èç ìíîæåñòâà S ′ íàä äèàãîíà-
ëüþ ¾çàïðåùåíû¿ [n/4] ïîäìàòðèö ðàçìåðà 4, ñîñòîÿùèõ èç åäèíèö. Ýòè 4×4-ìàòðèöû
èìåþò 4(4− 1)/2 = 6 ìåñò äëÿ ðàññòàíîâêè íóëåé è åäèíèö. Òîãäà

ρ(S ′) = lim
n→∞

|S ′
n|
|Gn|

= lim
n→∞

2n(n−1)/2−6[n/4](26 − 1)[n/4]

2n(n−1)/2
=

= lim
n→∞

(26 − 1)[n/4]

26[n/4]
= lim

n→∞

(
1− 1

26

)[n/4]
= 0.

Ýòî äîêàçûâàåò, ÷òî ìíîæåñòâî S ′ ÿâëÿåòñÿ ïðåíåáðåæèìûì, à çíà÷èò, åãî ïîäìíîæå-
ñòâî S òåì áîëåå ïðåíåáðåæèìî.

4. Ïðîáëåìà ïîèñêà 3-ðàñêðàñêè
Íàïîìíèì, ÷òî ïðîáëåìà ïîèñêà 3-ðàñêðàñêè ñîñòîèò â òîì, ÷òî ïî ïðîèçâîëüíîìó

3-ðàñêðàøèâàåìîìó ãðàôó G = (V,E) íóæíî íàéòè õîòÿ áû îäíó åãî 3-ðàñêðàñêó,
òî åñòü íåïåðåñåêàþùèåñÿ ïîäìíîæåñòâà V1, V2, V3, òàêèå, ÷òî V1 ⊔ V2 ⊔ V3 = V è
∀x, y ∈ Vi

(
(x, y) /∈ E

)
, i ∈ {1, 2, 3}. Áóäåì îáîçíà÷àòü ýòó ïðîáëåìó SC3. Äëÿ íå¼

òàêæå íåèçâåñòíî ïîëèíîìèàëüíûõ àëãîðèòìîâ.
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Ðàññìîòðèì áåñêîíå÷íóþ ïîñëåäîâàòåëüíîñòü ãðàôîâ γ = {G1, G2, . . . , Gn, . . .}, òà-
êóþ, ÷òî Gn èìååò n âåðøèí, n ∈ N. Äëÿ êàæäîé ïîñëåäîâàòåëüíîñòè γ îïðåäåëèì
ïîäïðîáëåìó ïîèñêà 3-ðàñêðàñêè SC3(γ) êàê îãðàíè÷åíèå èñõîäíîé ïðîáëåìû SC3 íà
ìíîæåñòâî âõîäîâ {G : G ∼= Gn, Gn ∈ γ, n ∈ N}.

Ëåììà 1. Åñëè íå ñóùåñòâóåò ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ
ðåøåíèÿ ïðîáëåìû SC3, òî íàéä¼òñÿ ïîñëåäîâàòåëüíîñòü ãðàôîâ γ, òàêàÿ, ÷òî íå ñó-
ùåñòâóåò ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ ðåøåíèÿ ïðîáëåìû SC3(γ).

Äîêàçàòåëüñòâî. Ïóñòü P1, P2, . . . � âñå ïîëèíîìèàëüíûå âåðîÿòíîñòíûå àë-
ãîðèòìû. Åñëè íå ñóùåñòâóåò ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ ïðî-
áëåìû SC3, òî äëÿ ëþáîãî âåðîÿòíîñòíîãî ïîëèíîìèàëüíîãî àëãîðèòìà Pn íàéä¼òñÿ
áåñêîíå÷íî ìíîãî ãðàôîâ, äëÿ êîòîðûõ àëãîðèòì Pn íå ìîæåò ðåøèòü SC3. Èç ýòîãî
ñëåäóåò, ÷òî ìîæíî âûáðàòü òàêóþ ïîñëåäîâàòåëüíîñòü γ′ = {G1, G2, . . . , Gn, . . .}, ÷òî
àëãîðèòì Pn íå ìîæåò ðåøèòü SC3 äëÿ Gn äëÿ âñåõ n. Áîëåå òîãî, γ

′ óïîðÿäî÷åíà ïî
âîçðàñòàíèþ ÷èñëà âåðøèí â ãðàôàõ. Òåïåðü ìîæíî ðàñøèðèòü ïîñëåäîâàòåëüíîñòü γ′

äî ïîñëåäîâàòåëüíîñòè ãðàôîâ γ ñ ãðàôàìè Gn äëÿ âñåõ ðàçìåðîâ n. Èç ïîñòðîåíèÿ γ
ñëåäóåò, ÷òî íå ñóùåñòâóåò ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ ðåøåíèÿ
ïðîáëåìû SC3(γ).

Îòìåòèì, ÷òî ìíîæåñòâî âñåõ âõîäîâ ðàçìåðà n äëÿ ïðîáëåìû SC3(γ) âûãëÿäèò
òàê: In = {G : G ∼= Gn, Gn ∈ γ}.

Òåîðåìà 2. Ïóñòü γ �ïðîèçâîëüíàÿ ïîñëåäîâàòåëüíîñòü ãðàôîâ. Åñëè ñóùåñòâó-
åò ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àëãîðèòì, ðåøàþùèé ïðîáëåìó SC3(γ), òî ñóùå-
ñòâóåò âåðîÿòíîñòíûé ïîëèíîìèàëüíûé àëãîðèòì, ðåøàþùèé ýòó ïðîáëåìó íà âñ¼ì
ìíîæåñòâå âõîäîâ.

Äîêàçàòåëüñòâî. Äîïóñòèì, ÷òî ñóùåñòâóåò ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àë-
ãîðèòì A, ðåøàþùèé ïðîáëåìó ïîèñêà 3-ðàñêðàñêè ãðàôîâ SC3(γ). Ïîñòðîèì âåðîÿò-
íîñòíûé ïîëèíîìèàëüíûé àëãîðèòì B, ðåøàþùèé ýòó ïðîáëåìó íà âñ¼ì ìíîæåñòâå
âõîäîâ. Íà ãðàôå G ñ n âåðøèíàìè àëãîðèòì B ðàáîòàåò ñëåäóþùèì îáðàçîì:

1) Çàïóñêàåò àëãîðèòì A íà G.
2) Åñëè A(G) ̸= □, òî B âûäà¼ò îòâåò A(G) è îñòàíàâëèâàåòñÿ, èíà÷å èä¼ò íà

øàã 3.
3) Ãåíåðèðóåò ñëó÷àéíî è ðàâíîìåðíî ïåðåñòàíîâêó π íà âåðøèíàõ {1, . . . , n} è

âû÷èñëÿåò ãðàô G′ = π(G).
4) Çàïóñêàåò àëãîðèòì A íà ãðàôå G′.
5) Åñëè A(G′) = □, òî âûäà¼ò îòâåò V1 = {1, 2, . . . , [n/3]}, V2 = {[n/3] + 1, . . . ,

[2n/3]}, V3 = {[2n/3] + 1, . . . , n} (âîçìîæíî, íåïðàâèëüíûé).
6) Ïóñòü A(G′) = {V1, V2, V3}�ðåøåíèå çàäà÷è 3-ðàñêðàñêè äëÿ ãðàôà G′. Òîãäà

π(V ) = π−1(V1) ⊔ π−1(V2) ⊔ π−1(V3)

ÿâëÿåòñÿ ðåøåíèåì çàäà÷è 3-ðàñêðàñêè äëÿ èñõîäíîãî ãðàôà G = π−1(G′).

Äëÿ äîêàçàòåëüñòâà êîððåêòíîñòè ðàáîòû âåðîÿòíîñòíîãî àëãîðèòìà íàäî ïîêàçàòü,
÷òî âåðîÿòíîñòü òîãî, ÷òî A(G′) = □, ìåíüøå 1/3. Çàìåòèì, ÷òî π(G) ïðè âàðüèðîâàíèè
ïåðåñòàíîâêè π ïðîáåãàåò âñ¼ ìíîæåñòâî âõîäîâ ðàçìåðà n. Ìíîæåñòâî {G : A(G) = □}
ïðåíåáðåæèìî, ïîýòîìó âåðîÿòíîñòü òîãî, ÷òî A(G′) = □, ñòðåìèòñÿ ê 0 ïðè óâåëè÷å-
íèè n.
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Òåîðåìà 3. Åñëè P ̸= NP è P = BPP, òî ñóùåñòâóåò ïîñëåäîâàòåëüíîñòü ãðà-
ôîâ γ, òàêàÿ, ÷òî äëÿ ðåøåíèÿ ïðîáëåìû ïîèñêà 3-ðàñêðàñêè SC3(γ) íå ñóùåñòâóåò
ãåíåðè÷åñêîãî ïîëèíîìèàëüíîãî àëãîðèòìà.

Äîêàçàòåëüñòâî. Ïîêàæåì ñíà÷àëà, ÷òî ïðè óñëîâèÿõ P ̸= NP è P = BPP íå
ñóùåñòâóåò ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ ðåøåíèÿ ïðîáëåìû SC3.
Äåéñòâèòåëüíî, ïóñòü òàêîé àëãîðèòì ñóùåñòâóåò. Òàê êàê ïðîáëåìà SC3 ÿâëÿåòñÿ
NP-òðóäíîé, òî ñóùåñòâóåò ïîëèíîìèàëüíî ýêâèâàëåíòíàÿ åé NP-ïðîáëåìà ðàñïîçíà-
âàíèÿ A. Èç ïîëèíîìèàëüíîãî âåðîÿòíîñòíîãî àëãîðèòìà äëÿ SC3 ëåãêî ïîëó÷àåò-
ñÿ ïîëèíîìèàëüíûé âåðîÿòíîñòíûé àëãîðèòì äëÿ ðåøåíèÿ ïðîáëåìû A. À òàê êàê
P = BPP, òî ñóùåñòâóåò è äåòåðìèíèðîâàííûé ïîëèíîìèàëüíûé àëãîðèòì äëÿ A,
îòêóäà P = NP. Ïðîòèâîðå÷èå. Òåïåðü íóæíîå óòâåðæäåíèå ñëåäóåò èç ëåììû 1 è
òåîðåìû 2.

Àâòîðû âûðàæàþò áëàãîäàðíîñòü ðåöåíçåíòó çà ïîëåçíûå çàìå÷àíèÿ è ïðåäëîæå-
íèÿ ïî óëó÷øåíèþ òåêñòà ñòàòüè.

ËÈÒÅÐÀÒÓÐÀ

1. Karp R. Reducibility among combinatorial problems // R.E. Miller, J.W. Thatcher, and
J.D. Bohlinger (eds). Complexity of Computer Computations. The IBM Research Symposia
Series. Boston: Springer, 1972. P. 85�103.

2. Blum M. How to prove a theorem so no one else can claim it // Proc. ICM'86. AMS, 1986.
P. 1444�1451.

3. Goldreich O., Micali S., and Wigderson A. Proofs that yield nothing but their validity or all
languages in NP have zero-knowledge proof systems // Proc. SFCS'86. IEEE Computer Society,
1986. P. 174�187.

4. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks // J. Algebra. 2003. V. 264. No. 2. P. 665�694.

5. Ðûáàëîâ À.Í. Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû ðàñïîçíàâàíèÿ êâàäðàòè÷íûõ âû÷å-
òîâ // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2015. �2 (28). Ñ. 54�58.

6. Ðûáàëîâ À.Í. Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû äèñêðåòíîãî ëîãàðèôìà // Ïðèêëàä-
íàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2016. �3 (33). Ñ. 93�97.

7. Ðûáàëîâ À.Í. Î ãåíåðè÷åñêîé ñëîæíîñòè ïðîáëåìû èçâëå÷åíèÿ êîðíÿ â ãðóïïàõ âû÷å-
òîâ // Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. 2017. �38. Ñ. 95�100.

8. Impagliazzo R. and Wigderson A. P=BPP unless E has subexponential circuits: Deran-
domizing the XOR Lemma. Proc. 29th STOC. El Paso: ACM, 1997. P. 220�229.

9. Êèòàåâ À., Øåíü À., Âÿëûé Ì. Êëàññè÷åñêèå è êâàíòîâûå âû÷èñëåíèÿ. Ì.: ÌÖÍÌÎ,
×åÐî. 1999. 192 ñ.

REFERENCES

1. Karp R. Reducibility among combinatorial problems. R. E. Miller, J.W. Thatcher, and
J.D. Bohlinger (eds). Complexity of Computer Computations. The IBM Research Symposia
Series, Boston, Springer, 1972, pp. 85�103.

2. Blum M. How to prove a theorem so no one else can claim it. Proc. ICM'86, AMS, 1986,
pp. 1444�1451.

3. Goldreich O., Micali S., and Wigderson A. Proofs that yield nothing but their validity or all
languages in NP have zero-knowledge proof systems. Proc. SFCS'86, IEEE Computer Society,
1986, pp. 174�187.

4. Kapovich I., Miasnikov A., Schupp P., and Shpilrain V. Generic-case complexity, decision
problems in group theory and random walks. J. Algebra, 2003, vol. 264, no. 2, pp. 665�694.



128 Ä.Ï. Ðóçàíîâà, À. Í. Ðûáàëîâ

5. Rybalov A.N. O genericheskoy slozhnosti problemy raspoznavaniya kvadratichnykh vychetov
[On generic complexity of the quadratic residuosity problem]. Prikladnaya Diskretnaya
Matematika, 2015, no. 2 (28), pp. 54�58. (in Russian)

6. Rybalov A.N. O genericheskoy slozhnosti problemy diskretnogo logarifma [On generic
complexity of the discrete logarithm problem]. Prikladnaya Diskretnaya Matematika, 2016,
no. 3 (33), pp. 93�97. (in Russian)

7. Rybalov A.N. O genericheskoy slozhnosti problemy izvlecheniya kornya v gruppakh vychetov
[On generic complexity of the problem of �nding roots in groups of residues]. Prikladnaya
Diskretnaya Matematika, 2017, no. 38, pp. 95�100. (in Russian)

8. Impagliazzo R. and Wigderson A. P=BPP unless E has subexponential circuits: Deran-
domizing the XOR Lemma. Proc. 29th STOC, El Paso, ACM, 1997, pp. 220�229.

9. Kitaev A., Shen' A., and Vyalyy M. Klassicheskie i kvantovye vychisleniya [Classical and
Quantum Computations]. Moscow, MCCME, 1999. 192 p. (in Russian)


