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ATPUBYTHOE VIIPABJIEHUE JTOCTVYIIOM K XPAHWJIUIITY
JAHHBIX TUITA «KJIFOY — SHAYEHUE»

C. B. Oscannukos, B. H. Tpenbkaen

[Tpemyaraercst crocod pasrpaHndenus JOCTyIa M0JIb30BaTe/ el K XpaHU/IUIILY JaHHBIX
THUIIa «KJIIOY — 3HaYCHHE», KOr'/Zla IIpaBO Ha JOCTYII BBIYUC/IZAETCA B 3aBUCUMOCTH OT IIa-
pamerpoB 3ampoca (THUII omepanuy, UAeHTUMOUKATOD JaHHBIX, MTaposb). JlanHerii crmo-
cob ampobuposan npu paspaborke NoSQL CYB/I ¢ ceppepoM ympapjieHUsT JTOCTYIIOM
U yIAJIEHHBIM XPAHUIAIIEM JIAHHDIX.

KuaroueBbie cioBa: ampubymmoe ynpasiehue docmynom, TPAHUNUWE OGHHBLT MUNG
«KxM0% — 3navenues, NoSQL 6asza darnwviz.

B cospemennbix CYB/I Hepeiko oTCyTCTBYET peasin3aliys TaK Ha3bIBAEMOI'0 MEJIKO IDa-
HYJINPOBAHHOTO yIIPABJIEHUsI JOCTYTIOM K JaHHBIM (fine-grained access control), korja Tpe-
GyeTcst OrpaHUIUTD JIOCTYII TI0JB30BaTe el K OT/IEJIbHBIM CTPOKAM TabJIUIIbl (KaK B CJIydae
pensionnoit BJI) uau K oT/iebHON nape «KJo4d — 3Hadenue» (kak B ciaydae NoSQL-xpa-
HIININA JaHHBIX). B janHoil pabore i 9TUX TeJIeil Mpe/IaraeTcsi HCIOJIb30BATH TIOIXO/,
KOTODBII MOXKHO OTHECTH K aTPHOYTHON MOJIENN YIIpaBJIeHnst 1ocTynoM |1, korma cyobekT
MMeeT MPaBo JOCTYIA K CYITHOCTH, €CJIM UCTHHEH MPEINKAT, BBIYUCIEHHBIH OT aTpuOyTOB
cyObekTa u/1im cyHocT. [Ipu 3ToM paccMoTpeHa CUTyalust, KOrjia MMeeTcss BO3MOYKHOCTh
[I0JTH30BATEJISIM CAMUM HACTpamBaTh moynTuky Oesonacnoctu CYDB/I, onpenesnss mpasuia
3aJIaHUs pa3rPaHUIUTE/ILHON TOJUTHKY JIOCTya K pecypcam BJI.

Hasee OyjieM MMeETBH JIEJI0O ¢ XPAHUJIMINEM JIAHHBIX THIIA <«KJH04Y — 3HadeHue» (key —
value), T. e. Korja 6a3a JAHHBIX [IpeJICTaBIAET cO0O HAOOD 3aliceil, HACHTHMUIUPYEMBIX
o kJody. GopMasibHO K09 OyjieM pacCMaTPUBATh KaK CJIOBO B 3aJlaHHOM aJjipaBHTE.
B npocreiitiem cirydae KaxKJIblil KJIIOY CTABUTCA B COOTBETCTBUE 3HAYEHUIO B BUJIE ITPOU3-
BOJIbHBIX JIAHHBIX, B YCJOKHEHHOM BAapUAHTE 3HAYEHUE CBI3AHO C OIPEJIEJTEHHBIM TUIIOM
JIAHHBIX (I1€J1bIe, CTPOKH, CIIICKH, MHOKECTBA). XPAHUJIHIIE Tap «KJI0Y — 3HAYCHUE» OT/IH-
JaeTcd YIPOIIEHHON MOJEIbIO 3allPOCOB, UCIOIL3YEeTCA MaJIblii HADOp ONepaIuii: yCTaHOB-
Ka (set), moyduenue (get), yaanenue (delete) sHavennit mo Kiody.

[Iperaraercss 3a/aBaTh MOJUTHKY OE30MACHOCTH XPAHUJIUINA JAHHBIX C MOMOIIHIO
dbyukiuu ynpasienus jgocrynom C : K x O x P — {Allow, Deny, Pass}, rine K — MHO-
)ectBo npedukcos Kioueit; O = {set, get, delete, access} — muokecTBO oneparmit, P —
MHOKECTBO IapOJIbHBIX CJI0B. 3Hadenune GpyHkimu C, paBHoe Allow, m3HAUAIBLHO OIpee-
JIfeTCs He MeHee 4deM it ojiHOi Tpoiiku (k,access,p) € K x O X P, u 10T, KTO 3HaeT
napy (k,p), MOXKeT yCJOBHO CIYMTATHCS aMUHUCTPATOPOM XPaHUIHINA JTaHHbIX. Kpome 3a-
IPOCOB K XPaHWJIHIIY Ha 06pabOTKY JIAHHBIX 110 K09y (set, get, delete), BOSMOKHBI TaKXKe
3aIpOChl HA W3MEHEHWE ITIOJINTUKU Ge30macHocTu (access), T.e. Ha 3ajaHue (U3MEHEHHe)
snavennit Gyukiun C'.

[Iycrb 3ampoc K XpaHWJIUILY JaHHBIX UMeeT CJe/yomne napamerpsl: key (umentndu-
KaTop JIAHHBIX ), value (3HaYeHue JaHHBIX), op (omeparsi), pas (maposs). C ToUKM 3peHust
YIPaBJIEHUS JIOCTYIIOM 3alIPOC 00PadaTHIBAETCS, CJIEys JIBYM ITPABUJIAM.
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IIpaswuao 1. Uaunmaropy 3ampoca paspelieHo mnpousBectu omneparuio op € O,
eciu cymectByer npeduke pk ciosa key, takoit, uro C(pk,op, pas) = Allow, u upu 3T0M
BBITIOJTHSIETCS ycsioBue: ecyn ¢yuknus C' ompejesieHa /it HEKOTOPOro npedurca prefix
cioa pk, ro C(prefiz,op,pas) = Pass.

II paBwuao 2. Uaumumaropy 3ampoca 3alpenieHo Mpou3BecTu omepamnuio op € O,
ecaim cymectByer npedukc pk ciosa k, takoit, uro C(pk,op,pas) = Deny, u upu 310M
BBITIOJTHSIETC ycsioBue: ecyn ¢yuknus C' omnpejesieHa Jijisi HEKOTOPOro npedurca prefix
ciosa pk, ro C(prefiz,op,pas) = Pass.

Cumraercst, 9T0 TIpeuKC CJI0Ba MOYKET COBIAJIATh C CAMUM CJI0BOM. Ecim ycaoBus mpa-
BrIa 1 wn mpaBuiia 2 He BBIOJTHAIOTCS, HAIIPUMED, U3-3a TOTr0, 9TO (PYHKIMA YIIPABICHUS
JIOCTYIIOM He OIpejesieHa Ha IIapaMeTpax 3alpoca, TO 3aIlpoC He BBIIOJIHSIETCH.

B rabsiutie npuBeién mpoctoit mpumep 3ajanus (bYHKIUA YIIPABICHUS JIOCTYIIOM C HC-
[I0JTh30BaHMEM IICeBIOKOMa. [l 3ampocoB ¢ maposiem «pls» paspernaercs BBITOJTHATD JIEO-
Oble orrepayy HaJT JJAHHBIME C KJTIOYaME, KOTOPbIE HATMHAIOTCS C «ay. [1J1s1 3a1rpocoB ¢ Kitto-
JOM «ab» pasperaercs 9YTeHne JaHHbIX BCEM, a 3aIliCh TOJBLKO TeM, KTO 3HAET IapoJib «p2».

TIpedukcor kmoueit | [lceBaokos Beruncaenus 3HadeHrst (DYHKIUU YIPABJICHUS JOCTYIIOM
a IF password = pl return ALLOW; ELSE return PASS;
ab IF operation = get return ALLOW;
IF operation = set IF password = p2 return ALLOW; ELSE return DENY;
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THE CAPACITY OF A PACKET LENGTH COVERT CHANNEL
A.V. Epishkina, K. G. Kogos

Covert channels are used for information hiding and realize one of the most serious
security threat. Widespread IP networks allow for designing such channels on the
basis of special properties of packet data transfer. Packet length covert channels
are resistant to traffic encryption, but some difficulties to detect them are known.
It makes significant an investigation of capacity limitation methods. This work presents
a technique to estimate and limit the capacity of the covert channels based on the
packet length modulation by traffic padding.

Keywords: covert channel, packet length, dummy packet, capacity limitation.

A covert channel is a communication channel which is not intended for information
transfer at all, such as the service program’s effect on the system load [1]. At present the
most popular covert channels are in packet networks because of some features available in
the TCP/IP protocol suite. There is a number of undetectable packet length covert channels
in IP networks that may be constructed even if an encryption is used at any OSI model
level. This paper describes a technique to estimate and limit the capacity of such covert
channels using dummy packets generation.

The design of the considered network covert channel and of a counteraction technique
is as follows. Let the lengths of transferred packets have the natural values from [g, to
lix + L; {Lo, L1} is a partition of the set Ny, .1 \ Np where |Ly| = |L;|, N, stands for the





