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PEAJIU3AIIUA TIPOTPAMMHOM CUCTEMBI 1151 TPEJOTBPAIIIEHUSI
BHYTPEHHUX YTEYEK KOPIIOPATUBHBIX JTAHHbIX

PaccmaTpuBaroTCA MOAXOABI K CO3JAHUIO MPOTPAMMHBIX CHCTEM ISl TIPEIOTBPANICHHs BHYTPEHHHX yTeueK
JAHHBIX. ABTOp IIPEJICTaBISIET IBE APXUTEKTYPHI IPOrpaMMHBIX cucteM. [lepBast apxuTekTypa IpUMEHHMA IS
KIIMCHT-CEPBEPHBIX IPOTPAMMHBIX TIPUIIOKEHHI M Hcmonb3yeT apaiiBep CYBJl mpoMexyTodHOTO ypoBHS.
Bropast apxuTekTypa CIy>XHUT IJIsI 3aIIUTHI MHOTOYPOBHEBBIX IIPOTPAMMHBIX CHCTEM U HCIOIB3YET areHTHI 110
cbopy cTaTHCTHKH. B kauecTBe MeToza IpefOTBpANIEHHs YTE€UeK JaHHBIX 00a PeIICHUs MPHMCHSIOT aHAIH3
MIOBE/ICHUS 0JIb30BaTeNel MPOrpaMMHBIX HNPUIOXKEHUH. B cTaThe omucaHbl (OopMaThl U CIOCOOBI XPAHEHUS
CTaTUCTUYECKUX JaHHBIX O ACHCTBUSIX [0b30BaTENEH U UX NpoduIei.

KiroueBble cjioBa: nHQOpMaLUOHHAs 0€30I1aCHOCTh; YTEUKU JaHHbBIX; BHYTPEHHUE YTEUKH JaHHBIX; IOBEJE-
HUe nonb3oBateneil; CYB/I; nporpaMmHas cuctema Juis IpeJOTBPaLeHUs yTeUeK JTaHHBIX.

JlocTymHbIE CTaTUCTHYECKUE AaHHBIE CBUACTEIBCTBYIOT O TOM, YTO KOJUYECTBO CIIydaeB yTeueK JaH-
HBIX ©KEeTroJHO yBennuuBaercs [1]. B xadecTBe cpeicTB nmpeoTBpaileHs] BHyTPEHHUX YTe4eK AaHHBIX HC-
TIOJIB3YIOTCS allllapaTHBIe W MPOTPaMMHBIE pelieHHs. ATIapaTHble CPEICTBA YacTO PEaTH3yIOTCS KaK BBI-
YUCIUTENFHOE YCTPOUCTBO, MOIKIIOYEHHOE K KOPIIOPATHBHOM CETH IS ICCIeIOBaHMS TpauKa C ITOMOIIHI0
TEXHOJIOTUU TITyOOKOTO MCCIIEAOBAHMSI CETEBBIX MaKeTOB (deep packet inspection) [2]. PacupocTpaHeHHBIMHU
METOJIJaMH B CHCTEMax MPEJOTBPAIECHUS YTeUEeK NaHHBIX SIBIAIOTCS CTATHCTUYECKWH aHAIN3 W JIMHTBUCTH-
YECKHUW aHaJus3.

Hcrnonp30BaHMe ceTEBBIX PKPAHOB, CBOCBPEMEHHOE OOHOBJIIEHHE MPOTPaMMHOTO 0OecIeYeHus, ycTa-
HOBKA IpaB AOCTYTa — 3¢ (EeKTUBHBIE MEPHI TSI CHIDKEHHUS PICKOB BHEITHUX YTEYeK JaHHBIX. 3HAYUTEIHHO
TpyZHEE BBISBUTH W MPEAOTBPATUTH XHINEHHUS KOPIIOPATUBHOW MH(OpMAIlNU, COBEpIICHHBIE B PE3yJIbTaTe
YMBINIICHHBIX JECHCTBUH COTPYAHUKOB mpeanpustus [3]. MadopManus o ciydasx BHYTpeHHEH YTEUKH IaH-
HBIX HeceT OOJNbIINe penyTaliOHHBIe PUCKH, IOSTOMY 3HAYMTENbHAS €€ YacTh HE MPUCYTCTBYET B OQHIIH-
anpHOM craTuctuke [4].

CoTpyIHUKOB MPEATIPUATHS MOKHO YCIIOBHO Pa3Je/IUTh Ha JIBE KATETOPHH: YHUBEPCAIBHBIE COTPY/I-
HUKHU (AUPEKTOPBI, PYKOBOJIUTEIH U APYTUE JHUIA C HIMPOKUMH TIOJTHOMOYHUSMH) ¥ COTPYIHHUKH C (PUKCHPO-
BaHHBIM IIepeYHEM 00s3aHHOCTEH (CreruanucThl). IMEHHO IS BTOPOU IPyMIbl COTPYAHUKOB MOTYT OBITh
COo3/1aHbl TOBeJcHUeCKue nmpoduin. ExenHeBHO B TeueHue pabouero MHS TaKUe COTPYIHHKHU MOJb3YIOTCS
Pa3HBIMH MCTOYHHKAMH JIaHHBIX, (POPMHUPYIOT OTUETHI, OOPAIIAIOTCS K CIIPABOYHUKAM, CO3[AlOT HOBBIC 3a-
nucu. [loBeneHne moap30BaTeNs MEHSICTCS B CiIydae IeJICHAIIPABICHHON BRITPY3KU JaHHBIX. HacToTa 0Opa-
IICHHS K OMPE/ICIICHHBIM UCTOYHUKAM JIaHHBIX, KOJUYECTBO MPOCMOTPOB 3aIHCel ONpeeIcHHON KaTeropun
U JpyTrHe MapaMeTpbl MOTYT MU3MEHUTHCS. APXUTEKTYPbl IPOTPAMMHOMN CHCTEMbI, NPEICTABICHHBIC Iaiee,
MOTYT YMEHBIIIUTh PUCKH BHYTPEHHHX YTEUEK JIAHHBIX C IOMOIIBIO0 aHANM3a MOBEACHUS I0JIb30BaTENICH
MIPOrpaMMHOT0 00ecreueHusl.

Pemenue npo06.JiemMmbl

[IpencraBieHnHble Aajgee apxXUTEKTyphl HMEIOT OOUIMi KOMIOHEHT «O0paboTUMK CTaTUCTUKW» H OT-
anyaroTces crnocoboM cOopa mHpopMaHMu 0 ASHCTBHIX MoJb3oBateneil. «O0paboTYMK CTaTUCTUKNY XPAHUT
CTaTUCTUYECKUE JaHHBIC, OTYYaeMble IIPH BBHIIOIHEHHH Ka)KIOT0 3HAYMMOTO JIEHCTBUS MOJIB30BATEIS HIIH
€ro 3ampoca K UCTOYHHUKY JaHHBIX; HA OCHOBAaHMU COOPAaHHOHM paHee CTATHCTUKH OIpenessieT 0e30macHOCTb
TEKYILIEero AEHCTBUS MOIb30BATEIs.
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IlepBas apxuTeKkTypa OpPHEHTHpPOBAHA HA 3aIUTy KIMEHT-cepBepHBIX (KnueHT-CYB]l) mpunoxxenuit
(puc. 1). Inst cOGopa cTaTUCTHKH O MOBEIEHUH TOJIb30BaTeNe B TaHHOW apXUTeKType ucnonb3yercss ODBC-
JpaiiBep MPOMEKYTOUYHOTO YPOBHs. JlaHHBIM KOMIIOHEHT 3aBUCHT OT muiaTGopMbl U ucnonbdyemoir CYB/I,
SIBJIIETCS] TTOCTABIIUKOM CTaTHCTHYECKHMX NAHHBIX M OTBETCTBEH 3a 3allpeT BBINOJIHEHUS IOJ03PUTEIbHBIX
3ampocos (puc. 2).
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Puc. 2. Cxema BoimonHeHHs 3anpoca depes npomexyrounsiii ODBC-npaiisep

IIpomexyrounsiii ODBC-apaiiBep M0o3BONSIET MONHOCTHIO KOHTPOJIUPOBATH 3alpoOChl K HCTOYHUKY
JMaHHBIX U MpephIBaTh UX B Cllydyae HEOOX0aUMOCTH. B MHOTOYpOBHEBOM MpOrpaMMHOMN cHCTEME aBTOpH3a-
LU0 NI0JIB30BaTENEH IPOBOJUT CEPBEP MPHUIIOKEHHUH. B 3TOM cilydae ¢ MOMOLIbIO ApaiBepa MPOMEKYTOUHO-
IO YPOBHS HEBO3MOXXHO HMJCHTHU(HUIMPOBATH MOJIH30BATEINsI BBUAY TOTO, YTO OOpalieHue K 0a3e JaHHBIX
IIPOUCXOJUT OT YYETHOM 3aIIMCU CepBepa NMPUIIOKEHUN. Takke COBPEMEHHBIE CUCTEMBI IPOrPAMMHBIX IIPU-
JIOXEeHHI 00palaiTcs K HECKOJIBKIM UCTOYHUKAM JaHHBIX, B TOM YHCIe K BeO-cepBucaM. Bropoe apxurek-
TypHOE pElIeHHe OPUEHTHPOBAHO Ha 3aIIUTy MHOTOYPOBHEBBIX CHCTEM MPOTPAMMHBIX HPUIOKEHHH (CM.
puc. 3). B naHHOI apXUTEKType OTCISKHBAIOTCA 3HAUMMBbIE IEHCTBUS MOJb30BaTENEH, a HE OTAEIbHbIC 3a-
mpockl K 6asze naHHbIX. HeoOxoauMocTh pa3paboTKH AOMONHEHUH K UCTIONIb3YEeMbIM HH()OPMAIIMOHHBIM CHU-
cTeMaM Ha IpPeANPHATHH SBIACTCS HEJOCTATKOM 3TOH apXuTeKTypsl. Ha auarpamMe koMmoHeHTOB (puc. 3)
TaKke MPUCYTCTBYET KOMIOHEHT «MHCTpYMEHT agMHHUCTPHUPOBAHUS, SBISIOLIMUACS BEO-TIPUIIOKCHHUEM.
HanHoe BeO-mpuioKeHNE MpeNocTaBisieT rpaduueckuii MHTEpdeic i ynpaBieHus] HacTpolWkamMu oOpa-
0OTUMKA CTATHCTHKH, IPOCMOTPA YBEJOMIICHHUH 1 MpOdUIIeH Mob30BaTeNeH.
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Puc. 3. bazoBas apxutexrypa Ne 2

O0e apxXUTEeKTyphl HCHOJIB3YIOT JBa XPaHUIININA JaHHBIX: XPAHWINIIE CTATUCTHKY IEHCTBUI TOIh30Ba-
TeNel M XpaHWIHIIe Ipod el moap3oBarenei. JlmarpaMMa IOTOKOB TaHHBIX MTPUBEICHA HA pHC. 4.
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Puc. 4. luarpammMa moTOKOB JJaHHBIX

Uctopust neiictBuii monp3oBaTeneil W COOPMUPOBaHHBIE NPO(GUIM TONB30BAIEH XpaHITCA B
JOKyMEHTHO-opueHTUpoBaHHOU bBJI MongoDB. Takxke B 3TOM XpaHWIMILE XPaHATCA HACTPOUKHU
00paboTuMKa CTAaTUCTHKH W yBeaomieHus. Popmar xpaHeHus aaHHbIX — JSON. [laHHble O HEHCTBUSAX
MOJIb30BATENIEll TOCTAaTOYHO OOBEMHBI, HO HMEIOT TPOCTyI0 cxemy. MX XpaHeHHEe B JOKYMEHTHO-
OPHEHTUPOBAHHOM XPAHUIIUILE MOXKET 00ECIIeYHUTh OONBIIY0 MAacIITAOUPyEeMOCTh U MPOM3BOAUTEIBHOCTD B
CPaBHEHHH C PENSIHOHHOM 0a30il maHHBIX. MH(pOpManus o AeHCTBHU MONB30BATENs OTHIpaBisieTcs oOpa-
OOTUMKY CTATUCTUKH ACHHXPOHHBIM CIIOCOOOM M BKIIIOYAET CICAYIOIIUE OIS

1. ms monp3oBatens (JIOTHH), POJIb MOJIb30BaTENS.

2. Tun unctpy™menTa. [IporpaMMHbIe NPUIOKEHUS NPEAOCTABISIOT IIMPOKUH HaOOp MHCTPYMEHTOB.
CrnipaBOYHHKH, CPEACTBA COCTABJICHUSI OTUYETOB, 00pabOTKH, crennanbHble rpaduieckue nHTepdeiicsl (MH-
Tepdeiic HaOIFOAEHUS 32 CTATUCTHKOW MpoJax, HHTepdeiic coTtpynHuka call-nientpa, nuarepdeiic "Pabouee
MecTo Kaccupa'). Tunm uHCTpyMeHTa mepenaeTcsl B BHIE CTPOKOBOM KOHCTaHTHI U3 3apaHee ONpeleIeHHOTO
TepeyHsl.
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3. Ha3Banue nporpaMMHOTO MPHIIOKEHUSI.

4. HazBaHre MHCTpYMEHTa B COCTaBe IPOTPaMMHOTO MpWIOKeHHs. Hampumep, eciam monb30BaTeNb
OTKpBIBaeT crpaBo4HUK "KoHTpareHTs!", TO B KaueCTBe Ha3BaHMA NepeaaeTcs 3HaueHue "KoHTpareHTs!".

5. CucoK KOJUIEKIMH JaHHBIX, K KOTOPBIM OOpaTwics Moib30BaTeNb. KoJUIeKIus — MpOU3BOILHBIN
Ha0Op JaHHBIX OJTHOTO THIA HE3aBUCHMO OT HMCIOJIB3YEMOTo XpaHWIuina. [Ipu MCIOoNb30BaHUN PeNSIUOH-
HOTO XpaHWIHIIA HAa3BAaHUEM KOJUICKIIMH SIBIISCTCS Ha3BaHKME TaOJIUIBI UITH MPEICTABIICHUSI.

6. Tun BeIOTHEHHOU oneparyu. Onepanuy ycJIOBHO pa3elieHbl Ha TISITh THIIOB: MMPOCMOTP KOJUIEK-
UK (CrucKa, TabNHIbl), MPOCMOTP ACTaNbHOW WHpOpPMAUK 00 OTAETHHOHN 3amlHcH, CO3JaHue, yIalcHHE,
penaktupoBaHue. JlaHHBIN TapaMeTp TakKe MepeiaeTcs B BUJIE CTPOKOBOW KOHCTAHTHI.

7. JlaHHBIE UM UX 9aCTh, KOTOPbIE OIYYMI WIIM COXPAHWI MOJb30BaTeNb B Buae JSON-00beKTa.

8. Kareropus naHHBIX.

Craenyromas JSON-cTpoka sBISieTCS NPUMEPOM CTaTUCTHKH O JAEHCTBUM Toib3oBaTens: {"user":
"Svetlana", "tool": "prebuild report", tool name:"daily sales report”, "entities": ["sales", "employees",
"shops"], "operation":"view col", "app": "1C Retail", "data":{"category": "null", "date": "06-03-2014",
search_query: "HBan ®enopos" }}.

CoOpannas nHpopManusi 0 AEHCTBUSIX TMOJB30BATENCH SBIAETCS BXOAHBIMU JaHHBIMH JAJISL Tpolecca
MOCTPOEHHUSI ¥ OOHOBJIEHHS MPOGHICH MOJIb30BaTENEH, BBIIOTHIEMOro 00pabOTIMKOM CTATUCTUKH IO PacIy-
canuto. [Ipoduns mons3oBaTens MpeacTaBisieT coOOH oIMMcaHue eKEAHEBHOW pabOoThl ¢ MCTOYHMKAMH. st
Ka)XJIOTO TIOJIb30BaTENs CO3Ial0TCs MOBEAECHUECKrEe MPOGHIN 32 pa3Hble BPEMEHHBIC MPOMEKYTKH (TIpodHIIb
IpeAblayIiero axs, npoduias nociaeaaux 30 aHeil u ap.). BeisaBnenue dakTa yTeuky JaHHBIX IPOUCXOIUT ITy-
TeM CPaBHEHU MAapaMETPOB TeKyLIeH paboThI Mmojbp30Bartess ¢ ero npodumsamu (puc. 5). HecmoTpst Ha TO, uTO
JIOKHBIC YBEAOMJICHHUSI O BO3MOYKHBIX yTEUKax AAaHHBIX HEW30EXKHBI, UCIIOJIb30BaHUE HECKOIBKUX Mpoduiei
IUISL KQKIOTO IT0JIB30BATENsI MOXKET YMEHBIIUTh UX KOJMYecTBO. MTorosas oueHka 0€30MacHOCTH JEHCTBUS
nojb30Batelist GopMHUpyETCs B Pe3yJIbTaTe CI0XKEHHS HE3aBUCUMBIX OLIEHOK € KaXKIbIM U3 TPOQUIICH.

v
v v v
CpaBHeHne CpaBHeHHe CpaBHeHHe
C C C
npoduiem npodunem npodruiem
I 2 N
4 v 4
v

Ouenka 0e30mMacHOCTH AeiicTBIA

v
()
|\ j
Puc. 5. CpaBHenue ¢ npopuiasiMu

3akaoueHnue

O01aCTBI0 UCIIOIL30BAHUS HpOI‘paMMHOﬁ CHUCTEMBI, OIIMCAaHHOW B CTaThbeC, SABJIAKOTCA MPEANPUATHSA,
pa6OTaIOH_II/I€ C HCpCOHaﬂLHOﬁ HHd)opMauHeﬁ, U OpeAnpudaTus, pa6OTaIOH_II/I€ CO CBCACHUAMU, NPEACTABIIA-
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IONIMMH KOMMEPYECKYI0 WM TOCYAapCTBEHHYIO TaiiHy. [Ipenmmonaraercsi, YTO HCIHONB30BAaHHE CHCTEMBI
IPEOTBPAICHUs] YTEUeK JAHHBIX LENecOo00pa3sHO IPH KOJIMYECTBE I0Jb30BaTENeH, INPEBBIMIAOIEM
100 yenoBek. CTaTHCTHKA O TIOBEECHUH IOJIb30BaTENel, coOOMpaeMasi peCTaBIEHHBIM IPOrPaMMHBIM pe-
HICHUEM, MOXET OBITh MCIIOJIb30BaHA JJISl aHaIM3a MPOU3BOIUTEIBHOCTH TPYJla COTPYIHHUKA MPENPUSTHS
WIN JUI aHAJIM3a UCTIONB30BaHMs pabouero BPEMEHH COTPYIHHMKOM. biaromaps Hajawuuio JaHHBIX 00 HcC-
MOJIb3YEMBIX MHCTPYMEHTAX TAaKXKE MOKHO BBISBUTH, HACKOJBKO T€ MJIM WHBIE TPOTPAMMHEIC MTPHUIOKEHUS
WJIM MTHCTPYMEHTHI IPOTPaMMHBIX MIPUIIOKEHHH BOCTpeOOBaHbI M HAN0OJIee YacTO UCTIONB3YIOTCSI COTPY/IHU-
KaMU MPEIpPUSITHS.
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Implementation of software system for prevention of internal data leaks.
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In this article approaches on setting up software systems for prevention of internal data leaks is considered. It is stated that dis-
honest employee's behavior is different from behavior of other employees. One can detect the different parameters of user’s behavior,
the list of used often data sources, software instruments, performed often operations with data.

Two approaches to development of the software system are proposed: the software system based on intermediate ODBC-driver,
and the software system based on the user behavior of statistics agents. Generally, statistics agents are software components or plug-
ins which send information about every performed action of an user. Both these architectures share the statistics processor compo-
nent. The statistics processor is responsible for three main tasks: statistics storage, statistics transformation into users' profiles, and
data leak detection. The first architecture is applied to the client-server (client-DBMS) software while the second architecture sup-
ports a wide range of multi-layer corporate software. Moreover, many of the client-servers software treat data not only from relation-
al databases, but also from document-oriented databases, web-services, files and other sources. Second architecture gives an oppor-
tunity to collect statistics about the wider range of users' actions while the first architecture monitors data problems only. The main
drawback of the second architecture is the necessity of the plug-in development for every application which requires protection.

The formats and storages of users' behavior and users' profiles are described. The statistics entries, users' profiles, statistics pro-
cessor settings, and notifications are stored as the JSON-documents for the simplicity and faster processing. The documents are
stored in the MongoDB database. The statistics entries contain information about the user and the role name, software application
name, software tool name, operation type. Periodically users' profiles are built or updated from statistical data. A profile contains the
description of user's behavior. This description includes information how frequently one or another software application or tool is
used, whether a user usually adds new data entries or read them, what data categories are usual for daily activity. Users' profiles are
built not only for each of the users, but also for the different time periods. Thus, a user could have several profiles for the different
time periods like previous month, last 30 days, last week, etc. Each of the activities is assessed as relevant or irrelevant to the profile.
Nevertheless, false alarms are inevitable. We propose to use several profiles for every user as an approach for decrease of false
alarms. The final evaluation of user’s safety is formed as the composition result of independent assessments with each of the profiles.
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