84 lpuknagHas guckpeTHas matematuka. [lpunoxenne
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AJITEBPANYECKUN KPUIITOAHAJIN3 HU3KOPECYPCHBIX
IMINP®POB SIMON 1 SPECK!

A.B. Kynenko, H. /I. Aryrosa, /1. A. 3wobuna, E. A. Mapo, C. /1. @uaumnmos

[Ipencrasiensl ajirebpandeckre aTaku Ha Mdpbl SIMON u SPECK — /1Ba ceMeiicTBa
HU3KOPECYPCHBIX 6s09HbIX THudpos, umeomux LRX- m ARX-crpykTypsl cooTset-
creerHo. OHu ObLIM TIpeJCTaBIeHbl ATEHTCTBOM HallmoHaJbHON Oesonacuoctu CIITA
B 2013 1., a 3arem crapgaprusupoBanbl [SO Kak yacTh cranmapra pajguonnTepdeiica
RFID. llludps! anredbpanieckn KOAUPYIOTCS U MOJIyYaeMble CHCTEMbI OYJIEBBIX yPABHE-
HUI PEIaoTcs ¢ MOMOIBI0 pa3mnanbix SAT-permareneit, a Tak:ke METOIOB, OCHOBAH-
HBIX Ha JInHeapus3aruu. Briepsbie K 3TUM U@ paM IPUMEHSIOTCS TI0JIX0/IbI, UCIIOIb3YI0-
ue pa3pezKeHHOCTh CUCTeM OyIeBbIX ypaBHennii. OleHeHbl IapaMeTphl TUHEAPU3AIIH
B cucTeMax ypaBHeHuil jjist oboux mmdpos. [Ipusegero cpaBaenue 3¢ hekTuBHOCTH
UCIIOJIb3YEMBIX METO/IOB.

KuaroueBbie ciioBa: aszebpauveckudi KpunmoaHasus, 6A04Hoil wudp, Hudkopecypc-
ot wugp, SIMON, SPECK.

Huskopecypcras kpunrorpadus — HAIPABICHUE UCC/ICIOBAHUIT, TPEJICTABISIONICE WH-
Tepec B HACTOSIIIEE BPEMsI. DTO CBSI3aHO C TE€M, UTO BiusiHue u ucrnojb3oBanne RFID-meTox,
[IJINC, cmapT-KapT, MOOMIBHBIX TeJe(DOHOB, CEHCOPHBIX CeTel U JIPYTUX KpuiTorpadude-
CKUX aJI'OPUTMOB JIJIsi YCTPONWCTB C OrpaHUYCHUAMU Ha KCIIOJIb3YeMbIe PECYPChI TTOCTOsIH-
HO pacTéT u npuobperaer Bcé HOBINYIO BazkHOCTh. Huskopecypcublie kpunrorpaduaeckne
NPUMUTHBLI ITPeIHAa3HAaYEHbI 1 obecriedenns 3(HPEKTUBHOCTH 1 OE30MACHOCTH IIPHU OI'Pa-
HUYEHHOM 00bEMe pecypcoB. B sToMm ciiydae BO3HHKaeT MpoOJieMa TOUCKA KOMIIPOMECCA,
Mexk Ty 6e30macHOCThIO U 3ddexTuBHOCTRO. B 2013 1. ArenTcTBO HaIlmOHAIBLHON Ge3omac-
noctu CIHIA mpencraBmio cemeiicrBa SIMON 1 SPECK HU3KOPECYPCHBIX OJIOYHBIX IIHMPOB.
[[Tudp SIMON OBbLT ONTUMUBUPOBAH I MPOU3IBOIUTEILHOCTA Ha allapaTHLIX yCTPOii-
cTBax, a SPECK — Jijisl IPOM3BOUTE/ILHOCTH B IIpOrpaMMHOM obectieuenun. Ho Ob110 110/1-
YEePKHYTO, 9TO 00a cemeiicTBa PabOTAIOT UCK/IIOIUTETHHO XOPOIIO KAaK B AIIAPATHOM, TaK
U B IIPOIPAMMHOM obecriedeHnu, obecrednBas THOKOCTD I1aT(OpPMbI, TpeOyeMyto Oy IyIm-
My npuioxkenusmu. [lo cocrosianio #Ha oKTaOpb 2018 1. mmdper SIMON n SPECK ObLIH
craHapTu3npoBanbl Mexk ryHaposHoit opranusanueit no crangaprusanuu (ISO) B pamkax
crangapra paguounrepdeiica RFID (pagunouacrornoii wuenrudukanuun). dru mudpbl sB-
qstiorest npegcraBuresisivu LRX- u ARX-crpykryp 6/109HBIX (D POB, OCHOBON KOTOPBIX
SIBJISIETCSI SIBHOE MCIIOJIB30BaHNE HEJTMHEHHBIX aaredpamdecKux omeparuit BMeCTo S-0JI0KOB.
D10 00yc/IaBINBaAET MHTEPEC K aredpandecKoMy aHAJIN3y JaHHBIX mudpoB. Aredbpante-
ckuii aHasu3 SIMON 1poBejieH B |1], komGunanus ajarebpanveckoro u yCedeHHOro aud-
depenrmaibHoro Kpunroanajinsa mudpa SIMON OT MaJjoro Yuc/jia PayH/IOB PacCMOTPEHa
B [2|. Anrebpandeckue araku npencrasienbl SAT-pemaresrem u axropurmom ElimLin.

Pa6ora Bemosnena B pamkax roczaganus UM CO PAH (mpoext Ne(0314-2019-0017) tpu mojyiepsx-
ke Jaboparopun kpunrorpadun JetBrains Research; pabora mepBoro aBropa BBIIOJIHEHA IPU MOLIECPKKE
POOU (mpoekt Ne20-31-70043).
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OcHoBHasg ujiest aaredOpanveckoro KpUIToaHAM3a COCTOUT B COCTABJIEHUN CJIOXKHOMN CH-
cTeMbl OyJIEBBIX YPABHEHU, OMMCHIBAIOIIUX 1peobpasoBanue mudpa. Cucrema CTPOUTCS HA
OCHOBE TIOJTHOCTBIO U3BECTHOTO aaropuTMa mudpoBannsd. 3amudpoBanre Ha HEU3BECTHOM
KPHUIITOAHAJUTHUKY KJII0UY€ HEKOTOPOT'O KOJIMYECTBa OTKPBITHIX TEKCTOB ITO3BOJISIET ITPOBECTU
IIOJICTAHOBKY B YpaBHEHUsI CUCTEMbl 3HaYCHUIl BEKTOPOB OTKPBITHIX TEKCTOB M IMINQPPTEK-
croB. Ha ciremyromem sraiie OCyIIECTBIISIETCST PEIIeHNe CHCTEMbI C MOMOIIBIO PAa3IUIHBIX
METOJIOB OTHOCUTEIHHO OUTOB KJIIOYa.

s anam3a mudpoB ObLIO aBTOMATU3UPOBAHO ITOCTPOEHUE CUCTEMbI YPABHEHUI, OITH-
chIBalOIEil Tpeodpa3oBanusd PayH/I0B MUMPOB.

SIMON — ceMeiicTBO HU3KOPECYPCHBIX OJIOYHBIX MIU(POB, pa3pabOTAHHBIX JI/Isi OINTHU-
MaJIbHOH TIPOU3BOUTEILHOCTH AlllIapaTHOro obectievenust |3]. Vmeer cTpyKTypy Kiaccu-
qeckoil cxembl DeiicTesisi, HA KaxKJOM payHjie 2n-OMTHBI BXOJI payHjia JACJIUTCS Ha JIBe
n-OuUTHBIE TTOJIOBUHBI. K JIeBoii 1mojioBuHe L TIpUMeHseTcs payHI0Basg HeJuHelinas HeOuek-
tuBHad dyukiua F: FY — FL. K BeBoy dysknun npumensiercs oneparust XOR ¢ npasoit
HOJIOBUHOM R ¥ KJIIOUOM k, U JiBe MOJOBUHBI MEHAIOTCs MectaMu (puc. 1).

Jnst mmcpa SIMON, BBOJsI HOBYIO IEPEMEHHYIO JIjIsI KaXKJIOTO BBIXOJa IOOUTOBOI
onepanuu O, s onucanusg 1 payninos nosydaeM n(7T — 2) KBaJpaTHYHBIX ypaBHEHUIl
¢ n(T — 2) + k Heu3BeCTHBIMH, TJie N — pa3Mep CJ0Ba; 1 — KOJMIeCTBO PayHIOB; k — JJH-
Ha KJoda. [Ipu remepariu kioda nosydaercs n(T — m) ypaBrenuii. B pesysibrare s
mudpa SIMON ¢ T' payugamu resepupyercs n(T —m) +n(T — 2) ypasuenuit. Kosmaectso
KJIFOUEil m 3aBUCUT OT pasMepa BXOIHOIO OJIOKa 21 U KOJIMYecTBa payHioB 1.

SPECK — ceMeliCTBO HU3KOPECYPCHBIX OJIOUHBIX MubPOB, 00eCIeINBAIONIINX OTIUIHYIO
[IPOU3BOUTE/ILHOCTh KaK B allllapaTHOM, TaK W B MPOIPAMMHOM OO€CI€YeHUU, HO OITHU-
MU3MPOBAHHBIX I PabOThl Ha MHUKPOKOHTpoJiIepax [3]. B kaxkmgom paynie 2n-GuTHBIX
BXO/JIa JIEJISITCSA Ha JiBe N-ONTHBIE TOJOBUHBI. Kaxkiplit payH SPECK IMpUMeHSeT olepariun
KOHBIOHKITNN, IUKJIMIECKOI'O CJIBUTA BJIEBO U BIIPABO, a TAKXKe CJIOKEHHUS 110 MOJyJio 2.
[Tapamerpbl uMeroT ciejyromue 3Hadenusi: « = 7 u J = 2, ecom n = 16 (pa3mep 6J10Ka pa-
Ber 32) u a = 8 u f = 3 B uporuBHOM ciiydae. Ha puc. 2 npejcrasiena cxema i poBaHust
nmarnoro mmudpa. KimoueBoe pacnucanne mmdpa SPECK UCIOIB3YET PAYHIOBYIO OYHKIHIO
JIJIS TeHepaIui PAyHIOBBIX KJIIOYEH.

S«

4
N

>_<l )
Y

L, R
L“] Ri-l i+1 it

[

Puc. 2. Cxema payHmoBoro mpeobpa3oBaHUs

Puc. 1. Cxema payH10BOro 1mpeobpasoBaHust
mudpa SPECK |[3]

mudpa SIMON [3]

B mmudpe SPECK, BBOJIS HA KaXK/I0M PayHJie HOBbIE IIEPEMEHHBIE, ITOJIYIUM CJICYOIINIe
KOJINYeCTBa YPABHEHUI U HEU3BECTHBIX:
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(n=3)(T—1)+8n—=3)(T—1)+2n, m=1,
2(8n —3)(T' — 1) + 2n, m = 2,3,4,

n(bT —4), m=1,
n(67T —5), m=2,3,4.

rjae e — 49ucJjIo ypaBHeHI/IfI; U — YUCJIO HEU3BECTHDLIX.

1. Jluneapu3zarus

[IpoBesieHne KpunToanaansa Ha HEOOJBIIOM KOJMYECTBE payHIOB (Hampumep, 3 u 4)
¢ BBIOOPOM CTaHJIAPTHBIX XapaKTEPUCTUK HeIle1ecoo0pa3Ho, TaK KaK KJIIYH He CTPOSTCS
Ha, OCHOBE MCXOJHBIX U MEXKJIy HUMU He OyJeT HuKakoil cBa3u. [losromy B jrannoit pabore
pacemarpuBatores mmdpsl ¢ m = 1 s T € {3,4}.

PaccMorpenbl ataku, ocHOBaHHbBIE Ha JiuHeapu3anuu. Vies mpocToil JuHeapu3aluu co-
CTOUT B TOM, ‘-ITO6bI IIPUCBOUTDL KazKA0OMY OAHOYJIECHY I/ICXO,ZLHOI71 CUCTEMbI HOBYIO II€PEMCH-
Hyto. Cucrema mocje mepeodbo3HadIeHNsT CTAHOBUTCS JIMHEHHON U PeIaeTcsi, HaIlpuMep, Me-
tomoM [aycca. 3arem i pereHuil JIMHEHHON CHCTEMBI TPOBEPSAETCsI, SIBJSIIOTCS JTH OHU
PEeLIeHNAMY UCXOIHON HEeJNHEHHON CUCTeMbl YPaBHEHUI.

KommmaecTBO pa3iInaHbIX OJIHOYIEHOB B UCXOIHON CHCTEME OIpeesisieT KOJTUIEeCTBO Tie-
peMeHHBIX N/ B CcUCTeMe JIMHEHHBIX ypaBHeHU, 3(pDEeKTUBHOCTD JTMHEAPU3AIUN 3aBUCUT OT
paHra r 3To#i cucrtembl. MHOXKeECTBO pellleHnii He IyCTO, €ro MOIIHOCTb paBHA A 0,
IIO3TOMY /JIJId OHEHKU ITPOU3BOAUTEIbHOCTU HeO6XOL[‘I/IMO IIpOoaHaJIM3UPOBATH I'PaHUIIbI 3HaA-
venuit n' u r.

PaccmarpuBast aaroput™m mudpoBaHus, MOXKEM OIEHUTb KOJIUYIECTBO PA3JIMIHBIX MOHO-
MOB JJIs KazKJIoro payHia mmdpa SIMON. [l Kazk10il omepaliny BBOJSITCS HOBBIE IIepe-
MEeHHbIE U TIPOBOJIUTCH Tlepeo0o3HadeHne npu 3aMene L; 1 n R;.1; B pe3yjabrare MmojrydaemMm
CJICJTYIONTYIO OIEHKY KOJTMYeCTBa MOHOMOB M':

M < 6nT.

B mmdppe SPECK OCHOBHBIM METOJIOM COXPAHEHUSI CTEIIeHH SBJISIETCS BBEJIEHUE HOBBIX
[IEPpEMEHHBIX JIJIsI BBIXOJHBIX OWTOB HEJIMHEHHBIX omeparnuii. B 3ToM ciydae crerneHb He
Oyaer npesbimarh 2. Ha Kaxkjgom payHjie BBOJUTCA 28N HOBBIX IepeMeHHBbIX. B cucreme
YPaBHEHHUIH, ONUCHIBAIONIEH CJIOKEHHe 1Mo MOy o 2", mMeercs Bcero 5(7n — 8) MOHOMOB.
Ha IIPpaKTUKE OKa3aJIOCb, YTO Pa3/IMYHbIX MOHOMOB B CHCTEME ypaBHeHI/Iﬁ CJIOZKECHUA I10
Moo 2" He Oosbie 25m — 18. Takum, oOpa3zoM, KOJIMYIECTBO PA3JTHYHBIX MOHOMOB Ha
KaskJIoM payHie mmudpa SPECK He Oosibiite 28n — 18. lTorosast orieHKa 9nc/ia pasimaHbIX
MOHOMOB, UCKJII0Yas TaKKie, KOTOpPble 06pa3yioTcsl IIPU TeHepanuy KoJdel (Bce ypaBHEHUs
JIMHEHHBI ), IMEEeT BUJ

M < (28n — 18)T.

XL-araka npejcrasiena B |4, 5|. Ha Bxoj nocrymaer cucrema u3 m HOJIMHOMUAATBHBIX
ypaBHEHUI OT N HEM3BECTHBIX cTeleHu d, BbIOMpaeTcd crenenb D > d, Bce ypaBHEHUs
MCXOIHOM CHCTEMBI YMHOXKAIOTCS Ha OJHOUIEHBI cTeneHn [ — d WIu MeHbIIle, CUCTeMa JIN-
Heapu3yeTcsd U Ha BBIXOJE MOJIyYaeM OJHO MJIM HECKOJIBKO PEIIeHUH.

Hosa cnygast d =2 u D = d + 1 anasnus sroif ataku 6] IOKa3bIBAET, 9TO €AUHCTBEHHOE
pellenye, BeposTHO, OyJjieT Haiijieno, eciu m ~ n? /6.
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Asropurm ElimLin ommcan B [7] Ero cyTb— mouck CKpbBITHIX JIMHEHHBIX YpaBHEHUII,
CYIIECTBYIOIINX B Hjease, IMOPOXKIECHHOM JIaHHONW CHCTEMOIl ypaBHEHMiII. DTOT aJrOPUTM
COCTOUT U3 JABYX MHOCJEIOBATEIbHBIX IMIAroB:

1)

2)

nckjodeHne [aycca: B JIMHEHHON 000/I09KE MCXOJIHON CUCTEMbI OTBICKMBAIOTCS BCE
JUHENHBbIE YPABHEHU;

3aMEHa: MEPEMEHHbIC UTEPATUBHO BBIPAZKAIOTCA C MOMOIMIBIO HANACHHBIX JIMHCHHBIX
YPaBHEHUH, OJIy4aeMble BbIParKeHUA IIOJACTABIAIOTCA B UCXOIHYIO CUCTEMY.

B 1abn.1 m 2 npuBesienbl pe3ysbTaThl JjIsi TPOCTOM JimHeapusaruu, XL-meroma u
ElimLin. ITosydyenubie jjaHHbIe TO3BOIAIOT CPABHUTH 3(D(MEKTUBHOCTH ITUX METOJOB I
SIMON u SPECK. JIng XL-meroma D = 3. CiokHOCTE TostHoro nepebopa cocrapisger 216
(mpu n = 16, m = 1). Kak Bujaso u3 tabsr. 1, MeTo inHeapusanun HaquHas ¢ 4—5 payHios
JIaGT XYIIIre pe3y/IbTaThl, YeM aTaka MoJIHbIM repebopoM. Vcrobp30Banne MeToa mpocToit
muneapusaryn i T > 4 n XL-metona s nstu paysaos (mudpa SIMON) He yiIydimaeT
ITOUCK PEIICHUS 110 CPABHEHUIO C TIOJTHBIM TepebopoM.

Tabnuma 1
PesynbraTrbl IpuMeHeHNsT aTak, OCHOBAHHBLIX Ha JIMHEapU3alun

Koun-Bo Kou-Bo Koo Kou-Bo
Mudp, mapameTpsr Meton . ..
YPABHEHHUH | IEpEeMEHHBIX | MOHOMOB pernreHuii
4, TOJIBKO OJTHO
SIMON, T'=3, m=1 Huneapusat 48 32 48 ABJI-CS KJTIOYOM
XL-meron, 1584 32 992 1
SIMON, T = 4, m = 1 JIuneapuzarust 64 48 80 - T65i2:)<6 .
XL-metos 3136 48 2616 » TOIBKO OLHO
ABJI-CST KJIIOYOM
_ B JIuneapusarys 30 64 112 232
SIMON, T'= 5, m =1 =57~ ron 5200 64 5008 933
. . JImneapusamysa 500 176 1236 —
SPRCK, T'=3, m =1 51 eron 88500 176 135216 =

Tabnuma 2
PesynbraTrhl npuMeHeHust metoza ElimLin

MTudp, mapamerpsbr

(Kos-BO ypaBHeHwuii,
KOJI-BO JIMH. ypaBHeHuil)

(Kosn-BO ypasHeHuit,
KOJI-BO JIUH. ypABHEHHI)
nocisie ElimLin

SIMON, T =3, m = 1 (48, 32) (48, 32)
SIMON, T =5, m = 1 (80, 32) (80, 48)
SPECK, T =3, m = 1 (500, 132) (307, 137)
SPECK, T = 5, m = 2 (1032, 296) (654, 297)

2. SAT-pemaresn

Bajaga 6ysesoit BumosHIMocTH (SAT) —310 3ajaua NPUHATHS peIeHus, B KOTOPOIl
JIJIsl TIPOM3BOJILHOM Oys1eBoit (hOpMyJIbI BOSHUKAECT BOIIPOC, CYIIECTBYET JIM TAKOEe 3HAUYCHUE
[IepeMEHHBIX, 9T0 (POpMYyJ/Ia NMeeT 3HavdeHne true. DTa 3aa4a apjsercs NP-rpyaHoii.

Kpunrroananus wa ocuoBe SAT mpemmosiaraer jBa 9rama: Ha [IEPBOM JTare 00ecredn-
Baetcs Koguposanue SAT, Hanpumep MepeBoJ JaHHON CUCTEMBI U3 aJreOpandecKoin HOp-
MastbHOi bopmbl (AH®) B KOHBIOHKTUBHYIO HOpMAaJbHYIO (hopmy. MBI HCIIOIB3YEM KOH-
Beprep anf2enf [8] uz 6ubsmorekn PolyBoRi, unrerpuposannoii 8 Sage. Ha Bropom srarmne
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noJtygeHHbIit 9k3emiutsap SAT-3agaqu pemaercs ¢ nmomorbio SAT-permarens. st kpurro-
rpaduaeckux cucrem dacto npumensitorcest SAT-pemarenn CryptoMiniSat [9] u Lingering
(¢ ero mapasnensabivu Bepcusivu Plingeling u Treengeling) [10]. Mbr npumensiem SAT-
pemaresn CryptoMiniSat (B Sage ver. 6.10) u Lingeling, Plingeling, Treengeling na TTK
co caenytonmmu mapamerpamu: Core i5-4690 CPU 3,5 T'T (x4), 12 I'6aiit oneparusHoii
HaMATH. DKCIEPUMEHTAJbHBIE PE3Y/IbTATHI Jijisd mudpoB SIMON u SPECK IIpeJiCTaB/IeHbI
B TabO1. 3 u 4. Paccmorpensr fiBa reneparopa cucrem ypasuenuii B popme AH® myrst mudpa
SIMON: B OJTHOM BCE PAYHJIOBBIE KJIIOUN SIBJISIIOTCST HE3aBUCUMBIMY ITEPEMEHHBIMU, B JIPYTOM

BCE€ OHM IIpe/ACTaBJICHLI aJI'OPUTMOM KJ/IIOYEBOI'O paCIIMCaHUA.

Tadbnauma 3

Pesynpraret SAT-pemarens ajs mndgppa SIMON

[TapameTpst 5;&;0 5;;;;0 ISIX,II),aMeTpH SAT Bpewms, ¢ 1\%2;\;;
CryptoMiniSat — —
T=8 m=2 994 994 384 nwur., Plingeling 69811,9 120,5
(¢ payH. KJIIOU9OM) 2528 k103 | Treengeling 4775.5 260,3
Lingeling 12702,81 182
CryptoMiniSat — —
T=8m=2 198 198 368 sut., Plingeling 845.,4 26,6
(ksI04. pacrucanue) 4448 knoz | Treengeling 1188,8 169,2
Lingeling 4426,12 95
CryptoMiniSat — —
T=9 m=2 144 144 480 sut., Plingeling >260174,3 >180,7
(kJ1r04. pacrucanue) 6448 ko3 | Treengeling 47799,2 620,3
Lingeling 2454791 172
CryptoMiniSat — —
T=10,m=2 160 160 560 mur., Plingeling — —
(kJ1r04. pacrucanue) 8096 kyo3 | Treengeling 17554,9 458,8
Lingeling 60776,91 234

Tabnauma 4

Pesyabrarel SAT-pemarens anga mmudppa SPECK

Kos-Bo | Kon-Bo | ITapamerpsr RAM,
[Tapamerpnt yp-nit vemss. | SAT SAT Bpewms, ¢ M6agit
CryptoMiniSat 0,56
_ _ 1460 s, Plingeling 0,9 9,6
T=3m=1 500 176 11020 ko3 | Treengeling 0,97 4
Lingeling 0,2 1,9
CryptoMiniSat 21,4
_ _ 2492 s, Plingeling 3,0 17,3
T=4m=2 782 320 17380 ko3 | Treengeling 8,25 15
Lingeling 61,4 14,8
CryptoMiniSat — —
_ _ 3312 smt., Plingeling — —
T=5m=2] 1032 416 23184 ko3 | Treengeling 1444817 278
Lingeling — —
CryptoMiniSat — —
_ _ 4132 mut., Plingeling — —
T=6m=2 1282 1 512 | 50008 ko3 | Treengeling 123353,82 | 546
Lingeling — —
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[Ipouepku B Tabymnax oznadaor, uro SAT-pemarento He yIaaoch HAWTH peIleHne Ch-
crembr; s mudpa SPECK CryptoMiniSat npu T = 3,4 He BbIga1 pa3mep daiia.

3. Metoa Paggyma — CemaeBa

JlaHHbIi MOIX0/T K PEIeHnIO0 Pa3PEeKEeHHbIX MOJIMHOMUAILHBIX CUCTEM YDPaBHEHUN HaJ
nosieM Fy 6bu1 nipescrasien I Pajgymom u 1. Cemaesbiv B pabore [11]. Ananus u Heko-
TOpBIE CBOWCTBA MOXKHO Hajitu B [12].

[To ucxomuoii cucreme ypaBHeHUil cTpoutcs rpad. BeprmHbl cOOTBETCTBYIOT KazKJI0-
My ypaBHEHUIO (BepXHUii HaOOD BEpIINH), TaKyKe MPUCYTCTBYIOT BEPIIUHBI, 0Opasyemble
nepeceveHreM HabOOPOB MEPEMEHHBIX COOTBETCTBYIONIMX ypaBHEHWN (HUKHUIT HAOGOD Bep-
mmH). Kak1oii BepIimHe IpUNHUCaH CIUCOK BO3MOXKHBIX O3HAYMBAHUN COOTBETCTBYIOIINX
nepeMeHHbIX. OOpaboTKa U MOUCK PEIeHUsi OCYIIECTBIISIETCS C IIOMOIIBIO TaK Ha3bIBAEMOI
nporenyper Agreeing-Gluing (cormacoBanusi-ckieiikn). [Iporerypa cornmacoBanus 6eper jse
COCeJTHUE BEPIUHBI U OOHOBJISIET UX CIIMCKU, YA BEKTOPBI, KOTOPbIe UMEIOT pa3HbIe MO/I-
BEKTOPBI JIJIsT 00X TepeMeHHbIX. [Iporie/lypa cKienBanus 3aMeHseT JIBe BePIIUHBI HOBO
BEPIINHOM ¢ OOHOBJIEHHBIM CITUCKOM O3HAYUBAaHUIA.

B kauecTBe pe3ysbTATOB MCIIOJIB30BAHUSI ITOTO aIrOpUTMa Jjis aTaku Ha SIMON u
SPECK MBI TIPUBOJIIM TOJBKO MAKCHMAJIBHOE KOJIMIECTBO PAyHJIOB, JIJIsi KOTOPBIX AJITO-
PUTM 3aBepIIWICA 3a JIOInycTuMoe BpeMs. CTOMT OTMETHTDb, U9TO BPEMEHHAas CJI0KHOCTD
CUJIbHO 3aBUCUT OT 9BPHUCTHUKU, MCIIOJIb3yeMOI JIJIsi 3aIlyCKa IPOIecca COryiacoBaHus, Oyib
TO (YacTUIHOE) pas3jie/eHue WIN CKIIeHKa.

Jnsg mmdpa SIMON MaKCHMAJILHOE YHCJIO EPEMEHHBIX B YPaBHEHUU 3aBUCUT OT KO-
JITYECTBa, PAyHJIOB W KJIodeil. [[yid 1mecTu mepeMeHHBIX KOJUYeCTBO YpPaBHEHUN paBHO
n(T —2) 4+ n(T —m).

Biraromapst BBeIeHIIO HOBBIX IIEPEMEHHBIX B KaK/IbIil payH/1 mudpa SPECK KOJIUIECTBO
[epeMeHHBIX Ha KaXKJIOM payH/ie He 3aBUCUT OT KojmdecTBa payHaos 1 u kioueit m. Mak-
CUMAJIbHOE KOJIMYECTBO IMEPEMEHHBIX B OJIHOM YpaBHEHUU PABHO 6; KOJUYIECTBO ypPaBHEHU
U TIEPEMEHHBIX TpeJIcTaB/IeHo B Tabur. b aiag m = 1 u tabur. 6 gua m = 2,3, 4.

Tabauma 5
KosnnydecTBO 1iepeMeHHBIX KaXKJI0T0
ypaBHeHus 1mudppa SPECK, m =1

Koi-Bo nnepeMeHnHbIX Kos-Bo ypaBHeHwmii
6 2(T - 1)(2n —4)
5 2(T—1)n
4 6(T—n+ (T —-2)n
3 2ln+ 1)(T -1)
2 3n

Tabauma 6
Konn4decTBo mmepeMeHHBIX KaXKJ0ro
ypaBHenus mmdpa SPECK, m = 2,3,4

Kom-Bo mepemenubix Komn-Bo ypaBuennit
6 2(T—1)(2n —4)
5 2(T - 1)n
4 6(T—1)n+ (T —-2)n
3 2(n+ 1)(T - 1)
2 (T—1)n+3n
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Anropurm Agreeing-Gluing 6s11 3amytes s SIMON 10 9 payHI0B, it SPECK — j10 6
(tabr. 7).

Tabauma 7
ITapameTrpsr asroputma Paganyma — CemaeBa aJist mudppoB SIMON

u SPECK
Koanuecrso | Koanuecrso . .
ITapameTpsnl . Bepxumnit nabop | Huxuuit Habop
yPpaBHEHUIT HEN3BECTHBIX
ITudp SiMON
T=T7T,m=2 112 112 112 800
T=8m=2 128 128 128 1072
T=9 m=2 144 144 144 1600
IITudp SPECK
T'=3m=1 500 176 500 958
T=4m=2 782 320 782 749
T=5m=2 1032 416 1032 1005
T=6m=2 1282 512 1282 1229

4. AHanu3 MOJIyYeHHBIX PE3YyJIbTATOB U 3aKJIIOYEHUE

B pabore npenpunsiTa MOMBITKA OIEHUTH YCTONINBOCTD mudpa SPECK K ajaredpante-
CKOMY KPHUIITOAHAJIN3Y C TOMOIIBIO PA3IUIHBIX METO/I0OB. JKCIIEPUMEHTAIbHBIE PE3Y/IBTATHI
MMOKA3BIBAIOT, 9TO METOJIBI aaredpamIecKoro aHaaIn3a SBIISTIOTCS MEPCIEKTUBHBIM CITIOCOOOM
aHaJIN3a HAJIEXKHOCTU COBPEMEHHBIX MUMPOB (B YaCTHOCTH, HU3KOPECYPCHBIX). [IpumMenn-
TeJIbHO K mudpam SIMON n SPECK IOKa3aHO, YTO METO/Ibl, OCHOBAHHbIE Ha JINHEAPU3AINH,
Hea(HEKTUBHBI yrKe IpU MaJjioM KojmmdecTBe payHioB. C ucrosb3oBanneM SAT-pemaresis
Juts mimcppa SIMON perrierue Haiiero 10 10 payH/I0B BKIIOUUTEIBHO, J1jid udpa SPECK —
10 6 paynmnos. IIpumenenune anropurma Payma — CemaeBa maér pesysibrar s mmdpa
SIMON 710 9 payH0B, SPECK — 10 6. Pe3ynbraTnl ajarebpanieckoro anaansa MoKa3bIBAIOT,
YTO BKJIIOUEHHUE JIOMOJTHUTEIHHBIX HEJIMHEHHBIX orepaluii (HarmpuMep, Onepariin CJI0KeHUs
O MOJLYJIIO 2") 3HAYUTETHHO YBEJIUIUBACT BPEMSI aTaKd U OOBEM HMCIOJIb3yeMOil MaMsITH.
[TosTomy paccmoTpenHbie MeTO Bl 60JIee 3D DEKTUBHBI 11 KpUuliToanaan3a mudpa SIMON,
geM 111 SPECK. B 10 2Ke Bpemst pa3peKeHHOCTh CUCTeM yPaBHEHUI, ONMCHIBAIOIIIX TP
Simon u Speck, T0CTATOYHO BBICOKA, YTO MPUBOIUT K MBICJIU O MEIECO0OPA3HOCTH UCIIOJhb-
zoBanus Metona Pajgmyma — CemaeBa, pazpaboTaHHOTO CHEIUAILHO I TAKUX CUCTEM.

B nasbneiiieM miaHupyeTcs: MPOBECTU TEOPETHUECKYIO OIEHKY CJIOXKHOCTU aJjiredpan-
YECKOTO aHaJIn3a Jijisd MOJTHOPAYHIOBLIX MMpPoB SIMON n SPECK, a TakKe OIEHUTb -
deKTUBHOCTD UCIOJIb30BaHusS ajiroput™ma byxbeprepa.
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K SAIJAYE OIIMCAHUA MVMHUMAJIBHBIX
IT1O BKVIFOYEHNIO COBEPIIEHHBIX IIIN®POB

H.B. Mengenesa, C. C. Turon

Uccnenytorest cosepriennble 1o [IlenHony (abcosmoTHo croiikne K arake 1o mudp-
rekcry) mmdpsl. Ha MHOXKecTBe Kiroueii mmdpa onpeienéH rpad 5KBUBAJCHTHOCTH
kaiodeit. st mmdpa moka3aHO JOCTATOTHOE YCIOBHE €M0 MUHUMAJIHHOCTHU IO BKJIIO-
gennio. [TocTpoeHsr mpuMephI.

KuaroueBbie ciioBa: cosepuwentbvie wu@po,, sHdomopprvie wudpu, neandomopdrvie
wudpo.

PacemarpuBaercst BeposiTHOCTHas MoJieib 2 p mmdpa [1]. [Tycrs X, Y — KonedHble MHO-
JKeCTBa COOTBETCTBEHHO MU PBETNINH U M POOO3HAUEHMIA, ¢ KOTOPBIMU OTIEPUPYET HEKO-
Topblii mudp 3amensl, K — MmuOXKecTBO Kioueii, npuuém | X| = A, |Y| = p, |K| = 7, rue
A > 1, u > A Orkpeirbie u mudpoBaHHBIE TEKCTHI IPEJICTABIISIIOTCS CJIOBAMU ({-IpaMMaMu,
¢ > 1) B andasurax X n Y coorsercrsenno. Cormacuo |2, 3|, nox wugpom X 6yaem mo-
HUMAaTh COBOKYITHOCTb MHOYKECTB IPABKJI 3aln(POBAHUA U [IPABUI PACIIN(POBAHUA C 3a-
JIAHHBIMU PaCIpeIe/IeHUsIMU BEPOSATHOCTENH Ha MHOMKECTBAX OTKPBITHIX TEKCTOB U KJIIOUENl.
[Tudpsl, jiJisi KOTOPBIX allOCTEPUOPHBIE BEPOSITHOCTH OTKPBITHIX TEKCTOB COBIIAIAIOT C UX
AIPUOPHBIMU BEPOATHOCTSIMU, HAZBIBAIOTCS COGEPULEHHBLMU.

[Tosy4yenne cTporux J0Ka3yeMbIX OIEHOK CTOWKOCTHU JIjIsi KazKJIOr0 KOHKPETHOTO Iud-
pa—3TO OYeHb CJIOKHAsL, aKTyasbHasd W JI0 KOHIA He PelIéHHas pobJjemMa KpPUIITOaHAa U~
3a. Pasimyaror TeopeTuyecKyio U MPAKTHIECKY0 CTOHKOCTH MudpPOB (OIEHUBAEMYIO e~
pe3 pecypchl, TpedyeMble Ha B3JIOM), KOTOPYIO €CTECTBEHHO OIMCBHIBATH KAK BEPOSTHOCTD
ycrexa B IIPOTUBOIEHCTBUN aTakaM Pa3IMIHOrO BUJIA. 3/1eCh BIEYATIISIIONIUM PE3YJIHTATOM
upescraBisiercss Teopema Illennona [1] o coBepieHHBIX (aOCOMIOTHO CTOMKHX K aTakam
no mudprekcry) mudpax, KOTOpyo MOKHO (HecTporo) cdhopMyJInpoBaTh Tak: aTaka o
mupTEKCTY Ha COBEPIIEHHBIH mmdp OeccMbICTeHHa, TaK KaK MACCUBHBIN 3JI0YMBIILIEH-
HUK, IEPEeXBATUB 3an(POBAHHBIN TEKCT, HE TOJIyYaeT HUKAKoi uHopMalu (KpoMme Jjiu-
HBI COOOIIEHNST) 06 MCXOHOM OTKPBITOM TeKcTe. Ho coBepiienHblit midp He CTOEK K aTaKaM



