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Abstract. The article raises the issue of an in-depth study of the methods of remote recruitment of adherents of destruc-
tive communities of radical orientation among young people visiting social media. The article describes the predictors 
of the social context that lead to an increase in tension and depression, the technologization of content promotion 
processes based on the principle of a recommendation base and associative verbal connections. In these conditions, the 
authors find it particularly relevant to study specific verbal and non-verbal remote involvement in virtual destructive 
communities and radicalization of social network users, which became the goal of the study. It is also important to 
analyze the results of existing scientific studies on the methods of influencing consciousness for the purpose of radi-
calization, to consider these techniques in the socio-cultural context, which allows us to clarify the psychological profile 
of the vulnerability of an individual susceptible to radical recruitment. The material for the study was the content for 
2020–2024, distributed within an open terrorist community on the VKontakte social network. In total, more than 1,500 
publications of the group were analyzed. The following methods were used: analysis of theoretical literature, analysis 
and synthesis, comparison and generalization, logical and semantic analysis, elements of component analysis, discourse 
analysis, intent analysis. The community content was considered as a holistic information block that solved certain 
problems in stages. It was concluded that individual posts and articles published in the group were logically and con-
sistently placed in the community and were aimed at implementing the function set by the publishers, which was gen-
erally aimed at influencing the user's consciousness. The successive stages of involving the subject in a new destructive 
ideology were identified and described – the stage of inciting interest and evaluation, the stage of personal selection, 
the stage of rebuilding, the stage of forming a new complex identity, the stage of legalizing and inciting violence. The 
basis for involvement is the concentric deepening of the dichotomy "we" – "they", the romanticization of criminal 
meanings, illogicality, poeticization and metaphoricality. As a result, the authors came to the conclusion that after a 
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certain time, at the level of semantics of new, introduced concepts, three types of identities – criminal, religious and 
terrorist – are consolidated, and an emotional-volitional readiness for destructive actions is formed. 
Keywords: recruitment, radicalization, portrait, psycho-social characteristics, predictors of terrorist activity, personal 
impact 
 
For citation: Galiev, I.Sh., Engalychev, V.F. & Palekha, E.S. (2025) Technologies of remote radicalization: Once again 
on personally oriented recruitment on the Internet. Vestnik Tomskogo gosudarstvennogo universiteta – Tomsk State 
University Journal. 511. . 213–221. (In Russian). doi: 10.17223/15617793/511/23 
 

 
 

     -
    -

,     -
   - . ,  

 ,   
 IDC,     2025 . -

  10     2016 .   
163  [1].   -

 :    -
       -

    - , -
, ,      -

 .  ,  
,     : 
       

   ,    -
   .  

    -
 ,     -

  ,    -
 «  ».   2017 . 

 ,      -
 450 ,   2022 .     

 .    -
 ,    -

 ,    . -
     

    [2].   
 ,  

L. Wendelberg,      
    -

     -
 [3].  

    -
  ,    

   ,   -
      

        
    [4–6]. 

       
   , -

     , -
    [7]. 

      
  ,  -

 ,   / -
,      -

,     -
 , , -

,     -
      

    . 
  ,   -

,      
,    -

 ,  ,   -
  ,  , 

      .   
      

    -
:    . . Cordesman,  

1970 . – 175 ,  2013 . – 170 350 [8]. 
      

     
    -

   .  -
      -

     ,  
      

    , 
  .  

     .   -
     . McCauley, S. Moskalenko, 

«      “  ”, -
 ,    -

 » [8, 9].  , -
  ,     

     -
    , -
       

      
,   -

  .  
  . . ,   ( -

,      2011 .)  -
      

     [10]. -
   ,    -

     , 
       -

      
,     . 

 
   

 
     

2020–2024 .,    
     

 « ».     -
  1500  .  -
    -

,   ,   , -
-  ,  -
 , - , -   . 



 . .,  . .,  . .      

215 

   
 

     -
     -

     
    .   -

 ,  ,  -
,     , 

    . . . -
, . . , . .    

   : «…   
 ,   , 
    -

,     
» [11]. . . , . . , 

. . , . .    
 ,   -

   : 
«…  ,  , -

 ,   , 
, ; ,   

    ( ,  
,  ,  ,  

);  ; ,  
     » [12; 13. 

. 293].  
. .    -

,   - -
 , -     -

      -
,     

. ,  -  
   : -

 –   , -
       -

  ; -  – -
  , ,  

,  ,   -
, ,   .; -

 –   , -
   [14].  
. .       -

-     
     -

    –  « -
   -

»  «   » [15].  
   – . . , 

. . , . . , . .  – -
     -

  - ,  
  ,   -

  [16].  ,  -
,       

 ,    , -
  ,   

 ,   -

                                                        
1       -

 . 

    -
 ,    -

 ( , )   -
      -
      -

.    « »  -
      -

 :      
     « -
» , -    -

 ,      
,   ,  

      « » -
.       -

     . 
      -

    -
,     -

. ,      -
/    , -

 .     
  ARG (alternative real games): 

     « -
»    ,    

« - »    -
   .  -
      «  

»      «  
»  .  

    -
    ,  -

      -
      -

 .   -
     

   ,  -
      . 

 . .   . .  -
  -  - , -

     
  .    : -

 ,   , 
 , -  -

 [17, 18]. 
 ,   -
     -
 -   ,  

   -
 (       -

 « », , 1),   
     -
. . , ,   ,  -

      -
       

    , -
       -

 [19].  



 / Law 

216 

      
    , , 

 .     -
       

   .  , -
 -      

      
        

    ,  -
      -

. 
 

  
 

      -
     -

     « ».  
     -

     , 
      -
   .    – 

   14–30 ,   , -
   , . 

     
  ,  -

  ;    , 
  ,   
       -

   ,   
      -

. 
     

       
  ,  -

     , – 
      -

   .  -
 ,   , « -

» ,  ,   -
 ,    

,       
 .   

   : 1)  
« »-   2)    

 ( : « ,     , 
,    , »; «    

,   ,  ,   ,  -
»; «     » (  

    -   -
   « ». – .)). -

      
 (   -

    « »;   
,       , -

     -
  1990-  .). 

   –   -
 –    

,  ,  ,    
 ,     -

   (  . – .): 

–    -
: «      

     ,   
»; «  ,   ,    -
 ,    ,    
  »; «   –  .   

       ,   
    »; « ,  -
 »; 

–  : «     »; 
« ,      ,  

       »; 
–    , -

: «   ,   ,     
 »; 
–      

   : «    -
  ,    

»; «    :   
,   »;  

–     : 
«     : ,  

-  »; « ,     -
»; «    ,   ,  
  ,    »; 

–   : «   
     »; «   -

… …»; 
–     : «  
    :   »; 

«      »; «  
   ,     »; 

–      
 : «     /   

,    »; 
–      

  : «   »; «  ,   
   »; « ,    /  
   »;  

–      -
  : «    ,   

 »; «     ,  , 
 »; 
–  : «    -

…   …     
…     …»; «    

  ,   »  . . 
 , - ,  

 , ,    
,    , , - -

,    
(  ,   ,  -

       .). 
    -

      
« »  , ,   
( : « ,   ,   »; «  

   ,   ,  
»).    -

     ,   
 . 



 . .,  . .,  . .      

217 

      
      – 

,  « », .  
    , 

     , 
  : 
–   « »    

: «   –  ,    
,  ?     ?»; 

–        -
 : «   , , 

  ,   ?»; «  -
,   ,    (  -
)»; «     -
     »; «  ,  -

   »; 
–     -
     , -
  : «   –  
  …      –  /  

 ,    »; « -
   ,   -

     »; 
– ,     

  : «  , -
        -
»; «       , -
   ,    »; 

–  , ,  
: «     -

,     »; 
«      ,   

»; 
–   « »    -

 : «  –  ,    
  »; «   ,   

    »; «  , 
    /      »; « -

    ,   -
  »; 

–   : 
«    »; «  ,  -

!   ,  !»; 
–     -

 : «     – , 
     /    

    – ,   –  »; 
–      : 

«    ,      -
      /   , 
     »; 
–      

: «      , 
       »; 

–     : 
«    ,  :  

 ...  ?»; «  -
,      »; 

–      
: «        -

,   ,   »; «    

»; «     ,   
   »; «     , -
   ...     

 ,       
»; 

–     : 
«  ,   »; «   
  »; «  ,   -

  ,  ,   
   »; «     

  – »; 
–      -

 : «     , -
,   ,    ,   »; 

«        -
,          -

»  . 
,        « »-

,      -
 ,  « »-    , 

,     , . -
     -

 ,   -
    ( ), : 
–     -

   ,   -
    : «  -

     ,    -
,      ,   

 »; «   – ,    -
»; «    ,   

,   »; «   ,    
»; 

–     , -
,    ,  -

       : 
«   ,   ?»; « , 

  –      ,  
 »; « ,      

       -
 »; 
–        

   : «   -
,   ,     -
 »; «  ,  »; 

–    « » (« »)  
      -

   : 
«  ,     »; «  

  ,  , »; « -
 ,   »;  

–      -
     « »: «  -

       »; 
–     -

    , -
  ,      

    : «  
  »; «   : “  
 ”»; «     »; 

«    ». 



 / Law 

218 

     
     , , 

,  .  
     

    « » (  
- ,   

,        -
 . 

     -
     -

     -
   –  ,  -

  .     
  :  

–       
  , : «    

 ,    » (   
      

);  
–       

    : « -
 ,   :  ,  -
      ,    »; 

«   ,  ,   , 
   ,      

»; 
–      

      : 
«  ,  »; « ,   

  ,    »; «  -
,  ». 

    -
    ,  -

  . 
     
     

,   -
   .    -

     -
  : 

–  ,     -
   : «   

  ,   ,  -
 » (   –     

); 
–   ,  -

   : «    -
,     »; «  – 

,  – ,  – » (  
 –       

  ; 
–    , -

     -
 : «      

 ,    »; 
«    »; 

–   –    -
  : «      -

 »; «  ,  ,  , 
 ,   »; « ,  -
»; 

–    ,  –   
     : «  

    ,   »; «  
,  ,  ,    -

  »; 
–  – ,    -
: «    ,   ,  

 »; «   – »; 
«      ,  

      »; 
–      – : 

«    ,   -
 »; «   ,   ,   

   /   -    
 ,       »; «  

 ,    »; «   -
,     »  . 

       
 (  ,    

)   (  , -
,  ).  

    –   -
       

    : 
–  : «  ,   

»; «    ,    
 »;  
–     : «   

  »; «    -
,  ,   »;  

– ,   ,   
: «     , -

   ,    ,   
 »; «   ,   – -
»; «    ,    »; 

«     ,    -
  »; «       

»; «   ,   »; 
«  ,  »  . 

,        -
   «  ,  

 (  )», «   ,  », «  
 ,  ,    -

   » –    
  .  -  -

 « »,    
    : , -

, ,     .  -
       

    – -
,    (   -

    ,   
         ,  

 , ). 
   /  -

   , , . ,  -
 : 

–   : «      
 ,      »; « -

  ,     –   
?    – .  , , »; 



 . .,  . .,  . .      

219 

–    : «   , -
  » (  :   

      ); 
–   : «    -

       »; «  -
,  »; 

–    : «   
    ,  -

   ». 
      , 

      : 
–      -

  : «  
    »; «   , -

  »; 
–    : 

«     ,    ,  -
 ,    » (  -

 –        
); «   » (  –    
);  

–      : 
«      »; « , -

» (  –      -
    ); «  ,  

      /  -
       » ( -
 –    -  , -

 ). 
  -   -

      
.   , -

    -
   . 

  : 
–      -

 : «    /  
» (  –    -

); «      ,  
    »; 

–     
   : «   

   –     » ( -
 –  ,  , 

      -
 ); «     

, ,   ,   »; «   
 ,     ,  

    ,     -
    ?»; 
–   -
     «   

»: «     ?   
,   » (  –   -

,       
); 

–    -
   : «    

 /    ,    -
»; «      ,   -

   ». 

    , -
 ,   -

      , 
: «      »; 

«   ,      ».  
     -

   ,  . 
    -

   - -
    -

     , -
     

 :   -
  (    ) -
   ,   -
  ,    -

   -
,     -

 ,   
    -
 ,  , 

   -
. ,    -

       
,      , 
   ,  -

        
,   . 

 
 

 
   - -

    -
        

  , -
,     
  -   -

   .  -
     

    .  
 ,    -

    ( ,  , -
 ),    
  ,  
      

.      -
     -

       
,     .  

    , -
     

    –   
 ,    

   ,    
   .  -

      « -
», « »  « »:   

      -
,  –   .  

      : 
     



 / Law 

220 

   ,    -
    -
 .     

      
,      -

     [20]. 
 

  
 

1.      2025    10   2016. 28  2019 . // Aftershock:   . URL: 
https://aftershock.news/?q=node/758635&amp;full (  : 09.09.2024).  

2.       . 17  2022 . //  . URL: 
https://news.un.org/ru/story/2022/06/1426022 (  : 09.09.2024).  

3. Wendelberg L. Brain and Body “Fingerprints” of Existential Anxiety and Their Relevance for the Identification of Potential Terrorists: A Research 
Note // Perspectives on Terrorism. 2020. Vol. 14, Is. 1. P. 39–53.  

4.  . .   :     //    
. :  . 2012. . 154, . 5. . 179–188.  

5.  . .,  . .    :        //   
. Philology end culture. 2018.  2 (52). . 98–101.  

6.  . .    -      //    
. :  . 2019. . 161, . 5–6. . 117–126.  

7.  . .   : , ,  //    , 
,  :  . .- . . 2001. C. 99–101.  

8. Cordesman A.H. Global Trends in Terrorism: 1970–2016. 2017. URL: https://csiswebsiteprod.s3.amazonaws.com/s3fspublic/publication/ 
170828_global_terrorism_update_0.pdf (  : 09.09.2024).  

9. McCauley C., Moskalenko S. Mechanisms of Political Radicalization: Pathways Toward Terrorism // Terrorism and Political Violence. 2008.  
Vol. 20,  3. P. 415–433. doi: 10.1080/09546550802073367 

10.  . .      XXI .:    //     
. 2020. . 64,  12. . 5–14. doi: 10.20542/0131-2227-2020-64-12-5-14 

11.  . .,  . .,  . .         
 //   . 2020. . 10,  4. . 152–165. doi: 10.17759/psylaw.2020100411  

12.  . .,   : , -    
 //    . 2018.  437. C. 197–204. doi: 10.17223/15617793/437/28 

13.  . .,  . .,  . .        : 
  //   . 2022.  5. . 290–295. doi: 10.24412/2414-3995-2022-5-290-295  

14.  . .   -         
 //   . 2023. . 13,  2. . 206–223. doi: 10.17759/psylaw.2023130215  

15.  . .,  . .,  . .      -
     //   ,    : V . .-

. . ,      .  ( , 21 . 2023 .) / .: . .  [  .]. 
 :  « », 2023. . 252–254.  

16.  . .,  . .,  . .,  . .   -      
(  ) //   :    . 2020.  3. . 159–181. 
doi: 10.14515/monitoring.2020.3.1585  

17.  . .,  . .   -   //    
.   :     : . . .  . . 

 ( , 26–27  2016 .) /  . . . .  : -  . - , 2016. . 45–50.  
18.  . .,  . .           

//   . 2019.  3(134). . 108–114.  
19.  .  .    ,         . . : , 

2024. 576 .  
20.  . .,  . .,  . .,  . .        

 //    . 2022.  482. . 244–251. doi: 10.17223/15617793/482/26 
 

References 
 

1. Aftershock. (2019) Ob"em dannykh vsego mira k 2025 godu uvelichitsya v 10 raz k 2016 [The volume of global data will increase 10-fold by 2025 
compared to 2016]. Aftershock. 28 May. [Online] Available from: https://aftershock.news/?q=node/758635&amp;full (Accessed: 09.09.2024).  

2. Novosti OON [UN News]. Okolo odnogo milliarda chelovek stradayut psikhicheskimi rasstroystvami [About one billion people suffer from mental 
disorders]. Novosti OON [UN News]. 17 June. [Online] Available from: https://news.un.org/ru/story/2022/06/1426022 (Accessed: 09.09.2024).  

3. Wendelberg, L. (2020) Brain and Body "Fingerprints" of Existential Anxiety and Their Relevance for the Identification of Potential Terrorists:  
A Research Note. Perspectives on Terrorism. 1 (14). pp. 39–53.  

4. Palekha, E.S. (2012) Evolyutsiya direktivnogo diskursa: sposoby formirovaniya agressivnoy modal'nosti [Evolution of directive discourse: ways 
of forming aggressive modality]. Uchenye zapiski Kazanskogo universiteta. Seriya: Gumanitarnye nauki. 5 (154). pp. 179–188.  

5. Palekha, E.S. & Sadykova, A.A. (2018) Kommentarii pol'zovateley sotsial'nykh setey: eshche raz k voprosu ob agressivnom tekste [Comments of 
social network users: once again on the issue of aggressive text]. Filologiya i kul'tura. 2 (52). pp. 98–101.  

6. Palekha, E.S. (2019) Lingvoekologiya kak faktor informatsionno-kommunikativnoy bezopasnosti v seti Internet [Lingvoecology as a Factor of 
Information and Communication Security on the Internet]. Uchenye zapiski Kazanskogo universiteta. Seriya: Gumanitarnye nauki. 5–6 (161). 
pp. 117–126.  

7. Engalychev, V.F. (2001) Distantsionnaya psikhodiagnostika lichnosti: istoriya, metody, predmet [Remote psychodiagnostics of personality: history, 
methods, subject]. In: Sovremennye psikhotekhnologii v obrazovanii, biznese, politike [Modern Psychotechnologies in Education, Business, 
Politics]. Moscow: [s.n.]. pp. 99–101.  

8. Cordesman, A.H. (2017) Global Trends in Terrorism: 1970–2016. [Online] Available from: https://csiswebsiteprod.s3.amazonaws.com/s3fspublic/ 
publication/170828_global_terrorism_update_0.pdf (Accessed: 09.09.2024).  

9. McCauley, C. & Moskalenko, S. (2008) Mechanisms of Political Radicalization: Pathways Toward Terrorism. Terrorism and Political Violence. 
3 (20). pp. 415–433. doi: 10.1080/09546550802073367 

10. Yashlavskiy, A.E. (2020) Ul'trapravyy terrorizm na Zapade v XXI v.: tendentsii i osobennosti [Ultra-right terrorism in the West in the 21st century: 
trends and features]. Mirovaya ekonomika i mezhdunarodnye otnosheniya. 12 (64). pp. 5–14. doi: 10.20542/0131-2227-2020-64-12-5-14 



 . .,  . .,  . .      

221 

11. Gayvoronskaya, I.B., Fomina, T.F. & Amanzholova, B.A. (2020) Verbovka v ekstremistskie i terroristicheskie organizatsii posredstvom seti 
Internet [Recruitment into extremist and terrorist organizations via the Internet]. Psikhologiya i pravo. 4 (10). pp. 152–165. doi: 
10.17759/psylaw.2020100411  

12. Akhmedshin, R.L. (2018) Prevention of terrorist activity: Criminological, criminal procedural and criminalistic aspects. Vestnik Tomskogo 
gosudarstvennogo universiteta – Tomsk State University Journal. 437. pp. 197–204. (In Russian). doi: 10.17223/15617793/437/28 

13. Anan'in, O.Yu., Bazulina, A.A. & Zhulanov, A.V. (2022) Verbovka molodezhi v terroristicheskie organizatsii posredstvom sotsial'nykh setey: 
problemy profilaktiki [Recruitment of young people into terrorist organizations through social networks: problems of prevention]. Vestnik 
ekonomicheskoy bezopasnosti. 5. pp. 290–295. doi: 10.24412/2414-3995-2022-5-290-295  

14. Pazukhina, S.V. (2023) Psikhologicheskie osnovy psikhologo-pedagogicheskoy profilaktiki ekstremizma i protestnogo povedeniya v molodezhnoy 
srede [Psychological foundations of psychological and pedagogical prevention of extremism and protest behavior among young people]. 
Psikhologiya i pravo. 2 (13). pp. 206–223. doi: 10.17759/psylaw.2023130215  

15. Berkovich, O.E., Matreshina, E.B. & Romanova, D.M. (2023) [Psychological features of counteracting recruitment into sabotage and 
reconnaissance groups and terrorist organizations]. Aktual'nye voprosy prava, ekonomiki i upravleniya [Current Issues of Law, Economics and 
Management]. Proceedings of the 5th All-Russian Conference. Ulyanovsk. 21 April 2023. Cheboksary: ID "Sreda". pp. 252–254. (In Russian). 

16. Karpova, A.Yu. et al. (2020) Izuchenie protsessa onlayn-radikalizatsii molodezhi v sotsial'nykh media (mezhdistsiplinarnyy podkhod) [Studying 
the process of online radicalization of youth in social media (interdisciplinary approach)]. Monitoring obshchestvennogo mneniya: ekonomicheskie 
i sotsial'nye peremeny. 3. pp. 159–181. doi: 10.14515/monitoring.2020.3.1585  

17. Palekha, E.S. & Galieva, R.O. (2016) [Psycholinguistic markers of religious and political deviations]. Al'manakh Kazanskogo federal'nogo 
universiteta. Psikhologiya deviantnogo povedeniya: mezhdistsiplinarnye issledovaniya i praktika [Almanac of Kazan Federal University. 
Psychology of deviant behavior: interdisciplinary research and practice]. Proceedings of the 1st International Research School. Kazan. 26–27 May 
2016. Kazan: Kazan State University. pp. 45–50. (In Russian). 

18. Galieva, R.O. & Palekha, E.S. (2019) Predposylki radikalizatsii i vovlecheniya uchashcheysya molodezhi v deyatel'nost' terroristicheskikh 
organizatsiy [Prerequisites for radicalization and involvement of student youth in the activities of terrorist organizations]. Kazanskiy 
pedagogicheskiy zhurnal. 3 (134). pp. 108–114.  

19. Doidge, N. (2024) Plastichnost' mozga. Potryasayushchie fakty o tom, kak mysli sposobny menyat' strukturu i funktsii nashego mozga [The Brain 
That Changes Itself: Stories of Personal Triumph from the Frontiers of Brain Science]. Translated from English. Moscow: Bombora.  

20. Engalychev, V.F. et al. (2022) The value of humanitarian expert appraisal in legal psychology and criminalistics. Vestnik Tomskogo 
gosudarstvennogo universiteta – Tomsk State University Journal. 482. pp. 244–251. (In Russian). doi: 10.17223/15617793/482/26 

 
  : 

 . . –          -
 ( , );    -    ( ) -
  ( , ). E-mail: Ildar.Galiev@tatar.ru 

 . . – -  . ,      ,  - -
         . . .  

( , ). E-mail: valiyen@gmail.com 
 . . – . . ,    -    ( ) 

  ( , ). E-mail: katerina.paleha@gmail.com 
 

     . 
 
Information about the authors: 
I.Sh. Galiev, director, Kazan Branch of the Federal Scientific Center of Psychological and Multidisciplinary Research (Kazan, Russian 
Federation); junior research fellow, Kazan (Volga Region) Federal University (Kazan, Russian Federation). E-mail: Ildar.Galiev@ta-
tar.ru 
V.F. Engalychev, Dr. Sci. (Psychology), professor, Kaluga State University named after K.E. Tsiolkovski (Kaluga, Russian Federa-
tion). E-mail: valiyen@gmail.com 
E.S. Palekha, Cand. Sci. (Philology), senior research fellow, Kazan (Volga Region) Federal University (Kazan, Russian Federation). 
E-mail: katerina.paleha@gmail.com 
 
The authors declare no conflicts of interests. 
 

    12.12.2024;  
   18.02.2025;    28.02.2025.  

 
The article was submitted 12.12.2024;  

approved after reviewing 18.02.2025; accepted for publication 28.02.2025. 


